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ʥʘʜʟʚʠʯʘʡʥʦ ʘʢʪʫʘʣʴʥʠʤʠ ʚ ʢʦʥʪʝʢʩʪʽ ʨʦʟʚʠʪʢʫ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʩʫʩʧʽʣʴʩʪʚʘ, ʟʨʦʩʪʘʥʥʷ 

ʢʽʙʝʨʟʣʦʯʠʥʥʦʩʪʽ, ʚʠʢʦʨʠʩʪʘʥʥʷ ʟʘʩʦʙʽʚ ʢʽʙʝʨʪʝʨʦʨʠʟʤʫ ʫ ʛʽʙʨʽʜʥʠʭ ʚʽʡʥʘʭ ʪʘ 

ʥʝʦʙʭʽʜʥʦʩʪʽ ʨʦʟʙʫʜʦʚʠ ʩʠʩʪʝʤʠ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʥʝʪʠʯʥʦʾ ʙʝʟʧʝʢʠ ʋʢʨʘʾʥʠ ʚʽʜʧʦʚʽʜʥʦ 

ʜʦ ʚʠʟʥʘʯʝʥʠʭ ʩʪʨʘʪʝʛʽʯʥʠʭ ʥʘʧʨʷʤʢʽʚ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʪʝʥʜʝʥʮʽʡ ʨʦʟʚʠʪʢʫ ʢʽʙʝʨʧʨʦʩʪʦʨʫ, 

ʩʫʯʘʩʥʠʭ ʚʠʢʣʠʢʽʚ ʪʘ ʟʘʛʨʦʟ ʡʦʛʦ ʙʝʟʧʝʮʽ. ʇʨʠʟʥʘʯʝʥʥʷ ʜʘʡʜʞʝʩʪʫ ï ʦʟʥʘʡʦʤʣʝʥʥʷ 

ʰʠʨʦʢʦʛʦ ʢʦʣʘ ʬʘʭʽʚʮʽʚ ʫ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʘ ʪʘʢʦʞ ʽ ʚʩʽʭ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʷʢʽ ʮʽʢʘʚʣʷʪʴʩʷ 

ʮʽʻʶ ʧʨʦʙʣʝʤʘʪʠʢʦʶ, ʟ ʽʥʬʦʨʤʘʮʽʡʥʠʤʠ ʜʞʝʨʝʣʘʤʠ ʤʝʨʝʞʽ ɯʥʪʝʨʥʝʪ ʪʘ ʥʦʚʠʤʠ 

ʥʘʜʭʦʜʞʝʥʥʷʤʠ ʜʦ ʬʦʥʜʽʚ ʅɹʋɺ (ʤʦʥʦʛʨʘʬʽʾ, ʘʚʪʦʨʝʬʝʨʘʪʠ ʜʠʩʝʨʪʘʮʽʡ, ʧʽʜʨʫʯʥʠʢʠ, 
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ʉʪʘʥ ʢʽʙʝʨʙʝʟʧʝʢʠ ʚ ʋʢʨʘʾʥʽ 

 

çʋ ʂʠʻʚʽ ʩʪʘʨʪʫʚʘʣʦ ʥʘʚʯʘʥʥʷ çBug Bountyè, ʦʨʛʘʥʽʟʦʚʘʥʝ 

ʅʘʮʽʦʥʘʣʴʥʠʤ ʢʦʦʨʜʠʥʘʮʽʡʥʠʤ ʮʝʥʪʨʦʤ ʢʽʙʝʨʙʝʟʧʝʢʠ ʧʨʠ ʈʅɹʆ ʋʢʨʘʾʥʠ ʟʘ 

ʧʽʜʪʨʠʤʢʠ ʌʦʥʜʫ ʮʠʚʽʣʴʥʠʭ ʜʦʩʣʽʜʞʝʥʴ ʪʘ ʨʦʟʚʠʪʢʫ ʉʐɸ (CRDF Global). 
ʇʨʦ ʮʝ ʧʦʚʽʜʦʤʣʷʻ ʧʨʝʩʩʣʫʞʙʘ ʈʅɹʆ. 

ʋ ʈʅɹʆ ʚʽʜʟʥʘʯʠʣʠ, ʱʦ ʧʨʦʛʨʘʤʘ ʨʝʘʣʽʟʫʻʪʴʩʷ ʩʧʽʣʴʥʦ ʟ ʧʨʠʚʘʪʥʦʶ 

ʢʦʤʧʘʥʽʻʶ CyberUnit. 

ñʇʨʝʜʩʪʘʚʥʠʢʠ ʦʩʥʦʚʥʠʭ ʩʫʙôʻʢʪʽʚ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠ ʋʢʨʘʾʥʠ ʪʘ 

ʧʨʘʮʽʚʥʠʢʠ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʧʨʦʪʷʛʦʤ ʧôʷʪʠ ʜʥʽʚ ʟʜʦʙʫʚʘʪʠʤʫʪʴ ʥʘʚʠʯʢʠ 

ʧʨʦʚʝʜʝʥʥʷ ʧʝʥʪʝʩʪʫ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʩʪʚʦʨʝʥʥʷ ʢʦʤʧʣʝʢʩʥʦʾ 

ʩʠʩʪʝʤʠ ʟʘʭʠʩʪʫ ʪʘʢʠʭ ʦʙôʻʢʪʽʚ ʽ ʧʦʩʠʣʝʥʥʷ ʚʣʘʩʥʠʭ ʪʝʭʥʽʯʥʠʭ ʩʧʨʦʤʦʞʥʦʩʪʝʡò, ï 

ʡʜʝʪʴʩʷ ʫ ʧʦʚʽʜʦʤʣʝʥʥʽ. 

ɿʘ ʩʣʦʚʘʤʠ ʟʘʩʪʫʧʥʠʢʘ ʩʝʢʨʝʪʘʨʷ ʈʅɹʆ ʉʝʨʛʽʷ ɼʝʤʝʜʶʢʘ, ʱʦʜʥʷ ʫ 

ʢʽʙʝʨʧʨʦʩʪʦʨʽ ʚʠʥʠʢʘʶʪʴ ʥʦʚʽ ʪʝʥʜʝʥʮʽʾ ʽ ʥʦʚʽ ʟʘʛʨʦʟʠ, ʽ ʫʢʨʘʾʥʩʴʢʽ ʬʘʭʽʚʮʽ ʨʘʟʦʤ ʽʟ 

ʟʘʢʦʨʜʦʥʥʠʤʠ ʧʘʨʪʥʝʨʘʤʠ ʩʧʽʣʴʥʦ ʧʨʘʮʶʶʪʴ ʥʘʜ ʪʠʤ, ʘʙʠ ʚʯʘʩʥʦ ʨʝʘʛʫʚʘʪʠ ʥʘ ʥʠʭ 

ʽ ʧʦʧʝʨʝʜʞʫʚʘʪʠ ʫ ʤʘʡʙʫʪʥʴʦʤʫ. 

ñʊʘʢʽ ʧʨʘʢʪʠʯʥʽ ʥʘʚʯʘʥʥʷ ʻ ʥʝʚʽʜôʻʤʥʦʶ ʩʢʣʘʜʦʚʦʶ ʚʜʦʩʢʦʥʘʣʝʥʥʷ 

ʥʘʮʽʦʥʘʣʴʥʦʾ ʩʠʩʪʝʤʠ ʢʽʙʝʨʙʝʟʧʝʢʠ. ʆʙʤʽʥ ʜʦʩʚʽʜʦʤ ʻ ʟʘʧʦʨʫʢʦʶ ʚʝʣʠʢʠʭ ʩʧʽʣʴʥʠʭ 

ʜʦʩʷʛʥʝʥʴò, ï ʜʦʜʘʣʠ ʚ ʈʅɹʆè. (ɻʘʣʠʥʘ ʄʝʣʴʥʠʢ. ɺ ʋʢʨʘʾʥʽ ʟʘʧʫʩʪʠʣʠ ʥʘʚʯʘʥʥʷ 

ʟʘ ʧʨʦʛʨʘʤʦʶ ʜʣʷ ñʙʽʣʠʭ ʭʘʢʝʨʽʚò // #ʐʦʊʘʤ (https://shotam.info/v-ukraini -

zapustyly-navchannia-za-prohramoiu-dlia-bilykh-khakeriv/). 10.11.2020).  
***  

 

çéʋ ʜʘʡʜʞʝʩʪʽ ʟ ʢʽʙʝʨʙʝʟʧʝʢʠ OLX ʧʦʷʩʥʶʻ, ʟ ʯʦʛʦ ʩʢʣʘʜʘʻʪʴʩʷ 

ʙʘʛʘʪʦʝʪʘʧʥʠʡ ʧʨʦʮʝʩ ʟʘʭʠʩʪʫ ʢʦʨʠʩʪʫʚʘʯʽʚ ʧʣʘʪʬʦʨʤʠ ʽ ʧʦʧʝʨʝʜʞʘʻ ʧʨʦ ʥʦʚʫ 
ʰʘʭʨʘʡʩʴʢʫ ʩʭʝʤʫ. ɿʥʘʯʝʥʥʷ ʙʝʟʧʝʢʠ ʚ ʦʥʣʘʡʥʽ ʥʘʚʨʷʜ ʯʠ ʤʦʞʥʘ ʧʝʨʝʦʮʽʥʠʪʠ. 

ɸʜʞʝ ʚ ʽʥʪʝʨʥʝʪʽ ʤʠ ʣʠʰʘʻʤʦ ʧʝʨʩʦʥʘʣʴʥʫ ʽʥʬʦʨʤʘʮʽʶ ʪʘ ʚʠʪʨʘʯʘʻʤʦ ʢʦʰʪʠ. ɯ 

ʟʚʽʩʥʦ ʻ ʪʽ, ʭʪʦ ʥʝ ʧʨʦʪʠ ʮʠʤ ʩʢʦʨʠʩʪʘʪʠʩʷ. ɿʘʚʘʜʠʪʠ ʾʤ ʤʦʞʫʪʴ ʪʝʭʥʦʣʦʛʽʯʥʽ 

ʨʽʰʝʥʥʷ, ʷʢʽ ʟʘʧʨʦʚʘʜʞʫʶʪʴ ʢʦʤʧʘʥʽʾ, ʪʘ ʢʽʙʝʨʛʨʘʤʦʪʥʽʩʪʴ ʢʦʨʠʩʪʫʚʘʯʽʚ. 

ɸʙʠ ʧʠʪʘʥʥʷ ʦʥʣʘʡʥ-ʙʝʟʧʝʢʠ ʥʘ ʧʣʘʪʬʦʨʤʽ ʩʪʘʣʠ ʫʢʨʘʾʥʮʷʤ ʙʽʣʴʰ 

ʟʨʦʟʫʤʽʣʠʤʠ, OLX ʨʦʟʧʦʚʽʚ ʧʨʦ ʪʝ, ʟ ʷʢʠʭ ʝʣʝʤʝʥʪʽʚ ʩʢʣʘʜʘʻʪʴʩʷ ʙʝʟʧʝʨʝʨʚʥʠʡ 

ʧʨʦʮʝʩ ʟʘʭʠʩʪʫ ʢʦʨʠʩʪʫʚʘʯʽʚ. ʂʦʥʪʨʦʣʴ ʫ ʜʚʘ ʝʪʘʧʠ ð ʧʽʜʦʟʨʽʣʽ ʥʝ ʧʨʦʡʜʫʪʴ ʇʝʨʰ 

ʥʽʞ ʦʛʦʣʦʰʝʥʥʷ ʧʦʪʨʘʧʣʷʶʪʴ ʥʘ ʧʣʘʪʬʦʨʤʫ, ʚʦʥʠ ʧʨʦʭʦʜʷʪʴ ʘʚʪʦʤʘʪʠʯʥʫ 

ʤʦʜʝʨʘʮʽʶ. ɰʭ ʧʝʨʝʚʽʨʷʶʪʴ ʥʘ ʚʽʜʧʦʚʽʜʥʽʩʪʴ ʧʨʘʚʠʣʘʤ ʧʣʘʪʬʦʨʤʠ ʧʨʠʙʣʠʟʥʦ ʟʘ 

ʩʦʪʥʝʶ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʧʘʨʘʤʝʪʨʽʚ. ɿʘ ʩʪʘʪʠʩʪʠʢʦʶ ʢʦʤʧʘʥʽʾ, ʯʝʨʝʟ ʤʦʜʝʨʘʮʽʶ 

ʧʨʦʭʦʜʷʪʴ ʧʦʥʘʜ 130 ʪʠʩʷʯ ʥʦʚʠʭ ʦʛʦʣʦʰʝʥʴ ʥʘ ʜʝʥʴ. ɺ ʨʝʟʫʣʴʪʘʪʽ 88% ʟ ʥʠʭ 

ʧʦʪʨʘʧʣʷʶʪʴ ʥʘ ʩʘʡʪ. ʈʝʰʪʘ ʧʨʦʭʦʜʷʪʴ ʙʽʣʴʰ ʛʣʠʙʠʥʥʫ ʧʝʨʝʚʽʨʢʫ ʤʦʜʝʣʷʤʠ 

ʰʪʫʯʥʦʛʦ ʽʥʪʝʣʝʢʪʫ (ʐɯ) ʪʘ ʨʫʯʥʫ ʤʦʜʝʨʘʮʽʶ. ʅʘʧʨʠʢʣʘʜ, ʟʘʚʜʷʢʠ ʨʫʯʥʽʡ ʧʝʨʝʚʽʨʮʽ 

ʚ ʩʝʨʝʜʥʴʦʤʫ ʙʣʦʢʫʶʪʴʩʷ ʧʦʥʘʜ 3 ʪʠʩʷʯ ʦʛʦʣʦʰʝʥʴ ʥʘ ʜʝʥʴ. ʑʝ ʦʜʥʘ ʩʢʣʘʜʦʚʘ 

ʟʘʭʠʩʪʫ ð ʱʦʜʝʥʥʠʡ ʘʥʘʣʽʟ ʧʦʚʝʜʽʥʢʠ ʧʨʠʙʣʠʟʥʦ 15 ʪʠʩʷʯ ʧʽʜʦʟʨʽʣʠʭ ʘʢʘʫʥʪʽʚ 

(ʟʘʨʝʻʩʪʨʦʚʘʥʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ) ʥʘ ʧʨʝʜʤʝʪ ʬʽʰʠʥʛʫ, ʱʦʙ ʧʦʪʽʤ ʚʠʷʚʠʪʠ 

ʧʦʪʝʥʮʽʡʥʠʭ ʰʘʭʨʘʾʚ. ʗʢʱʦ ʐɯ ʟ ʚʠʩʦʢʦʶ ʡʤʦʚʽʨʥʽʩʪʶ ʚʠʟʥʘʯʘʻ ʯʠʾʩʴ ʜʽʾ ʷʢ 

ʧʽʜʦʟʨʽʣʽ, ʾʭʥʽ ʘʢʘʫʥʪʠ ʘʚʪʦʤʘʪʠʯʥʦ ʙʣʦʢʫʶʪʴʩʷ.  
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ɹʦʨʦʪʴʙʘ ʟ ʬʽʰʠʥʛʦʤ ð ʟʘʛʘʣʴʥʦʩʚʽʪʦʚʘ ʪʝʥʜʝʥʮʽʷ, ʘʜʞʝ ʟ ʮʠʤ ʚʠʜʦʤ 

ʰʘʭʨʘʡʩʪʚʘ ʩʪʠʢʘʻʪʴʩʷ ʚʝʣʠʯʝʟʥʘ ʢʽʣʴʢʽʩʪʴ ʤʽʞʥʘʨʦʜʥʠʭ ʢʦʤʧʘʥʽʡ. ʊʘʢ, ʟʘ ʜʘʥʠʤʠ 

Brand Phishing Report ʟʘ 3 ʢʚʘʨʪʘʣ 2020 ʨʦʢʫ, ʪʨʽʡʢʘ ʙʨʝʥʜʽʚ, ʥʘ ʷʢʽ ʚʽʜʙʫʚʘʣʦʩʷ 

ʥʘʡʙʽʣʴʰʝ ʬʽʰʠʥʛʦʚʠʭ ʘʪʘʢ, ð Microsoft (19% ʚʽʜ ʛʣʦʙʘʣʴʥʦʾ ʢʽʣʴʢʦʩʪʽ), DHL (9%) 

ʪʘ Google (9%). ɻʦʣʦʚʥʘ ʤʝʪʘ ʬʽʰʠʥʛʫ ð ʦʪʨʠʤʘʪʠ ʦʩʦʙʠʩʪʫ ʽʥʬʦʨʤʘʮʽʶ ʘʙʦ 

ʧʣʘʪʽʞʥʽ ʜʘʥʽ ʣʶʜʠʥʠ. ʗʢʽ ʧʠʪʘʥʥʷ ʟ ʙʝʟʧʝʢʠ ʚ ʦʥʣʘʡʥʽ ʮʽʢʘʚʣʷʪʴ ʫʢʨʘʾʥʮʽʚ 

ʥʘʡʙʽʣʴʰʝ? ɿ ʥʘʩʪʘʥʥʷʤ ʢʘʨʘʥʪʠʥʫ ʣʶʜʠ ʘʢʪʠʚʥʽʰʝ ʧʦʯʘʣʠ ʦʙʠʨʘʪʠ ʦʥʣʘʡʥ-

ʰʦʧʽʥʛ. ʇʽʜʚʠʱʝʥʥʷ ʽʥʪʝʨʝʩʫ ʜʦ ʥʴʦʛʦ ʧʽʜʪʚʝʨʜʞʫʶʪʴ ʽ ʜʘʥʽ OLX: ʢʽʣʴʢʽʩʪʴ 

ʘʢʪʠʚʥʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ ʧʣʘʪʬʦʨʤʠ ʥʘʚʝʩʥʽ ʦʜʨʘʟʫ ʟʨʦʩʣʘ ʥʘ 6%.  

ʊʘ ʨʘʟʦʤ ʽʟ ʨʦʟʚʠʪʢʦʤ ʰʦʧʽʥʛʫ ʚ ʤʝʨʝʞʽ ʟʙʽʣʴʰʫʶʪʴʩʷ ʘʧʝʪʠʪʠ ʰʘʭʨʘʾʚ. 

ɿʛʽʜʥʦ ʟ ʜʘʥʠʤʠ ʜʦʩʣʽʜʞʝʥʥʷ CBR 1, 29% ʫʢʨʘʾʥʮʽʚ ʩʪʠʢʘʣʠʩʷ ʽʟ ʰʘʭʨʘʷʤʠ ʧʽʜ ʯʘʩ 

ʧʦʢʫʧʦʢ ʚ ʽʥʪʝʨʥʝʪʽ. ʊʦʤʫ OLX ʨʦʟʧʦʚʽʜʘʻ ʫʢʨʘʾʥʮʷʤ ʘʢʪʠʚʥʽʰʝ ʧʨʦ 

ʢʽʙʝʨʛʨʘʤʦʪʥʽʩʪʴ. ʊʘʢ, ʛʦʣʦʚʥʫ ʩʪʦʨʽʥʢʫ ʮʝʥʪʨʫ ʧʽʜʪʨʠʤʢʠ ʢʣʽʻʥʪʽʚ OLX ʟ 

ʢʦʨʠʩʥʦʶ ʽʥʬʦʨʤʘʮʽʻʶ ʷʢ ʟʘʭʠʩʪʠʪʠʩʷ ʚʽʜ ʰʘʭʨʘʾʚ ʫ ʣʠʧʥʽ ʚʽʜʚʽʜʘʣʠ ʥʘ 8% ʙʽʣʴʰʝ 

ʣʶʜʝʡ, ʥʽʞ ʧʦʧʝʨʝʜʥʴʦʛʦ ʤʽʩʷʮʷ. ʋ ʩʝʨʧʥʽ ʾʭʥʷ ʢʽʣʴʢʽʩʪʴ ʟʨʦʩʣʘ ʱʝ ʥʘ 19%, ʘ ʫ 

ʚʝʨʝʩʥʽ ð ʱʝ ʥʘ 20%. 

ɿʘʛʘʣʦʤ ʚ ʦʩʪʘʥʥʽ ʧʽʚ ʨʦʢʫ ʫʢʨʘʾʥʮʽ ʥʘʡʙʽʣʴʰʝ ʮʽʢʘʚʠʣʠʩʷ ʪʘʢʠʤʠ ʧʠʪʘʥʥʷʤʠ: 

ǒ ʙʝʟʧʝʯʥʽ ʧʦʢʫʧʢʠ 

ǒ ʜʦʩʪʘʚʢʘ 

ǒ ʧʨʠʚʘʪʥʽʩʪʴ 

ǒ ʟʘʭʠʩʪ ʦʩʦʙʠʩʪʠʭ ʜʘʥʠʭ 

ñʄʠ ʚ OLX ʧʦʩʪʽʡʥʦ ʧʨʘʮʶʻʤʦ ʥʘʜ ʫʜʦʩʢʦʥʘʣʝʥʥʷʤ ʢʽʙʝʨʟʘʭʠʩʪʫ ʥʘ 

ʧʣʘʪʬʦʨʤʽ, ʱʦʙ ʥʘʰʽ ʢʦʨʠʩʪʫʚʘʯʽ ʤʦʛʣʠ ʟʜʽʡʩʥʶʚʘʪʠ ʙʝʟʧʝʯʥʽ ʫʛʦʜʠ. ʆʜʥʘʢ ʚʘʨʪʦ 

ʧʘʤôʷʪʘʪʠ, ʱʦ ʟʘʭʠʱʝʥʽʩʪʴ ʚ ʦʥʣʘʡʥʽ ʟʘʣʝʞʠʪʴ ʚʽʜ ʢʦʞʥʦʛʦ ʟ ʥʘʩ. ʐʘʭʨʘʾ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʤʝʪʦʜʠ ʩʦʮʽʘʣʴʥʦʾ ʽʥʞʝʥʝʨʽʾ. ɺʦʥʠ ʜʦʙʨʝ ʟʥʘʶʪʴ, ʷʢʠʤʠ ʜʽʷʤʠ ʪʘ 

ʩʣʦʚʘʤʠ ʩʭʠʣʠʪʠ ñʢʣʽʻʥʪʘò ʜʦ ʰʚʠʜʢʦʾ ʪʘ ʥʝʦʙʜʫʤʘʥʦʾ ʫʛʦʜʠ. ʂʦʣʠ ʢʦʨʠʩʪʫʚʘʯʽ 

ʙʽʣʴʰʝ ʮʽʢʘʚʣʷʪʴʩʷ ʙʝʟʧʝʢʦʶ ʫ ʤʝʨʝʞʽ ʪʘ ʧʨʦʢʘʯʫʶʪʴ ʩʚʦʾ ʟʥʘʥʥʷ, ʘ ʢʦʤʧʘʥʽʾ 

ʩʪʚʦʨʶʶʪʴ ʚʣʘʩʥʽ ʽʥʽʮʽʘʪʠʚʠ, ʤʦʞʥʘ ʝʬʝʢʪʠʚʥʽʰʝ ʙʦʨʦʪʠʩʷ ʟ ʰʘʭʨʘʷʤʠ ʪʘ 

ʥʘʩʦʣʦʜʞʫʚʘʪʠʩʷ ʙʝʟʧʝʯʥʠʤ ʦʥʣʘʡʥ-ʰʦʧʽʥʛʦʤò, ð ʢʦʤʝʥʪʫʻ ɺʽʢʪʦʨ ʅʦʙʽʫʟ, 

ʢʝʨʽʚʥʠʢ ʚʽʜʜʽʣʫ ʙʽʟʥʝʩ-ʘʥʘʣʽʪʠʢʠ OLX ʋʢʨʘʾʥʘ.  

ɸ ʱʦ ʧʦ ʩʭʝʤʘʭ ʰʘʭʨʘʡʩʪʚʘ?  

ɿʘʨʘʟ ʰʘʭʨʘʾ ʘʢʪʠʚʥʦ ʧʝʨʝʢʣʶʯʠʣʠʩʷ ʥʘ ʧʨʦʜʘʚʮʽʚ ʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʩʭʝʤʫ ʟ 

ʧʽʜʨʦʙʣʝʥʠʤ ʧʦʩʠʣʘʥʥʷʤ: ʧʩʝʚʜʦʧʦʢʫʧʝʮʴ ʧʠʰʝ ʧʨʦʜʘʚʮʝʚʽ ʚ ʯʘʪʽ ʦʥʣʘʡʥ-

ʧʣʘʪʬʦʨʤʠ, ʟʘʧʠʪʫʻ ʧʨʦ ʪʦʚʘʨ ʽ ʧʨʦʧʦʥʫʻ ʜʣʷ ʟʨʫʯʥʦʩʪʽ ʧʝʨʝʡʪʠ ʚ ʽʥʰʠʡ 

ʤʝʩʝʥʜʞʝʨ. ʂʦʣʠ ʚʽʥ ʦʧʠʥʷʻʪʴʩʷ ʟʘ ʤʝʞʘʤʠ ʧʣʘʪʬʦʨʤʠ, ʪʦ ʧʦʚʽʜʦʤʣʷʻ, ʱʦ 

ʟʚʘʞʠʚʩʷ ʥʘ ʧʦʢʫʧʢʫ ʽ ʚʞʝ ʩʧʣʘʪʠʚ ʪʦʚʘʨ. ɺʽʜʧʨʘʚʣʷʻ ʧʦʩʠʣʘʥʥʷ ʥʘ ʩʘʡʪ-ʢʦʧʽʶ 

ʥʽʙʠʪʦ ʜʣʷ ʦʪʨʠʤʘʥʥʷ ʦʧʣʘʪʠ. ʇʨʦʜʘʚʝʮʴ ʚʚʦʜʠʪʴ ʚʩʽ ʜʘʥʽ ʧʣʘʪʽʞʥʦʾ ʢʘʨʪʢʠ, ʽ ʩʫʤʘ 

ʩʧʠʩʫʻʪʴʩʷ ʟ ʡʦʛʦ ʨʘʭʫʥʢʫ.  

ɺʘʞʣʠʚʦ ʧʘʤôʷʪʘʪʠ, ʱʦ ʚ ʧʦʩʣʫʟʽ OLX ɼʦʩʪʘʚʢʘ ʪʘʢʦʛʦ ʬʫʥʢʮʽʦʥʘʣʫ ʥʝ ʽʩʥʫʻ: 

ʜʣʷ ʾʾ ʦʬʦʨʤʣʝʥʥʷ ʪʘ ʦʪʨʠʤʘʥʥʷ ʦʧʣʘʪʠ ʥʝ ʧʦʪʨʽʙʥʽ ʩʪʦʨʦʥʥʽ ʧʦʩʠʣʘʥʥʷ. ɭʜʠʥʝ, ʱʦ 

ʧʨʦʜʘʚʝʮʴ ʤʦʞʝ ʧʦʚʽʜʦʤʠʪʠ ʧʦʢʫʧʮʝʚʽ, ð ʮʝ 16-ʟʥʘʯʥʠʡ ʥʦʤʝʨ ʢʘʨʪʢʠ ʪʘ ʇɯɹ, 

ʧʨʠʯʦʤʫ ʦʩʪʘʥʥʻ ʥʝʦʙʦʚôʷʟʢʦʚʦ. 

ɹʘʟʦʚʽ ʧʨʘʚʠʣʘ, ʱʦ ʜʦʧʦʤʦʞʫʪʴ ʧʨʦʜʘʚʘʪʠ ʪʘ ʢʫʧʫʚʘʪʠ ʙʝʟʧʝʯʥʦ: 

1. ʉʪʘʚʪʝʩʷ ʟ ʦʙʝʨʝʞʥʽʩʪʶ ʜʦ ʟʘʥʘʜʪʦ ʧʨʠʚʘʙʣʠʚʠʭ ʧʨʦʧʦʟʠʮʽʡ. 
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2. ʅʝ ʧʦʢʠʜʘʡʪʝ ʦʬʽʮʽʡʥʠʡ ʯʘʪ ʧʣʘʪʬʦʨʤʠ ʪʘ ʥʝ ʧʝʨʝʭʦʜʴʪʝ ʟʘ ʟʦʚʥʽʰʥʽʤʠ 

ʧʦʩʠʣʘʥʥʷʤʠ, ʦʪʨʠʤʘʥʠʤʠ ʚʽʜ ʩʪʦʨʦʥʥʽʭ ʦʩʽʙ.  

3. ʂʦʨʠʩʪʫʡʪʝʩʷ ʙʝʟʧʝʯʥʠʤʠ ʩʝʨʚʽʩʘʤʠ ʜʦʩʪʘʚʢʠ ʥʘ ʢʰʪʘʣʪ OLX ɼʦʩʪʘʚʢʘ. 

4. ʇʝʨʝʚʽʨʷʡʪʝ ʩʘʡʪ ʥʘ ʷʢʦʤʫ ʧʣʘʥʫʻʪʝ ʟʜʽʡʩʥʠʪʠ ʯʠ ʦʪʨʠʤʘʪʠ ʦʧʣʘʪʫ. 

5. ʅʽʢʦʣʠ ʥʝ ʨʦʟʢʨʠʚʘʡʪʝ ʚʩʽ ʧʝʨʩʦʥʘʣʴʥʽ ʪʘ ʧʣʘʪʽʞʥʽ ʜʘʥʽ, ʦʩʦʙʣʠʚʦ 

ʥʝʟʥʘʡʦʤʮʷʤè. (ʑʦʜʥʷ ʙʣʦʢʫʻʤʦ 3 ʪʠʩʷʯʽ ʦʛʦʣʦʰʝʥʴ ʧʽʩʣʷ ʨʫʯʥʦʾ ʧʝʨʝʚʽʨʢʠ ð 

OLX ʨʦʟʧʦʚʽʚ, ʷʢ ʩʪʚʦʨʶʻʪʴʩʷ ʙʝʟʧʝʢʘ ʚ ʦʥʣʘʡʥʽ // ʆʂɯɸ "ʅʦʚʠʥʠ 

ʇʦʣʪʘʚʱʠʥʠ" (https://np.pl.ua/2020/11/shchodnia-blokuiemo-3-tysiachi-oholoshen-

pislia-ruchnoi-perevirky-olx-rozpoviv-iak-stvoriuiet-sia-bezpeka-v-onlayni/). 

05.11.2020).  

***  

 

çʅʘʮʠʦʥʘʣʴʥʳʡ ʦʧʝʨʘʪʦʨ ʩʚʷʟʠ çʂʠʝʚʩʪʘʨè ʩʦʦʙʱʘʝʪ, ʯʪʦ ʨʘʟʨʘʙʦʪʘʣ ʠ 

ʚʥʝʜʨʠʣ ʥʦʚʫʶ ʫʩʣʫʛʫ ʜʣʷ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʢʠʙʝʨʤʦʰʝʥʥʠʯʝʩʪʚʫ, ʘʥʘʣʦʛʦʚ 

ʢʦʪʦʨʦʡ, ʢʘʢ ʫʪʚʝʨʞʜʘʝʪʩʷ, ʥʝʪ ʚ ʋʢʨʘʠʥʝ ï çɿʘʱʠʪʘ ʘʣʴʬʘʥʫʤʝʨʠʯʝʩʢʠʭ 
ʠʤʝʥè. ʕʪʦ ʩʝʨʚʠʩ ʜʣʷ ʙʠʟʥʝʩ-ʢʣʠʝʥʪʦʚ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ ʦʪʩʣʝʞʠʚʘʶʪʩʷ ʠ 

ʙʣʦʢʠʨʫʶʪʩʷ SMS-ʩʦʦʙʱʝʥʠʷ ʩ ʬʠʰʠʥʛʦʚʳʭ ʨʝʩʫʨʩʦʚ. ʆʥ ʧʨʠʟʚʘʥ ʟʘʱʠʪʠʪʴ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʪ çʧʦʭʠʱʝʥʠʷè ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʚʦʟʤʦʞʥʳʭ ʤʘʪʝʨʠʘʣʴʥʳʭ 

ʫʙʳʪʢʦʚ. 

ɸʣʴʬʘʥʫʤʝʨʠʯʝʩʢʦʝ ʠʤʷ ï ʵʪʦ ʙʫʢʚʝʥʥʘʷ ʠʣʠ ʮʠʬʨʦʚʘʷ ʧʦʜʧʠʩʴ, ʢʦʪʦʨʘʷ 

ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʩʪʨʦʢʝ ʦʪʧʨʘʚʠʪʝʣʷ SMS. ɽʛʦ ʟʘʱʠʪʘ ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʝʟʥʘ ʚʩʝʤ 

ʢʦʤʧʘʥʠʷʤ ʠ ʫʯʨʝʞʜʝʥʠʷʤ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ ʚ ʨʘʙʦʪʝ SMS, ʪʘʢʠʝ ʢʘʢ ʙʘʥʢʠ, 

ʧʦʯʪʦʚʳʝ ʦʧʝʨʘʪʦʨʳ, ʨʠʪʝʡʣ, ʧʨʝʜʩʪʘʚʠʪʝʣʠ ʩʬʝʨʳ ʫʩʣʫʛ ʠ ʜʨ. ʏʘʱʝ ʚʩʝʛʦ 

ʬʠʰʠʥʛʦʚʳʝ SMS ʦʪʧʨʘʚʣʷʶʪʩʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʢʦʤʤʝʨʯʝʩʢʠʭ ʥʘʠʤʝʥʦʚʘʥʠʡ ʠ 

ʪʦʨʛʦʚʳʭ ʤʘʨʦʢ ʠʟʚʝʩʪʥʳʭ ʥʘ ʨʳʥʢʝ ʢʦʤʧʘʥʠʡ. ʇʦʪʦʤʫ ʚ ʨʷʜʝ ʩʦʦʙʱʝʥʠʡ ʩʦ 

ʩʭʦʞʠʭ ʘʣʴʬʘ-ʠʤʝʥ ʘʙʦʥʝʥʪʳ ʤʦʛʫʪ ʥʝ ʟʘʤʝʪʠʪʴ ʨʘʟʥʠʮʳ ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʧʨʝʜʦʩʪʘʚʠʪʴ ʤʦʰʝʥʥʠʢʘʤ ʜʘʥʥʳʝ ʦ ʩʝʙʝ ʣʠʙʦ ʩʚʦʝʤ ʙʘʥʢʦʚʩʢʦʤ ʩʯʝʪʝ. 

ʇʨʠ ʦʪʧʨʘʚʢʝ SMS ʘʙʦʥʝʥʪʘʤ çʂʠʝʚʩʪʘʨè ʦʧʝʨʘʪʦʨ ʙʫʜʝʪ ʩʦʚʝʨʰʘʪʴ 

ʧʦʩʪʦʷʥʥʳʡ ʤʦʥʠʪʦʨʠʥʛ ʠ ʢʦʥʪʨʦʣʴ ʟʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʘʣʴʬʘʥʫʤʝʨʠʯʝʩʢʠʭ ʠʤʝʥ 

ʠʣʠ ʠʭ ʚʘʨʠʘʮʠʡ ʪʦʣʴʢʦ ʧʘʨʪʥʝʨʦʤ, ʘ ʥʝ ʪʨʝʪʴʠʤ ʣʠʮʦʤ. ɼʦʩʪʘʚʢʘ ʘʙʦʥʝʥʪʘʤ SMS, 

ʛʜʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʦʨʠʛʠʥʘʣʴʥʳʝ ʠ ʚʠʟʫʘʣʴʥʦ ʧʦʭʦʞʠʝ ʘʣʴʬʘʥʫʤʝʨʠʯʝʩʢʠʝ ʠʤʝʥʘ 

ʧʘʨʪʥʝʨʘ, ʢʦʪʦʨʳʝ ʧʨʠʭʦʜʷʪ ʦʪ ʣʠʮ, ʥʝ ʫʧʦʣʥʦʤʦʯʝʥʥʳʭ ʥʘ ʪʘʢʠʝ ʨʘʩʩʳʣʢʠ, ʙʫʜʝʪ 

ʙʣʦʢʠʨʦʚʘʪʴʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠè. (çʂʠʝʚʩʪʘʨè ʧʦʤʦʞʝʪ ʨʦʟʥʠʯʥʳʤ ʙʠʟʥʝʩʘʤ 

ʟʘʱʠʪʠʪʴ ʢʣʠʝʥʪʦʚ ʦʪ ʬʠʰʠʥʛʦʚʳʭ SMS // ʂʦʤʧʴʶʪʝʨʥʦʝ 

ʆʙʦʟʨʝʥʠʝ(https://ko.com.ua/kievstar_pomozhet_roznichnym_biznesam_zashhitit_klie

ntov_ot_fishingovyh_sms_135105). 02.11.2020).  

***  

 

çɺʯʦʨʘ, 11 ʣʠʩʪʦʧʘʜʘ, ʥʘʯʘʣʴʥʠʢ ɼʝʧʘʨʪʘʤʝʥʪʫ ʢʽʙʝʨʧʦʣʽʮʽʾ ʆʣʝʢʩʘʥʜʨ 

ɻʨʠʥʯʘʢ ʪʘ ʜʠʨʝʢʪʦʨ ʘʩʦʮʽʘʮʽʾ çɯʥʬʦʨʤʘʮʽʡʥʽ ʪʝʭʥʦʣʦʛʽʾ ʋʢʨʘʾʥʠè ʂʦʩʪʷʥʪʠʥ 

ɺʘʩʶʢ ʧʽʜʧʠʩʘʣʠ ʤʝʤʦʨʘʥʜʫʤ ʧʨʦ ʩʧʽʚʧʨʘʮʶ. 

ʉʪʦʨʦʥʠ ʤʘʶʪʴ ʥʘ ʤʝʪʽ ʟʘʙʝʟʧʝʯʠʪʠ ʚʟʘʻʤʥʠʡ ʦʙʤʽʥ ʽʥʬʦʨʤʘʮʽʻʶ ʪʘ ʜʦʩʚʽʜʦʤ 

ʫ ʩʬʝʨʽ ʙʝʟʧʝʯʥʦʛʦ ʚʠʢʦʨʠʩʪʘʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʽ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤ, ʘ 

ʪʘʢʦʞ ʟʘʧʦʙʽʛʘʥʥʷ ʚʠʪʦʢʫ ʚ ɯʥʪʝʨʥʝʪʽ ʽʥʬʦʨʤʘʮʽʾ ʟ ʦʙʤʝʞʝʥʠʤ ʜʦʩʪʫʧʦʤ, 

ʧʝʨʩʦʥʘʣʴʥʠʭ ʜʘʥʠʭ. 
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ʊʘʢʘ ʩʧʽʚʧʨʘʮʷ ʜʦʟʚʦʣʠʪʴ ʝʬʝʢʪʠʚʥʽʰʝ ʟʘʙʝʟʧʝʯʫʚʘʪʠ ʟʘʭʠʩʪ ʧʨʘʚ ʽ ʩʚʦʙʦʜ 

ʛʨʦʤʘʜʷʥ, ʽʥʪʝʨʝʩʽʚ ʩʫʩʧʽʣʴʩʪʚʘ ʪʘ ʜʝʨʞʘʚʠ ʚʽʜ ʧʨʦʪʠʧʨʘʚʥʠʭ ʧʦʩʷʛʘʥʴ ʫ 

ʢʽʙʝʨʧʨʦʩʪʦʨʽ. 

ʂʨʽʤ ʮʴʦʛʦ, ʫʛʦʜʦʶ ʧʝʨʝʜʙʘʯʝʥʦ ʦʨʛʘʥʽʟʘʮʽʶ ʪʘ ʧʨʦʚʝʜʝʥʥʷ ʩʧʽʣʴʥʠʭ ʦʩʚʽʪʥʽʭ 

ʟʘʭʦʜʽʚ, ʥʘʫʢʦʚʦ-ʧʨʘʢʪʠʯʥʠʭ ʢʦʥʬʝʨʝʥʮʽʡ, ʩʝʤʽʥʘʨʽʚ, ʥʘʨʘʜ ʪʦʱʦ. ʋ ʤʝʞʘʭ ʩʚʦʾʭ 

ʧʦʚʥʦʚʘʞʝʥʴ ʩʪʦʨʦʥʠ ʨʦʟʨʦʙʣʷʪʠʤʫʪʴ ʤʝʪʦʜʦʣʦʛʽʶ ʪʘ ʚʽʜʧʦʚʽʜʥʽ ʨʝʢʦʤʝʥʜʘʮʽʾ 

ʱʦʜʦ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʘʪʘʢʘʤ. 

çʄʠʥʫʣʦʛʦ ʨʦʢʫ ʤʠ ʨʦʟʨʦʙʠʣʠ ʢʦʥʮʝʧʮʽʶ ʨʦʟʚʠʪʢʫ ʢʽʙʝʨʧʦʣʽʮʽʾ, ʜʝ ʦʜʠʥ ʟ 

ʦʩʥʦʚʥʠʭ ʝʣʝʤʝʥʪʽʚ ï ʩʪʚʦʨʝʥʥʷ ʝʢʦʩʠʩʪʝʤʠ ʙʝʟʧʝʯʥʦʛʦ ʢʽʙʝʨʧʨʦʩʪʦʨʫ, ʢʫʜʠ 

ʚʭʦʜʷʪʴ, ʟʦʢʨʝʤʘ, ʽ ʙʽʟʥʝʩ-ʩʪʨʫʢʪʫʨʠ. ʊʦʤʫ ʜʣʷ ʥʘʩ ʟʘʢʣʶʯʝʥʥʷ ʤʝʤʦʨʘʥʜʫʤʽʚ ʪʘ 

ʥʘʣʘʛʦʜʞʝʥʥʷ ʩʧʽʚʧʨʘʮʽ ʻ ʧʨʽʦʨʠʪʝʪʥʠʤ ʧʠʪʘʥʥʷʤ ʜʣʷ ʜʦʩʷʛʥʝʥʥʷ ʧʦʩʪʘʚʣʝʥʠʭ 

ʮʽʣʝʡè ï ʟʘʟʥʘʯʠʚ ʦʯʽʣʴʥʠʢ ɼʝʧʘʨʪʘʤʝʥʪʫ ʢʽʙʝʨʧʦʣʽʮʽʾ ʆʣʝʢʩʘʥʜʨ ɻʨʠʥʯʘʢ. 

ɺ ʩʚʦʶ ʯʝʨʛʫ, ʜʠʨʝʢʪʦʨ ɸʩʦʮʽʘʮʽʾ çɯʥʬʦʨʤʘʮʽʡʥʽ ʪʝʭʥʦʣʦʛʽʾ ʋʢʨʘʾʥʠè 

ʂʦʩʪʷʥʪʠʥ ɺʘʩʶʢ ʧʽʜʢʨʝʩʣʠʚ: 

çʇʠʪʘʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠ ʩʪʦʩʫʶʪʴʩʷ ʥʝ ʣʠʰʝ ʙʽʟʥʝʩ-ʢʦʤʧʘʥʽʡ, ʘ ʡ ʢʦʞʥʦʛʦ 

ʛʨʦʤʘʜʷʥʠʥʘ, ʷʢʠʡ ʢʦʨʠʩʪʫʻʪʴʩʷ ɯʥʪʝʨʥʝʪʦʤ. ʈʦʟʫʤʽʶʯʠ ʚʘʞʣʠʚʽʩʪʴ ʮʴʦʛʦ, ʤʠ 

ʭʦʯʝʤʦ ʥʘʣʘʛʦʜʠʪʠ ʩʧʽʚʧʨʘʮʶ ʟ ʪʠʤʠ, ʭʪʦ ʻ ʧʨʦʬʝʩʽʦʥʘʣʘʤʠ ʪʘ ʧʨʝʜʩʪʘʚʣʷʻ 

ʜʝʨʞʘʚʫ ʚ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠè.  

ʅʘʧʨʠʢʽʥʮʽ ʟʘʭʦʜʫ ʧʦʣʢʦʚʥʠʢ ʧʦʣʽʮʽʾ ʆʣʝʢʩʘʥʜʨ ɻʨʠʥʯʘʢ ʚʠʩʣʦʚʠʚ 

ʩʧʦʜʽʚʘʥʥʷ, ʱʦ ʩʧʽʣʴʥʠʤʠ ʟʫʩʠʣʣʷʤʠ ʚʜʘʩʪʴʩʷ ʩʫʪʪʻʚʦ ʧʽʜʚʠʱʠʪʠ ʷʢʽʩʪʴ ʧʨʦʪʠʜʽʾ 

ʢʽʙʝʨʟʘʛʨʦʟʘʤ ʫ ʧʨʠʚʘʪʥʦʤʫ ʩʝʢʪʦʨʽ ʥʘʰʦʾ ʢʨʘʾʥʠè. (ʂʽʙʝʨʧʦʣʽʮʽʷ 

ʩʧʽʚʧʨʘʮʶʚʘʪʠʤʝ ʟ ʘʩʦʮʽʘʮʽʻʶ çɯʥʬʦʨʤʘʮʽʡʥʽ ʪʝʭʥʦʣʦʛʽʾ ʋʢʨʘʾʥʠè ʜʣʷ 

ʝʬʝʢʪʠʚʥʽʰʦʾ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʟʣʦʯʠʥʘʤ // ɼʝʧʘʨʪʘʤʝʥʪ ʢʽʙʝʨʧʦʣʽʮʽʾ 

ʅʘʮʽʦʥʘʣʴʥʦʾ ʧʦʣʽʮʽʾ ʋʢʨʘʾʥʠ (https://cyberpolice.gov.ua/news/kiberpolicziya-

spivpraczyuvatyme-z-asocziacziyeyu-informaczijni-texnologiyi-ukrayiny-dlya-

efektyvnishoyi-protydiyi-kiberzlochynam-2712/). 12.11.2020).  

***  

 

çʇʨʠʚʘʪʥʽ ʝʥʝʨʛʝʪʠʯʥʽ ʢʦʤʧʘʥʽʾ, ʷʢʽ ʥʘʣʝʞʘʪʴ ʜʦ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʘʢʪʠʚʥʦ ʩʧʽʚʧʨʘʮʶʶʪʴ ʟ ʈʅɹʆ ʱʦʜʦ ʢʽʙʝʨʟʘʭʠʩʪʫ. 

ʇʨʦ ʮʝ ʚ ʢʦʤʝʥʪʘʨʽ ʋʢʨʽʥʬʦʨʤʫ ʧʦʚʽʜʦʤʠʚ ʟʘʩʪʫʧʥʠʢ ʩʝʢʨʝʪʘʨʷ ʈʘʜʠ 

ʥʘʮʙʝʟʧʝʢʠ ʪʘ ʦʙʦʨʦʥʠ ʋʢʨʘʾʥʠ ʉʝʨʛʽʡ ɼʝʤʝʜʶʢ, ʚʽʜʧʦʚʽʜʘʶʯʠ ʥʘ ʟʘʧʠʪʘʥʥʷ, ʯʠ 

ʜʦʟʚʦʣʷʶʪʴ ʝʥʝʨʛʝʪʠʯʥʽ ʢʦʤʧʘʥʽʾ, ʷʢʽ ʧʝʨʝʙʫʚʘʶʪʴ ʫ ʧʨʠʚʘʪʥʽʡ ʚʣʘʩʥʦʩʪʽ ʪʘ 

ʥʘʣʝʞʘʪʴ ʜʦ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʢʦʥʪʨʦʣʶʚʘʪʠ ʜʝʨʞʘʚʽ ʩʪʘʥ 

ʾʭʥʴʦʛʦ ʟʘʭʠʩʪʫ. 

çʅʝ ʚʩʽ ʭʦʯʫʪʴ, ʱʦʙ ʜʝʨʞʘʚʘ ʚʪʨʫʯʘʣʘʩʷ ʫ ʧʝʚʥʠʭ ʧʠʪʘʥʥʷʭ ʫ ʾʭʥʶ ʜʽʷʣʴʥʽʩʪʴ, 

ʘʣʝ ʱʦ ʩʪʦʩʫʻʪʴʩʷ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʪʦ ʟ ʧʨʠʚʘʪʥʠʤʠ ʢʦʤʧʘʥʽʷʤʠ ʫ ʥʘʩ 

ʜʫʞʝ ʭʦʨʦʰʘ ʚʟʘʻʤʦʜʽʷ, ʽ ʚʦʥʠ ʩʘʤʽ ʙʘʞʘʶʪʴ, ʱʦʙ ʾʤ ʥʘʜʘʚʘʣʠ ʧʝʚʥʽ ʢʦʥʩʫʣʴʪʘʮʽʾ, 

ʧʝʚʥʫ ʤʝʪʦʜʠʯʥʫ ʜʦʧʦʤʦʛʫ. ɿ ʜʝʷʢʠʤʠ ʤʠ ʚʝʜʝʤʦ ʧʝʨʝʛʦʚʦʨʠ, ʱʦʙ ʤʠ ʟʤʦʛʣʠ ʾʤ 

ʟʘʙʝʟʧʝʯʫʚʘʪʠ ʚʽʜʧʦʚʽʜʥʠʡ ʢʽʙʝʨʟʘʭʠʩʪ ʚ ʪʠʭ ʬʫʥʢʮʽʷʭ, ʷʢʽ ʥʘʣʝʞʘʪʴ ʜʦ 

ʅʘʮʽʦʥʘʣʴʥʦʛʦ ʢʦʦʨʜʠʥʘʮʽʡʥʦʛʦ ʮʝʥʪʨʫè, - ʧʦʚʽʜʦʤʠʚ ɼʝʤʝʜʶʢ. 

ɺʽʥ ʪʘʢʦʞ ʥʘʛʘʜʘʚ, ʱʦ ʅʘʮʽʦʥʘʣʴʥʠʡ ʢʦʦʨʜʠʥʘʮʽʡʥʠʡ ʮʝʥʪʨ ʢʽʙʝʨʙʝʟʧʝʢʠ 

ʘʢʪʠʚʥʦ ʩʧʽʚʧʨʘʮʶʻ ʟ ʧʨʠʚʘʪʥʠʤ ʩʝʢʪʦʨʦʤ, ʦʩʢʽʣʴʢʠ ʩʘʤʝ ʪʘʤ ʧʦʯʘʪʢʦʚʦ 

ʚʽʜʧʨʘʮʴʦʚʫʶʪʴʩʷ ʢʽʙʝʨʘʪʘʢʠ ʧʝʨʝʜ ʪʠʤ, ʷʢ ʚʦʥʠ ʟʜʽʡʩʥʶʶʪʴʩʷ ʥʘ ʜʝʨʞʘʚʥʽ ʦʨʛʘʥʠ 

ʚʣʘʜʠ ʪʘ ʦʙôʻʢʪʠ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʇʨʠʚʘʪʥʠʡ ʩʝʢʪʦʨ ʜʦʧʦʤʘʛʘʻ ʪʝʩʪʫʚʘʪʠ 
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ʨʽʟʥʦʛʦ ʨʦʜʫ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʥʘ ʧʨʝʜʤʝʪ ʚʠʷʚʣʝʥʥʷ ʚʨʘʟʣʠʚʦʩʪʝʡ ʯʠ 

ʰʢʽʜʣʠʚʦʛʦ ʢʦʜʫ ʪʘ ʥʦʚʠʭ ʤʝʪʦʜʽʚ ʟʘʭʠʩʪʫ ʩʠʩʪʝʤ, ʱʦʙ ʥʘʜʘʣʽ ʮʽ ʟʥʘʥʥʷ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʟʘʭʠʩʪʫ ʜʝʨʞʘʚʥʠʭ ʫʩʪʘʥʦʚ. 

ɿʘʩʪʫʧʥʠʢ ʩʝʢʨʝʪʘʨʷ ʈʅɹʆ ʪʘʢʦʞ ʧʦʽʥʬʦʨʤʫʚʘʚ, ʱʦ ʜʦ ʢʽʥʮʷ ʧʦʪʦʯʥʦʛʦ ʨʦʢʫ 

ʚʽʜʙʫʜʝʪʴʩʷ ʱʝ ʦʜʠʥ ʧʨʘʢʪʠʯʥʠʡ ʟʘʭʽʜ ʜʣʷ ʬʘʭʽʚʮʽʚ ʟ ʢʽʙʝʨʟʘʭʠʩʪʫ, ʘ ʪʘʢʦʞ 

ʪʝʤʘʪʠʯʥʘ ʣʝʢʮʽʷéè. (ʇʨʠʚʘʪʥʽ ʝʥʝʨʛʦʢʦʤʧʘʥʽʾ ʩʧʽʚʧʨʘʮʶʶʪʴ ʟ ʈʅɹʆ ʱʦʜʦ 

ʢʽʙʝʨʟʘʭʠʩʪʫ // ʋʢʨʽʥʬʦʨʤ (https://www.ukrinform.ua/rubric-economy/3132660-

privatni-energokompanii-spivpracuut-z-rnbo-sodo-kiberzahistu.html). 09.11.2020).  

***  

 

çɼʝʨʞʘʚʥʠʡ ʮʝʥʪʨ ʢʽʙʝʨʟʘʭʠʩʪʫ ɼʝʨʞʘʚʥʦʾ ʩʣʫʞʙʠ ʩʧʝʮʽʘʣʴʥʦʛʦ ʟʚ'ʷʟʢʫ 

ʪʘ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾ ʋʢʨʘʾʥʠ (ɼʎʂɿ ɼʝʨʞʩʧʝʮʟʚ'ʷʟʢʫ) ʧʨʦʚʝʜʝ 

ʜʽʘʛʥʦʩʪʠʯʥʠʡ ʘʫʜʠʪ ʚ ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ ɼʝʨʞʘʚʥʦʛʦ ʧʽʜʧʨʠʻʤʩʪʚʘ 

çɼɯʗè.  

éʮʝ ʧʝʨʝʜʙʘʯʘʻ ʄʝʤʦʨʘʥʜʫʤ ʧʨʦ ʦʨʛʘʥʽʟʘʮʽʶ ʚʟʘʻʤʦʜʽʾ ʫ ʩʬʝʨʘʭ 

ʢʽʙʝʨʙʝʟʧʝʢʠ ʪʘ ʢʽʙʝʨʟʘʭʠʩʪʫ, ʧʽʜʧʠʩʘʥʠʡ ɼʝʨʞʮʝʥʪʨʦʤ ʢʽʙʝʨʟʘʭʠʩʪʫ ʪʘ ɼʇ çɼɯʗè, 

ʧʦʚʽʜʦʤʣʷʻʪʴʩʷ ʥʘ ʩʘʡʪʽ ɼʝʨʞʩʧʝʮʟʚ'ʷʟʢʫ. 

çʇʝʨʰʦʯʝʨʛʦʚʠʤʠ ʟʘʭʦʜʘʤʠ ʚʟʘʻʤʦʜʽʾ ʧʝʨʝʜʙʘʯʝʥʦ ʧʨʦʚʝʜʝʥʥʷ 

ʜʽʘʛʥʦʩʪʠʯʥʦʛʦ ʘʫʜʠʪʫ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʟ 

ʤʝʪʦʶ: ʚʠʟʥʘʯʝʥʥʷ ʩʪʘʥʫ ʚʽʜʧʦʚʽʜʥʦʩʪʽ ISO/IEC 27001; ʚʠʟʥʘʯʝʥʥʷ ʨʠʟʠʢʽʚ 

ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ʪʘ ʧʽʜʛʦʪʦʚʢʠ ʨʝʢʦʤʝʥʜʘʮʽʡ, ʫ ʪ.ʯ. ʚ ʯʘʩʪʠʥʽ ʟʘʩʪʦʩʫʚʘʥʥʷ 

ʩʝʨʚʽʩʽʚ ʢʽʙʝʨʟʘʭʠʩʪʫ ʪʝʭʥʦʣʦʛʽʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ɼʝʨʞʘʚʥʦʛʦ ʮʝʥʪʨʫ 

ʢʽʙʝʨʟʘʭʠʩʪʫ ɼʝʨʞʘʚʥʦʾ ʩʣʫʞʙʠ ʩʧʝʮʽʘʣʴʥʦʛʦ ʟʚôʷʟʢʫ ʪʘ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾ 

ʋʢʨʘʾʥʠ; ʥʘʜʘʥʥʷ ʜʦʧʦʤʦʛʠ ʫ ʽʜʝʥʪʠʬʽʢʘʮʽʾ ʪʘ ʦʮʽʥʢʠ ʢʨʠʪʠʯʥʦʩʪʽ ʦʙôʻʢʪʽʚ 

ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ɼʝʨʞʘʚʥʦʛʦ ʧʽʜʧʨʠʻʤʩʪʚʘ ñɼɯʗò ʪʘ ʚʽʜʥʝʩʝʥʥʽ ʾʭ ʜʦ 

ʧʝʚʥʦʾ ʢʘʪʝʛʦʨʽʾè, - ʡʜʝʪʴʩʷ ʚ ʧʦʚʽʜʦʤʣʝʥʥʽ. 

ɿʘʟʥʘʯʘʻʪʴʩʷ, ʱʦ ʄʝʤʦʨʘʥʜʫʤ ʫʢʣʘʜʝʥʦ ʜʣʷ ʦʙôʻʜʥʘʥʥʷ ʟʫʩʠʣʴ ʪʘ ʜʦʩʷʛʥʝʥʥʷ 

ʩʧʽʣʴʥʦʛʦ ʨʝʟʫʣʴʪʘʪʫ ʫ ʩʬʝʨʽ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʢʽʙʝʨʟʘʭʠʩʪʫ ʪʘ 

ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʡʤʦʚʽʨʥʽ ʽʥʮʠʜʝʥʪʠ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ, ʚʠʷʚʣʝʥʠʭ ʚ 

ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ ɼʝʨʞʘʚʥʦʛʦ ʧʽʜʧʨʠʻʤʩʪʚʘ çɼɯʗè. 

ʆʯʽʢʫʚʘʥʠʤ ʨʝʟʫʣʴʪʘʪʦʤ ʩʧʽʣʴʥʦʾ ʜʽʷʣʴʥʦʩʪʽ ʩʪʘʥʝ ʧʽʜʚʠʱʝʥʥʷ ʨʽʚʥʷ 

ʢʽʙʝʨʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ɼʝʨʞʘʚʥʦʛʦ ʧʽʜʧʨʠʻʤʩʪʚʘ çɼɯʗè, 

ʝʬʝʢʪʠʚʥʦʩʪʽ ʦʙʤʽʥʫ ʽʥʬʦʨʤʘʮʽʻʶ ʧʨʦ ʢʽʙʝʨʟʘʛʨʦʟʠ ʪʘ ʢʽʙʝʨʽʥʮʠʜʝʥʪʠ ʤʽʞ 

ʜʝʨʞʘʚʥʠʤ ʧʽʜʧʨʠʻʤʩʪʚʦʤ çɼɯʗè ʪʘ ʫʨʷʜʦʚʦʶ ʢʦʤʘʥʜʦʶ ʨʝʘʛʫʚʘʥʥʷ ʥʘ 

ʢʦʤʧôʶʪʝʨʥʽ ʥʘʜʟʚʠʯʘʡʥʽ ʧʦʜʽʾ ʋʢʨʘʾʥʠ CERT-UAéè. (ɼʝʨʞʩʧʝʮʟʚ'ʷʟʢʫ ʧʨʦʚʝʜʝ 

ʜʽʘʛʥʦʩʪʠʯʥʠʡ ʘʫʜʠʪ ʫ ʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ çɼɯɰè // ʋʢʨʽʥʬʦʨʤ 

(https://www.ukrinform.ua/rubric-economy/3144475-derzspeczvazku-provede-

diagnosticnij-audit-u-komunikacijnih-sistemah-dii.html). 27.11.2020). 
***  

 

çʄʽʥʽʩʪʝʨʩʪʚʦ ʮʠʬʨʦʚʦʾ ʪʨʘʥʩʬʦʨʤʘʮʽʾ ʋʢʨʘʾʥʠ ʟʘʧʨʦʧʦʥʫʻ ʭʘʢʝʨʘʤ ʟ 

ʫʩʴʦʛʦ ʩʚʽʪʫ ʩʧʨʦʙʫʚʘʪʠ ʟʣʘʤʘʪʠ ʤʦʙʽʣʴʥʠʡ ʟʘʩʪʦʩʫʥʦʢ "ɼʽʷ" 

ʊʠʤ, ʭʪʦ ʟʥʘʡʜʝ ʚʨʘʟʣʠʚʦʩʪʽ ʚ ʟʘʩʪʦʩʫʥʢʫ, ʦʙʽʮʷʶʪʴ ʚʠʧʣʘʪʠʪʠ 1 ʤʣʥ ʛʨʠʚʝʥʴ, 

ʩʘʤʝ ʩʪʽʣʴʢʠ ʩʪʘʥʦʚʠʪʴ ʧʨʠʟʦʚʠʡ ʬʦʥʜ. ʇʨʦ ʮʝ ʧʦʚʽʜʦʤʠʚ ʥʘ ʩʚʦʾʡ ʩʪʦʨʽʥʮʽ ʚ 

Facebook ʛʦʣʦʚʘ ʤʽʥʽʩʪʝʨʩʪʚʘ ʄʠʭʘʡʣʦ ʌʝʜʦʨʦʚ. 
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çʄʽʥʮʠʬʨʠ ʟʘʧʫʩʢʘʻ ʙʘʛʙʘʫʥʪʽ ʟ ʧʦʰʫʢʫ ʚʨʘʟʣʠʚʦʩʪʝʡ ʫ ʟʘʩʪʦʩʫʥʢʫ Ăɼʽʷñ ʟ 

ʧʨʠʟʦʚʠʤ ʬʦʥʜʦʤ 1 ʤʣʥ ʛʨʥ. ʄʠ ʧʦʩʪʽʡʥʦ ʧʨʘʮʶʻʤʦ ʥʘʜ ʧʦʩʠʣʝʥʥʷʤ ʙʝʟʧʝʢʠ 

ʟʘʩʪʦʩʫʥʢʫ. ɼʣʷ ʥʘʩ ʥʘʜʟʚʠʯʘʡʥʦ ʚʘʞʣʠʚʦ, ʱʦʙ ʢʦʨʠʩʪʫʚʘʯʽ ʙʫʣʠ ʚʧʝʚʥʝʥʽ ʚ 

ʟʘʭʠʱʝʥʦʩʪʽ ʩʚʦʾʭ ʧʝʨʩʦʥʘʣʴʥʠʭ ʜʘʥʠʭè, ð ʟʘʟʥʘʯʠʚ ʌʝʜʦʨʦʚ. 

ɿʘ ʡʦʛʦ ʩʣʦʚʘʤʠ, ʟʘʨʘʟ ʤʽʥʽʩʪʝʨʩʪʚʦ ʬʽʥʘʣʽʟʫʻ ʜʝʪʘʣʽ ʧʨʦ ʧʨʘʚʠʣʘ ʙʘʛʙʘʫʥʪʽ, 

ʫʤʦʚʠ ʫʯʘʩʪʽ ʪʘ ʢʣʘʩʠʬʽʢʘʮʽʶ ʪʠʧʽʚ ʚʨʘʟʣʠʚʦʩʪʝʡ ʟʘ ʢʘʪʝʛʦʨʽʷʤʠ. ɸ ʚ ʛʨʫʜʥʽ ʙʫʜʝ 

ʚʽʜʢʨʠʪʦ ʧʨʠʡʦʤ ʟʘʷʚʦʢ. 

ɺʟʷʪʠ ʫʯʘʩʪʴ ʫ ʧʦʰʫʢʫ ʚʨʘʟʣʠʚʦʩʪʝʡ ʟʤʦʞʫʪʴ çʙʽʣʽ ʭʘʢʝʨʠ ʟ ʫʩʴʦʛʦ ʩʚʽʪʫè. 

çʇʣʘʥʫʻʤʦ ʧʨʦʚʝʩʪʠ ʙʘʛʙʘʫʥʪʽ ʜʣʷ ʙʽʣʠʭ ʭʘʢʝʨʽʚ ʟ ʫʩʴʦʛʦ ʩʚʽʪʫ ʥʘ ʧʣʘʪʬʦʨʤʽ 

Bugcrowd ð ʮʝ ʦʜʥʘ ʟ ʥʘʡʚʽʜʦʤʽʰʠʭ ʤʽʞʥʘʨʦʜʥʠʭ ʢʦʤʧʘʥʽʡ, ʱʦ ʩʧʝʮʽʘʣʽʟʫʻʪʴʩʷ ʥʘ 

ʢʽʙʝʨʙʝʟʧʝʮʽ ʪʘ ʙʘʛʙʘʫʥʪʽ-ʧʨʦʛʨʘʤʘʭè, ð ʫʪʦʯʥʠʚ ʌʝʜʦʨʦʚ. 

ɿʘ ʡʦʛʦ ʩʣʦʚʘʤʠ, ʚʝʩʴ ʧʨʦʮʝʩ ʚʽʜʙʫʚʘʪʠʤʝʪʴʩʷ ʦʥʣʘʡʥ. 

ʇʨʠʟʦʚʠʡ ʬʦʥʜ ʩʢʣʘʜʝ $ 35 ʪʠʩʷʯ ʘʙʦ 1 ʤʣʥ ʛʨʠʚʝʥʴ. ʅʘʛʦʨʦʜʠ ʙʫʜʫʪʴ 

ʨʦʟʧʦʜʽʣʝʥʽ ʟʘ 5 ʢʘʪʝʛʦʨʽʷʤʠ ʚʨʘʟʣʠʚʦʩʪʝʡ: ʚʽʜ ʥʘʡʤʝʥʰ ʜʦ ʥʘʡʙʽʣʴʰ ʥʝʙʝʟʧʝʯʥʠʭ. 

ʄʽʥʽʩʪʨ ʪʘʢʦʞ ʟʘʧʝʚʥʠʚ, ʱʦ ʧʝʨʩʦʥʘʣʴʥʠʤ ʜʘʥʠʤ ʢʦʨʠʩʪʫʚʘʯʽʚ ʟʘʩʪʦʩʫʥʢʫ 

ʥʽʱʦ ʥʝ ʟʘʛʨʦʞʫʻ. 

çʏʠ ʟʘʛʨʦʞʫʻ ʙʘʛʙʘʫʥʪʽ ʟʘʩʪʦʩʫʥʢʫ Ăɼʽʷñ? ʅʽ. ɹʽʣʽ ʭʘʢʝʨʠ ʣʘʤʘʪʠʤʫʪʴ 

Ăʪʝʩʪʦʚʠʡ ʟʘʩʪʦʩʫʥʦʢñ. ʄʠ ʩʪʚʦʨʠʤʦ ʦʢʨʝʤʝ ʩʝʨʝʜʦʚʠʱʝ ʜʣʷ ʧʦʰʫʢʫ ʙʘʛʽʚ, ʷʢʝ ʥʝ 

ʙʫʜʝ ʤʽʩʪʠʪʠ ʧʝʨʩʦʥʘʣʴʥʽ ʜʘʥʽè, ð ʨʦʟʧʦʚʽʚ ʌʝʜʦʨʦʚè. (ʄʽʣʴʡʦʥ ʟʘ ʘʪʘʢʫ: 

ʄʽʥʮʠʬʨʠ ʧʨʦʧʦʥʫʻ ʭʘʢʝʨʘʤ ʟʣʘʤʘʪʠ çɼʽʶè ʟʘ ʚʠʥʘʛʦʨʦʜʫ // ɺʠʩʦʢʠʡ ɿʘʤʦʢ 

Online (https://wz.lviv.ua/news/425113-milion-za-ataku-mintsyfry-proponuie-

khakeram-zlamaty-diiu-za-vynahorodu). 28.11.2020).  

***  

 

çʅʝʱʦʜʘʚʥʦ ʋʢʨʘʾʥʩʴʢʠʡ ʬʦʥʜ ʩʪʘʨʪʘʧʽʚ ʦʛʦʣʦʩʠʚ ʧʝʨʝʤʦʞʮʽʚ ʢʦʥʢʫʨʩʫ 

ʩʪʘʨʪʘʧʽʚ. ʅʘʡʙʣʠʞʯʠʤ ʯʘʩʦʤ ʟʙʠʨʘʶʪʴʩʷ ʧʨʦʬʽʥʘʥʩʫʚʘʪʠ 7 ʧʨʦʻʢʪʽʚ, ʢʦʞʝʥ 

ʽʟ ʷʢʠʭ ʦʪʨʠʤʘʻ ʧʦ 25 ʘʙʦ 50 ʪʠʩ. ʜʦʣʘʨʽʚ ʥʘ ʨʝʘʣʽʟʘʮʽʶ. 
ʗʢ ʨʦʟʧʦʚʽʣʠ 032.ua ʫ ʧʨʝʩʩʣʫʞʙʽ ʋʌʉ, ʟʘʛʘʣʦʤ ʥʘ ʢʦʥʢʫʨʩʽ ʧʨʝʟʝʥʪʫʚʣʘʠ 32 

ʩʪʘʨʪʘʧʠ. ʉʝʨʝʜ ʥʠʭ ʦʙʨʘʣʠ 5, ʷʢʽ ʧʝʨʝʙʫʚʘʶʪʴ ʥʘ ʝʪʘʧʽ pre-seed (ʛʨʘʥʪ 25 000 

ʜʦʣʘʨʽʚ) ʪʘ 2 - ʥʘ ʝʪʘʧʽ seed (ʛʨʘʥʪ 50 000 ʜʦʣʘʨʽʚ). ʋʢʨʘʾʥʮʽ ʟʘʧʨʦʧʦʥʫʚʘʣʠ ʪʘʢʽ 

ʽʜʝʾ: 

RE-leaf PAPER - ʢʨʘʬʪʦʚʠʡ ʧʘʧʽʨ, ʷʢʠʡ ʚʠʛʦʪʦʚʣʝʥʠʡ ʟʘ ʪʝʭʥʦʣʦʛʽʻʶ RE-leaf, 

ʥʘ ʦʩʥʦʚʽ ʚʦʣʦʢʥʠʩʪʦʾ ʤʘʩʠ ʽʟ ʦʧʘʣʦʛʦ ʣʠʩʪʷ; 

iceFood - ʟʘʤʦʨʦʞʝʥʽ ready-to-eat ʟʜʦʨʦʚʽ ʪʘ ʢʦʨʠʩʥʽ ʧʝʨʰʽ ʩʪʨʘʚʠ, ʜʨʫʛʽ 

ʩʪʨʘʚʠ, ʜʝʩʝʨʪʠ, ʩʤʫʟʽ ʪʘ ʭʝʣʩʽ ʙʦʫʣʠ, ʥʘ ʧʨʠʛʦʪʫʚʘʥʥʷ ʷʢʠʭ ʜʦʩʪʘʪʥʴʦ 3-5 ʭʚ; 

AI Impulsar - ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ Impulsar ʤʦʞʝ "ʟʘʟʠʨʥʫʪʠ ʚ ʤʘʡʙʫʪʥʻ" ʽ 

ʚʨʷʪʫʚʘʪʠ ʞʠʪʪʷ. Impulsar ʜʦʧʦʤʘʛʘʻ ʢʦʥʪʨʦʣʶʚʘʪʠ ʽ ʘʥʘʣʽʟʫʚʘʪʠ ʩʪʘʥ ʣʶʜʝʡ ʟ 

ʘʫʪʠʟʤʦʤ ʪʘ ʜʝʤʝʥʮʽʻʶ, ʽ ʟʘʟʜʘʣʝʛʽʜʴ ʩʧʦʚʽʱʘʻ ʣʶʜʝʡ ʟ ʝʧʽʣʝʧʩʽʻʶ ʧʨʦ ʡʤʦʚʽʨʥʽʩʪʴ 

ʨʦʟʚʠʪʢʫ ʢʨʠʟʦʚʦʛʦ ʩʪʘʥʫ; 

Muscreators - ʦʥʣʘʡʥ-ʩʝʨʚʽʩ ʜʣʷ ʝʬʝʢʪʠʚʥʦʛʦ ʪʘ ʤʘʩʰʪʘʙʥʦʛʦ ʧʨʦʤʦʫʰʝʥʫ 

ʘʨʪʠʩʪʘ. ʅʘʜʘʻ ʛʦʪʦʚʽ ʨʽʰʝʥʥʷ ʜʣʷ ʝʬʝʢʪʠʚʥʠʭ ʧʨʦʤʦ ʢʘʤʧʘʥʽʡ ʥʘ ʩʚʽʪʦʚʽ ʪʘ 

ʣʦʢʘʣʴʥʽ ʨʠʥʢʠ. Muscreators - ʥʘʜʽʡʥʠʡ ʤʽʩʪ ʤʽʞ ʘʨʪʠʩʪʦʤ ʪʘ ʬʘʥʦʤ ʯʝʨʝʟ media 

ʢʘʥʘʣʠ ʧʦ ʚʩʴʦʤʫ ʩʚʽʪʫ; 

Smart Way - ʩʝʨʚʽʩ ʜʣʷ ʤʽʞʥʘʨʦʜʥʠʭ ʧʝʨʝʚʝʟʝʥʴ. ʄʦʙʽʣʴʥʠʡ ʜʦʜʘʪʦʢ ʜʣʷ: 

ʚʦʜʽʷ, ʧʝʨʝʚʽʟʥʠʢʘ, ʚʽʜʧʨʘʚʥʠʢʘ/ʦʪʨʠʤʫʚʘʯʘ ʪʦʚʘʨʫ, ʟ ʤʝʪʦʶ ʰʚʠʜʢʦʛʦ 
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ʧʨʦʭʦʜʞʝʥʥʷ ʢʦʨʜʦʥʫ, ʟʘʤʦʚʣʝʥʥʷ ʦʥʣʘʡʥ ʤʠʪʥʠʭ ʧʦʩʣʫʛ ʪʘ ʦʪʨʠʤʘʥʥʷ ʢʦʨʠʩʥʠʭ 

ʩʝʨʚʽʩʽʚ ʚ ʜʦʨʦʟʽ. ʄʦʙʽʣʴʥʠʡ ʜʦʜʘʪʦʢ ʜʣʷ ʜʣʷ ʧʨʦʩʪʦʾ ʚʟʘʻʤʦʜʽʾ ʟ ʤʠʪʥʠʮʝʶ ʥʘ 

ʢʦʨʜʦʥʽ; 

eSalesPlatform - ʝ-commerce ʧʣʘʪʬʦʨʤʘ, ʱʦ ʜʦʧʦʤʘʛʘʻ ʨʠʪʝʡʣʝʨʫ ʨʦʟʰʠʨʠʪʠ 

ʨʠʥʢʠ ʟʙʫʪʫ ʥʘ ʤʽʞʥʘʨʦʜʥʽ ʤʘʨʢʝʪʧʣʝʡʩʠ, ʪʘʢʽ ʷʢ Amazon ʪʘ eBay; 

HackenAI - ʤʦʙʽʣʴʥʠʡ ʜʦʜʘʪʦʢ ʜʣʷ ʦʩʦʙʠʩʪʦʾ ʢʽʙʝʨʙʝʟʧʝʢʠ. ʍʘʢʝʥɸɯ ʧʦʻʜʥʫʻ 

ʚ ʩʦʙʽ ʥʘʡʙʽʣʴʰ ʥʝʦʙʭʽʜʥʽ ʟʘʩʦʙʠ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʪʘʢʽ ʷʢ ʧʘʨʦʣʴʥʠʡ ʤʝʥʝʜʞʝʨ, 

ʤʦʥʽʪʦʨʠʥʛ ʩʢʦʤʧʨʦʤʝʥʪʦʚʘʥʠʭ ʘʢʢʘʫʥʪʽʚ, ʜʚʦʭʬʘʢʪʦʨʥʘ ʘʫʪʝʥʪʠʬʽʢʘʮʽʷ, ɺʇʅ, 

ʟʘʭʠʱʝʥʝ ʭʨʘʥʠʣʠʱʝ, ʘʥʪʠʬʽʰʠʥʛ ʪʘ ʙʘʛʘʪʦ ʽʥʰʦʛʦ. ɯʥʪʝʨʘʢʪʠʚʥʽ ʥʘʚʯʘʣʴʥʽ ʤʦʜʫʣʽ, 

ʥʘʛʦʨʦʜʠ, ʧʨʝʜʤʝʪʠ ʢʦʣʝʢʮʽʦʥʫʚʘʥʥʷ ʤʦʪʠʚʫʚʘʪʠʤʫʪʴ ʢʦʨʠʩʪʫʚʘʯʽʚ ʙʽʣʴʰ 

ʚʽʜʧʦʚʽʜʘʣʴʥʦ ʚʽʜʥʦʩʠʪʠʩʴ ʜʦ ʩʚʦʻʾ ʦʩʦʙʠʩʪʦʾ ʢʽʙʝʨʙʝʟʧʝʢʠ ʪʘ ʥʘʚʯʘʪʠʤʫʪʴ ʾʭ 

ʥʘʡʢʨʘʱʠʭ ʧʨʘʢʪʠʢ, ʱʦʙ ʫʥʠʢʥʫʪʠ ʤʘʡʙʫʪʥʽʭ ʧʨʦʙʣʝʤè. (ɭʚʛʝʥʽʷ ʇʣʘʩʢʦʥʴ. 

ʂʨʘʬʪʦʚʠʡ ʧʘʧʽʨ, ʟʘʤʦʨʦʞʝʥʽ ʩʪʨʘʚʠ ʪʘ Impulsar: ʷʢʽ ʩʪʘʨʪʘʧʠ ʧʽʜʪʨʠʤʘʶʪʴ 

ʚ ʋʢʨʘʾʥʽ // 032.ua - ʉʘʡʪ ʤʽʩʪʘ ʃʴʚʦʚʘ 

(https://www.032.ua/news/2948426/kraftovij-papir-zamorozeni-stravi-ta-impulsar-aki-

startapi-pidtrimaut-v-ukraini). 24.11.2020). 

***  

 

ʅʘʮʽʦʥʘʣʴʥʘ ʩʠʩʪʝʤʘ ʢʽʙʝʨʙʝʟʧʝʢʠ 

 

çɿʘʩʪʫʧʥʠʢʠ ɻʦʣʦʚʠ ɼʝʨʞʩʧʝʮʟʚôʷʟʢʫ ʆʣʝʢʩʘʥʜʨ ʇʦʪʽʡ ʪʘ ɺʦʣʦʜʠʤʠʨ 

ʊʨʦʬʠʤʝʥʢʦ ʧʨʝʜʩʪʘʚʠʣʠ ʢʦʣʝʢʪʠʚʫ ɼʝʨʞʘʚʥʦʛʦ ʮʝʥʪʨʫ ʢʽʙʝʨʟʘʭʠʩʪʫ 

ɼʝʨʞʩʧʝʮʟʚôʷʟʢʫ ʥʦʚʦʛʦ ʢʝʨʽʚʥʠʢʘ ï ʧʦʣʢʦʚʥʠʢʘ ɸʥʜʨʽʷ ʂʫʟʤʽʯʘ. 

ʆʣʝʢʩʘʥʜʨ ʇʦʪʽʡ, ʚʽʪʘʶʯʠ ʥʦʚʦʛʦ ʢʝʨʽʚʥʠʢʘ ɼʎʂɿ, ʧʦʙʘʞʘʚ ʡʦʤʫ ʫʩʧʽʭʽʚ ʫ 

ʧʦʜʘʣʴʰʽʡ ʨʦʙʦʪʽ ʪʘ ʥʘʛʦʣʦʩʠʚ ʥʘ ʩʪʨʘʪʝʛʽʯʥʽʡ ʚʘʞʣʠʚʦʩʪʽ ɼʝʨʞʘʚʥʦʛʦ ʮʝʥʪʨʫ 

ʢʽʙʝʨʟʘʭʠʩʪʫ ɼʝʨʞʩʧʝʮʟʚôʷʟʢʫ ʽ ʋʨʷʜʦʚʦʾ ʢʦʤʘʥʜʠ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʢʦʤʧôʶʪʝʨʥʽ 

ʥʘʜʟʚʠʯʘʡʥʽ ʧʦʜʽʾ ʋʢʨʘʾʥʠ CERT-UA ʚ ʟʘʭʠʩʪʽ ʥʘʮʽʦʥʘʣʴʥʦʾ ʢʽʙʝʨʙʝʟʧʝʢʠ. 

çɼʝʨʞʘʚʥʠʡ ʮʝʥʪʨ ʢʽʙʝʨʟʘʭʠʩʪʫ ʪʘ CERT-UA ʩʴʦʛʦʜʥʽ ï ʥʘʰ ʬʦʨʧʦʩʪ ʫ 

ʟʘʙʝʟʧʝʯʝʥʥʽ ʢʽʙʝʨʙʝʟʧʝʢʠ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʘ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ɺʽʜʧʦʚʽʜʥʦ ʜʦ ʥʦʚʦʾ ʢʦʥʮʝʧʮʽʾ ʨʝʬʦʨʤʫʚʘʥʥʷ 

ɼʝʨʞʩʧʝʮʟʚôʷʟʢʫ ʙʫʜʝ ʧʝʨʝʜʙʘʯʝʥʝ ʥʘʨʦʱʫʚʘʥʥʷ ʧʦʪʫʞʥʦʩʪʝʡ ɼʎʂɿ, ʟʦʢʨʝʤʘ 

ʪʝʭʥʽʯʥʝ ʦʩʥʘʱʝʥʥʷ ʪʘ ʧʦʩʠʣʝʥʥʷ ʚʟʘʻʤʦʜʽʾ ʟ ʽʥʰʠʤʠ ʩʫʙôʻʢʪʘʤʠ ʥʘʮʽʦʥʘʣʴʥʦʾ 

ʩʠʩʪʝʤʠ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʟ ʦʨʛʘʥʘʤʠ ʜʝʨʞʘʚʥʦʾ ʚʣʘʜʠ ʪʘ ʙʽʟʥʝʩʫ. ɺ ɼʎʂɿ ʪʘ CERT-UA 

ʧʨʘʮʶʶʪʴ ʫʥʽʢʘʣʴʥʽ ʬʘʭʽʚʮʽ, ʥʘʰ ʽʥʪʝʣʝʢʪʫʘʣʴʥʠʡ ʧʦʪʝʥʮʽʘʣ, ʩʧʨʘʚʞʥʽ ʬʘʥʘʪʠ 

ʩʚʦʻʾ ʩʧʨʘʚʠ. ɹʝʨʝʞʽʪʴ ʾʭè, ï ʩʢʘʟʘʚ ʆʣʝʢʩʘʥʜʨ ʇʦʪʽʡè. (ɺʽʜʙʫʣʦʩʴ ʧʨʝʜʩʪʘʚʣʝʥʥʷ 

ʥʦʚʦʛʦ ʢʝʨʽʚʥʠʢʘ ɼʝʨʞʘʚʥʦʛʦ ʮʝʥʪʨʫ ʢʽʙʝʨʟʘʭʠʩʪʫ ɼʝʨʞʩʧʝʮʟʚôʷʟʢʫ // ITUA.info 

(http://itua.info/internet/40311.html). 11.11.2020). 
***  

 

çɺ ʋʢʨʘʾʥʽ ʨʦʟʧʦʯʘʪʦ ʨʝʘʣʽʟʘʮʽʶ ʬʽʥʘʥʩʦʚʘʥʦʛʦ ɭʚʨʦʩʦʶʟʦʤ ʧʨʦʝʢʪʫ 

EU4DigitalUA ʟ ʙʶʜʞʝʪʦʤ 9,6 ʤʣʥ ʻʚʨʦ. 
ʁʦʛʦ ʤʝʪʦʶ ʻ ʧʽʜʪʨʠʤʢʘ ʫʢʨʘʾʥʩʴʢʦʛʦ ʫʨʷʜʫ ʚ ʧʦʜʘʣʴʰʽʡ ʮʠʬʨʦʚʽʡ 

ʪʨʘʥʩʬʦʨʤʘʮʽʾ ʢʨʘʾʥʠ. ʂʝʨʫʚʘʪʠʤʝ ʧʨʦʮʝʩʦʤ ʽʤʧʣʝʤʝʥʪʘʮʽʾ ʪʘ ʜʦʩʷʛʥʝʥʥʷ ʮʽʣʝʡ 

ɽʩʪʦʥʩʴʢʘ ɸʢʘʜʝʤʽʷ ʝʣʝʢʪʨʦʥʥʦʛʦ ʫʨʷʜʫʚʘʥʥʷ (e-Governance Academy). 
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ʋʩʪʘʥʦʚʯʘ ʟʫʩʪʨʽʯ ʥʦʚʦʛʦ ʧʨʦʝʢʪʫ ʚʽʜʙʫʣʘʩʷ 25 ʣʠʩʪʦʧʘʜʘ. çʄʠ ʚʜʷʯʥʽ ɭʉ ʟʘ 

ʧʽʜʪʨʠʤʢʫ ʮʠʬʨʦʚʦʾ ʪʨʘʥʩʬʦʨʤʘʮʽʾ ʋʢʨʘʾʥʠ. ɺʞʝ ʧʦʥʘʜ ʨʽʢ ʢʦʤʘʥʜʘ ʄʽʥʮʠʬʨʠ 

ʙʫʜʫʻ ʮʠʬʨʦʚʫ ʜʝʨʞʘʚʫ. ʎʠʬʨʦʚʘ ʪʨʘʥʩʬʦʨʤʘʮʽʷ ʻ ʢʣʶʯʝʤ ʜʦ ʨʝʬʦʨʤʠ ʙʫʜʴ-ʷʢʦʾ 

ʩʬʝʨʠ. ʄʠ ʚʞʝ ʮʝ ʧʨʦʜʝʤʦʥʩʪʨʫʚʘʣʠ ʥʘ ʧʨʠʢʣʘʜʽ ʛʘʣʫʟʽ ʤʽʩʪʦʙʫʜʫʚʘʥʥʷ ʪʘ 

ʘʜʤʽʥʽʩʪʨʘʪʠʚʥʠʭ ʧʦʩʣʫʛ. ʇʽʜʪʨʠʤʢʘ ʮʠʬʨʦʚʦʾ ʪʨʘʥʩʬʦʨʤʘʮʽʾ ʚ ʋʢʨʘʾʥʽ ð ʮʝ 

ʦʜʥʦʯʘʩʥʦ ʧʽʜʪʨʠʤʢʘ ʚʩʽʭ ʢʣʶʯʦʚʠʭ ʨʝʬʦʨʤ ʽ ʘʥʪʠʢʦʨʫʧʮʽʡʥʦʾ ʜʽʷʣʴʥʦʩʪʽ. ʄʠ 

ʛʦʪʦʚʽ ʦʙʤʽʥʶʚʘʪʠʩʴ ʜʦʩʚʽʜʦʤ ʟ ʽʥʰʠʤʠ ʢʨʘʾʥʘʤʠ ʪʘ ʱʦʜʥʷ ʚʜʦʩʢʦʥʘʣʶʚʘʪʠ 

ʧʨʦʝʢʪʠ, ʥʘʜ ʷʢʠʤʠ ʧʨʘʮʶʻʤʦ. ɿʘʚʜʷʢʠ ʜʦʧʦʤʦʟʽ ɭʉ ʋʢʨʘʾʥʘ ʦʪʨʠʤʘʻ ʙʽʣʴʰʝ 

ʷʢʽʩʥʠʭ ʟʤʽʥè, ð ʟʘʷʚʠʚ ʚʽʮʝ-ʧʨʝʤôʻʨ-ʤʽʥʽʩʪʨ ð ʤʽʥʽʩʪʨ ʮʠʬʨʦʚʦʾ ʪʨʘʥʩʬʦʨʤʘʮʽʾ 

ʋʢʨʘʾʥʠ ʄʠʭʘʡʣʦ ʌʝʜʦʨʦʚ, ʧʦʚʽʜʦʤʣʷʻ ʋʨʷʜʦʚʠʡ ʧʦʨʪʘʣ. 

ʅʘʟʚʫ EU4DigitalUA ʤʦʞʥʘ ʧʝʨʝʢʣʘʩʪʠ ʷʢ çɭʉ ʜʣʷ ʮʠʬʨʦʚʦʾ ʋʢʨʘʾʥʠè. 

ʇʨʦʝʢʪ ʢʦʥʮʝʥʪʨʫʚʘʪʠʤʝʪʴʩʷ ʥʘ ʧʦʜʘʣʴʰʦʤʫ ʨʦʟʚʠʪʢʫ ʥʘʜʘʥʥʷ ʜʝʨʞʘʚʥʠʭ ʧʦʩʣʫʛ 

ʦʥʣʘʡʥ, ʟʤʽʮʥʝʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠ ʪʘ ʙʝʟʧʝʢʠ ʧʝʨʩʦʥʘʣʴʥʠʭ ʜʘʥʠʭ. ɺʽʥ ʟʥʘʯʥʦʶ 

ʤʽʨʦʶ ʙʘʟʫʚʘʪʠʤʝʪʴʩʷ ʥʘ ʨʝʟʫʣʴʪʘʪʘʭ ʧʨʦʝʢʪʫ EGOV4Ukraine, ʪʘʢʦʞ ʬʽʥʘʥʩʦʚʘʥʦʛʦ 

ɭʉ ʪʘ ʥʠʟʢʦʶ ʡʦʛʦ ʜʝʨʞʘʚ-ʯʣʝʥʽʚ. ɿʦʢʨʝʤʘ, ʚ ʨʘʤʢʘʭ ʪʦʛʦ ʧʨʦʝʢʪʫ ʧʨʦʪʷʛʦʤ 2014ð

2020 ʨʦʢʽʚ ʙʫʣʦ ʩʪʚʦʨʝʥʦ ʪʘ ʟʘʧʫʱʝʥʦ ʩʠʩʪʝʤʫ ʙʝʟʧʝʯʥʦʛʦ ʦʙʤʽʥʫ ʜʘʥʠʤʠ 

çʊʨʝʤʙʽʪʘè, ʷʢʘ ʟʘʙʝʟʧʝʯʫʻ ʚʟʘʻʤʦʜʽʶ ʤʽʞ ʝʣʝʢʪʨʦʥʥʠʤʠ ʨʝʻʩʪʨʘʤʠ ʦʨʛʘʥʽʚ 

ʚʠʢʦʥʘʚʯʦʾ ʚʣʘʜʠ ʪʘ ʤʽʩʮʝʚʦʛʦ ʩʘʤʦʚʨʷʜʫʚʘʥʥʷ. 

ʅʦʚʠʡ ʧʨʦʝʢʪ EU4-DigitalUA ʻ ʯʘʩʪʠʥʦʶ ʰʠʨʰʦʾ ʧʨʦʛʨʘʤʠ ʧʽʜʪʨʠʤʢʠ 

ʫʢʨʘʾʥʩʴʢʦʾ ʮʠʬʨʦʚʦʾ ʪʨʘʥʩʬʦʨʤʘʮʽʾ ʪʘ ʛʘʨʤʦʥʽʟʘʮʽʾ ʟ ɭʜʠʥʠʤ ʮʠʬʨʦʚʠʤ ʨʠʥʢʦʤ 

ɭʉ ʽʟ ʟʘʛʘʣʴʥʠʤ ʙʶʜʞʝʪʦʤ 25 ʤʣʥ ʻʚʨʦ. çɭʉ ʧʽʜʪʨʠʤʫʻ ʧʦʜʘʣʴʰʠʡ ʨʦʟʚʠʪʦʢ 

ʮʠʬʨʦʚʠʭ ʪʝʭʥʦʣʦʛʽʡ ʚ ʋʢʨʘʾʥʽ ʟ ʤʝʪʦʶ ʧʽʜʚʠʱʝʥʥʷ ʢʦʥʢʫʨʝʥʪʦʩʧʨʦʤʦʞʥʦʩʪʽ 

ʢʨʘʾʥʠ ʽ ʩʧʨʠʷʥʥʷ ʧʦʜʘʣʴʰʦʤʫ ʥʘʙʣʠʞʝʥʥʶ ʋʢʨʘʾʥʠ ʜʦ ɭʜʠʥʦʛʦ ʮʠʬʨʦʚʦʛʦ ʨʠʥʢʫ 

ɭʉè, ð ʟʘʫʚʘʞʠʚ ʧʽʜ ʯʘʩ ʫʩʪʘʥʦʚʯʦʛʦ ʟʘʩʽʜʘʥʥʷ ʛʦʣʦʚʘ ʇʨʝʜʩʪʘʚʥʠʮʪʚʘ ɭʉ ʚ 

ʋʢʨʘʾʥʽ ʄʘʪʪʽ ʄʘʘʩʽʢʘʩ. 

çʄʠ ʟʘʩʪʦʩʦʚʫʻʤʦ ʧʝʨʝʜʦʚʠʡ ʜʦʩʚʽʜ, ʦʪʨʠʤʘʥʠʡ ʧʨʠ ʨʦʟʙʫʜʦʚʽ çʮʠʬʨʦʚʦʛʦ 

ʫʨʷʜʫè ɽʩʪʦʥʽʾ, ʱʦʙ ʜʦʧʦʤʦʛʪʠ ʋʢʨʘʾʥʽ ʚ ʧʦʜʘʣʴʰʠʭ ʢʨʦʢʘʭ ʜʦ ʩʪʚʦʨʝʥʥʷ ʙʽʣʴʰ 

ʧʨʦʟʦʨʦʛʦ ʽ ʝʬʝʢʪʠʚʥʦʛʦ ʩʫʩʧʽʣʴʩʪʚʘè, ð ʥʘʛʦʣʦʩʠʚ ʍʘʥʥʝʩ ɸʩʪʦʢ, ʚʠʢʦʥʘʚʯʠʡ 

ʜʠʨʝʢʪʦʨ ɸʢʘʜʝʤʽʾ ʝʣʝʢʪʨʦʥʥʦʛʦ ʫʧʨʘʚʣʽʥʥʷ. 

ʇʨʦʝʢʪ EU4DigitalUA ʨʝʘʣʽʟʫʻʪʴʩʷ ʩʧʽʣʴʥʦ ɸʢʘʜʝʤʽʻʶ ʝʣʝʢʪʨʦʥʥʦʛʦ 

ʫʧʨʘʚʣʽʥʥʷ (ɽʩʪʦʥʽʷ) ʽ ʄʽʞʥʘʨʦʜʥʠʤ ʪʘ ɯʙʝʨʦ-ʘʤʝʨʠʢʘʥʩʴʢʠʤ ʬʦʥʜʦʤ ʜʝʨʞʘʚʥʦʛʦ 

ʫʧʨʘʚʣʽʥʥʷ ʽ ʛʨʦʤʘʜʩʴʢʦʾ ʧʦʣʽʪʠʢʠ (ɯʩʧʘʥʽʷ). ɺʽʥ ʪʨʠʚʘʪʠʤʝ ʜʦ ʙʝʨʝʟʥʷ 2024 ʨʦʢʫè. 

(ɭʉ ʥʘʜʘʩʪʴ ʋʢʨʘʾʥʽ 25 ʤʣʥ ʻʚʨʦ ʥʘ ʮʠʬʨʦʚʫ ʪʨʘʥʩʬʦʨʤʘʮʽʶ // ɻʦʣʦʩ ʋʢʨʘʾʥʠ 

(http://www.golos.com.ua/article/338932). 27.11.2020).  

***  

 

ʇʨʘʚʦʚʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠ ʚ ʋʢʨʘʾʥʽ 

 

çʂʘʙʽʥʝʪ ʄʽʥʽʩʪʨʽʚ ʩʭʚʘʣʠʚ ʟʘʢʦʥʦʧʨʦʻʢʪ "ʇʨʦ ʚʥʝʩʝʥʥʷ ʟʤʽʥ ʜʦ ʜʝʷʢʠʭ 

ʟʘʢʦʥʽʚ ʋʢʨʘʾʥʠ", ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʷʢʦʛʦ ɼʝʨʞʘʚʥʘ ʩʣʫʞʙʘ ʩʧʝʮʽʘʣʴʥʦʛʦ ʟʚ'ʷʟʢʫ 

ʪʘ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾ ʋʢʨʘʾʥʠ ʙʫʜʝ ʟʦʙʦʚ'ʷʟʘʥʘ ʟʙʝʨʽʛʘʪʠ ʨʝʟʝʨʚʥʽ ʢʦʧʽʾ 

ʜʝʨʞʘʚʥʠʭ ʝʣʝʢʪʨʦʥʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ.  

ʗʢ ʧʝʨʝʜʘʻ ʢʦʨʝʩʧʦʥʜʝʥʪ ʋʢʨʽʥʬʦʨʤʫ, ʚʽʜʧʦʚʽʜʥʝ ʨʽʰʝʥʥʷ ʫʨʷʜ ʫʭʚʘʣʠʚ ʥʘ 

ʟʘʩʽʜʘʥʥʽ 11 ʣʠʩʪʦʧʘʜʘ. 
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ɿʛʽʜʥʦ ʟ ʪʝʢʩʪʦʤ ʧʦʷʩʥʶʚʘʣʴʥʦʾ ʟʘʧʠʩʢʠ, ʟʘʟʥʘʯʝʥʠʡ ʟʘʢʦʥʦʧʨʦʻʢʪ ʚʥʦʩʠʪʴ 

ʟʤʽʥʠ ʜʦ ɿʘʢʦʥʫ ʋʢʨʘʾʥʠ çʇʨʦ ɼʝʨʞʘʚʥʫ ʩʣʫʞʙʫ ʩʧʝʮʽʘʣʴʥʦʛʦ ʟʚ'ʷʟʢʫ ʪʘ ʟʘʭʠʩʪʫ 

ʽʥʬʦʨʤʘʮʽʾ ʋʢʨʘʾʥʠè ʪʘ ɿʘʢʦʥʫ ʋʢʨʘʾʥʠ çʇʨʦ ʦʩʥʦʚʥʽ ʟʘʩʘʜʠ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʢʽʙʝʨʙʝʟʧʝʢʠ ʋʢʨʘʾʥʠè ʟ ʤʝʪʦʶ ʧʦʢʣʘʜʝʥʥʷ ʥʘ ɼʝʨʞʘʚʥʫ ʩʣʫʞʙʫ ʩʧʝʮʽʘʣʴʥʦʛʦ 

ʟʚ'ʷʟʢʫ ʪʘ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾ ʦʙʦʚ'ʷʟʢʽʚ ʱʦʜʦ ʟʙʝʨʝʞʝʥʥʷ ʨʝʟʝʨʚʥʠʭ ʢʦʧʽʡ 

ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʚʽʜʦʤʦʩʪʝʡ ʜʝʨʞʘʚʥʠʭ ʝʣʝʢʪʨʦʥʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ ʪʘ 

ʚʠʧʨʘʚʣʝʥʥʷ ʪʝʭʥʽʯʥʠʭ ʧʦʤʠʣʦʢ ʫ ʯʘʩʪʠʥʽ ʚʞʠʚʘʥʥʷ ʪʝʨʤʽʥʽʚ çʢʽʙʝʨʙʝʟʧʝʢʘè ʪʘ 

çʢʽʙʝʨʟʘʭʠʩʪè. 

ʊʘʢʠʤ ʯʠʥʦʤ ʚ ʋʢʨʘʾʥʽ ʥʘ ʟʘʢʦʥʦʜʘʚʯʦʤʫ ʨʽʚʥʽ ʙʫʜʝ ʚʨʝʛʫʣʴʦʚʘʥʦ ʧʠʪʘʥʥʷ 

ʱʦʜʦ ʟʜʽʡʩʥʝʥʥʷ ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʽʶʚʘʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʚʽʜʦʤʦʩʪʝʡ ʜʝʨʞʘʚʥʠʭ 

ʝʣʝʢʪʨʦʥʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ ʜʝʨʞʘʚʥʠʤʠ ʦʨʛʘʥʘʤʠ, ʚʽʡʩʴʢʦʚʠʤʠ 

ʬʦʨʤʫʚʘʥʥʷʤʠ, ʫʪʚʦʨʝʥʠʤʠ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʟʘʢʦʥʽʚ ʋʢʨʘʾʥʠ, ʜʝʨʞʘʚʥʠʤʠ 

ʧʽʜʧʨʠʻʤʩʪʚʘʤʠ, ʫʩʪʘʥʦʚʘʤʠ ʪʘ ʦʨʛʘʥʽʟʘʮʽʷʤʠ, ʘ ʪʘʢʦʞ ʧʠʪʘʥʥʷ ʱʦʜʦ 

ʮʝʥʪʨʘʣʽʟʦʚʘʥʦʛʦ ʟʙʝʨʽʛʘʥʥʷ ʩʣʫʞʙʦʶ ʮʠʭ ʢʦʧʽʡè. (ɼʝʨʞʩʧʝʮʟʚôʷʟʢʫ ʤʦʞʫʪʴ 

ʟʦʙʦʚ'ʷʟʘʪʠ ʟʙʝʨʽʛʘʪʠ ʨʝʟʝʨʚʥʽ ʢʦʧʽʾ // ɺʘʰʽ ʥʦʚʠʥʠ 

(https://news.vash.ua/news/polityka/derzhspetszvyazku-mozhut-zobovyazaty-zberigaty-

rezervni-kopiyi-80306). 11.11.2020).  
***  

 

ʂʽʙʝʨʚʽʡʥʘ ʧʨʦʪʠ ʋʢʨʘʾʥʠ 

 

çɼʨʫʛʠʡ ʜʝʥʴ ʧʦʩʧʽʣʴ ʟʘʙʣʦʢʦʚʘʥʘ ʨʦʙʦʪʘ ʩʘʡʪʫ ʋʧʦʚʥʦʚʘʞʝʥʦʛʦ ɺʈʋ ʟ 

ʧʨʘʚ ʣʶʜʠʥʠ ʯʝʨʝʟ ʯʝʨʛʦʚʽ ʩʪʦʨʦʥʥʽ ʭʘʢʝʨʩʴʢʽ ʘʪʘʢʠ. ʇʨʦ ʮʝ ʫ Facebook 

ʥʘʧʠʩʘʣʘ ʦʤʙʫʜʩʤʝʥ ʃʶʜʤʠʣʘ ɼʝʥʽʩʦʚʘé 
ɺʦʥʘ ʟʘʟʥʘʯʠʣʘ, ʱʦ ʚʩʶ ʘʢʪʫʘʣʴʥʫ ʽʥʬʦʨʤʘʮʽʶ ʤʦʞʥʘ ʧʨʦʯʠʪʘʪʠ ʥʘ 

ʧʫʙʣʽʯʥʠʭ ʩʪʦʨʽʥʢʘʭ ʫ Facebook ʪʘ Telegram. 

éʯʝʨʝʟ ʧʦʩʪʽʡʥʽ ʢʽʙʝʨʘʪʘʢʠ ʫ ʪʨʘʚʥʽ ʪʘʢʦʞ ʙʫʣʦ ʟʘʙʣʦʢʦʚʘʥʦ ʨʦʙʦʪʫ ʩʘʡʪʫ 

ʆʤʙʫʜʩʤʝʥʘéè. (ɸʥʪʦʥʽʥʘ ʂʘʨʪʘʰʝʚʘ. ʍʘʢʝʨʩʴʢʽ ʘʪʘʢʠ ʟʘʙʣʦʢʫʚʘʣʠ ʨʦʙʦʪʫ 

ʩʘʡʪʫ ʆʤʙʫʜʩʤʝʥʘ ï ɼʝʥʽʩʦʚʘ // ɯʥʬʦʨʤʘʮʽʡʥʝ ʘʛʝʥʪʩʪʚʦ çʋʢʨʘʾʥʩʴʢʽ 

ʅʘʮʽʦʥʘʣʴʥʽ ʅʦʚʠʥʠè (https://www.unn.com.ua/uk/news/1901996-khakerski-ataki-

zablokuvali-robotu-saytu-ombudsmena-denisova). 10.11.2020).  
***  

 

çɿ 4 ʧʦ 11 ʣʠʩʪʦʧʘʜʘ ʙʫʣʦ ʟʘʬʽʢʩʦʚʘʥʦ ʪʘ ʟʘʙʣʦʢʦʚʘʥʦ 14 DDoS-ʘʪʘʢ, 

ʧʝʨʝʚʘʞʥʘ ʙʽʣʴʰʽʩʪʴ ð ʥʘ ʚʝʙʨʝʩʫʨʩʠ ʅʘʮʽʦʥʘʣʴʥʦʛʦ ʘʥʪʠʢʦʨʫʧʮʽʡʥʦʛʦ ʙʶʨʦ 

ʋʢʨʘʾʥʠé 
ʇʦʚʽʜʦʤʣʷʻʪʴʩʷ, ʱʦ ʩʠʩʪʝʤʘ ʢʽʙʝʨʟʘʭʠʩʪʫ ʜʝʨʞʘʚʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ 

ʪʘ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʥʘ ʦʙôʻʢʪʘʭ ʤʦʥʽʪʦʨʠʥʛʫ ʟʘʬʽʢʩʫʚʘʣʘ 1 594 

221 ʧʽʜʦʟʨʽʣʠʭ ʧʦʜʽʡ, ʱʦ ʥʘ 21% ʤʝʥʰʝ, ʥʽʞ ʧʦʧʝʨʝʜʥʴʦʛʦ ʪʠʞʥʷ. ʇʝʨʝʚʘʞʥʘ 

ʙʽʣʴʰʽʩʪʴ ʟʘʬʽʢʩʦʚʘʥʠʭ ʧʽʜʦʟʨʽʣʠʭ ʧʦʜʽʡ ʩʪʦʩʫʻʪʴʩʷ ʩʧʨʦʙ ʤʝʨʝʞʝʚʦʛʦ ʩʢʘʥʫʚʘʥʥʷ 

(92%) ʪʘ ʟʘʩʪʦʩʫʚʘʥʥʷ ʥʝʩʪʘʥʜʘʨʪʥʠʭ ʧʨʦʪʦʢʦʣʽʚ (7%). 

ñʉʠʩʪʝʤʘ ʟʘʭʠʱʝʥʦʛʦ ʜʦʩʪʫʧʫ ʜʝʨʞʘʚʥʠʭ ʦʨʛʘʥʽʚ ʜʦ ʤʝʨʝʞʽ ɯʥʪʝʨʥʝʪ 

ʟʘʙʣʦʢʫʚʘʣʘ 38 662 ʘʪʘʢ ʨʽʟʥʠʭ ʚʠʜʽʚ, ʱʦ ʥʘ ʨʽʚʥʽ ʢʽʣʴʢʦʩʪʽ ʘʪʘʢ, ʟʘʙʣʦʢʦʚʘʥʠʭ 

ʧʦʧʝʨʝʜʥʴʦʛʦ ʪʠʞʥʷ. ʇʝʨʝʚʘʞʥʘ ʙʽʣʴʰʽʩʪʴ ð ʮʝ ʤʝʨʝʞʝʚʽ ʘʪʘʢʠ ʧʨʠʢʣʘʜʥʦʛʦ ʨʽʚʥʷ 
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(99%). ʊʘʢʦʞ ʟʘʬʽʢʩʦʚʘʥʦ ʽ ʟʘʙʣʦʢʦʚʘʥʦ 14 DDoS-ʘʪʘʢ (ʧʝʨʝʚʘʞʥʘ ʙʽʣʴʰʽʩʪʴ ð ʥʘ 

ʚʝʙʨʝʩʫʨʩʠ ʅɸɹʋ)ò, ð ʡʜʝʪʴʩʷ ʚ ʧʦʚʽʜʦʤʣʝʥʥʽ. 

ʆʢʨʽʤ ʪʦʛʦ, ʫʨʷʜʦʚʘ ʢʦʤʘʥʜʘ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʢʦʤʧôʶʪʝʨʥʽ ʥʘʜʟʚʠʯʘʡʥʽ ʧʦʜʽʾ 

ʋʢʨʘʾʥʠ CERT-UA ʫ ʮʝʡ ʧʝʨʽʦʜ ʟʘʨʝʻʩʪʨʫʚʘʣʘ ʪʘ ʦʧʨʘʮʶʚʘʣʘ 2 047 

ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ, ʱʦ ʥʘ ʨʽʚʥʽ ʢʽʣʴʢʦʩʪʽ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ, ʦʧʨʘʮʴʦʚʘʥʠʭ ʧʦʧʝʨʝʜʥʴʦʛʦ 

ʪʠʞʥʷ. 

ñʇʝʨʝʚʘʞʥʘ ʙʽʣʴʰʽʩʪʴ ʦʧʨʘʮʴʦʚʘʥʠʭ ʽʥʮʠʜʝʥʪʽʚ ʩʪʦʩʫʻʪʴʩʷ ʥʝʜʝʨʞʘʚʥʦʛʦ 

ʩʝʢʪʦʨʫ (ʙʣʠʟʴʢʦ 99%). ʆʩʥʦʚʥʘ ʢʽʣʴʢʽʩʪʴ ʽʥʮʠʜʝʥʪʽʚ ʩʪʦʩʫʻʪʴʩʷ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ 

ʐʇɿ (97%)ò, ð ʟʘʟʥʘʯʘʻʪʴʩʷ ʚ ʧʦʚʽʜʦʤʣʝʥʥʽéè. (ɸʥʥʘ ʄʫʨʘʰʢʦ. ɿʘ ʪʠʞʜʝʥʴ 

ʟʘʨʝʻʩʪʨʦʚʘʥʦ ʥʠʟʢʫ ʢʽʙʝʨʘʪʘʢ ʥʘ ʩʘʡʪ ʅɸɹʋ // ɯʥʬʦʨʤʘʮʽʡʥʝ ʘʛʝʥʪʩʪʚʦ 

çʋʢʨʘʾʥʩʴʢʽ ʅʘʮʽʦʥʘʣʴʥʽ ʅʦʚʠʥʠè (https://www.unn.com.ua/uk/news/1901994-za-

tizhden-zareyestrovano-nizku-kiberatak-na-sayt-nabu). 10.11.2020).  

***  

 

çʎʽʣʝʩʧʨʷʤʦʚʘʥʠʭ ʤʘʩʦʚʠʭ ʢʽʙʝʨʘʪʘʢ ʧʽʜ ʯʘʩ ʧʨʦʚʝʜʝʥʥʷ ʤʽʩʮʝʚʠʭ 

ʚʠʙʦʨʽʚ ʚ ʋʢʨʘʾʥʽ 25 ʞʦʚʪʥʷ ʟʘʬʽʢʩʦʚʘʥʦ ʥʝ ʙʫʣʦ. 

ʇʨʦ ʮʝ ʧʦʚʽʜʦʤʠʚ ʟʘʩʪʫʧʥʠʢ ʩʝʢʨʝʪʘʨʷ ʈʅɹʆ ʋʢʨʘʾʥʠ ʉʝʨʛʽʡ ɼʝʤʝʜʶʢé 

ʏʠʥʦʚʥʠʢ ʟʘʟʥʘʯʠʚ, ʱʦ ʘʥʘʣʽʟ ʪʘ ʤʦʥʽʪʦʨʠʥʛ ʧʨʦʜʦʚʞʫʻʪʴʩʷ. 

ñʇʽʜ ʯʘʩ ʚʠʙʦʨʽʚ ʮʽʣʝʩʧʨʷʤʦʚʘʥʠʭ ʤʘʩʦʚʠʭ ʘʪʘʢ ʥʝ ʟʘʬʽʢʩʦʚʘʥʦ. ʄʠ ʩʴʦʛʦʜʥʽ 

ʪʘʢʦʞ ʧʨʦʜʦʚʞʫʻʤʦ ʘʥʘʣʽʟ ʪʘ ʤʦʥʽʪʦʨʠʥʛ ʪʘʢʠʭ ʤʦʞʣʠʚʠʭ ʩʧʨʦʙ, ʽ ʾʭ, ʥʘ ʱʘʩʪʷ, ʥʝ 

ʬʽʢʩʫʻʪʴʩʷ ʽ ʧʦʪʝʥʮʽʡʥʦ ʤʠ ʥʝ ʧʨʦʛʥʦʟʫʻʤʦ. ʎʝ, ʤʦʞʣʠʚʦ, ʧʦʚôʷʟʘʥʦ ʟ ʪʠʤ, ʱʦ ʫ 

ʨʽʟʥʠʭ ʨʝʛʽʦʥʘʭ ʚʽʜʙʫʚʘʻʪʴʩʷ ʦʩʥʦʚʥʠʡ ʧʽʜʨʘʭʫʥʦʢ, ʽ ʟʘʚʝʨʰʘʣʴʥʠʡ ʝʪʘʧ 

ʚʽʜʙʫʚʘʻʪʴʩʷ ʥʘ ʪʝʨʠʪʦʨʽʾ, ʷʢʘ ʥʝ ʚʭʦʜʠʪʴ ʫ ʻʜʠʥʫ ʽʥʬʦʨʤʘʮʽʡʥʫ ʩʠʩʪʝʤʫ ʎɺʂ. ʊʦʤʫ 

ʷ ʜʫʤʘʶ, ʱʦ ʮʝ ʟ ʮʠʤ ʧʦʚôʷʟʘʥʦò, ï ʧʦʚʽʜʦʤʠʚ ɼʝʤʝʜʶʢéè (ʇʽʜ ʯʘʩ ʤʽʩʮʝʚʠʭ 

ʚʠʙʦʨʽʚ ʮʽʣʝʩʧʨʷʤʦʚʘʥʠʭ ʤʘʩʦʚʠʭ ʢʽʙʝʨʘʪʘʢ ʥʝ ʟʘʬʽʢʩʦʚʘʥʦ, ï ʈʅɹʆ // UA|TV 

(https://uatv.ua/pid-chas-mistsevyh-vyboriv-tsilespryamovanyh-masovyh-kiberatak-ne-

zafiksovano-rnbo/). 09.11.2020).  
***  

 

çʍʘʢʝʨʠ ʥʘʡʯʘʩʪʽʰʝ ʘʪʘʢʫʶʪʴ ʦʨʛʘʥʠ ʝʥʝʨʛʝʪʠʯʥʦʾ ʛʘʣʫʟʽ, ʟʚôʷʟʢʫ ʪʘ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʾ. 
ʇʨʦ ʮʝ ʨʦʟʧʦʚʽʚ ʦʯʽʣʴʥʠʢ ɼʝʨʞʘʚʥʦʾ ʩʣʫʞʙʠ ʩʧʝʮʽʘʣʴʥʦʛʦ ʟʚôʷʟʢʫ ʪʘ ʟʘʭʠʩʪʫ 

ʽʥʬʦʨʤʘʮʽʾ ʋʢʨʘʾʥʠ ʖʨʽʡ ʑʠʛʦʣʴé 

ʅʘʡʙʽʣʴʰʠʡ ʽʥʪʝʨʝʩ ʟʣʦʚʤʠʩʥʠʢʠ ʧʨʦʷʚʣʷʶʪʴ, ʥʘʩʘʤʧʝʨʝʜ, ʜʦ ʦʙôʻʢʪʽʚ 

ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ, ʘ ʪʘʢʦʞ ʜʦ ʨʝʩʫʨʩʽʚ, ʥʘ ʷʢʠʭ ʦʙʨʦʙʣʷʶʪʴʩʷ ʧʝʨʩʦʥʘʣʴʥʽ 

ʜʘʥʽ. 

ɿʘ ʩʣʦʚʘʤʠ ʛʦʣʦʚʠ ɼʝʨʞʩʧʝʮʟʚôʷʟʢʫ, ʛʝʦʛʨʘʬʽʷ ʢʽʙʝʨʘʪʘʢ ʨʽʟʥʦʤʘʥʽʪʥʘ, ʧʨʦʪʝ 

ʥʘʡʙʽʣʴʰʝ ʪʘʢʠʭ ʚʪʨʫʯʘʥʴ ʬʽʢʩʫʻʪʴʩʷ ʟ ʈʦʩʽʡʩʴʢʦʾ ʌʝʜʝʨʘʮʽʾ. 

ñɿʨʦʟʫʤʽʣʦ, ʱʦ ʦʩʥʦʚʥʘ ʧʨʠʯʠʥʘ ʧʨʦʙʣʝʤ ï ʢʨʘʾʥʘ-ʘʛʨʝʩʦʨ, ʚʦʥʘ 

ʥʘʡʘʢʪʠʚʥʽʰʘ ʚ ʨʦʟʨʽʟʽ ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢ ʽ ʟʣʘʤʽʚ ʤʝʨʝʞʽ. ɸʣʝ ʛʝʦʛʨʘʬʽʯʥʽ ʜʘʥʽ ʱʦʜʦ 

ʘʥʦʤʘʣʽʡ ʤʝʨʝʞ ʩʢʣʘʜʥʦ ʩʪʨʫʢʪʫʨʫʚʘʪʠ, ʙʦ ʯʘʩʪʦ ʚʠʟʥʘʯʠʪʠ ʩʧʨʘʚʞʥʻ ʜʞʝʨʝʣʦ 

ʘʪʘʢʠ ʥʝʤʦʞʣʠʚʦ. ʅʝ ʦʙʦʚôʷʟʢʦʚʦ ʚʦʥʠ ʚʽʜʙʫʚʘʶʪʴʩʷ ʟʽ, ʩʢʘʞʽʤʦ, ʪʝʨʠʪʦʨʽʾ ʈʦʩʽʾ. 

ɹʝʟʧʦʩʝʨʝʜʥʽ ʚʠʢʦʥʘʚʮʽ ʤʦʞʫʪʴ ʧʨʘʮʶʚʘʪʠ ʟ ʙʫʜʴ-ʷʢʦʾ ʪʦʯʢʠ ʟʝʤʥʦʾ ʢʫʣʽ, ʡ ʢʨʘʾʥʠ, 

ʟ ʷʢʠʭ ʧʨʘʮʶʶʪʴ ʭʘʢʝʨʠ, ʥʝ ʟʘʚʞʜʠ ʟʘ ʮʝ ʚʽʜʧʦʚʽʜʘʣʴʥʽò, ï ʨʦʟʧʦʚʽʚ ʖʨʽʡ ʑʠʛʦʣʴè. 

(ʅʘʡʙʽʣʴʰʝ ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢ ʥʘ ʫʢʨʘʾʥʩʴʢʽ ʜʝʨʞʦʨʛʘʥʠ ʚʽʜʙʫʚʘʻʪʴʩʷ ʟ ʈʦʩʽʾ, ï 
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ʦʯʣ̔ʴʥʠʢ ɼʝʨʞʩʧʝʮʟʚôʷʟʢʫ // UA|TV (https://uatv.ua/najbilshe-hakerskyh-atak-na-

ukrayinski-derzhorgany-vidbuvayetsya-z-rosiyi-ochilnyk-derzhspetszv-yazku/). 

06.11.2020).  
***  

 

çʋ ʂʠʻʚʽ ʭʘʢʝʨʠ ʟʘ ʜʦʧʦʤʦʛʦʶ ʢʦʤʧôʶʪʝʨʥʦʛʦ ʚʽʨʫʩʫ ʟʘʚʦʣʦʜʽʣʠ 

ʥʝʞʠʪʣʦʚʦʶ ʙʫʜʽʚʣʝʶ ʚ ʮʝʥʪʨʽ ʤʽʩʪʘ ʧʣʦʱʝʶ 250 ʢʚ. ʤ. 
ʗʢ ʧʦʚʽʜʦʤʣʷʻ ʄʽʥʽʩʪʝʨʩʪʚʦ ʚʥʫʪʨʽʰʥʽʭ ʩʧʨʘʚ, ʰʘʭʨʘʾ ʚʽʜʧʨʘʚʠʣʠ 

ʜʝʨʞʘʚʥʦʤʫ ʥʦʪʘʨʽʫʩʫ ʝʣʝʢʪʨʦʥʥʦʛʦ ʣʠʩʪʘ ʟ ʚʽʨʫʩʦʤ. ʇʽʩʣʷ ʡʦʛʦ ʚʽʜʢʨʠʪʪʷ ʚʦʥʠ 

ʦʪʨʠʤʘʣʠ ʚʽʜʜʘʣʝʥʠʡ ʜʦʩʪʫʧ ʜʦ ʢʦʤʧôʁ ʪʝʨʘ ʥʦʪʘʨʽʫʩʘ ʽ ʟʤʽʥʠʣʠ ʜʘʥʽ ʚ ɼʝʨʞʨʝʻʩʪʨʽ 

ʧʨʘʚ ʚʣʘʩʥʦʩʪʽ ʥʘ ʥʝʨʫʭʦʤʝ ʤʘʡʥʦ. 

ʍʘʢʝʨʠ ʚʽʜʧʠʩʘʣʠ ʙʫʜʽʚʣʶ çʟʘʤʦʚʥʠʢʫè, ʷʢʦʛʦ ʚʞʝ ʚʩʪʘʥʦʚʠʣʠ 

ʧʨʘʚʦʦʭʦʨʦʥʮʽ. ɺ ʡʦʛʦ ʙʫʜʠʥʢʫ ʽʟ ʟʘʣʫʯʝʥʥʷʤ ʙʦʡʦʚʦʛʦ ʩʧʝʮʧʽʜʨʦʟʜʽʣʫ ʧʨʦʚʝʣʠ 

ʦʙʰʫʢʠ. ʋ ʙʫʜʠʥʢʫ ʚʠʣʫʯʠʣʠ ʢʦʤʧôʁ ʪʝʨʠ, ʥʘ ʷʢʠʭ ʟʙʝʨʝʛʣʠʩʷ ʜʘʥʽ ʧʨʦ ʚʪʨʫʯʘʥʥʷ ʚ 

ʨʦʙʦʪʫ ʨʝʻʩʪʨʫ. 

ʇʦʣʽʮʽʷ ʨʦʟʩʣʽʜʫʻ ʩʧʨʘʚʫ ʟʘ ʩʪʘʪʪʝʶ ʧʨʦ ʰʘʭʨʘʡʩʪʚʦ (ʯ. 3 ʩʪ. 190 ʂʂ). 

ʇʨʠʯʝʪʥʠʤ ʟʘʛʨʦʞʫʻ ʜʦ 8 ʨʦʢʽʚ ʚô̫ ʟʥʠʮʽéè. (ʇʦʣʽʮʽʷ ʚʠʢʨʠʣʘ ʛʨʫʧʫ ʭʘʢʝʨʽʚ, ʷʢʽ 

ʟʘʚʦʣʦʜʽʣʠ ʙʫʜʽʚʣʝʶ ʚ ʮʝʥʪʨʽ ʂʠʻʚʘ ʟʘ ʜʦʧʦʤʦʛʦʶ ʚʽʨʫʩʫ // MEDIASAPIENS 

(https://ms.detector.media/kiberbezpeka/post/25881/2020-11-03-politsiya-vikrila -grupu-

khakeriv-yaki-zavolodili-budivleyu-v-tsentri-kieva-za-dopomogoyu-virusu/). 

03.11.2020).  
***  

 

çɿʘ ʪʠʞʜʝʥʴ ʟ 18 ʧʦ 24 ʣʠʩʪʦʧʘʜʘ ʩʠʩʪʝʤʘ ʢʽʙʝʨʟʘʭʠʩʪʫ ʜʝʨʞʘʚʥʠʭ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ ʪʘ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʥʘ ʦʙôʻʢʪʘʭ 

ʤʦʥʽʪʦʨʠʥʛʫ ʟʘʬʽʢʩʫʚʘʣʘ ʙʽʣʴʰʝ 1,7 ʤʣʥ ʧʽʜʦʟʨʽʣʠʭ ʧʦʜʽʡ, ʱʦ ʥʘ 11% ʤʝʥʰʝ ʟʘ 

ʧʦʧʝʨʝʜʥʽʡ ʪʠʞʜʝʥʴé 
"ʉʠʩʪʝʤʘ ʢʽʙʝʨʟʘʭʠʩʪʫ ʜʝʨʞʘʚʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ ʪʘ ʦʙôʻʢʪʽʚ 

ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʥʘ ʦʙôʻʢʪʘʭ ʤʦʥʽʪʦʨʠʥʛʫ ʟʘʬʽʢʩʫʚʘʣʘ 1 714 146 

ʧʽʜʦʟʨʽʣʠʭ ʧʦʜʽʡ (ʟ 18 ʧʦ 24 ʣʠʩʪʦʧʘʜʘ), ʱʦ ʥʘ 11% ʤʝʥʰʝ ʥʽʞ ʧʦʧʝʨʝʜʥʴʦʛʦ ʪʠʞʥʷ. 

ʇʝʨʝʚʘʞʥʘ ʙʽʣʴʰʽʩʪʴ ʟʘʬʽʢʩʦʚʘʥʠʭ ʧʽʜʦʟʨʽʣʠʭ ʧʦʜʽʡ ʩʪʦʩʫʻʪʴʩʷ ʩʧʨʦʙ ʤʝʨʝʞʝʚʦʛʦ 

ʩʢʘʥʫʚʘʥʥʷ (91%), ʟʘʩʪʦʩʫʚʘʥʥʷ ʥʝʩʪʘʥʜʘʨʪʥʠʭ ʧʨʦʪʦʢʦʣʽʚ (7%)", - ʡʜʝʪʴʩʷ ʫ 

ʧʦʚʽʜʦʤʣʝʥʥʽ. 

ɿʘʟʥʘʯʘʻʪʴʩʷ, ʱʦ ʩʠʩʪʝʤʘ ʟʘʭʠʱʝʥʦʛʦ ʜʦʩʪʫʧʫ ʜʝʨʞʘʚʥʠʭ ʦʨʛʘʥʽʚ ʜʦ ʤʝʨʝʞʽ 

ɯʥʪʝʨʥʝʪ ʟʘʙʣʦʢʫʚʘʣʘ 47 337 ʘʪʘʢʠ ʨʽʟʥʠʭ ʚʠʜʽʚ, ʱʦ ʥʘ 2% ʙʽʣʴʰʝ, ʥʽʞ 

ʧʦʧʝʨʝʜʥʴʦʛʦ ʪʠʞʥʷ. ʇʝʨʝʚʘʞʥʘ ʙʽʣʴʰʽʩʪʴ - ʮʝ ʤʝʨʝʞʝʚʽ ʘʪʘʢʠ ʧʨʠʢʣʘʜʥʦʛʦ ʨʽʚʥʷ 

(95%) ʪʘ ʘʪʘʢʠ ʪʠʧʫ "Harvest Attack" (3%). ʊʘʢʦʞ ʟʘʬʽʢʩʦʚʘʥʦ ʽ ʟʘʙʣʦʢʦʚʘʥʦ 3 

DDoS-ʘʪʘʢʠ. 

"ʋʨʷʜʦʚʘ ʢʦʤʘʥʜʘ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʢʦʤʧôʶʪʝʨʥʽ ʥʘʜʟʚʠʯʘʡʥʽ ʧʦʜʽʾ ʋʢʨʘʾʥʠ 

CERT-UA ʫ ʮʝʡ ʧʝʨʽʦʜ ʟʘʨʝʻʩʪʨʫʚʘʣʘ ʪʘ ʦʧʨʘʮʶʚʘʣʘ 1 866 ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ, ʱʦ ʥʘ 

39% ʤʝʥʰʝ, ʥʽʞ ʧʦʧʝʨʝʜʥʴʦʛʦ ʪʠʞʥʷ. ʇʝʨʝʚʘʞʥʘ ʙʽʣʴʰʽʩʪʴ ʦʧʨʘʮʴʦʚʘʥʠʭ 

ʽʥʮʠʜʝʥʪʽʚ ʥʘʣʝʞʠʪʴ ʜʦʤʝʥʥʽʡ ʟʦʥʽ UACOM (ʙʣʠʟʴʢʦ 99%). ʆʩʥʦʚʥʘ ʢʽʣʴʢʽʩʪʴ 

ʽʥʮʠʜʝʥʪʽʚ ʩʪʦʩʫʻʪʴʩʷ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʐʇɿ (98%)", - ʡʜʝʪʴʩʷ ʫ ʧʦʚʽʜʦʤʣʝʥʥʽéè. 

(ɸʥʪʦʥʽʥʘ ʂʘʨʪʘʰʝʚʘ. ɿʘ ʪʠʞʜʝʥʴ ʟʘʬʽʢʩʦʚʘʥʦ ʙʽʣʴʰʝ 1,7 ʤʣʥ ʢʽʙʝʨʘʪʘʢ ʥʘ 

ʜʝʨʞʘʚʥʽ ʽʥʬʦʨʤʘʮʽʡʥʽ ʨʝʩʫʨʩʠ // ɯʥʬʦʨʤʘʮʽʡʥʝ ʘʛʝʥʪʩʪʚʦ çʋʢʨʘʾʥʩʴʢʽ 
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ʅʘʮʽʦʥʘʣʴʥʽ ʅʦʚʠʥʠ (https://www.unn.com.ua/uk/news/1904373-za-tizhden-

zafiksovano-bilshe-1-7-mln-kiberatak-na-derzhavni-informatsiyni-resursi). 

24.11.2020). 
***  

 

ɹʦʨʦʪʴʙʘ ʟ ʢʽʙʝʨʟʣʦʯʠʥʥʽʩʪʶ ʚ ʋʢʨʘʾʥʽ 

 

çʉʣʫʞʙʘ ʙʝʟʧʝʢʠ ʋʢʨʘʾʥʠ ʟʘʪʨʠʤʘʣʘ ʛʨʫʧʫ ʭʘʢʝʨʽʚ, ʷʢʽ ʪʦʨʛʫʚʘʣʠ 
ʚʽʜʧʦʚʽʜʷʤʠ ʥʘ ʝʢʟʘʤʝʥʘʮʽʡʥʽ ʙʽʣʝʪʠ ʫ ʚʠʰʘʭ ɺʽʥʥʠʮʴʢʦʾ ʦʙʣʘʩʪʽ. ɿʘ ʚʝʨʩʽʻʶ 

ʉɹʋ, ʢʽʙʝʨʟʣʦʯʠʥʮʽ ʩʢʦʶʚʘʣʠ ʘʪʘʢʠ ʥʘ ʩʠʩʪʝʤʠ ʥʘʚʯʘʣʴʥʠʭ ʟʘʢʣʘʜʽʚ ʽ ʟʘʚʦʣʦʜʽʚʘʣʠ 

ʬʘʡʣʘʤʠ ʟ ʚʽʜʧʦʚʽʜʷʤʠ. 

çɿʣʦʚʤʠʩʥʠʢʠ ʧʨʦʪʠʧʨʘʚʥʦ ʟʤʽʥʶʚʘʣʠ ʦʬʽʮʽʡʥʫ ʽʥʬʦʨʤʘʮʽʶ ʥʘʚʯʘʣʴʥʠʭ 

ʟʘʢʣʘʜʽʚ ʪʘ ʦʪʨʠʤʫʚʘʣʠ ʜʦʩʪʫʧ ʜʦ ʬʘʡʣʽʚ, ʷʢʽ ʤʽʩʪʷʪʴ, ʟʦʢʨʝʤʘ, ʚʽʜʧʦʚʽʜʽ ʥʘ 

ʝʢʟʘʤʝʥʘʮʽʡʥʽ ʙʽʣʝʪʠ. ʅʝʟʘʢʦʥʥʦ ʦʪʨʠʤʘʥʫ ʽʥʬʦʨʤʘʮʽʶ ʨʝʘʣʽʟʦʚʫʚʘʣʠ ʟʘ ʛʨʦʰʦʚʫ 

ʚʠʥʘʛʦʨʦʜʫ. ɼʣʷ ʙʣʦʢʫʚʘʥʥʷ ʨʦʙʦʪʠ ʚʠʰʽʚ ʧʽʜ ʯʘʩ ʩʢʣʘʜʘʥʥʷ ʽʩʧʠʪʽʚ, ʦʨʛʘʥʽʟʘʪʦʨʠ 

ʪʘʢʦʞ ʟʜʽʡʩʥʶʚʘʣʠ DDoS-ʘʪʘʢʠ ʥʘ ʽʥʬʦʨʤʘʮʽʡʥʦ-ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʽ ʩʠʩʪʝʤʠ 

ʥʘʚʯʘʣʴʥʠʭ ʟʘʢʣʘʜʽʚè  

ð ʉʣʫʞʙʘ ʙʝʟʧʝʢʠ ʋʢʨʘʾʥʠ 

ʇʨʘʚʦʦʭʦʨʦʥʮʽ ʚʽʜʢʨʠʣʠ ʢʨʠʤʽʥʘʣʴʥʫ ʩʧʨʘʚʫ ʟʘ ʯ. 2 ʩʪ. 361 ʂʂʋ ʪʘ ʧʨʦʚʝʣʠ 

ʦʙʰʫʢʠ ʫ ʧʦʤʝʰʢʘʥʥʷʭ ʭʘʢʝʨʽʚéè (ʍʘʢʝʨʠ ʚʠʢʨʘʣʠ ʚʽʜʧʦʚʽʜʽ ʥʘ ʝʢʟʘʤʝʥʘʮʽʡʥʽ 

ʙʽʣʝʪʠ: ʟʣʦʚʤʠʩʥʠʢʽʚ ʟʘʪʨʠʤʘʣʘ ʉɹʋ // UA.NEWS (https://ua.news/ua/hakery-

pohytyly-otvety-na-ekzamenatsyonnye-bylety-zloumyshlennykov-zaderzhala-sbu/). 

10.11.2020).  

***  

 

çéCʧʽʚʨʦʙʽʪʥʠʢʠ ʚʽʜʜʽʣʫ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʟʣʦʯʠʥʘʤ ʚ ʍʤʝʣʴʥʠʮʴʢʽʡ 

ʦʙʣʘʩʪʽ ɼʝʧʘʨʪʘʤʝʥʪʫ ʢʽʙʝʨʧʦʣʽʮʽʾ ʅʇʋ ʩʧʽʣʴʥʦ ʟʽ ʩʣʽʜʯʠʤʠ ʩʣʽʜʯʦʛʦ 

ʫʧʨʘʚʣʽʥʥʷ ɻʋʅʇ ʚ ʍʤʝʣʴʥʠʮʴʢʽʡ ʦʙʣʘʩʪʽ ʟʘ ʧʨʦʮʝʩʫʘʣʴʥʦʛʦ ʢʝʨʽʚʥʠʮʪʚʘ 

ʍʤʝʣʴʥʠʮʴʢʦʾ ʦʙʣʘʩʥʦʾ ʧʨʦʢʫʨʘʪʫʨʠ ʚʠʢʨʠʣʠ ʞʠʪʝʣʷ ʍʤʝʣʴʥʠʮʴʢʦʛʦ, ʷʢʠʡ 

ʧʨʠʯʝʪʥʠʡ ʜʦ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʟ ʦʙʤʝʞʝʥʠʤ 

ʜʦʩʪʫʧʦʤ. 
ʄʝʰʢʘʥʝʮʴ ʦʙʣʘʩʥʦʛʦ ʮʝʥʪʨʫ ʟʜʽʡʩʥʶʚʘʚ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʢʦʥʬʽʜʝʥʮʽʡʥʦʾ 

ʽʥʬʦʨʤʘʮʽʾ ʢʦʨʠʩʪʫʚʘʯʽʚ ʤʝʨʝʞʽ ɯʥʪʝʨʥʝʪ, ʩʝʨʝʜ ʷʢʦʾ ʙʫʣʠ ʣʦʛʽʥʠ ʪʘ ʧʘʨʦʣʽ ʜʦʩʪʫʧʫ 

ʜʦ ʨʽʟʥʠʭ ʽʥʪʝʨʥʝʪ-ʨʝʩʫʨʩʽʚ, ʝʣʝʢʪʨʦʥʥʠʭ ʧʦʰʪʦʚʠʭ ʩʢʨʠʥʴʦʢ, ʦʙʣʽʢʦʚʠʭ ʟʘʧʠʩʽʚ 

ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞ ʪʘ ʝʣʝʢʪʨʦʥʥʠʭ ʛʘʤʘʥʮʽʚ. 

ñʆʪʨʠʤʘʥʫ ʽʥʬʦʨʤʘʮʽʶ ʧʨʘʚʦʧʦʨʫʰʥʠʢ ʧʝʨʝʚʽʨʷʚ ʥʘ ʬʘʢʪ ʚʽʜʧʦʚʽʜʥʦʩʪʽ 

ʚʽʜʦʤʦʩʪʝʡ ʜʣʷ ʚʭʦʜʫ ʜʦ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʚʝʙʨʝʩʫʨʩʽʚ ʪʘ ʚ ʧʦʜʘʣʴʰʦʤʫ ʟʜʽʡʩʥʶʚʘʚ 

ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʦʜʝʨʞʘʥʠʭ ʜʘʥʠʭ ʥʘ ʟʘʢʨʠʪʠʭ ʬʦʨʫʤʘʭ ʪʘ ʚ ʦʜʥʦʤʫ ʽʟ ʧʦʧʫʣʷʨʥʠʭ 

ʤʝʩʝʥʜʞʝʨʽʚ. 

ɼʦʩʫʜʦʚʠʤ ʨʦʟʩʣʽʜʫʚʘʥʥʷʤ ʚʩʪʘʥʦʚʣʝʥʦ ʬʘʢʪ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʬʽʛʫʨʘʥʪʦʤ 

ʙʘʟʠ ʜʘʥʠʭ, ʷʢʘ ʤʽʩʪʠʪʴ ʚʽʜʦʤʦʩʪʽ ʚʽʜʥʦʩʥʦ 2,8 ʤʽʣʴʡʦʥʽʚ ʘʚʪʦʨʠʟʘʮʽʡʥʠʭ ʜʘʥʠʭ 

ʦʙʣʽʢʦʚʠʭ ʟʘʧʠʩʽʚ ʢʦʨʠʩʪʫʚʘʯʽʚ ʤʝʨʝʞʽ ɯʥʪʝʨʥʝʪò, ï ʡʜʝʪʴʩʷ ʫ ʧʦʚʳʜʦʤʣʝʥʥʽ. 

ɿʘ ʜʘʥʠʤ ʬʘʢʪʦʤ ʚʽʜʢʨʠʪʦ ʢʨʠʤʽʥʘʣʴʥʝ ʧʨʦʚʘʜʞʝʥʥʷ ʟʘ ʩʪ. 361-2 

(ʅʝʩʘʥʢʮʽʦʥʦʚʘʥʽ ʟʙʫʪ ʘʙʦ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʟ ʦʙʤʝʞʝʥʠʤ ʜʦʩʪʫʧʦʤ, ʷʢʘ 
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ʟʙʝʨʽʛʘʻʪʴʩʷ ʚ ʝʣʝʢʪʨʦʥʥʦ-ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʤʘʰʠʥʘʭ (ʢʦʤʧôʶʪʝʨʘʭ), 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤʘʭ, ʢʦʤʧôʶʪʝʨʥʠʭ ʤʝʨʝʞʘʭ ʘʙʦ ʥʘ ʥʦʩʽʷʭ ʪʘʢʦʾ ʽʥʬʦʨʤʘʮʽʾ) 

ʂʨʠʤʽʥʘʣʴʥʦʛʦ ʢʦʜʝʢʩʫ ʋʢʨʘʾʥʠè. (2,8 ʤʣʥ ʦʩʦʙʠʩʪʠʭ ʜʘʥʠʭ: ʟʘʪʨʠʤʘʣʠ 

ʫʢʨʘʾʥʩʴʢʦʛʦ ʭʘʢʝʨʘ, ʷʢʠʡ ʧʨʦʜʘʚʘʚ ʜʘʥʽ ʢʦʨʠʩʪʫʚʘʯʽʚ // ʆʂɯɸ "ʅʦʚʠʥʠ 

ʇʦʣʪʘʚʱʠʥʠ" ʋʢʨʘʾʥʘ (https://np.pl.ua/2020/11/2-8-mln-osobystykh-danykh-

zatrymaly-ukrains-koho-khakera-iakyy-prodavav-dani-korystuvachiv/). 09.11.2020).  

***  

 

çéʉʧʽʚʨʦʙʽʪʥʠʢʠ ʚʽʜʜʽʣʫ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʟʣʦʯʠʥʘʤ ʚ ʍʤʝʣʴʥʠʮʴʢʽʡ 

ʦʙʣʘʩʪʽ ɼʝʧʘʨʪʘʤʝʥʪʫ ʢʽʙʝʨʧʦʣʽʮʽʾ ʅʇʋ ʩʧʽʣʴʥʦ ʟʽ ʩʣʽʜʯʠʤʠ ʩʣʽʜʯʦʛʦ 

ʫʧʨʘʚʣʽʥʥʷ ɻʋʅʇ ʚ ʍʤʝʣʴʥʠʮʴʢʽʡ ʦʙʣʘʩʪʽ ʟʘ ʧʨʦʮʝʩʫʘʣʴʥʦʛʦ ʢʝʨʽʚʥʠʮʪʚʘ 

ʍʤʝʣʴʥʠʮʴʢʦʾ ʦʙʣʘʩʥʦʾ ʧʨʦʢʫʨʘʪʫʨʠ ʚʠʢʨʠʣʠ ʞʠʪʝʣʷ ʤ. ʍʤʝʣʴʥʠʮʴʢʦʛʦ, ʷʢʠʡ 

ʧʨʠʯʝʪʥʠʡ ʜʦ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʟ ʦʙʤʝʞʝʥʠʤ 

ʜʦʩʪʫʧʦʤ.  

ʄʝʰʢʘʥʝʮʴ ʦʙʣʘʩʥʦʛʦ ʮʝʥʪʨʫ ʟʜʽʡʩʥʶʚʘʚ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʢʦʥʬʽʜʝʥʮʽʡʥʦʾ 

ʽʥʬʦʨʤʘʮʽʾ ʢʦʨʠʩʪʫʚʘʯʽʚ ʤʝʨʝʞʽ ɯʥʪʝʨʥʝʪ, ʩʝʨʝʜ ʷʢʦʾ ʙʫʣʠ ʣʦʛʽʥʠ ʪʘ ʧʘʨʦʣʽ ʜʦʩʪʫʧʫ 

ʜʦ ʨʽʟʥʠʭ ʽʥʪʝʨʥʝʪ-ʨʝʩʫʨʩʽʚ, ʝʣʝʢʪʨʦʥʥʠʭ ʧʦʰʪʦʚʠʭ ʩʢʨʠʥʴʦʢ, ʦʙʣʽʢʦʚʠʭ ʟʘʧʠʩʽʚ 

ʩʦʮʽʘʣʴʥʠʭ ʤʝʨʝʞ ʪʘ ʝʣʝʢʪʨʦʥʥʠʭ ʛʘʤʘʥʮʽʚ. 

ʆʪʨʠʤʘʥʫ ʽʥʬʦʨʤʘʮʽʶ ʧʨʘʚʦʧʦʨʫʰʥʠʢ ʧʝʨʝʚʽʨʷʚ ʥʘ ʬʘʢʪ ʚʽʜʧʦʚʽʜʥʦʩʪʽ 

ʚʽʜʦʤʦʩʪʝʡ ʜʣʷ ʚʭʦʜʫ ʜʦ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʚʝʙʨʝʩʫʨʩʽʚ ʪʘ ʚ ʧʦʜʘʣʴʰʦʤʫ ʟʜʽʡʩʥʶʚʘʚ 

ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʦʜʝʨʞʘʥʠʭ ʜʘʥʠʭ ʥʘ ʟʘʢʨʠʪʠʭ ʬʦʨʫʤʘʭ ʪʘ ʚ ʦʜʥʦʤʫ ʽʟ ʧʦʧʫʣʷʨʥʠʭ 

ʤʝʩʝʥʜʞʝʨʽʚ.  

ɼʦʩʫʜʦʚʠʤ ʨʦʟʩʣʽʜʫʚʘʥʥʷʤ ʚʩʪʘʥʦʚʣʝʥʦ ʬʘʢʪ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʬʽʛʫʨʘʥʪʦʤ 

ʙʘʟʠ ʜʘʥʠʭ, ʷʢʘ ʤʽʩʪʠʪʴ ʚʽʜʦʤʦʩʪʽ ʚʽʜʥʦʩʥʦ 2,8 ʤʽʣʴʡʦʥʽʚ ʘʚʪʦʨʠʟʘʮʽʡʥʠʭ ʜʘʥʠʭ 

ʦʙʣʽʢʦʚʠʭ ʟʘʧʠʩʽʚ ʢʦʨʠʩʪʫʚʘʯʽʚ ʤʝʨʝʞʽ ɯʥʪʝʨʥʝʪ. 

ɿʘ ʜʘʥʠʤ ʬʘʢʪʦʤ ʚʽʜʢʨʠʪʦ ʢʨʠʤʽʥʘʣʴʥʝ ʧʨʦʚʘʜʞʝʥʥʷ ʟʘ ʩʪ. 361-2 

(ʅʝʩʘʥʢʮʽʦʥʦʚʘʥʽ ʟʙʫʪ ʘʙʦ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʟ ʦʙʤʝʞʝʥʠʤ ʜʦʩʪʫʧʦʤ, ʷʢʘ 

ʟʙʝʨʽʛʘʻʪʴʩʷ ʚ ʝʣʝʢʪʨʦʥʥʦ-ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʤʘʰʠʥʘʭ (ʢʦʤʧ'ʶʪʝʨʘʭ), 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤʘʭ, ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞʘʭ ʘʙʦ ʥʘ ʥʦʩʽʷʭ ʪʘʢʦʾ ʽʥʬʦʨʤʘʮʽʾ) 

ʂʨʠʤʽʥʘʣʴʥʦʛʦ ʢʦʜʝʢʩʫ ʋʢʨʘʾʥʠè. (ʋ ʍʤʝʣʴʥʠʮʴʢʦʤʫ ʢʽʙʝʨʧʦʣʽʮʝʡʩʴʢʽ ʚʠʢʨʠʣʠ 

ʯʦʣʦʚʽʢʘ, ʷʢʠʡ ʟʘʡʤʘʚʩʷ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷʤ ʦʙʣʽʢʦʚʠʭ ʜʘʥʠʭ ʛʨʦʤʘʜʷʥ // 

ɼʝʧʘʨʪʘʤʝʥʪ ʢʽʙʝʨʧʦʣʽʮʽʾ ʅʘʮʽʦʥʘʣʴʥʦʾ ʧʦʣʽʮʽʾ ʋʢʨʘʾʥʠ 

(https://cyberpolice.gov.ua/news/u-xmelnyczkomu-kiberpoliczejski-vykryly-cholovika-

yakyj-zajmavsya-rozpovsyudzhennyam-oblikovyx-danyx-gromadyan-5217/). 

06.11.2020).  
***  

 

çéʇʨʘʮʽʚʥʠʢʠ ʢʽʙʝʨʧʦʣʽʮʽʾ ʂʠʾʚʱʠʥʠ ʩʧʽʣʴʥʦ ʟʽ ʩʣʽʜʯʠʤʠ 

ɺʘʩʠʣʴʢʽʚʩʴʢʦʛʦ ʚʽʜʜʽʣʫ ʧʦʣʽʮʽʾ ʚʩʪʘʥʦʚʠʣʠ ʬʘʢʪ ʥʝʟʘʢʦʥʥʦʛʦ ʟʘʚʦʣʦʜʽʥʥʷ 

ʥʝʨʫʭʦʤʽʩʪʶ ʫ ʂʠʻʚʽ ʟʘʚʜʷʢʠ ʚʠʢʦʨʠʩʪʘʥʥʶ ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ. 

ɿʘ ʧʦʧʝʨʝʜʥʽʤʠ ʜʘʥʠʤʠ, ʟʣʦʚʤʠʩʥʠʢʠ ʥʘʜʽʩʣʘʣʠ ʝʣʝʢʪʨʦʥʥʦʛʦ ʣʠʩʪʘ, ʱʦ 

ʤʽʩʪʠʚ çʚʽʨʫʩè ʜʝʨʞʘʚʥʦʤʫ ʥʦʪʘʨʽʫʩʫ. ʊʘʢʠʤ ʯʠʥʦʤ ʚʦʥʠ ʦʪʨʠʤʘʣʠ ʚʽʜʜʘʣʝʥʠʡ 

ʜʦʩʪʫʧ ʜʦ ʡʦʛʦ ʢʦʤʧôʶʪʝʨʘ. ɼʘʣʽ ʧʨʘʚʦʧʦʨʫʰʥʠʢʠ ʚʥʝʩʣʠ ʥʝʧʨʘʚʜʠʚʽ ʚʽʜʦʤʦʩʪʽ ʜʦ 

ɼʝʨʞʘʚʥʦʛʦ ʨʝʻʩʪʨʫ ʨʝʯʦʚʠʭ ʧʨʘʚ ʥʘ ʥʝʨʫʭʦʤʝ ʤʘʡʥʦ.  
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ɺʽʜʪʘʢ ʟʤʽʥʠʣʠ ʧʨʘʚʦ ʚʣʘʩʥʦʩʪʽ ʥʘ ʥʝʞʠʪʣʦʚʫ ʙʫʜʽʚʣʶ ʫ ʮʝʥʪʨʽ ʂʠʻʚʘ 

ʧʣʦʱʝʶ ʙʣʠʟʴʢʦ 250 ʢʚʘʜʨʘʪʥʠʭ ʤʝʪʨʽʚ.  

ʉʧʽʚʨʦʙʽʪʥʠʢʠ ʢʽʙʝʨʧʦʣʽʮʽʾ ʚʩʪʘʥʦʚʠʣʠ çʟʘʤʦʚʥʠʢʘè ʪʘʢʠʭ ʧʦʩʣʫʛ. ʋ ʡʦʛʦ 

ʦʩʝʣʽ ʧʨʦʚʝʣʠ ʦʙʰʫʢ ʽʟ ʟʘʣʫʯʝʥʥʷʤ ʩʧʝʮʧʨʠʟʥʘʯʝʥʮʽʚ ʂʠʾʚʱʠʥʠ. ɿʘ ʨʝʟʫʣʴʪʘʪʘʤʠ 

ʚʠʣʫʯʝʥʦ ʢʦʤʧôʶʪʝʨʥʫ ʪʝʭʥʽʢʫ, ʱʦ ʤʽʩʪʠʪʴ ʜʦʢʘʟʠ ʧʨʠʯʝʪʥʦʩʪʽ ʜʦ 

ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʚʪʨʫʯʘʥʥʷ ʫ ʨʦʙʦʪʫ ʢʦʤʧôʶʪʝʨʘ ʜʝʨʞʘʚʥʦʛʦ ʥʦʪʘʨʽʫʩʘ. 

ʈʝʯʦʚʽ ʜʦʢʘʟʠ ʥʘʧʨʘʚʣʝʥʦ ʥʘ ʧʨʦʚʝʜʝʥʥʷ ʚʽʜʧʦʚʽʜʥʠʭ ʝʢʩʧʝʨʪʥʠʭ ʜʦʩʣʽʜʞʝʥʴ.  

ɺʽʜʢʨʠʪʦ ʢʨʠʤʽʥʘʣʴʥʝ ʧʨʦʚʘʜʞʝʥʥʷ ʟʘ ʯ. 3 ʩʪ. 190 (ʐʘʭʨʘʡʩʪʚʦ) 

ʂʨʠʤʽʥʘʣʴʥʦʛʦ ʢʦʜʝʢʩʫ ʋʢʨʘʾʥʠ. ʉʘʥʢʮʽʷ ʩʪʘʪʪʽ ʧʝʨʝʜʙʘʯʘʻ ʧʦʟʙʘʚʣʝʥʥʷ ʚʦʣʽ ʥʘ 

ʩʪʨʦʢ ʜʦ ʚʦʩʴʤʠ ʨʦʢʽʚ. ɼʦʩʫʜʦʚʝ ʨʦʟʩʣʽʜʫʚʘʥʥʷ ʪʨʠʚʘʻè. (ʋ ʂʠʻʚʽ ʢʽʙʝʨʧʦʣʽʮʽʷ 

ʚʠʢʨʠʣʘ ʬʘʢʪ ʰʘʭʨʘʡʩʴʢʦʛʦ ʟʘʚʦʣʦʜʽʥʥʷ ʥʝʨʫʭʦʤʽʩʪʶ ʟʘ ʜʦʧʦʤʦʛʠ 

ʢʦʤʧôʶʪʝʨʥʦʛʦ ʚʽʨʫʩʫ // ɼʝʧʘʨʪʘʤʝʥʪ ʢʽʙʝʨʧʦʣʽʮʽʾ ʅʘʮʽʦʥʘʣʴʥʦʾ ʧʦʣʽʮʽʾ ʋʢʨʘʾʥʠ 

(https://cyberpolice.gov.ua/news/u-kyyevi-kiberpolicziya-vykryla-fakt-shaxrajskogo-

zavolodinnya-neruxomistyu-za-dopomogy-kompyuternogo-virusu-3654/). 03.11.2020).  

***  

 

çʀʣʴʠʯʝʚʩʢʠʡ ʨʘʡʦʥʥʳʡ ʩʫʜ ʛ. ʄʘʨʠʫʧʦʣʷ ʧʨʠʛʦʚʦʨʠʣ ʢ 1 ʛʦʜʫ ʪʶʨʴʤʳ 

ʨʘʥʝʝ ʩʫʜʠʤʦʛʦ ʫʢʨʘʠʥʮʘ ʟʘ ʫʩʪʘʥʦʚʢʫ ʥʝʣʠʮʝʥʟʠʦʥʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷé 
ɺʦ ʚʨʝʤʷ ʩʫʜʘ ʙʫʣʦ ʫʩʪʘʥʦʚʣʝʥʦ, ʯʪʦ ʧʦʜʩʫʜʠʤʳʡ ʚ ʘʚʛʫʩʪʝ 2020 ʛʦʜʘ ʩ 

ʮʝʣʴʶ ʧʦʣʫʯʝʥʠʷ ʧʨʠʙʳʣʠ ʫʩʪʘʥʦʚʠʣ ʠ ʧʨʠ ʧʦʤʦʱʠ ʩʧʝʮʠʘʣʴʥʦʛʦ ʇʆ ʘʢʪʠʚʠʨʦʚʘʣ 

ʥʘ ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʦʛʨʘʤʤʫ çARCHICAD 23è, ʠʤʫʱʝʩʪʚʝʥʥʳʝ 

ʘʚʪʦʨʩʢʠʝ ʧʨʘʚʘ ʥʘ ʢʦʪʦʨʫʶ ʧʨʠʥʘʜʣʝʞʘʪ ʢʦʤʧʘʥʠʠ çGraphisoft SEè (ɺʝʥʛʨʠʷ). 

ʉʚʦʠʤʠ ʜʝʡʩʪʚʠʷʤʠ ʦʙʚʠʥʷʝʤʳʡ ʥʘʥʝʩ ʢʦʤʧʘʥʠʠ ʫʱʝʨʙ ʚ ʩʫʤʤʝ 3850 ʝʚʨʦ.  

ɼʝʡʩʪʚʠʷ ʦʙʚʠʥʷʝʤʦʛʦ ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʳ ʧʦ ʯ. 1 ʩʪ. 176 ʋʂ ʋʢʨʘʠʥʳ 

(ʥʝʟʘʢʦʥʥʦʝ ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʝ ʢʦʤʧʴʶʪʝʨʥʳʭ ʧʨʦʛʨʘʤʤ, ʧʨʠʯʠʥʠʚʰʝʝ 

ʤʘʪʝʨʠʘʣʴʥʳʡ ʫʱʝʨʙ ʚ ʟʥʘʯʠʪʝʣʴʥʦʤ ʨʘʟʤʝʨʝ). 

ʅʘ ʩʫʜʝʙʥʦʤ ʟʘʩʝʜʘʥʠʠ ʤʫʞʯʠʥʘ ʧʦʣʥʦʩʪʴʶ ʧʨʠʟʥʘʣ ʩʚʦʶ ʚʠʥʫ. 

ʉʫʜ ʧʨʠʟʥʘʣ ʦʙʚʠʥʷʝʤʦʛʦ ʚʠʥʦʚʥʳʤ ʚ ʩʦʚʝʨʰʝʥʠʠ ʫʛʦʣʦʚʥʦʛʦ 

ʧʨʘʚʦʥʘʨʫʰʝʥʠʷ, ʧʨʝʜʫʩʤʦʪʨʝʥʥʦʛʦ ʯ. 1 ʩʪ. 176 ʋʂ ʋʢʨʘʠʥʳ ʠ ʥʘʟʥʘʯʠʣ ʥʘʢʘʟʘʥʠʝ 

ʚ ʚʠʜʝ 1 ʛʦʜʘ ʣʠʰʝʥʠʷ ʩʚʦʙʦʜʳ. ʊ.ʢ. ʧʦʜʩʫʜʠʤʳʤ ʙʳʣʠ ʩʦʚʝʨʰʝʥʳ ʜʨʫʛʠʝ 

ʧʨʘʚʦʥʘʨʫʰʝʥʠʷ, ʧʦ ʩʦʚʦʢʫʧʥʦʩʪʠ ʧʨʝʩʪʫʧʣʝʥʠʡ ʧʫʪʝʤ ʧʦʛʣʦʱʝʥʠʷ ʤʝʥʝʝ ʩʪʨʦʛʦʛʦ 

ʥʘʢʘʟʘʥʠʷ ʙʦʣʝʝ ʩʪʨʦʛʠʤ, ʤʫʞʯʠʥʝ ʦʢʦʥʯʘʪʝʣʴʥʦ ʥʘʟʥʘʯʝʥ ʩʨʦʢ ʚ ʚʠʜʝ 1 ʛʦʜʘ ʠ 3 

ʤʝʩʷʮʝʚ ʣʠʰʝʥʠʷ ʩʚʦʙʦʜʳè. (ɸʨʪʝʤ ʉʝʨʝʞʝʥʦʢ. ʉʫʜ ʧʨʠʛʦʚʦʨʠʣ ʫʢʨʘʠʥʮʘ ʢ ʛʦʜʫ 

ʪʶʨʴʤʳ ʟʘ ʫʩʪʘʥʦʚʢʫ ʥʝʣʠʮʝʥʟʠʦʥʥʦʛʦ ʇʆ // Internetua 

(http://internetua.com/sud-prigovoril-ukrainca-k-godu-tuarmy-za-ustanovku-

nelicenzionnogo-po). 20.11.2020).  
***  

 

çéʉʧʽʚʨʦʙʽʪʥʠʢʠ ʋʧʨʘʚʣʽʥʥʷ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʟʣʦʯʠʥʘʤ ʫ ʃʴʚʽʚʩʴʢʽʡ 

ʦʙʣʘʩʪʽ ʩʧʽʣʴʥʦ ʟʽ ʩʣʽʜʯʠʤʠ ʐʝʚʯʝʥʢʽʚʩʴʢʦʛʦ ʚʽʜʜʽʣʫ ʧʦʣʽʮʽʾ ʚʠʢʨʠʣʠ 30-

ʨʽʯʥʦʛʦ ʤʝʰʢʘʥʮʷ ʃʴʚʦʚʘ, ʷʢʠʡ ʟʘ ʜʦʧʦʤʦʛʦʶ ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʟʜʽʡʩʥʶʚʘʚ ʢʽʙʝʨʘʪʘʢʠ ʪʘ ʟʣʘʤʘʚ ʦʙʣʽʢʦʚʽ ʟʘʧʠʩʠ ʙʽʣʴʰ ʷʢ 1,5 

ʪʠʩʷʯ ʢʦʨʠʩʪʫʚʘʯʽʚ ʤʝʨʝʞʽ ɯʥʪʝʨʥʝʪ. ʆʪʨʠʤʘʚʰʠ ʥʝʟʘʢʦʥʥʠʤ ʰʣʷʭʦʤ ʜʦʩʪʫʧ ʜʦ 
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ʘʚʪʦʨʠʟʘʮʽʡʥʠʭ ʜʘʥʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ ʚʝʙʩʘʡʪʽʚ, ʟʣʦʚʤʠʩʥʠʢ ʬʦʨʤʫʚʘʚ ʙʘʟʠ ʜʘʥʠʭ ʟ 

ʧʘʨʦʣʽʚ ʪʘ ʣʦʛʽʥʽʚ, ʷʢʽ ʚ ʧʦʜʘʣʴʰʦʤʫ ʧʨʦʜʘʚ ʦʜʥʦʤʫ ʟ ʭʘʢʝʨʩʴʢʠʭ ʩʘʡʪʽʚ.  

ʇʽʜ ʯʘʩ ʩʘʥʢʮʽʦʥʦʚʘʥʠʭ ʦʙʰʫʢʽʚ ʧʨʘʚʦʦʭʦʨʦʥʮʽ ʚʠʷʚʠʣʠ ʪʘ ʚʠʣʫʯʠʣʠ 

ʢʦʤʧôʶʪʝʨʥʫ ʪʝʭʥʽʢʫ, ʤʝʨʝʞʝʚʝ ʦʙʣʘʜʥʘʥʥʷ, ʮʠʬʨʦʚʽ ʥʦʩʽʾ ʽʥʬʦʨʤʘʮʽʾ, ʥʘ ʷʢʠʭ 

ʟʘʬʽʢʩʦʚʘʥʦ ʝʣʝʢʪʨʦʥʥʽ ʩʣʽʜʠ ʚʯʠʥʝʥʥʷ ʟʣʦʯʠʥʫ ʪʘ ʽʥʰʽ ʨʝʯʦʚʽ ʜʦʢʘʟʠ. 

19 ʣʠʩʪʦʧʘʜʘ ʩʣʽʜʯʽ ʧʦʚʽʜʦʤʠʣʠ ʟʣʦʚʤʠʩʥʠʢʫ ʧʨʦ ʧʽʜʦʟʨʫ ʫ ʩʢʦʻʥʥʽ 

ʢʨʠʤʽʥʘʣʴʥʠʭ ʧʨʘʚʦʧʦʨʫʰʝʥʴ, ʧʝʨʝʜʙʘʯʝʥʠʭ ʯ. 1 ʩʪ. 361 (ʅʝʩʘʥʢʮʽʦʥʦʚʘʥʝ 

ʚʪʨʫʯʘʥʥʷ ʚ ʨʦʙʦʪʫ ʝʣʝʢʪʨʦʥʥʦ-ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʤʘʰʠʥ (ʢʦʤʧ'ʶʪʝʨʽʚ), 

ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤ, ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞ ʯʠ ʤʝʨʝʞ ʝʣʝʢʪʨʦʟʚ'ʷʟʢʫ), ʯ. 1 ʩʪ. 

361-1 (ʉʪʚʦʨʝʥʥʷ ʟ ʤʝʪʦʶ ʚʠʢʦʨʠʩʪʘʥʥʷ, ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʘʙʦ ʟʙʫʪʫ ʰʢʽʜʣʠʚʠʭ 

ʧʨʦʛʨʘʤʥʠʭ ʯʠ ʪʝʭʥʽʯʥʠʭ ʟʘʩʦʙʽʚ, ʘ ʪʘʢʦʞ ʾʭ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʘʙʦ ʟʙʫʪ) ʪʘ ʯ. 1 ʩʪ. 

361-2 (ʅʝʩʘʥʢʮʽʦʥʦʚʘʥʽ ʟʙʫʪ ʘʙʦ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʟ ʦʙʤʝʞʝʥʠʤ 

ʜʦʩʪʫʧʦʤ, ʷʢʘ ʟʙʝʨʽʛʘʻʪʴʩʷ ʢʦʤʧ'ʶʪʝʨʘʭ, ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤʘʭ, ʢʦʤʧ'ʶʪʝʨʥʠʭ 

ʤʝʨʝʞʘʭ ʘʙʦ ʥʘ ʥʦʩʽʷʭ ʪʘʢʦʾ ʽʥʬʦʨʤʘʮʽʾ) ʂʨʠʤʽʥʘʣʴʥʦʛʦ ʢʦʜʝʢʩʫ ʋʢʨʘʾʥʠ. 

ʄʘʢʩʠʤʘʣʴʥʝ ʧʦʢʘʨʘʥʥʷ, ʧʝʨʝʜʙʘʯʝʥʝ ʩʘʥʢʮʽʷʤʠ ʩʪʘʪʝʡ ï ʜʦ ʪʨʴʦʭ ʨʦʢʽʚ 

ʧʦʟʙʘʚʣʝʥʥʷ ʚʦʣʽ. 

ʇʨʦʮʝʩʫʘʣʴʥʝ ʢʝʨʽʚʥʠʮʪʚʦ ʫ ʩʧʨʘʚʽ ʟʜʽʡʩʥʶʻ ʃʴʚʽʚʩʴʢʘ ʤʽʩʮʝʚʘ ʧʨʦʢʫʨʘʪʫʨʘ 

ˉ2 

ɼʦʩʫʜʦʚʝ ʨʦʟʩʣʽʜʫʚʘʥʥʷ ʟʘʚʝʨʰʝʥʝ, ʦʙʚʠʥʫʚʘʣʴʥʠʡ ʘʢʪ ʩʢʝʨʦʚʘʥʦ ʥʘ ʨʦʟʛʣʷʜ 

ʩʫʜʫè. (ʇʦʣʽʮʝʡʩʴʢʽ ʧʦʚʽʜʦʤʠʣʠ ʧʨʦ ʧʽʜʦʟʨʫ ʣʴʚʽʚôʷʥʠʥʫ, ʧʨʠʯʝʪʥʦʤʫ ʜʦ 

ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ // ʂʽʙʝʨʧʦʣʽʮʽʷ ʋʢʨʘʾʥʠ 

(https://cyberpolice.gov.ua/news/policzejski-povidomyly-pro-pidozru-lvivyanynu-

prychetnomu-do-rozpovsyudzhennya-shkidlyvogo-programnogo-zabezpechennya-550/). 

20.11.2020).  
***  

 

 
ʄʽʞʥʘʨʦʜʥʝ ʩʧʽʚʨʦʙʽʪʥʠʮʪʚʦ ʫ ʛʘʣʫʟʽ ʢʽʙʝʨʙʝʟʧʝʢʠ 

 

çʉʝʢʨʝʪʘʨʴ ʉʅɹʆ ʋʢʨʘʠʥʳ ɸʣʝʢʩʝʡ ɼʘʥʠʣʦʚ ʦʙʩʫʜʠʣ ʩ ʯʨʝʟʚʳʯʘʡʥʳʤ 

ʠ ʧʦʣʥʦʤʦʯʥʳʤ ʧʦʩʣʦʤ ʂʦʨʦʣʝʚʩʪʚʘ ʅʦʨʚʝʛʠʷ ʚ ʋʢʨʘʠʥʝ ʕʨʠʢʦʤ ʉʚʝʜʘʣʦʤ 
ʨʘʩʰʠʨʝʥʠʝ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʚ ʩʬʝʨʝ ʢʠʙʝʨʟʘʱʠʪʳ. ʆʙ ʵʪʦʤ ʩʦʦʙʱʘʝʪ ʧʨʝʩʩ-

ʩʣʫʞʙʘ ʉʅɹʆ. "ɺʦ ʚʨʝʤʷ ʚʩʪʨʝʯʠ ʫʢʨʘʠʥʩʢʘʷ ʩʪʦʨʦʥʘ ʧʦʜʯʝʨʢʥʫʣʘ ʚʘʞʥʦʩʪʴ 

ʘʢʪʠʚʠʟʘʮʠʠ ʠ ʨʘʩʰʠʨʝʥʠʷ ʤʝʞʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʚ ʩʬʝʨʝ 

ʢʠʙʝʨʟʘʱʠʪʳ ʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʅʂʎʂ ʩ ʘʥʘʣʦʛʠʯʥʳʤʠ ʮʝʥʪʨʘʤʠ ʩʪʨʘʥ-ʧʘʨʪʥʝʨʦʚ, 

ʥʘʣʘʞʠʚʘʥʠʷ ʫʩʪʦʡʯʠʚʦʛʦ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʢʠʙʝʨʠʥʮʠʜʝʥʪʘʭ, ʧʨʦʚʝʜʝʥʠʝ 

ʩʦʚʤʝʩʪʥʳʭ ʨʘʩʩʣʝʜʦʚʘʥʠʡ", - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ. 

ʆʪʤʝʯʘʝʪʩʷ, ʯʪʦ ɸʣʝʢʩʝʡ ɼʘʥʠʣʦʚ ʦʟʥʘʢʦʤʠʣ ʕʨʠʢʘ ʉʚʝʜʘʣʘ ʩ 

ʚʦʟʤʦʞʥʦʩʪʷʤʠ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʢʦʦʨʜʠʥʘʮʠʦʥʥʦʛʦ ʮʝʥʪʨʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠ 

ʉʅɹʆ ʋʢʨʘʠʥʳ. ɺʦ ʚʨʝʤʷ ʚʩʪʨʝʯʠ ɸʣʝʢʩʝʡ ɼʘʥʠʣʦʚ ʧʦʜʯʝʨʢʥʫʣ, ʯʪʦ ʩʝʛʦʜʥʷ 

ʅʂʎʂ, ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʢʣʶʯʝʚʦʡ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʩʪʨʫʢʪʫʨʦʡ ʧʦ ʚʳʷʚʣʝʥʠʶ, 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ ʠ ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʢʠʙʝʨʠʥʮʠʜʝʥʪʳ, ʢʦʦʨʜʠʥʠʨʫʝʪ ʨʘʙʦʪʫ ʚʩʝʭ 

ʢʣʶʯʝʚʳʭ ʩʪʨʫʢʪʫʨ ʥʘʮʠʦʥʘʣʴʥʦʡ ʩʠʩʪʝʤʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʘʢʪʠʚʥʦ 

ʩʦʪʨʫʜʥʠʯʘʝʪ ʩ ʯʘʩʪʥʳʤ ʩʝʢʪʦʨʦʤ. "ɼʘʥʠʣʦʚ ʥʘʟʚʘʣ ʦʙʝʩʧʝʯʝʥʠʝ 
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ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʋʢʨʘʠʥʳ ʧʨʠʦʨʠʪʝʪʥʳʤ ʚʦʧʨʦʩʦʤ ʚ ʫʩʣʦʚʠʷʭ ʛʠʙʨʠʜʥʦʡ ʚʦʡʥʳ 

ʩ ʈʦʩʩʠʝʡ, ʫʯʠʪʳʚʘʷ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʫʶ ʢʠʙʝʨʠʥʪʝʨʚʝʥʮʠʶ ʚ ʫʱʝʨʙ ʥʘʰʠʤ 

ʥʘʮʠʦʥʘʣʴʥʳʤ ʠʥʪʝʨʝʩʘʤ, ʜʦʙʘʚʠʚ, ʯʪʦ ʟʘ ʢʠʙʝʨʘʪʘʢʘʤʠ ʨʦʩʩʠʡʩʢʠʭ ʭʘʢʝʨʩʢʠʭ 

ʛʨʫʧʧʠʨʦʚʦʢ ʩʪʦʷʪ ʩʧʝʮʩʣʫʞʙʳ, ʢʦʪʦʨʳʝ ʢʦʦʨʜʠʥʠʨʫʶʪ ʠʭ ʜʝʷʪʝʣʴʥʦʩʪʴ. 

ʉʝʢʨʝʪʘʨʴ ʉʅɹʆ ʋʢʨʘʠʥʳ ʪʘʢʞʝ ʦʪʤʝʪʠʣ, ʯʪʦ ʚ ʥʦʚʦʡ ʉʪʨʘʪʝʛʠʠ ʥʘʮʠʦʥʘʣʴʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʋʢʨʘʠʥʳ ʟʥʘʯʠʪʝʣʴʥʦʝ ʤʝʩʪʦ ʫʜʝʣʝʥʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʠ 

ʩʧʝʮʠʘʣʠʩʪʳ ʅʂʎʂ ʫʞʝ ʥʘʯʘʣʠ ʨʘʟʨʘʙʦʪʢʫ ʉʪʨʘʪʝʛʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ", - 

ʫʢʘʟʘʥʦ ʚ ʩʦʦʙʱʝʥʠʠ. ʉʦʦʙʱʘʝʪʩʷ, ʯʪʦ ʧʦ ʤʥʝʥʠʶ ɼʘʥʠʣʦʚʘ, ʦʙʤʝʥ ʠʥʬʦʨʤʘʮʠʝʡ ʚ 

ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʧʦʟʚʦʣʠʪ ʋʢʨʘʠʥʝ ʠ ʝʝ ʠʥʦʩʪʨʘʥʥʳʤ ʧʘʨʪʥʝʨʘʤ ʚʦʚʨʝʤʷ 

ʣʦʢʘʣʠʟʦʚʘʪʴ ʠ ʦʙʝʟʚʨʝʜʠʪʴ ʢʠʙʝʨʘʪʘʢʠ. "ʉʨʝʜʠ ʧʨʦʯʝʛʦ, ʙʳʣʦ ʘʢʮʝʥʪʠʨʦʚʘʥʦ ʥʘ 

ʚʘʞʥʦʩʪʠ ʥʝ ʪʦʣʴʢʦ ʨʘʟʚʠʪʠʷ ʤʦʱʥʦʡ ʩʠʩʪʝʤʳ ʢʠʙʝʨʟʘʱʠʪʳ, ʥʦ ʠ ʚʝʜʝʥʠʷ ʚ 

ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ ʩʦʙʩʪʚʝʥʥʳʭ ʘʢʪʠʚʥʳʭ ʥʘʩʪʫʧʘʪʝʣʴʥʳʭ ʦʧʝʨʘʮʠʡ, ʚ ʯʘʩʪʥʦʩʪʠ, 

ʧʨʝʚʝʥʪʠʚʥʳʭ, ʩ ʮʝʣʴʶ ʦʙʝʟʚʨʝʞʠʚʘʥʠʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʠʩʪʝʤ ʧʨʦʪʠʚʥʠʢʘ. ɺ ʩʚʦʶ 

ʦʯʝʨʝʜʴ, ʛʦʩʧʦʜʠʥ ʧʦʩʦʣ ʚʳʨʘʟʠʣ ʤʥʝʥʠʝ ʦ ʧʝʨʩʧʝʢʪʠʚʥʦʩʪʠ ʜʚʫʩʪʦʨʦʥʥʝʛʦ 

ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʚ ʩʬʝʨʝ ʢʠʙʝʨʟʘʱʠʪʳ", - ʩʦʦʙʱʠʣʠ ʚ ʧʨʝʩʩ-ʩʣʫʞʙʝè. (ɼʘʥʠʣʦʚ 

ʦʙʩʫʜʠʣ ʩ ʧʦʩʣʦʤ ʅʦʨʚʝʛʠʠ ʨʘʩʰʠʨʝʥʠʝ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʚ ʩʬʝʨʝ ʢʠʙʝʨʟʘʱʠʪʳ 

// ʠʥʬʦʨʤʘʮʠʦʥʥʳʡ ʧʦʨʪʘʣ "ua.today" 

(http://ua.today/news/politics/danilov_obsudil_s_poslom_norvegii_rasshirenie_sotrudni

chestva_v_sfere_kiberzashity). 03.11.2020).  
***  

 

 
ʂʦʨʦʥʘʚʽʨʫʩ COVID- 19 ʪʘ ʧʠʪʘʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠ 

 

çʇʣʘʪʬʦʨʤʘ, ʠʩʧʦʣʴʟʫʝʤʘʷ ʤʝʜʠʮʠʥʩʢʠʤʠ ʨʘʙʦʪʥʠʢʘʤʠ ʥʘ ʌʠʣʠʧʧʠʥʘʭ 

ʠ ʧʨʝʜʥʘʟʥʘʯʝʥʥʘʷ ʜʣʷ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ ʦ ʩʣʫʯʘʷʭ COVID-19, ʩʦʜʝʨʞʘʣʘ 

ʥʝʩʢʦʣʴʢʦ ʥʝʜʦʩʪʘʪʢʦʚ, ʢʦʪʦʨʳʝ ʨʘʩʢʨʳʚʘʣʠ ʜʘʥʥʳʝ ʤʝʜʠʮʠʥʩʢʠʭ 

ʨʘʙʦʪʥʠʢʦʚ ʠ ʧʦʪʝʥʮʠʘʣʴʥʦ ʤʦʛʣʠ ʧʨʠʚʝʩʪʠ ʢ ʫʪʝʯʢʝ ʜʘʥʥʳʭ ʦ ʧʘʮʠʝʥʪʘʭ. 
ʋʷʟʚʠʤʦʩʪʠ, ʦʙʥʘʨʫʞʝʥʥʳʝ ʢʘʢ ʚ ʚʝʙ-ʧʣʘʪʬʦʨʤʝ ʧʣʘʪʬʦʨʤʳ COVID-KAYA, 

ʪʘʢ ʠ ʚ ʧʨʠʣʦʞʝʥʠʷʭ ʜʣʷ Android, ʧʦʟʚʦʣʷʶʪ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ 

ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʢ ʣʠʯʥʳʤ ʜʘʥʥʳʤ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ ʧʣʘʪʬʦʨʤʳ ʠ ʧʦʪʝʥʮʠʘʣʴʥʦ 

ʜʘʥʥʳʤ ʧʘʮʠʝʥʪʦʚ, ʩʦʛʣʘʩʥʦ ʦʪʯʝʪʫ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʠʟ Citizen Lab, 

ʤʝʞʜʠʩʮʠʧʣʠʥʘʨʥʦʡ ʣʘʙʦʨʘʪʦʨʠʠ, ʨʘʩʧʦʣʦʞʝʥʥʦʡ ʧʨʠ ʋʥʠʚʝʨʩʠʪʝʪʝ ʛ. ʊʦʨʦʥʪʦ. 

ʆʪʯʝʪ Citizen Lab ʷʚʣʷʝʪʩʷ ʧʦʩʣʝʜʥʠʤ ʧʨʠʤʝʨʦʤ ʪʦʛʦ, ʢʘʢ ʧʘʥʜʝʤʠʷ COVID-

19 ʧʨʠʚʝʣʘ ʢ ʚʦʟʥʠʢʥʦʚʝʥʠʶ ʤʥʦʞʝʩʪʚʘ ʧʨʦʙʣʝʤ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʜʣʷ ʩʝʢʪʦʨʘ 

ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, ʚʢʣʶʯʘʷ ʟʘʱʠʪʫ ʜʘʥʥʳʭ ʠ ʘʪʘʢʠ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ. ʇʦʤʠʤʦ 

ʦʧʧʦʨʪʫʥʠʩʪʠʯʝʩʢʠʭ ʫʛʨʦʟ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʧʘʥʜʝʤʠʶ ʠ ʩʚʷʟʘʥʥʳʝ ʩ ʥʝʡ ʧʨʦʙʣʝʤʳ 

ʜʣʷ ʩʦʙʩʪʚʝʥʥʦʡ ʚʳʛʦʜʳ ʚ ʬʠʰʠʥʛʦʚʳʭ ʠ ʜʨʫʛʠʭ ʢʘʤʧʘʥʠʷʭ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʝʡ, ʧʦʪʦʢ ʥʦʚʳʭ ʜʘʥʥʳʭ, ʩʚʷʟʘʥʥʳʭ ʩ ʧʘʥʜʝʤʠʝʡ, ʪʘʢʞʝ 

ʧʨʦʚʝʨʷʝʪ ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʠʩʪʝʤ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʭʨʘʥʝʥʠʷ ʠ ʦʙʤʝʥʘ ʵʪʠʤʠ 

ʜʘʥʥʳʤʠ. 

COVID-KAYA ʙʳʣ ʨʘʟʚʝʨʥʫʪ 2 ʠʶʥʷ, ʯʪʦʙʳ ʧʦʟʚʦʣʠʪʴ ʧʝʨʝʜʦʚʳʤ 

ʤʝʜʠʮʠʥʩʢʠʤ ʨʘʙʦʪʥʠʢʘʤ ʥʘ ʌʠʣʠʧʧʠʥʘʭ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ ʩʙʦʨ ʠ ʦʙʤʝʥ 

ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʩʣʫʯʘʷʭ ʢʦʨʦʥʘʚʠʨʫʩʘ ʩ ʄʠʥʠʩʪʝʨʩʪʚʦʤ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʩʪʨʘʥʳ. 
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ʇʨʠʣʦʞʝʥʠʝ ʠʤʝʝʪ ʚʝʙ-ʚʝʨʩʠʠ, ʚʝʨʩʠʠ ʜʣʷ iOS ʠ Android ʠ ʙʳʣʦ ʩʦʟʜʘʥʦ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ Cordova, ʢʨʦʩʩʧʣʘʪʬʦʨʤʝʥʥʦʡ ʩʨʝʜʳ ʨʘʟʨʘʙʦʪʢʠ ʧʨʠʣʦʞʝʥʠʡ, 

ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʨʘʟʨʘʙʦʪʯʠʢʘʤ ʩʦʟʜʘʚʘʪʴ ʧʨʠʣʦʞʝʥʠʷ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʚʝʙ-

ʪʝʭʥʦʣʦʛʠʡ, ʘ ʟʘʪʝʤ ʨʘʟʚʝʨʪʳʚʘʪʴ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʢʦʜ ʢʘʢ ʥʘ ʚʝʙ-ʧʣʘʪʬʦʨʤʘʭ, ʪʘʢ ʠ 

ʥʘ ʤʦʙʠʣʴʥʳʭ ʧʣʘʪʬʦʨʤʘʭ. 

çʅʘʰ ʘʥʘʣʠʟ ʧʦʢʘʟʘʣ, ʯʪʦ ʦʙʝ ʵʪʠ ʚʝʨʩʠʠ COVID-KAYA ʩʦʜʝʨʞʘʪ 

ʫʷʟʚʠʤʦʩʪʠ, ʨʘʩʢʨʳʚʘʶʱʠʝ ʜʘʥʥʳʝ, ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʟʘʱʠʱʝʥʥʳʝ ʫʯʝʪʥʳʤʠ 

ʜʘʥʥʳʤʠ çʩʫʧʝʨʧʦʣʴʟʦʚʘʪʝʣʷè, - ʛʦʚʦʨʠʪʩʷ ʚ ʦʪʯʝʪʝ, ʥʘʧʠʩʘʥʥʦʤ ʇʝʣʣʝʦʥʦʤ 

ʃʠʥʦʤ ʠʟ Citizen Lab, ɼʞʝʬʬʨʠ ʅʦʢʝʣʝʤ, ɸʜʘʤʦʤ ʉʝʥʬʪʦʤ, ʀʨʝʥ ʇʦʵʪʨʘʥʪʦ, 

ʉʪʝʬʘʥʠ ʊʨʘʥ, ʠ ʈʦʥ ɼʝʡʙʝʨʪ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʫʢʘʟʳʚʘʶʪ ʥʘ ʜʚʝ ʫʷʟʚʠʤʦʩʪʠ, ʢʦʪʦʨʳʝ ʩ ʪʝʭ ʧʦʨ ʙʳʣʠ 

ʠʩʧʨʘʚʣʝʥʳ - ʦʜʥʘ ʚ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʠ COVID-KAYA, ʘ ʜʨʫʛʘʷ ʚ ʧʨʠʣʦʞʝʥʠʠ ʜʣʷ 

Android, - ʢʦʪʦʨʳʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʨʘʩʢʨʳʪʠʷ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ ʠʟ ʩʠʩʪʝʤʳ. 

ʅʝʜʦʩʪʘʪʦʢ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷ ʟʘʢʣʶʯʘʣʩʷ ʚ ʣʦʛʠʢʝ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ʋʷʟʚʠʤʦʩʪʴ ʧʦʟʚʦʣʠʣʘ çʠʥʘʯʝ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʢ ʢʦʥʝʯʥʳʤ ʪʦʯʢʘʤ API, 

ʨʘʩʢʨʳʚʘʷ ʥʘʟʚʘʥʠʷ ʠ ʨʘʩʧʦʣʦʞʝʥʠʝ ʤʝʜʠʮʠʥʩʢʠʭ ʮʝʥʪʨʦʚ, ʘ ʪʘʢʞʝ ʠʤʝʥʘ ʙʦʣʝʝ 30 

000 ʧʦʩʪʘʚʱʠʢʦʚ ʤʝʜʠʮʠʥʩʢʠʭ ʫʩʣʫʛ, ʢʦʪʦʨʳʝ ʧʦʜʧʠʩʘʣʠʩʴ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʧʨʠʣʦʞʝʥʠʷè, - ʟʘʷʚʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. ʆʥʠ ʪʘʢʞʝ ʟʘʷʚʠʣʠ, ʯʪʦ ʧʨʠʣʦʞʝʥʠʝ ʤʦʛʣʦ 

ʨʘʩʢʨʳʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ ʧʘʮʠʝʥʪʦʚ, ʭʦʪʷ ʵʪʦ ʦʩʪʘʝʪʩʷ 

ʥʝʧʦʜʪʚʝʨʞʜʝʥʥʳʤ. 

ʄʝʞʜʫ ʪʝʤ, Android-ʧʨʠʣʦʞʝʥʠʝ COVID-KAYA ʠʩʧʦʣʴʟʦʚʘʣʦ ʞʝʩʪʢʦ 

ʟʘʧʨʦʛʨʘʤʤʠʨʦʚʘʥʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ API, ʢʦʪʦʨʳʝ ʪʘʢʞʝ ʧʦʟʚʦʣʷʣʠ ʜʦʩʪʫʧ ʢ 

ʠʤʝʥʘʤ ʧʦʩʪʘʚʱʠʢʦʚ ʤʝʜʠʮʠʥʩʢʠʭ ʫʩʣʫʛ ʠ ʧʦʪʝʥʮʠʘʣʴʥʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤ 

ʜʘʥʥʳʤ ʧʘʮʠʝʥʪʦʚ, ʧʠʰʫʪ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. 

ʂʦʤʘʥʜʘ Citizen Lab ʨʘʩʢʨʳʣʘ ʫʷʟʚʠʤʦʩʪʴ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷ ʨʘʟʨʘʙʦʪʯʠʢʘʤ 

ʧʨʠʣʦʞʝʥʠʷ, ʚ ʪʦʤ ʯʠʩʣʝ ʦʬʠʮʠʘʣʴʥʳʤ ʣʠʮʘʤ ʠʟ Dure Technologies, ʄʠʥʠʩʪʝʨʩʪʚʘ 

ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʌʠʣʠʧʧʠʥ ʠ ɺʩʝʤʠʨʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ (ɺʆɿ) 

ʌʠʣʠʧʧʠʥ, 18 ʘʚʛʫʩʪʘ, ʘ ʪʘʢʞʝ ʫʷʟʚʠʤʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ Android 14 ʩʝʥʪʷʙʨʷ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʧʦʜʪʚʝʨʜʠʣʠ, ʯʪʦ ʦʙʘ ʥʝʜʦʩʪʘʪʢʘ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʠ ʠʩʧʨʘʚʣʝʥʳ 

ʧʦ ʩʦʩʪʦʷʥʠʶ ʥʘ 29 ʦʢʪʷʙʨʷ, ʠ ʚʩʝ ʫʪʝʯʢʠ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʙʳʣʠ ʧʨʠʟʥʘʥʳ 

ʥʝʜʝʡʩʪʚʠʪʝʣʴʥʳʤʠ. 

ʆʰʠʙʢʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʠ ʧʨʦʠʩʪʝʢʘʝʪ ʠʟ ʩʪʨʘʥʠʮʳ ʚʭʦʜʘ, 

ʠʩʧʦʣʴʟʫʝʤʦʡ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʝʡʩʪʚʠʪʝʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩ ʧʦʤʦʱʴʶ 

ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʷ. ʅʘ ʧʝʨʚʳʡ ʚʟʛʣʷʜ ʢʘʟʘʣʦʩʴ, ʯʪʦ ʩʪʨʘʥʠʮʘ 

ʬʫʥʢʮʠʦʥʠʨʫʝʪ ʥʦʨʤʘʣʴʥʦ; ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʩʦʦʙʱʠʣʠ, ʯʪʦ ʝʩʣʠ ʢʪʦ-ʪʦ ʚʦʰʝʣ ʚ 

ʩʠʩʪʝʤʫ ʩ ʥʝʜʦʧʫʩʪʠʤʳʤ ʠʤʝʥʝʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ / ʠʣʠ ʧʘʨʦʣʝʤ, ʵʪʦ ʩʦʦʙʱʠʪ ʵʪʦʤʫ 

ʯʝʣʦʚʝʢʫ. 

çʆʜʥʘʢʦ ʚ ʭʦʜʝ ʥʘʰʝʛʦ ʪʝʩʪʠʨʦʚʘʥʠʷ ʤʳ ʦʙʥʘʨʫʞʠʣʠ, ʯʪʦ ʧʦʩʣʝ ʧʦʧʳʪʢʠ 

ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʩ ʥʝʜʦʧʫʩʪʠʤʳʤ ʠʤʝʥʝʤ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʧʘʨʦʣʝʤ ʚʝʙ-

ʧʨʠʣʦʞʝʥʠʝ, ʧʦʭʦʞʝ, ʧʨʝʜʦʩʪʘʚʠʣʦ ʥʘʤ ʙʝʟ ʫʚʝʜʦʤʣʝʥʠʷ ʜʦʩʪʫʧ ʢ ʢʦʥʝʯʥʳʤ 

ʪʦʯʢʘʤ API ʠ ʠʥʩʪʨʫʤʝʥʪʘʤ, ʦʙʳʯʥʦ ʥʝʜʦʩʪʫʧʥʳʤ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʥʝ 

ʚʦʰʣʠ ʚ ʩʠʩʪʝʤʫ,è ʇʠʩʘʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. çʕʪʠ ʢʦʥʝʯʥʳʝ ʪʦʯʢʠ API ʠ 

ʠʥʩʪʨʫʤʝʥʪʳ ʙʳʣʦ ʣʝʛʢʦ ʦʙʥʘʨʫʞʠʪʴè. 
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ʅʘʧʨʠʤʝʨ, ʛʨʫʧʧʘ ʦʙʥʘʨʫʞʠʣʘ ʢʦʥʝʯʥʫʶ ʪʦʯʢʫ API, ʚʟʷʚ ʦʙʱʝʜʦʩʪʫʧʥʫʶ 

ʢʦʥʝʯʥʫʶ ʪʦʯʢʫ ʜʣʷ ʩʙʨʦʩʘ ʟʘʙʳʪʦʛʦ ʧʘʨʦʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʟʘʪʝʤ ʫʜʘʣʠʚ ʯʘʩʪʴ 

URL-ʘʜʨʝʩʘ. ʅʦʚʳʡ URL-ʘʜʨʝʩ ʧʝʨʝʥʘʧʨʘʚʣʷʣ ʠʭ ʥʘ ʩʪʨʘʥʠʮʫ, ʢʦʪʦʨʘʷ, ʧʦ-

ʚʠʜʠʤʦʤʫ, ʙʳʣʘ ʛʣʘʚʥʳʤ ʢʘʪʘʣʦʛʦʤ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ API, ʦʜʥʘ ʠʟ ʢʦʪʦʨʳʭ, ʧʦ-

ʚʠʜʠʤʦʤʫ, ʤʦʛʣʘ ʧʝʨʝʯʠʩʣʠʪʴ ʚʩʝʭ, ʧʝʨʝʯʠʩʣʷʷ ʚʩʝʭ 30 087 (ʥʘ ʤʦʤʝʥʪ ʜʦʩʪʫʧʘ) 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʨʠʣʦʞʝʥʠʷ, ʛʦʚʦʨʷʪ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. 

ɼʘʣʴʥʝʡʰʝʝ ʠʟʤʝʥʝʥʠʝ URL-ʘʜʨʝʩʘ ʧʦʟʚʦʣʠʣʦ ʠʤ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʩʠʩʪʝʤʝ 

ʠ ʧʨʦʩʤʦʪʨʝʪʴ ʚʩʝ ʤʝʜʠʮʠʥʩʢʠʝ ʮʝʥʪʨʳ ʠ ʧʦʩʪʘʚʱʠʢʦʚ ʤʝʜʠʮʠʥʩʢʠʭ ʫʩʣʫʛ, 

ʩʚʷʟʘʥʥʳʭ ʩ ʧʨʠʣʦʞʝʥʠʝʤ, ʩ ʨʘʟʙʠʚʢʦʡ ʧʦ ʩʪʨʘʥʘʤ ʠ ʛʦʨʦʜʘʤ, ʘ ʪʘʢʞʝ ʧʦʣʫʯʠʪʴ 

ʜʦʩʪʫʧ ʢ ʜʨʫʛʠʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤ ʜʘʥʥʳʤ, ʛʦʚʦʨʷʪ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. 

ɺ ʩʚʦʝʤ ʘʥʘʣʠʟʝ ʧʨʠʣʦʞʝʥʠʷ COVID-KAYA ʜʣʷ Android ʚʝʨʩʠʠ 1.4.7 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʦʙʥʘʨʫʞʠʣʠ ʥʝʜʦʩʪʘʪʦʢ ʚ ʪʦʤ, ʢʘʢ ʠʩʭʦʜʥʳʡ ʬʘʡʣ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ 

ʧʨʠʣʦʞʝʥʠʷ ʦʙʨʘʙʘʪʳʚʘʣ ʞʝʩʪʢʦ ʟʘʢʦʜʠʨʦʚʘʥʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ, ʠʩʧʦʣʴʟʫʝʤʳʝ 

ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʫ ʧʨʠʙʦʨʥʦʡ ʧʘʥʝʣʠ ʩʠʩʪʝʤʳ. ʇʦ ʩʣʦʚʘʤ 

ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, ʫʷʟʚʠʤʦʩʪʴ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʜʦʩʪʫʧʘ ʢ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤ ʜʘʥʥʳʤ ʩ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ API, ʧʦʟʚʦʣʷʷ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʡ 

ʚʭʦʜ ʚ ʩʠʩʪʝʤʫ ʜʣʷ ʚʭʦʜʘ ʚ ʧʘʥʝʣʴ ʫʧʨʘʚʣʝʥʠʷ. 

ɼʚʝ ʥʝʜʝʣʠ ʥʘʟʘʜ ʧʨʦʠʟʦʰʣʘ ʝʱʝ ʦʜʥʘ ʫʪʝʯʢʘ ʜʘʥʥʳʭ, ʩʚʷʟʘʥʥʘʷ ʩ COVID-19, 

ʢʦʛʜʘ ʢʠʙʝʨʘʪʘʢʘ ʧʦʨʘʟʠʣʘ ʧʨʦʠʟʚʦʜʠʪʝʣʷ ʚʘʢʮʠʥʳ COVID-19 Dr. Reddy's 

Laboratories, ʧʦʜʨʷʜʯʠʢʘ ʨʦʩʩʠʡʩʢʦʡ ʚʘʢʮʠʥʳ ʧʨʦʪʠʚ COVID-19 çSputinik Vè, 

ʢʦʪʦʨʘʷ ʚʦʪ-ʚʦʪ ʚʦʡʜʝʪ ʚ ʌʘʟʫ 2. ʠʩʧʳʪʘʥʠʷ. ʂʦʤʧʘʥʠʷ ʟʘʢʨʳʣʘ ʩʚʦʠ ʟʘʚʦʜʳ ʚ 

ɹʨʘʟʠʣʠʠ, ʀʥʜʠʠ, ʈʦʩʩʠʠ, ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʠ ʉʐɸ, ʘ ʪʘʢʞʝ ʦʩʪʘʥʦʚʠʣʘ ʦʪʜʝʣʴʥʳʝ 

ʮʝʥʪʨʳ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʜʣʷ ʧʨʠʤʝʥʝʥʠʷ ʠʩʧʨʘʚʣʝʥʠʡè. (Elizabeth Montalbano. 

COVID-19 Data-Sharing App Leaked Healthcare Worker Info // Threatpost 

(https://threatpost.com/covid-19-data-leaked-healthcare-worker-info/161108/). 

11.11.2020).  

***  

 

çMicrosoft ʩʦʦʙʱʠʣʘ, ʯʪʦ ʢʠʙʝʨʘʪʘʢʠ, ʠʩʭʦʜʷʱʠʝ ʠʟ ʉʝʚʝʨʥʦʡ ʂʦʨʝʠ ʠ 

ʈʦʩʩʠʠ, ʙʳʣʠ ʥʘʮʝʣʝʥʳ ʥʘ ʢʦʤʧʘʥʠʠ, ʧʨʦʚʦʜʷʱʠʝ ʠʩʩʣʝʜʦʚʘʥʠʷ ʚʘʢʮʠʥ ʠ 

ʩʨʝʜʩʪʚ ʣʝʯʝʥʠʷ COVID-19. ʩʚʦʝʤ ʥʦʚʦʤ ʩʦʦʙʱʝʥʠʠ ʚ ʙʣʦʛʝ, ʂʦʤʧʘʥʠʷ 

ʟʘʷʚʣʷʝʪ, ʯʪʦ ʘʪʘʢʠ ʙʳʣʠ ʥʘʮʝʣʝʥʳ ʥʘ ʩʝʤʴ ʚʝʜʫʱʠʭ ʬʘʨʤʘʮʝʚʪʠʯʝʩʢʠʭ 

ʢʦʤʧʘʥʠʡ ʠ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʚ ʉʐɸ, ʂʘʥʘʜʝ, ʌʨʘʥʮʠʠ, ʀʥʜʠʠ ʠ ʖʞʥʦʡ ʂʦʨʝʝ. 
çʉʨʝʜʠ ʮʝʣʝʡ ʙʦʣʴʰʠʥʩʪʚʦ - ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʚʘʢʮʠʥ, ʫ ʢʦʪʦʨʳʭ ʚʘʢʮʠʥʳ 

COVID-19 ʥʘʭʦʜʷʪʩʷ ʥʘ ʨʘʟʣʠʯʥʳʭ ʩʪʘʜʠʷʭ ʢʣʠʥʠʯʝʩʢʠʭ ʠʩʧʳʪʘʥʠʡè, - ʛʦʚʦʨʠʪʩʷ ʚ 

ʩʦʦʙʱʝʥʠʠ ʙʣʦʛʘ ʊʦʤʘ ɹʝʨʪʘ, ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪʘ Microsoft ʧʦ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʜʦʚʝʨʠʶ ʢʣʠʝʥʪʦʚ. Microsoft ʥʝ ʥʘʟʚʘʣʘ ʢʦʤʧʘʥʠʠ ʠ ʥʝ 

ʧʨʝʜʦʩʪʘʚʠʣʘ ʧʦʜʨʦʙʥʦʩʪʝʡ ʦ ʪʦʤ, ʢʘʢʘʷ ʠʥʬʦʨʤʘʮʠʷ ʤʦʛʣʘ ʙʳʪʴ ʫʢʨʘʜʝʥʘ ʠʣʠ 

ʚʟʣʦʤʘʥʘ, ʥʦ ʩʦʦʙʱʠʣʘ, ʯʪʦ ʫʚʝʜʦʤʠʣʘ ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʧʨʝʜʣʦʞʠʣʘ ʧʦʤʦʱʴ ʚ ʪʝʭ 

ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʘʪʘʢʠ ʙʳʣʠ ʫʩʧʝʰʥʳʤʠ. 

ʇʦ ʜʘʥʥʳʤ Microsoft, ʙʦʣʴʰʠʥʩʪʚʦ ʘʪʘʢ ʙʳʣʦ ʟʘʙʣʦʢʠʨʦʚʘʥʦ ʝʝ ʩʨʝʜʩʪʚʘʤʠ 

ʟʘʱʠʪʳ. 

ʉʦʛʣʘʩʥʦ ʩʦʦʙʱʝʥʠʶ ʚ ʙʣʦʛʝ, ʭʘʢʝʨʳ ʠʩʧʦʣʴʟʦʚʘʣʠ ʨʘʟʣʠʯʥʳʝ ʤʝʪʦʜʳ ʜʣʷ 

ʧʨʦʚʝʜʝʥʠʷ ʘʪʘʢ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʦʧʳʪʢʠ ʛʨʫʙʦʡ ʩʠʣʳ ʜʣʷ ʢʨʘʞʠ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ, ʘ 

ʪʘʢʞʝ ʮʝʣʝʚʳʝ ʬʠʰʠʥʛʦʚʳʝ ʘʪʘʢʠ, ʚ ʢʦʪʦʨʳʭ ʭʘʢʝʨʳ ʚʳʜʘʚʘʣʠ ʩʝʙʷ ʟʘ ʨʝʢʨʫʪʝʨʦʚ, 
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ʠʱʫʱʠʭ ʢʘʥʜʠʜʘʪʦʚ ʥʘ ʨʘʙʦʪʫ, ʠ ʢʘʢ ʧʨʝʜʩʪʘʚʠʪʝʣʝʡ ʤʠʨʘ ʆʨʛʘʥʠʟʘʮʠʷ 

ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ. 

çɺʳʟʳʚʘʝʪ ʪʨʝʚʦʛʫ ʪʦ, ʯʪʦ ʵʪʠ ʧʨʦʙʣʝʤʳ ʪʝʧʝʨʴ ʩʣʠʣʠʩʴ ʚʦʝʜʠʥʦ, ʧʦʩʢʦʣʴʢʫ 

ʢʠʙʝʨʘʪʘʢʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʧʦʜʨʳʚʘ ʦʨʛʘʥʠʟʘʮʠʡ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, ʙʦʨʶʱʠʭʩʷ ʩ 

ʧʘʥʜʝʤʠʝʡè, - ʥʘʧʠʩʘʣ ɹʝʨʪ. çʄʳ ʩʯʠʪʘʝʤ ʵʪʠ ʥʘʧʘʜʝʥʠʷ ʙʝʩʩʦʚʝʩʪʥʳʤʠ ʠ ʜʦʣʞʥʳ 

ʙʳʪʴ ʦʩʫʞʜʝʥʳ ʚʩʝʤ ʮʠʚʠʣʠʟʦʚʘʥʥʳʤ ʦʙʱʝʩʪʚʦʤè. 

ʏʠʩʣʦ ʥʦʚʳʭ ʩʣʫʯʘʝʚ ʢʦʨʦʥʘʚʠʨʫʩʘ ʨʘʩʪʝʪ ʚ ʉʐɸ ʠ ʜʨʫʛʠʭ ʯʘʩʪʷʭ ʤʠʨʘ, ʥʦ 

ʝʩʪʴ ʥʝʢʦʪʦʨʳʝ ʤʥʦʛʦʦʙʝʱʘʶʱʠʝ ʧʨʠʟʥʘʢʠ ʚ ʨʘʟʨʘʙʦʪʢʝ ʚʘʢʮʠʥ.r Pfizer ʠ 

BioNTech ʦʙʲʷʚʠʣʠ, ʯʪʦ ʠʭ ʚʘʢʮʠʥʘ ʥʘ 90 ʧʨʦʮʝʥʪʦʚ ʵʬʬʝʢʪʠʚʥʘ ʚ ʧʨʝʜʦʪʚʨʘʱʝʥʠʠ 

ʩʠʤʧʪʦʤʘʪʠʯʝʩʢʦʛʦ COVID-19 ʚ ʭʦʜʝ ʢʣʠʥʠʯʝʩʢʠʭ ʠʩʧʳʪʘʥʠʡ. ʕʪʠ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʳʝ ʜʘʥʥʳʝ ʝʱʝ ʥʝ ʙʳʣʠ ʠʟʫʯʝʥʳ ʥʝʟʘʚʠʩʠʤʳʤʠ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤʠ, ʥʦ 

ʵʢʩʧʝʨʪʳ ʥʘʟʚʘʣʠ ʥʦʚʦʩʪʴ çʯʨʝʟʚʳʯʘʡʥʦ ʦʙʥʘʜʝʞʠʚʘʶʱʝʡè. ʆʞʠʜʘʝʪʩʷ, ʯʪʦ 

ʢʘʥʜʠʜʘʪ ʥʘ ʚʘʢʮʠʥʫ ʦʪ Moderna ʚʩʢʦʨʝ ʦʧʫʙʣʠʢʫʝʪ ʧʝʨʚʦʥʘʯʘʣʴʥʳʝ ʜʘʥʥʳʝè. 

(Microsoft says hackers from Russia and North Korea attacked COVID-19 vaccine 

makers // Vox Media (https://www.theverge.com/2020/11/14/21565136/microsoft-

hackers-russia-north-korea-attacked-covid-19-vaccine-coronavirus). 14.11.2020).  
***  

 

çʉʧʝʮʠʘʣʠʩʪʳ ʧʦ ʧʦʠʩʢʫ ʦʰʠʙʦʢ ʚ GitHub Security Labs ʧʦʤʦʛʘʶʪ 

ʫʢʨʝʧʠʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ ʥʝʤʝʮʢʠʭ ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʢʦʥʪʘʢʪʦʚ, 

ʧʦʜʜʝʨʞʠʚʘʷ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ ʩ ʦʪʢʨʳʪʳʤ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ. 
ʋʷʟʚʠʤʦʩʪʴ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ, ʣʝʞʘʱʘʷ ʚ ʦʩʥʦʚʝ 

ʦʬʠʮʠʘʣʴʥʦʡ COVID-19 ʙʝʩʢʦʥʪʘʢʪʥʫʶ ʪʨʘʩʩʠʨʦʚʢʦʡ ʧʨʠʣʦʞʝʥʠʷ ɻʝʨʤʘʥʠʠ, 

ʥʘʟʳʚʘʝʪʩʷ ʂʦʨʦʥʘ-ʇʨʝʜʫʧʨʝʞʜʘʪʴ-App (ʂʀ), ʧʦʟʚʦʣʠʣʠ ʙʳ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ 

ʟʘʚʝʨʝʥʥʦʤʫ ʫʜʘʣʝʥʥʦʤʫ ʚʳʧʦʣʥʝʥʠʶ ʢʦʜʘ (RCE). 

ʀʩʩʣʝʜʦʚʘʪʝʣʴ ɸʣʴʚʘʨʦ ʄʫʥʴʦʩ ʥʘʧʠʩʘʣ ʚ ʦʪʯʝʪʝ ʥʘ ʵʪʦʡ ʥʝʜʝʣʝ, ʯʪʦ ʦʥ ʠ ʝʛʦ 

ʢʦʤʘʥʜʘ ʠʟ GitHub Security Labs ʠʩʢʘʣʠ ʫʷʟʚʠʤʦʩʪʠ RCE ʥʘ ʧʣʘʪʬʦʨʤʝ ʠ ʥʘʰʣʠ 

ʦʜʥʫ ʚ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ, ʧʦʜʜʝʨʞʠʚʘʶʱʝʡ CWA ʜʣʷ Android ʠ ʆʉ. ʂʦʤʘʥʜʘ 

ʟʘʷʚʠʣʘ, ʯʪʦ ʨʘʙʦʪʘʣʘ ʩ SAP ʥʘʜ ʫʩʪʨʘʥʝʥʠʝʤ ʧʨʦʙʣʝʤʳ, ʜʦʙʘʚʠʚ ʚ ʢʘʯʝʩʪʚʝ 

ʧʨʦʙʣʝʤʳ ʥʘ ʩʪʦʨʦʥʝ ʩʝʨʚʝʨʘ, ʯʪʦ ʩʘʤʠ ʤʦʙʠʣʴʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʥʝ ʧʦʩʪʨʘʜʘʣʠ, ʠ 

ʯʪʦ ʥʝ ʙʳʣʦ ʩʦʙʨʘʥʦ ʥʠʢʘʢʠʭ ʜʘʥʥʳʭ ʟʘ ʧʨʝʜʝʣʘʤʠ IP-ʘʜʨʝʩʘ ʫʩʪʨʦʡʩʪʚʘ. 

çʇʦʭʦʞʝ, ʯʪʦ ʚ ʩʝʨʚʝʨʝ ʧʨʠʣʦʞʝʥʠʡ Corona-Warn-App Server ʦʙʥʘʨʫʞʝʥʘ 

RCE-ʫʷʟʚʠʤʦʩʪʴ ʧʝʨʝʜ ʘʫʪʝʥʪʠʬʠʢʘʮʠʝʡ, ʢʦʪʦʨʘʷ ʫʧʨʘʚʣʷʝʪ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ 

ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʢʦʥʪʘʢʪʦʚ COVID-19 ʚ ɻʝʨʤʘʥʠʠè, - ʩʢʘʟʘʣ ʄʫʥʴʦʩ. 

çʕʪʘ ʫʷʟʚʠʤʦʩʪʴ ʧʦʪʝʥʮʠʘʣʴʥʦ ʤʦʛʣʘ ʧʦʚʣʠʷʪʴ ʥʘ ʮʝʣʦʩʪʥʦʩʪʴ ʨʝʘʢʮʠʠ ɻʝʨʤʘʥʠʠ 

ʥʘ COVID-19 ʠ, ʢʘʢ ʪʘʢʦʚʘʷ, ʪʨʝʙʦʚʘʣʘ ʥʝʤʝʜʣʝʥʥʦʛʦ ʦʪʚʝʪʘ ʩʦ ʩʪʦʨʦʥʳ ʥʘʰʝʡ 

ʢʦʤʘʥʜʳè. 

ʆʰʠʙʢʘ 

ʋʷʟʚʠʤʳʡ ʢʦʜ ʥʘʭʦʜʠʣʩʷ ʚ ʩʣʫʞʙʝ ʦʪʧʨʘʚʢʠ, ʢʦʪʦʨʘʷ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 

ʤʠʢʨʦʩʝʨʚʠʩ, ʨʘʟʨʘʙʦʪʘʥʥʳʡ ʥʘ ʦʩʥʦʚʝ ʧʣʘʪʬʦʨʤʳ Spring Boot ʠ ʦʪʚʝʯʘʶʱʠʡ ʟʘ 

ʧʨʦʚʝʨʢʫ ʠʥʬʦʨʤʘʮʠʠ, ʦʪʧʨʘʚʣʷʝʤʦʡ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ CWA. 

ʇʨʠ ʵʪʦʤ ʠʩʧʦʣʴʟʫʝʪʩʷ ʬʫʥʢʮʠʷ ʧʦʜ ʥʘʟʚʘʥʠʝʤ SubmissionController, ʢʦʪʦʨʘʷ 

ʧʨʦʚʝʨʷʝʪ ʨʘʟʣʠʯʥʳʝ ʘʩʧʝʢʪʳ ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʡ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʠʥʬʦʨʤʘʮʠʠ, 

ʥʘʧʨʠʤʝʨ, ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʚʩʝ ʦʙʷʟʘʪʝʣʴʥʳʝ ʧʦʣʷ ʟʘʧʦʣʥʝʥʳ. ɼʘʥʥʳʝ ʧʨʦʚʝʨʷʶʪʩʷ 

ʚʘʣʠʜʘʪʦʨʦʤ ValidSubmissionPayload. 
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çʂʘʢ ʦʙʲʷʩʥʷʣʦʩʴ ʚ ʥʘʰʝʤ ʧʨʝʜʳʜʫʱʝʤ ʠʩʩʣʝʜʦʚʘʥʠʠ ʫʷʟʚʠʤʦʩʪʝʡ Java Bean 

Validation, ʝʩʣʠ ʢʘʢʠʝ-ʣʠʙʦ ʧʨʦʚʝʨʝʥʥʳʝ ʩʚʦʡʩʪʚʘ bean ʧʝʨʝʜʘʶʪʩʷ ʚ 

ʥʘʩʪʨʘʠʚʘʝʤʳʡ ʰʘʙʣʦʥ ʥʘʨʫʰʝʥʠʷ ʦʛʨʘʥʠʯʝʥʠʡ, [] ʩʚʦʡʩʪʚʦ, ʢʦʥʪʨʦʣʠʨʫʝʤʦʝ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ, ʙʫʜʝʪ ʦʮʝʥʠʚʘʪʴʩʷ ʢʘʢ ʚʳʨʘʞʝʥʠʝ Expressional Language (EL), 

ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʧʨʦʠʟʚʦʜʠʪʴ ʦʮʝʥʢʫ ʧʨʦʠʟʚʦʣʴʥʦʛʦ ʢʦʜʘ Javaè, - ʧʦʷʩʥʠʣ 

ʠʩʩʣʝʜʦʚʘʪʝʣʴ. 

ʆʢʘʟʳʚʘʝʪʩʷ, ʵʪʦ ʩʧʨʘʚʝʜʣʠʚʦ ʜʣʷ ʜʚʫʭ ʧʨʦʚʝʨʦʢ ʜʦʩʪʦʚʝʨʥʦʩʪʠ 

ʧʨʝʜʦʩʪʘʚʣʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʤʘʪʝʨʠʘʣʦʚ: ʦʜʥʘ ʧʨʦʚʝʨʷʝʪ, ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ 

ʠʥʬʦʨʤʘʮʠʷ ʦ çʧʦʩʝʱʝʥʥʳʭ ʩʪʨʘʥʘʭè ʜʝʡʩʪʚʠʪʝʣʴʥʘ, ʘ ʜʨʫʛʘʷ ʧʨʦʚʝʨʷʝʪ, 

ʜʝʡʩʪʚʠʪʝʣʴʥʘ ʣʠ ʩʪʨʘʥʘ ʧʨʦʠʩʭʦʞʜʝʥʠʷ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ, ʧʦ ʩʣʦʚʘʤ ʠʩʩʣʝʜʦʚʘʪʝʣʷ, ʣʶʙʳʝ ʟʘʧʨʦʩʳ POST, ʦʪʧʨʘʚʣʷʝʤʳʝ 

ʚ ʢʦʥʝʯʥʫʶ ʪʦʯʢʫ Submission, ʨʘʟʨʝʰʝʥʳ ʧʦ ʫʤʦʣʯʘʥʠʶ ʠ ʥʝ ʪʨʝʙʫʶʪ 

ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʘʚʪʦʨʠʟʘʮʠʠ ʠʣʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ɸ ʩʘʤʘ ʢʦʥʝʯʥʘʷ ʪʦʯʢʘ 

ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʷʚʣʷʝʪʩʷ ʦʙʱʝʜʦʩʪʫʧʥʦʡ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴ ʫʜʘʣʝʥʥʳʡ 

ʢʦʥʪʘʢʪ. 

CWA ʙʳʣ ʟʘʢʘʟʘʥ ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ ɻʝʨʤʘʥʠʠ ʠ ʧʦʩʪʨʦʝʥ SAP ʠ Deutsche 

Telekom ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʣʘʪʬʦʨʤʳ ʨʘʟʨʘʙʦʪʢʠ GitHub. ʆʥ ʬʫʥʢʮʠʦʥʠʨʫʝʪ 

ʧʫʪʝʤ ʦʙʤʝʥʘ ʘʥʦʥʠʤʥʳʤʠ ʪʦʢʝʥʘʤʠ ʯʝʨʝʟ API ʫʚʝʜʦʤʣʝʥʠʷ ʦ ʚʦʟʜʝʡʩʪʚʠʠ ʦʪ 

Apple ʠ Google ʯʝʨʝʟ Bluetooth Low Energy. ɾʫʨʥʘʣ ʭʨʘʥʠʪʩʷ 14 ʜʥʝʡ. ɽʩʣʠ 

ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʘʝʪ ʧʦʣʦʞʠʪʝʣʴʥʳʡ ʨʝʟʫʣʴʪʘʪ, ʘʥʦʥʠʤʥʳʡ ʞʫʨʥʘʣ ʦʪʧʨʘʚʣʷʝʪʩʷ ʥʘ 

ʩʝʨʚʝʨ CWA, ʢʦʪʦʨʳʡ ʦʪʩʣʝʞʠʚʘʝʪ ʚʦʟʜʝʡʩʪʚʠʝ ʠ ʤʦʞʝʪ, ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ, 

ʧʨʝʜʫʧʨʝʞʜʘʪʴ ʣʶʜʝʡ ʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʠʟʦʣʠʨʦʚʘʪʴ ʝʛʦ ʧʦʩʣʝ ʫʩʪʘʥʦʚʣʝʥʥʦʛʦ 

ʢʦʣʠʯʝʩʪʚʘ ʚʦʟʜʝʡʩʪʚʠʡ. 

çʇʨʠʣʦʞʝʥʠʝ ʩʦʦʙʱʘʝʪ ʥʘʤ, ʢʦʥʪʘʢʪʠʨʦʚʘʣʠ ʣʠ ʤʳ ʩ ʯʝʣʦʚʝʢʦʤ, ʫ ʢʦʪʦʨʦʛʦ 

ʜʠʘʛʥʦʩʪʠʨʦʚʘʥ COVID-19è, - ʛʦʚʦʨʠʪʩʷ ʥʘ ʩʘʡʪʝ CWA. çʆʥ ʟʘʱʠʱʘʝʪ ʥʘʩ ʠ 

ʦʢʨʫʞʘʶʱʠʭ, ʘ ʪʘʢʞʝ ʥʘʰʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴè. 

ʇʦ ʜʘʥʥʳʤ SAP, ʧʨʠʣʦʞʝʥʠʝ ʙʳʣʦ ʚʳʧʫʱʝʥʦ ʚ ʠʶʥʝ ʧʦʩʣʝ 50 ʜʥʝʡ 

ʨʘʟʨʘʙʦʪʢʠ. ɻʨʘʬʠʢ ʙʳʣ ʫʚʝʣʠʯʝʥ ʟʘ ʩʯʝʪ ʪʦʛʦ, ʯʪʦ ʧʨʦʝʢʪ ʩ ʦʪʢʨʳʪʳʤ ʠʩʭʦʜʥʳʤ 

ʢʦʜʦʤ ʩʪʘʣ ʦʙʱʝʜʦʩʪʫʧʥʳʤ ʥʘ GitHub. 

çɹʦʣʝʝ 109 000 ʧʦʩʝʪʠʪʝʣʝʡ ʧʨʦʩʤʦʪʨʝʣʠ ʢʦʜ, ʠ ʧʨʠʤʝʨʥʦ 7250 ʫʯʘʩʪʥʠʢʦʚ 

ʩʦʦʙʱʝʩʪʚʘ ʠ ʧʨʦʝʢʪʘ ʧʨʠʥʷʣʠ ʫʯʘʩʪʠʝè, - ʛʦʚʦʨʠʪʩʷ ʚ ʟʘʷʚʣʝʥʠʠ SAP ʚ ʠʶʥʝ ʦ 

ʚʳʧʫʩʢʝ ʧʨʠʣʦʞʝʥʠʷ. çCorona-Warning-App - ʢʨʫʧʥʝʡʰʠʡ ʧʨʦʝʢʪ ʩ ʦʪʢʨʳʪʳʤ 

ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ, ʢʦʛʜʘ-ʣʠʙʦ ʨʝʘʣʠʟʦʚʘʥʥʳʡ ʚ ɻʝʨʤʘʥʠʠ ʦʪ ʠʤʝʥʠ ʧʨʘʚʠʪʝʣʴʩʪʚʘ 

ɻʝʨʤʘʥʠʠè. 

ʉʦ ʩʚʦʝʡ ʩʪʦʨʦʥʳ, GitHub ʨʝʢʣʘʤʠʨʫʝʪ ʦʙʥʘʨʫʞʝʥʠʝ ʦʰʠʙʢʠ ʢʘʢ ʫʩʧʝʭ ʢʘʢ 

ʜʣʷ ʦʪʢʨʳʪʦʛʦ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ, ʪʘʢ ʠ ʜʣʷ ʙʦʨʴʙʳ ʩ COVID-19. 

çʕʪʦ ʠʩʩʣʝʜʦʚʘʥʠʝ - ʝʱʝ ʦʜʠʥ ʧʨʠʤʝʨ ʪʦʛʦ, ʢʘʢ ʦʪʢʨʳʪʳʡ ʠʩʭʦʜʥʳʡ ʢʦʜ 

ʩʧʘʩʘʝʪ ʧʦʣʦʞʝʥʠʝ - ʙʝʟ ʚʦʚʣʝʯʝʥʠʷ ʙʦʣʝʝ ʰʠʨʦʢʦʛʦ ʩʦʦʙʱʝʩʪʚʘ ʨʘʟʨʘʙʦʪʯʠʢʦʚ 

GitHub Security Lab ʥʝ ʩʤʦʛʣʘ ʙʳ ʦʙʥʘʨʫʞʠʪʴ ʠ ʧʦʤʦʯʴ ʠʩʧʨʘʚʠʪʴ ʵʪʫ ʫʷʟʚʠʤʦʩʪʴ, 

ʨʠʩʢʫʷ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦʡ ʯʘʩʪʴʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʚ ʛʣʦʙʘʣʴʥʦʡ ʙʦʨʴʙʝ ʩ COVID. 

-19, - ʩʢʘʟʘʣ Threatpost ɼʞʝʡʤʠ ʂʫʣ, ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʜʫʢʪʘʤʠ ʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ GitHub. 

ʆʪʩʣʝʞʠʚʘʥʠʝ ʢʦʥʪʘʢʪʦʚ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ 

ʇʨʦʙʣʝʤʳ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʙʳʣʠ ʧʨʝʧʷʪʩʪʚʠʝʤ ʜʣʷ ʚʥʝʜʨʝʥʠʷ 

ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʢʦʥʪʘʢʪʦʚ, ʢʦʪʦʨʳʝ ʪʨʝʙʫʶʪ ʰʠʨʦʢʦʛʦ 
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ʠʩʧʦʣʴʟʦʚʘʥʠʷ, ʯʪʦʙʳ ʙʳʪʴ ʮʝʥʥʳʤʠ. ʃʶʜʠ ʩ ʧʦʜʦʟʨʝʥʠʝʤ ʦʪʥʦʩʷʪʩʷ ʢ ʧʝʨʝʜʘʯʝ 

ʜʘʥʥʳʭ ʦ ʩʚʦʝʤ ʤʝʩʪʦʥʘʭʦʞʜʝʥʠʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʫʯʨʝʞʜʝʥʠʷʤ. 

ɺ ʩʝʥʪʷʙʨʝ ʥʝʢʦʤʤʝʨʯʝʩʢʘʷ ʦʨʛʘʥʠʟʘʮʠʷ Electronic Frontier Foundation 

ʧʨʝʜʫʧʨʝʜʠʣʘ ʦ ʚʦʟʤʦʞʥʳʭ ʧʦʩʣʝʜʩʪʚʠʷʭ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ 

ʦʪʩʣʝʞʠʚʘʥʠʷ ʢʦʥʪʘʢʪʦʚ ʜʣʷ ʧʦʜʘʚʣʝʥʠʷ ʟʘʱʠʪʳ ʩʚʦʙʦʜʳ ʩʣʦʚʘ, ʚ ʯʘʩʪʥʦʩʪʠ, 

ʧʦʜʯʝʨʢʥʫʚ, ʯʪʦ ʂʘʣʠʬʦʨʥʠʷ ʥʝ ʫʯʠʪʳʚʘʝʪ ʩʦʦʙʨʘʞʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʧʨʠ 

ʨʘʟʨʘʙʦʪʢʝ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʜʣʷ ʰʪʘʪʘ. 

çɿʘʱʠʪʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʥʝʦʙʭʦʜʠʤʘ ʜʣʷ ʧʨʦʛʨʘʤʤ ʦʙʱʝʩʪʚʝʥʥʦʛʦ 

ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, ʦʩʦʙʝʥʥʦ ʢʦʛʜʘ ʧʨʦʛʨʘʤʤʘ ʪʨʝʙʫʝʪ ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ ʫʯʘʩʪʠʷ, 

ʯʪʦʙʳ ʙʳʪʴ ʵʬʬʝʢʪʠʚʥʦʡ, - ʥʘʧʠʩʘʣʘ ʍʝʡʣʠ ʎʫʢʘʷʤʘ ʠʟ EFF ʚ ʩʚʦʝʤ ʙʣʦʛʝ ʚ 

ʩʝʥʪʷʙʨʝ. çʃʶʜʠ ʥʝ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʤ ʦʥʠ ʥʝ ʤʦʛʫʪ 

ʜʦʚʝʨʷʪʴ. ɺʦʪ ʧʦʯʝʤʫ EFF ʠ ʜʨʫʛʠʝ ʛʨʫʧʧʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

ʧʨʠʟʚʘʣʠ ʛʫʙʝʨʥʘʪʦʨʘ ʅʴʶʩʦʤʘ ʫʩʪʘʥʦʚʠʪʴ ʦʩʥʦʚʥʳʝ ʦʛʨʘʥʠʯʝʥʠʷ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʣʷ ʣʶʙʦʡ ʧʨʦʛʨʘʤʤʳ ʦʪʩʣʝʞʠʚʘʥʠʷ ʢʦʥʪʘʢʪʦʚ, ʧʨʦʚʦʜʠʤʦʡ 

ʛʦʩʫʜʘʨʩʪʚʦʤ ʠʣʠ ʩʦʚʤʝʩʪʥʦ ʩ ʛʦʩʫʜʘʨʩʪʚʦʤè. 

ʂʨʦʤʝ ʪʦʛʦ, ʚ ʤʘʝ ʧʨʦʰʣʦʛʦ ʛʦʜʘ ʙʳʣʦ ʨʘʩʢʨʠʪʠʢʦʚʘʥʦ ʧʨʠʣʦʞʝʥʠʝ ʖʪʳ 

çɿʜʦʨʦʚʳʝ ʚʤʝʩʪʝè ʟʘ ʦʪʢʘʟ ʦʪ API Google ʠ Apple, ʢʦʪʦʨʳʡ ʥʘʟʥʘʯʘʝʪ ʤʘʷʢ 

ʘʥʦʥʠʤʥʦʛʦ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʜʣʷ ʟʘʱʠʪʳ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʠ ʚʤʝʩʪʦ ʵʪʦʛʦ ʟʘ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʠʩʪʝʤʳ, ʨʘʟʨʘʙʦʪʘʥʥʦʡ ʜʣʷ ʩʘʡʪʘ ʩʦʮʠʘʣʴʥʦʡ ʩʝʪʠ, ʢʦʪʦʨʘʷ, ʧʦ 

ʩʣʦʚʘʤ ʢʨʠʪʠʢʦʚ, ʩʦʙʠʨʘʣʘ ʙʦʣʴʰʠʝ ʦʙʲʝʤʳ ʜʘʥʥʳʭ ʦ ʤʝʩʪʦʧʦʣʦʞʝʥʠʠ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʄʫʥʴʦʩ ʩʢʘʟʘʣ, ʯʪʦ ʩʦʟʜʘʥʠʝ ʵʪʠʭ ʧʨʠʣʦʞʝʥʠʡ ʩ ʦʪʢʨʳʪʳʤ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ 

ʥʝ ʪʦʣʴʢʦ ʦʙʝʩʧʝʯʠʚʘʝʪ ʧʨʦʟʨʘʯʥʦʩʪʴ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʦʪʥʦʰʝʥʠʠ ʪʦʛʦ, ʢʘʢʠʝ 

ʜʘʥʥʳʝ ʩʦʙʠʨʘʶʪʩʷ ʠ ʢʫʜʘ ʦʥʠ ʥʘʧʨʘʚʣʷʶʪʩʷ, ʥʦ ʪʘʢʞʝ ʧʦʟʚʦʣʷʝʪ ʜʨʫʛʠʤ ʧʦʤʦʛʘʪʴ 

ʦʙʥʘʨʫʞʠʚʘʪʴ ʙʨʝʰʠ ʚ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦ, ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʩʦʟʜʘʝʪ ʢʨʠʪʠʯʝʩʢʦʝ 

ʦʙʱʝʩʪʚʝʥʥʦʝ ʜʦʚʝʨʠʝè. (Becky Bracken. German COVID-19 Contact-Tracing 

Vulnerability Allowed RCE // Threatpost (https://threatpost.com/german-covid-19-

contact-tracing-vulnerability-rce/161419/). 19.11.2020).  

***  

 

çɺ ʧʦʩʣʝʜʥʠʝ ʥʝʜʝʣʠ ʧʦʜʦʟʨʝʚʘʝʤʳʝ ʩʝʚʝʨʦʢʦʨʝʡʩʢʠʝ ʭʘʢʝʨʳ ʧʳʪʘʣʠʩʴ 

ʚʟʣʦʤʘʪʴ ʩʠʩʪʝʤʳ ʙʨʠʪʘʥʩʢʦʛʦ ʧʨʦʠʟʚʦʜʠʪʝʣʷ ʣʝʢʘʨʩʪʚ AstraZeneca, 

ʩʦʦʙʱʠʣʠ Reuters ʜʚʘ ʯʝʣʦʚʝʢʘ, ʟʥʘʶʱʠʭ ʦʙ ʵʪʦʤ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʢʦʤʧʘʥʠʷ 

ʩʧʝʰʠʪ ʨʘʟʚʝʨʥʫʪʴ ʩʚʦʶ ʚʘʢʮʠʥʫ ʦʪ ʚʠʨʫʩʘ COVID-19. 

ʇʦ ʩʣʦʚʘʤ ʠʩʪʦʯʥʠʢʦʚ, ʭʘʢʝʨʳ ʚʳʜʘʚʘʣʠ ʩʝʙʷ ʟʘ ʨʝʢʨʫʪʝʨʦʚ ʥʘ ʩʝʪʝʚʦʤ ʩʘʡʪʝ 

LinkedIn ʠ WhatsApp, ʯʪʦʙʳ ʦʙʨʘʪʠʪʴʩʷ ʢ ʧʝʨʩʦʥʘʣʫ AstraZeneca ʩ ʧʦʜʜʝʣʴʥʳʤʠ 

ʧʨʝʜʣʦʞʝʥʠʷʤʠ ʦ ʨʘʙʦʪʝ. ɿʘʪʝʤ ʦʥʠ ʦʪʧʨʘʚʠʣʠ ʜʦʢʫʤʝʥʪʳ, ʷʢʦʙʳ ʦʧʠʩʳʚʘʶʱʠʝ 

ʜʦʣʞʥʦʩʪʥʳʝ ʦʙʷʟʘʥʥʦʩʪʠ, ʩ ʜʦʙʘʚʣʝʥʠʝʤ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʛʦ 

ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʜʦʩʪʫʧʘ ʢ ʢʦʤʧʴʶʪʝʨʫ ʞʝʨʪʚʳ. 

ʇʦ ʩʣʦʚʘʤ ʦʜʥʦʛʦ ʠʟ ʠʩʪʦʯʥʠʢʦʚ, ʧʦʧʳʪʢʠ ʚʟʣʦʤʘ ʙʳʣʠ ʥʘʮʝʣʝʥʳ ʥʘ 

çʰʠʨʦʢʠʡ ʢʨʫʛ ʣʶʜʝʡè, ʚ ʪʦʤ ʯʠʩʣʝ ʥʘ ʩʦʪʨʫʜʥʠʢʦʚ, ʨʘʙʦʪʘʶʱʠʭ ʥʘʜ 

ʠʩʩʣʝʜʦʚʘʥʠʝʤ COVID-19, ʥʦ ʥʝ ʙʳʣʠ ʫʩʧʝʰʥʳʤʠ. 

ʄʠʩʩʠʷ ʉʝʚʝʨʥʦʡ ʂʦʨʝʠ ʧʨʠ ʆʆʅ ʚ ɾʝʥʝʚʝ ʥʝ ʦʪʚʝʪʠʣʘ ʥʘ ʟʘʧʨʦʩ ʦ 

ʢʦʤʤʝʥʪʘʨʠʠ. ʇʭʝʥʴʷʥ ʨʘʥʝʝ ʦʪʨʠʮʘʣ ʬʘʢʪ ʧʨʦʚʝʜʝʥʠʷ ʢʠʙʝʨʘʪʘʢ. ʋ ʥʝʛʦ ʥʝʪ 

ʧʨʷʤʦʛʦ ʢʦʥʪʘʢʪʘ ʩ ʠʥʦʩʪʨʘʥʥʳʤʠ ʉʄʀ. 
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AstraZeneca, ʢʦʪʦʨʘʷ ʚʦʰʣʘ ʚ ʪʨʦʡʢʫ ʚʝʜʫʱʠʭ ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʚʘʢʮʠʥʳ ʧʨʦʪʠʚ 

COVID-19, ʦʪʢʘʟʘʣʘʩʴ ʦʪ ʢʦʤʤʝʥʪʘʨʠʝʚ. 

ʀʩʪʦʯʥʠʢʠ, ʢʦʪʦʨʳʝ ʛʦʚʦʨʠʣʠ ʥʘ ʫʩʣʦʚʠʷʭ ʘʥʦʥʠʤʥʦʩʪʠ ʜʣʷ ʦʙʩʫʞʜʝʥʠʷ 

ʟʘʢʨʳʪʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʟʘʷʚʠʣʠ, ʯʪʦ ʠʥʩʪʨʫʤʝʥʪʳ ʠ ʤʝʪʦʜʳ, ʠʩʧʦʣʴʟʦʚʘʥʥʳʝ ʚ 

ʘʪʘʢʘʭ, ʧʦʢʘʟʘʣʠ, ʯʪʦ ʦʥʠ ʙʳʣʠ ʯʘʩʪʴʶ ʧʨʦʜʦʣʞʘʶʱʝʡʩʷ ʭʘʢʝʨʩʢʦʡ ʢʘʤʧʘʥʠʠ, 

ʢʦʪʦʨʫʶ ʦʬʠʮʠʘʣʴʥʳʝ ʣʠʮʘ ʉʐɸ ʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʧʠʩʘʣʠ 

ʉʝʚʝʨʥʦʡ ʂʦʨʝʝ. 

ʂʘʤʧʘʥʠʷ ʨʘʥʝʝ ʙʳʣʘ ʩʦʩʨʝʜʦʪʦʯʝʥʘ ʥʘ ʦʙʦʨʦʥʥʳʭ ʢʦʤʧʘʥʠʷʭ ʠ ʉʄʀ, ʥʦ ʚ 

ʧʦʩʣʝʜʥʠʝ ʥʝʜʝʣʠ ʧʝʨʝʢʣʶʯʠʣʘʩʴ ʥʘ ʮʝʣʠ, ʩʚʷʟʘʥʥʳʝ ʩ COVID, ʧʦ ʩʣʦʚʘʤ ʪʨʝʭ 

ʯʝʣʦʚʝʢ, ʨʘʩʩʣʝʜʦʚʘʚʰʠʭ ʘʪʘʢʠ. 

ʂʠʙʝʨʘʪʘʢʠ ʥʘ ʦʨʛʘʥʳ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, ʫʯʝʥʳʭ-ʚʘʢʮʠʥ ʠ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ 

ʣʝʢʘʨʩʪʚ ʨʝʟʢʦ ʚʦʟʨʦʩʣʠ ʚʦ ʚʨʝʤʷ ʧʘʥʜʝʤʠʠ COVID-19, ʧʦʩʢʦʣʴʢʫ ʧʦʜʜʝʨʞʠʚʘʝʤʳʝ 

ʛʦʩʫʜʘʨʩʪʚʦʤ ʠ ʢʨʠʤʠʥʘʣʴʥʳʝ ʭʘʢʝʨʩʢʠʝ ʛʨʫʧʧʳ ʧʳʪʘʶʪʩʷ ʧʦʣʫʯʠʪʴ ʧʦʩʣʝʜʥʠʝ 

ʠʩʩʣʝʜʦʚʘʥʠʷ ʠ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʩʧʳʰʢʝ. 

ɿʘʧʘʜʥʳʝ ʦʬʠʮʠʘʣʴʥʳʝ ʣʠʮʘ ʟʘʷʚʣʷʶʪ, ʯʪʦ ʣʶʙʫʶ ʫʢʨʘʜʝʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ 

ʤʦʞʥʦ ʧʨʦʜʘʪʴ ʩ ʮʝʣʴʶ ʧʦʣʫʯʝʥʠʷ ʧʨʠʙʳʣʠ, ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʚʳʤʦʛʘʪʝʣʴʩʪʚʘ ʫ 

ʞʝʨʪʚ ʠʣʠ ʜʘʪʴ ʠʥʦʩʪʨʘʥʥʳʤ ʧʨʘʚʠʪʝʣʴʩʪʚʘʤ ʮʝʥʥʦʝ ʩʪʨʘʪʝʛʠʯʝʩʢʦʝ ʧʨʝʠʤʫʱʝʩʪʚʦ 

ʚ ʠʭ ʙʦʨʴʙʝ ʟʘ ʩʜʝʨʞʠʚʘʥʠʝ ʙʦʣʝʟʥʠ, ʦʪ ʢʦʪʦʨʦʡ ʧʦʛʠʙʣʦ 1,4 ʤʠʣʣʠʦʥʘ ʯʝʣʦʚʝʢ ʚʦ 

ʚʩʝʤ ʤʠʨʝ. 

ɺ ʵʪʦʤ ʤʝʩʷʮʝ Microsoft ʟʘʷʚʠʣʘ, ʯʪʦ ʚʠʜʝʣʘ ʜʚʝ ʩʝʚʝʨʦʢʦʨʝʡʩʢʠʝ ʭʘʢʝʨʩʢʠʝ 

ʛʨʫʧʧʳ, ʥʘʮʝʣʝʥʥʳʝ ʥʘ ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʚʘʢʮʠʥ ʚ ʨʘʟʥʳʭ ʩʪʨʘʥʘʭ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʫʪʝʤ 

çʨʘʩʩʳʣʢʠ ʩʦʦʙʱʝʥʠʡ ʩ ʩʬʘʙʨʠʢʦʚʘʥʥʳʤʠ ʦʧʠʩʘʥʠʷʤʠ ʜʦʣʞʥʦʩʪʝʡè. Microsoft ʥʝ 

ʥʘʟʚʘʣʘ ʥʠ ʦʜʥʫ ʠʟ ʮʝʣʝʚʳʭ ʦʨʛʘʥʠʟʘʮʠʡ. 

ʖʞʥʦʢʦʨʝʡʩʢʠʝ ʟʘʢʦʥʦʜʘʪʝʣʠ ʟʘʷʚʠʣʠ ʚ ʧʷʪʥʠʮʫ, ʯʪʦ ʩʧʝʮʩʣʫʞʙʳ ʩʪʨʘʥʳ 

ʧʨʝʩʝʢʣʠ ʥʝʢʦʪʦʨʳʝ ʠʟ ʵʪʠʭ ʧʦʧʳʪʦʢ. 

ʈʝʡʪʝʨ ʨʘʥʝʝ ʩʦʦʙʱʘʣ, ʯʪʦ ʚ ʵʪʦʤ ʛʦʜʫ ʭʘʢʝʨʳ ʠʟ ʀʨʘʥʘ, ʂʠʪʘʷ ʠ ʈʦʩʩʠʠ 

ʧʳʪʘʣʠʩʴ ʚʟʣʦʤʘʪʴ ʚʝʜʫʱʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʣʝʢʘʨʩʪʚ ʠ ʜʘʞʝ ɺʩʝʤʠʨʥʫʶ 

ʦʨʛʘʥʠʟʘʮʠʶ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ. ʊʝʛʝʨʘʥ, ʇʝʢʠʥ ʠ ʄʦʩʢʚʘ ʦʧʨʦʚʝʨʛʣʠ ʦʙʚʠʥʝʥʠʷ. 

ʇʦ ʩʣʦʚʘʤ ʦʜʥʦʛʦ ʠʟ ʠʩʪʦʯʥʠʢʦʚ, ʥʝʢʦʪʦʨʳʝ ʠʟ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, 

ʠʩʧʦʣʴʟʦʚʘʥʥʳʭ ʚ ʘʪʘʢʘʭ ʥʘ AstraZeneca, ʙʳʣʠ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʥʘ ʨʦʩʩʠʡʩʢʠʝ 

ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʯʪʦ, ʚʦʟʤʦʞʥʦ, ʙʳʣʦ ʧʦʧʳʪʢʦʡ ʚʚʝʩʪʠ ʩʣʝʜʦʚʘʪʝʣʝʡ ʚ 

ʟʘʙʣʫʞʜʝʥʠʝ. 

ʇʨʦʢʫʨʘʪʫʨʘ ʉʐɸ ʦʙʚʠʥʠʣʘ ʉʝʚʝʨʥʫʶ ʂʦʨʝʶ ʚ ʥʝʢʦʪʦʨʳʭ ʠʟ ʩʘʤʳʭ ʜʝʨʟʢʠʭ 

ʠ ʨʘʟʨʫʰʠʪʝʣʴʥʳʭ ʢʠʙʝʨʘʪʘʢ ʚ ʤʠʨʝ, ʚʢʣʶʯʘʷ ʚʟʣʦʤ ʠ ʫʪʝʯʢʫ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ 

ʦʪ Sony Pictures ʚ 2014 ʛʦʜʫ, ʢʨʘʞʫ 81 ʤʠʣʣʠʦʥʘ ʜʦʣʣʘʨʦʚ ʠʟ ʎʝʥʪʨʘʣʴʥʦʛʦ ʙʘʥʢʘ 

ɹʘʥʛʣʘʜʝʰ ʚ 2016 ʛʦʜʫ ʠ ʟʘʧʫʩʢ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʷ Wannacry. ʚʠʨʫʩ ʚ 2017 

ʛʦʜʫ. 

ʇʭʝʥʴʷʥ ʥʘʟʚʘʣ ʵʪʠ ʦʙʚʠʥʝʥʠʷ ʯʘʩʪʴʶ ʧʦʧʳʪʦʢ ɺʘʰʠʥʛʪʦʥʘ ʦʧʦʨʦʯʠʪʴ ʩʚʦʡ 

ʠʤʠʜʞè. (Jack Stubbs. Exclusive: Suspected North Korean hackers targeted COVID 

vaccine maker AstraZeneca ï sources // Reuters (https://www.reuters.com/article/us-

healthcare-coronavirus-astrazeneca-no/exclusive-suspected-north-korean-hackers-

targeted-covid-vaccine-maker-astrazeneca-sources-idUSKBN2871A2). 27.11.2020).  
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çʃʠʯʥʘʷ ʠ ʤʝʜʠʮʠʥʩʢʘʷ ʠʥʬʦʨʤʘʮʠʷ ʙʦʣʝʝ ʯʝʤ 16 ʤʠʣʣʠʦʥʦʚ 

ʙʨʘʟʠʣʴʩʢʠʭ ʧʘʮʠʝʥʪʦʚ ʩ COVID-19 ʧʨʦʩʦʯʠʣʘʩʴ ʚ ʩʝʪʴ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʚ ʵʪʦʤ 

ʤʝʩʷʮʝ ʩʦʪʨʫʜʥʠʢ ʙʦʣʴʥʠʮʳ ʟʘʛʨʫʟʠʣ ʵʣʝʢʪʨʦʥʥʫʶ ʪʘʙʣʠʮʫ ʩ ʠʤʝʥʘʤʠ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʘʨʦʣʷʤʠ ʠ ʢʣʶʯʘʤʠ ʜʦʩʪʫʧʘ ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʩʠʩʪʝʤʘʤ ʥʘ GitHub. 
ʉʨʝʜʠ ʩʠʩʪʝʤ, ʚ ʢʦʪʦʨʳʭ ʙʳʣʠ ʨʘʩʢʨʳʪʳ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ, ʙʳʣʠ E-SUS-VE ʠ 

Sivep-Gripe, ʜʚʝ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ ʙʘʟʳ ʜʘʥʥʳʭ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʭʨʘʥʝʥʠʷ 

ʜʘʥʥʳʭ ʦ ʧʘʮʠʝʥʪʘʭ ʩ COVID-19. 

E-SUS-VE ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʜʣʷ ʨʝʛʠʩʪʨʘʮʠʠ ʧʘʮʠʝʥʪʦʚ ʩ COVID-19 ʩ ʣʝʛʢʠʤʠ 

ʩʠʤʧʪʦʤʘʤʠ, ʘ Sivep-Gripe ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʛʦʩʧʠʪʘʣʠʟʠʨʦʚʘʥʥʳʭ 

ʩʣʫʯʘʝʚ. 

ɼʚʝ ʙʘʟʳ ʜʘʥʥʳʭ ʩʦʜʝʨʞʘʣʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ, ʪʘʢʠʝ ʢʘʢ ʠʤʝʥʘ 

ʧʘʮʠʝʥʪʦʚ, ʘʜʨʝʩʘ, ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʝ ʜʘʥʥʳʝ, ʘ ʪʘʢʞʝ ʤʝʜʠʮʠʥʩʢʠʝ ʟʘʧʠʩʠ, ʪʘʢʠʝ 

ʢʘʢ ʠʩʪʦʨʠʷ ʙʦʣʝʟʥʠ ʠ ʨʝʞʠʤʳ ʧʨʠʝʤʘ ʣʝʢʘʨʩʪʚ. 

ʋʪʝʯʢʘ ʦʙʥʘʨʫʞʠʣʘʩʴ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʧʦʣʴʟʦʚʘʪʝʣʴ GitHub ʦʙʥʘʨʫʞʠʣ 

ʵʣʝʢʪʨʦʥʥʫʶ ʪʘʙʣʠʮʫ ʩ ʧʘʨʦʣʷʤʠ ʢ ʣʠʯʥʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ GitHub ʩʦʪʨʫʜʥʠʢʘ 

ʙʦʣʴʥʠʮʳ ɸʣʴʙʝʨʪʘ ʕʡʥʰʪʝʡʥʘ ʚ ʛʦʨʦʜʝ ʉʘʥ-ʇʘʫʣʫ. 

ʇʦʟʞʝ ʧʦʣʴʟʦʚʘʪʝʣʴ ʫʚʝʜʦʤʠʣ ʙʨʘʟʠʣʴʩʢʫʶ ʛʘʟʝʪʫ Estadao, ʢʦʪʦʨʘʷ 

ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʣʘ ʜʘʥʥʳʝ ʠ ʫʚʝʜʦʤʠʣʘ ʙʦʣʴʥʠʮʫ ʠ ʤʠʥʠʩʪʝʨʩʪʚʦ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ 

ɹʨʘʟʠʣʠʠ. 

ɾʫʨʥʘʣʠʩʪʳ Estadao ʩʦʦʙʱʠʣʠ, ʯʪʦ ʜʘʥʥʳʝ ʦ ʙʨʘʟʠʣʴʮʘʭ ʠʟ ʚʩʝʭ 27 ʰʪʘʪʦʚ 

ʙʳʣʠ ʚʢʣʶʯʝʥʳ ʚ ʜʚʝ ʙʘʟʳ ʜʘʥʥʳʭ, ʚ ʪʦʤ ʯʠʩʣʝ ʪʘʢʠʝ ʠʟʚʝʩʪʥʳʝ ʬʠʛʫʨʳ, ʢʘʢ 

ʧʨʝʟʠʜʝʥʪ ʩʪʨʘʥʳ ɾʘʠʨ ɹʦʣʩʦʥʘʨʫ, ʩʝʤʴʷ ʧʨʝʟʠʜʝʥʪʘ, ʩʝʤʴ ʤʠʥʠʩʪʨʦʚ 

ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʠ ʛʫʙʝʨʥʘʪʦʨʳ 17 ʙʨʘʟʠʣʴʩʢʠʭ ʰʪʘʪʦʚ. 

ɺ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʵʣʝʢʪʨʦʥʥʘʷ ʪʘʙʣʠʮʘ ʙʳʣʘ ʫʜʘʣʝʥʘ ʩ GitHub, ʘ 

ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ ʯʠʥʦʚʥʠʢʠ ʠʟʤʝʥʠʣʠ ʧʘʨʦʣʠ ʠ ʦʪʦʟʚʘʣʠ ʢʣʶʯʠ ʜʦʩʪʫʧʘ, ʯʪʦʙʳ 

ʦʙʝʟʦʧʘʩʠʪʴ ʩʚʦʠ ʩʠʩʪʝʤʳ. 

ʉ ʥʘʯʘʣʘ ʧʘʥʜʝʤʠʠ COVID-19 ʫ ʥʝʩʢʦʣʴʢʠʭ ʧʨʘʚʠʪʝʣʴʩʪʚ ʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ 

ʧʦʜʨʷʜʯʠʢʦʚ ʚʦʟʥʠʢʣʠ ʧʨʦʙʣʝʤʳ ʩ ʟʘʱʠʪʦʡ ʩʚʦʠʭ ʧʨʠʣʦʞʝʥʠʡ ʠ ʙʘʟ ʜʘʥʥʳʭ, 

ʩʚʷʟʘʥʥʳʭ ʩ COVID-19. 

ʋʷʟʚʠʤʦʩʪʠ ʠ ʫʪʝʯʢʠ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʚ ʧʨʠʣʦʞʝʥʠʷʭ ʠ ʩʠʩʪʝʤʘʭ COVID-

19, ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ɻʝʨʤʘʥʠʠ [1, 2], ʋʵʣʴʩʝ, ʅʦʚʦʡ ɿʝʣʘʥʜʠʠ, ʀʥʜʠʠ ʠ ʜʨʫʛʠʭ 

ʩʪʨʘʥʘʭ. 

ʉʦʛʣʘʩʥʦ ʠʩʩʣʝʜʦʚʘʥʠʶ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʤʫ Intertrust ʚ ʩʝʥʪʷʙʨʝ ʵʪʦʛʦ ʛʦʜʘ, 

ʦʢʦʣʦ 85% ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʢʦʥʪʘʢʪʦʚ COVID-19 ʪʝʤ ʠʣʠ ʠʥʳʤ 

ʦʙʨʘʟʦʤ ʫʪʝʢʘʶʪ ʜʘʥʥʳʝè. (Catalin Cimpanu. Personal data of 16 million Brazilian 

COVID-19 patients exposed online // Zero Day 

(https://www.zdnet.com/article/personal-data-of-16-million-brazilian-covid-19-patients-

exposed-online/). 26.11.2020).  
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ʉʚʽʪʦʚʽ ʪʝʥʜʝʥʮʽʾ ʚ ʛʘʣʫʟʽ ʢʽʙʝʨʙʝʟʧʝʢʠ 

 

çɼʞʝʨʘʣʴʜ ɹʝʰʝʣʪ, ʜʠʨʝʢʪʦʨ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 

LogMeIn, ʩʤʦʪʨʠʪ ʚ ʙʫʜʫʱʝʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʨʝʜʧʦʣʘʛʘʝʪ, ʯʪʦ ʚ 

ʙʣʠʞʘʡʰʝʝ ʚʨʝʤʷ ʨʘʙʦʯʠʝ ʤʝʩʪʘ ʙʫʜʫʪ ʣʠʰʝʥʳ ʧʘʨʦʣʷ. 
ʕʪʦʪ ʛʦʜ ʩʪʘʣ ʦʜʥʠʤ ʠʟ ʩʘʤʳʭ ʩʣʦʞʥʳʭ ʜʣʷ ʤʥʦʛʠʭ ʦʨʛʘʥʠʟʘʮʠʡ ʧʦ ʚʩʝʤʫ 

ʤʠʨʫ. ɺ ʫʩʣʦʚʠʷʭ ʧʘʥʜʝʤʠʠ, ʚʳʟʚʘʚʰʝʡ ʰʠʨʦʢʦʤʘʩʰʪʘʙʥʳʡ ʧʝʨʝʭʦʜ ʢ ʫʜʘʣʝʥʥʦʡ 

ʨʘʙʦʪʝ, ʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʠʩʧʦʣʴʟʫʶʱʝʡ ʵʪʫ ʩʠʪʫʘʮʠʶ, 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʚ ʀʥʪʝʨʥʝʪʝ ʥʘʭʦʜʠʪʩʷ ʚ ʮʝʥʪʨʝ ʚʥʠʤʘʥʠʷ. ʅʝʜʘʚʥʠʝ ʠʩʩʣʝʜʦʚʘʥʠʷ 

ʧʦʢʘʟʘʣʠ, ʯʪʦ 67% ʚʟʣʦʤʦʚ ʚʳʟʚʘʥʳ ʢʨʘʞʝʡ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʠ ʘʪʘʢʘʤʠ ʩʦʮʠʘʣʴʥʦʡ 

ʠʥʞʝʥʝʨʠʠ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ ʪʘʢʠʝ ʤʦʤʝʥʪʳ ʚʨʝʤʝʥʠ, ʢʘʢ COVID-19. ʀ 

ʩʝʛʦʜʥʷʰʥʠʝ ʀʊ-ʢʦʤʘʥʜʳ ʪʨʘʪʷʪ ʚ ʩʨʝʜʥʝʤ ʰʝʩʪʴ ʯʘʩʦʚ ʚ ʥʝʜʝʣʶ ʪʦʣʴʢʦ ʥʘ 

ʚʦʧʨʦʩʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʧʘʨʦʣʷʤʠ, ʯʪʦ ʥʘ 25% ʙʦʣʴʰʝ, ʯʝʤ ʚ 2019 ʛʦʜʫ. ʋʯʠʪʳʚʘʷ 

ʨʘʩʪʫʱʝʝ ʨʘʟʦʯʘʨʦʚʘʥʠʝ ʢʘʢ ʀʊ-ʩʧʝʮʠʘʣʠʩʪʦʚ, ʪʘʢ ʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʘ ʪʘʢʞʝ 

ʨʘʩʪʫʱʠʝ ʨʠʩʢʠ, ʚʦʟʥʠʢʘʝʪ ʚʦʧʨʦʩ: ʧʦʯʝʤʫ ʤʳ ʧʨʦʜʦʣʞʘʝʤ ʧʦʣʘʛʘʪʴʩʷ ʥʘ ʧʘʨʦʣʠ? 

ʋʢʦʨʝʥʠʚʰʘʷʩʷ ʣʶʙʦʚʴ ʢ ʧʘʨʦʣʷʤ 

ʉ ʪʝʭ ʧʦʨ, ʢʘʢ ʤʳ ʩʝʙʷ ʧʦʤʥʠʤ, ʧʘʨʦʣʠ ʙʳʣʠ ʨʝʘʣʴʥʦʩʪʴʶ ʧʦʚʩʝʜʥʝʚʥʦʡ 

ʞʠʟʥʠ. ʆʥʠ ʧʨʦʜʦʣʞʘʶʪ ʦʩʪʘʚʘʪʴʩʷ ʩʘʤʦʡ ʧʨʦʩʪʦʡ ʠ ʥʘʠʙʦʣʝʝ ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʝʤʦʡ 

ʬʦʨʤʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʢʘʢ ʥʘ ʢʦʨʧʦʨʘʪʠʚʥʦʤ, ʪʘʢ ʠ ʥʘ ʣʠʯʥʦʤ ʫʨʦʚʥʝ. ʊʝʤ ʥʝ 

ʤʝʥʝʝ, ʦʥʠ ʪʘʢʞʝ ʧʨʦʜʦʣʞʘʶʪ ʦʩʪʘʚʘʪʴʩʷ ʦʜʥʦʡ ʠʟ ʦʩʥʦʚʥʳʭ ʧʨʠʯʠʥ 

ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ, ʠ ʩ ʫʯʝʪʦʤ ʪʦʛʦ, ʯʪʦ ʚ ʦʙʦʟʨʠʤʦʤ ʙʫʜʫʱʝʤ ʧʝʨʩʦʥʘʣ 

ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ ʫʜʘʣʝʥʥʦ, ʢʨʘʡʥʝ ʚʘʞʥʦ ʥʘʡʪʠ ʨʝʰʝʥʠʝ, ʢʦʪʦʨʦʝ ʩʥʠʞʘʝʪ ʨʠʩʢ. 

ɺ ʥʘʰʝʤ ʧʦʩʣʝʜʥʝʤ ʦʪʯʝʪʝ LastPass çʆʪ ʧʘʨʦʣʝʡ ʢ ʙʝʩʧʘʨʦʣʴʥʦʤʫè ʤʳ 

ʦʙʥʘʨʫʞʠʣʠ, ʯʪʦ ʙʝʟʦʧʘʩʥʦʩʪʴ ʧʘʨʦʣʝʡ ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʦʩʥʦʚʥʳʭ ʠʩʪʦʯʥʠʢʦʚ 

ʨʘʟʦʯʘʨʦʚʘʥʠʷ ʀʊ-ʦʪʜʝʣʘ, ʦʩʦʙʝʥʥʦ ʢʦʛʜʘ ʧʨʦʙʣʝʤʳ ʚʦʟʥʠʢʘʶʪ ʠʟ-ʟʘ ʧʦʚʝʜʝʥʠʷ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʥʘʧʨʠʤʝʨ, ʧʦʚʪʦʨʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʘʨʦʣʷ. ɻʣʘʚʥʦʝ 

ʨʘʟʦʯʘʨʦʚʘʥʠʝ ʩʦʪʨʫʜʥʠʢʦʚ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʫʜʦʙʩʪʚʝ, ʥʘʧʨʠʤʝʨ, ʨʝʛʫʣʷʨʥʦʡ ʩʤʝʥʝ 

ʧʘʨʦʣʝʡ, ʟʘʧʦʤʠʥʘʥʠʠ ʥʝʩʢʦʣʴʢʠʭ ʧʘʨʦʣʝʡ ʠ ʚʚʦʜʝ ʜʣʠʥʥʳʭ ʩʣʦʞʥʳʭ ʧʘʨʦʣʝʡ. 

ʉʫʱʝʩʪʚʫʝʪ ʷʚʥʦʝ ʥʝʩʦʦʪʚʝʪʩʪʚʠʝ ʤʝʞʜʫ ʧʨʠʦʨʠʪʝʪʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʊ ʠ 

ʪʨʝʙʦʚʘʥʠʷʤʠ ʩʦʪʨʫʜʥʠʢʦʚ ʢ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʤʫ ʦʧʳʪʫ. ʀʪʘʢ, ʯʪʦ ʤʦʞʥʦ ʩʜʝʣʘʪʴ, 

ʯʪʦʙʳ ʨʝʰʠʪʴ ʧʨʦʙʣʝʤʫ ʩ ʧʘʨʦʣʝʤ? 

ʅʝʩʤʦʪʨʷ ʥʘ ʚʦʧʨʦʩʳ ʦ ʙʫʜʫʱʝʤ ʧʘʨʦʣʷ, 85% ʦʧʨʦʰʝʥʥʳʭ ʀʊ-ʩʧʝʮʠʘʣʠʩʪʦʚ 

ʥʝ ʜʫʤʘʶʪ, ʯʪʦ ʧʘʨʦʣʠ ʠʩʯʝʟʥʫʪ ʧʦʣʥʦʩʪʴʶ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʙʦʣʝʝ 92% ʩʯʠʪʘʶʪ, ʯʪʦ 

ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʢʦʥʝʯʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʚʦʟʤʦʞʥʦʩʪʝʡ ʙʝʟ ʧʘʨʦʣʷ - ʵʪʦ ʙʫʜʫʱʝʝ 

ʠʭ ʦʨʛʘʥʠʟʘʮʠʠ. ʆʪʚʝʪ ʥʘ ʟʘʪʨʫʜʥʠʪʝʣʴʥʦʝ ʧʦʣʦʞʝʥʠʝ ʩ ʧʘʨʦʣʝʤ ʧʨʦʩʪ: ʚʤʝʩʪʦ 

ʪʦʛʦ, ʯʪʦʙʳ ʧʦʣʥʦʩʪʴʶ ʫʜʘʣʷʪʴ ʧʘʨʦʣʠ, ʠʟʤʝʥʠʪʝ ʩʧʦʩʦʙ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʥʠʤʠ. 

ɺʦʪ ʪʫʪ ʠ ʧʦʷʚʣʷʝʪʩʷ ʙʝʩʧʘʨʦʣʴʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ. 

ʂʘʢ ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ ʚʭʦʜ ʙʝʟ ʧʘʨʦʣʷ? 

ɺʭʦʜ ʚ ʩʠʩʪʝʤʫ ʙʝʟ ʧʘʨʦʣʷ ʦʟʥʘʯʘʝʪ, ʯʪʦ, ʭʦʪʷ ʧʘʨʦʣʠ ʤʦʛʫʪ ʚʩʝ ʝʱʝ 

ʩʫʱʝʩʪʚʦʚʘʪʴ ʚ ʀʊ-ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ, ʩʦʪʨʫʜʥʠʢʫ ʥʝ ʧʨʠʜʝʪʩʷ ʚʨʫʯʥʫʶ ʚʚʦʜʠʪʴ 

ʧʘʨʦʣʴ ʚʦ ʚʨʝʤʷ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ. ʕʪʦ ʜʘʝʪ ʥʝʩʢʦʣʴʢʦ ʧʨʝʠʤʫʱʝʩʪʚ, ʪʘʢʠʭ ʢʘʢ 

ʩʥʠʞʝʥʠʝ ʟʘʪʨʘʪ ʥʘ ʀʊ ʟʘ ʩʯʝʪ ʫʩʪʨʘʥʝʥʠʷ ʨʠʩʢʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʧʘʨʦʣʷʤʠ, 

ʧʦʚʳʰʝʥʠʝ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʪʨʫʜʘ ʩʦʪʨʫʜʥʠʢʦʚ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʵʢʦʥʦʤʷʪ ʚʨʝʤʷ 

ʥʘ ʟʘʧʦʤʠʥʘʥʠʝ ʠ / ʠʣʠ ʩʤʝʥʫ ʧʘʨʦʣʝʡ, ʘ ʪʘʢʞʝ ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘ ʩʯʝʪ ʟʘʱʠʪʳ ʢʘʞʜʦʡ ʪʦʯʢʠ ʜʦʩʪʫʧʘ ʩ ʧʦʤʦʱʴʶ ʙʦʣʝʝ ʙʝʟʦʧʘʩʥʳʭ 
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ʬʦʨʤ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʆʜʥʘʢʦ ʧʝʨʝʭʦʜ ʢ ʙʝʩʧʘʨʦʣʴʥʦʤʫ ʧʦʜʭʦʜʫ ʪʨʝʙʫʝʪ ʚʳʙʦʨʘ ʠ 

ʚʥʝʜʨʝʥʠʷ ʪʝʭʥʦʣʦʛʠʠ, ʢʦʪʦʨʘʷ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʧʦʪʨʝʙʥʦʩʪʷʤ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʅʝʢʦʪʦʨʳʝ ʠʟ ʤʝʪʦʜʦʚ ʥʘ ʚʳʙʦʨ: 

ɺʥʝʜʨʝʥʠʝ ʝʜʠʥʦʛʦ ʚʭʦʜʘ (SSO) ʤʦʞʝʪ ʧʦʤʦʯʴ ʟʘʱʠʪʠʪʴ ʠ ʫʧʨʦʩʪʠʪʴ 

ʫʧʨʘʚʣʝʥʠʝ ʜʦʩʪʫʧʦʤ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʛʜʝ ʥʘʭʦʜʷʪʩʷ ʩʦʪʨʫʜʥʠʢʠ. ʉ ʧʦʤʦʱʴʶ 

ʧʨʦʪʦʢʦʣʘ, ʪʘʢʦʛʦ ʢʘʢ ʷʟʳʢ ʨʘʟʤʝʪʢʠ ʫʪʚʝʨʞʜʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ (SAML), ʩʠʩʪʝʤʘ 

ʝʜʠʥʦʛʦ ʚʭʦʜʘ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʙʝʟʦʧʘʩʥʫʶ ʣʠʥʠʶ ʤʝʞʜʫ ʧʦʩʪʘʚʱʠʢʦʤ 

ʫʜʦʩʪʦʚʝʨʝʥʠʡ ʠ ʧʦʩʪʘʚʱʠʢʦʤ ʫʩʣʫʛ, ʪʦ ʝʩʪʴ ʩʦʟʜʘʝʪ ʩʚʷʟʴ ʤʝʞʜʫ ʪʝʤ, ʛʜʝ ʀʊ-

ʦʪʜʝʣ ʫʧʨʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʜʦʩʪʫʧʝ ʩʦʪʨʫʜʥʠʢʦʚ, ʠ ʧʨʠʣʦʞʝʥʠʷʤʠ, ʚ ʢʦʪʦʨʳʝ 

ʧʦʣʴʟʦʚʘʪʝʣʠ ʭʦʪʷʪ ʚʦʡʪʠ. ɽʜʠʥʳʡ ʚʭʦʜ ʧʦʟʚʦʣʷʝʪ ʩʦʪʨʫʜʥʠʢʘʤ ʩʦʢʨʘʪʠʪʴ 

ʢʦʣʠʯʝʩʪʚʦ ʧʘʨʦʣʝʡ, ʢʦʪʦʨʳʝ ʦʥʠ ʜʦʣʞʥʳ ʟʘʧʦʤʥʠʪʴ ʠʣʠ ʦʙʥʦʚʠʪʴ, ʧʦʚʳʰʘʷ ʠʭ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ ʠ ʩʚʦʜʷ ʢ ʤʠʥʠʤʫʤʫ ʨʠʩʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʫʯʝʪʥʳʤʠ ʜʘʥʥʳʤʠ. 

ɺʢʣʶʯʝʥʠʝ ʤʥʦʛʦʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ (MFA) ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʀʊ-

ʦʪʜʝʣʘʤ ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʥʘ ʫʨʦʚʥʝ ʦʪʜʝʣʴʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʦʧʨʝʜʝʣʝʥʥʳʭ ʛʨʫʧʧ ʠʣʠ ʜʘʞʝ ʧʦ ʜʦʣʞʥʦʩʪʥʳʤ ʦʙʷʟʘʥʥʦʩʪʷʤ. MFA 

ʫʯʠʪʳʚʘʝʪ ʤʥʦʞʝʩʪʚʦ ʬʘʢʪʦʨʦʚ, ʪʘʢʠʭ ʢʘʢ ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ, IP-ʘʜʨʝʩ ʠʣʠ 

ʙʠʦʤʝʪʨʠʯʝʩʢʠʝ ʜʘʥʥʳʝ (ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʣʠʮʘ), ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʦʜʥʠʤ ʬʘʢʪʦʨʦʤ - 

ʥʘʧʨʠʤʝʨ, ʧʘʨʦʣʝʤ - ʧʝʨʝʜ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝʤ ʜʦʩʪʫʧʘ ʢ ʧʨʠʣʦʞʝʥʠʶ. ɿʘʧʨʘʰʠʚʘʷ ʫ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʨʠ ʚʭʦʜʝ ʚ ʩʠʩʪʝʤʫ, ʀʊ-ʦʪʜʝʣ ʤʦʞʝʪ 

ʙʳʪʴ ʫʚʝʨʝʥ, ʯʪʦ ʯʝʣʦʚʝʢ, ʟʘʧʨʘʰʠʚʘʶʱʠʡ ʜʦʩʪʫʧ, ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʷʚʣʷʝʪʩʷ ʪʝʤ, 

ʢʝʤ ʦʥʠ ʩʝʙʷ ʥʘʟʳʚʘʶʪ. ʕʪʦ ʪʘʢʞʝ ʫʧʨʦʱʘʝʪ ʧʨʦʮʝʩʩ ʜʣʷ ʢʦʥʝʯʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ, 

ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʤʝʪʴ ʙʦʣʝʝ ʙʳʩʪʨʳʡ ʠ ʣʝʛʢʠʡ ʚʭʦʜ ʚ ʩʠʩʪʝʤʫ. 

ʏʪʦ ʜʝʣʘʪʴ ʜʘʣʴʰʝ ʥʘ ʨʘʙʦʯʝʤ ʤʝʩʪʝ? 

ʆʨʛʘʥʠʟʘʮʠʠ ʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʜʦʣʞʥʳ ʧʦʤʥʠʪʴ, ʯʪʦ ʧʘʨʦʣʠ ʙʫʜʫʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʝʱʝ ʜʦʣʛʦʝ ʚʨʝʤʷ. ʉʦʯʝʪʘʥʠʝ ʙʝʩʧʘʨʦʣʴʥʦʛʦ ʦʧʳʪʘ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʝ 

ʩ ʤʝʥʝʜʞʝʨʦʤ ʧʘʨʦʣʝʡ ʙʫʜʝʪ ʣʫʯʰʠʤ ʩʧʦʩʦʙʦʤ ʦʙʝʩʧʝʯʠʪʴ ʚʩʝ ʪʦʯʢʠ ʜʦʩʪʫʧʘ, 

ʦʙʝʩʧʝʯʠʚʘʷ ʧʨʠ ʵʪʦʤ ʦʧʳʪʝ ʙʝʩʰʦʚʥʦʡ ʚʭʦʜʳ. 

ʇʦʩʢʦʣʴʢʫ ʤʳ ʧʨʦʜʦʣʞʘʝʤ ʦʨʠʝʥʪʠʨʦʚʘʪʴʩʷ ʚ ʤʠʨʝ çʨʘʙʦʪʳ ʠʟ ʣʶʙʦʛʦ 

ʤʝʩʪʘè, ʤʥʦʛʠʝ ʵʣʝʤʝʥʪʳ ʥʘʭʦʜʷʪʩʷ ʚʥʝ ʢʦʥʪʨʦʣʷ ʀʊ-ʢʦʤʘʥʜ. ʆʪ ʫʩʪʨʦʡʩʪʚ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʧʦʜʢʣʶʯʝʥʠʷ ʢ Wi-Fi ʜʦ ʧʨʠʣʦʞʝʥʠʡ ʠ ʚʝʙ-ʩʘʡʪʦʚ, ʢʦʪʦʨʳʝ ʦʥʠ 

ʯʘʩʪʦ ʧʦʩʝʱʘʶʪ, ʫʜʘʣʝʥʥʘʷ ʨʘʙʦʪʘ ʫʚʝʣʠʯʠʚʘʝʪ ʨʠʩʢʠ ʠ ʫʚʝʣʠʯʠʚʘʝʪ ʢʦʣʠʯʝʩʪʚʦ 

ʧʝʨʝʤʝʥʥʳʭ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʦ ʫʯʠʪʳʚʘʪʴ. ɻʦʪʦʚʘ ʣʠ ʚʘʰʘ ʦʨʛʘʥʠʟʘʮʠʷ 

ʦʪʢʘʟʘʪʴʩʷ ʦʪ ʧʘʨʦʣʷ? ʅʘʯʥʠʪʝ ʠʟʫʯʘʪʴ ʣʫʯʰʠʡ ʩʧʦʩʦʙ ʨʝʘʣʠʟʦʚʘʪʴ ʧʨʦʩʪʦʡ, 

ʦʧʪʠʤʠʟʠʨʦʚʘʥʥʳʡ ʠ ʙʝʟʦʧʘʩʥʳʡ ʩʧʦʩʦʙ ʜʣʷ ʩʦʪʨʫʜʥʠʢʦʚ ʚʭʦʜʠʪʴ ʚʦ ʚʩʝ ʩʚʦʠ 

ʨʘʙʦʯʠʝ ʤʝʩʪʘ, ʛʜʝ ʙʳ ʦʥʠ ʥʠ ʥʘʭʦʜʠʣʠʩʴ - ʫʞʝ ʩʝʛʦʜʥʷè. (Is the future of 

cybersecurity passwordless? // Open Access Government 

(https://www.openaccessgovernment.org/passwordless/97090/). 09.11.2020).  
***  

 

çʉʚʽʪʦʚʽ ʝʢʩʧʝʨʪʠ ʚʠʟʥʘʯʠʣʠ ʜʝʬʽʮʠʪʥʫ ʫ 2021 ʨʦʮʽ ʧʨʦʬʝʩʽʶ. ʇʨʦ ʮʝ 

ʡʜʝʪʴʩʷ ʚ ʜʦʩʣʽʜʞʝʥʥʽ ʤʽʞʥʘʨʦʜʥʦʾ ʘʫʜʠʪʦʨʩʴʢʦʾ ʢʦʤʧʘʥʽʾ 

PricewaterhouseCoopers (PwC), ʧʝʨʝʜʘʻ ɻʣʘʚʢʦʤ. 

ɿʘ ʾʭ ʚʠʩʥʦʚʢʘʤʠ, ʟʥʘʯʥʘ ʯʘʩʪʠʥʘ ʢʦʤʧʘʥʽʡ ï 51% ʫ ʩʚʽʪʽ ʧʣʘʥʫʻ ʟʙʽʣʴʰʫʚʘʪʠ 

ʰʪʘʪ ʩʧʽʚʨʦʙʽʪʥʠʢʽʚ ʚ ʦʙʣʘʩʪʽ ʢʽʙʝʨʙʝʟʧʝʢʠ. 
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çɺ ʫʤʦʚʘʭ ʧʘʥʜʝʤʽʾ ʢʦʨʦʥʘʚʽʨʫʩʫ ʙʘʛʘʪʴʦʤ ʦʨʛʘʥʽʟʘʮʽʷʤ ʜʦʚʝʣʦʩʷ 

ʧʝʨʝʛʣʷʥʫʪʠ ʽ ʧʝʨʝʦʩʤʠʩʣʠʪʠ ʩʪʨʘʪʝʛʽʾ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠè, ï ʟʘʟʥʘʯʠʚ 

ʧʘʨʪʥʝʨ, ʢʝʨʽʚʥʠʢ ʧʨʘʢʪʠʢʠ ʟ ʢʽʙʝʨʙʝʟʧʝʢʠ ʽ ʙʝʟʧʝʨʝʨʚʥʦʩʪʽ ʙʽʟʥʝʩʫ PwC ʚ ʈʦʩʽʾ 

ɺʽʪʘʣʽʡ ʉʦʢʦʣʦʚ. ɺʽʥ ʜʦʜʘʚ, ʱʦ ʤʘʡʞʝ ʚʩʽ ʫʯʘʩʥʠʢʠ ʦʧʠʪʫʚʘʥʥʷ (96%) ʟʘʷʚʠʣʠ ʧʨʦ 

ʛʦʪʦʚʥʽʩʪʴ ʮʝ ʟʨʦʙʠʪʠ. 

ʊʘʢ, ʢʝʨʽʚʥʠʢ ʧʨʝʩʩʣʫʞʙʠ HeadHunter ʆʣʝʢʩʘʥʜʨ ɼʞʘʙʘʨʦʚ ʧʽʜʪʚʝʨʜʠʚ, ʱʦ ʫ 

ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ ʩʧʦʩʪʝʨʽʛʘʻʪʴʩʷ ʟʨʦʩʪʘʥʥʷ ʧʦʪʨʝʙʠ ʬʘʭʽʚʮʽʚ. ɿʘ ʡʦʛʦ ʩʣʦʚʘʤʠ, ʟʘ 

2018 ʨʽʢ ʙʫʣʦ ʚʽʜʢʨʠʪʦ ʧʦʥʘʜ 17 ʪʠʩʷʯ ʚʘʢʘʥʩʽʡ, ʦʜʥʘʢ ʽʟ ʩʽʯʥʷ ʧʦ ʞʦʚʪʝʥʴ 2020 

ʨʦʢʫ ï ʚʞʝ ʤʘʡʞʝ 30 ʪʠʩʷʯ. ɺʽʥ ʟʘʟʥʘʯʠʚ, ʱʦ ʢʦʥʢʫʨʝʥʮʽʷ ʚ ʮʽʡ ʩʬʝʨʽ ʜʫʞʝ ʥʠʟʴʢʘ, 

ʦʜʥʘ-ʜʚʽ ʣʶʜʠʥʠ ʥʘ ʤʽʩʮʝ ʧʨʠ ʥʦʨʤʽ ʚ ʧ'ʷʪʴ-ʰʽʩʪʴ, ʱʦ ʛʦʚʦʨʠʪʴ ʧʨʦ ʛʦʩʪʨʠʡ 

ʜʝʬʽʮʠʪ. 

ɺ ʦʧʠʪʫʚʘʥʥʽ ʚʟʷʣʠ ʫʯʘʩʪʴ ʧʦʥʘʜ ʪʨʠ ʪʠʩʷʯʽ ʢʝʨʽʚʥʠʢʽʚ ʢʦʤʧʘʥʽʡ, ʚʽʜʜʽʣʽʚ 

ʪʝʭʥʦʣʦʛʽʡ ʪʘ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ʟ ʨʽʟʥʠʭ ʛʘʣʫʟʝʡ. ʆʧʠʪʫʚʘʥʥʷ ʜʣʷ ʜʦʩʣʽʜʞʝʥʥʷ 

ʧʨʦʚʦʜʠʚʩʷ ʚ ʣʠʧʥʽ ʽ ʩʝʨʧʥʽ ʮʴʦʛʦ ʨʦʢʫè. (ɽʢʩʧʝʨʪʠ ʥʘʟʚʘʣʠ ʧʨʦʬʝʩʽʶ 2021 ʨʦʢʫ, 

ʱʦ ʤʘʪʠʤʝ ʥʘʡʙʽʣʴʰʠʡ ʧʦʧʠʪ // ʉʫʜʦʚʦ-ʶʨʠʜʠʯʥʘ ʛʘʟʝʪʘ 

(https://sud.ua/ru/news/abroad/183821-eksperti-nazvali-nayzatrebuvanishu-profesiyu-

2021-roku). 02.11.2020).  
***  

 

çɹʝʣʳʝè ʭʘʢʝʨʳ ʚ ʨʘʤʢʘʭ ʟʘʚʝʨʰʠʚʰʝʛʦʩʷ ʥʘʢʘʥʫʥʝ ʩʦʩʪʷʟʘʥʠʷ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚʟʣʦʤʘʣʠ ʨʷʜ ʢʫʣʴʪʦʚʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʧʨʦʛʨʘʤʤ ʠ 
ʫʩʪʨʦʡʩʪʚ. ʄʝʥʴʰʝ ʚʩʝʛʦ ʚʨʝʤʝʥʠ çʩʧʦʨʪʩʤʝʥʘʤè ʧʦʥʘʜʦʙʠʣʦʩʴ ʥʘ ʦʙʨʝʪʝʥʠʝ 

ʜʦʩʪʫʧʘ ʢ ʩʦʜʝʨʞʠʤʦʤʫ iPhone 11 Pro, ʠʥʬʦʨʤʠʨʫʝʪ ʪʝʤʘʪʠʯʝʩʢʠʡ ʦʥʣʘʡʥ-ʨʝʩʫʨʩ 

Mydrivers. 

ʀʤʷ ʪʫʨʥʠʨʘ ð Tianfu Cup. ʄʝʩʪʦ ʝʛʦ ʧʨʦʚʝʜʝʥʠʷ ð ʛ. ʏʝʥʜʫ. ʅʘʟʚʘʥʠʝ 

ʢʦʤʘʥʜʳ-ʧʦʙʝʜʠʪʝʣʴʥʠʮʳ ï Team 360 Vulcan ʠʟ ʬʠʥʘʥʩʠʨʫʝʤʦʛʦ ʚʣʘʩʪʷʤʠ 

ʇʦʜʥʝʙʝʩʥʦʡ ʀʥʩʪʠʪʫʪʘ ʠʩʩʣʝʜʦʚʘʥʠʡ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʩʬʝʨʝ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʦʡ ʠ 

ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʘʥʛʣ. Enterprise Security and Government Vulnerability 

Research Institute). 

ʇʦʣʫʯʝʥʥʦʝ ʣʠʜʝʨʦʤ ʚʦʟʥʘʛʨʘʞʜʝʥʠʝ ð $744,5 ʪʳʩ. ʉʫʤʤʘʨʥʳʡ ʧʨʠʟʦʚʦʡ 

ʬʦʥʜ ʢʦʥʢʫʨʩʘ ð $1,21 ʤʣʥ. ʆʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ ʫʯʘʩʪʥʠʢʦʚ ï 15. ɺʩʝʤ ʠʤ 

ʦʪʚʦʜʠʣʦʩʴ ʧʦ ʪʨʠ ʧʦʧʳʪʢʠ ʥʘ ʚʟʣʦʤ ʠʟʙʨʘʥʥʦʡ çʮʝʣʠè ʩ ʧʦʤʦʱʴʶ ʩʚʦʠʭ 

ʬʠʨʤʝʥʥʳʭ çʰʪʫʯʝʢè. ʏʠʩʣʦ ʧʨʦʪʝʩʪʠʨʦʚʘʥʥʳʭ çʤʠʰʝʥʝʡè ð 16, ʠʟ ʥʠʭ 

ʚʟʣʦʤʘʥʥʳʭ ï 12. ʉʦʚʦʢʫʧʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʩʜʝʣʘʥʥʳʭ ʧʦʧʳʪʦʢ ï 23. 

ɹʳʩʪʨʝʝ ʚʩʝʛʦ çʧʘʣʘè ʫʩʪʘʥʦʚʣʝʥʥʘʷ ʥʘ iPhone 11 ʦʧʝʨʘʮʠʦʥʥʘʷ ʩʠʩʪʝʤʘ iOS 

14. ʅʘ ʦʙʨʝʪʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʩʦʜʝʨʞʘʚʰʠʤʩʷ ʥʘ ʩʤʘʨʪʬʦʥʝ ʜʦʢʫʤʝʥʪʘʤ, ʬʘʡʣʘʤ ʠ 

ʢʦʥʪʘʢʪʘʤ ʢʦʥʢʫʨʩʘʥʪʘʤ ʧʦʥʘʜʦʙʠʣʦʩʴ ʯʫʪʴ ʙʦʣʝʝ 10 ʩʝʢʫʥʜé 

ʇʦ ʫʚʝʨʝʥʠʷʤ ʦʨʛʘʥʠʟʘʪʦʨʦʚ, ʚʩʝ ʙʝʟ ʠʩʢʣʶʯʝʥʠʷ ʨʘʟʨʘʙʦʪʯʠʢʠ ʚʟʣʦʤʘʥʥʳʭ 

ʧʨʠʣʦʞʝʥʠʡ ʧʨʦʠʥʬʦʨʤʠʨʦʚʘʥʳ ʦ ʨʝʟʫʣʴʪʘʪʘʭ. ʍʘʢʝʨʳ ʫʚʝʜʦʤʠʣʠ ʠʭ ʦ 

ʚʳʷʚʣʝʥʥʳʭ ʥʝʜʦʨʘʙʦʪʢʘʭ ʠ ʧʨʝʜʦʩʪʘʚʠʣʠ ʩʚʦʠ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʫʩʪʨʘʥʝʥʠʶ 

ʦʥʳʭè. (ɿʘ ʩʯʠʪʘʥʥʳʝ ʩʝʢʫʥʜʳ ʚʟʣʦʤʘʣʠ iPhone 11 Pro ʩ iOS 14 // ProstoMob 

(https://prostomob.com/34978-za-schitannye-sekundy-vzlomali-iphone-11-pro-s-ios-

14). 10.11.2020).  

***  
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çʂʦʤʧʘʥʠʷ Fortinet, ʤʠʨʦʚʦʡ ʣʠʜʝʨ ʚ ʦʙʣʘʩʪʠ ʛʣʦʙʘʣʴʥʳʭ 

ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʭ ʠ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʭ ʨʝʰʝʥʠʡ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʫʙʣʠʢʫʝʪ ʜʘʥʥʳʝ ʠʩʩʣʝʜʦʚʘʥʠʷ, ʧʨʦʚʝʜʝʥʥʦʛʦ 

TelecomTV, ʩʦʚʤʝʩʪʥʦ ʩ HardenStance ʠ ETSI, ʩʦʛʣʘʩʥʦ ʢʦʪʦʨʳʤ ʨʝʩʧʦʥʜʝʥʪʳ 

ʠʟ ʩʝʢʪʦʨʘ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʡ ʜʝʤʦʥʩʪʨʠʨʫʶʪ ʦʧʪʠʤʠʟʤ ʦʪʥʦʩʠʪʝʣʴʥʦ 

ʚʦʟʤʦʞʥʦʩʪʝʡ ʠʟʚʣʝʯʝʥʠʷ ʧʨʠʙʳʣʠ ʠʟ 5G, ʥʦ ʪʦʣʴʢʦ ʚ ʩʣʫʯʘʝ ʝʩʣʠ ʥʦʚʳʝ 

ʫʩʣʫʛʠ 5G ʙʫʜʫʪ ʙʦʣʝʝ ʙʝʟʦʧʘʩʥʳʤʠ ʠ ʚ ʪʦ ʞʝ ʚʨʝʤʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤʠ 

ʙʣʘʛʦʧʨʠʷʪʥʳʤ ʩʮʝʥʘʨʠʷʤ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. 

5G ʠʤʝʝʪ ʧʦʪʝʥʮʠʘʣ ʜʣʷ ʨʘʟʚʠʪʠʷ ʧʦʪʨʝʙʠʪʝʣʴʩʢʦʛʦ ʠ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʨʳʥʢʘ, 

ʧʨʠʥʦʩʷ ʨʷʜ ʧʨʝʠʤʫʱʝʩʪʚ, ʪʘʢʠʭ ʢʘʢ ʚʳʩʦʢʘʷ ʩʢʦʨʦʩʪʴ, ʤʝʥʴʰʘʷ ʟʘʜʝʨʞʢʘ ʩʠʛʥʘʣʘ 

ʠ ʙʦʣʴʰʘʷ ʧʨʦʧʫʩʢʥʘʷ ʩʧʦʩʦʙʥʦʩʪʴ. ʇʷʪʦʝ ʧʦʢʦʣʝʥʠʝ ʤʦʙʠʣʴʥʦʛʦ ʩʪʘʥʜʘʨʪʘ ʪʘʢʞʝ 

ʦʪʢʨʳʚʘʝʪ ʧʫʪʴ ʢ ʨʘʟʚʠʪʠʶ ʪʘʢʠʭ ʩʬʝʨ, ʢʘʢ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʝ, ʘʚʪʦʥʦʤʥʳʡ 

ʪʨʘʥʩʧʦʨʪ ʠʣʠ ʫʤʥʳʝ ʛʦʨʦʜʘ, ʧʨʝʜʣʘʛʘʷ ʥʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʠ ʫʣʫʯʰʘʷ ʢʘʯʝʩʪʚʦ 

ʞʠʟʥʠ. ʉ ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, 5G ʟʥʘʯʠʪʝʣʴʥʦ ʫʚʝʣʠʯʠʚʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʧʦʜʢʣʶʯʝʥʥʳʭ 

ʫʩʪʨʦʡʩʪʚ, ʯʪʦ ʦʪʢʨʳʚʘʝʪ ʥʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ. ʋʯʠʪʳʚʘʷ 

ʵʪʦ, ʦʧʝʨʘʪʦʨʳ ʤʦʙʠʣʴʥʳʭ ʩʝʪʝʡ ʠ ʧʨʝʜʧʨʠʷʪʠʷ ʜʦʣʞʥʳ ʠʤʝʪʴ ʵʬʬʝʢʪʠʚʥʫʶ 

ʩʪʨʘʪʝʛʠʶ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʟʘʱʠʪʠʪʴ ʚʩʶ ʠʭ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʦʪ 

ʤʦʙʠʣʴʥʳʭ ʩʝʪʝʡ ʠ ʜʦ ʧʝʨʠʬʝʨʠʠ. 

ɺʳʜʘʶʱʘʷʩʷ ʚʦʟʤʦʞʥʦʩʪʴ ʜʣʷ ʙʠʟʥʝʩʘ 

ɺ ʮʝʣʦʤ ʧʦʯʪʠ 90% ʨʝʩʧʦʥʜʝʥʪʦʚ ʦʞʠʜʘʶʪ ʨʦʩʪʘ ʩʨʝʜʥʝʛʦ ʜʦʭʦʜʘ ʥʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷ (ARPU) ʦʪ ʩʚʦʠʭ ʠʥʚʝʩʪʠʮʠʡ. ʆʞʠʜʘʝʪʩʷ, ʯʪʦ ʵʪʦʪ ʨʦʩʪ ʙʫʜʝʪ 

ʨʘʚʥʦʤʝʨʥʦ ʨʘʟʜʝʣʝʥ ʤʝʞʜʫ ʦʙʱʝʜʦʩʪʫʧʥʳʤʠ ʠ ʯʘʩʪʥʳʤʠ ʩʝʪʷʤʠ 5G, ʥʦ ʧʦʩʢʦʣʴʢʫ 

ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ ʧʦʣʦʚʠʥʘ ʚʩʝʭ ʯʘʩʪʥʳʭ ʩʝʪʝʡ, ʚʝʨʦʷʪʥʦ, ʙʫʜʝʪ ʧʦʩʪʨʦʝʥʘ ʠ 

ʫʧʨʘʚʣʷʪʴʩʷ ʦʧʝʨʘʪʦʨʘʤʠ, ʦʥʠ ʧʦʪʝʥʮʠʘʣʴʥʦ ʤʦʛʫʪ ʟʘʭʚʘʪʠʪʴ ʜʦ 75% ʚʩʝʛʦ ʙʠʟʥʝʩʘ 

5G. 

ʆʜʥʘʢʦ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʤ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʵʪʠʭ ʨʝʟʫʣʴʪʘʪʦʚ, ʧʦ ʤʥʝʥʠʶ 

64% ʨʝʩʧʦʥʜʝʥʪʦʚ, ʙʫʜʝʪ ʧʦʚʳʰʝʥʠʝ ʢʘʯʝʩʪʚʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʘʢ ʩ ʪʦʯʢʠ 

ʟʨʝʥʠʷ ʘʨʭʠʪʝʢʪʫʨʳ, ʪʘʢ ʠ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʦʧʝʨʘʮʠʡ, ʘ ʪʘʢʞʝ ʘʜʘʧʪʘʮʠʷ ʨʝʰʝʥʠʡ ʢ 

ʢʦʥʢʨʝʪʥʳʤ ʙʠʟʥʝʩ-ʩʮʝʥʘʨʠʷʤ ʠʩʧʦʣʴʟʦʚʘʥʠʷ, ʢʦʪʦʨʳʝ ʷʚʣʷʶʪʩʷ ʢʨʠʪʠʯʝʩʢʠʤʠ 

ʠʣʠ ʦʯʝʥʴ ʚʘʞʥʳʤʠ ʜʣʷ ʧʦʯʪʠ 75% ʨʝʩʧʦʥʜʝʥʪʦʚ, ʦʩʦʙʝʥʥʦ ʚ ʨʘʤʢʘʭ ʢʣʶʯʝʚʳʭ 

ʚʝʨʪʠʢʘʣʝʡ ï ʪʨʘʥʩʧʦʨʪʘ, ʣʦʛʠʩʪʠʢʠ, ʘʚʪʦʤʘʪʠʟʘʮʠʠ, ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ 

ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ. 

ʂʣʶʯʝʚʦʝ ʟʥʘʯʝʥʠʝ ʵʪʦʛʦ ʩʦʩʪʦʠʪ ʚ ʪʦʤ, ʯʪʦ ʩʪʘʨʦʡ ʙʠʟʥʝʩ-ʤʦʜʝʣʠ 

ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʥʝʜʠʬʬʝʨʝʥʮʠʨʦʚʘʥʥʳʭ ʫʩʣʫʛ ʤʦʙʠʣʴʥʦʡ ʩʚʷʟʠ ʙʦʣʴʰʝ ʥʝ ʙʫʜʝʪ 

ʜʦʩʪʘʪʦʯʥʦ. ʏʪʦʙʳ ʜʦʙʠʪʴʩʷ ʫʩʧʝʭʘ, ʙʦʣʴʰʠʥʩʪʚʫ ʧʦʪʨʝʙʫʝʪʩʷ ʟʘʢʣʶʯʠʪʴ 

ʧʘʨʪʥʝʨʩʪʚʦ ʠ ʨʘʟʜʝʣʠʪʴ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʩ ʜʨʫʛʠʤʠ ʧʦʩʪʘʚʱʠʢʘʤʠ, ʘ ʪʘʢʞʝ ʩ 

ʢʦʨʧʦʨʘʪʠʚʥʳʤʠ ʢʣʠʝʥʪʘʤʠ. 

ʇʦʪʨʝʙʥʦʩʪʴ ʚ ʧʘʨʪʥʝʨʩʪʚʝ ʩ ʜʨʫʛʠʤʠ ʧʦʩʪʘʚʱʠʢʘʤʠ ʵʢʦʩʠʩʪʝʤʳ, ʜʘʞʝ ʩ 

ʪʝʤʠ, ʢʦʪʦʨʳʝ ʧʨʠʟʥʘʥʳ ʢʦʥʢʫʨʝʥʪʘʤʠ, ʙʳʣʘ ʦʯʝʚʠʜʥʘ ʩʨʝʜʠ ʨʝʩʧʦʥʜʝʥʪʦʚ: 44% 

ʚʠʜʝʣʠ ʧʦʩʪʘʚʱʠʢʦʚ ʦʙʣʘʯʥʳʭ ʫʩʣʫʛ ʢʘʢ ʧʘʨʪʥʝʨʦʚ ʠʣʠ, ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʢʘʢ 

ʯʘʩʪʠʯʥʳʭ ʧʘʨʪʥʝʨʦʚ, ʠ ʪʦʣʴʢʦ 11% ʩʯʠʪʘʣʠ ʠʭ ʯʠʩʪʳʤʠ ʢʦʥʢʫʨʝʥʪʘʤʠ. 

ʕʪʠ ʨʝʟʫʣʴʪʘʪʳ ʭʦʨʦʰʦ ʩʦʛʣʘʩʫʶʪʩʷ ʩ ʩʫʱʝʩʪʚʫʶʱʠʤ ʨʘʟʜʝʣʝʥʠʝʤ 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʤʝʞʜʫ ʧʦʩʪʘʚʱʠʢʘʤʠ ʦʙʣʘʯʥʳʭ ʫʩʣʫʛ ʠ ʠʭ ʢʦʨʧʦʨʘʪʠʚʥʳʤʠ 

ʢʣʠʝʥʪʘʤʠ, ʛʜʝ ʦʙʩʣʫʞʠʚʘʥʠʝ ʠ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʚʦʟʣʘʛʘʝʪʩʷ ʥʘ 
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ʧʦʩʪʘʚʱʠʢʘ, ʘ ʧʨʝʜʧʨʠʷʪʠʶ ʦʩʪʘʝʪʩʷ ʟʘʱʠʱʘʪʴ ʩʚʦʠ ʩʦʙʩʪʚʝʥʥʳʝ ʜʘʥʥʳʝ ʠ 

ʧʨʠʣʦʞʝʥʠʷ. 

ʎʝʥʥʦʩʪʴ ʩʠʣʴʥʦʛʦ ʧʨʝʜʣʦʞʝʥʠʷ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʂ ʩʯʘʩʪʴʶ, ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ï ʦʜʥʘ ʠʟ ʛʣʘʚʥʳʭ ʩʬʝʨ, ʧʨʠʚʣʝʢʘʶʱʠʭ 

ʚʥʠʤʘʥʠʝ ʙʠʟʥʝʩʘ. ɹʦʣʝʝ 80% ʨʝʩʧʦʥʜʝʥʪʦʚ ʩʯʠʪʘʶʪ, ʯʪʦ ʬʫʥʢʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʧʨʠʩʫʱʠʝ ʩʧʝʮʠʬʠʢʘʮʠʷʤ ʧʨʦʝʢʪʘ ʧʘʨʪʥʝʨʩʪʚʘ 5G ʪʨʝʪʴʝʛʦ ʧʦʢʦʣʝʥʠʷ (3GPP), 

ʷʚʣʷʶʪʩʷ ʥʝ ʙʦʣʝʝ ʯʝʤ ʙʘʟʦʚʳʤ ʫʨʦʚʥʝʤ ʜʣʷ ʨʳʥʢʘ 5G. 62% ʚʩʝʭ ʨʝʩʧʦʥʜʝʥʪʦʚ 

ʟʘʷʚʠʣʠ, ʯʪʦ ʥʝʢʦʪʦʨʳʝ ʠʣʠ ʙʦʣʴʰʠʥʩʪʚʦ ʩʮʝʥʘʨʠʝʚ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 5G ʧʦʪʨʝʙʫʶʪ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʬʫʥʢʮʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʂʨʦʤʝ ʪʦʛʦ, ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʮʝʥʥʦʩʪʥʦʛʦ ʧʨʝʜʣʦʞʝʥʠʷ, ʚʳʭʦʜʷʱʝʛʦ ʟʘ ʨʘʤʢʠ 

ʚʦʟʤʦʞʥʦʩʪʝʡ ʧʦʜʢʣʶʯʝʥʠʷ, ʧʦʩʢʦʣʴʢʫ 61% ʨʝʩʧʦʥʜʝʥʪʦʚ ʩʯʠʪʘʶʪ ʤʘʣʦʚʝʨʦʷʪʥʳʤ 

ʨʦʩʪ ʙʠʟʥʝʩʘ ʚ ARPU, ʝʩʣʠ ʦʥʠ ʦʛʨʘʥʠʯʠʚʘʶʪʩʷ ʚ ʦʩʥʦʚʥʦʤ ʠʣʠ ʧʦʣʥʦʩʪʴʶ 

ʫʨʦʚʥʝʤ ʧʦʜʢʣʶʯʝʥʠʷ ʚ ʮʝʧʦʯʢʝ ʩʦʟʜʘʥʠʷ ʩʪʦʠʤʦʩʪʠ 5G, ʠ ʘʜʝʢʚʘʪʥʦ 

ʫʜʦʚʣʝʪʚʦʨʷʝʪ ʚʦʟʨʦʩʰʠʝ ʪʨʝʙʦʚʘʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 5G ʠ ʚʘʨʠʘʥʪʳ ʠʩʧʦʣʴʟʦʚʘʥʠʷ, 

ʢʦʪʦʨʳʝ ʦʥ ʧʨʝʜʦʩʪʘʚʠʪ, ʙʳʣʠ ʨʘʩʮʝʥʝʥʳ ʢʘʢ ʢʨʠʪʠʯʝʩʢʠʝ ʠʣʠ ʦʯʝʥʴ ʚʘʞʥʳʝ ʧʦʯʪʠ 

90% ʨʝʩʧʦʥʜʝʥʪʦʚ. 

ʈʦʥʝʥ ʐʧʠʨʝʨ, ʜʠʨʝʢʪʦʨ ʦʪʜʝʣʘ ʤʘʨʢʝʪʠʥʛʘ ʨʝʰʝʥʠʡ ʚ Fortinet: çʉ ʪʦʯʢʠ 

ʟʨʝʥʠʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʤʠʛʨʘʮʠʷ ʩʦʚʨʝʤʝʥʥʳʭ ʤʦʙʠʣʴʥʳʭ ʩʝʪʝʡ ʥʘ 5G, ʦʩʦʙʝʥʥʦ 

ʘʚʪʦʥʦʤʥʳʭ (SA), ʩʦʟʜʘʝʪ ʥʦʚʳʝ ʪʨʝʙʦʚʘʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʚʳʭʦʜʷʪ ʜʘʣʝʢʦ 

ʟʘ ʨʘʤʢʠ ʧʨʠʩʫʱʠʭ 5G ʚʦʟʤʦʞʥʦʩʪʝʡ, ʦʧʨʝʜʝʣʝʥʥʳʭ 3GPP. ɺʠʨʪʫʘʣʠʟʠʨʦʚʘʥʥʳʡ, 

ʨʘʩʧʨʝʜʝʣʝʥʥʳʡ ʠ ʜʠʥʘʤʠʯʝʩʢʠʡ ʭʘʨʘʢʪʝʨ ʷʜʨʘ 5G ʚ ʩʦʯʝʪʘʥʠʠ ʩ ʩʫʱʝʩʪʚʝʥʥʳʤ 

ʫʚʝʣʠʯʝʥʠʝʤ ʤʘʩʰʪʘʙʠʨʫʝʤʦʩʪʠ, ʨʦʩʪʦʤ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʛʨʘʥʠʯʥʳʭ ʚʳʯʠʩʣʝʥʠʡ ʩ 

ʤʥʦʞʝʩʪʚʝʥʥʳʤ ʜʦʩʪʫʧʦʤ (Multi-access Edge Computing (MEC) ʠ ʦʙʱʠʤʠ 

ʢʨʠʪʠʯʝʩʢʠʤʠ ʩʮʝʥʘʨʠʷʤʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʪʨʝʙʫʝʪ ʥʘʜʝʞʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ 

ʙʘʟʦʚʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʠ ʙʠʟʥʝʩ-ʩʮʝʥʘʨʠʝʚ. ʀʤʝʥʥʦ ʟʜʝʩʴ ʜʦʢʘʟʘʥʥʳʡ ʫʩʧʝʭ 

Fortinet ʚ ʦʙʝʩʧʝʯʝʥʠʠ ʚʠʜʠʤʦʩʪʠ ʠ ʟʘʱʠʪʳ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʠ ʫʧʨʘʚʣʷʶʱʠʭ 

ʧʣʦʩʢʦʩʪʝʡ 4G ʠ 5G, ʤʘʩʰʪʘʙʠʨʫʝʤʦʩʪʠ ʠ ʩʦʦʪʥʦʰʝʥʠʷ ʮʝʥʳ ʠ ʢʘʯʝʩʪʚʘ 

ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʷʚʥʦʝ ʧʨʝʠʤʫʱʝʩʪʚʦ ʜʣʷ ʪʝʭ, ʢʪʦ ʭʦʯʝʪ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʵʪʠʤʠ 

ʥʦʚʳʤʠ ʚʦʟʤʦʞʥʦʩʪʷʤʠ 5Gè. 

ʉ ʪʦʯʢʠ ʟʨʝʥʠʷ Fortinet, ʧʦʷʚʣʝʥʠʝ 5G ʩʧʦʩʦʙʩʪʚʫʝʪ ʨʘʟʚʠʪʠʶ ʣʘʥʜʰʘʬʪʘ 

ʢʠʙʝʨʫʛʨʦʟ ʠ ʟʘʩʪʘʚʷʪ ʤʦʙʠʣʴʥʳʝ ʩʝʪʠ ʠ ʧʨʝʜʧʨʠʷʪʠʷ ʧʨʠʥʷʪʴ ʮʝʣʦʩʪʥʳʡ ʧʦʜʭʦʜ ʢ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦʙʳ ʩʧʨʘʚʠʪʴʩʷ ʩ ʵʪʦʡ ʨʘʟʚʠʚʘʶʱʝʡʩʷ ʩʨʝʜʦʡ. 

ʄʝʪʦʜʦʣʦʛʠʷ 

ɺ ʦʧʨʦʩʝ TelecomTV, ʧʨʦʚʝʜʝʥʥʦʤ Fortinet, ʨʝʩʧʦʥʜʝʥʪʘʤ ʠʟ 

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʛʦ ʩʝʢʪʦʨʘ ʧʦ ʚʩʝʤʫ ʤʠʨʫ ʙʳʣʦ ʧʨʝʜʣʦʞʝʥʦ ʚʳʩʢʘʟʘʪʴ ʩʚʦʝ 

ʤʥʝʥʠʝ ʦʙ ʵʚʦʣʶʮʠʠ ʨʳʥʢʘ 5G ʜʣʷ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʫʩʣʫʛ, ʘ ʪʘʢʞʝ ʦ ʪʨʝʙʦʚʘʥʠʷʭ, 

ʧʨʝʜʲʷʚʣʷʝʤʳʭ ʢ ʨʝʰʝʥʠʷʤ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʤ ʙʝʟʦʧʘʩʥʦʩʪʴ, ʙʝʟʦʧʘʩʥʳʭ ʙʠʟʥʝʩ-

ʤʦʜʝʣʷʭ, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʧʦʜʜʝʨʞʢʠ ʵʪʠʭ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʫʩʣʫʛ. 

ɹʦʣʝʝ ʦʜʥʦʡ ʪʨʝʪʠ ʨʝʩʧʦʥʜʝʥʪʦʚ ï ʧʨʝʜʩʪʘʚʠʪʝʣʠ ʩʦʦʙʱʝʩʪʚʘ ʩʝʪʝʚʳʭ 

ʦʧʝʨʘʪʦʨʦʚ / ʧʦʩʪʘʚʱʠʢʦʚ ʫʩʣʫʛ, ʚʢʣʶʯʘʷ ʦʩʥʦʚʥʳʭ ʛʣʦʙʘʣʴʥʳʭ ʦʧʝʨʘʪʦʨʦʚ 

ʤʦʙʠʣʴʥʦʡ ʩʚʷʟʠ. ɽʱʝ ʯʝʪʚʝʨʪʴ ï ʧʦʩʪʘʚʱʠʢʠ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷè. (ʅʦʚʳʡ ʦʧʨʦʩ Fortinet: ʦʧʪʠʤʠʟʤ ʚ ʦʪʥʦʰʝʥʠʠ 5G ʠ ʚʘʞʥʘʷ ʨʦʣʴ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ // AMC Ukraine (https://channel4it.com/publications/novyy-

opros-fortinet-optimizm-v-otnoshenii-5g-i-vazhnaya-rol-kiberbezopasnosti.html). 

10.11.2020).  
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çʅʦʚʳʡ ʦʪʯʝʪ ʦ ʨʘʩʪʫʱʝʤ ʧʝʨʝʭʦʜʝ ʢ ʫʜʘʣʝʥʥʦʡ ʮʠʬʨʦʚʦʡ ʨʘʙʦʪʝ ʦʪ Duo 

Security, ʬʠʨʤʳ ʧʦ ʀʊ-ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʟ ɸʥʥ-ɸʨʙʦʨʘ, ʢʦʪʦʨʘʷ ʪʝʧʝʨʴ ʚʭʦʜʠʪ ʚ 

ʩʦʩʪʘʚ Cisco Systems Inc., ʦʙʥʘʨʫʞʠʚʘʝʪ ʦʪʭʦʜ ʦʪ ʰʠʨʦʢʦ ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʪʠʧʘ 

ʜʚʫʭʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʨʦʩʪ ʙʠʦʤʝʪʨʠʯʝʩʢʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ 

ʧʨʦʜʦʣʞʘʶʱʠʡʩʷ ʨʦʩʪ ʦʙʣʘʯʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. 
ʇʨʝʜʩʪʘʚʠʪʝʣʠ Duo ʛʦʚʦʨʷʪ, ʯʪʦ ʧʦʩʣʝʜʩʪʚʠʷ ʵʪʦʛʦ ʧʝʨʝʭʦʜʘ ʜʣʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʫʪ ʦʪʨʘʞʘʪʴʩʷ ʚ ʙʣʠʞʘʡʰʠʝ ʛʦʜʳ, ʧʦʩʢʦʣʴʢʫ ʛʠʙʨʠʜʥʦʝ ʨʘʙʦʯʝʝ 

ʤʝʩʪʦ ʪʨʝʙʫʝʪ, ʯʪʦʙʳ ʧʝʨʩʦʥʘʣ ʙʳʣ ʟʘʱʠʱʝʥ, ʧʦʜʢʣʶʯʝʥ ʠ ʧʨʦʜʫʢʪʠʚʝʥ ʠʟ ʣʶʙʦʛʦ 

ʤʝʩʪʘ. 

ɺ ʦʪʯʝʪʝ ʦ ʥʘʜʝʞʥʦʤ ʜʦʩʪʫʧʝ Duo ʟʘ 2020 ʛʦʜ ʧʦʜʨʦʙʥʦ ʦʧʠʩʘʥʦ, ʢʘʢ 

ʦʨʛʘʥʠʟʘʮʠʠ, ʧʦʣʫʯʠʚʰʠʝ ʤʘʥʜʘʪ ʥʘ ʙʳʩʪʨʳʡ ʧʝʨʝʚʦʜ ʚʩʝʡ ʩʚʦʝʡ ʨʘʙʦʯʝʡ ʩʠʣʳ ʥʘ 

ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ, ʦʙʨʘʪʠʣʠʩʴ ʢ ʪʝʭʥʦʣʦʛʠʷʤ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ, ʪʘʢʠʤ ʢʘʢ 

ʚʠʨʪʫʘʣʴʥʳʝ ʯʘʩʪʥʳʝ ʩʝʪʠ (VPN) ʠ ʧʨʦʪʦʢʦʣ ʫʜʘʣʝʥʥʦʛʦ ʨʘʙʦʯʝʛʦ ʩʪʦʣʘ (RDP), 

ʩʨʝʜʠ ʤʥʦʞʝʩʪʚʘ ʜʨʫʛʠʭ ʫʩʠʣʠʡ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʢʦʣʠʯʝʩʪʚʦ ʦʧʝʨʘʮʠʡ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʣʷ ʵʪʠʭ ʪʝʭʥʦʣʦʛʠʡ ʫʚʝʣʠʯʠʣʦʩʴ ʥʘ 60 ʧʨʦʮʝʥʪʦʚ, ʯʪʦ ʧʦʤʦʛʣʦ 

ʫʚʝʣʠʯʠʪʴ ʝʞʝʤʝʩʷʯʥʳʝ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ Duo ʩ 600 ʤʠʣʣʠʦʥʦʚ ʜʦ 900 ʤʠʣʣʠʦʥʦʚ ʚ 

ʤʝʩʷʮ. ʂʦʤʧʣʝʤʝʥʪʘʨʥʳʡ ʦʙʟʦʨ Cisco ʥʝʜʘʚʥʦ ʦʙʥʘʨʫʞʠʣ, ʯʪʦ 96 ʧʨʦʮʝʥʪʦʚ 

ʦʨʛʘʥʠʟʘʮʠʡ ʚʥʝʩʣʠ ʠʟʤʝʥʝʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʠʪʠʢʠ ʚʦ ʚʨʝʤʷ ʧʘʥʜʝʤʠʠ, 

ʙʦʣʝʝ ʧʦʣʦʚʠʥʳ ʨʝʘʣʠʟʘʮʠʠ ʤʥʦʛʦʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ʇʨʠʥʷʪʠʝ ʦʙʣʘʢʘ ʪʘʢʞʝ ʫʩʢʦʨʠʣʦʩʴ. ɽʞʝʜʥʝʚʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʚ ʦʙʣʘʯʥʳʭ 

ʧʨʠʣʦʞʝʥʠʷʭ ʚʳʨʦʩʣʘ ʥʘ 40 ʧʨʦʮʝʥʪʦʚ ʚ ʪʝʯʝʥʠʝ ʧʝʨʚʳʭ ʥʝʩʢʦʣʴʢʠʭ ʤʝʩʷʮʝʚ 

ʧʘʥʜʝʤʠʠ, ʙʦʣʴʰʘʷ ʯʘʩʪʴ ʢʦʪʦʨʳʭ ʧʨʠʰʣʘʩʴ ʥʘ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʠ ʩʨʝʜʥʠʝ 

ʦʨʛʘʥʠʟʘʮʠʠ, ʩʪʨʝʤʷʱʠʝʩʷ ʦʙʝʩʧʝʯʠʪʴ ʙʝʟʦʧʘʩʥʳʡ ʜʦʩʪʫʧ ʢ ʨʘʟʣʠʯʥʳʤ ʦʙʣʘʯʥʳʤ 

ʩʝʨʚʠʩʘʤ. 

ɺ ʪʦ ʚʨʝʤʷ ʢʘʢ ʦʨʛʘʥʠʟʘʮʠʠ ʧʳʪʘʣʠʩʴ ʧʨʠʦʙʨʝʩʪʠ ʥʝʦʙʭʦʜʠʤʦʝ ʦʙʦʨʫʜʦʚʘʥʠʝ 

ʜʣʷ ʧʦʜʜʝʨʞʢʠ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ, ʩʦʪʨʫʜʥʠʢʠ ʪʝʤ ʚʨʝʤʝʥʝʤ ʧʦʣʘʛʘʣʠʩʴ ʥʘ ʣʠʯʥʳʝ 

ʠʣʠ ʥʝʫʧʨʘʚʣʷʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ. ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʢʦʣʠʯʝʩʪʚʦ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʭ 

ʧʦʧʳʪʦʢ ʜʦʩʪʫʧʘ ʠʟ-ʟʘ ʫʩʪʘʨʝʚʰʠʭ ʫʩʪʨʦʡʩʪʚ ʚ ʤʘʨʪʝ ʨʝʟʢʦ ʚʦʟʨʦʩʣʦ ʥʘ 90. ɺ 

ʘʧʨʝʣʝ ʵʪʦʪ ʧʦʢʘʟʘʪʝʣʴ ʨʝʟʢʦ ʫʧʘʣ, ʯʪʦ ʫʢʘʟʳʚʘʝʪ ʥʘ ʙʦʣʝʝ ʟʜʦʨʦʚʳʝ ʫʩʪʨʦʡʩʪʚʘ ʠ 

ʩʥʠʞʝʥʠʝ ʨʠʩʢʘ ʚʟʣʦʤʘ ʠʟ-ʟʘ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. 

çʂʦʛʜʘ ʥʘʯʘʣʘʩʴ ʧʘʥʜʝʤʠʷ, ʧʨʠʦʨʠʪʝʪʦʤ ʜʣʷ ʤʥʦʛʠʭ ʦʨʛʘʥʠʟʘʮʠʡ ʙʳʣʦ 

ʜʝʨʞʘʪʴ ʩʚʝʪ ʚʢʣʶʯʝʥʥʳʤ ʠ ʧʨʠʥʠʤʘʪʴ ʨʠʩʢʠ, ʯʪʦʙʳ ʜʦʩʪʠʯʴ ʵʪʦʡ ʮʝʣʠè, - ʩʢʘʟʘʣ 

ɼʵʡʚ ʃʴʶʠʩ, ʛʣʘʚʥʳʡ ʢʦʥʩʫʣʴʪʘʥʪ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ Duo. 

çɺʥʠʤʘʥʠʝ ʪʝʧʝʨʴ ʦʙʨʘʱʝʥʦ ʥʘ ʩʥʠʞʝʥʠʝ ʨʠʩʢʘ ʟʘ ʩʯʝʪ ʚʥʝʜʨʝʥʠʷ ʙʦʣʝʝ ʟʨʝʣʦʛʦ ʠ 

ʩʦʚʨʝʤʝʥʥʦʛʦ ʧʦʜʭʦʜʘ ʢ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʡ ʫʯʠʪʳʚʘʝʪ 

ʪʨʘʜʠʮʠʦʥʥʳʡ ʢʦʨʧʦʨʘʪʠʚʥʳʡ ʧʝʨʠʤʝʪʨ, ʢʦʪʦʨʳʡ ʙʳʣ ʧʦʣʥʦʩʪʴʶ ʧʝʨʝʚʝʨʥʫʪè. 

ʈʝʟʫʣʴʪʘʪʳ ʦʪʯʝʪʘ ʪʘʢʞʝ ʚʢʣʶʯʘʶʪ: 

ʀʪʘʢ, SMS. ʈʘʩʧʨʦʩʪʨʘʥʝʥʥʦʩʪʴ ʘʪʘʢ ʩ ʟʘʤʝʥʦʡ SIM-ʢʘʨʪ ʟʘʩʪʘʚʠʣʘ 

ʦʨʛʘʥʠʟʘʮʠʠ ʫʩʠʣʠʪʴ ʩʚʦʠ ʩʭʝʤʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʇʦ ʩʨʘʚʥʝʥʠʶ ʩ ʧʨʦʰʣʳʤ ʛʦʜʦʤ 

ʧʨʦʮʝʥʪ ʦʨʛʘʥʠʟʘʮʠʡ, ʧʨʠʤʝʥʷʶʱʠʭ ʧʦʣʠʪʠʢʫ, ʟʘʧʨʝʱʘʶʱʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ 

ʧʨʠ ʦʙʤʝʥʝ ʪʝʢʩʪʦʚʳʤʠ ʩʦʦʙʱʝʥʠʷʤʠ, ʧʦʯʪʠ ʫʜʚʦʠʣʩʷ ʩ 8,7 ʧʨʦʮʝʥʪʘ ʜʦ 16,1 

ʧʨʦʮʝʥʪʘ. 
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ɹʫʤ ʙʠʦʤʝʪʨʠʠ - ʙʠʦʤʝʪʨʠʷ ʧʨʘʢʪʠʯʝʩʢʠ ʧʦʚʩʝʤʝʩʪʥʘ ʩʨʝʜʠ ʢʦʨʧʦʨʘʪʠʚʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʦʪʢʨʳʚʘʷ ʧʫʪʴ ʢ ʙʫʜʫʱʝʤʫ ʙʝʟ ʧʘʨʦʣʷ. ʅʘ 80% ʤʦʙʠʣʴʥʳʭ 

ʫʩʪʨʦʡʩʪʚ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʨʘʙʦʪʳ, ʥʘʩʪʨʦʝʥʘ ʙʠʦʤʝʪʨʠʷ, ʯʪʦ ʥʘ 12% ʙʦʣʴʰʝ, 

ʯʝʤ ʟʘ ʧʦʩʣʝʜʥʠʝ ʧʷʪʴ ʣʝʪ. 

ʆʙʣʘʯʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʧʦʩʪʝʧʝʥʥʦ ʧʝʨʝʭʦʜʷʪ ʢ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʣʦʢʘʣʴʥʳʭ 

ʧʨʠʣʦʞʝʥʠʡ. ʂ ʩʣʝʜʫʶʱʝʤʫ ʛʦʜʫ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʙʣʘʯʥʳʭ ʧʨʠʣʦʞʝʥʠʡ 

ʧʦʩʪʝʧʝʥʥʦ ʧʨʝʚʟʦʡʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʯʝʤʫ ʩʧʦʩʦʙʩʪʚʫʝʪ 

ʧʝʨʝʭʦʜ ʢ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʝ. ʆʙʣʘʯʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʩʦʩʪʘʚʣʷʶʪ 13,2 ʧʨʦʮʝʥʪʘ ʦʪ 

ʦʙʱʝʛʦ ʯʠʩʣʘ ʧʨʦʚʝʨʦʢ ʧʦʜʣʠʥʥʦʩʪʠ Duo, ʯʪʦ ʥʘ 5,4 ʧʨʦʮʝʥʪʘ ʙʦʣʴʰʝ, ʯʝʤ ʚ 

ʧʨʦʰʣʦʤ ʛʦʜʫ, ʘ ʥʘ ʣʦʢʘʣʴʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʧʨʠʭʦʜʠʪʩʷ 18,5 ʧʨʦʮʝʥʪʘ ʦʪ ʦʙʱʝʛʦ 

ʯʠʩʣʘ ʧʨʦʚʝʨʦʢ ʧʦʜʣʠʥʥʦʩʪʠ, ʯʪʦ ʥʘ 1,5 ʧʨʦʮʝʥʪʘ ʤʝʥʴʰʝ, ʯʝʤ ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ. 

ɺʝʨʦʷʪʥʦʩʪʴ ʙʳʩʪʨʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʫʩʪʨʦʡʩʪʚ Apple ʚ 3,5 ʨʘʟʘ ʚʳʰʝ, ʯʝʤ ʫ 

ʫʩʪʨʦʡʩʪʚ Android. ʈʘʟʣʠʯʠʷ ʚ ʵʢʦʩʠʩʪʝʤʘʭ ʠʤʝʶʪ ʧʦʩʣʝʜʩʪʚʠʷ ʜʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. 1 

ʠʶʥʷ Apple iOS ʠ Android ʚʳʧʫʩʪʠʣʠ ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʜʣʷ 

ʠʩʧʨʘʚʣʝʥʠʷ ʢʨʠʪʠʯʝʩʢʠʭ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʩʚʦʠʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ. 

ɺʝʨʦʷʪʥʦʩʪʴ ʦʙʥʦʚʣʝʥʠʷ ʫʩʪʨʦʡʩʪʚ iOS ʚ ʪʝʯʝʥʠʝ 30 ʜʥʝʡ ʧʦʩʣʝ ʦʙʥʦʚʣʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʧʘʪʯʘ ʚ 3,5 ʨʘʟʘ ʚʳʰʝ, ʯʝʤ ʥʘ Android. 

Windows 7 ʦʩʪʘʝʪʩʷ ʚ ʩʬʝʨʝ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, ʥʝʩʤʦʪʨʷ ʥʘ ʨʠʩʢʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. ɹʦʣʝʝ 30 ʧʨʦʮʝʥʪʦʚ ʫʩʪʨʦʡʩʪʚ Windows ʚ ʦʨʛʘʥʠʟʘʮʠʷʭ 

ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʧʦ-ʧʨʝʞʥʝʤʫ ʠʩʧʦʣʴʟʫʶʪ Windows 7, ʥʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʠʭ ʩʨʦʢ 

ʩʣʫʞʙʳ ʠʩʪʝʢ, ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ 10 ʧʨʦʮʝʥʪʘʤʠ ʦʨʛʘʥʠʟʘʮʠʡ ʚ ʢʣʠʝʥʪʩʢʦʡ ʙʘʟʝ Duo. 

ʇʦʩʪʘʚʱʠʢʠ ʤʝʜʠʮʠʥʩʢʠʭ ʫʩʣʫʛ ʯʘʩʪʦ ʥʝ ʤʦʛʫʪ ʦʙʥʦʚʠʪʴ ʫʩʪʘʨʝʚʰʠʝ 

ʦʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʠʟ-ʟʘ ʪʨʝʙʦʚʘʥʠʡ ʩʦʦʪʚʝʪʩʪʚʠʷ ʠ ʦʛʨʘʥʠʯʠʪʝʣʴʥʳʭ 

ʧʦʣʦʞʝʥʠʡ ʠ ʫʩʣʦʚʠʡ ʩʪʦʨʦʥʥʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

ʋʩʪʨʦʡʩʪʚʘ Windows ʠ ʙʨʘʫʟʝʨ Chrome ʜʦʤʠʥʠʨʫʶʪ ʚ ʀʊ-ʦʪʜʝʣʘʭ ʙʠʟʥʝʩʘ. 

Windows ʧʨʦʜʦʣʞʘʝʪ ʜʦʤʠʥʠʨʦʚʘʪʴ ʥʘ ʧʨʝʜʧʨʠʷʪʠʠ, ʩʦʩʪʘʚʣʷʷ 59 ʧʨʦʮʝʥʪʦʚ 

ʫʩʪʨʦʡʩʪʚ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʟʘʱʠʱʝʥʥʳʤ ʧʨʠʣʦʞʝʥʠʷʤ, ʟʘ ʥʝʡ ʩʣʝʜʫʝʪ 

Mac OS X ʩ 23 ʧʨʦʮʝʥʪʘʤʠ. ɺ ʮʝʣʦʤ ʥʘ ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʧʨʠʭʦʜʠʪʩʷ 15 

ʧʨʦʮʝʥʪʦʚ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʜʦʩʪʫʧʘ (iOS: 11,4 ʧʨʦʮʝʥʪʘ, Android: 3,7 ʧʨʦʮʝʥʪʘ). ʏʪʦ 

ʢʘʩʘʝʪʩʷ ʙʨʘʫʟʝʨʘ, Chrome ʷʚʣʷʝʪʩʷ ʢʦʨʦʣʝʤ ʩ 44% ʚʩʝʭ ʧʨʦʚʝʨʦʢ ʧʦʜʣʠʥʥʦʩʪʠ 

ʙʨʘʫʟʝʨʘ, ʯʪʦ ʧʨʠʚʦʜʠʪ ʢ ʙʦʣʝʝ ʩʪʨʦʛʦʡ ʛʠʛʠʝʥʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʡ. 

ɺʝʣʠʢʦʙʨʠʪʘʥʠʷ ʠ ɽʉ ʩʣʝʜʫʶʪ ʟʘ ʉʐɸ ʚ ʦʙʝʩʧʝʯʝʥʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʣʘʢʘ. 

ʆʨʛʘʥʠʟʘʮʠʠ ʠʟ ʉʦʝʜʠʥʝʥʥʦʛʦ ʂʦʨʦʣʝʚʩʪʚʘ ʠ ɽʚʨʦʧʝʡʩʢʦʛʦ ʩʦʶʟʘ ʧʨʝʩʣʝʜʫʶʪ 

ʘʤʝʨʠʢʘʥʩʢʠʝ ʧʨʝʜʧʨʠʷʪʠʷ ʧʦ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʦʙʣʘʯʥʳʭ 

ʧʨʠʣʦʞʝʥʠʷʭ, ʩʠʛʥʘʣʠʟʠʨʫʷ ʦ ʤʝʥʴʰʝʤ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʦʙʣʘʢʘ ʚ ʮʝʣʦʤ ʠʣʠ ʦ 

ʙʦʣʴʰʝʡ ʜʦʣʝ ʧʨʠʣʦʞʝʥʠʡ, ʥʝ ʟʘʱʠʱʝʥʥʳʭ MFA. 

ɽʞʝʛʦʜʥʳʡ ʦʪʯʝʪ Duo Trusted Access Report ʧʨʦʚʝʨʷʝʪ 26 ʤʠʣʣʠʦʥʦʚ 

ʫʩʪʨʦʡʩʪʚ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʨʘʙʦʪʳ, ʠ 700 ʤʠʣʣʠʦʥʦʚ ʩʦʙʳʪʠʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʤʝʩʷʮ ʜʣʷ ʙʦʣʝʝ ʯʝʤ 500 000 ʫʥʠʢʘʣʴʥʳʭ ʢʦʨʧʦʨʘʪʠʚʥʳʭ 

ʧʨʠʣʦʞʝʥʠʡ ʥʘ ʦʩʥʦʚʝ ʥʝʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʭ ʠ ʘʛʨʝʛʠʨʦʚʘʥʥʳʭ ʜʘʥʥʳʭ ʠʟ 

ʢʣʠʝʥʪʩʢʦʡ ʙʘʟʳ Duo. ʏʪʦʙʳ ʧʨʦʩʤʦʪʨʝʪʴ ʦʪʯʝʪ, ʧʦʩʝʪʠʪʝ http://duo.sc/tar-2020. ʋ 

Duo ʙʦʣʝʝ 25 000 ʢʣʠʝʥʪʦʚ ʧʦ ʚʩʝʤʫ ʤʠʨʫ, ʚʢʣʶʯʘʷ Facebook, Lyft, ʄʠʯʠʛʘʥʩʢʠʡ 

ʫʥʠʚʝʨʩʠʪʝʪ, Yelp, Zillow ʠ ʤʥʦʛʠʝ ʜʨʫʛʠʝ. ʆʩʥʦʚʘʥʥʘʷ ʚ ɸʥʥ-ɸʨʙʦʨʝ, Duo ʠʤʝʝʪ 

ʦʬʠʩʳ ʚ ʆʩʪʠʥʝ, ʰʪʘʪ ʊʝʭʘʩ; ʉʘʥ-ʌʨʘʥʮʠʩʢʦ, ʂʘʣʠʬʦʨʥʠʷ; ʠ ʃʦʥʜʦʥè. (Matt 

Roush. Duo Report Finds Changing Security Landscape As Pandemic Forces Remote 



 34 

Work // MITechNews.com (https://mitechnews.com/cyber-defense/duo-report-finds-

changing-security-landscape-as-pandemic-forces-remote-work/). 12.11.2020).  
***  

 

çʅʝʩʤʦʪʨʷ ʥʘ ʜʝʩʷʪʠʣʝʪʠʷ ʢʨʫʧʥʳʭ ʠʥʚʝʩʪʠʮʠʡ ʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ, 

ʛʣʦʙʘʣʴʥʘʷ ʬʠʥʘʥʩʦʚʘʷ ʩʠʩʪʝʤʘ ʦʩʪʘʝʪʩʷ ʫʷʟʚʠʤʦʡ ʜʣʷ ʢʠʙʝʨʘʪʘʢ, ʧʦʩʢʦʣʴʢʫ 

ʙʘʥʢʠ ʠ ʨʝʛʫʣʠʨʫʶʱʠʝ ʦʨʛʘʥʳ ʥʝ ʤʦʛʫʪ ʢʦʦʨʜʠʥʠʨʦʚʘʪʴ ʩʚʦʶ ʜʝʷʪʝʣʴʥʦʩʪʴ, 

ʛʦʚʦʨʠʪʩʷ ʚ ʜʦʢʣʘʜʝ ʚʝʜʫʱʝʛʦ ʘʥʘʣʠʪʠʯʝʩʢʦʛʦ ʮʝʥʪʨʘ. 

ʊʘʢʠʝ ʩʦʙʳʪʠʷ, ʢʘʢ ʩʝʨʠʷ ʘʪʘʢ ʥʘ ʬʦʥʜʦʚʫʶ ʙʠʨʞʫ ʅʦʚʦʡ ɿʝʣʘʥʜʠʠ ʚ ʘʚʛʫʩʪʝ, 

ʢʦʪʦʨʘʷ ʧʨʠʚʝʣʘ ʢ ʦʩʪʘʥʦʚʢʝ ʪʦʨʛʦʚ, ʘ ʪʘʢʞʝ ʫʩʧʝʰʥʘʷ ʢʠʙʝʨʘʪʘʢʘ ʥʘ ʩʯʝʪʘ 

ʮʝʥʪʨʘʣʴʥʦʛʦ ʙʘʥʢʘ ɹʘʥʛʣʘʜʝʰ ʚ 2016 ʛʦʜʫ, ʧʦʢʘʟʳʚʘʶʪ, ʢʘʢ ʫʷʟʚʠʤʦʩʪʠ 

ʧʨʦʜʦʣʞʘʶʪ ʨʘʟʨʫʰʘʪʴ ʬʠʥʘʥʩʦʚʳʡ ʩʝʢʪʦʨ. 233-ʩʪʨʘʥʠʯʥʳʡ ʦʪʯʝʪ ʌʦʥʜʘ ʂʘʨʥʝʛʠ 

ʟʘ ʤʝʞʜʫʥʘʨʦʜʥʳʡ ʤʠʨ. 

çʇʝʯʘʣʴʥʦ ʪʦ, ʯʪʦ ʵʪʦ ʨʠʩʢ, ʢʦʪʦʨʳʡ ʥʠʢʫʜʘ ʥʝ ʜʝʥʝʪʩʷ. ʄʳ ʜʦʣʞʥʳ 

ʧʨʦʜʦʣʞʘʪʴ ʨʘʙʦʪʘʪʴ, ʯʪʦʙʳ ʧʨʦʪʠʚʦʩʪʦʷʪʴ ʵʪʦʤʫ ʨʠʩʢʫè, - ʩʢʘʟʘʣ ʫʧʨʘʚʣʷʶʱʠʡ 

ɹʘʥʢʘ ɸʥʛʣʠʠ ʕʥʜʨʶ ɹʝʡʣʠ ʥʘ ʚʠʨʪʫʘʣʴʥʦʡ ʧʘʥʝʣʠ, ʦʨʛʘʥʠʟʦʚʘʥʥʦʡ CEIP ʚ ʩʨʝʜʫ. 

ɹʘʥʢ ɸʥʛʣʠʠ ʚʤʝʩʪʝ ʩ ʄʝʞʜʫʥʘʨʦʜʥʳʤ ʚʘʣʶʪʥʳʤ ʬʦʥʜʦʤ, ʉʦʚʝʪʦʤ ʌʝʜʝʨʘʣʴʥʦʡ 

ʨʝʟʝʨʚʥʦʡ ʩʠʩʪʝʤʳ ʉʐɸ ʠ ʨʷʜʦʤ ʯʘʩʪʥʳʭ ʢʦʤʧʘʥʠʡ, ʪʘʢʠʭ ʢʘʢ Amazon.com Inc. ʠ 

ʢʨʫʧʥʳʝ ʙʘʥʢʠ, ʚʳʩʪʫʧʘʣʠ ʚ ʢʘʯʝʩʪʚʝ ʢʦʥʩʫʣʴʪʘʥʪʦʚ ʧʨʠ ʧʦʜʛʦʪʦʚʢʝ ʦʪʯʝʪʘ, 

ʢʦʪʦʨʳʡ ʙʳʣ ʧʦʜʛʦʪʦʚʣʝʥ ʚ ʧʘʨʪʥʝʨʩʪʚʝ ʩ ʌʝʜʝʨʘʣʴʥʦʡ ʨʝʟʝʨʚʥʦʡ ʩʠʩʪʝʤʦʡ ʉʐɸ. 

ɺʩʝʤʠʨʥʳʡ ʕʢʦʥʦʤʠʯʝʩʢʠʡ ʌʦʨʫʤ. 

ɺ ʜʦʢʣʘʜʝ ʛʦʚʦʨʠʪʩʷ, ʯʪʦ ʭʦʪʷ ʤʝʞʜʫʥʘʨʦʜʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ ʩʫʱʝʩʪʚʫʶʪ ʜʣʷ 

ʩʦʜʝʡʩʪʚʠʷ ʵʢʦʥʦʤʠʯʝʩʢʦʤʫ ʩʦʪʨʫʜʥʠʯʝʩʪʚʫ ʚ ʩʬʝʨʝ ʬʠʥʘʥʩʦʚʳʭ ʫʩʣʫʛ, ʚ ʪʦʤ 

ʯʠʩʣʝ ɻʨʫʧʧʘ ʩʝʤʠ ʩʪʨʘʥ ʠ ɻʨʫʧʧʘ 20 ʢʨʫʧʥʝʡʰʠʭ ʵʢʦʥʦʤʠʢ; ʵʢʦʥʦʤʠʯʝʩʢʠʝ 

ʩʦʚʝʪʳ ʙʦʛʘʪʳʭ ʩʪʨʘʥ; ʠ ʉʦʚʝʪ ʧʦ ʬʠʥʘʥʩʦʚʦʡ ʩʪʘʙʠʣʴʥʦʩʪʠ, ʦʨʛʘʥʠʟʘʮʠʷ, 

ʩʦʩʪʦʷʱʘʷ ʠʟ ʤʠʥʠʩʪʝʨʩʪʚ ʬʠʥʘʥʩʦʚ ʠ ʫʧʨʘʚʣʷʶʱʠʭ ʮʝʥʪʨʘʣʴʥʳʭ ʙʘʥʢʦʚ, ʚʦʧʨʦʩʳ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʟʥʘʯʠʪʝʣʴʥʦʡ ʩʪʝʧʝʥʠ ʦʩʪʘʚʣʝʥʳ ʥʘ ʫʩʤʦʪʨʝʥʠʝ ʦʪʜʝʣʴʥʳʭ 

ʩʪʨʘʥ ʠ ʫʯʨʝʞʜʝʥʠʡ. 

ʈʝʢʦʤʝʥʜʘʮʠʠ CEIP ʚʢʣʶʯʘʶʪ ʨʘʟʲʷʩʥʝʥʠʝ ʧʨʘʚʠʪʝʣʴʩʪʚʘʤʠ ʪʦʛʦ, ʢʘʢ ʦʥʠ 

ʪʦʣʢʫʶʪ ʤʝʞʜʫʥʘʨʦʜʥʦʝ ʧʨʘʚʦ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʠ ʟʘʢʣʶʯʝʥʠʝ 

ʜʠʧʣʦʤʘʪʠʯʝʩʢʠʭ ʩʦʛʣʘʰʝʥʠʡ ʦ ʪʦʤ, ʯʪʦ ʷʚʣʷʝʪʩʷ ʥʝʧʨʠʝʤʣʝʤʦʡ ʜʝʷʪʝʣʴʥʦʩʪʴʶ, 

ʥʘʧʨʠʤʝʨ, ʢʠʙʝʨʘʪʘʢʘ ʥʘ ʛʣʦʙʘʣʴʥʫʶ ʬʠʥʘʥʩʦʚʫʶ ʩʠʩʪʝʤʫ. ɺ ʦʪʯʝʪʝ ʪʘʢʞʝ 

ʩʦʜʝʨʞʠʪʩʷ ʧʨʠʟʳʚ ʢ ʧʨʘʚʠʪʝʣʴʩʪʚʘʤ ʧʨʦʜʦʣʞʘʪʴ ʧʨʦʷʚʣʷʪʴ ʩʜʝʨʞʘʥʥʦʩʪʴ ʧʨʠ 

ʧʨʦʚʝʜʝʥʠʠ ʥʘʩʪʫʧʘʪʝʣʴʥʳʭ ʢʠʙʝʨ-ʜʝʡʩʪʚʠʡ ʧʨʦʪʠʚ ʬʠʥʘʥʩʦʚʳʭ ʫʯʨʝʞʜʝʥʠʡ 

ʜʨʫʛʦʛʦ ʛʦʩʫʜʘʨʩʪʚʘ, ʯʪʦʙʳ ʥʝ ʥʦʨʤʘʣʠʟʦʚʘʪʴ ʵʪʫ ʜʝʷʪʝʣʴʥʦʩʪʴ. 

ʆʥ ʪʘʢʞʝ ʨʝʢʦʤʝʥʜʫʝʪ ʨʘʩʰʠʨʷʪʴ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ ʤʝʞʜʫ ʧʨʘʚʠʪʝʣʴʩʪʚʘʤʠ ʠ 

ʬʠʥʘʥʩʦʚʳʤ ʩʝʢʪʦʨʦʤ ʚ ʦʙʣʘʩʪʠ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʧʫʪʝʤ ʦʪʢʨʳʪʠʷ ʜʦʩʪʫʧʘ ʢ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠʣʠ ʝʝ ʨʘʩʩʝʢʨʝʯʠʚʘʥʠʷ, ʛʜʝ ʵʪʦ ʥʝʦʙʭʦʜʠʤʦ, ʘ 

ʪʘʢʞʝ ʩʦʚʤʝʩʪʥʳʭ ʤʝʨ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʘʪʘʢʠ ʯʝʨʝʟ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ ʦʨʛʘʥʳ. 

ʅʘ ʙʦʣʝʝ ʪʝʭʥʠʯʝʩʢʦʤ ʫʨʦʚʥʝ ʚ ʦʪʯʝʪʝ ʩʦʜʝʨʞʠʪʩʷ ʧʨʠʟʳʚ ʢ ʜʝʡʩʪʚʠʷʤ ʚ 

ʥʦʚʳʭ ʦʙʣʘʩʪʷʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʢʠʙʝʨʨʠʩʢʠ ʜʣʷ ʬʠʥʘʥʩʦʚʦʡ ʩʠʩʪʝʤʳ, 

ʥʘʧʨʠʤʝʨ, ʫʷʟʚʠʤʦʩʪʴ ʜʘʥʥʳʭ ʠ ʘʣʛʦʨʠʪʤʦʚ ʜʣʷ ʘʪʘʢ, ʠ ʠʟʫʯʝʥʠʝ ʨʠʩʢʦʚ, 

ʩʦʟʜʘʚʘʝʤʳʭ ʙʦʣʴʰʠʥʩʪʚʦʤ ʢʨʫʧʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʥʝʩʢʦʣʴʢʦ 

ʦʙʣʘʯʥʳʭ ʪʝʭʥʦʣʦʛʠʡ. ʧʦʩʪʘʚʱʠʢʠ ʫʩʣʫʛ. ɺ ʧʦʩʣʝʜʥʠʝ ʤʝʩʷʮʳ ʦʨʛʘʥʳ, ʚʢʣʶʯʘʷ 

ʅʘʮʠʦʥʘʣʴʥʳʡ ʠʥʩʪʠʪʫʪ ʩʪʘʥʜʘʨʪʦʚ ʠ ʪʝʭʥʦʣʦʛʠʡ, ʧʨʝʜʫʧʨʝʞʜʘʣʠ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ 
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ʜʘʥʥʳʭ, ʘ ʟʘʢʦʥʦʜʘʪʝʣʠ ʚ ʉʐɸ ʠ ʜʨʫʛʠʭ ʩʪʨʘʥʘʭ ʩʪʘʚʷʪ ʧʦʜ ʩʦʤʥʝʥʠʝ ʨʘʩʪʫʱʝʝ 

ʩʠʩʪʝʤʥʦʝ ʟʥʘʯʝʥʠʝ ʧʦʩʪʘʚʱʠʢʦʚ ʪʝʭʥʦʣʦʛʠʡ ʜʣʷ ʬʠʥʘʥʩʦʚʳʭ ʫʯʨʝʞʜʝʥʠʡ. 

ɻ-ʥ ɹʝʡʣʠ ʩʢʘʟʘʣ, ʯʪʦ ɺʝʣʠʢʦʙʨʠʪʘʥʠʷ, ʢʦʪʦʨʘʷ ʚ ʩʣʝʜʫʶʱʝʤ ʛʦʜʫ 

ʧʨʝʜʩʝʜʘʪʝʣʴʩʪʚʫʝʪ ʚ ɹʦʣʴʰʦʡ ʩʝʤʝʨʢʝ, ʧʨʠʤʝʪ ʢ ʩʚʝʜʝʥʠʶ ʨʝʢʦʤʝʥʜʘʮʠʠ ʦʪʯʝʪʘ ʠ 

ʯʪʦ ʜʣʷ ʩʝʢʪʦʨʘ ʞʠʟʥʝʥʥʦ ʚʘʞʥʦ ʚʳʜʝʣʠʪʴ ʨʝʩʫʨʩʳ ʜʣʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʥʝʩʤʦʪʨʷ ʥʘ ʜʨʫʛʠʝ ʪʨʫʜʥʦʩʪʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʛʣʦʙʘʣʴʥʳʝ ʵʢʦʥʦʤʠʢʘ ʧʦʜʦʨʚʘʥʘ 

ʧʘʥʜʝʤʠʝʡ ʢʦʨʦʥʘʚʠʨʫʩʘ. 

çʄʳ ʚʩʝ ʦʯʝʥʴ ʟʘʛʨʫʞʝʥʳ, ʠʤʝʷ ʜʝʣʦ ʩ ʩʝʨʴʝʟʥʦʡ ʛʣʦʙʘʣʴʥʦʡ ʧʨʦʙʣʝʤʦʡ - 

ʢʨʫʧʥʦʡ ʧʘʥʜʝʤʠʝʡ. ʀ ʚʩʝ ʞʝ ʤʳ ʥʝ ʤʦʞʝʤ ʦʩʣʘʙʣʷʪʴ ʙʜʠʪʝʣʴʥʦʩʪʴ ʚ ʚʦʧʨʦʩʝ 

ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʘè, - ʩʢʘʟʘʣ ʦʥ. 

ɹʵʥʢʩ ʧʦʜʯʝʨʢʥʫʣ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʝʜʠʥʦʛʦ ʧʦʜʭʦʜʘ ʢ ʧʨʘʢʪʠʢʝ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʯʝʨʝʟ ʤʝʞʜʫʥʘʨʦʜʥʳʝ ʛʨʘʥʠʮʳ. ʈʘʤʠ ʍʫʩʘʠʥʠ, ʛʣʘʚʥʳʡ 

ʩʧʝʮʠʘʣʠʩʪ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤ ʨʠʩʢʘʤ, ʘ ʪʘʢʞʝ ʩʧʝʮʠʘʣʠʩʪ 

ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʛʨʫʧʧʳ ʬʨʘʥʮʫʟʩʢʦʛʦ ʢʨʝʜʠʪʦʨʘ BNP Paribas SA, ʩʢʘʟʘʣ, ʯʪʦ, 

ʭʦʪʷ ʚ ʧʦʩʣʝʜʥʠʝ ʛʦʜʳ ʚʦ ʚʩʝʤ ʤʠʨʝ ʙʳʣ ʧʨʠʥʷʪ ʨʷʜ ʟʘʢʦʥʦʚ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʦʪʩʫʪʩʪʚʠʝ ʩʪʘʥʜʘʨʪʥʳʭ ʧʨʘʢʪʠʢ ʩʦʟʜʘʝʪ ʚʳʟʦʚ ʜʣʷ ʢʨʫʧʥʳʭ 

ʬʠʥʘʥʩʦʚʳʭ ʠʥʩʪʠʪʫʪʦʚ. 

çʄʳ ʩʪʘʣʠ ʩʚʠʜʝʪʝʣʷʤʠ ʚʦʣʥʳ ʥʦʚʳʭ ʟʘʢʦʥʦʚ ʠ ʨʫʢʦʚʦʜʷʱʠʭ ʧʨʠʥʮʠʧʦʚ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʩʬʦʨʤʫʣʠʨʦʚʘʥʳ ʚʧʝʨʚʳʝ. ʇʦʵʪʦʤʫ ʜʣʷ ʤʝʥʷ 

ʦʯʝʥʴ ʚʘʞʥʦ, ʯʪʦʙʳ ʤʳ ʧʨʦʜʚʠʛʘʣʠ ʩʦʛʣʘʩʦʚʘʥʥʳʝ ʥʦʨʤʳ, ʢʦʪʦʨʳʝ ʫʧʨʦʩʪʷʪ ʠ, 

ʦʪʢʨʦʚʝʥʥʦ ʛʦʚʦʨʷ, ʧʦʚʳʩʷʪ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʥʘʰʠʭ ʫʩʠʣʠʡè, - ʩʢʘʟʘʣ ʦʥ, ʚʳʩʪʫʧʘʷ 

ʥʘ ʩʣʝʜʫʶʱʝʡ ʜʠʩʢʫʩʩʠʠ, ʦʨʛʘʥʠʟʦʚʘʥʥʦʡ CEIP ʚ ʩʨʝʜʫ. 

ʆʜʥʘ ʠʟ ʢʣʶʯʝʚʳʭ ʨʝʢʦʤʝʥʜʘʮʠʡ ʦʪʯʝʪʘ ʩʦʩʨʝʜʦʪʦʯʝʥʘ ʥʘ ʫʚʝʣʠʯʝʥʠʠ ʯʠʩʣʘ 

ʩʦʪʨʫʜʥʠʢʦʚ, ʟʘʥʠʤʘʶʱʠʭʩʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ. ʄʝʞʜʫʥʘʨʦʜʥʳʡ ʢʦʥʩʦʨʮʠʫʤ ʧʦ 

ʩʝʨʪʠʬʠʢʘʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ, ʦʪʨʘʩʣʝʚʘʷ ʪʦʨʛʦʚʘʷ 

ʘʩʩʦʮʠʘʮʠʷ, ʦʮʝʥʠʚʘʝʪ, ʯʪʦ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʜʦʣʞʥʦʩʪʝʡ ʧʦ ʚʩʝʤʫ ʤʠʨʫ ʪʨʝʙʫʝʪʩʷ 

ʝʱʝ 3,1 ʤʠʣʣʠʦʥʘ ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɼʞʝʥ ʀʩʪʝʨʣʠ, ʛʣʘʚʘ ʮʝʥʪʨʘ Fusion Resilience Centre Morgan Stanley, ʢʦʪʦʨʳʡ 

ʟʘʥʠʤʘʝʪʩʷ ʚʦʧʨʦʩʘʤʠ ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʙʠʟʥʝʩʘ ʜʣʷ ʙʘʥʢʘ, ʧʨʝʜʣʦʞʠʣʘ ʥʘ ʪʦʡ ʞʝ 

ʧʘʥʝʣʠ, ʯʪʦ ʙʘʥʢʠ ʠ ʜʨʫʛʠʝ ʬʠʥʘʥʩʦʚʳʝ ʫʯʨʝʞʜʝʥʠʷ ʜʦʣʞʥʳ ʨʘʩʩʤʦʪʨʝʪʴ 

ʚʦʟʤʦʞʥʦʩʪʴ ʧʝʨʝʧʦʜʛʦʪʦʚʢʠ ʨʘʙʦʪʥʠʢʦʚ, ʧʦʪʝʨʷʚʰʠʭ ʨʘʙʦʪʫ ʠʟ-ʟʘ ʧʘʥʜʝʤʠʠ, ʠ 

ʨʘʩʩʤʦʪʨʝʪʴ ʙʦʣʝʝ ʨʘʟʥʳʭ ʢʘʥʜʠʜʘʪʦʚ. 

çʕʪʦ ʥʝʚʝʨʦʷʪʥʦ ʚʘʞʥʘʷ ʚʝʱʴ, ʥʘ ʢʦʪʦʨʦʡ ʤʳ ʚʩʝ ʜʦʣʞʥʳ ʩʦʩʨʝʜʦʪʦʯʠʪʴʩʷè, 

- ʩʢʘʟʘʣʘ ʦʥʘ. 

CEIP ʧʣʘʥʠʨʫʝʪ ʧʨʦʚʝʩʪʠ ʚ ʜʝʢʘʙʨʝ ʢʦʥʬʝʨʝʥʮʠʶ ʩ ʫʯʘʩʪʠʝʤ ʄɺʌ, 

ɺʩʝʤʠʨʥʦʛʦ ʙʘʥʢʘ ʠ ɺʩʝʤʠʨʥʦʛʦ ʵʢʦʥʦʤʠʯʝʩʢʦʛʦ ʬʦʨʫʤʘ, ʯʪʦʙʳ ʥʘʯʘʪʴ ʨʘʙʦʪʫ ʧʦ 

ʚʳʧʦʣʥʝʥʠʶ ʩʚʦʠʭ ʨʝʢʦʤʝʥʜʘʮʠʡè. (James Rundle. Think Tank Urges Financial 

Sector Action on Cyber Threats // Dow Jones & Company 

(https://www.wsj.com/articles/think-tank-urges-financial-sector-action-on-cyber-

threats-11605868201). 20.11.2020).  
***  

 

çɿʘ ʰʝʩʪʴ ʜʥʝʡ ʤʝʨʦʧʨʠʷʪʠʷ ʩʦʩʪʦʷʣʦʩʴ ʙʦʣʝʝ 70 ʜʦʢʣʘʜʦʚ ʠ ʢʨʫʛʣʳʭ 

ʩʪʦʣʦʚ, ʝʛʦ ʧʦʩʝʪʠʣʦ ʩʚʳʰʝ 20 ʪʳʩʷʯ ʯʝʣʦʚʝʢ 
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ʂ ʢʦʥʮʫ ʧʦʩʣʝʜʥʝʛʦ ʜʥʷ ʥʘ ʢʠʙʝʨʧʦʣʠʛʦʥʝ The Standoff ʘʪʘʢʫʶʱʠʝ ʚʟʣʦʤʘʣʠ 

ʧʝʨʠʤʝʪʨ ʚʩʝʭ ʰʝʩʪʠ ʦʨʛʘʥʠʟʘʮʠʡ ʠ ʟʘʢʨʝʧʠʣʠʩʴ ʚ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʩʝʪʷʭ. ʆʜʥʘʢʦ 

ʨʝʘʣʠʟʦʚʘʪʴ ʙʠʟʥʝʩ-ʨʠʩʢʠ ʦʢʘʟʘʣʦʩʴ ʩʣʦʞʥʝʝ: ʭʘʢʝʨʘʤ ʧʨʦʪʠʚʦʩʪʦʷʣʠ ʦʧʳʪʥʳʝ 

ʢʦʤʘʥʜʳ ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʟʘʱʠʪʝ. ɹʳʣʠ ʚʳʚʝʜʝʥʳ ʠʟ ʩʪʨʦʷ ʩʠʩʪʝʤʳ ʘʵʨʦʧʦʨʪʘ, 

ʧʘʨʢʘ ʨʘʟʚʣʝʯʝʥʠʡ, ʛʘʟʦʨʘʩʧʨʝʜʝʣʠʪʝʣʴʥʦʡ ʩʪʘʥʮʠʠ, ʥʝʬʪʝʜʦʙʳʚʘʶʱʝʡ ʢʦʤʧʘʥʠʠ ʠ 

ʵʣʝʢʪʨʦʩʪʘʥʮʠʠ. ʇʦʪʝʨʠ ʧʦʥʝʩʣʠ ʙʘʥʢ ʠ ʜʝʣʦʚʦʡ ʮʝʥʪʨ. ʅʘ ʨʝʢʣʘʤʥʳʭ ʵʢʨʘʥʘʭ 

ʚʟʣʦʤʱʠʢʠ ʤʦʛʣʠ ʧʦʢʘʟʳʚʘʪʴ ʯʪʦ ʫʛʦʜʥʦ. ʅʦ ʤʦʨʩʢʦʡ ʧʦʨʪ ʠ ʞʝʣʝʟʥʘʷ ʜʦʨʦʛʘ 

ʫʩʪʦʷʣʠ. 

ʇʦ ʛʦʨʷʯʠʤ ʩʣʝʜʘʤ ʨʘʩʩʢʘʟʳʚʘʝʤ ʦʙʦ ʚʩʝʤ, ʯʪʦ ʧʨʦʠʩʭʦʜʠʣʦ ʚʦ ʚʨʝʤʷ The 

Standoff. ɺ ʭʦʜʝ ʦʥʣʘʡʥ-ʚʳʩʪʫʧʣʝʥʠʡ ʵʢʩʧʝʨʪʦʚ ʩʣʫʰʘʪʝʣʠ ʫʟʥʘʣʠ, ʥʘʧʨʠʤʝʨ, ʢʘʢ 

ʧʦʣʫʯʠʪʴ ʬʠʟʠʯʝʩʢʠʡ ʜʦʩʪʫʧ ʚ ʧʦʤʝʱʝʥʠʝ, ʧʦʜʜʝʣʘʪʴ ʛʦʣʦʩ ʟʘ ʧʷʪʴ ʩʝʢʫʥʜ, 

ʨʘʩʰʠʬʨʦʚʘʪʴ ʠʩʧʦʨʯʝʥʥʳʝ ʚʠʨʫʩʦʤ-ʚʳʤʦʛʘʪʝʣʝʤ ʜʘʥʥʳʝ ʠ ʧʝʨʝʭʚʘʪʳʚʘʪʴ ʜʘʥʥʳʝ 

ʩʤʘʨʪʬʦʥʘ ʚ ʩʝʪʠ 5G. 

ʇʦʙʝʜʠʣʘ ʢʦʤʘʥʜʘ Codeby (27 123 ʙʘʣʣʦʚ), ʥʘ ʚʪʦʨʦʤ ʤʝʩʪʝ back2oaz (24 463 

ʙʘʣʣʦʚ), ʟʘ ʥʠʤʠ ʩʣʝʜʫʶʪ DeteAct (18 508 ʙʘʣʣʦʚ). ɸʪʘʢʫʶʱʠʤ ʫʜʘʣʦʩʴ 

ʨʝʘʣʠʟʦʚʘʪʴ 47% ʟʘʣʦʞʝʥʥʳʭ ʨʠʩʢʦʚ. ɼʚʘ ʨʝʘʣʠʟʦʚʘʥʥʳʭ ʢʠʙʝʨʨʠʩʢʘ ʠʟ 24 

ʦʢʘʟʘʣʠʩʴ ʥʦʚʳʤʠ, ʥʝ ʧʨʝʜʫʩʤʦʪʨʝʥʥʳʤʠ ʚ ʧʨʦʛʨʘʤʤʝ ʩʦʨʝʚʥʦʚʘʥʠʷ. ɺʩʝʛʦ ʞʶʨʠ 

ʧʨʠʥʷʣʦ ʙʦʣʝʝ 50 ʦʪʯʝʪʦʚ ʦʙ ʫʩʧʝʰʥʦ ʚʳʧʦʣʥʝʥʥʳʭ ʟʘʜʘʥʠʷʭ. 

ʂʦʤʘʥʜʳ ʟʘʱʠʪʥʠʢʦʚ ʩʤʦʛʣʠ ʚʳʷʚʠʪʴ ʙʦʣʝʝ 200 ʠʥʮʠʜʝʥʪʦʚ ʀɹ ʚ ʩʚʦʠʭ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʘʭ. ɹʦʣʴʰʝ ʚʩʝʛʦ ʠʥʮʠʜʝʥʪʦʚ ʦʙʥʘʨʫʞʠʣʠ ʢʦʤʘʥʜʳ IZ:SOC ʠ 

CT&MM. ʂʦʤʘʥʜʳ ʧʨʦʚʝʣʠ 21 ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʦʚ. ɺ ʩʨʝʜʥʝʤ ʥʘ 

ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʩ ʥʝʦʙʭʦʜʠʤʦʡ ʧʦʣʥʦʪʦʡ ʩʦʙʨʘʥʥʳʭ ʬʘʢʪʦʚ ʢʦʤʘʥʜʘʤ ʪʨʝʙʦʚʘʣʦʩʴ 

11 ʯʘʩʦʚ 50 ʤʠʥʫʪ. 

ɺʩʝ ʢʦʤʧʘʥʠʠ ʩʪʦʣʢʥʫʣʠʩʴ ʩ ʧʦʩʣʝʜʩʪʚʠʷʤʠ ʢʠʙʝʨʘʪʘʢ. ʇʝʨʝʯʠʩʣʠʤ ʥʘʠʙʦʣʝʝ 

ʩʝʨʴʝʟʥʳʝ: 

ʅʘ ʥʝʬʪʝʭʠʤʠʯʝʩʢʦʤ ʟʘʚʦʜʝ Nuft ʧʨʦʠʟʦʰʣʘ ʘʚʘʨʠʷ ʠ ʫʪʝʯʢʘ ʷʜʦʚʠʪʳʭ 

ʚʝʱʝʩʪʚ. ɸʪʘʢʫʶʱʠʤ ʫʜʘʣʦʩʴ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʩʠʩʪʝʤʝ ʫʧʨʘʚʣʝʥʠʷ ʟʘʚʦʜʦʤ, ʦʥʠ 

ʟʘʢʨʳʣʠ ʚʭʦʜʥʦʡ ʢʣʘʧʘʥ ʚ ʭʦʣʦʜʠʣʴʥʳʡ ʢʦʥʪʫʨ, ʯʪʦ ʧʨʠʚʝʣʦ ʢ ʧʝʨʝʛʨʝʚʫ ʠ 

ʥʘʨʫʰʝʥʠʶ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʦʛʦ ʧʨʦʮʝʩʩʘ. ɸ ʚʩʢʦʨʝ ʥʘʧʘʜʘʶʱʠʝ ʩʤʦʛʣʠ ʧʦʣʥʦʩʪʴʶ 

ʝʛʦ ʦʩʪʘʥʦʚʠʪʴ. 

ʀʟ-ʟʘ ʢʠʙʝʨʘʪʘʢʠ ʦʩʪʘʥʦʚʠʣʘʩʴ ʨʘʙʦʪʘ ʥʝʬʪʝʜʦʙʳʚʘʶʱʝʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʯʪʦ 

ʧʨʠʚʝʣʦ ʢ ʧʨʝʢʨʘʱʝʥʠʶ ʜʦʙʳʯʠ ʥʝʬʪʠ. ʂʨʦʤʝ ʪʦʛʦ, ʥʘʧʘʜʘʶʱʠʝ ʩʤʦʛʣʠ ʧʦʣʫʯʠʪʴ 

ʜʦʩʪʫʧ ʢ ʩʠʩʪʝʤʝ ʫʧʨʘʚʣʝʥʠʷ ʭʨʘʥʠʣʠʱʘʤʠ ʥʝʬʪʝʧʨʦʜʫʢʪʦʚ ʠ ʥʘʨʫʰʠʣʠ ʧʨʦʮʝʩʩ 

ʪʨʘʥʩʧʦʨʪʠʨʦʚʢʠ ʥʝʬʪʠ ʚ ʭʨʘʥʠʣʠʱʝ. ʇʦʟʞʝ ʠʤ ʫʜʘʣʦʩʴ ʦʩʪʘʥʦʚʠʪʴ ʨʘʙʦʪʫ 

ʢʦʥʪʨʦʣʣʝʨʘ, ʫʧʨʘʚʣʷʶʱʝʛʦ ʪʨʘʥʩʧʦʨʪʠʨʦʚʢʦʡ ʥʝʬʪʝʧʨʦʜʫʢʪʦʚ. 

ɺ ʧʘʨʢʝ ʨʘʟʚʣʝʯʝʥʠʡ 25 Hours ʫʧʘʣʦ ʢʦʣʝʩʦ ʦʙʦʟʨʝʥʠʷ. ʆʜʥʘ ʠʟ ʢʦʤʘʥʜ 

ʧʦʣʫʯʠʣʘ ʜʦʩʪʫʧ ʢ ʩʠʩʪʝʤʝ ʫʧʨʘʚʣʝʥʠʷ ʘʪʪʨʘʢʮʠʦʥʦʤ ʠ ʫʚʝʣʠʯʠʣʘ ʩʢʦʨʦʩʪʴ 

ʚʨʘʱʝʥʠʷ ʢʦʣʝʩʘ ʜʦ ʤʘʢʩʠʤʘʣʴʥʦʡ ð ʨʝʟʫʣʴʪʘʪ ʦʢʘʟʘʣʩʷ ʧʣʘʯʝʚʥʳʤ. ɿʘʪʝʤ 

ʥʘʧʘʜʘʶʱʠʝ ʦʩʪʘʥʦʚʠʣʠ ʨʘʙʦʪʫ ʢʦʥʪʨʦʣʣʝʨʘ, ʫʧʨʘʚʣʷʶʱʝʛʦ ʢʦʣʝʩʦʤ ʦʙʦʟʨʝʥʠʷ, 

ʯʪʦʙʳ ʧʦʩʝʪʠʪʝʣʠ ʥʝ ʤʦʛʣʠ ʧʦʢʠʥʫʪʴ ʘʪʪʨʘʢʮʠʦʥ, ʠ ʦʪʢʣʶʯʠʣʠ ʝʛʦ ʦʩʚʝʱʝʥʠʝ. 

ʆʪʤʝʪʠʤ ʠ ʫʩʧʝʰʥʳʝ ʘʪʘʢʠ ʥʘ ʙʘʥʢ, ʚ ʭʦʜʝ ʢʦʪʦʨʳʭ ʥʘʧʘʜʘʶʱʠʝ ʩʤʦʛʣʠ 

ʫʢʨʘʩʪʴ ʜʝʥʴʛʠ ʩʦ ʩʯʝʪʦʚ ʛʦʨʦʞʘʥ, ʘ ʪʘʢʞʝ ʫʟʥʘʪʴ ʜʘʥʥʳʝ ʢʣʠʝʥʪʦʚ ɼɹʆ (ʠʤʷ, 

ʦʩʪʘʪʦʢ ʥʘ ʩʯʝʪʝ, PAN ʢʘʨʪʳ ʠ ʪ. ʧ.). 

ɺ ʜʚʫʭ ʢʦʤʧʘʥʠʷʭ ʙʳʣʠ ʫʢʨʘʜʝʥʳ ʮʝʥʥʳʝ ʜʦʢʫʤʝʥʪʳ, ʘ ʧʦʭʠʪʠʪʴ 

ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ ʩʦʪʨʫʜʥʠʢʦʚ ʘʪʘʢʫʶʱʠʝ ʩʤʦʛʣʠ ʠʟ ʧʷʪʠ ʢʦʤʧʘʥʠʡ. 
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ʋʞʝ ʚ ʧʦʩʣʝʜʥʠʝ ʤʠʥʫʪʳ ʩʦʨʝʚʥʦʚʘʥʠʷ ʢʦʤʘʥʜʘ back2oaz ʧʦʣʫʯʠʣʘ ʜʦʩʪʫʧ ʢ 

ʩʠʩʪʝʤʝ ʫʧʨʘʚʣʝʥʠʷ ʢʦʥʜʠʮʠʦʥʠʨʦʚʘʥʠʝʤ ʠ ʩʤʦʛʣʘ ʠʟʤʝʥʷʪʴ ʪʝʤʧʝʨʘʪʫʨʫ ʚʦʟʜʫʭʘ 

ʚ ʦʬʠʩʥʳʭ ʟʜʘʥʠʷʭ. 

ʈʝʘʣʠʟʘʮʠʷ ʥʝʢʦʪʦʨʳʭ ʢʠʙʝʨʨʠʩʢʦʚ ʙʳʣʘ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʩʚʷʟʘʥʘ ʩ 

ʥʝʜʦʩʪʘʪʦʯʥʦʡ ʟʘʱʠʪʦʡ ʩʘʡʪʦʚ ʢʦʤʧʘʥʠʡ. ʅʘʧʨʠʤʝʨ, ʩʙʦʠ ʚ ʨʘʙʦʪʝ ʦʥʣʘʡʥ-ʢʘʩʩ 

ʧʘʨʢʘ ʘʪʪʨʘʢʮʠʦʥʦʚ, ʩʝʨʚʠʩʘ ʧʦ ʧʨʦʜʘʞʝ ʘʚʠʘʙʠʣʝʪʦʚ ʠ ʩʠʩʪʝʤʳ ʨʝʛʠʩʪʨʘʮʠʠ 

ʧʘʩʩʘʞʠʨʦʚ ʥʘ ʨʝʡʩ ʥʘ ʩʘʡʪʝ ʘʵʨʦʧʦʨʪʘ. 

ʅʦ ʚ ʦʩʥʦʚʥʦʤ ʥʘʧʘʜʘʶʱʠʤ ʩʥʘʯʘʣʘ ʥʫʞʥʦ ʙʳʣʦ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ 

ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʢʦʤʧʘʥʠʠ. ʀ ʟʜʝʩʴ ʤʳ ʪʦʞʝ ʚʠʜʠʤ, ʯʪʦ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ 

ʘʪʘʢʫʶʱʠʝ ʠʩʢʘʣʠ ʫʷʟʚʠʤʦʩʪʠ ʚ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷʭ ʠ ʯʝʨʝʟ ʥʠʭ ʧʨʦʥʠʢʘʣʠ ʚ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ. ʆʙ ʫʩʧʝʰʥʳʭ ʧʦʧʳʪʢʘʭ ʵʢʩʧʣʫʘʪʘʮʠʠ ʪʘʢʠʭ ʫʷʟʚʠʤʦʩʪʝʡ 

ʩʦʦʙʱʘʣʠ ʠ ʢʦʤʘʥʜʳ ʟʘʱʠʪʥʠʢʦʚ. 

ʇʝʨʚʘʷ ʫʷʟʚʠʤʦʩʪʴ ʙʳʣʘ ʥʘʡʜʝʥʘ ʢʦʤʘʥʜʦʡ n0x ʚ ʩʠʩʪʝʤʝ ʢʦʤʧʘʥʠʠ Nuft 

ʯʝʨʝʟ 19 ʤʠʥʫʪ ʧʦʩʣʝ ʩʪʘʨʪʘ ʩʦʨʝʚʥʦʚʘʥʠʡ. ɾʶʨʠ ʧʨʠʥʷʣʦ 433 ʦʪʯʝʪʘ ʦ ʥʘʡʜʝʥʥʳʭ 

ʫʷʟʚʠʤʦʩʪʷʭ. ʇʦʯʪʠ ʧʦʣʦʚʠʥʫ ʠʟ ʥʠʭ ʩʦʩʪʘʚʠʣʦ ʚʥʝʜʨʝʥʠʝ SQL-ʢʦʜʘ ʠ ʝʱʝ 

ʯʝʪʚʝʨʪʴ ð ʥʝʜʦʩʪʘʪʢʠ, ʧʦʟʚʦʣʷʶʱʠʝ ʚʳʧʦʣʥʠʪʴ ʧʨʦʠʟʚʦʣʴʥʳʡ ʢʦʜ ʥʘ ʩʝʨʚʝʨʝ. 

ɼʚʝ ʪʨʝʪʠ ʚʩʝʭ ʫʷʟʚʠʤʦʩʪʝʡ ʚʳʷʚʠʣʠ ʚ ʢʦʤʧʘʥʠʷʭ Nuft ʠ Big Bro Group. 

ʉʘʤʦʝ ʙʦʣʴʰʦʝ ʯʠʩʣʦ ʨʠʩʢʦʚ ð ʚʦʩʝʤʴ ð ʙʳʣʦ ʨʝʘʣʠʟʦʚʘʥʦ ʚ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʢʦʤʧʘʥʠʠ 25 Hours, ʢʦʪʦʨʘʷ ʫʧʨʘʚʣʷʝʪ ʜʝʣʦʚʳʤ ʮʝʥʪʨʦʤ ʛʦʨʦʜʘ, 

ʩʠʩʪʝʤʦʡ ʢʦʥʜʠʮʠʦʥʠʨʦʚʘʥʠʷ, ʩʚʝʪʦʬʦʨʘʤʠ ʠ ʧʘʨʢʦʤ ʨʘʟʚʣʝʯʝʥʠʡ, ʥʘ ʚʪʦʨʦʤ 

ʤʝʩʪʝ ð ʥʝʬʪʷʥʘʷ ʢʦʤʧʘʥʠʷ Nuft, ʛʜʝ ʙʳʣʦ ʨʝʘʣʠʟʦʚʘʥʦ ʩʝʤʴ ʫʥʠʢʘʣʴʥʳʭ ʨʠʩʢʦʚ. 

ʅʝʟʘʪʨʦʥʫʪʳʤʠ ʦʩʪʘʣʠʩʴ ʪʦʣʴʢʦ ʞʝʣʝʟʥʦʜʦʨʦʞʥʘʷ ʩʪʘʥʮʠʷ ʠ ʤʦʨʩʢʦʡ ʧʦʨʪ. 

ʂʘʞʜʳʡ ʪʨʝʪʠʡ ʨʠʩʢ ʦʧʘʩʝʥ ʜʣʷ ʣʶʜʝʡ 

ʇʦ ʦʮʝʥʢʝ ʄʘʢʩʠʤʘ ʌʠʣʠʧʧʦʚʘ, ʜʠʨʝʢʪʦʨʘ Positive Technologies ʧʦ ʨʘʟʚʠʪʠʶ 

ʙʠʟʥʝʩʘ ʚ ʈʦʩʩʠʠ, ʪʨʝʪʴ ʨʠʩʢʦʚ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʭ ʥʘ ʢʠʙʝʨʧʦʣʠʛʦʥʝ, ʤʦʛʫʪ ʪʘʢ ʠʣʠ 

ʠʥʘʯʝ ʚʣʠʷʪʴ ʥʘ ʬʠʟʠʯʝʩʢʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ ʣʶʜʝʡ. ɺʳʩʪʫʧʘʷ ʥʘ ʙʠʟʥʝʩ-ʩʝʩʩʠʠ ʀɼ 

çʂʦʤʤʝʨʩʘʥʪʲè ʚ ʨʘʤʢʘʭ The Standoff, ʦʥ ʥʘʧʦʤʥʠʣ, ʯʪʦ ʚ ʵʪʦʤ ʛʦʜʫ ʫ 

ʢʠʙʝʨʧʨʦʪʠʚʦʩʪʦʷʥʠʷ ʝʩʪʴ ʨʷʜ ʚʘʞʥʳʭ ʥʦʚʦʚʚʝʜʝʥʠʡ. 

çʂʘʞʜʦʤʫ ʦʙʲʝʢʪʫ ʥʘ ʢʠʙʝʨʧʦʣʠʛʦʥʝ ʧʨʠʩʫʱʠ ʪʝ ʠʣʠ ʠʥʳʝ ʙʠʟʥʝʩ-ʨʠʩʢʠ: 

ʦʩʪʘʥʦʚʢʘ ʧʨʦʠʟʚʦʜʩʪʚʘ, ʫʪʝʯʢʘ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ, ʧʦʪʝʨʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ 

ʜʦʢʫʤʝʥʪʦʚ ʠ ʪ. ʧ., ð ʨʘʩʩʢʘʟʘʣ ʄʘʢʩʠʤ ʌʠʣʠʧʧʦʚ. ð ɿʜʝʩʴ ʥʝʪ ʚʝʢʪʦʨʦʚ ʘʪʘʢ. ʄʳ 

ʦʪʜʘʝʤ ʧʣʦʱʘʜʢʫ ʚ ʨʘʩʧʦʨʷʞʝʥʠʝ ʘʪʘʢʫʶʱʠʭ ʢʦʤʘʥʜ (red teams), ʢʦʪʦʨʳʝ ʣʦʤʘʶʪ 

ʩʠʩʪʝʤʳ, ʠʩʩʣʝʜʫʶʪ ʠʭ. ʄʳ ʞʝ ʥʘʙʣʶʜʘʝʤ, ʢʘʢ ʚʟʣʘʤʳʚʘʶʪʩʷ ʩʠʩʪʝʤʳ, 

ʘʥʘʣʠʟʠʨʫʝʤ ʪʨʘʬʠʢ ʠ ʮʝʧʦʯʢʠ ʘʪʘʢ. ʅʘ ʚʳʭʦʜʝ ʧʦʣʫʯʘʝʤ ʮʝʥʥʫʶ ʵʢʩʧʝʨʪʠʟʫ, 

ʢʦʪʦʨʘʷ ʟʘʪʝʤ ʠʜʝʪ ʚ ʥʘʰʠ ʧʨʦʜʫʢʪʳè. 

çʄʳ ʥʝ ʦʞʠʜʘʣʠ, ʯʪʦ ʧʦʣʦʚʠʥʘ ʨʠʩʢʦʚ ʙʫʜʝʪ ʨʝʘʣʠʟʦʚʘʥʘ, ð ʧʦʜʝʣʠʣʩʷ 

ʚʧʝʯʘʪʣʝʥʠʷʤʠ ɼʤʠʪʨʠʡ ʉʝʨʝʙʨʷʥʥʠʢʦʚ, ʜʠʨʝʢʪʦʨ ʧʦ ʘʥʘʣʠʟʫ ʟʘʱʠʱʝʥʥʦʩʪʠ 

Positive Technologies. ð ʕʪʦ ʦʯʝʥʴ ʤʥʦʛʦ, ʦʩʦʙʝʥʥʦ ʫʯʠʪʳʚʘʷ, ʯʪʦ ʙʳʣʦ ʤʘʣʦ 

ʚʨʝʤʝʥʠ. ɺ ʵʪʦʤ ʛʦʜʫ ʫʨʦʚʝʥʴ ʘʪʘʢʫʶʱʠʭ ʩʠʣʴʥʦ ʚʳʨʦʩè. 

çɺ ʵʪʦʤ ʛʦʜʫ ʟʘʱʠʪʘ ʜʦʣʞʥʘ ʙʳʣʘ ʜʦʢʘʟʘʪʴ, ʯʪʦ ʤʦʞʝʪ ʦʪʩʣʝʜʠʪʴ ʠʥʮʠʜʝʥʪ 

ʧʦʵʪʘʧʥʦ. ʆʩʥʦʚʥʘʷ ʮʝʣʴ ʙʳʣʘ ʩʣʝʜʠʪʴ ʟʘ ʨʘʙʦʪʦʡ ʩʝʨʚʠʩʦʚ ʠ ʢʘʢ ʤʦʞʥʦ ʙʳʩʪʨʝʝ 

ʫʩʪʨʘʥʷʪʴ ʩʙʦʠ, ʚʳʟʚʘʥʥʳʝ ʜʝʡʩʪʚʠʷʤʠ ʘʪʘʢʫʶʱʠʭ, ð ʨʘʩʩʢʘʟʘʣ ʜʠʨʝʢʪʦʨ 

ʜʝʧʘʨʪʘʤʝʥʪʘ ʙʘʟʳ ʟʥʘʥʠʡ ʠ ʵʢʩʧʝʨʪʠʟʳ Positive Technologies ʄʠʭʘʠʣ ʇʦʤʟʦʚ. ð 

ʕʬʬʝʢʪʠʚʥʦʩʪʴ ʢʦʤʘʥʜ ʟʘʱʠʪʥʠʢʦʚ ʦʮʝʥʠʚʘʣʘʩʴ ʧʦ ʢʦʣʠʯʝʩʪʚʫ ʟʘʬʠʢʩʠʨʦʚʘʥʥʳʭ 

ʘʪʘʢ, ʧʦ ʩʨʝʜʥʝʤʫ ʚʨʝʤʝʥʠ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʘ ð ʠ ʚʨʝʤʝʥʠ ʜʦʩʪʫʧʥʦʩʪʠ 
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ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ: ʯʝʤ ʵʪʦʪ ʧʘʨʘʤʝʪʨ ʥʠʞʝ, ʪʝʤ ʩʣʘʙʝʝ ʜʝʡʩʪʚʫʶʪ ʟʘʱʠʪʥʠʢʠ, ʘ 

ʘʪʘʢʫʶʱʠʝ ʥʘʥʦʩʷʪ ʙʦʣʴʰʝ ʚʨʝʜʘè. 

ʂʘʢ ʣʦʤʘʶʪ ʜʚʝʨʠ, ʙʘʥʢʠ ʠ 5G 

ʄʝʯʪʘ ʤʥʦʛʠʭ ʭʘʢʝʨʦʚ ð ʧʦʣʫʯʠʪʴ ʬʠʟʠʯʝʩʢʠʡ ʜʦʩʪʫʧ ʢ ʦʙʦʨʫʜʦʚʘʥʠʶ. 

ʈʦʙʝʨʪ ʉʝʣʣ, ʧʨʝʟʠʜʝʥʪ ʢʦʤʧʘʥʠʠ Trace Labs, ʚ ʭʦʜʝ ʩʚʦʝʛʦ ʜʦʢʣʘʜʘ ʨʘʩʩʢʘʟʘʣ ʦ 

ʚʦʩʴʤʠ ʰʘʛʘʭ, ʢʦʪʦʨʳʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʨʝʜʧʨʠʥʠʤʘʶʪ, ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ 

ʬʠʟʠʯʝʩʢʠʡ ʜʦʩʪʫʧ ʢ ʠʥʪʝʨʝʩʫʶʱʝʤʫ ʠʭ ʧʦʤʝʱʝʥʠʶ. ʈʦʙʝʨʪ ʨʘʩʩʢʘʟʘʣ, ʢʘʢ 

ʧʨʝʩʪʫʧʥʠʢʠ ʧʨʦʚʦʜʷʪ ʨʘʟʚʝʜʢʫ, ʯʪʦ ʜʝʣʘʶʪ ʚ ʭʦʜʝ ʪʝʩʪʦʚʳʭ ʧʦʧʳʪʦʢ 

ʧʨʦʥʠʢʥʦʚʝʥʠʷ ð ʠ ʢʘʢʠʝ ʦʙʲʷʩʥʝʥʠʷ ʟʘʛʦʪʘʚʣʠʚʘʶʪ ʥʘ ʩʣʫʯʘʡ ʧʦʠʤʢʠ. ʇʦʤʠʤʦ 

ʵʪʦʛʦ, ʵʢʩʧʝʨʪ ʧʨʝʜʩʪʘʚʠʣ ʧʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʣʷ ʬʠʟʠʯʝʩʢʦʛʦ 

ʚʟʣʦʤʘ ʟʘʤʢʦʚ ʠ ʦʪʢʨʳʪʠʷ ʜʚʝʨʝʡ, ʘ ʪʘʢʞʝ ʩʧʦʩʦʙʦʚ ʩʧʨʷʪʘʪʴ ʠʭ ʚ ʥʫʞʥʦʤ ʟʜʘʥʠʠ, 

ʯʪʦʙʳ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʥʫʞʥʳʡ ʤʦʤʝʥʪ. 

ʅʦ ʜʣʷ ʙʘʥʢʘ ʩʝʛʦʜʥʷ ʚʘʞʥʝʝ ʥʝ ʢʨʝʧʦʩʪʴ ʜʚʝʨʝʡ, ʘ ʠʥʬʦʨʤʘʮʠʦʥʥʘʷ 

ʙʝʟʦʧʘʩʥʦʩʪʴ. ɼʠʨʝʢʪʦʨ ʧʦ ʠʩʩʣʝʜʦʚʘʥʠʷʤ Cyber R&D Lab ʊʠʤʫʨ ʖʥʫʩʦʚ 

ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʣ, ʯʪʦ ʤʥʦʛʠʝ ʙʘʥʢʠ ʤʠʨʘ ʜʦʚʦʣʴʥʦ ʩʣʘʙʦ ʟʘʱʠʱʝʥʳ ʦʪ 

ʬʠʥʘʥʩʦʚʳʭ ʤʘʭʠʥʘʮʠʡ. ʊʠʤʫʨ ʧʨʠʚʝʣ ʨʝʘʣʴʥʳʝ ʧʨʠʤʝʨʳ ʥʝʩʢʦʣʴʢʠʭ ʘʪʘʢ ʥʘ 

ʝʚʨʦʧʝʡʩʢʠʝ ʙʘʥʢʠ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʳʭ ʙʳʣʠ ʫʢʨʘʜʝʥʳ ʩʦʪʥʠ ʪʳʩʷʯ ʠ ʤʠʣʣʠʦʥʳ 

ʝʚʨʦ. ʆʥ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʣ ʦʰʠʙʢʠ, ʢʦʪʦʨʳʝ ʩʦʚʝʨʰʘʶʪ ʩʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʨʠʩʢ-ʤʝʥʝʜʞʤʝʥʪʘ ʬʠʥʘʥʩʦʚʳʭ ʦʨʛʘʥʠʟʘʮʠʡ, ʘ ʪʘʢʞʝ ʜʘʣ ʧʨʘʢʪʠʯʝʩʢʠʝ ʩʦʚʝʪʳ, ʢʘʢ 

ʠʟʙʝʞʘʪʴ ʧʨʦʙʣʝʤ. ʊʘʢ, ʜʣʷ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʤʥʦʛʠʤ ʫʛʨʦʟʘʤ ʙʘʥʢʘʤ ʜʘʞʝ ʥʝ 

ʥʫʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʦʞʥʳʝ ʨʝʰʝʥʠʷ ð ʥʘʧʨʠʤʝʨ, ʥʘ ʦʩʥʦʚʝ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ 

ʠʥʪʝʣʣʝʢʪʘ; ʜʦʩʪʘʪʦʯʥʦ ʧʨʦʩʪʦ ʫʩʪʨʘʥʷʪʴ ʢʦʥʢʨʝʪʥʳʝ ʠʟʚʝʩʪʥʳʝ ʫʷʟʚʠʤʦʩʪʠ ʠ 

ʘʥʘʣʠʟʠʨʦʚʘʪʴ, ʩʢʦʣʴʢʦ ʜʝʥʝʛ ʢʦʤʧʘʥʠʷ ʨʝʘʣʴʥʦ ʪʝʨʷʝʪ ʦʪ ʦʧʨʝʜʝʣʝʥʥʳʭ ʚʠʜʦʚ 

ʘʪʘʢ, ʯʪʦʙʳ ʙʦʨʦʪʴʩʷ ʩ ʥʠʤʠ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ. 

ʋ ʩʝʪʝʡ 5G ʤʥʦʛʦ ʧʨʝʠʤʫʱʝʩʪʚ: ʦʥʠ ʧʦʟʚʦʣʷʶʪ ʨʘʟʚʠʚʘʪʴʩʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ 

ʧʦʜʢʣʶʯʝʥʥʳʭ ʘʚʪʦʤʦʙʠʣʝʡ, ʩ ʠʭ ʧʦʤʦʱʴʶ ʣʝʛʯʝ ʫʧʨʘʚʣʷʪʴ ʛʦʨʦʜʩʢʠʤ ʪʨʘʬʠʢʦʤ ʠ 

ʧʦʚʳʰʘʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ ʫʯʘʩʪʥʠʢʦʚ ʜʦʨʦʞʥʦʛʦ ʜʚʠʞʝʥʠʷ. ɼʨʫʛʘʷ ʦʪʨʘʩʣʴ, ʨʘʩʮʚʝʪ 

ʢʦʪʦʨʦʡ ʩʚʷʟʳʚʘʶʪ ʩ 5G, ð ʵʪʦ ʪʝʣʝʭʠʨʫʨʛʠʷ. ʆʜʥʘʢʦ ʜʘʥʥʳʭ ʦʙ ʵʪʠʭ ʪʝʭʥʦʣʦʛʠʷʭ 

ʩ ʧʦʟʠʮʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦʚʩʝʤ ʤʘʣʦ, ʟʘʷʚʠʣ ʚ ʭʦʜʝ ʩʚʦʝʛʦ 

ʚʳʩʪʫʧʣʝʥʠʷ ɼʤʠʪʨʠʡ ʂʫʨʙʘʪʦʚ, ʜʠʨʝʢʪʦʨ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Positive Technologies. çʅʝ ʭʦʪʝʣ ʙʳ ʷ, ʯʪʦʙʳ ʤʦʠ 

ʜʝʪʠ ʦʢʘʟʘʣʠʩʴ ʚʦ ʚʟʣʦʤʘʥʥʦʤ ʭʘʢʝʨʘʤʠ ʘʚʪʦʙʫʩʝ, ʢʦʪʦʨʳʡ ʫʧʨʘʚʣʷʝʪʩʷ 

ʘʚʪʦʧʠʣʦʪʦʤè, ð ʦʪʤʝʪʠʣ ʜʦʢʣʘʜʯʠʢ. ʇʦ ʝʛʦ ʩʣʦʚʘʤ, ʘʨʭʠʪʝʢʪʫʨʘ 5G ʚʦ ʤʥʦʛʦʤ 

ʦʩʥʦʚʘʥʘ ʥʘ ʪʝʭʥʦʣʦʛʠʷʭ ʩʝʪʝʡ ʧʨʝʜʳʜʫʱʠʭ ʧʦʢʦʣʝʥʠʡ, ʠ ʧʦʵʪʦʤʫ ʚʩʝ ʫʷʟʚʠʤʦʩʪʠ 

ʵʪʠʭ ʩʝʪʝʡ ʦʩʪʘʶʪʩʷ ʘʢʪʫʘʣʴʥʳʤʠ. ɺ ʩʚʦʝʤ ʚʳʩʪʫʧʣʝʥʠʠ ʥʘ The Standoff ɼʤʠʪʨʠʡ 

ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʣ, ʢʘʢ ʘʪʘʢʫʶʱʠʡ ʤʦʞʝʪ ʩ ʧʦʤʦʱʴʶ MITM-ʘʪʘʢʠ ʯʝʨʝʟ 

ʫʷʟʚʠʤʦʩʪʠ ʚ ʧʨʦʪʦʢʦʣʝ PFCP ʧʝʨʝʭʚʘʪʠʪʴ ʜʘʥʥʳʝ ʧʦʜʢʣʶʯʝʥʥʦʛʦ ʢ 5G ʩʤʘʨʪʬʦʥʘ, 

ð ʠ ʘʥʦʥʩʠʨʦʚʘʣ ʥʦʚʦʝ ʠʩʩʣʝʜʦʚʘʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ 5G, ʢʦʪʦʨʦʝ ʦʞʠʜʘʝʪʩʷ ʚ ʢʦʥʮʝ 

ʛʦʜʘ. 

ʆ ʧʨʦʙʣʝʤʘʭ ʚʠʨʫʩʦʚ-ʚʳʤʦʛʘʪʝʣʝʡ 

ʅʝʠʟʚʝʩʪʥʳʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʠʩʧʦʣʴʟʫʷ ʚʠʨʫʩ-ʰʠʬʨʦʚʘʣʴʱʠʢ STOP 

(Djvu), ʘʪʘʢʦʚʘʣʠ ʢʦʤʧʴʶʪʝʨ ʦʜʥʦʛʦ ʠʟ ʜʨʫʟʝʡ ʨʫʢʦʚʦʜʠʪʝʣʷ ʦʪʜʝʣʘ ʘʥʘʣʠʟʘ 

ʧʨʠʣʦʞʝʥʠʡ Positive Technologies ɼʤʠʪʨʠʷ ʉʢʣʷʨʦʚʘ. ʆʥʠ ʟʘʰʠʬʨʦʚʘʣʠ ʮʝʥʥʳʝ 

ʜʘʥʥʳʝ ʠ ʧʦʪʨʝʙʦʚʘʣʠ ʚʳʢʫʧ ʚ ʙʠʪʢʦʡʥʘʭ, ʵʢʚʠʚʘʣʝʥʪʥʳʡ ʩʫʤʤʝ ʚ 980 ʜʦʣʣʘʨʦʚ. 

ɼʨʫʛ ʠʩʩʣʝʜʦʚʘʪʝʣʷ ʨʝʰʠʣ, ʯʪʦ çʩ ʪʝʨʨʦʨʠʩʪʘʤʠ ʧʝʨʝʛʦʚʦʨʦʚ ʥʝ ʚʝʜʫʪè, ʠ ʧʦʧʨʦʩʠʣ 
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ʧʦʤʦʱʠ ʫ ɼʤʠʪʨʠʷ. ɺ ʭʦʜʝ ʚʳʩʪʫʧʣʝʥʠʷ ʥʘ The Standoff ʜʦʢʣʘʜʯʠʢ ʨʘʩʩʢʘʟʘʣ, ʢʘʢ 

ʝʤʫ ʫʜʘʣʦʩʴ ʚʦʩʩʪʘʥʦʚʠʪʴ ʜʘʥʥʳʝ ʠ ʥʘʡʪʠ ʦʥʣʘʡʥ-ʢʣʶʯʠ ʜʣʷ ʞʝʨʪʚ STOP (Djvu), 

ʠʩʧʦʣʴʟʫʷ ʨʘʟʣʠʯʥʳʝ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʤʝʪʦʜʳ. 

ʊʝʤʫ ʚʳʤʦʛʘʪʝʣʝʡ ʧʨʦʜʦʣʞʠʣ ʚʝʜʫʱʠʡ ʩʧʝʮʠʘʣʠʩʪ ʧʦ ʢʦʤʧʴʶʪʝʨʥʦʡ 

ʢʨʠʤʠʥʘʣʠʩʪʠʢʝ Group-IB ʆʣʝʛ ʉʢʫʣʢʠʥ. ɽʛʦ ʜʦʢʣʘʜ ʙʳʣ ʧʦʩʚʷʱʝʥ ʪʘʢʪʠʢʘʤ, 

ʤʝʪʦʜʘʤ ʠ ʧʨʦʮʝʜʫʨʘʤ ʨʘʟʣʠʯʥʳʭ ʦʧʝʨʘʪʦʨʦʚ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ, ʪʘʢʠʭ ʢʘʢ 

Conti, Ryuk, Prolock, DoppelPaymer, CI0p, Maze, TinyCryptor. ʕʢʩʧʝʨʪ ʦʪʤʝʪʠʣ, ʯʪʦ 

ʰʠʬʨʦʚʘʣʴʱʠʢʠ ʩʪʘʣʠ ʥʘʠʙʦʣʝʝ ʟʘʤʝʪʥʦʡ ʧʨʦʙʣʝʤʦʡ ʀɹ ʚ ʫʭʦʜʷʱʝʤ ʛʦʜʫ. 

ʇʦʷʚʠʣʦʩʴ ʦʛʨʦʤʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʥʦʚʦʛʦ ʚʳʤʦʛʘʪʝʣʴʩʢʦʛʦ ʇʆ ʠ ʘʪʘʢʦʚʘʪʴ ʩʪʘʣʠ 

ʢʨʫʧʥʳʝ ʢʦʨʧʦʨʘʮʠʠ, ʪʘʢʠʝ ʢʘʢ Canon ʠ Garmin. ɺ ʨʝʟʫʣʴʪʘʪʝ ʤʘʢʩʠʤʘʣʴʥʳʝ 

ʨʘʟʤʝʨʳ ʚʳʢʫʧʦʚ ʟʥʘʯʠʪʝʣʴʥʦ ʫʚʝʣʠʯʠʣʠʩʴ, ʥʘʧʨʠʤʝʨ, Garmin ʧʨʠʰʣʦʩʴ ʟʘʧʣʘʪʠʪʴ 

ʟʘ ʨʘʩʰʠʬʨʦʚʢʫ 10 ʤʣʥ ʜʦʣʣʘʨʦʚ. 

ʉ ʆʣʝʛʦʤ ʉʢʫʣʢʠʥʳʤ ʩʦʛʣʘʩʝʥ ʨʫʢʦʚʦʜʠʪʝʣʴ ʛʣʦʙʘʣʴʥʦʛʦ ʮʝʥʪʨʘ 

ʠʩʩʣʝʜʦʚʘʥʠʡ ʠ ʘʥʘʣʠʟʘ ʫʛʨʦʟ (GREAT) çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʂʦʩʪʠʥ ʈʘʡʶ. 

çɽʩʣʠ ʚ 2017 ʛʦʜʫ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ ʚ ʦʩʥʦʚʥʦʤ ʧʨʦʩʠʣʠ ʤʘʣʝʥʴʢʠʡ ʚʳʢʫʧ 

(ʦʪ 100 ʜʦ 300 ʜʦʣʣʘʨʦʚ) ʠ ʮʝʣʷʤʠ ʘʪʘʢʫʶʱʠʭ ʙʳʣʠ ʯʘʩʪʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʠ ʠʭ 

ʧʝʨʩʦʥʘʣʴʥʳʝ ʢʦʤʧʴʶʪʝʨʳ, ʪʦ ʧʨʠʤʝʨʥʦ ʩ ʢʦʥʮʘ 2017 ʛʦʜʘ ʵʪʦʪ ʪʨʝʥʜ ʠʟʤʝʥʠʣʩʷ ʠ 

ʘʪʘʢʠ ʩʪʘʣʠ ʩʣʦʞʥʝʝè. ʆʜʥʠʤ ʠʟ ʪʨʝʥʜʦʚ ʵʪʦʛʦ ʛʦʜʘ ʵʢʩʧʝʨʪ ʥʘʟʚʘʣ ʩʪʨʝʤʣʝʥʠʝ 

ʭʘʢʝʨʦʚ ʧʫʙʣʠʢʦʚʘʪʴ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʟʘʰʠʬʨʦʚʘʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ 

ʰʘʥʪʘʞʠʨʦʚʘʪʴ ʢʦʤʧʘʥʠʠ-ʞʝʨʪʚʳ: çʇʦʵʪʦʤʫ ʢʦʤʧʘʥʠʠ ʧʣʘʪʷʪ ʤʠʣʣʠʦʥʳ ʜʦʣʣʘʨʦʚ, 

ʦʧʘʩʘʷʩʴ ʨʝʧʫʪʘʮʠʦʥʥʳʭ ʧʦʪʝʨʴè. 

ʈʘʡʶ ʪʘʢʞʝ ʧʨʠʟʚʘʣ ʚʩʝʭ, ʢʪʦ ʩʪʘʣ ʞʝʨʪʚʦʡ ʰʠʬʨʦʚʘʣʴʱʠʢʦʚ, ʥʝ ʚʝʩʪʠ 

ʧʝʨʝʛʦʚʦʨʳ ʩ ʧʨʝʩʪʫʧʥʠʢʘʤʠ ʠ ʥʝ ʧʣʘʪʠʪʴ ʠʤ ʚʳʢʫʧ ʟʘ ʨʘʩʰʠʬʨʦʚʢʫ ʜʘʥʥʳʭ, ʚʝʜʴ 

ʥʝʪ ʥʠʢʘʢʠʭ ʛʘʨʘʥʪʠʡ, ʯʪʦ ʜʘʥʥʳʝ ʙʫʜʫʪ ʨʘʩʰʠʬʨʦʚʘʥʳ. ɺʤʝʩʪʦ ʵʪʦʛʦ ʦʥ 

ʧʦʩʦʚʝʪʦʚʘʣ ʦʙʨʘʱʘʪʴʩʷ ʥʘ ʧʦʨʪʘʣ nomoreransom.org: ʵʪʦ ʛʣʦʙʘʣʴʥʳʡ ʧʨʦʝʢʪ, ʚ 

ʨʘʤʢʘʭ ʢʦʪʦʨʦʛʦ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʧʦʤʦʛʘʶʪ ʨʘʩʰʠʬʨʦʚʘʪʴ ʟʘʰʠʬʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ 

ʙʝʩʧʣʘʪʥʦ, ʚ ʩʣʫʯʘʝ ʝʩʣʠ ʜʣʷ ʵʪʦʛʦ ʩʫʱʝʩʪʚʫʝʪ ʠʥʩʪʨʫʤʝʥʪʘʨʠʡ. çɽʩʣʠ 

ʠʥʩʪʨʫʤʝʥʪʦʚ ʥʝʪ ʩʝʡʯʘʩ, ʦʥʠ ʤʦʛʫʪ ʧʦʷʚʠʪʴʩʷ ʧʦʟʞʝ. ʀ ʢʦʥʝʯʥʦ, ʥʝ ʟʘʙʳʚʘʡʪʝ 

ʘʨʭʠʚʠʨʦʚʘʪʴ ʩʚʦʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʭʨʘʥʠʪʴ ʝʝ ʥʘ ʥʝʜʦʩʪʫʧʥʦʤ ʦʬʣʘʡʥʦʚʦʤ 

ʨʝʩʫʨʩʝè, ð ʜʦʙʘʚʠʣ ʈʘʡʶ. 

çɺ 2020 ʛʦʜʫ ʧʨʝʩʪʫʧʥʠʢʠ, ʧʨʦʥʠʢʘʷ ʥʘ ʢʦʤʧʴʶʪʝʨʳ ʩ ʮʝʣʴʶ ʧʦʣʫʯʝʥʠʷ 

ʬʠʥʘʥʩʦʚʦʡ ʚʳʛʦʜʳ, ʫʞʝ ʥʝ ʧʳʪʘʣʠʩʴ ʚʳʩʦʩʘʪʴ ʜʝʥʴʛʠ ʩʘʤʠ, ʥʘʧʨʘʚʠʚ ʚ ʩʚʦʶ 

ʩʪʦʨʦʥʫ ʬʠʥʘʥʩʦʚʫʶ ʪʨʫʙʫ, ʢʘʢ ʙʳʣʦ ʨʘʥʴʰʝ, ʘ ʰʠʬʨʦʚʘʣʠ ʜʘʥʥʳʝ ʠ ʪʨʝʙʦʚʘʣʠ ʦʪ 

ʞʝʨʪʚ ʟʘʧʣʘʪʠʪʴ ʚʳʢʫʧ ʚ ʙʠʪʢʦʡʥʘʭè, ð ʦʪʤʝʪʠʣ ʉʝʨʛʝʡ ɻʦʣʦʚʘʥʦʚ, ʚʝʜʫʱʠʡ 

ʘʥʪʠʚʠʨʫʩʥʳʡ ʵʢʩʧʝʨʪ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè. ɻʦʚʦʨʷ ʦ ʪʨʝʥʜʘʭ ʀɹ, ʧʦʤʠʤʦ 

ʘʪʘʢ ʰʠʬʨʦʚʘʣʴʱʠʢʦʚ, ʉʝʨʛʝʡ ʦʙʨʘʪʠʣ ʚʥʠʤʘʥʠʝ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ ʚ 

ʩʨʝʜʩʪʚʘʭ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ. ʂʨʦʤʝ ʪʦʛʦ, ʚ ʵʪʦʤ ʛʦʜʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ 

ʥʘʮʝʣʠʣʠʩʴ ʥʘ ʜʦʤʘʰʥʠʝ ʢʦʤʧʴʶʪʝʨʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʯʝʨʝʟ ʢʦʪʦʨʳʝ ʤʦʞʥʦ 

ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʚ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʢʦʤʧʘʥʠʠ. 

ʇʨʦʙʣʝʤʳ ʬʘʣʴʰʠʚʳʭ ʛʦʣʦʩʦʚ ʠ ʣʠʮ 

ɸʣʛʦʨʠʪʤʳ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʩʝʡʯʘʩ ʧʨʠʤʝʥʷʶʪ ʚ ʩʚʦʝʡ ʨʘʙʦʪʝ ʢʘʢ 

ʩʧʝʮʠʘʣʠʩʪʳ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʘʢ ʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ. ɺʷʯʝʩʣʘʚ 

ɻʦʨʜʝʝʚ, ʘʨʭʠʪʝʢʪʦʨ ʩʠʩʪʝʤ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʠʟ Fortinet, ʨʘʩʩʤʦʪʨʝʣ ʪʘʢʠʝ 

ʪʝʭʥʦʣʦʛʠʠ, ʢʘʢ ʤʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ, ʥʝʡʨʦʥʥʳʝ ʩʝʪʠ, ʛʣʫʙʦʢʠʝ ʥʝʡʨʦʥʥʳʝ ʩʝʪʠ. 

ʆʥʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʬʠʣʴʪʨʘʮʠʠ ʩʧʘʤʘ, ʧʘʩʩʠʚʥʦʛʦ ʘʥʘʣʠʟʘ ʪʨʘʬʠʢʘ, ʧʦʠʩʢʘ 
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ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʠʣʠ ʟʘʱʠʪʳ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ. ɸʪʘʢʫʶʱʠʝ ʪʘʢʞʝ ʙʝʨʫʪ ʥʘ 

ʚʦʦʨʫʞʝʥʠʝ ʵʪʠ ʪʝʭʥʦʣʦʛʠʠ ʜʣʷ ʩʙʦʨʘ ʠʥʬʦʨʤʘʮʠʠ ʜʣʷ ʧʦʜʜʝʣʢʠ ʙʠʦʤʝʪʨʠʯʝʩʢʠʭ 

ʜʘʥʥʳʭ (ʟʘʧʠʩʝʡ ʛʦʣʦʩʘ, ʠʟʦʙʨʘʞʝʥʠʡ ʣʠʮʘ), ʧʦʜʙʦʨʘ ʧʘʨʦʣʝʡ ʠ ʧʦʠʩʢʘ 

ʫʷʟʚʠʤʦʩʪʝʡ. 

ʈʘʟʛʦʚʦʨ ʦ ʬʘʣʴʰʠʚʦʡ ʙʠʦʤʝʪʨʠʠ ʧʨʦʜʦʣʞʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʠʟ ʢʦʤʧʘʥʠʠ BBVA Next Technologies ʄʠʛʝʣʴ ʕʨʥʘʥʜʝʩ ɹʦʩʘ ʠ ʍʦʩʝ ʀʛʥʘʩʠʦ 

ʕʩʢʨʠʙʘʥʦ. ʆʥʠ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʣʠ ʪʝʭʥʠʢʠ, ʘʣʛʦʨʠʪʤʳ ʠ ʠʥʩʪʨʫʤʝʥʪʳ 

(ʙʦʣʴʰʠʥʩʪʚʦ ʠʟ ʥʠʭ ʦʧʝʥʩʦʨʩʥʳʝ), ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʛʝʥʝʨʘʮʠʠ ʠ 

ʦʙʥʘʨʫʞʝʥʠʷ ʬʘʣʴʰʠʚʳʭ ʜʘʥʥʳʭ (ʘʫʜʠʦ, ʪʝʢʩʪʦʚ, ʠʟʦʙʨʘʞʝʥʠʡ ʠ ʚʠʜʝʦ). ʉʝʛʦʜʥʷ 

ʩʫʱʝʩʪʚʫʶʪ ʦʪʢʨʳʪʳʝ ʠʥʩʪʨʫʤʝʥʪʳ, ʧʦʟʚʦʣʷʶʱʠʝ ʢʣʦʥʠʨʦʚʘʪʴ ʛʦʣʦʩ ʥʘ ʦʩʥʦʚʝ 

ʚʩʝʛʦ ʧʷʪʠ ʩʝʢʫʥʜ ʘʫʜʠʦ, ʟʘʤʝʥʷʪʴ ʣʠʮʘ ʥʘ ʚʠʜʝʦ ʠʣʠ ʩʦʟʜʘʚʘʪʴ ʫʥʠʢʘʣʴʥʳʝ 

ʘʚʘʪʘʨʳ. ʀʭ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʘʪʘʢ ʢʘʢ ʥʘ ʢʦʥʢʨʝʪʥʳʭ ʣʶʜʝʡ (ʩ ʮʝʣʴʶ 

ʠʩʧʦʨʪʠʪʴ ʠʭ ʨʝʧʫʪʘʮʠʶ), ʪʘʢ ʠ ʥʘ ʦʨʛʘʥʠʟʘʮʠʠ. ʉʦʟʜʘʥʠʝ ʩʠʥʪʝʪʠʯʝʩʢʠʭ 

ʣʠʯʥʦʩʪʝʡ ʩʪʘʥʦʚʠʪʩʷ ʚʩʝ ʧʨʦʱʝ, ʘ ʙʦʨʴʙʘ ʩ ʥʠʤʠ ð ʩʣʦʞʥʝʝ. ʕʢʩʧʝʨʪʳ ʚ ʭʦʜʝ 

ʜʦʢʣʘʜʘ ʧʦʢʘʟʘʣʠ ʦʛʨʘʥʠʯʝʥʠʷ ʨʘʟʣʠʯʥʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʠ ʪʝʭʥʠʢ ʩʦʟʜʘʥʠʷ 

ʩʠʥʪʝʪʠʯʝʩʢʠʭ ʜʘʥʥʳʭ; ʵʪʦ ʧʦʤʦʞʝʪ ʩʧʝʮʠʘʣʠʩʪʘʤ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʠʭ 

ʦʙʥʘʨʫʞʝʥʠʠ. 

ʆʙ ʫʛʨʦʟʘʭ ʜʨʫʛʦʡ ʥʦʚʦʡ ʪʝʭʥʦʣʦʛʠʠ ð ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʨʝʥʜʝʨʠʥʛʘ ð 

ʨʘʩʩʢʘʟʘʣ ʠʩʩʣʝʜʦʚʘʪʝʣʴ ʀɹ ʠʟ ʘʤʝʨʠʢʘʥʩʢʦʛʦ ʩʪʘʨʪʘʧʘ r2c ɺʘʩʠʣʠʡ ɽʨʤʠʣʦʚ. 

ʆʙʳʯʥʦ ʧʦʜʦʙʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʠʩʧʦʣʴʟʫʶʪ, ʯʪʦʙʳ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʢʨʘʫʣʝʨʘʤ 

(Google, Slack, Twitter-ʙʦʪ) ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʦʙʨʘʙʦʪʘʥʥʳʝ ʩʪʨʘʥʠʮʳ ʩʘʡʪʘ, ʪʘʢʠʤ 

ʦʙʨʘʟʦʤ ʫʣʫʯʰʘʷ SEO. ʅʦ ʥʝʚʝʨʥʘʷ ʥʘʩʪʨʦʡʢʘ ʜʠʥʘʤʠʯʝʩʢʦʛʦ ʨʝʥʜʝʨʠʥʛʘ 

ʦʪʢʨʳʚʘʝʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʚʦʟʤʦʞʥʦʩʪʴ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ SSRF-ʘʪʘʢ. ʇʨʠʯʝʤ ʜʣʷ 

ʵʪʦʛʦ ʠʤ ʥʝ ʥʫʞʥʦ ʙʫʜʝʪ ʪʨʘʪʠʪʴ ʩʝʨʴʝʟʥʳʝ ʫʩʠʣʠʷ, ʘ ʝʱʝ ʙʦʣʝʝ ʫʩʫʛʫʙʣʷʝʪ 

ʩʠʪʫʘʮʠʶ ʪʦʪ ʬʘʢʪ, ʯʪʦ ʜʠʥʘʤʠʯʝʩʢʠʡ ʨʝʥʜʝʨʠʥʛ ʚʩʝʛʜʘ ʧʨʠʤʝʥʷʶʪ ʜʣʷ ʩʘʤʳʭ 

ʚʘʞʥʳʭ ʠ ʧʦʧʫʣʷʨʥʳʭ ʩʪʨʘʥʠʮ ʩʘʡʪʦʚ. ɺʘʩʠʣʠʡ ʦʧʠʩʘʣ ʩʚʦʡ ʦʧʳʪ ʧʦʠʩʢʘ 

ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʩʝʨʚʠʩʝ Rendertron, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʠʣ ʝʤʫ ʧʦʣʫʯʠʪʴ ʢʦʥʪʨʦʣʴ ʥʘʜ 

ʦʜʥʠʤ ʠʟ ʥʝʧʫʙʣʠʯʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. ʂʨʦʤʝ ʪʦʛʦ, ʵʢʩʧʝʨʪ ʨʘʩʩʢʘʟʘʣ ʦ ʪʦʤ, ʢʘʢ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʧʝʥʩʦʨʩʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ, ʯʪʦʙʳ ʫʩʢʦʨʠʪʴ ʧʨʦʮʝʩʩ ʚʳʷʚʣʝʥʠʷ 

ʫʷʟʚʠʤʦʩʪʝʡ. 

ʅʦʚʳʝ ʧʦʜʭʦʜʳ ʢ ʟʘʱʠʪʝ ʦʪ Microsoft 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʚʩʝ ʯʘʱʝ ʩʤʝʱʘʶʪ ʩʚʦʡ ʬʦʢʫʩ ʥʘ ʫʨʦʚʝʥʴ ʧʨʦʰʠʚʢʠ ʠ 

ʧʳʪʘʶʪʩʷ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʪʴ ʧʨʦʮʝʜʫʨʫ ʟʘʛʨʫʟʢʠ ʩʠʩʪʝʤʳ. ʆʜʠʥ ʠʟ ʧʨʠʤʝʨʦʚ ð 

ʫʷʟʚʠʤʦʩʪʴ BootHole. ɺ 2018 ʛʦʜʫ ʫʷʟʚʠʤʦʩʪʠ ʚ ʧʨʦʰʠʚʢʝ ʠʩʧʦʣʴʟʦʚʘʣʘ 

ʛʨʫʧʧʠʨʦʚʢʘ Strontium. ʆʙ ʘʧʧʘʨʘʪʥʳʭ ʤʝʭʘʥʠʟʤʘʭ ʟʘʱʠʪʳ Windows 10 ʨʘʩʩʢʘʟʘʣ 

ɸʨʪʝʤ ʉʠʥʠʮʳʥ, ʨʫʢʦʚʦʜʠʪʝʣʴ ʧʨʦʛʨʘʤʤ ʀɹ Microsoft ʚ ʎʝʥʪʨʘʣʴʥʦʡ ʠ ɺʦʩʪʦʯʥʦʡ 

ɽʚʨʦʧʝ. ʀʥʠʮʠʘʪʠʚʘ Secured-core PCs (SecOps) ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʦʟʜʘʥʠʝ 

ʢʦʤʧʴʶʪʝʨʦʚ ʥʘ ʙʘʟʝ Windows 10, ʟʘʱʠʱʝʥʥʳʭ ʦʪ ʚʥʝʰʥʠʭ ʘʪʘʢ ʥʘ ʫʨʦʚʥʝ 

ʧʨʦʰʠʚʢʠ. ʊʘʢʠʝ ʩʠʩʪʝʤʳ ʦʙʝʩʧʝʯʠʚʘʶʪ ʙʠʦʤʝʪʨʠʯʝʩʢʫʶ ʠʜʝʥʪʠʬʠʢʘʮʠʶ ʙʝʟ 

ʨʠʩʢʘ ʫʪʝʯʢʠ ʜʘʥʥʳʭ, ʙʝʟʦʧʘʩʥʦʝ ʭʨʘʥʠʣʠʱʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʨʝʜʠʪʥʳʭ ʢʘʨʪʘʭ ʠ 

ʜʨʫʛʠʭ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʭ ʜʘʥʥʳʭ, ʙʝʟʦʧʘʩʥʫʶ ʟʘʛʨʫʟʢʫ, ʟʘʱʠʪʫ ʦʪ ʙʫʪʢʠʪʦʚ ʠ ʪ. 

ʧ. ʇʦʤʠʤʦ Microsoft Surface, ʥʘ ʨʳʥʢʝ ʫʞʝ ʝʩʪʴ ʫʩʪʨʦʡʩʪʚʘ, ʧʦʜʜʝʨʞʠʚʘʶʱʠʝ 

Secured-core PCs, ʪʘʢʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ, ʢʘʢ Dell, Dynabook, HP, Lenovo, Panasonic. 

ʉʠʥʠʮʳʥ ʪʘʢʞʝ ʨʘʩʩʢʘʟʘʣ ʦ ʪʦʤ, ʩʢʦʣʴʢʦ ʫ Microsoft ʨʘʟʣʠʯʥʳʭ ʧʨʦʛʨʘʤʤ bug 

bounty ð ʩ ʠʭ ʧʦʤʦʱʴʶ ʧʦʚʳʰʘʶʪ ʟʘʱʠʱʝʥʥʦʩʪʴ ʥʘʧʨʘʚʣʝʥʠʡ Identity, Windows, 
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Xbox, Azure, Dynamics ʠ Microsoft Edge. ɸʨʪʝʤ ʧʦʜʨʦʙʥʦ ʦʧʠʩʘʣ ʫʩʣʦʚʠʷ ʨʘʙʦʪʳ 

ʧʦ ʦʙʥʘʨʫʞʝʥʠʶ ʠ ʦʙʥʘʨʦʜʦʚʘʥʠʶ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ, ʘ ʪʘʢʞʝ ʨʘʩʩʢʘʟʘʣ, 

ʯʪ· ʥʫʞʥʦ ʟʥʘʪʴ ʧʝʨʝʜ ʧʦʜʘʯʝʡ ʟʘʷʚʢʠ ʯʝʨʝʟ Coordinated Vulnerability Disclosure. 

ʋʛʨʦʟʳ ʜʣʷ ʨʘʟʨʘʙʦʪʯʠʢʦʚ  

ʇʦʧʫʣʷʨʥʳʝ ʧʨʦʜʫʢʪʳ ʜʣʷ ʧʨʦʚʝʨʢʠ ʢʘʯʝʩʪʚʘ ʢʦʜʘ ʠʣʠ ʦʮʝʥʢʠ ʫʨʦʚʥʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʘʤʠ ʧʦ ʩʝʙʝ ʤʦʛʫʪ ʙʳʪʴ ʪʦʯʢʦʡ ʚʭʦʜʘ ʜʣʷ APT-ʛʨʫʧʧʠʨʦʚʦʢ. ɼʝʥʠʩ 

ʄʘʢʨʫʰʠʥ, ʨʫʢʦʚʦʜʠʪʝʣʴ ʛʨʫʧʧʳ ʧʝʨʩʧʝʢʪʠʚʥʳʭ ʠʩʩʣʝʜʦʚʘʥʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʢʦʤʧʘʥʠʠ Huawei, ʨʘʩʩʢʘʟʘʣ, ʚ ʯʘʩʪʥʦʩʪʠ, ʦ SonarQube ð ʧʣʘʪʬʦʨʤʝ ʩ ʦʪʢʨʳʪʳʤ 

ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ ʜʣʷ ʘʥʘʣʠʟʘ ʢʘʯʝʩʪʚʘ ʠ ʟʘʱʠʱʝʥʥʦʩʪʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʜʘ. ʉ 

ʧʦʤʦʱʴʶ ʧʨʦʩʪʦʛʦ ʟʘʧʨʦʩʘ çport:9000 sonarqubeè ʚ Shodan ʤʦʞʥʦ ʦʙʥʘʨʫʞʠʪʴ 

ʜʝʩʷʪʢʠ ʠ ʩʦʪʥʠ ʠʥʩʪʘʣʣʷʮʠʡ, ʜʦʩʪʫʧʥʳʭ ʠʟ ʠʥʪʝʨʥʝʪʘ, ʫ ʥʝʢʦʪʦʨʳʭ ʦʪʩʫʪʩʪʚʫʝʪ 

ʢʘʢʘʷ-ʣʠʙʦ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʧʦʷʚʣʷʝʪʩʷ ʧʨʦʩʪʦʡ 

ʜʦʩʪʫʧ ʢ ʧʨʦʛʨʘʤʤʥʦʤʫ ʢʦʜʫ, ʨʘʟʨʘʙʘʪʳʚʘʝʤʦʤʫ ʠʣʠ ʧʨʦʭʦʜʷʱʝʤʫ ʧʨʦʚʝʨʢʫ ʚ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ɺ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʥʝ ʥʘʜʦ ʠʩʧʦʣʴʟʦʚʘʪʴ Shodan. ʈʘʟʨʘʙʦʪʯʠʢʠ ʠ QA-

ʠʥʞʝʥʝʨʳ ʩʘʤʠ ʚʳʢʣʘʜʳʚʘʶʪ ʤʥʦʞʝʩʪʚʦ ʩʢʨʠʧʪʦʚ ʩ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ 

ʠʥʬʦʨʤʘʮʠʝʡ ʚ ʧʫʙʣʠʯʥʳʝ ʨʝʧʦʟʠʪʦʨʠʠ, ʚ ʢʦʪʦʨʳʭ ʩ ʧʦʤʦʱʴʶ ʵʣʝʤʝʥʪʘʨʥʦʛʦ 

GitHub-scrapping ʧʦ ʟʘʧʨʦʩʫ, ʥʘʧʨʠʤʝʨ, çproduct_name+passè ʤʦʞʥʦ ʦʙʥʘʨʫʞʠʪʴ 

ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʠʣʠ ʧʨʠʚʘʪʥʳʝ ʢʣʶʯʠ ʠ ʩʝʨʪʠʬʠʢʘʪʳ (çdomain_name+privateè). 

ʄʦʞʥʦ ʚʟʷʪʴ ʠ ʢʦʤʤʝʨʯʝʩʢʦʝ ʨʝʰʝʥʠʝ ʠʟ ʢʚʘʜʨʘʥʪʘ Gartner, ʪʘʢʦʝ ʢʘʢ Checkmarx, 

ʠʥʩʪʘʣʣʷʮʠʠ ʢʦʪʦʨʦʛʦ ʦʙʥʘʨʫʞʠʚʘʶʪʩʷ ʧʦ ʟʘʧʨʦʩʫ ʚʠʜʘ çCxWebclientè, ð ʠ ʦʥʠ 

ʪʘʢʞʝ ʯʘʩʪʦ ʦʪʢʨʳʪʳ ʜʣʷ ʚʩʝʭ ʞʝʣʘʶʱʠʭ. ɼʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʫʜʘʣʝʥʠʷ ʧʦʜʦʙʥʳʭ 

ʫʪʝʯʝʢ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʝʰʝʥʠʷ secret-management, ʥʘʧʨʠʤʝʨ Hashicorp Vault. 

ʇʨʦ QA-ʠʥʞʝʥʝʨʦʚ ʚ ʩʚʦʝʤ ʚʳʩʪʫʧʣʝʥʠʠ ʛʦʚʦʨʠʣ ʠ ʉʝʨʛʝʡ ɻʦʨʦʭʦʚ, 

ʘʨʭʠʪʝʢʪʦʨ ʨʝʰʝʥʠʡ ʢʦʤʧʘʥʠʠ EPAM. ʆʥ ʨʘʩʩʢʘʟʘʣ ʦ ʚʘʞʥʦʩʪʠ ʙʝʟʦʧʘʩʥʦʡ 

ʨʘʟʨʘʙʦʪʢʠ, ʟʘʣʦʛʦʤ ʢʦʪʦʨʦʡ ʜʦʣʞʥʦ ʩʪʘʪʴ ʪʝʩʥʦʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʧʦʜʨʘʟʜʝʣʝʥʠʡ 

AppSec ʠ security testing: çʇʨʠ ʦʮʝʥʢʝ ʨʠʩʢʦʚ, ʩʦʩʪʘʚʣʝʥʠʠ ʪʨʝʙʦʚʘʥʠʡ, 

ʤʦʜʝʣʠʨʦʚʘʥʠʠ ʫʛʨʦʟ, ʚʳʩʪʨʘʠʚʘʥʠʠ ʘʨʭʠʪʝʢʪʫʨʳ ʪʝʩʪʠʨʦʚʱʠʢʠ ʜʦʣʞʥʳ 

ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ ʥʘʨʘʚʥʝ ʩ ʨʘʟʨʘʙʦʪʯʠʢʘʤʠ, ʧʦʤʦʛʘʷ ʧʦʩʣʝʜʥʠʤè. 

ɸʢʪʫʘʣʴʥʫʶ ʜʣʷ ʩʦʟʜʘʪʝʣʝʡ ʇʆ ʧʨʦʙʣʝʤʫ ʟʘʪʨʦʥʫʣ ʘʥʘʣʠʪʠʢ ɺʇʆ ʉʪʘʥʠʩʣʘʚ 

ʈʘʢʦʚʩʢʠʡ. ʆʥ ʨʘʩʩʢʘʟʘʣ, ʢʘʢ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʞʝʪ ʤʦʜʠʬʠʮʠʨʦʚʘʪʴ ʬʘʡʣʳ 

PyInstaller ʠ ʜʦʙʘʚʠʪʴ ʚ ʥʠʭ ʥʝʤʥʦʛʦ ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʠ. ʌʘʡʣʳ PyInstaller 

ʠʩʧʦʣʴʟʫʶʪʩʷ, ʝʩʣʠ ʨʘʟʨʘʙʦʪʯʠʢ ʧʣʘʥʠʨʫʝʪ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴ ʬʘʡʣʳ Python, 

ʥʝʟʘʚʠʩʠʤʳʝ ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʦʢʨʫʞʝʥʠʷ ʠ ʠʥʪʝʨʧʨʝʪʘʪʦʨʘ. ɼʦʢʣʘʜʯʠʢ 

ʦʪʤʝʪʠʣ, ʯʪʦ ʧʦʤʠʤʦ ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʠ ʚʦ ʚʩʪʨʦʝʥʥʳʡ ʠʥʪʝʨʧʨʝʪʘʪʦʨ ʤʦʞʥʦ 

ʜʦʙʘʚʠʪʴ ʨʘʟʣʠʯʥʳʝ ʘʥʪʠʦʪʣʘʜʦʯʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʠ ʧʨʦʚʝʨʢʠ ʥʘ ʘʥʪʠʚʠʨʫʩʥʳʝ 

ʧʨʦʜʫʢʪʳ, ʯʪʦʙʳ ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʦʝ ʇʆ ʤʦʛʣʦ ʩʢʨʳʪʴʩʷ ʚ ʦʢʨʫʞʝʥʠʠ, ʢʦʪʦʨʦʝ ʥʝ 

ʫʩʪʨʘʠʚʘʝʪ ʘʪʘʢʫʶʱʝʛʦ. ɸ ʦʙʥʘʨʫʞʠʪʴ ʪʘʢʠʝ ʠʟʤʝʥʝʥʠʷ ʚ ʠʥʪʝʨʧʨʝʪʘʪʦʨʝ ʚʝʩʴʤʘ 

ʩʣʦʞʥʦ. 

ʇʦʠʩʢ ʠʛʦʣʢʠ ʚ ʩʪʦʛʝ ʩʝʥʘ 

ɿʘʯʝʤ ʦʙʦʛʘʱʘʪʴ ʜʘʥʥʳʤʠ ʠʥʮʠʜʝʥʪʳ ʀɹ? ɼʣʷ ʢʦʨʨʝʢʪʥʦʡ ʨʘʩʩʪʘʥʦʚʢʠ 

ʧʨʠʦʨʠʪʝʪʦʚ, ʤʘʨʰʨʫʪʠʟʘʮʠʠ ʫʚʝʜʦʤʣʝʥʠʡ ʠ ʘʜʝʢʚʘʪʥʦʛʦ ʨʝʘʛʠʨʦʚʘʥʠʷ. ʅʦ ʧʨʠ 

ʦʙʦʛʘʱʝʥʠʠ ʠʥʮʠʜʝʥʪʦʚ ʢʘʢ ʥʠʢʦʛʜʘ ʘʢʪʫʘʣʴʥʘ ʬʨʘʟʘ çʤʫʩʦʨ ʥʘ ʚʭʦʜʝ ð ʤʫʩʦʨ ʥʘ 

ʚʳʭʦʜʝè. ɸʣʝʢʩʘʥʜʨ ʂʫʟʥʝʮʦʚ, ʨʫʢʦʚʦʜʠʪʝʣʴ ʢʣʶʯʝʚʳʭ ʧʨʦʝʢʪʦʚ ʢʦʤʧʘʥʠʠ 

çʈʦʩʪʝʣʝʢʦʤ-ʉʦʣʘʨè, ʦʪʤʝʪʠʣ, ʯʪʦ ʝʩʣʠ ʦʧʝʨʘʪʦʨ SOC ʧʦʣʫʯʘʝʪ ʥʝʢʦʨʨʝʢʪʥʳʝ ʠʣʠ 
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ʥʝʧʦʣʥʳʝ ʜʘʥʥʳʝ, ʪʦ ʦʥʠ ʧʦʩʪʫʧʘʶʪ ʚ ʢʘʨʪʦʯʢʫ ʠʥʮʠʜʝʥʪʘ ʠ ʩʝʨʴʝʟʥʦ ʟʘʪʨʫʜʥʷʶʪ 

ʨʘʩʩʣʝʜʦʚʘʥʠʝ. ʃʫʯʰʠʤʠ ʠʩʪʦʯʥʠʢʘʤʠ ʜʘʥʥʳʭ ʘʚʪʦʨ ʥʘʟʚʘʣ ʧʨʦʜʫʢʪ Kaspersky 

Security Center, IPAM (ʩʣʫʞʙʘ ʫʧʨʘʚʣʝʥʠʷ IP ʘʜʨʝʩʘʤʠ), AD DS (Active Directory 

Domain Services), TIP (ʧʣʘʪʬʦʨʤʘ ʘʥʘʣʠʟʘ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʫʛʨʦʟʘʭ), EDR (ʩʠʩʪʝʤʘ 

ʦʙʥʘʨʫʞʝʥʠʷ ʩʣʦʞʥʳʭ ʫʛʨʦʟ ʥʘ ʢʦʥʝʯʥʳʭ ʪʦʯʢʘʭ). ʏʪʦ ʢʘʩʘʝʪʩʷ CMDB (ʙʘʟʘ 

ʜʘʥʥʳʭ ʫʧʨʘʚʣʝʥʠʷ ʢʦʥʬʠʛʫʨʘʮʠʠ), ʪʦ ʵʪʠ ʨʝʰʝʥʠʷ, ʧʦ ʤʥʝʥʠʶ ʩʧʠʢʝʨʘ, ʧʦʢʘ ʥʝ 

ʧʦʣʥʦʩʪʴʶ ʛʦʪʦʚʳ ʜʣʷ ʨʘʩʩʤʘʪʨʠʚʘʝʤʳʭ ʚ ʜʦʢʣʘʜʝ ʟʘʜʘʯ. ʇʨʦʙʣʝʤʦʡ ʜʣʷ 

ʦʙʦʛʘʱʝʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʩʪʘʥʦʚʠʪʩʷ ʫʜʘʣʝʥʥʘʷ ʨʘʙʦʪʘ ð ʩʦʪʨʫʜʥʠʢʠ ʩʪʨʝʤʠʪʝʣʴʥʦ 

ʤʝʥ̫ʁ ʪ ʣʦʢʘʮʠʠ, ʪʝʭʥʠʢʫ ʠ ʠʩʧʦʣʴʟʫʶʪ ʜʠʥʘʤʠʯʝʩʢʠʝ IP-ʘʜʨʝʩʘ. ɽʩʣʠ ʥʠʯʝʛʦ ʜʣʷ 

ʦʙʦʛʘʱʝʥʠʷ ʠʥʮʠʜʝʥʪʦʚ ʥʝʪ, ʪʦ ʤʦʞʥʦ ʥʘʯʘʪʴ ʜʘʞʝ ʩ ʪʘʙʣʠʮ ʚ Excel, ʥʦ ʚ ʟʨʝʣʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʣʫʯʰʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʠʩʪʝʤʳ ʢʣʘʩʩʘ IRP ʠʣʠ SOAR. 

çʍʦʨʦʰʠʡ SOC ʧʨʘʚʠʣʴʥʦ ʨʘʙʦʪʘʝʪ ʪʦʛʜʘ, ʢʦʛʜʘ ʝʛʦ ʩʦʪʨʫʜʥʠʢʠ ʧʦʥʠʤʘʶʪ, 

ʢʘʢ ʠʭ ʤʦʛʫʪ ʘʪʘʢʦʚʘʪʴ ʠ ʢʘʢʠʝ ʪʘʢʪʠʢʠ ʠ ʪʝʭʥʠʢʠ ʘʪʘʢ ʥʘ ʪʝʢʫʱʠʡ ʤʦʤʝʥʪ 

ʠʩʧʦʣʴʟʫʶʪ ʭʘʢʝʨʳ, ð ʦʪʤʝʪʠʣ ʚ ʩʚʦʝʤ ʚʳʩʪʫʧʣʝʥʠʠ ʥʘ ʢʨʫʛʣʦʤ ʩʪʦʣʝ, 

ʧʦʩʚʷʱʝʥʥʦʤ ʪʝʤʝ SOC, ʜʠʨʝʢʪʦʨ ʵʢʩʧʝʨʪʥʦʛʦ ʮʝʥʪʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ (PT Expert 

Security Center) Positive Technologies ɸʣʝʢʩʝʡ ʅʦʚʠʢʦʚ. ð ʉʦʪʨʫʜʥʠʢ SOC ʜʦʣʞʝʥ 

ʩʘʤʦʦʙʨʘʟʦʚʳʚʘʪʴʩʷ, ʠʟʫʯʘʪʴ ʥʦʚʳʝ ʤʘʪʝʨʠʘʣʳ. ʕʪʦ ʧʦʩʪʦʷʥʥʘʷ ʪʨʝʥʠʨʦʚʢʘ ʤʦʟʛʦʚ 

ʠ ʩʪʨʝʤʣʝʥʠʝ ʙʳʪʴ ʣʫʯʰʠʤ ʚ ʦʙʣʘʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʦʚè. 

ɺ ʩʚʦʶ ʦʯʝʨʝʜʴ ʈʦʤʘʥ ʃʘʜʫʪʴʢʦ, ʠʩʩʣʝʜʦʚʘʪʝʣʴ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʨʘʩʩʢʘʟʘʣ 

ʦ ʪʦʤ, ʢʘʢ ʝʛʦ ʢʦʤʘʥʜʘ ʘʥʘʣʠʟʠʨʫʝʪ ʘʢʪʠʚʥʦʩʪʴ ʦʜʥʦʛʦ ʠʟ ʢʨʫʧʥʝʡʰʠʭ ʙʦʪʥʝʪʦʚ, 

Dridex. ʏʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ, ʛʜʝ ʚʣʘʜʝʣʴʮʳ ʙʦʪʥʝʪʘ ʥʘʥʝʩʫʪ ʩʣʝʜʫʶʱʠʡ ʫʜʘʨ, 

ʧʨʠʭʦʜʠʪʩʷ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʟʣʦʚʨʝʜʥʳʝ ʜʦʢʫʤʝʥʪʳ, ʠʩʢʘʪʴ ʫʧʨʘʚʣʷʶʱʠʝ ʩʝʨʚʝʨʳ ʠ 

ʜʦʤʝʥʳ, ʦʪʩʣʝʞʠʚʘʪʴ ʠʭ ʩʚʷʟʴ ʩ ʜʨʫʛʠʤʠ ʙʦʪʥʝʪʘʤʠ ʠ ʧʝʨʠʦʜʳ ʠʭ ʘʢʪʠʚʥʦʩʪʠ. 

ʈʦʤʘʥ ʧʦʢʘʟʘʣ ʮʠʬʨʳ, ʧʦʜʪʚʝʨʞʜʘʶʱʠʝ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʵʪʦʛʦ ʧʦʜʭʦʜʘ, ʠ ʦʙʲʷʩʥʠʣ, 

ʢʘʢ ʩʧʝʮʠʘʣʠʩʪʳ ʧʦ ʟʘʱʠʱʝʥʥʦʩʪʠ ʤʦʛʫʪ ʝʛʦ ʧʨʠʤʝʥʷʪʴ. 

çʂʠʙʝʨʧʦʣʠʛʦʥ The Standoff ʚʳʰʝʣ ʥʘ ʪʦʪ ʫʨʦʚʝʥʴ, ʢʦʛʜʘ ʜʝʩʷʪʢʠ ʢʦʤʘʥʜ 

ʥʘʧʘʜʘʶʱʠʭ ʠ ʟʘʱʠʪʥʠʢʦʚ ʩ ʛʦʨʷʱʠʤʠ ʛʣʘʟʘʤʠ ʛʦʚʦʨʷʪ "ʈʝʙʷʪʘ, ʵʪʦ ʧʦʭʦʞʝ ʥʘ 

ʧʨʘʚʜʫ!", ð ʧʦʜʝʣʠʣʩʷ ʚʧʝʯʘʪʣʝʥʠʷʤʠ ʖʨʠʡ ʄʘʢʩʠʤʦʚ, ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ 

Positive Technologies. ð ʇʨʦʪʠʚʦʩʪʦʷʥʠʝ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʧʦʣʫʯʠʣʦʩʴ ʦʯʝʥʴ ʪʦʯʥʦʡ 

ʤʦʜʝʣʴʶ ʨʝʘʣʴʥʦʡ ʞʠʟʥʠ. ɸ ʵʪʦ ʦʪʢʨʳʚʘʝʪ ʥʘʤ ʩʦʚʩʝʤ ʜʨʫʛʠʝ ʧʝʨʩʧʝʢʪʠʚʳ. ʅʘʰʠ 

ʧʨʦʜʫʢʪʳ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ, ʙʣʦʢʠʨʦʚʘʥʠʷ ʘʪʘʢ ʠ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʦʚ 

ʚʧʝʨʚʳʝ ʧʦʧʘʣʠ ʚ ʩʪʦʣʴ ʘʛʨʝʩʩʠʚʥʫʶ ʘʪʘʢʫʶʱʫʶ ʩʨʝʜʫ. ʄʳ ʚʩʝ ʧʦʣʫʯʠʣʠ 

ʫʥʠʢʘʣʴʥʳʡ ʦʧʳʪ, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʠʪ ʩʜʝʣʘʪʴ ʧʨʦʜʫʢʪʳ ʜʣʷ ʀɹ ʫʤʥʝʝ. ɸ ʫʤʥʳʝ 

ʧʨʦʜʫʢʪʳ ʦʩʚʦʙʦʞʜʘʶʪ ʣʶʜʷʤ ʚʨʝʤʷ ʜʣʷ ʪʚʦʨʯʝʩʢʦʡ ʨʘʙʦʪʳè. 

The Standoff ʟʘʚʝʨʰʝʥéè (The Standoff ʟʘʚʝʨʰʝʥ: ʘʪʘʢʠ ʚʳʜʝʨʞʘʣʠ 

ʪʦʣʴʢʦ ʤʦʨʩʢʦʡ ʧʦʨʪ ʠ ʞʝʣʝʟʥʦʜʦʨʦʞʥʘʷ ʩʪʘʥʮʠʷ // Positive Technologies 

(https://www.ptsecurity.com/ru-ru/about/news/the-standoff-zavershen-ataki-vyderzhali-

tolko-morskoj-port-i-zheleznodorozhnaya-stanciya/). 18.11.2020).  
***  

 

çʉʦʛʣʘʩʥʦ ʦʪʯʝʪʫ Skybox Security, 73% ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʫʚʝʨʝʥʳ, ʯʪʦ 

ʩʫʱʝʩʪʚʫʶʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʨʠʩʢʠ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʡ ʩʦ ʩʪʦʨʦʥʳ ʫʜʘʣʝʥʥʳʭ 

ʨʘʙʦʪʥʠʢʦʚ. 

ɺ 2020 ʛʦʜʫ ʥʘʙʣʶʜʘʝʪʩʷ ʨʦʩʪ ʫʷʟʚʠʤʦʩʪʝʡ ʥʘ 34%. ʕʢʩʧʝʨʪʳ ʩʯʠʪʘʶʪ ʵʪʦ 

ʧʨʝʜʧʦʩʳʣʢʦʡ ʜʣʷ ʫʚʝʣʠʯʝʥʠʷ ʢʦʣʠʯʝʩʪʚʘ ʙʫʜʫʱʠʭ ʘʪʘʢ. 
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ɺ ʦʪʯʝʪʝ ʧʦʜʯʝʨʢʥʫʣʠ, ʯʪʦ ʤʥʦʛʠʝ ʦʨʛʘʥʠʟʘʮʠʠ ʭʘʣʘʪʥʦ ʦʪʥʦʩʷʪʩʷ ʢ ʟʘʱʠʪʝ 

ʫʜʘʣʝʥʥʳʭ ʨʘʙʦʯʠʭ ʤʝʩʪ. ɹʦʣʝʝ 30% ʦʧʨʦʰʝʥʥʳʭ ʩʥʠʟʠʣʠ ʧʨʠʦʨʠʪʝʪ ʦʙʥʦʚʣʝʥʠʡ 

ʇʆ ʠ ʧʦʣʠʪʠʢʠ BYOD (bring-your-own-device) ʩ ʤʦʤʝʥʪʘ ʥʘʯʘʣʘ ʧʘʥʜʝʤʠʠ. 

ɺʜʦʙʘʚʦʢ, ʪʨʝʪʴ ʦʧʨʦʰʝʥʥʳʭ ʥʝ ʤʦʞʝʪ ʪʦʯʥʦ ʩʢʘʟʘʪʴ, ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʣʠ 

ʥʘʩʪʨʦʡʢʠ ʢʦʥʬʠʛʫʨʘʮʠʡ ʠ ʩʝʪʠ ʧʦʜʨʳʚʘʶʪ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ. 55% ʧʨʠʟʥʘʣʠ, 

ʯʪʦ ʦʮʝʥʠʪʴ ʨʠʩʢʠ ʙʳʣʦ ʪʨʫʜʥʦ. 

ʕʪʦ ʚʩʝ ʚʦʧʨʝʢʠ ʬʘʢʪʫ, ʯʪʦ 70% ʨʫʢʦʚʦʜʠʪʝʣʝʡ IT-ʩʬʝʨʳ ʧʨʝʜʧʦʣʘʛʘʶʪ, ʯʪʦ 

ʪʨʝʪʴ ʩʦʪʨʫʜʥʠʢʦʚ ʧʨʦʜʦʣʞʠʪ ʨʘʙʦʪʘʪʴ ʫʜʘʣʝʥʥʦ ʩʣʝʜʫʶʱʠʝ 18 ʤʝʩʷʮʝʚ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʪʘʢʞʝ ʦʪʤʝʪʠʣʠ, ʯʪʦ ʤʥʦʛʠʝ ʦʧʨʦʰʝʥʥʳʝ ʙʳʣʠ ʜʦʚʦʣʴʥʦ 

ʩʘʤʦʫʚʝʨʝʥʥʳ ʚ ʦʪʥʦʰʝʥʠʠ ʚʦʟʤʦʞʥʦʩʪʝʡ ʩʚʦʠʭ ʢʦʤʧʘʥʠʡ ʚ ʩʬʝʨʝ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʚʩʝʛʦ 11% ʨʝʩʧʦʥʜʝʥʪʦʚ 

ʫʚʝʨʝʥʳ ʚ ʩʚʦʝʡ ʩʧʦʩʦʙʥʦʩʪʠ ʧʦʜʜʝʨʞʠʚʘʪʴ ʮʝʣʦʩʪʥʳʡ ʧʦʜʭʦʜ ʢ ʦʙʝʩʧʝʯʝʥʠʶ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ 93% ʦʧʨʦʰʝʥʥʳʭ ʩʯʠʪʘʶʪ, ʯʪʦ ʧʨʠʥʠʤʘʶʪ ʚʝʨʥʳʝ ʨʝʰʝʥʠʷ ʚ 

ʦʙʣʘʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠè. (Ĳ ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʦʙʝʩʧʦʢʦʝʥʳ 

ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʨʘʙʦʪʳ ʥʘ ʫʜʘʣʝʥʢʝ ʜʣʷ ʢʦʤʧʘʥʠʠ // SecureNews 

(https://securenews.ru/%c2%be-executives-are-concerned-about-the-safety-of-

telecommuting-for-the-company/). 18.11.2020).  
***  

 

çʆʩʥʦʚʥʳʤʠ ʧʨʝʧʷʪʩʪʚʠʷʤʠ ʢ ʚʥʝʜʨʝʥʠʶ ʨʝʰʝʥʠʡ ʜʣʷ ʟʘʱʠʪʳ 

ʧʨʦʤʳʰʣʝʥʥʳʭ ʩʨʝʜ ʨʝʩʧʦʥʜʝʥʪʳ ʦʧʨʦʩʘ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè 

ʥʘʟʚʘʣʠ ʥʝʚʦʟʤʦʞʥʦʩʪʴ ʦʩʪʘʥʦʚʠʪʴ ʧʨʦʠʟʚʦʜʩʪʚʦ (34%), ʙʶʨʦʢʨʘʪʠʶ, ʚ ʪʦʤ 

ʯʠʩʣʝ ʩʣʠʰʢʦʤ ʜʦʣʛʠʡ ʧʨʦʮʝʩʩ ʦʜʦʙʨʝʥʠʷ (31%) ʠ ʟʘʜʝʨʞʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʪʝʤ, 

ʯʪʦ ʟʘ ʧʨʠʥʷʪʠʝ ʨʝʰʝʥʠʡ ʦʪʚʝʪʩʪʚʝʥʥʦ ʩʣʠʰʢʦʤ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʣʶʜʝʡ 

(23%). 
ʂʠʙʝʨʘʪʘʢʠ ʧʨʦʜʦʣʞʘʶʪ ʦʩʪʘʚʘʪʴʩʷ ʘʢʪʫʘʣʴʥʦʡ ʧʨʦʙʣʝʤʦʡ ʜʣʷ 

ʧʨʦʤʳʰʣʝʥʥʳʭ ʢʦʤʧʘʥʠʡ ʠ ɸʉʋ ʊʇ, ʠ ʧʘʥʜʝʤʠʷ ʫʩʫʛʫʙʠʣʘ ʧʦʣʦʞʝʥʠʝ ʜʝʣ. 

ʀʥʜʫʩʪʨʠʘʣʴʥʳʝ ʧʨʝʜʧʨʠʷʪʠʷ ʚʳʥʫʞʜʝʥʳ ʘʜʘʧʪʠʨʦʚʘʪʴʩʷ ʢ ʥʦʚʳʤ ʥʦʨʤʘʤ, ʪʘʢʠʤ 

ʢʘʢ ʜʠʩʪʘʥʮʠʦʥʥʳʡ ʨʝʞʠʤ ʨʘʙʦʪʳ, ʧʦʚʩʝʤʝʩʪʥʘʷ ʮʠʬʨʦʚʠʟʘʮʠʷ ʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʤʝʨʳ ʛʠʛʠʝʥʳ, ʘ ʪʘʢʞʝ ʢ ʠʟʤʝʥʠʚʰʝʤʫʩʷ ʣʘʥʜʰʘʬʪʫ ʢʠʙʝʨʫʛʨʦʟ, ʥʘʧʨʠʤʝʨ, 

ʨʘʩʪʫʱʝʤʫ ʯʠʩʣʫ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ. ʆʨʛʘʥʠʟʘʮʠʷʤ ʩʣʝʜʫʝʪ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ 

ʠʤʝʶʱʠʝʩʷ ʩʨʝʜʩʪʚʘ ʟʘʱʠʪʳ ʵʬʬʝʢʪʠʚʥʳ ʚ ʩʣʦʞʠʚʰʝʡʩʷ ʩʠʪʫʘʮʠʠ ʠ ʯʪʦ 

ʧʨʦʤʳʰʣʝʥʥʳʝ ʩʝʪʠ ʦʛʨʘʞʜʝʥʳ ʦʪ ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡ. 

ɹʦʣʴʰʠʥʩʪʚʦ ʙʘʨʴʝʨʦʚ, ʦ ʢʦʪʦʨʳʭ ʩʦʦʙʱʠʣʠ ʨʝʩʧʦʥʜʝʥʪʳ, ʥʦʩʷʪ ʩʢʦʨʝʝ 

ʙʶʨʦʢʨʘʪʠʯʝʩʢʠʡ, ʯʝʤ ʪʝʭʥʠʯʝʩʢʠʡ ʭʘʨʘʢʪʝʨ. ʇʦʯʪʠ ʧʦʣʦʚʠʥʘ ʦʨʛʘʥʠʟʘʮʠʡ (46%) 

ʩʪʦʣʢʥʫʣʘʩʴ ʩ ʙʫʤʘʞʥʳʤʠ ʧʨʦʚʦʣʦʯʢʘʤʠ ʧʨʠ ʨʝʘʣʠʟʘʮʠʠ ʧʨʦʝʢʪʘ ʧʦ 

ʧʨʦʤʳʰʣʝʥʥʦʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʦʤʠʤʦ ʜʦʣʛʦʛʦ ʧʨʦʮʝʩʩʘ ʦʜʦʙʨʝʥʠʷ ʠ 

ʙʦʣʴʰʦʛʦ ʯʠʩʣʘ ʩʦʛʣʘʩʫʶʱʠʭ ʧʦʤʝʭʠ ʩʦʟʜʘʶʪ ʟʘʪʷʥʫʪʳʝ ʧʨʦʮʝʩʩʳ ʚʳʙʦʨʘ 

ʧʦʩʪʘʚʱʠʢʦʚ ʠ ʟʘʢʫʧʦʢ, ʘ ʪʘʢʞʝ ʧʨʝʧʷʪʩʪʚʠʷ ʩʦ ʩʪʦʨʦʥʳ ʜʨʫʛʠʭ ʦʪʜʝʣʦʚ. 

ʇʦ ʤʥʝʥʠʶ ʧʦʯʪʠ ʧʦʣʦʚʠʥʳ ʦʨʛʘʥʠʟʘʮʠʡ (46%), ʠʟ-ʟʘ ʧʘʥʜʝʤʠʠ ʧʨʠʦʨʠʪʝʪʳ 

ʚ ʧʨʦʤʳʰʣʝʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʪʘʥʫʪ ʜʨʫʛʠʤʠ. ʀʤ, ʧʦ ʚʩʝʡ ʚʠʜʠʤʦʩʪʠ, ʥʫʞʥʦ 

ʙʫʜʝʪ ʥʘ ʭʦʜʫ ʤʝʥʷʪʴ ʩʪʨʘʪʝʛʠʶ ʢʠʙʝʨʟʘʱʠʪʳ ʠ ʙʳʩʪʨʦ ʚʥʝʜʨʷʪʴ ʥʦʚʳʝ ʧʨʘʢʪʠʢʠ. 

ʕʪʦ ʤʦʞʝʪ ʙʳʪʴ ʥʝʧʨʦʩʪʦ ʠʟ-ʟʘ ʩʧʝʮʠʬʠʯʝʩʢʠʭ ʪʨʝʙʦʚʘʥʠʡ ʥʘ ʧʦʜʦʙʥʳʭ ʦʙʲʝʢʪʘʭ, 

ʘ ʙʘʨʴʝʨʳ, ʦ ʢʦʪʦʨʳʭ ʰʣʘ ʨʝʯʴ ʚʳʰʝ, ʤʦʛʫʪ ʝʱʝ ʙʦʣʴʰʝ ʪʦʨʤʦʟʠʪʴ ʚʝʩʴ ʧʨʦʮʝʩʩ. 
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ʂʘʞʜʘʷ ʯʝʪʚʝʨʪʘʷ ʦʨʛʘʥʠʟʘʮʠʷ (24%) ʩʦʦʙʱʠʣʘ ʦ ʪʦʤ, ʯʪʦ ʩʠʪʫʘʮʠʷ ʦʩʣʦʞʥʷʝʪʩʷ 

ʩʦʢʨʘʱʝʥʠʝʤ ʙʶʜʞʝʪʘ ʥʘ ʧʨʦʤʳʰʣʝʥʥʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʘʥʜʝʤʠʠ. 

çʆʙʩʫʞʜʘʷ ʵʪʠ ʧʨʝʧʷʪʩʪʚʠʷ ʩ ʧʨʝʜʩʪʘʚʠʪʝʣʷʤʠ ʨʦʩʩʠʡʩʢʠʭ ʧʨʝʜʧʨʠʷʪʠʡ, ʤʳ 

ʚʳʷʩʥʠʣʠ, ʯʪʦ ʧʦʩʣʝʜʥʠʝ ʜʘʞʝ ʯʘʱʝ ʩʪʘʣʢʠʚʘʶʪʩʷ ʩ ʧʦʤʝʭʘʤʠ, ʦ ʢʦʪʦʨʳʭ ʛʦʚʦʨʠʣʠ 

ʨʝʩʧʦʥʜʝʥʪʳ ʧʦ ʚʩʝʤʫ ʤʠʨʫ. ɺ ʪʦ ʞʝ ʚʨʝʤʷ ʩʦʢʨʘʱʝʥʠʝ ʙʶʜʞʝʪʘ ʥʘ ʙʝʟʦʧʘʩʥʦʩʪʴ 

ʧʨʦʤʳʰʣʝʥʥʳʭ ʩʠʩʪʝʤ ʚ ʤʝʥʴʰʝʡ ʩʪʝʧʝʥʠ ʢʦʩʥʫʣʦʩʴ ʨʦʩʩʠʡʩʢʦʡ 

ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ. ɺ ʮʝʣʦʤ ʠʥʚʝʩʪʠʨʦʚʘʪʴ ʜʝʥʴʛʠ ʠ ʨʝʩʫʨʩʳ ʚ ʧʨʦʝʢʪʳ ʙʝʟ 

ʧʨʦʟʨʘʯʥʦʛʦ ʨʘʩʯʝʪʘ ʢʦʵʬʬʠʮʠʝʥʪʘ ʚʦʟʚʨʘʪʘ ʠʥʚʝʩʪʠʮʠʡ, ʢ ʢʦʪʦʨʳʤ ʯʘʩʪʦ 

ʦʪʥʦʩʷʪʩʷ ʠʥʠʮʠʘʪʠʚʳ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʩʝʛʜʘ ʪʨʫʜʥʝʝ. ʈʝʰʝʥʠʷ ʜʣʷ ʟʘʱʠʪʳ 

ʧʨʦʤʳʰʣʝʥʥʳʭ ʩʨʝʜ ʧʦʷʚʠʣʠʩʴ ʥʝ ʪʘʢ ʜʘʚʥʦ, ʧʦʵʪʦʤʫ ʧʦʢʘ ʠʭ ʚʥʝʜʨʝʥʠʝ ʩʚʷʟʘʥʦ ʩ 

ʨʷʜʦʤ ʩʣʦʞʥʦʩʪʝʡ. ʄʳ ʢʘʢ ʚʝʥʜʦʨ ʜʦʣʞʥʳ ʧʦʤʦʯʴ ʧʨʝʜʧʨʠʷʪʠʷʤ ʫʧʨʦʩʪʠʪʴ ʠ 

ʫʩʢʦʨʠʪʴ ʵʪʦʪ ʧʨʦʮʝʩʩ. ʅʘʰʘ ʟʘʜʘʯʘ ð ʩʜʝʣʘʪʴ ʢʦʵʬʬʠʮʠʝʥʪ ʚʦʟʚʨʘʪʘ ʠʥʚʝʩʪʠʮʠʡ 

ʙʦʣʝʝ ʧʨʦʟʨʘʯʥʳʤ ʠ ʦʙʲʷʩʥʠʪʴ ʚʩʝ ʨʠʩʢʠ, ʯʪʦʙʳ ʢʣʠʝʥʪʳ ʩ ʩʘʤʦʛʦ ʥʘʯʘʣʘ 

ʧʦʥʠʤʘʣʠ ʚʩʝ ʧʨʝʠʤʫʱʝʩʪʚʘ ʪʘʢʠʭ ʪʝʭʥʦʣʦʛʠʡ ʠ ʤʦʛʣʠ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ 

ʫʙʝʜʠʪʝʣʴʥʦ ʧʨʝʜʩʪʘʚʣʷʪʴ ʠʭ ʩʚʦʝʤʫ ʨʫʢʦʚʦʜʩʪʚʫè, ð ʩʢʘʟʘʣ ɻʝʦʨʛʠʡ ʐʝʙʫʣʜʘʝʚ, 

ʨʫʢʦʚʦʜʠʪʝʣʴ ʜʝʧʘʨʪʘʤʝʥʪʘ ʨʘʟʚʠʪʠʷ ʥʦʚʳʭ ʧʨʦʜʫʢʪʦʚ çʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦè. 

ʏʪʦʙʳ ʧʦʤʦʯʴ ʢʦʤʧʘʥʠʷʤ ʫʩʢʦʨʠʪʴ ʨʝʘʣʠʟʘʮʠʶ ʧʨʦʝʢʪʦʚ ʚ ʦʙʣʘʩʪʠ 

ʧʨʦʤʳʰʣʝʥʥʦʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʨʝʢʦʤʝʥʜʫʝʪ 

ʩʣʝʜʫʶʱʠʝ ʰʘʛʠ: ʝʩʣʠ ʫ ʦʨʛʘʥʠʟʘʮʠʠ ʥʝʜʦʩʪʘʪʦʯʥʦ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʦʧʳʪʘ, 

ʣʫʯʰʝ ʚʥʝʜʨʷʪʴ ʨʝʰʝʥʠʷ ʧʦʵʪʘʧʥʦ ð ʥʘʯʘʪʴ ʩ ʚʳʩʪʨʘʠʚʘʥʠʷ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ 

ʧʨʦʮʝʩʩʦʚ ʠ ʚʥʝʜʨʝʥʠʷ ʙʘʟʦʚʳʭ ʤʝʨ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʘʢʠʭ ʢʘʢ ʟʘʱʠʪʥʳʝ 

ʵʢʨʘʥʳ ʠ ʟʘʱʠʪʘ ʢʦʥʝʯʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʟʘʪʝʤ ʧʝʨʝʡʪʠ ʢ ʙʦʣʝʝ ʩʣʦʞʥʳʤ ʧʨʦʝʢʪʘʤ, 

ʪʘʢʠʤ ʢʘʢ ʤʦʥʠʪʦʨʠʥʛ ʩʝʪʝʡ, ʨʝʰʝʥʠʷ ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʚʪʦʨʞʝʥʠʡ ʠ SIEM-

ʩʠʩʪʝʤʳ. ʂʨʦʤʝ ʪʦʛʦ, ʩʫʱʝʩʪʚʫʶʪ ʧʨʦʤʳʰʣʝʥʥʳʝ ʩʪʘʥʜʘʨʪʳ ð ISO/IEC 

ʨʫʢʦʚʦʜʩʪʚʘ, ʢʦʪʦʨʳʝ ʧʦʤʦʛʘʶʪ ʦʨʛʘʥʠʟʦʚʘʪʴ ʠ ʫʩʢʦʨʠʪʴ ʚʳʧʦʣʥʝʥʠʝ ʧʨʦʝʢʪʘ; 

ʨʘʟʨʝʰʘʪʴ ʚʥʝʜʨʝʥʠʝ ʪʦʣʴʢʦ ʪʝʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʢʦʪʦʨʳʝ ʦʙʣʘʜʘʶʪ 

ʚʩʪʨʦʝʥʥʳʤʠ ʩʨʝʜʩʪʚʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʦ ʧʦʤʦʞʝʪ ʚ ʜʘʣʴʥʝʡʰʝʤ ʫʧʨʦʩʪʠʪʴ 

ʧʨʦʮʝʩʩ ʚʥʝʜʨʝʥʠʷ ʟʘʱʠʪʥʳʭ ʨʝʰʝʥʠʡ ʠ ʜʘʩʪ ʵʢʩʧʝʨʪʘʤ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ OT-

ʩʠʩʪʝʤ ʚʦʟʤʦʞʥʦʩʪʴ ʪʝʩʪʠʨʦʚʘʪʴ ʥʦʚʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʚ ʵʪʠʭ ʩʝʛʤʝʥʪʘʭ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ; ʦʙʫʯʘʪʴ ʣʶʜʝʡ, ʚ ʯʘʩʪʥʦʩʪʠ ʧʨʦʚʦʜʠʪʴ ʪʨʝʥʠʥʛʠ ʧʦ 

ʧʨʦʤʳʰʣʝʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʩʦʪʨʫʜʥʠʢʦʚ ʀɹ-ʦʪʜʝʣʦʚ ʠ ʦʧʝʨʘʮʠʦʥʥʳʭ 

ʠʥʞʝʥʝʨʦʚ ʠ ʧʦ ʮʠʬʨʦʚʦʡ ʛʨʘʤʦʪʥʦʩʪʠ ʜʣʷ ʚʩʝʡ ʢʦʤʧʘʥʠʠ. ʊʘʢʠʝ ʪʨʝʥʠʥʛʠ ʫʯʘʪ 

ʦʮʝʥʠʚʘʪʴ ʨʠʩʢʠ ʠ ʦʧʨʝʜʝʣʷʪʴ ʟʦʥʳ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʢʘʞʜʦʛʦ ʩʦʪʨʫʜʥʠʢʘ, ʘ ʪʘʢʞʝ 

ʧʦʚʳʰʘʶʪ ʩʪʝʧʝʥʴ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ ʢʦʣʣʝʢʪʠʚʘ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ; 

ʚʳʙʨʘʪʴ ʥʘʜʝʞʥʦʝ ʟʘʱʠʪʥʦʝ ʨʝʰʝʥʠʝ ʜʣʷ OT-ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʩʝʪʝʡ, ʘ ʪʘʢʞʝ 

ʜʦʚʝʨʝʥʥʳʭ ʧʘʨʪʥʝʨʦʚ ʜʣʷ ʝʛʦ ʚʥʝʜʨʝʥʠʷ. Kaspersky Industrial CyberSecurity 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʟʘʱʠʪʫ ʢʦʥʝʯʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʤʦʥʠʪʦʨʠʥʛ ʩʝʪʠ, ʢʨʦʤʝ ʪʦʛʦ, ʚʢʣʶʯʘʝʪ 

ʚ ʩʝʙʷ ʵʢʩʧʝʨʪʥʳʝ ʩʝʨʚʠʩʳ, ʚ ʪʦʤ ʯʠʩʣʝ ʘʥʘʣʠʟ ʟʘʱʠʱʝʥʥʦʩʪʠ, ʫʩʣʫʛʠ ʧʦ 

ʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʢʠʙʝʨʠʥʮʠʜʝʥʪʳ ʠ ʩʘʤʳʝ ʘʢʪʫʘʣʴʥʳʝ ʜʘʥʥʳʝ ʦʙ ʫʛʨʦʟʘʭ ʠ 

ʚʦʟʤʦʞʥʳʭ ʤʝʨʘʭ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷè. (çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʥʘʟʚʘʣʘ 

ʙʶʨʦʢʨʘʪʠʶ ʦʩʥʦʚʥʳʤ ʙʘʨʴʝʨʴʝʨʦʤ ʜʣʷ ʠʥʠʮʠʘʪʠʚ ʚ ʦʙʣʘʩʪʠ ʧʨʦʤʳʰʣʝʥʥʦʡ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ // CNews (https://safe.cnews.ru/news/line/2020-11-

24_laboratoriya_kasperskogo). 24.11.2020).  
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çʊʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʛʠʛʘʥʪʳ ʙʫʜʫʪ ʧʦʜʯʠʥʷʪʴʩʷ ʥʦʚʦʤʫ ʨʝʞʠʤʫ, ʯʪʦʙʳ 

ʧʨʝʜʦʩʪʘʚʠʪʴ ʧʦʪʨʝʙʠʪʝʣʷʤ ʙʦʣʴʰʠʡ ʚʳʙʦʨ ʠ ʢʦʥʪʨʦʣʴ ʥʘʜ ʩʚʦʠʤʠ ʜʘʥʥʳʤʠ, 

ʧʦʤʦʯʴ ʤʘʣʦʤʫ ʙʠʟʥʝʩʫ ʧʨʦʮʚʝʪʘʪʴ ʠ ʛʘʨʘʥʪʠʨʦʚʘʪʴ, ʯʪʦ ʥʦʚʦʩʪʥʳʝ ʘʛʝʥʪʩʪʚʘ 

ʥʝ ʙʫʜʫʪ ʚʳʪʝʩʥʝʥʳ ʠʭ ʙʦʣʝʝ ʢʨʫʧʥʳʤʠ ʩʦʧʝʨʥʠʢʘʤʠ. 
ʉʧʝʮʠʘʣʴʥʦʝ ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʮʠʬʨʦʚʳʭ ʨʳʥʢʦʚ, ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʩʦʟʜʘʥʦ ʚ 

ʋʧʨʘʚʣʝʥʠʠ ʧʦ ʢʦʥʢʫʨʝʥʮʠʠ ʠ ʨʳʥʢʘʤ (CMA), ʙʫʜʝʪ ʪʝʩʥʦ ʩʦʪʨʫʜʥʠʯʘʪʴ ʩ 

ʨʝʛʫʣʠʨʫʶʱʠʤʠ ʦʨʛʘʥʘʤʠ, ʚʢʣʶʯʘʷ Ofcom ʠ ʋʧʨʘʚʣʝʥʠʝ ʢʦʤʠʩʩʘʨʘ ʧʦ 

ʠʥʬʦʨʤʘʮʠʠ, ʯʪʦʙʳ ʚʚʝʩʪʠ ʠ ʦʙʝʩʧʝʯʠʪʴ ʩʦʙʣʶʜʝʥʠʝ ʥʦʚʦʛʦ ʢʦʜʝʢʩʘ ʜʣʷ 

ʫʧʨʘʚʣʝʥʠʷ ʧʦʚʝʜʝʥʠʝʤ ʧʣʘʪʬʦʨʤ, ʢʦʪʦʨʳʝ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʜʦʤʠʥʠʨʫʶʪ ʚ ʤʠʨʝ. 

ʨʳʥʦʢ, ʪʘʢʦʡ ʢʘʢ Google ʠ Facebook, ʯʪʦʙʳ ʛʘʨʘʥʪʠʨʦʚʘʪʴ, ʯʪʦ ʧʦʪʨʝʙʠʪʝʣʠ ʠ 

ʤʘʣʳʡ ʙʠʟʥʝʩ ʥʝ ʦʢʘʞʫʪʩʷ ʚ ʥʝʚʳʛʦʜʥʦʤ ʧʦʣʦʞʝʥʠʠ. 

ʆʥʣʘʡʥ-ʧʣʘʪʬʦʨʤʳ ʧʨʠʥʦʩʷʪ ʦʛʨʦʤʥʫʶ ʧʦʣʴʟʫ ʙʠʟʥʝʩʫ ʠ ʦʙʱʝʩʪʚʫ. ʀʭ 

ʫʩʣʫʛʠ ʦʙʣʝʛʯʘʶʪ ʠ ʫʩʢʦʨʷʶʪ ʨʘʙʦʪʫ ʠ ʧʦʤʦʛʘʶʪ ʣʶʜʷʤ ʦʩʪʘʚʘʪʴʩʷ ʥʘ ʩʚʷʟʠ ʜʨʫʛ ʩ 

ʜʨʫʛʦʤ. ʄʠʣʣʠʦʥʳ ʣʶʜʝʡ ʜʝʣʷʪʩʷ ʪʚʦʨʯʝʩʢʠʤ ʢʦʥʪʝʥʪʦʤ ʠʣʠ ʨʝʢʣʘʤʠʨʫʶʪ ʪʦʚʘʨʳ 

ʩʚʦʝʛʦ ʤʘʣʦʛʦ ʙʠʟʥʝʩʘ ʚ ʀʥʪʝʨʥʝʪʝ. 

ʅʦ ʚ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʠ ʟʘ ʨʫʙʝʞʦʤ ʨʘʩʪʝʪ ʢʦʥʩʝʥʩʫʩ ʚ ʦʪʥʦʰʝʥʠʠ ʪʦʛʦ, ʯʪʦ 

ʢʦʥʮʝʥʪʨʘʮʠʷ ʚʣʘʩʪʠ ʩʨʝʜʠ ʥʝʙʦʣʴʰʦʛʦ ʯʠʩʣʘ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʢʦʤʧʘʥʠʡ 

ʩʜʝʨʞʠʚʘʝʪ ʨʦʩʪ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʝʢʪʦʨʘ, ʩʦʢʨʘʱʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʠʥʥʦʚʘʮʠʡ ʠ 

ʧʦʪʝʥʮʠʘʣʴʥʦ ʦʢʘʟʳʚʘʝʪ ʥʝʛʘʪʠʚʥʦʝ ʚʣʠʷʥʠʝ ʥʘ ʣʶʜʝʡ ʠ ʧʨʝʜʧʨʠʷʪʠʷ, ʢʦʪʦʨʳʝ 

ʧʦʣʘʛʘʶʪʩʷ ʥʘ ʥʠʭ. 

ʅʦʚʳʡ ʢʦʜʝʢʩ ʫʩʪʘʥʦʚʠʪ ʯʝʪʢʠʝ ʦʞʠʜʘʥʠʷ ʜʣʷ ʧʣʘʪʬʦʨʤ, ʢʦʪʦʨʳʝ ʦʙʣʘʜʘʶʪ 

ʟʥʘʯʠʪʝʣʴʥʦʡ ʨʳʥʦʯʥʦʡ ʚʣʘʩʪʴʶ - ʠʟʚʝʩʪʥʦʡ ʢʘʢ ʩʪʨʘʪʝʛʠʯʝʩʢʠʡ ʨʳʥʦʯʥʳʡ ʩʪʘʪʫʩ - 

ʚ ʦʪʥʦʰʝʥʠʠ ʪʦʛʦ, ʯʪʦ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʧʨʠʝʤʣʝʤʦʝ ʧʦʚʝʜʝʥʠʝ ʧʨʠ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʠ ʩ ʢʦʥʢʫʨʝʥʪʘʤʠ ʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ. 

ɺ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʥʦʚʳʤ ʢʦʜʝʢʩʦʤ ʦʪ ʧʣʘʪʬʦʨʤ, ʚ ʪʦʤ ʯʠʩʣʝ ʬʠʥʘʥʩʠʨʫʝʤʳʭ 

ʟʘ ʩʯʝʪ ʮʠʬʨʦʚʦʡ ʨʝʢʣʘʤʳ, ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ, ʯʪʦʙʳ ʦʥʠ ʙʳʣʠ ʙʦʣʝʝ 

ʧʨʦʟʨʘʯʥʳʤʠ ʚ ʦʪʥʦʰʝʥʠʠ ʧʨʝʜʦʩʪʘʚʣʷʝʤʳʭ ʠʤʠ ʫʩʣʫʛ ʠ ʪʦʛʦ, ʢʘʢ ʦʥʠ ʠʩʧʦʣʴʟʫʶʪ 

ʜʘʥʥʳʝ ʧʦʪʨʝʙʠʪʝʣʝʡ, ʜʘʚʘʣʠ ʧʦʪʨʝʙʠʪʝʣʷʤ ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʙʦʨʘ ʚ ʦʪʥʦʰʝʥʠʠ 

ʧʦʣʫʯʝʥʠʷ ʧʝʨʩʦʥʘʣʠʟʠʨʦʚʘʥʥʦʡ ʨʝʢʣʘʤʳ ʠ ʥʝ ʜʦʧʫʩʢʘʣʠ ʥʘʣʦʞʝʥʠʷ ʦʛʨʘʥʠʯʝʥʠʡ 

ʥʘ ʠʭ ʢʣʠʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʟʘʪʨʫʜʥʷʶʪ ʠʤ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʦʥʢʫʨʠʨʫʶʱʠʭ ʧʣʘʪʬʦʨʤ. 

ʅʦʚʦʝ ʧʦʜʨʘʟʜʝʣʝʥʠʝ, ʢʦʪʦʨʦʝ ʥʘʯʥʝʪ ʨʘʙʦʪʫ ʚ ʘʧʨʝʣʝ, ʤʦʞʝʪ ʙʳʪʴ ʥʘʜʝʣʝʥʦ 

ʧʦʣʥʦʤʦʯʠʷʤʠ ʧʨʠʦʩʪʘʥʘʚʣʠʚʘʪʴ, ʙʣʦʢʠʨʦʚʘʪʴ ʠ ʦʪʤʝʥʷʪʴ ʨʝʰʝʥʠʷ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʛʠʛʘʥʪʦʚ, ʧʨʠʢʘʟʳʚʘʪʴ ʠʤ ʧʨʝʜʧʨʠʥʠʤʘʪʴ ʦʧʨʝʜʝʣʝʥʥʳʝ ʜʝʡʩʪʚʠʷ 

ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʠʷ ʢʦʜʝʢʩʫ ʠ ʥʘʣʘʛʘʪʴ ʬʠʥʘʥʩʦʚʳʝ ʩʘʥʢʮʠʠ ʟʘ 

ʥʝʩʦʙʣʶʜʝʥʠʝ. 

ɹʠʟʥʝʩ-ʩʝʢʨʝʪʘʨʴ ɸʣʦʢ ʐʘʨʤʘ ʩʢʘʟʘʣ: 

ʎʠʬʨʦʚʳʝ ʧʣʘʪʬʦʨʤʳ, ʪʘʢʠʝ ʢʘʢ Google ʠ Facebook, ʚʥʦʩʷʪ ʟʥʘʯʠʪʝʣʴʥʳʡ 

ʚʢʣʘʜ ʚ ʥʘʰʫ ʵʢʦʥʦʤʠʢʫ ʠ ʠʛʨʘʶʪ ʦʛʨʦʤʥʫʶ ʨʦʣʴ ʚ ʥʘʰʝʡ ʧʦʚʩʝʜʥʝʚʥʦʡ ʞʠʟʥʠ - 

ʙʫʜɹ ʪʦ ʧʦʤʦʱʴ ʚ ʧʦʜʜʝʨʞʘʥʠʠ ʩʚʷʟʠ ʩ ʥʘʰʠʤʠ ʙʣʠʟʢʠʤʠ, ʦʙʤʝʥ ʪʚʦʨʯʝʩʢʠʤ 

ʢʦʥʪʝʥʪʦʤ ʠʣʠ ʜʦʩʪʫʧ ʢ ʧʦʩʣʝʜʥʠʤ ʥʦʚʦʩʪʷʤ. 

ʅʦ ʜʦʤʠʥʠʨʦʚʘʥʠʝ ʚʩʝʛʦ ʥʝʩʢʦʣʴʢʠʭ ʢʨʫʧʥʳʭ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʢʦʤʧʘʥʠʡ 

ʚʝʜʝʪ ʢ ʤʝʥʴʰʝʤʫ ʢʦʣʠʯʝʩʪʚʫ ʠʥʥʦʚʘʮʠʡ, ʙʦʣʝʝ ʚʳʩʦʢʠʤ ʮʝʥʘʤ ʥʘ ʨʝʢʣʘʤʫ ʠ 

ʤʝʥʴʰʝʤʫ ʚʳʙʦʨʫ ʠ ʢʦʥʪʨʦʣʶ ʩʦ ʩʪʦʨʦʥʳ ʧʦʪʨʝʙʠʪʝʣʝʡ. 
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ʅʘʰ ʥʦʚʳʡ, ʦʨʠʝʥʪʠʨʦʚʘʥʥʳʡ ʥʘ ʢʦʥʢʫʨʝʥʮʠʶ ʨʝʞʠʤ ʮʠʬʨʦʚʳʭ ʨʳʥʢʦʚ 

ʦʙʝʩʧʝʯʠʪ ʧʦʪʨʝʙʠʪʝʣʷʤ ʚʳʙʦʨ, ʘ ʤʝʥʴʰʠʝ ʬʠʨʤʳ ʥʝ ʚʳʪʝʩʥʷʪ. 

ʉʝʢʨʝʪʘʨʴ ʧʦ ʮʠʬʨʦʚʳʤ ʪʝʭʥʦʣʦʛʠʷʤ ʆʣʠʚʝʨ ɼʘʫʜʝʥ ʩʢʘʟʘʣ: 

ʗ ʙʝʟʟʘʩʪʝʥʯʠʚʦ ʟʘʥʠʤʘʶʩʴ ʪʝʭʥʦʣʦʛʠʝʡ, ʠ ʫʩʣʫʛʠ ʮʠʬʨʦʚʳʭ ʧʣʘʪʬʦʨʤ 

ʧʦʟʠʪʠʚʥʦ ʪʨʘʥʩʬʦʨʤʠʨʫʶʪ ʵʢʦʥʦʤʠʢʫ, ʧʨʠʥʦʩʷ ʦʛʨʦʤʥʳʝ ʚʳʛʦʜʳ ʜʣʷ ʙʠʟʥʝʩʘ, 

ʧʦʪʨʝʙʠʪʝʣʝʡ ʠ ʦʙʱʝʩʪʚʘ. 

ʅʦ ʚ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʠ ʟʘ ʨʫʙʝʞʦʤ ʨʘʩʪʝʪ ʢʦʥʩʝʥʩʫʩ ʚ ʦʪʥʦʰʝʥʠʠ ʪʦʛʦ, ʯʪʦ 

ʢʦʥʮʝʥʪʨʘʮʠʷ ʚʣʘʩʪʠ ʩʨʝʜʠ ʥʝʙʦʣʴʰʦʛʦ ʯʠʩʣʘ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʢʦʤʧʘʥʠʡ 

ʩʜʝʨʞʠʚʘʝʪ ʨʦʩʪ ʩʝʢʪʦʨʘ, ʩʦʢʨʘʱʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʠʥʥʦʚʘʮʠʡ ʠ ʦʢʘʟʳʚʘʝʪ ʥʝʛʘʪʠʚʥʦʝ 

ʚʣʠʷʥʠʝ ʥʘ ʣʶʜʝʡ ʠ ʧʨʝʜʧʨʠʷʪʠʷ, ʢʦʪʦʨʳʝ ʧʦʣʘʛʘʶʪʩʷ ʥʘ ʥʠʭ. ʇʨʠʰʣʦ ʚʨʝʤʷ 

ʟʘʥʷʪʴʩʷ ʵʪʠʤ ʠ ʥʘʯʘʪʴ ʥʦʚʫʶ ʵʨʫ ʪʝʭʥʠʯʝʩʢʦʛʦ ʨʦʩʪʘ. 

ʉʝʛʦʜʥʷʰʥʠʝ ʧʨʝʜʣʦʞʝʥʠʷ ʪʘʢʞʝ ʤʦʛʫʪ ʧʦʤʦʯʴ ʧʨʝʜʦʩʪʘʚʠʪʴ ʤʘʣʳʤ 

ʧʨʝʜʧʨʠʷʪʠʷʤ ʩʧʨʘʚʝʜʣʠʚʳʡ ʜʦʩʪʫʧ ʢ ʩʝʨʚʠʩʘʤ ʧʣʘʪʬʦʨʤʳ, ʚʢʣʶʯʘʷ ʮʠʬʨʦʚʫʶ 

ʨʝʢʣʘʤʫ, ʯʪʦ ʧʦʟʚʦʣʠʪ ʠʤ ʨʘʩʰʠʨʠʪʴ ʧʨʠʩʫʪʩʪʚʠʝ ʩʚʦʝʛʦ ʙʠʟʥʝʩʘ ʚ ʀʥʪʝʨʥʝʪʝ. ʂʦʜ 

ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ, ʯʪʦʙʳ ʛʘʨʘʥʪʠʨʦʚʘʪʴ, ʯʪʦ ʧʣʘʪʬʦʨʤʳ ʥʝ ʧʨʠʤʝʥʷʶʪ 

ʥʝʩʧʨʘʚʝʜʣʠʚʳʝ ʫʩʣʦʚʠʷ ʠʣʠ ʧʦʣʠʪʠʢʫ ʢ ʦʧʨʝʜʝʣʝʥʥʳʤ ʙʠʟʥʝʩ-ʢʣʠʝʥʪʘʤ, ʚʢʣʶʯʘʷ 

ʠʟʜʘʪʝʣʝʡ ʥʦʚʦʩʪʝʡ. 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʜʦʤʠʥʠʨʫʶʱʠʝ ʦʥʣʘʡʥ-ʧʣʘʪʬʦʨʤʳ ʤʦʛʫʪ ʥʘʚʷʟʳʚʘʪʴ 

ʠʟʜʘʪʝʣʷʤ ʥʦʚʦʩʪʝʡ ʫʩʣʦʚʠʷ, ʢʦʪʦʨʳʝ ʦʛʨʘʥʠʯʠʚʘʶʪ ʠʭ ʚʦʟʤʦʞʥʦʩʪʠ 

ʤʦʥʝʪʠʟʠʨʦʚʘʪʴ ʩʚʦʡ ʢʦʥʪʝʥʪ, ʯʪʦ ʩʝʨʴʝʟʥʦ ʚʣʠʷʝʪ ʥʘ ʠʭ ʩʧʦʩʦʙʥʦʩʪʴ ʧʨʦʮʚʝʪʘʪʴ. 

ʅʦʚʳʡ ʢʦʜʝʢʩ ʙʫʜʝʪ ʨʝʛʫʣʠʨʦʚʘʪʴ ʢʦʤʤʝʨʯʝʩʢʠʝ ʜʦʛʦʚʦʨʝʥʥʦʩʪʠ ʤʝʞʜʫ 

ʠʟʜʘʪʝʣʷʤʠ ʠ ʧʣʘʪʬʦʨʤʘʤʠ, ʯʪʦʙʳ ʧʦʤʦʯʴ ʠʟʜʘʪʝʣʷʤ ʚʝʩʪʠ ʙʠʟʥʝʩ, ʧʦʤʦʛʘʷ 

ʧʦʚʳʩʠʪʴ ʫʩʪʦʡʯʠʚʦʩʪʴ ʚʳʩʦʢʦʢʘʯʝʩʪʚʝʥʥʦʡ ʦʥʣʘʡʥ-ʞʫʨʥʘʣʠʩʪʠʢʠ ʠ ʧʫʙʣʠʢʘʮʠʠ 

ʥʦʚʦʩʪʝʡ ʚ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ. 

ʕʪʦ ʙʫʜʝʪ ʩʦʩʪʘʚʣʷʪʴ ʦʩʥʦʚʥʫʶ ʯʘʩʪʴ ʨʘʙʦʪʳ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʧʦ ʧʦʜʜʝʨʞʢʝ 

ʫʩʪʦʡʯʠʚʦʩʪʠ ʚʝʜʫʱʝʛʦ ʤʠʨʦʚʦʛʦ ʥʦʚʦʩʪʥʦʛʦ ʠʟʜʘʪʝʣʴʩʢʦʛʦ ʩʝʢʪʦʨʘ 

ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʠ ʦʙʝʩʧʝʯʝʥʠʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʥʦʚʦʩʪʠ ʩʪʘʥʦʚʷʪʩʷ 

ʚʩʝ ʙʦʣʝʝ ʜʦʩʪʫʧʥʳʤʠ ʚ ʀʥʪʝʨʥʝʪʝ, ʠʟʜʘʪʝʣʠ ʧʦʣʫʯʘʶʪ ʩʧʨʘʚʝʜʣʠʚʳʝ ʫʩʣʦʚʠʷ ʦʪ 

ʧʣʘʪʬʦʨʤ, ʥʘ ʢʦʪʦʨʳʝ ʦʥʠ ʧʦʣʘʛʘʶʪʩʷ. 

ʇʨʘʚʠʪʝʣʴʩʪʚʦ ʠʟʣʦʞʠʣʦ ʩʚʦʠ ʧʣʘʥʳ ʧʦ ʨʘʟʚʠʪʠʶ ʥʦʚʦʛʦ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʠ 

ʢʦʜʝʢʩʘ ʧʦʚʝʜʝʥʠʷ ʚ ʩʚʦʝʤ ʦʪʚʝʪʝ ʥʘ ʠʩʩʣʝʜʦʚʘʥʠʝ ʨʳʥʢʘ, ʢʦʪʦʨʦʝ ʦʥʦ ʧʦʧʨʦʩʠʣʦ 

CMA ʧʨʦʚʝʩʪʠ ʥʘ ʦʥʣʘʡʥ-ʧʣʘʪʬʦʨʤʘʭ ʠ ʚ ʮʠʬʨʦʚʦʤ ʤʘʨʢʝʪʠʥʛʝ. 

ʇʦʜʨʘʟʜʝʣʝʥʠʝ ʙʫʜʝʪ ʧʨʦʠʥʬʦʨʤʠʨʦʚʘʥʦ ʦ ʨʘʙʦʪʝ ʎʝʣʝʚʦʡ ʛʨʫʧʧʳ ʧʦ 

ʮʠʬʨʦʚʳʤ ʨʳʥʢʘʤ, ʢʦʪʦʨʘʷ ʙʳʣʘ ʩʦʟʜʘʥʘ ʚ ʥʘʯʘʣʝ ʵʪʦʛʦ ʛʦʜʘ ʜʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ 

ʧʨʘʚʠʪʝʣʴʩʪʚʫ ʨʝʢʦʤʝʥʜʘʮʠʡ ʧʦ ʧʦʪʝʥʮʠʘʣʴʥʦʡ ʨʘʟʨʘʙʦʪʢʝ ʠ ʨʝʘʣʠʟʘʮʠʠ ʤʝʨ, 

ʩʧʦʩʦʙʩʪʚʫʶʱʠʭ ʢʦʥʢʫʨʝʥʮʠʠ, ʚʢʣʶʯʘʷ ʤʝʪʦʜʦʣʦʛʠʶ, ʢʦʪʦʨʘʷ ʦʧʨʝʜʝʣʠʪ, ʢʘʢʠʝ 

ʢʦʤʧʘʥʠʠ ʜʦʣʞʥʳ ʙʳʪʴ ʦʧʨʝʜʝʣʝʥʳ. ʢʘʢ ʠʤʝʶʱʠʡ ʩʪʨʘʪʝʛʠʯʝʩʢʠʡ ʨʳʥʦʯʥʳʡ 

ʩʪʘʪʫʩ ʠ ʢʘʢ ʨʝʞʠʤ ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ ʥʘ ʧʨʘʢʪʠʢʝ. 

ʎʠʬʨʦʚʦʡ ʩʝʢʪʦʨ ʚʥʝʩ ʚ ʵʢʦʥʦʤʠʢʫ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʧʦʯʪʠ 150 ʤʠʣʣʠʘʨʜʦʚ 

ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ ʚ 2018 ʛʦʜʫ, ʦʪʢʨʳʚʘʷ ʚʦʟʤʦʞʥʦʩʪʠ, ʧʦʚʳʰʘʷ ʧʨʦʜʫʢʪʠʚʥʦʩʪʴ ʠ 

ʪʚʦʨʯʝʩʢʠʡ ʧʦʪʝʥʮʠʘʣ ʚʦ ʚʩʝʭ ʫʛʦʣʢʘʭ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ. 

ɺ ʭʦʜʝ ʩʚʦʝʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ CMA ʦʙʥʘʨʫʞʠʣʦ, ʯʪʦ, ʩʨʝʜʠ ʧʨʦʯʝʛʦ, 

ʦʪʩʫʪʩʪʚʠʝ ʢʦʥʢʫʨʝʥʮʠʠ ʥʘ ʮʠʬʨʦʚʳʭ ʨʳʥʢʘʭ ʧʨʝʧʷʪʩʪʚʫʝʪ ʨʘʟʨʘʙʦʪʢʝ ʥʦʚʳʭ 

ʮʝʥʥʳʭ ʫʩʣʫʛ ʜʣʷ ʧʦʪʨʝʙʠʪʝʣʝʡ ʠ ʧʨʠʚʦʜʠʪ ʢ ʧʦʚʳʰʝʥʠʶ ʮʝʥ ʜʣʷ ʧʨʝʜʧʨʠʷʪʠʡ, 

ʠʩʧʦʣʴʟʫʶʱʠʭ ʧʣʘʪʬʦʨʤʳ, ʢʦʪʦʨʳʝ ʟʘʪʝʤ ʧʝʨʝʜʘʶʪʩʷ ʧʦʪʨʝʙʠʪʝʣʷʤ. 
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ʀʩʩʣʝʜʦʚʘʥʠʝ ʨʳʥʢʘ CMA ʙʳʣʦ ʧʨʦʚʝʜʝʥʦ ʧʦ ʟʘʢʘʟʫ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʢʘʢ ʯʘʩʪʴ 

ʨʷʜʘ ʰʘʛʦʚ ʧʦ ʨʘʟʚʠʪʠʶ ʢʦʥʢʫʨʝʥʮʠʠ ʚ ʵʪʦʡ ʦʙʣʘʩʪʠ. ɺ 2018 ʛʦʜʫ ʧʨʘʚʠʪʝʣʴʩʪʚʦ 

ʩʦʟʜʘʣʦ ʢʦʤʠʩʩʠʶ ʵʢʩʧʝʨʪʦʚ ʧʦ ʮʠʬʨʦʚʦʡ ʢʦʥʢʫʨʝʥʮʠʠ ʧʦʜ ʧʨʝʜʩʝʜʘʪʝʣʴʩʪʚʦʤ 

ʧʨʦʬʝʩʩʦʨʘ ɼʞʝʡʩʦʥʘ ʌʫʨʤʘʥʘ, ʢʦʪʦʨʘʷ ʚ ʩʚʦʝʤ ʟʘʢʣʶʯʠʪʝʣʴʥʦʤ ʦʪʯʝʪʝ Furman 

Review ʧʨʝʜʣʦʞʠʣʘ ʥʦʚʳʡ ʨʝʞʠʤ ʢʦʥʢʫʨʝʥʮʠʠ ʜʣʷ ʨʳʥʢʦʚ ʮʠʬʨʦʚʳʭ ʧʣʘʪʬʦʨʤ. 

ʇʨʘʚʠʪʝʣʴʩʪʚʦ ʧʨʠʥʷʣʦ ʰʝʩʪʴ ʩʪʨʘʪʝʛʠʯʝʩʢʠʭ ʨʝʢʦʤʝʥʜʘʮʠʡ Furman Review, 

ʚʢʣʶʯʘʷ ʩʦʟʜʘʥʠʝ ʥʦʚʦʛʦ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʮʠʬʨʦʚʳʭ ʨʳʥʢʦʚ (DMU) ʚ ʥʘʯʘʣʝ ʵʪʦʛʦ 

ʛʦʜʘ. 

ʇʨʘʚʠʪʝʣʴʩʪʚʦ ʧʨʦʢʦʥʩʫʣʴʪʠʨʫʝʪʩʷ ʦ ʬʦʨʤʝ ʠ ʬʫʥʢʮʠʷʭ ɻʨʫʧʧʳ ʮʠʬʨʦʚʳʭ 

ʨʳʥʢʦʚ ʚ ʥʘʯʘʣʝ 2021 ʛʦʜʘ ʠ ʧʨʠʤʝʪ ʟʘʢʦʥʳ, ʢʘʢ ʪʦʣʴʢʦ ʧʦʟʚʦʣʠʪ ʧʘʨʣʘʤʝʥʪʩʢʦʝ 

ʚʨʝʤʷéè (New competition regime for tech giants to give consumers more choice and 

control over their data, and ensure businesses are fairly treated // Government Digital 

Service (https://www.gov.uk/government/news/new-competition-regime-for-tech-giants-

to-give-consumers-more-choice-and-control-over-their-data-and-ensure-businesses-

are-fairly -treated). 27.11.2020).  
***  

 

ʉʧʦʣʫʯʝʥʽ ʐʪʘʪʠ ɸʤʝʨʠʢʠ 

 

çɺ ʧʘʨʝ ʪʚʠʪʦʚ, ʦʧʫʙʣʠʢʦʚʘʥʥʳʭ ʚʦ ʚʪʦʨʥʠʢ, ʧʨʝʟʠʜʝʥʪ ʉʐɸ ɼʦʥʘʣʴʜ 

ʊʨʘʤʧ ʦʙʲʷʚʠʣ, ʯʪʦ ʦʥ çʫʚʦʣʠʣè ʂʨʠʩʘ ʂʨʝʙʩʘ, ʜʠʨʝʢʪʦʨʘ ɸʛʝʥʪʩʪʚʘ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ (CISA), ʚ ʩʚʷʟʠ ʩ 

ʥʝʜʘʚʥʠʤ ʟʘʷʚʣʝʥʠʝʤ, ʚ ʢʦʪʦʨʦʤ ʦʥ ʥʘʟʚʘʣ ʥʝʜʘʚʥʠʝ ʧʨʝʟʠʜʝʥʪʩʢʠʝ ʚʳʙʦʨʳ 

ʩʘʤʳʤʠ ʙʝʟʦʧʘʩʥʳʤʠ ʚ ʠʩʪʦʨʠʠ ʉʐɸ. 
ʊʨʘʤʧ ʟʘʷʚʠʣ, ʯʪʦ ʟʘʷʚʣʝʥʠʝ ʙʳʣʦ çʢʨʘʡʥʝ ʥʝʪʦʯʥʳʤè, ʚʤʝʩʪʦ ʵʪʦʛʦ 

ʩʦʩʣʘʚʰʠʩʴ ʥʘ çʤʘʩʩʦʚʳʝ ʥʘʨʫʰʝʥʠʷ ʠ ʬʘʣʴʩʠʬʠʢʘʮʠʠè ʥʘ ʚʳʙʦʨʘʭ, ʢʦʪʦʨʳʝ ʦʥ 

ʧʨʦʠʛʨʘʣ ʢʘʥʜʠʜʘʪʫ ʦʪ ʜʝʤʦʢʨʘʪʦʚ ɼʞʦ ɹʘʡʜʝʥʫ. 

ʇʨʝʜʩʪʘʚʠʪʝʣʴ CISA ʥʝ ʙʳʣ ʜʦʩʪʫʧʝʥ ʜʣʷ ʢʦʤʤʝʥʪʘʨʠʝʚ; ʆʜʥʘʢʦ ʂʨʝʙʩ 

ʧʦʜʪʚʝʨʜʠʣ ʚ ʪʚʠʪʪʝʨʝ ʠʟ ʩʚʦʝʛʦ ʣʠʯʥʦʛʦ ʢʘʙʠʥʝʪʘ. 

ɼʦ ʩʚʦʝʛʦ ʫʚʦʣʴʥʝʥʠʷ ʩʝʛʦʜʥʷ ʂʨʝʙʩ ʟʘʥʠʤʘʣ ʜʦʣʞʥʦʩʪʴ ʜʠʨʝʢʪʦʨʘ CISA 

ʨʦʚʥʦ ʜʚʘ ʛʦʜʘ ʠ ʦʜʠʥ ʜʝʥʴ, ʩ 16 ʥʦʷʙʨʷ 2018 ʛʦʜʘ, ʢʦʛʜʘ ʘʛʝʥʪʩʪʚʦ ʙʳʣʦ 

ʦʬʠʮʠʘʣʴʥʦ ʦʩʥʦʚʘʥʦ. 

ʉʣʫʭʠ ʦ ʪʦʤ, ʯʪʦ ʊʨʘʤʧ ʥʘʤʝʨʝʚʘʝʪʩʷ ʫʚʦʣʠʪʴ ʚʳʩʦʢʦʧʦʩʪʘʚʣʝʥʥʦʛʦ 

ʜʦʣʞʥʦʩʪʥʦʛʦ ʣʠʮʘ CISA, ʥʘʯʘʣʠ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴʩʷ ʥʘ ʧʨʦʰʣʦʡ ʥʝʜʝʣʝ, ʢʦʛʜʘ 

ʂʨʝʙʩ ʟʘʷʚʠʣ ʥʝʩʢʦʣʴʢʠʤ ʩʚʦʠʤ ʢʦʣʣʝʛʘʤ, ʯʪʦ ʦʞʠʜʘʝʪ ʝʛʦ ʫʚʦʣʴʥʝʥʠʷ ʧʦʩʣʝ 

ʫʩʠʣʠʡ ʘʛʝʥʪʩʪʚʘ ʧʦ ʙʦʨʴʙʝ ʩ ʢʘʤʧʘʥʠʷʤʠ ʜʝʟʠʥʬʦʨʤʘʮʠʠ ʠʟʙʠʨʘʪʝʣʝʡ ʚʦ ʚʨʝʤʷ 

ʥʝʜʘʚʥʠʭ ʚʳʙʦʨʦʚ. 

ʉʦʛʣʘʩʥʦ ʦʪʯʝʪʫ Reuters, ʂʨʝʙʩ ʦʢʘʟʘʣʩʷ ʥʘ ʧʣʦʭʦʡ ʩʪʦʨʦʥʝ ʊʨʘʤʧʘ ʧʦʩʣʝ 

ʩʦʟʜʘʥʠʷ ʠ ʟʘʧʫʩʢʘ Rumor Control, ʚʝʙ-ʩʪʨʘʥʠʮʳ ʥʘ ʩʘʡʪʝ CISA, ʛʜʝ ʵʢʩʧʝʨʪʳ CISA 

ʨʘʟʚʝʥʯʘʣʠ ʩʣʫʭʠ ʦ ʬʘʣʴʩʠʬʠʢʘʮʠʠ ʚʳʙʦʨʦʚ, ʤʥʦʛʠʝ ʠʟ ʢʦʪʦʨʳʭ ʧʨʝʟʠʜʝʥʪ ʉʐɸ 

ʘʢʪʠʚʥʦ ʧʨʦʜʚʠʛʘʣ ʚʦ ʚʨʝʤʷ ʠ ʧʦʩʣʝ ʚʳʙʦʨʦʚ ʢʘʢ ʬʘʢʪʳ. ʚ ʝʛʦ ʘʢʢʘʫʥʪʝ ʚ Twitter. 

ʇʦʩʣʝ ʩʦʦʙʱʝʥʠʷ Reuters ʥʝʩʢʦʣʴʢʦ ʦʬʠʮʠʘʣʴʥʳʭ ʧʨʝʜʩʪʘʚʠʪʝʣʝʡ 

ʜʝʤʦʢʨʘʪʦʚ ʠ ʵʢʩʧʝʨʪʦʚ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚʩʪʘʣʠ ʥʘ ʟʘʱʠʪʫ ʂʨʝʙʩʘ. 
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Cyberscoop ʩʦʦʙʱʠʣ, ʯʪʦ, ʭʦʪʷ ʥʝʩʢʦʣʴʢʦ ʜʝʧʫʪʘʪʦʚ-ʨʝʩʧʫʙʣʠʢʘʥʮʝʚ ʨʘʥʝʝ 

ʭʚʘʣʠʣʠ ʨʘʙʦʪʫ ʂʨʝʙʩʘ ʚ CISA ʚ ʧʨʝʜʳʜʫʱʠʝ ʤʝʩʷʮʳ, ʥʠʢʪʦ ʥʝ ʚʩʪʘʣ ʥʘ ʝʛʦ ʟʘʱʠʪʫ 

ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʚʳʟʚʘʣ ʛʥʝʚ ʊʨʘʤʧʘ. 

çʂʨʠʩ ʂʨʝʙʩ - ʚʳʜʘʶʱʠʡʩʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʡ ʩʣʫʞʘʱʠʡ ʠ ʠʤʝʥʥʦ ʪʦʪ 

ʯʝʣʦʚʝʢ, ʢʦʪʦʨʦʛʦ ʘʤʝʨʠʢʘʥʮʳ ʭʦʪʷʪ ʜʣʷ ʟʘʱʠʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʰʠʭ ʚʳʙʦʨʦʚè, - 

ʟʘʷʚʠʣ ʚ ʩʚʦʝʤ ʩʝʛʦʜʥʷʰʥʝʤ ʟʘʷʚʣʝʥʠʠ ʩʝʥʘʪʦʨ ʉʐɸ ʄʘʨʢ ʈ. ʋʦʨʥʝʨ (ʜʝʤʦʢʨʘʪ ʦʪ 

ʰʪʘʪʘ ɺʠʨʜʞʠʥʠʷ), ʟʘʤʝʩʪʠʪʝʣʴ ʧʨʝʜʩʝʜʘʪʝʣʷ ʉʧʝʮʠʘʣʴʥʦʛʦ ʢʦʤʠʪʝʪʘ ʉʝʥʘʪʘ ʧʦ 

ʨʘʟʚʝʜʢʝ. 

çʕʪʦ ʛʦʚʦʨʠʪ ʦ ʤʥʦʛʦʤ, ʯʪʦ ʧʨʝʟʠʜʝʥʪ ʨʝʰʠʣ ʫʚʦʣʠʪʴ ʝʛʦ ʧʨʦʩʪʦ ʟʘ ʪʦ, ʯʪʦ ʦʥ 

ʩʢʘʟʘʣ ʧʨʘʚʜʫè. (Catalin Cimpanu. Trump fires CISA Director Chris Krebs // ZDNet 

(https://www.zdnet.com/article/trump-fires-cisa-director-chris-krebs/). 18.11.2020).  
***  

 

çʂʦʤʧʘʥʠʷ Twitter ʥʘʥʷʣʘ ʚ ʢʘʯʝʩʪʚʝ ʜʠʨʝʢʪʦʨʘ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʜʥʦʛʦ ʠʟ ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʭʘʢʝʨʩʢʦʛʦ ʩʦʦʙʱʝʩʪʚʘ 

CultoftheDeadCow. ʇʨʝʞʜʝ ʦʥ ʨʘʙʦʪʘʣ ʚ DARPA ʠ Google. 

ʍʘʢʝʨ ʩ ʛʦʩʥʘʛʨʘʜʘʤʠ 

Twitter ʥʘʥʷʣ ʚ ʢʘʯʝʩʪʚʝ ʜʠʨʝʢʪʦʨʘ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʟʥʘʤʝʥʠʪʦʛʦ ʭʘʢʝʨʘ ʇʝʡʪʝʨʘ ɿʘʪʢʦ (Peiter Zatko), ʠʟʚʝʩʪʥʦʛʦ ʪʘʢʞʝ ʧʦʜ ʥʠʢʥʝʡʤʦʤ 

Mudge. 

ɿʘʪʢʦ ð ʯʝʣʦʚʝʢ ʩ ʯʨʝʟʚʳʯʘʡʥʦ ʷʨʢʦʡ ʙʠʦʛʨʘʬʠʝʡ: ʚ ʜʝʚʷʥʦʩʪʳʝ ʛʦʜʳ ʦʥ ʙʳʣ 

ʯʣʝʥʦʤ ʭʘʢʝʨʩʢʠʭ ʩʦʦʙʱʝʩʪʚ L0pht ʠ Cult of the Dead Cow. ʀʤʝʥʥʦ ʯʣʝʥʳ L0pht 

ʩʬʦʨʤʠʨʦʚʘʣʠ ʢʫʣʴʪʫʨʫ çʵʪʠʯʝʩʢʦʛʦ ʭʘʢʠʥʛʘè (ʠʣʠ çʦʪʚʝʪʩʪʚʝʥʥʦʛʦ ʨʘʩʢʨʳʪʠʷ 

ʫʷʟʚʠʤʦʩʪʝʡè). ɿʘʪʢʦ ʣʠʯʥʦ ʚ 1995 ʛ. ʦʧʫʙʣʠʢʦʚʘʣ ʦʜʥʦ ʠʟ ʧʝʨʚʳʭ ʠʩʩʣʝʜʦʚʘʥʠʡ 

ʧʝʨʝʧʦʣʥʝʥʠʷ ʙʫʬʝʨʘ ð ʦʜʥʦʡ ʠʟ ʩʘʤʳʭ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ ʠ ʯʘʩʪʦ 

ʵʢʩʧʣʫʘʪʠʨʫʝʤʳʭ ʦʰʠʙʦʢ ʚ ʧʨʦʛʨʘʤʤʥʦʤ ʢʦʜʝ. ʂʨʦʤʝ ʪʦʛʦ, ʦʥ ʥʘʧʠʩʘʣ ʨʷʜ 

ʧʦʧʫʣʷʨʥʳʭ ʩʨʝʜʩʪʚ ʜʣʷ ʪʝʩʪʠʨʦʚʘʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʆʜʥʠʤ ʠʟ ʩʘʤʳʭ ʠʟʚʝʩʪʥʳʭ 

ʩʪʘʣ L0phtCrack, ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʧʨʦʚʝʨʢʠ ʫʩʪʦʡʯʠʚʦʩʪʠ ʧʘʨʦʣʝʡ ʧʨʦʪʠʚ 

ʨʘʟʣʠʯʥʳʭ ʚʠʜʦʚ ʘʪʘʢ. 

ʇʦʤʠʤʦ ʵʪʦʛʦ, ɿʘʪʢʦ ʙʳʣ ʦʜʥʠʤ ʠʟ ʧʝʨʚʳʭ ʥʝʟʘʚʠʩʠʤʳʭ ʵʢʩʧʝʨʪʦʚ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʘʯʘʚʰʠʭ ʦʪʢʨʳʪʦ ʩʦʪʨʫʜʥʠʯʘʪʴ ʩ ʚʣʘʩʪʷʤʠ ʠ ʧʨʝʜʩʪʘʚʠʪʝʣʷʤʠ 

ʙʠʟʥʝʩʘ. ɺ 1998 ʛ. ʦʥ ʚʳʩʪʫʧʘʣ ʧʝʨʝʜ ʢʦʤʠʪʝʪʦʤ ʚ ʉʝʥʘʪʝ ʉʐɸ ʧʦ ʪʝʤʝ ʩʘʤʳʭ 

ʩʝʨʴʝʟʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ ɺʩʝʤʠʨʥʦʡ ʩʝʪʠ, ʘ ʚ 2000 ʛ. ʧʨʝʟʠʜʝʥʪ ʉʐɸ ɹʠʣʣ ʂʣʠʥʪʦʥ 

ʧʨʠʛʣʘʩʠʣ ɿʘʪʢʦ ʥʘ ʩʧʝʮʠʘʣʴʥʳʡ ʩʘʤʤʠʪ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚ 

ʢʦʪʦʨʦʤ ʫʯʘʩʪʚʦʚʘʣʠ ʯʣʝʥʳ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʠ ʨʫʢʦʚʦʜʠʪʝʣʠ ʢʨʫʧʥʳʭ ʢʦʨʧʦʨʘʮʠʡ. 

ʕʪʦʪ ʩʘʤʤʠʪ ʙʳʣ ʩʚʷʟʘʥ ʚ ʥʝ ʧʦʩʣʝʜʥʶʶ ʦʯʝʨʝʜʴ ʩ ʧʝʨʚʳʤʠ ʤʘʩʩʠʨʦʚʘʥʥʳʤʠ 

DDoS-ʘʪʘʢʘʤʠ. 

C 2004 ʛ. ɿʘʪʢʦ ʨʘʙʦʪʘʣ ʚ ʢʦʤʧʘʥʠʠ BBN Technologies, ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʦʤ 

ʧʦʜʨʷʜʯʠʢʝ. ɺ 2010 ʛ. ʝʛʦ ʥʘʟʥʘʯʠʣʠ ʚ ʢʘʯʝʩʪʚʝ ʫʧʨʘʚʣʷʶʱʝʛʦ ʧʨʦʝʢʪʦʤ DARPA, 

ʧʦʩʚʷʱʝʥʥʦʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ɿʘʪʝʤ ʚ 2013 ʛ. ʝʛʦ ʧʨʠʛʣʘʩʠʣʠ ʥʘ ʨʘʙʦʪʫ ʚ 

Google. ɺ 2015 ʛ. ʦʥ ʧʨʠʩʦʝʜʠʥʠʣʩʷ ʢ ʀɹ-ʧʨʦʝʢʪʫ #CyberUL, ʩʦʟʜʘʥʥʦʤʫ ʧʦ 

ʟʘʧʨʦʩʫ ɹʝʣʦʛʦ ɼʦʤʘ. ʉʝʡʯʘʩ ʤʳ ʥʘʙʣʶʜʘʝʤ ʥʦʚʳʡ ʚʠʪʦʢ ʝʛʦ ʢʘʨʴʝʨʳ. 

ʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʙʦʨʴʙʘ ʩ ʜʝʟʠʥʬʦʨʤʘʮʠʝʡ 

ʅʘ ʥʦʚʦʤ ʤʝʩʪʝ ɿʘʪʢʦ, ʧʦ ʝʛʦ ʩʦʙʩʪʚʝʥʥʳʤ ʩʣʦʚʘʤ, ʙʫʜʝʪ ʟʘʥʠʤʘʪʴʩʷ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠ ʬʠʟʠʯʝʩʢʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʘ ʪʘʢʞʝ ʚʦʧʨʦʩʘʤʠ ʦʙʝʩʧʝʯʝʥʠʷ 
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ʥʘʜʝʞʥʦʩʪʠ ʩʘʡʪʘ ʠ ʧʣʘʪʬʦʨʤʳ ʚ ʮʝʣʦʤ ʠ ʙʦʨʴʙʦʡ ʩ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝʤ 

ʜʝʟʠʥʬʦʨʤʘʮʠʠ. 

ʀ ʵʪʦ, ʚʦʟʤʦʞʥʦ, ʦʜʠʥ ʠʟ ʩʘʤʳʭ ʧʨʦʙʣʝʤʥʳʭ ʘʩʧʝʢʪʦʚ ʙʫʜʫʱʝʡ ʨʘʙʦʪʳ 

ɿʘʪʢʦ. ɺ ʧʨʝʜʚʳʙʦʨʥʳʡ ʧʝʨʠʦʜ Twitter ʠ ʨʷʜ ʜʨʫʛʠʭ ʤʝʜʠʘʢʦʤʧʘʥʠʡ ʧʦʜʚʝʨʛʣʠʩʴ 

ʞʝʩʪʦʯʘʡʰʝʡ ʤʝʜʠʡʥʦʡ ʘʪʘʢʝ ʟʘ ʩʚʦʶ ʧʦʣʠʪʠʢʫ ʙʦʨʴʙʳ ʩ ʧʨʝʜʧʦʣʘʛʘʝʤʦʡ (ʠʣʠ 

ʥʘʩʪʦʷʱʝʡ) ʜʝʟʠʥʬʦʨʤʘʮʠʝʡ. ʇʦʩʣʝ ʪʦʛʦ ʢʘʢ Twitter ʚʨʝʤʝʥʥʦ ʟʘʙʣʦʢʠʨʦʚʘʣ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʩʪʘʪʴʠ, ʢʦʤʧʨʦʤʝʪʠʨʦʚʘʚʰʝʡ ʨʦʜʩʪʚʝʥʥʠʢʦʚ ʢʘʥʜʠʜʘʪʘ (ʥʘ ʪʦʪ 

ʤʦʤʝʥʪ) ʚ ʧʨʝʟʠʜʝʥʪʳ ʉʐɸ ɼʞʦ ɹʘʡʜʝʥʘ, ʥʘ ʢʦʤʧʘʥʠʶ ʧʦʩʳʧʘʣʠʩʴ ʦʙʚʠʥʝʥʠʷ ʚ 

ʩʘʤʦʫʧʨʘʚʩʪʚʝ ʠ ʮʝʥʟʫʨʠʨʦʚʘʥʠʠ ʠʥʬʦʨʤʘʮʠʠ ʚ ʠʥʪʝʨʝʩʘʭ ʩʪʦʨʦʥʥʠʢʦʚ 

ɼʝʤʦʢʨʘʪʠʯʝʩʢʦʡ ʧʘʨʪʠʠ ʉʐɸ. 

ɺ 2020 ʛ. Twitter ʧʘʣ ʞʝʨʪʚʦʡ ʢʠʙʝʨʘʪʘʢʠ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʦʡ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʢ ʤʥʦʞʝʩʪʚʫ ʘʢʢʘʫʥʪʦʚ ʨʘʟʣʠʯʥʳʭ 

ʟʥʘʤʝʥʠʪʦʩʪʝʡ, ʚʢʣʶʯʘʷ ɼʞʦ ɹʘʡʜʝʥʘ, ʀʣʦʥʘ ʄʘʩʢʘ, ɼʞʝʬʬʘ ɹʝʟʦʩʘ, ɹʠʣʣʘ ɻʝʡʪʩʘ 

ʠ ʜʨ. ʆʯʝʚʠʜʥʦ, ʯʪʦ ʚ ʟʘʜʘʯʫ ɿʘʪʢʦ ʪʘʢʞʝ ʙʫʜʝʪ ʚʭʦʜʠʪʴ ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʧʦʜʦʙʥʳʭ 

ʩʠʪʫʘʮʠʡ ʚ ʙʫʜʫʱʝʤ. 

çʆʙʝʩʧʝʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ Twitter ʠʤʝʝʪ ʦʛʨʦʤʥʦʝ 

ʟʥʘʯʝʥʠʝ ʫʞʝ ʧʨʦʩʪʦ ʚ ʩʠʣʫ ʨʘʟʤʝʨʦʚ ʘʫʜʠʪʦʨʠʠ ʩʝʨʚʠʩʘ ʠ ʧʦʪʝʥʮʠʘʣʴʥʦʛʦ 

ʢʦʣʠʯʝʩʪʚʘ ʞʝʨʪʚ ʩʝʨʴʸʟʥʦʛʦ ʩʙʦʷ, ð ʛʦʚʦʨʠʪ ʄʠʭʘʠʣ ɿʘʡʮʝʚ, ʵʢʩʧʝʨʪ ʧʦ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ SEC Consult Services. ð ɿʘʪʢʦ ð ʦʜʠʥ ʠʟ 

ʩʘʤʳʭ ʢʦʤʧʝʪʝʥʪʥʳʭ ʧʨʦʬʝʩʩʠʦʥʘʣʦʚ ʚ ʵʪʦʡ ʩʬʝʨʝ, ʠ ʝʛʦ ʧʦʩʣʫʞʥʦʡ ʩʧʠʩʦʢ ʪʦʤʫ 

ʦʯʝʚʠʜʥʦʝ ʩʚʠʜʝʪʝʣʴʩʪʚʦ. ɺʦʟʤʦʞʥʦ ʦʥ ʢʘʢ ʨʘʟ ʦʜʠʥ ʠʟ ʪʝʭ ʥʝʤʥʦʛʦʯʠʩʣʝʥʥʳʭ 

ʩʧʝʮʠʘʣʠʩʪʦʚ, ʢʦʤʫ ʧʦʩʪʘʚʣʝʥʥʳʝ ʟʘʜʘʯʠ ʙʫʜʫʪ ʧʦ ʩʠʣʘʤè. (ɻʣʘʚʦʡ 

ʠʥʬʦʙʝʟʦʧʘʩʥʦʩʪʠ Twitter ʩʪʘʣ ʣʝʛʝʥʜʘʨʥʳʡ ʭʘʢʝʨ // CNews 

(https://safe.cnews.ru/news/top/2020-11-18_twitter_naznachila_glavoj_sluzhby). 

18.11.2020).  
***  

 

çɿʘʪʨʘʪʳ ʥʘ ʧʨʦʛʨʘʤʤʫ ʧʦ ʨʘʟʨʘʙʦʪʢʝ ʩʦʚʨʝʤʝʥʥʦʛʦ ʠʩʪʨʝʙʠʪʝʣʷ F-35 

ʩʫʱʝʩʪʚʝʥʥʦ ʚʦʟʨʦʩʣʠ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʂʅʈ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʣʘ 

ʧʨʦʠʟʚʦʜʠʪʝʣʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʚ ʮʝʧʦʯʢʝ ʧʦʩʪʘʚʦʢ Lockheed 

Martin, ʯʪʦ ʧʨʠʚʝʣʦ ʢ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʝʨʝʟʘʧʠʩʠ ʩ ʥʫʣʷ ʧʦʪʝʥʮʠʘʣʴʥʦ 
ʫʷʟʚʠʤʦʡ ʩʠʩʪʝʤʳ. ʆʙ ʵʪʦʤ ʟʘʷʚʠʣ ʩʧʝʮʠʘʣʠʩʪ ʎʝʥʪʨʘ ʩʪʨʘʪʝʛʠʯʝʩʢʠʭ ʠ 

ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʠʩʩʣʝʜʦʚʘʥʠʡ ɼʞʝʡʤʩ ʃʴʶʠʩ (James Lewis) ʚ ʭʦʜʝ ʟʘʩʝʜʘʥʠʷ ʧʦ 

ʚʦʧʨʦʩʘʤ ʢʠʙʝʨʦʙʦʨʦʥʳ ʙʨʠʪʘʥʩʢʦʡ ʘʨʤʠʠ.  

ʇʦ ʩʣʦʚʘʤ ʃʴʶʠʩʘ, ʂʠʪʘʡ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʣ ʩʠʩʪʝʤʳ ʩʫʙʧʦʜʨʷʜʯʠʢʘ, 

ʫʯʘʩʪʚʫʶʱʝʛʦ ʚ ʨʘʟʨʘʙʦʪʢʝ F-35 ʠ ʧʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦ ʟʘʨʘʟʠʣ ʧʨʦʛʨʘʤʤʥʦʝ 

ʦʙʝʩʧʝʯʝʥʠʝ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʝ ʜʣʷ ʠʩʪʨʝʙʠʪʝʣʷ. ʉʧʝʮʠʘʣʠʩʪ ʥʝ ʫʪʦʯʥʠʣ, ʦ ʢʘʢʦʤ 

ʠʤʝʥʥʦ ʇʆ ʰʣʘ ʨʝʯʴ, ʠ ʫʜʘʣʦʩʴ ʣʠ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʠʥʬʠʮʠʨʦʚʘʥʠʝ.  

çLockheed Martin ʚʳʧʦʣʥʠʣʘ ʦʪʣʠʯʥʫʶ ʨʘʙʦʪʫ ʧʦ ʟʘʱʠʪʝ ʩʚʦʠʭ ʩʠʩʪʝʤ [é], 

ʥʦ ʝʩʣʠ ʠʜʪʠ ʥʠʞʝ ʧʦ ʮʝʧʠ, ʥʝ ʚʩʝ ʦʙʝʩʧʝʯʠʚʘʶʪ ʪʦʪ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʢʦʪʦʨʳʡ ʚʘʤ ʥʫʞʝʥ. ʊʘʢ ʯʪʦ ʵʪʦ ʫʪʚʝʨʞʜʝʥʠʝ - ʯʝʨʝʟ ʩʫʙʧʦʜʨʷʜʯʠʢʘ ʂʠʪʘʡ ʩʤʦʛ 

ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ [ʢ ʩʠʩʪʝʤʘʤ]. ʄʳ ʥʝ ʟʥʘʝʤ, ʯʪʦ ʦʥʠ ʤʦʛʣʠ ʩʜʝʣʘʪʴ, ʫʷʟʚʠʤʦʩʪʴ 

ʙʳʣʘ ʟʘʢʨʳʪʘ, ʘ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʧʦ ʙʦʣʴʰʝʡ ʯʘʩʪʠ ʧʝʨʝʧʠʩʘʥʦ ʩ ʥʫʣʷè, - 

ʮʠʪʠʨʫʝʪ The Register ʟʘʷʚʣʝʥʠʝ ʃʴʶʠʩʘ.  
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ɺ ʧʨʦʰʣʦʤ ʃʴʶʠʩ ʛʦʚʦʨʠʣ ʦʙ ʵʪʦʤ ʠʥʮʠʜʝʥʪʝ ʢʘʢ ʦ ʩʣʫʭʝ, ʯʘʩʪʠʯʥʦ 

ʧʦʷʩʥʷʶʱʝʤ ʚʳʩʦʢʫʶ ʩʪʦʠʤʦʩʪʴ F-35. ʉʫʜʷ ʧʦ ʚʩʝʤʫ, ʜʘʥʥʘʷ ʘʪʘʢʘ ʥʝ ʠʤʝʝʪ 

ʦʪʥʦʰʝʥʠʷ ʢ ʠʥʮʠʜʝʥʪʫ 2017 ʛʦʜʘ, ʢʦʛʜʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʨʦʥʠʢʣʠ ʚ 

ʢʦʤʧʴʶʪʝʨʥʫʶ ʩʝʪʴ ɺɺʉ ʉʐɸ ʠ ʫʢʨʘʣʠ ʤʘʪʝʨʠʘʣʳ, ʢʘʩʘʶʱʠʝʩʷ F-35, ʚ ʪʦʤ ʯʠʩʣʝ 

ʥʝʩʢʦʣʴʢʦ ʛʠʛʘʙʘʡʪʦʚ ʜʘʥʥʳʭ, ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʜʠʟʘʡʥʫ ʠ ʵʣʝʢʪʨʦʥʥʳʤ ʩʠʩʪʝʤʘʤ 

ʠʩʪʨʝʙʠʪʝʣʷ.  

ʈʘʥʝʝ ʚ ʵʪʦʤ ʛʦʜʫ ʋʧʨʘʚʣʝʥʠʝ ʵʢʩʧʣʫʘʪʘʮʠʦʥʥʳʭ ʠʩʧʳʪʘʥʠʡ ʠ ʦʮʝʥʢʠ 

(DOTE) ʉʐɸ ʚʳʧʫʩʪʠʣʦ ʜʦʢʣʘʜ, ʚ ʢʦʪʦʨʦʤ ʚ ʪʦʤ ʯʠʩʣʝ ʨʘʩʢʨʠʪʠʢʦʚʘʣʦ ʧʨʦʮʝʩʩ 

ʨʘʟʨʘʙʦʪʢʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʜʣʷ F-35. ɺ ʯʘʩʪʥʦʩʪʠ, ʨʝʛʫʣʷʪʦʨ ʦʪʤʝʪʠʣ, 

ʯʪʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʤʝʪʦʜʦʣʦʛʠʠ Agile ʧʨʝʜʩʪʘʚʣʷʝʪ ʚʳʩʦʢʠʡ ʨʠʩʢ, ʧʦʩʢʦʣʴʢʫ 

ʧʨʠʤʝʥʝʥʠʝ ʩʪʨʘʪʝʛʠʠ MVP (ʤʠʥʠʤʘʣʴʥʦ ʞʠʟʥʝʩʧʦʩʦʙʥʳʡ ʧʨʦʜʫʢʪ) ʜʣʷ 

ʨʘʟʨʘʙʦʪʢʠ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʭ ʢʦʤʧʦʥʝʥʪʦʚ, ʪʘʢʠʭ ʢʘʢ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ 

ʧʦʣʝʪʦʤ ʠ ʚʦʦʨʫʞʝʥʠʝʤ, ʥʝʣʴʟʷ ʩʯʠʪʘʪʴ ʜʦʧʫʩʪʠʤʦʡ ʤʦʜʝʣʴʶ.  

ʄʠʥʠʤʘʣʴʥʦ ʞʠʟʥʝʩʧʦʩʦʙʥʳʡ ʧʨʦʜʫʢʪ (minimum viable product, MVP) ð 

ʧʨʦʜʫʢʪ, ʦʙʣʘʜʘʶʱʠʡ ʤʠʥʠʤʘʣʴʥʳʤʠ, ʥʦ ʜʦʩʪʘʪʦʯʥʳʤʠ ʜʣʷ ʫʜʦʚʣʝʪʚʦʨʝʥʠʷ 

ʧʝʨʚʳʭ ʧʦʪʨʝʙʠʪʝʣʝʡ ʬʫʥʢʮʠʷʤʠ. ʆʩʥʦʚʥʘʷ ʟʘʜʘʯʘ - ʧʦʣʫʯʝʥʠʝ ʦʙʨʘʪʥʦʡ ʩʚʷʟʠ ʜʣʷ 

ʬʦʨʤʠʨʦʚʘʥʠʷ ʛʠʧʦʪʝʟ ʜʘʣʴʥʝʡʰʝʛʦ ʨʘʟʚʠʪʠʷ ʧʨʦʜʫʢʪʘè. (ʂʠʪʘʡ ʦʙʚʠʥʠʣʠ ʚ 

ʟʘʨʘʞʝʥʠʠ ʇʆ ʜʣʷ ʠʩʪʨʝʙʠʪʝʣʷ F-35 // SecurityLab.ru 

(https://www.securitylab.ru/news/514065.php). 14.11.2020). 
***  

 

çʆʪʥʳʥʝ ʦʪʯʝʪʳ ʇʝʥʪʘʛʦʥʘ ʦʙ ʠʥʦʩʪʨʘʥʥʳʭ ʭʘʢʝʨʘʭ ʙʫʜʫʪ 

ʩʦʧʨʦʚʦʞʜʘʪʴʩʷ ʢʘʨʠʢʘʪʫʨʥʳʤʠ ʠʣʣʶʩʪʨʘʮʠʷʤʠ. 
ʄʘʣʦ ʢʦʤʫ ʧʦʥʨʘʚʷʪʩʷ ʫʥʠʯʠʞʠʪʝʣʴʥʳʝ ʠʟʜʝʚʢʠ ʚ ʝʛʦ ʘʜʨʝʩ, ʚ ʦʩʦʙʝʥʥʦʩʪʠ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤ. ʀʤʝʥʥʦ ʪʘʢʫʶ ʪʘʢʪʠʢʫ ʨʝʰʠʣʦ ʧʨʠʤʝʥʠʪʴ 

ʂʠʙʝʨʢʦʤʘʥʜʦʚʘʥʠʝ ʉʐɸ ʢ çʨʫʩʩʢʠʤ ʭʘʢʝʨʘʤè - ʧʫʙʣʠʯʥʦ ʚʳʩʤʝʷʪʴ ʠʭ, ʚʳʩʪʘʚʠʚ 

ʥʝʫʢʣʶʞʠʤʠ ʠ ʙʝʟʦʙʠʜʥʳʤʠ ʤʫʣʴʪʷʰʢʘʤʠ.  

ʂʘʢ ʩʦʦʙʱʘʝʪ CyberScoop, ʂʠʙʝʨʢʦʤʘʥʜʦʚʘʥʠʝ (ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʄʠʥʦʙʦʨʦʥʳ 

ʉʐɸ) ʦʙʨʘʪʠʣʦʩʴ ʢ ʢʦʤʧʘʥʠʠ, ʟʘʥʠʤʘʶʱʝʡʩʷ ʛʨʘʬʠʯʝʩʢʠʤ ʜʠʟʘʡʥʦʤ, ʩ ʧʨʦʩʴʙʦʡ 

ʠʣʣʶʩʪʨʘʪʠʚʥʦ ʠʟʦʙʨʘʟʠʪʴ ʠʥʦʩʪʨʘʥʥʳʭ ʭʘʢʝʨʦʚ. ʂʠʙʝʨʢʦʤʘʥʜʦʚʘʥʠʝ ʨʝʰʠʣʦ, ʯʪʦ 

ʩʤʝʰʥʳʝ ʠʣʣʶʩʪʨʘʮʠʠ ʧʦʤʦʛʫʪ ʥʝ ʪʦʣʴʢʦ ʨʘʟʥʦʦʙʨʘʟʠʪʴ ʠʭ ʦʪʯʝʪʳ ʦʙ ʦʧʝʨʘʮʠʷʭ 

ʠʥʦʩʪʨʘʥʥʳʭ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ, ʥʦ ʠ ʨʘʟʜʦʩʘʜʦʚʘʪʴ ʩʘʤʠʭ ʭʘʢʝʨʦʚ, ʩʦʦʙʱʠʣ 

ʦʩʚʝʜʦʤʣʝʥʥʳʡ ʠʩʪʦʯʥʠʢ.  

ʆʜʥʠʤʠ ʠʟ ʭʘʢʝʨʦʚ, ʧʨʦʠʣʣʶʩʪʨʠʨʦʚʘʥʥʳʭ ʛʨʘʬʠʯʝʩʢʠʤʠ ʜʠʟʘʡʥʝʨʘʤʠ, 

ʷʚʣʷʶʪʩʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʠʟ ʈʦʩʩʠʠ. ʇʦ ʩʣʦʚʘʤ ʠʩʪʦʯʥʠʢʘ, ʦʥʠ ʥʝʥʘʚʠʜʷʪ, ʢʦʛʜʘ 

ʠʭ ʠʟʦʙʨʘʞʘʶʪ ʙʝʣʳʤʠ ʠ ʧʫʰʠʩʪʳʤʠ, ʧʦʵʪʦʤʫ ʂʠʙʝʨʢʦʤʘʥʜʦʚʘʥʠʝ ʧʦʧʨʦʩʠʣʦ 

ʭʫʜʦʞʥʠʢʦʚ ʥʘʨʠʩʦʚʘʪʴ ʠʭ ʚ ʚʠʜʝ ʤʠʣʳʭ ʠ ʥʝʫʢʣʶʞʠʭ ʤʠʰʝʢ.  

ʄʝʜʚʝʜʴ ʙʳʣ ʚʳʙʨʘʥ ʥʝ ʩʣʫʯʘʡʥʦ, ʪʘʢ ʢʘʢ ʜʣʷ ʛʨʫʧʧʠʨʦʚʦʢ çʨʫʩʩʢʠʭ 

ʭʘʢʝʨʦʚè ʫʞʝ ʜʘʚʥʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʥʘʟʚʘʥʠʷ Cozy Bear (çʋʶʪʥʳʡ ʤʝʜʚʝʜʴè) ʠ Fancy 

Bear (çʄʦʜʥʳʡ ʤʝʜʚʝʜʴè). ʈʘʥʝʝ ʩʦʦʙʱʝʥʠʷ ʦʙ ʵʪʠʭ ʛʨʫʧʧʠʨʦʚʢʘʭ ʩʦʧʨʦʚʦʞʜʘʣʠʩʴ 

ʠʟʦʙʨʘʞʝʥʠʷʤʠ ʩʠʣʴʥʳʭ ʠ ʨʘʟʲʷʨʝʥʥʳʭ ʭʠʱʥʠʢʦʚ, ʥʦ ʪʝʧʝʨʴ ʂʠʙʝʨʢʦʤʘʥʜʦʚʘʥʠʝ 

ʨʝʰʠʣʦ, ʯʪʦ ʧʨʠʰʣʦ ʚʨʝʤʷ ʧʨʝʢʨʘʪʠʪʴ ʨʘʟʜʫʚʘʪʴ ʠʭ ʩʘʤʦʤʥʝʥʠʝ.  

çʅʘʤ ʥʝ ʥʫʞʝʥ ʣʦʛʦʪʠʧ, ʢʦʪʦʨʳʡ ʦʥʠ ʩʤʦʛʣʠ ʙʳ ʥʘʧʝʯʘʪʘʪʴ ʫ ʩʝʙʷ ʥʘ 

ʬʫʪʙʦʣʢʘʭ. ʄʳ ʭʦʪʠʤ ʯʪʦ-ʥʠʙʫʜʴ ʪʘʢʦʝ, ʯʪʦ ʠʭ ʙʦʩʩ ʫʚʠʜʠʪ ʚ PowerPoint ʠ ʚʳʡʜʝʪ 

ʠʟ ʩʝʙʷè, - ʩʦʦʙʱʠʣ ʠʩʪʦʯʥʠʢ.  
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ʊʘʢʠʤ ʦʙʨʘʟʦʤ, 29 ʦʢʪʷʙʨʷ ʥʳʥʝʰʥʝʛʦ ʛʦʜʘ ʚʳʰʝʣ ʦʪʯʝʪ, 

ʧʨʦʠʣʣʶʩʪʨʠʨʦʚʘʥʥʳʡ ʤʫʣʴʪʷʰʥʳʤ ʠʟʦʙʨʘʞʝʥʠʝʤ ʤʠʰʢʠ, ʟʘʧʫʪʘʚʰʝʛʦʩʷ ʚ ʧʦʣʘʭ 

ʩʚʦʝʛʦ ʚʦʝʥʥʦʛʦ ʧʘʣʴʪʦ ʠ ʨʘʩʩʳʧʘʚʰʝʛʦ ʢʦʥʬʝʪʳ, ʩʦʙʨʘʥʥʳʝ ʥʘ ʍʵʣʣʦʫʠʥ.  

ʂʦʛʜʘ ʂʠʙʝʨʢʦʤʘʥʜʦʚʘʥʠʝ ʟʘʢʘʟʘʣʦ ʢʘʨʠʢʘʪʫʨʫ ʥʘ ʭʘʢʝʨʦʚ (ʢʠʪʘʡʩʢʠʭ) ʚ 

ʧʝʨʚʳʡ ʨʘʟ, ʭʫʜʦʞʥʠʢʘʤ ʧʨʠʰʣʦʩʴ ʧʝʨʝʨʠʩʦʚʘʪʴ ʩʚʦʠ ʥʘʙʨʦʩʢʠ, ʪʘʢ ʢʘʢ ʦʥʠ 

ʦʢʘʟʘʣʠʩʴ ʥʝʜʦʩʪʘʪʦʯʥʦ ʛʣʫʧʳʤʠ.  

ʇʦʧʳʪʢʠ ʨʘʟʦʟʣʠʪʴ ʭʘʢʝʨʦʚ ï ʵʪʦ ʣʠʰʴ ʥʦʚʘʷ ʛʣʘʚʘ ʚ ʙʦʣʝʝ ʤʘʩʰʪʘʙʥʦʡ 

ʢʘʤʧʘʥʠʠ ʧʦ ʧʦʜʨʳʚʫ ʢʠʙʝʨʦʧʝʨʘʮʠʡ ʠʥʦʩʪʨʘʥʥʳʭ ʧʨʘʚʠʪʝʣʴʩʪʚ, ʧʨʦʚʦʜʠʤʦʡ 

ʂʠʙʝʨʢʦʤʘʥʜʦʚʘʥʠʝʤè. (ʇʝʥʪʘʛʦʥ ʪʨʦʣʣʠʪ ʨʫʩʩʢʠʭ ʭʘʢʝʨʦʚ ʩ ʧʦʤʦʱʴʶ 

ʤʫʣʴʪʷʰʝʢ // SecurityLab.ru (https://www.securitylab.ru/news/514054.php). 

13.11.2020). 
***  

 

ʂʨʘʾʥʠ ɭʉ 

 

çɸʧʦʩʪʦʣʴʩʢʘʷ ʙʠʙʣʠʦʪʝʢʘ, ʩʪʘʣʢʠʚʘʶʱʘʷʩʷ ʩʦ 100 ʫʛʨʦʟʘʤʠ ʚ ʤʝʩʷʮ, 

ʭʦʯʝʪ, ʯʪʦʙʳ ʯʠʪʘʪʝʣʠ ʤʦʛʣʠ ʜʦʚʝʨʷʪʴ ʦʮʠʬʨʦʚʘʥʥʳʤ ʟʘʧʠʩʷʤ ʝʝ 

ʠʩʪʦʨʠʯʝʩʢʠʭ ʩʦʢʨʦʚʠʱ. 
ɼʨʝʚʥʠʡ ʠʥʪʝʣʣʝʢʪ ʪʝʧʝʨʴ ʦʭʨʘʥʷʝʪʩʷ ʠʩʢʫʩʩʪʚʝʥʥʳʤ ʠʥʪʝʣʣʝʢʪʦʤ, ʢʦʪʦʨʳʡ 

ʧʨʝʜʧʨʠʥʠʤʘʝʪ ʰʘʛʠ ʧʦ ʟʘʱʠʪʝ ʦʜʥʦʡ ʠʟ ʩʘʤʳʭ ʚʳʜʘʶʱʠʭʩʷ ʢʦʣʣʝʢʮʠʡ 

ʠʩʪʦʨʠʯʝʩʢʠʭ ʨʫʢʦʧʠʩʝʡ ʠ ʜʦʢʫʤʝʥʪʦʚ ʚ ʤʠʨʝ ʦʪ ʢʠʙʝʨʘʪʘʢ. 

ɺʘʪʠʢʘʥ ɸʧʦʩʪʦʣʴʩʢʘʷ ʙʠʙʣʠʦʪʝʢʫ, ʢʦʪʦʨʘʷ ʠʤʝʝʪ 80.000 ʜʦʢʫʤʝʥʪʦʚ 

ʦʛʨʦʤʥʦʡ ʚʘʞʥʦʩʪʠ ʠ ʥʝʠʟʤʝʨʠʤʫʶ ʮʝʥʥʦʩʪʴ, ʚ ʪʦʤ ʯʠʩʣʝ ʩʪʘʨʝʡʰʝʡ ʢʦʧʠʠ 

ɹʠʙʣʠʠ ʠ ʨʠʩʫʥʢʦʚ ʠ ʩʦʯʠʥʝʥʠʡ ʦʪ ʄʠʢʝʣʘʥʜʞʝʣʦ ʠ ɻʘʣʠʣʝʷ, ʩʦʪʨʫʜʥʠʯʘʶʪ ʩ 

ʢʠʙʝʨʦʤ-ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʬʠʨʤʦʡ, ʯʪʦʙʳ ʟʘʱʠʪʠʪʴ ʩʚʦʡ ʘʤʙʠʮʠʦʟʥʳʡ ʧʨʦʝʢʪ 

ʦʮʠʬʨʦʚʳʚʘʥʠʷ ʧʨʦʪʠʚ ʧʨʝʩʪʫʧʥʠʢʦʚ. 

ʇʦ ʩʣʦʚʘʤ ʄʘʥʣʠʦ ʄʠʯʝʣʠ, ʜʠʨʝʢʪʦʨʘ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤ ʪʝʭʥʦʣʦʛʠʷʤ, 

ʙʠʙʣʠʦʪʝʢʘ ʩʪʘʣʢʠʚʘʝʪʩʷ ʚ ʩʨʝʜʥʝʤ ʩ 100 ʫʛʨʦʟʘʤʠ ʚ ʤʝʩʷʮ ʩ ʤʦʤʝʥʪʘ ʥʘʯʘʣʘ 

ʦʮʠʬʨʦʚʢʠ ʩʚʦʝʡ ʢʦʣʣʝʢʮʠʠ ʠʩʪʦʨʠʯʝʩʢʠʭ ʩʦʢʨʦʚʠʱ ʚ 2012 ʛʦʜʫ. 

çʄʳ ʥʝ ʤʦʞʝʤ ʠʛʥʦʨʠʨʦʚʘʪʴ ʪʦ, ʯʪʦ ʥʘʰʘ ʮʠʬʨʦʚʘʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ 

ʠʥʪʝʨʝʩʥʘ ʭʘʢʝʨʘʤ. ɺ ʩʣʫʯʘʝ ʫʩʧʝʰʥʦʡ ʘʪʘʢʠ ʢʦʣʣʝʢʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʫʢʨʘʜʝʥʘ, 

ʦʙʨʘʙʦʪʘʥʘ ʠʣʠ ʧʦʣʥʦʩʪʴʶ ʫʜʘʣʝʥʘè, - ʩʢʘʟʘʣ ʄʠʯʝʣʠ ʚ ʠʥʪʝʨʚʴʶ Observer. 

ʆʥ ʜʦʙʘʚʠʣ, ʯʪʦ ʢʠʙʝʨʘʪʘʢʠ ʫʚʝʣʠʯʠʚʘʶʪʩʷ, ʘ ʥʝ ʟʘʤʝʜʣʷʶʪʩʷ. çʍʘʢʝʨʳ 

ʚʩʝʛʜʘ ʙʫʜʫʪ ʧʳʪʘʪʴʩʷ ʧʨʦʥʠʢʥʫʪʴ ʚ ʦʨʛʘʥʠʟʘʮʠʠ, ʯʪʦʙʳ ʫʢʨʘʩʪʴ ʠʥʬʦʨʤʘʮʠʶ, 

ʟʘʨʘʙʦʪʘʪʴ ʜʝʥʴʛʠ ʠʣʠ ʥʘʥʝʩʪʠ ʫʱʝʨʙè. 

ɹʠʙʣʠʦʪʝʢʘ, ʦʩʥʦʚʘʥʥʘʷ ʚ 1451 ʛʦʜʫ ʇʘʧʦʡ ʅʠʢʦʣʘʝʤ V, ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ 

ʩʘʤʳʭ ʚʘʞʥʳʭ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʭ ʠʥʩʪʠʪʫʪʦʚ ʚ ʤʠʨʝ, ʩʦʜʝʨʞʘʱʠʤ ʦʜʥʫ ʠʟ ʣʫʯʰʠʭ 

ʢʦʣʣʝʢʮʠʡ ʨʫʢʦʧʠʩʝʡ, ʢʥʠʛ, ʠʟʦʙʨʘʞʝʥʠʡ, ʤʦʥʝʪ ʠ ʤʝʜʘʣʝʡ ʚ ʤʠʨʝ. ʆʮʠʬʨʦʚʢʘ 41 

ʤʠʣʣʠʦʥʘ ʩʪʨʘʥʠʮ ʧʨʠʟʚʘʥʘ çʩʦʭʨʘʥʠʪʴ ʩʦʜʝʨʞʘʥʠʝ ʠʩʪʦʨʠʯʝʩʢʠʭ ʩʦʢʨʦʚʠʱ, ʥʝ 

ʥʘʥʦʩʷ ʫʱʝʨʙʘ ʭʨʫʧʢʠʤ ʦʨʠʛʠʥʘʣʘʤè, - ʩʢʘʟʘʣ ʄʠʯʝʣʠ. 

ʅʦ ʦʥ ʜʦʙʘʚʠʣ: çʕʪʦʪ ʧʨʦʝʢʪ - ʛʦʨʘʟʜʦ ʙʦʣʴʰʝ, ʯʝʤ ʧʨʦʩʪʦ ʬʠʟʠʯʝʩʢʘʷ 

ʩʦʭʨʘʥʥʦʩʪʴ. ʏʘʩʪʠ ʠʩʪʦʨʠʠ, ʨʘʥʝʝ ʠʩʩʣʝʜʦʚʘʥʥʳʝ ʪʦʣʴʢʦ ʠʩʪʦʨʠʢʘʤʠ ʚ ʙʝʣʳʭ 

ʧʝʨʯʘʪʢʘʭ, ʪʝʧʝʨʴ ʜʦʩʪʫʧʥʳ ʣʶʙʦʤʫ, ʫ ʢʦʛʦ ʝʩʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʀʥʪʝʨʥʝʪʫ. ʕʪʦ 

ʦʛʨʦʤʥʳʡ ʰʘʛ ʢ ʨʘʚʝʥʩʪʚʫ ʚ ʦʙʨʘʟʦʚʘʥʠʠè. 
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ʂ ʥʘʩʪʦʷʱʝʤʫ ʚʨʝʤʝʥʠ ʦʮʠʬʨʦʚʘʥʦ ʦʢʦʣʦ 25% ʜʦʢʫʤʝʥʪʦʚ ʙʠʙʣʠʦʪʝʢʠ. ʇʦ 

ʩʣʦʚʘʤ ʄʠʯʝʣʠ, ʧʨʦʝʢʪ ʥʘʯʘʣʩʷ ʩ çʫʥʠʢʘʣʴʥʳʭ, ʩʘʤʳʭ ʠʟʚʝʩʪʥʳʭ ʠ ʭʨʫʧʢʠʭ 

ʚʝʱʝʡè. ʆʥʠ ʚʢʣʶʯʘʶʪ ʦʜʥʫ ʠʟ ʩʪʘʨʝʡʰʠʭ ʨʫʢʦʧʠʩʝʡ ʚ ʤʠʨʝ, ʠʣʣʶʩʪʨʠʨʦʚʘʥʥʳʡ 

ʬʨʘʛʤʝʥʪ ʕʥʝʠʜʳ ɺʝʨʛʠʣʠʷ, ʚʦʟʨʘʩʪ ʢʦʪʦʨʦʡ ʩʦʩʪʘʚʣʷʝʪ 1600 ʣʝʪ. ʂʦʣʣʝʢʮʠʷ ʪʘʢʞʝ 

ʩʦʜʝʨʞʠʪ ʠʣʣʶʩʪʨʘʮʠʶ ʉʘʥʜʨʦ ɹʦʪʪʠʯʝʣʣʠ 1450 ʛʦʜʘ ʢ çɹʦʞʝʩʪʚʝʥʥʦʡ ʢʦʤʝʜʠʠè; 

ʩʪʠʭʠ, ʪʝʭʥʠʯʝʩʢʠʝ ʟʘʤʝʪʢʠ ʠ ʟʘʨʠʩʦʚʢʠ ʄʠʢʝʣʘʥʜʞʝʣʦ; ʜʨʝʚʥʠʝ ʨʫʢʦʧʠʩʠ ʣʶʜʝʡ 

ʠʥʢʦʚ; ʠ ʠʩʪʦʨʠʯʝʩʢʠʝ ʜʦʛʦʚʦʨʳ ʠ ʧʠʩʴʤʘ. 

ʅʦ, ʧʦ ʩʣʦʚʘʤ ʄʠʯʝʣʠ, ʦʮʠʬʨʦʚʢʘ ʦʟʥʘʯʘʝʪ, ʯʪʦ çʤʳ ʜʦʣʞʥʳ ʟʘʱʠʱʘʪʴ ʥʘʰʫ 

ʦʥʣʘʡʥ-ʢʦʣʣʝʢʮʠʶ, ʯʪʦʙʳ ʯʠʪʘʪʝʣʠ ʤʦʛʣʠ ʙʳʪʴ ʫʚʝʨʝʥʳ, ʯʪʦ ʟʘʧʠʩʠ ʷʚʣʷʶʪʩʷ 

ʪʦʯʥʦʡ ʠ ʥʝʠʟʤʝʥʥʦʡ ʠʩʪʦʨʠʝʡè. ʆʥ ʜʦʙʘʚʠʣ: çʍʦʪʷ ʬʠʟʠʯʝʩʢʠʡ ʫʱʝʨʙ ʯʘʩʪʦ 

ʦʯʝʚʠʜʝʥ ʠ ʥʝʟʘʤʝʜʣʠʪʝʣʴʥʦ, ʘʪʘʢʘ ʪʘʢʦʛʦ ʨʦʜʘ ʥʝ ʙʫʜʝʪ ʠʤʝʪʴ ʪʘʢʦʡ ʞʝ 

ʬʠʟʠʯʝʩʢʦʡ ʚʠʜʠʤʦʩʪʠ ʠ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʤʦʞʝʪ ʥʘʥʝʩʪʠ ʜʣʠʪʝʣʴʥʳʡ ʠ 

ʧʦʪʝʥʮʠʘʣʴʥʦ ʥʝʧʦʧʨʘʚʠʤʳʡ ʫʱʝʨʙ ʥʝ ʪʦʣʴʢʦ ʘʨʭʠʚʫ, ʥʦ ʠ ʠʩʪʦʨʠʯʝʩʢʦʡ ʯʘʩʪʠ 

ʤʠʨʘ. ʦʙʲʝʤ ʧʘʤʷʪʠ. ɺ ʵʧʦʭʫ ʬʝʡʢʦʚʳʭ ʥʦʚʦʩʪʝʡ ʵʪʠ ʢʦʣʣʝʢʮʠʠ ʠʛʨʘʶʪ ʚʘʞʥʫʶ 

ʨʦʣʴ ʚ ʙʦʨʴʙʝ ʩ ʜʝʟʠʥʬʦʨʤʘʮʠʝʡ, ʧʦʵʪʦʤʫ ʟʘʱʠʪʘ ʠʭ ʦʪ çʘʪʘʢ ʥʘ ʜʦʚʝʨʠʝè ʠʤʝʝʪ 

ʨʝʰʘʶʱʝʝ ʟʥʘʯʝʥʠʝ. 

çʄʝʥʝʝ ɻʦʣʣʠʚʫʜʩʢʠʝ, ʥʦ ʚʩʝ ʞʝ ʚʳʟʳʚʘʶʱʠʝ ʙʝʩʧʦʢʦʡʩʪʚʦ, ʵʪʦ ʘʪʘʢʘ 

ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʥʘ ʙʠʙʣʠʦʪʝʢʫ - ʭʦʨʦʰʦ ʠʟʚʝʩʪʥʘʷ ʘʪʘʢʘ, ʢʦʪʦʨʘʷ ʥʝʟʘʤʝʪʥʦ 

ʧʨʦʥʠʢʘʝʪ ʚ ʢʦʤʧʘʥʠʠ, ʘ ʟʘʪʝʤ ʥʝʚʝʨʦʷʪʥʦ ʙʳʩʪʨʦ ʙʣʦʢʠʨʫʝʪ ʬʘʡʣʳ, ʧʦʢʘ ʚʳ ʥʝ 

ʟʘʧʣʘʪʠʪʝ ʦʛʨʦʤʥʫʶ ʩʫʤʤʫ. ʉʝʛʦʜʥʷ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ ʜʚʠʞʫʪʩʷ ʩʦ 

ʩʢʦʨʦʩʪʴʶ ʤʘʰʠʥʳ, ʧʨʝʚʦʩʭʦʜʷ ʩʧʦʩʦʙʥʦʩʪʴ ʣʶʜʝʡ ʦʙʥʘʨʫʞʠʚʘʪʴ ʠ ʦʩʪʘʥʘʚʣʠʚʘʪʴ 

ʘʪʘʢʫ ʜʦ ʝʝ ʵʩʢʘʣʘʮʠʠ. 

çʕʪʠ ʘʪʘʢʠ ʤʦʛʫʪ ʧʦʚʣʠʷʪʴ ʥʘ ʨʝʧʫʪʘʮʠʶ ʙʠʙʣʠʦʪʝʢʠ ɺʘʪʠʢʘʥʘ, ʢʦʪʦʨʫʶ ʦʥʘ 

ʧʦʜʜʝʨʞʠʚʘʣʘ ʥʘ ʧʨʦʪʷʞʝʥʠʠ ʩʦʪʝʥ ʣʝʪ, ʠ ʠʤʝʪʴ ʩʝʨʴʝʟʥʳʝ ʬʠʥʘʥʩʦʚʳʝ 

ʧʦʩʣʝʜʩʪʚʠʷ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʦʚʣʠʷʪʴ ʥʘ ʥʘʰʫ ʩʧʦʩʦʙʥʦʩʪʴ ʦʮʠʬʨʦʚʳʚʘʪʴ 

ʦʩʪʘʚʰʠʝʩʷ ʨʫʢʦʧʠʩʠè. 

ɹʠʙʣʠʦʪʝʢʘ ʩʦʪʨʫʜʥʠʯʘʝʪ ʩ Darktrace, ʢʦʤʧʘʥʠʝʡ, ʦʩʥʦʚʘʥʥʦʡ ʤʘʪʝʤʘʪʠʢʘʤʠ 

ʂʝʤʙʨʠʜʞʩʢʦʛʦ ʫʥʠʚʝʨʩʠʪʝʪʘ, ʢʦʪʦʨʘʷ ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʧʝʨʚʦʡ ʨʘʟʨʘʙʦʪʘʣʘ ʩʠʩʪʝʤʫ 

ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʜʣʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʄʠʯʝʣʠ ʩʢʘʟʘʣ: çɺʳ ʥʝ ʤʦʞʝʪʝ 

ʙʨʦʩʘʪʴ ʣʶʜʝʡ ʥʘ ʵʪʫ ʧʨʦʙʣʝʤʫ - ʚʘʤ ʥʫʞʥʦ ʜʦʧʦʣʥʠʪʴ ʣʶʜʝʡ ʪʝʭʥʦʣʦʛʠʷʤʠ, 

ʢʦʪʦʨʳʝ ʧʦʥʠʤʘʶʪ ʦʪʪʝʥʢʠ ʩʝʨʦʛʦ ʚ ʦʯʝʥʴ ʩʣʦʞʥʳʭ ʩʠʩʪʝʤʘʭ ʠ ʩʦʧʨʦʪʠʚʣʷʶʪʩʷ ʩʦ 

ʩʢʦʨʦʩʪʴʶ ʤʘʰʠʥʳè. 

ʀʀ çʥʠʢʦʛʜʘ ʥʝ ʩʧʠʪ, ʥʝ ʜʝʣʘʝʪ ʧʝʨʝʨʳʚʦʚ ʠ ʤʦʞʝʪ ʦʙʥʘʨʫʞʠʪʴ ʠ 

ʨʘʩʩʣʝʜʦʚʘʪʴ ʙʦʣʴʰʝ ʫʛʨʦʟ, ʯʝʤ ʤʦʛʣʘ ʙʳ ʣʶʙʘʷ ʯʝʣʦʚʝʯʝʩʢʘʷ ʢʦʤʘʥʜʘ. ʆʥ ʟʘ 

ʩʝʢʫʥʜʳ ʧʨʠʥʠʤʘʝʪ ʨʝʰʝʥʠʷ ʦ ʪʦʤ, ʯʪʦ ʩʪʨʘʥʥʦ, ʥʦ ʤʷʛʢʦ ʠ ʩʪʨʘʥʥʦ, ʥʦ 

ʫʛʨʦʞʘʶʱʝè ʅʦ, ʜʦʙʘʚʠʣ ʦʥ, 100% ʛʘʨʘʥʪʠʠ ʦʪ ʥʘʧʘʜʝʥʠʷ ʥʝʪ. çɽʜʠʥʩʪʚʝʥʥʳʡ 

ʩʧʦʩʦʙ ʩʜʝʣʘʪʴ ʦʨʛʘʥʠʟʘʮʠʶ ʧʦʣʥʦʩʪʴʶ ʟʘʱʠʱʝʥʥʦʡ - ʵʪʦ ʦʪʢʣʶʯʠʪʴ ʝʝ ʦʪ 

ʀʥʪʝʨʥʝʪʘ. ʅʘʰʘ ʤʠʩʩʠʷ - ʧʝʨʝʥʝʩʪʠ ʙʠʙʣʠʦʪʝʢʫ ɺʘʪʠʢʘʥʘ ʚ 21 ʚʝʢ, ʧʦʵʪʦʤʫ ʤʳ ʥʝ 

ʙʫʜʝʤ ʵʪʠʤ ʟʘʥʠʤʘʪʴʩʷ ʚ ʙʣʠʞʘʡʰʝʝ ʚʨʝʤʷèéè. (Harriet Sherwood. Vatican enlists 

bots to protect library from onslaught of hackers // Guardian 

(https://www.theguardian.com/world/2020/nov/08/vatican-enlists-bots-to-protect-

library-from-onslaught-of-hackers). 08.11.2020).  

***  
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çʂʘʢ ʩʦʦʙʱʘʝʪ PwC, 22% ʢʦʤʧʘʥʠʡ ʚ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʧʣʘʥʠʨʫʶʪ 

ʩʦʢʨʘʱʘʪʴ ʢʦʤʘʥʜʳ, ʢʦʪʦʨʳʝ ʟʘʥʠʤʘʶʪʩʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ. 
ʏʪʦʙʳ ʩʦʩʪʘʚʠʪʴ ʉʪʨʘʪʝʛʠʶ ʂʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 2021, PwC ʦʧʨʦʩʠʣʘ 3249 

ʢʦʤʧʘʥʠʡ, ʩʨʝʜʠ ʢʦʪʦʨʳʭ 265 ʙʳʣʠ ʠʟ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ. 

96% ʦʧʨʦʰʝʥʥʳʭ ʛʣʦʙʘʣʴʥʦ ʦʪʩʪʘʶʪ ʧʦ ʥʝʩʢʦʣʴʢʠʤ ʬʨʦʥʪʘʤ, ʭʦʪʷ ʠʟʤʝʥʠʣʠ 

ʩʚʦʶ ʩʪʨʘʪʝʛʠʶ ʚ ʦʪʥʦʰʝʥʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠʟ-ʟʘ ʧʘʥʜʝʤʠʠ. ʏʘʩʪʴ ʠʟ ʥʠʭ 

ʟʘʷʚʠʣʘ, ʯʪʦ ʩʜʝʣʘʝʪ ʟʘʱʠʪʫ ʠʥʬʦʨʤʘʮʠʠ ʥʝʦʪʲʝʤʣʝʤʦʡ ʩʦʩʪʘʚʣʷʶʱʝʡ ʢʘʞʜʦʛʦ 

ʙʠʟʥʝʩ-ʨʝʰʝʥʠʷ ʚ ʢʦʤʧʘʥʠʠ. 

ʆʜʥʘʢʦ ʪʦʣʴʢʦ 38% ʙʨʠʪʘʥʩʢʠʭ ʢʦʤʧʘʥʠʡ ʙʳʣʠ ʫʚʝʨʝʥʳ, ʯʪʦ ʟʘʪʨʘʪʳ ʥʘ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʦʧʨʘʚʜʘʥʳ. 56% ʢʦʤʧʘʥʠʡ ʟʘʷʚʠʣʠ, ʯʪʦ ʫʚʝʣʠʯʘʪ ʙʶʜʞʝʪ ʚ 

ʩʣʝʜʫʶʱʝʤ ʛʦʜʫ, ʥʦ ʣʠʰʴ 36% ʚʠʜʝʣʠ ʩʤʳʩʣ ʚ ʩʚʦʠʭ ʪʨʘʪʘʭ. 

ɻʣʘʚʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ PwC ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʙʠʟʥʝʩʘʤ ʥʫʞʥʦ ʧʦʥʠʤʘʪʴ 

ʚʦʟʤʦʞʥʦʩʪʴ ʫʛʨʦʟ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʪʘʢ ʭʦʨʦʰʦ, ʯʪʦʙʳ ʵʪʦ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʩʪʘʣʦ 

ʯʘʩʪʴʶ ʢʘʞʜʦʛʦ ʙʠʟʥʝʩ-ʨʝʰʝʥʠʷ. 

ʊʨʝʪʴ ʙʨʠʪʘʥʩʢʠʭ ʢʦʤʧʘʥʠʡ ʩʦʙʠʨʘʝʪʩʷ ʫʩʢʦʨʠʪʴ ʮʠʬʨʦʚʠʟʘʮʠʶ ʠʟ-ʟʘ 

ʧʘʥʜʝʤʠʠ. ɹʦʣʴʰʠʥʩʪʚʦ ʩʯʠʪʘʝʪ ʘʪʘʢʠ ʥʘ ʦʙʣʘʯʥʳʝ ʩʝʨʚʠʩʳ, ʢʨʠʪʠʯʝʩʢʠʝ ʙʠʟʥʝʩ-

ʩʝʨʚʠʩʳ ʠ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ ʥʘʠʙʦʣʝʝ ʚʝʨʦʷʪʥʳʤʠ ʫʛʨʦʟʘʤʠ ʚ ʙʫʜʫʱʝʤ 

ʛʦʜʫè. (ɹʨʠʪʘʥʩʢʠʝ ʢʦʤʧʘʥʠʠ ʧʣʘʥʠʨʫʶʪ ʩʦʢʨʘʱʘʪʴ ʢʦʤʘʥʜʳ ʧʦ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ // SecureNews (https://securenews.ru/british-

companies-plan-to-cut-cyber-security-teams/). 11.11.2020).  

***  

 

çʅʘ ʩʝʢʨʝʪʥʦʡ ʚʠʜʝʦʢʦʥʬʝʨʝʥʮʠʠ ʧʨʠʩʫʪʩʪʚʦʚʘʣʠ ʤʠʥʠʩʪʨʳ ʩʪʨʘʥ 

ɽʚʨʦʩʦʶʟʘ. ɻʣʘʚʥʦʡ ʪʝʤʦʡ ʩʪʘʣʦ ʦʙʩʫʞʜʝʥʠʝ ʜʦʢʫʤʝʥʪʘ, ʢʦʪʦʨʳʡ ʜʣʠʪʝʣʴʥʦʝ 

ʚʨʝʤʷ ʧʦʜʛʦʪʘʚʣʠʚʘʣʩʷ ʚʩʝʤʠ ʨʘʟʚʝʜʩʣʫʞʙʘʤʠ ɽʉ. ʆʥ ʧʦʩʚʷʱʸʥ 

ʧʦʪʝʥʮʠʘʣʴʥʳʤ ʫʛʨʦʟʘʤ ʩʪʨʘʥʘʤ ɽʚʨʦʧʳ.  

"ɺʳ ʟʥʘʝʪʝ, ʯʪʦ ʚʳ ʧʦʧʘʣʠ ʥʘ ʩʝʢʨʝʪʥʫʶ ʢʦʥʬʝʨʝʥʮʠʶ?", - ʩʧʨʦʩʠʣ 

ʞʫʨʥʘʣʠʩʪʘ ʛʣʘʚʘ ʜʠʧʣʦʤʘʪʠʠ ɽʉ ɾʦʟʝʧ ɹʦʨʨʝʣʴ ʧʦʜ ʩʤʝʭ ʥʝʢʦʪʦʨʳʭ 

ʦʬʠʮʠʘʣʴʥʳʭ ʣʠʮ.  

"ɼʘ, ʜʘ. ʄʥʝ ʞʘʣʴ. ʗ ʞʫʨʥʘʣʠʩʪ ʠʟ ʅʠʜʝʨʣʘʥʜʦʚ. ʇʨʦʩʪʠʪʝ, ʯʪʦ ʧʨʝʨʳʚʘʶ 

ʚʘʰʫ ʢʦʥʬʝʨʝʥʮʠʶ", - ʦʪʚʝʪʠʣ ʫʣʳʙʘʶʱʠʡʩʷ ɺʝʨʣʘʘʥ.  

ʆʢʘʟʘʣʦʩʴ, ʯʪʦ ʵʪʦʪ ʤʦʣʦʜʦʡ ʯʝʣʦʚʝʢ - ʥʠʜʝʨʣʘʥʜʩʢʠʡ ʞʫʨʥʘʣʠʩʪ ɼʘʥʠʵʣʴ 

ɺʝʨʣʘʘʥ ʠʟ RTL Nieuws. ʆʥ ʦʙʲʷʩʥʠʣ ʩʚʦʠʤ ʩʣʫʯʘʡʥʳʤ ʩʦʙʝʩʝʜʥʠʢʘʤ, ʯʪʦ ʥʠʯʝʛʦ 

ʥʝ ʚʟʣʘʤʳʚʘʣ. ɾʫʨʥʘʣʠʩʪʫ ʪʫʪ ʞʝ ʩʦʦʙʱʠʣʠ: ʝʛʦ ʧʦʷʚʣʝʥʠʝ ʥʘ ʩʝʢʨʝʪʥʦʡ 

ʢʦʥʬʝʨʝʥʮʠʠ ʪʷʥʝʪ ʥʘ ʫʛʦʣʦʚʥʦʝ ʧʨʝʩʪʫʧʣʝʥʠʝ - ʠ ʧʦʪʨʝʙʦʚʘʣʠ ʩʨʦʯʥʦ 

ʦʪʢʣʶʯʠʪʴʩʷ. ɼʚʘʞʜʳ ʧʨʦʩʠʪʴ ʥʝ ʧʨʠʰʣʦʩʴ.  

ʕʪʦʪ ʠʥʮʠʜʝʥʪ ʚʳʟʚʘʣ ʩʝʨʴʝʟʥʳʝ ʚʦʧʨʦʩʳ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ 

ʚʩʪʨʝʯ ɽʉ. ʂʘʢ ʚʳʷʩʥʠʣʠ ʉʄʀ, ʥʠʜʝʨʣʘʥʜʩʢʠʡ ʞʫʨʥʘʣʠʩʪ ʧʦʣʫʯʠʣ ʜʦʩʪʫʧ ʢ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʚʠʜʝʦʢʦʥʬʝʨʝʥʮʠʠ ʤʠʥʠʩʪʨʦʚ ʦʙʦʨʦʥʳ ʩʪʨʘʥ ɽʉ ʙʣʘʛʦʜʘʨʷ 

ʠʥʬʦʨʤʘʮʠʠ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʡ ʚ ʘʢʢʘʫʥʪʝ ʤʠʥʠʩʪʨʘ ʦʙʦʨʦʥʳ ʅʠʜʝʨʣʘʥʜʦʚ ʚ 

Twitter. ʇʦʟʜʥʝʝ ʩʪʘʣʦ ʠʟʚʝʩʪʥʦ, ʯʪʦ ʧʨʝʜʩʪʘʚʠʪʝʣʴ ʚʝʜʦʤʩʪʚʘ ʩʣʫʯʘʡʥʦ 

ʦʧʫʙʣʠʢʦʚʘʣ ʚ ʩʦʮʩʝʪʠ ʬʦʪʦʛʨʘʬʠʶ, ʩʦʜʝʨʞʘʱʫʶ ʩʝʢʨʝʪʥʫʶ ʠʥʬʦʨʤʘʮʠʶ.  

ʏʠʥʦʚʥʠʢʠ ʚ ʭʦʜʝ ʚʠʜʝʦʢʦʥʬʝʨʝʥʮʠʠ ʦʙʩʫʞʜʘʣʠ ʩʝʢʨʝʪʥʳʡ ʜʦʢʫʤʝʥʪ ʦ 

ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʛʨʦʟʘʭ ɽʚʨʦʩʦʶʟʫ. ʉʙʦʨʦʤ ʜʘʥʥʳʭ ʟʘʥʠʤʘʣʠʩʴ ʚʩʝ 

ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʳʝ ʩʣʫʞʙʳ ɽʉ. ʇʣʘʥʠʨʫʝʪʩʷ, ʯʪʦ ʙʣʘʛʦʜʘʨʷ ʜʦʢʫʤʝʥʪʫ ɽʉ ʤʦʞʝʪ 
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ʧʨʦʜʚʠʛʘʪʴʩʷ ʚ ʨʘʟʨʘʙʦʪʢʝ ʦʪʚʝʪʦʚ ʥʘ ʫʛʨʦʟʳ. ʇʨʦʪʠʚʦʜʝʡʩʪʚʠʝ ʙʫʜʝʪ 

ʩʢʦʥʮʝʥʪʨʠʨʦʚʘʥʦ ʥʘ ʯʝʪʳʨʝʭ ʥʘʧʨʘʚʣʝʥʠʷʭ ʨʘʙʦʪʳ: ʦʙʝʩʧʝʯʝʥʠʝ ʫʩʪʦʡʯʠʚʦʩʪʠ ʚ 

ʦʙʣʘʩʪʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʨʘʟʚʠʪʠʝ ʧʦʪʝʥʮʠʘʣʘ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʫʛʨʦʟʳ, ʧʘʨʪʥʝʨʩʪʚʦ, 

ʘʥʪʠʢʨʠʟʠʩʥʦʝ ʫʧʨʘʚʣʝʥʠʝ. ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʚʩʝʭ ʩʦʩʪʘʚʣʷʶʱʠʭ ʧʨʦʝʢʪʘ 

ʧʦʥʘʜʦʙʠʪʩʷ ʥʝʩʢʦʣʴʢʦ ʣʝʪè. (ɾʫʨʥʘʣʠʩʪ ʧʦʜʢʣʶʯʠʣʩʷ ʢ ʩʝʢʨʝʪʥʦʡ 

ʢʦʥʬʝʨʝʥʮʠʠ ʤʠʥʠʩʪʨʦʚ ʩʪʨʘʥ ɽʚʨʦʩʦʶʟʘ // SecurityLab.ru 

(https://www.securitylab.ru/news/514224.php). 21.11.2020).  
***  

 

çʋʨʷʜ ʫ ʃʦʥʜʦʥʽ ʚʚʘʞʘʻ, ʱʦ ʤʦʞʝ ʟʘʭʠʩʪʠʪʠʩʷ ʚʽʜ ʢʽʙʝʨʘʪʘʢ ʟʘʚʜʷʢʠ 

ʫʩʫʥʝʥʥʶ ʅuawei ʚʽʜ ʨʦʟʙʫʜʦʚʠ ʤʝʨʝʞ 5G. ɿʘʢʦʥʦʧʨʦʻʢʪ ʧʝʨʝʜʙʘʯʘʻ ʰʪʨʘʬʠ 

ʜʦ 113 ʪʠʩʷʯ ʻʚʨʦ ʥʘ ʜʝʥʴ. 

ʋʨʷʜ ɺʝʣʠʢʦʙʨʠʪʘʥʽʾ ʧʣʘʥʫʻ ʚʽʜʩʪʦʨʦʥʠʪʠ ʢʠʪʘʡʩʴʢʠʡ ʢʦʥʮʝʨʥ Huawei ʚʽʜ 

ʨʦʟʙʫʜʦʚʠ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʜʣʷ ʤʦʙʽʣʴʥʠʭ ʤʝʨʝʞ 5G ʥʘ ʪʝʨʠʪʦʨʽʾ ʢʨʘʾʥʠ. ʊʘʢʦʞ 

ʫʨʷʜʦʚʮʽ ʟʙʠʨʘʶʪʴʩʷ ʟʘʧʨʦʚʘʜʠʪʠ ʚʝʣʠʢʽ ʰʪʨʘʬʠ ʟʘ ʧʦʨʫʰʝʥʥʷ ʮʽʻʾ ʟʘʙʦʨʦʥʠ. 

"ʅʦʚʠʡ ʟʘʢʦʥʦʧʨʦʻʢʪ - ʦʜʠʥ ʽʟ ʥʘʡʞʦʨʩʪʢʽʰʠʭ ʫ ʩʚʽʪʽ ʟʘʢʦʥʽʚ ʧʨʦ ʙʝʟʧʝʢʫ ʚ 

ʩʬʝʨʽ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡ, ʷʢʠʡ ʜʦʟʚʦʣʠʪʴ ɺʝʣʠʢʦʙʨʠʪʘʥʽʾ ʚʞʠʪʠ ʟʘʭʦʜʽʚ, ʥʝʦʙʭʽʜʥʠʭ 

ʜʣʷ ʟʘʭʠʩʪʫ ʥʘʰʠʭ ʤʝʨʝʞ", - ʟʘʷʚʠʚ ʤʽʥʽʩʪʨ ʮʠʬʨʦʚʠʭ ʪʝʭʥʦʣʦʛʽʡ ɺʝʣʠʢʦʙʨʠʪʘʥʽʾ 

ʆʣʽʚʝʨ ɼʘʫʜ ʫ ʚʽʚʪʦʨʦʢ, 24 ʣʠʩʪʦʧʘʜʘ. 

ɺʽʜʧʦʚʽʜʥʦ ʜʦ ʟʘʢʦʥʦʧʨʦʻʢʪʫ, ʟʘ ʚʠʢʦʨʠʩʪʘʥʥʷ ʢʦʤʧʦʥʝʥʪʽʚ Huawei ʜʣʷ 

ʤʝʨʝʞ 5G ʧʝʨʝʜʙʘʯʝʥʠʡ ʰʪʨʘʬ ʨʦʟʤʽʨʦʤ ʜʦ ʜʝʩʷʪʠ ʚʽʜʩʦʪʢʽʚ ʦʙʦʨʦʪʫ ʘʙʦ 113 ʪʠʩʷʯ 

ʻʚʨʦ ʥʘ ʜʝʥʴ. ɺ ʫʨʷʜʽ ʚʚʘʞʘʶʪʴ, ʱʦ ʩʫʚʦʨʽʰʽ ʩʪʘʥʜʘʨʪʠ ʫ ʩʬʝʨʽ ʙʝʟʧʝʢʠ 

ʜʦʧʦʤʦʞʫʪʴ ʟʘʭʠʩʪʠʪʠ ɺʝʣʠʢʦʙʨʠʪʘʥʽʶ ʚʽʜ ʤʦʞʣʠʚʠʭ ʢʽʙʝʨʘʪʘʢ. 

Huawei ʨʦʟʯʘʨʦʚʘʥʠʡ ʨʽʰʝʥʥʷʤ ʃʦʥʜʦʥʘ 

Huawei ʚʠʩʣʦʚʠʚ ʨʦʟʯʘʨʫʚʘʥʥʷ ʜʽʷʤʠ ʙʨʠʪʘʥʩʴʢʦʛʦ ʫʨʷʜʫ. "ʎʝ ʨʽʰʝʥʥʷ 

ʧʦʣʽʪʠʯʥʦ ʤʦʪʠʚʦʚʘʥʝ ʽ ʥʝ ˇʨʫʥʪʫʻʪʴʩʷ ʥʘ ʩʧʨʘʚʝʜʣʠʚʽʡ ʦʮʽʥʮʽ ʨʠʟʠʢʽʚ", - ʟʘʷʚʠʚ 

ʚʽʮʝʧʨʝʟʠʜʝʥʪ ʢʠʪʘʡʩʴʢʦʛʦ ʢʦʥʮʝʨʥʫ ɺʽʢʪʦʨ ʏʞʘʥ. ɺʽʥ ʚʚʘʞʘʻ, ʱʦ ʮʷ ʟʘʙʦʨʦʥʘ 

ʚʽʜʩʪʦʨʦʥʠʪʴ ɺʝʣʠʢʦʙʨʠʪʘʥʽʶ ʥʘ "ʩʤʫʛʫ ʧʦʚʽʣʴʥʦʛʦ ʨʫʭʫ" ʫ ʩʬʝʨʽ ʮʠʬʨʦʚʽʟʘʮʽʾéè. 

(ʄʘʨʽʷ ɼʫʤʘʥʩʴʢʘ. ɺʝʣʠʢʦʙʨʠʪʘʥʽʷ ʰʪʨʘʬʫʚʘʪʠʤʝ ʟʘ ʚʠʢʦʨʠʩʪʘʥʥʷ 

ʢʦʤʧʦʥʝʥʪʽʚ Huawei // Deutsche Welle (https://www.dw.com/uk/velykobrytaniia-

shtrafuvatyme-za-vykorystannia-komponentiv-huawei/a-55708778?maca=ukr-rss-

MetaUA-ukr-Business_Finansy-3053-xml-mrss). 24.11.2020).  

***  

 

ʈʦʩʽʡʩʴʢʘ ʌʝʜʝʨʘʮʽʷ ʪʘ ʢʨʘʾʥʠ ɭɸɽʉ 

 

çʂʘʙʤʠʥ ʚʥʸʩ ʚ ʧʘʨʣʘʤʝʥʪ ʟʘʢʦʥʦʧʨʦʝʢʪ ʦ ʚʚʝʜʝʥʠʠ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʡ 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʟʘ ʥʘʨʫʰʝʥʠʝ ʪʨʝʙʦʚʘʥʠʡ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʂʀʀ 

ʈʌ, ʘ ʪʘʢʞʝ ʟʘ ʥʝʩʚʦʝʚʨʝʤʝʥʥʦʝ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʩʚʝʜʝʥʠʡ ʦʪʚʝʯʘʶʱʠʤ ʟʘ 

ʣʠʢʚʠʜʘʮʠʶ ʢʠʙʝʨʘʪʘʢ ʦʨʛʘʥʘʤ. 
ʇʨʘʚʠʪʝʣʴʩʪʚʦ ʈʌ ʚʥʝʩʣʦ ʚ ɻʦʩʜʫʤʫ ʟʘʢʦʥʦʧʨʦʝʢʪ ˉ1048574-7 çʆ ʚʥʝʩʝʥʠʠ 

ʠʟʤʝʥʝʥʠʡ ʚ ʂʦʜʝʢʩ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʦʙ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʭ 

ʧʨʘʚʦʥʘʨʫʰʝʥʠʷʭ ʚ ʯʘʩʪʠ ʫʩʪʘʥʦʚʣʝʥʠʷ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʡ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʟʘ 

ʥʘʨʫʰʝʥʠʝ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʨʠʪʠʯʝʩʢʦʡ 
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ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ (ʂʀʀ) ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠè, ʢʦʪʦʨʳʤ 

ʚʚʦʜʷʪʩʷ ʢʨʫʧʥʳʝ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʝ ʰʪʨʘʬʳ ʟʘ ʥʝʠʩʧʦʣʥʝʥʠʝ ʧʦʣʦʞʝʥʠʡ ʟʘʢʦʥʘ ʦ 

ʂʀʀ. 

ʉʦʛʣʘʩʥʦ ʠʟʤʝʥʝʥʠʷʤ, ʧʨʝʜʣʦʞʝʥʥʳʤ ʚ ʂʦɸʇ, ʥʘʨʫʰʝʥʠʝ ʪʨʝʙʦʚʘʥʠʡ ʢ 

ʩʦʟʜʘʥʠʶ ʩʠʩʪʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʥʘʯʠʤʳʭ ʦʙʲʝʢʪʦʚ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʦʙʝʩʧʝʯʝʥʠʶ ʠʭ ʨʘʙʦʪʳ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʨʘʤʢʘʭ ʜʝʡʩʪʚʫʶʱʠʭ 

ʟʘʢʦʥʦʚ ʠ ʨʝʛʣʘʤʝʥʪʦʚ ʧʦʚʣʝʯʝʪ ʥʘʣʦʞʝʥʠʝ ʰʪʨʘʬʘ ʥʘ ʜʦʣʞʥʦʩʪʥʳʭ ʣʠʮ ʚ ʨʘʟʤʝʨʝ 

ʦʪ 10 ʪʳʩ. ʜʦ 50 ʪʳʩ. ʨʫʙʣʝʡ, ʘ ʥʘ ʶʨʠʜʠʯʝʩʢʠʭ ʣʠʮ ð ʦʪ 50 ʪʳʩ. ʜʦ 100 ʪʳʩ. 

ʨʫʙʣʝʡ. 

ʅʘʨʫʰʝʥʠʝ çʧʦʨʷʜʢʘ ʠʥʬʦʨʤʠʨʦʚʘʥʠʷ ʦ ʢʦʤʧʴʶʪʝʨʥʳʭ ʠʥʮʠʜʝʥʪʘʭ, 

ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʥʠʭ, ʧʨʠʥʷʪʠʷ ʤʝʨ ʧʦ ʣʠʢʚʠʜʘʮʠʠ ʧʦʩʣʝʜʩʪʚʠʡ ʢʦʤʧʴʶʪʝʨʥʳʭ 

ʘʪʘʢè, ʩʦʛʣʘʩʥʦ ʪʝʢʩʪʫ ʟʘʢʦʥʦʧʨʦʝʢʪʘ, ʙʫʜʝʪ ʛʨʦʟʠʪʴ ʜʦʣʞʥʦʩʪʥʳʤ ʣʠʮʘʤ ʰʪʨʘʬʦʤ 

ʚ ʨʘʟʤʝʨʝ ʦʪ 10 ʪʳʩ. ʜʦ 50 ʪʳʩ. ʨʫʙʣʝʡ, ʘ ʶʨʠʜʠʯʝʩʢʠʤ ʣʠʮʘʤ ð ʦʪ 100 ʪʳʩ. ʜʦ 500 

ʪʳʩ. ʨʫʙʣʝʡ. ʊʘʢʞʝ ʟʘ ʥʘʨʫʰʝʥʠʝ ʧʦʨʷʜʢʘ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ ʦʙ ʠʥʮʠʜʝʥʪʘʭ ʤʝʞʜʫ 

ʩʫʙʲʝʢʪʘʤʠ ʪʘʢʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʠʥʦʩʪʨʘʥʥʳʤʠ ʫʧʦʣʥʦʤʦʯʝʥʥʳʤʠ ʦʨʛʘʥʘʤʠ, 

ʤʝʞʜʫʥʘʨʦʜʥʳʤʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠ ʠ ʅʇʆ, ʨʘʙʦʪʘʶʱʠʤʠ ʚ ʩʬʝʨʝ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 

ʢʠʙʝʨʫʛʨʦʟʳ, ʧʨʝʜʫʩʤʦʪʨʝʥʳ ʰʪʨʘʬʳ ð ʜʣʷ ʜʦʣʞʥʦʩʪʥʳʭ ʣʠʮ ʦʪ 20 ʪʳʩ. ʜʦ 50 

ʪʳʩ. ʨʫʙʣʝʡ, ʜʣʷ ʶʨʠʜʠʯʝʩʢʠʭ ʣʠʮ ð ʦʪ 100 ʪʳʩ. ʜʦ 500 ʪʳʩ. ʨʫʙʣʝʡ. 

ɽʩʣʠ ʚ ʛʦʩʫʜʘʨʩʪʚʝʥʥʫʶ ʩʠʩʪʝʤʫ ʦʙʥʘʨʫʞʝʥʠʷ, ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʠ 

ʣʠʢʚʠʜʘʮʠʠ ʧʦʩʣʝʜʩʪʚʠʡ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʥʘ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʨʝʩʫʨʩʳ ʥʝ ʙʳʣʠ 

ʧʨʝʜʦʩʪʘʚʣʝʥʳ ʠʣʠ ʞʝ ʥʝʩʚʦʝʚʨʝʤʝʥʥʦ, ʩ ʥʘʨʫʰʝʥʠʝʤ ʩʨʦʢʦʚ, ʧʦʩʪʫʧʠʣʠ ʜʘʥʥʳʝ, 

ʧʨʝʜʫʩʤʦʪʨʝʥʥʳʝ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʰʪʨʘʬ ʜʣʷ ʜʦʣʞʥʦʩʪʥʳʭ ʣʠʮ 

ʩʦʩʪʘʚʠʪ ʦʪ 10 ʪʳʩ. ʜʦ 50 ʪʳʩ. ʨʫʙʣʝʡ, ʘ ʜʣʷ ʶʨʠʜʠʯʝʩʢʠʭ ʣʠʮ ð ʦʪ 100 ʪʳʩ. ʜʦ 500 

ʪʳʩ. ʨʫʙʣʝʡ. 

ɽʩʣʠ ʫʧʦʣʥʦʤʦʯʝʥʥʳʡ ʦʨʛʘʥ ʠʩʧʦʣʥʠʪʝʣʴʥʦʡ ʚʣʘʩʪʠ ʥʝ ʙʫʜʝʪ ʫʚʝʜʦʤʣʝʥ 

(ʫʚʝʜʦʤʣʝʥ ʩ ʦʧʦʟʜʘʥʠʝʤ) ʦ ʨʝʟʫʣʴʪʘʪʘʭ ʧʨʠʩʚʦʝʥʠʷ ʦʙʲʝʢʪʫ ʢʨʠʪʠʯʝʩʢʦʡ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʦʜʥʦʡ ʠʟ ʢʘʪʝʛʦʨʠʡ ʟʥʘʯʠʤʦʩʪʠ, ʪʦ ʰʪʨʘʬ 

ʩʦʩʪʘʚʠʪ ʦʪ 10 ʪʳʩ. ʜʦ 50 ʪʳʩ. ʨʫʙʣʝʡ ʜʣʷ ʜʦʣʞʥʦʩʪʥʳʭ ʣʠʮ ʠ ʦʪ 50 ʪʳʩ. ʜʦ 100 ʪʳʩ. 

ʨʫʙʣʝʡ ð ʜʣʷ ʶʨʠʜʠʯʝʩʢʠʭ ʣʠʮ. ʉʦʛʣʘʩʥʦ ʧʦʷʩʥʠʪʝʣʴʥʦʡ ʟʘʧʠʩʢʝ, çʨʘʟʤʝʨʳ 

ʧʨʝʜʣʘʛʘʝʤʳʭ ʰʪʨʘʬʦʚ ʫʯʠʪʳʚʘʶʪ ʨʘʟʤʝʨ ʩʨʝʜʥʝʡ ʟʘʨʘʙʦʪʥʦʡ ʧʣʘʪʳ 

ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʩʪʨʫʢʪʫʨʥʳʭ ʧʦʜʨʘʟʜʝʣʝʥʠʡ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠè. 

ɺ ʢʘʯʝʩʪʚʝ ʦʙʦʩʥʦʚʘʥʠʷ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʨʝʜʣʦʞʝʥʥʳʭ ʤʝʨ ʇʨʘʚʠʪʝʣʴʩʪʚʦ 

ʧʨʠʚʦʜʠʪ ʤʘʩʰʪʘʙʥʫʶ ʘʪʘʢʫ 2017 ʛʦʜʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʚʠʨʫʩʘ-ʰʠʬʨʦʚʘʣʴʱʠʢʘ 

WannaCry, ʢʦʪʦʨʳʡ ʧʦʨʘʟʠʣ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʪʝʭʥʠʢʠ ʚ ʨʷʜʝ 

ʛʦʩʢʦʤʧʘʥʠʡ, ʥʘ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʢʦʪʦʨʦʡ ʫʰʣʦ ʦʪ 1 ʜʦ 3 ʩʫʪʦʢ. ʇʨʠʯʠʥʦʡ ʫʱʝʨʙʘ 

ʩʪʘʣʦ ʥʝʚʳʧʦʣʥʝʥʠʝ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʪʨʝʙʦʚʘʥʠʡ, ʚʢʣʶʯʘʷ ʪʨʝʙʦʚʘʥʠʝ ʦ 

ʩʚʦʝʚʨʝʤʝʥʥʦʤ ʦʙʥʦʚʣʝʥʠʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

ʇʦʣʥʦʤʦʯʠʷʤʠ ʧʦ ʨʘʩʩʤʦʪʨʝʥʠʶ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʭ ʜʝʣ ʦ ʧʨʘʚʦʥʘʨʫʰʝʥʠʷʭ 

ʧʦ ʧʨʝʜʣʦʞʝʥʥʳʤ ʩʪʘʪʴʷʤ ʧʨʝʜʣʘʛʘʝʪʩʷ ʥʘʜʝʣʠʪʴ ʌʉʊʕʂ ʠ ʌʉɹ. ʇʦʣʦʞʝʥʠʝ ʦ 

ʰʪʨʘʬʘʭ ʟʘ ʥʘʨʫʰʝʥʠʝ ʧʦʨʷʜʢʘ ʠʥʬʦʨʤʠʨʦʚʘʥʠʷ ʦ ʢʦʤʧʴʶʪʝʨʥʳʭ ʠʥʮʠʜʝʥʪʘʭ ʠ 

ʧʨʠʥʷʪʠʷ ʤʝʨ ʧʦ ʠʭ ʣʠʢʚʠʜʘʮʠʠ ʜʦʣʞʥʦ ʚʩʪʫʧʠʪʴ ʚ ʩʠʣʫ ʩ 1 ʩʝʥʪʷʙʨʷ 2021 ʛʦʜʘéè. 

(ʂʨʠʪʠʯʝʩʢʫʶ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʭʦʪʷʪ ʟʘʱʠʪʠʪʴ 

ʰʪʨʘʬʘʤʠ // ʈʦʩʂʦʤʉʚʦʙʦʜʘ (https://roskomsvoboda.org/65915/). 03.11.2020).  
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çɺ 2020 ʛ. ʧʨʠʰʣʦ ʚʨʝʤʷ ʧʝʨʝʭʦʜʠʪʴ ʦʪ ʦʙʩʫʞʜʝʥʠʡ ʢ ʧʨʘʢʪʠʯʝʩʢʠʤ 
ʜʝʡʩʪʚʠʷʤ ʚ ʨʝʘʣʠʟʘʮʠʠ ʪʨʝʙʦʚʘʥʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʂʀʀ. ʂʦʤʧʣʝʢʩʥʘʷ ʩʠʩʪʝʤʘ 

ʟʘʱʠʪʳ ʟʥʘʯʠʤʳʭ ʦʙʲʝʢʪʦʚ ʂʀʀ ʤʠʥʠʤʠʟʠʨʫʝʪ ʨʠʩʢʠ ʦʩʪʘʥʦʚʢʠ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠʟ-

ʟʘ ʢʠʙʝʨʠʥʮʠʜʝʥʪʦʚ ʠ ʯʨʝʟʚʳʯʘʡʥʳʭ ʩʠʪʫʘʮʠʡ, ʘ ʪʘʢʞʝ ʧʦʟʚʦʣʷʝʪ ʦʙʝʩʧʝʯʠʪʴ 

ʪʨʝʙʦʚʘʥʠʷ ʥʦʨʤʘʪʠʚʥʦ-ʧʨʘʚʦʚʳʭ ʘʢʪʦʚ ʠ ʠʟʙʝʞʘʪʴ ʩʘʥʢʮʠʡ ʦʪ ʥʘʜʟʦʨʥʳʭ ʦʨʛʘʥʦʚ. 

ʆ ʪʦʤ, ʢʘʢ ʦʙʝʩʧʝʯʠʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ ʦʙʲʝʢʪʦʚ ʂʀʀ ʠ ʚʳʧʦʣʥʠʪʴ ʚʩʝ ʪʨʝʙʦʚʘʥʠʷ 

ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ, ʚ ʩʚʦʝʡ ʩʪʘʪʴʝ ʜʣʷ CNews ʨʘʩʩʢʘʟʘʣ ʈʦʤʘʥ ɾʫʢʦʚ, ʜʠʨʝʢʪʦʨ 

ʮʝʥʪʨʘ ʢʦʤʧʝʪʝʥʮʠʡ çɻʘʨʜʘ ʊʝʭʥʦʣʦʛʠʠè. 

ʊʝʢʫʱʘʷ ʩʠʪʫʘʮʠʷ ʚ ʦʙʣʘʩʪʠ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ ʦ ɹʂʀʀ 

ʉʪʨʫʢʪʫʨʘ ɹʂʀʀ (ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ) ð ʵʪʦ ʪʨʠ ʦʩʥʦʚʥʳʭ ʬʝʜʝʨʘʣʴʥʳʭ ʟʘʢʦʥʘ (187-ʌɿ, 193-ʌɿ ʠ 194-

ʌɿ), ʧʨʠʢʘʟʳ ʌʉʊʕʂ (ˉ227, 229, 235, 236, 239), ʧʨʠʢʘʟʳ ʠ ʨʝʢʦʤʝʥʜʘʮʠʠ ʌʉɹ 

(ˉ366, 367, 358, 196, 281 ʠ 282), ʘ ʪʘʢʞʝ ʚʝʜʦʤʩʪʚʝʥʥʳʝ ʧʨʠʢʘʟʳ ʠ ʨʝʢʦʤʝʥʜʘʮʠʠ 

ʄʠʥʧʨʦʤʩʚʷʟʠ, ʄʠʥʧʨʦʤʵʥʝʨʛʦ ʠ ʎʝʥʪʨʘʣʴʥʦʛʦ ʙʘʥʢʘ. 

ʉʦʛʣʘʩʥʦ ʧʠʩʴʤʫ ʌʉʊʕʂ, ʥʘ ʧʝʨʚʦʤ ʵʪʘʧʝ ʛʦʩʩʝʢʪʦʨ ʜʦʣʞʝʥ ʙʳʣ ʢ 1 

ʩʝʥʪʷʙʨʷ 2020 ʛ. ʟʘʚʝʨʰʠʪʴ ʧʨʦʮʝʜʫʨʫ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ. ɸʣʛʦʨʠʪʤ ʜʝʡʩʪʚʠʡ 

ʜʘʥʥʦʛʦ ʵʪʘʧʘ ʧʨʝʜʧʦʣʘʛʘʝʪ ʠʥʚʝʥʪʘʨʠʟʘʮʠʶ (ʦʧʠʩʘʥʠʝ ʩʠʩʪʝʤ ʠ ʧʨʦʮʝʩʩʦʚ, 

ʧʨʠʚʷʟʢʫ ʢ ʦʙʲʝʢʪʘʤ ʂʀʀ, ʦʮʝʥʢʫ ʩʦʩʪʦʷʥʠʷ ʀɹ ʠ ʥʘʙʦʨʘ ʉɿʀ), ʚʳʙʦʨ ʩʧʦʩʦʙʘ 

ʟʘʱʠʪʳ (ʦʮʝʥʢʘ ʪʠʧʦʚʳʭ ʦʙʲʝʢʪʦʚ ʠ ʧʨʦʮʝʩʩʦʚ, ʚʣʠʷʶʱʠʭ ʥʘ ʂʀʀ), 

ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʝ (ʫʢʘʟʘʥʠʝ ʦʪʨʘʩʣʝʚʦʡ ʩʧʝʮʠʬʠʢʠ, ʧʨʦʚʝʜʝʥʠʝ ʢʦʤʠʩʩʠʠ ʠ 

ʩʦʩʪʘʚʣʝʥʠʝ ʘʢʪʦʚ), ʘ ʪʘʢʞʝ ʧʦʜʘʯʫ ʧʝʨʝʯʥʷ ʦʙʲʝʢʪʦʚ ʚʦ ʌʉʊʕʂ. 

ɺʪʦʨʦʡ ʵʪʘʧ ʧʨʝʜʧʦʣʘʛʘʝʪ ʩʦʩʪʘʚʣʝʥʠʝ ʪʨʝʙʦʚʘʥʠʡ ʠ ʘʧʨʦʙʘʮʠʶ ʨʝʰʝʥʠʡ ʜʣʷ 

ʦʙʝʩʧʝʯʝʥʠʷ ʀɹ, ʧʨʦʝʢʪʠʨʦʚʘʥʠʝ (ʧʨʦʝʢʪʥʳʝ ʨʝʰʝʥʠʷ ʥʘ ʧʨʦʜʫʢʪʳ ʠ ʨʝʰʝʥʠʷ, ʘ 

ʪʘʢʞʝ ʜʦʢʫʤʝʥʪʘʮʠʷ), ʚʥʝʜʨʝʥʠʝ ʨʝʰʝʥʠʡ ʠ ʩʦʩʪʘʚʣʝʥʠʝ ʚʩʝʡ ʜʦʢʫʤʝʥʪʘʮʠʠ ʩ 

ʦʮʝʥʢʦʡ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʧʦʩʣʝʜʫʶʱʝʡ ʵʢʩʧʣʫʘʪʘʮʠʠ. ʈʝʟʫʣʴʪʘʪʦʤ ʚʪʦʨʦʛʦ ʵʪʘʧʘ 

ʩʪʘʥʦʚʠʪʩʷ ʢʦʤʧʣʝʢʩʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ɹʂʀʀ.  

ɻʦʚʦʨʷ ʦ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʝ, ʥʝʣʴʟʷ ʥʝ ʫʧʦʤʷʥʫʪʴ ʦ ʨʘʟʨʘʙʦʪʢʝ ʥʦʚʦʛʦ ɻʆʉʊ 

ʧʦ ɻʦʩʉʆʇʂɸ ʜʣʷ ʩʫʙʲʝʢʪʦʚ ʂʀʀ. ʆʥ ʧʦʣʝʟʝʥ ʪʝʤ, ʯʪʦ ʚ ʥʝʤ ʧʨʝʜʫʩʤʦʪʨʝʥʘ 

ʚʠʟʫʘʣʠʟʘʮʠʷ ʪʝʨʤʠʥʦʚ ʠ ʢʦʥʮʝʧʮʠʷ ʧʨʦʮʝʩʩʦʚ, ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʳ ʜʘʥʥʳʝ ʜʣʷ 

ʦʙʫʯʝʥʠʷ, ʘ ʪʘʢʞʝ ʧʨʠʚʝʜʝʥʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʝ ʨʘʟʣʠʯʥʳʝ ʜʦʢʫʤʝʥʪʳ. ɺ ʩʣʫʯʘʝ 

ʧʨʠʥʷʪʠʷ ʥʦʚʦʛʦ ɻʆʉʊ ʤʦʞʥʦ ʙʫʜʝʪ ʦʙʦʩʥʦʚʳʚʘʪʴ ʩʦʙʩʪʚʝʥʥʳʝ ʧʨʦʝʢʪʳ ʧʦ 

ʧʦʩʪʨʦʝʥʠʶ SOC ʩʫʙʲʝʢʪʦʚ ʂʀʀ. 

ʇʦʤʠʤʦ ʵʪʦʛʦ, ʜʦʩʪʦʷʥʠʝʤ ʦʙʱʝʩʪʚʝʥʥʦʩʪʠ ʩʪʘʣ ʧʨʦʝʢʪ ʧʨʠʢʘʟʘ ʌʉʊʕʂ ʦ 

ʧʦʜʢʣʶʯʝʥʠʠ 30 ʦʙʲʝʢʪʦʚ ʂʀʀ ʢ ʠʥʪʝʨʥʝʪʫ. ʆʥ ʙʫʜʝʪ ʜʝʡʩʪʚʦʚʘʪʴ ʪʦʣʴʢʦ ʜʣʷ 

ʚʥʦʚʴ ʩʦʟʜʘʚʘʝʤʳʭ ʦʙʲʝʢʪʦʚ ʠ ʧʦʪʨʝʙʫʝʪ ʩʦʛʣʘʩʦʚʘʥʠʷ ʧʦʜʢʣʶʯʝʥʠʷ ʦʙʲʝʢʪʦʚ ʂʀʀ 

ʢ ʩʝʪʠ ʩʚʷʟʠ ʦʙʱʝʛʦ ʧʦʣʴʟʦʚʘʥʠʷ ʧʫʪʝʤ ʥʘʧʨʘʚʣʝʥʠʷ ʚʦ ʌʉʊʕʂ ʢʦʧʠʠ ʤʦʜʝʣʠ 

ʫʛʨʦʟ, ʚ ʪʦʤ ʯʠʩʣʝ ʩʭʝʤʳ ʦʨʛʘʥʠʟʘʮʠʠ ʩʚʷʟʠ, ʥʦʤʝʨʦʚ ʩʝʨʪʠʬʠʢʘʪʦʚ ʠʣʠ 

ʧʨʦʪʦʢʦʣʦʚ ʦʮʝʥʢʠ ʠʩʧʳʪʘʥʠʡé 

ʉʫʜʝʙʥʘʷ ʧʨʘʢʪʠʢʘ ʚ ʦʙʣʘʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʂʀʀ  

ɽʱʝ ʜʦ ʚʳʭʦʜʘ ʥʦʚʳʭ ʩʪʘʪʝʡ ʂʦɸʇ ʈʌ ʧʦʷʚʠʣʠʩʴ ʩʫʜʝʙʥʳʝ ʜʝʣʘ ʧʦ 

ʥʘʨʫʰʝʥʠʷʤ ʟʘʱʠʪʳ ʂʀʀ, ʢʘʩʘʶʱʠʝʩʷ ʜʝʡʩʪʚʫʶʱʝʛʦ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ.  

5 ʘʚʛʫʩʪʘ 2020 ʛ. ʧʨʦʢʫʨʘʪʫʨʘ ʇʨʠʤʦʨʩʢʦʛʦ ʢʨʘʷ ʫʪʚʝʨʜʠʣʘ ʦʙʚʠʥʠʪʝʣʴʥʦʝ 

ʟʘʢʣʶʯʝʥʠʝ ʧʦ ʫʛʦʣʦʚʥʦʤʫ ʜʝʣʫ ʚ ʦʪʥʦʰʝʥʠʠ 21-ʣʝʪʥʝʛʦ ʤʝʩʪʥʦʛʦ ʞʠʪʝʣʷ. ʆʥ 
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ʦʙʚʠʥʷʝʪʩʷ ʚ ʩʦʚʝʨʰʝʥʠʠ ʧʨʝʩʪʫʧʣʝʥʠʷ, ʧʨʝʜʫʩʤʦʪʨʝʥʥʦʛʦ ʯ.2 ʩʪ. 274.1 ʋʂ ʈʌ 

(ʥʝʧʨʘʚʦʤʝʨʥʳʡ ʜʦʩʪʫʧ ʢ ʦʭʨʘʥʷʝʤʦʡ ʢʦʤʧʴʶʪʝʨʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʦʪʥʦʩʷʱʝʡʩʷ ʢ 

ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʈʌ, ʧʦʚʣʝʢʰʝʡ ʧʨʠʯʠʥʝʥʠʝ ʚʨʝʜʘ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ). ʇʨʠ ʧʦʤʦʱʠ ʜʚʫʭ ʧʦʜʝʣʴʥʠʢʦʚ ʟʣʦʫʤʳʰʣʝʥʥʠʢ 

ʧʦʣʫʯʘʣ ʧʘʨʦʣʠ ʜʦʩʪʫʧʘ ʢ ʣʠʯʥʳʤ ʢʘʙʠʥʝʪʘʤ ʘʙʦʥʝʥʪʦʚ ʠ ʘʢʪʠʚʠʨʦʚʘʣ 

ʧʝʨʝʘʜʨʝʩʘʮʠʶ ʚʭʦʜʷʱʠʭ ʚʳʟʦʚʦʚ ʥʘ ʩʚʦʡ ʥʦʤʝʨ. ʕʪʦ ʧʦʟʚʦʣʠʣʦ ʝʤʫ ʧʦʣʫʯʠʪʴ 

ʜʦʩʪʫʧ ʢ ʘʢʢʘʫʥʪʘʤ ʩʦʮʩʝʪʝʡ, ʢ ʢʦʪʦʨʳʤ ʧʨʠʚʷʟʘʥʳ ʥʦʤʝʨʘ, ʯʪʦʙʳ ʚ ʜʘʣʴʥʝʡʰʝʤ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʪʨʘʥʠʮʳ ʚ ʢʦʨʳʩʪʥʳʭ ʮʝʣʷʭ. ʇʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ ʘʙʦʥʝʥʪʦʚ 

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʢʦʤʧʘʥʠʠ ʦʪʥʦʩʷʪʩʷ ʢ ʦʙʲʝʢʪʘʤ ʂʀʀ. 

ʉʦʪʨʫʜʥʠʢ ʦʪʜʝʣʘ ʦʧʝʨʘʪʦʨʘ ʩʚʷʟʠ ʦʪʧʨʘʚʠʣ ʩʚʝʜʝʥʠʷ ʨʘʩʧʦʣʦʞʝʥʠʷ ʫʟʣʦʚ 

ʩʚʷʟʠ (ʚʦʝʥʥʳʭ ʯʘʩʪʝʡ, ʌʉɹ, ʋʌʉʀʅ, ʄɺɼ) ʥʘ ʣʠʯʥʳʡ ʧʦʯʪʦʚʳʡ ʷʱʠʢ. (ʯ.4 ʩʪ. 

274.1 ð ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʣʫʞʝʙʥʦʛʦ ʧʦʣʦʞʝʥʠʷ). ʂʦʧʠʷ ʧʠʩʴʤʘ ʩʦʭʨʘʥʠʣʘʩʴ ʥʘ 

ʦʙʣʘʯʥʦʤ ʫʟʣʝ ʢʦʤʧʘʥʠʠ Google, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʦʡ ʚ ʉʐɸ. ʅʘ ʵʪʦʤ ʦʩʥʦʚʘʥʠʠ 

ʧʨʠʯʠʥʝʥ ʚʨʝʜ ʂʀʀ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ. 

ɺʦ ɺʣʘʜʠʚʦʩʪʦʢʝ ʚʳʥʝʩʝʥ ʧʨʠʛʦʚʦʨ ʧʦ ʜʝʣʫ ʚ ʩʬʝʨʝ ʢʦʤʧʴʶʪʝʨʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ, ʩʦʛʣʘʩʥʦ ʯ. 4 ʩʪ. 274.1 ʋʂ ʈʌ. ʉʦʪʨʫʜʥʠʮʘ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ 

ʢʦʤʧʘʥʠʠ ʩʢʦʧʠʨʦʚʘʣʘ ʥʘ ʬʣʝʰʢʫ ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ ʘʙʦʥʝʥʪʦʚ ʠ ʟʘʪʝʤ 

ʧʝʨʝʩʣʘʣʘ ʠʭ ʟʥʘʢʦʤʦʤʫ, ʪʝʤ ʩʘʤʳʤ ʧʨʠʯʠʥʠʚ ʚʨʝʜ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ.  

ɻʨʫʧʧʘ ʤʦʰʝʥʥʠʢʦʚ ʥʝʟʘʢʦʥʥʦ ʦʩʫʱʝʩʪʚʠʣʘ ʥʝʧʨʘʚʦʤʝʨʥʳʡ ʜʦʩʪʫʧ ʢ 

ʢʦʤʧʴʶʪʝʨʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʢʦʤʧʘʥʠʠ çɺʦʩʪʦʯʥʘʷ ʚʝʨʬʴè, ʟʘʰʠʬʨʦʚʘʣʘ ʜʘʥʥʳʝ ʠ 

ʪʨʝʙʦʚʘʣʘ ʚʳʢʫʧ ʟʘ ʥʠʭ ʚ ʙʠʪʢʦʠʥʘʭ. ʕʪʦ ʧʦʚʣʝʢʣʦ ʟʘ ʩʦʙʦʡ ʥʘʨʫʰʝʥʠʝ 

ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʦʛʦ ʧʨʦʮʝʩʩʘ ʠ ʧʨʠʯʠʥʝʥʠʝ ʠʤʫʱʝʩʪʚʝʥʥʦʛʦ ʚʨʝʜʘ ʚ ʨʘʟʤʝʨʝ 655 

ʪʳʩ. ʨʫʙ. ʅʘʢʘʟʘʥʠʝ ʜʣʷ ʚʩʝʭ ʫʯʘʩʪʥʠʢʦʚ ʧʨʝʩʪʫʧʥʦʡ ʛʨʫʧʧʳ ʧʦʩʣʝʜʦʚʘʣʦ ʪʘʢʞʝ ʧʦ 

ʯ.4 ʩʪ. 274.1 ʋʂ ʈʌ ʠ ʩʦʩʪʘʚʠʣʦ 2 ʛʦʜʘ ʣʠʰʝʥʠʷ ʩʚʦʙʦʜʳ ʫʩʣʦʚʥʦ ʠ 2 ʛʦʜʘ ʟʘʧʨʝʪʘ 

ʜʦʩʪʫʧʘ ʢ ʦʙʲʝʢʪʘʤ ʂʀʀ. 

ɺ ʠʥʩʪʠʪʫʪʝ ʚʫʣʢʘʥʦʣʦʛʠʠ ʩʦʪʨʫʜʥʠʢ ʩʢʘʥʠʨʦʚʘʣ ʚ 2019 ʛ. ʩʘʡʪ 

ʈʦʩʢʦʤʥʘʜʟʦʨʘ ʥʘ ʫʷʟʚʠʤʦʩʪʠ. ɽʛʦ ʭʦʪʝʣʠ ʧʨʠʚʣʝʯʴ ʧʦ ʩʪʘʪʴʝ 274.1 ʋʂ ʈʌ. ʉʫʜ 

ʧʦʩʯʠʪʘʣ ʵʪʦ ʥʝʟʘʢʦʥʥʳʤ ʜʦʩʪʫʧʦʤ ʢ ʂʀʀ, ʭʦʪʷ ʢʘʪʝʛʦʨʠʨʦʚʘʥʠʷ ʝʱʝ ʥʝ ʙʳʣʦ. 

ʀʤʧʦʨʪʦʟʘʤʝʱʝʥʠʝ ʜʣʷ ʦʙʲʝʢʪʦʚ ʂʀʀ 

ʇʦʢʘ ʚ ʧʨʠʢʘʟʘʭ ʌʉʊʕʂ ʥʝʪ ʯʝʪʢʠʭ ʪʨʝʙʦʚʘʥʠʡ ʦ ʪʦʤ, ʯʪʦ ʚʩʝ ʦʙʦʨʫʜʦʚʘʥʠʝ 

ʠ ʇʆ ʦʙʲʝʢʪʦʚ ʂʀʀ ʜʦʣʞʥʳ ʙʳʪʴ ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʨʦʩʩʠʡʩʢʦʡ ʨʘʟʨʘʙʦʪʢʠ. ʅʦ ʥʘ 

ʟʥʘʯʠʤʦʤ ʦʙʲʝʢʪʝ ʥʝ ʜʦʧʫʩʢʘʝʪʩʷ ʧʨʷʤʦʡ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ʢ ʧʨʦʛʨʘʤʤʥʦ-

ʘʧʧʘʨʘʪʥʳʤ ʩʨʝʜʩʪʚʘʤ ʦʙʲʝʢʪʦʚ ʂʀʀ, ʘ ʪʘʢʞʝ ʥʘʣʠʯʠʝ ʣʦʢʘʣʴʥʦʛʦ 

ʙʝʩʢʦʥʪʨʦʣʴʥʦʛʦ ʜʦʩʪʫʧʘ. ʉʨʝʜʩʪʚʘ ʜʦʣʞʥʳ ʙʳʪʴ ʨʘʟʤʝʱʝʥʳ ʥʘ ʪʝʨʨʠʪʦʨʠʠ ʈʌ. 

ʕʪʦ ʥʝ ʟʥʘʯʠʪ, ʯʪʦ ʧʨʷʤʦʡ ʜʦʩʪʫʧ ʠʟ-ʟʘ ʨʫʙʝʞʘ ʟʘʧʨʝʱʝʥ, ʤʦʞʥʦ ʦʙʦʡʪʠ. ʇʦʧʨʘʚʢʠ 

ʚ ʧʨʠʢʘʟ ʌʉʊʕʂ ˉ 239, ʢʘʩʘʶʱʠʝʩʷ ʟʘʧʨʝʪʘ ʜʦʩʪʫʧʘ ʢ ʦʙʲʝʢʪʘʤ ʂʀʀ ʜʘʞʝ ʜʣʷ 

ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ ʠʟ-ʟʘ ʨʫʙʝʞʘ, ʥʝ ʧʨʦʰʣʠ, ʥʦ ʤʦʞʥʦ ʩʜʝʣʘʪʴ ʚʳʚʦʜʳ ʦ 

ʪʝʥʜʝʥʮʠʷʭ ʚ ʵʪʦʤ ʥʘʧʨʘʚʣʝʥʠʠ ʠ ʦ ʥʘʤʝʨʝʥʠʷʭ ʨʝʛʫʣʷʪʦʨʦʚ. ʇʦʵʪʦʤʫ ʦʙ 

ʠʤʧʦʨʪʦʟʘʤʝʱʝʥʠʠ ʩʪʦʠʪ ʟʘʜʫʤʘʪʴʩʷ ʫʞʝ ʩʝʡʯʘʩ. 

ʇʨʘʢʪʠʢʘ ʟʘʱʠʪʳ ʦʙʲʝʢʪʦʚ ʂʀʀ 

ɿʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʂʀʀ ð ʦʜʠʥ ʠʟ ʧʝʨʚʳʭ ʰʘʛʦʚ ʢ ʚʥʝʜʨʝʥʠʶ 

ʧʨʦʮʝʩʩʥʦʛʦ ʧʦʜʭʦʜʘ. ɺ ʧʨʠʢʘʟʝ ˉ235 ʠ ʜʨʫʛʠʭ ʝʩʪʴ ʪʘʢʠʝ ʧʦʥʷʪʠʷ ʢʘʢ 

çʞʠʟʥʝʥʥʳʡ ʮʠʢʣ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳè. ʆʩʥʦʚʥʦʡ ʬʦʢʫʩ ʜʝʣʘʝʪʩʷ ʥʘ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʠ ʥʝʧʨʘʚʦʤʝʨʥʦʛʦ ʚʦʟʜʝʡʩʪʚʠʷ. ʋʛʦʣʦʚʥʘʷ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ 
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ʥʘʩʪʫʧʘʝʪ ʟʘ ʢʦʥʢʨʝʪʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ ʠʣʠ ʧʨʠʯʠʥʝʥʥʳʡ ʫʱʝʨʙ. ɺ ʥʦʨʤʘʪʠʚʥʳʭ 

ʘʢʪʘʭ ʬʠʛʫʨʠʨʫʝʪ ʦʙʥʘʨʫʞʝʥʠʝ, ʨʝʘʛʠʨʦʚʘʥʠʝ ʠ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʦʚ. ɺ 

ʦʪʣʠʯʠʝ ʦʪ ʥʦʨʤʘʪʠʚʥʳʭ ʜʦʢʫʤʝʥʪʦʚ ʧʦ ʇɼʥ, ʟʜʝʩʴ ʧʦʜʨʦʙʥʦ ʦʧʠʩʘʥ ʧʨʦʮʝʩʩʥʳʡ 

ʧʦʜʭʦʜ. ʕʪʠʤ ʤʦʞʥʦ ʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʚʥʝʜʨʝʥʠʷ ʧʨʘʢʪʠʯʝʩʢʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

çɻʘʨʜʘ ʊʝʭʥʦʣʦʛʠʠè ʢʘʢ ʚʝʥʜʦʨ ʚʳʩʪʫʧʘʝʪ ʟʘ ʧʨʘʢʪʠʯʝʩʢʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ, ʯʪʦʙʳ 

ʟʘʱʠʪʠʪʴ ʙʠʟʥʝʩ ʦʪ ʰʠʬʨʦʚʘʣʴʱʠʢʦʚ, ʜʨʫʛʠʭ ʨʝʘʣʴʥʳʭ ʘʪʘʢ ʠ ʚʥʫʪʨʝʥʥʠʭ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. 

ɸʢʪʫʘʣʴʥʦʩʪʴ ʧʨʦʙʣʝʤʳ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʜʦʢʘʟʳʚʘʝʪ ʤʝʞʜʫʥʘʨʦʜʥʳʡ ʦʧʳʪ 2020 ʛ. ʅʘʧʨʠʤʝʨ, ʚ ʘʧʨʝʣʝ ʜʘʪʩʢʠʡ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴ ʥʘʩʦʩʦʚ ʩʪʘʣ ʞʝʨʪʚʦʡ ʢʠʙʝʨʘʪʘʢʠ, ʩʣʝʜʩʪʚʠʝʤ ʯʝʛʦ ʩʪʘʣʦ 

ʦʪʢʣʶʯʝʥʠʝ ʚʩʝʭ ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʠʩʪʝʤ ʧʨʝʜʧʨʠʷʪʠʷ. ɺ ʠʶʥʝ ʚʟʣʘʤʳʚʘʣʠ ʩʝʨʚʝʨʳ 

ɸɿʉ, ʯʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʙʝʩʧʣʘʪʥʦʝ ʪʦʧʣʠʚʦ. ʎʝʣʝʚʳʤ ʘʪʘʢʘʤ ʧʦʜʚʝʨʛʣʘʩʴ 

ʠʟʨʘʠʣʴʩʢʘʷ ʢʦʤʧʘʥʠʷ SCADA ð ʧʨʦʠʟʚʦʜʠʪʝʣʴ ʩʠʩʪʝʤ ʚʦʜʦʩʥʘʙʞʝʥʠʷ. ʂʨʦʤʝ 

ʪʦʛʦ, ʥʘ 2020 ʛ., ʧʦ ʜʘʥʥʳʤ Shudan, ʚ ʩʚʦʙʦʜʥʦʤ ʜʦʩʪʫʧʝ ʙʣʘʛʦʜʘʨʷ ʫʷʟʚʠʤʦʩʪʠ 

Blue Keep ʥʘʭʦʜʠʪʩʷ ʙʦʣʝʝ 80 ʪʳʩ. RDP-ʧʨʦʪʦʢʦʣʦʚ. 

ʏʪʦ ʧʨʦʠʩʭʦʜʠʪ ʩ ʚʘʞʥʳʤʠ ʩʠʩʪʝʤʘʤʠ ʚ ʦʨʛʘʥʠʟʘʮʠʠ? 

ʆʩʥʦʚʘ ʜʣʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʠ ʧʨʠʣʦʞʝʥʠʡ ð ʵʪʦ ʙʘʟʳ ʜʘʥʥʳʭ ʢʘʢ 

ʠʩʪʦʯʥʠʢ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʠ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʂʨʦʤʝ ʚʣʘʜʝʣʴʮʝʚ, ʵʪʦʡ 

ʠʥʬʦʨʤʘʮʠʝʡ ʠʥʪʝʨʝʩʫʝʪʩʷ ʤʥʦʞʝʩʪʚʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ð ʠʥʩʘʡʜʝʨʦʚ, ʭʘʢʝʨʦʚ. 

ɿʘʱʠʪʠʪʴ ʙʘʟʳ ʜʘʥʥʳʭ (ʚ ʪʦʤ ʯʠʩʣʝ ʥʘ ʦʙʲʝʢʪʘʭ ʂʀʀ) ʧʦʟʚʦʣʷʝʪ 

ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʘʷ ʩʠʩʪʝʤʘ çɻʘʨʜʘ ɹɼè. 

ʇʨʠʤʝʥʝʥʠʝ çɻʘʨʜʘ ɹɼè ʥʘ ʦʙʲʝʢʪʘʭ ʂʀʀ 

ɸʫʜʠʪ ʜʝʡʩʪʚʠʡ ʩʝʪʝʚʳʭ ʠ ɹɼ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʂʀʀ; 

ɿʘʱʠʪʘ ʢʨʠʪʠʯʥʳʭ ɹɼ ʂʀʀ; 

ɺʳʷʚʣʝʥʠʝ çʩʣʫʯʘʡʥʳʭè ɹɼ ʥʘ ʦʙʲʝʢʪʘʭ ʂʀʀ; 

ɼʝʪʝʢʪʠʨʦʚʘʥʠʝ ʩʧʝʮʠʬʠʯʥʳʭ ʠʥʮʠʜʝʥʪʦʚ; 

ʌʠʢʩʘʮʠʷ ʠ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʜʦʩʪʫʧʦʤ ʢ ʂʀʀ. 

ɺ ʥʦʨʤʘʪʠʚʥʳʭ ʜʦʢʫʤʝʥʪʘʭ ʧʦ ʂʀʀ ʠ ɻʦʩʉʆʇʂʘ ʦʙʦʟʥʘʯʝʥʦ, ʯʪʦ ʚʩʝ ʬʘʢʪʳ 

ʦʙ ʠʥʮʠʜʝʥʪʘʭ ʜʦʣʞʥʳ ʬʠʢʩʠʨʦʚʘʪʴʩʷ ʠ ʦʪʧʨʘʚʣʷʪʴʩʷ ʚ ɻʦʩʉʆʇʂʫ. çɻʘʨʜʘ ɹɼè 

ʬʠʢʩʠʨʫʝʪ ʚʩʝ ʦʙʨʘʱʝʥʠʷ ʢ ʙʘʟʘʤ ʜʘʥʥʳʭ ʠ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷʤ. ɼʘʞʝ ʝʩʣʠ ʠʥʮʠʜʝʥʪ 

ʧʨʦʧʫʩʪʠʣʠ, ʚʩʶ ʬʘʢʪʫʨʫ ʧʦ ʥʝʤʫ ʤʦʞʥʦ ʩʦʙʨʘʪʴ, ʩʢʦʤʧʦʥʦʚʘʪʴ ʠ ʦʪʧʨʘʚʠʪʴ ʚ 

ʢʦʤʧʝʪʝʥʪʥʳʝ ʦʨʛʘʥʳ ʧʦ ʟʘʧʨʦʩʫ. 

ʏʪʦ ʫʤʝʝʪ ʩʠʩʪʝʤʘ çɻʘʨʜʘ ɹɼè 

ʧʨʝʜʦʪʚʨʘʱʘʪʴ ʚʳʛʨʫʟʢʠ ʠ ʧʨʦʜʘʞʠ ʜʘʥʥʳʭ ʢʣʠʝʥʪʦʚ, ʚʢʣʶʯʘʷ ʧʝʨʩʦʥʘʣʴʥʳʝ 

ʜʘʥʥʳʝ ʠ ʜʘʥʥʳʝ ʢʨʝʜʠʪʥʳʭ ʢʘʨʪ; 

ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʤʘʥʠʧʫʣʷʮʠʠ ʩ ʢʣʠʝʥʪʩʢʠʤʠ ʙʘʟʘʤʠ, ʚʢʣʶʯʘʷ ʥʘʢʨʫʪʢʫ KPI 

(Key Performance Indicators ʢʣʶʯʝʚʳʝ ʧʦʢʘʟʘʪʝʣʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ); 

ʧʨʦʚʝʨʷʪʴ ɹɼ ʥʘ ʦʙʝʟʣʠʯʝʥʥʦʩʪʴ ʧʨʠ ʠʭ ʧʝʨʝʜʘʯʝ; 

ʨʘʟʛʨʘʥʠʯʠʚʘʪʴ ʜʦʩʪʫʧ ʢ ʉʋɹɼ ʜʣʷ ʘʪʪʝʩʪʘʮʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ; 

ʚʳʷʚʣʷʪʴ ʥʝ ʦʧʪʠʤʘʣʴʥʦ ʥʘʩʪʨʦʝʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ ʉʋɹɼ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ 

ʩʪʘʥʜʘʨʪʦʚ ʠ ʣʫʯʰʠʭ ʧʨʘʢʪʠʢ ʧʦ ʀɹ; 

ʧʨʝʜʦʪʚʨʘʱʘʪʴ ʤʦʰʝʥʥʠʯʝʩʪʚʦ ʠ ʧʨʷʤʳʝ ʭʠʱʝʥʠʷ ʜʝʥʝʞʥʳʭ ʩʨʝʜʩʪʚ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ɹɼ ʠ ʙʠʟʥʝʩ-ʧʨʠʣʦʞʝʥʠʡ ʢʦʤʧʘʥʠʠ; 

ʚʳʷʚʣʷʪʴ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʝ ʨʘʟʚʦʨʘʯʠʚʘʥʠʝ ʪʝʥʝʚʳʭ ʥʝʫʯʪʝʥʥʳʭ ʙʘʟ 

ʜʘʥʥʳʭ ʩʦ ʩʪʦʨʦʥʳ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ. 
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ʅʘ ʧʨʘʢʪʠʢʝ ʫʞʝ ʨʝʘʣʠʟʦʚʘʥʦ ʥʝʩʢʦʣʴʢʦ ʢʝʡʩʦʚ ʧʨʠʤʝʥʝʥʠʷ çɻʘʨʜʘ ɹɼè ʚ 

ʢʘʯʝʩʪʚʝ ʥʘʣʦʞʝʥʥʦʛʦ ʩʨʝʜʩʪʚʘ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ (ʉɿʀ) ʧʨʠ ʘʪʪʝʩʪʘʮʠʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. ʆʩʦʙʝʥʥʦ, ʢʦʛʜʘ ʧʨʠʤʝʥʷʶʪʩʷ ʥʝʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʳʝ 

ʉʋɹɼ ʠʣʠ ʫʨʦʚʝʥʴ ʩʝʨʪʠʬʠʢʘʮʠʠ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ ʥʝʜʦʩʪʘʪʦʯʝʥ. 

ʉ ʧʦʤʦʱʴʶ çɻʘʨʜʘ ɹɼè ʢʘʢ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʦʪʝʯʝʩʪʚʝʥʥʦʛʦ ʨʝʰʝʥʠʷ 

ʫʜʘʝʪʩʷ ʟʘʢʨʳʪʴ ʪʨʝʙʦʚʘʥʠʷ ʢ ʨʘʟʛʨʘʥʠʯʝʥʠʶ ʜʦʩʪʫʧʘ ʢ ʠʥʬʦʨʤʘʮʠʠ. ʅʘʧʨʠʤʝʨ, ʚ 

ʢʦʤʧʣʝʢʩʥʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ, ʛʜʝ ʦʙʲʝʜʠʥʝʥ ʙʫʭʛʘʣʪʝʨʩʢʠʡ, ʢʘʜʨʦʚʳʡ 

ʫʯʝʪ, ERP ʠ ʜʨʫʛʠʝ ʩʠʩʪʝʤʳ.  

ʈʝʰʝʥʠʝ çɻʘʨʜʘ ʄʦʥʠʪʦʨè ʦʪʚʝʯʘʝʪ ʥʘ ʚʦʧʨʦʩ çʯʪʦ ʧʨʦʠʩʭʦʜʠʪ ʚ ʩʝʪʠ 

ʢʦʤʧʘʥʠʠè. ʉ ʪʦʯʢʠ ʟʨʝʥʠʷ ʟʘʱʠʪʳ ʂʀʀ ð ʵʪʦ ʛʣʘʚʥʳʡ ʚʦʧʨʦʩ. ʇʦʵʪʦʤʫ ʨʝʰʝʥʠʝ 

ʩʪʘʥʦʚʠʪʩʷ ʠʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ ʝʞʝʜʥʝʚʥʦʡ ʨʘʙʦʪʳ ʩʦʪʨʫʜʥʠʢʦʚ ʢʦʤʧʘʥʠʠ ð ʢʘʢ 

ʦʬʠʮʝʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʘʢ ʠ ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʀɹ, ʀʊ-ʩʧʝʮʠʘʣʠʩʪʦʚ ʠ ʘʥʘʣʠʪʠʢʦʚ 

SOC. 

ʇʨʘʢʪʠʢʘ ʧʨʠʤʝʥʝʥʠʷ 

ʄʘʡʥʠʥʛ ʥʘ ʨʘʙʦʯʝʤ ʤʝʩʪʝ 

ʅʘ ʦʙʲʝʢʪʘʭ, ʦʪʥʦʩʷʱʠʤʩʷ ʢ ʂʀʀ, ʚʳʷʚʣʷʝʪʩʷ ʤʘʡʥʠʥʛ ʥʘ ʨʘʙʦʯʠʭ ʤʝʩʪʘʭ, 

ʢʦʪʦʨʳʡ ʦʧʩʝʥ ʪʝʤ, ʯʪʦ ʥʝʮʝʣʝʚʳʤ ʦʙʨʘʟʦʤ ʠʩʧʦʣʴʟʫʶʪʩʷ ʨʝʩʫʨʩʳ ʠ ʚʨʝʤʷ 

ʩʦʪʨʫʜʥʠʢʦʚ, ʚ ʩʝʪʠ ʧʦʷʚʣʷʶʪʩʷ ʚʠʨʫʩʳ ʧʦʜ ʚʠʜʦʤ ʤʘʡʥʝʨ-ʢʣʠʝʥʪʦʚ ʠ ʤʘʡʥʝʨʳ-

ʚʨʝʜʦʥʦʩʳ. ʊʘʢʦʡ ʫʱʝʨʙ ʢʨʘʡʥʝ ʩʣʦʞʥʦ ʜʦʢʘʟʘʪʴ ʙʝʟ ʧʨʷʤʳʭ ʬʘʢʪʦʚ, ʢʦʪʦʨʳʝ 

ʧʨʝʜʦʩʪʘʚʣʷʝʪ çɻʘʨʜʘ ʄʦʥʠʪʦʨè. 

ʅʝʣʝʛʘʣʴʥʳʡ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ 

ʆʧʘʩʝʥ ʧʦʪʝʨʝʡ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʧʨʠ ʧʦʜʢʣʶʯʝʥʠʠ ʠʟ ʣʶʙʳʭ ʣʦʢʘʮʠʡ, 

ʨʠʩʢʦʤ ʧʦʷʚʣʝʥʠʷ ʚʠʨʫʩʥʦʡ ʘʢʪʠʚʥʦʩʪʠ ʠ ʩʣʦʞʥʦʩʪʴʶ ʧʨʠ ʨʘʩʩʣʝʜʦʚʘʥʠʠ, ʢʦʛʜʘ 

ʥʝʪ ʷʩʥʦʩʪʠ, ʦʪʢʫʜʘ ʢʪʦ ʧʦʜʢʣʶʯʘʝʪʩʷ ʠ ʯʝʤ ʧʦʣʴʟʫʝʪʩʷ. 

ɿʘʱʠʪʘ ʦʪ ʟʘʨʘʞʝʥʠʷ ʚʨʝʜʦʥʦʩʥʳʤ ʇʆ ʠ ʦʪ ʚʥʝʰʥʠʭ ʘʪʘʢ 

ʇʨʠʤʝʥʝʥʠʝ çɻʘʨʜʘ ʄʦʥʠʪʦʨè ʥʘ ʦʙʲʝʢʪʘʭ ʂʀʀ ʦʙʝʩʧʝʯʠʪ ʟʘʧʠʩʴ ʠ ʭʨʘʥʝʥʠʝ 

ʚʩʝʛʦ ʩʝʪʝʚʦʛʦ ʪʨʘʬʠʢʘ, ʜʝʪʝʢʪʠʨʦʚʘʥʠʝ ʩʧʝʮʠʬʠʯʝʩʢʠʭ ʫʛʨʦʟ ʜʣʷ ɸʉʋ ʊʇ, 

ʨʘʩʧʨʝʜʝʣʝʥʥʫʶ ʫʩʪʘʥʦʚʢʫ, ʧʦʟʚʦʣʷʶʱʫʶ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ SOC, ʘ ʪʘʢʞʝ ʧʘʩʩʠʚʥʦʝ 

ʚʥʝʜʨʝʥʠʝ ʙʝʟ ʚʣʠʷʥʠʷ ʥʘ ʩʝʪʴ. 

ʆʪʜʝʣʴʥʦ ʩʪʦʠʪ ʦʩʪʘʥʦʚʠʪʴʩʷ ʥʘ ʪʝʤʝ ʦʙʝʩʧʝʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʩʝʛʤʝʥʪʝ (ɸʉʋ ʊʇ). ʊʘʢʠʝ ʬʘʢʪʳ, ʢʘʢ ʧʦʷʚʣʝʥʠʝ 

ʥʦʚʳʭ ʫʩʪʨʦʡʩʪʚ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʫʯʪʝʥʥʳʭ ʥʘʢʦʧʠʪʝʣʝʡ, ʦʙʥʘʨʫʞʝʥʠʝ 

ʥʝʪʠʧʠʯʥʦʛʦ ʪʨʘʬʠʢʘ, ʚʳʷʚʣʝʥʠʝ ʦʰʠʙʦʢ ʨʘʟʛʨʘʥʠʯʝʥʠʷ ʜʦʩʪʫʧʘ ʠʣʠ 

ʥʝʧʨʦʠʟʚʦʜʩʪʚʝʥʥʘʷ ʘʢʪʠʚʥʦʩʪʴ ʥʘ ʧʦʜʢʣʶʯʝʥʥʳʭ ʢ ʩʝʪʠ ʫʩʪʨʦʡʩʪʚʘʭ ð ʫʞʝ ʩʘʤʠ 

ʧʦ ʩʝʙʝ ð ʠʥʜʠʢʘʪʦʨʳ ʥʘʨʫʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ɸʉʋ ʊʇ. ʏʝʤ ʨʘʥʴʰʝ ʦʙ 

ʫʢʘʟʘʥʥʳʭ ʠʥʮʠʜʝʥʪʘʭ ʩʪʘʥʝʪ ʠʟʚʝʩʪʥʦ ʩʣʫʞʙʝ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʘ çɻʘʨʜʘ ʄʦʥʠʪʦʨè 

ʨʘʙʦʪʘʝʪ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ), ʪʝʤ ʙʦʣʴʰʝ ʙʫʜʝʪ ʰʘʥʩʦʚ ʧʨʝʜʦʪʚʨʘʪʠʪʴ 

ʥʝʛʘʪʠʚʥʦʝ ʨʘʟʚʠʪʠʝ ʩʦʙʳʪʠʡ, ʥʘʧʨʠʤʝʨ: ʟʘʨʘʞʝʥʠʝ ʫʩʪʨʦʡʩʪʚ ʠ ʟʘʭʚʘʪ ʫʧʨʘʚʣʝʥʠʷ, 

ʥʘʨʫʰʝʥʠʝ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʧʨʦʮʝʩʩʘ, ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʘʷ ʧʝʨʝʜʘʯʘ ʜʘʥʥʳʭ ʟʘ 

ʧʝʨʠʤʝʪʨ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʦʥʠʢʥʦʚʝʥʠʝ ʚ ʜʨʫʛʠʝ ʩʝʪʝʚʳʝ ʩʝʛʤʝʥʪʳ. 

çɻʘʨʜʘ ʄʦʥʠʪʦʨè ʦʩʫʱʝʩʪʚʣʷʝʪ ʢʦʥʪʨʦʣʴ ʩʝʪʝʚʳʭ ʩʦʝʜʠʥʝʥʠʡ ʥʘ ʧʝʨʠʤʝʪʨʝ 

(ʛʣʫʙʦʢʠʡ ʨʘʟʙʦʨ ʩʦʜʝʨʞʠʤʦʛʦ ʧʘʢʝʪʦʚ ʠ ʩʠʛʥʘʪʫʨʥʳʡ ʘʥʘʣʠʟ) ʠ ʧʦʟʚʦʣʷʝʪ 

ʦʙʥʘʨʫʞʠʪʴ ʥʝʣʝʛʠʪʠʤʥʳʡ ʪʨʘʬʠʢ (ʠʛʨʦʚʦʡ, YouTube, BitTorent), 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʢ SCADA-ʩʝʨʚʝʨʫ ʠʟ ʚʥʝʰʥʝʛʦ ʩʝʛʤʝʥʪʘ ʠ 

ʠʟʤʝʥʝʥʠʝ ʧʘʨʘʤʝʪʨʦʚ ʨʘʙʦʪʳ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʩʢʘʥʠʨʦʚʘʥʠʝ 
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ʭʦʩʪʦʚ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʝʛʤʝʥʪʘ ʩʝʪʠ, ʧʦʜʙʦʨ ʧʘʨʦʣʝʡ, ʵʢʩʧʣʫʘʪʘʮʠʶ 

ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʇʆ ʫʩʪʨʦʡʩʪʚ, ʦʰʠʙʢʠ ʚ ʥʘʩʪʨʦʡʢʘʭ ʤʝʞʩʝʪʝʚʳʭ ʵʢʨʘʥʦʚ ʠ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ. 

ʆʮʝʥʢʘ ʩʠʪʫʘʮʠʠ ʥʘ ʨʘʙʦʯʠʭ ʫʩʪʨʦʡʩʪʚʘʭ 

ʈʘʩʩʤʦʪʨʠʤ ʧʨʠʤʝʨ ʨʘʙʦʪʳ DLP-ʩʠʩʪʝʤʳ çɻʘʨʜʘ ʇʨʝʜʧʨʠʷʪʠʝè ʚ ʢʦʥʪʨʦʣʝ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʧʦʪʦʢʦʚ ʥʘ ʩʝʪʠ ʠ ʯʝʨʝʟ ʘʛʝʥʪʦʚ ʨʘʙʦʯʠʭ ʤʝʩʪ. ʉʠʩʪʝʤʘ ʧʦʟʚʦʣʷʝʪ 

ʛʠʙʢʦ ʫʧʨʘʚʣʷʪʴ ʧʨʦʮʝʩʩʘʤʠ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʠ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʚʩʝ ʜʘʥʥʳʝ ʜʣʷ 

ʦʧʨʝʜʝʣʝʥʠʷ ʠʥʮʠʜʝʥʪʦʚ, ʦʩʦʙʝʥʥʦ ʧʨʠ ʤʦʥʠʪʦʨʠʥʛʝ ʩʦʪʨʫʜʥʠʢʦʚ ʥʘ ʫʜʘʣʝʥʢʝ. 

ʇʨʠʤʝʥʝʥʠʝ ʥʘ ʦʙʲʝʢʪʘʭ ʂʀʀ ʚʢʣʶʯʘʝʪ ʫʩʪʘʥʦʚʢʫ ʣʝʛʢʠʭ ʘʛʝʥʪʦʚ (ʚ ʪʦʤ ʯʠʩʣʝ ʥʘ 

ʩʪʘʨʳʝ ʆʉ), ʪʦʪʘʣʴʥʫʶ ʟʘʧʠʩʴ ʚʩʝʭ ʜʝʡʩʪʚʠʡ ʥʘ ɸʈʄ, ʟʘʧʨʝʪ ʥʦʩʠʪʝʣʝʡ ʠ 

ʧʨʠʣʦʞʝʥʠʡ, ʚʳʷʚʣʝʥʠʝ çʪʝʥʝʚʳʭè ʀʊ ʚ ʫʩʣʦʚʠʷʭ ʟʘʧʨʝʪʦʚ ʥʘ ɸʉʋ ʊʇ, ʬʠʢʩʘʮʠʶ 

ʶʨʠʜʠʯʝʩʢʠ ʟʥʘʯʠʤʳʭ ʬʘʢʪʦʚ. 

ʇʨʠʤʝʥʝʥʠʝ ʨʝʰʝʥʠʡ çɻʘʨʜʘ ʊʝʭʥʦʣʦʛʠʠè ʦʙʝʩʧʝʯʠʚʘʝʪ ʧʨʘʢʪʠʯʝʩʢʫʶ 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʦʙʲʝʢʪʦʚ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʨʳ. ɺʩʝ ʧʨʦʜʫʢʪʳ 

ʧʦʜʜʝʨʞʠʚʘʶʪ ʛʝʦ-ʨʘʩʧʨʝʜʝʣʝʥʥʫʶ ʢʣʘʩʪʝʨʥʫʶ ʠʥʩʪʘʣʣʷʮʠʶ ʩ ʚʦʟʤʦʞʥʦʩʪʴʶ 

ʫʧʨʘʚʣʝʥʠʷ ʢʘʞʜʳʤ ʠʟ ʥʠʭ ʚ ʨʝʞʠʤʝ ʦʜʥʦʛʦ ʦʢʥʘ. ʕʪʦ ʟʥʘʯʠʪ, ʯʪʦ ʤʦʞʥʦ 

ʤʦʥʠʪʦʨʠʪʴ ʠ ʟʘʱʠʱʘʪʴ ʦʙʲʝʢʪʳ ʂʀʀ ʚ ʬʠʣʠʘʣʘʭ ʠʟ ʝʜʠʥʦʛʦ ʮʝʥʪʨʘ ʩ ʥʘʩʪʨʦʡʢʦʡ 

ʨʦʣʝʚʳʭ ʤʦʜʝʣʝʡ, ʭʨʘʥʝʥʠʝʤ ʠ ʦʙʨʘʙʦʪʢʦʡ ʙʦʣʴʰʠʭ ʦʙʲʝʤʦʚ ʜʘʥʥʳʭ. 

ʉʦʦʪʚʝʪʩʪʚʠʝ ʥʦʨʤʘʪʠʚʥʳʤ ʪʨʝʙʦʚʘʥʠʷʤ  

ʇʨʠ ʚʳʩʪʨʘʠʚʘʥʠʠ ʧʨʦʮʝʩʩʦʚ ʦʨʛʘʥʠʟʘʮʠʠ ʀɹ ʦʙʲʝʢʪʦʚ ʂʀʀ ʥʫʞʥʦ ʧʨʦʚʝʩʪʠ 

ʨʝʚʠʟʠʶ ʧʨʦʮʝʩʩʦʚ, ʩʦʛʣʘʩʦʚʘʪʴ ʦʙʤʝʥ ʩ ɻʦʩʉʆʇʂɸ, ʥʝ ʟʘʙʳʚʘʪʴ ʧʨʦ ʨʝʘʣʴʥʫʶ 

ʙʝʟʦʧʘʩʥʦʩʪʴ, ʩʦʛʣʘʩʦʚʘʪʴ ʩ ʜʨʫʛʠʤʠ ʅʇɸ, ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʳʧʫʱʝʥʥʳʝ ʆʈɼ ʚ ʩʚʦʠʭ 

ʮʝʣʷʭ. 

ʈʝʰʝʥʠʷ çɻʘʨʜʘ ʊʝʭʥʦʣʦʛʠʠè ʧʦʤʦʛʘʶʪ ʟʘʢʨʳʪʴ ʦʪʜʝʣʴʥʳʝ ʪʨʝʙʦʚʘʥʠʷ 

ʧʨʠʢʘʟʘ ˉ239 ʌʉʊʕʂ ʈʦʩʩʠʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʲʝʢʪʦʚ ʂʀʀ. 

çɻʘʨʜʘ ʇʨʝʜʧʨʠʷʪʠʝè ð ʥʝʢʦʪʦʨʳʝ ʤʝʨʳ ʠʟ ʛʨʫʧʧ ʆʇʉ, ɿʅʀ, ɸʋɼ, ʆʎʃ, ɿʀʉ, 

ʀʅʎ. çɻʘʨʜʘ ɹɼè ð ʥʝʢʦʪʦʨʳʝ ʤʝʨʳ ʠʟ ʛʨʫʧʧ ʀɸʌ, ʋʇɼ, ɸʋɼ, ʆʎʃ, ɿʀʉ, ʀʅʎ. 

çɻʘʨʜʘ ʄʦʥʠʪʦʨè ð ʥʝʢʦʪʦʨʳʝ ʤʝʨʳ ʠʟ ʛʨʫʧʧ ʋʇɼ, ɸʋɼ, ʉʆɺ, ɿʀʉ, ʀʅʎ, ʋʂʌ. 

ɺ ʨʘʤʢʘʭ ʚʳʧʦʣʥʝʥʠʷ ʪʨʝʙʦʚʘʥʠʡ ʢ ʪʝʭʥʠʯʝʩʢʠʤ ʩʨʝʜʩʪʚʘʤ ɻʦʩʉʆʇʂɸ, 

ʩʦʛʣʘʩʥʦ ʧʨʠʢʘʟʫ ˉ196 ʌʉɹ ʈʦʩʩʠʠ, ʚ ʢʘʯʝʩʪʚʝ ʩʨʝʜʩʪʚ ʧʦ ʦʙʥʘʨʫʞʝʥʠʶ ʠ 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʶ ʘʪʘʢ, ʘ ʪʘʢʞʝ ʩʨʝʜʩʪʚ ʧʦʠʩʢʘ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʚ ʩʝʪʷʭ 

ʵʣʝʢʪʨʦʩʚʷʟʠ ʤʦʛʫʪ ʚʳʩʪʫʧʘʪʴ çɻʘʨʜʘ ɹɼè, çɻʘʨʜʘ ʇʨʝʜʧʨʠʷʪʠʝè, çɻʘʨʜʘ 

ʄʦʥʠʪʦʨè. ʇʨʠ ʵʪʦʤ ʧʨʦʜʫʢʪʳ ʩʧʦʩʦʙʥʳ ʚʳʷʚʣʷʪʴ ʙʦʣʝʝ 80% ʢʘʪʝʛʦʨʠʡ 

ʠʥʮʠʜʝʥʪʦʚ ʠʟ ʪʝʭ, ʢʦʪʦʨʳʝ ʥʫʞʥʦ ʬʠʢʩʠʨʦʚʘʪʴ ʜʣʷ ʦʪʧʨʘʚʢʠ ʚ ʅʂʎʂʀ. ʉʨʝʜʠ 

ʥʠʭ: ʟʘʨʘʞʝʥʠʝ ʚʨʝʜʦʥʦʩʥʳʤ ʧʨʦʛʨʘʤʤʥʳʤ ʦʙʝʩʧʝʯʝʥʠʝʤ, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʥʘʨʫʰʝʥʠʝ ʠʣʠ ʟʘʤʝʜʣʝʥʠʝ ʨʘʙʦʪʳ 

ʢʦʥʪʨʦʣʠʨʫʝʤʦʛʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʨʝʩʫʨʩʘ, ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʚ 

ʩʠʩʪʝʤʫ, ʧʦʧʳʪʢʠ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʚ ʩʠʩʪʝʤʫ ʠʣʠ ʢ ʠʥʬʦʨʤʘʮʠʠ, 

ʩʙʦʨ ʩʚʝʜʝʥʠʡ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʀʂʊ, ʥʘʨʫʰʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ, 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʩ ʥʝʧʨʠʝʤʣʝʤʳʤ ʩʦʜʝʨʞʠʤʳʤ, ʤʦʰʝʥʥʠʯʝʩʪʚʦ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʀʂʊ, ʫʷʟʚʠʤʦʩʪʠ. 

ʅʝʨʝʜʢʦ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʦʩʪʘʪʦʯʥʦ ʧʦʩʪʘʚʠʪʴ ʘʥʪʠʚʠʨʫʩ, 

ʤʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ ʠ IDS (Intrusion Detection System, ʩʠʩʪʝʤʳ ʦʙʥʘʨʫʞʝʥʠʷ 

ʚʪʦʨʞʝʥʠʡ), ʥʦ ʵʪʦʛʦ ʥʝʜʦʩʪʘʪʦʯʥʦ, ʯʪʦʙʳ ʩʥʠʟʠʪʴ ʨʠʩʢʠ ʠʥʮʠʜʝʥʪʦʚ, ʚ ʯʘʩʪʥʦʩʪʠ, 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʩʠʩʪʝʤʝ. ʈʝʰʝʥʠʷ çɻʘʨʜʘ ʊʝʭʥʦʣʦʛʠʠè 
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ʟʘʢʨʳʚʘʶʪ ʧʦʪʨʝʙʥʦʩʪʠ ʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʚʩʝʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʫʨʦʚʥʷʭ 

ʢʦʤʧʘʥʠʠ: ʥʘ ʨʘʙʦʯʠʭ ʤʝʩʪʘʭ, ʚ ʙʠʟʥʝʩ-ʧʨʠʣʦʞʝʥʠʷʭ, ʚ ʩʝʪʝʚʦʤ ʪʨʘʬʠʢʝè. (ʈʦʤʘʥ 

ɾʫʢʦʚ. ɹʝʟʦʧʘʩʥʦʩʪʴ ʂʀʀ: ʢʘʢ ʧʝʨʝʡʪʠ ʦʪ ʥʦʨʤʘʪʠʚʦʚ ʢ ʧʨʘʢʪʠʯʝʩʢʠʤ 

ʚʥʝʜʨʝʥʠʷʤ // CNews (https://safe.cnews.ru/articles/2020-11-

23_bezopasnost_kii_kak_perejti_ot). 23.11.2020).  
***  

 

çɹʘʥʢ ʈʦʩʩʠʠ ʧʨʦʚʝʜʝʪ ʨʝʩʪʨʫʢʪʫʨʠʟʘʮʠʶ ʩʚʦʝʛʦ ʜʝʧʘʨʪʘʤʝʥʪʘ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʌʠʥʎɽʈʊ, ʦʩʥʦʚʥʦʝ ʧʦʜʨʘʟʜʝʣʝʥʠʝ 

ʜʝʧʘʨʪʘʤʝʥʪʘ, ʦʪʚʝʯʘʶʱʝʝ ʟʘ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʢʦʤʧʴʶʪʝʨʥʳʝ ʠʥʮʠʜʝʥʪʳ, 

ʙʫʜʝʪ ʨʘʩʬʦʨʤʠʨʦʚʘʥʦ, ʘ ʝʛʦ ʬʫʥʢʮʠʠ ð ʥʘʜʟʦʨ ʥʘʜ ʜʝʷʪʝʣʴʥʦʩʪʴʶ ʙʘʥʢʦʚ ʚ 

ʩʬʝʨʝ ʀɹ ʠ ʤʦʥʠʪʦʨʠʥʛ ʢʠʙʝʨʨʠʩʢʦʚ ð ʧʝʨʝʡʜʫʪ ʜʨʫʛʠʤ ʫʧʨʘʚʣʝʥʠʷʤ. 

ʎʝʥʪʨʦʙʘʥʢ ʨʝʩʪʨʫʢʪʫʨʠʨʫʝʪ ʩʣʫʞʙʫ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ɹʘʥʢ ʈʦʩʩʠʠ (ʎʝʥʪʨʦʙʘʥʢ, ʎɹ) ʧʨʠʩʪʫʧʠʣ ʢ ʢʘʧʠʪʘʣʴʥʦʡ ʨʝʩʪʨʫʢʪʫʨʠʟʘʮʠʠ 

ʩʚʦʝʛʦ ʜʝʧʘʨʪʘʤʝʥʪʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ɼʀɹ). ʉʢʦʨʝʝ ʚʩʝʛʦ, ʢʘʢ 

ʧʠʰʝʪ çʂʦʤʤʝʨʩʘʥʪè, ʵʪʦ ʧʨʠʚʝʜʝʪ ʢ ʨʘʩʬʦʨʤʠʨʦʚʘʥʠʶ ʧʦʜʨʘʟʜʝʣʝʥʠʷ 

çʌʠʥʎɽʈʊè (CERT, computer mergency response team, ʛʨʫʧʧʘ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 

ʢʦʤʧʴʶʪʝʨʥʳʝ ʠʥʮʠʜʝʥʪʳ), ʢʦʪʦʨʦʝ ʩ 2018 ʛ. ʠʤʝʝʪ ʩʪʘʪʫʩ ʫʧʨʘʚʣʝʥʠʷ ʚ ʩʪʨʫʢʪʫʨʝ 

ɼʀɹ. 

ʆʩʥʦʚʥʘʷ ʮʝʣʴ, ʢʦʪʦʨʦʡ ʤʦʞʝʪ ʨʫʢʦʚʦʜʩʪʚʦʚʘʪʴʩʷ ʎɹ, ð ʧʦʧʳʪʢʘ ʨʘʟʥʝʩʪʠ 

ʬʫʥʢʮʠʠ ʥʘʜʟʦʨʘ ʥʘʜ ʜʝʷʪʝʣʴʥʦʩʪʴʶ ʙʘʥʢʦʚ ʚ ʩʬʝʨʝ ʀɹ ʠ ʬʫʥʢʮʠʠ ʤʦʥʠʪʦʨʠʥʛʘ 

ʢʠʙʝʨʨʠʩʢʦʚ ʧʦ ʨʘʟʥʳʤ ʫʧʨʘʚʣʝʥʠʷʤ, ʯʪʦʙʳ ʙʘʥʢʠ, ʦʙʨʘʱʘʷʩʴ ʟʘ ʧʦʤʦʱʴʶ, ʥʝ 

ʧʦʣʫʯʘʣʠ ʥʘʢʘʟʘʥʠʝ, ʢʘʢ ʵʪʦ ʧʨʦʠʩʭʦʜʠʪ ʩʝʡʯʘʩ. ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʦʙʝ ʵʪʠ 

ʬʫʥʢʮʠʠ ʚʳʧʦʣʥʷʝʪ çʌʠʥʎɽʈʊè. 

éʚ ʎɹ ʧʦʜʪʚʝʨʜʠʣʠ, ʯʪʦ ʩ 5 ʥʦʷʙʨʷ 2020 ʛ. ʧʦʤʝʥʷʣʘʩʴ ʩʪʨʫʢʪʫʨʘ ɼʀɹ. 

çʀʟʤʝʥʝʥʠʷ ʩʚʷʟʘʥʳ ʩ ʥʝʦʙʭʦʜʠʤʦʩʪʴʶ ʫʩʠʣʝʥʠʷ ʦʩʥʦʚʥʳʭ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ. ʆʪ 

ʥʠʭ ʟʘʚʠʩʠʪ ʜʦʩʪʠʞʝʥʠʝ ʮʝʣʝʚʳʭ ʧʦʢʘʟʘʪʝʣʝʡ, ʧʨʝʜʫʩʤʦʪʨʝʥʥʳʭ "ʆʩʥʦʚʥʳʤʠ 

ʥʘʧʨʘʚʣʝʥʠʷʤʠ ʨʘʟʚʠʪʠʷ ʀɹ ʢʨʝʜʠʪʥʦ-ʬʠʥʘʥʩʦʚʦʡ ʩʬʝʨʳ ʥʘ ʧʝʨʠʦʜ 2019ï2021 

ʛʛ."è, ð ʩʦʦʙʱʠʣʠ ʧʨʝʜʩʪʘʚʠʪʝʣʠ ʎɹ. ʉʨʝʜʠ ʪʘʢʠʭ ʧʨʦʮʝʩʩʦʚ ð ʦʙʨʘʙʦʪʢʘ 

ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʠ ʦʧʝʨʘʮʠʷʤ ʙʝʟ ʩʦʛʣʘʩʠʷ ʢʣʠʝʥʪʦʚ ʬʠʥʘʥʩʦʚʳʭ 

ʦʨʛʘʥʠʟʘʮʠʡ, ʢʦʪʦʨʘʷ ʧʦʩʪʫʧʘʝʪ ʚ ʎɹ ʦʪ ʫʯʘʩʪʥʠʢʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ. 

ʂʨʦʤʝ ʪʦʛʦ, ʫʩʠʣʠʚʘʝʪʩʷ ʥʘʧʨʘʚʣʝʥʠʝ ʨʠʩʢ-ʦʨʠʝʥʪʠʨʦʚʘʥʥʦʛʦ ʥʘʜʟʦʨʘ ʟʘ 

ʦʙʝʩʧʝʯʝʥʠʝʤ ʬʠʥʘʥʩʦʚʳʤʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠ ʢʠʙʝʨʫʩʪʦʡʯʠʚʦʩʪʠ ʠ ʦʧʝʨʘʮʠʦʥʥʦʡ 

ʥʘʜʝʞʥʦʩʪʠ. 

ʇʦʢʘ ʥʝʠʟʚʝʩʪʥʦ, ʢʘʢ ʙʫʜʝʪ ʚʳʛʣʷʜʝʪʴ ʥʦʚʘʷ ʩʪʨʫʢʪʫʨʘ, ʪʘʢʞʝ, ʚʦʟʤʦʞʥʦ, 

ʦʩʪʘʥʝʪʩʷ ʠ ʥʘʟʚʘʥʠʝ çʌʠʥʎɽʈʊè, ʪʘʢ ʢʘʢ ʥʘ ʨʘʩʢʨʫʪʢʫ ʵʪʦʛʦ ʙʨʝʥʜʘ ʫʰʣʦ ʧʷʪʴ 

ʣʝʪ, ʦʜʥʘʢʦ ʬʫʥʢʮʠʠ ʙʫʜʫʪ ʧʝʨʝʜʘʥʳ ʜʨʫʛʠʤ ʫʧʨʘʚʣʝʥʠʷʤ.  

ʅʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʚ ʩʠʩʪʝʤʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ çʌʠʥʎɽʈʊʘè 

ʫʯʘʩʪʚʫʶʪ ʙʦʣʝʝ 800 ʦʨʛʘʥʠʟʘʮʠʡ, ʚ ʪʦʤ ʯʠʩʣʝ ʚʩʝ ʨʦʩʩʠʡʩʢʠʝ ʙʘʥʢʠ, ʘ ʪʘʢʞʝ 

ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ ʦʨʛʘʥʳ, ʧʨʦʚʘʡʜʝʨʳ, ʦʧʝʨʘʪʦʨʳ ʩʚʷʟʠ, ʩʠʩʪʝʤʥʳʝ 

ʠʥʪʝʛʨʘʪʦʨʳ, ʨʘʟʨʘʙʦʪʯʠʢʠ ʘʥʪʠʚʠʨʫʩʥʦʛʦ ʇʆ ʠ ʜʨʫʛʠʝ ʢʦʤʧʘʥʠʠ, ʨʘʙʦʪʘʶʱʠʝ ʚ 

ʩʬʝʨʝ ʀɹ. ʇʦʜʢʣʶʯʠʪʴʩʷ ʢ ʩʠʩʪʝʤʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʛʦ ʦʙʤʝʥʘ ʤʦʞʝʪ ʣʶʙʦʡ 

ʫʯʘʩʪʥʠʢ ʬʠʥʘʥʩʦʚʦʛʦ ʨʳʥʢʘ ʠʣʠ ʢʦʤʧʘʥʠʷ, ʨʘʙʦʪʘʶʱʘʷ ʚ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ 

ʠʥʬʦʨʤʘʮʠʠ ʚ ʬʠʥʘʥʩʦʚʦʡ ʩʬʝʨʝ. 

ʇʦʯʝʤʫ ʙʘʥʢʠ ʥʝʜʦʚʦʣʴʥʳ ʨʘʙʦʪʦʡ çʌʠʥʎɽʈʊʘè 
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ɻʣʘʚʥʘʷ ʟʘʜʘʯʘ çʌʠʥʎɽʈʊʘè ð ʦʙʝʩʧʝʯʠʚʘʪʴ ʀɹ ʢʨʝʜʠʪʥʦ-ʬʠʥʘʥʩʦʚʳʭ 

ʦʨʛʘʥʠʟʘʮʠʡ ʧʫʪʝʤ ʚʟʘʠʤʥʦʛʦ ʠʥʬʦʨʤʠʨʦʚʘʥʠʷ ʠ ʦʧʦʚʝʱʝʥʠʷ ʫʯʘʩʪʥʠʢʦʚ 

ʬʠʥʘʥʩʦʚʦʛʦ ʨʳʥʢʘ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʫʛʨʦʟʘʭ ʠ ʨʠʩʢʘʭ, ʩ ʢʦʪʦʨʳʤʠ ʠʤ ʧʨʠʭʦʜʠʪʩʷ 

ʩʪʘʣʢʠʚʘʪʴʩʷ, ʠ ʦ ʤʝʪʦʜʘʭ ʠʭ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ. ʇʨʦʱʝ ʛʦʚʦʨʷ, çʌʠʥʎɽʈʊè 

ʩʦʙʠʨʘʝʪ ʦʪ ʙʘʥʢʦʚ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʠʙʝʨʘʪʘʢʘʭ, ʘʥʘʣʠʟʠʨʫʝʪ ʝʝ ʠ ʥʘ ʵʪʦʡ ʦʩʥʦʚʝ 

ʠʥʬʦʨʤʠʨʫʝʪ ʠʭ ʦʙ ʘʢʪʫʘʣʴʥʳʭ ʫʛʨʦʟʘʭ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʨʘʟʨʘʙʘʪʳʚʘʝʪ 

ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʦʪʨʘʞʝʥʠʶ ʭʘʢʝʨʩʢʠʭ ʘʪʘʢ. ʊʘʢʞʝ çʌʠʥʎɽʈʊè ʚʟʘʠʤʦʜʝʡʩʪʚʫʝʪ 

ʩ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ ʠ ʦʧʝʨʘʪʠʚʥʳʤʠ ʩʣʫʞʙʘʤʠ ʌʉɹ. ʆʧʝʨʘʪʠʚʥʳʡ 

ʦʙʤʝʥ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢʘʭ ʩ ʙʘʥʢʘʤʠ ʚʝʜʝʪʩʷ ʚ ʪʦʤ ʯʠʩʣʝ ʩ 

ʧʦʤʦʱʴʶ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʡ ʩʠʩʪʝʤʳ ʦʙʨʘʙʦʪʢʠ ʠʥʮʠʜʝʥʪʦʚ (ɸʉʆʀ). 

ʅʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʚ çʌʠʥʎɽʈʊè ʥʝ ʷʚʣʷʝʪʩʷ 

ʜʣʷ ʬʠʥʘʥʩʦʚʳʭ ʦʨʛʘʥʠʟʘʮʠʡ ʦʙʷʟʘʪʝʣʴʥʳʤ ʠ ʧʨʦʠʩʭʦʜʠʪ ʥʘ ʜʦʙʨʦʚʦʣʴʥʦʡ ʦʩʥʦʚʝ. 

ʊʝʤ ʥʝ ʤʝʥʝʝ ʩʪʘʪʫʩ çʌʠʥʎɽʈʊʘè ʙʳʣ ʩʧʦʨʥʳʤ, ʧʦ ʤʥʝʥʠʶ ʫʯʘʩʪʥʠʢʦʚ ʨʳʥʢʘ, 

ʠʟʥʘʯʘʣʴʥʦ, ʪʘʢ ʢʘʢ, ʦʙʨʘʱʘʷʩʴ ʚ çʌʠʥʎɽʈʊè ʩ ʩʦʦʙʱʝʥʠʝʤ ʦʙ ʠʥʮʠʜʝʥʪʝ, ʙʘʥʢ 

ʪʝʤ ʩʘʤʳʤ ʜʘʚʘʣ ʧʦʚʦʜ ʜʣʷ ʧʨʦʚʝʨʢʠ ʠ ʥʘʢʘʟʘʥʠʷ ʩʘʤʦʛʦ ʩʝʙʷ, ʧʠʰʝʪ 

çʂʦʤʤʝʨʩʘʥʪè. ʇʦʵʪʦʤʫ ʦ ʯʘʩʪʠ ʠʥʮʠʜʝʥʪʦʚ ʙʘʥʢʠ ʧʨʦʩʪʦ ʫʤʘʣʯʠʚʘʣʠ.  

ʂʘʯʝʩʪʚʦ ʧʦʤʦʱʠ ʪʦʞʝ ʦʩʪʘʚʣʷʝʪ ʞʝʣʘʪʴ ʣʫʯʰʝʛʦ. ʂʘʢ ʧʨʝʜʧʦʣʦʞʠʣ ʦʜʠʥ ʠʟ 

ʩʦʙʝʩʝʜʥʠʢʦʚ çʂʦʤʤʝʨʩʘʥʪʘè, ʧʦʩʣʝʜʥʝʡ ʢʘʧʣʝʡ ʤʦʛʣʘ ʩʪʘʪʴ ʠʩʪʦʨʠʷ ʩ ʚʳʚʦʜʦʤ 

ʩʨʝʜʩʪʚ ʯʝʨʝʟ ʩʠʩʪʝʤʫ ʙʳʩʪʨʳʭ ʧʣʘʪʝʞʝʡ ʚ ʘʚʛʫʩʪʝ 2020 ʛ. çʌʠʥʎɽʈʊʫè 

ʧʦʥʘʜʦʙʠʣʦʩʴ ʦʢʦʣʦ ʜʚʫʭ ʥʝʜʝʣʴ, ʯʪʦʙʳ ʧʨʝʜʫʧʨʝʜʠʪʴ ʨʳʥʦʢ ʦʙ ʵʪʦʡ ʫʷʟʚʠʤʦʩʪʠ, ʘ 

ʧʦʪʦʤ ʚʳʷʩʥʠʣʦʩʴ, ʯʪʦ ʦʙʨʘʱʝʥʠʷ ʨʷʜʘ ʙʘʥʢʦʚ ʦʙ ʠʥʮʠʜʝʥʪʘʭ ʩ ʉɹʇ, ʚ ʪʦʤ ʯʠʩʣʝ ʠ 

ʟʘ 2019 ʛ., ʥʝ ʙʳʣʠ ʨʘʩʩʤʦʪʨʝʥʳ ʚʦʦʙʱʝ. 

ʋʯʘʩʪʥʠʢʠ ʨʳʥʢʘ ʥʘʜʝʶʪʩʷ, ʯʪʦ ʚ ʥʦʚʦʡ ʩʪʨʫʢʪʫʨʝ ʬʫʥʢʮʠʠ ɼʀɹ ʙʫʜʫʪ 

ʨʘʟʥʝʩʝʥʳ ʧʦ ʨʘʟʣʠʯʥʳʤ ʫʧʨʘʚʣʝʥʠʷʤ, ʘ ʩʧʝʮʠʘʣʠʟʘʮʠʷ ʨʘʙʦʪʳ ʧʦʟʚʦʣʠʪ ʨʘʙʦʪʘʪʴ 

ʙʦʣʝʝ ʦʧʝʨʘʪʠʚʥʦ. ʆʜʥʘʢʦ, ʢʘʢ ʧʠʰʝʪ çʂʦʤʤʝʨʩʘʥʪè, ʵʪʦ ʤʦʞʝʪ ʩʳʛʨʘʪʴ ʟʣʫʶ 

ʰʫʪʢʫ, ʪʘʢ ʢʘʢ ʧʦʩʣʝ ʨʝʩʪʨʫʢʪʫʨʠʟʘʮʠʠ ʧʨʦʚʝʨʢʠ ʙʘʥʢʦʚ ʩʦ ʩʪʦʨʦʥʳ ʨʝʛʫʣʷʪʦʨʘ 

ʤʦʛʫʪ ʫʞʝʩʪʦʯʠʪʴʩʷéè. (ʀʨʠʥʘ ʇʝʰʢʦʚʘ. ʈʦʩʩʠʡʩʢʠʝ ʙʘʥʢʠ ʧʝʨʝʩʪʘʥʫʪ 

ʥʘʢʘʟʳʚʘʪʴ ʟʘ ʘʪʘʢʠ ʭʘʢʝʨʦʚ // CNews (https://safe.cnews.ru/news/top/2020-11-

12_tsb_perestanet_nakazyvat). 12.11.2020).  
***  

 

çʉʦʛʣʘʩʥʦ ʦʪʯʝʪʫ Check Point Software Technologies ʧʦ ʚʨʝʜʦʥʦʩʥʳʤ 

ʘʪʘʢʘʤ ʚ ʈʦʩʩʠʠ ʟʘ ʧʝʨʠʦʜ ʩ ʤʘʷ ʧʦ ʦʢʪʷʙʨʴ 2020 ʛʦʜʘ, ʟʘ ʧʦʩʣʝʜʥʠʝ ʧʦʣʛʦʜʘ 

ʢʦʤʧʘʥʠʠ ʚ ʈʦʩʩʠʠ ʧʦʜʚʝʨʛʘʣʠʩʴ ʢʠʙʝʨʘʪʘʢʘʤ ʧʨʠʤʝʨʥʦ 689 ʨʘʟ ʚ ʥʝʜʝʣʶ, ʚ 

ʪʦ ʚʨʝʤʷ ʢʘʢ ʧʦ ʚʩʝʤʫ ʤʠʨʫ ʩʨʝʜʥʝʝ ʯʠʩʣʦ ʘʪʘʢ ʥʘ ʦʨʛʘʥʠʟʘʮʠʶ ʩʦʩʪʘʚʠʣʦ 503. 
ɺ ʩʨʝʜʥʝʤ ʚ ʥʝʜʝʣʶ 11,5% ʢʦʤʧʘʥʠʡ ʙʳʣʠ ʘʪʘʢʦʚʘʥʳ ʙʦʪʥʝʪʘʤʠ, 8,5% ð 

ʢʨʠʧʪʦʤʘʡʥʝʨʘʤʠ, 5,6% ð ʙʘʥʢʦʚʩʢʠʤʠ ʚʨʝʜʦʥʦʩʥʳʤʠ ʇʆ, ʘ 4,5 % ð 

ʠʥʬʦʩʪʠʣʝʨʘʤʠ. ʉʘʤʳʝ ʘʢʪʠʚʥʳʝ ʚʨʝʜʦʥʦʩʥʳʝ ʇʆ ʚ ʈʦʩʩʠʠ ð ʙʘʥʢʦʚʩʢʠʡ ʪʨʦʷʥ 

Trickbot ʠ ʢʨʠʧʪʦʤʘʡʥʝʨ XMRig. 

87% ʚʨʝʜʦʥʦʩʥʳʭ ʬʘʡʣʦʚ ʙʳʣʦ ʦʪʧʨʘʚʣʝʥʦ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ. ʅʘʠʙʦʣʝʝ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʘʷ ʫʷʟʚʠʤʦʩʪʴ ð ʫʜʘʣʝʥʥʦʝ ʚʳʧʦʣʥʝʥʠʝ ʢʦʜʘ, ʠʟ-ʟʘ ʢʦʪʦʨʦʡ ʙʳʣʠ 

ʘʪʘʢʦʚʘʥʳ 59% ʢʦʤʧʘʥʠʡ. 

ʃʘʥʜʰʘʬʪ ʢʠʙʝʨʫʛʨʦʟ. ɼʚʦʡʥʦʝ ʚʳʤʦʛʘʪʝʣʴʩʪʚʦ. ʉʦʟʜʘʪʝʣʠ ʧʨʦʛʨʘʤʤ-

ʚʤrʦʛʘʪʝʣʝʡ ʨʘʟʨʘʙʦʪʘʣʠ ʥʦʚʫʶ ʩʪʨʘʪʝʛʠʶ. ʄʦʰʝʥʥʠʢʠ ʥʝ ʪʦʣʴʢʦ ʣʠʰʘʶʪ ʞʝʨʪʚʫ 
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ʜʦʩʪʫʧʘ ʢ ʬʘʡʣʘʤ, ʥʦ ʠ ʢʦʤʧʨʦʤʝʪʠʨʫʶʪ ʝʝ ʦʙʥʘʨʦʜʦʚʘʥʠʝʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ, ʚ ʩʣʫʯʘʝ ʦʪʢʘʟʘ ʧʣʘʪʠʪʴ ʚʳʢʫʧ. 

ʂʠʙʝʨʚʦʡʥʳ. ʉʦʮʠʘʣʴʥʦʝ ʜʠʩʪʘʥʮʠʨʦʚʘʥʠʝ ʦʩʣʦʞʥʠʣʦ ʜʦʩʪʫʧ ʢ 

ʨʘʟʚʝʜʜʘʥʥʳʤ ʪʨʘʜʠʮʠʦʥʥʳʤʠ ʤʝʪʦʜʘʤʠ. ʇʦ ʵʪʦʡ ʧʨʠʯʠʥʝ ʫʯʘʩʪʠʣʠʩʴ ʩʣʫʯʘʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʠʙʝʨʦʨʫʞʠʷ ʚ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠʥʪʝʨʝʩʘʭ. ʆʜʥʦʡ ʠʟ ʮʝʣʝʡ 

ʧʦʜʦʙʥʳʭ ʘʪʘʢ ʷʚʣʷʝʪʩʷ ʧʦʣʫʯʝʥʠʝ ʥʦʚʳʭ ʩʚʝʜʝʥʠʡ ʦ ʢʦʨʦʥʘʚʠʨʫʩʝ. 

ʄʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ. ʍʘʢʝʨʳ ʠʱʫʪ ʥʦʚʳʝ ʫʷʟʚʠʤʦʩʪʠ ʤʦʙʠʣʴʥʳʭ 

ʫʩʪʨʦʡʩʪʚ ʠ ʥʝʧʨʝʨʳʚʥʦ ʩʦʚʝʨʰʝʥʩʪʚʫʶʪ ʤʝʪʦʜʳ ʘʪʘʢ, ʯʪʦʙʳ ʦʙʭʦʜʠʪʴ ʩʠʩʪʝʤʫ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʬʠʮʠʘʣʴʥʳʭ ʤʘʛʘʟʠʥʦʚ ʧʨʠʣʦʞʝʥʠʡ ʠʣʠ ʢʦʤʧʘʥʠʡ. ɺ ʭʦʜʝ ʥʝʜʘʚʥʝʡ 

ʘʪʘʢʠ ʥʘ ʩʠʩʪʝʤʫ ʫʧʨʘʚʣʝʥʠʷ ʤʦʙʠʣʴʥʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ ʢʨʫʧʥʦʡ ʤʝʞʜʫʥʘʨʦʜʥʦʡ 

ʢʦʤʧʘʥʠʠ, ʤʦʰʝʥʥʠʢʘʤ ʫʜʘʣʦʩʴ ʨʘʩʧʨʦʩʪʨʘʥʠʪʴ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʥʘ ʙʦʣʝʝ ʯʝʤ 75% 

ʝʝ ʫʩʪʨʦʡʩʪʚ. 

ʆʙʣʘʯʥʳʝ ʪʝʭʥʦʣʦʛʠʠ. ɺ ʫʩʣʦʚʠʷʭ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ ʢʦʤʧʘʥʠʠ ʩʪʘʣʠ 

ʘʢʪʠʚʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʙʣʘʯʥʳʝ ʧʣʘʪʬʦʨʤʳ. ʆʜʥʘʢʦ ʨʘʟʤʳʪʠʝ ʧʝʨʠʤʝʪʨʘ ʧʦʚʳʩʠʣʦ 

ʨʠʩʢʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʊʘʢ, ʚ ʩʠʩʪʝʤʝ ʧʣʘʪʬʦʨʤʳ Microsoft Azure 

ʚʧʝʨʚʳʝ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʫʷʟʚʠʤʦʩʪʠ, ʢʦʪʦʨʳʝ ʤʦʛʣʠ ʧʦʟʚʦʣʠʪʴ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʜʨʫʛʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʂʠʙʝʨʣʘʥʜʰʘʬʪ ʚ ʫʩʣʦʚʠʷʭ ʧʘʥʜʝʤʠʠ. ɺʦ ʚʨʝʤʷ ʧʘʥʜʝʤʠʠ ʧʦʷʚʠʣʦʩʴ 

ʤʥʦʞʝʩʪʚʦ ʥʦʚʳʭ ʜʦʤʝʥʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʪʝʤʦʡ ʢʦʨʦʥʘʚʠʨʫʩʘ, ʜʣʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ 

ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ. ʄʝʜʠʮʠʥʩʢʠʝ ʫʯʨʝʞʜʝʥʠʷ ʠ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʝ ʮʝʥʪʨʳ ʩʪʘʣʠ 

ʚʩʝ ʯʘʱʝ ʧʦʜʚʝʨʛʘʪʴʩʷ ʘʪʘʢʘʤ ʤʦʰʝʥʥʠʢʦʚ, ʚ ʮʝʣʷʭ ʧʦʣʫʯʝʥʠʷ ʚʳʢʫʧʘ ʠʣʠ ʮʝʥʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ. 

çɿʘ ʧʦʩʣʝʜʥʠʝ ʥʝʩʢʦʣʴʢʦ ʤʝʩʷʮʝʚ ʧʝʨʠʤʝʪʨ ʢʦʤʧʘʥʠʡ ʟʥʘʯʠʪʝʣʴʥʦ ʨʘʟʤʳʣʩʷ. 

ʈʘʙʦʪʘʷ ʫʜʘʣʝʥʥʦ, ʣʶʜʠ ʠʩʧʦʣʴʟʫʶʪ ʜʦʤʘʰʥʠʝ ʩʝʪʠ, ʦʙʣʘʢʘ, ʘ ʪʘʢʞʝ ʧʝʨʩʦʥʘʣʴʥʳʝ 

ʫʩʪʨʦʡʩʪʚʘ ʜʣʷ ʨʘʙʦʪʳ ʩ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤʠ ʜʘʥʥʳʤʠ. ð ʦʪʤʝʪʠʣ ɺʘʩʠʣʠʡ 

ɼʷʛʠʣʝʚ, ʛʣʘʚʘ ʧʨʝʜʩʪʘʚʠʪʝʣʴʩʪʚʘ Check Point Software Technologies ʚ ʈʦʩʩʠʠ ʠ 

ʉʅɻ. ð ʇʦ ʵʪʦʡ ʧʨʠʯʠʥʝ ʟʘʱʠʪʘ ʢʦʤʧʘʥʠʠ ʜʦʣʞʥʘ ʙʳʪʴ ʧʦʩʪʨʦʝʥʘ ʧʦ ʧʨʠʥʮʠʧʫ 

çʥʫʣʝʚʦʛʦ ʜʦʚʝʨʠʷè. ʉʝʛʦʜʥʷ ʵʪʦ ʝʜʠʥʩʪʚʝʥʥʳʡ ʵʬʬʝʢʪʠʚʥʳʡ ʩʧʦʩʦʙ ʦʙʝʟʦʧʘʩʠʪʴ 

ʩʝʙʷ ʦʪ ʩʘʤʳʭ ʠʟʦʱʨʝʥʥʳʭ ʘʪʘʢ ʭʘʢʝʨʦʚè. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ Check Point ʦʪʤʝʪʠʣʠ, ʯʪʦ ʧʠʢ ʧʦʷʚʣʝʥʠʡ ʥʦʚʳʭ ʜʦʤʝʥʦʚ, 

ʩʚʷʟʘʥʥʳʭ ʩ ʢʦʨʦʥʘʚʠʨʫʩʥʦʤ, ʧʨʠʰʝʣʩʷ ʥʘ ʢʦʥʝʮ ʤʘʨʪʘ 2020 ʛʦʜʘ, ʜʘʣʝʝ ʵʪʘ 

ʘʢʪʠʚʥʦʩʪʴ ʧʦʰʣʘ ʥʘ ʩʧʘʜ. ɿʘ ʧʦʩʣʝʜʥʠʝ ʰʝʩʪʴ ʤʝʩʷʮʝʚ ʤʦʰʝʥʥʠʢʠ ʚʩʝ ʯʘʱʝ ʩʪʘʣʠ 

ʠʤʠʪʠʨʦʚʘʪʴ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʚʠʜʝʦʢʦʥʬʝʨʝʥʮʠʡ, ʩʪʨʠʤʠʥʛʦʚʳʝ ʩʝʨʚʠʩʳ, 

ʧʦʜʜʝʣʳʚʘʪʴ ʜʝʥʝʞʥʳʝ ʧʝʨʝʚʦʜʳ ʠ ʢʨʝʜʠʪʳ, ʘ ʪʘʢʞʝ ʨʝʟʶʤʝ ʜʣʷ ʫʩʪʨʦʡʩʪʚʘ ʥʘ 

ʨʘʙʦʪʫ. 

ʆʜʥʘʢʦ ʭʘʢʝʨʳ ʧʨʦʜʦʣʞʘʶʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʝʤʫ ʢʦʨʦʥʘʚʠʨʫʩʘ ʜʣʷ ʩʚʦʠʭ ʘʪʘʢ: 

ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʠ ʩʘʡʪʳ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦ COVID-19, ʘ ʪʘʢʞʝ ʨʘʩʩʳʣʢʠ 

ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ, ʟʘʛʦʣʦʚʢʠ ʠ ʩʦʜʝʨʞʠʤʦʝ ʢʦʪʦʨʳʭ ʢʘʩʘʣʠʩʴ ʪʝʤʳ ʧʘʥʜʝʤʠʠ. 

ʅʘʠʙʦʣʝʝ ʘʢʪʠʚʥʳʝ ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʦʛʨʘʤʤʳ ʚ ʈʦʩʩʠʠ ʚ ʩʝʥʪʷʙʨʝ 2020 ʛʦʜʘ. 

ʉʘʤʳʤ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤ ʚʨʝʜʦʥʦʩʥʳʤ ʇʆ ʩʪʘʣ ʤʦʜʫʣʴʥʳʡ ʪʨʦʷʥ Emotet, 

ʘʪʘʢʦʚʘʚʰʠʡ 13% ʦʨʛʘʥʠʟʘʮʠʡ ʚ ʈʦʩʩʠʠ ʠ ʚ ʤʠʨʝ. 

Emotet (13%) ï ʧʨʦʜʚʠʥʫʪʳʡ ʤʦʜʫʣʴʥʳʡ ʪʨʦʷʥ. ʂʦʛʜʘ-ʪʦ Emotet ʙʳʣ ʨʷʜʦʚʳʤ 

ʙʘʥʢʦʚʩʢʠʤ ʪʨʦʷʥʦʤ, ʥʦ ʚ ʧʦʩʣʝʜʥʝʝ ʚʨʝʤʷ ʦʥ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʜʘʣʴʥʝʡʰʝʛʦ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʠ ʢʘʤʧʘʥʠʡ, ʘ ʪʘʢʞʝ ʤʦʞʝʪ ʨʘʩʩʳʣʘʪʴ 

ʬʠʰʠʥʛʦʚʳʝ ʧʠʩʴʤʘ, ʩʦʜʝʨʞʘʱʠʝ ʚʨʝʜʦʥʦʩʥʳʝ ʚʣʦʞʝʥʠʷ ʠʣʠ ʩʩʳʣʢʠ. 
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Trickbot (9%) ï ʦʜʠʥ ʠʟ ʜʦʤʠʥʠʨʫʶʱʠʭ ʙʘʥʢʦʚʩʢʠʭ ʪʨʦʷʥʦʚ, ʢʦʪʦʨʳʡ 

ʧʦʩʪʦʷʥʥʦ ʜʦʧʦʣʥʷʝʪʩʷ ʥʦʚʳʤʠ ʚʦʟʤʦʞʥʦʩʪʷʤʠ, ʬʫʥʢʮʠʷʤʠ ʠ ʚʝʢʪʦʨʘʤʠ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ. Trickbot ð ʛʠʙʢʦʝ ʠ ʥʘʩʪʨʘʠʚʘʝʤʦʝ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʢʦʪʦʨʦʝ 

ʤʦʞʝʪ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴʩʷ ʚ ʨʘʤʢʘʭ ʤʥʦʛʦʮʝʣʝʚʳʭ ʢʘʤʧʘʥʠʡ. 

RigEK (7%) ï Rig ʩʦʜʝʨʞʠʪ ʵʢʩʧʣʦʡʪʳ ʜʣʷ Internet Explorer, Flash, Java ʠ 

Silverlight. ɿʘʨʘʞʝʥʠʝ ʥʘʯʠʥʘʝʪʩʷ ʩ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʥʘ ʮʝʣʝʚʫʶ ʩʪʨʘʥʠʮʫ, 

ʩʦʜʝʨʞʘʱʫʶ Java-ʩʢʨʠʧʪ, ʢʦʪʦʨʳʡ ʟʘʪʝʤ ʠʱʝʪ ʫʷʟʚʠʤʳʝ ʧʣʘʛʠʥʳ ʠ ʚʥʝʜʨʷʝʪ 

ʵʢʩʧʣʦʡʪ. 

Pykspa (6%) ï ʯʝʨʚʴ, ʢʦʪʦʨʳʡ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʯʝʨʝʟ ʩʦʦʙʱʝʥʠʷ ʚ Skype. 

Pykspa ʚʳʛʨʫʞʘʝʪ ʣʠʯʥʳʝ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʚʟʘʠʤʦʜʝʡʩʪʚʫʝʪ ʩ ʫʜʘʣʝʥʥʳʤʠ 

ʩʝʨʚʝʨʘʤʠ, ʠʩʧʦʣʴʟʫʷ ʘʣʛʦʨʠʪʤʳ ʛʝʥʝʨʘʮʠʠ ʜʦʤʝʥʦʚ (DGA). 

XMRig (5%) ï ʢʨʠʧʪʦʤʘʡʥʝʨ, ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʩ ʦʪʢʨʳʪʳʤ 

ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ, ʚʧʝʨʚʳʝ ʦʙʥʘʨʫʞʝʥʥʦʝ ʚ ʤʘʝ 2017 ʛʦʜʘ. ʀʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 

ʤʘʡʥʠʥʛʘ ʢʨʠʧʪʦʚʘʣʶʪʳ Moneroè. (Check Point ʧʨʝʜʩʪʘʚʠʣʘ ʦʪʯʝʪ ʦ 

ʢʠʙʝʨʫʛʨʦʟʘʭ ʚ ʈʦʩʩʠʠ // CNews (https://safe.cnews.ru/news/line/2020-11-

17_check_point_predstavila_otchet). 17.11.2020).  

***  

 

çʇʦʣʥʦʤʦʯʥʳʡ ʧʨʝʜʩʪʘʚʠʪʝʣʴ ʧʨʝʟʠʜʝʥʪʘ ʈʌ ʚ ʖʞʥʦʤ ʬʝʜʝʨʘʣʴʥʦʤ 

ʦʢʨʫʛʝ ɺʣʘʜʠʤʠʨ ʋʩʪʠʥʦʚ ʧʦʨʫʯʠʣ ʫʩʪʨʘʥʠʪʴ ʥʝʜʦʩʪʘʪʢʠ ʚ ʩʬʝʨʝ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʦʢʢʫʧʠʨʦʚʘʥʥʳʭ ʂʨʳʤʫ ʠ ʉʝʚʘʩʪʦʧʦʣʝ.  
ʅʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʩʦʩʪʦʷʥʠʝ ʪʝʭʥʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʥʝ 

ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʪʨʝʙʦʚʘʥʠʷʤ, ʩʦʦʙʱʠʣʠ ʚ ʧʨʝʩʩ-ʩʣʫʞʙʝ ʘʧʧʘʨʘʪʘ ʩʦʚʝʪʘ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʈʌ, ʧʠʰʝʪ ʊɸʉʉ. 

çʋʧʨʘʚʣʝʥʠʝʤ ʌʝʜʝʨʘʣʴʥʦʡ ʩʣʫʞʙʳ ʧʦ ʪʝʭʥʠʯʝʩʢʦʤʫ ʠ ʵʢʩʧʦʨʪʥʦʤʫ 

ʢʦʥʪʨʦʣʶ ʧʦ ʖʞʥʦʤʫ ʠ ʉʝʚʝʨʦ-ʂʘʚʢʘʟʩʢʦʤʫ ʬʝʜʝʨʘʣʴʥʳʤ ʦʢʨʫʛʘʤ ʧʨʦʚʝʜʝʥʘ 

ʧʨʦʚʝʨʢʘ ʩʦʙʣʶʜʝʥʠʷ ʪʨʝʙʦʚʘʥʠʡ ʥʦʨʤʘʪʠʚʥʳʭ ʧʨʘʚʦʚʳʭ ʘʢʪʦʚ ʈʌ ʚ ʈʝʩʧʫʙʣʠʢʝ 

ʂʨʳʤ. ʉʜʝʣʘʥ ʚʳʚʦʜ, ʯʪʦ ʩʦʩʪʦʷʥʠʝ ʪʝʭʥʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʥʝ ʚ ʧʦʣʥʦʡ 

ʤʝʨʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʦʙʷʟʘʪʝʣʴʥʳʤ ʪʨʝʙʦʚʘʥʠʷʤ. <é> ʅʝʦʙʭʦʜʠʤʦ ʩʨʦʯʥʦ 

ʫʩʪʨʘʥʠʪʴ ʥʝʜʦʩʪʘʪʢʠ ʥʝ ʪʦʣʴʢʦ ʚ ʩʬʝʨʝ ʪʝʭʥʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ, ʥʦ ʠ ʧʦ 

ʚʩʝʤ ʠʥʳʤ ʥʘʧʨʘʚʣʝʥʠʷʤè, - ʧʨʠʚʝʣʘ ʧʨʝʩʩ-ʩʣʫʞʙʘ ʩʣʦʚʘ ʋʩʪʠʥʦʚʘ. 

ʇʨʦʚʝʨʢʘ ʚʳʷʚʠʣʘ ʥʠʟʢʠʡ ʫʨʦʚʝʥʴ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʝʨʩʦʥʘʣʴʥʳʭ 

ʜʘʥʥʳʭ ʧʨʠ ʠʭ ʦʙʨʘʙʦʪʢʝ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ. ʊʘʢʞʝ ʧʦʣʧʨʝʜ ʧʦʪʨʝʙʦʚʘʣ 

ʩʫʱʝʩʪʚʝʥʥʦ ʧʦʚʳʩʠʪʴ ʫʨʦʚʝʥʴ ʪʝʭʥʠʯʝʩʢʦʡ ʦʩʥʘʱʝʥʥʦʩʪʠ ʩʠʩʪʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʠʥʬʦʨʤʘʮʠʠ. 

ʈʘʥʝʝ ʩʦʦʙʱʘʣʦʩʴ, ʯʪʦ ʩʝʢʨʝʪʘʨʴ ʉʦʚʝʪʘ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʉɹ) ʈʌ ʅʠʢʦʣʘʡ 

ʇʘʪʨʫʰʝʚ ʦʪʤʝʪʠʣ ʟʥʘʯʠʪʝʣʴʥʳʡ ʨʦʩʪ ʯʠʩʣʘ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʡ ʚ ʩʪʨʘʥʝè. 

(ʆʢʢʫʧʘʥʪʳ ʦʙʝʩʧʦʢʦʝʥʳ ʩʦʩʪʦʷʥʠʝʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʂʨʳʤʫ ʠ 

ʉʝʚʘʩʪʦʧʦʣʝ // ʏʦʨʥʦʤʦʨʩʴʢʽ ʥʦʚʠʥʠ (https://www.blackseanews.net/read/171005). 

26.11.2020).  
***  
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ɯʥʰ̔ ʢʨʘʾʥʠ 

 

çéʇʨʘʚʠʪʝʣʴʩʪʚʦ ʂʘʥʘʜʳ ʧʨʠʥʷʣʦ ʟʘʢʦʥ, ʫʞʝʩʪʦʯʘʶʱʠʡ 
ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʥʘʨʫʰʝʥʠʝ ʧʨʘʚ ʛʨʘʞʜʘʥ ʚ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ. ʊʝʧʝʨʴ 

ʢʦʤʧʘʥʠʷʤ ʚ ʩʣʫʯʘʝ ʥʝʧʨʘʚʠʣʴʥʦʛʦ ʦʙʨʘʱʝʥʠʷ ʩ ʧʝʨʩʦʥʘʣʴʥʳʤʠ ʜʘʥʥʳʤʠ ʛʨʦʟʷʪ 

ʰʪʨʘʬʳ ʚ ʨʘʟʤʝʨʝ ʜʦ 5% ʛʦʜʦʚʦʛʦ ʜʦʭʦʜʘ ʠʣʠ ʜʦ 25 ʤʠʣʣʠʦʥʦʚ ʢʘʥʘʜʩʢʠʭ ʜʦʣʣʘʨʦʚ 

(19 ʤʠʣʣʠʦʥʦʚ ʘʤʝʨʠʢʘʥʩʢʠʭ ʜʦʣʣʘʨʦʚ). 

ɿʘʢʦʥ ʪʘʢʞʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʠʥʪʝʨʥʝʪ-ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʙʦʣʴʰʝ ʢʦʥʪʨʦʣʷ ʥʘʜ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʢʦʤʧʘʥʠʷʤʠ ʠʭ ʜʘʥʥʳʭ ʠ ʜʘʸʪ ʛʨʘʞʜʘʥʘʤ ʧʨʘʚʦ ʪʨʝʙʦʚʘʪʴ 

ʫʥʠʯʪʦʞʝʥʠʷ ʧʝʨʩʦʥʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʠʭ. 

çʇʦʩʢʦʣʴʢʫ ʢʘʥʘʜʮʳ ʚʩʸ ʙʦʣʴʰʝ ʧʦʣʘʛʘʶʪʩʷ ʥʘ ʪʝʭʥʦʣʦʛʠʠ, ʥʘʤ ʥʫʞʥʘ 

ʩʠʩʪʝʤʘ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʟʥʘʪʴ, ʢʘʢ ʠʩʧʦʣʴʟʫʶʪʩʷ ʥʘʰʠ ʜʘʥʥʳʝ, ʠ ʜʘʸʪ ʢʦʥʪʨʦʣʴ 

ʥʘʜ ʪʝʤ, ʢʘʢ ʦʥʠ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ. ɼʣʷ ʪʦʛʦ ʯʪʦʙʳ ʂʘʥʘʜʘ ʜʦʙʠʣʘʩʴ ʫʩʧʝʭʘ, ʘ ʥʘʰʠ 

ʢʦʤʧʘʥʠʠ ʤʦʛʣʠ ʚʥʝʜʨʷʪʴ ʠʥʥʦʚʘʮʠʠ, ʥʝʦʙʭʦʜʠʤʘ ʩʠʩʪʝʤʘ, ʦʩʥʦʚʘʥʥʘʷ ʥʘ ʜʦʚʝʨʠʠ, 

ʩ ʧʨʦʟʨʘʯʥʳʤʠ ʧʨʘʚʠʣʘʤʠ ʠ ʧʨʘʚʦʧʨʠʤʝʥʝʥʠʝʤè, ð ʟʘʷʚʠʣ ʤʠʥʠʩʪʨ ʠʥʥʦʚʘʮʠʡ 

ʅʘʚʜʠʧ ɹʝʡʥʩ. 

ʅʘ ʩʝʛʦʜʥʷʰʥʠʡ ʂʘʥʘʜʘ, ʢʘʢ ʦʪʤʝʪʠʣʠ ʚ ʧʨʘʚʠʪʝʣʴʩʪʚʝ, ʚʚʝʣʘ ʚ ʦʙʣʘʩʪʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩʘʤʳʝ ʩʫʨʦʚʳʝ ʰʪʨʘʬʳ ʠʟ ʩʪʨʘʥ çɹʦʣʴʰʦʡ ʩʝʤʸʨʢʠè 

(ʤʝʞʜʫʥʘʨʦʜʥʳʡ ʢʣʫʙ, ʦʙʲʝʜʠʥʷʶʱʠʡ ʂʘʥʘʜʫ, ʉʐɸ, ɺʝʣʠʢʦʙʨʠʪʘʥʠʶ, ɻʝʨʤʘʥʠʶ, 

ʌʨʘʥʮʠʶ, ʀʪʘʣʠʶ ʠ ʗʧʦʥʠʶ)è. (Kait Bolongaro. Trudeau Privacy Law to Level Stiff 

Fines for Digital Breaches // Bloomberg 

(https://www.bloomberg.com/news/articles/2020-11-17/trudeau-privacy-law-to-level-

stiff-fines-for-digital-breaches). 17.11.2020).  

***  

 

çʂʘʥʘʜʩʢʠʡ ʮʝʥʪʨ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ (ʂʠʙʝʨʮʝʥʪʨ) ʦʧʫʙʣʠʢʦʚʘʣ ʩʚʦʶ 

ʅʘʮʠʦʥʘʣʴʥʫʶ ʦʮʝʥʢʫ ʢʠʙʝʨʫʛʨʦʟ ʟʘ 2020 ʛʦʜ. 

ʕʪʦʪ ʧʫʙʣʠʯʥʳʡ ʦʪʯʝʪ, ʦʩʥʦʚʘʥʥʳʡ ʢʘʢ ʥʘ ʩʝʢʨʝʪʥʳʭ, ʪʘʢ ʠ ʥʘ ʥʝʩʝʢʨʝʪʥʳʭ 

ʠʩʪʦʯʥʠʢʘʭ, ʦʧʨʝʜʝʣʷʝʪ ʪʝʢʫʱʠʝ ʪʝʥʜʝʥʮʠʠ ʚ ʩʨʝʜʝ ʢʠʙʝʨʫʛʨʦʟ, ʚʝʨʦʷʪʥʦʩʪʴ 

ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʵʪʠʭ ʢʠʙʝʨʫʛʨʦʟ ʠ ʪʦ, ʢʘʢ ʵʪʦ ʤʦʞʝʪ ʧʦʚʣʠʷʪʴ ʥʘ ʢʘʥʘʜʮʝʚ. 

ɺʪʦʨʘʷ ʠʪʝʨʘʮʠʷ ʥʘʰʝʡ ʥʝʩʝʢʨʝʪʥʦʡ ʦʮʝʥʢʠ ʦʪʤʝʯʘʝʪ, ʯʪʦ ʢʦʣʠʯʝʩʪʚʦ 

ʩʫʙʲʝʢʪʦʚ ʢʠʙʝʨʫʛʨʦʟ ʨʘʩʪʝʪ, ʠ ʦʥʠ ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʙʦʣʝʝ ʠʟʦʱʨʝʥʥʳʤʠ, ʯʪʦ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ ʧʦʯʪʠ ʥʘʚʝʨʥʷʢʘ ʙʫʜʝʪ ʦʩʪʘʚʘʪʴʩʷ ʪʦʡ ʢʠʙʝʨʫʛʨʦʟʦʡ, ʢʦʪʦʨʘʷ ʩ 

ʥʘʠʙʦʣʴʰʝʡ ʚʝʨʦʷʪʥʦʩʪʴʶ ʟʘʪʨʦʥʝʪ ʢʘʥʘʜʮʝʚ, ʠ ʯʪʦ ʘʪʘʢʠ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ 

ʧʦʯʪʠ ʥʘʚʝʨʥʷʢʘ ʧʨʦʜʦʣʞʘʪʩʷ ʥʘʮʝʣʝʥʳ ʥʘ ʢʨʫʧʥʳʝ ʧʨʝʜʧʨʠʷʪʠʷ ʠ ʧʦʩʪʘʚʱʠʢʦʚ 

ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ. 

ʄʳ ʦʮʝʥʠʣʠ, ʯʪʦ ʩʧʦʥʩʠʨʫʝʤʳʝ ʛʦʩʫʜʘʨʩʪʚʦʤ ʩʫʙʲʝʢʪʳ ʧʦʯʪʠ ʥʘʚʝʨʥʷʢʘ 

ʧʨʦʜʦʣʞʘʪ ʧʦʧʳʪʢʠ ʫʢʨʘʩʪʴ ʢʘʥʘʜʩʢʫʶ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʫʶ ʩʦʙʩʪʚʝʥʥʦʩʪʴ ʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʦʩʦʙʝʥʥʦ ʩʚʷʟʘʥʥʫʶ ʩ COVID-19. 

ʂʨʦʤʝ ʪʦʛʦ, ʚ ʦʮʝʥʢʝ ʫʪʦʯʥʷʝʪʩʷ, ʯʪʦ ʫʯʘʩʪʥʠʢʠ, ʩʢʦʨʝʝ ʚʩʝʛʦ, ʨʘʙʦʪʘʶʪ ʥʘʜ 

ʨʘʟʚʠʪʠʝʤ ʢʠʙʝʨʚʦʟʤʦʞʥʦʩʪʝʡ, ʯʪʦʙʳ ʥʘʨʫʰʠʪʴ ʢʘʥʘʜʩʢʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʪʘʢʫʶ 

ʢʘʢ ʵʣʝʢʪʨʦʩʥʘʙʞʝʥʠʝ, ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʩʚʦʠʭ ʮʝʣʝʡ. ʆʜʥʘʢʦ ʤʳ ʩʯʠʪʘʝʤ, ʯʪʦ ʚ 

ʦʪʩʫʪʩʪʚʠʝ ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʙʦʝʚʳʭ ʜʝʡʩʪʚʠʡ ʤʘʣʦʚʝʨʦʷʪʥʦ, ʯʪʦ ʩʧʦʥʩʠʨʫʝʤʳʝ 

ʛʦʩʫʜʘʨʩʪʚʦʤ ʩʫʙʲʝʢʪʳ ʥʘʤʝʨʝʥʥʦ ʥʘʨʫʰʠʣʠ ʙʳ ʢʨʠʪʠʯʝʩʢʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ 

ʂʘʥʘʜʳ. 
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ʂʦʪʠʨʦʚʢʠ 

çʂʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʥʠʢʦʛʜʘ ʥʝ ʙʳʣʘ ʪʘʢ ʚʘʞʥʘ, ʧʦʩʢʦʣʴʢʫ ʚʩʝ ʙʦʣʴʰʝ ʠ 

ʙʦʣʴʰʝ ʥʘʰʝʡ ʜʝʣʦʚʦʡ ʠ ʣʠʯʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʝʨʝʤʝʱʘʝʪʩʷ ʚ ʦʥʣʘʡʥ. ʂʘʢ 

ʧʦʢʘʟʳʚʘʝʪ ʵʪʦʪ ʦʪʯʝʪ ʂʘʥʘʜʩʢʦʛʦ ʮʝʥʪʨʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʠʙʝʨʫʛʨʦʟʳ 

ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʙʦʣʝʝ ʠʟʦʱʨʝʥʥʳʤʠ ʠ ʤʘʩʰʪʘʙʥʳʤʠ. ʧʦʣʠʪʠʢʠ, ʣʠʜʝʨʳ ʙʠʟʥʝʩʘ ʠ 

ʦʪʜʝʣʴʥʳʝ ʢʘʥʘʜʮʳ ʧʦʚʳʰʘʶʪ ʩʚʦʶ ʦʥʣʘʡʥ-ʙʝʟʦʧʘʩʥʦʩʪʴ ʚ ʫʩʣʦʚʠʷʭ ʤʝʥʷʶʱʝʛʦʩʷ 

ʣʘʥʜʰʘʬʪʘ ʢʠʙʝʨʫʛʨʦʟè. 

- ɼʦʩʪʦʧʦʯʪʝʥʥʳʡ ʍʘʨʜʞʠʪ ʉʘʜʞʘʥ, ʤʠʥʠʩʪʨ ʥʘʮʠʦʥʘʣʴʥʦʡ ʦʙʦʨʦʥʳ 

çʆʪ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ, ʭʨʘʥʷʱʠʭ ʥʘʰʫ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʚʳʢʫʧʘ, 

ʜʦ ʩʧʦʥʩʠʨʫʝʤʳʭ ʛʦʩʫʜʘʨʩʪʚʦʤ ʩʫʙʲʝʢʪʦʚ, ʫʛʨʦʞʘʶʱʠʭ ʥʘʰʝʡ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ, - ʢʠʙʝʨʫʛʨʦʟʳ, ʩ ʢʦʪʦʨʳʤʠ ʩʪʘʣʢʠʚʘʶʪʩʷ ʢʘʥʘʜʮʳ, ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ 

ʙʦʣʝʝ ʠʟʦʱʨʝʥʥʳʤʠ ʠ ʩʝʨʴʝʟʥʳʤʠ. ɺʦʪ ʧʦʯʝʤʫ ʧʦʜʭʦʜ Cyber Centre ʢ ʦʙʝʩʧʝʯʝʥʠʶ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʯʝʨʝʟ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ ʚʘʞʝʥ ʢʘʢ ʥʠʢʦʛʜʘ. ɺʳʚʦʜʳ, ʩʜʝʣʘʥʥʳʝ ʚ ʵʪʦʤ 

ʦʪʯʝʪʝ, ʧʦʢʘʟʳʚʘʶʪ, ʧʦʯʝʤʫ ʤʳ ʜʦʣʞʥʳ ʧʨʦʜʦʣʞʘʪʴ ʪʝʩʥʦ ʩʦʪʨʫʜʥʠʯʘʪʴ ʩ ʥʘʰʠʤʠ 

ʩʦʶʟʥʠʢʘʤʠ ʠ ʥʘʰʠʤʠ ʧʘʨʪʥʝʨʘʤʠ ʚ ʧʨʘʚʠʪʝʣʴʩʪʚʝ ʠ ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ, ʯʪʦʙʳ 

ʧʦʚʳʩʠʪʴ ʢʠʙʝʨʫʩʪʦʡʯʠʚʦʩʪʴ ʂʘʥʘʜʳè. 

- ʉʢʦʪʪ ɼʞʦʥʩ, ʨʫʢʦʚʦʜʠʪʝʣʴ ʂʘʥʘʜʩʢʦʛʦ ʮʝʥʪʨʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠéè 

(Canadian Centre for Cyber Security Releases the Canadian National Cyber Threat 

Assessment 2020 // Canadian Centre for Cyber Security 

(https://cyber.gc.ca/en/news/canadian-centre-cyber-security-releases-canadian-

national-cyber-threat-assessment-2020). 18.11.2020).  
 

çʎʈʋ ʠ ʥʝʤʝʮʢʘʷ ʨʘʟʚʝʜʢʘ ʧʦʜʦʨʚʘʣʠ ʨʝʧʫʪʘʮʠʶ ʐʚʝʡʮʘʨʠʠ ʢʘʢ 

ʠʩʪʦʨʠʯʝʩʢʠ ʥʝʡʪʨʘʣʴʥʦʛʦ ʛʦʩʫʜʘʨʩʪʚʘ, ʜʝʩʷʪʠʣʝʪʠʷʤʠ ʠʩʧʦʣʴʟʫʷ ʦʜʥʫ ʠʟ ʝʝ 

ʢʦʤʧʘʥʠʡ ʚ ʢʘʯʝʩʪʚʝ ʧʣʘʪʬʦʨʤʳ ʜʣʷ ʰʧʠʦʥʩʢʠʭ ʦʧʝʨʘʮʠʡ ʧʦ ʚʩʝʤʫ ʤʠʨʫ. ʆʙ 

ʵʪʦʤ ʩʦʦʙʱʘʝʪʩʷ ʚ ʥʦʚʦʤ ʦʪʯʝʪʝ ʯʣʝʥʦʚ ʰʚʝʡʮʘʨʩʢʦʛʦ ʧʘʨʣʘʤʝʥʪʘé 

ʇʨʦʚʦʜʠʚʰʠʝ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʩʧʝʮʠʘʣʠʩʪʳ ʟʘʢʣʶʯʠʣʠ, ʯʪʦ ʧʨʘʚʠʪʝʣʴʩʪʚʦ 

ʐʚʝʡʮʘʨʠʠ ʥʝ ʪʦʣʴʢʦ ʟʥʘʣʦ, ʥʦ ʠ ʫʯʘʩʪʚʦʚʘʣʦ (ʭʦʪʷ ʠ ʦʧʦʩʨʝʜʦʚʘʥʥʦ) ʚ ʰʧʠʦʥʩʢʠʭ 

ʦʧʝʨʘʮʠʷʭ, ʧʨʦʚʦʜʠʤʳʭ ʰʚʝʡʮʘʨʩʢʦʡ ʢʦʤʧʘʥʠʝʡ Crypto AG.  

ʂʘʢ ʨʘʥʝʝ ʩʦʦʙʱʘʣ SecurityLab, ʚ ʪʝʯʝʥʠʝ ʧʷʪʠʜʝʩʷʪʠ ʣʝʪ ʢʦʤʧʘʥʠʝʡ ʪʘʡʥʦ 

ʚʣʘʜʝʣʦ ʎʈʋ ʉʐɸ. ʉʦʚʤʝʩʪʥʦ ʩ ʬʝʜʝʨʘʣʴʥʦʡ ʨʘʟʚʝʜʩʣʫʞʙʦʡ ʌʈɻ 

(Bundesnachrichtendienst, BND) ʎʈʋ ʥʘ ʧʨʦʪʷʞʝʥʠʠ ʜʝʩʷʪʠʣʝʪʠʡ ʧʝʨʝʭʚʘʪʳʚʘʣʦ 

ʩʝʢʨʝʪʥʳʝ ʩʦʦʙʱʝʥʠʷ ʦʬʠʮʠʘʣʴʥʳʭ ʣʠʮ ʧʦ ʚʩʝʤʫ ʤʠʨʫ ʩ ʧʦʤʦʱʴʶ Crypto AG, 

ʧʨʦʜʘʚʘʚʰʝʡ ʫʷʟʚʠʤʳʝ ʩʠʩʪʝʤʳ ʰʠʬʨʦʚʘʥʠʷ ʠʥʦʩʪʨʘʥʥʳʤ ʧʨʘʚʠʪʝʣʴʩʪʚʘʤ. 

ʉʦʛʣʘʩʥʦ ʦʪʯʝʪʫ, ʩ 1993 ʛʦʜʘ ʩʧʝʮʩʣʫʞʙʘʤ ʐʚʝʡʮʘʨʠʠ ʙʳʣʦ ʠʟʚʝʩʪʥʦ, ʯʪʦ 

ʢʦʤʧʘʥʠʷ ʧʨʠʥʘʜʣʝʞʠʪ ʎʈʋ ʠ ʯʪʦ ʫʧʨʘʚʣʝʥʠʝ ʵʢʩʧʣʫʘʪʠʨʫʝʪ ʫʷʟʚʠʤʦʩʪʠ ʚ 

ʩʠʩʪʝʤʘʭ ʰʠʬʨʦʚʘʥʠʷ.  

ʆʧʫʙʣʠʢʦʚʘʥʥʳʡ ʥʘ ʵʪʦʡ ʥʝʜʝʣʝ ʦʪʯʝʪ ʰʚʝʡʮʘʨʩʢʦʛʦ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʷʚʣʷʝʪʩʷ 

ʢʫʣʴʤʠʥʘʮʠʝʡ ʨʘʩʩʣʝʜʦʚʘʥʠʷ, ʠʥʠʮʠʠʨʦʚʘʥʥʦʛʦ ʰʚʝʡʮʘʨʩʢʠʤʠ ʚʣʘʩʪʷʤʠ ʚ ʬʝʚʨʘʣʝ 

ʥʳʥʝʰʥʝʛʦ ʛʦʜʘ, ʢʦʛʜʘ ʚ ʉʄʀ ʧʦʷʚʠʣʘʩʴ ʠʥʬʦʨʤʘʮʠʷ ʦ ʰʧʠʦʥʩʢʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ 

Crypto AG. ʈʘʩʩʣʝʜʦʚʘʥʠʝ ʩʪʘʣʦ ʧʝʨʚʳʤ ʧʫʙʣʠʯʥʳʤ ʦʪʯʝʪʦʤ ʠʥʦʩʪʨʘʥʥʦʛʦ 

ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʦ ʰʧʠʦʥʩʢʦʡ ʦʧʝʨʘʮʠʠ ʎʈʋ, ʥʘʩʪʦʣʴʢʦ ʫʩʧʝʰʥʦʡ ʠ ʤʘʩʰʪʘʙʥʦʡ, ʯʪʦ 

ʚ ʩʝʢʨʝʪʥʦʡ ʠʩʪʦʨʠʠ ʫʧʨʘʚʣʝʥʠʷ ʦʥʘ ʙʳʣʘ ʥʘʟʚʘʥʘ çʨʘʟʚʝʜʳʚʘʪʝʣʴʥʳʤ ʟʘʭʚʘʪʦʤ 

ʚʣʘʩʪʠ ʚʝʢʘè. ʎʈʋ ʥʝ ʦʪʚʝʪʠʣʦ ʥʘ ʟʘʧʨʦʩ The Washington Post, ʘ BND ʦʪʢʘʟʘʣʘʩʴ ʦʪ 

ʢʦʤʤʝʥʪʘʨʠʝʚ.  
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ɹʘʟʠʨʫʶʱʘʷʩʷ ʚ ʰʚʝʡʮʘʨʩʢʦʤ ʛʦʨʦʜʝ ʎʫʛ ʢʦʤʧʘʥʠʷ Crypto AG ʷʚʣʷʣʘʩʴ 

ʦʜʥʠʤ ʠʟ ʢʨʫʧʥʝʡʰʠʭ ʚ ʤʠʨʝ ʧʦʩʪʘʚʱʠʢʦʚ ʩʠʩʪʝʤ ʰʠʬʨʦʚʘʥʠʷ, ʠʩʧʦʣʴʟʦʚʘʚʰʠʭʩʷ 

ʠʥʦʩʪʨʘʥʥʳʤʠ ʧʨʘʚʠʪʝʣʴʩʪʚʘʤʠ ʜʣʷ ʟʘʱʠʪʳ ʢʦʤʤʫʥʠʢʘʮʠʡ ʩʚʦʠʭ ʨʘʟʚʝʜʯʠʢʦʚ, 

ʚʦʝʥʥʦʩʣʫʞʘʱʠʭ ʠ ʜʠʧʣʦʤʘʪʦʚ. ʆʜʥʘʢʦ ʩ 1970 ʛʦʜʘ ʢʦʤʧʘʥʠʝʡ ʚʣʘʜʝʣʦ ʎʈʋ ʠ 

ʙʦʣʝʝ ʪʦʛʦ, ʩ ʥʘʯʘʣʘ 1950-ʭ ʛʦʜʦʚ ʦʥʘ ʘʢʪʠʚʥʦ ʩʦʪʨʫʜʥʠʯʘʣʘ ʩ ɸʛʝʥʪʩʪʚʦʤ 

ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʉʐɸ. ɿʘ ʵʪʦ ʚʨʝʤʷ ʢʦʤʧʘʥʠʷ ʧʨʦʜʘʣʘ ʫʷʟʚʠʤʳʝ 

ʩʠʩʪʝʤʳ ʰʠʬʨʦʚʘʥʠʷ ʙʦʣʝʝ 120 ʧʨʘʚʠʪʝʣʴʩʪʚʘʤ, ʚ ʪʦʤ ʯʠʩʣʝ ʀʨʘʥʫ, ʩʪʨʘʥʘʤ 

ʖʞʥʦʡ ɸʤʝʨʠʢʠ, ʀʥʜʠʠ, ʇʘʢʠʩʪʘʥʫ ʠ ʜʘʞʝ ɺʘʪʠʢʘʥʫ.  

ʉ ʧʦʤʦʱʴʶ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʰʠʬʨʦʚʘʥʠʠ ʘʤʝʨʠʢʘʥʩʢʠʝ ʠ ʥʝʤʝʮʢʠʝ 

ʩʧʝʮʩʣʫʞʙʳ ʯʠʪʘʣʠ ʜʠʧʣʦʤʘʪʠʯʝʩʢʫʶ ʧʝʨʝʧʠʩʢʫ ʥʝ ʪʦʣʴʢʦ ʩʚʦʠʭ ʧʨʦʪʠʚʥʠʢʦʚ, ʥʦ 

ʠ ʥʝʢʦʪʦʨʳʭ ʩʦʶʟʥʠʢʦʚ. ʆʧʝʨʘʮʠʷ ʧʦʣʫʯʠʣʘ ʥʘʟʚʘʥʠʝ çʈʫʙʠʢʦʥè. ʉʦʛʣʘʩʥʦ 

ʧʦʣʫʯʝʥʥʦʡ The Washington Post ʩʝʢʨʝʪʥʦʡ ʠʩʪʦʨʠʠ ʎʈʋ, çʠʥʦʩʪʨʘʥʥʳʝ 

ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʧʣʘʪʠʣʠ ʉʐɸ ʠ ɿʘʧʘʜʥʦʡ ɻʝʨʤʘʥʠʠ ʙʦʣʴʰʠʝ ʜʝʥʴʛʠ ʟʘ ʪʦ, ʯʪʦʙʳ ʠʭ 

ʩʘʤʳʝ ʩʝʢʨʝʪʥʳʝ ʢʦʤʤʫʥʠʢʘʮʠʠ ʯʠʪʘʣʠ ʢʘʢ ʤʠʥʠʤʫʤ ʜʚʘ (ʘ ʪʦ ʠ ʧʷʪʴ-ʰʝʩʪʴ) 

ʠʥʦʩʪʨʘʥʥʳʭ ʛʦʩʫʜʘʨʩʪʚʘè. ʉʢʦʨʝʝ ʚʩʝʛʦ, ʧʦʣʫʯʝʥʥʳʤʠ ʩ ʫʩʪʨʦʡʩʪʚ Crypto AG 

ʜʘʥʥʳʤʠ ʎʈʋ ʦʙʤʝʥʠʚʘʣʦʩʴ ʩʦ ʩʧʝʮʩʣʫʞʙʘʤʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ.  

ʉʚʷʟʴ Crypto AG ʩ ʎʈʋ ʤʘʩʪʝʨʩʢʠ ʩʢʨʳʚʘʣʘʩʴ ʩ ʧʦʤʦʱʴʶ ʟʘʧʫʪʘʥʥʳʭ 

ʬʠʥʘʥʩʦʚʳʭ ʪʨʘʥʟʘʢʮʠʡ, ʢʦʪʦʨʳʤʠ ʨʫʢʦʚʦʜʠʣʘ ʶʨʠʜʠʯʝʩʢʘʷ ʬʠʨʤʘ ʚ 

ʃʠʭʪʝʥʰʪʝʡʥʝ. ʉʦʛʣʘʩʥʦ ʦʪʯʝʪʫ, ʧʦʟʚʦʣʷʷ ʎʈʋ ʧʨʦʚʦʜʠʪʴ ʦʧʝʨʘʮʠʠ ʩ ʫʯʘʩʪʠʝʤ 

ʢʦʤʧʘʥʠʠ, ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʐʚʝʡʮʘʨʠʠ ʥʝ ʥʘʨʫʰʠʣʦ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ ʩʚʦʝʡ ʩʪʨʘʥʳ. 

ʆʜʥʘʢʦ, ʧʦʜʦʙʥʘʷ ʪʘʢʪʠʢʘ ʤʦʞʝʪ ʧʨʠʯʠʥʠʪʴ ʙʦʣʴʰʦʡ ʫʱʝʨʙ ʝʝ ʧʦʣʠʪʠʯʝʩʢʦʡ 

ʨʝʧʫʪʘʮʠʠ, ʦʪʤʝʪʠʣʠ ʘʚʪʦʨʳ ʦʪʯʝʪʘè. (ʉʧʝʮʩʣʫʞʙʳ ʐʚʝʡʮʘʨʠʠ ʧʦʯʪʠ 30 ʣʝʪ 

ʟʥʘʣʠ ʦ ʩʚʷʟʠ Crypto AG ʩ ʎʈʋ // SecurityLab.ru 

(https://www.securitylab.ru/news/514053.php). 13.11.2020).  

***  

 

 
 

ʇʨʦʪʠʜʽʷ ʟʦʚʥʽʰʥʽʡ ʢʽʙʝʨʥʝʪʠʯʥʽʡ ʘʛʨʝʩʽʾ 

 

çʉʐɸ ʫʩʪʨʦʠʣʠ ʭʘʢʝʨʩʢʫʶ ʘʪʘʢʫ ʥʘ ʈʦʩʩʠʶ ʩ ʮʝʣʴʶ ʥʝ ʜʦʧʫʩʪʠʪʴ ʝʝ 
ʚʤʝʰʘʪʝʣʴʩʪʚʘ ʚ ʚʳʙʦʨʳ ʛʣʘʚʳ ʛʦʩʫʜʘʨʩʪʚʘ. ɸʥʘʣʦʛʠʯʥʳʝ ʤʝʨʳ ʙʳʣʠ 

ʧʨʝʜʧʨʠʥʷʪʳ ʠ ʧʨʦʪʠʚ ʀʨʘʥʘ. ʈʦʩʩʠʡʩʢʠʝ ʚʣʘʩʪʠ ʥʝʦʜʥʦʢʨʘʪʥʦ ʟʘʷʚʣʷʣʠ, ʯʪʦ ʥʝ 

ʚʣʠʷʶʪ ʥʘ ʜʝʤʦʢʨʘʪʠʯʝʩʢʠʝ ʧʨʦʮʝʩʩʳ ʚ ʜʨʫʛʠʭ ʩʪʨʘʥʘʭ. ʂʨʦʤʝ ʪʦʛʦ, ʥʝʪ ʥʠ ʦʜʥʦʛʦ 

ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ ʫʯʘʩʪʠʷ ʨʦʩʩʠʡʩʢʠʭ ʭʘʢʝʨʦʚ ʚʦ ʚʟʣʦʤʝ ʩʠʩʪʝʤʳ ʛʦʣʦʩʦʚʘʥʠʷ ʉʐɸ. 

ʃʫʯʰʘʷ ʟʘʱʠʪʘ ï ʥʘʧʘʜʝʥʠʝ  

ʉʐɸ ʧʨʦʚʝʣʠ çʧʨʝʚʝʥʪʠʚʥʳʝè ʢʠʙʝʨʘʪʘʢʠ ʥʘ ʈʦʩʩʠʶ ʠ ʀʨʘʥ ʚ ʩʪʨʝʤʣʝʥʠʠ 

ʧʦʤʝʰʘʪʴ ʵʪʠʤ ʩʪʨʘʥʘʤ ʚʤʝʰʘʪʴʩʷ ʚ ʚʳʙʦʨʳ ʇʨʝʟʠʜʝʥʪʘ ʉʐɸ. ʇʦ ʜʘʥʥʳʤ 

ʪʝʣʝʢʘʥʘʣʘ NBC News, ʘʪʘʢʠ ʙʳʣʠ ʧʨʦʚʝʜʝʥʳ ʚ ʨʘʤʢʘʭ ʥʘʩʪʫʧʘʪʝʣʴʥʦʡ ʦʧʝʨʘʮʠʠ 

ʧʨʦʪʠʚ ʠʨʘʥʩʢʠʭ ʠ ʨʦʩʩʠʡʩʢʠʭ çʢʠʙʝʨʩʪʨʫʢʪʫʨè. 

ʊʝʣʝʢʘʥʘʣ, ʥʝ ʨʘʩʢʨʳʚʘʷ ʩʚʦʠ ʠʩʪʦʯʥʠʢʠ ʠ ʜʝʪʘʣʠ ʢʠʙʝʨʦʧʝʨʘʮʠʠ, ʟʘʷʚʠʣ, ʯʪʦ 

ʧʨʝʜʧʨʠʥʷʪʳʝ ʘʤʝʨʠʢʘʥʩʢʠʤʠ ʚʣʘʩʪʷʤʠ ʤʝʨʳ ʚʦʟʳʤʝʣʠ ʜʝʡʩʪʚʠʝ. ɺ ʨʝʟʫʣʴʪʘʪʝ 

ʘʪʘʢ ʥʘ ʈʦʩʩʠʶ ʠ ʉʐɸ ʠ ʚʠʨʪʫʘʣʴʥʦʤ ʧʨʦʩʪʨʘʥʩʪʚʝ. ɺ ʩʦʦʙʱʝʥʠʠ ʛʦʚʦʨʠʪʩʷ, ʯʪʦ 

çʙʳʣʦ ʦʯʝʥʴ ʪʠʭʦè, ʠ ʯʪʦ ʢʠʙʝʨʘʪʘʢ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʚʤʝʰʘʪʝʣʴʩʪʚʦ ʚ 

ʧʨʝʟʠʜʝʥʪʩʢʠʝ ʚʳʙʦʨʳ, çʙʳʣʦ ʦʯʝʥʴ ʤʘʣʦè. 
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ɺʣʘʩʪʠ ʉʐɸ ʥʝ ʧʦʜʪʚʝʨʜʠʣʠ ʠ ʥʝ ʦʧʨʦʚʝʨʛʣʠ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʨʝʚʝʥʪʠʚʥʳʭ 

ʢʠʙʝʨʘʪʘʢʘʭ ʧʨʦʪʠʚ ʨʦʩʩʠʡʩʢʠʭ ʠ ʠʨʘʥʩʢʠʭ ʭʘʢʝʨʦʚ. ʄʝʞʜʫ ʪʝʤ, ʚ ʦʩʥʦʚʥʦʡ ʜʝʥʴ 

ʛʦʣʦʩʦʚʘʥʠʷ (3 ʥʦʷʙʨʷ 2020 ʛ.) ʛʣʘʚʘ ʄʠʥʠʩʪʝʨʩʪʚʘ ʚʥʫʪʨʝʥʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʉʐɸ 

ʏʘʢ ɺʫʣʬ (Chuck Wolfe) ʦʪʤʝʪʠʣ, ʯʪʦ ʝʛʦ ʚʝʜʦʤʩʪʚʦ ʥʝ ʬʠʢʩʠʨʦʚʘʣʦ ʧʦʧʳʪʦʢ 

ʚʟʣʦʤʘ.  

ʉʣʦʚʘ ɺʫʣʬʘ ʧʦʜʪʚʝʨʜʠʣ ʠ ʛʣʘʚʘ ɸʛʝʥʪʩʪʚʘ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʉʐɸ (CISA) ʂʨʠʩʪʦʬʝʨ ʂʨʝʙʩ (Christopher 

Krebs). ʆʥ ʜʦʙʘʚʠʣ ʪʘʢʞʝ, ʯʪʦ ʚ ʥʘ ʵʪʦʪ ʨʘʟ ʐʪʘʪʳ ʧʦʜʛʦʪʦʚʠʣʠʩʴ ʢ ʚʳʙʦʨʘʤ ʙʦʣʝʝ 

ʪɦ ʘʪʝʣʴʥʦ, ʯʝʤ ʚ 2016 ʛ. 

ʅʦʚʳʝ ʧʨʝʟʠʜʝʥʪʩʢʠʝ ʚʳʙʦʨʳ 

ɺ ʙʦʨʴʙʝ ʟʘ ʧʦʩʪ ʇʨʝʟʠʜʝʥʪʘ ʉʐɸ ʚʝʜʫʪ ʜʝʡʩʪʚʫʶʱʠʡ ʧʨʝʟʠʜʝʥʪ, 

ʨʝʩʧʫʙʣʠʢʘʥʝʮ ɼʦʥʘʣʴʜ ʊʨʘʤʧ (Donald Trump) ʠ ʜʝʤʦʢʨʘʪ ɼʞʦʟʝʬ ɹʘʡʜʝʥ (Joseph 

Biden). ʅʘ ʤʦʤʝʥʪ ʧʫʙʣʠʢʘʮʠʠ ʤʘʪʝʨʠʘʣʘ ʛʦʣʦʩʦʚʘʥʠʝ ʙʳʣʦ ʟʘʚʝʨʰʝʥʦ, ʧʨʦʚʦʜʠʣʩʷ 

ʧʦʜʩʯʝʪ ʛʦʣʦʩʦʚ. ɺ ʣʠʜʝʨʘʭ ʙʳʣ ɼʞʦʟʝʬ ɹʘʡʜʝʥ ï ʦʥ ʥʘʙʨʘʣ ʧʦʢʘ 264 ʛʦʣʦʩʘ 

ʚʳʙʦʨʱʠʢʦʚ, ʪʦʛʜʘ ʢʘʢ ʫ ʊʨʘʤʧʘ ʙʳʣʦ ʣʠʰʴ 214. ɼʣʷ ʧʦʙʝʜʳ ʥʘ ʚʳʙʦʨʘʭ 

ʥʝʦʙʭʦʜʠʤʦ ʥʘʙʨʘʪʴ 270 ʛʦʣʦʩʦʚ ʚʳʙʦʨʱʠʢʦʚ.  

ɺ ʩʣʫʯʘʝ ʧʦʙʝʜʳ ʊʨʘʤʧʘ ʵʪʦ ʙʫʜʝʪ ʝʛʦ ʚʪʦʨʦʡ ʩʨʦʢ ï ʥʘ ʚʳʙʦʨʘʭ ʚ 2016 ʛ. ʦʥ 

ʧʦʙʝʜʠʣ ʚ ʙʦʨʴʙʝ ʟʘ ʧʦʩʪ ʇʨʝʟʠʜʝʥʪʘ, ʦʙʦʡʜʷ ʩʚʦʝʛʦ ʛʣʘʚʥʦʛʦ ʢʦʥʢʫʨʝʥʪʘ ï 

ʍʠʣʣʘʨʠ ʂʣʠʥʪʦʥ (Hillary Clinton). ʕʪʦ ʞʝʥʘ ʵʢʩ-ʧʨʝʟʠʜʝʥʪʘ ʉʐɸ ɹʠʣʣʘ ʂʣʠʥʪʦʥʘ 

(Bill Clinton).  

ʈʦʩʩʠʷ ʥʝ ʚʟʣʘʤʳʚʘʝʪ ʘʤʝʨʠʢʘʥʩʢʠʝ ʚʳʙʦʨʳ 

ʈʦʩʩʠʡʩʢʠʝ ʚʣʘʩʪʠ ʨʝʛʫʣʷʨʥʦ ʦʧʨʦʚʝʨʛʘʶʪ ʦʙʚʠʥʝʥʠʷ ʚ ʧʦʧʳʪʢʘʭ ʪʝʤ ʠʣʠ 

ʠʥʳʤ ʩʧʦʩʦʙʦʤ ʧʦʚʣʠʷʪʴ ʥʘ ʚʳʙʦʨʳ ʚ ʜʨʫʛʠʭ ʩʪʨʘʥʘʭ. ɻʣʘʚʘ ʄʀɼ ʈʦʩʩʠʠ ʉʝʨʛʝʡ 

ʃʘʚʨʦʚ ʧʨʷʤʦ ʟʘʷʚʠʣ, ʯʪʦ ʥʝʪ ʥʠ ʦʜʥʦʛʦ ʬʘʢʪʘ, ʫʢʘʟʳʚʘʶʱʝʛʦ ʥʘ ʚʤʝʰʘʪʝʣʴʩʪʚʘ 

ʈʦʩʩʠʠ ʚ ʚʳʙʦʨʳ ʚ ʠʥʦʩʪʨʘʥʥʳʭ ʛʦʩʫʜʘʨʩʪʚʘʭ. 

ɸʥʘʣʦʛʠʯʥʦʛʦ ʤʥʝʥʠʷ ʧʨʠʜʝʨʞʠʚʘʝʪʩʷ ʠ ʧʨʝʩʩ-ʩʝʢʨʝʪʘʨʴ ʇʨʝʟʠʜʝʥʪʘ ʈʦʩʩʠʠ 

ɼʤʠʪʨʠʡ ʇʝʩʢʦʚ. ʇʦ ʝʛʦ ʩʣʦʚʘʤ, ʦʙʚʠʥʝʥʠʷ ʈʦʩʩʠʠ ʚ ʧʦʜʦʙʥʳʭ ʜʝʷʥʠʷʭ 

çʘʙʩʦʣʶʪʥʦ ʛʦʣʦʩʣʦʚʥʳè.  

ʊʝʤ ʚʨʝʤʝʥʝʤ, ʚ ʥʘʯʘʣʝ ʩʝʥʪʷʙʨʷ 2020 ʛ. ʟʘ ʜʚʘ ʤʝʩʷʮʘ ʜʦ ʧʨʦʚʝʜʝʥʠʷ ʚ ʉʐɸ 

ʧʨʝʟʠʜʝʥʪʩʢʠʭ ʚʳʙʦʨʦʚ ʥʘ ʦʜʥʦʤ ʠʟ ʨʦʩʩʠʡʩʢʠʭ ʭʘʢʝʨʩʢʠʭ ʬʦʨʫʤʦʚ ʧʦʷʚʠʣʠʩʴ 

ʩʦʦʙʱʝʥʠʷ ʩ ʨʘʟʜʘʯʝʡ ʙʘʟ ʜʘʥʥʳʭ ʦʙ ʘʤʝʨʠʢʘʥʩʢʠʭ ʠʟʙʠʨʘʪʝʣʷʭ ʠʭ ʨʷʜʘ ʰʪʘʪʦʚ, 

ʚʢʣʶʯʘʷ ʄʠʯʠʛʘʥ ʠ ʂʦʥʥʝʢʪʠʢʫʪ. ʂʘʢ ʩʦʦʙʱʘʣ CNews, ʵʪʠ ʙʘʟʳ ʩʦʜʝʨʞʘʣʠ ʦʪ 2 ʜʦ 

ʧʦʯʪʠ 8 ʤʣʥ ʩʪʨʦʢ, ʠ ʠʥʬʦʨʤʘʮʠʷ ʚ ʥʠʭ ʦʯʝʥʴ ʜʝʪʘʣʠʟʠʨʦʚʘʥʘ.  

ʀʥʬʦʨʤʘʮʠʷ ʚ ʵʪʠʭ ɹɼ ʦʢʘʟʘʣʘʩʴ ʧʦʜʣʠʥʥʦʡ ï ʦʥʘ ʘʢʪʫʘʣʴʥʘ ʥʘ ʤʘʨʪ 2020 ʛ. 

ʈʷʜ ʵʢʩʧʝʨʪʦʚ ʫʚʠʜʝʣʠ ʚ ʵʪʦʡ ʫʪʝʯʢʝ ʧʦʜʛʦʪʦʚʢʫ ʢ ʦʙʚʠʥʝʥʠʶ ʨʫʩʩʢʠʭ ʭʘʢʝʨʦʚ ʚʦ 

ʚʤʝʰʘʪʝʣʴʩʪʚʝ ʚ ʧʨʝʟʠʜʝʥʪʩʢʠʝ ʚʳʙʦʨʳ. 

ʉʐɸ ʧʦʜʦʟʨʝʚʘʶʪ ʈʦʩʩʠʶ ʚʦ ʚʤʝʰʘʪʝʣʴʩʪʚʝ ʚ ʧʨʝʟʠʜʝʥʪʩʢʠʝ ʚʳʙʦʨʳ 2016 

ʛ., ʥʦ ʫ ʥʠʭ ʧʦʢʘ ʥʝʪ ʧʨʷʤʳʭ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʵʪʦʛʦ. ʊʘʢʞʝ ʐʪʘʪʳ ʚ ʦʢʪʷʙʨʝ 2020 ʛ. 

ʦʙʚʠʥʠʣʠ ʈʦʩʩʠʶ ʚ ʢʠʙʝʨʘʪʘʢʝ ʥʘ ʆʣʠʤʧʠʡʩʢʠʝ ʠʛʨʳ ʚ ʂʦʨʝʝ, ʧʨʦʰʝʜʰʠʝ ʚ 2018 ʛ. 

ʄʠʥʶʩʪ ʉʐɸ ʧʨʝʜʲʷʚʠʣʦ ʦʙʚʠʥʝʥʠʝ ʰʝʩʪʠ ʨʦʩʩʠʷʥʘʤ, ʧʦʧʫʪʥʦ ʟʘʷʚʠʚ, ʯʪʦ 

ʦʥʠ ʞʝ çʨʘʙʦʪʘʣʠè ʠ ʚʦ ʚʨʝʤʷ ʧʨʝʟʠʜʝʥʪʩʢʠʭ ʚʳʙʦʨʦʚ ʚʦ ʌʨʘʥʮʠʠ ʚ 2017 ʛ. ʊʘʢʞʝ 

ʠʭ ʧʦʜʦʟʨʝʚʘʶʪ ʚ ʢʠʙʝʨʘʪʘʢʘʭ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʚʠʨʫʩʘ NotPetya. 

ʐʝʩʪʝʨʦ ʦʙʚʠʥʝʥʥʳʭ ʨʦʩʩʠʷʥ ï ʵʪʦ ʖʨʠʡ ɸʥʜʨʠʝʥʢʦ, ʉʝʨʛʝʡ ɼʝʪʠʩʪʦʚ, 

ʇʘʚʝʣ ʌʨʦʣʦʚ, ɸʥʘʪʦʣʠʡ ʂʦʚʘʣʝʚ, ɸʨʪʝʤ ʆʯʠʯʝʥʢʦ ʠ ʇʝʪʨ ʇʣʠʩʢʠʥ. 

ɸʤʝʨʠʢʘʥʩʢʠʡ ʄʠʥʶʩʪ ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʚʩʝ ʦʥʠ ï ʩʦʪʨʫʜʥʠʢʠ ʨʦʩʩʠʡʩʢʦʡ 
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ʨʘʟʚʝʜʢʠè. (ʕʣʴʷʩ ʂʘʩʤʠ. ʍʘʢʝʨʳ ʉʐɸ ʘʪʘʢʦʚʘʣʠ ʈʦʩʩʠʶ, ʯʪʦʙʳ ʦʥʘ ʥʝ 

ʚʤʝʰʠʚʘʣʘʩʴ ʚ ʧʨʝʟʠʜʝʥʪʩʢʠʝ ʚʳʙʦʨʳ // CNews 

(https://safe.cnews.ru/news/top/2020-11-05_hakery_ssha_atakovali_rossiyu). 

05.11.2020).  

***  

 

çɺʣʘʩʪʠ ʀʨʘʥʘ ʧʨʠʟʥʘʣʠ ʬʘʢʪ ʢʠʙʝʨʘʪʘʢʠ ʥʘ ʜʚʘ ʛʦʩʫʯʨʝʞʜʝʥʠʷ, 

ʦʪʤʝʪʠʚ, ʯʪʦ ʠʭ ʀʊ-ʩʠʩʪʝʤʳ ʧʨʠʰʣʦʩʴ ʚ ʧʨʦʬʠʣʘʢʪʠʯʝʩʢʠʭ ʮʝʣʷʭ ʦʪʢʣʶʯʠʪʴ. 

ʕʪʦ ʜʘʣʝʢʦ ʥʝ ʧʝʨʚʳʡ ʧʦʜʦʙʥʳʡ ʵʧʠʟʦʜ. 
ʉʫʱʝʩʪʚʝʥʥʳʝ ʘʪʘʢʠ ʚ ʀʨʘʥʝ 

ʀʨʘʥ ʦʙʲʷʚʠʣ ʦ ʪʦʤ, ʯʪʦ ʜʚʘ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʫʯʨʝʞʜʝʥʠʷ ʩʪʨʘʥʳ 

ʧʦʜʚʝʨʛʣʠʩʴ ʢʠʙʝʨʘʪʘʢʘʤ. ʀʭ ʀʊ-ʩʠʩʪʝʤʳ ʧʨʠʰʣʦʩʴ ʦʪʢʣʶʯʠʪʴ ʚ ʧʦʨʷʜʢʝ 

ʧʨʦʬʠʣʘʢʪʠʢʠ, ʯʪʦ, ʚʝʨʦʷʪʥʝʝ ʚʩʝʛʦ, ʫʢʘʟʳʚʘʝʪ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʭʘʢʝʨʦʚ 

ʰʠʬʨʦʚʘʣʴʱʠʢʘ-ʚʳʤʦʛʘʪʝʣʷ. 

ɸʪʘʢʠ ʥʘʟʚʘʥʳ çʩʫʱʝʩʪʚʝʥʥʳʤʠè; ʚʣʘʩʪʠ ʩʪʨʘʥʳ ʚʝʜʫʪ ʨʘʩʩʣʝʜʦʚʘʥʠʝ 

ʩʣʫʯʠʚʰʝʛʦʩʷ. ʂʪʦ ʤʦʛ ʩʪʦʷʪʴ ʟʘ ʘʪʘʢʘʤʠ, ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʉʄʀ ʥʝ ʩʦʦʙʱʘʶʪ. 

ʕʪʦ ʜʘʣʝʢʦ ʥʝ ʧʝʨʚʳʡ ʩʣʫʯʘʡ, ʢʦʛʜʘ ʀʨʘʥ ʦʙʲʷʚʣʷʝʪ ʦ ʢʠʙʝʨʘʪʘʢʘʭ ʥʘ ʩʚʦʶ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ. ʊʘʢ, ʚ ʜʝʢʘʙʨʝ 2019 ʛ. ʤʠʥʠʩʪʨ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʡ ʩʪʨʘʥʳ 

ʄʫʭʘʤʤʝʜ ɼʞʘʚʘʜ ɸʟʘʨʠ ɼʞʘʭʨʦʤʠ (Mohammad Javad Azari Jahromi) ʜʚʘʞʜʳ ʟʘ 

ʦʜʥʫ ʥʝʜʝʣʶ ʦʙʲʷʚʣʷʣ ʦʙ ʦʪʨʘʞʝʥʠʠ ʢʠʙʝʨʘʪʘʢ ʥʘ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʀʨʘʥʘ ʩ 

ʧʦʤʦʱʴʶ çʥʘʮʠʦʥʘʣʴʥʦʛʦ ʮʠʬʨʦʚʦʛʦ ʱʠʪʘè. ʇʨʠ ʵʪʦʤ ʚ ʦʨʛʘʥʠʟʘʮʠʠ ʥʘʧʘʜʝʥʠʷ 

ɼʞʘʭʨʦʤʠ ʦʙʚʠʥʠʣ ʢʠʪʘʡʩʢʫʶ ʛʨʫʧʧʠʨʦʚʢʫ APT27. 

çʇʦʜʦʙʥʳʝ ʘʪʘʢʠ ð ʣʠʰʴ ʦʜʠʥ ʠʟ ʤʥʦʞʝʩʪʚʘ ʵʧʠʟʦʜʦʚ ʭʦʣʦʜʥʦʡ ʢʠʙʝʨʚʦʡʥʳ 

ʚʩʝʭ ʩʦ ʚʩʝʤʠ, ʛʜʝ ʚ ʮʝʣʦʤ ʥʝʪ ʫʞʝ ʥʠ ʧʨʘʚʳʭ, ʥʠ ʚʠʥʦʚʘʪʳʭ, ð ʧʦʣʘʛʘʝʪ 

ɸʥʘʩʪʘʩʠʷ ʄʝʣʴʥʠʢʦʚʘ, ʵʢʩʧʝʨʪ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ SEC 

Consult Services. ð ʅʝ ʧʨʠʭʦʜʠʪʩʷ ʦʞʠʜʘʪʴ, ʯʪʦ ʦʥʘ ʚ ʙʣʠʞʘʡʰʝʝ ʚʨʝʤʷ 

ʟʘʢʦʥʯʠʪʩʷ, ʥʦ ʪʘʢ ʠʣʠ ʠʥʘʯʝ ʚʦʟʤʦʞʥʦʩʪʴ ʣʶʙʳʭ ʢʠʙʝʨʘʪʘʢ ʦʙʝʩʧʝʯʠʚʘʝʪʩʷ ʣʠʙʦ 

ʧʨʦʛʨʘʤʤʥʳʤʠ ʫʷʟʚʠʤʦʩʪʷʤʠ, ʣʠʙʦ ʥʝʜʦʩʪʘʪʦʯʥʦʡ ʧʦʜʛʦʪʦʚʣʝʥʥʦʩʪʴʶ ʞʝʨʪʚ 

ʬʠʰʠʥʛʘ ʢ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʶ. ʅʳʥʝʰʥʠʡ ʠʥʮʠʜʝʥʪ, ʩʫʜʷ ʧʦ ʚʩʝʤʫ, ʥʝ 

ʠʩʢʣʶʯʝʥʠʝè. 

ʇʝʨʤʘʥʝʥʪʥʦʝ ʦʙʦʩʪʨʝʥʠʝ 

ʀʥʮʠʜʝʥʪ ʙʳʣ ʜʦʩʪʘʪʦʯʥʦ ʥʝʦʞʠʜʘʥʥʳʤ, ʫʯʠʪʳʚʘʷ, ʯʪʦ ʚ ʙʦʣʴʰʝʡ ʯʘʩʪʠ 

ʩʣʫʯʘʝʚ ʀʨʘʥ ʦʙʚʠʥʷʝʪ ʚ ʧʦʧʳʪʢʘʭ ʢʠʙʝʨʘʪʘʢ ʉʐɸ. ʇʦʩʣʝ ʚʦʟʦʙʥʦʚʣʝʥʠʷ ʩʘʥʢʮʠʡ 

ʧʨʦʪʠʚ ʀʨʘʥʘ ʩʦ ʩʪʦʨʦʥʳ ʉʐɸ ʚ 2018 ʛ. ʦʪʥʦʰʝʥʠʷ ʤʝʞʜʫ ʩʪʨʘʥʘʤʠ ʚ ʦʯʝʨʝʜʥʦʡ 

ʨʘʟ ʦʙʦʩʪʨʠʣʠʩʴ. ʉʐɸ ʚ 2019 ʛ. ʦʙʚʠʥʷʣʠ ʀʨʘʥ ʚ ʘʪʘʢʘʭ ʥʘ ʥʝʬʪʷʥʳʝ ʪʘʥʢʝʨʳ ʠ 

ʫʥʠʯʪʦʞʝʥʠʠ ʙʝʩʧʠʣʦʪʥʠʢʘ, ʘ ʚʣʘʩʪʠ ʀʨʘʥʘ ʦʙʲʷʚʠʣʠ, ʯʪʦ çʦʧʘʩʘʶʪʩʷè ʢʠʙʝʨʘʪʘʢ 

ʩʦ ʩʪʦʨʦʥʳ ʉʐɸ. 

ɺ ʷʥʚʘʨʝ 2020 ʛ. ʘʤʝʨʠʢʘʥʩʢʠʡ ʙʝʩʧʠʣʦʪʥʠʢ ʙʳʣ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʫʙʠʡʩʪʚʘ ʚ 

ɹʘʛʜʘʜʝ ʠʨʘʥʩʢʦʛʦ ʛʝʥʝʨʘʣʘ ʂʘʩʠʤʘ ʉʫʣʝʡʤʘʥʠ (Qasem Soleimani), ʧʨʠʢʘʟ ʥʘ 

ʣʠʢʚʠʜʘʮʠʶ ʢʦʪʦʨʦʛʦ ʦʪʜʘʣ ʧʨʝʟʠʜʝʥʪ ʉʐɸ ɼʦʥʘʣʴʜ ʊʨʘʤʧ. ʇʦ ʫʪʚʝʨʞʜʝʥʠʶ 

ʧʦʩʣʝʜʥʝʛʦ, ʉʫʣʝʡʤʘʥʠ ʛʦʪʦʚʠʣ ʩʝʨʠʶ ʘʪʘʢ ʥʘ ʘʤʝʨʠʢʘʥʩʢʠʭ ʚʦʝʥʥʦʩʣʫʞʘʱʠʭ ʚ 

ʀʨʘʢʝ. 

ʊʘʢʞʝ ʚ ʷʥʚʘʨʝ ʄʠʥʠʩʪʝʨʩʪʚʦ ʚʥʫʪʨʝʥʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʉʐɸ ʚʳʧʫʩʪʠʣʦ 

ʙʶʣʣʝʪʝʥʴ, ʚ ʢʦʪʦʨʦʤ ʫʪʚʝʨʞʜʘʣʦʩʴ, ʯʪʦ ʩʚʷʟʘʥʥʳʝ ʩ ʀʨʘʥʦʤ ʢʠʙʝʨʛʨʫʧʧʠʨʦʚʢʠ 

ʛʦʪʦʚʷʪʩʷ ʥʘʥʝʩʪʠ ʫʜʘʨ ʧʦ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʉʐɸ. 
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ʂʪʦ ʧʝʨʚʳʡ ʥʘʯʘʣ 

ʀʨʘʥ ʬʦʨʤʘʣʴʥʦ ʷʚʣʷʝʪʩʷ ʧʝʨʚʦʡ ʚ ʠʩʪʦʨʠʠ ʩʪʨʘʥʦʡ, ʩʪʘʚʰʝʡ ʞʝʨʪʚʦʡ 

ʧʨʠʤʝʥʝʥʠʷ ʢʠʙʝʨʦʨʫʞʠʷ: ʚ 2011 ʛ. ʯʝʨʚʴ Stuxnet ʙʳʣ ʠʩʧʦʣʴʟʦʚʘʥ ʜʣʷ ʥʘʥʝʩʝʥʠʷ 

ʬʠʟʠʯʝʩʢʦʛʦ ʫʱʝʨʙʘ ʟʘʚʦʜʫ ʧʦ ʦʙʦʛʘʱʝʥʠʶ ʫʨʘʥʘ ʚ ʅʘʪʘʥʮʝ. ʇʦ ʤʥʝʥʠʶ ʨʘʟʚʝʜʦʢ 

ʉʐɸ ʠ ʀʟʨʘʠʣʷ, ʥʘʟʥʘʯʝʥʠʝ ʟʘʚʦʜʘ ʙʳʣʦ ʩʫʛʫʙʦ ʚʦʝʥʥʳʤ, ʭʦʪʷ ʀʨʘʥ ʵʪʦ ʦʪʨʠʮʘʣ. 

ʋʱʝʨʙ ʦʪ Stuxnet ʦʢʘʟʘʣʩʷ ʥʘʤʥʦʛʦ ʤʝʥʴʰʠʤ, ʯʝʤ ʦʞʠʜʘʣʠ ʝʛʦ ʨʘʟʨʘʙʦʪʯʠʢʠ, 

ʢʨʦʤʝ ʪʦʛʦ, ʚʦʧʨʝʢʠ ʧʝʨʚʦʥʘʯʘʣʴʥʳʤ ʧʣʘʥʘʤ, ʦʥ ʨʘʩʧʨʦʩʪʨʘʥʠʣʩʷ ʜʘʣʝʢʦ ʟʘ 

ʧʨʝʜʝʣʳ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʮʝʣʝʚʦʛʦ ʧʨʝʜʧʨʠʷʪʠʷ ʠ ʚ ʠʪʦʛʝ ʙʳʣ ʧʝʨʝʭʚʘʯʝʥ ʚ 

ɹʝʣʦʨʫʩʩʠʠ. 

ɺ ʚʳʰʝʜʰʝʤ ʚ 2016 ʛ. ʜʦʢʫʤʝʥʪʘʣʴʥʦʤ ʬʠʣʴʤʝ ZeroDays (çʅʫʣʝʚʳʝ ʜʥʠè) 

ʫʪʚʝʨʞʜʘʣʦʩʴ, ʯʪʦ Stuxnet ʙʳʣ ʣʠʰʴ ʦʜʥʦʡ ʠʟ ʩʦʩʪʘʚʣʷʶʱʠʭ ʙʦʣʝʝ ʤʘʩʰʪʘʙʥʦʡ 

ʧʨʦʛʨʘʤʤʳ, ʧʨʝʜʧʦʣʘʛʘʚʰʝʡ ʚʳʚʦʜ ʠʟ ʩʪʨʦʷ ʚʦʝʥʥʦʡ ʠ ʛʨʘʞʜʘʥʩʢʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʀʨʘʥʘ ʚ ʩʣʫʯʘʝ ʚʦʝʥʥʦʛʦ ʥʘʧʘʜʝʥʠʷ ʥʘ ʀʟʨʘʠʣʴ ʠʣʠ ʜʨʫʛʠʭ 

ʩʦʶʟʥʠʢʦʚ ʉʐɸ. 

ɺʩʢʦʨʝ ʧʦʩʣʝ ʦʙʥʘʨʫʞʝʥʠʷ Stuxnet, ʚʩʝ ʛʦʩʫʜʘʨʩʪʚʘ ʩ ʨʘʟʚʠʪʦʡ ʮʠʬʨʦʚʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ ʧʦʩʧʝʰʥʦ ʦʙʟʘʚʝʣʠʩʴ ʥʘʩʪʫʧʘʪʝʣʴʥʳʤʠ ʩʨʝʜʩʪʚʘʤʠ ʜʣʷ 

ʧʨʦʪʠʚʦʩʪʦʷʥʠʷ ʚ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ. 

ɺ 2015 ʛ. çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʦʙʲʷʚʠʣʘ ʦʙ ʦʙʥʘʨʫʞʝʥʠʠ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ APT-ʛʨʫʧʧʠʨʦʚʢʠ Equation, ʜʝʡʩʪʚʦʚʘʚʰʝʡ, ʧʦ ʤʝʥʴʰʝʡ ʤʝʨʝ, ʩ 

2001 ʛ. (ʜʦʤʝʥʳ ʜʣʷ ʥʝʢʦʪʦʨʳʭ ʢʦʤʘʥʜʥʳʭ ʩʝʨʚʝʨʦʚ ʙʳʣʠ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʠ 

ʚʦʚʩʝ ʚ 1996 ʛ.). ɺ ʠʩʩʣʝʜʦʚʘʥʠʠ çʃʘʙʦʨʘʪʦʨʠʠè ʫʢʘʟʳʚʘʣʦʩʴ, ʯʪʦ Equation 

ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʣʘ ʩ ʦʧʝʨʘʪʦʨʘʤʠ ʚʨʝʜʦʥʦʩʦʚ Flame ʠ ʨʘʟʨʘʙʦʪʯʠʢʘʤʠ Stuxnet 

çʢʘʞʜʳʡ ʨʘʟ ʩ ʧʦʟʠʮʠʠ ʧʨʝʚʦʩʭʦʜʩʪʚʘè. 

Equation ʠ ʚʩʝ-ʚʩʝ-ʚʩʝ 

ɺ ʜʘʣʴʥʝʡʰʝʤ Equation ʧʨʦʘʩʩʦʮʠʠʨʦʚʘʣʠ ʩ ɸʛʝʥʪʩʪʚʦʤ ʥʘʮʠʦʥʘʣʴʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ; ʚ 2016 ʛ. ʥʝʠʟʚʝʩʪʥʘʷ ʛʨʫʧʧʠʨʦʚʢʘ ShadowBrokers ʦʨʛʘʥʠʟʦʚʘʣʘ 

çʩʣʠʚè ʟʥʘʯʠʪʝʣʴʥʦʡ ʯʘʩʪʠ ʠʥʩʪʨʫʤʝʥʪʘʨʠʷ, ʠʩʧʦʣʴʟʦʚʘʚʰʝʛʦʩʷ Equation. ʅʘʟʚʘʥʠʷ 

ʥʝʢʦʪʦʨʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʦʢʘʟʘʣʠʩʴ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤ ʟʥʘʢʦʤʳʤʠ: ʦʥʠ ʬʠʛʫʨʠʨʦʚʘʣʠ 

ʚ ʜʦʢʫʤʝʥʪʘʭ, ʚ 2013 ʛ. ʦʧʫʙʣʠʢʦʚʘʥʥʳʭ ʕʜʚʘʨʜʦʤ ʉʥʦʫʜʝʥʦʤ (Edward Snowden). 

ʉʣʠʚ ShadowBrokers ʠʤʝʣ ʢʘʪʘʩʪʨʦʬʠʯʝʩʢʠʝ ʧʦʩʣʝʜʩʪʚʠʷ: ʤʠʨʦʚʘʷ ʵʧʠʜʝʤʠʷ 

ʰʠʬʨʦʚʘʣʴʱʠʢʘ WannaCry ʠ ʤʥʦʞʝʩʪʚʝʥʥʳʝ ʘʪʘʢʠ ʩ ʧʦʤʦʱʴʶ ʰʠʬʨʦʚʘʣʴʱʠʢʘ-

ʚʘʡʧʝʨʘ NotPetya ʩʪʘʣʠ ʚ ʧʨʠʥʮʠʧʝ ʚʦʟʤʦʞʥʳ ʙʣʘʛʦʜʘʨʷ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʵʢʩʧʣʦʡʪʦʚ Equation, ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ, EternalBlue. ʅʝʢʦʪʦʨʳʝ ʜʨʫʛʠʝ ʵʢʩʧʣʦʡʪʳ 

ʠʟ ʵʪʦʡ ʛʨʫʧʧʳ ʪʘʢʞʝ ʚʧʦʩʣʝʜʩʪʚʠʠ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʜʣʷ ʩʦʚʝʨʰʝʥʠʷ ʩʫʛʫʙʦ 

ʢʨʠʤʠʥʘʣʴʥʳʭ ʠʣʠ ʢʠʙʝʨʰʧʠʦʥʩʢʠʭ ʘʪʘʢ. 

ɺ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʀʨʘʥʫ ʪʘʢʞʝ ʧʨʠʧʠʩʳʚʘʶʪʩʷ ʤʥʦʛʦʯʠʩʣʝʥʥʳʝ ʢʠʙʝʨʘʪʘʢʠ ʥʘ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʠ ʢʦʤʤʝʨʯʝʩʢʠʝ ʢʦʤʧʘʥʠʠ ʜʨʫʛʠʭ ʩʪʨʘʥ. ɺ ʯʘʩʪʥʦʩʪʠ, ʧʝʯʘʣʴʥʦ 

ʟʥʘʤʝʥʠʪʳʡ ʚʘʡʧʝʨ Shamoon, ʥʘʥʝʩʰʠʡ ʚ 2012 ʛ. ʫʱʝʨʙ ʥʝʬʪʷʥʦʡ ʢʦʤʧʘʥʠʠ 

SaudiAramco, ʩʯʠʪʘʝʪʩʷ ʜʝʪʠʱʝʤ ʢʠʙʝʨʰʧʠʦʥʩʢʦʡ ʛʨʫʧʧʠʨʦʚʢʠ APT33, ʩʚʷʟʘʥʥʦʡ 

ʩ ʚʣʘʩʪʷʤʠ ʀʨʘʥʘè. (ʈʦʤʘʥ ɻʝʦʨʛʠʝʚ. ɻʦʩʦʨʛʘʥʳ ʀʨʘʥʘ ʘʪʘʢʦʚʘʥʳ 

ʰʠʬʨʦʚʘʣʴʱʠʢʦʤ-ʚʳʤʦʛʘʪʝʣʝʤ // CNews (https://safe.cnews.ru/news/top/2020-10-

19_gosorgany_irana_atakovany). 06.11.2020).  

***  
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çʂʘʥʘʜʩʢʦʝ ʘʛʝʥʪʩʪʚʦ ʧʦ ʢʠʙʝʨʟʘʱʠʪʝ ʟʘʷʚʣʷʝʪ, ʯʪʦ ʚʨʘʞʜʫʶʱʠʝ 

ʛʦʩʫʜʘʨʩʪʚʘ, ʩʢʦʨʝʝ ʚʩʝʛʦ, ʨʘʟʨʘʙʘʪʳʚʘʶʪ ʩʧʦʩʦʙʳ ʥʘʨʫʰʠʪʴ ʨʘʙʦʪʫ 

ʵʥʝʨʛʦʩʠʩʪʝʤ ʩʪʨʘʥʳ. 
ɺ ʦʧʫʙʣʠʢʦʚʘʥʥʦʤ ʚ ʩʨʝʜʫ ʦʪʯʝʪʝ ʉʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʚʷʟʠ (CSE) 

ʛʦʚʦʨʠʪʩʷ, ʯʪʦ ʜʨʫʛʠʝ ʩʪʨʘʥʳ ʚʨʷʜ ʣʠ ʥʘʤʝʨʝʥʥʦ ʥʘʨʫʰʘʪ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʫʶ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʂʘʥʘʜʳ, ʪʘʢʫʶ ʢʘʢ ʵʣʝʢʪʨʠʯʝʩʢʠʝ ʩʝʪʠ, ʚ ʦʪʩʫʪʩʪʚʠʝ ʧʨʷʤʳʭ 

ʙʦʝʚʳʭ ʜʝʡʩʪʚʠʡ. 

ʅʦ ʰʧʠʦʥʩʢʦʝ ʘʛʝʥʪʩʪʚʦ ʟʘʷʚʠʣʦ, ʯʪʦ ʚʨʘʞʜʝʙʥʳʝ ʩʪʨʘʥʳ ʧʦʩʪʦʷʥʥʦ 

ʠʩʩʣʝʜʫʶʪ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʝ ʠʥʬʨʘʩʪʨʫʢʪʫʨʥʳʝ ʩʝʪʠ, ʯʪʦʙʳ çʧʦʜʛʦʪʦʚʠʪʴè ʩʝʙʷ 

ʢ ʙʫʜʫʱʠʤ ʘʪʘʢʘʤ ʠʣʠ ʚ ʢʘʯʝʩʪʚʝ ʬʦʨʤʳ ʫʩʪʨʘʰʝʥʠʷ. 

çʄʳ ʧʦʣʘʛʘʝʤ, ʯʪʦ ʩʧʦʥʩʠʨʫʝʤʳʝ ʛʦʩʫʜʘʨʩʪʚʦʤ ʩʫʙʲʝʢʪʳ, ʩʢʦʨʝʝ ʚʩʝʛʦ, 

ʧʳʪʘʶʪʩʷ ʨʘʟʨʘʙʦʪʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʢʠʙʝʨʧʦʪʝʥʮʠʘʣʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ 

ʧʨʝʢʨʘʱʝʥʠʷ ʧʦʜʘʯʠ ʵʣʝʢʪʨʦʵʥʝʨʛʠʠ ʚ ʂʘʥʘʜʫè, - ʛʦʚʦʨʠʪʩʷ ʚ ʦʮʝʥʢʝ ʫʛʨʦʟ 

ʘʛʝʥʪʩʪʚʘ ʢ 2020 ʛʦʜʫ. 

CSE ʥʝ ʧʨʠʚʷʟʳʚʘʣ ʵʪʫ ʜʝʷʪʝʣʴʥʦʩʪʴ ʢ ʢʦʥʢʨʝʪʥʳʤ ʩʪʨʘʥʘʤ. ʅʦ ʚ ʜʨʫʛʦʤ 

ʤʝʩʪʝ ʦʪʯʝʪʘ ʂʠʪʘʡ, ʈʦʩʩʠʷ, ʀʨʘʥ ʠ ʉʝʚʝʨʥʘʷ ʂʦʨʝʷ ʥʘʟʳʚʘʶʪʩʷ çʚʝʣʠʯʘʡʰʠʤʠ 

ʩʪʨʘʪʝʛʠʯʝʩʢʠʤʠ ʫʛʨʦʟʘʤʠè ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʂʘʥʘʜʳ. 

çɺ 2019 ʛʦʜʫ ʩʚʷʟʘʥʥʳʝ ʩ ʈʦʩʩʠʝʡ ʩʫʙʲʝʢʪʳ ʟʦʥʜʠʨʦʚʘʣʠ ʩʝʪʠ 

ʵʣʝʢʪʨʦʵʥʝʨʛʝʪʠʯʝʩʢʠʭ ʢʦʤʧʘʥʠʡ ʉʐɸ ʠ ʂʘʥʘʜʳ. ʀʨʘʥʩʢʠʝ ʭʘʢʝʨʩʢʠʝ ʛʨʫʧʧʳ 

ʥʘʮʝʣʝʥʳ ʥʘ (ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʠʟʚʦʜʩʪʚʦʤ) ʚ ʢʦʥʢʫʨʠʨʫʶʱʠʭ ʩʪʨʘʥʘʭé 

ʉʝʚʝʨʦʢʦʨʝʡʩʢʦʝ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʙʳʣʦ ʦʙʥʘʨʫʞʝʥʦ ʚ ʀʊ-ʩʝʪʷʭ ʠʥʜʠʡʩʢʠʭ 

ʵʣʝʢʪʨʦʩʪʘʥʮʠʡ, ʘ ʨʘʙʦʪʥʠʢʠ ʢʦʤʤʫʥʘʣʴʥʳʭ ʩʣʫʞʙ ʉʐɸ ʩʪʘʣʠ ʞʝʨʪʚʘʤʠ 

ʢʠʙʝʨʫʛʨʦʟ, ʩʧʦʥʩʠʨʫʝʤʳʭ ʂʠʪʘʝʤè, - ʩʦʦʙʱʘʝʪ ʘʛʝʥʪʩʪʚʦ. ʮʠʪʠʨʫʷ ʧʫʙʣʠʯʥʦ 

ʦʧʫʙʣʠʢʦʚʘʥʥʳʝ ʧʨʠʤʝʨʳ. 

ʉʢʦʪʪ ɼʞʦʥʩ, ʛʣʘʚʘ ʢʘʥʘʜʩʢʦʛʦ ʮʝʥʪʨʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ CSE, ʩʢʘʟʘʣ, ʯʪʦ 

ʦʙʲʝʜʠʥʝʥʥʘʷ ʵʣʝʢʪʨʠʯʝʩʢʘʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ ʉʝʚʝʨʥʦʡ ɸʤʝʨʠʢʠ ʷʚʣʷʝʪʩʷ çʦʜʥʦʡ 

ʠʟ ʢʨʫʧʥʝʡʰʠʭ ʤʘʰʠʥ ʚ ʤʠʨʝè. ʕʪʦ ʟʘʪʨʫʜʥʷʝʪ ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʦʪʢʘʟʦʚ ʜʘʞʝ ʚ 

ʨʝʟʫʣʴʪʘʪʝ ʧʨʠʨʦʜʥʳʭ ʷʚʣʝʥʠʡ, ʪʘʢʠʭ ʢʘʢ ʣʝʜʷʥʳʝ ʙʫʨʠ. 

ʅʦ ʧʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʚʩʝ ʙʦʣʴʰʝ ʠ ʙʦʣʴʰʝ çʦʧʝʨʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡè, 

ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ, ʤʠʛʨʠʨʫʶʪ ʚ 

ʦʥʣʘʡʥ, ʵʪʦ ʦʪʢʨʳʚʘʝʪ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʢʠʙʝʨʘʪʘʢ. 

çʕʪʦ ʫʛʨʦʟʘ, ʠ ʤʳ ʥʘʙʣʶʜʘʝʤ ʘʢʪʠʚʥʦʩʪʴ ʚ ʥʘʰʠʭ ʩʝʢʪʦʨʘʭ ʚ ʂʘʥʘʜʝ ʠ 

ʉʐɸè, - ʩʢʘʟʘʣ ɼʞʦʥʩ ʨʝʧʦʨʪʝʨʘʤ ʚʦ ʚʨʝʤʷ ʪʝʣʝʬʦʥʥʦʡ ʢʦʥʬʝʨʝʥʮʠʠ ʚ ʩʨʝʜʫ. 

çʀ ʥʘ ʩʘʤʦʤ ʜʝʣʝ ʵʪʦ ʘʢʪʠʚʥʦʩʪʴ, ʦ ʢʦʪʦʨʦʡ ʤʳ ʜʦʚʦʣʴʥʦ ʨʘʥʦ ʩʦʦʙʱʠʣʠ 

ʥʘʰʝʤʫ ʵʣʝʢʪʨʠʯʝʩʢʦʤʫ ʩʝʢʪʦʨʫ ʧʦ ʚʩʝʡ ʂʘʥʘʜʝ, ʢʘʢ ʪʦʣʴʢʦ ʤʳ ʝʝ ʦʙʥʘʨʫʞʠʣʠè. 

ʂʘʢ ʠ ʚ ʭʦʜʝ ʩʚʦʝʡ ʧʝʨʚʦʡ ʦʙʱʝʩʪʚʝʥʥʦʡ ʦʮʝʥʢʠ ʫʛʨʦʟ ʚ 2018 ʛʦʜʫ, ʘʛʝʥʪʩʪʚʦ 

ʧʨʠʰʣʦ ʢ ʚʳʚʦʜʫ, ʯʪʦ ʦʪʜʝʣʴʥʳʝ ʢʘʥʘʜʮʳ ʩ ʛʦʨʘʟʜʦ ʙʦʣʴʰʝʡ ʚʝʨʦʷʪʥʦʩʪʴʶ ʩʪʘʥʫʪ 

ʤʠʰʝʥʴʶ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʙʦʣʝʝ ʥʠʟʢʦʛʦ ʫʨʦʚʥʷ, ʯʝʤ ʜʣʷ ʜʝʡʩʪʚʠʡ, 

ʩʧʦʥʩʠʨʫʝʤʳʭ ʛʦʩʫʜʘʨʩʪʚʦʤ. 

ɺ ʥʝʤ ʛʦʚʦʨʠʪʩʷ, ʯʪʦ ʦʥʠ ʧʦʯʪʠ ʥʘʚʝʨʥʷʢʘ ʧʨʦʜʦʣʞʘʪ ʧʦʜʚʝʨʛʘʪʴʩʷ 

ʤʦʰʝʥʥʠʯʝʩʪʚʫ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ ʠ ʘʪʘʢʘʤ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ, ʢʦʛʜʘ 

ʭʘʢʝʨʳ ʙʣʦʢʠʨʫʶʪ ʜʦʩʪʫʧ ʯʝʣʦʚʝʢʘ ʠʣʠ ʦʨʛʘʥʠʟʘʮʠʠ ʢ ʠʭ ʫʩʪʨʦʡʩʪʚʫ ʠʣʠ ʩʝʪʠ ʠ 

ʪʨʝʙʫʶʪ ʦʧʣʘʪʳ ʟʘ ʨʘʩʰʠʬʨʦʚʢʫ ʬʘʡʣʦʚ ʚ ʪʝʯʝʥʠʝ ʩʣʝʜʫʶʱʠʭ ʜʚʫʭ ʣʝʪ. 

ʅʦ ʚ ʦʪʯʝʪʝ ʘʛʝʥʪʩʪʚʘ ʦʪʤʝʯʘʝʪʩʷ, ʯʪʦ ʧʦʜʜʝʨʞʠʚʘʝʤʘʷ ʛʦʩʫʜʘʨʩʪʚʦʤ 

ʢʠʙʝʨʥʝʪʠʯʝʩʢʘʷ ʜʝʷʪʝʣʴʥʦʩʪʴ ʷʚʣʷʝʪʩʷ ʙʦʣʝʝ ʩʣʦʞʥʦʡ ʠ ʤʦʞʝʪ ʥʘʥʝʩʪʠ ʙʦʣʴʰʠʡ 
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ʫʱʝʨʙ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʠ ʯʘʩʪʥʳʤ ʦʨʛʘʥʠʟʘʮʠʷʤ, ʠ ʧʨʝʜʧʦʣʘʛʘʝʪʩʷ, ʯʪʦ ʭʘʨʘʢʪʝʨ 

ʵʪʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʤʝʥʷʝʪʩʷ. 

CSE, ʥʘʨʷʜʫ ʩ ʜʨʫʛʠʤʠ ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʳʤʠ ʠ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʤʠ 

ʚʝʜʦʤʩʪʚʘʤʠ, ʙʳʣʦ ʧʦʨʫʯʝʥʦ ʦʭʨʘʥʷʪʴ ʬʝʜʝʨʘʣʴʥʳʝ ʚʳʙʦʨʳ 2019 ʛʦʜʘ ʦʪ 

ʠʥʦʩʪʨʘʥʥʦʛʦ ʚʤʝʰʘʪʝʣʴʩʪʚʘ ʧʦ ʘʥʘʣʦʛʠʠ ʩ ʧʦʜʜʝʨʞʠʚʘʝʤʦʡ ʈʦʩʩʠʝʡ 

ʜʝʷʪʝʣʴʥʦʩʪʴʶ, ʥʘʙʣʶʜʘʝʤʦʡ ʥʘ ʧʨʝʟʠʜʝʥʪʩʢʠʭ ʚʳʙʦʨʘʭ ʚ ʉʐɸ ʚ 2016 ʛʦʜʫ. 

ɺ ʦʪʯʝʪʝ ʚ ʩʨʝʜʫ ʛʦʚʦʨʠʪʩʷ, ʯʪʦ ʠʥʦʩʪʨʘʥʥʦʝ ʚʤʝʰʘʪʝʣʴʩʪʚʦ ʠ ʢʘʤʧʘʥʠʠ 

ʚʣʠʷʥʠʷ ʷʚʣʷʶʪʩʷ çʥʦʚʦʡ ʥʦʨʤʦʡè ʠ ʙʫʜʫʪ ʩʦʭʨʘʥʷʪʴʩʷ ʜʘʞʝ ʟʘ ʧʨʝʜʝʣʘʤʠ ʧʝʨʠʦʜʘ 

ʚʳʙʦʨʦʚ, ʯʪʦʙʳ ʧʦʧʳʪʘʪʴʩʷ ʩʬʦʨʤʠʨʦʚʘʪʴ ʤʥʝʥʠʝ ʂʘʥʘʜʳ ʧʦ ʢʣʶʯʝʚʳʤ ʚʦʧʨʦʩʘʤ. 

çʇʦ ʥʘʰʠʤ ʦʮʝʥʢʘʤ, ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʥʝʢʦʪʦʨʳʤʠ ʜʨʫʛʠʤʠ ʩʪʨʘʥʘʤʠ, 

ʢʘʥʘʜʮʳ ʷʚʣʷʶʪʩʷ ʤʝʥʝʝ ʧʨʠʦʨʠʪʝʪʥʳʤʠ ʮʝʣʷʤʠ ʜʣʷ ʦʥʣʘʡʥ-ʚʣʠʷʥʠʷè, - ʛʦʚʦʨʠʪʩʷ 

ʚ ʦʪʯʝʪʝ. 

çʊʝʤ ʥʝ ʤʝʥʝʝ, ʤʝʜʠʘʵʢʦʩʠʩʪʝʤʘ ʂʘʥʘʜʳ ʪʝʩʥʦ ʩʚʷʟʘʥʘ ʩ ʵʢʦʩʠʩʪʝʤʦʡ 

ʉʦʝʜʠʥʝʥʥʳʭ ʐʪʘʪʦʚ ʠ ʜʨʫʛʠʭ ʩʦʶʟʥʠʢʦʚ, ʘ ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ, ʢʦʛʜʘ ʠʭ ʥʘʩʝʣʝʥʠʝ 

ʩʪʘʥʦʚʠʪʩʷ ʤʠʰʝʥʴʶ, ʢʘʥʘʜʮʳ ʩʪʘʥʦʚʷʪʩʷ ʫʷʟʚʠʤʳʤʠ ʜʣʷ ʦʥʣʘʡʥ-ʚʣʠʷʥʠʷ ʚ 

ʢʘʯʝʩʪʚʝ ʧʦʙʦʯʥʦʛʦ ʫʱʝʨʙʘè. (Alex Boutilier. Cyber defence agency says hostile states 

are developing ways to disrupt Canadaôs power grid // Toronto Star Newspapers Ltd 

(https://www.thestar.com/politics/federal/2020/11/18/cyber-defence-agency-says-

hostile-states-are-developing-ways-to-disrupt-canadas-power-grid.html). 18.11.2020).  
***  

 

çʕʩʪʦʥcʢʦʝ ʧʨʝʜʩʪʘʚʠʪʝʣʴʩʪʚʦ NATO ʧʨʦʚʦʜʠʪ ʨʷʜ ʵʢʩʧʝʨʠʤʝʥʪʦʚ ʩ 

ʧʨʠʤʝʥʝʥʠʝʤ ʦʙʤʘʥʥʦʡ ʪʘʢʪʠʢʠ, ʷʢʦʙʳ ʧʦʟʚʦʣʷʶʱʝʡ ʧʨʠʚʣʝʯʴ ʚʥʠʤʘʥʠʝ 

ʨʦʩʩʠʡʩʢʠʭ ʭʘʢʝʨʦʚ. 

ʉʝʚʝʨʦʘʪʣʘʥʪʠʯʝʩʢʠʡ ʘʣʴʷʥʩ ʨʝʰʠʣ ʧʦʪʨʝʥʠʨʦʚʘʪʴʩʷ ʚ ʦʪʨʘʞʝʥʠʠ ʘʪʘʢ 

ʧʨʝʩʣʦʚʫʪʳʭ ʨʦʩʩʠʡʩʢʠʭ ʭʘʢʝʨʦʚ ʠ ʫʩʪʨʦʠʣ ʫʯʝʥʠʷ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʚ ʭʦʜʝ 

ʢʦʪʦʨʳʭ ʚʦʝʥʥʳʝ ʭʘʢʝʨʳ NATO ʧʨʦʪʝʩʪʠʨʫʶʪ ʩʧʝʮʠʘʣʴʥʦ ʨʘʟʨʘʙʦʪʘʥʥʫʶ 

ʦʙʤʘʥʥʫʶ ʪʘʢʪʠʢʫ. ʇʦ ʠʭ ʟʘʤʳʩʣʫ, çʤʦʣʦʜʳʝ ʢʠʙʝʨʦʬʠʮʝʨʳè ʨʦʩʩʠʡʩʢʦʡ ʘʨʤʠʠ, 

ʢʦʪʦʨʳʝ ʠʱʫʪ ʩʧʦʩʦʙʳ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚ ʟʘʱʠʱʝʥʥʳʝ ʩʝʪʠ ʛʦʩʫʜʘʨʩʪʚ-ʫʯʘʩʪʥʠʢʦʚ 

NATO, ʜʦʣʞʥʳ ʧʦʧʘʩʪʴ ʚ ʣʦʚʫʰʢʫ. 

ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʨʦʩʩʠʡʩʢʠʝ ʭʘʢʝʨʳ ʦʧʨʝʜʝʣʷʪ ʯʝʣʦʚʝʢʘ, ʯʴʠ ʫʯʸʪʥʳʝ ʜʘʥʥʳʝ 

ʤʦʞʥʦ ʫʢʨʘʩʪʴ ʜʣʷ ʢʠʙʝʨʘʪʘʢʠ, ʦʥʠ ʧʦʧʳʪʘʶʪʩʷ ʦʪʧʨʘʚʠʪʴ ʝʤʫ ʬʠʰʠʥʛʦʚʦʝ 

ʧʠʩʴʤʦ, ʩʯʠʪʘʶʪ ʚ NATO. çɾʝʨʪʚʘè ʚʳʧʦʣʥʠʪ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʜʝʡʩʪʚʠʷ, ʥʦ ʚ 

ʨʝʟʫʣʴʪʘʪʝ ʨʦʩʩʠʡʩʢʠʝ ʦʬʠʮʝʨʳ ʫʟʥʘʶʪ, ʯʪʦ çʫʢʨʘʜʝʥʥʘʷè ʠʥʬʦʨʤʘʮʠʷ ʷʚʣʷʝʪʩʷ 

ʙʝʩʩʤʳʩʣʝʥʥʦʡ. ɹʦʣʝʝ ʪʦʛʦ, ʪʝʤ ʩʘʤʳʤ ʦʥʠ ʨʘʩʢʨʦʶʪ ʩʚʦʠ ʩʦʙʩʪʚʝʥʥʳʝ ʤʝʪʦʜʳ 

ʠʣʠ ʠʥʩʪʨʫʤʝʥʪʳ, ʫʚʝʨʝʥʳ ʥʘʪʦʚʮʳ. 

ɺ NATO ʩʯʠʪʘʶʪ, ʯʪʦ ʧʨʠ ʧʦʤʦʱʠ ʜʘʥʥʦʡ ʪʘʢʪʠʢʠ ʘʥʘʣʠʪʠʢʠ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʫʯʘʪ ʧʦʣʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʨʦʩʩʠʡʩʢʠʭ ʭʘʢʝʨʘʭ. ʅʘ ʯʸʤ 

ʦʩʥʦʚʘʥʘ ʪʘʢʘʷ ʫʚʝʨʝʥʥʦʩʪʴ, ʦʩʪʘʸʪʩʷ ʟʘʛʘʜʢʦʡ. ʅʝʢʦʪʦʨʦʝ ʚʨʝʤʷ ʥʘʟʘʜ ʨʦʩʩʠʡʩʢʠʭ 

ʭʘʢʝʨʦʚ ʦʙʚʠʥʠʣʠ ʚ ʩʨʳʚʝ ʆʣʠʤʧʠʘʜʳ-2020: ʚ Microsoft ʟʘʷʚʠʣʠ, ʯʪʦ ʩʚʷʟʘʥʥʘʷ ʩ 

ʨʦʩʩʠʡʩʢʠʤ ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ ʛʨʫʧʧʘ ʭʘʢʝʨʦʚ ʘʪʘʢʦʚʘʣʘ ʢʘʢ ʤʠʥʠʤʫʤ 16 

ʥʘʮʠʦʥʘʣʴʥʳʭ ʠ ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʩʧʦʨʪʠʚʥʳʭ ʠ ʘʥʪʠʜʦʧʠʥʛʦʚʳʭ ʦʨʛʘʥʠʟʘʮʠʡéè. 

(ɸʣʝʢʩʘʥʜʨ ʇʦʥʦʤʘʨʸʚ. NATO ʧʦʪʨʝʥʠʨʫʝʪʩʷ ʦʙʤʘʥʳʚʘʪʴ ʨʦʩʩʠʡʩʢʠʭ ʭʘʢʝʨʦʚ 

// ʆʆʆ çʌʵʰʥ ʇʨʝʩʩè (https://www.popmech.ru/technologies/news-645683-nato-

potreniruetsya-obmanyvat-rossiyskih-hakerov/). 23.11.2020).  
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çʉʧʝʮʠʘʣʠʩʪʳ ʧʦ ʘʥʘʣʠʟʫ ʢʠʙʝʨʫʛʨʦʟ (CTI) ʤʦʛʫʪ ʧʦʣʫʯʠʪʴ 

ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦ ʜʝʡʩʪʚʠʷʭ ʧʨʦʪʠʚʥʠʢʘ, ʦʪʩʣʝʞʠʚʘʷ ʢʦʥʬʣʠʢʪʳ ʠʣʠ 

ʛʝʦʧʦʣʠʪʠʯʝʩʢʫʶ ʥʘʧʨʷʞʝʥʥʦʩʪʴ. ʇʦʜʦʙʥʦ ʧʦʜʭʦʜʫ çʩʣʝʜʦʚʘʥʠʷ ʟʘ ʜʝʥʴʛʘʤʠè ʚ 

ʫʛʦʣʦʚʥʳʭ ʨʘʩʩʣʝʜʦʚʘʥʠʷʭ, ʠʟʫʯʝʥʠʝ ʟʦʥ ʢʦʥʬʣʠʢʪʘ ʤʦʞʝʪ ʚʳʷʚʠʪʴ ʢʠʙʝʨ-

ʚʦʟʤʦʞʥʦʩʪʠ, ʨʘʟʚʝʨʥʫʪʳʝ ʢʘʢ ʯʘʩʪʴ ʩʦʙʳʪʠʡ - ʣʠʙʦ ʩʪʦʨʦʥʘʤʠ ʢʦʥʬʣʠʢʪʘ, ʣʠʙʦ 

ʪʨʝʪʴʠʤʠ ʩʪʦʨʦʥʘʤʠ, ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʤʠ ʚ ʤʦʥʠʪʦʨʠʥʛʝ ʩʦʙʳʪʠʡ ʜʣʷ ʩʚʦʠʭ 

ʩʦʙʩʪʚʝʥʥʳʭ ʮʝʣʝʡ. 

ɺʳʰʝʫʧʦʤʷʥʫʪʘʷ ʪʝʦʨʠʷ ʧʦʜʪʚʝʨʞʜʘʝʪʩʷ ʠʩʪʦʨʠʯʝʩʢʠʤʠ ʠʥʮʠʜʝʥʪʘʤʠ, 

ʩʚʷʟʘʥʥʳʤʠ ʩ ʛʝʦʧʦʣʠʪʠʯʝʩʢʦʡ ʥʘʧʨʷʞʝʥʥʦʩʪʴʶ: 

ɺʪʦʨʞʝʥʠʝ ʈʦʩʩʠʠ ʥʘ ʪʝʨʨʠʪʦʨʠʶ ʋʢʨʘʠʥʳ ʧʨʠʚʝʣʦ, ʩʨʝʜʠ ʧʨʦʯʝʛʦ, ʢ 

ʠʥʮʠʜʝʥʪʘʤ ʩ ʧʦʜʘʯʝʡ ʵʣʝʢʪʨʦʵʥʝʨʛʠʠ ʥʘ ʋʢʨʘʠʥʝ ʚ 2015 ʠ 2016 ʛʦʜʘʭ, ʩʦʙʳʪʠʶ 

NotPetya ʚ 2017 ʛʦʜʫ ʠ ʧʨʦʜʦʣʞʘʶʱʠʤʩʷ ʦʧʝʨʘʮʠʷʤ ʧʦ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ. 

ʅʘʧʨʷʞʝʥʥʦʩʪʴ ʚ ɸʨʘʚʠʡʩʢʦʤ / ʨʝʛʠʦʥʝ ʇʝʨʩʠʜʩʢʦʛʦ ʟʘʣʠʚʘ, ʚʝʜʫʱʠʝ ʢ 

ʥʝʩʢʦʣʴʢʠʤ ʨʘʫʥʜʘʤ ʠʟ ʩʪʝʢʣʦʦʯʠʩʪʠʪʝʣʝʡ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ, ʘ ʪʘʢʞʝ 

ʦʙʝʩʧʝʯʠʚʘʷ ʚʦʟʤʦʞʥʫʶ çʢʨʳʰʢʫè ʜʣʷ 2017 Triton / TRISIS ʠʥʮʠʜʝʥʪʘ. 

ʇʨʦʜʦʣʞʘʶʱʘʷʩʷ ʥʘʧʨʷʞʝʥʥʦʩʪʴ ʥʘ ʂʦʨʝʡʩʢʦʤ ʧʦʣʫʦʩʪʨʦʚʝ, 

ʦʙʝʩʧʝʯʠʚʘʶʱʘʷ ʧʨʠʢʨʳʪʠʝ ʜʣ ̫ʨʘʟʨʫʰʠʪʝʣʴʥʦʛʦ ʥʘʧʘʜʝʥʠʷ ʥʘ ʆʣʠʤʧʠʡʩʢʠʝ ʠʛʨʳ 

ʚ ʇʭʝʥʯʭʘʥʝ ʚ 2018 ʛʦʜʫ (ʜʘʞʝ ʝʩʣʠ ʥʘʧʘʜʘʚʰʠʤ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʙʳʣʘ ʥʝ ʉʝʚʝʨʥʘʷ 

ʂʦʨʝʷ). 

ʆʩʥʦʚʳʚʘʷʩʴ ʥʘ ʧʨʝʮʝʜʝʥʪʝ, ʘʥʘʣʠʪʠʢʠ ʤʦʛʫʪ ʦʧʨʝʜʝʣʷʪʴ ʨʘʟʚʠʪʠʝ ʜʝʡʩʪʚʠʡ 

ʧʨʦʪʠʚʥʠʢʘ ʠ ʪʝʭʥʠʯʝʩʢʠʭ ʚʦʟʤʦʞʥʦʩʪʝʡ, ʦʪʩʣʝʞʠʚʘʷ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ, ʩʚʷʟʘʥʥʳʝ 

ʩ ʢʨʫʧʥʳʤʠ ʩʦʙʳʪʠʷʤʠ ʠ ʟʦʥʘʤʠ ʢʦʥʬʣʠʢʪʦʚ. ʆʧʨʝʜʝʣʝʥʠʝ ʚʦʟʤʦʞʥʦʩʪʝʡ, 

ʨʘʟʚʝʨʥʫʪʳʭ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʪʘʢʠʭ ʵʣʝʤʝʥʪʦʚ, ʤʦʞʝʪ ʜʘʪʴ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦʙ 

ʦʩʥʦʚʥʳʭ ʤʝʪʦʜʘʭ ʠ ʧʦʚʝʜʝʥʠʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ, ʘ ʪʘʢʞʝ ʦʙʝʩʧʝʯʠʪʴ ʟʘʱʠʪʫ ʠ 

ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʠʥʮʠʜʝʥʪʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʫʜʘʨʠʪʴ ʛʦʨʘʟʜʦ ʙʣʠʞʝ ʢ ʜʦʤʫ ʚ ʙʦʣʝʝ 

ʧʦʟʜʥʠʡ ʧʝʨʠʦʜ. 

ʇʝʨʚʦʥʘʯʘʣʴʥʦʝ ʦʪʢʨʳʪʠʝ: ʂʘʚʢʘʟʩʢʠʡ ʢʦʥʬʣʠʢʪ 

ʇʨʠʥʠʤʘʷ ʚʦ ʚʥʠʤʘʥʠʝ ʚʳʰʝʫʢʘʟʘʥʥʳʡ ʪʝʟʠʩ, ʠʩʩʣʝʜʦʚʘʪʝʣʠ DomainTools 

ʠʟʫʯʠʣʠ ʪʝʭʥʠʯʝʩʢʠʝ ʘʨʪʝʬʘʢʪʳ, ʚʦʟʥʠʢʰʠʝ ʚ ʩʚʷʟʠ ʩ ʢʦʥʬʣʠʢʪʦʤ 2020 ʛʦʜʘ ʤʝʞʜʫ 

ɸʨʤʝʥʠʝʡ ʠ ɸʟʝʨʙʘʡʜʞʘʥʦʤ ʚ ʂʘʚʢʘʟʩʢʦʤ ʨʝʛʠʦʥʝ. ɺ ʭʦʜʝ ʨʘʩʩʣʝʜʦʚʘʥʠʷ 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʦʙʥʘʨʫʞʠʣʠ ʩʣʝʜʫʶʱʠʡ ʚʨʝʜʦʥʦʩʥʳʡ ʬʘʡʣ ʜʦʢʫʤʝʥʪʘ ʚ 

ʢʦʤʤʝʨʯʝʩʢʦʤ ʩʝʨʚʠʩʝ ʩ ʥʝʩʢʦʣʴʢʠʤʠ ʩʢʘʥʝʨʘʤʠé 

ʇʦʜ ʚʠʜʦʤ ʥʦʚʦʩʪʥʦʡ ʩʪʘʪʴʠ, ʦʩʚʝʱʘʶʱʝʡ ʜʝʪʘʣʠ ʢʦʥʬʣʠʢʪʘ ʥʘ ʂʘʚʢʘʟʝ, 

ʜʦʢʫʤʝʥʪ ʩʦʜʝʨʞʠʪ ʩʩʳʣʢʫ ʥʘ ʚʥʝʰʥʠʡ ʩʘʡʪ ʜʣʷ ʟʘʛʨʫʟʢʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 

ʤʘʪʝʨʠʘʣʦʚ ʥʘ ʢʦʤʧʴʶʪʝʨ ʞʝʨʪʚʳé 

ɺ ʵʪʦʤ ʢʦʥʢʨʝʪʥʦʤ ʩʣʫʯʘʝ ʜʦʢʫʤʝʥʪ ʧʳʪʘʝʪʩʷ ʩʚʷʟʘʪʴʩʷ ʩ ʜʦʤʝʥʦʤ 

çmsofficeupdate [.] Orgèé 

ɺ ʮʝʣʦʤ ʜʦʢʫʤʝʥʪ, ʧʦʭʦʞʝ, ʩʦʩʨʝʜʦʪʦʯʝʥ ʥʘ ʘʨʤʷʥʦ-ʘʟʝʨʙʘʡʜʞʘʥʩʢʦʤ 

ʢʦʥʬʣʠʢʪʝ ʩ ʚʳʜʝʣʝʥʥʦʡ ʩʝʪʝʚʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ, ʦʙʝʩʧʝʯʠʚʘʶʱʝʡ 

ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʘʪʘʢ. ʍʦʪʷ ʤʳ ʤʦʛʣʠ ʦʩʪʘʥʦʚʠʪʴʩʷ ʠ ʨʘʩʩʤʦʪʨʝʪʴ ʵʪʦʪ ʵʣʝʤʝʥʪ 

ʦʪʜʝʣʴʥʦ, ʜʘʣʴʥʝʡʰʠʡ ʘʥʘʣʠʟ ʦʙʥʘʨʫʞʠʚʘʝʪ ʝʱʝ ʙʦʣʝʝ ʠʥʪʝʨʝʩʥʳʝ ʵʣʝʤʝʥʪʳ. 

ʆʧʨʝʜʝʣʝʥʠʝ ʵʣʝʤʝʥʪʦʚ ʜʣʷ ʧʦʚʦʨʦʪʘ 
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ʀ ʜʦʢʫʤʝʥʪ, ʠ ʜʦʤʝʥ ʩʦʜʝʨʞʘʪ ʵʣʝʤʝʥʪʳ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʝ ʠʥʪʝʨʝʩ ʜʣʷ 

ʜʘʣʴʥʝʡʰʝʛʦ ʘʥʘʣʠʟʘ ʠ ʧʨʦʩʤʦʪʨʘ. ʇʨʦʩʤʘʪʨʠʚʘʷ ʫʨʦʢʠ ʠʟ ʧʨʝʜʳʜʫʱʝʛʦ ʙʣʦʛʘ 

DomainTools, ʤʳ ʤʦʞʝʤ ʠʟʫʯʠʪʴ ʪʝʭʥʠʯʝʩʢʠʝ ʠʥʜʠʢʘʪʦʨʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʵʪʦʡ 

ʢʘʤʧʘʥʠʝʡ, ʢʘʢ ʩʦʩʪʘʚʥʳʝ ʦʙʲʝʢʪʳ ʩ ʚʦʟʤʦʞʥʦʩʪʴʶ ʨʘʩʧʦʟʥʘʚʘʪʴ ʬʫʥʜʘʤʝʥʪʘʣʴʥʦʝ 

ʧʦʚʝʜʝʥʠʝ ʧʨʦʪʠʚʥʠʢʘ. 

ʀʟʫʯʘʷ ʜʦʢʫʤʝʥʪ, ʤʝʪʘʜʘʥʥʳʝ ʬʘʡʣʘ, ʧʦʢʘʟʘʥʥʳʝ ʟʜʝʩʴ ʩ ʧʦʤʦʱʴʶ ExifTool 

ʌʠʣʘ ʍʘʨʚʠ, ʫʢʘʟʳʚʘʶʪ ʥʘ ʥʘʣʠʯʠʝ ʥʝʦʙʳʯʥʦ ʜʣʠʥʥʦʡ ʩʪʨʦʢʠ ʯʠʩʝʣ ʚ ʢʘʯʝʩʪʚʝ 

ʦʙʲʝʢʪʘ ʰʘʙʣʦʥʘ... 

ʅʘ ʦʩʥʦʚʝ ʦʙʲʝʢʪʘ ʰʘʙʣʦʥʘ ʠ ʞʝʩʪʢʦ ʟʘʧʨʦʛʨʘʤʤʠʨʦʚʘʥʥʦʛʦ 

ʫʥʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʫʢʘʟʘʪʝʣʷ ʨʝʩʫʨʩʘ (URL) ʜʦʢʫʤʝʥʪ ʧʦʧʳʪʘʝʪʩʷ ʩʚʷʟʘʪʴʩʷ ʩ 

ʜʦʤʝʥʦʤ, ʫʢʘʟʘʥʥʳʤ ʚʳʰʝ. ʌʘʢʪʠʯʝʩʢʘʷ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʚʨʝʜʦʥʦʩʥʦʛʦ 

ʜʦʢʫʤʝʥʪʘ ʟʘʚʠʩʠʪ ʦʪ ʩʝʪʝʚʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʜʦʤʝʥʦʤ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʩ 

HTTP-ʟʘʧʨʦʩʦʤ ʢ ʨʝʩʫʨʩʫ... 

ɺʩʝ ʩʣʝʜʫʶʱʠʝ ʬʫʥʢʮʠʠ ʟʘʚʠʩʷʪ ʦʪ ʦʪʚʝʪʘ ʥʘ ʵʪʦʪ ʟʘʧʨʦʩ. ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ 

DomainTools ʥʝ ʠʤʝʝʪ ʜʘʥʥʳʭ ʠʣʠ ʜʨʫʛʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʦʤ, ʯʪʦ ʤʦʞʝʪ ʙʳʪʴ 

ʚʦʟʚʨʘʱʝʥʦ ʠʟ ʵʪʦʛʦ ʦʪʚʝʪʘ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʥʘʰ ʘʥʘʣʠʟ ʦʛʨʘʥʠʯʠʚʘʝʪʩʷ ʩʘʤʠʤ 

ʜʦʢʫʤʝʥʪʦʤ ʠ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʥʦʡ ʩʝʪʝʚʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ. ʆʜʥʘʢʦ ʟʘʱʠʪʥʠʢʠ 

ʤʦʛʫʪ ʥʘʡʪʠ ʟʥʘʯʝʥʠʝ ʚ ʰʘʙʣʦʥʝ URL-ʘʜʨʝʩʘ ʚ HTTP-ʟʘʧʨʦʩʝ - ʩʣʦʚʘʭ, 

ʨʘʟʜʝʣʝʥʥʳʭ ʥʘ ʦʪʜʝʣʴʥʳʝ ʯʠʩʣʘ - ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ ʩʠʛʥʘʪʫʨ ʩʠʩʪʝʤʳ ʦʙʥʘʨʫʞʝʥʠʷ 

ʩʝʪʝʚʳʭ ʚʪʦʨʞʝʥʠʡ (NIDS). 

ɽʩʣʠ ʥʝ ʩʯʠʪʘʪʴ ʦʪʩʫʪʩʪʚʠʷ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʦ ʧʦʩʣʝʜʫʶʱʝʤ ʚʳʧʦʣʥʝʥʠʠ, ʫ ʥʘʩ 

ʝʩʪʴ ʩʪʨʦʢʘ ʧʦʠʩʢʘ, ʢʦʪʦʨʫʶ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʦʪʧʝʯʘʪʢʦʚ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 

ʦʙʨʘʟʮʦʚ ʬʘʡʣʦʚ ʠʣʠ ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʵʣʝʤʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʩʚʷʟʘʥʳ ʩ 

ʠʩʭʦʜʥʦʡ ʢʘʤʧʘʥʠʝʡ ʚ ʩʪʨʦʢʝ ʰʘʙʣʦʥʘ. ɺ ʯʘʩʪʥʦʩʪʠ, ʜʣʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʜʦʢʫʤʝʥʪʘ 

ʵʣʝʤʝʥʪ ʥʝ ʩʦʜʝʨʞʠʪ ʘʢʪʠʚʥʦʛʦ ʩʦʜʝʨʞʠʤʦʛʦ (ʦʙʲʝʢʪʳ ActiveX ʠʣʠ ʤʘʢʨʦʩʳ Visual 

Basic ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ [VBA]), ʯʪʦ ʦʛʨʘʥʠʯʠʚʘʝʪ ʥʘʰʫ ʩʧʦʩʦʙʥʦʩʪʴ 

ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʵʣʝʤʝʥʪʳ. ʆʜʥʘʢʦ ʵʣʝʤʝʥʪ ʰʘʙʣʦʥʘ ʚʳʛʣʷʜʠʪ 

ʜʦʩʪʘʪʦʯʥʦ ʫʥʠʢʘʣʴʥʳʤ, ʯʪʦʙʳ ʩʣʫʞʠʪʴ ʫʢʘʟʘʪʝʣʝʤ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʦʙʨʘʟʮʦʚ, ʧʦʩʪʨʦʝʥʥʳʭ ʘʥʘʣʦʛʠʯʥʳʤ ʦʙʨʘʟʦʤ. 

ʏʪʦ ʢʘʩʘʝʪʩʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʫ ʥʘʩ ʝʩʪʴ ʝʱʝ ʥʝʩʢʦʣʴʢʦ ʧʦʪʝʥʮʠʘʣʴʥʳʭ 

ʢʣʠʝʥʪʦʚ. ʂʘʢ ʨʘʥʝʝ ʙʳʣʦ ʦʧʠʩʘʥʦ ʚ ʧʨʦʰʣʳʭ ʙʣʦʛʘʭ ʧʦ ʧʦʠʩʢʫ ʠ ʘʥʘʣʠʟʫ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʫ ʥʘʩ ʝʩʪʴ ʢʦʤʙʠʥʘʮʠʷ ʪʝʭʥʠʯʝʩʢʠʭ ʠʥʜʠʢʘʪʦʨʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʩʦʟʜʘʥʠʝʤ ʜʦʤʝʥʘ ʠ ʭʦʩʪʠʥʛʦʤ, ʘ ʪʘʢʞʝ ʪʝʤʘʪʠʯʝʩʢʠʭ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ, ʩʚʷʟʘʥʥʳʭ 

ʩ ʩʘʤʠʤ ʜʦʤʝʥʥʳʤ ʠʤʝʥʝʤ. ɼʣʷ ʨʘʩʩʤʘʪʨʠʚʘʝʤʦʛʦ ʜʦʤʝʥʘ, ʢʘʢ ʚʠʜʥʦ ʥʘ 

ʧʨʝʜʳʜʫʱʝʤ ʢʦʥʪʨʦʣʴʥʦʤ ʠʟʦʙʨʘʞʝʥʠʠ DomainTools Iris ʚʳʰʝ, ʩʧʨʘʚʝʜʣʠʚʳ 

ʩʣʝʜʫʶʱʠʝ ʥʘʙʣʶʜʝʥʠʷ: 

ʋʪʝʯʢʘ ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʨʝʛʠʩʪʨʘʥʪʘ: çgjdodson [AT] protonmail [.] 

Comè. 

ʉʣʫʞʙʘ ʨʝʛʠʩʪʨʘʮʠʠ ʜʦʤʝʥʦʚ çPDR Ltd. d / b / a PublicDomainRegistry.comè. 

ɸʚʪʦʨʠʪʝʪʥʳʡ ʩʝʨʚʝʨ ʠʤʝʥ, ʩʚʷʟʘʥʥʳʡ ʩ ʜʦʤʝʥʦʤ çbitdomain [.] Bizè. 

ʍʦʩʪʠʥʛ ʥʘ ʚʳʜʝʣʝʥʥʦʤ ʩʝʨʚʝʨʝ ç46.30.188 [.] 236è ʯʝʨʝʟ ʥʠʜʝʨʣʘʥʜʩʢʦʛʦ 

ʧʨʦʚʘʡʜʝʨʘ çWeb2objects Gmbhè. 

ʉʝʨʪʠʬʠʢʘʪ SSL / TLS, ʧʦʣʫʯʝʥʥʳʡ ʯʝʨʝʟ Sectigo, ʩ ʦʛʨʘʥʠʯʝʥʥʦʡ 

ʠʜʝʥʪʠʬʠʮʠʨʫʶʱʝʡ ʠʥʬʦʨʤʘʮʠʝʡ. 

ɼʦʤʝʥʥʘʷ çʪʝʤʘè ʠʤʠʪʘʮʠʠ ʩʣʫʞʙ ʦʙʥʦʚʣʝʥʠʷ Microsoft Office. 
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ʍʦʪʷ ʣʶʙʦʡ ʠʟ ʚʳʰʝʧʝʨʝʯʠʩʣʝʥʥʳʭ ʵʣʝʤʝʥʪʦʚ ʧʦ ʦʪʜʝʣʴʥʦʩʪʠ ʤʦʞʝʪ ʙʳʪʴ 

ʦʪʥʦʩʠʪʝʣʴʥʦ ʦʛʨʘʥʠʯʝʥ ʜʣʷ ʚʳʷʚʣʝʥʠʷ ʪʝʥʜʝʥʮʠʡ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʠʣʠ 

ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ - ʣʠʙʦ ʙʫʜʫʯʠ ʩʣʠʰʢʦʤ ʦʙʱʠʤ, ʣʠʙʦ ʩʣʠʰʢʦʤ 

ʢʦʥʢʨʝʪʥʳʤ - ʚ ʩʦʯʝʪʘʥʠʠ, ʦʥʠ ʤʦʛʫʪ ʜʘʪʴ ʰʘʙʣʦʥʳ ʜʣʷ ʜʘʣʴʥʝʡʰʝʛʦ ʘʥʘʣʠʟʘ. 

ʅʘʧʨʠʤʝʨ, ʧʦʠʩʢ ʢʦʤʙʠʥʘʮʠʠ ʦʨʠʝʥʪʠʨʦʚʘʥʥʳʭ ʥʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʘʜʨʝʩʦʚ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʨʝʛʠʩʪʨʠʨʫʶʱʠʭ ʜʦʤʝʥʳ ʯʝʨʝʟ PublicDomainRegistry ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʝʨʚʝʨʘ ʠʤʝʥ bitdomain [.] Biz, ʨʘʟʤʝʱʝʥʥʦʛʦ ʚ ɽʚʨʦʧʝ ʩ 

ʩʝʨʪʠʬʠʢʘʪʘʤʠ Sectigo SSL / TLS, ʤʦʞʝʪ ʜʘʪʴ ʥʘʙʦʨ ʨʝʟʫʣʴʪʘʪʦʚ ʜʣʷ ʜʘʣʴʥʝʡʰʝʛʦ 

ʘʥʘʣʠʟʘ. ʇʨʠʤʝʥʝʥʠʝ çʪʝʤʘʪʠʯʝʩʢʦʛʦè ʧʦʠʩʢʘ ʢ ʨʝʟʫʣʴʪʘʪʘʤ ʪʘʢʦʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʷ, 

ʥʘʧʨʠʤʝʨ ʧʦʠʩʢ ʜʨʫʛʠʭ ʪʝʤ Microsoft ʠʣʠ Office ʚ ʜʦʤʝʥʥʳʭ ʠʤʝʥʘʭ, ʤʦʞʝʪ 

ʚʳʷʚʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʵʣʝʤʝʥʪʳ ʜʣʷ ʘʥʘʣʠʟʘ, ʩʚʷʟʘʥʥʳʝ ʩ ʵʪʦʡ ʢʘʤʧʘʥʠʝʡ. 

ʈʘʩʢʨʳʪʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ 

ʆʩʥʦʚʳʚʘʷʩʴ ʥʘ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʭ, ʦʧʠʩʘʥʥʳʭ ʚ ʧʨʝʜʳʜʫʱʝʤ ʨʘʟʜʝʣʝ, 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ DomainTools ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʣʠ 35 ʜʦʤʝʥʦʚ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ 

ʰʘʙʣʦʥʘʤ, ʩʚʷʟʘʥʥʳʤ ʩ ʠʟʥʘʯʘʣʴʥʦ ʥʘʙʣʶʜʘʝʤʳʤ ʚʨʝʜʦʥʦʩʥʳʤ ʜʦʤʝʥʦʤ, ʩ 

ʨʘʟʣʠʯʥʳʤʠ ʫʨʦʚʥʷʤʠ ʦʮʝʥʦʯʥʦʡ ʚʝʨʦʷʪʥʦʩʪʠ ʠʣʠ ʫʚʝʨʝʥʥʦʩʪʠ. ʂʘʢ ʧʦʢʘʟʘʥʦ ʚ 

ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ, ʤʳ ʤʦʞʝʤ ʥʘʙʣʶʜʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʪʝʥʜʝʥʮʠʠ, ʪʘʢʠʝ ʢʘʢ 

ʧʨʝʜʧʦʯʪʝʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʩʝʨʚʠʩʦʚ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʦʨʠʝʥʪʠʨʦʚʘʥʥʳʭ ʥʘ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ, ʚʦ ʚʨʝʤʷ ʨʝʛʠʩʪʨʘʮʠʠ ʠ ʧʦʜʘʚʣʷʶʱʝʝ ʚʥʠʤʘʥʠʝ ʧʨʦʚʘʡʜʝʨʦʚ 

ʝʚʨʦʧʝʡʩʢʠʭ ʚʠʨʪʫʘʣʴʥʳʭ ʯʘʩʪʥʳʭ ʩʝʨʚʝʨʦʚ (VPS) ʜʣʷ ʮʝʣʝʡ ʭʦʩʪʠʥʛʘé 

ʍʦʪʷ ʙʦʣʴʰʠʥʩʪʚʦ ʵʣʝʤʝʥʪʦʚ ʙʳʣʦ ʩʦʟʜʘʥʦ ʚ 2020 ʛʦʜʫ, ʥʝʢʦʪʦʨʳʝ 

ʧʦʪʝʥʮʠʘʣʴʥʦ ʩʚʷʟʘʥʥʳʝ ʩʝʪʝʚʳʝ ʥʘʙʣʶʜʘʝʤʳʝ ʜʘʪʠʨʫʶʪʩʷ ʝʱʝ 2016 ʛʦʜʦʤ. ʇʨʠ 

ʩʨʘʚʥʝʥʠʠ ʩ ʦʙʨʘʟʮʘʤʠ ʚʨʝʜʦʥʦʩʥʳʭ ʜʦʢʫʤʝʥʪʦʚ, ʨʘʩʩʤʦʪʨʝʥʥʳʭ ʚ ʩʣʝʜʫʶʱʝʤ 

ʨʘʟʜʝʣʝ, ʤʳ ʥʘʯʠʥʘʝʤ ʚʠʜʝʪʴ ʢʦʥʪʫʨʳ ʧʦʩʪʦʷʥʥʦʡ, ʜʦʚʦʣʴʥʦ ʧʨʦʜʦʣʞʠʪʝʣʴʥʦʡ 

ʢʘʤʧʘʥʠʠ. ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʦʥʠ ʨʘʩʪʷʥʫʪʳ ʚʦ ʚʨʝʤʝʥʠ, ʪʦ ʞʝ ʩʘʤʦʝ 

ʬʫʥʜʘʤʝʥʪʘʣʴʥʦʝ ʧʦʚʝʜʝʥʠʝ ʩʝʪʠ ʦʪʨʘʞʘʝʪʩʷ ʚ ʥʘʙʣʶʜʘʝʤʳʭ ʵʣʝʤʝʥʪʘʭ ʚ ʪʝʯʝʥʠʝ 

ʵʪʦʛʦ ʧʝʨʠʦʜʘ. 

ɺʠʟʫʘʣʴʥʦ, ʥʘʧʨʠʤʝʨ, ʚ ʚʠʟʫʘʣʠʟʘʮʠʠ DomainTools Iris ʥʠʞʝ, ʤʳ ʚʠʜʠʤ 

ʢʣʘʩʪʝʨʳ ʘʢʪʠʚʥʦʩʪʠ, ʨʘʟʜʝʣʝʥʥʳʝ ʤʝʞʜʫ ʩʝʨʚʝʨʘʤʠ ʠʤʝʥ, ʨʝʛʠʩʪʨʘʪʦʨʘʤʠ ʠ 

ʜʦʤʝʥʘʤʠ ʚʝʨʭʥʝʛʦ ʫʨʦʚʥʷ (TLD). ʉ ʝʱʝ ʙʦʣʴʰʝʡ ʯʠʩʣʝʥʥʦʩʪʴʶ ʥʘʩʝʣʝʥʠʷ ʤʳ 

ʤʦʛʣʠ ʙʳ ʥʘʯʘʪʴ ʚʳʜʝʣʷʪʴ ʝʱʝ ʙʦʣʴʰʝ ʘʩʧʝʢʪʦʚ ʤʝʪʦʜʦʚ ʨʘʙʦʪʳ ʵʪʦʛʦ ʧʨʦʪʠʚʥʠʢʘ 

ʠ ʧʦʪʝʥʮʠʘʣʴʥʦ ʨʘʟʨʘʙʘʪʳʚʘʪʴ ʘʣʛʦʨʠʪʤʳ ʧʨʦʛʥʦʟʠʨʦʚʘʥʠʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʙʫʜʫʱʝʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ. 

ʇʦʠʩʢ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʦʙʨʘʟʮʦʚ 

ɺ ʜʦʧʦʣʥʝʥʠʝ ʢ ʚʳʷʚʣʝʥʠʶ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʩʝʪʝʚʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, 

ʢʦʤʙʠʥʘʮʠʷ ʧʨʦʩʤʦʪʨʘ ʠʩʭʦʜʥʦʛʦ ʜʦʢʫʤʝʥʪʘ ʠ ʧʝʨʝʭʦʜʘ ʦʪ ʥʘʙʣʶʜʘʝʤʦʡ ʩʝʪʝʚʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʜʘʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʦʙʨʘʟʮʳ ʚʨʝʜʦʥʦʩʥʳʭ ʜʦʢʫʤʝʥʪʦʚ. ʇʨʝʞʜʝ 

ʚʩʝʛʦ, ʫʥʠʢʘʣʴʥʘʷ ʩʪʨʦʢʘ ʯʠʩʝʣ ʚ ʰʘʙʣʦʥʝ ʚ ʩʦʯʝʪʘʥʠʠ ʩ ʦʪʥʦʰʝʥʠʷʤʠ ʢ ʜʦʤʝʥʘʤ ʠ 

ʪʝʤʘʤ ʜʦʢʫʤʝʥʪʦʚ ʧʦʟʚʦʣʷʝʪ ʦʙʥʘʨʫʞʠʚʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʵʣʝʤʝʥʪʳ. ʂʘʢ 

ʧʦʢʘʟʘʥʦ ʚ ʩʣʝʜʫʶʱʝʡ ʪʘʙʣʠʮʝ, ʵʪʠ ʵʣʝʤʝʥʪʳ ʩʚʷʟʘʥʳ ʢʘʢ ʯʝʨʝʟ ʫʥʠʢʘʣʴʥʫʶ 

ʩʪʨʦʢʫ ʰʘʙʣʦʥʘ, ʪʘʢ ʠ ʯʝʨʝʟ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʩʚʷʟʠ, ʩʚʷʟʘʥʥʫʶ ʩ ʘʥʘʣʠʟʦʤ, 

ʧʨʝʜʩʪʘʚʣʝʥʥʳʤ ʚʳʰʝ ʜʣʷ ʩʝʪʝʚʳʭ ʥʘʙʣʶʜʘʝʤʳʭé 

ʂʘʢ ʙʦʣʝʝ ʧʦʜʨʦʙʥʦ ʦʧʠʩʘʥʦ ʚ ʩʣʝʜʫʶʱʝʤ ʨʘʟʜʝʣʝ, ʵʪʠ ʤʘʪʝʨʠʘʣʳ ʚ 

ʦʩʥʦʚʥʦʤ ʧʦʩʚʷʱʝʥʳ ʪʝʤʘʤ, ʩʚʷʟʘʥʥʳʤ ʩ ʢʦʥʬʣʠʢʪʦʤ ʥʘ ʂʘʚʢʘʟʝ ʠʣʠ 

ʧʨʦʜʦʣʞʘʶʱʠʤʩʷ ʢʦʥʬʣʠʢʪʦʤ ʥʘ ʋʢʨʘʠʥʝ. ʂʨʦʤʝ ʪʦʛʦ, ʦʥʠ ʧʨʦʜʣʷʪʩʷ ʩ ʜʝʢʘʙʨʷ 
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2019 ʛʦʜʘ ʧʦ ʥʦʷʙʨʴ 2020 ʛʦʜʘ, ʯʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʵʪʘ ʜʝʷʪʝʣʴʥʦʩʪʴ ʧʨʦʜʦʣʞʘʝʪʩʷ 

ʙʝʟ ʟʥʘʯʠʪʝʣʴʥʳʭ ʠʟʤʝʥʝʥʠʡ ʧʦʯʪʠ ʛʦʜ. 

ɺ ʜʦʧʦʣʥʝʥʠʝ ʢ ʵʪʠʤ ʵʣʝʤʝʥʪʘʤ ʠʩʩʣʝʜʦʚʘʪʝʣʠ DomainTools ʪʘʢʞʝ 

ʦʧʨʝʜʝʣʠʣʠ ʚʪʦʨʦʡ ʥʘʙʦʨ ʜʦʢʫʤʝʥʪʦʚ, ʚʩʝ ʠʟ ʌʨʘʥʮʠʠ, ʩ ʪʝʤʦʡ çʪʝʩʪʠʨʦʚʘʥʠʷè, ʥʦ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʨʘʟʣʠʯʥʳʤ ʭʘʨʘʢʪʝʨʠʩʪʠʢʘʤ ʚʳʰʝʫʢʘʟʘʥʥʳʭ ʵʣʝʤʝʥʪʦʚ, ʪʘʢʠʤ 

ʢʘʢ ʫʥʠʢʘʣʴʥʘʷ ʩʪʨʦʢʘ ʰʘʙʣʦʥʘ.. 

ɺʳʰʝʫʢʘʟʘʥʥʳʝ ʵʣʝʤʝʥʪʳ ʚʳʜʝʣʷʶʪʩʷ ʩʨʝʜʠ ʜʨʫʛʠʭ ʜʦʢʫʤʝʥʪʦʚ ʧʦ 

ʥʝʩʢʦʣʴʢʠʤ ʧʨʠʯʠʥʘʤ: 

ɺʩʝ ʦʥʠ ʙʳʣʠ ʦʪʧʨʘʚʣʝʥʳ ʚ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʩʝʨʚʠʩ ʤʫʣʴʪʠʩʢʘʥʝʨʘ ʚ ʦʜʠʥ ʠ ʪʦʪ 

ʞʝ ʜʝʥʴ. 

ʕʣʝʤʝʥʪʳ ʢʘʞʫʪʩʷ ʠʪʝʨʘʪʠʚʥʳʤʠ ʩ ʫʯʝʪʦʤ ʩʭʝʤʳ ʠʤʝʥʦʚʘʥʠʷ ʬʘʡʣʦʚ 

(testmw2, testmw3 ʠ ʪ. ɼ.). 

ɸʥʘʣʠʟ ʬʘʡʣʦʚ ʫʢʘʟʳʚʘʝʪ ʥʘ ʬʘʟʟʠʥʛ ʠʣʠ ʠʟʤʝʥʝʥʠʝ ʚʦʟʤʦʞʥʦʩʪʝʡ ʩʨʝʜʠ ʥʠʭ 

ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʪʝʨʘʪʠʚʥʳʤ ʭʘʨʘʢʪʝʨʦʤ ʠʤʝʥ ʬʘʡʣʦʚ. 

ʇʝʨʚʦʥʘʯʘʣʴʥʳʡ ʚʳʚʦʜ ʙʫʜʝʪ ʟʘʢʣʶʯʘʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ ʵʪʦ çʪʝʩʪʠʨʦʚʘʥʠʝè 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʬʦʨʤʘʪʘ ʜʦʢʫʤʝʥʪʘ ʠʣʠ ʰʘʙʣʦʥʘ, ʢʦʪʦʨʳʝ ʧʦʷʚʷʪʩʷ ʚ ʙʦʣʝʝ ʧʦʟʜʥʠʭ 

ʢʘʤʧʘʥʠʷʭ. ʆʜʥʘʢʦ ʚʨʝʤʷ ʜʣʷ ʵʪʦʛʦ ʚʳʚʦʜʘ ʝʱʝ ʥʝ ʧʨʠʰʣʦ, ʧʦʩʢʦʣʴʢʫ çʪʝʩʪʦʚʳʝè 

ʵʣʝʤʝʥʪʳ ʧʦʷʚʣʷʶʪʩʷ ʚ ʩʝʨʝʜʠʥʝ ʩʝʥʪʷʙʨʷ, ʢʦʛʜʘ ʵʣʝʤʝʥʪʳ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʦʜʠʥ ʠ 

ʪʦʪ ʞʝ ʰʘʙʣʦʥ (ʬʫʥʢʮʠʦʥʘʣʴʥʳʡ ʠ ʧʨʠʤʘʥʦʯʥʳʡ ʜʦʢʫʤʝʥʪ), ʚʧʝʨʚʳʝ ʧʦʷʚʣʷʶʪʩʷ ʚ 

ʜʝʢʘʙʨʝ 2019 ʛʦʜʘ. 

ɺ ʮʝʣʦʤ, ʵʪʘ ʧʘʨʪʠʷ ʧʨʝʜʤʝʪʦʚ ʦʩʪʘʝʪʩʷ ʟʘʛʘʜʢʦʡ, ʧʦʩʢʦʣʴʢʫ ʥʝʪ ʷʚʥʳʭ 

ʧʨʠʟʥʘʢʦʚ, ʩʚʷʟʳʚʘʶʱʠʭ ʝʝ ʩ ʜʨʫʛʠʤʠ ʢʘʤʧʘʥʠʷʤʠ. ʂʨʦʤʝ ʪʦʛʦ, ʥʝʢʦʪʦʨʳʝ ʠʟ 

ʨʘʩʩʤʘʪʨʠʚʘʝʤʳʭ ʵʣʝʤʝʥʪʦʚ ʥʝ ʨʘʙʦʪʘʶʪ ʠʣʠ ʚ ʥʠʭ ʦʪʩʫʪʩʪʚʫʶʪ ʜʨʫʛʠʝ 

ʢʦʤʧʦʥʝʥʪʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʜʝʡʩʪʚʠʝʤ ʚ ʧʝʨʚʦʤ ʥʘʙʦʨʝ ʜʦʢʫʤʝʥʪʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʚʝʨʦʷʪʥʦʡ ʧʦʩʪʦʷʥʥʦʡ ʢʘʤʧʘʥʠʝʡ. ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ DomainTools ʥʝ ʦʙʣʘʜʘʝʪ 

ʢʘʢʦʡ-ʣʠʙʦ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʜʣʷ ʫʜʘʣʝʥʠʷ ʵʪʠʭ ʵʣʝʤʝʥʪʦʚ, ʧʦʵʪʦʤʫ 

ʦʥʠ ʦʩʪʘʶʪʩʷ ʚ ʥʝʢʦʪʦʨʦʡ ʩʪʝʧʝʥʠ ʟʘʛʘʜʢʦʡ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʜʨʫʛʠʤʠ ʚʨʝʜʦʥʦʩʥʳʤʠ 

ʜʦʢʫʤʝʥʪʘʤʠ, ʢʦʪʦʨʳʝ, ʢʘʢ ʧʨʝʜʩʪʘʚʣʷʝʪʩʷ, ʙʦʣʝʝ ʷʚʥʦ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʮʝʣʝʡ 

ʰʧʠʦʥʘʞʘ. 

ʄʦʪʠʚʳ ʠ ʘʪʨʠʙʫʮʠʷ 

ɺʳʷʚʣʝʥʥʳʝ ʜʦʢʫʤʝʥʪʳ ʧʦʩʪʫʧʘʶʪ ʠʟ ʨʘʟʥʳʭ ʤʝʩʪ, ʥʦ ʚ ʦʩʥʦʚʥʦʤ ʢʘʩʘʶʪʩʷ 

ɸʟʝʨʙʘʡʜʞʘʥʘ ʠ ʋʢʨʘʠʥʳ. 

ɽʱʝ ʙʦʣʝʝ ʠʥʪʝʨʝʩʥʳ ʪʝʤʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʜʦʢʫʤʝʥʪʘʤʠ ʚ ʠʭ ʪʝʢʩʪʝ ʠ 

ʟʘʛʦʣʦʚʢʘʭ. ɺ ʜʦʧʦʣʥʝʥʠʝ ʢ ʜʦʢʫʤʝʥʪʫ, ʧʦʣʦʞʠʚʰʝʤʫ ʥʘʯʘʣʦ ʵʪʦʤʫ 

ʨʘʩʩʣʝʜʦʚʘʥʠʶ, ʠ ʝʛʦ ʪʝʤʘʤ, ʩʦʩʨʝʜʦʪʦʯʝʥʥʳʤ ʥʘ ʥʝʜʘʚʥʝʤ ʢʦʥʬʣʠʢʪʝ ʥʘ ʂʘʚʢʘʟʝ, 

ʙʳʣʠ ʦʧʨʝʜʝʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʪʝʤʳ: 

ʏ.ɹʘʡʨʘʤʦʚ.doc: ʩʩʳʣʢʠ ʥʘ ʤʠʥʠʩʪʨʘ ʠʥʦʩʪʨʘʥʥʳʭ ʜʝʣ ɸʟʝʨʙʘʡʜʞʘʥʘ 

ɼʞʝʡʭʫʥʘ ɹʘʡʨʘʤʦʚʘ. 

ʌʘʜʝʝʚ M1.doc: ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʨʝʢʣʘʤʥʫʶ ʢʘʤʧʘʥʠʶ ʧʦ ʩʙʦʨʫ ʩʨʝʜʩʪʚ 

ʜʣʷ ʨʝʞʠʩʩʝʨʘ-ʜʦʢʫʤʝʥʪʘʣʠʩʪʘ, ʦʩʚʝʱʘʶʱʝʛʦ ʩʦʙʳʪʠʷ ʚ ɼʦʥʝʮʢʦʡ ʦʙʣʘʩʪʠ 

ʋʢʨʘʠʥʳ, ʟʦʥʝ ʢʦʥʬʣʠʢʪʘ. 

ʆ ʧʦʩʪʘʚʢʝ ʟʝʥʠʪʥʳʭ ʨʘʢʝʪʥʳʭ ʩʠʩʪʝʤ ʉ-400.doc: ʤʘʩʢʠʨʫʝʪʩʷ ʧʦʜ ʨʝʧʦʨʪʘʞ 

ʦ ʩʠʩʪʝʤʝ ʇɺʆ ʉ-400, ʧʨʦʠʟʚʝʜʝʥʥʦʡ ʚ ʈʦʩʩʠʠ ʠ ʧʨʦʜʘʥʥʦʡ ʚʦ ʤʥʦʛʠʝ ʩʪʨʘʥʳ. 
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ʇʣʘʥʠʨʫʝʤʳʝ ʨʘʩʭʦʜʳ ʥʘ 2020 ʛʦʜ (1) .doc: çɿʘʧʣʘʥʠʨʦʚʘʥʥʳʝ ʨʘʩʭʦʜʳ ʥʘ 

2020 ʛʦʜè, ʜʦʢʫʤʝʥʪ, ʢʦʪʦʨʳʡ, ʧʦ ʚʩʝʡ ʚʠʜʠʤʦʩʪʠ, ʧʦʢʘʟʳʚʘʝʪ ʨʘʩʭʦʜʳ ʥʘ ʧʝʨʩʦʥʘʣ 

ʤʝʩʪʥʦʛʦ ʦʨʛʘʥʘ ʚʣʘʩʪʠ ʚ ʋʢʨʘʠʥʝ. 

ʉʪʨʘʪʝʛʠʯʝʩʢʠʡ ʦʙʟʦʨ ʦʙʦʨʦʥʳ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ (2021 SDSR) .doc: ʜʦʢʫʤʝʥʪ 

ʩʪʨʘʪʝʛʠʯʝʩʢʦʛʦ ʦʙʦʨʦʥʥʦʛʦ ʧʣʘʥʠʨʦʚʘʥʠʷ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʤʠʥʠʩʪʝʨʩʪʚʘ 

ʦʙʦʨʦʥʳ ʉʣʦʚʝʥʠʠ. ʇʨʠʤʝʯʘʪʝʣʴʥʦ, ʯʪʦ ʵʪʦʪ ʜʦʢʫʤʝʥʪ ʩʚʷʟʘʥ ʩ ʬʠʰʠʥʛʦʚʳʤ 

ʧʠʩʴʤʦʤ, ʦʪʧʨʘʚʣʝʥʥʳʤ ʯʝʣʦʚʝʢʫ, ʢʦʪʦʨʳʡ, ʧʦ ʚʩʝʡ ʚʠʜʠʤʦʩʪʠ, ʷʚʣʷʝʪʩʷ ʚʦʝʥʥʳʤ 

ʘʪʪʘʰʝ ʉʣʦʚʝʥʠʠ ʧʨʠ ʧʦʩʦʣʴʩʪʚʝ ʩʪʨʘʥʳ ʚ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ. 

ʉʧʨʘʚʦʯʥʠʢ ɸʇ_26.10.2020_.doc: ʧʣʘʥʦʚʳʡ ʜʦʢʫʤʝʥʪ ʧʦʜʜʝʨʞʠʚʘʝʤʦʡ 

ʈʦʩʩʠʝʡ, ʥʦ ʥʝʧʨʠʟʥʘʥʥʦʡ ʩʝʧʘʨʘʪʠʩʪʩʢʦʡ ɼʦʥʝʮʢʦʡ ʅʘʨʦʜʥʦʡ ʈʝʩʧʫʙʣʠʢʠ. 

ʅʦʚʝr ʧʦʧʨʘʚʢʠ ʢ ɻʦʩʧʨʦʛʨʘʤʤʝ ʧʝʨʝʩʝʣʝʥʠʷ ʚ ʈʌ (ʚʩʪ. ɺ ʩʠʣʫ 01.07.2020) 

.doc: ʜʦʢʫʤʝʥʪ ʦ ʚʥʫʪʨʝʥʥʝʤ ʧʝʨʝʩʝʣʝʥʠʠ ʚ ʧʨʝʜʝʣʘʭ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ. 

ʄʠʥʪʨʫʜ ʛʦʩʩʣʫʞʙʘ.doc: ʜʦʢʫʤʝʥʪ ʠʟ ʧʦʜʜʝʨʞʠʚʘʝʤʦʡ ʈʦʩʩʠʝʡ, ʥʦ 

ʥʝʧʨʠʟʥʘʥʥʦʡ ʩʘʤʦʧʨʦʚʦʟʛʣʘʰʝʥʥʦʡ ʃʫʛʘʥʩʢʦʡ ʅʘʨʦʜʥʦʡ ʈʝʩʧʫʙʣʠʢʠ. 

ɺ ʮʝʣʦʤ, ʜʦʢʫʤʝʥʪʳ ʩʚʷʟʘʥʳ ʩ ʧʦʣʠʪʠʯʝʩʢʠʤʠ, ʚʦʝʥʥʳʤʠ ʠ ʩʚʷʟʘʥʥʳʤʠ ʩ 

ʥʠʤʠ ʪʝʤʘʤʠ ʚ ʦʩʥʦʚʥʦʤ ʚ ʟʦʥʘʭ ʢʦʥʬʣʠʢʪʦʚ, ʪʘʢʠʭ ʢʘʢ ʂʘʚʢʘʟ ʠ ʧʦʜʜʝʨʞʠʚʘʝʤʳʝ 

ʈʦʩʩʠʝʡ ʩʝʧʘʨʘʪʠʩʪʩʢʠʝ ʨʝʛʠʦʥʳ ʚʦʩʪʦʢʘ ʋʢʨʘʠʥʳ. ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʵʣʝʤʝʥʪʳ, 

ʪʘʢʠʝ ʢʘʢ ʩʣʦʚʝʥʩʢʠʡ ʟʘʱʠʪʥʳʡ ʜʦʢʫʤʝʥʪ, ʢʦʪʦʨʳʡ ʠʩʩʣʝʜʦʚʘʪʝʣʠ DomainTools 

ʩʤʦʛʣʠ ʩʚʷʟʘʪʴ ʩ ʬʠʰʠʥʛʦʚʳʤ ʵʣʝʢʪʨʦʥʥʳʤ ʧʠʩʴʤʦʤ, ʷʚʥʦ ʧʦʜʨʘʟʫʤʝʚʘʶʪ 

ʩʧʦʥʩʠʨʫʝʤʳʝ ʛʦʩʫʜʘʨʩʪʚʦʤ ʠʥʪʝʨʝʩʳ ʚ ʰʧʠʦʥʘʞʝ ʠʣʠ ʚ ʘʥʘʣʦʛʠʯʥʳʭ ʮʝʣʷʭ ʚ 

ʢʘʯʝʩʪʚʝ ʤʦʪʠʚʘʮʠʠ ʵʪʦʡ ʢʘʤʧʘʥʠʠ. 

ɺ ʦʢʪʷʙʨʝ 2020 ʛʦʜʘ ʥʝʩʢʦʣʴʢʦ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʟʘʤʝʪʠʣʠ ʥʝʢʦʪʦʨʳʝ 

ʜʦʢʫʤʝʥʪʳ, ʫʢʘʟʘʥʥʳʝ ʚ ʵʪʦʤ ʦʪʯʝʪʝ, ʠ ʩʚʷʟʘʣʠ ʠʭ ʩ ʛʨʫʧʧʦʡ, ʥʘʟʳʚʘʝʤʦʡ ʚ 

ʧʫʙʣʠʯʥʳʭ ʦʪʯʝʪʘʭ çʆʙʣʘʯʥʳʡ ʘʪʣʘʩè ʠʣʠ çʅʘʯʘʣʦè. ʍʦʪʷ ʠʤʝʶʱʠʝʩʷ ʚ ʥʘʩʪʦʷʱʝʝ 

ʚʨʝʤʷ ʜʘʥʥʳʝ ʥʝ ʧʦʣʥʦʩʪʴʶ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʧʨʝʜʳʜʫʱʝʡ ʜʝʷʪʝʣʴʥʦʩʪʠ Cloud Atlas, 

ʥʘʙʣʶʜʘʶʪʩʷ ʩʣʝʜʫʶʱʠʝ ʦʙʱʠʝ ʯʝʨʪʳ: 

ʆʨʠʝʥʪʘʮʠʷ ʥʘ ʨʝʛʠʦʥʳ ʙʣʠʞʥʝʛʦ ʟʘʨʫʙʝʞʴʷ ʈʦʩʩʠʠ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʰʘʙʣʦʥʥʳʭ ʦʙʲʝʢʪʦʚ ʜʣʷ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ ʘʢʪʠʚʥʦʩʪʠ ʯʝʨʝʟ 

ʚʨʝʜʦʥʦʩʥʳʝ ʜʦʢʫʤʝʥʪʳ. 

ʉʢʦʨʝʝ ʚʩʝʛʦ, ʧʦʣʘʛʘʪʴʩʷ ʥʘ ʩʝʪʝʚʦʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʜʣʷ ʧʦʣʫʯʝʥʠʷ 

ʠʥʩʪʨʫʤʝʥʪʦʚ ʚʪʦʨʦʛʦ ʵʪʘʧʘ ʜʣʷ ʧʦʩʣʝʜʫʶʱʝʡ ʜʝʷʪʝʣʴʥʦʩʪʠ. 

ʆʪʚʝʪ ʥʘ HTTP-ʟʘʧʨʦʩʳ, ʦʪʧʨʘʚʣʝʥʥʳʝ ʜʦʢʫʤʝʥʪʘʤʠ, ʧʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦ 

ʙʫʜʝʪ ʢʣʶʯʦʤ ʜʣʷ ʩʦʛʣʘʩʦʚʘʥʠʷ ʚʳʰʝʫʢʘʟʘʥʥʳʭ ʢʘʤʧʘʥʠʡ ʩ ʩʫʙʲʝʢʪʦʤ Cloud Atlas, 

ʥʦ ʧʨʠ ʦʪʩʫʪʩʪʚʠʠ ʵʪʦʛʦ ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ DomainTools ʥʝ ʤʦʞʝʪ ʥʠ ʧʦʜʪʚʝʨʜʠʪʴ, ʥʠ 

ʦʧʨʦʚʝʨʛʥʫʪʴ ʩʚʷʟʴ ʩ ʵʪʦʡ ʛʨʫʧʧʦʡ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ. 

ʅʝʟʘʚʠʩʠʤʦ ʦʪ ʢʦʥʢʨʝʪʥʦʡ ʘʪʨʠʙʫʮʠʠ, ʚʦʟʤʦʞʥʳʝ ʩʚʷʟʠ ʩ ʠʟʚʝʩʪʥʳʤ 

ʩʫʙʲʝʢʪʦʤ Advanced Persistent Threat (APT) (Cloud Atlas) ʚ ʩʦʯʝʪʘʥʠʠ ʩ ʪʝʤʘʤʠ 

ʢʘʤʧʘʥʠʠ, ʢʦʪʦʨʳʝ ʥʦʩʷʪ ʚʝʩʴʤʘ ʧʦʣʠʪʠʯʝʩʢʠʡ ʭʘʨʘʢʪʝʨ ʙʝʟ ʦʯʝʚʠʜʥʦʛʦ ʤʝʭʘʥʠʟʤʘ 

ʤʦʥʝʪʠʟʘʮʠʠ, ʜʝʣʘʶʪ ʦʙʥʘʨʫʞʝʥʥʫʶ ʢʘʤʧʘʥʠʶ, ʚʝʨʦʷʪʥʦ, ʩʧʦʥʩʠʨʫʝʤʦʡ 

ʛʦʩʫʜʘʨʩʪʚʦʤ ʠʣʠ ʫʧʨʘʚʣʷʝʤʦʡ ʛʦʩʫʜʘʨʩʪʚʦʤ. ʰʧʠʦʥʩʢʘʷ ʢʘʤʧʘʥʠʷ. ʍʦʪʷ ʪʘʨʛʝʪʠʥʛ 

ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʤʦʞʝʪ ʧʦʜʨʘʟʫʤʝʚʘʪʴ ʠʥʪʝʨʝʩʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʈʦʩʩʠʝʡ, ʚʘʞʥʦ 

ʦʪʤʝʪʠʪʴ, ʯʪʦ ʨʘʥʝʝ ʜʝʷʪʝʣʴʥʦʩʪʴ Cloud Atlas ʪʘʢʞʝ ʙʳʣʘ ʥʘʮʝʣʝʥʘ ʥʘ ʦʨʛʘʥʠʟʘʮʠʠ 

ʚ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ. ʆʜʥʘ ʠʟ ʚʦʟʤʦʞʥʳʭ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʛʠʧʦʪʝʟ, ʫʯʠʪʳʚʘʷ 

ʥʘʮʝʣʝʥʥʦʩʪʴ ʚ ʈʦʩʩʠʠ, ʘ ʪʘʢʞʝ ʘʢʮʝʥʪ ʥʘ ʩʝʧʘʨʘʪʠʩʪʩʢʠʝ ʨʝʛʠʦʥʳ ʥʘ ʋʢʨʘʠʥʝ, 

ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʵʪʘ ʜʝʷʪʝʣʴʥʦʩʪʴ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʢʠʙʝʨʰʧʠʦʥʘʞ, 
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ʩʧʦʥʩʠʨʫʝʤʳʡ ʋʢʨʘʠʥʦʡ. ʍʦʪʷ ʵʪʦ ʠʥʪʝʨʝʩʥʦ, ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʦʧʷʪʴ ʞʝ 

ʥʝʜʦʩʪʘʪʦʯʥʦ ʜʦʢʘʟʘʪʝʣʴʩʪʚ, ʯʪʦʙʳ ʧʦʜʜʝʨʞʘʪʴ ʵʪʫ ʛʠʧʦʪʝʟʫ. 

ʍʦʪʷ ʦʧʠʩʘʥʥʘʷ ʚʳʰʝ ʜʝʷʪʝʣʴʥʦʩʪʴ, ʙʝʟʫʩʣʦʚʥʦ, ʚʳʟʳʚʘʝʪ ʙʝʩʧʦʢʦʡʩʪʚʦ, 

ʜʦʩʪʫʧʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʜʘʞʝ ʩʣʘʙʫʶ 

ʘʪʨʠʙʫʮʠʶ ʢʘʢʦʛʦ-ʣʠʙʦ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʠʥʪʝʨʝʩʘ, ʠʤʝʷ ʪʦʣʴʢʦ ʧʨʘʚʜʦʧʦʜʦʙʥʳʝ 

(ʥʦ ʝʱʝ ʥʝ ʜʦʢʘʟʘʥʥʳʝ) ʩʩʳʣʢʠ ʥʘ ʦʙʲʝʢʪ Cloud Atlas. ʍʦʪʷ ʢʦʥʢʨʝʪʥʘʷ ʘʪʨʠʙʫʮʠʷ 

ʤʦʞʝʪ ʙʳʪʴ ʥʝʚʦʟʤʦʞʥʦʡ, ʤʳ, ʪʝʤ ʥʝ ʤʝʥʝʝ, ʤʦʞʝʤ ʩ ʙʦʣʴʰʦʡ ʫʚʝʨʝʥʥʦʩʪʴʶ 

ʟʘʢʣʶʯʠʪʴ, ʯʪʦ ʵʪʘ ʜʝʷʪʝʣʴʥʦʩʪʴ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʢʠʙʝʨʰʧʠʦʥʘʞ, ʥʘʧʨʘʚʣʷʝʤʳʡ 

ʥʝʢʦʪʦʨʳʤ, ʧʦʢʘ ʥʝʠʟʚʝʩʪʥʳʤ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʩʫʙʲʝʢʪʦʤ. 

ɺʳʚʦʜ 

ʆʪʩʣʝʞʠʚʘʥʠʝ ʪʝʤ, ʩʚʷʟʘʥʥʳʭ ʩ ʛʝʦʧʦʣʠʪʠʯʝʩʢʠʤʠ ʩʦʙʳʪʠʷʤʠ, ʤʦʞʝʪ ʙʳʪʴ 

ʚʝʩʴʤʘ ʧʣʦʜʦʪʚʦʨʥʳʤ ʜʣʷ ʚʳʷʚʣʝʥʠʷ ʘʢʪʠʚʥʳʭ ʢʘʤʧʘʥʠʡ, ʚʝʨʦʷʪʥʦ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʠʥʪʝʨʝʩʘʤʠ, ʩʧʦʥʩʠʨʫʝʤʳʤʠ ʛʦʩʫʜʘʨʩʪʚʦʤ. ɺ ʧʨʠʚʝʜʝʥʥʦʤ ʚʳʰʝ ʧʨʠʤʝʨʝ ʧʦʠʩʢ 

ʧʨʝʜʤʝʪʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʘʨʤʷʥʦ-ʘʟʝʨʙʘʡʜʞʘʥʩʢʠʤ ʢʦʥʬʣʠʢʪʦʤ ʥʘ ʂʘʚʢʘʟʝ ʚ ʢʦʥʮʝ 

2020 ʛʦʜʘ, ʜʘʣ ʚʨʝʜʦʥʦʩʥʳʡ ʜʦʢʫʤʝʥʪ. ɼʘʣʴʥʝʡʰʠʡ ʘʥʘʣʠʟ ʵʪʦʛʦ ʜʦʢʫʤʝʥʪʘ ʠ 

ʩʚʷʟʘʥʥʦʡ ʩ ʥʠʤ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʧʨʠʚʝʣ ʢ ʦʙʥʘʨʫʞʝʥʠʶ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 

ʵʣʝʤʝʥʪʦʚ, ʦʧʠʩʳʚʘʶʱʠʭ ʚʩʶ ʢʘʤʧʘʥʠʶ, ʥʘʯʠʥʘʷ ʩ 2019 ʛʦʜʘ. 

ʍʦʪʷ ʞʝʨʪʚʳ ʵʪʦʡ ʢʘʤʧʘʥʠʠ ʢʘʞʫʪʩʷ ʛʝʦʛʨʘʬʠʯʝʩʢʠ ʦʛʨʘʥʠʯʝʥʥʳʤʠ, ʚ 

ʦʩʥʦʚʥʦʤ ʩʦʩʨʝʜʦʪʦʯʝʥʥʳʤʠ ʥʘ ʋʢʨʘʠʥʝ ʠ ɸʟʝʨʙʘʡʜʞʘʥʝ, ʫʨʦʢʠ, ʠʟʚʣʝʯʝʥʥʳʝ ʠʟ 

ʘʥʘʣʠʟʘ ʢʘʢ ʚʨʝʜʦʥʦʩʥʳʭ ʜʦʢʫʤʝʥʪʦʚ, ʪʘʢ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʩʝʪʝʚʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʜʘʣʴʥʝʡʰʝʡ ʟʘʱʠʪʳ ʦʪ ʘʪʘʢ 

ʘʥʘʣʦʛʠʯʥʦʛʦ ʪʠʧʘ. ʅʘʙʣʶʜʘʷ ʟʘ ʵʪʠʤʠ ʪʠʧʘʤʠ ʠʥʮʠʜʝʥʪʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʢʦʥʢʨʝʪʥʳʤʠ ʩʦʙʳʪʠʷʤʠ, ʘʥʘʣʠʪʠʢʠ CTI ʤʦʛʫʪ ʧʦʣʫʯʠʪʴ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦ 

ʚʦʟʥʠʢʘʶʱʠʭ APT-ʜʝʡʩʪʚʠʷʭ ʠ ʨʘʟʚʝʨʥʫʪʴ ʟʘʱʠʪʥʳʝ ʢʦʥʪʨʤʝʨʳ ʚʩʢʦʨʝ ʧʦʩʣʝ 

ʦʙʥʘʨʫʞʝʥʠʷ. 

ʏʪʦʙʳ ʫʟʥʘʪʴ, ʢʘʢ ʚʳʷʚʣʷʪʴ ʠ ʦʪʩʣʝʞʠʚʘʪʴ ʦʧʝʨʘʮʠʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʚ 

DomainTools Iris, ʧʦʩʝʪʠʪʝ ʩʪʨʘʥʠʮʫ ʥʘʰʝʛʦ ʧʨʦʜʫʢʪʘè. (Joe Slowik. Current Events 

to Widespread Campaigns: Pivoting from Samples to Identify Activity // DomainTools 

(https://www.domaintools.com/resources/blog/current-events-to-widespread-

campaigns-pivoting-from-samples-to-identify#). 20.11.2020).  

***  

 

ʉʪʚʦʨʝʥʥʷ ʪʘ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʢʽʙʝʨʚʽʡʩʴʢ 

 

çʇʨʘʚʠʪʝʣʴʩʪʚʦ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʩʦʦʙʱʠʣʦ, ʯʪʦ ʥʦʚʘʷ ʥʘʩʪʫʧʘʪʝʣʴʥʘʷ 

ʩʠʣʘ, ʩʦʩʪʦʷʱʘʷ ʠʟ ʰʧʠʦʥʦʚ, ʢʠʙʝʨʵʢʩʧʝʨʪʦʚ ʠ ʚʦʝʥʥʦʩʣʫʞʘʱʠʭ, ʫʞʝ 

ʧʨʦʚʦʜʠʪ ʢʠʙʝʨʦʧʝʨʘʮʠʠ ʧʦ ʧʨʝʩʝʯʝʥʠʶ ʜʝʡʩʪʚʠʡ ʚʨʘʞʜʝʙʥʦʛʦ ʛʦʩʫʜʘʨʩʪʚʘ, 

ʪʝʨʨʦʨʠʩʪʦʚ ʠ ʧʨʝʩʪʫʧʥʠʢʦʚ. 

ʅʦʚʘʷ ʛʨʫʧʧʘ, ʠʟʚʝʩʪʥʘʷ ʢʘʢ ʅʘʮʠʦʥʘʣʴʥʳʝ ʢʠʙʝʨʩʠʣʳ, ʥʘʮʝʣʝʥʘ ʥʘ ʙʦʨʴʙʫ ʩ 

ʫʛʨʦʟʘʤʠ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ, ʪʘʢʠʤʠ ʢʘʢ 

ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʝ ʪʝʨʨʦʨʠʩʪʠʯʝʩʢʠʤ ʟʘʛʦʚʦʨʘʤ, ʘ ʪʘʢʞʝ ʧʦʜʜʝʨʞʢʘ ʚʦʝʥʥʳʭ 

ʦʧʝʨʘʮʠʡ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ. 

ʇʨʝʤʴʝʨ-ʤʠʥʠʩʪʨ ɹʦʨʠʩ ɼʞʦʥʩʦʥ ʩʦʦʙʱʠʣ ʧʘʨʣʘʤʝʥʪʫ, ʯʪʦ ʥʦʚʳʝ ʩʠʣʳ ʫʞʝ 

ʩʦʟʜʘʥʳ ʠ ʜʝʡʩʪʚʫʶʪ: çʗ ʤʦʛʫ ʦʙʲʷʚʠʪʴ, ʯʪʦ ʤʳ ʩʦʟʜʘʣʠ ʅʘʮʠʦʥʘʣʴʥʫʶ ʢʠʙʝʨʩʠʣʫ, 
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ʦʙʲʝʜʠʥʠʚ ʥʘʰʠ ʩʧʝʮʩʣʫʞʙʳ ʠ ʦʙʩʣʫʞʠʚʘʶʱʠʡ ʧʝʨʩʦʥʘʣ, ʢʦʪʦʨʳʝ ʫʞʝ ʜʝʡʩʪʚʫʶʪ 

ʚ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ ʧʨʦʪʠʚ ʪʝʨʨʦʨʠʟʤʘ, ʦʨʛʘʥʠʟʦʚʘʥʥʦʡ ʧʨʝʩʪʫʧʥʦʩʪʠ ʠ 

ʚʨʘʞʜʝʙʥʳʭ ʩʠʣ. ʛʦʩʫʜʘʨʩʪʚʝʥʥʘʷ ʜʝʷʪʝʣʴʥʦʩʪʴè, - ʩʢʘʟʘʣ ʦʥ. 

SEE: ʏʪʦ ʪʘʢʦʝ ʢʠʙʝʨʚʦʡʥʘ? ɺʩʝ, ʯʪʦ ʚʘʤ ʥʫʞʥʦ ʟʥʘʪʴ ʦ ʧʫʛʘʶʱʝʤ ʙʫʜʫʱʝʤ 

ʮʠʬʨʦʚʦʛʦ ʢʦʥʬʣʠʢʪʘ 

ʅʘʮʠʦʥʘʣʴʥʳʝ ʢʠʙʝʨʩʠʣʳ ʦʙʲʝʜʠʥʷʶʪ ʵʢʩʧʝʨʪʦʚ ʠʟ ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʦʛʦ 

ʘʛʝʥʪʩʪʚʘ GCHQ, ʄʠʥʠʩʪʝʨʩʪʚʘ ʦʙʦʨʦʥʳ, ʃʘʙʦʨʘʪʦʨʠʠ ʦʙʦʨʦʥʥʦʡ ʥʘʫʢʠ ʠ 

ʪʝʭʥʦʣʦʛʠʡ ʠ ʉʝʢʨʝʪʥʦʡ ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʦʡ ʩʣʫʞʙʳ - ʄʀ-6, - ʢʦʪʦʨʳʝ ʧʦʜʝʣʷʪʩʷ 

ʩʚʦʠʤ çʦʧʳʪʦʤ ʚ ʚʝʨʙʦʚʢʝ ʠ ʫʧʨʘʚʣʝʥʠʠ ʘʛʝʥʪʦʚ, ʘ ʪʘʢʞʝ ʫʥʠʢʘʣʴʥʦʡ 

ʩʧʦʩʦʙʥʦʩʪʴʶ ʜʦʩʪʘʚʣʷʪʴ ʩʝʢʨʝʪʥʳʝ ʩʦʦʙʱʝʥʠʷ. ʵʢʩʧʣʫʘʪʘʮʠʦʥʥʘʷ ʪʝʭʥʦʣʦʛʠʷè. 

GCHQ ʟʘʷʚʠʣʦ, ʯʪʦ ʧʨʠʤʝʨʳ ʢʠʙʝʨʦʧʝʨʘʮʠʡ ʤʦʛʫʪ ʚʢʣʶʯʘʪʴ ʚʤʝʰʘʪʝʣʴʩʪʚʦ 

ʚ ʨʘʙʦʪʫ ʤʦʙʠʣʴʥʦʛʦ ʪʝʣʝʬʦʥʘ, ʯʪʦʙʳ ʪʝʨʨʦʨʠʩʪ ʥʝ ʤʦʛ ʦʙʱʘʪʴʩʷ ʩʦ ʩʚʦʠʤʠ 

ʢʦʥʪʘʢʪʘʤʠ, ʧʦʤʦʱʴ ʚ ʧʨʝʜʦʪʚʨʘʱʝʥʠʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʀʥʪʝʨʥʝʪʘ ʚ ʢʘʯʝʩʪʚʝ 

ʧʣʘʪʬʦʨʤʳ ʜʣʷ ʩʝʨʴʝʟʥʳʭ ʧʨʝʩʪʫʧʣʝʥʠʡ ʠʣʠ ʦʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʦʝʥʥʳʭ 

ʩʘʤʦʣʝʪʦʚ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʦʪ ʥʘʧʘʜʝʥʠʡ. ʩʠʩʪʝʤʘʤʠ ʦʨʫʞʠʷ ʧʨʦʪʠʚʥʠʢʘ. 

NCF ʦʪʜʝʣʝʥ ʦʪ NCSC, ʜʨʫʛʦʡ ʯʘʩʪʠ GCHQ, ʢʦʪʦʨʘʷ ʟʘʥʠʤʘʝʪʩʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ. 

ɼʠʨʝʢʪʦʨ GCHQ ɼʞʝʨʝʤʠ ʌʣʝʤʠʥʛ ʩʢʘʟʘʣ, ʯʪʦ ʅʘʮʠʦʥʘʣʴʥʳʝ ʢʠʙʝʨʩʠʣʳ 

çʦʙʲʝʜʠʥʷʶʪ ʚʦʟʤʦʞʥʦʩʪʠ ʨʘʟʚʝʜʢʠ ʠ ʦʙʦʨʦʥʳ, ʯʪʦʙʳ ʧʨʝʦʙʨʘʟʦʚʘʪʴ ʩʧʦʩʦʙʥʦʩʪʴ 

ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʙʦʨʦʪʴʩʷ ʩ ʧʨʦʪʠʚʥʠʢʘʤʠ ʚ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ, ʟʘʱʠʱʘʪʴ ʩʪʨʘʥʫ, 

ʝʝ ʣʶʜʝʡ ʠ ʥʘʰ ʦʙʨʘʟ ʞʠʟʥʠè. 

GCHQ ʟʘʷʚʠʣʦ, ʯʪʦ ʥʦʚʳʝ ʩʠʣʳ ʦʩʥʦʚʘʥʳ ʥʘ ʪʝʢʫʱʝʡ ʅʘʮʠʦʥʘʣʴʥʦʡ 

ʥʘʩʪʫʧʘʪʝʣʴʥʦʡ ʢʠʙʝʨʧʨʦʛʨʘʤʤʝ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ, ʚʢʣʶʯʘʷ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ ʤʝʞʜʫ 

GCHQ ʠ ʚʦʝʥʥʳʤʠ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʢʠʙʝʨʦʧʝʨʘʮʠʡ. ʅʘʮʠʦʥʘʣʴʥʳʝ ʢʠʙʝʨʩʠʣʳ ʫʞʝ 

ʚ ʵʪʦʤ ʛʦʜʫ ʥʝʩʢʦʣʴʢʦ ʨʘʟ ʟʘʧʫʩʢʘʣʠ ʧʨʘʚʠʪʝʣʴʩʪʚʦ; ʝʱʝ ʚ 2018 ʛʦʜʫ ʩʦʦʙʱʘʣʦʩʴ, 

ʯʪʦ ʥʦʚʦʝ ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʙʫʜʝʪ ʥʘʩʯʠʪʳʚʘʪʴ 2000 ʯʝʣʦʚʝʢ ʠ ʙʫʜʝʪ ʠʤʝʪʴ ʙʶʜʞʝʪ ʚ 

250 ʤʠʣʣʠʦʥʦʚ ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ. 

ɺʝʣʠʢʦʙʨʠʪʘʥʠʷ ʫʞʝ ʠʩʧʦʣʴʟʦʚʘʣʘ ʢʠʙʝʨʘʪʘʢʠ ʠʣʠ çʥʘʩʪʫʧʘʪʝʣʴʥʳʝ 

ʢʠʙʝʨʦʧʝʨʘʮʠʠè: ʚ 2016 ʛʦʜʫ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʟʘʷʚʠʣʦ, ʯʪʦ ʧʨʦʚʦʜʠʣʦ ʢʠʙʝʨʦʧʝʨʘʮʠʠ 

ʧʨʦʪʠʚ ɼʘʠʰ, ʘ ʚ 2018 ʛʦʜʫ ʚʳʷʩʥʠʣʦʩʴ, ʯʪʦ ɺʝʣʠʢʦʙʨʠʪʘʥʠʷ ʠʩʧʦʣʴʟʦʚʘʣʘ 

ʢʠʙʝʨʘʪʘʢʠ ʧʨʦʪʠʚ ʧʨʦʧʘʛʘʥʜʠʩʪʩʢʠʭ ʩʝʪʝʡ ʀɻʀʃ. ɺʝʣʠʢʦʙʨʠʪʘʥʠʷ ʪʘʢʞʝ 

ʧʨʝʜʣʦʞʠʣʘ ʅɸʊʆ ʩʚʦʠ ʢʠʙʝʨ-ʚʦʟʤʦʞʥʦʩʪʠ. 

ʇʦ ʩʣʦʚʘʤ ʧʨʝʤʴʝʨ-ʤʠʥʠʩʪʨʘ, ʥʦʚʦʩʪʴ ʦ ʅʘʮʠʦʥʘʣʴʥʳʭ ʢʠʙʝʨʩʠʣʘʭ ʙʳʣʘ 

ʯʘʩʪʴʶ ʙʦʣʝʝ ʰʠʨʦʢʦʛʦ ʦʙʲʷʚʣʝʥʠʷ ʦʙ ʦʙʟʦʨʝ ʦʙʦʨʦʥʳ, ʥʘʧʨʘʚʣʝʥʥʦʤ ʥʘ 

ʨʘʩhʠʨʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʪʝʭʥʦʣʦʛʠʡ ʚʦʦʨʫʞʝʥʥʳʤʠ ʩʠʣʘʤʠ, ʩʦʟʜʘʥʠʝ çʝʜʠʥʦʡ 

ʩʝʪʠè ʜʣʷ ʧʨʝʦʜʦʣʝʥʠʷ ʚʨʘʛʘ. 

"ʉʦʣʜʘʪ ʥʘ ʚʨʘʞʜʝʙʥʦʡ ʪʝʨʨʠʪʦʨʠʠ ʙʫʜʝʪ ʧʨʝʜʫʧʨʝʞʜʝʥ ʦ ʜʘʣʝʢʦʡ ʟʘʩʘʜʝ ʩ 

ʧʦʤʦʱʴʶ ʜʘʪʯʠʢʦʚ ʩʧʫʪʥʠʢʦʚ ʠʣʠ ʙʝʩʧʠʣʦʪʥʳʭ ʣʝʪʘʪʝʣʴʥʳʭ ʘʧʧʘʨʘʪʦʚ, ʤʛʥʦʚʝʥʥʦ 

ʧʝʨʝʜʘʚʘʷ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ, ʠʩʧʦʣʴʟʫʷ ʠʩʢʫʩʩʪʚʝʥʥʳʡ ʠʥʪʝʣʣʝʢʪ ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ 

ʦʧʪʠʤʘʣʴʥʦʛʦ ʦʪʚʝʪʘ ʠ ʧʨʝʜʣʘʛʘʷ ʤʥʦʞʝʩʪʚʦ ʚʘʨʠʘʥʪʦʚ, ʦʪ ʚʳʟʦʚʘ ʚʦʟʜʫʰʥʦʛʦ 

ʫʜʘʨʘ ʜʦ ʧʨʠʢʘʟʘ ʦ ʩʦʟʜʘʥʠʠ ʨʦʷ. - ʘʪʘʢʦʚʘʪʴ ʩ ʧʦʤʦʱʴʶ ʜʨʦʥʦʚ ʠʣʠ ʧʘʨʘʣʠʟʦʚʘʪʴ 

ʚʨʘʛʘ ʢʠʙʝʨʦʨʫʞʠʝʤè, - ʩʢʘʟʘʣ ɼʞʦʥʩʦʥ. 

ʆʜʥʘʢʦ ʪʘʢʦʡ ʫʧʦʨ ʥʘ ʢʠʙʝʨʦʧʝʨʘʮʠʠ ʥʝ ʦʙʭʦʜʠʪʩʷ ʙʝʟ ʢʨʠʪʠʢʠ. ʇʦʩʢʦʣʴʢʫ 

ʥʝʪ ʯʝʪʢʠʭ ʧʨʘʚʠʣ ʦʪʥʦʩʠʪʝʣʴʥʦ ʪʦʛʦ, ʯʪʦ ʷʚʣʷʝʪʩʷ ʥʘʜʣʝʞʘʱʠʤ ʦʪʚʝʪʦʤ ʥʘ 

ʢʠʙʝʨʘʪʘʢʫ, ʝʩʪʴ ʦʧʘʩʝʥʠʷ, ʯʪʦ ʙʦʣʝʝ ʰʠʨʦʢʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʚʦʟʤʦʞʥʦʩʪʝʡ 
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ʥʘʩʪʫʧʘʪʝʣʴʥʦʡ ʢʠʙʝʨʚʦʡʥʳ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʙʳʩʪʨʦʡ ʠ ʪʨʫʜʥʦ ʧʦʜʜʘʶʱʝʡʩʷ 

ʢʦʥʪʨʦʣʶ ʵʩʢʘʣʘʮʠʠ ʚʦ ʚʨʝʤʷ ʢʦʥʬʣʠʢʪʘ, ʧʦʩʢʦʣʴʢʫ ʨʘʟʥʳʝ ʩʪʨʘʥʳ ʤʦʛʫʪ ʙʳʪʴ 

ʠʛʨʘʷ ʧʦ ʨʘʟʥʳʤ ʧʨʘʚʠʣʘʤ. 

ʀ ʭʦʪʷ ʥʝʢʦʪʦʨʳʝ ʫʪʚʝʨʞʜʘʶʪ, ʯʪʦ ʨʝʢʣʘʤʥʳʝ ʢʠʙʝʨʚʦʟʤʦʞʥʦʩʪʠ ʤʦʛʫʪ 

ʩʣʫʞʠʪʴ ʩʜʝʨʞʠʚʘʶʱʠʤ ʬʘʢʪʦʨʦʤ ʜʣʷ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ, ʥʝ ʚʩʝ ʚ 

ʵʪʦʤ ʫʚʝʨʝʥʳ. ɺ ʩʚʦʝʤ ʥʝʜʘʚʥʝʤ ʚʳʩʪʫʧʣʝʥʠʠ ʂʠʘʨʘʥ ʄʘʨʪʠʥ, ʜʦ ʥʝʜʘʚʥʝʛʦ 

ʚʨʝʤʝʥʠ ʚʦʟʛʣʘʚʣʷʚʰʠʡ NCSC, ʩʢʘʟʘʣ: çʀʟ ʚʩʝʛʦ ʤʦʝʛʦ ʦʧʳʪʘ ʨʘʙʦʪʳ ʷ ʥʝ ʚʠʜʝʣ 

ʘʙʩʦʣʶʪʥʦ ʥʠʯʝʛʦ, ʯʪʦ ʫʢʘʟʳʚʘʣʦ ʙʳ ʥʘ ʪʦ, ʯʪʦ ʩʫʱʝʩʪʚʦʚʘʥʠʝ ʟʘʧʘʜʥʳʭ ʢʠʙʝʨ-

ʚʦʟʤʦʞʥʦʩʪʝʡ ʠʣʠ ʥʘʰʘ ʛʦʪʦʚʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʭ ʩʜʝʨʞʠʚʘʝʪ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. 

çʄʳ ʨʠʩʢʫʝʤ ʩʦʛʣʘʩʠʪʴʩʷ ʩ ʪʝʤ, ʯʪʦ ʧʨʠʦʙʨʝʪʝʥʠʝ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʚʳʩʦʢʦʪʝʭʥʦʣʦʛʠʯʥʳʭ ʢʠʙʝʨ-ʚʦʟʤʦʞʥʦʩʪʝʡ ʷʚʣʷʶʪʩʷ ʧʨʠʦʨʠʪʝʪʦʤ, ʥʝ ʧʨʦʚʝʨʷʷ 

ʚʦʧʨʦʩ ʦ ʪʦʤ, ʯʪʦ ʵʪʦ ʦʟʥʘʯʘʝʪ ʜʣʷ ʥʘʰʝʡ ʩʦʙʩʪʚʝʥʥʦʡ ʮʠʬʨʦʚʦʡ ʩʨʝʜʳ. ʋ ʥʘʩ ʥʝ 

ʙʳʣʦ ʵʪʠʭ ʬʫʥʜʘʤʝʥʪʘʣʴʥʳʭ ʜʝʙʘʪʦʚ, ʧʦʪʦʤʫ ʯʪʦ ʩʦʦʙʱʝʩʪʚʦ ʥʘʮʠʦʥʘʣʴʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʦʙʱʠʥʳ ʥʘ ʩʘʤʦʤ ʜʝʣʝ ʥʝ ʨʘʟʛʦʚʘʨʠʚʘʶʪ ʜʨʫʛ ʩ 

ʜʨʫʛʦʤè, - ʩʢʘʟʘʣ ʦʥè. (Steve Ranger. The UK's new offensive cyber unit takes on 

organised crime and hostile states // ZDNet (https://www.zdnet.com/article/new-cyber-

force-will -take-the-fight-to-organised-crime-and-hostile-states/). 19.11.2020).  

***  

 

 
ʂʽʙʝʨʟʘʭʠʩʪ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ 

 

çɺ ʨʝʟʫʣʴʪʘʪʝ ʭʘʢʝʨʩʢʦʡ ʘʪʘʢʠ ʂʦʤʠʩʩʠʷ ʧʦ ʘʪʦʤʥʦʡ ʵʥʝʨʛʠʠ ʗʧʦʥʠʠ 

ʚʨʝʤʝʥʥʦ ʦʪʢʣʶʯʠʣʘ ʩʚʦʶ ʵʣʝʢʪʨʦʥʥʫʶ ʧʦʯʪʫ. ʍʘʢʝʨʳ ʦʭʦʪʠʣʠʩʴ ʟʘ ʜʘʥʥʳʤʠ 

ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ɸʕʉ, ʥʦ ʧʦʣʫʯʠʪʴ ʠʭ ʥʝ ʩʤʦʛʣʠ. 
ɿʘʢʨʳʣʠ ʬʦʨʪʦʯʢʫ 

ʂʦʤʠʩʩʠʷ ʧʦ ʘʪʦʤʥʦʡ ʵʥʝʨʛʠʠ ʗʧʦʥʠʠ ʚ ʢʦʥʮʝ ʦʢʪʷʙʨʷ 2020 ʛ. ʙʳʣʘ 

ʚʳʥʫʞʜʝʥʘ ʚʨʝʤʝʥʥʦ ʦʪʢʣʶʯʠʪʴ ʩʚʦʠ ʩʠʩʪʝʤʳ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʚ ʩʚʷʟʠ ʩ 

ʢʠʙʝʨʘʪʘʢʦʡ. 

ɼʘʥʥʘʷ ʢʦʤʠʩʩʠʷ ʟʘʥʠʤʘʝʪʩʷ ʚʦʧʨʦʩʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ɸʕʉ ʥʘ ʪʝʨʨʠʪʦʨʠʠ 

ʗʧʦʥʠʠ, ʥʦ ʥʝ ʟʘʥʠʤʘʝʪʩʷ ʠʭ ʧʨʷʤʳʤ ʫʧʨʘʚʣʝʥʠʝʤ, ʪʘʢ ʯʪʦ ʢʠʙʝʨʘʪʘʢʘ ʥʠʢʘʢ ʥʝ 

ʩʢʘʟʘʣʘʩʴ ʥʘ ʜʝʷʪʝʣʴʥʦʩʪʠ ʘʪʦʤʥʳʭ ʵʣʝʢʪʨʦʩʪʘʥʮʠʡ. 

ʅʘ ʩʘʡʪʝ ʂʦʤʠʩʩʠʠ ʫʢʘʟʳʚʘʝʪʩʷ, ʯʪʦ ʵʪʦ ʫʯʨʝʞʜʝʥʠʝ ʥʝ ʠʤʝʣʦ ʚʦʟʤʦʞʥʦʩʪʠ 

ʧʨʠʥʠʤʘʪʴ ʢʘʢʠʝ-ʣʠʙʦ ʟʘʷʚʢʠ ʥʘ ʫʯʘʩʪʠʝ ʚ ʦʙʱʝʩʪʚʝʥʥʳʭ ʩʣʫʰʘʥʠʷʭ ʠ ʜʨʫʛʠʭ 

ʤʝʨʦʧʨʠʷʪʠʷʭ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ. 

ʗʧʦʥʩʢʠʝ ʉʄʀ ʫʢʘʟʳʚʘʶʪ, ʯʪʦ ʘʪʘʢʫ ʧʨʦʠʟʚʝʣʠ ʠʥʦʩʪʨʘʥʥʳʝ 

ʢʠʙʝʨʟʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʦʯʝʚʠʜʥʦ, ʧʳʪʘʚʰʠʝʩʷ ʧʦʣʫʯʠʪʴ ʢʘʢʠʝ-ʣʠʙʦ ʚʘʞʥʳʝ 

ʩʚʝʜʝʥʠʷ ʦʙ ʘʪʦʤʥʳʭ ʵʣʝʢʪʨʦʩʪʘʥʮʠʷʭ ʗʧʦʥʠʠ. ɿʘʤʝʩʪʠʪʝʣʴ ʧʨʝʜʩʝʜʘʪʝʣʷ 

ʂʦʤʠʩʩʠʠ ʂʘʮʫʷ ʆʢʘʜʘ (KatsuyaOkada), ʦʜʥʘʢʦ, ʟʘʷʚʠʣ, ʯʪʦ ʢʣʶʯʝʚʘʷ ʠʥʬʦʨʤʘʮʠʷ 

ʦ ʤʝʨʘʭ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʷʜʝʨʥʳʭ ʦʙʲʝʢʪʘʭ ʩʪʨʘʥʳ ʭʨʘʥʠʪʩʷ ʚ ʦʪʜʝʣʴʥʦʡ, 

ʠʟʦʣʠʨʦʚʘʥʥʦʡ ʩʝʪʠ, ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʢʦʪʦʨʦʡ ʠʟʚʥʝ ʥʝʚʦʟʤʦʞʥʦ. 

ʀʥʦʩʪʨʘʥʥʘʷ APT? 

ʈʘʥʝʝ ʚʣʘʩʪʠ ʉʐɸ ʚʳʧʫʩʪʠʣʠ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦ ʩʝʚʝʨʦʢʦʨʝʡʩʢʦʡ APT-

ʛʨʫʧʧʠʨʦʚʢʝ, ʢʦʪʦʨʘʷ ʟʦʥʜʠʨʫʝʪ ʛʦʩʦʨʛʘʥʳ ʉʐɸ, ʗʧʦʥʠʠ ʠ ʖʞʥʦʡ ʂʦʨʝʠ ʚ 
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ʧʦʠʩʢʘʭ ʠʥʬʦʨʤʘʮʠʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʩʚʷʟʘʥʥʦʡ ʩ ʧʦʣʠʪʠʢʦʡ ʚ ʦʙʣʘʩʪʠ ʘʪʦʤʥʦʡ 

ʵʥʝʨʛʝʪʠʢʠ. ɺʦʟʤʦʞʥʦ, ʠʤʝʥʥʦ ʵʪʘ ʛʨʫʧʧʠʨʦʚʢʘ ʠ ʩʪʦʠʪ ʟʘ ʢʠʙʝʨʘʪʘʢʦʡ. 

çʇʦʜʦʙʥʳʝ ʩʠʪʫʘʮʠʠ ʚʩʝʛʜʘ ʚʳʟʳʚʘʶʪ ʧʦʚʳʰʝʥʥʫʶ ʪʨʝʚʦʛʫ: ʣʶʙʳʝ ʘʪʘʢʠ ʥʘ 

ʦʙʲʝʢʪʳ, ʜʘʞʝ ʢʦʩʚʝʥʥʦ ʩʚʷʟʘʥʥʳʝ ʩ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ, ʥʝʩʫʪ 

ʨʝʘʣʴʥʫʶ ʫʛʨʦʟʫ ʞʠʟʥʠ ʠ ʟʜʦʨʦʚʴʶ ʣʶʜʝʡ, ʦʩʦʙʝʥʥʦ ʝʩʣʠ ʨʝʯʴ ʠʜʝʪ ʦʙ ʘʪʦʤʥʦʡ 

ʵʥʝʨʛʝʪʠʢʝ, ð ʛʦʚʦʨʠʪ ɸʣʝʢʩʝʡ ɺʦʜʷʩʦʚ, ʪʝʭʥʠʯʝʩʢʠʡ ʜʠʨʝʢʪʦʨ ʢʦʤʧʘʥʠʠ 

SECConsultServices. ð ʍʦʪʝʣʦʩʴ ʙʳ ʚʝʨʠʪʴ, ʯʪʦ ʢʨʠʪʠʯʝʩʢʠʝ ʩʚʝʜʝʥʠʷ 

ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʦʩʪʘʣʠʩʴ ʥʝʜʦʩʪʫʧʥʳʤʠ ʜʣʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʥʘ ʵʪʦʪ ʨʘʟ, ʭʦʪʷ 

ʠʟʚʝʩʪʥʳ ʩʣʫʯʘʠ, ʢʦʛʜʘ ʠʤ ʫʜʘʚʘʣʦʩʴ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʪʴ ʠ ʠʟʦʣʠʨʦʚʘʥʥʳʝ ʩʝʪʠè. 

ɼʦʩʪʦʚʝʨʥʦ ʠʟʚʝʩʪʝʥ ʢʘʢ ʤʠʥʠʤʫʤ ʦʜʠʥ ʧʦʜʪʚʝʨʞʜʝʥʥʳʡ ʩʣʫʯʘʡ ʧʨʷʤʳʭ 

ʢʠʙʝʨʘʪʘʢ ʥʘ ɸʕʉ. ʆʩʝʥʴʶ 2019 ʛ. ʢʨʫʧʥʝʡʰʘʷ ʠʥʜʠʡʩʢʘʷ ʘʪʦʤʥʘʷ ʵʣʝʢʪʨʦʩʪʘʥʮʠʷ 

ʂʫʜʘʥʢʫʣʘʤ ʧʨʠʟʥʘʣʘ ʬʘʢʪ ʚʟʣʦʤʘ ʩʚʦʠʭ ʀʊ-ʩʠʩʪʝʤ. ɸʪʘʢʘ ʪʘʢʞʝ ʧʨʠʧʠʩʳʚʘʝʪʩʷ 

ʩʝʚʝʨʦʢʦʨʝʡʩʢʠʤ ʩʧʝʮʩʣʫʞʙʘʤè. (ʈʦʤʘʥ ɻʝʦʨʛʠʝʚ. ʍʘʢʝʨʳ ʣʠʰʠʣʠ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ ʛʦʩʫʧʨʘʚʣʝʥʠʝ ʧʦ ʷʜʝʨʥʦʡ ʵʥʝʨʛʝʪʠʢʝ // CNews 

(https://www.cnews.ru/news/top/2020-11-09_hakery_lishili_elektronnoj). 09.11.2020).  
***  

 

 
ɿʘʭʠʩʪ ʧʝʨʩʦʥʘʣʴʥʠʭ ʜʘʥʠʭ 

 

çʊʝʭʥʦʣʦʛʠʠ ʠ ʜʘʥʥʳʝ ʤʦʛʫʪ ʨʘʩʰʠʨʠʪʴ ʚʦʟʤʦʞʥʦʩʪʠ ʚʩʝʛʦ ʙʠʟʥʝʩʘ. ʉ 

ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, ʦʥʠ ʤʦʛʫʪ ʩʦʟʜʘʚʘʪʴ ʨʠʩʢʠ. ʇʦ ʤʝʨʝ ʨʦʩʪʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 
ʜʘʥʥʳʭ ʚʩʝ ʢʦʤʧʘʥʠʠ ʩʪʘʣʢʠʚʘʶʪʩʷ ʩ ʨʠʩʢʦʤ ʫʪʝʯʢʠ ʜʘʥʥʳʭ. ʇʨʠʥʠʤʘʷ ʚʦ 

ʚʥʠʤʘʥʠʝ ʫʩʠʣʝʥʠʝ ʧʨʠʥʫʜʠʪʝʣʴʥʳʭ ʤʝʨ ʠ ʧʨʠʥʷʪʠʝ ʙʦʣʴʰʝʛʦ ʢʦʣʠʯʝʩʪʚʘ ʨʝʰʝʥʠʡ 

ʚ ʧʦʣʴʟʫ ʠʩʪʮʦʚ, ʤʳ ʨʘʩʩʤʘʪʨʠʚʘʝʤ ʥʝʢʦʪʦʨʳʝ ʥʦʨʤʘʪʠʚʥʳʝ ʠ ʧʨʘʚʦʚʳʝ 

ʧʦʩʣʝʜʩʪʚʠʷ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʦʩʣʝʜʦʚʘʪʴ ʟʘ ʫʪʝʯʢʦʡ ʜʘʥʥʳʭ. 

ɹʦʣʴʰʠʥʩʪʚʦ ʦʨʛʘʥʠʟʘʮʠʡ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʦʟʘʙʦʯʝʥʳ ʧʨʠʥʫʜʠʪʝʣʴʥʳʤʠ 

ʤʝʨʘʤʠ ʨʝʛʫʣʠʨʦʚʘʥʠʷ ʧʦʩʣʝ ʠʥʮʠʜʝʥʪʘ, ʩʚʷʟʘʥʥʦʛʦ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʜʘʥʥʳʭ. ʍʦʪʷ 

ʧʨʘʚʦʧʨʠʤʝʥʠʪʝʣʴʥʳʝ ʤʝʨʳ ʩ ʙʦʣʴʰʝʡ ʚʝʨʦʷʪʥʦʩʪʴʶ ʧʦʨʦʞʜʘʶʪ ʛʨʘʞʜʘʥʩʢʠʝ 

ʠʩʢʠ, ʨʠʩʢ ʧʨʦʜʦʣʞʝʥʠʷ ʛʨʘʞʜʘʥʩʢʠʭ ʠʩʢʦʚ ʧʦʪʝʨʧʝʚʰʠʤʠ ʩʪʦʨʦʥʘʤʠ ʪʘʢʞʝ 

ʨʝʘʣʝʥ. ʂʨʦʤʝ ʪʦʛʦ, ʠʩʪʮʘʤ ʥʝ ʦʙʷʟʘʪʝʣʴʥʦ ʚʩʝʛʜʘ ʞʜʘʪʴ ʟʘʚʝʨʰʝʥʠʷ 

ʠʩʧʦʣʥʠʪʝʣʴʥʳʭ ʜʝʡʩʪʚʠʡ, ʯʪʦʙʳ ʧʦʜʘʪʴ ʩʦʙʩʪʚʝʥʥʳʡ ʛʨʘʞʜʘʥʩʢʠʡ ʠʩʢ. 

ʉʦʛʣʘʩʥʦ ʩʪʘʪʠʩʪʠʯʝʩʢʠʤ ʜʘʥʥʳʤ, ʦʧʫʙʣʠʢʦʚʘʥʥʳʤ ʥʘ ʩʘʡʪʝ PDPC, 

ʢʦʣʠʯʝʩʪʚʦ ʞʘʣʦʙ, ʧʦʣʫʯʝʥʥʳʭ PDPC, ʥʝʫʢʣʦʥʥʦ ʨʘʩʪʝʪ; ɺ ʧʝʨʠʦʜ ʩ ʦʢʪʷʙʨʷ ʧʦ 

ʜʝʢʘʙʨʴ 2018 ʛʦʜʘ ʙʳʣʦ ʧʦʣʫʯʝʥʦ 600 ʞʘʣʦʙ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ 1700 ʞʘʣʦʙʘʤʠ ʚ 

ʦʢʪʷʙʨʝ-ʜʝʢʘʙʨʝ 2019 ʛʦʜʘ. ʋʚʝʣʠʯʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʞʘʣʦʙ ʚ ʨʝʛʫʣʠʨʫʶʱʠʝ ʦʨʛʘʥʳ 

ʫʢʘʟʳʚʘʝʪ ʥʘ ʪʦ, ʯʪʦ ʣʶʜʠ ʩ ʙʦʣʴʰʝʡ ʚʝʨʦʷʪʥʦʩʪʴʶ ʙʫʜʫʪ ʧʦʜʘʚʘʪʴ ʛʨʘʞʜʘʥʩʢʠʝ 

ʠʩʢʠ. ʉʣʝʜʫʶʱʠʝ ʬʘʢʪʦʨʳ ʪʘʢʞʝ ʤʦʛʫʪ ʩʧʦʩʦʙʩʪʚʦʚʘʪʴ ʫʚʝʣʠʯʝʥʠʶ ʚʦʟʜʝʡʩʪʚʠʷ ʥʘ 

ʢʦʨʧʦʨʘʮʠʠ: 

¶ ʇʦʚʳʰʝʥʠʝ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ ʦʙʱʝʩʪʚʝʥʥʦʩʪʠ ʦ ʧʨʘʚʘʭ ʥʘ ʜʘʥʥʳʝ; 

¶ ʇʦʚʳʰʝʥʥʳʝ ʦʞʠʜʘʥʠʷ ʧʦʪʨʝʙʠʪʝʣʝʡ, ʯʪʦ ʢʦʤʧʘʥʠʠ ʜʦʣʞʥʳ ʧʦʩʪʫʧʘʪʴ 
çʧʨʘʚʠʣʴʥʦè; 

¶ ʇʦʚʳʰʝʥʥʘʷ ʧʨʘʚʦʧʨʠʤʝʥʠʪʝʣʴʥʘʷ ʜʝʷʪʝʣʴʥʦʩʪʴ ʧʦ ʚʩʝʤʫ ʤʠʨʫ; 

ʧʨʠʥʫʜʠʪʝʣʴʥʳʝ ʜʝʡʩʪʚʠʷ ʨʝʛʫʣʠʨʫʶʱʝʛʦ ʦʨʛʘʥʘ ʚ ʦʜʥʦʡ ʶʨʠʩʜʠʢʮʠʠ ʤʦʛʫʪ 
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ʧʦʙʫʜʠʪʴ ʨʝʛʫʣʠʨʫʶʱʠʝ ʦʨʛʘʥʳ ʚ ʜʨʫʛʠʭ ʶʨʠʩʜʠʢʮʠʷʭ ʜʝʡʩʪʚʦʚʘʪʴ ʘʥʘʣʦʛʠʯʥʳʤ 

ʦʙʨʘʟʦʤ; ʘ ʪʘʢʞʝ 

¶ ɹʦʣʝʝ ʰʠʨʦʢʦʝ ʚʥʝʜʨʝʥʠʝ ʮʠʬʨʦʚʳʭ ʧʣʘʪʬʦʨʤ ʚ ʦʪʚʝʪ ʥʘ ʧʘʥʜʝʤʠʶ. 

ɺʥʫʪʨʝʥʥʠʝ ʨʝʛʫʣʷʪʦʨʳ ʨʝʛʫʣʠʨʦʚʘʥʠʷ ʚʩʝ ʙʦʣʴʰʝ ʚʥʠʤʘʥʠʷ ʫʜʝʣʷʶʪ 

ʚʦʧʨʦʩʘʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ. ɺ ʪʦ ʚʨʝʤʷ ʢʘʢ 

ʤʝʩʪʥʳʝ ʨʝʛʫʣʠʨʫʶʱʠʝ ʦʨʛʘʥʳ, ʚʦʟʤʦʞʥʦ, ʨʘʥʝʝ ʧʦʦʱʨʷʣʠ (ʭʦʪʷ ʠ ʜʦʚʦʣʴʥʦ 

ʩʠʣʴʥʦ) ʦʧʨʝʜʝʣʝʥʥʦʝ ʧʦʚʝʜʝʥʠʝ, ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʪʘʢʦʝ ʧʦʚʝʜʝʥʠʝ ʟʘʢʨʝʧʣʝʥʦ 

ʢʘʢ ʬʦʨʤʘʣʠʟʦʚʘʥʥʳʝ ʪʨʝʙʦʚʘʥʠʷ. 

ʆʜʥʠʤ ʠʟ ʧʨʠʤʝʯʘʪʝʣʴʥʳʭ ʧʨʠʤʝʨʦʚ ʷʚʣʷʝʪʩʷ ʚʚʝʜʝʥʠʝ ʨʝʞʠʤʘ 

ʦʙʷʟʘʪʝʣʴʥʦʛʦ ʫʚʝʜʦʤʣʝʥʠʷ ʦ ʥʘʨʫʰʝʥʠʷʭ ʧʦʩʨʝʜʩʪʚʦʤ ʧʦʧʨʘʚʦʢ ʢ ɿʘʢʦʥʫ ʦ ʟʘʱʠʪʝ 

ʣʠʯʥʳʭ ʜʘʥʥʳʭ (çPDPAè). ʉ ʧʦʧʨʘʚʢʘʤʠ, ʦʨʛʘʥʠʟʘʮʠʠ ʜʦʣʞʥʳ ʙʫʜʫʪ ʫʚʝʜʦʤʣʷʪʴ 

ʟʘʪʨʦʥʫʪʳʭ ʣʠʮ ʠ ʂʦʤʠʩʩʠʶ ʧʦ ʟʘʱʠʪʝ ʣʠʯʥʳʭ ʜʘʥʥʳʭ (çPDPCè), ʂʦʛʜʘ ʫʪʝʯʢʘ 

ʜʘʥʥʳʭ ʧʨʠʚʦʜʠʪ ʠʣʠ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʟʥʘʯʠʪʝʣʴʥʦʤʫ ʫʱʝʨʙʫ. ʍʦʪʷ ʩʨʦʢʠ 

ʫʚʝʜʦʤʣʝʥʠʷ ʟʘʪʨʦʥʫʪʳʭ ʣʠʮ ʢʦʥʢʨʝʪʥʦ ʥʝ ʫʢʘʟʘʥʳ ʚ ʜʥʷʭ ʠʣʠ ʯʘʩʘʭ, PDC ʜʦʣʞʝʥ 

ʙʳʪʴ ʫʚʝʜʦʤʣʝʥ ʚ ʪʝʯʝʥʠʝ 3 ʢʘʣʝʥʜʘʨʥʳʭ ʜʥʝʡ ʩʦ ʜʥʷ ʧʨʦʚʝʜʝʥʠʷ ʦʮʝʥʢʠ. 

ʄʘʢʩʠʤʘʣʴʥʳʡ ʬʠʥʘʥʩʦʚʳʡ ʰʪʨʘʬ ʧʦ ʅɼʇɸ ʪʘʢʞʝ ʙʫʜʝʪ ʫʚʝʣʠʯʝʥ. ʕʪʦ 

ʙʫʜʝʪ 10% ʦʪ ʛʦʜʦʚʦʛʦ ʦʙʦʨʦʪʘ ʦʨʛʘʥʠʟʘʮʠʠ ʠʣʠ 1 ʤʠʣʣʠʦʥ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʦʛʦ, 

ʯʪʦ ʙʦʣʴʰʝ. ɺ ʩʚʷʟʠ ʩ ʦʧʘʩʝʥʠʷʤʠ, ʯʪʦ ʧʝʨʝʩʤʦʪʨʝʥʥʳʡ ʤʘʢʩʠʤʘʣʴʥʳʡ ʰʪʨʘʬ 

ʤʦʞʝʪ ʙʳʪʴ ʥʝʦʧʨʘʚʜʘʥʥʦ ʩʫʨʦʚʳʤ, ʙʳʣʦ ʫʢʘʟʘʥʦ, ʯʪʦ PDPC ʙʫʜʝʪ ʛʘʨʘʥʪʠʨʦʚʘʪʴ, 

ʯʪʦ ʥʘʣʘʛʘʝʤʳʝ ʬʠʥʘʥʩʦʚʳʝ ʰʪʨʘʬʳ ʙʫʜʫʪ ʩʦʨʘʟʤʝʨʥʳ ʩʝʨʴʝʟʥʦʩʪʠ ʥʘʨʫʰʝʥʠʷ. 

ʆʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʧʝʨʝʜ ʯʘʩʪʥʳʤʠ ʣʠʮʘʤʠ ʪʘʢʞʝ ʤʦʞʝʪ ʚʦʟʥʠʢʘʪʴ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʤʝʩʪʥʳʤ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ. ʅɼʇɸ ʧʨʷʤʦ ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ ʧʨʘʚʦ 

ʠʩʢʘ ʦ ʚʦʟʤʝʱʝʥʠʠ ʫʱʝʨʙʘ ʚ ʨʘʤʢʘʭ ʛʨʘʞʜʘʥʩʢʦʛʦ ʩʫʜʦʧʨʦʠʟʚʦʜʩʪʚʘ ʚ ʦʪʥʦʰʝʥʠʠ 

ʫʙʳʪʢʦʚ ʠʣʠ ʫʱʝʨʙʘ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʚ ʨʝʟʫʣʴʪʘʪʝ ʥʘʨʫʰʝʥʠʷ ʦʧʨʝʜʝʣʝʥʥʳʭ 

ʧʦʣʦʞʝʥʠʡ ʅɼʇɸ. 

ʆʙʷʟʘʪʝʣʴʩʪʚʘ ʤʦʛʫʪ ʚʦʟʥʠʢʘʪʴ ʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʜʨʫʛʠʤʠ ʧʦʣʦʞʝʥʠʷʤʠ. 

ʅʘʧʨʠʤʝʨ, ʭʦʪʷ ɿʘʢʦʥ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʦʩʥʦʚʥʦʤ ʢʘʩʘʝʪʩʷ ʦʨʛʘʥʠʟʘʮʠʡ, 

ʢʦʪʦʨʳʝ ʚʣʘʜʝʶʪ ʠʣʠ ʵʢʩʧʣʫʘʪʠʨʫʶʪ ʢʨʠʪʠʯʝʩʢʫʶ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ (çCIIè), ɿʘʢʦʥ ʧʦ-ʧʨʝʞʥʝʤʫ ʥʘʣʘʛʘʝʪ ʦʙʷʟʘʪʝʣʴʩʪʚʘ ʥʘ ʢʦʤʧʘʥʠʠ, 

ʢʦʪʦʨʳʝ ʥʝ ʚʣʘʜʝʶʪ ʠ ʥʝ ʫʧʨʘʚʣʷʶʪ CII. ɺʩʝ ʦʨʛʘʥʠʟʘʮʠʠ ʦʙʷʟʘʥʳ ʩʦʪʨʫʜʥʠʯʘʪʴ ʩ 

ʋʧʦʣʥʦʤʦʯʝʥʥʳʤ ʚ ʨʘʩʩʣʝʜʦʚʘʥʠʠ ʫʛʨʦʟ ʠ ʠʥʮʠʜʝʥʪʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʦ 

ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʧʨʝʜʦʩʪʘʚʠʪʴ ʣʶʙʫʶ ʬʠʟʠʯʝʩʢʫʶ ʠʣʠ ʵʣʝʢʪʨʦʥʥʫʶ 

ʟʘʧʠʩʴ ʠʣʠ ʜʦʢʫʤʝʥʪ ʠʣʠ ʪʘʢʠʝ ʤʝʨʳ ʧʦ ʠʩʧʨʘʚʣʝʥʠʶ ʧʦʣʦʞʝʥʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʫʢʘʟʘʥʠʷʤʠ ʋʧʦʣʥʦʤʦʯʝʥʥʦʛʦ. 

ʄʝʞʜʫʥʘʨʦʜʥʦʝ ʠ ʵʢʩʪʝʨʨʠʪʦʨʠʘʣʴʥʦʝ ʧʨʘʚʦ ɿʘʢʦʥʳ, ʠʤʝʶʱʠʝ 

ʵʢʩʪʝʨʨʠʪʦʨʠʘʣʴʥʦʝ ʜʝʡʩʪʚʠʝ, ʪʘʢʞʝ ʤʦʛʫʪ ʩʦʟʜʘʚʘʪʴ ʧʦʪʝʥʮʠʘʣʴʥʫʶ 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʜʣʷ ʢʦʨʧʦʨʘʮʠʠ-ʞʝʨʪʚʳ. 

ʈʘʩʪʫʱʝʝ ʢʦʣʠʯʝʩʪʚʦ ʧʨʘʚʠʣ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

ʜʘʥʥʳʭ ʚʦ ʚʩʝʤ ʤʠʨʝ ʠʤʝʝʪ ʵʢʩʪʝʨʨʠʪʦʨʠʘʣʴʥʳʡ ʭʘʨʘʢʪʝʨ. ʅʘʧʨʠʤʝʨ, ʆʙʱʠʡ 

ʨʝʛʣʘʤʝʥʪ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʤʦʞʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʢ ʢʦʥʪʨʦʣʣʝʨʘʤ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ 

ʥʝ ʠʤʝʶʪ ʧʨʝʜʩʪʘʚʠʪʝʣʴʩʪʚʘ ʚ ɽʚʨʦʧʝ, ʠ ʧʨʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʦʙʩʪʦʷʪʝʣʴʩʪʚʘʭ 

ʩʫʙʲʝʢʪʳ ʜʘʥʥʳʭ ʜʘʞʝ ʥʝ ʦʙʷʟʘʥʳ ʧʨʦʞʠʚʘʪʴ ʚ ɽʚʨʦʧʝ, ʯʪʦʙʳ ʠʤʝʪʴ ʧʨʘʚʦ ʥʘ 

ʟʘʱʠʪʫ. 

ʋʯʠʪʳʚʘʷ, ʯʪʦ ʙʦʣʴʰʠʥʩʪʚʦ ʢʨʫʧʥʳʭ ʢʦʨʧʦʨʘʮʠʡ, ʢʘʢ ʧʨʘʚʠʣʦ, ʨʘʙʦʪʘʶʪ ʚ 

ʥʝʩʢʦʣʴʢʠʭ ʩʪʨʘʥʘʭ, ʠʥʮʠʜʝʥʪ, ʩʚʷʟʘʥʥʳʡ ʩ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ 
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ʚʦʟʥʠʢʥʦʚʝʥʠʶ ʥʦʨʤʘʪʠʚʥʳʭ ʘʢʪʦʚ, ʢʘʩʘʶʱʠʭʩʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ ʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʚ ʥʝʩʢʦʣʴʢʠʭ ʶʨʠʩʜʠʢʮʠʷʭ. ʕʪʦ, ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʦʟʥʘʯʘʝʪ, ʯʪʦ 

ʢʦʨʧʦʨʘʮʠʷ-ʞʝʨʪʚʘ ʜʦʣʞʥʘ ʙʦʨʦʪʴʩʷ ʩ ʧʨʘʚʠʣʘʤʠ (ʠ ʨʝʛʫʣʠʨʫʶʱʠʤʠ ʦʨʛʘʥʘʤʠ) ʚ 

ʥʝʩʢʦʣʴʢʠʭ ʶʨʠʩʜʠʢʮʠʷʭ. ʕʪʦ ʧʦʜʯʝʨʢʠʚʘʝʪ ʚʘʞʥʦʩʪʴ ʩʢʦʦʨʜʠʥʠʨʦʚʘʥʥʦʛʦ 

ʧʦʜʭʦʜʘ. 

ʇʨʷʤʘʷ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ 

ʂʘʢ ʫʢʘʟʘʥʦ ʚʳʰʝ, PDPA ʧʨʷʤʦ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʧʨʘʚʦ ʥʘ ʢʦʤʧʝʥʩʘʮʠʶ ʣʶʜʷʤ, 

ʢʦʪʦʨʳʝ ʧʦʥʝʩʣʠ ʫʱʝʨʙ ʚ ʨʝʟʫʣʴʪʘʪʝ ʥʝʚʳʧʦʣʥʝʥʠʷ ʦʨʛʘʥʠʟʘʮʠʝʡ ʩʚʦʠʭ 

ʦʙʷʟʘʪʝʣʴʩʪʚ ʚ ʦʪʥʦʰʝʥʠʠ ʩʙʦʨʘ, ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠ ʨʘʩʢʨʳʪʠʷ ʣʠʯʥʳʭ ʜʘʥʥʳʭ. 

ʈʘʩʢʨʳʪʠʝ ʠʥʬʦʨʤʘʮʠʠ ʚ ʥʘʨʫʰʝʥʠʝ ʜʦʚʝʨʠʪʝʣʴʥʳʭ ʦʪʥʦʰʝʥʠʡ ʪʘʢʞʝ ʤʦʞʝʪ 

ʧʦʚʣʝʯʴ ʟʘ ʩʦʙʦʡ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ. ʂʘʢ ʪʦʣʴʢʦ ʙʫʜʝʪ ʫʩʪʘʥʦʚʣʝʥʦ, ʯʪʦ 

ʨʘʩʩʤʘʪʨʠʚʘʝʤʘʷ ʠʥʬʦʨʤʘʮʠʷ ʠʤʝʝʪ ʥʝʦʙʭʦʜʠʤʦʝ ʢʘʯʝʩʪʚʦ ʜʦʚʝʨʠʷ ʠ ʙʳʣʘ 

ʧʝʨʝʜʘʥʘ ʚ ʦʙʩʪʦʷʪʝʣʴʩʪʚʘʭ, ʪʨʝʙʫʶʱʠʭ ʩʦʙʣʶʜʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʤʦʞʝʪ 

ʚʦʟʥʠʢʥʫʪʴ ʦʩʥʦʚʘʥʠʝ ʜʣʷ ʠʩʢʘ ʦ ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʠ ʜʦʚʝʨʠʝʤ. ʈʘʩʢʨʳʪʠʝ 

ʠʥʬʦʨʤʘʮʠʠ ʥʝ ʜʦʣʞʥʦ ʙʳʪʴ ʧʨʝʜʥʘʤʝʨʝʥʥʳʤ, ʯʪʦʙʳ ʢʦʨʧʦʨʘʮʠʷ ʤʦʛʣʘ ʥʝʩʪʠ 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ. 

ɼʨʫʛʠʝ ʧʨʠʯʠʥʳ ʜʝʡʩʪʚʠʡ ʤʦʛʫʪ ʙʳʪʴ ʜʦʩʪʫʧʥʳ, ʝʩʣʠ ʨʘʩʢʨʳʪʠʝ 

ʠʥʬʦʨʤʘʮʠʠ ʠʣʠ ʫʪʝʯʢʘ ʧʨʦʠʟʦʰʣʠ ʚ ʥʘʨʫʰʝʥʠʝ ʢʘʢʠʭ-ʣʠʙʦ ʜʦʛʦʚʦʨʥʳʭ 

ʩʦʛʣʘʰʝʥʠʡ ʤʝʞʜʫ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʡ ʢʦʨʧʦʨʘʮʠʝʡ ʠ ʧʦʩʪʨʘʜʘʚʰʝʡ ʩʪʦʨʦʥʦʡ. 

ʇʨʠʤʝʨʳ ʚʢʣʶʯʘʶʪ ʩʣʫʯʘʠ, ʢʦʛʜʘ ʢʦʥʪʨʘʛʝʥʪ ʧʦʥʝʩ ʫʙʳʪʢʠ ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʥʘʨʫʰʝʥʠʷ ʜʦʛʦʚʦʨʘ ʩ ʢʣʠʝʥʪʦʤ ʠʣʠ ʥʘʨʫʰʝʥʠʷ ʪʨʫʜʦʚʦʛʦ ʜʦʛʦʚʦʨʘ, ʪʨʝʙʫʶʱʝʛʦ 

ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʦʧʨʝʜʝʣʝʥʥʳʤ ʦʙʨʘʟʦʤ. 

ʆʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʪʘʢʞʝ ʤʦʞʝʪ ʚʦʟʥʠʢʘʪʴ ʠʟ-ʟʘ ʪʦʛʦ, ʢʘʢ ʦʨʛʘʥʠʟʘʮʠʷ ʠ ʝʝ 

ʩʪʘʨʰʠʝ ʜʦʣʞʥʦʩʪʥʳʝ ʣʠʮʘ ʩʧʨʘʚʣʷʶʪʩʷ ʩ ʠʥʮʠʜʝʥʪʦʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ 

ʫʪʝʯʢʦʡ ʜʘʥʥʳʭ. ʆʙʷʟʘʥʥʦʩʪʴ ʜʠʨʝʢʪʦʨʦʚ ʜʝʡʩʪʚʦʚʘʪʴ ʚ ʠʥʪʝʨʝʩʘʭ ʢʦʤʧʘʥʠʠ ʤʦʞʝʪ 

ʚʢʣʶʯʘʪʴ ʨʘʩʩʤʦʪʨʝʥʠʝ ʨʝʘʢʮʠʠ, ʧʨʠʥʷʪʦʡ ʧʦʩʣʝ ʠʥʮʠʜʝʥʪʘ. 

ʅʘ ʧʨʘʢʪʠʢʝ ʯʘʩʪʦ ʤʦʞʥʦ ʫʢʘʟʘʪʴ ʥʝʩʢʦʣʴʢʦ ʧʨʠʯʠʥ ʜʣʷ ʠʩʢʘ, ʧʦʩʢʦʣʴʢʫ 

ʠʥʮʠʜʝʥʪ, ʩʚʷʟʘʥʥʳʡ ʩ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʦʙʳʯʥʦ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʨʘʟʥʳʝ ʚʝʱʠ, 

ʧʨʦʠʩʭʦʜʷʱʠʝ ʩ ʨʘʟʥʳʤʠ ʜʘʥʥʳʤʠ. 

ʂʦʣʣʝʢʪʠʚʥʳʝ ʜʝʡʩʪʚʠʷ 

ʍʦʪʷ ʠʥʜʠʚʠʜʫʘʣʴʥʳʝ ʧʨʝʪʝʥʟʠʠ ʧʦ ʧʦʚʦʜʫ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʠʣʠ 

ʥʝʧʨʘʚʦʤʝʨʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʦʙʳʯʥʦ ʥʝ ʚʣʝʢʫʪ ʟʘ ʩʦʙʦʡ ʩʝʨʴʝʟʥʳʭ ʫʙʳʪʢʦʚ, 

ʩʦʚʦʢʫʧʥʘʷ ʩʫʤʤʘ ʤʦʞʝʪ ʙʳʪʴ ʚʝʩʴʤʘ ʟʥʘʯʠʪʝʣʴʥʦʡ. 

ɺ ʉʦʝʜʠʥʝʥʥʦʤ ʂʦʨʦʣʝʚʩʪʚʝ ʙʳʣʦ ʥʝʩʢʦʣʴʢʦ ʩʣʫʯʘʝʚ, ʢʦʛʜʘ ʢʦʣʣʝʢʪʠʚʥʳʝ 

ʠʩʢʠ ʢʣʠʝʥʪʦʚ ʙʳʣʠ ʨʘʟʨʝʰʝʥʳ. ʆʪʯʘʩʪʠ ʵʪʦ ʩʚʷʟʘʥʦ ʩ ʪʝʤ, ʯʪʦ ʠʩʪʮʳ ʨʝʰʠʣʠ 

ʩʪʨʫʢʪʫʨʠʨʦʚʘʪʴ ʩʚʦʠ ʧʨʝʪʝʥʟʠʠ ʛʨʘʤʦʪʥʦ. 

ʇʦʩʣʝʜʥʝʝ ʨʝʰʝʥʠʝ ʉʠʥʛʘʧʫʨʘ ʧʦ ʵʪʦʤʫ ʚʦʧʨʦʩʫ ʪʘʢʞʝ ʫʢʘʟʳʚʘʝʪ ʥʘ ʙʦʣʝʝ 

ʣʠʙʝʨʘʣʴʥʳʡ ʧʦʜʭʦʜ ʢ ʪʘʢʠʤ ʢʦʣʣʝʢʪʠʚʥʳʤ ʜʝʡʩʪʚʠʷʤ, ʢʦʪʦʨʳʡ ʨʘʟʨʝʰʝʥ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʨʘʚʠʣʘʤʠ ʛʨʘʞʜʘʥʩʢʦʛʦ ʩʫʜʦʧʨʦʠʟʚʦʜʩʪʚʘ ʉʠʥʛʘʧʫʨʘ ʚ ʢʘʯʝʩʪʚʝ 

ʧʨʝʜʩʪʘʚʠʪʝʣʴʥʦʛʦ ʜʝʡʩʪʚʠʷ. ʐʠʨʦʢʦʝ ʪʦʣʢʦʚʘʥʠʝ ʪʨʝʙʦʚʘʥʠʷ çʦʜʠʥʘʢʦʚʦʡ 

ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʦʩʪʠè (ʥʝʦʙʭʦʜʠʤʦʛʦ ʜʣʷ ʧʨʦʜʦʣʞʝʥʠʷ ʧʨʝʜʩʪʘʚʠʪʝʣʴʥʦʛʦ 

ʜʝʡʩʪʚʠʷ) ʙʳʣʦ ʧʨʠʥʷʪʦ ʚ ʨʘʟʣʠʯʥʳʭ ʶʨʠʩʜʠʢʮʠʷʭ, ʠ ɸʧʝʣʣʷʮʠʦʥʥʳʡ ʩʫʜ 

ʉʠʥʛʘʧʫʨʘ ʧʨʠʥʷʣ ʪʘʢʦʡ ʧʦʜʭʦʜ. 



 84 

ɸʧʝʣʣʷʮʠʦʥʥʳʡ ʩʫʜ ʉʠʥʛʘʧʫʨʘ ʪʘʢʞʝ ʧʨʠʤʝʥʠʣ ʰʠʨʦʢʠʡ ʠ ʛʠʙʢʠʡ ʧʦʜʭʦʜ ʢ 

ʫʧʨʘʚʣʝʥʠʶ ʧʨʝʜʩʪʘʚʠʪʝʣʴʩʢʠʤʠ ʠʩʢʘʤʠ ʠ ʩʫʜʝʙʥʦʡ ʟʘʱʠʪʝ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʙʳʪʴ 

ʧʨʝʜʦʩʪʘʚʣʝʥʘ ʠʩʪʮʘʤ. 

ʅʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʚʳʥʫʞʜʘʶʪ ʣʠ ʦʥʠ ʚʩʝ ʙʦʣʝʝ ʞʝʩʪʢʦʝ ʨʝʛʫʣʠʨʦʚʘʥʠʝ ʠʣʠ 

ʫʛʨʦʟʘ ʛʨʘʞʜʘʥʩʢʦʡ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ, ʢʦʨʧʦʨʘʮʠʠ ʠ ʠʭ ʚʳʩʰʝʝ ʨʫʢʦʚʦʜʩʪʚʦ 

ʩʪʦʣʢʥʫʪʩʷ ʩ ʙʦʣʝʝ ʧʨʠʩʪʘʣʴʥʳʤ ʚʥʠʤʘʥʠʝʤ ʠ ʜʘʚʣʝʥʠʝʤ, ʯʪʦʙʳ ʫʩʠʣʠʪʴ 

ʫʧʨʘʚʣʝʥʠʝ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʦʤ / ʜʘʥʥʳʤʠ ʠ ʠʭ ʫʩʪʦʡʯʠʚʦʩʪʴ. ɽʩʣʠ ʦʥʠ ʵʪʦʛʦ ʥʝ 

ʩʜʝʣʘʣʠ, ʢʦʨʧʦʨʘʮʠʠ ʜʦʣʞʥʳ ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʵʪʦʪ ʧʝʨʠʦʜ ʢʘʢ ʚʦʟʤʦʞʥʦʩʪʴ ʦʮʝʥʠʪʴ 

ʠ ʫʢʨʝʧʠʪʴ ʩʚʦʶ ʧʦʣʠʪʠʢʫ, ʧʨʦʮʝʩʩʳ ʠ ʩʪʨʫʢʪʫʨʫ, ʯʪʦʙʳ ʩʥʠʟʠʪʴ ʵʪʠ ʢʠʙʝʨ-ʨʠʩʢʠ ʠ 

ʨʠʩʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʜʘʥʥʳʤʠè. (Lijun Chui. Singapore: Cyber and Data Breach 

Exposure // Bird & Bird 

(https://www.twobirds.com/en/news/articles/2020/singapore/singapore-cyber-and-data-

breach-exposure). 10.11.2020). 
  

***  

 

çɺ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʤʝʞʜʫʥʘʨʦʜʥʦʡ ʧʨʘʢʪʠʢʦʡ, ʧʨʦʝʢʪ ɿʘʢʦʥʘ ʂʅʈ ʦ 

ʟʘʱʠʪʝ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ (çʇʨʦʝʢʪ ɿʘʢʦʥʘ ʦ ʟʘʱʠʪʝ ʣʠʯʥʳʭ ʜʘʥʥʳʭè) 

ʩʦʜʝʨʞʠʪ ʠʩʯʝʨʧʳʚʘʶʱʠʡ ʥʘʙʦʨ ʠʥʜʠʚʠʜʫʘʣʴʥʳʭ ʧʨʘʚ. ɺ ʯʘʩʪʠ 3 ʥʘʰʝʡ ʩʝʨʠʠ 

ʠʟ ʯʝʪʳʨʝʭ ʯʘʩʪʝʡ ʤʳ ʨʘʩʩʤʦʪʨʠʤ ʥʝʢʦʪʦʨʳʝ ʠʟ ʵʪʠʭ ʧʨʘʚ ʠ, ʛʜʝ ʵʪʦ ʫʤʝʩʪʥʦ, 

ʩʨʘʚʥʠʤ ʠʭ ʩ ʠʭ ʘʥʘʣʦʛʘʤʠ ʚ GDPR. 

1. ʇʨʘʚʦ ʥʘ ʧʦʣʫʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ (ʠʥʬʦʨʤʘʮʠʦʥʥʦʝ ʩʦʦʙʱʝʥʠʝ) 

ɿʘʢʦʥʦʧʨʦʝʢʪ ʦ ʟʘʱʠʪʝ ʣʠʯʥʳʭ ʜʘʥʥʳʭ ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ, ʯʪʦ ʦʧʨʝʜʝʣʝʥʥʘʷ 

ʠʥʬʦʨʤʘʮʠʷ ʜʦʣʞʥʘ ʙʳʪʴ ʧʨʝʜʦʩʪʘʚʣʝʥʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤʫ ʣʠʮʫ, ʧʨʝʞʜʝ ʯʝʤ ʝʛʦ 

ʣʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʦʙʨʘʙʦʪʘʥʘ. ʆʙʷʟʘʪʝʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʚʢʣʶʯʘʝʪ: 

¶ ʣʠʯʥʦʩʪʴ ʦʙʨʘʙʦʪʯʠʢʘ PI ʠ ʝʛʦ ʢʦʥʪʘʢʪʥʳʝ ʜʘʥʥʳʝ 

¶ ʮʝʣʠ ʦʙʨʘʙʦʪʢʠ 

¶ ʩʨʝʜʩʪʚʘ, ʥʘ ʢʦʪʦʨʳʭ ʙʫʜʝʪ ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ ʣʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ 

¶ ʪʠʧʳ ʦʙʨʘʙʘʪʳʚʘʝʤʦʡ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ 

¶ ʩʨʦʢ ʭʨʘʥʝʥʠʷ 

¶ ʢʘʢ ʤʦʛʫʪ ʙʳʪʴ ʨʝʘʣʠʟʦʚʘʥʳ ʧʨʘʚʘ ʯʝʣʦʚʝʢʘ 

¶ ʇʨʦʮʝʩʩʦʨ PI ʪʘʢʞʝ ʥʝʦʙʭʦʜʠʤ ʜʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʚ ʦʧʨʝʜʝʣʝʥʥʳʭ ʦʙʩʪʦʷʪʝʣʴʩʪʚʘʭ: 

¶ ʝʩʣʠ ʣʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʙʫʜʝʪ ʧʨʝʜʦʩʪʘʚʣʝʥʘ ʪʨʝʪʴʝʡ ʩʪʦʨʦʥʝ, 

ʠʥʬʦʨʤʘʮʠʷ ʚ ʧʫʥʢʪʘʭ (a) - (d) ʚʳʰʝ ʚ ʪʦʡ ʤʝʨʝ, ʚ ʢʘʢʦʡ ʦʥʘ ʦʪʥʦʩʠʪʩʷ ʢ ʧʝʨʝʜʘʯʝ ʠ 

ʪʨʝʪʴʝʡ ʩʪʦʨʦʥʝ-ʧʦʣʫʯʘʪʝʣʶ; ʘ ʪʘʢʞʝ 

¶ ʝʩʣʠ ʧʝʨʝʜʘʯʘ ʥʝʦʙʭʦʜʠʤʘ ʠʟ-ʟʘ ʩʣʠʷʥʠʷ, ʣʠʯʥʦʩʪʴ ʠ ʢʦʥʪʘʢʪʥʳʝ ʜʘʥʥʳʝ 

ʧʦʣʫʯʘʪʝʣʷ. 

ɼʣʷ ʢʠʪʘʡʩʢʠʭ ʧʨʝʜʧʨʠʷʪʠʡ, ʢʦʪʦʨʳʝ ʩʦʙʣʶʜʘʶʪ ʪʨʝʙʦʚʘʥʠʷ, ʠʟʣʦʞʝʥʥʳʝ ʚ 

ɿʘʢʦʥʝ ʂʅʈ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʦʙʥʦʚʣʝʥʥʦʤ ʠ ʧʝʨʝʩʤʦʪʨʝʥʥʦʤ ʅʘʮʠʦʥʘʣʴʥʦʤ 

ʩʪʘʥʜʘʨʪʝ PI ʧʦ ʪʝʭʥʦʣʦʛʠʷʤ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ - ʉʧʝʮʠʬʠʢʘʮʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ (ʧʦʩʣʝʜʥʷʷ ʚʝʨʩʠʷ ʚʩʪʫʧʠʣʘ ʚ ʩʠʣʫ 1 ʦʢʪʷʙʨʷ 

2020 ʛ., (" PI National ʉʪʘʥʜʘʨʪ ")), ʘ ʪʘʢʞʝ ʦʪʨʘʩʣʝʚʳʝ ʧʨʘʚʠʣʘ, ʠʭ ʩʫʱʝʩʪʚʫʶʱʠʝ 

ʧʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʚʝʨʦʷʪʥʦ, ʫʞʝ ʚʢʣʶʯʘʶʪ ʪʨʝʙʫʝʤʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ʇʦʵʪʦʤʫ ʟʜʝʩʴ ʥʝʪ ʥʠʯʝʛʦ ʫʜʠʚʠʪʝʣʴʥʦʛʦ. 
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ʊʝʤ ʥʝ ʤʝʥʝʝ, ʩʫʱʝʩʪʚʫʶʪ ʦʧʨʝʜʝʣʝʥʥʳʝ ʟʘʤʝʪʥʳʝ ʨʘʟʣʠʯʠʷ ʤʝʞʜʫ ʧʨʦʝʢʪʦʤ 

ʟʘʢʦʥʘ ʦ ʟʘʱʠʪʝ ʣʠʯʥʳʭ ʜʘʥʥʳʭ ʠ, ʥʘʧʨʠʤʝʨ, GDPR ʚ ʦʪʥʦʰʝʥʠʠ ʪʨʝʙʦʚʘʥʠʡ ʦʙ 

ʫʚʝʜʦʤʣʝʥʠʠ. ʅʘʧʨʠʤʝʨ, ʧʨʘʚʦʚʳʝ ʦʩʥʦʚʳ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, 

ʭʦʪʷ ʠ ʠʟʣʦʞʝʥʳ ʚ ʩʪʘʪʴʝ 13 ʧʨʦʝʢʪʘ ʟʘʢʦʥʘ ʦ ʟʘʱʠʪʝ ʣʠʯʥʳʭ ʜʘʥʥʳʭ, ʥʝ 

ʦʙʷʟʘʪʝʣʴʥʦ ʜʦʣʞʥʳ ʙʳʪʴ ʧʨʷʤʦ ʧʨʦʧʠʩʘʥʳ ʚ ʧʦʣʠʪʠʢʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ (ʚ 

ʦʪʣʠʯʠʝ ʦʪ GDPR). 

ɼʨʫʛʦʡ ʧʨʠʤʝʨ: ʧʨʦʝʢʪ ʟʘʢʦʥʘ ʦ ʟʘʱʠʪʝ PI ʪʨʝʙʫʝʪ, ʯʪʦʙʳ ʧʨʦʮʝʩʩʦʨ PI ʷʚʥʦ 

ʫʢʘʟʳʚʘʣ ʩʨʦʢ ʭʨʘʥʝʥʠʷ. ɺ ʦʪʣʠʯʠʝ ʦʪ ʩʪʘʪʴʠ 13 (2) (a) GDPR, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ 

ʢʦʥʪʨʦʣʣʝʨʫ ʜʘʥʥʳʭ ʫʢʘʟʳʚʘʪʴ ʢʨʠʪʝʨʠʠ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʩʨʦʢʘ 

ʭʨʘʥʝʥʠʷ, ʝʩʣʠ ʥʝʚʦʟʤʦʞʥʦ ʟʘʨʘʥʝʝ ʦʧʨʝʜʝʣʠʪʴ ʩʨʦʢ ʭʨʘʥʝʥʠʷ, ʚ ʧʨʦʝʢʪʝ PI ʥʝʪ 

ʪʘʢʦʛʦ ʵʢʚʠʚʘʣʝʥʪʥʦʛʦ ʧʦʣʦʞʝʥʠʷ. ɿʘʢʦʥ ʦ ʟʘʱʠʪʝ. ʂʘʢ ʦʪʤʝʯʘʣʦʩʴ ʚ ʏʘʩʪʠ 2, 

ʧʨʦʝʢʪ ɿʘʢʦʥʘ ʦ ʟʘʱʠʪʝ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʩʦʜʝʨʞʠʪ ʦʙʱʠʡ 

ʧʨʠʥʮʠʧ ʟʘʱʠʪʳ ʜʘʥʥʳʭ (ʩʪʘʪʴʷ 20), ʦʛʨʘʥʠʯʠʚʘʶʱʠʡ ʩʨʦʢ ʭʨʘʥʝʥʠʷ ʜʦ ʧʝʨʠʦʜʘ, 

ʥʝʦʙʭʦʜʠʤʦʛʦ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʮʝʣʠ, ʜʣʷ ʢʦʪʦʨʦʡ ʩʦʙʠʨʘʶʪʩʷ ʜʘʥʥʳʝ. ʊʝʤ ʥʝ 

ʤʝʥʝʝ, ʵʪʦʪ ʧʝʨʠʦʜ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ ʜʣʷ ʟʘʱʠʪʳ ʜʘʥʥʳʭ ʤʦʞʝʪ ʙʳʪʴ ʦʪʤʝʥʝʥ 

ʜʨʫʛʠʤʠ (ʯʘʱʝ ʙʦʣʝʝ ʜʣʠʪʝʣʴʥʳʤʠ) ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʟʘʢʦʥʦʤ ʩʨʦʢʘʤʠ ʭʨʘʥʝʥʠʷ - 

ʵʪʦ ʦʙʷʟʘʪʝʣʴʩʪʚʦ (ʠʣʠ ʧʨʘʚʦ) ʧʨʷʤʦ ʩʦʭʨʘʥʷʝʪʩʷ ʚ ʧʨʦʝʢʪʝ ʟʘʢʦʥʘ ʦ ʟʘʱʠʪʝ PI. 

2. ʇʨʘʚʦ ʥʘ ʜʦʩʪʫʧ, ʠʩʧʨʘʚʣʝʥʠʝ ʠ ʩʪʠʨʘʥʠʝ 

ʍʦʪʷ ɿʘʢʦʥ ʂʅʈ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʥʢʨʝʪʥʦ ʧʨʝʜʦʩʪʘʚʣʷʝʪ 

ʦʧʨʝʜʝʣʝʥʥʳʝ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ, ʝʛʦ ʧʦʣʦʞʝʥʠʷ ʢʨʘʪʢʠʝ ʠ ʥʝ ʩʦʜʝʨʞʘʪ 

ʧʦʜʨʦʙʥʦʩʪʝʡ, ʯʪʦʙʳ ʧʨʦʮʝʩʩʦʨ PI ʤʦʛ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ ʦʙʣʝʛʯʠʪʴ ʪʘʢʠʝ ʧʨʘʚʘ 

(ʩʤ. ʉʪʘʪʴʶ 43). ʅʘʧʨʦʪʠʚ, ʧʨʦʝʢʪ ʟʘʢʦʥʘ ʦ ʟʘʱʠʪʝ ʣʠʯʥʳʭ ʜʘʥʥʳʭ ʩʦʜʝʨʞʠʪ ʨʷʜ 

ʙʦʣʝʝ ʧʦʜʨʦʙʥʳʭ ʪʨʝʙʦʚʘʥʠʡ: 

ʇʨʘʚʦ ʥʘ ʜʦʩʪʫʧ (ʉʪʘʪʴʷ 45) 

ʌʠʟʠʯʝʩʢʦʝ ʣʠʮʦ ʠʤʝʝʪ ʧʨʘʚʦ ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʠ ʟʘʧʨʘʰʠʚʘʪʴ ʢʦʧʠʠ ʩʚʦʝʡ 

ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʫ ʦʙʨʘʙʦʪʯʠʢʘ PI. ɺ ʦʪʣʠʯʠʝ ʦʪ ʥʘʮʠʦʥʘʣʴʥʦʛʦ ʩʪʘʥʜʘʨʪʘ PI 

ʠʣʠ GDPR, ʧʦʣʦʞʝʥʠʷ ʥʝ ʩʦʜʝʨʞʘʪ ʢʘʢʠʭ-ʣʠʙʦ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʩʚʝʜʝʥʠʡ ʦ ʪʠʧʝ 

ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʫʶ ʧʨʦʮʝʩʩʦʨ PI ʜʦʣʞʝʥ ʧʨʝʜʦʩʪʘʚʠʪʴ ʬʠʟʠʯʝʩʢʦʤʫ ʣʠʮʫ. 

ʇʨʘʚʦ ʥʘ ʠʩʧʨʘʚʣʝʥʠʝ (ʩʪʘʪʴʷ 46) 

ʌʠʟʠʯʝʩʢʦʝ ʣʠʮʦ ʠʤʝʝʪ ʧʨʘʚʦ ʧʦʪʨʝʙʦʚʘʪʴ ʦʪ ʦʙʨʘʙʦʪʯʠʢʘ PI ʠʩʧʨʘʚʠʪʴ 

ʣʶʙʫʶ ʥʝʪʦʯʥʫʶ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʜʦʧʦʣʥʠʪʴ ʥʝʧʦʣʥʫʶ ʣʠʯʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʭʨʘʥʠʪʩʷ ʫ ʦʙʨʘʙʦʪʯʠʢʘ PI. 

ʇʨʘʚʦ ʥʘ ʫʜʘʣʝʥʠʝ (ʩʪʘʪʴʷ 47) 

ʇʨʦʝʢʪ ʟʘʱʠʪʳ PI ʦʧʨʝʜʝʣʷʝʪ ʦʙʩʪʦʷʪʝʣʴʩʪʚʘ, ʧʨʠ ʢʦʪʦʨʳʭ ʬʠʟʠʯʝʩʢʦʝ ʣʠʮʦ 

ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴ ʫ ʦʙʨʘʙʦʪʯʠʢʘ PI ʫʜʘʣʝʥʠʷ ʝʛʦ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʕʪʠ 

ʦʙʩʪʦʷʪʝʣʴʩʪʚʘ ʚʢʣʶʯʘʶʪ: (i) ʮʝʣʠ ʚ ʦʪʥʦʰʝʥʠʠ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʙʳʣʠ 

ʜʦʩʪʠʛʥʫʪʳ ʠʣʠ ʩʦʛʣʘʩʦʚʘʥʥʳʡ ʧʝʨʠʦʜ ʭʨʘʥʝʥʠʷ ʠʩʪʝʢ; (ii) ʦʙʨʘʙʦʪʯʠʢ PI 

ʧʨʝʢʨʘʱʘʝʪ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʪʦʚʘʨʦʚ ʠ ʫʩʣʫʛ; (iii) ʩʦʛʣʘʩʠʝ ʙʳʣʦ ʦʪʦʟʚʘʥʦ; ʠ (iv) 

ʦʙʨʘʙʦʪʯʠʢ PI ʦʙʨʘʙʘʪʳʚʘʝʪ ʜʘʥʥʳʝ ʚʦʧʨʝʢʠ ʟʘʢʦʥʫ ʠʣʠ ʩʦʛʣʘʩʦʚʘʥʥʳʤ ʮʝʣʷʤ. 

ʉʫʱʝʩʪʚʫʝʪ ʪʘʢʞʝ ʚʩʝʦʙʲʝʤʣʶʱʝʝ ʧʦʣʦʞʝʥʠʝ: ʜʨʫʛʠʝ ʦʙʩʪʦʷʪʝʣʴʩʪʚʘ, 

ʧʨʝʜʫʩʤʦʪʨʝʥʥʳʝ ʟʘʢʦʥʘʤʠ ʠ ʧʦʩʪʘʥʦʚʣʝʥʠʷʤʠ. 

ʆʜʥʘʢʦ ʦʙʷʟʘʪʝʣʴʩʪʚʦ ʧʦ ʫʜʘʣʝʥʠʶ ʥʝ ʷʚʣʷʝʪʩʷ ʘʙʩʦʣʶʪʥʳʤ. ʇʨʦʮʝʩʩʦʨʫ PI 

ʥʝ ʥʫʞʥʦ ʩʪʠʨʘʪʴ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʝʩʣʠ ʵʪʦ ʪʝʭʥʠʯʝʩʢʠ ʥʝʚʦʟʤʦʞʥʦ ʠʣʠ ʝʩʣʠ 

ʫʩʪʘʥʦʚʣʝʥʥʳʡ ʟʘʢʦʥʦʤ ʩʨʦʢ ʭʨʘʥʝʥʠʷ ʝʱʝ ʥʝ ʠʩʪʝʢ. ʆʜʥʘʢʦ ʧʨʦʮʝʩʩʦʨ PI ʜʦʣʞʝʥ 

ʧʨʝʢʨʘʪʠʪʴ ʦʙʨʘʙʦʪʢʫ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 
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ʇʨʘʚʦ ʥʘ ʫʜʘʣʝʥʠʝ ʪʘʢʞʝ ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ ʧʨʦʝʢʪʝ ʟʘʢʦʥʘ ʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ PI 

Data Protection ʢʘʢ ʦʙʷʟʘʪʝʣʴʩʪʚʦ ʦʙʨʘʙʦʪʯʠʢʘ PI. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʧʨʠ 

ʚʦʟʥʠʢʥʦʚʝʥʠʠ ʣʶʙʦʛʦ ʠʟ ʫʧʦʤʷʥʫʪʳʭ ʚʳʰʝ ʦʙʩʪʦʷʪʝʣʴʩʪʚ ʦʞʠʜʘʝʪʩʷ, ʯʪʦ 

ʧʨʦʮʝʩʩʦʨ PI ʫʜʘʣʠʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ʍʦʪʷ, ʧʦʭʦʞʝ, ʥʝʪ ʦʪʜʝʣʴʥʦʛʦ ʧʨʘʚʘ ʥʘ ʚʦʟʨʘʞʝʥʠʝ, ʢʘʢ ʦʙʩʫʞʜʘʣʦʩʴ ʚ ʏʘʩʪʠ 

2, çʧʨʘʚʦ ʥʘ ʚʦʟʨʘʞʝʥʠʝè ʚʩʪʨʦʝʥʦ ʚ ʦʙʷʟʘʥʥʦʩʪʴ ʦʙʨʘʙʦʪʯʠʢʘ PI ʧʦʣʫʯʠʪʴ 

ʩʦʛʣʘʩʠʝ ʦʪ ʦʪʜʝʣʴʥʳʭ ʣʠʮ, ʧʨʠʯʝʤ ʩʦʛʣʘʩʠʝ ʷʚʣʷʝʪʩʷ ʢʣʶʯʝʚʳʤ ʧʨʘʚʦʚʳʤ 

ʦʩʥʦʚʘʥʠʝʤ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʚ ʂʠʪʘʝ. 

3. ʇʨʘʚʦ ʥʘ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʝ ʧʨʠʥʷʪʠʝ ʨʝʰʝʥʠʡ 

ʏʘʩʪʥʦʤʫ ʣʠʮʫ ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʧʨʘʚʦ ʚʦʟʨʘʞʘʪʴ ʧʨʦʪʠʚ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʛʦ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʡ ʧʨʦʮʝʩʩʦʨʦʤ PI ʧʨʠ ʧʨʠʥʷʪʠʠ ʨʝʰʝʥʠʡ, 

ʢʦʪʦʨʳʝ ʦʢʘʞʫʪ ʟʥʘʯʠʪʝʣʴʥʦʝ ʚʣʠʷʥʠʝ ʥʘ ʧʨʘʚʘ ʠ ʚʳʛʦʜʳ ʯʝʣʦʚʝʢʘ. ʌʠʟʠʯʝʩʢʦʝ 

ʣʠʮʦ ʪʘʢʞʝ ʠʤʝʝʪ ʧʨʘʚʦ ʧʦʪʨʝʙʦʚʘʪʴ ʦʪ ʦʙʨʘʙʦʪʯʠʢʘ PI ʧʦʷʩʥʝʥʠʡ. ɽʩʣʠ ʜʣʷ 

ʤʘʨʢʝʪʠʥʛʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʝ ʧʨʠʥʷʪʠʝ ʨʝʰʝʥʠʡ, ʧʨʦʝʢʪ ʟʘʢʦʥʘ ʦ 

ʟʘʱʠʪʝ PI ʪʨʝʙʫʝʪ, ʯʪʦʙʳ ʦʙʨʘʙʦʪʯʠʢ PI ʧʨʝʜʦʩʪʘʚʣʷʣ ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʙʦʨʘ ʜʣʷ 

ʧʨʦʚʝʜʝʥʠʷ ʪʘʢʦʛʦ ʤʘʨʢʝʪʠʥʛʘ ʙʝʟ ʠʥʜʠʚʠʜʫʘʣʴʥʦʛʦ ʧʨʦʬʠʣʠʨʦʚʘʥʠʷ. ʇʨʘʚʦ, 

ʦʪʥʦʩʷʱʝʝʩʷ ʢ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʤʫ ʧʨʠʥʷʪʠʶ ʨʝʰʝʥʠʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʨʦʝʢʪʦʤ 

ʟʘʢʦʥʘ ʦ ʟʘʱʠʪʝ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʚ ʵʪʦʤ ʦʪʥʦʰʝʥʠʠ, ʥʝ ʠʜʝʥʪʠʯʥʦ ʧʨʘʚʫ, 

ʧʨʝʜʫʩʤʦʪʨʝʥʥʦʤʫ ʚ GDPR. 

4. ʇʨʘʚʦ ʥʘ ʦʙʲʷʩʥʝʥʠʝ ʠ ʦʙʲʷʩʥʝʥʠʝ 

ɿʘʢʦʥʦʧʨʦʝʢʪ ʦ ʟʘʱʠʪʝ PI ʪʘʢʞʝ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʨʘʚʘ ʬʠʟʠʯʝʩʢʠʭ ʣʠʮ 

ʟʘʧʨʘʰʠʚʘʪʴ ʦʙʲʷʩʥʝʥʠʷ ʦʪ ʧʨʦʮʝʩʩʦʨʘ PI ʧʦ ʫʩʪʘʥʦʚʣʝʥʥʳʤ ʠʤ ʧʨʘʚʠʣʘʤ 

ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ. ɽʩʣʠ ʧʨʦʮʝʩʩʦʨ PI ʦʪʢʣʦʥʷʝʪ ʣʶʙʦʡ ʟʘʧʨʦʩ ʜʦʩʪʫʧʘ ʦʪ ʣʠʮʘ, ʵʪʦ 

ʣʠʮʦ ʪʘʢʞʝ ʠʤʝʝʪ ʧʨʘʚʦ ʟʘʧʨʦʩʠʪʴ ʦʙʲʷʩʥʝʥʠʝ. 

ʅʘʙʣʶʜʝʥʠʷ 

ʆʜʥʦ ʣʠʯʥʦʝ ʧʨʘʚʦ, ʢʦʪʦʨʦʝ ʟʘʤʝʪʥʦ ʦʪʩʫʪʩʪʚʫʝʪ ʚ ʧʨʦʝʢʪʝ ʟʘʢʦʥʘ ʦ ʟʘʱʠʪʝ 

ʜʘʥʥʳʭ PI, - ʵʪʦ ʧʨʘʚʦ ʥʘ ʧʝʨʝʥʦʩʠʤʦʩʪʴ ʜʘʥʥʳʭ, ʪʦ ʝʩʪʴ ʧʨʘʚʦ ʠʤʝʪʴ ʩʚʦʶ ʣʠʯʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʚ ʬʦʨʤʘʪʝ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʙʳʪʴ ʧʝʨʝʜʘʥ ʦʪ ʦʜʥʦʛʦ ʧʨʦʮʝʩʩʦʨʘ PI ʢ 

ʜʨʫʛʦʤʫ. ʕʪʦ ʧʨʘʚʦ ʚ ʦʛʨʘʥʠʯʝʥʥʦʡ ʬʦʨʤʝ ʤʦʞʥʦ ʥʘʡʪʠ ʚ ʅʘʮʠʦʥʘʣʴʥʦʤ ʩʪʘʥʜʘʨʪʝ 

PI. ʧʘʨʘʛʨʘʬ 8.6, ʢʦʪʦʨʳʡ ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ, ʯʪʦ, ʝʩʣʠ ʬʠʟʠʯʝʩʢʦʝ ʣʠʮʦ ʵʪʦʛʦ 

ʪʨʝʙʫʝʪ ʠ ʝʩʣʠ ʵʪʦ ʪʝʭʥʠʯʝʩʢʠ ʜʦʧʫʩʪʠʤʦ, ʢʦʥʪʨʦʣʝʨ ʜʘʥʥʳʭ ʜʦʣʞʝʥ ʧʝʨʝʜʘʪʴ 

ʦʧʨʝʜʝʣʝʥʥʫʶ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʟʘʧʨʦʰʝʥʥʫʶ ʥʘʧʨʷʤʫʶ, ʪʨʝʪʴʝʡ ʩʪʦʨʦʥʝ, 

ʫʢʘʟʘʥʥʦʡ ʪʘʢʠʤ ʣʠʮʦʤ. 

ʂ ʜʨʫʛʠʤ ʟʘʤʝʪʥʳʤ ʫʧʫʱʝʥʠʷʤ ʦʪʥʦʩʷʪʩʷ: (i) ʧʦʜʨʦʙʥʳʝ ʦʙʷʟʘʪʝʣʴʩʪʚʘ 

ʦʙʨʘʙʦʪʯʠʢʘ PI ʧʦ ʩʧʦʩʦʙʘʤ ʨʝʘʣʠʟʘʮʠʠ ʚʳʰʝʫʢʘʟʘʥʥʳʭ ʧʨʘʚ (ʦʩʦʙʝʥʥʦ ʚʩʝʭ 

ʥʦʚʳʭ ʧʨʘʚ ʜʦʩʪʫʧʘ). ʉʪʘʪʴʷ 49 ʧʨʦʝʢʪʘ ɿʘʢʦʥʘ ʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ PI ʚ ʥʘʩʪʦʷʱʝʝ 

ʚʨʝʤʷ ʥʘʣʘʛʘʝʪ ʪʦʣʴʢʦ ʦʙʱʠʝ ʦʙʷʟʘʪʝʣʴʩʪʚʘ ʥʘ ʧʨʦʮʝʩʩʦʨ PI; ʠ (ii) ʦʙʩʪʦʷʪʝʣʴʩʪʚʘ, 

ʧʨʠ ʢʦʪʦʨʳʭ ʦʙʨʘʙʦʪʯʠʢ PI ʤʦʞʝʪ ʥʘ ʟʘʢʦʥʥʳʭ ʦʩʥʦʚʘʥʠʷʭ ʦʪʢʘʟʘʪʴ ʚ 

ʫʜʦʚʣʝʪʚʦʨʝʥʠʠ ʟʘʧʨʦʩʦʚ ʬʠʟʠʯʝʩʢʦʛʦ ʣʠʮʘ. ʉʘʤ ʥʘʮʠʦʥʘʣʴʥʳʡ ʩʪʘʥʜʘʨʪ PI 

ʩʦʜʝʨʞʠʪ ʜʦʚʦʣʴʥʦ ʠʩʯʝʨʧʳʚʘʶʱʠʡ ʥʘʙʦʨ ʧʦʣʦʞʝʥʠʡ (ʩʤ. ʇʘʨʘʛʨʘʬ 8.7), 

ʦʭʚʘʪʳʚʘʶʱʠʡ ʵʪʠ ʜʚʘ ʫʧʫʱʝʥʠʷè. (Michelle Chan, Clarice Yue, John Shi, Sven-

Michael Werner. China Draft Personal Information Protection Law: Deep Dive (3): 

Individual Rights // Bird & Bird 

(https://www.twobirds.com/en/news/articles/2020/china/china-draft-personal-

information-protection-law-deep-dive-3-individual-rights). 05.11.2020).  
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***  

 

çʂʦʤʠʩʩʘʨ ʧʦ ʠʥʬʦʨʤʘʮʠʠ ʧʝʨʚʦʥʘʯʘʣʴʥʦ ʚʨʫʯʠʣ ʋʚʝʜʦʤʣʝʥʠʝ ʦ 

ʥʘʤʝʨʝʥʠʠ ʥʘʣʦʞʠʪʴ ʰʪʨʘʬ ʥʘ Marriott ʥʘ 99,2 ʤʠʣʣʠʦʥʘ ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ. 

ʆʢʦʥʯʘʪʝʣʴʥʳʡ ʰʪʨʘʬ ʩʦʩʪʘʚʠʣ ʙʳ 28 ʤʠʣʣʠʦʥʦʚ ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ, ʥʦ ʦʥ 

ʙʳʣ ʫʤʝʥʴʰʝʥ ʥʘ 20% ʜʦ 22,4 ʤʠʣʣʠʦʥʘ ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ, ʯʪʦʙʳ ʫʯʝʩʪʴ 

ʩʤʷʛʯʘʶʱʠʝ ʬʘʢʪʦʨʳ, ʚʢʣʶʯʘʷ ʫʩʠʣʠʷ, ʧʨʝʜʧʨʠʥʷʪʳʝ ʜʣʷ ʨʘʙʦʪʳ ʩ ʢʣʠʝʥʪʘʤʠ. 

ɿʘʪʝʤ ʰʪʨʘʬ ʙʳʣ ʫʤʝʥʴʰʝʥ ʜʦ 18,4 ʤʠʣʣʠʦʥʘ ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ ʚ ʩʚʝʪʝ ʧʦʧʨʘʚʦʢ 

ʂʦʤʠʩʩʘʨʘ ʢ ʧʦʣʠʪʠʢʝ ʨʝʛʫʣʠʨʫʶʱʠʭ ʜʝʡʩʪʚʠʡ, ʩʚʷʟʘʥʥʳʭ ʩ Covid-19. ʍʦʪʷ 

ʩʯʠʪʘʝʪʩʷ, ʯʪʦ ʥʘʨʫʰʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ Marriott ʧʨʦʜʦʣʞʘʣʦʩʴ ʩ 2014 ʧʦ 2018 ʛʦʜ, 

ʰʪʨʘʬ ʙʳʣ ʦʧʨʝʜʝʣʝʥ ʚ ʧʝʨʠʦʜ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ GDPR ʩʪʘʣ ʧʦʣʥʦʩʪʴʶ ʧʨʠʤʝʥʷʪʴʩʷ, 

ʪʦ ʝʩʪʴ ʩ ʤʘʷ 2018 ʛʦʜʘ ʧʦ ʩʝʥʪʷʙʨʴ 2018 ʛʦʜʘ. ʅʘʨʫʰʝʥʠʝ ʟʘʪʨʦʥʫʣʦ 30,1 ʤʠʣʣʠʦʥʘ 

ʟʘʧʠʩʝʡ EEA [1]. 

ʂʦʥʪʨʦʣʣʝʨʳ ʜʦʣʞʥʳ ʠʤʝʪʴ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʥʘʨʫʰʝʥʠʡ, 

ʜʦʣʞʥʳ ʰʠʬʨʦʚʘʪʴ ʠ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ ʟʘʱʠʱʘʪʴ ʢʣʶʯʝʚʳʝ ʘʢʪʠʚʳ. 

ɺ 2014 ʛʦʜʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʨʦʥʠʢ ʚ ʩʠʩʪʝʤʳ ʦʪʝʣʝʡ Starwood, ʢʦʪʦʨʳʝ 

ʙʳʣʠ ʧʨʠʦʙʨʝʪʝʥʳ Marriott ʚ 2016 ʛʦʜʫ. ɿʣʦʫʤʳʰʣʝʥʥʠʢ ʧʦʣʫʯʠʣ ʜʦʩʪʫʧ ʢ 

ʤʠʣʣʠʦʥʘʤ ʟʘʧʠʩʝʡ ʠ ʚʩʢʦʣʳʭʥʫʣ ʠʭ. ʍʦʪʷ ʟʘʧʠʩʠ ʢʨʝʜʠʪʥʳʭ ʢʘʨʪ ʙʳʣʠ 

ʟʘʰʠʬʨʦʚʘʥʳ, ʧʦʜʨʦʙʥʳʝ ʟʘʧʠʩʠ ʦ ʙʨʦʥʠʨʦʚʘʥʠʠ, ʚʢʣʶʯʘʷ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ 

ʥʦʤʝʨʦʚ ʧʘʩʧʦʨʪʦʚ, ʥʝ ʙʳʣʠ ʟʘʰʠʬʨʦʚʘʥʳ. 

ʂʦʤʠʩʩʘʨ ʧʨʠʰʝʣ ʢ ʚʳʚʦʜʫ, ʯʪʦ Marriott ʥʝʘʜʝʢʚʘʪʥʦ ʦʪʩʣʝʞʠʚʘʝʪ ʫʯʝʪʥʳʝ 

ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʙʘʟʳ ʜʘʥʥʳʭ: ʭʦʪʷ ʵʪʦ ʥʝ ʧʨʝʜʦʪʚʨʘʪʠʣʦ ʙʳ ʘʪʘʢʫ, ʥʦ 

ʩʜʝʣʘʣʦ ʙʳ ʙʦʣʝʝ ʨʘʥʥʝʝ ʦʙʥʘʨʫʞʝʥʠʝ ʙʦʣʝʝ ʚʝʨʦʷʪʥʳʤ. ʂʦʤʠʩʩʘʨ ʪʘʢʞʝ ʧʨʠʰʝʣ ʢ 

ʚʳʚʦʜʫ, ʯʪʦ Marriott ʥʝ ʩʤʦʛʣʘ ʨʘʟʚʝʨʥʫʪʴ ʜʦʩʪʘʪʦʯʥʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʚʦʠʭ 

ʢʣʶʯʝʚʳʭ ʩʠʩʪʝʤ - ʚ ʯʘʩʪʥʦʩʪʠ, ʂʦʤʠʩʩʘʨ ʧʨʠʰʝʣ ʢ ʚʳʚʦʜʫ, ʯʪʦ ʝʤʫ ʩʣʝʜʦʚʘʣʦ 

ʨʘʟʚʝʨʥʫʪʴ çʫʩʠʣʝʥʠʝ ʟʘʱʠʪʳ ʩʝʨʚʝʨʘè (ʪʦ ʝʩʪʴ ʦʛʨʘʥʠʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʢʣʶʯʝʚʳʤ 

ʩʠʩʪʝʤʘʤ ʧʦ ʫʢʘʟʘʥʥʳʤ, ʫʪʚʝʨʞʜʝʥʥʳʤ IP-ʘʜʨʝʩʘʤ). ʅʘʢʦʥʝʮ, ʫ Marriott ʙʳʣʠ 

ʪʦʣʴʢʦ ʟʘʰʠʬʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ ʢʨʝʜʠʪʥʦʡ ʢʘʨʪʳ. ʂʦʤʠʩʩʘʨ ʚʳʨʘʟʠʣ ʦʩʦʙʫʶ 

ʦʙʝʩʧʦʢʦʝʥʥʦʩʪʴ ʪʝʤ, ʯʪʦ ʥʦʤʝʨʘ ʧʘʩʧʦʨʪʦʚ ʥʝ ʟʘʰʠʬʨʦʚʘʥʳ. ʂʨʦʤʝ ʪʦʛʦ, ʧʦʭʦʞʝ, 

ʯʪʦ ʰʠʬʨʦʚʘʥʠʝ Marriott ʙʳʣʦ ʚʟʣʦʤʘʥʦ (ʜʝʪʘʣʠ ʵʪʦʡ ʯʘʩʪʠ ʫʚʝʜʦʤʣʝʥʠʷ 

ʦʪʨʝʜʘʢʪʠʨʦʚʘʥʳ). 

Marriott ʩʪʘʣʢʠʚʘʝʪʩʷ ʩ ʛʨʫʧʧʦʚʳʤ ʩʫʜʝʙʥʳʤ ʨʘʟʙʠʨʘʪʝʣʴʩʪʚʦʤ ʚ ʩʚʷʟʠ ʩ 

ʠʥʮʠʜʝʥʪʦʤ, ʠ ʦʙʥʘʨʫʞʝʥʠʝ ʚʠʥʳ ʚ ʫʚʝʜʦʤʣʝʥʠʠ ʦ ʜʝʥʝʞʥʦʤ ʰʪʨʘʬʝ 

ʋʧʦʣʥʦʤʦʯʝʥʥʦʛʦ ʙʫʜʝʪ ʧʦʣʝʟʥʦ ʜʣʷ ʟʘʷʚʠʪʝʣʝʡ. 

ʅʘʨʫʰʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʞʝʪ ʧʦʚʣʝʯʴ ʟʘ ʩʦʙʦʡ ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʰʪʨʘʬ ʚ 

ʨʘʟʤʝʨʝ 4% - ʠ ʤʠʨʦʚʦʡ ʦʙʦʨʦʪ, ʘ ʥʝ ʦʙʦʨʦʪ ʚ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ, ʷʚʣʷʝʪʩʷ 

ʦʨʠʝʥʪʠʨʦʤ. 

ʏʠʪʘʪʝʣʠ, ʢʦʪʦʨʳʝ ʟʥʘʶʪ ʩʚʦʡ GDPR ʥʘʠʟʫʩʪʴ, ʙʫʜʫʪ ʟʥʘʪʴ, ʯʪʦ 

ʦʙʷʟʘʪʝʣʴʩʪʚʦ ʧʦ ʚʥʝʜʨʝʥʠʶ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʪʝʭʥʠʯʝʩʢʠʭ ʠ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ 

ʤʝʨ ʠʟʣʦʞʝʥʦ ʚ ʉʪ. 32 GDPR - ʤʘʢʩʠʤʘʣʴʥʳʡ ʰʪʨʘʬ ʩʦʩʪʘʚʣʷʝʪ 2% ʦʪ ʤʠʨʦʚʦʛʦ 

ʦʙʦʨʦʪʘ ʠʣʠ 10 ʤʠʣʣʠʦʥʦʚ ʝʚʨʦ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʦʛʦ, ʯʪʦ ʙʦʣʴʰʝ. ʆʜʥʘʢʦ GDPR 

ʪʘʢʞʝ ʩʩʳʣʘʝʪʩʷ ʥʘ ʦʙʷʟʘʪʝʣʴʩʪʚʦ ʦʙʝʩʧʝʯʠʪʴ ʥʘʜʣʝʞʘʱʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ ʚ ʩʪʘʪʴʝ 5 

(1) (f) - ʩʨʝʜʠ ʧʨʠʥʮʠʧʦʚ ʟʘʱʠʪʳ ʜʘʥʥʳʭ, ʧʨʠʤʝʥʠʤʳʭ ʢ ʢʦʥʪʨʦʣʣʝʨʘʤ, - ʜʣʷ 

ʢʦʪʦʨʳʭ ʤʘʢʩʠʤʘʣʴʥʳʡ ʰʪʨʘʬ ʩʦʩʪʘʚʣʷʝʪ 4% ʠʣʠ 20 ʤʠʣʣʠʦʥʦʚ ʝʚʨʦ. 
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ICO ʦʙʥʘʨʫʞʠʣʦ, ʯʪʦ Marriott ʥʘʨʫʰʠʣʘ ʩʪʘʪʴʶ 5 (1) (f), ʯʪʦ ʧʦʟʚʦʣʠʣʦ 

ʧʨʠʤʝʥʠʪʴ ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʧʨʝʜʝʣ (ʭʦʪʷ ʬʘʢʪʠʯʝʩʢʠʡ ʰʪʨʘʬ ʚ ʣʶʙʦʤ ʩʣʫʯʘʝ ʥʝ 

ʧʨʝʚʳʰʘʝʪ ʙʦʣʝʝ ʥʠʟʢʦʡ ʩʫʤʤʳ). 

ʇʨʠ ʨʘʩʩʤʦʪʨʝʥʠʠ ʵʪʦʛʦ ʚʦʧʨʦʩʘ ICO ʦʙʨʘʱʘʣʦ ʚʥʠʤʘʥʠʝ ʥʘ ʦʙʦʨʦʪ ʛʣʘʚʥʦʛʦ 

ʢʦʥʪʨʦʣʝʨʘ, Marriott International Inc., ʘ ʥʝ ʥʘ ʦʙʦʨʦʪ, ʧʨʠʤʝʥʠʤʳʡ ʢ ɽʕɿ ʠʣʠ 

ʙʨʠʪʘʥʩʢʦʤʫ ʙʠʟʥʝʩʫ. 

ʇʝʨʝʜʘʯʘ ʚʘʰʝʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʘʫʪʩʦʨʩʠʥʛ ʥʝ ʦʟʥʘʯʘʝʪ, 

ʯʪʦ ʚʳ ʠʟʙʝʞʠʪʝ ʰʪʨʘʬʘ. 

Marriott ʦʪʤʝʪʠʣʘ, ʯʪʦ ʦʥʘ ʧʝʨʝʜʘʣʘ ʩʚʦʶ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ ʥʘ 

ʘʫʪʩʦʨʩʠʥʛ Accenture. ʂʦʤʠʩʩʘʨ ʧʦ ʠʥʬʦʨʤʘʮʠʠ ʯʝʪʢʦ ʦʪʤʝʪʠʣ, ʯʪʦ, ʝʩʣʠ 

ʦʨʛʘʥʠʟʘʮʠʷ ʧʨʠʟʥʘʝʪ, ʯʪʦ ʵʪʦ ʢʦʥʪʨʦʣʝʨ, ʧʨʠʚʣʝʯʝʥʠʝ ʪʨʝʪʴʝʡ ʩʪʦʨʦʥʳ ʥʝ ʤʦʞʝʪ 

ʩʥʠʟʠʪʴ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʢʦʥʪʨʦʣʝʨʘ. 

Marriott ʪʘʢʞʝ ʧʨʠʚʣʝʢʣʘ ʪʨʝʪʴʶ ʩʪʦʨʦʥʫ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʘʫʜʠʪʘ PCI DSS. ɺ 

ʦʪʯʝʪʘʭ ʘʫʜʠʪʘ ʥʝʚʝʨʥʦ ʫʪʚʝʨʞʜʘʣʦʩʴ, ʯʪʦ ʜʣʷ ʵʪʠʭ ʩʠʩʪʝʤ ʧʨʠʤʝʥʷʣʘʩʴ 

ʤʥʦʛʦʬʘʢʪʦʨʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ. ICO ʟʘʷʚʠʣʦ, ʯʪʦ ʜʣʷ Marriott ʙʳʣʦ ʨʘʟʫʤʥʦ 

ʧʦʣʘʛʘʪʴʩʷ ʥʘ ʵʪʠ ʟʘʷʚʣʝʥʠʷ, ʜʘʞʝ ʝʩʣʠ ʦʥʠ ʙʳʣʠ ʥʝʚʝʨʥʳʤʠ. 

ɺ ʨʝʰʝʥʠʠ ʥʝ ʢʦʤʤʝʥʪʠʨʫʝʪʩʷ ʨʘʟʥʠʮʘ ʚ ʧʦʜʭʦʜʘʭ Accenture ʠ ʘʫʜʠʪʦʨʘ PCI. 

ʈʘʟʥʠʮʘ ʤʦʞʝʪ ʟʘʢʣʶʯʘʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ Marriott ʤʦʞʝʪ ʷʩʥʦ ʧʦʢʘʟʘʪʴ ʦʰʠʙʢʫ ʩʦ 

ʩʪʦʨʦʥʳ ʘʫʜʠʪʦʨʘ, ʪʦʛʜʘ ʢʘʢ ʚ ʨʝʰʝʥʠʠ ʥʝ ʫʧʦʤʠʥʘʝʪʩʷ ʦ ʚʠʥʝ Accenture. ʕʪʦ 

ʤʦʞʝʪ ʙʳʪʴ ʦʙʣʘʩʪʴ, ʢʦʪʦʨʘʷ ʩʪʘʥʝʪ ʚʘʞʥʦʡ ʧʨʠ ʧʨʠʥʷʪʠʠ ʜʨʫʛʠʭ ʨʝʰʝʥʠʡ. 

ʌʘʢʪʦʨʳ, ʚʣʠʷʶʱʠʝ ʥʘ ʫʩʪʘʥʦʚʣʝʥʠʝ ʠ ʫʤʝʥʴʰʝʥʠʝ ʰʪʨʘʬʘ 

ʋʚʝʜʦʤʣʝʥʠʝ ʦʙ ʦʢʦʥʯʘʪʝʣʴʥʦʤ ʨʝʰʝʥʠʠ ʥʝ ʦʙʲʷʩʥʷʝʪ, ʢʘʢ ʢʦʤʠʩʩʘʨ ʧʨʠʰʝʣ 

ʢ ʮʠʬʨʝ ʚ 28 ʤʠʣʣʠʦʥʦʚ ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ. ʆʥ ʦʪʤʝʯʘʝʪ, ʯʪʦ ʵʪʦ ʙʳʣʦ ʨʘʩʮʝʥʝʥʦ 

ʢʘʢ ʦʯʝʥʴ ʩʝʨʴʝʟʥʦʝ ʥʘʨʫʰʝʥʠʝ; ʯʪʦ ʥʘʨʫʰʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʤʘʷ ʧʦ ʩʝʥʪʷʙʨʴ 

2018 ʛʦʜʘ ʨʘʩʩʤʘʪʨʠʚʘʣʦʩʴ ʢʘʢ ʟʥʘʯʠʪʝʣʴʥʳʡ ʧʝʨʠʦʜ ʠ ʯʪʦ ʢʦʣʠʯʝʩʪʚʦ ʣʶʜʝʡ, 

ʩʪʝʧʝʥʴ ʙʝʜʩʪʚʠʷ ʠʣʠ ʫʱʝʨʙʘ (ʭʦʪʷ ʥʝ ʙʳʣʦ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʬʠʥʘʥʩʦʚʳʭ ʧʦʪʝʨʴ) ʠ 

ʥʝʧʨʠʥʷʪʠʝ ʨʘʟʫʤʥʳʭ ʤʝʨ ʜʣʷ ʩʤʷʛʯʝʥʠʷ ʧʦʩʣʝʜʩʪʚʠʡ ʥʘʨʫʰʝʥʠʝ - ʚʩʝ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʬʘʢʪʦʨʳ, ʦʧʨʘʚʜʳʚʘʶʱʠʝ ʥʘʣʦʞʝʥʠʝ (ʟʥʘʯʠʪʝʣʴʥʦʛʦ) ʰʪʨʘʬʘ. 

ʂ ʩʤʷʛʯʘʶʱʠʤ ʬʘʢʪʦʨʘʤ ʦʪʥʦʩʷʪʩʷ ʙʦʣʝʝ ʧʦʟʜʥʠʝ ʠʥʚʝʩʪʠʮʠʠ ʚ ʧʦʚʳʰʝʥʠʝ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʦʪ ʬʘʢʪ, ʯʪʦ Marriott ʩʦʟʜʘʣ ʠʥʜʠʚʠʜʫʘʣʴʥʳʡ ʚʝʙ-ʩʘʡʪ ʠ ʠʤʝʣ ʢʦʣʣ-

ʮʝʥʪʨ, ʨʘʙʦʪʘʶʱʠʡ ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʷʟʳʢʘʭ, ʢʦʪʦʨʳʡ ʦʙʝʩʧʝʯʠʚʘʣ ʚʝʙ-ʤʦʥʠʪʦʨʠʥʛ ʠ 

ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʣ ʩ ʵʤʠʪʝʥʪʘʤʠ ʢʘʨʪ. 

ʂʦʤʠʩʩʘʨ ʦʪʚʝʨʛʣʘ ʘʨʛʫʤʝʥʪʳ Marriott ʦ ʪʦʤ, ʯʪʦ ʦʥʘ ʩʣʠʰʢʦʤ ʩʠʣʴʥʦ 

ʧʦʣʘʛʘʣʘʩʴ ʥʘ ʪʝʢʫʯʝʩʪʴ ʢʘʜʨʦʚ, ʯʪʦʙʳ ʫʩʪʘʥʦʚʠʪʴ ʰʪʨʘʬ; ʯʪʦ ʵʪʦ ʧʨʦʩʪʦ ʥʘʢʘʟʘʥʠʝ 

ʦʨʛʘʥʠʟʘʮʠʡ ʟʘ ʠʭ ʨʘʟʤʝʨ; ʠ ʯʪʦ ʚʤʝʩʪʦ ʵʪʦʛʦ ʧʦʜʭʦʜ, ʧʨʝʜʫʩʤʘʪʨʠʚʘʶʱʠʡ 

ʫʩʪʘʥʦʚʣʝʥʥʳʡ ʪʘʨʠʬ ʜʣʷ ʢʘʞʜʦʛʦ ʪʠʧʘ ʥʘʨʫʰʝʥʠʡ, ʙʳʣ ʙʳ ʙʦʣʝʝ ʧʦʜʭʦʜʷʱʠʤ. 

ʂʦʤʠʩʩʘʨ ʪʘʢʞʝ ʦʪʚʝʨʛ ʘʨʛʫʤʝʥʪʳ Marriott ʦ ʪʦʤ, ʯʪʦ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩʦ ʰʪʨʘʬʘʤʠ, 

ʥʘʣʘʛʘʝʤʳʤʠ ʜʨʫʛʠʤʠ ʦʨʛʘʥʘʤʠ ɽʕɿ, ʵʪʦ ʙʳʣʦ ʩʣʠʰʢʦʤ ʤʥʦʛʦ. ɿʜʝʩʴ ʢʦʤʠʩʩʘʨ 

ʦʪʤʝʪʠʣʘ, ʯʪʦ ʭʦʪʷ GDPR ʜʦʣʞʝʥ ʧʨʠʚʝʩʪʠ ʢ ʙʦʣʴʰʝʡ ʩʦʛʣʘʩʦʚʘʥʥʦʩʪʠ, ʥʘ ʜʘʥʥʳʡ 

ʤʦʤʝʥʪ ʙʳʣʦ ʩʣʠʰʢʦʤ ʤʘʣʦ ʰʪʨʘʬʦʚ - ʠ ʚʩʝ ʦʥʠ ʙʳʣʠ ʢʦʥʢʨʝʪʥʳʤʠ, - ʪʘʢ ʯʪʦ ʝʝ 

ʵʪʦ ʥʝ ʫʙʝʜʠʣʦ. ʆʥʘ ʪʘʢʞʝ ʟʘʷʚʠʣʘ, ʯʪʦ ʪʦʪ ʬʘʢʪ, ʯʪʦ ʥʘʢʘʟʘʥʠʝ ʙʳʣʦ ʧʝʨʝʜʘʥʦ ʚ 

ʤʝʭʘʥʠʟʤ ʩʦʛʣʘʩʦʚʘʥʥʦʩʪʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʪʘʪʴʝʡ 60, ʦʟʥʘʯʘʝʪ, ʯʪʦ ʦʥʦ ʜʦʣʞʥʦ 

ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʰʪʨʘʬʘʤ, ʧʨʠʤʝʥʷʝʤʳʤ ʚ ʜʨʫʛʠʭ ʩʣʫʯʘʷʭè. (Ruth Boardman. 
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***  

 

çʇʦʩʣʝ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʚ ʩʝʥʪʷʙʨʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʨʦʜʘʝʪ ʙʘʟʫ ʜʘʥʥʳʭ 

RedDoorz, ʩʦʜʝʨʞʘʱʫʶ 5,8 ʤʠʣʣʠʦʥʘ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʟʘʧʠʩʝʡ, ʥʘ ʭʘʢʝʨʩʢʦʤ 

ʬʦʨʫʤʝ. 
RedDoorz - ʵʪʦ ʩʠʥʛʘʧʫʨʩʢʘʷ ʧʣʘʪʬʦʨʤʘ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʠ ʙʨʦʥʠʨʦʚʘʥʠʷ 

ʦʪʝʣʝʡ ʩ ʙʦʣʝʝ ʯʝʤ 1000 ʦʪʝʣʷʤʠ ʚ ʖʛʦ-ɺʦʩʪʦʯʥʦʡ ɸʟʠʠ. ʀʩʧʦʣʴʟʫʷ ʚʝʙ-ʩʘʡʪ ʠʣʠ 

ʤʦʙʠʣʴʥʦʝ ʧʨʠʣʦʞʝʥʠʝ, ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, 

ʯʪʦʙʳ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʜʦʩʪʫʧʥʳʝ ʙʶʜʞʝʪʥʳʝ ʦʪʝʣʠ ʠ ʙʨʦʥʠʨʦʚʘʪʴ ʤʝʩʪʘ. 

ɺ ʢʦʥʮʝ ʩʝʥʪʷʙʨʷ 2020 ʛʦʜʘ RedDoorz ʩʦʦʙʱʠʣʠ, ʯʪʦ ʦʥʠ ʧʦʩʪʨʘʜʘʣʠ ʦʪ 

ʚʟʣʦʤʘ ʜʘʥʥʳʭ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʡ ʯʝʣʦʚʝʢ ʧʦʣʫʯʠʣ ʜʦʩʪʫʧ ʢ ʦʜʥʦʡ 

ʠʟ ʠʭ ʙʘʟ ʜʘʥʥʳʭ. ʆʜʥʘʢʦ ʚ ʪʦ ʚʨʝʤʷ ʥʠ ʬʠʥʘʥʩʦʚʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʥʠ ʧʘʨʦʣʠ 

RedDoorz ʥʝ ʙʳʣʠ ʨʘʩʢʨʳʪʳ çʥʘʩʢʦʣʴʢʦ ʝʡ ʙʳʣʦ ʠʟʚʝʩʪʥʦè. 

5,8 ʤʠʣʣʠʦʥʘ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ RedDoorz ʧʨʦʜʘʥʦ ʦʥʣʘʡʥ 

ʅʘ ʵʪʦʡ ʥʝʜʝʣʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʥʘʯʘʣ ʧʨʦʜʘʚʘʪʴ ʙʘʟʫ ʜʘʥʥʳʭ, ʩʦʜʝʨʞʘʱʫʶ 

5,8 ʤʠʣʣʠʦʥʘ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʟʘʧʠʩʝʡ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʫʢʨʘʜʝʥʳ ʚʦ ʚʨʝʤʷ ʫʪʝʯʢʠ 

ʜʘʥʥʳʭ RedDoorz. 

ɺ ʨʘʤʢʘʭ ʧʨʦʜʘʞʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʦʜʝʣʠʣʩʷ ʦʙʨʘʟʮʦʤ ʙʘʟʳ ʜʘʥʥʳʭ, 

ʚʢʣʶʯʘʷ ʩʪʨʫʢʪʫʨʫ ʪʘʙʣʠʮʳ ʠ ʟʘʧʠʩʠ ʜʣʷ 587 ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʕʪʠ ʟʘʧʠʩʠ ʧʦʟʚʦʣʷʶʪ 

ʥʘʤ ʫʚʠʜʝʪʴ, ʯʪʦ ʙʳʣʦ ʨʘʩʢʨʳʪʦ ʚʦ ʚʨʝʤʷ ʚʟʣʦʤʘ RedDoorz. 

ɼʣʷ ʢʘʞʜʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʙʘʟʝ ʜʘʥʥʳʭ ʦʪʦʙʨʘʞʘʝʪʩʷ ʘʜʨʝʩ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʫʯʘʩʪʥʠʢʘ RedDoorz, ʭʝʰʠʨʦʚʘʥʥʳʝ ʧʘʨʦʣʠ bcrypt, ʧʦʣʥʦʝ ʠʤʷ, 

ʧʦʣ, ʩʩʳʣʢʘ ʥʘ ʬʦʪʦʛʨʘʬʠʶ ʧʨʦʬʠʣʷ, ʥʦʤʝʨ ʪʝʣʝʬʦʥʘ, ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʥʦʤʝʨ 

ʪʝʣʝʬʦʥʘ, ʜʘʪʫ ʨʦʞʜʝʥʠʷ ʠ ʨʦʜ ʟʘʥʷʪʠʡ. 

ʇʦ ʤʥʦʛʦʯʠʩʣʝʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʤ ʟʘʧʠʩʷʤ ʚ ʧʨʠʤʝʨʘʭ BleepingComputer 

ʧʦʜʪʚʝʨʜʠʣ, ʯʪʦ ʫʢʘʟʘʥʥʳʝ ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʥʦʤʝʨʘ ʪʝʣʝʬʦʥʦʚ ʚʝʨʥʳ 

ʜʣʷ ʢʦʥʢʨʝʪʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʍʦʪʷ ʵʪʘ ʫʪʝʯʢʘ ʜʘʥʥʳʭ ʚʳʷʚʠʣʘ ʛʦʨʘʟʜʦ ʙʦʣʝʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ, 

ʯʝʤ ʧʝʨʚʦʥʘʯʘʣʴʥʦ ʙʳʣʦ ʟʘʷʚʣʝʥʦ RedDoorz, ʦʥʘ ʥʝ ʩʦʜʝʨʞʠʪ ʥʠʢʘʢʦʡ ʬʠʥʘʥʩʦʚʦʡ 

ʠʥʬʦʨʤʘʮʠʠ. 

ʏʪʦ ʜʝʣʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷʤ RedDoorz? 

ʅʘ ʚʩʷʢʠʡ ʩʣʫʯʘʡ, ʝʩʣʠ ʚʳ ʷʚʣʷʝʪʝʩʴ ʧʦʣʴʟʦʚʘʪʝʣʝʤ RedDoorz, ʚʘʤ ʩʣʝʜʫʝʪ 

ʥʝʤʝʜʣʝʥʥʦ ʩʤʝʥʠʪʴ ʧʘʨʦʣʴ. 

ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʪʦʪ ʞʝ ʧʘʨʦʣʴ ʥʘ ʜʨʫʛʠʭ ʩʘʡʪʘʭ, ʚʘʤ ʪʘʢʞʝ ʩʣʝʜʫʝʪ 

ʠʟʤʝʥʠʪʴ ʧʘʨʦʣʴ ʥʘ ʵʪʠʭ ʩʘʡʪʘʭ ʥʘ ʫʥʠʢʘʣʴʥʳʡ ʠ ʥʘʜʝʞʥʳʡ ʜʣʷ ʵʪʦʛʦ ʩʘʡʪʘ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʫʥʠʢʘʣʴʥʳʭ ʧʘʨʦʣʝʡ ʥʘ ʢʘʞʜʦʤ ʩʘʡʪʝ, ʥʘ ʢʦʪʦʨʦʤ ʫ ʚʘʩ ʝʩʪʴ 

ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ, ʧʨʝʜʦʪʚʨʘʱʘʝʪ ʥʘʨʫʰʝʥʠʝ ʜʘʥʥʳʭ ʥʘ ʦʜʥʦʤ ʩʘʡʪʝ ʦʪ ʚʦʟʜʝʡʩʪʚʠʷ 

ʥʘ ʚʘʩ ʜʨʫʛʠʭ ʚʝʙ-ʩʘʡʪʦʚ, ʢʦʪʦʨʳʝ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ. 

ʈʝʢʦʤʝʥʜʫʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʝʥʝʜʞʝʨ ʧʘʨʦʣʝʡ, ʢʦʪʦʨʳʡ ʧʦʤʦʞʝʪ ʚʘʤ 

ʦʪʩʣʝʞʠʚʘʪʴ ʫʥʠʢʘʣʴʥʳʝ ʠ ʥʘʜʝʞʥʳʝ ʧʘʨʦʣʠ ʥʘ ʢʘʞʜʦʤ ʩʘʡʪʝè. (Lawrence Abrams. 

5.8 million RedDoorz user records for sale on hacking forum // BleepingComputer.com 

(https://www.bleepingcomputer.com/news/security/58-million-reddoorz-user-records-

for-sale-on-hacking-forum/). 10.11.2020).  
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***  

 

çʅʘ ʚʝʙ-ʩʘʡʪʝ DontTouchTheGreenButton.com, ʪʦʣʴʢʦ ʯʪʦ ʟʘʧʫʱʝʥʥʦʤ 

ʢʘʤʧʘʥʠʝʡ ʊʨʘʤʧʘ ʚ ʩʚʷʟʠ ʩ ʥʝʜʘʚʥʦ ʧʦʜʘʥʥʳʤ ʚ ɸʨʠʟʦʥʝ ʠʩʢʦʤ ʦʙ 

ʦʪʢʣʦʥʝʥʠʠ ʛʦʣʦʩʦʚ, ʙʳʣʘ ʦʙʥʘʨʫʞʝʥʘ ʫʪʝʯʢʘ ʜʘʥʥʳʭ ʠʟʙʠʨʘʪʝʣʝʡ. 
ɼʘʥʥʳʝ ʚʢʣʶʯʘʣʠ ʠʤʷ ʠʟʙʠʨʘʪʝʣʷ, ʘʜʨʝʩ ʠ ʫʥʠʢʘʣʴʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ. 

ʆʜʥʘʢʦ ʧʦʷʚʠʣʠʩʴ ʩʦʦʙʱʝʥʠʷ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ, ʫʪʚʝʨʞʜʘʶʱʠʭ, ʯʪʦ ʥʘ ʚʝʙ-ʩʘʡʪʝ 

ʝʩʪʴ ʥʝʜʦʩʪʘʪʢʠ SQL-ʠʥʲʝʢʮʠʠ, ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʶʪ ʩʦʙʠʨʘʪʴ SSN ʠʟʙʠʨʘʪʝʣʷ ʠ 

ʜʘʪʫ ʨʦʞʜʝʥʠʷ. 

çʅʘʩʧʝʭè ʟʘʧʫʱʝʥ ʩʘʡʪ ʫʪʝʯʢʠ ʜʘʥʥʳʭ 

ɺ ʤʠʥʫʚʰʠʝ ʚʳʭʦʜʥʳʝ ʢʘʤʧʘʥʠʷ ʧʦ ʧʝʨʝʠʟʙʨʘʥʠʶ ʧʨʝʟʠʜʝʥʪʘ ʊʨʘʤʧʘ ʠ 

ʈʝʩʧʫʙʣʠʢʘʥʩʢʠʡ ʥʘʮʠʦʥʘʣʴʥʳʡ ʢʦʤʠʪʝʪ ʧʦʜʘʣʠ ʠʩʢ ʚ ɸʨʠʟʦʥʝ, ʫʪʚʝʨʞʜʘʷ, ʯʪʦ 

ʩʦʪʨʫʜʥʠʢʠ ʠʟʙʠʨʘʪʝʣʴʥʳʭ ʢʦʤʠʩʩʠʡ ʦʢʨʫʛʘ ʄʘʨʠʢʦʧʘ ʥʝʧʨʘʚʠʣʴʥʦ ʦʪʢʣʦʥʠʣʠ 

ʣʠʯʥʦʝ ʛʦʣʦʩʦʚʘʥʠʝ ʚ ʜʝʥʴ ʚʳʙʦʨʦʚ, ʟʣʦʫʧʦʪʨʝʙʠʚ ʤʝʭʘʥʠʯʝʩʢʦʡ ʬʫʥʢʮʠʝʡ 

(ʟʝʣʝʥʦʡ ʢʥʦʧʢʦʡ) ʥʘ ʧʫʣʴʪʝ ʫʧʨʘʚʣʝʥʠʷ. ʤʘʰʠʥʳ ʜʣʷ ʛʦʣʦʩʦʚʘʥʠʷ. 

çʉʦʪʨʫʜʥʠʢʠ ʠʟʙʠʨʘʪʝʣʴʥʳʭ ʢʦʤʠʩʩʠʡ ʠʟʦ ʚʩʝʭ ʩʠʣ ʧʳʪʘʣʠʩʴ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʥʦʚʳʝ ʤʘʰʠʥʳ ʜʣʷ ʛʦʣʦʩʦʚʘʥʠʷ ʚ ʦʢʨʫʛʝ ʄʘʨʠʢʦʧʘ, ʠ ʥʝʧʨʘʚʠʣʴʥʦ ʥʘʞʠʤʘʣʠ ʠ 

ʧʨʦʩʠʣʠ ʠʟʙʠʨʘʪʝʣʝʡ ʥʘʞʘʪʴ ʟʝʣʝʥʫʶ ʢʥʦʧʢʫ, ʯʪʦʙʳ ʠʩʧʨʘʚʠʪʴ ʩʝʨʴʝʟʥʳʝ 

ʦʰʠʙʢʠè, - ʩʢʘʟʘʣ ʄʵʪʪ ʄʦʨʛʘʥ, ʛʣʘʚʥʳʡ ʩʦʚʝʪʥʠʢ ʢʘʤʧʘʥʠʠ ʊʨʘʤʧʘ 2020. 

çɺ ʨʝʟʫʣʴʪʘʪʝ ʤʘʰʠʥʳ ʜʣʷ ʛʦʣʦʩʦʚʘʥʠʷ ʥʝ ʫʯʠʪʳʚʘʣʠ ʛʦʣʦʩʘ, ʦʪʜʘʥʥʳʝ 

ʣʠʯʥʦ ʠʟʙʠʨʘʪʝʣʷʤʠ ʚ ʜʝʥʴ ʚʳʙʦʨʦʚ ʚ ʦʢʨʫʛʝ ʄʘʨʠʢʦʧʘè, - ʟʘʷʚʠʣ ʄʦʨʛʘʥ.  

ɼʣʷ ʩʙʦʨʘ ʘʥʝʢʜʦʪʠʯʝʩʢʠʭ ʩʚʠʜʝʪʝʣʴʩʪʚ ʦʪ ʠʟʙʠʨʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʤʦʛʣʠ 

ʥʘʙʣʶʜʘʪʴ ʪʘʢʦʝ ʧʦʚʝʜʝʥʠʝ ʥʘ ʠʟʙʠʨʘʪʝʣʴʥʳʭ ʫʯʘʩʪʢʘʭ, ʧʦʜʪʚʝʨʞʜʘʶʱʠʭ ʪʦ, ʯʪʦ 

ʫʪʚʝʨʞʜʘʝʪʩʷ ʚ ʠʩʢʝ, ʢʘʤʧʘʥʠʷ ʩʦʟʜʘʣʘ ʚʝʙ-ʩʘʡʪ ʜʣʷ ʩʙʦʨʘ ʟʘʷʚʣʝʥʠʡ ʠʟʙʠʨʘʪʝʣʝʡ 

ʧʦʜ ʧʨʠʩʷʛʦʡ. 

ɺʝʙ-ʩʘʡʪ DontTouchTheGreenButton.com ʟʘʧʨʘʰʠʚʘʝʪ ʫ ʠʟʙʠʨʘʪʝʣʝʡ ʣʠʯʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ, ʪʘʢʫʶ ʢʘʢ ʠʭ ʠʤʷ ʠ ʘʜʨʝʩ, ʥʦʤʝʨ ʪʝʣʝʬʦʥʘ, ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, 

ʜʘʪʫ ʨʦʞʜʝʥʠʷ, ʧʦʩʣʝʜʥʠʝ 4 ʮʠʬʨʳ ʥʦʤʝʨʘ ʩʦʮʠʘʣʴʥʦʛʦ ʩʪʨʘʭʦʚʘʥʠʷ (SSN) ʠ 

ʦʪʚʝʪʳ ʥʘ ʚʦʧʨʦʩʳ ʩ ʥʝʩʢʦʣʴʢʠʤʠ ʚʘʨʠʘʥʪʘʤʠ ʦʪʚʝʪʦʚé 

ʋʯʠʪʳʚʘʷ, ʯʪʦ ʜʘʥʥʳʝ ʦʙ ʠʟʙʠʨʘʪʝʣʷʭ ʫʞʝ ʷʚʣʷʶʪʩʷ ʦʙʱʝʜʦʩʪʫʧʥʦʡ 

ʠʥʬʦʨʤʘʮʠʝʡ *, ʚʦʟʤʦʞʥʦʩʪʴ ʜʣʷ ʣʶʙʦʛʦ ʥʘʡʪʠ ʵʪʫ ʠʥʬʦʨʤʘʮʠʶ ʥʝ ʚʳʟʳʚʘʝʪ 

ʫʜʠʚʣʝʥʠʷ, ʭʦʪʷ ʵʪʦ ʦʯʝʚʠʜʥʘʷ ʧʨʦʙʣʝʤʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

ʆʜʥʘʢʦ ʥʘ ʚʝʙ-ʩʘʡʪʝ ʠʩʧʦʣʴʟʦʚʘʣʩʷ API, ʧʦʟʚʦʣʷʶʱʠʡ ʧʨʦʠʟʚʦʜʠʪʴ ʤʘʩʩʦʚʳʡ 

ʩʙʦʨ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʟʙʠʨʘʪʝʣʷʭ. 

ʇʨʠ ʫʩʣʦʚʠʠ, ʯʪʦ ʚʝʙ-ʩʘʡʪ ʙʳʣ ʟʘʧʫʱʝʥ ʜʦʚʦʣʴʥʦ ʙʳʩʪʨʦ ʧʦʩʣʝ ʧʦʜʘʯʠ ʠʩʢʘ, 

ʥʝʢʦʪʦʨʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʥʘʟʳʚʘʶʪ ʝʛʦ çʧʦʩʧʝʰʥʦʡ ʥʘʩʪʨʦʡʢʦʡè ʠ ʠʟʦʙʠʣʫʶʪ 

ʫʪʝʯʢʘʤʠ ʜʘʥʥʳʭ ʠ ʦʰʠʙʢʘʤʠ ʚʥʝʜʨʝʥʠʷ SQL.  

BleepingComputer ʟʘʤʝʪʠʣ, ʯʪʦ ʜʘʥʥʳʝ ʠʟʚʣʝʢʘʶʪʩʷ ʩ ʩʝʨʚʝʨʘ ʩ ʧʦʤʦʱʴʶ 

Algolia REST API. 

ʆʪʢʨʳʪʳʡ ʢʣʶʯ API ʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʨʠʣʦʞʝʥʠʷ ʚ ʟʘʧʨʦʩʝ ʤʦʛʫʪ ʧʦʟʚʦʣʠʪʴ 

ʣʶʙʦʤʫ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʨʦʛʨʘʤʤʥʦ ʟʘʧʫʩʢʘʪʴ ʟʘʧʨʦʩʳ ʜʣʷ ʤʘʩʩʦʚʦʛʦ ʫʜʘʣʝʥʠʷ 

ʜʘʥʥʳʭ ʠʟʙʠʨʘʪʝʣʝʡ ʠʟ ʩʣʫʞʙʳ. 

ɼʘʥʥʳʝ JSON, ʚʦʟʚʨʘʱʘʝʤʳʝ REST API, ʧʦ ʫʤʦʣʯʘʥʠʶ ʩʦʜʝʨʞʘʪ ʩʧʠʩʦʢ ʠʟ 5 

ʠʤʝʥ ʠ ʘʜʨʝʩʦʚ ʠʟʙʠʨʘʪʝʣʝʡ, ʘ ʪʘʢʞʝ ʫʥʠʢʘʣʴʥʳʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ, ʦʩʥʦʚʘʥʥʳʝ ʥʘ 

ʧʦʠʩʢʦʚʦʤ ʟʘʧʨʦʩʝ (ʥʘʧʨʠʤʝʨ, ʧʝʨʚʳʝ ʥʝʩʢʦʣʴʢʦ ʙʫʢʚ ʠʤʝʥʠ ʠʟʙʠʨʘʪʝʣʷ). 
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ʊʝʦʨʝʪʠʯʝʩʢʠ ʤʦʞʥʦ ʙʳʣʦ ʙʳ ʩʜʝʣʘʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠʝ ʟʘʧʨʦʩʳ ʜʣʷ ʟʘʛʨʫʟʢʠ 

ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʟʙʠʨʘʪʝʣʝ, ʠʟʤʝʥʠʚ ʟʥʘʯʝʥʠʝ hitsPerPage, ʧʦʢʘʟʘʥʥʦʝ ʚʳʰʝ, ʥʘ 

ʙʦʣʝʝ ʚʳʩʦʢʦʝ ʟʥʘʯʝʥʠʝ, ʠ ʜʝʣʘʪʴ ʵʪʦ ʤʥʦʛʦʢʨʘʪʥʦ ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʤʥʦʛʦʙʫʢʚʝʥʥʳʭ 

ʢʦʤʙʠʥʘʮʠʡ, ʧʦʢʘ ʦʥʠ ʥʝ ʧʨʦʩʢʘʥʠʨʫʶʪ ʚʝʩʴ ʥʘʙʦʨ ʜʘʥʥʳʭ. 

ʕʪʦʪ API, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʟʙʠʨʘʪʝʣʷʭ, ʙʳʣ 

ʫʜʘʣʝʥ ʩ ʩʘʡʪʘ DontTouchTheGreenButton.com. 

ʅʘ Reddit ʥʝʢʦʪʦʨʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʪʘʢʞʝ ʫʪʚʝʨʞʜʘʣʠ, ʯʪʦ ʚʝʙ-ʩʘʡʪ 

ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʥʘʟʚʘʥʠʶ ʠ ʘʜʨʝʩʫ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʤ ʧʦʩʣʝʜʥʠʤ 4 ʮʠʬʨʘʤ SSN, 

ʚʚʝʜʝʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʠ ʨʘʩʢʨʳʚʘʝʪ ʯʘʩʪʠʯʥʳʡ SSN.  

ʇʨʠʥʠʤʘʷ ʚʦ ʚʥʠʤʘʥʠʝ, ʯʪʦ ʜʨʫʛʠʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʫʧʦʤʷʥʫʣʠ, ʯʪʦ ʤʦʞʥʦ 

ʚʳʧʦʣʥʠʪʴ ʘʪʘʢʫ SQL-ʠʥʲʝʢʮʠʠ ʥʘ ʚʝʙ-ʩʘʡʪ, ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ SSN ʠ 

ʜʘʪʫ ʨʦʞʜʝʥʠʷ ʜʣʷ ʠʟʙʠʨʘʪʝʣʝʡéè. (Ax Sharma. Trump lawsuit site to report 

'rejected votes' leaked voter data // BleepingComputer.com 

(https://www.bleepingcomputer.com/news/security/trump-lawsuit-site-to-report-

rejected-votes-leaked-voter-data/). 08.11.2020).  
***  

 

çFolksam, ʦʜʥʘ ʠʟ ʢʨʫʧʥʝʡʰʠʭ ʩʪʨʘʭʦʚʳʭ ʢʦʤʧʘʥʠʡ ʐʚʝʮʠʠ, ʩʝʛʦʜʥʷ 

ʨʘʩʢʨʳʣʘ ʫʪʝʯʢʫ ʜʘʥʥʳʭ, ʟʘʪʨʦʥʫʚʰʫʶ ʦʢʦʣʦ 1 ʤʠʣʣʠʦʥʘ ʰʚʝʜʦʚ, ʧʦʩʣʝ ʪʦʛʦ, 

ʢʘʢ ʦʥʠ ʧʦʜʝʣʠʣʠʩʴ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʢʣʠʝʥʪʦʚ ʩ ʥʝʩʢʦʣʴʢʠʤʠ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤʠ ʛʠʛʘʥʪʘʤʠ. 
ʇʦ ʩʣʦʚʘʤ ʁʝʥʩʘ ɺʠʢʩʪʨʸʤʘ, ʨʫʢʦʚʦʜʠʪʝʣʷ ʦʪʜʝʣʘ ʤʘʨʢʝʪʠʥʛʘ ʠ ʧʨʦʜʘʞ 

Folksam, ʩʪʨʘʭʦʚʱʠʢ ʦʙʥʘʨʫʞʠʣ ʫʪʝʯʢʫ ʜʘʥʥʳʭ ʧʦʩʣʝ ʚʥʫʪʨʝʥʥʝʛʦ ʘʫʜʠʪʘ ʠ 

ʩʦʦʙʱʠʣ ʦʙ ʠʥʮʠʜʝʥʪʝ ʚ ʐʚʝʜʩʢʠʡ ʦʨʛʘʥ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ (Datainspektionen). 

çʂʦʤʧʘʥʠʠ, ʢʦʪʦʨʳʝ ʧʦʣʫʯʠʣʠ ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ ʦʪ Folksam, - ʵʪʦ, 

ʥʘʧʨʠʤʝʨ, Facebook, Google, Microsoft, Linkedin ʠ Adobeè, - ʧʦʷʩʥʠʣ ɺʠʢʩʪʨʸʤ. 

çʎʝʣʴʶ ʙʳʣʦ, ʩʨʝʜʠ ʧʨʦʯʝʛʦ, ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʪʴ, ʢʘʢʫʶ ʠʥʬʦʨʤʘʮʠʶ ʚʦʰʝʜʰʠʝ ʚ 

ʩʠʩʪʝʤʫ ʢʣʠʝʥʪʳ ʠ ʜʨʫʛʠʝ ʧʦʩʝʪʠʪʝʣʠ ʠʩʢʘʣʠ ʥʘ folksam.seè. 

ʂʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʣʠʯʥʳʝ ʜʘʥʥʳʝ, ʧʝʨʝʜʘʚʘʝʤʳʝ Folksam, ʚʢʣʶʯʘʶʪ 

ʨʘʟʣʠʯʥʳʝ ʪʠʧʳ ʠʥʬʦʨʤʘʮʠʠ, ʪʘʢʠʝ ʢʘʢ ʥʦʤʝʨʘ ʩʦʮʠʘʣʴʥʦʛʦ ʩʪʨʘʭʦʚʘʥʠʷ ʠʣʠ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʪʦʤ, ʯʪʦ ʦʪʜʝʣʴʥʦʝ ʣʠʮʦ ʧʨʠʦʙʨʝʣʦ ʧʨʦʬʩʦʶʟ ʠʣʠ ʩʪʨʘʭʦʚʢʫ ʥʘ 

ʙʝʨʝʤʝʥʥʦʩʪʴ. 

ʈʝʟʫʣʴʪʘʪʳ ʘʥʘʣʠʟʘ ʩʦʚʤʝʩʪʥʦ ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʘʥʥʳʭ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤʠ ʛʠʛʘʥʪʘʤʠ ʜʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʢʣʠʝʥʪʘʤ ʠʥʜʠʚʠʜʫʘʣʴʥʳʭ 

ʧʨʝʜʣʦʞʝʥʠʡ ʯʝʨʝʟ ʢʘʥʘʣʳ ʩʚʷʟʠ Folksam ʠ ʜʨʫʛʠʭ ʢʦʤʧʘʥʠʡ, ʩʢʘʟʘʣ ɺʠʢʩʪʨʸʤ. 

ʕʪʦʛʦ ʥʝ ʜʦʣʞʥʦ ʧʨʦʠʟʦʡʪʠ, ʠ ʩʝʡʯʘʩ ʤʳ ʤʥʦʛʦ ʨʘʙʦʪʘʝʤ, ʯʪʦʙʳ ʵʪʦʛʦ 

ʙʦʣʴʰʝ ʥʠʢʦʛʜʘ ʥʝ ʧʦʚʪʦʨʠʣʦʩʴ. ʄʳ ʦʪʦʙʨʘʞʘʝʤ, ʢʘʢʠʝ ʣʠʯʥʳʝ ʜʘʥʥʳʝ ʤʳ 

ʧʝʨʝʜʘʝʤ ʥʘʰʠʤ ʧʘʨʪʥʝʨʘʤ ʠ ʢʘʢ ʤʳ ʠʭ ʧʝʨʝʜʘʝʤ. ʄʳ ʨʘʙʦʪʘʝʤ ʧʘʨʘʣʣʝʣʴʥʦ, 

ʯʪʦʙʳ ʛʘʨʘʥʪʠʨʦʚʘʪʴ ʥʘʣʠʯʠʝ ʧʨʦʮʝʜʫʨ ʠ ʦʙʥʦʚʣʝʥʥʳʭ ʩʦʛʣʘʰʝʥʠʡ. - ʁʝʥʩ 

ɺʠʢʩʪʨʸʤ 

çʅʘʰʘ ʮʝʣʴ ʟʘʢʣʶʯʘʣʘʩʴ ʚ ʪʦʤ, ʯʪʦʙʳ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʪʴ ʠ ʧʨʝʜʦʩʪʘʚʠʪʴ 

ʥʘʰʠʤ ʢʣʠʝʥʪʘʤ ʠʥʜʠʚʠʜʫʘʣʴʥʳʝ ʧʨʝʜʣʦʞʝʥʠʷ, ʥʦ, ʢ ʩʦʞʘʣʝʥʠʶ, ʤʳ ʩʜʝʣʘʣʠ ʵʪʦ 

ʥʝʧʨʘʚʠʣʴʥʦè, - ʜʦʙʘʚʠʣ ɺʠʢʩʪʨʸʤ. 
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ʆʙʥʘʨʫʞʠʚ ʥʘʨʫʰʝʥʠʝ, Folksam ʥʝʤʝʜʣʝʥʥʦ ʧʨʝʢʨʘʪʠʣ ʜʝʣʠʪʴʩʷ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʩʦ ʩʚʦʠʤʠ ʮʠʬʨʦʚʳʤʠ ʧʘʨʪʥʝʨʘʤʠ ʠ ʧʦʪʨʝʙʦʚʘʣ 

ʫʜʘʣʠʪʴ ʵʪʫ ʠʥʬʦʨʤʘʮʠʶ ʦʪ ʢʦʤʧʘʥʠʡ, ʢʦʪʦʨʳʝ ʝʝ ʧʦʣʫʯʠʣʠ. 

çʄʳ ʧʦʥʠʤʘʝʤ, ʯʪʦ ʵʪʦ ʤʦʞʝʪ ʚʳʟʚʘʪʴ ʙʝʩʧʦʢʦʡʩʪʚʦ ʫ ʥʘʰʠʭ ʢʣʠʝʥʪʦʚ, ʠ 

ʩʝʨʴʝʟʥʦ ʦʪʥʦʩʠʤʩʷ ʢ ʪʦʤʫ, ʯʪʦ ʧʨʦʠʟʦʰʣʦè, - ʩʢʘʟʘʣ ɺʠʢʩʪʨʸʤ. çʄʳ ʥʝʤʝʜʣʝʥʥʦ 

ʧʨʝʢʨʘʪʠʣʠ ʨʘʟʛʣʘʰʘʪʴ ʵʪʫ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʧʦʪʨʝʙʦʚʘʣʠ ʝʝ ʫʜʘʣʝʥʠʷè. 

Folksam ʟʘʷʚʣʷʝʪ, ʯʪʦ ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʥʝʪ ʥʠʢʘʢʠʭ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʪʦʛʦ, ʯʪʦ 

ʦʙʱʠʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʪʨʝʪʴʠʤʠ ʣʠʮʘʤʠ 

ʥʝʥʘʜʣʝʞʘʱʠʤ ʦʙʨʘʟʦʤéè. (Sergiu Gatlan. Folksam data breach leaks info of 1M 

Swedes to Google, Facebook, more // BleepingComputer.com 

(https://www.bleepingcomputer.com/news/security/folksam-data-breach-leaks-info-of-

1m-swedes-to-google-facebook-more/). 03.11.2020).  
***  

 

çʉʘʡʪ ʩʦʦʙʱʝʩʪʚʘ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʢʘʥʥʘʙʠʩʘ ʥʝʚʦʣʴʥʦ ʚʳʣʦʞʠʣ ʚ 

ʧʫʙʣʠʯʥʳʡ ʜʦʩʪʫʧ ʜʘʥʥʳʝ ʙʦʣʝʝ 3,4 ʤʠʣʣʠʦʥʦʚ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʟʘʧʠʩʝʡ, ʚ 

ʪʦʤ ʯʠʩʣʝ ʠʟ ʩʪʨʘʥ, ʛʜʝ ʚʳʨʘʱʠʚʘʥʠʝ ʜʘʥʥʦʛʦ ʨʘʩʪʝʥʠʷ ʥʝʟʘʢʦʥʥʦ, ʩʦʦʙʱʘʶʪ 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ. 

ʅʝʟʘʱʠʱʸʥʥʫʶ ʙʘʟʫ ʜʘʥʥʳʭ ʦʙʥʘʨʫʞʠʣʠ 10 ʦʢʪʷʙʨʷ, ʭʦʪʷ ʩʠʩʪʝʤʘ 

ʠʥʜʝʢʩʠʨʦʚʘʣʘʩʴ BinaryEdge ʝʱʸ ʩ 22 ʩʝʥʪʷʙʨʷ. ʇʨʠʥʘʜʣʝʞʘʣʘ ʙʘʟʘ ʩʘʡʪʫ 

GrowDiaries, ʥʘ ʢʦʪʦʨʦʤ ʧʦʣʴʟʦʚʘʪʝʣʠ ʜʝʣʠʣʠʩʴ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʩʚʦʠʭ ʨʘʩʪʝʥʠʷʭ 

ʩʦʨʪʘ ʢʘʥʥʘʙʠʩ. 

ʉʨʝʜʠ ʦʧʫʙʣʠʢʦʚʘʥʥʳʭ ʜʘʥʥʳʭ ʦʙʥʘʨʫʞʠʣʠ ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, IP-

ʘʜʨʝʩʘ, ʠʤʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʘ ʪʘʢʞʝ ʠʭ ʧʦʩʪʳ ʠ ʭʵʰʠʨʦʚʘʥʥʳʝ ʧʘʨʦʣʠè. 

(ʉʣʫʯʘʡʥʘʷ ʫʪʝʯʢʘ ʜʘʥʥʳʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʢʘʥʥʘʙʠʩʘ // SecureNews 

(https://securenews.ru/accidental-data-leak-of-cannabis-producers/). 05.11.2020).  

***  

 

çʀʩʧʘʥʩʢʠʡ ʨʘʟʨʘʙʦʪʯʠʢ Prestige Software ʧʦ ʦʰʠʙʢʝ ʚʳʣʦʞʠʣ ʙʘʟʫ 

ʜʘʥʥʳʭ ʩʚʦʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʦʪʢʨʳʪʳʡ ʜʦʩʪʫʧ. ʆʥʘ ʩʦʜʝʨʞʘʣʘ ʙʦʣʝʝ 10 

ʤʠʣʣʠʦʥʦʚ ʬʘʡʣʦʚ ʩ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ. 
ʀʩʩʣʝʜʦʚʘʪʝʣʴ ʠʟ Website Planet ʧʨʝʜʫʧʨʝʞʜʘʝʪ, ʯʪʦ ʫʪʝʯʢʘ ʤʦʞʝʪ ʙʳʪʴ ʙʦʣʝʝ 

ʤʘʩʰʪʘʙʥʦʡ, ʪʘʢ ʢʘʢ ʥʝʢʦʪʦʨʳʝ ʬʘʡʣʳ ʩʦʜʝʨʞʘʣʠ ʠʥʬʦʨʤʘʮʠʶ ʩʨʘʟʫ ʥʝʩʢʦʣʴʢʠʭ 

ʯʝʣʦʚʝʢ. 

ʉʨʝʜʠ ʜʘʥʥʳʭ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʧʦʣʥʳʝ ʠʤʝʥʘ, ʵʣʝʢʪʨʦʥʥʳʝ ʘʜʨʝʩʘ, ʥʦʤʝʨʘ 

ʧʘʩʧʦʨʪʦʚ, ʪʝʣʝʬʦʥʥʳʝ ʥʦʤʝʨʘ ʠ ʧʣʘʪʝʞʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʧʦʩʝʪʠʪʝʣʝʡ ʦʪʝʣʝʡ. 

ʇʦʣʫʯʝʥʥʳʤʠ ʜʘʥʥʳʤʠ ʤʦʛʣʠ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ ʬʠʰʠʥʛʦʚʳʭ 

ʘʪʘʢ ʠ ʤʘʥʠʧʫʣʷʮʠʡ ʩ ʜʝʪʘʣʷʤʠ ʙʨʦʥʠʨʦʚʘʥʠʷ. 

ʆʜʥʘʢʦ ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʥʝʪ ʩʚʠʜʝʪʝʣʴʩʪʚ ʪʦʛʦ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ 

ʠʩʧʦʣʴʟʦʚʘʣʠ ʵʪʠ ʜʘʥʥʳʝè. (ʂʨʫʧʥʘʷ ʫʪʝʯʢʘ ʜʘʥʥʳʭ ʥʘ ʧʣʘʪʬʦʨʤʝ ʜʣʷ 

ʙʨʦʥʠʨʦʚʘʥʠʷ ʦʪʝʣʝʡ // SecureNews (https://securenews.ru/major-data-breach-on-

hotel-booking-platform/). 09.11.2020).  

***  

 



 93 

çʅʘ ʧʨʦʩʪʦʨʘʭ ʜʘʨʢʥʝʪʘ ʥʝʠʟʚʝʩʪʥʳʡ ʚʳʣʦʞʠʣ ʥʘ ʧʨʦʜʘʞʫ ʜʦʩʪʫʧ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʢ ʧʘʢʠʩʪʘʥʩʢʠʤ ʘʚʠʘʣʠʥʠʷʤ. ʕʪʦ ʦʙʥʘʨʫʞʠʣʘ ʢʦʤʘʥʜʘ 

ʢʠʙʝʨʨʘʟʚʝʜʳʚʘʪʝʣʴʥʦʡ ʬʠʨʤʳ KELA. 
ʇʦ ʥʘʙʣʶʜʝʥʠʷʤ KELA, ʧʦʢʫʧʘʪʝʣʝʡ ʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʤʥʦʛʦ. çʃʶʜʠ, 

ʢʦʪʦʨʳʝ ʧʨʠʦʙʨʝʣʠ ʜʦʩʪʫʧ ʢ ʩʝʪʠ, ʚʧʦʩʣʝʜʩʪʚʠʠ ʤʦʛʫʪ ʧʨʦʜʚʠʥʫʪʴʩʷ ʜʘʣʴʰʝ ʠ 

ʘʪʘʢʦʚʘʪʴ ʢʦʤʧʘʥʠʶ ʚʠʨʫʩʦʤ-ʚʳʤʦʛʘʪʝʣʝʤè, ð ʧʨʝʜʩʢʘʟʳʚʘʝʪ ʧʨʝʜʩʪʘʚʠʪʝʣʴ. 

ʅʝʜʝʣʶ ʩʧʫʩʪʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢ ʦʧʫʙʣʠʢʦʚʘʣ ʥʦʚʦʝ ʦʙʲʷʚʣʝʥʠʝ ʦ ʧʨʦʜʘʞʝ 

ʚʩʝʭ ʙʘʟ ʜʘʥʥʳʭ ʘʚʠʘʢʦʤʧʘʥʠʠ. ɼʣʷ ʧʨʠʤʝʨʘ ʦʥ ʚʳʣʦʞʠʣ ʯʘʩʪʴ ʷʢʦʙʳ ʫʢʨʘʜʝʥʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ. ʆʥ ʫʚʝʨʷʣ, ʯʪʦ ʦʥʘ ʩʦʜʝʨʞʠʪ ʠʤʝʥʘ, ʬʘʤʠʣʠʠ ʠ ʥʦʤʝʨʘ ʧʘʩʧʦʨʪʦʚ 

ʚʩʝʭ ʢʣʠʝʥʪʦʚ. 

ɽʩʣʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʛʦʚʦʨʠʪ ʧʨʘʚʜʫ, ʟʥʘʯʠʪ, ʧʨʝʩʪʫʧʣʝʥʠʝ ʦʥ ʩʦʚʝʨʰʠʣ 

ʜʚʘʞʜʳ: ʧʦʣʫʯʠʚ ʜʦʩʪʫʧ ʢ ʩʝʪʠ ʘʚʠʘʣʠʥʠʡ ʠ ʠʩʧʦʣʴʟʫʷ ʝʛʦ, ʯʪʦʙʳ ʫʢʨʘʩʪʴ ʙʘʟʳ 

ʜʘʥʥʳʭ. 

KELA ʩʣʝʜʠʣʘ ʟʘ ʫʛʨʦʟʦʡ ʩ ʠʶʣʷ 2020 ʛʦʜʘ. ɿʘ ʵʪʦ ʚʨʝʤʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢ 

ʧʨʦʜʘʣ ʜʦʩʪʫʧ 38 ʨʘʟ ʥʘ ʦʙʱʫʶ ʩʫʤʤʫ, ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʚ $118,700. 

çʄʳ ʟʥʘʝʤ, ʯʪʦ ʫ ʥʝʛʦ ʜʦʩʪʫʧ ʰʠʨʝ, ʯʝʤ ʦʥ ʧʨʝʜʣʘʛʘʝʪè, ð ʩʦʦʙʱʘʝʪ 

KELAè. (ʍʘʢʝʨ ʧʨʦʜʘʝʪ ʜʦʩʪʫʧ ʢ ʩʝʪʠ ʘʚʠʘʣʠʥʠʡ ʇʘʢʠʩʪʘʥʘ // SecureNews 

(https://securenews.ru/hacker-sells-access-to-pakistan-airlines-network/). 11.11.2020).  

***  

 

çʉʦʛʣʘʩʥʦ ɼʘʪʩʢʦʤʫ ʘʛʝʥʪʩʪʚʫ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ, ʥʠ ʦʜʠʥ ʢʦʥʪʨʦʣʣʝʨ 

ʜʘʥʥʳʭ ʥʝ ʜʦʣʞʝʥ ʟʘʧʨʘʰʠʚʘʪʴ ʫ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ ʦʪʧʨʘʚʢʫ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʠʣʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʯʝʨʝʟ 

ʥʝʟʘʰʠʬʨʦʚʘʥʥʦʝ ʠʥʪʝʨʥʝʪ-ʩʦʝʜʠʥʝʥʠʝ. 

ɺʩʝ ʢʦʥʪʨʦʣʣʝʨʳ ʜʘʥʥʳʭ ʧʦʜʯʠʥʷʶʪʩʷ ʧʨʠʥʮʠʧʫ ʧʦʜʦʪʯʝʪʥʦʩʪʠ ʚ ʩʪ. 5 

GDPR, ʢʦʪʦʨʳʡ ʪʨʝʙʫʝʪ ʦʪ ʥʠʭ ʦʙʝʩʧʝʯʝʥʠʷ ʦʙʨʘʙʦʪʢʠ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ 

ʩʧʦʩʦʙʦʤ, ʛʘʨʘʥʪʠʨʫʶʱʠʤ ʥʘʜʣʝʞʘʱʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ. 

ʅʘ ʧʨʘʢʪʠʢʝ ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʢʦʥʪʨʦʣʝʨ ʜʘʥʥʳʭ ʧʝʨʝʜ ʦʙʨʘʙʦʪʢʦʡ 

ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʜʦʣʞʝʥ ʧʨʦʚʝʩʪʠ ʦʮʝʥʢʫ ʨʠʩʢʦʚ ʠ ʧʨʠʥʷʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ 

ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʥʦʤʫ ʨʠʩʢʫ (-ʘʤ). 

ɺ 2018 ʛʦʜʫ ʜʘʪʩʢʦʝ ʘʛʝʥʪʩʪʚʦ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ Datatilsynet ʦʧʫʙʣʠʢʦʚʘʣʦ 

ʟʘʷʚʣʝʥʠʝ ʦ ʪʨʝʙʦʚʘʥʠʷʭ ʢ ʰʠʬʨʦʚʘʥʠʶ (ʪʦʣʴʢʦ ʥʘ ʜʘʪʩʢʦʤ ʷʟʳʢʝ)., ʧʦʩʢʦʣʴʢʫ 

Datatilsynet ʧʨʠʜʝʨʞʠʚʘʣʩʷ ʤʥʝʥʠʷ, ʯʪʦ ʧʝʨʝʧʠʩʢʘ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ, 

ʚʢʣʶʯʘʶʱʘʷ ʩʝʢʨʝʪʥʫʶ ʠʣʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʜʦʣʞʥʘ ʙʳʪʴ 

ʟʘʰʠʬʨʦʚʘʥʘ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʥʘʜʣʝʞʘʱʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ. ɺ ʩʚʦʝʤ ʨʫʢʦʚʦʜʩʪʚʝ 

Datatilsynet ʧʝʨʝʯʠʩʣʠʣ ʨʘʟʣʠʯʥʳʝ ʧʦʜʭʦʜʷʱʠʝ ʤʝʪʦʜʳ ʰʠʬʨʦʚʘʥʠʷ ʠ ʟʘʷʚʠʣ: 

ʂʦʛʜʘ ʵʣʝʢʪʨʦʥʥʦʝ ʧʠʩʴʤʦ ʦʪʧʨʘʚʣʷʝʪʩʷ ʦʪ ʢʦʥʪʨʦʣʣʝʨʘ ʜʘʥʥʳʭ, ʢʦʥʪʨʦʣʣʝʨ 

ʜʘʥʥʳʭ ʦʪʚʝʯʘʝʪ ʟʘ ʙʝʟʦʧʘʩʥʫʶ ʧʝʨʝʜʘʯʫ ʥʘ ʧʦʯʪʦʚʳʡ ʩʝʨʚʝʨ ʧʦʣʫʯʘʪʝʣʷ. 

Datatilsynet ʦʧʫʙʣʠʢʦʚʘʣ ʥʦʚʦʝ ʟʘʷʚʣʝʥʠʝ (ʪʦʣʴʢʦ ʥʘ ʜʘʪʩʢʦʤ ʷʟʳʢʝ), ʚ 

ʢʦʪʦʨʦʤ Datatilsynet ʧʦʷʩʥʷʝʪ, ʯʪʦ ʦʙʷʟʘʪʝʣʴʩʪʚʦ (ʚ ʢʘʯʝʩʪʚʝ ʢʦʥʪʨʦʣʣʝʨʘ ʜʘʥʥʳʭ 

ʧʦʜ ʜʘʪʩʢʦʡ ʶʨʠʩʜʠʢʮʠʝʡ) ʦʙʝʩʧʝʯʠʪʴ ʥʘʜʣʝʞʘʱʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ ʧʦʚʳʰʘʝʪʩʷ, 

ʝʩʣʠ ʢʦʥʪʨʦʣʣʝʨ ʜʘʥʥʳʭ ʟʘʧʨʦʩʠʣ ʫ ʩʫʙʲʝʢʪʘ ʜʘʥʥʳʭ ʦʪʧʨʘʚʢʫ ʠʥʬʦʨʤʘʮʠʠ. ʢ 

ʢʦʥʪʨʦʣʣʝʨʫ ʜʘʥʥʳʭ, ʪʦ ʝʩʪʴ ʦʙʷʟʘʪʝʣʴʩʪʚʦ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʨʠʤʝʥʷʝʪʩʷ ʥʝ ʪʦʣʴʢʦ ʩ ʤʦʤʝʥʪʘ ʚʨʝʤʝʥʠ, ʢʦʛʜʘ ʢʦʥʪʨʦʣʣʝʨ ʜʘʥʥʳʭ ʧʦʣʫʯʘʝʪ 
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ʜʘʥʥʳʝ, ʥʦ ʠ ʩ ʤʦʤʝʥʪʘ, ʢʦʛʜʘ ʩʫʙʲʝʢʪ ʜʘʥʥʳʭ ʦʪʧʨʘʚʣʷʝʪ ʟʘʧʨʦʰʝʥʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʢʦʥʪʨʦʣʣʝʨʫ. 

ɽʩʪʴ ʪʦʣʴʢʦ ʜʚʘ ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʤʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ; 

ʥʝʟʘʧʨʦʰʝʥʥʳʝ ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ, ʧʨʝʜʦʩʪʘʚʣʝʥʥʳʝ ʩʫʙʲʝʢʪʘʤʠ ʜʘʥʥʳʭ, ʠʣʠ ʚ 

ʩʣʫʯʘʝ, ʝʩʣʠ ʩʫʙʲʝʢʪ ʜʘʥʥʳʭ ʘʢʪʠʚʥʦ ʨʝʰʘʝʪ ʥʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʝʰʝʥʠʝ ʜʣʷ 

ʙʝʟʦʧʘʩʥʦʡ ʧʝʨʝʜʘʯʠ. 

ʊʨʝʙʦʚʘʥʠʝ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʢʘʢ ʥʘ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʦʨʛʘʥʳ, ʪʘʢ ʠ ʥʘ 

ʯʘʩʪʥʳʝ ʧʨʝʜʧʨʠʷʪʠʷ, ʜʝʡʩʪʚʫʶʱʠʝ ʚ ʢʘʯʝʩʪʚʝ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʚ 

ʨʘʤʢʘʭ ʟʘʜʘʯʠ ʠʣʠ ʫʩʣʫʛʠ ʟʘʧʨʘʰʠʚʘʶʪ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ, ʥʘʧʨʠʤʝʨ ʢʣʠʝʥʪʦʚ / 

ʢʣʠʝʥʪʦʚ / ʧʘʮʠʝʥʪʦʚ, ʜʣʷ ʦʪʧʨʘʚʢʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʪʠʧʦʚ ʣʠʯʥʳʭ ʜʘʥʥʳʭ. ʂʨʦʤʝ 

ʪʦʛʦ, Datatilsynet, ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ ʧʫʙʣʠʯʥʦ, ʥʝ ʧʨʠʟʥʘʣ ʧʝʨʝʭʦʜʥʳʡ ʧʝʨʠʦʜ ʜʣʷ 

ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʘʥʥʳʭ. 

ɺ ʟʘʢʣʶʯʝʥʠʝ, ʵʪʦ ʥʦʚʦʝ ʪʨʝʙʦʚʘʥʠʝ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʢʦʥʪʨʦʣʣʝʨʳ ʜʘʥʥʳʭ, 

ʢʦʪʦʨʳʝ ʟʘʧʨʘʰʠʚʘʶʪ ʫ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ ʦʪʧʨʘʚʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʠʣʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʣʠʯʥʳʭ ʜʘʥʥʳʭ, ʪʝʧʝʨʴ ʦʙʷʟʘʥʳ ʧʨʝʜʦʩʪʘʚʠʪʴ ʩʫʙʲʝʢʪʫ ʜʘʥʥʳʭ 

ʚʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʢʘʥʘʣ, ʥʘʧʨʠʤʝʨ, ʜʦʩʪʘʪʦʯʥʦ 

ʙʝʟʦʧʘʩʥʦʝ ʨʝʰʝʥʠʝ ʜʣʷ ʜʚʫʩʪʦʨʦʥʥʝʡ ʧʝʨʝʜʘʯʠ, ʧʦʟʚʦʣʷʝʪ ʢʦʥʪʨʦʣʝʨʫ ʜʘʥʥʳʭ ʠ 

ʩʫʙʲʝʢʪʫ ʜʘʥʥʳʭ ʦʙʤʝʥʠʚʘʪʴʩʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤʠ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤʠ 

ʣʠʯʥʳʤʠ ʜʘʥʥʳʤʠ, ʦʪʥʦʩʷʱʠʤʠʩʷ ʢ ʩʫʙʲʝʢʪʫ ʜʘʥʥʳʭè. (Michael Gorm Madsen, 

Laura Katarina Dollerup. Who is responsible when personal data is sent via un-

encrypted connections? // Bird & Bird 

(https://www.twobirds.com/en/news/articles/2020/denmark/who-is-responsible-when-

personal-data-is-sent-via-unencrypted-connections). 19.11.2020). 
***  

 

çʉʠʥʛʘʧʫʨ ʨʘʩʩʣʝʜʫʝʪ ʫʪʚʝʨʞʜʝʥʠʷ ʦ ʪʦʤ, ʯʪʦ ʤʝʩʪʥʦʝ ʤʦʙʠʣʴʥʦʝ 

ʧʨʠʣʦʞʝʥʠʝ Muslim Pro ʧʨʦʜʘʚʘʣʦ çʧʦʜʨʦʙʥʳʝ ʜʘʥʥʳʝ ʦ ʤʝʩʪʦʧʦʣʦʞʝʥʠʠè 

ʚʦʝʥʥʳʤ ʉʐɸ. ʇʦʧʫʣʷʨʥʦʝ ʧʨʠʣʦʞʝʥʠʝ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʤʦʣʠʪʚ, 

ʧʦʣʫʯʠʚʰʝʝ ʙʦʣʝʝ 98,5 ʤʠʣʣʠʦʥʦʚ ʟʘʛʨʫʟʦʢ ʧʦ ʚʩʝʤʫ ʤʠʨʫ, ʦʧʨʦʚʝʨʛʣʦ 

ʦʙʚʠʥʝʥʠʷ, ʟʘʷʚʠʚ, ʯʪʦ ʜʝʣʠʪʩʷ ʩʦ ʩʚʦʠʤʠ ʧʘʨʪʥʝʨʘʤʠ ʪʦʣʴʢʦ ʘʥʦʥʠʤʥʳʤʠ 

ʜʘʥʥʳʤʠ. 
ʂʦʤʠʩʩʠʷ ʧʦ ʟʘʱʠʪʝ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ (PDPC) ʧʦʜʪʚʝʨʜʠʣʘ, ʯʪʦ 

ʠʥʚʝʩʪʠʨʫʝʪ ʚ ʦʙʚʠʥʝʥʠʷ, ʠ ʟʘʧʨʦʩʠʣʘ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʫ 

ʨʘʟʨʘʙʦʪʯʠʢʘ Muslim Pro, Bitsmedia. ʈʝʛʫʣʠʨʫʶʱʠʡ ʦʨʛʘʥ ʩʦʦʙʱʠʣ ʤʝʩʪʥʳʤ ʉʄʀ: 

çʄʳ ʥʘʧʦʤʠʥʘʝʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʯʪʦ ʦʥʠ ʪʘʢʞʝ ʜʦʣʞʥʳ ʧʦʤʥʠʪʴ ʦ ʪʠʧʘʭ 

ʨʘʟʨʝʰʝʥʠʡ ʠ ʣʠʯʥʳʭ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʦʥʠ ʧʨʝʜʦʩʪʘʚʣʷʶʪ, ʠ ʦ ʪʦʤ, ʢʘʢ ʦʥʠ ʤʦʛʫʪ 

ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ. ɺ ʩʣʫʯʘʝ ʩʦʤʥʝʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʠ ʥʝ ʜʦʣʞʥʳ ʟʘʛʨʫʞʘʪʴ ʠʣʠ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʘʢʠʝ-ʣʠʙʦ ʧʨʠʣʦʞʝʥʠʷè. 

ʆʩʥʦʚʘʥʥʘʷ ʚ 2009 ʛʦʜʫ ʩʠʥʛʘʧʫʨʩʢʘʷ ʢʦʤʧʘʥʠʷ Bitsmedia ʠʤʝʝʪ ʦʬʠʩʳ ʚ 

ʄʘʣʘʡʟʠʠ ʠ ʀʥʜʦʥʝʟʠʠ. ɽʛʦ ʧʨʠʣʦʞʝʥʠʝ Muslim Pro ʦʪʩʣʝʞʠʚʘʝʪ ʚʨʝʤʷ ʤʦʣʠʪʚ ʠ, 

ʩʨʝʜʠ ʧʨʦʯʝʛʦ, ʧʦʢʘʟʳʚʘʝʪ ʥʘʧʨʘʚʣʝʥʠʝ ʚ ʄʝʢʢʫ. ʉʦʛʣʘʩʥʦ ʝʛʦ ʚʝʙ-ʩʘʡʪʫ, ʦʥʦ ʙʳʣʦ 

ʟʘʛʨʫʞʝʥʦ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠʟ 200 ʩʪʨʘʥ. 

ʈʘʥʝʝ ʥʘ ʵʪʦʡ ʥʝʜʝʣʝ ʩʦʦʙʱʘʣʦʩʴ, ʯʪʦ ʧʨʠʣʦʞʝʥʠʝ ʧʨʦʜʘʚʘʣʦ ʧʦʜʨʦʙʥʳʝ 

ʜʘʥʥʳʝ ʦ ʤʝʩʪʦʧʦʣʦʞʝʥʠʠ X-Mode, ʩʪʦʨʦʥʥʝʤʫ ʘʛʨʝʛʘʪʦʨʫ ʜʘʥʥʳʭ ʠʟ ʉʐɸ, 

ʢʦʪʦʨʳʡ ʧʨʦʜʘʝʪ ʩʚʦʠ ʫʩʣʫʛʠ ʢʣʠʝʥʪʘʤ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʦʜʨʷʜʯʠʢʘʤ ʠʟ ʉʐɸ. 
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ɸʤʝʨʠʢʘʥʩʢʦ-ʢʘʥʘʜʩʢʦʝ ʥʦʚʦʩʪʥʦʝ ʘʛʝʥʪʩʪʚʦ Vice Media ʦʧʫʙʣʠʢʦʚʘʣʦ ʵʪʫ ʥʦʚʦʩʪʴ 

ʚ ʩʚʦʝʤ ʦʪʯʝʪʝ, ʟʘʷʚʠʚ, ʯʪʦ Muslim Pro ʙʳʣʦ ʩʨʝʜʠ ʜʨʫʛʠʭ ʤʦʙʠʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, 

ʢʦʪʦʨʳʝ ʧʨʦʜʘʚʘʣʠ ʜʘʥʥʳʝ ʚʦʝʥʥʳʤ ʉʐɸ ʠ ʚʢʣʶʯʘʣʠ ʚʨʝʤʝʥʥʳʝ ʤʝʪʢʠ, ʜʘʥʥʳʝ ʦ 

ʤʦʜʝʣʠ ʪʝʣʝʬʦʥʘ ʠ ʥʘʟʚʘʥʠʝ ʩʝʪʠ Wi-Fi. ʢ ʢʦʪʦʨʦʤʫ ʙʳʣ ʧʦʜʢʣʶʯʝʥ ʪʝʣʝʬʦʥ.  

Bitsmedia ʦʧʨʦʚʝʨʛʣʘ ʦʙʚʠʥʝʥʠʷ, ʦʧʫʙʣʠʢʦʚʘʚ ʜʚʘ ʟʘʷʚʣʝʥʠʷ ʚʦ ʚʪʦʨʥʠʢ ʠ 

ʯʝʪʚʝʨʛ ʠ ʦʪʢʣʦʥʠʚ ʠʭ ʢʘʢ çʥʝʚʝʨʥʳʝ ʠ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʜʝʡʩʪʚʠʪʝʣʴʥʦʩʪʠè.  

ʆʪʤʝʪʠʚ, ʯʪʦ ʵʪʦ ʩʦʦʪʚʝʪʩʪʚʦʚʘʣʦ ʛʣʦʙʘʣʴʥʳʤ ʟʘʢʦʥʘʤ ʠ ʧʦʣʦʞʝʥʠʷʤ ʦ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ, ʪʘʢʠʤ ʢʘʢ GDPR (ʆʙʱʝʝ ʧʦʣʦʞʝʥʠʝ ʦ ʟʘʱʠʪʝ 

ʜʘʥʥʳʭ) ɽʉ ʠ ɿʘʢʦʥ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʧʦʪʨʝʙʠʪʝʣʝʡ ʂʘʣʠʬʦʨʥʠʠ (CCPA), 

Bitsmedia ʟʘʷʚʠʣʘ, ʯʪʦ çʩʦʙʠʨʘʝʪ, ʦʙʨʘʙʘʪʳʚʘʝʪ ʠ ʠʩʧʦʣʴʟʫʝʪ ʠʥʬʦʨʤʘʮʠʶè, 

ʢʦʪʦʨʫʶ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʝʝ ʧʦʣʴʟʦʚʘʪʝʣʠ. ʨʘʟʨʘʙʦʪʯʠʢʫ ʧʨʠ ʜʦʩʪʫʧʝ ʢ ʝʛʦ 

ʧʨʠʣʦʞʝʥʠʶ, ʯʪʦʙʳ "ʫʣʫʯʰʠʪʴ ʥʘʰ ʩʝʨʚʠʩ" ʠ ʦʙʣʝʛʯʠʪʴ "ʠʩʩʣʝʜʦʚʘʥʠʷ ʠ 

ʨʘʟʨʘʙʦʪʢʠ" (ʅʀʆʂʈ) ʜʣʷ ʩʚʦʝʛʦ ʧʨʠʣʦʞʝʥʠʷ.  

ʆʥ ʩʢʘʟʘʣ, ʯʪʦ ʵʪʦ ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʘʥʘʣʠʟ ʜʘʥʥʳʭ, ʯʪʦʙʳ ʣʫʯʰʝ ʧʦʥʷʪʴ 

ʧʦʚʝʜʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʯʪʦʙʳ çʫʣʫʯʰʠʪʴ ʦʙʱʫʶ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴè ʩʚʦʝʛʦ 

ʩʝʨʚʠʩʘ. ʆʥ ʜʦʙʘʚʠʣ, ʯʪʦ ʜʘʥʥʳʝ ʦ ʤʝʩʪʦʧʦʣʦʞʝʥʠʠ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʜʣʷ ʨʘʩʯʝʪʘ 

ʚʨʝʤʝʥʠ ʤʦʣʠʪʚʳ ʠ ʦʙʣʝʛʯʠʣʠ ʬʫʥʢʮʠʠ ʧʣʘʥʠʨʦʚʘʥʠʷ ʠ ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ, ʘ ʪʘʢʞʝ 

ʜʣʷ ʫʣʫʯʰʝʥʠʷ ʦʙʱʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʦʧʳʪʘ. 

ʈʘʟʨʘʙʦʪʯʠʢ ʧʨʠʣʦʞʝʥʠʷ ʪʘʢʞʝ ʥʘʩʪʘʠʚʘʣ, ʯʪʦ ʥʝ ʨʘʟʛʣʘʰʘʝʪ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʪʘʢʫʶ ʢʘʢ ʠʤʷ, ʥʦʤʝʨ ʪʝʣʝʬʦʥʘ ʠ ʘʜʨʝʩ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. çʃʶʙʳʝ ʜʘʥʥʳʝ, ʧʝʨʝʜʘʚʘʝʤʳʝ ʧʘʨʪʥʝʨʘʤ, ʘʥʦʥʠʤʥʳ, ʯʪʦ 

ʦʟʥʘʯʘʝʪ, ʯʪʦ ʥʘʰʠ ʜʘʥʥʳʝ ʥʝ ʦʪʥʦʩʷʪʩʷ ʢ ʢʘʢʠʤ-ʣʠʙʦ ʢʦʥʢʨʝʪʥʳʤ ʣʠʮʘʤè, - 

ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ. 

çʄʳ ʧʨʠʤʝʥʷʝʤ ʩʪʘʥʜʘʨʪʥʳʝ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʟʘʱʠʪʥʳʝ ʤʝʨʳ ʠ 

ʚʳʙʠʨʘʝʤ ʚʝʜʫʱʠʭ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʧʘʨʪʥʝʨʦʚ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ 

ʥʘʠhʭ ʜʘʥʥʳʭ ʚ ʥʘʰʝʡ ʦʙʣʘʯʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ. ʄʳ ʪʘʢʞʝ ʙʳʣʠ ʦʪʢʨʳʪʳ ʠ 

ʧʨʦʟʨʘʯʥʳ ʚ ʦʪʥʦʰʝʥʠʠ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʫʶ ʤʳ ʩʦʙʠʨʘʝʤ, ʭʨʘʥʠʤ ʠ 

ʦʙʨʘʙʘʪʳʚʘʝʤè. 

ʆʧʨʦʚʝʨʛʥʫʚ ʫʪʚʝʨʞʜʝʥʠʷ Vice Media, Bitsmedia ʟʘʷʚʠʣʘ, ʯʪʦ ʧʨʝʢʨʘʪʠʣʘ ʚʩʝ 

ʦʪʥʦʰʝʥʠʷ ʩʦ ʩʚʦʠʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤʠ ʧʘʨʪʥʝʨʘʤʠ, ʚʢʣʶʯʘʷ X-Mode, "ʚʩʪʫʧʠʚ ʚ 

ʩʠʣʫ ʥʝʤʝʜʣʝʥʥʦ". 

ʆʥ ʩʢʘʟʘʣ, ʯʪʦ ʩʦʪʨʫʜʥʠʯʘʣ ʩ çʠʟʙʨʘʥʥʳʤʠ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤʠ ʧʘʨʪʥʝʨʘʤʠè, 

ʯʪʦʙʳ ʫʣʫʯʰʠʪʴ ʢʘʯʝʩʪʚʦ ʩʚʦʝʛʦ ʧʨʠʣʦʞʝʥʠʷ, ʠ ʦʙʤʝʥʠʚʘʣʩʷ ʜʘʥʥʳʤʠ ʩʦ ʩʚʦʠʤʠ 

ʧʘʨʪʥʝʨʘʤʠ ʜʣʷ çʦʙʱʠʭ ʮʝʣʝʡ, ʪʘʢʠʭ ʢʘʢ ʨʝʢʣʘʤʘè, ʯʪʦ, ʧʦ ʝʛʦ ʤʥʝʥʠʶ, ʙʳʣʦ ʝʛʦ 

ʦʩʥʦʚʥʳʤ ʠʩʪʦʯʥʠʢʦʤ ʜʦʭʦʜʘ. ʆʥ ʩʢʘʟʘʣ, ʯʪʦ ʩʜʝʣʘʣ ʵʪʦ çʚ ʧʦʣʥʦʤ ʩʦʦʪʚʝʪʩʪʚʠʠè 

ʩʦ ʚʩʝʤʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤʠ ʟʘʢʦʥʘʤʠ ʠ ʚʥʝʜʨʠʣ çʩʪʨʦʛʫʶ ʧʦʣʠʪʠʢʫ ʫʧʨʘʚʣʝʥʠʷ 

ʜʘʥʥʳʤʠè ʜʣʷ ʟʘʱʠʪʳ ʜʘʥʥʳʭ ʩʚʦʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ.  

ʇʦ ʩʣʦʚʘʤ ʨʘʟʨʘʙʦʪʯʠʢʘ ʧʨʠʣʦʞʝʥʠʷ, ʦʥ ʨʘʙʦʪʘʣ ʩ ʪʨʝʪʴʠʤʠ ʩʪʦʨʦʥʘʤʠ, 

ʪʘʢʠʤʠ ʢʘʢ ʩʦʮʠʘʣʴʥʳʝ ʩʝʪʠ ʠ ʢʦʤʧʘʥʠʠ, ʟʘʥʠʤʘʶʱʠʝʩʷ ʘʥʘʣʠʟʦʤ ʜʘʥʥʳʭ, ʠ 

ʦʙʤʝʥʠʚʘʣʩʷ ʜʘʥʥʳʤʠ ʩ ʩʦʛʣʘʩʠʷ ʩʚʦʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ.  

ʆʥ ʪʘʢʞʝ ʦʪʤʝʪʠʣ, ʯʪʦ, ʧʦʤʠʤʦ ʨʘʟʜʝʣʘ çʉʦʦʙʱʝʩʪʚʦè, ʬʫʥʢʮʠʠ, 

ʧʨʝʜʩʪʘʚʣʝʥʥʳʝ ʚ Muslim Pro, ʜʦʩʪʫʧʥʳ ʙʝʟ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚʭʦʜʘ ʚ ʧʨʠʣʦʞʝʥʠʝ. 

çʕʪʦ ʩʧʦʩʦʙʩʪʚʫʝʪ ʘʥʦʥʠʤʥʦʩʪʠ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʤʳ ʩʦʙʠʨʘʝʤ ʠ ʦʙʨʘʙʘʪʳʚʘʝʤè, - 

ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ. 
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ɺ ʩʣʫʯʘʝ ʥʘʨʫʰʝʥʠʷ ɿʘʢʦʥʘ ʉʠʥʛʘʧʫʨʘ ʦ ʟʘʱʠʪʝ ʣʠʯʥʳʭ ʜʘʥʥʳʭ (PDPA) 

Bitsmedia ʤʦʞʝʪ ʩʪʦʣʢʥʫʪʴʩʷ ʩ ʬʠʥʘʥʩʦʚʳʤʠ ʰʪʨʘʬʘʤʠ ʚ ʨʘʟʤʝʨʝ ʜʦ 10% ʦʪ 

ʛʦʜʦʚʦʛʦ ʦʙʦʨʦʪʘ ʠʣʠ 1 ʤʣʥ ʩʠʥʛʘʧʫʨʩʢʠʭ ʜʦʣʣʘʨʦʚ (735 490 ʜʦʣʣʘʨʦʚ ʉʐɸ), ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʦʛʦ, ʢʘʢʘʷ ʩʫʤʤʘ ʙʦʣʴʰʝ.  

ʊʦʣʴʢʦ ʚ ʵʪʦʤ ʤʝʩʷʮʝ ʉʠʥʛʘʧʫʨ ʦʙʥʦʚʠʣ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ ʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ, 

ʯʪʦʙʳ ʧʦʟʚʦʣʠʪʴ ʤʝʩʪʥʳʤ ʧʨʝʜʧʨʠʷʪʠʷʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʘʥʥʳʝ ʧʦʪʨʝʙʠʪʝʣʝʡ ʙʝʟ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʛʦ ʩʦʛʣʘʩʠʷ ʜʣʷ ʥʝʢʦʪʦʨʳʭ ʮʝʣʝʡ, ʪʘʢʠʭ ʢʘʢ ʫʣʫʯʰʝʥʠʝ ʙʠʟʥʝʩʘ ʠ 

ʠʩʩʣʝʜʦʚʘʥʠʷ. ʇʦʧʨʘʚʢʠ ʪʘʢʞʝ ʧʦʟʚʦʣʠʣʠ ʥʘʣʦʞʠʪʴ ʙʦʣʝʝ ʩʫʨʦʚʳʝ ʬʠʥʘʥʩʦʚʳʝ 

ʩʘʥʢʮʠʠ ʟʘ ʫʪʝʯʢʫ ʜʘʥʥʳʭ ʩʚʝʨʭ ʧʨʝʜʳʜʫʱʝʛʦ ʧʨʝʜʝʣʘ ʚ 1 ʤʠʣʣʠʦʥ ʩʠʥʛʘʧʫʨʩʢʠʭ 

ʜʦʣʣʘʨʦʚ.  

ɺ ʩʚʦʝʤ ʚʳʩʪʫʧʣʝʥʠʠ, ʧʦʩʚʷʱʝʥʥʦʤ ʧʦʧʨʘʚʢʘʤ, ʤʠʥʠʩʪʨ ʩʚʷʟʠ ʠ ʠʥʬʦʨʤʘʮʠʠ 

ʉʠʥʛʘʧʫʨʘ ʉ. ʀʰʚʘʨʘʥ ʩʢʘʟʘʣ, ʯʪʦ ʜʘʥʥʳʝ ʷʚʣʷʶʪʩʷ ʢʣʶʯʝʚʳʤ ʵʢʦʥʦʤʠʯʝʩʢʠʤ 

ʘʢʪʠʚʦʤ ʚ ʮʠʬʨʦʚʦʡ ʵʢʦʥʦʤʠʢʝ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʮʝʥʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʠʥʬʦʨʤʠʨʫʝʪ ʧʨʝʜʧʨʠʷʪʠʷ ʠ ʩʧʦʩʦʙʩʪʚʫʝʪ ʧʦʚʳʰʝʥʠʶ 

ʵʬʬʝʢʪʠʚʥʦʩʪʠ. ʇʦ ʩʣʦʚʘʤ ʀʩʚʘʨʘʥʘ, ʵʪʦ ʪʘʢʞʝ ʨʘʩʰʠʨʠʪ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ 

ʠʥʥʦʚʘʮʠʡ ʠ ʫʣʫʯʰʠʪ ʧʨʦʜʫʢʪʳ ʠ ʩʪʘʥʝʪ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʤ ʨʝʩʫʨʩʦʤ ʜʣʷ ʥʦʚʳʭ 

ʪʝʭʥʦʣʦʛʠʡ, ʪʘʢʠʭ ʢʘʢ ʠʩʢʫʩʩʪʚʝʥʥʳʡ ʠʥʪʝʣʣʝʢʪ (ʀʀ), ʢʦʪʦʨʳʝ ʦʙʣʘʜʘʶʪ 

ʧʨʝʦʙʨʘʟʫʶʱʠʤ ʧʦʪʝʥʮʠʘʣʦʤ.  

ʉʨʝʜʠ ʢʣʶʯʝʚʳʭ ʠʟʤʝʥʝʥʠʡ ʚ PDPA - ʪʨʝʙʦʚʘʥʠʝ çʠʩʢʣʶʯʝʥʠʷ ʠʟ ʩʦʛʣʘʩʠʷè, 

ʢʦʪʦʨʦʝ ʪʝʧʝʨʴ ʧʦʟʚʦʣʷʝʪ ʧʨʝʜʧʨʠʷʪʠʷʤ ʠʩʧʦʣʴʟʦʚʘʪʴ, ʩʦʙʠʨʘʪʴ ʠ ʨʘʩʢʨʳʚʘʪʴ 

ʜʘʥʥʳʝ ʜʣʷ çʟʘʢʦʥʥʳʭ ʮʝʣʝʡè, ʫʣʫʯʰʝʥʠʷ ʙʠʟʥʝʩʘ ʠ ʙʦʣʝʝ ʰʠʨʦʢʦʛʦ ʦʙʲʝʤʘ 

ʠʩʩʣʝʜʦʚʘʥʠʡ ʠ ʨʘʟʨʘʙʦʪʦʢ. ɺ ʜʦʧʦʣʥʝʥʠʝ ʢ ʩʫʱʝʩʪʚʫʶʱʠʤ ʠʩʢʣʶʯʝʥʠʷʤ 

ʩʦʛʣʘʩʠʷ, ʢʦʪʦʨʳʝ ʚʢʣʶʯʘʶʪ ʚ ʩʝʙʷ ʮʝʣʠ ʨʘʩʩʣʝʜʦʚʘʥʠʡ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 

ʯʨʝʟʚʳʯʘʡʥʳʝ ʩʠʪʫʘʮʠʠ, ʪʝʧʝʨʴ ʦʥʠ ʪʘʢʞʝ ʚʢʣʶʯʘʶʪ ʫʩʠʣʠʷ ʧʦ ʙʦʨʴʙʝ ʩ 

ʤʦʰʝʥʥʠʯʝʩʪʚʦʤ, ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʶ ʧʨʦʜʫʢʪʦʚ ʠ ʫʩʣʫʛ ʠ ʧʨʦʚʝʜʝʥʠʶ 

ʤʘʨʢʝʪʠʥʛʦʚʳʭ ʠʩʩʣʝʜʦʚʘʥʠʡ ʜʣʷ ʧʦʥʠʤʘʥʠʷ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʩʝʛʤʝʥʪʦʚ ʢʣʠʝʥʪʦʚ.  

ʂʨʦʤʝ ʪʦʛʦ, ʜʘʣʴʥʝʡʰʠʝ ʧʦʧʨʘʚʢʠ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʢʘʢ çʧʨʝʜʧʦʣʘʛʘʝʤʦʝ 

ʩʦʛʣʘʩʠʝè ʢ PDPA, ʪʝʧʝʨʴ ʧʦʟʚʦʣʷʪ ʦʨʛʘʥʠʟʘʮʠʷʤ ʦʙʤʝʥʠʚʘʪʴʩʷ ʜʘʥʥʳʤʠ ʩ 

ʚʥʝʰʥʠʤʠ ʧʦʜʨʷʜʯʠʢʘʤʠ ʩ ʮʝʣʴʶ ʚʳʧʦʣʥʝʥʠʷ ʢʦʥʪʨʘʢʪʦʚ ʩ ʢʣʠʝʥʪʘʤʠ. ʕʪʦ 

ʦʙʩʣʫʞʠʚʘʝʪ çʩʦʚʨʝʤʝʥʥʳʝ ʢʦʤʤʝʨʯʝʩʢʠʝ ʜʦʛʦʚʦʨʝʥʥʦʩʪʠè ʠ ʚʘʞʥʳʝ ʮʝʣʠ, 

ʚʢʣʶʯʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ. 

ʂʦʤʧʘʥʠʠ ʪʘʢʞʝ ʩʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʘʥʥʳʝ ʙʝʟ ʩʦʛʣʘʩʠʷ ʜʣʷ ʩʦʜʝʡʩʪʚʠʷ 

ʠʩʩʣʝʜʦʚʘʥʠʷʤ ʠ ʨʘʟʨʘʙʦʪʢʘʤ, ʢʦʪʦʨʳʝ ʝʱʝ ʥʝ ʙʳʣʠ ʦʪʤʝʯʝʥʳ ʜʣʷ ʚʳʧʫʩʢʘ 

ʧʨʦʜʫʢʮʠʠ. ɼʣʷ ʚʩʝʭ ʜʨʫʛʠʭ ʮʝʣʝʡ, ʢʨʦʤʝ çʧʨʝʜʧʦʣʘʛʘʝʤʳʭè ʠ çʠʩʢʣʶʯʝʥʠʡè 

ʩʦʛʣʘʩʠʷ, ʪʘʢʠʭ ʢʘʢ ʩʦʦʙʱʝʥʠʷ ʧʨʷʤʦʛʦ ʤʘʨʢʝʪʠʥʛʘ, ʧʦ-ʧʨʝʞʥʝʤʫ ʪʨʝʙʫʝʪʩʷ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʝ ʩʦʛʣʘʩʠʝ ʧʦʪʨʝʙʠʪʝʣʝʡéè. (Eileen Yu. Singapore investigating 

claims Muslim app developer sold user data to US military // ZDNet 

(https://www.zdnet.com/article/singapore-investigating-claims-muslim-app-developer-

sold-user-data-to-us-military/). 20.11.2020).  

***  

 

çʅʝʢʦʪʦʨʳʤ ʢʦʤʧʘʥʠʷʤ, ʚʝʨʦʷʪʥʦ, ʧʨʠʜʝʪʩʷ ʟʥʘʯʠʪʝʣʴʥʦ ʠʟʤʝʥʠʪʴ 

ʩʧʦʩʦʙʳ ʟʘʱʠʪʳ ʜʘʥʥʳʭ, ʯʪʦʙʳ ʧʨʦʜʦʣʞʠʪʴ ʨʘʙʦʪʫ ʩ ʝʚʨʦʧʝʡʩʢʠʤʠ 

ʨʝʟʠʜʝʥʪʘʤʠ, ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʨʦʝʢʪʦʤ ʨʫʢʦʚʦʜʷʱʠʭ ʧʨʠʥʮʠʧʦʚ, 

ʚʳʧʫʱʝʥʥʳʤ ʥʘ ʧʨʦʰʣʦʡ ʥʝʜʝʣʝ ɽʚʨʦʧʝʡʩʢʠʤ ʩʦʶʟʦʤ, ʢʦʪʦʨʳʝ ʪʨʝʙʫʶʪ 



 97 

ʫʩʠʣʝʥʥʳʭ ʤʝʨ ʟʘʱʠʪʳ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʣʷ ʠʥʬʦʨʤʘʮʠʠ, ʧʝʨʝʜʘʚʘʝʤʦʡ 

ʟʘ ʧʨʝʜʝʣʳ ʙʣʦʢʘ. 

ʉʦʛʣʘʩʥʦ ʧʨʦʝʢʪʫ ʧʨʘʚʠʣ, ʢʦʤʧʘʥʠʠ ʙʫʜʫʪ ʚʳʥʫʞʜʝʥʳ ʧʨʠʤʝʥʷʪʴ ʩʪʨʦʛʠʝ 

ʤʝʪʦʜʳ ʰʠʬʨʦʚʘʥʠʷ ʠ ʛʘʨʘʥʪʠʨʦʚʘʪʴ, ʯʪʦ ʣʠʯʥʳʝ ʜʘʥʥʳʝ ʝʚʨʦʧʝʡʮʝʚ ʥʝ ʤʦʛʫʪ 

ʙʳʪʴ ʨʘʩʰʠʬʨʦʚʘʥʳ, ʝʩʣʠ ʦʥʠ ʙʫʜʫʪ ʧʝʨʝʤʝʱʘʪʴ ʵʪʫ ʠʥʬʦʨʤʘʮʠʶ ʚ ʉʐɸ ʠ ʜʨʫʛʠʝ 

ʩʪʨʘʥʳ ʟʘ ʧʨʝʜʝʣʘʤʠ ɽʉ. 

ʕʢʩʧʝʨʪʳ ʧʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʧʦʣʘʛʘʶʪ, ʯʪʦ ʵʪʠ ʨʝʢʦʤʝʥʜʘʮʠʠ, 

ʚʝʨʦʷʪʥʦ, ʙʫʜʫʪ ʩʧʦʩʦʙʩʪʚʦʚʘʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʥʦʚʳʭ ʤʝʪʦʜʦʚ ʰʠʬʨʦʚʘʥʠʷ 

ʜʘʥʥʳʭ. 

ʈʫʢʦʚʦʜʷʱʠʝ ʧʨʠʥʮʠʧʳ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʧʦʧʳʪʢʫ ʦʪʨʝʘʛʠʨʦʚʘʪʴ ʥʘ 

ʟʥʘʯʠʪʝʣʴʥʫʶ ʥʝʦʧʨʝʜʝʣʝʥʥʦʩʪʴ, ʚʦʟʥʠʢʰʫʶ ʧʦʩʣʝ ʠʶʣʴʩʢʦʛʦ ʧʦʩʪʘʥʦʚʣʝʥʠʷ 

ʚʝʨʭʦʚʥʦʛʦ ʩʫʜʘ ɽʉ, ʚ ʢʦʪʦʨʦʤ ʛʦʚʦʨʠʣʦʩʴ, ʯʪʦ ʩʦʛʣʘʰʝʥʠʝ ʦ ʟʘʱʠʪʝ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʤʝʞʜʫ ɽʉ ʠ ʉʐɸ ʷʚʣʷʝʪʩʷ ʥʝʟʘʢʦʥʥʳʤ. ʕʪʦ ʩʦʛʣʘʰʝʥʠʝ 

ʙʳʣʦ ʟʘʢʣʶʯʝʥʦ ʚ 2016 ʛʦʜʫ ʠ ʧʦʟʚʦʣʠʣʦ ʦʩʫʱʝʩʪʚʣʷʪʴ ʪʨʘʥʩʘʪʣʘʥʪʠʯʝʩʢʫʶ 

ʢʦʤʤʝʨʯʝʩʢʫʶ ʧʝʨʝʜʘʯʫ ʜʘʥʥʳʭ, ʥʦ ʩʫʜ ʟʘʷʚʠʣ, ʯʪʦ ʩʣʝʞʢʘ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʉʐɸ 

ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʫʛʨʦʟʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʠ ʯʪʦ ʝʚʨʦʧʝʡʮʳ ʥʝ ʠʤʝʶʪ 

ʜʦʩʪʘʪʦʯʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ ʜʣʷ ʚʦʟʤʝʱʝʥʠʷ ʫʱʝʨʙʘ ʚ ʘʤʝʨʠʢʘʥʩʢʦʡ ʧʨʘʚʦʚʦʡ 

ʩʠʩʪʝʤʝ. 

ʉʫʜ ɽʉ ʪʘʢʞʝ ʧʦʩʪʘʥʦʚʠʣ, ʯʪʦ ʢʦʤʧʘʥʠʠ ʤʦʛʫʪ ʧʨʦʜʦʣʞʘʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʦʪʜʝʣʴʥʳʡ, ʰʠʨʦʢʦ ʠʩʧʦʣʴʟʫʝʤʳʡ ʤʝʞʜʫʥʘʨʦʜʥʳʡ ʤʝʪʦʜ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ, 

ʠʟʚʝʩʪʥʳʡ ʢʘʢ ʩʪʘʥʜʘʨʪʥʳʝ ʜʦʛʦʚʦʨʥʳʝ ʧʦʣʦʞʝʥʠʷ, ʥʦ ʪʦʣʴʢʦ ʩ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ 

ʛʘʨʘʥʪʠʷʤʠ, ʛʘʨʘʥʪʠʨʫʶʱʠʤʠ ʟʘʱʠʪʫ ʜʘʥʥʳʭ ʦʪ ʩʣʝʞʢʠ. 

ʇʨʦʝʢʪ ʨʫʢʦʚʦʜʷʱʠʭ ʧʨʠʥʮʠʧʦʚ ʨʝʛʫʣʠʨʫʶʱʠʭ ʦʨʛʘʥʦʚ ʦʟʥʘʯʘʝʪ, ʯʪʦ 

çʧʝʨʝʜʘʯʘ ʜʘʥʥʳʭ ʚ ʪʨʝʪʴʠ ʩʪʨʘʥʳ ʩʪʨʦʛʦ ʦʛʨʘʥʠʯʝʥʘè, - ʩʢʘʟʘʣ ʃʫʢʘʰ ʆʣʝʡʥʠʢ, 

ʥʝʟʘʚʠʩʠʤʳʡ ʠʩʩʣʝʜʦʚʘʪʝʣʴ ʠ ʢʦʥʩʫʣʴʪʘʥʪ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠʟ ɹʨʶʩʩʝʣʷ. 

ʂʨʦʤʝ ʪʦʛʦ, ɽʚʨʦʧʝʡʩʢʘʷ ʢʦʤʠʩʩʠʷ, ʠʩʧʦʣʥʠʪʝʣʴʥʳʡ ʦʨʛʘʥ ɽʉ, ʥʘ ʧʨʦʰʣʦʡ 

ʥʝʜʝʣʝ ʦʧʫʙʣʠʢʦʚʘʣʘ ʧʨʦʝʢʪ ʧʝʨʝʩʤʦʪʨʘ ʩʚʦʠʭ ʩʪʘʥʜʘʨʪʥʳʭ ʜʦʛʦʚʦʨʥʳʭ 

ʧʦʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʝ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʫʪʚʝʨʞʜʝʥʥʳʝ 

ʢʦʥʪʨʘʢʪʳ, ʦʧʨʝʜʝʣʷʶʱʠʝ, ʢʘʢ ʢʦʤʧʘʥʠʠ ʤʦʛʫʪ ʧʝʨʝʜʘʚʘʪʴ ʜʘʥʥʳʝ ʚ ʩʪʨʘʥʳ, ʥʝ 

ʚʭʦʜʷʱʠʝ ʚ ʙʣʦʢ. ʅʦʚʳʝ ʩʪʘʪʴʠ ʫʞʝʩʪʦʯʘʶʪ ʪʨʝʙʦʚʘʥʠʷ ʜʣʷ ʢʦʤʧʘʥʠʡ, 

ʧʝʨʝʜʘʶʱʠʭ ʜʘʥʥʳʝ ʜʝʣʦʚʳʤ ʧʘʨʪʥʝʨʘʤ ʠʣʠ ʜʦʯʝʨʥʠʤ ʢʦʤʧʘʥʠʷʤ ʟʘ ʛʨʘʥʠʮʫ. 

ʇʨʦʝʢʪ ʨʫʢʦʚʦʜʷʱʠʭ ʧʨʠʥʮʠʧʦʚ ʨʝʛʫʣʠʨʫʶʱʠʭ ʦʨʛʘʥʦʚ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʢ 

ʩʪʨʘʥʘʤ, ʥʝ ʚʭʦʜʷʱʠʤ ʚ ʩʦʶʟ ʠʟ 27 ʯʣʝʥʦʚ, ʫ ʢʦʪʦʨʳʭ ʥʝʪ ʪʘʢ ʥʘʟʳʚʘʝʤʦʛʦ ʨʝʰʝʥʠʷ 

ʦ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʙʣʦʢʦʤ. ɺʣʘʩʪʠ ɽʉ ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʧʨʝʜʦʩʪʘʚʠʣʠ 12 ʩʪʨʘʥʘʤ, 

ʚʢʣʶʯʘʷ ʂʘʥʘʜʫ ʠ ʅʦʚʫʶ ɿʝʣʘʥʜʠʶ, ʟʘʢʣʶʯʝʥʠʝ ʦ ʜʦʩʪʘʪʦʯʥʦʩʪʠ, ʩʯʠʪʘʷ ʠʭ 

ʟʘʢʦʥʳ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʦʩʪʘʪʦʯʥʦ ʩʪʨʦʛʠʤʠ, ʯʪʦʙʳ ʢʦʤʧʘʥʠʠ ʤʦʛʣʠ 

ʧʝʨʝʤʝʱʘʪʴ ʪʫʜʘ ʣʠʯʥʳʝ ʜʘʥʥʳʝ ʝʚʨʦʧʝʡʮʝʚ ʙʝʟ ʦʩʦʙʳʭ ʤʝʨ ʧʨʝʜʦʩʪʦʨʦʞʥʦʩʪʠ. 

ʈʝʛʫʣʠʨʫʶʱʠʝ ʦʨʛʘʥʳ ʧʝʨʝʯʠʩʣʠʣʠ ʥʝʩʢʦʣʴʢʦ ʚʘʨʠʘʥʪʦʚ, ʢʦʪʦʨʳʝ ʢʦʤʧʘʥʠʠ 

ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʧʨʦʜʦʣʞʝʥʠʷ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʟʘ ʛʨʘʥʠʮʫ ʙʝʟ ʥʘʨʫʰʝʥʠʷ 

ʆʙʱʝʛʦ ʨʝʛʣʘʤʝʥʪʘ ɽʉ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ 2018 ʛʦʜʘ. ʈʫʢʦʚʦʜʷʱʠʝ 

ʧʨʠʥʮʠʧʳ ʥʝ ʪʨʝʙʫʶʪ, ʯʪʦʙʳ ʢʦʤʧʘʥʠʠ ʧʨʠʤʝʥʷʣʠ ʦʧʨʝʜʝʣʝʥʥʳʝ ʤʝʨʳ, ʥʦ 

ʦʛʦʚʘʨʠʚʘʶʪ, ʯʪʦ ʢʦʤʧʘʥʠʠ ʥʘʨʫʰʘʶʪ ʟʘʢʦʥ ɽʉ, ʢʦʛʜʘ ʦʥʠ ʧʝʨʝʜʘʶʪ ʜʘʥʥʳʝ ʙʝʟ 

ʩʪʦʣʴ ʞʝ ʩʪʨʦʛʠʭ ʤʝʨ ʟʘʱʠʪʳ, ʢʘʢ ʠʭ ʨʝʢʦʤʝʥʜʘʮʠʠ. ʇʨʦʝʢʪ ʙʫʜʝʪ ʦʪʢʨʳʪ ʜʣʷ 

ʦʙʱʝʩʪʚʝʥʥʦʛʦ ʦʙʩʫʞʜʝʥʠʷ ʜʦ 30 ʥʦʷʙʨʷ. 
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ʇʨʦʝʢʪ ʩʪʘʥʜʘʨʪʥʳʭ ʜʦʛʦʚʦʨʥʳʭ ʧʦʣʦʞʝʥʠʡ ɽʚʨʦʧʝʡʩʢʦʡ ʢʦʤʠʩʩʠʠ ʪʘʢʞʝ 

ʚʢʣʶʯʘʝʪ ʦʙʥʦʚʣʝʥʠʷ ʚ ʦʪʚʝʪ ʥʘ ʠʶʣʴʩʢʦʝ ʨʝʰʝʥʠʝ ʩʫʜʘ. ʉʦʛʣʘʩʥʦ ʧʨʦʝʢʪʫ, 

ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʦʪʢʨʳʪ ʜʣʷ ʢʦʤʤʝʥʪʘʨʠʝʚ ʜʦ 10 ʜʝʢʘʙʨʷ, ʬʠʨʤʳ ʟʘ ʧʨʝʜʝʣʘʤʠ ɽʉ 

ʜʦʣʞʥʳ ʙʫʜʫʪ ʠʥʬʦʨʤʠʨʦʚʘʪʴ ʜʝʣʦʚʳʭ ʧʘʨʪʥʝʨʦʚ, ʝʩʣʠ ʢʘʢʦʝ-ʣʠʙʦ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʝ ʫʯʨʝʞʜʝʥʠʝ ʠʣʠ ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʳʡ ʦʨʛʘʥ ʧʦʜʘʩʪ ʶʨʠʜʠʯʝʩʢʠ 

ʦʙʷʟʘʪʝʣʴʥʳʡ ʟʘʧʨʦʩ ʥʘ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʝʚʨʦʧʝʡʮʝʚ. ʂʦʤʠʩʩʠʷ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ 

ʦʜʦʙʨʷʝʪ ʵʪʠ ʧʦʣʦʞʝʥʠʷ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

ʂʦʤʧʘʥʠʷʤ ʥʝʦʙʭʦʜʠʤʦ ʙʫʜʝʪ ʦʮʝʥʠʪʴ, ʫʛʨʦʞʘʶʪ ʣʠ ʟʘʢʦʥʳ ʜʨʫʛʠʭ ʩʪʨʘʥ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʘ ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʠʤ ʧʦʪʨʝʙʫʝʪʩʷ ʜʦʩʪʘʪʦʯʥʘʷ ʠ ʪʦʯʥʘʷ 

ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʠʥʦʩʪʨʘʥʥʦʤ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʝ, - ʩʢʘʟʘʣ ɸʥʨʠ ʂʫʷʣʘ, ʛʣʦʙʘʣʴʥʳʡ 

ʩʧʝʮʠʘʣʠʩʪ ʧʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʚ HERE Global BV, ʢʦʤʧʘʥʠʠ, 

ʧʨʝʜʦʩʪʘʚʣʷʶʱʝʡ ʫʩʣʫʛʠ ʮʠʬʨʦʚʦʛʦ ʢʘʨʪʦʛʨʘʬʠʨʦʚʘʥʠʷ, ʢʦʥʪʨʦʣʴʥʳʡ ʧʘʢʝʪ ʘʢʮʠʡ 

ʢʦʪʦʨʦʡ ʧʨʠʥʘʜʣʝʞʠʪ Volkswagen. AG, Audi, BMW AG ʠ Daimler AG. ʇʦ ʝʛʦ 

ʩʣʦʚʘʤ, ʦʮʝʥʢʘ ʤʦʞʝʪ ʩʪʘʪʴ ʙʦʣʝʝ ʩʣʦʞʥʦʡ, ʝʩʣʠ ʚ ʩʪʨʘʥʘʭ, ʛʜʝ ʥʘʭʦʜʷʪʩʷ 

ʧʦʩʪʘʚʱʠʢʠ ʢʦʤʧʘʥʠʡ, ʠʟʤʝʥʷʪʩʷ ʟʘʢʦʥʳ. 

ʇʦ ʩʣʦʚʘʤ ʂʫʷʣʘ, ʥʦʨʤʘʪʠʚʥʘʷ ʧʦʜʜʝʨʞʢʘ ʪʘʢʠʭ ʤʝʪʦʜʦʚ, ʢʘʢ ʛʦʤʦʤʦʨʬʥʦʝ 

ʰʠʬʨʦʚʘʥʠʝ ʠ ʤʥʦʛʦʩʪʦʨʦʥʥʠʝ ʚʳʯʠʩʣʝʥʠʷ, ʚʝʨʦʷʪʥʦ, ʨʘʩʰʠʨʠʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʵʪʠʭ ʤʝʪʦʜʦʚ. ʊʝʭʥʦʣʦʛʠʷ ʛʦʤʦʤʦʨʬʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ ʧʦʟʚʦʣʷʝʪ ʚʳʧʦʣʥʷʪʴ 

ʚʳʯʠʩʣʝʥʠʷ ʩ ʟʘʰʠʬʨʦʚʘʥʥʳʤʠ ʜʘʥʥʳʤʠ ʙʝʟ ʠʭ ʜʝʰʠʬʨʦʚʘʥʠʷ. ɿʘʱʠʪʘ ʩ ʧʦʤʦʱʴʶ 

ʤʥʦʛʦʩʪʦʨʦʥʥʠʭ ʚʳʯʠʩʣʝʥʠʡ ʨʘʟʜʝʣʷʝʪ ʜʘʥʥʳʝ ʤʝʞʜʫ ʢʦʤʧʴʶʪʝʨʘʤʠ, ʧʦʵʪʦʤʫ ʠʭ 

ʥʝʣʴʟʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʯʝʣʦʚʝʢʘ ʙʝʟ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ. 

çʕʪʦ ʤʦʞʝʪ ʩʫʱʝʩʪʚʝʥʥʦ ʧʦʚʣʠʷʪʴ ʥʘ ʧʦʜʭʦʜ ʢʦʤʧʘʥʠʡ ʢ ʰʠʬʨʦʚʘʥʠʶè, - 

ʩʢʘʟʘʣʘ ʂʝʡʪʣʠʥ ʌʝʥʥʝʩʩʠ, ʜʠʨʝʢʪʦʨ ʧʦ ʠʩʩʣʝʜʦʚʘʥʠʷʤ ʪʦʨʛʦʚʦʡ ʛʨʫʧʧʳ 
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ʇʦ ʩʣʦʚʘʤ ʌʝʥʥʝʩʩʠ, ʜʣʷ ʤʥʦʛʠʭ ʢʦʤʧʘʥʠʡ ʩʦʙʣʶʜʝʥʠʝ ʥʦʚʳʭ ʨʫʢʦʚʦʜʷʱʠʭ 

ʧʨʠʥʮʠʧʦʚ ʧʦ ʧʝʨʝʜʘʯʝ ʜʘʥʥʳʭ ʙʫʜʝʪ ʦʟʥʘʯʘʪʴ, ʯʪʦ ʢʦʤʘʥʜʳ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʙʫʜʫʪ ʙʦʣʝʝ ʪʝʩʥʦ ʩʦʪʨʫʜʥʠʯʘʪʴ. ɺʤʝʩʪʝ ʦʥʠ ʜʦʣʞʥʳ ʙʫʜʫʪ 

ʨʘʟʨʘʙʦʪʘʪʴ ʪʝʭʥʠʯʝʩʢʠʝ ʤʝʨʳ, ʪʘʢʠʝ ʢʘʢ ʧʦʣʠʪʠʢʘ ʰʠʬʨʦʚʘʥʠʷ, ʩʢʘʟʘʣʘ ʦʥʘ. 

çʉʧʝʮʠʘʣʠʩʪʘʤ ʧʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʧʨʠʜʝʪʩʷ ʨʘʙʦʪʘʪʴ ʨʫʢʘ ʦʙ ʨʫʢʫ ʩ 

ʧʨʦʬʝʩʩʠʦʥʘʣʘʤʠ ʚ ʦʙʣʘʩʪʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʙʦʣʴʰʝ, ʯʝʤ ʢʦʛʜʘ-ʣʠʙʦ ʚ ʧʨʦʰʣʦʤè, - 

ʩʢʘʟʘʣʘ ʦʥʘè. (Catherine Stupp. EU Restrictions Could Force Companies to Change 

Data Transfer Practices // Dow Jones & Company (https://www.wsj.com/articles/eu-

restrictions-could-force-companies-to-change-data-transfer-practices-

11605609001?mod=tech_lead_pos10). 17.11.2020).  
***  

 

çʅʘʣʦʛʦʚʘʷ ʩʣʫʞʙʘ ʉʐɸ (IRS) ʦʙʲʷʚʠʣʘ ʩʝʛʦʜʥʷ, ʯʪʦ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʙʫʜʝʪ ʟʘʤʘʩʢʠʨʦʚʘʥʘ ʚʦ ʚʩʝʭ ʥʘʣʦʛʦʚʳʭ 

ʜʝʢʣʘʨʘʮʠʷʭ ʧʨʝʜʧʨʠʷʪʠʡ, ʥʘʯʠʥʘʷ ʩʦ ʩʣʝʜʫʶʱʝʛʦ ʤʝʩʷʮʘ, ʯʪʦʙʳ ʟʘʱʠʪʠʪʴ 

ʢʦʤʧʘʥʠʠ ʦʪ ʢʨʘʞʠ ʣʠʯʥʳʭ ʜʘʥʥʳʭ. 

ʂʨʘʞʘ ʙʠʟʥʝʩ-ʠʜʝʥʪʠʯʥʦʩʪʠ ʧʨʦʠʩʭʦʜʠʪ, ʢʦʛʜʘ ʚʣʘʜʝʣʴʮʳ ʠʣʠ ʩʦʪʨʫʜʥʠʢʠ 

ʢʦʤʧʘʥʠʠ ʚʳʜʘʶʪ ʩʝʙʷ ʟʘ ʪʨʝʪʴʠʭ ʣʠʮ ʚ ʧʨʦʮʝʩʩʝ ʩʦʚʝʨʰʝʥʠʷ ʤʦʰʝʥʥʠʯʝʩʪʚʘ, 

ʪʘʢʦʛʦ ʢʘʢ ʥʝʟʘʢʦʥʥʦʝ ʧʦʣʫʯʝʥʠʝ ʥʘʣʠʯʥʳʭ ʜʝʥʝʛ, ʢʨʝʜʠʪʦʚ ʠ ʟʘʡʤʦʚ, ʦʩʪʘʚʣʷʷ 

ʙʠʟʥʝʩʫ ʟʘʥʠʤʘʪʴʩʷ ʚʦʟʥʠʢʘʶʱʠʤʠ ʜʦʣʛʘʤʠ. 
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ʕʪʦʪ ʪʠʧ ʢʨʘʞʠ ʣʠʯʥʳʭ ʜʘʥʥʳʭ ʧʨʦʠʩʭʦʜʠʪ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʤʦʰʝʥʥʠʢʠ 

ʧʦʣʫʯʘʶʪ ʜʦʩʪʫʧ ʢ ʙʘʥʢʦʚʩʢʠʤ ʩʯʝʪʘʤ ʠ ʢʨʝʜʠʪʥʳʤ ʢʘʨʪʘʤ ʢʦʤʧʘʥʠʠ ʠʣʠ ʧʦʩʣʝ 

ʢʨʘʞʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʢʦʤʧʘʥʠʠ, ʚʢʣʶʯʘʷ, ʧʦʤʠʤʦ ʧʨʦʯʝʛʦ, 

ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʝ ʥʦʤʝʨʘ ʥʘʣʦʛʦʧʣʘʪʝʣʴʱʠʢʦʚ (ʀʅʅ) ʠ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ 

ʚʣʘʜʝʣʴʮʝʚ. 

ʅʦʚʳʝ ʤʝʨʳ ʟʘʱʠʪʳ ʦʪ ʢʨʘʞʠ ʣʠʯʥʳʭ ʜʘʥʥʳʭ 

çʉʪʨʝʤʷʩʴ ʟʘʱʠʪʠʪʴ ʙʠʟʥʝʩ-ʥʘʣʦʛʦʧʣʘʪʝʣʴʱʠʢʦʚ ʦʪ ʢʨʘʞʠ ʣʠʯʥʳʭ ʜʘʥʥʳʭ, 

ʅʘʣʦʛʦʚʘʷ ʩʣʫʞʙʘ ʩʝʛʦʜʥʷ ʦʙʲʷʚʠʣʘ, ʯʪʦ ʩ 13 ʜʝʢʘʙʨʷ ʦʥʘ ʥʘʯʥʝʪ ʤʘʩʢʠʨʦʚʘʪʴ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ ʚ ʨʘʩʰʠʬʨʦʚʢʘʭ ʥʘʣʦʛʦʚʳʭ ʜʝʢʣʘʨʘʮʠʡ ʧʨʝʜʧʨʠʷʪʠʡè, - 

ʟʘʷʚʠʣʠ ʚ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʦʤ ʘʛʝʥʪʩʪʚʝ. 

ʂʘʢ ʪʦʣʴʢʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ ʦ ʥʘʣʦʛʦʚʳʭ ʜʝʢʣʘʨʘʮʠʷʭ 

ʧʨʝʜʧʨʠʷʪʠʡ ʥʘʯʥʫʪ ʤʘʩʢʠʨʦʚʘʪʴʩʷ, IRS ʩʦʦʙʱʘʝʪ, ʯʪʦ ʚ ʥʦʚʳʭ ʥʘʣʦʛʦʚʳʭ ʦʪʯʝʪʘʭ 

ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʪʦʣʴʢʦ ʩʣʝʜʫʶʱʘʷ ʠʥʬʦʨʤʘʮʠʷ: 

ʇʦʩʣʝʜʥʠʝ ʯʝʪʳʨʝ ʮʠʬʨʳ ʣʶʙʦʛʦ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʦʛʦ ʥʦʤʝʨʘ ʨʘʙʦʪʦʜʘʪʝʣʷ, 

ʫʢʘʟʘʥʥʦʛʦ ʚ ʨʘʩʰʠʬʨʦʚʢʝ ʩʪʝʥʦʛʨʘʤʤʳ: XX-XXX1234. 

ʇʦʩʣʝʜʥʠʝ ʯʝʪʳʨʝ ʮʠʬʨʳ ʣʶʙʦʛʦ ʥʦʤʝʨʘ ʩʦʮʠʘʣʴʥʦʛʦ ʩʪʨʘʭʦʚʘʥʠʷ ʠʣʠ 

ʠʥʜʠʚʠʜʫʘʣʴʥʦʛʦ ʥʘʣʦʛʦʚʦʛʦ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʦʛʦ ʥʦʤʝʨʘ, ʫʢʘʟʘʥʥʦʛʦ ʚ 

ʨʘʩʰʠʬʨʦʚʢʝ: XXX-XX-1234. 

ʇʦʩʣʝʜʥʠʝ ʯʝʪʳʨʝ ʮʠʬʨʳ ʣʶʙʦʛʦ ʩʯʝʪʘ ʠʣʠ ʥʦʤʝʨʘ ʪʝʣʝʬʦʥʘ 

ʇʝʨʚʳʝ ʯʝʪʳʨʝ ʩʠʤʚʦʣʘ ʠʤʝʥʠ ʠ ʬʘʤʠʣʠʠ ʣʶʙʦʛʦ ʯʝʣʦʚʝʢʘ (ʧʝʨʚʳʝ ʪʨʠ 

ʩʠʤʚʦʣʘ, ʝʩʣʠ ʠʤʷ ʩʦʩʪʦʠʪ ʪʦʣʴʢʦ ʠʟ ʯʝʪʳʨʝʭ ʙʫʢʚ) 

ʇʝʨʚʳʝ ʯʝʪʳʨʝ ʩʠʤʚʦʣʘ ʣʶʙʦʛʦ ʠʤʝʥʠ ʚ ʩʪʨʦʢʝ ʥʘʟʚʘʥʠʷ ʢʦʤʧʘʥʠʠ 

ʇʝʨʚʳʝ ʰʝʩʪʴ ʩʠʤʚʦʣʦʚ ʧʦʯʪʦʚʦʛʦ ʘʜʨʝʩʘ, ʚʢʣʶʯʘʷ ʧʨʦʙʝʣʳ 

ɺʩʝ ʜʝʥʝʞʥʳʝ ʩʫʤʤʳ, ʚʢʣʶʯʘʷ ʟʘʨʘʙʦʪʥʫʶ ʧʣʘʪʫ ʠ ʜʦʭʦʜ, ʧʨʠʯʠʪʘʶʱʠʡʩʷ 

ʦʩʪʘʪʦʢ, ʧʨʦʮʝʥʪʳ ʠ ʰʪʨʘʬʳ. 

ʅʦʚʘʷ ʥʘʣʦʛʦʚʘʷ ʚʳʧʠʩʢʘ ʧʦ-ʧʨʝʞʥʝʤʫ ʙʫʜʝʪ ʩʦʜʝʨʞʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ, ʢʦʪʦʨʳʡ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʥʘʣʦʛʦʧʣʘʪʝʣʴʱʠʢʫ (ʶʨʠʜʠʯʝʩʢʦʤʫ ʠʣʠ 

ʬʠʟʠʯʝʩʢʦʤʫ ʣʠʮʫ) ʚ ʨʘʩʰʠʬʨʦʚʢʝ. 

30-ʜʥʝʚʥʦʝ ʫʚʝʜʦʤʣʝʥʠʝ ʦ ʚʥʝʩʝʥʠʠ ʠʟʤʝʥʝʥʠʡ 

ʕʪʦ ʦʙʲʷʚʣʝʥʠʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʩʝʤ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʤ ʩʪʦʨʦʥʘʤ 30 ʜʥʝʡ ʥʘ 

ʪʦ, ʯʪʦʙʳ ʚʥʝʩʪʠ ʢʘʢʠʝ-ʣʠʙʦ ʠʟʤʝʥʝʥʠʷ ʚ ʩʚʦʠ ʧʨʦʮʝʩʩʳ ʥʘʣʦʛʦʚʦʡ ʦʪʯʝʪʥʦʩʪʠ ʠ 

ʘʥʘʣʠʟʘ. 

ʅʘʣʦʛʦʚʳʝ ʩʧʝʮʠʘʣʠʩʪʳ ʙʳʣʠ ʧʨʦʠʥʬʦʨʤʠʨʦʚʘʥʳ IRS ʦʙ ʵʪʦʡ ʤʝʨʝ ʧʦ 

ʟʘʱʠʪʝ ʦʪ ʢʨʘʞʠ ʣʠʯʥʳʭ ʜʘʥʥʳʭ, ʢʦʪʦʨʘʷ ʥʘʯʘʣʘʩʴ ʵʪʠʤ ʣʝʪʦʤ ʚ ʨʘʤʢʘʭ 

ʆʙʱʝʥʘʮʠʦʥʘʣʴʥʦʛʦ ʥʘʣʦʛʦʚʦʛʦ ʬʦʨʫʤʘ. 

ɼʚʘ ʛʦʜʘ ʥʘʟʘʜ ʥʘʣʦʛʦʚʦʝ ʙʶʨʦ ʤʠʥʠʩʪʝʨʩʪʚʘ ʬʠʥʘʥʩʦʚ ʥʘʯʘʣʦ ʤʘʩʢʠʨʦʚʘʪʴ 

ʚʩʶ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʩʦʜʝʨʞʘʱʫʶʩʷ ʚ ʠʥʜʠʚʠʜʫʘʣʴʥʳʭ 

ʥʘʣʦʛʦʚʳʭ ʜʝʢʣʘʨʘʮʠʷʭ. 

ɺ ʧʨʦʰʣʦʤ ʛʦʜʫ IRS ʪʘʢʞʝ ʦʧʫʙʣʠʢʦʚʘʣʦ ʨʫʢʦʚʦʜʩʪʚʦ, ʯʪʦʙʳ ʧʦʤʦʯʴ 

ʥʘʣʦʛʦʧʣʘʪʝʣʴʱʠʢʘʤ ʟʘʱʠʪʠʪʴ ʩʝʙʷ ʦʪ ʧʦʧʳʪʦʢ ʢʨʘʞʠ ʣʠʯʥʳʭ ʜʘʥʥʳʭ ʧʨʠ 

ʩʦʚʝʨʰʝʥʠʠ ʧʦʢʫʧʦʢ ʚ ʀʥʪʝʨʥʝʪʝ. 

ʅʘʣʦʛʦʚʦʝ ʫʧʨʘʚʣʝʥʠʝ ʪʘʢʞʝ ʜʚʘʞʜʳ ʚ ʵʪʦʤ ʛʦʜʫ [1, 2] ʧʨʠʟʳʚʘʣʦ 

ʥʘʣʦʛʦʧʣʘʪʝʣʴʱʠʢʦʚ ʚʢʣʶʯʠʪʴ ʤʥʦʛʦʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ (MFA) ʚ 

ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ ʜʣʷ ʧʦʜʛʦʪʦʚʢʠ ʥʘʣʦʛʦʚʳʭ ʜʘʥʥʳʭ ʜʣʷ ʟʘʱʠʪʳ ʦʪ ʢʨʘʞʠ 

ʜʘʥʥʳʭ ʠ ʧʦʧʳʪʦʢ ʭʘʢʝʨʩʢʦʛʦ ʟʘʭʚʘʪʘè. (Sergiu Gatlan. IRS announces move to 
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protect businesses from identity theft // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/irs-announces-move-to-protect-

businesses-from-identity-theft/). 13.11.2020).  
***  

 

çʍʘʢʝʨ ʜʝʣʠʪʩʷ ʪʝʤ, ʯʪʦ, ʧʦ ʠʭ ʩʣʦʚʘʤ, ʩʦʩʪʘʚʣʷʝʪ 3,2 ʤʠʣʣʠʦʥʘ ʟʘʧʠʩʝʡ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ Pluto TV, ʢʦʪʦʨʳʝ ʙʳʣʠ ʫʢʨʘʜʝʥʳ ʚʦ ʚʨʝʤʷ ʫʪʝʯʢʠ ʜʘʥʥʳʭ. 
Pluto TV - ʵʪʦ ʩʣʫʞʙʘ ʠʥʪʝʨʥʝʪ-ʪʝʣʝʚʠʜʝʥʠʷ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ 

ʪʨʘʥʩʣʠʨʦʚʘʪʴ ʙʝʩʧʣʘʪʥʳʝ ʪʝʣʝʰʦʫ ʩ ʨʝʢʣʘʤʦʡ. ʉʝʨʚʠʩ ʥʘʩʯʠʪʳʚʘʝʪ ʙʦʣʝʝ 28 

ʤʠʣʣʠʦʥʦʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʘ ʝʛʦ ʤʦʙʠʣʴʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʙʳʣʠ ʫʩʪʘʥʦʚʣʝʥʳ ʙʦʣʝʝ 

10 ʤʠʣʣʠʦʥʦʚ ʨʘʟ. 

ɹʘʟʘ ʜʘʥʥʳʭ Pluto TV ʧʨʦʩʦʯʠʣʘʩʴ ʥʘ ʭʘʢʝʨʩʢʠʡ ʬʦʨʫʤ 

ʅʘ ʧʨʦʰʣʦʡ ʥʝʜʝʣʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʚʳʧʫʩʢʘʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʙʘʟʳ 

ʜʘʥʥʳʭ ʜʣʷ ʫʞʘʩʥʳʭ ʢʦʤʤʝʨʯʝʩʢʠʭ ʚʝʙ-ʩʘʡʪʦʚ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʫʢʨʘʜʝʥʳ ʚʦ ʚʨʝʤʷ 

ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʥʘ ʭʘʢʝʨʩʢʦʤ ʬʦʨʫʤʝ. 

ʉʦʦʙʱʘʝʪʩʷ, ʯʪʦ ʚʩʝ ʵʪʠ ʚʟʣʦʤʳ ʙʳʣʠ ʩʦʚʝʨʰʝʥʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ ʧʦ 

ʠʤʝʥʠ ShinyHunters, ʢʦʪʦʨʳʡ ʚ ʧʨʦʰʣʦʤ ʙʳʣ ʦʪʚʝʪʩʪʚʝʥʝʥ ʟʘ ʤʥʦʛʦʯʠʩʣʝʥʥʳʝ 

ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʠ ʚʟʣʦʤ ʯʘʩʪʥʦʛʦ ʨʝʧʦʟʠʪʦʨʠʷ Microsoft GitHub. ʆʜʥʘʢʦ ʟʘ 

ʧʦʩʣʝʜʥʠʝ ʥʝʩʢʦʣʴʢʦ ʤʝʩʷʮʝʚ ShinyHunters ʠʩʯʝʟʣʠ, ʠ ʙʳʣʦ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʦ 

ʤʝʥʴʰʝ ʫʪʝʯʝʢ ʜʘʥʥʳʭ. 

ʉ ʤʦʤʝʥʪʘ ʧʦʚʪʦʨʥʦʛʦ ʧʦʷʚʣʝʥʠʷ ShinyHunters ʙʳʣʠ ʧʦʜʪʚʝʨʞʜʝʥʳ 

ʤʥʦʛʦʯʠʩʣʝʥʥʳʝ ʫʪʝʯʢʠ ʜʘʥʥʳʭ, ʚ ʪʦʤ ʯʠʩʣʝ Animal Jam, 123RF, Geekie, Athletico, 

Wongnai, RedMart ʠ ʤʥʦʛʠʝ ʜʨʫʛʠʝ. 

ɺ ʩʨʝʜʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʦʜʝʣʠʣʩʷ ʪʘʢ ʥʘʟʳʚʘʝʤʦʡ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʡ ʙʘʟʦʡ 

ʜʘʥʥʳʭ Pluto TV, ʩʦʜʝʨʞʘʱʝʡ 3,2 ʤʠʣʣʠʦʥʘ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʟʘʧʠʩʝʡ. ʕʪʦ 

ʥʘʨʫʰʝʥʠʝ ʜʘʥʥʳʭ ʩʥʦʚʘ ʧʨʠʧʠʩʳʚʘʝʪʩʷ ShinyHuntersé 

ʇʦʩʢʦʣʴʢʫ ʥʝʢʦʪʦʨʳʝ ʠʟ ʨʘʩʢʨʳʪʳʭ ʜʘʥʥʳʭ ʙʳʣʠ ʧʦʜʪʚʝʨʞʜʝʥʳ ʢʘʢ ʪʦʯʥʳʝ, 

ʧʦʭʦʞʝ, ʯʪʦ ʜʦʩʪʦʚʝʨʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʙʳʣʘ ʨʘʩʢʨʳʪʘ. 

ʀʟ ʦʩʪʦʨʦʞʥʦʩʪʠ ʨʝʢʦʤʝʥʜʫʝʪʩʷ, ʯʪʦʙʳ ʚʩʝ ʧʦʣʴʟʦʚʘʪʝʣʠ Pluto TV 

ʥʝʤʝʜʣʝʥʥʦ ʠʟʤʝʥʠʣʠ ʩʚʦʠ ʧʘʨʦʣʠ. 

ɽʩʣʠ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʪʦʪ ʞʝ ʧʘʨʦʣʴ Pluto TV ʥʘ ʜʨʫʛʠʭ ʩʘʡʪʘʭ, ʥʘʩʪʦʷʪʝʣʴʥʦ 

ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʟʤʝʥʠʪʴ ʠʭ ʠ ʪʘʤ. ɺʳ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʝʥʝʜʞʝʨ ʧʘʨʦʣʝʡ, 

ʯʪʦʙʳ ʦʪʩʣʝʞʠʚʘʪʴ ʫʥʠʢʘʣʴʥʳʝ ʧʘʨʦʣʠ ʥʘ ʢʘʞʜʦʤ ʩʘʡʪʝè. (Lawrence Abrams. 

Hacker shares 3.2 million Pluto TV accounts for free on forum // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/hacker-shares-32-million-pluto-tv-

accounts-for-free-on-forum/). 14.11.2020).  

***  

 

çɺ ʨʝʟʫʣʴʪʘʪʝ ʫʪʝʯʢʠ ʜʘʥʥʳʭ Luxottica ʙʳʣʘ ʨʘʩʢʨʳʪʘ ʣʠʯʥʘʷ ʠ 

ʟʘʱʠʱʝʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʟʜʦʨʦʚʴʝ 829 454 ʧʘʮʠʝʥʪʦʚ ʚ LensCrafters, Target 

Optical, EyeMed ʠ ʜʨʫʛʠʭ ʦʬʪʘʣʴʤʦʣʦʛʠʯʝʩʢʠʭ ʫʯʨʝʞʜʝʥʠʷʭ. 

Luxottica - ʢʨʫʧʥʝʡʰʘʷ ʚ ʤʠʨʝ ʢʦʤʧʘʥʠʷ ʧʦ ʧʨʦʠʟʚʦʜʩʪʚʫ ʦʯʢʦʚ ʩ ʧʦʨʪʬʝʣʝʤ 

ʠʟʚʝʩʪʥʳʭ ʙʨʝʥʜʦʚ ʦʯʢʦʚ, ʚʢʣʶʯʘʷ Ray-Ban, Oakley, Oliver Peoples, Ferrari, Michael 

Kors, Bulgari, Armani, Prada, Chanel ʠ Coach. 



 101 

ʇʦʤʠʤʦ ʧʨʦʜʘʞʠ ʦʯʢʦʚ, Luxottica ʪʘʢʞʝ ʫʧʨʘʚʣʷʝʪ ʢʦʤʧʘʥʠʝʡ EyeMed vision 

ʠ ʩʦʪʨʫʜʥʠʯʘʝʪ ʩ ʦʬʪʘʣʴʤʦʣʦʛʘʤʠ ʚ ʨʘʤʢʘʭ ʩʚʦʠʭ ʪʦʨʛʦʚʳʭ ʪʦʯʝʢ LensCrafters, 

Target Optical, EyeMed ʠ Pearle Vision. 

ʕʪʠ ʧʘʨʪʥʝʨʳ ʧʦʣʫʯʘʶʪ ʜʦʩʪʫʧ ʢ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʶ ʜʣʷ ʟʘʧʠʩʠ ʥʘ ʧʨʠʝʤ, 

ʢʦʪʦʨʦʝ ʧʦʟʚʦʣʷʝʪ ʧʘʮʠʝʥʪʘʤ ʥʘʟʥʘʯʘʪʴ ʧʨʠʝʤʳ ʦʥʣʘʡʥ ʠʣʠ ʧʦ ʪʝʣʝʬʦʥʫ. 

ʅʘʨʫʰʝʥʠʝ ʜʘʥʥʳʭ ʚ ʩʠʩʪʝʤʝ ʟʘʧʠʩʠ ʥʘ ʧʨʠʝʤ 

ɺ ʫʚʝʜʦʤʣʝʥʠʠ çʆʙ ʠʥʮʠʜʝʥʪʝ ʙʝʟʦʧʘʩʥʦʩʪʠè, ʦʧʫʙʣʠʢʦʚʘʥʥʦʤ ʥʘ ʵʪʦʡ 

ʥʝʜʝʣʝ, Luxottica ʩʦʦʙʱʠʣʘ, ʯʪʦ ʠʭ ʧʨʠʣʦʞʝʥʠʝ ʜʣʷ ʟʘʧʠʩʠ ʥʘ ʧʨʠʝʤ ʧʦʜʚʝʨʛʣʦʩʴ 

ʫʪʝʯʢʝ ʜʘʥʥʳʭ ʧʦʩʣʝ ʚʟʣʦʤʘ 5 ʘʚʛʫʩʪʘ 2020 ʛʦʜʘ. 

Luxottica ʟʘʷʚʣʷʝʪ, ʯʪʦ ʦʥʠ ʚʧʝʨʚʳʝ ʫʟʥʘʣʠ ʦʙ ʵʪʦʡ ʫʪʝʯʢʝ 9 ʘʚʛʫʩʪʘ ʠ ʧʦʩʣʝ 

ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʘʪʘʢʠ 28 ʘʚʛʫʩʪʘ ʦʧʨʝʜʝʣʠʣʠ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʦʣʫʯʠʣ ʜʦʩʪʫʧ ʢ 

ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʧʘʮʠʝʥʪʦʚ. 

ç9 ʘʚʛʫʩʪʘ 2020 ʛʦʜʘ Luxottica ʫʟʥʘʣʘ ʦʙ ʠʥʮʠʜʝʥʪʝ, ʩʜʝʨʞʘʣʘ ʝʛʦ ʠ 

ʥʝʤʝʜʣʝʥʥʦ ʥʘʯʘʣʘ ʨʘʩʩʣʝʜʦʚʘʥʠʝ, ʯʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ ʤʘʩʰʪʘʙ ʠʥʮʠʜʝʥʪʘ. 28 

ʘʚʛʫʩʪʘ 2020 ʛʦʜʘ ʤʳ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʧʨʠʰʣʠ ʢ ʚʳʚʦʜʫ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʛ 

ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʠ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʘʮʠʝʥʪʘʭè, ʚ ʫʚʝʜʦʤʣʝʥʠʠ ʦʙ ʫʪʝʯʢʝ 

ʜʘʥʥʳʭ Luxottica. 

ʈʘʩʢʨʳʪʘʷ ʠʥʬʦʨʤʘʮʠʷ ʚʢʣʶʯʘʝʪ ʣʠʯʥʳʝ ʜʘʥʥʳʝ (PII) ʠ ʟʘʱʠʱʝʥʥʫʶ 

ʤʝʜʠʮʠʥʩʢʫʶ ʠʥʬʦʨʤʘʮʠʶ (PHI), ʚʢʣʶʯʘʷ ʤʝʜʠʮʠʥʩʢʠʝ ʜʘʥʥʳʝ ʠ ʠʩʪʦʨʠʶ 

ʙʦʣʝʟʥʠ. 

"ʃʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʩʚʷʟʘʥʥʘʷ ʩ ʵʪʠʤ ʠʥʮʠʜʝʥʪʦʤ, ʤʦʛʣʘ ʚʢʣʶʯʘʪʴ: ʧʦʣʥʦʝ 

ʠʤʷ, ʢʦʥʪʘʢʪʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʜʘʪʫ ʠ ʚʨʝʤʷ ʚʩʪʨʝʯʠ, ʥʦʤʝʨ ʩʪʨʘʭʦʚʦʛʦ ʧʦʣʠʩʘ, ʘ 

ʪʘʢʞʝ ʟʘʧʠʩʠ ʦ ʚʨʘʯʝ ʠʣʠ ʟʘʧʠʩʠ ʦ ʧʨʠʝʤʝ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʩʦʜʝʨʞʘʪʴ ʠʥʬʦʨʤʘʮʠʶ, 

ʦʪʥʦʩʷʱʫʶʩʷ ʢ ʣʝʯʝʥʠʶ ʛʣʘʟ, ʥʘʧʨʠʤʝʨ, ʨʝʮʝʧʪʳ, ʩʦʩʪʦʷʥʠʝ ʟʜʦʨʦʚʴʷ ʠʣʠ 

ʧʨʦʮʝʜʫʨʳ ", - ʧʨʝʜʫʧʨʝʜʠʣʘ Luxottica. 

ɼʣʷ ʥʝʢʦʪʦʨʳʭ ʧʘʮʠʝʥʪʦʚ ʪʘʢʞʝ ʙʳʣʠ ʨʘʩʢʨʳʪʳ ʥʦʤʝʨʘ ʢʨʝʜʠʪʥʳʭ ʢʘʨʪ ʠ 

ʥʦʤʝʨʘ ʩʦʮʠʘʣʴʥʦʛʦ ʩʪʨʘʭʦʚʘʥʠʷ. 

ɽʩʣʠ ʫ ʧʘʮʠʝʥʪʘ ʙʳʣʘ ʨʘʩʢʨʳʪʘ ʝʛʦ ʧʣʘʪʝʞʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʠ SSN, Luxottica 

ʧʨʝʜʣʘʛʘʝʪ ʙʝʩʧʣʘʪʥʫʶ ʜʚʫʭʣʝʪʥʶʶ ʫʩʣʫʛʫ ʧʦ ʤʦʥʠʪʦʨʠʥʛʫ ʣʠʯʥʦʩʪʠ ʯʝʨʝʟ Kroll. 

Luxottica ʥʝ ʦʩʚʝʜʦʤʣʝʥʘ ʦ ʥʝʧʨʘʚʦʤʝʨʥʦʤ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʧʦʣʫʯʝʥʥʳʭ 

ʜʘʥʥʳʭ, ʥʦ ʩʦʚʝʪʫʝʪ ʚʩʝʤ ʧʘʮʠʝʥʪʘʤ ʩʣʝʜʠʪʴ ʟʘ ʫʚʝʜʦʤʣʝʥʠʷʤʠ ʦʪ ʩʚʦʠʭ ʩʪʨʘʭʦʚʳʭ 

ʢʦʤʧʘʥʠʡ ʠʣʠ ʧʦʩʪʘʚʱʠʢʦʚ ʤʝʜʠʮʠʥʩʢʠʭ ʫʩʣʫʛ ʠ ʦʪʩʣʝʞʠʚʘʪʴ ʩʚʦʠ ʢʨʝʜʠʪʥʳʝ 

ʦʪʯʝʪʳ ʠ ʠʩʪʦʨʠʶ ʥʘ ʧʨʝʜʤʝʪ ʤʦʰʝʥʥʠʯʝʩʪʚʘ. 

"ʄʳ ʨʝʢʦʤʝʥʜʫʝʤ ʚʩʝʤ ʧʦʪʝʥʮʠʘʣʴʥʦ ʟʘʪʨʦʥʫʪʳʤ ʣʶʜʷʤ ʧʨʠʥʷʪʴ ʤʝʨʳ ʜʣʷ 

ʟʘʱʠʪʳ ʩʝʙʷ, ʥʘʧʨʠʤʝʨ, ʚʥʠʤʘʪʝʣʴʥʦ ʦʪʩʣʝʞʠʚʘʷ ʫʚʝʜʦʤʣʝʥʠʷ ʚʘʰʝʡ ʩʪʨʘʭʦʚʦʡ 

ʢʦʤʧʘʥʠʠ ʠ ʧʦʩʪʘʚʱʠʢʦʚ ʤʝʜʠʮʠʥʩʢʠʭ ʫʩʣʫʛ ʦ ʥʝʦʞʠʜʘʥʥʳʭ ʜʝʡʩʪʚʠʷʭ. ɽʩʣʠ 

ʠʥʬʦʨʤʘʮʠʷ ʦ ʚʘʰʝʡ ʧʣʘʪʝʞʥʦʡ ʢʘʨʪʝ ʠ / ʠʣʠ ʥʦʤʝʨ ʩʦʮʠʘʣʴʥʦʛʦ ʩʪʨʘʭʦʚʘʥʠʷ ʙʳʣʠ 

ʧʨʠʯʘʩʪʥʳ ʢ ʵʪʦʤʫ ʠʥʮʠʜʝʥʪʫ, ʵʪʦ ʧʨʷʤʦ ʫʢʘʟʘʥʦ ʚ ʚʘʰʝʤ ʧʠʩʴʤʝ "Luxottica 

ʩʦʦʙʱʠʣʘ ʥʘ ʚʝʙ-ʩʘʡʪʝ, ʩʦʟʜʘʥʥʦʤ ʩʧʝʮʠʘʣʴʥʦ ʜʣʷ ʵʪʦʡ ʫʪʝʯʢʠ ʜʘʥʥʳʭ. 

27 ʦʢʪʷʙʨʷ Luxottica ʥʘʯʘʣʘ ʨʘʩʩʳʣʘʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʧʦʩʪʨʘʜʘʚʰʠʤ. ʆʥʠ 

ʪʘʢʞʝ ʥʘʯʘʣʠ ʧʫʙʣʠʢʦʚʘʪʴ ʧʨʝʩʩ-ʨʝʣʠʟʳ ʜʣʷ ʤʝʩʪʥʳʭ ʛʘʟʝʪ ʥʘ ʚʝʙ-ʩʘʡʪʘʭ, ʯʪʦʙʳ 

ʧʨʝʜʫʧʨʝʜʠʪʴ ʧʘʮʠʝʥʪʦʚ ʦʙ ʫʪʝʯʢʝ ʜʘʥʥʳʭéè (Lawrence Abrams. Luxottica data 

breach exposes 820K EyeMed, LensCrafters patients // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/luxottica-data-breach-exposes-820k-

eyemed-lenscrafters-patients/). 12.11.2020).  
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çʆʬʠʩ ʂʦʤʠʩʩʘʨʘ ʧʦ ʠʥʬʦʨʤʘʮʠʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʦʰʪʨʘʬʦʚʘʣ 

ʙʨʠʪʘʥʩʢʫʶ ʢʦʤʧʘʥʠʶ ʧʦ ʧʨʦʜʘʞʝ ʠ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʶ ʙʠʣʝʪʦʚ ʥʘ 1,25 ʤʣʥ 

ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ ʟʘ ʫʪʝʯʢʫ ʜʘʥʥʳʭ ʤʠʣʣʠʦʥʦʚ ʧʦʢʫʧʘʪʝʣʝʡ ʧʦ ʚʩʝʡ ɽʚʨʦʧʝ 

ʚ 2018 ʛʦʜʫ. 

ʆʙ ʫʪʝʯʢʝ ʩʦʦʙʱʠʣʠ ʚ ʠʶʥʝ 2018 ʛʦʜʘ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʩʪʦʨʦʥʥʠʡ ʧʨʦʚʘʡʜʝʨ 

Inbenta Technologies ʙʳʣ ʟʘʨʘʞʝʥ ʚʨʝʜʦʥʦʩʥʦʡ ʧʨʦʛʨʘʤʤʦʡ. ʅʦ ʥʘʯʘʣʘʩʴ ʦʥʘ ʚ 

ʬʝʚʨʘʣʝ ʪʦʛʦ ʞʝ ʛʦʜʘ. ɽʝ ʦʙʥʘʨʫʞʠʣʠ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʧʦʢʫʧʘʪʝʣʠ Monzo Bank 

ʩʦʦʙʱʠʣʠ ʦ ʤʦʰʝʥʥʠʯʝʩʢʠʭ ʪʨʘʥʟʘʢʮʠʷʭ. 

ʄʘʣʚʘʨʴ ʫʢʨʘʣʘ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ ʠ ʧʝʨʝʜʘʣʘ ʠʭ ʥʝʠʟʚʝʩʪʥʦʤʫ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ. ɼʘʥʥʳʝ ʚʢʣʶʯʘʣʠ ʠʤʝʥʘ, ʘʜʨʝʩʘ, ʵʣʝʢʪʨʦʥʥʳʝ ʘʜʨʝʩʘ, 

ʪʝʣʝʬʦʥʥʳʝ ʥʦʤʝʨʘ, ʥʦʤʝʨʘ ʧʣʘʪʝʞʥʳʭ ʢʘʨʪ, ʜʘʪʳ ʠʩʪʝʯʝʥʠʷ, CCV-ʢʦʜʳ ʠ ʜʝʪʘʣʠ 

ʨʝʛʠʩʪʨʘʮʠʠ ʥʘ ʩʘʡʪʝ Ticketmaster ʙʦʣʝʝ ʯʝʤ 11 ʤʠʣʣʠʦʥʦʚ ʧʦʢʫʧʘʪʝʣʝʡ ʚ ɽʚʨʦʧʝ ʠ 

ʉʦʝʜʠʥʝʥʥʦʤ ʂʦʨʦʣʝʚʩʪʚʝ. 

ʈʘʩʩʣʝʜʦʚʘʥʠʝ ʧʦʢʘʟʘʣʦ, ʯʪʦ Ticketmaster ʧʨʝʥʝʙʨʝʛ ʆʙʱʠʤ ʨʝʛʣʘʤʝʥʪʦʤ 

ʟʘʱʠʪʳ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ. ʉʘʡʪ ʥʝ ʦʙʝʩʧʝʯʠʣ ʘʜʝʢʚʘʪʥʳʝ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʯʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʢʠʙʝʨʘʪʘʢʠ ʥʘ ʯʘʪ-ʙʦʪ, ʫʩʪʘʥʦʚʣʝʥʥʳʡ ʥʘ ʩʪʨʘʥʠʮʝ ʩʘʡʪʘ ʩ 

ʦʧʣʘʪʦʡ. 

ʈʘʩʩʣʝʜʦʚʘʥʠʝ ʪʘʢʞʝ ʧʦʢʘʟʘʣʦ, ʯʪʦ Ticketmaster ʥʘʯʘʣ ʤʦʥʠʪʦʨʠʪʴ ʩʚʦʡ 

ʩʝʪʝʚʦʡ ʪʨʘʬʠʢ ʪʦʣʴʢʦ ʯʝʨʝʟ 9 ʥʝʜʝʣʴ ʧʦʩʣʝ ʩʦʦʙʱʝʥʠʷ ʦ ʚʦʟʤʦʞʥʳʭ ʘʪʘʢʘʭ. 

ɺʩʣʝʜʩʪʚʠʝ ʫʪʝʯʢʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʚʦʩʧʦʣʴʟʦʚʘʣʩʷ ʜʘʥʥʳʤʠ 60 000 

ʧʣʘʪʝʞʥʳʭ ʢʘʨʪ ʙʘʥʢʘ Barclays. Monzo Bank ʞʝ ʟʘʤʝʥʠʣ ʜʘʥʥʳʝ 6000 ʧʣʘʪʝʞʥʳʭ 

ʢʘʨʪ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Ticketmaster ʠʟ-ʟʘ ʤʦʰʝʥʥʠʯʝʩʢʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷè. 

(Ticketmaster ʦʰʪʨʘʬʦʚʘʣʠ ʥʘ 1,25 ʤʣʥ ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ ʟʘ ʫʪʝʯʢʫ ʜʘʥʥʳʭ // 

SecureNews (https://securenews.ru/ticketmaster-fined-1-25m-for-data-breach/). 

16.11.2020).  
***  

 

çʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʦʩʪʘʚʠʣʠ ʦʪʢʨʳʪʦʡ ʙʘʟʫ ʜʘʥʥʳʭ ElasticSearch, 

ʨʘʩʢʨʳʚʘʷ ʛʣʦʙʘʣʴʥʫʶ ʘʪʘʢʫ, ʢʦʪʦʨʘʷ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʣʘ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 

Facebook ʠ ʠʩʧʦʣʴʟʦʚʘʣʘ ʠʭ ʜʣʷ ʦʙʤʘʥʘ ʜʨʫʛʠʭ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʦʙʥʘʨʫʞʠʣʠ ʰʠʨʦʢʦʤʘʩʰʪʘʙʥʫʶ ʛʣʦʙʘʣʴʥʫʶ ʘʬʝʨʫ, 

ʥʘʮʝʣʝʥʥʫʶ ʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Facebook, ʧʦʩʣʝ ʦʙʥʘʨʫʞʝʥʠʷ ʥʝʟʘʱʠʱʝʥʥʦʡ ʙʘʟʳ 

ʜʘʥʥʳʭ, ʠʩʧʦʣʴʟʫʝʤʦʡ ʤʦʰʝʥʥʠʢʘʤʠ ʜʣʷ ʭʨʘʥʝʥʠʷ ʠʤʝʥ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʧʘʨʦʣʝʡ 

ʥʝ ʤʝʥʝʝ 100 000 ʞʝʨʪʚ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʟʘʷʚʠʣʠ, ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ, ʩʪʦʷʱʠʝ ʟʘ ʤʦʰʝʥʥʠʯʝʩʪʚʦʤ, 

ʦʙʤʘʥʦʤ ʟʘʩʪʘʚʣʷʣʠ ʞʝʨʪʚ Facebook ʧʨʝʜʦʩʪʘʚʠʪʴ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʜʣʷ ʚʭʦʜʘ ʚ 

ʩʚʦʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʩ ʧʦʤʦʱʴʶ ʠʥʩʪʨʫʤʝʥʪʘ, ʢʦʪʦʨʳʡ ʜʝʣʘʣ ʚʠʜ, ʯʪʦ ʨʘʩʢʨʳʚʘʝʪ, 

ʢʪʦ ʧʦʩʝʱʘʣ ʠʭ ʧʨʦʬʠʣʠ. 

ɿʘʪʝʤ ʤʦʰʝʥʥʠʢʠ çʠʩʧʦʣʴʟʦʚʘʣʠ ʫʢʨʘʜʝʥʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʜʣʷ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʩʧʘʤ-ʢʦʤʤʝʥʪʘʨʠʝʚ ʢ ʩʦʦʙʱʝʥʠʷʤ ʚ Facebook ʯʝʨʝʟ ʚʟʣʦʤʘʥʥʫʶ 

ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʞʝʨʪʚ, ʥʘʧʨʘʚʣʷʷ ʣʶʜʝʡ ʥʘ ʠʭ ʩʝʪʴ ʤʦʰʝʥʥʠʯʝʩʢʠʭ ʚʝʙ-ʩʘʡʪʦʚè, 

ʢʘʢ ʩʦʦʙʱʠʣʠ ʚ ʧʷʪʥʠʮʫ ʠʩʩʣʝʜʦʚʘʪʝʣʠ vpnMentor. çɺʩʝ ʵʪʠ ʚʝʙ-ʩʘʡʪʳ ʚ ʢʦʥʝʯʥʦʤ 

ʠʪʦʛʝ ʧʨʠʚʝʣʠ ʢ ʩʦʟʜʘʥʠʶ ʧʦʜʜʝʣʴʥʦʡ ʪʦʨʛʦʚʦʡ ʧʣʘʪʬʦʨʤʳ ʙʠʪʢʦʡʥʦʚ, ʢʦʪʦʨʘʷ 
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ʠʩʧʦʣʴʟʦʚʘʣʘʩʴ ʜʣʷ ʦʙʤʘʥʘ ʣʶʜʝʡ ʩ çʜʝʧʦʟʠʪʘʤʠè ʥʘ ʩʫʤʤʫ ʥʝ ʤʝʥʝʝ 250 ʝʚʨʦ [295 

ʜʦʣʣʘʨʦʚ]è. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʟʘʷʚʠʣʠ, ʯʪʦ ʫ ʥʠʭ ʥʝʪ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʪʦʛʦ, ʙʳʣ ʣʠ ʜʦʩʪʫʧ ʢ 

ʜʘʥʥʳʤ ʠʣʠ ʫʪʝʯʢʘ ʢʘʢʠʭ-ʣʠʙʦ ʜʨʫʛʠʭ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. 

Threatpost ʦʙʨʘʪʠʣʩʷ ʢ Facebook ʟʘ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ ʢʦʤʤʝʥʪʘʨʠʷʤʠ. 

ɹʘʟʘ ʜʘʥʥʳʭ 

ʈʘʟʤʝʨ ʥʝʟʘʱʠʱʝʥʥʦʡ ʙʘʟʳ ʜʘʥʥʳʭ Elasticsearch ʩʦʩʪʘʚʣʷʣ 5,5 ʛʠʛʘʙʘʡʪ ʠ 

ʩʦʜʝʨʞʘʣ 13 521 774 ʟʘʧʠʩʠ ʥʝ ʤʝʥʝʝ 100 000 ʧʦʣʴʟʦʚʘʪʝʣʝʡ Facebook. ʆʥ ʙʳʣ 

ʦʪʢʨʳʪ ʩ ʠʶʥʷ ʧʦ ʩʝʥʪʷʙʨʴ ʵʪʦʛʦ ʛʦʜʘ; ʦʥ ʙʳʣ ʦʙʥʘʨʫʞʝʥ 21 ʩʝʥʪʷʙʨʷ ʠ ʟʘʢʨʳʪ 22 

ʩʝʥʪʷʙʨʷ. 

ɼʘʥʥʳʝ ʚ ʦʪʢʨʳʪʦʡ ʙʘʟʝ ʜʘʥʥʳʭ ʚʢʣʶʯʘʣʠ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʠ IP-ʘʜʨʝʩʘ; 

ʪʝʢʩʪʦʚʳʝ ʥʘʙʨʦʩʢʠ ʢʦʤʤʝʥʪʘʨʠʝʚ, ʢʦʪʦʨʳʝ ʤʦʰʝʥʥʠʢʠ ʦʩʪʘʚʣʷʣʠ ʥʘ ʩʪʨʘʥʠʮʘʭ 

Facebook (ʯʝʨʝʟ ʚʟʣʦʤʘʥʥʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ), ʢʦʪʦʨʳʝ ʥʘʧʨʘʚʣʷʣʠ ʣʶʜʝʡ ʥʘ 

ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʠ ʤʦʰʝʥʥʠʯʝʩʢʠʝ ʚʝʙ-ʩʘʡʪʳ; ʘ ʪʘʢʞʝ ʜʘʥʥʳʝ, ʧʦʟʚʦʣʷʶʱʠʝ 

ʫʩʪʘʥʦʚʠʪʴ ʣʠʯʥʦʩʪʴ (PII), ʪʘʢʠʝ ʢʘʢ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ, ʠʤʝʥʘ ʠ ʥʦʤʝʨʘ 

ʪʝʣʝʬʦʥʦʚ ʞʝʨʪʚ ʙʠʪʢʦʡʥ-ʤʦʰʝʥʥʠʯʝʩʪʚʘ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʟʘʷʚʠʣʠ, ʯʪʦ ʜʣʷ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʪʦʛʦ, ʯʪʦ ʙʘʟʘ ʜʘʥʥʳʭ 

ʷʚʣʷʝʪʩʷ ʜʝʡʩʪʚʫʶʱʝʡ ʠ ʨʝʘʣʴʥʦʡ, ʦʥʠ ʚʚʝʣʠ ʧʦʜʜʝʣʴʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʜʣʷ 

ʚʭʦʜʘ ʥʘ ʦʜʥʫ ʠʟ ʤʦʰʝʥʥʠʯʝʩʢʠʭ ʚʝʙ-ʩʪʨʘʥʠʮ ʠ ʧʦʜʪʚʝʨʜʠʣʠ, ʯʪʦ ʦʥʠ ʙʳʣʠ 

ʟʘʧʠʩʘʥʳ. 

ʅʘ ʩʣʝʜʫʶʱʠʡ ʜʝʥʴ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʦʥʠ ʦʙʥʘʨʫʞʠʣʠ ʙʘʟʫ ʜʘʥʥʳʭ, 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʧʦʣʘʛʘʶʪ, ʯʪʦ ʦʥʘ ʧʦʜʚʝʨʛʣʘʩʴ ʧʨʦʜʦʣʞʘʶʱʝʡʩʷ 

ʰʠʨʦʢʦʤʘʩʰʪʘʙʥʦʡ ʢʠʙʝʨʘʪʘʢʝ Meow, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʦʡ ʙʳʣʠ ʧʦʣʥʦʩʪʴʶ 

ʫʥʠʯʪʦʞʝʥʳ ʚʩʝ ʝʝ ʜʘʥʥʳʝ. ɸʪʘʢʘ Meow - ʵʪʦ ʧʨʦʜʦʣʞʘʶʱʠʝʩʷ ʘʪʘʢʠ, ʢʦʪʦʨʳʝ 

ʥʘʯʘʣʠʩʴ ʨʘʥʝʝ ʚ ʠʶʣʝ ʠ ʧʨʠʚʝʣʠ ʢ ʙʝʟʚʦʟʚʨʘʪʥʦʤʫ ʫʜʘʣʝʥʠʶ 1000 ʥʝʟʘʱʠʱʝʥʥʳʭ 

ʙʘʟ ʜʘʥʥʳʭ. ʇʦ ʩʣʦʚʘʤ ʠʩʩʣʝʜʦʚʘʪʝʣʷ ɹʦʙʘ ɼʴʷʯʝʥʢʦ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʘʪʘʢʠ ʩʣʦʚʦ 

çʤʷʫè ʩʪʘʣʦ ʝʛʦ ʝʜʠʥʩʪʚʝʥʥʦʡ ʚʠʟʠʪʥʦʡ ʢʘʨʪʦʯʢʦʡ. ʍʘʢʝʨʳ Meow ʪʘʢʞʝ ʥʝʜʘʚʥʦ 

ʘʪʘʢʦʚʘʣʠ ʩʝʨʚʝʨ Mailfire, ʢʦʪʦʨʳʡ ʙʳʣ ʥʝʧʨʘʚʠʣʴʥʦ ʥʘʩʪʨʦʝʥ ʠ ʦʩʪʘʚʣʝʥ 

ʦʪʢʨʳʪʳʤ. 

çɹʘʟʘ ʜʘʥʥʳʭ ʦʪʢʣʶʯʠʣʘʩʴ ʚ ʪʦʪ ʞʝ ʜʝʥʴ ʠ ʙʦʣʴʰʝ ʥʝ ʙʳʣʘ ʜʦʩʪʫʧʥʘè, - 

ʩʢʘʟʘʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. çʄʳ ʩʯʠʪʘʝʤ, ʯʪʦ ʤʦʰʝʥʥʠʢʠ ʩʜʝʣʘʣʠ ʵʪʦ ʧʦʩʣʝ ʘʪʘʢʠ 

Meow, ʥʦ ʥʝ ʤʦʞʝʤ ʧʦʜʪʚʝʨʜʠʪʴè. 

ʄʦʰʝʥʥʠʯʝʩʪʚʦ 

ɻʣʦʙʘʣʴʥʘʷ ʘʬʝʨʘ, ʥʘʮʝʣʝʥʥʘʷ ʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Facebook, ʥʘʯʠʥʘʝʪʩʷ ʩ ʩʝʪʠ 

ʚʝʙ-ʩʘʡʪʦʚ, ʧʨʠʥʘʜʣʝʞʘʱʠʭ ʤʦʰʝʥʥʠʢʘʤ, ʢʦʪʦʨʳʝ ʦʙʤʘʥʦʤ ʟʘʩʪʘʚʣʷʶʪ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ Facebook ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʩʚʦʠ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ, ʦʙʝʱʘʷ, ʯʪʦ ʦʥʠ 

ʧʦʢʘʞʫʪ ʮʝʣʠ ʩʧʠʩʦʢ ʣʶʜʝʡ, ʢʦʪʦʨʳʝ ʥʝʜʘʚʥʦ ʧʦʩʝʱʘʣʠ ʠʭ ʧʨʦʬʠʣʠ. 

ʅʝʷʩʥʦ, ʢʘʢ ʧʦʩʝʪʠʪʝʣʠ ʧʦʧʘʜʘʣʠ ʥʘ ʵʪʠ ʩʘʡʪʳ. ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʦʙʥʘʨʫʞʠʣʠ 

29 ʜʦʤʝʥʦʚ, ʧʨʠʚʷʟʘʥʥʳʭ ʢ ʵʪʦʡ ʩʝʪʠ; ʫ ʚʝʙ-ʩʘʡʪʦʚ ʙʳʣʠ ʪʘʢʠʝ ʠʤʝʥʘ, ʢʘʢ: 

askviewer [.] com, capture-stalkers [.] com ʠ followviewer [.] com. 

ʉʘʡʪ ʩʦʦʙʱʘʝʪ ʞʝʨʪʚʘʤ: çɿʘ ʧʦʩʣʝʜʥʠʝ 2 ʜʥʷ ʥʘ ʚʘʰʫ ʩʪʨʘʥʠʮʫ ʙʳʣʦ 32 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʨʦʬʠʣʷ! ʇʨʦʜʦʣʞʠʪʴ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʚʦʡ ʩʧʠʩʦʢè ʠ ʫʢʘʟʳʚʘʝʪ ʠʤ ʥʘ 

ʢʥʦʧʢʫ ʩ ʥʘʜʧʠʩʴ ʁ çʆʪʢʨʳʪʴ ʩʧʠʩʦʢ!è ʂʦʛʜʘ ʞʝʨʪʚʘ ʥʘʞʠʤʘʝʪ ʢʥʦʧʢʫ, ʝʝ 

ʦʪʧʨʘʚʣʷʶʪ ʥʘ ʧʦʜʜʝʣʴʥʫʶ ʩʪʨʘʥʠʮʫ ʚʭʦʜʘ ʚ Facebook, ʛʜʝ ʝʝ ʧʨʦʩʷʪ ʚʚʝʩʪʠ ʩʚʦʠ 

ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ. ʇʦʩʣʝ ʵʪʦʛʦ ʧʦʷʚʣʷʝʪʩʷ ʧʦʜʜʝʣʴʥʘʷ ʩʪʨʘʥʠʮʘ ʟʘʛʨʫʟʢʠ, 
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ʦʙʝʱʘʶʱʘʷ ʧʦʜʝʣʠʪʴʩʷ ʧʦʣʥʳʤ ʩʧʠʩʢʦʤ, ʠ ʞʝʨʪʚʘ ʧʝʨʝʥʘʧʨʘʚʣʷʝʪʩʷ ʥʘ ʩʪʨʘʥʠʮʫ 

Google Play ʜʣʷ ʥʝʩʚʷʟʘʥʥʦʛʦ ʘʥʘʣʠʪʠʯʝʩʢʦʛʦ ʧʨʠʣʦʞʝʥʠʷ Facebook. 

çɺ ʧʨʦʮʝʩʩʝ ʤʦʰʝʥʥʠʢʠ ʩʦʭʨʘʥʠʣʠ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ ʞʝʨʪʚʳ 

Facebook ʚ ʦʪʢʨʳʪʦʡ ʙʘʟʝ ʜʘʥʥʳʭ ʜʣʷ ʙʫʜʫʱʝʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʜʨʫʛʠʭ ʩʚʦʠʭ 

ʧʨʝʩʪʫʧʥʳʭ ʜʝʡʩʪʚʠʷʭè, - ʟʘʷʚʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. çʆʥʠ ʭʨʘʥʠʣʠʩʴ ʚ ʬʦʨʤʘʪʝ 

ʦʪʢʨʳʪʦʛʦ ʪʝʢʩʪʘ, ʯʪʦ ʧʦʟʚʦʣʷʣʦ ʣʶʙʦʤʫ, ʢʪʦ ʥʘʰʝʣ ʙʘʟʫ ʜʘʥʥʳʭ, ʧʨʦʩʤʦʪʨʝʪʴ, 

ʟʘʛʨʫʟʠʪʴ ʠ ʫʢʨʘʩʪʴ ʠʭè. 

ɿʘʪʝʤ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʞʝʨʪʚ ʜʣʷ ʩʣʝʜʫʶʱʝʛʦ 

ʵʪʘʧʘ ʘʪʘʢʠ - ʟʘʭʚʘʪʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʠ ʢʦʤʤʝʥʪʠʨʦʚʘʥʠʷ ʩʦʦʙʱʝʥʠʡ Facebook, 

ʦʧʫʙʣʠʢʦʚʘʥʥʳʭ ʚ ʩʝʪʠ ʞʝʨʪʚ, ʩʦ ʩʩʳʣʢʘʤʠ ʥʘ ʜʨʫʛʫʶ ʩʝʪʴ ʤʦʰʝʥʥʠʯʝʩʢʠʭ ʚʝʙ-

ʩʘʡʪʦʚ, ʧʨʠʥʘʜʣʝʞʘʱʠʭ ʤʦʰʝʥʥʠʢʘʤ. ʕʪʠ ʩʘʡʪʳ ʦʪʥʦʩʷʪʩʷ ʢ ʩʭʝʤʝ ʤʦʰʝʥʥʠʯʝʩʪʚʘ 

ʩ ʙʠʪʢʦʡʥʘʤʠ. ʂʦʛʜʘ ʜʨʫʛ ʞʝʨʪʚʳ ʚ Facebook ʧʦʩʝʱʘʝʪ ʦʜʠʥ ʠʟ ʩʘʡʪʦʚ, ʦʥ ʧʦʣʫʯʘʝʪ 

ʫʢʘʟʘʥʠʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ ʜʣʷ ʙʝʩʧʣʘʪʥʦʛʦ ʪʦʨʛʦʚʦʛʦ ʩʯʝʪʘ ʙʠʪʢʦʡʥʦʚ ʠ ʚʥʝʩʪʠ 

295 ʜʦʣʣʘʨʦʚ, ʯʪʦʙʳ ʥʘʯʘʪʴ ʪʦʨʛʦʚʣʶ. 

çɺʢʣʶʯʘʷ ʩʩʳʣʢʠ ʥʘ ʩʘʡʪʳ ʩ ʬʘʣʴʰʠʚʳʤʠ ʥʦʚʦʩʪʷʤʠ, ʤʦʰʝʥʥʠʢʠ ʥʘʜʝʷʣʠʩʴ 

ʦʙʦʡʪʠ ʠ ʟʘʧʫʪʘʪʴ ʠʥʩʪʨʫʤʝʥʪʳ Facebook ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʠ 

ʙʦʪʦʚè, - ʟʘʷʚʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. çɽʩʣʠ ʙʳ ʚʟʣʦʤʘʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 

ʧʫʙʣʠʢʦʚʘʣʠ ʦʜʥʠ ʠ ʪʝ ʞʝ ʩʩʳʣʢʠ ʥʘ ʤʦʰʝʥʥʠʯʝʩʪʚʦ ʩ ʙʠʪʢʦʡʥʘʤʠ ʩʥʦʚʘ ʠ ʩʥʦʚʘ, 

ʦʥʠ ʙʳʣʠ ʙʳ ʙʳʩʪʨʦ ʟʘʙʣʦʢʠʨʦʚʘʥʳ ʩʦʮʠʘʣʴʥʦʡ ʩʝʪʴʶè. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʩʢʘʟʘʣʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤ Facebook, ʯʪʦ ʝʩʣʠ ʦʥʠ ʩʯʠʪʘʶʪ, ʯʪʦ 

ʩʪʘʣʠ ʞʝʨʪʚʦʡ ʤʦʰʝʥʥʠʯʝʩʪʚʘ, ʥʝʤʝʜʣʝʥʥʦ ʠʟʤʝʥʠʪʴ ʩʚʦʠ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ. 

çʂʨʦʤʝ ʪʦʛʦ, ʝʩʣʠ ʚʳ ʧʦʚʪʦʨʥʦ ʠʩʧʦʣʴʟʦʚʘʣʠ ʩʚʦʡ ʧʘʨʦʣʴ Facebook ʜʣʷ 

ʣʶʙʳʭ ʜʨʫʛʠʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʥʝʤʝʜʣʝʥʥʦ ʠʟʤʝʥʠʪʝ ʝʛʦ, ʯʪʦʙʳ ʟʘʱʠʪʠʪʴ ʠʭ ʦʪ 

ʚʟʣʦʤʘè, - ʩʢʘʟʘʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. çʄʳ ʨʝʢʦʤʝʥʜʫʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʛʝʥʝʨʘʪʦʨ 

ʧʘʨʦʣʝʡ ʜʣʷ ʩʦʟʜʘʥʠʷ ʫʥʠʢʘʣʴʥʳʭ ʠ ʥʘʜʝʞʥʳʭ ʧʘʨʦʣʝʡ ʜʣʷ ʢʘʞʜʦʡ ʚʘʰʝʡ ʯʘʩʪʥʦʡ 

ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʠ ʧʝʨʠʦʜʠʯʝʩʢʠ ʠʭ ʤʝʥʷʪʴè. (Lindsey O'Donnell. Exposed Database 

Reveals 100K+ Compromised Facebook Accounts // Threatpost 

(https://threatpost.com/exposed-database-100k-facebook-accounts/161247/). 

16.11.2020).  
***  

 

çʆʪʯʝʪ ʦ ʪʝʥʝʚʦʡ ʵʢʦʥʦʤʠʢʝ ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ 

ʧʨʝʜʣʘʛʘʶʪ ʦʙʣʘʯʥʳʝ ʭʨʘʥʠʣʠʱʘ ʫʢʨʘʜʝʥʥʳʭ ʜʘʥʥʳʭ, ʜʦʩʪʫʧʥʳʝ ʩ ʧʦʤʦʱʴʶ 

ʫʜʦʙʥʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʧʦʟʚʦʣʷʶʱʠʭ ʨʘʟʨʝʟʘʪʴ ʪʦ, ʯʪʦ ʧʨʝʜʣʘʛʘʝʪʩʷ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʦʙʥʘʨʫʞʠʣʠ, ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʦʙʣʘʯʥʳʝ 

ʩʝʨʚʠʩʳ ʠ ʪʝʭʥʦʣʦʛʠʠ, ʯʪʦʙʳ ʫʩʢʦʨʠʪʴ ʩʚʦʠ ʘʪʘʢʠ ʥʘ ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʣʫʯʰʝ 

ʤʦʥʝʪʠʟʠʨʦʚʘʪʴ ʩʚʦʠ ʪʦʚʘʨʳ. ʕʪʦ ʚ ʟʥʘʯʠʪʝʣʴʥʦʡ ʩʪʝʧʝʥʠ ʦʙʫʩʣʦʚʣʝʥʦ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤʠ, ʢʦʪʦʨʳʝ ʧʨʦʜʘʶʪ ʜʦʩʪʫʧ ʢ ʪʘʢ ʥʘʟʳʚʘʝʤʳʤ çʦʙʣʘʢʘʤ 

ʞʫʨʥʘʣʦʚè, ʢʦʪʦʨʳʝ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʢʝʰʠ ʫʢʨʘʜʝʥʥʳʭ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʠ 

ʜʨʫʛʠʭ ʜʘʥʥʳʭ, ʨʘʟʤʝʱʝʥʥʳʭ ʚ ʦʙʣʘʢʝ. 

ʉʦʛʣʘʩʥʦ Trend Micro, ʦʙʣʘʯʥʳʡ ʧʦʜʭʦʜ ʜʝʣʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʙʦʣʝʝ 

ʜʦʩʪʫʧʥʦʡ ʜʣʷ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʭ ʧʦʢʫʧʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʟʘʪʝʤ ʦʙʨʘʱʘʶʪʩʷ ʢ ʥʝʡ ʠ 

ʠʩʧʦʣʴʟʫʶʪ ʜʘʥʥʳʝ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʚʪʦʨʠʯʥʳʭ ʘʪʘʢ. ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʨʝʜʣʘʛʘʶʪ 

çʦʙʣʘʯʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ [ʧʦʢʫʧʘʪʝʣʷʤ] ʜʣʷ ʘʥʘʣʠʟʘ ʠ ʠʟʚʣʝʯʝʥʠʷ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ 

ʠʤ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ [ʵʪʠʭ] ʜʘʣʴʥʝʡʰʠʭ ʚʨʝʜʦʥʦʩʥʳʭ ʜʝʡʩʪʚʠʡè, - 
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ʧʦʷʩʥʠʣʘ ʢʦʤʧʘʥʠʷ ʚ ʦʧʫʙʣʠʢʦʚʘʥʥʦʤ ʚ ʧʦʥʝʜʝʣʴʥʠʢ ʩʦʦʙʱʝʥʠʠ, ʚ ʢʦʪʦʨʦʤ 

ʨʘʟʨʘʙʦʪʢʘ ʙʳʣʘ ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʥʘ ʢʘʢ ʦʪʥʦʩʠʪʝʣʴʥʦ ʥʦʚʳʡ ʧʦʜʭʦʜ. 

ʇʝʨʝʭʦʜ ʚ ʦʙʣʘʢʦ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʠʤʝʝʪ ʪʦ ʞʝ ʛʣʘʚʥʦʝ ʧʨʝʠʤʫʱʝʩʪʚʦ, 

ʯʪʦ ʠ ʜʣʷ ʟʘʢʦʥʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ: ʩʢʦʨʦʩʪʴ. Trend Micro ʟʘʷʚʠʣʘ, ʯʪʦ ʚʨʝʤʷ ʤʝʞʜʫ 

ʧʝʨʚʦʥʘʯʘʣʴʥʳʤ ʢʨʘʞʝʡ ʜʘʥʥʳʭ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʫʢʨʘʜʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ 

ʧʨʦʪʠʚ ʧʨʝʜʧʨʠʷʪʠʷ ʩʦʢʨʘʪʠʣʦʩʴ ʩ ʥʝʜʝʣʴ ʜʦ ʜʥʝʡ ʠʣʠ ʜʘʞʝ ʯʘʩʦʚ, ʝʩʣʠ 

ʧʨʠʤʝʥʷʝʪʩʷ ʦʙʣʘʯʥʳʡ ʧʦʜʭʦʜ. 

çʉ ʚʥʝʜʨʝʥʠʝʤ ʦʙʣʘʯʥʳʭ ʩʝʨʚʠʩʦʚ ʠ ʪʝʭʥʦʣʦʛʠʡ ʧʨʝʩʪʫʧʥʠʢʠ ʤʦʛʫʪ ʛʦʨʘʟʜʦ 

ʙʳʩʪʨʝʝ ʚʦʨʦʚʘʪʴ, ʧʦʢʫʧʘʪʴ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʘʥʥʳʝ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʩʚʦʠʭ ʘʪʘʢ ʧʨʠ 

ʥʘʮʝʣʠʚʘʥʠʠ ʥʘ ʦʨʛʘʥʠʟʘʮʠʠè, - ʛʦʚʦʨʷʪ ʠʩʩʣʝʜʦʚʘʪʝʣʠ, ʠʩʧʦʣʴʟʫʷ ʘʥʘʣʦʛʠʶ ʩʦ 

ʚʨʝʤʝʥʝʤ, ʢʦʪʦʨʦʝ ʥʫʞʥʦ ʢʦʤʫ-ʪʦ, ʯʪʦʙʳ ʢʫʧʠʪʴ ʠʭ ʠʥʩʪʨʫʤʝʥʪʳ ʚ ʛʘʨʘʞʥʘʷ 

ʨʘʩʧʨʦʜʘʞʘ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʧʦʢʫʧʢʦʡ ʠʭ ʚ ʠʥʪʝʨʥʝʪ-ʤʘʛʘʟʠʥʝ. 

ʀ ʩ ʙʦʣʝʝ ʙʳʩʪʨʳʤʠ ʪʨʘʥʟʘʢʮʠʷʤʠ ʚ ʠʛʨʝ çʦʨʛʘʥʠʟʘʮʠʠ ʥʝ ʩʤʦʛʫʪ ʧʨʝʜʚʠʜʝʪʴ 

ʧʦʷʚʣʝʥʠʝ ʠ ʙʳʩʪʨʦʝ ʚʳʧʦʣʥʝʥʠʝ ʪʘʢʠʭ ʘʪʘʢ - ʘʪʘʢ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʫʢʨʘʜʝʥʥʳʭ 

ʜʘʥʥʳʭ ʠ ʦʨʛʘʥʠʟʦʚʘʥʥʳʭ ʧʨʝʩʪʫʧʥʠʢʘʤʠ ʟʘ ʢʦʨʦʪʢʠʡ ʧʨʦʤʝʞʫʪʦʢ ʚʨʝʤʝʥʠ, ʯʪʦ 

ʦʩʪʘʚʣʷʝʪ ʠʤ ʤʝʥʴʰʝ ʚʨʝʤʝʥʠ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷéè 

ʇʨʦʙʣʝʤʘ ʙʦʣʴʰʠʭ ʜʘʥʥʳʭ 

ʇʦ ʩʣʦʚʘʤ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʦʙʨʘʱʘʶʪʩʷ ʢ ʦʙʣʘʢʫ, ʯʪʦʙʳ 

ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʦ ʨʘʙʦʪʘʪʴ ʩ ʦʛʨʦʤʥʳʤ ʦʙʲʝʤʦʤ ʜʘʥʥʳʭ, ʧʨʝʜʣʘʛʘʝʤʳʭ ʥʘ 

ʧʦʜʧʦʣʴʥʳʭ ʬʦʨʫʤʘʭ. ʇʦ ʦʮʝʥʢʝ Trend Micro, ʢʝʰʠ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʜʘʥʥʳʝ 

ʦʙʲʝʤʦʤ ʚ ʥʝʩʢʦʣʴʢʦ ʪʝʨʘʙʘʡʪ. 

çɺ ʧʦʩʣʝʜʥʠʝ ʛʦʜʳ ʥʘʙʣʶʜʘʝʪʩʷ ʨʦʩʪ ʢʨʘʞʠ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ: 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʦʙʠʨʘʶʪ ʦʛʨʦʤʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʠ ʩʚʷʟʘʥʥʳʭ 

ʘʜʨʝʩʦʚ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠʣʠ ʜʦʤʝʥʥʳʭ ʠʤʝʥè, - ʧʦʷʩʥʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. 

ç[ɼʨʫʛʠʝ ʫʢʨʘʜʝʥʥʳʝ ʜʘʥʥʳʝ] ʯʘʩʪʦ ʚʢʣʶʯʘʶʪ ʟʘʧʠʩʘʥʥʳʝ ʥʘʞʘʪʠʷ ʢʣʘʚʠʰ, 

ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʘ ʦʥʣʘʡʥ-ʧʦʨʪʘʣʘʭ, ʦʥʣʘʡʥ-ʙʘʥʢʘʭ, 

ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʝ ʘʪʨʠʙʫʪʳ ʩʝʘʥʩʘ, ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ (PII), ʩʢʘʥʠʨʦʚʘʥʥʳʝ 

ʜʦʢʫʤʝʥʪʳ, ʥʘʣʦʛʦʚʳʝ ʦʪʯʝʪʳ, ʩʯʝʪʘ-ʬʘʢʪʫʨʳ, ʧʣʘʪʝʞʥʳʝ ʨʝʢʚʠʟʠʪʳ ʙʘʥʢʦʚʩʢʦʛʦ 

ʩʯʝʪʘ (ʥʘʧʨʠʤʝʨ, ʢʨʝʜʠʪʥʳʝ ʢʘʨʪʳ), ʠ ʙʦʣʴʰʝ." 

ʉʠʪʫʘʮʠʶ ʫʩʫʛʫʙʣʷʝʪ ʪʦʪ ʬʘʢʪ, ʯʪʦ ʢʨʘʞʘ ʜʘʥʥʳʭ ʩʪʘʣʘ ʦʙʷʟʘʪʝʣʴʥʦʡ 

ʧʨʘʢʪʠʢʦʡ ʧʨʘʢʪʠʯʝʩʢʠ ʜʣʷ ʣʶʙʦʛʦ ʪʠʧʘ ʘʪʘʢ, ʚʢʣʶʯʘʷ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ, 

ʙʦʪʥʝʪʳ, ʢʝʡʣʦʛʛʝʨʳ, ʥʘʙʦʨʳ ʵʢʩʧʣʦʡʪʦʚ ʠ ʜʨʫʛʠʝ ʚʨʝʜʦʥʦʩʥʳʝ ʢʦʤʧʦʥʝʥʪʳ. 

çɺ ʜʦʧʦʣʥʝʥʠʝ ʢ ʪʦʤʫ, ʯʪʦ ʙʳʣʦ ʫʧʦʤʷʥʫʪʦ ʨʘʥʝʝ, ʵʪʘ ʩʦʙʨʘʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ 

ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʠʩʪʦʨʠʶ ʧʨʦʩʤʦʪʨʦʚ, ʬʘʡʣʳ cookie, ʥʘʞʘʪʠʷ ʢʣʘʚʠʰ, ʫʯʝʪʥʳʝ 

ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʪʦʢʝʥʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʨʝʜʝ ʞʝʨʪʚʳ, 

ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʦʙʭʦʜʘ ʩʠʩʪʝʤ ʟʘʱʠʪʳ ʦʪ ʤʦʰʝʥʥʠʯʝʩʪʚʘ, ʠ 

ʤʥʦʛʦʝ ʜʨʫʛʦʝè, - ʩʢʘʟʘʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. 

ɺʩʝ ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʫ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʝʩʪʴ ʧʨʦʙʣʝʤʘ ʩ ʙʦʣʴʰʠʤʠ 

ʜʘʥʥʳʤʠ - ʦʧʷʪʴ ʞʝ, ʢʘʢ ʠ ʫ ʟʘʢʦʥʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ. ʊʨʫʜʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʝʩʴ 

ʧʦʪʝʥʮʠʘʣ ʪʘʢʦʛʦ ʢʦʣʦʩʩʘʣʴʥʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʜʘʥʥʳʭ ʙʝʟ ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʣʷ ʠʭ 

ʥʘʨʝʟʢʠ ʠ ʥʘʨʝʟʢʠ ʢʫʙʠʢʘʤʠ. 

ʕʪʦ ʧʨʦʣʦʞʠʣʦ ʧʫʪʴ ʜʣʷ ʙʠʟʥʝʩ-ʤʦʜʝʣʠ ʩ ʦʧʣʘʪʦʡ ʟʘ ʜʦʩʪʫʧ, ʢʦʪʦʨʘʷ 

ʧʦʟʚʦʣʷʝʪ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤ ʣʫʯʰʝ ʤʦʥʝʪʠʟʠʨʦʚʘʪʴ ʩʚʦʠ ʥʝʟʘʢʦʥʥʦ ʧʦʣʫʯʝʥʥʳʝ 

ʪʦʚʘʨʳ, ʧʦʟʚʦʣʷʷ ʜʨʫʛʠʤ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʣʝʛʢʦ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʜʘʥʥʳʝ, 

ʢʦʪʦʨʳʝ ʠʤ ʧʦʥʘʜʦʙʷʪʩʷ, ʠʟ ʦʙʣʘʢʦʚ ʞʫʨʥʘʣʦʚ ʧʨʦʜʘʚʮʦʚ ʜʣʷ ʩʚʦʠʭ ʘʪʘʢ. 
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ʇʣʘʪʘ ʟʘ ʜʦʩʪʫʧ ʚ ʦʙʣʘʯʥʦʡ ʵʢʦʥʦʤʠʢʝ 

ʇʦ ʜʘʥʥʳʤ Trend Micro, ʢʣʠʝʥʪʳ ʧʣʘʪʷʪ ʟʘ ʜʦʩʪʫʧ ʢ çʦʙʣʘʢʘʤ ʞʫʨʥʘʣʦʚè ʩ 

ʧʦʤʦʱʴʶ ʧʦʣʝʟʥʳʭ ʦʙʣʘʯʥʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʚ ʨʘʟʣʠʯʥʳʭ ʮʝʥʦʚʳʭ ʜʠʘʧʘʟʦʥʘʭ. 

ʇʘʢʝʪʳ, ʢʦʪʦʨʳʝ ʨʘʟʨʝʰʘʶʪ ʪʦʣʴʢʦ ʦʛʨʘʥʠʯʝʥʥʳʡ ʜʦʩʪʫʧ ʠ ʟʘʛʨʫʟʢʠ, ʩʪʦʷʪ ʚ 

ʧʨʝʜʝʣʘʭ ʩʪʘ ʜʦʣʣʘʨʦʚ. ʊʘʢʞʝ ʧʨʝʜʣʘʛʘʶʪʩʷ ʝʞʝʤʝʩʷʯʥʳʝ ʪʘʨʠʬʳ ʥʘ ʧʦʜʧʠʩʢʫ, 

ʧʨʠʯʝʤ ʥʝʢʦʪʦʨʳʝ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʦʮʝʥʠʚʘʶʪ ʠʭ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 300 ʜʦ 1000 

ʜʦʣʣʘʨʦʚ ʚ ʤʝʩʷʮ. 

ç[ʆʜʠʥ ʘʢʪʝʨ] ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʝʞʝʥʝʜʝʣʴʥʦ ʦʙʥʦʚʣʷʝʪ ʩʚʦʡ ʥʘʙʦʨ ʜʘʥʥʳʭ, 

ʜʦʙʘʚʣʷʷ ʥʦʚʳʝ ʫʢʨʘʜʝʥʥʳʝ ʘʢʢʘʫʥʪʳè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ ʢʦʤʧʘʥʠʠ. 

çʋʩʣʫʛʘ ʧʨʝʜʣʘʛʘʝʪ ʧʨʝʤʠʘʣʴʥʫʶ ʧʦʜʧʠʩʢʫ ʟʘ 300 ʜʦʣʣʘʨʦʚ ʜʣʷ ʧʝʨʚʳʭ ʯʝʪʳʨʝʭ 

ʢʣʠʝʥʪʦʚ, ʘ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʜʦʩʪʫʧ ʩʪʦʠʪ 1000 ʜʦʣʣʘʨʦʚè. 

ɺ ʜʨʫʛʦʤ ʩʣʫʯʘʝ ʨʝʢʣʘʤʘ ʫʩʣʫʛʠ ʛʘʨʘʥʪʠʨʫʝʪ ʦʙʥʦʚʣʝʥʠʝ ʥʦʚʳʭ ʧʘʢʝʪʦʚ 

ʜʘʥʥʳʭ ʚ ʜʠʘʧʘʟʦʥʝ ʦʪ 20 000 ʜʦ 30 000 ʞʫʨʥʘʣʦʚ ʢʘʞʜʳʝ ʦʜʥʫ-ʜʚʝ ʥʝʜʝʣʠ. 

ɽʞʝʤʝʩʷʯʥʘʷ ʧʦʜʧʠʩʢʘ ʩʪʦʠʪ 1000 ʜʦʣʣʘʨʦʚ, ʘ ʧʦʣʫʛʦʜʦʚʘʷ ʧʦʜʧʠʩʢʘ - 5000 

ʜʦʣʣʘʨʦʚ. 

ɼʘʥʥʳʝ ʤʦʛʫʪ ʙʳʪʴ ʨʘʟʜʝʣʝʥʳ ʧʦ ʩʪʨʘʥʝ ʠʣʠ ʨʝʛʠʦʥʫ, ʪʠʧʫ ʜʘʥʥʳʭ, 

ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʣʠ ʞʫʨʥʘʣʳ ʨʘʥʝʝ ʚ ʜʨʫʛʠʭ ʢʘʤʧʘʥʠʷʭ, 

ʥʘʟʚʘʥʠʶ ʠʣʠ ʩʝʢʪʦʨʫ ʦʨʛʘʥʠʟʘʮʠʠ-ʞʝʨʪʚʳ ʠ ʜʨʫʛʠʤ ʧʘʨʘʤʝʪʨʘʤ. 

çʇʨʝʩʪʫʧʥʠʢʘʤ ʥʫʞʥʦ ʪʦʣʴʢʦ ʠʩʢʘʪʴ ʪʝ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʠʤ ʥʫʞʥʳ, ʯʪʦʙʳ 

ʙʳʩʪʨʝʝ ʥʘʡʪʠ ʚʦʟʤʦʞʥʦʩʪʴ ʩʦʚʝʨʰʠʪʴ ʧʨʝʩʪʫʧʣʝʥʠʝ; ʚ ʢʦʥʮʝ ʢʦʥʮʦʚ, ʠʤ ʙʦʣʴʰʝ 

ʥʝ ʧʨʠʜʝʪʩʷ ʚʳʧʦʣʥʷʪʴ ʟʘʜʘʯʫ ʧʦ ʧʦʣʫʯʝʥʠʶ ʜʘʥʥʳʭ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦè, - ʧʦʷʩʥʠʣʠ 

ʚ ʢʦʤʧʘʥʠʠ. 

ʇʦ ʜʘʥʥʳʤ Trend Micro, ʧʨʝʩʪʫʧʥʠʢʠ, ʧʦʢʫʧʘʶʱʠʝ ʜʦʩʪʫʧ ʢ ʵʪʠʤ ʥʘʙʦʨʘʤ 

ʜʘʥʥʳʭ, ʪʘʢʞʝ ʨʘʟʣʠʯʘʶʪʩʷ ʧʦ ʩʚʦʝʡ ʩʧʝʮʠʘʣʠʟʘʮʠʠ. 

çʅʝʢʦʪʦʨʳʝ ʠʟ ʵʪʠʭ ʧʨʝʩʪʫʧʥʠʢʦʚ ʚ ʦʩʥʦʚʥʦʤ ʟʘʥʠʤʘʶʪʩʷ ʢʘʨʜʠʥʛʦʚʦʡ 

ʜʝʷʪʝʣʴʥʦʩʪʴʶ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʜʨʫʛʠʝ ʩʧʝʮʠʘʣʠʟʠʨʫʶʪʩʷ ʥʘ ʘʪʘʢʘʭ ʥʘ ʬʠʥʘʥʩʦʚʳʝ 

ʫʯʨʝʞʜʝʥʠʷ ʠ ʧʦʠʩʢʝ ʙʘʥʢʦʚʩʢʠʭ ʨʝʢʚʠʟʠʪʦʚè, - ʛʦʚʦʨʠʪʩʷ ʚ ʦʪʯʝʪʝ. çʋʯʝʪʥʳʝ 

ʜʘʥʥʳʝ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʧʦʨʪʘʣʘʤ ʦʙʣʘʯʥʦʡ ʧʣʘʪʬʦʨʤʳ ʪʘʢʞʝ ʧʨʦʜʘʶʪʩʷ ʪʝʤ 

ʧʨʝʩʪʫʧʥʠʢʘʤ, ʢʦʪʦʨʳʝ ʩʧʝʮʠʘʣʠʟʠʨʫʶʪʩʷ ʥʘ ʧʨʦʜʘʞʝ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʭ 

ʩʝʨʚʠʩʦʚ. ʊʘʢʠʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʩʦʟʜʘʥʠʷ 

ʵʢʟʝʤʧʣʷʨʦʚ ʚʠʨʪʫʘʣʴʥʳʭ ʤʘʰʠʥ, ʢʦʪʦʨʳʝ ʟʘʪʝʤ ʙʫʜʫʪ ʧʨʦʜʘʚʘʪʴʩʷ ʥʘ ʧʦʜʧʦʣʴʥʳʭ 

ʨʳʥʢʘʭè. 

ʂʘʢ ʦʙʩʫʞʜʘʣʦʩʴ ʨʘʥʝʝ, ʤʥʦʛʠʝ ʧʨʦʜʘʚʮʳ ʪʘʢʞʝ ʦʛʨʘʥʠʯʠʚʘʶʪ ʢʦʣʠʯʝʩʪʚʦ 

ʣʶʜʝʡ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʢ ʞʫʨʥʘʣʘʤ ʠ ʧʦʢʫʧʘʪʴ ʠʭ. ʆʥʠ ʪʘʢʞʝ 

ʧʨʠʤʝʥʷʶʪ ʚʦʜʷʥʳʝ ʟʥʘʢʠ ʜʣʷ ʜʘʥʥʳʭ ʠ ʜʨʫʛʠʝ ʤʝʪʦʜʳ ʦʪʩʣʝʞʠʚʘʥʠʷ ʜʣʷ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʦʙʣʶʜʝʥʠʷ ʩʚʦʠʭ ʩʦʛʣʘʰʝʥʠʡ ʦʙ ʫʨʦʚʥʝ ʦʙʩʣʫʞʠʚʘʥʠʷ (SLA). 

çʉʨʝʜʠ ʵʪʠʭ ʦʛʨʘʥʠʯʝʥʠʡ - ʬʠʢʩʠʨʦʚʘʥʥʳʝ ʨʘʩʮʝʥʢʠ ʥʘ ʦʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ 

ʦʙʲʝʢʪʦʚ, ʢ ʢʦʪʦʨʳʤ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʜʦʩʪʫʧ ʚ ʜʝʥʴ, ʦʛʨʘʥʠʯʝʥʠʝ ʥʘ ʢʦʣʠʯʝʩʪʚʦ 

ʬʘʡʣʦʚ, ʨʘʟʨʝʰʝʥʥʳʭ ʜʣʷ ʟʘʛʨʫʟʢʠ, ʠʣʠ ʨʝʘʣʠʟʘʮʠʷ ʧʦʣʠʪʠʢ ʬʦʨʤʠʨʦʚʘʥʠʷ 

ʪʨʘʬʠʢʘè, - ʩʦʦʙʱʘʝʪ Trend Micro. çɼʨʫʛʠʝ ʧʣʘʪʬʦʨʤʳ ʪʘʢʞʝ ʦʛʨʘʥʠʯʠʚʘʶʪ ʜʦʩʪʫʧ 

ʢ ʦʙʣʘʢʫ ʦʜʥʠʤ ʫʩʪʨʦʡʩʪʚʦʤ ʜʣʷ ʢʘʞʜʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. ʅʝʢʦʪʦʨʳʤ ʪʘʢʞʝ 

ʪʨʝʙʫʶʪʩʷ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʯʘʩʪʥʦʡ VPN ʜʣʷ ʠʥʠʮʠʠʨʦʚʘʥʠʷ ʜʦʩʪʫʧʘ ʢ ʫʩʣʫʛʝè. 

ɹʫʜʫʱʝʝ ʪʫʤʘʥʥʦ 

ʇʦ ʤʥʝʥʠʶ Trend Micro, ʩ ʨʦʩʪʦʤ ʙʠʟʥʝʩʘ ʧʦ ʧʨʦʜʘʞʝ ʜʦʩʪʫʧʘ ʢ ʦʙʣʘʢʘʤ 

ʞʫʨʥʘʣʦʚ ʚ ʙʫʜʫʱʝʤ ʤʦʛʫʪ ʚʦʟʥʠʢʥʫʪʴ ʨʘʟʣʠʯʥʳʝ ʩʭʝʤʳ ʤʦʥʝʪʠʟʘʮʠʠ. 
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çʅʘʧʨʠʤʝʨ, ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʤʦʛʫʪ ʠʩʢʘʪʴ ʟʘʧʠʩʠ ʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʩʝʘʥʩʦʚ ʥʘ ʦʙʣʘʯʥʳʭ ʧʦʨʪʘʣʘʭè, - ʧʦʷʩʥʠʣʠ ʚ ʢʦʤʧʘʥʠʠ. çɽʩʣʠ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʟʘʭʚʘʪʳʚʘʝʪ ʘʢʪʠʚʥʳʡ ʩʝʘʥʩ ʢʦʥʩʦʣʠ ʫ ʧʦʩʪʘʚʱʠʢʘ ʦʙʣʘʯʥʳʭ 

ʫʩʣʫʛ, ʦʥ ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʧʦʣʥʳʡ ʢʦʥʪʨʦʣʴ ʥʘʜ ʦʙʣʘʯʥʳʤʠ ʨʝʩʫʨʩʘʤʠ ʞʝʨʪʚʳ. ʕʪʦ 

ʤʦʞʝʪ ʦʟʥʘʯʘʪʴ ʧʦʣʫʯʝʥʠʝ ʜʦʩʪʫʧʘ ʢ ʩʫʱʝʩʪʚʫʶʱʠʤ ʦʙʣʘʯʥʳʤ ʩʠʩʪʝʤʘʤ ʠ 

ʭʨʘʥʠʣʠʱʘʤ. ɿʘʪʝʤ ʘʢʪʝʨʳ ʤʦʛʣʠ ʠʟʚʣʝʢʘʪʴ ʮʝʥʥʳʝ ʜʘʥʥʳʝ ʠʟ ʵʪʠʭ ʨʝʩʫʨʩʦʚ, 

ʢʦʪʦʨʳʝ ʦʥʠ, ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʤʦʛʣʠ ʠʟʚʣʝʯʴ ʠ ʧʨʦʜʘʪʴ ʚ ʧʦʜʧʦʣʴʝè. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʪʘʢʞʝ ʧʨʝʜʧʦʣʘʛʘʶʪ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʨʘʟʨʘʙʦʪʘʶʪ 

ʠʥʩʪʨʫʤʝʥʪʳ ʥʘ ʙʘʟʝ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ (ML) ʜʣʷ ʫʩʢʦʨʝʥʠʷ ʧʨʦʮʝʩʩʦʚ 

ʠʟʚʣʝʯʝʥʠʷ ʠ ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ. 

çʍʦʪʷ ʥʘ ʤʦʤʝʥʪ ʥʘʧʠʩʘʥʠʷ ʩʪʘʪʴʠ ʤʳ ʚʠʜʝʣʠ ʪʦʣʴʢʦ ʠʥʩʪʨʫʤʝʥʪʳ ʩ 

ʦʛʨʘʥʠʯʝʥʥʳʤʠ ʚʦʟʤʦʞʥʦʩʪʷʤʠ, ʤʳ ʩʯʠʪʘʝʤ, ʯʪʦ ʨʘʟʨʘʙʦʪʢʘ ʠʥʩʪʨʫʤʝʥʪʦʚ ʥʘ 

ʦʩʥʦʚʝ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ - ʪʝʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʤʘʩʰʪʘʙʠʨʦʚʘʪʴ ʛʦʨʘʟʜʦ ʙʦʣʴʰʠʝ 

ʥʘʙʦʨʳ ʜʘʥʥʳʭ ʩ ʙʦʣʝʝ ʚʳʩʦʢʦʡ ʩʢʦʨʦʩʪʴʶ - ʷʚʣʷʝʪʩʷ ʩʣʝʜʫʶʱʠʤ ʣʦʛʠʯʝʩʢʠʤ 

ʰʘʛʦʤ ʜʣʷ ʧʨʝʩʪʫʧʥʠʢʦʚ ʧʦ ʤʝʨʝ ʨʘʟʚʠʪʠʷ ʨʳʥʢʘè, ʦʪʯʝʪ ʟʘʚʝʨʰʠʣʩʷè. (Tara Seals. 

Cybercrime Moves to the Cloud to Accelerate Attacks Amid Data Glut // Threatpost 

(https://threatpost.com/cybercrime-cloud-accelerate-attacks-data-glut/161243/). 

16.11.2020).  
***  

 

çéThe North Face ʩʙʨʦʩʠʣʘ ʧʘʨʦʣʠ ʩʚʦʠʭ ʢʣʠʝʥʪʦʚ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʘʯʘʣʠ ʘʪʘʢʫ ʩ ʟʘʧʦʣʥʝʥʠʝʤ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʥʘ 

ʧʦʧʫʣʷʨʥʳʡ ʚʝʙ-ʩʘʡʪ ʚʥʝʰʥʝʛʦ ʧʦʩʪʘʚʱʠʢʘ ʦʙʦʨʫʜʦʚʘʥʠʷ. 
ɺ ʥʝʜʘʚʥʝʤ ʫʚʝʜʦʤʣʝʥʠʠ ʦʙ ʫʪʝʯʢʝ ʜʘʥʥʳʭ ʢʦʤʧʘʥʠʷ ʩʦʦʙʱʠʣʘ ʢʣʠʝʥʪʘʤ, 

ʯʪʦ 9 ʦʢʪʷʙʨʷ ʦʥʘ ʙʳʣʘ ʧʨʝʜʫʧʨʝʞʜʝʥʘ ʦ çʥʝʦʙʳʯʥʦʡ ʘʢʪʠʚʥʦʩʪʠ, ʩʚʷʟʘʥʥʦʡ ʩ ʝʝ 

ʚʝʙ-ʩʘʡʪʦʤè, thenorthface.com. ʊʘʤ ʢʣʠʝʥʪʳ ʤʦʛʫʪ ʧʦʢʫʧʘʪʴ ʦʜʝʞʜʫ ʠ ʩʥʘʨʷʞʝʥʠʝ ʚ 

ʀʥʪʝʨʥʝʪʝ, ʩʦʟʜʘʚʘʪʴ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʠ ʧʦʣʫʯʘʪʴ ʙʘʣʣʳ ʣʦʷʣʴʥʦʩʪʠ. ʚ ʨʘʤʢʘʭ 

ʧʨʦʛʨʘʤʤʳ VIPeak Rewards. ʇʦʩʣʝ ʜʘʣʴʥʝʡʰʝʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʷ The North Face 

ʧʨʠʰʣʘ ʢ ʚʳʚʦʜʫ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʨʝʜʧʨʠʥʷʣʠ ʘʪʘʢʫ ʧʦ ʧʦʜʙʦʨʫ ʫʯʝʪʥʳʭ 

ʜʘʥʥʳʭ ʥʘ ʝʝ ʚʝʙ-ʩʘʡʪ ʩ 8 ʧʦ 9 ʦʢʪʷʙʨʷ. 

ɿʘʧʦʣʥʝʥʠʝ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʚʳʧʦʣʥʷʝʪʩʷ ʭʘʢʝʨʘʤʠ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ 

ʣʶʜʝʡ, ʢʦʪʦʨʳʝ ʧʦʚʪʦʨʥʦ ʠʩʧʦʣʴʟʫʶʪ ʦʜʥʠ ʠ ʪʝ ʞʝ ʧʘʨʦʣʠ ʜʣʷ ʥʝʩʢʦʣʴʢʠʭ ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʝʡ ʚ ʀʥʪʝʨʥʝʪʝ. ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʟʘʧʦʣʥʷʶʱʠʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ, ʦʙʳʯʥʦ 

ʠʩʧʦʣʴʟʫʶʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʠ ʧʘʨʦʣʠ, ʫʢʨʘʜʝʥʥʳʝ ʠʟ ʜʨʫʛʦʛʦ ʠʩʪʦʯʥʠʢʘ, 

ʥʘʧʨʠʤʝʨ, ʚʟʣʦʤʘ ʜʨʫʛʦʡ ʢʦʤʧʘʥʠʠ ʠʣʠ ʚʝʙ-ʩʘʡʪʘ, ʢʦʪʦʨʳʝ ʦʥʠ ʟʘʪʝʤ ʧʳʪʘʶʪʩʷ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʚʭʦʜʘ ʚ ʜʨʫʛʠʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ, ʧʦʣʫʯʘʷ ʪʘʢʠʤ ʦʙʨʘʟʦʤ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ. ʕʪʦʪ ʧʨʦʮʝʩʩ ʯʘʩʪʦ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥ, ʠ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʫʩʧʝʰʥʦ ʠʩʧʦʣʴʟʦʚʘʣʠ ʵʪʦʪ ʧʦʜʭʦʜ ʜʣʷ ʢʨʘʞʠ ʜʘʥʥʳʭ ʫ 

ʨʘʟʣʠʯʥʳʭ ʧʦʧʫʣʷʨʥʳʭ ʢʦʤʧʘʥʠʡ, ʚ ʪʦʤ ʯʠʩʣʝ ʚʟʣʦʤʘʣʠ ʤʘʛʘʟʠʥ ʧʦʥʯʠʢʦʚ Dunkin ' 

(ʬʘʢʪʠʯʝʩʢʠ ʜʚʘ ʨʘʟʘ ʟʘ ʪʨʠ ʤʝʩʷʮʘ). 

çʆʩʥʦʚʳʚʘʷʩʴ ʥʘ ʥʘʰʝʤ ʨʘʩʩʣʝʜʦʚʘʥʠʠ, ʤʳ ʩʯʠʪʘʝʤ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢ 

ʨʘʥʝʝ ʧʦʣʫʯʠʣ ʜʦʩʪʫʧ ʢ ʚʘʰʝʤʫ ʘʜʨʝʩʫ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʧʘʨʦʣʶ ʠʟ ʜʨʫʛʦʛʦ 

ʠʩʪʦʯʥʠʢʘ (ʥʝ ʠʟ The North Face) ʠ ʚʧʦʩʣʝʜʩʪʚʠʠ ʠʩʧʦʣʴʟʦʚʘʣ ʪʝ ʞʝ ʫʯʝʪʥʳʝ 

ʜʘʥʥʳʝ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʚʘʰʝʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʥʘ thenorthface.comè, ʩʦʛʣʘʩʥʦ ʜʘʥʥʳʤ 

ʫʚʝʜʦʤʣʝʥʠʝ ʦ ʥʘʨʫʰʝʥʠʠ. 
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ʇʦ ʜʘʥʥʳʤ StatSocial, North Face ʷʚʣʷʝʪʩʷ ʣʠʜʝʨʦʤ ʨʳʥʢʘ ʚʝʨʭʥʝʡ ʦʜʝʞʜʳ ʠ 

ʘʢʩʝʩʩʫʘʨʦʚ ʚ ʉʐɸ, ʧʦʣʫʯʠʚ ʚ 2019 ʛʦʜʫ ʙʦʣʝʝ 2 ʤʠʣʣʠʘʨʜʦʚ ʜʦʣʣʘʨʦʚ ʠʟ 4 

ʤʠʣʣʠʘʨʜʦʚ ʜʦʣʣʘʨʦʚ ʛʦʜʦʚʦʛʦ ʜʦʭʦʜʘ ʦʪʨʘʩʣʠ. The North Face ʥʝ ʨʘʩʢʨʳʚʘʝʪ, 

ʩʢʦʣʴʢʦ ʢʣʠʝʥʪʦʚ ʧʦʩʪʨʘʜʘʣʠ ʦʪ ʘʪʘʢʠ., ʥʦ ʦʥ ʤʦʞʝʪ ʙʳʪʴ ʟʥʘʯʠʪʝʣʴʥʳʤ: ʧʦ 

ʜʘʥʥʳʤ SimilarWeb, ʚ ʦʢʪʷʙʨʝ ʚʝʙ-ʩʘʡʪ ʧʦʩʝʪʠʣʦ 6,96 ʤʠʣʣʠʦʥʘ ʯʝʣʦʚʝʢ. 

Threatpost ʦʙʨʘʪʠʣʩʷ ʢ The North Face ʟʘ ʨʘʟʲʷʩʥʝʥʠʷʤʠ. 

ʇʦʤʠʤʦ ʘʜʨʝʩʦʚ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʧʘʨʦʣʝʡ ʢʣʠʝʥʪʦʚ, ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ 

ʤʦʛʣʠ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʠʥʬʦʨʤʘʮʠʠ, ʭʨʘʥʷʱʝʡʩʷ ʚ ʫʯʝʪʥʳʭ ʟʘʧʠʩʷʭ ʢʣʠʝʥʪʦʚ ʥʘ 

thenorthface.com. ʉʶʜʘ ʚʭʦʜʷʪ ʩʚʝʜʝʥʠʷ ʦ ʧʨʦʜʫʢʪʘʭ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʧʨʠʦʙʨʝʪʝʥʳ 

ʥʘ ʚʝʙ-ʩʘʡʪʝ ʢʦʤʧʘʥʠʠ, ʪʦʚʘʨʘʭ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʩʦʭʨʘʥʝʥʳ ʚ çʠʟʙʨʘʥʥʦʤè, ʘ ʪʘʢʞʝ 

ʧʣʘʪʝʞʥʳʝ ʘʜʨʝʩʘ ʢʣʠʝʥʪʦʚ, ʘʜʨʝʩʘ ʜʦʩʪʘʚʢʠ, ʦʙʱʠʝ ʙʘʣʣʳ ʣʦʷʣʴʥʦʩʪʠ, ʥʘʩʪʨʦʡʢʠ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʠʤʷ ʠ ʬʘʤʠʣʠʷ, ʜʥʠ ʨʦʞʜʝʥʠʷ ʠ ʪʝʣʝʬʦʥ. ʯʠʩʣʘ - ʚʩʝ ʜʘʥʥʳʝ, 

ʛʦʪʦʚʳʝ ʢ ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʷʤ, ʢʦʛʜʘ ʨʝʯʴ ʠʜʝʪ ʦ ʨʘʟʨʘʙʦʪʢʝ ʧʨʠʝʤʦʚ ʩʦʮʠʘʣʴʥʦʡ 

ʠʥʞʝʥʝʨʠʠ ʜʣʷ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ. 

North Face ʥʝ ʭʨʘʥʠʪ ʢʦʧʠʠ ʜʘʥʥʳʭ ʧʣʘʪʝʞʥʳʭ ʢʘʨʪ (ʚʢʣʶʯʘʷ ʢʨʝʜʠʪʥʳʝ, 

ʜʝʙʝʪʦʚʳʝ ʢʘʨʪʳ ʠʣʠ ʢʘʨʪʳ ʩ ʩʦʭʨʘʥʝʥʥʦʡ ʩʪʦʠʤʦʩʪʴʶ) ʥʘ thenorthface.com - ʵʪʦ 

ʦʟʥʘʯʘʝʪ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʝ ʤʦʛʣʠ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʥʦʤʝʨʘ ʧʣʘʪʝʞʥʳʭ ʢʘʨʪ, 

ʜʘʪʳ ʠʩʪʝʯʝʥʠʷ ʩʨʦʢʘ ʜʝʡʩʪʚʠʷ ʠʣʠ CVV. 

The North Face ʟʘʷʚʠʣʠ, ʯʪʦ, ʢʘʢ ʪʦʣʴʢʦ ʩʪʘʣʦ ʠʟʚʝʩʪʥʦ ʦʙ ʠʥʮʠʜʝʥʪʝ, 

ʢʦʤʧʘʥʠʷ ʧʨʠʥʷʣʘ ʤʝʨʳ, ʦʛʨʘʥʠʯʠʚʘʶʱʠʝ ʚʭʦʜ ʚ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʠʟ 

ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʠʩʪʦʯʥʠʢʦʚ ʠʣʠ ʠʟ ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʰʘʙʣʦʥʦʚ. 

çɺ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʤʝʨʳ ʧʨʝʜʦʩʪʦʨʦʞʥʦʩʪʠ ʤʳ ʦʪʢʣʶʯʠʣʠ ʚʩʝ 

ʧʘʨʦʣʠ ʦʪ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʢ ʢʦʪʦʨʳʤ ʦʩʫʱʝʩʪʚʣʷʣʩʷ ʜʦʩʪʫʧ ʚʦ ʚʨʝʤʷ ʘʪʘʢʠè, - 

ʟʘʷʚʠʣʠ ʚ ʢʦʤʧʘʥʠʠ. çʄʳ ʪʘʢʞʝ ʫʜʘʣʠʣʠ ʚʩʝ ʪʦʢʝʥʳ ʧʣʘʪʝʞʥʳʭ ʢʘʨʪ ʩʦ ʚʩʝʭ 

ʘʢʢʘʫʥʪʦʚ ʥʘ thenorthface.com. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚʘʤ ʥʫʞʥʦ ʙʫʜʝʪ ʩʦʟʜʘʪʴ ʥʦʚʳʡ 

(ʫʥʠʢʘʣʴʥʳʡ) ʧʘʨʦʣʴ ʠ ʩʥʦʚʘ ʚʚʝʩʪʠ ʜʘʥʥʳʝ ʩʚʦʝʡ ʧʣʘʪʝʞʥʦʡ ʢʘʨʪʳ ʚ ʩʣʝʜʫʶʱʠʡ 

ʨʘʟ, ʢʦʛʜʘ ʚʳ ʙʫʜʝʪʝ ʜʝʣʘʪʴ ʧʦʢʫʧʢʠ ʥʘ thenorthface.comè. 

ʇʦʩʢʦʣʴʢʫ ʤʥʦʛʠʝ ʧʦʪʨʝʙʠʪʝʣʠ ʧʦʚʪʦʨʥʦ ʠʩʧʦʣʴʟʫʶʪ ʩʚʦʠ ʧʘʨʦʣʠ, ʘʪʘʢʠ ʩ 

ʟʘʧʦʣʥʝʥʠʝʤ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʧʨʦʜʦʣʞʘʶʪ ʦʩʪʘʚʘʪʴʩʷ ʧʦʧʫʣʷʨʥʳʤ ʩʧʦʩʦʙʦʤ 

ʜʦʩʪʫʧʘ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʢ ʫʯʝʪʥʳʤ ʟʘʧʠʩʷʤ ʞʝʨʪʚ. ʅʘʧʨʠʤʝʨ, ʚ ʦʢʪʷʙʨʝ 

ʧʦʩʝʪʠʪʝʣʠ ʧʦʧʫʣʷʨʥʦʡ ʩʝʪʠ ʟʘʢʫʩʦʯʥʳʭ Nandoôs ʫʚʠʜʝʣʠ, ʢʘʢ ʩ ʠʭ ʙʘʥʢʦʚʩʢʠʭ 

ʩʯʝʪʦʚ ʙʳʣʠ ʚʳʚʝʜʝʥʳ ʩʦʪʥʠ ʜʦʣʣʘʨʦʚ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʩʤʦʛʣʠ 

ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʠʭ ʫʯʝʪʥʳʤ ʜʘʥʥʳʤ ʜʣʷ ʟʘʢʘʟʘ ʚ ʨʝʩʪʦʨʘʥʝ. ɸ ʨʘʥʝʝ ʚ ʬʝʚʨʘʣʝ 

ʦʬʠʮʠʘʣʴʥʳʡ ʘʢʢʘʫʥʪ ʌʂ ɹʘʨʩʝʣʦʥʘ ʚ ʊʚʠʪʪʝʨʝ ʙʳʣ ʚʟʣʦʤʘʥ ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʦʯʝʚʠʜʥʦʡ ʘʪʘʢʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ. 

The North Face ʧʨʠʟʚʘʣʘ ʢʣʠʝʥʪʦʚ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʥʠʢʘʣʴʥʳʝ ʧʘʨʦʣʠ ʠ ʥʝ 

ʧʦʚʪʦʨʷʪʴ ʠʭ ʚʦʦʙʱʝ. 

çɸʪʘʢʠ ʩ ʟʘʧʦʣʥʝʥʠʝʤ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʤʦʛʫʪ ʧʨʦʠʩʭʦʜʠʪʴ, ʢʦʛʜʘ ʣʶʜʠ 

ʠʩʧʦʣʴʟʫʶʪ ʦʜʥʠ ʠ ʪʝ ʞʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʚʝʙ-

ʩʘʡʪʘʭ, ʧʦʵʪʦʤʫ ʤʳ ʨʝʢʦʤʝʥʜʫʝʤ ʚʘʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʥʠʢʘʣʴʥʳʡ ʧʘʨʦʣʴ ʥʘ 

thenorthface.comè, - ʟʘʷʚʠʣʠ ʚ ʢʦʤʧʘʥʠʠè. (Lindsey O'Donnell. Credential-Stuffing 

Attack Hits The North Face // Threatpost (https://threatpost.com/credential-stuffing-

attack-north-face/161190/). 13.11.2020).  

***  
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çBleeping Computer ʩʦʦʙʱʘʝʪ, ʯʪʦ ʚ ʤʠʥʫʚʰʠʝ ʚʳʭʦʜʥʳʝ ʥʘ ʭʘʢʝʨʩʢʦʤ 

ʬʦʨʫʤʝ ʚʳʩʪʘʚʠʣʠ ʥʘ ʧʨʦʜʘʞʫ ʙʘʟʫ ʜʘʥʥʳʭ ʧʦʧʫʣʷʨʥʦʛʦ ʬʦʪʦʙʘʥʢʘ 123rf, 

ʩʦʜʝʨʞʘʱʫʶ ʦʢʦʣʦ 8 300 000 ʟʘʧʠʩʝʡ. ʇʨʦʜʘʚʝʮ ʟʘʷʚʣʷʝʪ, ʯʪʦ ʜʘʤʧ ʙʳʣ ʩʜʝʣʘʥ ʚ 

2020 ʛʦʜʫ. 

ɾʫʨʥʘʣʠʩʪʳ ʠʟʫʯʠʣʠ ʦʧʫʙʣʠʢʦʚʘʥʥʳʡ ʭʘʢʝʨʘʤʠ ʦʙʨʘʟʝʮ ʜʘʥʥʳʭ ʠ ʧʠʰʫʪ, 

ʯʪʦ ʬʠʥʘʥʩʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʜʘʤʧ ʥʝ ʩʦʜʝʨʞʠʪ, ʦʜʥʘʢʦ ʪʘʤ ʤʦʞʥʦ ʥʘʡʪʠ ʧʦʣʥʦʝ 

ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʭʝʰʠʨʦʚʘʥʥʳʝ ʧʘʨʦʣʠ (MD5), 

ʥʘʟʚʘʥʠʝ ʢʦʤʧʘʥʠʠ, ʥʦʤʝʨ ʪʝʣʝʬʦʥʘ, ʘʜʨʝʩ, ʧʨʠʚʷʟʘʥʥʳʡ ʢ PayPal email-ʘʜʨʝʩ (ʝʩʣʠ 

ʠʩʧʦʣʴʟʫʝʪʩʷ), ʘ ʪʘʢʞʝ IP-ʘʜʨʝʩ. 

ɽʱʝ ʚ ʥʘʯʘʣʝ ʪʝʢʫʱʝʡ ʥʝʜʝʣʠ ʞʫʨʥʘʣʠʩʪʳ ʫʚʝʜʦʤʠʣʠ ʦ ʩʚʦʝʡ ʥʘʭʦʜʢʝ 

ʢʦʤʧʘʥʠʶ Inmagine Group, ʢʦʪʦʨʦʡ ʧʨʠʥʘʜʣʝʞʠʪ 123rf, ʠ ʧʦʣʫʯʠʣʠ ʦʪʚʝʪ, ʯʪʦ 

ʩʝʨʚʝʨ ʚ ʮʝʥʪʨʝ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʙʳʣ ʚʟʣʦʤʘʥ, ʠ ʭʘʢʝʨʳ ʫʩʧʝʣʠ 

ʧʦʭʠʪʠʪʴ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʂʦʤʧʘʥʠʷ ʫʞʝ ʧʨʦʚʦʜʠʪ ʨʘʩʩʣʝʜʦʚʘʥʠʝ 

ʩʣʫʯʠʚʰʝʛʦʩʷ ʚʤʝʩʪʝ ʩʦ ʩʧʝʮʠʘʣʠʩʪʘʤʠ ʠʟ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ. 

ʇʨʠ ʵʪʦʤ ʚ Inmagine Group ʛʦʚʦʨʷʪ, ʯʪʦ ʚʳʩʪʘʚʣʝʥʥʳʡ ʥʘ ʧʨʦʜʘʞʫ ʜʘʤʧ ï ʵʪʦ 

ʥʝ ʥʦʚʝʡʰʘʷ ʢʦʧʠʷ ʙʘʟʳ ʢʣʠʝʥʪʦʚ ʟʘ 2020 ʛʦʜ. ʇʦʭʦʞʝ, ʵʪʦ ʧʨʘʚʜʘ, ʪʘʢ ʢʘʢ ʩʘʤʳʝ 

ʩʚʝʞʠʝ ʦʙʨʘʟʮʳ, ʠʟʫʯʝʥʥʳʝ Bleeping Computer, ʙʳʣʠ ʜʘʪʠʨʦʚʘʥʳ 27 ʦʢʪʷʙʨʷ 2019 

ʛʦʜʘ. 

ʍʦʪʷ ʚ ʢʦʤʧʘʥʠʠ ʟʘʷʚʠʣʠ, ʯʪʦ ʚʩʝ ʧʘʨʦʣʠ ʢʣʠʝʥʪʦʚ ʙʳʣʠ ʟʘʰʠʬʨʦʚʘʥʳ, ʨʝʯʴ, 

ʦʯʝʚʠʜʥʦ, ʠʜʝʪ ʧʨʦ MD5, ʪʦ ʝʩʪʴ ʚʟʣʦʤ ʪʘʢʠʭ ʧʘʨʦʣʝʡ, ʢ ʩʦʞʘʣʝʥʠʶ, ʥʝ ʜʦʩʪʘʚʠʪ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʦʩʦʙʝʥʥʳʭ ʧʨʦʙʣʝʤè. (ʄʘʨʠʷ ʅʝʬʸʜʦʚʘ. ʂʨʫʧʥʳʡ ʬʦʪʦʙʘʥʢ 

123rf ʧʦʩʪʨʘʜʘʣ ʦʪ ʫʪʝʯʢʠ ʜʘʥʥʳʭ. ʍʘʢʝʨʳ ʧʨʦʜʘʶʪ ʠʥʬʦʨʤʘʮʠʶ 8,3 ʤʣʥ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ // Xakep (https://xakep.ru/2020/11/13/123rf-hack/). 13.11.2020).  
***  

 

çʅʘ ʵʪʦʡ ʥʝʜʝʣʝ ʙʨʠʪʘʥʩʢʠʡ ʩʝʨʚʠʩ ʧʦʪʦʢʦʚʦʡ ʧʝʨʝʜʘʯʠ ʤʫʟʳʢʠ Last.fm 

ʠʩʧʨʘʚʠʣ ʧʨʦʙʣʝʤʫ ʩ ʫʪʝʯʢʦʡ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ, ʠʟ-ʟʘ ʢʦʪʦʨʦʡ ʙʳʣʠ 

ʦʙʥʘʨʫʞʝʥʳ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. 

ʋʪʝʯʢʘ ʧʨʦʠʟʦʰʣʘ ʠʟ-ʟʘ ʥʝʧʨʘʚʠʣʴʥʦ ʥʘʩʪʨʦʝʥʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ PHP 

Symfony, ʨʘʙʦʪʘʶʱʝʛʦ ʚ ʨʝʞʠʤʝ çʦʪʣʘʜʢʠè ʠ ʦʪʢʨʳʚʘʶʱʝʛʦ ʞʫʨʥʘʣʳ 

ʧʨʦʬʠʣʠʨʦʚʱʠʢʘ. 

ʉ ʵʪʠʤʠ ʫʯʝʪʥʳʤʠ ʜʘʥʥʳʤʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʛ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʠ 

ʠʟʤʝʥʠʪʴ ʜʘʥʥʳʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ Last.fm. 

ɺʝʙ-ʧʨʠʣʦʞʝʥʠʝ Last.fm ʨʘʙʦʪʘʣʦ ʚ ʨʝʞʠʤʝ çʦʪʣʘʜʢʠè 

ʅʘ ʧʨʦʰʣʦʡ ʥʝʜʝʣʝ ʠʩʩʣʝʜʦʚʘʪʝʣʠ SecurityDiscovery.com ʉʝʙʘʩʪʴʷʥ çʉʝʙè 

ʂʘʫʣ ʠ ɹʦʙ ɼʴʷʯʝʥʢʦ ʦʙʥʘʨʫʞʠʣʠ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʝ, ʨʘʙʦʪʘʶʱʝʝ ʚ ʨʝʞʠʤʝ 

çʦʪʣʘʜʢʠè. 

ɺʝʙ-ʧʨʠʣʦʞʝʥʠʝ ʧʨʠʥʘʜʣʝʞʘʣʦ Last.fm, ʧʨʠʥʘʜʣʝʞʘʱʝʤʫ CBS , ʙʝʩʧʣʘʪʥʦʤʫ 

ʦʥʣʘʡʥ-ʩʝʨʚʠʩʫ ʧʦʪʦʢʦʚʦʡ ʧʝʨʝʜʘʯʠ ʤʫʟʳʢʠ. 

ʇʨʠ ʨʘʙʦʪʝ ʚ ʨʝʞʠʤʝ ʦʪʣʘʜʢʠ ʧʨʠʣʦʞʝʥʠʷ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ 

ʜʦʣʞʥʳ ʦʩʪʘʚʘʪʴʩʷ ʩʢʨʳʪʳʤʠ ʦʪ ʦʙʱʝʛʦ ʧʨʦʩʤʦʪʨʘ, ʯʪʦʙʳ ʦʙʣʝʛʯʠʪʴ 

ʨʘʟʨʘʙʦʪʯʠʢʘʤ ʫʩʪʨʘʥʝʥʠʝ ʥʝʧʦʣʘʜʦʢ. 

ɼʴʷʯʝʥʢʦ ʩʢʘʟʘʣ, ʯʪʦ ʥʝʧʨʘʚʠʣʴʥʦ ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʥʦʝ ʧʨʠʣʦʞʝʥʠʝ 

Symfony, ʦʙʥʘʨʫʞʝʥʥʦʝ ʂʘʫʣʦʤ, ʦʪʢʨʳʚʘʣʦ çʩʪʨʘʥʠʮʫ PHPinfo ʠ ʞʫʨʥʘʣʳ 

ʧʨʦʬʠʣʠʨʦʚʱʠʢʘ ʩ ʫʯʝʪʥʳʤʠ ʜʘʥʥʳʤʠè. 
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ɺ ʩʣʫʯʘʝ ʥʝʧʨʘʚʠʣʴʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʵʪʠ ʫʪʝʢʰʠʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ 

ʧʦʟʚʦʣʠʣʠ ʙʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʟʘʧʨʘʰʠʚʘʪʴ ʫ ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ Last.fm 

ʚʘʞʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ʇʨʠʩʤʦʪʨʝʚʰʠʩʴ ʢ ʧʨʠʣʦʞʝʥʠʶ, ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʟʘʤʝʪʠʣʠ, ʯʪʦ ʞʫʨʥʘʣʳ 

Symfony Profiler Last.fm ʨʘʩʢʨʳʚʘʶʪ ʠʤʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʘʨʦʣʠ ʠ ʩʝʢʨʝʪʥʳʝ 

ʪʦʢʝʥʳ ʥʝʩʢʦʣʴʢʠʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʥʠʞʝ ʥʘ ʩʢʨʠʥʰʦʪʝ, 

ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʤ BleepingComputer. 

çʅʘʩʢʦʣʴʢʦ ʤʳ ʧʦʥʷʣʠ, ʵʪʦ ʙʳʣʘ ʯʘʩʪʴ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʡ ʧʘʥʝʣʠ, 

ʧʦʟʚʦʣʷʶʱʘʷ [ʧʦʣʴʟʦʚʘʪʝʣʷʤ] ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ ʨʝʜʘʢʪʠʨʦʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʠ 

ʜʝʪʘʣʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Last.fmè, - ʩʢʘʟʘʣ ɼʴʷʯʝʥʢʦ 

BleepingComputer. 

ɺʦ ʚʨʝʤʷ ʥʘʰʝʛʦ ʪʝʩʪʠʨʦʚʘʥʠʷ BleepingComputer ʦʙʥʘʨʫʞʠʣ ʫʷʟʚʠʤʳʝ 

ʢʦʥʝʯʥʳʝ ʪʦʯʢʠ, ʠ ʧʘʥʝʣʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʙʦʣʴʰʝ ʥʝ ʙʳʣʘ ʜʦʩʪʫʧʥʘ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʦʙʥʘʨʫʞʠʣʠ ʫʪʝʯʢʫ ʯʝʨʝʟ ʧʦʠʩʢʦʚʫʶ ʩʠʩʪʝʤʫ IoT 

ʂʘʫʣʴ ʠ ɼʴʷʯʝʥʢʦ ʟʘʤʝʪʠʣʠ ʥʝʚʝʨʥʦ ʥʘʩʪʨʦʝʥʥʦʝ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʝ Last.fm ʚ 

ʭʦʜʝ ʩʚʦʠʭ ʦʙʳʯʥʳʭ ʠʩʩʣʝʜʦʚʘʥʠʡ. 

çʉʝʡʯʘʩ ʤʳ ʠʟʫʯʘʝʤ ʥʝʧʨʘʚʠʣʴʥʦ ʥʘʩʪʨʦʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ Sympfony ʠ 

ʩʥʠʤʘʝʤ ʩ ʥʠʭ ʦʪʧʝʯʘʪʢʠ ʧʘʣʴʮʝʚ ʩ ʧʦʤʦʱʴʶ ʧʦʠʩʢʦʚʳʭ ʩʠʩʪʝʤ IoT. ɺ ʭʦʜʝ ʵʪʦʛʦ 

ʠʩʩʣʝʜʦʚʘʥʠʷ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʵʢʟʝʤʧʣʷʨʳ CBSiè, - ʩʢʘʟʘʣ ɼʴʷʯʝʥʢʦ 

BleepingComputer. 

ʅʘ ʧʨʦʰʣʦʡ ʥʝʜʝʣʝ ɼʴʷʯʝʥʢʦ ʧʦʧʨʦʩʠʣ ʚʩʝʭ ʧʦʤʦʯʴ ʚ ʦʧʨʝʜʝʣʝʥʠʠ 

ʢʣʶʯʝʚʦʛʦ ʯʝʣʦʚʝʢʘ ʚ CBS Interactive, ʩʦʦʙʱʠʚʰʝʛʦ ʦʙ ʵʪʦʡ ʧʨʦʙʣʝʤʝ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

BleepingComputer ʦʙʨʘʪʠʣʩʷ ʟʘ ʢʦʤʤʝʥʪʘʨʠʷʤʠ ʢ Last.fm ʠ CBS Interactive, ʥʦ 

ʤʳ ʝʱʝ ʥʝ ʧʦʣʫʯʠʣʠ ʦʪʚʝʪʘ. 

ʍʦʪʷ ʪʝʧʝʨʴ ʧʨʦʙʣʝʤʘ, ʧʦʭʦʞʝ, ʫʩʪʨʘʥʝʥʘ, ʦʥʘ ʩʦʟʜʘʝʪ ʧʨʝʮʝʜʝʥʪ ʜʣʷ 

ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʠʣʦʞʝʥʠʡ ʚ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʭ ʩʨʝʜʘʭ. 

ɽʩʣʠ ʥʝ ʟʘʢʨʝʧʠʪʴ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ, ʧʦʠʩʢʦʚʘʷ ʩʠʩʪʝʤʘ IoT ʤʦʞʝʪ ʚ 

ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʧʨʦʠʥʜʝʢʩʠʨʦʚʘʪʴ ʫʷʟʚʠʤʳʝ ʢʦʥʝʯʥʳʝ ʪʦʯʢʠ ʜʣʷ ʚʩʝʦʙʱʝʛʦ 

ʦʙʦʟʨʝʥʠʷ. 

ʈʘʥʝʝ ʚ ʵʪʦʤ ʛʦʜʫ ʭʘʢʝʨʳ, ʩʪʦʷʱʠʝ ʟʘ ʘʪʘʢʦʡ Meow, ʩʪʝʨʣʠ ʧʦʯʪʠ 4000 ʙʘʟ 

ʜʘʥʥʳʭ MongoDB, ʦʙʥʘʨʫʞʝʥʥʳʭ ʯʝʨʝʟ ʧʦʠʩʢʦʚʳʝ ʩʠʩʪʝʤʳ IoT. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʪʘʢʞʝ ʫʛʨʦʞʘʶʪ ʚʳʤʦʛʘʪʝʣʴʩʪʚʦʤ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʪʘʢʠʤ 

ʦʙʨʘʟʦʤ ʥʝʟʘʱʠʱʝʥʥʳʭ ʩʠʩʪʝʤ. 

ɺ ʠʜʝʘʣʝ ʧʨʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʧʨʠʣʦʞʝʥʠʡ ʚ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʦʡ ʩʨʝʜʝ ʩʣʝʜʫʝʪ 

ʦʪʢʣʶʯʠʪʴ ʨʝʞʠʤ ʦʪʣʘʜʢʠ, ʯʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʣʶʙʫʶ ʧʦʪʝʥʮʠʘʣʴʥʫʶ ʫʪʝʯʢʫ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ. 

ʂʨʦʤʝ ʪʦʛʦ, ʧʦʠʩʢ ʚ ʧʦʠʩʢʦʚʳʭ ʩʠʩʪʝʤʘʭ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʜʣʷ IP-ʘʜʨʝʩʦʚ 

ʚʘʰʝʡ ʢʦʤʧʘʥʠʠ ʤʦʞʝʪ ʧʦʤʦʯʴ ʚʳʷʚʠʪʴ ʫʪʝʯʢʠ, ʪʨʝʙʫʶʱʠʝ ʩʨʦʯʥʦʛʦ ʚʥʠʤʘʥʠʷè. 

(Ax Sharma. CBS Last.fm fixes admin password leakage via Symfony profiler // 

Bleeping ComputerÈ (https://www.bleepingcomputer.com/news/security/cbs-lastfm-

fixes-admin-password-leakage-via-symfony-profiler/). 27.11.2020).  

***  
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çʄʦʰʝʥʥʠʢʠ ʧʳʪʘʶʪʩʷ ʫʢʨʘʩʪʴ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʫ 

ʩʦʪʨʫʜʥʠʢʦʚ, ʚʳʜʘʚʘʷ ʩʝʙʷ ʟʘ ʦʪʜʝʣ ʢʘʜʨʦʚ ʩʚʦʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʬʠʰʠʥʛʦʚʳʭ 

ʧʠʩʴʤʘʭ, ʟʘʤʘʩʢʠʨʦʚʘʥʥʳʭ ʧʦʜ ʚʥʫʪʨʝʥʥʠʝ ʩʣʫʞʝʙʥʳʝ ʟʘʧʠʩʢʠ ʢʦʤʧʘʥʠʠ. 
ʉʦʛʣʘʩʥʦ ʩʪʘʪʠʩʪʠʢʝ, ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʡ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤʠ ʢʦʤʧʘʥʠʠ Abnormal 

Security, ʟʘʥʠʤʘʶʱʝʡʩʷ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʢʦʪʦʨʘʷ ʦʙʥʘʨʫʞʠʣʘ 

ʵʪʫ ʬʠʰʠʥʛʦʚʫʶ ʢʘʤʧʘʥʠʶ, ʵʪʠʤ ʬʠʰʠʥʛʦʚʳʤ ʩʦʦʙʱʝʥʠʷʤ ʫʜʘʣʦʩʴ ʧʦʧʘʩʪʴ ʚ 

ʧʦʯʪʦʚʳʝ ʷʱʠʢʠ ʪʳʩʷʯ ʮʝʣʝʚʳʭ ʣʠʮ ʧʦʩʣʝ ʦʙʭʦʜʘ ʟʘʱʠʪʳ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ G 

Suite. 

ʉʫʱʝʩʪʚʫʝʪ ʚʳʩʦʢʘʷ ʚʝʨʦʷʪʥʦʩʪʴ ʪʦʛʦ, ʯʪʦ ʥʝʢʦʪʦʨʳʝ ʠʟ ʮʝʣʝʡ ʧʦʧʘʜʫʪ ʥʘ 

ʫʜʘʨʳ ʤʦʰʝʥʥʠʢʦʚ, ʫʯʠʪʳʚʘʷ, ʯʪʦ ʚʦ ʚʨʝʤʷ ʧʘʥʜʝʤʠʠ COVID-19 ʚ ʵʪʦʤ ʛʦʜʫ 

ʙʦʣʴʰʠʥʩʪʚʦ ʢʦʤʧʘʥʠʡ ʨʝʛʫʣʷʨʥʦ ʦʪʧʨʘʚʣʷʣʠ ʩʚʦʠʤ ʩʦʪʨʫʜʥʠʢʘʤ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʝ ʦʙʥʦʚʣʝʥʠʷ, ʢʘʩʘʶʱʠʝʩʷ ʠʟʤʝʥʝʥʠʡ ʧʦʣʠʪʠʢʠ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ. 

ɹʣʘʥʢʠ ʩʦʦʪʚʝʪʩʪʚʠʷ ʢʘʜʨʦʚʳʤ ʪʨʝʙʦʚʘʥʠʷʤ 

ʌʠʰʠʥʛʦʚʳʝ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ, ʜʦʩʪʘʚʣʷʝʤʳʝ ʚ ʨʘʤʢʘʭ ʵʪʦʡ ʢʘʤʧʘʥʠʠ, 

ʧʦʜʜʝʣʳʚʘʶʪ ʧʦʯʪʦʚʳʡ ʩʝʨʚʠʩ ʢʦʤʧʘʥʠʠ ʞʝʨʪʚʳ ʠ ʚʳʛʣʷʜʷʪ ʢʘʢ ʘʚʪʦʤʘʪʠʯʝʩʢʠʝ 

ʚʥʫʪʨʝʥʥʠʝ ʩʣʫʞʝʙʥʳʝ ʟʘʧʠʩʢʠ ʩ ʧʨʠʢʨʝʧʣʝʥʥʳʤʠ ʛʦʣʦʩʦʚʳʤʠ ʩʦʦʙʱʝʥʠʷʤʠ. 

ʕʪʘ ʪʘʢʪʠʢʘ ʠʩʧʦʣʴʟʫʝʪʩʷ, ʯʪʦʙʳ ʫʙʝʜʠʪʴ ʮʝʣʴ ʚ ʪʦʤ, ʯʪʦ ʩʦʦʙʱʝʥʠʷ ʠʩʭʦʜʷʪ 

ʦʪ ʝʝ ʩʦʙʩʪʚʝʥʥʦʡ ʢʦʤʧʘʥʠʠ, ʯʪʦ ʧʦʚʳʩʠʪ ʚʝʨʦʷʪʥʦʩʪʴ ʪʦʛʦ, ʯʪʦ ʦʥʠ ʧʦʜʝʣʷʪʩʷ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ, ʢʦʛʜʘ ʝʝ ʩʧʨʦʩʷʪ ʥʘ ʙʦʣʝʝ ʧʦʟʜʥʠʭ ʵʪʘʧʘʭ ʘʪʘʢʠ. 

ʂ ʵʣʝʢʪʨʦʥʥʳʤ ʧʠʩʴʤʘʤ ʧʨʠʣʘʛʘʶʪʩʷ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ HTML-ʚʣʦʞʝʥʠʷ ʩ 

ʠʤʝʥʘʤʠ ʢʘʞʜʦʛʦ ʩʦʪʨʫʜʥʠʢʘ, ʤʝʪʦʜ, ʨʘʟʨʘʙʦʪʘʥʥʳʡ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʫʙʝʜʠʪʴ 

ʧʦʣʫʯʘʪʝʣʝʡ ʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʵʣʝʢʪʨʦʥʥʦʛʦ ʧʠʩʴʤʘ, ʯʪʦʙʳ ʦʥʠ ʦʪʢʨʳʚʘʣʠ ʚʣʦʞʝʥʠʝ, 

ʥʝ ʟʘʜʫʤʳʚʘʷʩʴ. 

ʇʦʩʣʝ ʦʪʢʨʳʪʠʷ ʚʣʦʞʝʥʠʡ ʮʝʣʝʚʳʝ ʦʙʲʝʢʪʳ ʦʪʧʨʘʚʣʷʶʪʩʷ ʚ ʜʦʢʫʤʝʥʪ 

Sharepoint ʩ ʧʦʜʨʦʙʥʦʩʪʷʤʠ ʦʙ ʠʟʤʝʥʝʥʠʷʭ ʧʦʣʠʪʠʢʠ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ ʠ ʩʩʳʣʢʦʡ 

ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʚʥʠʟʫ. 

ʑʝʣʯʦʢ ʧʦ ʵʪʦʡ ʩʩʳʣʢʝ ʧʝʨʝʥʘʧʨʘʚʠʪ ʠʭ ʥʘ ʬʠʰʠʥʛʦʚʫʶ ʮʝʣʝʚʫʶ ʩʪʨʘʥʠʮʫ, 

ʟʘʤʘʩʢʠʨʦʚʘʥʥʫʶ ʧʦʜ ʫʚʝʜʦʤʣʝʥʠʝ ʦ ʩʦʦʪʚʝʪʩʪʚʠʠ ʢʘʜʨʦʚʦʛʦ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ, 

ʪʨʝʙʫʶʱʝʝ ʦʪ ʮʝʣʝʡ ʚʚʝʩʪʠ ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʧʘʨʦʣʴ ʩʚʦʝʡ ʢʦʤʧʘʥʠʠ.  

ɼʦʧʦʣʥʠʪʝʣʴʥʘʷ ʪʘʢʪʠʢʘ, ʠʩʧʦʣʴʟʫʝʤʘʷ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ 

ʞʝʨʪʚʳ ʧʨʝʜʦʩʪʘʚʷʪ ʩʚʦʠ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, - ʵʪʦ ʜʦʙʘʚʣʝʥʠʝ 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʧʦʜ ʬʦʨʤʦʡ ʬʠʰʠʥʛʘ, ʚ ʢʦʪʦʨʦʤ ʛʦʚʦʨʠʪʩʷ, ʯʪʦ ʦʥʠ ʥʠʢʦʛʜʘ ʥʝ 

ʩʦʦʙʱʘʶʪ ʩʚʦʠ ʧʘʨʦʣʠ ʣʶʜʷʤ, ʢʦʪʦʨʳʤ ʦʥʠ ʥʝ ʜʦʚʝʨʷʶʪ. 

çɽʩʣʠ ʧʦʣʫʯʘʪʝʣʠ ʩʪʘʥʫʪ ʞʝʨʪʚʘʤʠ ʵʪʦʡ ʘʪʘʢʠ, ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʜʣʷ ʚʭʦʜʘ ʚ 

ʠʭ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʙʫʜʫʪ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ, ʠ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʦʣʫʯʘʪ ʜʦʩʪʫʧ ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʠ ʣʠʯʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠè, - ʧʦʷʩʥʠʣ Abnormal Security. 

çʕʪʘ ʘʪʘʢʘ ʦʪʨʘʞʘʝʪ ʨʘʩʪʫʱʫʶ ʦʟʘʙʦʯʝʥʥʦʩʪʴ ʧʦ ʧʦʚʦʜʫ ʧʨʦʪʦʢʦʣʦʚ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ ʚʦ ʚʨʝʤʷ ʧʘʥʜʝʤʠʠ COVID-19è, - ʜʦʙʘʚʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. 

çʕʪʦ ʵʣʝʢʪʨʦʥʥʦʝ ʧʠʩʴʤʦ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʢʦʨʦʪʢʠʡ ʩʨʦʢ, ʢʦʛʜʘ ʩʦʪʨʫʜʥʠʢʠ 

ʜʦʣʞʥʳ ʧʦʜʪʚʝʨʜʠʪʴ, ʯʪʦ ʦʥʠ ʧʦʣʫʯʠʣʠ ʵʪʦ ʩʦʦʙʱʝʥʠʝ, ʠ ʟʘʧʦʣʥʠʪʴ ʬʦʨʤʫè. 

ɺ ʭʦʜʝ ʥʝʜʘʚʥʝʡ ʬʠʰʠʥʛ-ʢʘʤʧʘʥʠʠ, ʦʙʥʘʨʫʞʝʥʥʦʡ ʪʝʤʠ ʞʝ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤʠ 

ʚ ʥʘʯʘʣʝ ʵʪʦʛʦ ʤʝʩʷʮʘ, ʤʦʰʝʥʥʠʢʠ ʚʳʜʘʚʘʣʠ ʩʝʙʷ ʟʘ ʅʘʣʦʛʦʚʫʶ ʩʣʫʞʙʫ ʉʐɸ 

(IRS), ʧʳʪʘʷʩʴ ʦʙʤʘʥʦʤ ʟʘʩʪʘʚʠʪʴ ʞʝʨʪʚ ʚʳʧʣʘʪʠʪʴ ʩʬʘʙʨʠʢʦʚʘʥʥʳʝ 
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ʥʝʚʳʧʣʘʯʝʥʥʳʝ ʩʫʤʤʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʧʨʦʧʫʱʝʥʥʳʤʠ ʠʣʠ ʧʨʦʩʨʦʯʝʥʥʳʤʠ 

ʧʣʘʪʝʞʘʤʠ. 

ʎʝʣʷʤ ʪʘʢʞʝ ʧʨʠʛʨʦʟʠʣʠ ʦʪʯʝʪʘʤʠ ʢʨʝʜʠʪʥʦʛʦ ʙʶʨʦ ʠ ʩʫʜʝʙʥʳʤʠ ʠʩʢʘʤʠ, 

ʯʪʦʙʳ ʝʱʝ ʙʦʣʴʰʝ ʫʚʝʣʠʯʠʪʴ ʨʘʟʤʝʨ ʩʜʘʯʠ, ʢʦʪʦʨʫʶ ʦʥʠ ʫʩʪʫʧʷʪ ʠ ʟʘʧʣʘʪʷʪ 

ʤʦʰʝʥʥʠʢʘʤ. 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʧʨʦʚʦʜʠʪʩʷ ʤʘʩʰʪʘʙʥʘʷ ʬʠʰʠʥʛʦʚʘʷ ʢʘʤʧʘʥʠʷ Zoom, 

ʥʘʮʝʣʝʥʥʘʷ ʥʘ ʚʩʪʨʝʯʠ ʚ ɼʝʥʴ ʙʣʘʛʦʜʘʨʝʥʠʷ, ʯʪʦ ʧʦʟʚʦʣʠʣʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʫʞʝ 

ʫʢʨʘʩʪʴ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʪʳʩʷʯ ʧʦʣʴʟʦʚʘʪʝʣʝʡè. (Sergiu Gatlan. Phishing lures 

employees with fake 'back to work' internal memos // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/phishing-lures-employees-with-

fake-back-to-work-internal-memos/). 27.11.2020).  
***  

 

çɼʦʚʦʣʴʥʦ ʩʣʦʞʥʘʷ ʬʠʰʠʥʛʦʚʘʷ ʩʭʝʤʘ ʜʣʷ ʢʨʘʞʠ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ 

Office 365 ʫ ʤʘʣʳʭ ʠ ʩʨʝʜʥʠʭ ʧʨʝʜʧʨʠʷʪʠʡ ʚ ʉʐɸ ʠ ɸʚʩʪʨʘʣʠʠ ʦʙʲʝʜʠʥʷʝʪ 

ʦʙʣʘʯʥʳʝ ʩʝʨʚʠʩʳ ʦʪ Oracle ʠ Amazon ʚ ʩʚʦʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ. 

ʂʘʤʧʘʥʠʷ ʜʝʡʩʪʚʫʝʪ ʙʦʣʝʝ ʧʦʣʫʛʦʜʘ ʠ ʠʩʧʦʣʴʟʫʝʪ ʩʝʪʴ ʟʘʢʦʥʥʳʭ ʚʝʙ-ʩʘʡʪʦʚ, 

ʢʦʪʦʨʳʝ ʙʳʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ ʜʣʷ ʨʘʙʦʪʳ ʚ ʢʘʯʝʩʪʚʝ ʧʨʦʢʩʠ-ʮʝʧʦʯʢʠ. 

ʇʨʦʩʪʘʷ ʧʨʠʤʘʥʢʘ 

ʆʧʝʨʘʪʦʨʳ ʟʘʤʘʥʠʚʘʶʪ ʧʦʣʫʯʘʪʝʣʝʡ ʧʦʜʜʝʣʴʥʳʤʠ ʫʚʝʜʦʤʣʝʥʠʷʤʠ ʦ 

ʛʦʣʦʩʦʚʳʭ ʩʦʦʙʱʝʥʠʷʭ ʠ ʧʨʠʛʣʘʰʝʥʠʷʤʠ Zoom, ʢʦʪʦʨʳʝ ʚ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ 

ʧʨʠʚʦʜʷʪ ʞʝʨʪʚʫ ʥʘ ʬʠʰʠʥʛʦʚʫʶ ʩʪʨʘʥʠʮʫ, ʩʦʙʠʨʘʶʱʫʶ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʜʣʷ 

ʚʭʦʜʘ. 

ʂʦʤʧʘʥʠʷ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ Mitiga ʟʘʷʚʣʷʝʪ, ʯʪʦ, ʥʝʩʤʦʪʨʷ ʥʘ ʧʨʦʩʪʫʶ 

ʧʨʠʤʘʥʢʫ ʠ ʮʝʣʴ, ʢʘʤʧʘʥʠʷ ʚʳʜʝʣʷʝʪʩʷ ʩʪʦʣʴ ʞʝ ʠʟʦʱʨʝʥʥʦʡ, ʢʘʢ ʠ ʧʫʪʴ ʢ ʫʪʝʯʢʝ 

ʯʝʨʝʟ ʟʘʢʦʥʥʳʝ ʩʝʨʚʠʩʳ ʠ ʚʝʙ-ʩʘʡʪʳ. 

ʉʦʛʣʘʩʥʦ ʠʭ ʠʩʩʣʝʜʦʚʘʥʠʶ, ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʦʪʧʨʘʚʣʷʝʪ ʬʠʰʠʥʛʦʚʳʝ 

ʩʦʦʙʱʝʥʠʷ ʩʦ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ 

ʠʩʧʦʣʴʟʫʝʪ Amazon Web Services (AWS) ʠ Oracle Cloud ʚ ʮʝʧʦʯʢʝ 

ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷé 

ʇʝʨʝʥʘʧʨʘʚʠʪʴ ʧʦʪʦʢ 

ɿʘʪʝʤ ʞʝʨʪʚʳ ʧʝʨʝʥʘʧʨʘʚʣʷʶʪʩʷ ʥʘ ʚʟʣʦʤʘʥʥʳʡ ʚʝʙ-ʩʘʡʪ, ʢʦʪʦʨʳʡ ʧʝʨʝʚʦʜʠʪ 

ʠʭ ʥʘ ʧʦʜʜʝʣʴʥʫʶ ʩʪʨʘʥʠʮʫ Office 365, ʨʘʟʤʝʱʝʥʥʫʶ ʚ ʦʩʥʦʚʥʦʤ ʚ ʩʝʨʚʠʩʝ Oracle 

Cloud Computing. 

ɺ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʘʢʪʝʨ ʠʩʧʦʣʴʟʦʚʘʣ Amazon Simple Storage Service 

(Amazon S3). ʋʯʝʪʥʳʝ ʜʘʥʥʳʝ, ʚʚʝʜʝʥʥʳʝ ʥʘ ʵʪʦʡ ʩʪʨʘʥʠʮʝ, ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʜʦʩʪʘʚʣʷʶʪʩʷ ʥʘ ʜʨʫʛʦʡ ʚʟʣʦʤʘʥʥʳʡ ʚʝʙ-ʩʘʡʪ. 

Mitiga ʛʦʚʦʨʠʪ, ʯʪʦ ʦʥʠ ʚʳʷʚʠʣʠ ʙʦʣʝʝ 40 ʚʟʣʦʤʘʥʥʳʭ ʚʝʙ-ʩʘʡʪʦʚ, ʢʦʪʦʨʳʝ 

ʙʳʣʠ ʯʘʩʪʴʶ ʵʪʦʡ ʬʠʰʠʥʛ-ʢʘʤʧʘʥʠʠ Office 365. 

ʇʦʜʩʢʘʟʢʠ ʫʢʘʟʳʚʘʶʪ ʥʘ ʬʠʰʠʥʛ ʢʘʢ ʥʘ ʫʩʣʫʛʫ 

ʇʦʜʩʢʘʟʢʠ, ʦʙʥʘʨʫʞʝʥʥʳʝ ʚ HTML-ʢʦʜʝ ʧʦʜʜʝʣʴʥʳʭ ʩʪʨʘʥʠʮ Office 365, 

ʧʦʟʚʦʣʷʶʪ ʧʨʝʜʧʦʣʦʞʠʪʴ, ʯʪʦ ʵʪʘ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ ʷʚʣʷʝʪʩʷ ʯʘʩʪʴʶ ʙʠʟʥʝʩʘ, 

ʧʨʝʜʣʘʛʘʶʱʝʛʦ ʬʠʰʠʥʛ ʢʘʢ ʫʩʣʫʛʫ, ʘʨʝʥʜʫʝʤʦʛʦ ʜʣʷ ʥʝʩʢʦʣʴʢʠʭ ʢʣʠʝʥʪʦʚ. 

ɼʦʢʘʟʘʪʝʣʴʩʪʚʦʤ ʵʪʦʛʦ ʷʚʣʷʶʪʩʷ ʧʨʦʢʦʤʤʝʥʪʠʨʦʚʘʥʥʳʝ ʠʥʩʪʨʫʢʮʠʠ, ʪʘʢʠʝ 

ʢʘʢ ç// ʋʩʪʘʥʦʚʠʪʴ ʩʩʳʣʢʫ ʟʜʝʩʴè, ʠ ʥʝʙʦʣʴʰʠʝ ʨʘʟʣʠʯʠʷ ʚ ʧʝʨʝʤʝʥʥʳʭ, ʠʤʝʥʘʭ 
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ʬʫʥʢʮʠʡ ʠʣʠ ʚʟʣʦʤʘʥʥʳʭ ʩʘʡʪʘʭ, ʧʦʣʫʯʠʚʰʠʭ ʫʢʨʘʜʝʥʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ, 

ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʫʢʘʟʳʚʘʪʴ ʥʘ ʪʦ, ʯʪʦ ʥʝʩʢʦʣʴʢʦ ʩʪʦʨʦʥ ʠʩʧʦʣʴʟʫʶʪ ʦʜʥʫ ʠ ʪʫ ʞʝ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʪʘʢʞʝ ʦʙʥʘʨʫʞʠʣʠ ʩʩʳʣʢʠ ʥʘ ʥʝʢʦʪʦʨʳʝ ʨʝʛʠʦʥʳ ɸʟʠʠ, ʪʘʢʠʝ 

ʢʘʢ ɻʘʛʘʣ (ʀʨʘʥ), ʂʫʨʘʥʛ (ʀʥʜʠʷ) ʠ ʂʦʩʦʥʛ (ʉʝʚʝʨʥʘʷ ʂʦʨʝʷ), ʘ ʪʘʢʞʝ 

ʠʥʜʦʥʝʟʠʡʩʢʠʝ ʩʣʦʚʘ (çʪʦʤʙʦʣè - ʢʥʦʧʢʘ, çʪʝʢʘʥè - ʧʨʝʩʩ, çʢʦʣʦʤè). - ʩʪʦʣʙʠʢ, 

çʢʠʨʠʤè - ʦʪʧʨʘʚʠʪʴ). 

ʆʥʠ ʤʦʛʫʪ ʥʘʤʝʢʘʪʴ ʥʘ ʦʧʝʨʘʪʦʨʦʚ, ʟʘʥʠʤʘʶʱʠʭʩʷ ʬʠʰʠʥʛʦʤ ʢʘʢ ʫʩʣʫʛʫ, 

ʠʣʠ ʠʭ ʢʣʠʝʥʪʦʚ. ʆʜʥʘʢʦ ʵʪʦ ʪʘʢʞʝ ʤʦʛʫʪ ʙʳʪʴ ʣʦʞʥʳʝ ʬʣʘʛʠ, ʚʚʝʜʝʥʥʳʝ ʚ 

ʟʘʙʣʫʞʜʝʥʠʝ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ. 

ʀʟ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʥʥʳʭ ʘʜʨʝʩʦʚ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʄʠʪʠʛʘ ʦʧʨʝʜʝʣʠʣ, ʯʪʦ 

ʮʝʣʷʤʠ ʵʪʦʡ ʬʠʰʠʥʛ-ʦʧʝʨʘʮʠʠ ʷʚʣʷʶʪʩʷ ʚ ʦʩʥʦʚʥʦʤ ʨʫʢʦʚʦʜʠʪʝʣʠ ʚʳʩʰʝʛʦ ʟʚʝʥʘ 

ʤʘʣʳʭ ʠ ʩʨʝʜʥʠʭ ʧʨʝʜʧʨʠʷʪʠʡ, ʘ ʪʘʢʞʝ ʢʨʫʧʥʳʭ ʬʠʥʘʥʩʦʚʳʭ ʫʯʨʝʞʜʝʥʠʡ. 

Mitiga ʜʘʝʪ ʩʣʝʜʫʶʱʠʝ ʨʝʢʦʤʝʥʜʘʮʠʠ, ʯʪʦʙʳ ʥʝ ʩʪʘʪʴ ʞʝʨʪʚʦʡ ʵʪʠʭ ʘʪʘʢ: 

ɺʢʣʶʯʠʪʴ ʜʚʫʭʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ (2FA) ʜʣʷ ʚʭʦʜʘ ʚ Office 365 

ʇʨʠʥʫʜʠʪʝʣʴʥʦʝ ʦʙʥʦʚʣʝʥʠʝ ʧʘʨʦʣʝʡ Office 365 

ʀʟʫʯʠʪʝ ʧʨʘʚʠʣʘ ʧʝʨʝʩʳʣʢʠ ʚ ʫʯʝʪʥʳʭ ʟʘʧʠʩʷʭ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ 

ʇʦʠʩʢ ʩʢʨʳʪʳʭ ʧʘʧʦʢ ʚ ʧʦʯʪʦʚʳʭ ʷʱʠʢʘʭ ʠ ʩʦʦʙʱʝʥʠʷʭ ʚ ʜʨʫʛʦʤ ʤʝʩʪʝ, ʯʝʤ 

ʦʙʳʯʥʦ 

ʈʝʛʠʩʪʨʠʨʦʚʘʪʴ ʠʟʤʝʥʝʥʠʷ ʚ ʣʦʛʠʥʝ ʠ ʥʘʩʪʨʦʡʢʘʭ ʧʦʯʪʦʚʦʛʦ ʷʱʠʢʘ ʠ ʭʨʘʥʠʪʴ 

ʜʘʥʥʳʝ ʥʝ ʤʝʥʝʝ 90 ʜʥʝʡ. 

ɺʢʣʶʯʠʪʝ ʦʧʦʚʝʱʝʥʠʷ ʦ ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ ʘʢʪʠʚʥʦʩʪʠ, ʪʘʢʦʡ ʢʘʢ ʥʝʦʙʳʯʥʳʡ 

ʚʭʦʜ ʚ ʩʠʩʪʝʤʫ, ʠ ʘʥʘʣʠʟʠʨʫʡʪʝ ʞʫʨʥʘʣʳ ʩʝʨʚʝʨʘ ʥʘ ʧʨʝʜʤʝʪ ʘʥʦʤʘʣʴʥʦʛʦ ʜʦʩʪʫʧʘ 

ʢ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ.  

ʈʘʩʩʤʦʪʨʠʪʝ ʚʦʟʤʦʞʥʦʩʪʴ ʤʦʜʝʣʠʨʦʚʘʥʠʷ ʘʥʘʣʦʛʠʯʥʦʛʦ ʩʮʝʥʘʨʠʷ ʘʪʘʢʠ ʩ 

ʧʦʤʦʱʴʶ ʢʨʘʩʥʦʡ ʢʦʤʘʥʜʳ, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʴ ʦʨʛʘʥʠʟʘʮʠʠ ʦ 

ʬʠʰʠʥʛʝè. (Ionut Ilascu. Office 365 phishing abuses Oracle and Amazon cloud 

services // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/office-365-phishing-abuses-oracle-

and-amazon-cloud-services/). 27.11.2020). 

***  

 

çɹʨʠʪʘʥʩʢʘʷ ʢʦʤʧʘʥʠʷ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʦʙʦʨʫʜʦʚʘʥʠʶ Sophos 

ʨʘʟʦʩʣʘʣʘ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ ʥʝʙʦʣʴʰʦʡ ʛʨʫʧʧʝ ʢʣʠʝʥʪʦʚ, ʯʪʦʙʳ 

ʧʨʝʜʫʧʨʝʜʠʪʴ ʠʭ ʦ ʪʦʤ, ʯʪʦ ʠʭ ʣʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʙʳʣʘ ʨʘʩʢʨʳʪʘ ʧʦʩʣʝ 

ʥʘʨʫʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʙʥʘʨʫʞʝʥʥʦʛʦ ʚʦ ʚʪʦʨʥʠʢ. 

ʈʘʩʢʨʳʪʳʝ ʜʘʥʥʳʝ ʦ ʢʣʠʝʥʪʘʭ ʙʳʣʠ ʜʦʩʪʫʧʥʳ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʤ ʩʪʦʨʦʥʘʤ 

ʠʟ-ʟʘ ʥʝʧʨʘʚʠʣʴʥʦ ʥʘʩʪʨʦʝʥʥʦʛʦ çʠʥʩʪʨʫʤʝʥʪʘè, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʢʦʤʧʘʥʠʝʡ ʜʣʷ 

ʭʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, ʢʦʪʦʨʳʝ ʦʙʨʘʪʠʣʠʩʴ ʚ ʩʣʫʞʙʫ ʧʦʜʜʝʨʞʢʠ 

ʢʦʤʧʘʥʠʠ. 

ɿʘʪʨʦʥʫʪʦ ʣʠʰʴ ʥʝʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʢʣʠʝʥʪʦʚ 

ç24 ʥʦʷʙʨʷ 2020 ʛʦʜʘ Sophos ʙʳʣʘ ʫʚʝʜʦʤʣʝʥʘ ʦ ʧʨʦʙʣʝʤʝ ʩ ʨʘʟʨʝʰʝʥʠʝʤ 

ʜʦʩʪʫʧʘ ʚ ʠʥʩʪʨʫʤʝʥʪʝ, ʠʩʧʦʣʴʟʫʝʤʦʤ ʜʣʷ ʭʨʘʥʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʣʠʝʥʪʘʭ, 

ʢʦʪʦʨʳʝ ʦʙʨʘʪʠʣʠʩʴ ʚ ʩʣʫʞʙʫ ʧʦʜʜʝʨʞʢʠ Sophosè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ 

ʢʦʤʧʘʥʠʠ. 
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çɺ ʨʝʟʫʣʴʪʘʪʝ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʥʝʢʦʪʦʨʳʝ ʜʘʥʥʳʝ ʦʪ ʥʝʙʦʣʴʰʦʡ ʛʨʫʧʧʳ 

ʢʣʠʝʥʪʦʚ Sophos. ʄʳ ʙʳʩʪʨʦ ʠʩʧʨʘʚʠʣʠ ʧʨʦʙʣʝʤʫè. 

ʂʦʤʧʘʥʠʷ Sophos ʥʝ ʧʨʝʜʦʩʪʘʚʠʣʘ ʥʠʢʘʢʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʦʤ, ʢʪʦ 

ʦʙʥʘʨʫʞʠʣ ʠ ʨʘʩʢʨʳʣ ʥʝʟʘʱʠʱʝʥʥʦʝ ʭʨʘʥʠʣʠʱʝ, ʠʣʠ ʦ ʪʦʯʥʦʤ ʢʦʣʠʯʝʩʪʚʝ 

ʢʣʠʝʥʪʦʚ, ʯʴʠ ʣʠʯʥʳʝ ʜʘʥʥʳʝ ʙʳʣʠ ʨʘʩʢʨʳʪʳ ʠʟ-ʟʘ ʵʪʦʛʦ ʥʘʨʫʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɼʦʩʪʫʧʥʳʝ ʜʘʥʥʳʝ ʚʢʣʶʯʘʶʪ ʠʤʝʥʘ ʠ ʬʘʤʠʣʠʠ ʢʣʠʝʥʪʦʚ, ʘʜʨʝʩʘ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʠʭ ʢʦʥʪʘʢʪʥʳʝ ʥʦʤʝʨʘ ʪʝʣʝʬʦʥʦʚ, ʝʩʣʠ ʦʥʠ ʙʳʣʠ 

ʧʨʝʜʦʩʪʘʚʣʝʥʳ ʩʣʫʞʙʝ ʧʦʜʜʝʨʞʢʠ Sophos. 

ʂʦʤʧʘʥʠʷ ʪʘʢʞʝ ʟʘʷʚʠʣʘ, ʯʪʦ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʦʜʜʝʨʞʢʝ ʢʣʠʝʥʪʦʚ ʙʦʣʴʰʝ ʥʝ 

ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʧʦʩʣʝ ʧʨʠʥʷʪʠʷ ʤʝʨ ʧʦ ʠʩʧʨʘʚʣʝʥʠʶ ʧʦʣʦʞʝʥʠʷ, ʯʪʦʙʳ 

ʦʩʪʘʥʦʚʠʪʴ ʨʘʩʢʨʳʪʠʝ ʜʘʥʥʳʭ. 

çɺ Sophos ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʠ ʙʝʟʦʧʘʩʥʦʩʪʴ ʢʣʠʝʥʪʦʚ ʚʩʝʛʜʘ ʷʚʣʷʶʪʩʷ 

ʥʘʰʠʤ ʧʨʠʦʨʠʪʝʪʦʤè, - ʜʦʙʘʚʠʣʘ ʢʦʤʧʘʥʠʷ, ʟʘʥʠʤʘʶʱʘʷʩʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ. 

çʄʳ ʩʚʷʟʳʚʘʝʤʩʷ ʩʦ ʚʩʝʤʠ ʟʘʪʨʦʥʫʪʳʤʠ ʢʣʠʝʥʪʘʤʠè. 

çʂʨʦʤʝ ʪʦʛʦ, ʤʳ ʧʨʠʥʠʤʘʝʤ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʤʝʨʳ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ 

ʧʦʩʪʦʷʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʩʪʨʦʝʢ ʨʘʟʨʝʰʝʥʠʡ ʜʦʩʪʫʧʘèéè. (Sergiu Gatlan. 

Sophos alerts customers of info exposure after security breach // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/sophos-alerts-customers-of-info-

exposure-after-security-breach/). 26.11.2020).  
***  

 

çʍʘʢʝʨʳ ʧʳʪʘʣʠʩʴ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʫʯʝʪʥʳʤ ʟʘʧʠʩʷʤ Spotify, 

ʠʩʧʦʣʴʟʫʷ ʙʘʟʫ ʜʘʥʥʳʭ ʠʟ 380 ʤʠʣʣʠʦʥʦʚ ʟʘʧʠʩʝʡ ʩ ʫʯʝʪʥʳʤʠ ʜʘʥʥʳʤʠ ʠ 

ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ, ʩʦʙʨʘʥʥʦʡ ʠʟ ʨʘʟʣʠʯʥʳʭ ʠʩʪʦʯʥʠʢʦʚ. 

ɺ ʪʝʯʝʥʠʝ ʤʥʦʛʠʭ ʣʝʪ ʧʦʣʴʟʦʚʘʪʝʣʠ ʞʘʣʦʚʘʣʠʩʴ, ʯʪʦ ʠʭ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 

Spotify ʙʳʣʠ ʚʟʣʦʤʘʥʳ ʧʦʩʣʝ ʩʤʝʥʳ ʧʘʨʦʣʝʡ, ʚ ʠʭ ʧʨʦʬʠʣʷʭ ʧʦʷʚʣʷʣʠʩʴ ʥʦʚʳʝ 

ʧʣʝʡʣʠʩʪʳ ʠʣʠ ʚ ʠʭ ʩʝʤʝʡʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʜʦʙʘʚʣʷʣʠʩʴ ʥʝʟʥʘʢʦʤʮʳ ʠʟ ʜʨʫʛʠʭ 

ʩʪʨʘʥ. 

ʅʦʚʳʡ ʦʪʯʝʪ, ʚ ʢʦʪʦʨʦʤ ʧʦʜʨʦʙʥʦ ʦʧʠʩʳʚʘʝʪʩʷ, ʢʘʢ ʙʘʟʘ ʜʘʥʥʳʭ, ʩʦʜʝʨʞʘʱʘʷ 

ʙʦʣʝʝ 380 ʤʠʣʣʠʦʥʦʚ ʟʘʧʠʩʝʡ, ʚʢʣʶʯʘʷ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ, ʘʢʪʠʚʥʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ 

ʚʟʣʦʤʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ Spotify, ʤʦʞʝʪ ʧʨʦʣʠʪʴ ʩʚʝʪ ʥʘ ʵʪʠ ʚʟʣʦʤʳ ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʝʡ. 

300 ʤʠʣʣʠʦʥʦʚ ʟʘʧʠʩʝʡ ʩ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ ʜʣʷ ʚʟʣʦʤʘ ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʝʡ Spotify 

ʈʘʩʧʨʦʩʪʨʘʥʝʥʥʘʷ ʘʪʘʢʘ, ʠʩʧʦʣʴʟʫʝʤʘʷ ʜʣʷ ʚʟʣʦʤʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, 

ʥʘʟʳʚʘʝʪʩʷ ʘʪʘʢʦʡ ʩ ʟʘʧʦʣʥʝʥʠʝʤ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ, ʢʦʛʜʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ 

ʠʩʧʦʣʴʟʫʶʪ ʙʦʣʴʰʠʝ ʢʦʣʣʝʢʮʠʠ ʢʦʤʙʠʥʘʮʠʡ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʷ, 

ʢʦʪʦʨʳʝ ʙʳʣʠ ʧʨʦʩʦʯʠʣʠʩʴ ʚ ʧʨʝʜʳʜʫʱʠʝ ʥʘʨʫʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦʙʳ 

ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʫʯʝʪʥʳʤ ʟʘʧʠʩʷʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʜʨʫʛʠʭ ʦʥʣʘʡʥ-ʧʣʘʪʬʦʨʤʘʭ. 

ʉʝʛʦʜʥʷ VPNMentor ʚʳʧʫʩʪʠʣ ʦʪʯʝʪ ʦ ʙʘʟʝ ʜʘʥʥʳʭ, ʨʘʟʤʝʱʝʥʥʦʡ ʚ 

ʀʥʪʝʨʥʝʪʝ, ʢʦʪʦʨʘʷ ʩʦʜʝʨʞʘʣʘ 300 ʤʠʣʣʠʦʥʦʚ ʢʦʤʙʠʥʘʮʠʡ ʠʤʝʥ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ 

ʧʘʨʦʣʝʡ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʘʪʘʢʘʭ ʩ ʟʘʧʦʣʥʝʥʠʝʤ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʧʨʦʪʠʚ Spotify. 

ʂʘʞʜʘʷ ʟʘʧʠʩʴ ʚ ʵʪʦʡ ʙʘʟʝ ʜʘʥʥʳʭ ʩʦʜʝʨʞʠʪ ʠʤʷ ʜʣʷ ʚʭʦʜʘ (ʘʜʨʝʩ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ), ʧʘʨʦʣʴ ʠ ʠʥʬʦʨʤʘʮʠʶ ʦ ʪʦʤ, ʤʦʛʫʪ ʣʠ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ 

ʫʩʧʝʰʥʦ ʚʦʡʪʠ ʚ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ Spotifyé 
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ʅʝʠʟʚʝʩʪʥʦ, ʢʘʢ ʙʳʣʠ ʩʦʙʨʘʥʳ 300 ʤʠʣʣʠʦʥʦʚ ʟʘʧʠʩʝʡ, ʥʦ, ʩʢʦʨʝʝ ʚʩʝʛʦ, ʵʪʦ 

ʩʚʷʟʘʥʦ ʩ ʫʪʝʯʢʦʡ ʜʘʥʥʳʭ ʠʣʠ ʙʦʣʴʰʠʤʠ çʢʦʣʣʝʢʮʠʷʤʠè ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ 

ʦʙʳʯʥʦ ʙʝʩʧʣʘʪʥʦ ʧʨʝʜʦʩʪʘʚʣʷʶʪʩʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʩʯʠʪʘʶʪ, ʯʪʦ 300 ʤʠʣʣʠʦʥʦʚ ʟʘʧʠʩʝʡ, ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʚ ʙʘʟʝ 

ʜʘʥʥʳʭ, ʧʦʟʚʦʣʠʣʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʚʟʣʦʤʘʪʴ ʦʪ 300 000 ʜʦ 350 000 ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʝʡ Spotify. 

VPNMentor ʩʚʷʟʘʣʩʷ ʩʦ Spotify 9 ʠʶʣʷ 2020 ʛʦʜʘ ʧʦ ʧʦʚʦʜʫ ʦʙʥʘʨʫʞʝʥʥʦʡ 

ʙʘʟʳ ʜʘʥʥʳʭ ʠ ʝʝ ʫʛʨʦʟʳ ʜʣʷ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʠ ʧʦʣʫʯʠʣ ʦʪʚʝʪ ʚ ʪʦʪ ʞʝ ʜʝʥʴ. 

çɺ ʦʪʚʝʪ ʥʘ ʥʘʰ ʟʘʧʨʦʩ Spotify ʠʥʠʮʠʠʨʦʚʘʣ çʥʝʧʨʝʨʳʚʥʳʡ ʩʙʨʦʩè ʧʘʨʦʣʝʡ 

ʜʣʷ ʚʩʝʭ ʟʘʪʨʦʥʫʪʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʠʥʬʦʨʤʘʮʠʷ ʚ ʙʘʟʝ ʜʘʥʥʳʭ ʙʫʜʝʪ 

ʘʥʥʫʣʠʨʦʚʘʥʘ ʠ ʩʪʘʥʝʪ ʙʝʩʧʦʣʝʟʥʦʡè, - ʟʘʷʚʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. 

ɼʣʷ ʪʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʯʴʠ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʙʳʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ, 

Spotify ʚʳʧʦʣʥʠʣ ʩʙʨʦʩ ʧʘʨʦʣʷ ʚ ʠʶʣʝ. 

Spotify ʥʝ ʧʦʜʜʝʨʞʠʚʘʝʪ ʤʥʦʛʦʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ, ʯʪʦ ʟʥʘʯʠʪʝʣʴʥʦ 

ʧʦʚʳʩʠʣʦ ʙʳ ʙʝʟʦʧʘʩʥʦʩʪʴ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʜʘʞʝ ʝʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʟʘʧʨʘʰʠʚʘʣʠ 

ʝʝ ʚ ʪʝʯʝʥʠʝ ʥʝʢʦʪʦʨʦʛʦ ʚʨʝʤʝʥʠè. (Lawrence Abrams. Over 300K Spotify accounts 

hacked in credential stuffing attack // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/over-300k-spotify-accounts-hacked-

in-credential-stuffing-attack/). 23.11.2020).  
***  

 

çʍʘʢʝʨ ʧʨʦʩʦʯʠʣ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʧʦʯʪʠ 50 000 ʫʷʟʚʠʤʳʭ VPN-ʩʝʨʚʠʩʦʚ 

Fortinet. 
ʂʘʢ ʩʦʦʙʱʘʝʪ BleepingComputer, ʥʘ ʚʳʭʦʜʥʳʭ ʭʘʢʝʨ ʦʧʫʙʣʠʢʦʚʘʣ ʩʧʠʩʦʢ 

ʦʜʥʦʩʪʨʦʯʥʳʭ ʵʢʩʧʣʦʡʪʦʚ ʜʣʷ CVE-2018-13379 ʩ ʮʝʣʴʶ ʢʨʘʞʠ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ 

VPN ʩ ʵʪʠʭ ʫʩʪʨʦʡʩʪʚ. 

ɺ ʩʧʠʩʢʝ ʫʷʟʚʠʤʳʭ ʮʝʣʝʡ ʧʨʠʩʫʪʩʪʚʫʶʪ IP-ʘʜʨʝʩʘ ʢʨʫʧʥʳʭ ʙʘʥʢʦʚ, 

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʢʦʤʧʘʥʠʡ ʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ ʩʦ ʚʩʝʛʦ ʤʠʨʘ. 

ʇʨʦʩʦʯʠʚʰʠʝʩʷ ʬʘʡʣʳ ʨʘʩʢʨʳʚʘʶʪ ʠʤʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʘʨʦʣʠ, 

ʥʝʤʘʩʢʠʨʦʚʘʥʥʳʝ IP-ʘʜʨʝʩʘ 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʢʨʠʪʠʯʝʩʢʦʡ ʫʷʟʚʠʤʦʩʪʠ FortiOS CVE-2018-13379 ʧʦʟʚʦʣʷʝʪ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤ ʬʘʡʣʘʤ 

çsslvpn_websessionè ʠʟ VPN-ʩʝʨʚʠʩʦʚ Fortinet. 

ʕʪʠ ʬʘʡʣʳ ʩʦʜʝʨʞʘʪ ʠʥʬʦʨʤʘʮʠʶ, ʦʪʥʦʩʷʱʫʶʩʷ ʢ ʩʝʘʥʩʫ, ʥʦ, ʯʪʦ ʥʘʠʙʦʣʝʝ 

ʚʘʞʥʦ, ʤʦʛʫʪ ʨʘʩʢʨʳʚʘʪʴ ʠʤʝʥʘ ʠ ʧʘʨʦʣʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Fortinet VPN ʚ ʚʠʜʝ 

ʦʙʳʯʥʦʛʦ ʪʝʢʩʪʘ. 

ʉʝʛʦʜʥʷ ʘʥʘʣʠʪʠʢ ʧʦ ʘʥʘʣʠʟʫ ʫʛʨʦʟ Bank_Security ʥʘʰʝʣ ʝʱʝ ʦʜʥʫ ʚʝʪʢʫ ʥʘ 

ʭʘʢʝʨʩʢʦʤ ʬʦʨʫʤʝ, ʛʜʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʦʜʝʣʠʣʩʷ ʜʘʤʧʦʤ ʜʘʥʥʳʭ, ʩʦʜʝʨʞʘʱʠʤ 

ʬʘʡʣʳ çsslvpn_websessionè ʜʣʷ ʢʘʞʜʦʛʦ IP-ʘʜʨʝʩʘ, ʢʦʪʦʨʳʡ ʙʳʣ ʚ ʩʧʠʩʢʝ. 

ʇʦ ʥʘʙʣʶʜʝʥʠʷʤ BleepingComputer, ʵʪʠ ʬʘʡʣʳ ʨʘʩʢʨʳʚʘʶʪ ʠʤʝʥʘ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʘʨʦʣʠ, ʫʨʦʚʥʠ ʜʦʩʪʫʧʘ (ʥʘʧʨʠʤʝʨ, çʧʦʣʥʳʡ ʜʦʩʪʫʧè) ʠ ʠʩʭʦʜʥʳʝ 

ʥʝʤʘʩʢʠʨʦʚʘʥʥʳʝ IP-ʘʜʨʝʩʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʦʜʢʣʶʯʝʥʥʳʭ ʢ VPN. 

ʅʦʚʳʡ ʥʘʙʦʨ ʜʘʥʥʳʭ, ʨʘʟʤʝʱʝʥʥʳʡ ʥʘ ʬʦʨʫʤʝ, ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʧʨʦʩʪʦ 

ʘʨʭʠʚ RAR ʨʘʟʤʝʨʦʤ 36 ʄɹ, ʥʦ ʧʨʠ ʨʘʩʧʘʢʦʚʢʝ ʦʥ ʨʘʩʰʠʨʷʝʪʩʷ ʙʦʣʝʝ ʯʝʤ ʥʘ 7 ɻɹ 

ʥʘ ʤʦʤʝʥʪ ʥʘʰʝʛʦ ʪʝʩʪʠʨʦʚʘʥʠʷ.  
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ʈʘʩʢʨʳʪʠʝ ʧʘʨʦʣʝʡ ʚ ʵʪʠʭ ʬʘʡʣʘʭ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʜʘʞʝ ʝʩʣʠ ʫʷʟʚʠʤʳʝ VPN 

Fortinet ʧʦʟʞʝ ʙʫʜʫʪ ʠʩʧʨʘʚʣʝʥʳ, ʵʪʠ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʤʦʛʫʪ ʙʳʪʴ ʧʦʚʪʦʨʥʦ 

ʠʩʧʦʣʴʟʦʚʘʥʳ ʣʶʙʳʤ ʣʠʮʦʤ, ʠʤʝʶʱʠʤ ʜʦʩʪʫʧ ʢ ʜʘʤʧʫ ʚ ʘʪʘʢʘʭ ʩ ʟʘʧʦʣʥʝʥʠʝʤ 

ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ, ʠʣʠ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʜʦʩʪʫʧʘ ʢ ʵʪʠʤ VPN. 

ʍʦʪʷ ʤʦʪʠʚʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʜʣʷ ʵʪʦʡ ʚʪʦʨʦʡ ʦʙʰʠʨʥʦʡ ʫʪʝʯʢʠ ʥʝ ʷʩʥʳ, 

BleepingComputer ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʟʘʤʝʪʠʣ, ʯʪʦ ʚ ʥʝʜʘʚʥʦ ʧʨʦʩʦʯʠʚʰʝʤʩʷ ʘʨʭʠʚʝ 

ʝʩʪʴ ʩʧʠʩʢʠ ʩ ʧʦʤʝʪʢʦʡ pak, ʦʪʜʝʣʷʶʱʠʝ ʧʘʢʠʩʪʘʥʩʢʠʝ IP-ʘʜʨʝʩʘ VPN ʠ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʬʘʡʣʳ sslvpn_websession ʠʟ ʙʦʣʴʰʦʛʦ ʥʘʙʦʨʘ ʜʘʥʥʳʭ ʠʟ 49 000+ 

VPN. 

ɼʦʧʦʣʥʠʪʝʣʴʥʦ ʧʨʠʣʘʛʘʝʪʩʷ ʬʘʡʣ ʠʟʦʙʨʘʞʝʥʠʷ ʩ ʥʘʟʚʘʥʠʝʤ çf ** k israel.jpgè, 

ʢʦʪʦʨʳʡ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʧʣʘʢʘʪ ɸʜʦʣʴʬʘ ɻʠʪʣʝʨʘ çɼʘ, ʤʳ ʤʦʞʝʤè, ʩʦʟʜʘʥʥʳʡ 

ʚ ʩʪʠʣʝ ʧʣʘʢʘʪʘ ʧʨʝʟʠʜʝʥʪʩʢʦʡ ʢʘʤʧʘʥʠʠ ʆʙʘʤʳ 2008 ʛʦʜʘ. 

ʏʪʦ ʝʱʝ ʭʫʞʝ, ʜʘʤʧ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʨʝʧʦʩʪʠʪʩʷ ʥʘ ʜʨʫʛʠʭ ʬʦʨʫʤʘʭ ʠ ʚ 

ʯʘʪʘʭ. 

Fortinet ʥʝʦʜʥʦʢʨʘʪʥʦ ʧʳʪʘʣʘʩʴ ʧʨʝʜʫʧʨʝʜʠʪʴ ʢʣʠʝʥʪʦʚ 

ʅʘ ʵʪʦʡ ʥʝʜʝʣʝ Fortinet ʩʦʦʙʱʠʣ BleepingComputer, ʯʪʦ ʩ ʤʦʤʝʥʪʘ 

ʧʫʙʣʠʯʥʦʛʦ ʨʘʩʢʨʳʪʠʷ ʢʨʠʪʠʯʝʩʢʦʡ ʫʷʟʚʠʤʦʩʪʠ ʦʙʭʦʜʘ ʧʫʪʠ (CVE-2018-13379) ʚ 

ʧʨʦʰʣʦʤ ʛʦʜʫ ʢʦʤʧʘʥʠʷ ʥʝʦʜʥʦʢʨʘʪʥʦ ʧʨʝʜʫʧʨʝʞʜʘʣʘ ʩʚʦʠʭ ʢʣʠʝʥʪʦʚ, ʧʨʠʟʳʚʘʷ 

ʠʭ ʠʩʧʨʘʚʠʪʴ ʫʷʟʚʠʤʳʝ ʵʢʟʝʤʧʣʷʨʳ FortiOS. 

çɹʝʟʦʧʘʩʥʦʩʪʴ ʥʘʰʠʭ ʢʣʠʝʥʪʦʚ - ʥʘʰ ʛʣʘʚʥʳʡ ʧʨʠʦʨʠʪʝʪ. ɺ ʤʘʝ 2019 ʛʦʜʘ 

Fortinet ʚʳʧʫʩʪʠʣʘ ʨʝʢʦʤʝʥʜʘʮʠʶ PSIRT ʦʪʥʦʩʠʪʝʣʴʥʦ ʫʩʪʨʘʥʝʥʥʦʡ ʫʷʟʚʠʤʦʩʪʠ 

SSL, ʘ ʪʘʢʞʝ ʥʘʧʨʷʤʫʶ ʩʚʷʟʘʣʘʩʴ ʩ ʢʣʠʝʥʪʘʤʠ ʠ ʩʥʦʚʘ ʯʝʨʝʟ ʩʦʦʙʱʝʥʠʷ ʚ 

ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʙʣʦʛʘʭ ʚ ʘʚʛʫʩʪʝ 2019 ʠ ʠʶʣʝ 2020 ʛʦʜʘ, ʥʘʩʪʦʷʪʝʣʴʥʦ ʨʝʢʦʤʝʥʜʫʷ 

ʦʙʥʦʚʣʝʥʠʝ ", - ʩʦʦʙʱʠʣ BleepingComputer ʧʨʝʜʩʪʘʚʠʪʝʣʴ Fortinet. 

ʅʝʩʤʦʪʨʷ ʥʘ ʵʪʠ ʤʝʨʳ, ʢʨʠʪʠʯʝʩʢʘʷ ʦʰʠʙʢʘ ʰʠʨʦʢʦ ʠʩʧʦʣʴʟʦʚʘʣʘʩʴ ʚ ʜʠʢʦʡ 

ʧʨʠʨʦʜʝ ʠʟ-ʟʘ ʦʪʩʫʪʩʪʚʠʷ ʠʩʧʨʘʚʣʝʥʠʡ. 

ʂʘʢ ʩʦʦʙʱʘʝʪ BleepingComputer, ʵʪʦʪ ʞʝ ʥʝʜʦʩʪʘʪʦʢ ʙʳʣ ʠʩʧʦʣʴʟʦʚʘʥ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʜʣʷ ʚʟʣʦʤʘ ʩʠʩʪʝʤʳ ʧʦʜʜʝʨʞʢʠ ʚʳʙʦʨʦʚ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʉʐɸ. 

ʈʘʥʝʝ ʚ ʵʪʦʤ ʛʦʜʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʟ ʥʘʮʠʦʥʘʣʴʥʳʭ ʛʦʩʫʜʘʨʩʪʚ 

ʠʩʧʦʣʴʟʦʚʘʣʠ ʵʪʫ ʫʷʟʚʠʤʦʩʪʴ ʜʣʷ ʚʟʣʦʤʘ ʩʝʪʝʡ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʨʦʛʨʘʤʤ-

ʚʳʤʦʛʘʪʝʣʝʡ. 

çʅʘ ʧʨʦʰʣʦʡ ʥʝʜʝʣʝ ʤʳ ʩʚʷʟʘʣʠʩʴ ʩʦ ʚʩʝʤʠ ʢʣʠʝʥʪʘʤʠ, ʩʥʦʚʘ ʫʚʝʜʦʤʠʚ ʠʭ ʦʙ 

ʫʷʟʚʠʤʦʩʪʠ ʠ ʤʝʨʘʭ ʧʦ ʝʝ ʫʩʪʨʘʥʝʥʠʶ. ʍʦʪʷ ʤʳ ʥʝ ʤʦʞʝʤ ʧʦʜʪʚʝʨʜʠʪʴ, ʯʪʦ 

ʚʝʢʪʦʨʳ ʘʪʘʢ ʜʣʷ ʵʪʦʡ ʛʨʫʧʧʳ ʧʨʦʠʩʭʦʜʠʣʠ ʯʝʨʝʟ ʵʪʫ ʫʷʟʚʠʤʦʩʪʴ, ʤʳ ʧʨʦʜʦʣʞʘʝʤ 

ʧʨʠʟʳʚʘʪʴ ʢʣʠʝʥʪʦʚ ʚʳʧʦʣʥʠʪʴ ʦʙʥʦʚʣʝʥʠʝ ʠ ʏʪʦʙʳ ʧʦʣʫʯʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ, ʧʦʩʝʪʠʪʝ ʥʘʰ ʦʙʥʦʚʣʝʥʥʳʡ ʙʣʦʛ ʠ ʩʨʘʟʫ ʞʝ ʦʟʥʘʢʦʤʴʪʝʩʴ ʩ 

ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ [PSIRT] ʟʘ ʤʘʡ 2019 ʛ. è, - ʟʘʢʣʶʯʠʣ Fortinet. 

ʇʦʵʪʦʤʫ ʩʝʪʝʚʳʤ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʠ ʩʧʝʮʠʘʣʠʩʪʘʤ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʥʝʤʝʜʣʝʥʥʦ ʠʩʧʨʘʚʠʪʴ ʵʪʫ ʩʝʨʴʝʟʥʫʶ ʫʷʟʚʠʤʦʩʪʴ. 

ɺ ʢʘʯʝʩʪʚʝ ʤʝʨʳ ʧʨʝʜʦʩʪʦʨʦʞʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʠ Fortinet VPN ʜʦʣʞʥʳ 

ʥʝʤʝʜʣʝʥʥʦ ʠʟʤʝʥʠʪʴ ʩʚʦʠ ʧʘʨʦʣʠ ʢʘʢ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ VPN, ʪʘʢ ʠ ʥʘ ʣʶʙʳʭ ʜʨʫʛʠʭ 

ʚʝʙ-ʩʘʡʪʘʭ, ʛʜʝ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʪʝ ʞʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝè. (Ax Sharma. Passwords 

exposed for almost 50,000 vulnerable Fortinet VPNs // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/passwords-exposed-for-almost-50-

000-vulnerable-fortinet-vpns/). 25.11.2020).  
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***  

 

çʇʨʦʠʟʚʦʜʠʪʝʣʴ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ Belden ʧʦʜʚʝʨʛʩʷ ʢʠʙʝʨʘʪʘʢʝ, 

ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʠʣʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʫʢʨʘʩʪʴ ʬʘʡʣʳ, ʩʦʜʝʨʞʘʱʠʝ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʦʪʨʫʜʥʠʢʘʭ ʠ ʜʝʣʦʚʳʭ ʧʘʨʪʥʝʨʘʭ. 
Belden - ʘʤʝʨʠʢʘʥʩʢʠʡ ʧʨʦʠʟʚʦʜʠʪʝʣʴ ʫʩʪʨʦʡʩʪʚ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʪʠ, 

ʚʢʣʶʯʘʷ ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ, ʤʝʞʩʝʪʝʚʳʝ ʵʢʨʘʥʳ, ʢʦʤʤʫʪʘʪʦʨʳ, ʢʘʙʝʣʠ ʠ 

ʩʦʝʜʠʥʠʪʝʣʠ. ɺʳʨʫʯʢʘ Belden ʚ 2019 ʛʦʜʫ ʩʦʩʪʘʚʠʣʘ 2,5 ʤʠʣʣʠʘʨʜʘ ʜʦʣʣʘʨʦʚ, ʚ 

ʢʦʤʧʘʥʠʠ ʨʘʙʦʪʘʝʪ ʦʢʦʣʦ 9000 ʯʝʣʦʚʝʢ. 

ɺ ʨʘʩʢʨʳʪʠʠ çʠʥʮʠʜʝʥʪʘ ʩ ʜʘʥʥʳʤʠè Belden ʟʘʷʚʣʷʝʪ, ʯʪʦ ʥʝʜʘʚʥʦ ʦʥʠ 

ʧʦʜʚʝʨʛʣʠʩʴ ʢʠʙʝʨʘʪʘʢʝ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʠʣʘ ʭʘʢʝʨʘʤ ʫʢʨʘʩʪʴ ʜʘʥʥʳʝ ʢʦʤʧʘʥʠʠ. 

çʂʦʤʧʘʥʠʷ Belden Inc. (NYSE: BDC), ʚʝʜʫʱʠʡ ʤʠʨʦʚʦʡ ʧʦʩʪʘʚʱʠʢ 

ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʭ ʩʝʪʝʚʳʭ ʨʝʰʝʥʠʡ, ʦʙʲʷʚʠʣʘ ʩʝʛʦʜʥʷ ʦ ʧʨʠʥʷʪʠʠ ʨʝʰʠʪʝʣʴʥʳʭ 

ʤʝʨ ʧʦ ʨʘʩʩʣʝʜʦʚʘʥʠʶ ʠ ʫʩʪʨʘʥʝʥʠʶ ʠʥʮʠʜʝʥʪʦʚ ʩ ʜʘʥʥʳʤʠ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʤ ʜʦʩʪʫʧʦʤ ʠ ʢʦʧʠʨʦʚʘʥʠʝʤ ʥʝʢʦʪʦʨʳʭ ʜʘʥʥʳʭ ʥʳʥʝʰʥʠʭ ʠ 

ʙʳʚʰʠʭ ʩʦʪʨʫʜʥʠʢʦʚ, ʘ ʪʘʢʞʝ "ʆʛʨʘʥʠʯʝʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʢʦʤʧʘʥʠʠ ʦʪʥʦʩʠʪʝʣʴʥʦ 

ʥʝʢʦʪʦʨʳʭ ʜʝʣʦʚʳʭ ʧʘʨʪʥʝʨʦʚ", - ʦʙʲʷʚʠʣ ɹʝʣʜʝʥ. 

ɼʘʣʝʝ ʚ ʟʘʷʚʣʝʥʠʠ ʛʦʚʦʨʠʪʩʷ, ʯʪʦ Belden ʧʦʜʚʝʨʛʩʷ çʩʣʦʞʥʦʡ ʘʪʘʢʝ ʩʦ 

ʩʪʦʨʦʥʳ ʩʪʦʨʦʥʳ, ʥʝ ʚʭʦʜʷʱʝʡ ʚ ʂʦʤʧʘʥʠʶ, ʢʦʪʦʨʘʷ ʧʦʣʫʯʠʣʘ ʜʦʩʪʫʧ ʢ 

ʦʛʨʘʥʠʯʝʥʥʦʤʫ ʢʦʣʠʯʝʩʪʚʫ ʬʘʡʣʦʚʳʭ ʩʝʨʚʝʨʦʚ ʂʦʤʧʘʥʠʠè. 

Belden ʥʝ ʧʨʝʜʦʩʪʘʚʠʣ ʧʦʜʨʦʙʥʦʩʪʝʡ ʦ ʢʠʙʝʨʘʪʘʢʝ, ʥʦ ʬʨʘʟʘ çʠʟʦʱʨʝʥʥʘʷ 

ʘʪʘʢʘè ʪʝʧʝʨʴ ʦʙʳʯʥʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʶʨʠʩʪʘʤʠ ʜʣʷ ʦʧʠʩʘʥʠʷ ʘʪʘʢʠ ʚʳʤʦʛʘʪʝʣʷ ʧʨʠ 

ʩʦʩʪʘʚʣʝʥʠʠ ʫʚʝʜʦʤʣʝʥʠʡ ʦ ʨʘʩʢʨʳʪʠʠ ʠʥʬʦʨʤʘʮʠʠéè. (Lawrence Abrams. Belden 

networking giant's company data stolen in cyberattack // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/belden-networking-giants-company-

data-stolen-in-cyberattack/). 25.11.2020). 

***  

 

çʇʨʠʣʦʞʝʥʠʝ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʤʝʨʦʧʨʠʷʪʠʡ Peatix ʥʘ ʵʪʦʡ ʥʝʜʝʣʝ 

ʦʙʥʘʨʫʞʠʣʦ ʫʪʝʯʢʫ ʜʘʥʥʳʭ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ, ʢʘʢ ʩʦʦʙʱʘʝʪʩʷ, ʠʥʬʦʨʤʘʮʠʷ ʦʙ 

ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘʯʘʣʘ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴʩʷ ʚ Instagram ʠ 

Telegram. 

ʇʨʠʣʦʞʝʥʠʝ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʩʦʙʳʪʠʡ Peatix ʦʙʥʘʨʫʞʠʣʦ ʫʪʝʯʢʫ 

ʜʘʥʥʳʭ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ, ʢʘʢ ʩʦʦʙʱʘʝʪʩʷ, ʚ Instagram ʠ Telegram 

ʨʘʩʧʨʦʩʪʨʘʥʷʣʘʩʴ ʨʝʢʣʘʤʘ ʫʢʨʘʜʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʫʯʝʪʥʳʭ ʟʘʧʠʩʷʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ɺ ʫʚʝʜʦʤʣʝʥʠʠ ʦʙ ʫʪʝʯʢʝ ʜʘʥʥʳʭ ʜʣʷ ʟʘʪʨʦʥʫʪʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Peatix 

ʩʦʦʙʱʠʣʘ, ʯʪʦ 9 ʥʦʷʙʨʷ ʩʪʘʣʦ ʠʟʚʝʩʪʥʦ, ʯʪʦ ʢ ʜʘʥʥʳʤ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʷ 

ʙʳʣ ʧʨʦʠʟʚʝʜʝʥ ʥʝʧʨʘʚʠʣʴʥʳʡ ʜʦʩʪʫʧ. ɺ ʭʦʜʝ ʜʘʣʴʥʝʡʰʝʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʷ 

ʢʦʤʧʘʥʠʷ ʦʙʥʘʨʫʞʠʣʘ, ʯʪʦ ʠʤʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, 

ʩʦʣʝʥʳʝ ʠ ʭʝʰʠʨʦʚʘʥʥʳʝ ʧʘʨʦʣʠ, ʧʩʝʚʜʦʥʠʤʳ, ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʳʝ ʷʟʳʢʠ, ʩʪʨʘʥʳ ʠ 

ʯʘʩʦʚʳʝ ʧʦʷʩʘ ʙʳʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ. 

çɺ ʨʘʤʢʘʭ ʥʘʰʠʭ ʥʝʤʝʜʣʝʥʥʳʭ ʤʝʨ ʧʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʶ ʤʳ ʟʘʙʣʦʢʠʨʦʚʘʣʠ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʢ ʙʘʟʝ ʜʘʥʥʳʭ ʠ ʧʨʦʜʦʣʞʘʝʤ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʩ 
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ʧʦʤʦʱʴʶ ʚʥʝʰʥʠʭ ʬʠʨʤ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠè, - ʛʦʚʦʨʠʪʩʷ ʚ 

ʫʚʝʜʦʤʣʝʥʠʠ ʦʙ ʫʪʝʯʢʝ ʜʘʥʥʳʭ. 

Peatix - ʵʪʦ ʧʨʠʣʦʞʝʥʠʝ ʜʣʷ ʤʝʨʦʧʨʠʷʪʠʡ, ʢʦʪʦʨʦʝ ʩʚʷʟʳʚʘʝʪ ʣʶʜʝʡ ʩ 

ʨʘʟʣʠʯʥʳʤʠ ʩʦʙʳʪʠʷʤʠ ʠ ʩʦʮʠʘʣʴʥʳʤʠ ʩʦʦʙʱʝʩʪʚʘʤʠ. ʉ ʤʦʤʝʥʪʘ ʩʚʦʝʛʦ ʧʝʨʚʦʛʦ 

ʟʘʧʫʩʢʘ ʚ 2011 ʛʦʜʫ ʧʨʠʣʦʞʝʥʠʝ ʚʳʨʦʩʣʦ ʠ ʦʙʩʣʫʞʠʚʘʝʪ ʙʦʣʝʝ 50 000 ʛʨʫʧʧ 

ʠʥʪʝʨʝʩʦʚ ʧʦ ʚʩʝʤʫ ʤʠʨʫ - ʩ ʙʘʟʦʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 5 ʤʠʣʣʠʦʥʦʚ. ʅʝʷʩʥʦ, ʩʢʦʣʴʢʦ ʠʟ 

ʵʪʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦʩʪʨʘʜʘʣʠ ʦʪ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʠʣʠ ʢʘʢ ʠʟʥʘʯʘʣʴʥʦ ʧʨʦʠʟʦʰʣʦ 

ʥʘʨʫʰʝʥʠʝ; Threatpost ʦʙʨʘʪʠʣʩʷ ʢ Peatix ʟʘ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ. 

ʍʦʪʷ Peatix ʠʩʧʦʣʴʟʫʝʪ ʧʣʘʪʝʞʥʳʝ ʧʨʦʮʝʩʩʦʨʳ, ʪʘʢʠʝ ʢʘʢ PayPal ʠ Stripe, ʜʣʷ 

ʫʧʨʘʚʣʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʤʠ ʧʣʘʪʝʞʘʤʠ, ʧʦʣʥʳʝ ʜʘʥʥʳʝ ʢʨʝʜʠʪʥʦʡ ʢʘʨʪʳ ʥʝ 

ʭʨʘʥʷʪʩʷ ʚ ʠʭ ʙʘʟʘʭ ʜʘʥʥʳʭ, ʠ Peatix ʩʢʘʟʘʣ, ʯʪʦ ʥʝʪ ʥʠʢʘʢʠʭ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʪʦʛʦ, 

ʯʪʦ ʵʪʘ ʠʥʬʦʨʤʘʮʠʷ ʙʳʣʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʘ. 

çʂʨʦʤʝ ʪʦʛʦ, ʥʘ ʦʩʥʦʚʘʥʠʠ ʧʨʦʚʝʜʝʥʥʦʛʦ ʥʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ 

ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʫ ʥʘʩ ʥʝʪ ʦʩʥʦʚʘʥʠʡ ʧʦʣʘʛʘʪʴ, ʯʪʦ ʙʳʣʠ ʧʦʣʫʯʝʥʳ ʢʘʢʠʝ-ʣʠʙʦ 

ʠʩʪʦʨʠʯʝʩʢʠʝ ʜʘʥʥʳʝ ʦ ʩʦʙʳʪʠʷʭ, ʚ ʢʦʪʦʨʳʭ ʫʯʘʩʪʚʦʚʘʣʠ ʧʦʣʴʟʦʚʘʪʝʣʠ, ʢʘʢʠʝ-ʣʠʙʦ 

ʜʘʥʥʳʝ, ʧʦʣʫʯʝʥʥʳʝ ʩ ʧʦʤʦʱʴʶ ʥʘʰʝʡ ʬʫʥʢʮʠʠ ʘʥʢʝʪʠʨʦʚʘʥʠʷ, ʠʣʠ ʘʜʨʝʩʘ ʠʣʠ 

ʥʦʤʝʨʘ ʪʝʣʝʬʦʥʦʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ ʩʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʢʦʥʩʫʣʴʪʘʪʠʚʥʳʡ. 

ʍʦʪʷ ʧʘʨʦʣʠ ʙʳʣʠ ʧʦʣʫʯʝʥʳ, ʢʦʤʧʘʥʠʷ ʧʦʜʯʝʨʢʥʫʣʘ, ʯʪʦ ʠʩʧʦʣʴʟʫʝʪ ʩʠʩʪʝʤʫ 

ʟʘʰʠʬʨʦʚʘʥʥʳʭ ʧʘʨʦʣʝʡ, ʚ ʢʦʪʦʨʦʡ ʧʘʨʦʣʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʭʨʘʥʷʪʩʷ ʚ ʚʠʜʝ ʭʝʰ-

ʟʥʘʯʝʥʠʡ, ʘ ʥʝ ʧʘʨʦʣʝʡ ʚ ʚʠʜʝ ʧʨʦʩʪʦʛʦ ʪʝʢʩʪʘ. ʊʝʤ ʥʝ ʤʝʥʝʝ, Peatix ʧʨʠʟʚʘʣ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʙʨʦʩʠʪʴ ʩʚʦʠ ʧʘʨʦʣʠ çʚ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʤʝʨʳ 

ʧʨʝʜʦʩʪʦʨʦʞʥʦʩʪʠè ʠ ʩʣʝʜʠʪʴ ʟʘ ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ ʧʝʨʝʧʠʩʢʦʡ ʩ ʟʘʧʨʦʩʦʤ 

ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

ʆʜʥʘʢʦ ʵʢʩʧʝʨʪʳ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʘʢʠʝ ʢʘʢ ʈʦʙʝʨʪ ʇʨʠʛʛʝ, ʛʝʥʝʨʘʣʴʥʳʡ 

ʜʠʨʝʢʪʦʨ Jumio, ʥʝ ʩʯʠʪʘʶʪ, ʯʪʦ ʵʪʦʛʦ ʜʦʩʪʘʪʦʯʥʦ. 

çʈʝʘʢʮʠʠ Peatix ʥʘ ʩʙʨʦʩ ʧʘʨʦʣʝʡ ʧʨʦʩʪʦ ʥʝʜʦʩʪʘʪʦʯʥʦ, ʯʪʦʙʳ ʟʘʱʠʪʠʪʴ ʠʭé 

ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡè, - ʩʢʘʟʘʣ ʇʨʠʛʛʝ ʚ ʵʣʝʢʪʨʦʥʥʦʤ ʧʠʩʴʤʝ. çɺʤʝʩʪʦ 

ʵʪʦʛʦ ʦʥʣʘʡʥ-ʦʨʛʘʥʠʟʘʮʠʠ ʜʦʣʞʥʳ ʦʙʨʘʪʠʪʴʩʷ ʢ ʙʦʣʝʝ ʙʝʟʦʧʘʩʥʦʡ ʠ ʙʝʟʦʧʘʩʥʦʡ 

ʘʣʴʪʝʨʥʘʪʠʚʝ, ʪʘʢʦʡ ʢʘʢ ʙʠʦʤʝʪʨʠʯʝʩʢʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ (ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʫʥʠʢʘʣʴʥʳʭ ʯʝʣʦʚʝʯʝʩʢʠʭ ʢʘʯʝʩʪʚ ʯʝʣʦʚʝʢʘ ʜʣʷ ʧʨʦʚʝʨʢʠ ʣʠʯʥʦʩʪʠ), ʢʦʪʦʨʘʷ 

ʧʦʜʪʚʝʨʜʠʪ, ʯʪʦ ʘʚʪʦʨʠʟʦʚʘʥʥʳʡ ʧʦʣʴʟʦʚʘʪʝʣʴ ʚʭʦʜʠʪ ʚ ʩʠʩʪʝʤʫ, ʦʙʝʩʧʝʯʠʚʘʷ 

ʟʘʱʠʪʫ ʣʠʯʥʳʭ ʜʘʥʥʳʭ ʦʪ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʠ ʜʘʥʥʳʭ. ʙʨʦʢʝʨʳ-ʥʘʨʫʰʠʪʝʣʠè. 

ʂʦʤʧʘʥʠʷ ʧʨʝʜʫʧʨʝʜʠʣʘ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʫʢʨʘʜʝʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʯʪʦʙʳ ʩʚʷʟʘʪʴʩʷ ʩ ʟʘʪʨʦʥʫʪʳʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠ 

ʧʦʧʳʪʘʪʴʩʷ ʩʦʙʨʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʣʠʯʥʫʶ ʠʣʠ ʬʠʥʘʥʩʦʚʫʶ ʠʥʬʦʨʤʘʮʠʶ ʩ 

ʧʦʤʦʱʴʶ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ. ɼʨʫʛʠʝ ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʚʝʢʪʦʨʳ ʘʪʘʢ ʚʢʣʶʯʘʶʪ ʘʪʘʢʠ 

ʩ ʟʘʧʦʣʥʝʥʠʝʤ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʠ ʘʪʘʢʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʘʨʦʣʷ. 

çʆʥʠ ʤʦʛʫʪ ʫʪʚʝʨʞʜʘʪʴ, ʯʪʦ ʦʥʠ Peatix, ʠʣʠ ʦʪʧʨʘʚʣʷʪʴ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ, 

ʷʢʦʙʳ ʦʪ Peatixè, - ʟʘʷʚʠʣʠ ʚ ʢʦʤʧʘʥʠʠ. çʆʥʠ ʪʘʢʞʝ ʤʦʛʫʪ ʧʦʧʳʪʘʪʴʩʷ ʧʦʣʫʯʠʪʴ 

ʜʦʩʪʫʧ ʢ ʚʘʰʝʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ Peatix ʠʣʠ ʜʨʫʛʠʤ ʚʝʙ-ʩʘʡʪʘʤ ʠ ʧʨʠʣʦʞʝʥʠʷʤ, ʥʘ 

ʢʦʪʦʨʳʭ ʚʳ ʠʩʧʦʣʴʟʫʝʪʝ ʪʝ ʞʝ ʧʘʨʦʣʠè. 

ʇʦ ʜʘʥʥʳʤ ZDNet, ʚʩʢʦʨʝ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʧʨʦʠʟʦʰʣʘ ʫʪʝʯʢʘ ʜʘʥʥʳʭ, 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʚ ʨʝʢʣʘʤʝ, ʨʘʟʤʝʱʝʥʥʦʡ ʚ 

ʠʩʪʦʨʠʷʭ Instagram, ʢʘʥʘʣʘʭ Telegram ʠ ʨʘʟʣʠʯʥʳʭ ʭʘʢʝʨʩʢʠʭ ʬʦʨʫʤʘʭ. 
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çʆʙʳʯʥʦ, ʢʦʛʜʘ ʤʳ ʩʣʳʰʠʤ ʦ ʭʘʢʝʨʘʭ, ʧʨʝʜʣʘʛʘʶʱʠʭ ʫʢʨʘʜʝʥʥʳʝ ʜʘʥʥʳʝ, 

ʵʪʦ ʧʨʦʠʩʭʦʜʠʪ ʥʘ ʬʦʨʫʤʘʭ ʠʣʠ ʩʪʨʘʥʠʮʘʭ ʚ ʛʣʫʙʦʢʦʡ ʩʝʪʠè, - ʩʢʘʟʘʣ ʧʦ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ ɹʦʨʠʩ ʉʠʧʦʪ, ʩʪʘʨʰʠʡ ʠʥʞʝʥʝʨ ʧʦ ʧʨʦʜʘʞʘʤ Synopsys Software 

Integrity Group. çʆʜʥʘʢʦ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʤʳ ʪʘʢʞʝ ʚʠʜʠʤ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʦʮʠʘʣʴʥʳʭ 

ʩʝʪʝʡ, ʪʘʢʠʭ ʢʘʢ Instagram ʠ ʧʨʠʣʦʞʝʥʠʝ ʜʣʷ ʦʙʤʝʥʘ ʩʦʦʙʱʝʥʠʷʤʠ Telegram, ʜʣʷ 

ʧʨʦʜʚʠʞʝʥʠʷ ʫʢʨʘʜʝʥʥʳʭ ʠʤʝʥ, ʠʤʝʥ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʭʝʰʠʨʦʚʘʥʥʳʭ ʧʘʨʦʣʝʡ ʠ 

ʘʜʨʝʩʦʚ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳèéè. (Lindsey O'Donnell. Post-Breach, Peatix Data 

Reportedly Found on Instagram, Telegram // Threatpost 

(https://threatpost.com/breach-peatix-data-instagram-telegram/161560/). 24.11.2020).  
***  

 

çʇʦʧʫʣʷʨʥʳʡ ʙʨʠʪʘʥʩʢʠʡ ʬʫʪʙʦʣʴʥʳʡ ʢʣʫʙ ʧʦʜʪʚʝʨʜʠʣ ʬʘʢʪ 

ʥʘʧʘʜʝʥʠʷ, ʥʦ ʩʢʘʟʘʣ, ʯʪʦ ʣʠʯʥʳʝ ʜʘʥʥʳʝ ʙʦʣʝʣʴʱʠʢʦʚ ʦʩʪʘʶʪʩʷ ʚ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʌʫʪʙʦʣʴʥʳʡ ʢʣʫʙ çʄʘʥʯʝʩʪʝʨ ʖʥʘʡʪʝʜè ʚ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʧʦʜʪʚʝʨʜʠʣ, ʯʪʦ 

ʢʦʤʘʥʜʘ ʩʪʘʣʘ ʞʝʨʪʚʦʡ ʢʠʙʝʨʘʪʘʢʠ ʥʘ ʝʛʦ ʩʠʩʪʝʤʳ. 

Man U., ʦʜʥʘ ʠʟ ʩʘʤʳʭ ʧʦʧʫʣʷʨʥʳʭ ʬʫʪʙʦʣʴʥʳʭ ʢʦʤʘʥʜ ʚ ʤʠʨʝ, ʟʘʷʚʠʣʘ, ʯʪʦ 

ʦʥʘ ʧʦʩʪʦʷʥʥʦ ʩʪʨʘʜʘʝʪ ʦʪ ʩʙʦʝʚ ʚ ʨʘʙʦʪʝ ʀʊ. çʂʣʫʙ ʧʨʠʥʷʣ ʙʳʩʪʨʳʝ ʤʝʨʳ ʧʦ 

ʩʜʝʨʞʠʚʘʥʠʶ ʘʪʘʢʠ ʠ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʨʘʙʦʪʘʝʪ ʩ ʵʢʩʧʝʨʪʘʤʠ-ʢʦʥʩʫʣʴʪʘʥʪʘʤʠ 

ʜʣʷ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʘ ʠ ʤʠʥʠʤʠʟʘʮʠʠ ʧʨʦʜʦʣʞʘʶʱʠʭʩʷ ʩʙʦʝʚ ʚ ʨʘʙʦʪʝ 

ʀʊè, - ʛʦʚʦʨʠʪʩʷ ʚ ʢʦʨʦʪʢʦʤ ʟʘʷʚʣʝʥʠʠ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʤ ʚ ʧʷʪʥʠʮʫ ʚʝʯʝʨʦʤ. çʋ 

ʢʣʫʙʘ ʝʩʪʴ ʦʙʰʠʨʥʳʝ ʧʨʦʪʦʢʦʣʳ ʠ ʧʨʦʮʝʜʫʨʳ ʜʣʷ ʪʘʢʦʛʦ ʤʝʨʦʧʨʠʷʪʠʷ, ʠ ʦʥ 

ʦʪʨʝʧʝʪʠʨʦʚʘʣ ʵʪʦʪ ʨʠʩʢ. ʅʘʰʘ ʢʠʙʝʨʟʘʱʠʪʘ ʦʧʨʝʜʝʣʠʣʘ ʘʪʘʢʫ ʠ ʦʪʢʣʶʯʠʣʘ 

ʟʘʪʨʦʥʫʪʳʝ ʩʠʩʪʝʤʳ, ʯʪʦʙʳ ʦʛʨʘʥʠʯʠʪʴ ʫʱʝʨʙ ʠ ʟʘʱʠʪʠʪʴ ʜʘʥʥʳʝè. 

ʂʦʤʘʥʜʘ ʩʦʦʙʱʠʣʘ ʪʦʣʴʢʦ, ʯʪʦ ʘʪʘʢʘ ʙʳʣʘ çʠʟʦʱʨʝʥʥʦʡ ʦʧʝʨʘʮʠʝʡ 

ʦʨʛʘʥʠʟʦʚʘʥʥʳʭ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚè, ʥʦ ʜʨʫʛʠʝ ʜʝʪʘʣʠ ʩʢʫʜʥʳ ʦʪʥʦʩʠʪʝʣʴʥʦ ʪʦʛʦ, 

ʚ ʯʝʤ ʦʥʘ ʫʯʘʩʪʚʦʚʘʣʘ - ʙʫʜʴ ʪʦ ʧʨʦʛʨʘʤʤʘ-ʚʳʤʦʛʘʪʝʣʴ ʠʣʠ ʯʪʦ-ʪʦ ʝʱʝ. 

ʌʫʪʙʦʣʴʥʳʡ ʜʞʘʛʛʝʨʥʘʫʪ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʟʘʷʚʠʣ, ʯʪʦ ʣʠʯʥʳʝ ʜʘʥʥʳʝ, ʩʚʷʟʘʥʥʳʝ ʩ 

ʬʘʥʘʪʘʤʠ ʠʣʠ ʢʣʠʝʥʪʘʤʠ, ʥʝ ʙʳʣʠ ʚʟʣʦʤʘʥʳ. 

ʆʥ ʪʘʢʞʝ ʩʢʘʟʘʣ, ʯʪʦ ʝʛʦ ʦʙʱʝʜʦʩʪʫʧʥʳʝ ʩʠʩʪʝʤʳ - ʚʝʙ-ʩʘʡʪ ʢʣʫʙʘ, 

ʤʦʙʠʣʴʥʦʝ ʧʨʠʣʦʞʝʥʠʝ ʠ ʢʘʥʘʣʳ ʚ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ - ʥʝ ʧʦʩʪʨʘʜʘʣʠ, ʠ ʯʪʦ 

ʥʠʢʘʢʠʭ ʧʝʨʝʨʳʚʦʚ ʚ ʠʛʨʝ ʥʝ ʦʞʠʜʘʝʪʩʷ. 

çɺʩʝ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʝ ʩʠʩʪʝʤʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʤʘʪʯʝʡ ʥʘ 

çʆʣʜ ʊʨʘʬʬʦʨʜè, ʦʩʪʘʶʪʩʷ ʙʝʟʦʧʘʩʥʳʤʠ ʠ ʨʘʙʦʪʦʩʧʦʩʦʙʥʳʤʠè, - ʟʘʷʚʠʣʠ ʚ ʢʣʫʙʝ. 

ʉʫʙʙʦʪʥʠʡ ʤʘʪʯ ʧʨʦʪʠʚ çɺʝʩʪ ɹʨʦʤʚʠʯ ɸʣʴʙʠʦʥè ʧʨʦʰʝʣ ʧʦ ʧʣʘʥʫ. 

çʂʠʙʝʨʘʪʘʢʘ ʥʘ çʄʘʥʯʝʩʪʝʨ ʖʥʘʡʪʝʜè ʚʳʟʳʚʘʝʪ ʪʨʝʚʦʛʫ, ʥʦ ʦʧʨʝʜʝʣʝʥʥʦ ʥʝ 

ʙʫʜʝʪ ʧʦʩʣʝʜʥʝʡ ʚ ʩʚʦʝʤ ʨʦʜʝ, - ʩʢʘʟʘʣ ɼʵʥʠʝʣ ʅʦʨʤʘʥ, ʩʪʘʨʰʠʡ ʘʥʘʣʠʪʠʢ ʧʦ 

ʨʝʰʝʥʠʷʤ ʚ ʌʦʨʫʤʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. çʄʥʦʛʠʝ ʭʘʢʝʨʳ 

ʨʘʩʩʤʘʪʨʠʚʘʶʪ ʢʠʙʝʨʘʪʘʢʠ ʢʘʢ ʠʛʨʫ, ʮʝʣʴʶ ʢʦʪʦʨʦʡ ʷʚʣʷʶʪʩʷ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʈʦʜʦʩʣʦʚʥʘʷ ʵʪʦʛʦ ʥʘʧʘʜʝʥʠʷ ʥʝ ʙʦʣʝʝ ʠʟʚʝʩʪʥʘ, ʯʝʤ ʦʜʥʦ ʠʟ ʩʘʤʳʭ ʛʨʦʤʢʠʭ ʠʤʝʥ ʚ 

ʩʧʦʨʪʝ. ʅʝʫʜʠʚʠʪʝʣʴʥʦ, ʯʪʦ ʵʪʦʪ ʛʠʛʘʥʪ ʩʧʦʨʪʠʚʥʦʛʦ ʤʠʨʘ ʩʪʘʣ ʤʠʰʝʥʴʶè. 

ʉʦʛʣʘʩʥʦ ʟʘʷʚʣʝʥʠʶ Man U., ʝʛʦ ʘʨʭʠʪʝʢʪʫʨʘ ʢʠʙʝʨʟʘʱʠʪʳ ʩʨʘʙʦʪʘʣʘ, 

ʧʦʟʚʦʣʠʚ ʝʤʫ ʧʨʝʜʧʨʠʥʷʪʴ ʩʦʛʣʘʩʦʚʘʥʥʳʝ ʜʝʡʩʪʚʠʷ, ʩʢʘʟʘʣ Threatpost ɼʠʨʢ 

ʐʨʝʡʜʝʨ, ʛʣʦʙʘʣʴʥʳʡ ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ New Net Technologies (NNT). çʉʫʜʷ ʧʦ ʪʦʤʫ, 

ʯʪʦ ʠʟʚʝʩʪʥʦ ʜʦ ʩʠʭ ʧʦʨ, ʵʪʦ ʢʘʞʝʪʩʷ ʙʳʩʪʨʳʤ ʠ ʩʢʦʦʨʜʠʥʠʨʦʚʘʥʥʳʤ ʦʪʚʝʪʦʤè, - 
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ʩʢʘʟʘʣ ʦʥ. çʆʥʠ ʦʙʥʘʨʫʞʠʣʠ ʠʥʮʠʜʝʥʪ, ʫ ʥʠʭ ʙʳʣʠ ʨʘʟʨʘʙʦʪʘʥʳ ʧʨʦʮʝʜʫʨʳ ʜʣʷ 

ʪʘʢʦʛʦ ʪʠʧʘ ʠʥʮʠʜʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʦʭʚʘʪʳʚʘʣʠ ʥʝ ʪʦʣʴʢʦ ʪʝʭʥʠʯʝʩʢʠʝ ʤʝʨʳ, ʥʦ 

ʪʘʢʞʝ ʚʥʫʪʨʝʥʥʠʝ ʠ ʚʥʝʰʥʠʝ ʢʦʤʤʫʥʠʢʘʮʠʠ ʠ ʧʨʠʟʳʚ ʢ ʵʢʩʧʝʨʪʘʤ ʧʨʠʥʷʪʴ 

ʫʯʘʩʪʠʝèéè. (Tara Seals. Manchester United: IT Systems Disrupted in Cyberattack // 

Threatpost (https://threatpost.com/manchester-united-disrupted-cyberattack/161488/). 

23.11.2020).  
***  

 

çɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʨʦʜʘʝʪ ʧʘʨʦʣʠ ʜʣʷ ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʝʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʩʦʪʝʥ ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʚʳʩʰʝʛʦ ʟʚʝʥʘ ʢʦʤʧʘʥʠʡ ʧʦ 

ʚʩʝʤʫ ʤʠʨʫ. 
ɼʘʥʥʳʝ ʧʨʦʜʘʶʪʩʷ ʧʦ ʟʘʤʢʥʫʪʦʤʫ ʜʦʩʪʫʧʫ ʧʦʜʧʦʣʴʥʦʛʦ ʬʦʨʫʤʘ ʜʣʷ 

ʨʫʩʩʢʦʷʟʳʯʥʳʭ ʭʘʢʝʨʦʚ ʧʦʜ ʥʘʟʚʘʥʠʝʤ Exploit.iné 

ɿʣʦʫʤʳʰʣʝʥʥʠʢ ʧʨʦʜʘʝʪ ʢʦʤʙʠʥʘʮʠʠ ʘʜʨʝʩʦʚ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʧʘʨʦʣʝʡ 

ʜʣʷ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ Office 365 ʠ Microsoft, ʢʦʪʦʨʳʝ, ʢʘʢ ʦʥ ʫʪʚʝʨʞʜʘʝʪ, 

ʧʨʠʥʘʜʣʝʞʘʪ ʨʫʢʦʚʦʜʠʪʝʣʷʤ ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ, ʚʳʧʦʣʥʷʶʱʠʤ ʪʘʢʠʝ ʬʫʥʢʮʠʠ, ʢʘʢ: 

CEO - ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ 

COO - ʛʣʘʚʥʳʡ ʦʧʝʨʘʮʠʦʥʥʳʡ ʜʠʨʝʢʪʦʨ 

ʌʠʥʘʥʩʦʚʳʡ ʜʠʨʝʢʪʦʨ - ʬʠʥʘʥʩʦʚʳʡ ʜʠʨʝʢʪʦʨ ʠʣʠ ʛʣʘʚʥʳʡ ʬʠʥʘʥʩʦʚʳʡ 

ʢʦʥʪʨʦʣʝʨ 

CMO - ʜʠʨʝʢʪʦʨ ʧʦ ʤʘʨʢʝʪʠʥʛʫ 

CTOs - ʪʝʭʥʠʯʝʩʢʠʡ ʜʠʨʝʢʪʦʨ 

ʇʨʝʟʠʜʝʥʪ 

ɿʘʤʝʩʪʠʪʝʣʴ ʧʨʝʟʠʜʝʥʪʘ 

ʇʦʤʦʱʥʠʢ ʨʫʢʦʚʦʜʠʪʝʣʷ 

ʌʠʥʘʥʩʦʚʳʡ ʤʝʥʝʜʞʝʨ 

ɹʫʭʛʘʣʪʝʨ 

ɼʠʨʝʢʪʦʨ 

ʌʠʥʘʥʩʦʚʳʡ ʜʠʨʝʢʪʦʨ 

ʌʠʥʘʥʩʦʚʳʡ ʢʦʥʪʨʦʣʝʨ 

ʉʯʝʪʘ ʢ ʦʧʣʘʪʝ 

ɼʦʩʪʫʧ ʢ ʣʶʙʦʡ ʠʟ ʵʪʠʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʨʦʜʘʝʪʩʷ ʧʦ ʮʝʥʝ ʦʪ 100 ʜʦ 1500 

ʜʦʣʣʘʨʦʚ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʨʘʟʤʝʨʘ ʢʦʤʧʘʥʠʠ ʠ ʨʦʣʠ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʀʩʪʦʯʥʠʢ ʚ ʩʦʦʙʱʝʩʪʚʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʦʛʣʘʩʠʚʰʠʡʩʷ ʩʚʷʟʘʪʴʩʷ ʩ 

ʧʨʦʜʘʚʮʦʤ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʦʙʨʘʟʮʦʚ, ʧʦʜʪʚʝʨʜʠʣ ʜʦʩʪʦʚʝʨʥʦʩʪʴ ʜʘʥʥʳʭ ʠ ʧʦʣʫʯʠʣ 

ʜʝʡʩʪʚʠʪʝʣʴʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʜʣʷ ʜʚʫʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʛʝʥʝʨʘʣʴʥʦʛʦ 

ʜʠʨʝʢʪʦʨʘ ʘʤʝʨʠʢʘʥʩʢʦʡ ʢʦʤʧʘʥʠʠ ʧʦ ʨʘʟʨʘʙʦʪʢʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ 

ʩʨʝʜʥʝʛʦ ʨʘʟʤʝʨʘ ʠ ʬʠʥʘʥʩʦʚʦʛʦ ʜʠʨʝʢʪʦʨʘ ʦʜʥʦʡ ʠʟ ʩʪʨʘʥ ɽʉ. ʩʝʪʴ ʨʦʟʥʠʯʥʳʭ 

ʤʘʛʘʟʠʥʦʚ. 

ʀʩʪʦʯʥʠʢ, ʢʦʪʦʨʳʡ ʧʦʧʨʦʩʠʣ ZDNet ʥʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʝʛʦ ʠʤʷ, ʥʘʭʦʜʠʪʩʷ ʚ 

ʧʨʦʮʝʩʩʝ ʫʚʝʜʦʤʣʝʥʠʷ ʜʚʫʭ ʢʦʤʧʘʥʠʡ, ʘ ʪʘʢʞʝ ʜʚʫʭ ʜʨʫʛʠʭ ʢʦʤʧʘʥʠʡ, ʜʣʷ ʢʦʪʦʨʳʭ 

ʧʨʦʜʘʚʝʮ ʦʧʫʙʣʠʢʦʚʘʣ ʧʘʨʦʣʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʚ ʢʘʯʝʩʪʚʝ ʧʫʙʣʠʯʥʦʛʦ 

ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ ʪʦʛʦ, ʯʪʦ ʫ ʥʠʭ ʝʩʪʴ ʜʝʡʩʪʚʠʪʝʣʴʥʳʝ ʜʘʥʥʳʝ ʜʣʷ ʧʨʦʜʘʞʠ. 
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ʕʪʦ ʙʳʣʠ ʜʘʥʥʳʝ ʜʣʷ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʜʣʷ ʨʫʢʦʚʦʜʠʪʝʣʷ ʙʨʠʪʘʥʩʢʦʛʦ 

ʢʦʥʩʘʣʪʠʥʛʦʚʦʛʦ ʘʛʝʥʪʩʪʚʘ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʙʠʟʥʝʩʦʤ ʠ ʧʨʝʟʠʜʝʥʪʘ ʘʤʝʨʠʢʘʥʩʢʦʛʦ 

ʧʨʦʠʟʚʦʜʠʪʝʣʷ ʦʜʝʞʜʳ ʠ ʘʢʩʝʩʩʫʘʨʦʚ. 

ʇʨʦʜʘʚʝʮ ʦʪʢʘʟʘʣʩʷ ʩʦʦʙʱʠʪʴ, ʢʘʢ ʦʥ ʧʦʣʫʯʠʣ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʜʣʷ ʚʭʦʜʘ, ʥʦ 

ʩʢʘʟʘʣ, ʯʪʦ ʫ ʥʝʛʦ ʝʩʪʴ ʝʱʝ ʩʦʪʥʠ ʥʘ ʧʨʦʜʘʞʫ. 

ʉʦʛʣʘʩʥʦ ʜʘʥʥʳʤ, ʧʨʝʜʦʩʪʘʚʣʝʥʥʳʤ ʢʦʤʧʘʥʠʝʡ KELA, ʟʘʥʠʤʘʶʱʝʡʩʷ 

ʨʘʟʚʝʜʢʦʡ ʫʛʨʦʟ, ʪʦʪ ʞʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʨʘʥʝʝ ʧʨʦʷʚʣʷʣ ʠʥʪʝʨʝʩ ʢ ʧʦʢʫʧʢʝ 

çʞʫʨʥʘʣʦʚ Azorè, ʪʝʨʤʠʥ, ʢʦʪʦʨʳʡ ʦʪʥʦʩʠʪʩʷ ʢ ʜʘʥʥʳʤ, ʩʦʙʨʘʥʥʳʤ ʩ 

ʢʦʤʧʴʶʪʝʨʦʚ, ʟʘʨʘʞʝʥʥʳʭ ʪʨʦʷʥʩʢʦʡ ʧʨʦʛʨʘʤʤʦʡ AzorUlt info- stealer. 

ɾʫʨʥʘʣʳ Infostealer ʧʦʯʪʠ ʚʩʝʛʜʘ ʩʦʜʝʨʞʘʪ ʠʤʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʧʘʨʦʣʠ, 

ʢʦʪʦʨʳʝ ʪʨʦʷʥ ʠʟʚʣʝʢʘʝʪ ʠʟ ʙʨʘʫʟʝʨʦʚ, ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʥʘ ʟʘʨʘʞʝʥʥʳʭ ʭʦʩʪʘʭ. 

ʕʪʠ ʜʘʥʥʳʝ ʯʘʩʪʦ ʩʦʙʠʨʘʶʪ ʦʧʝʨʘʪʦʨʳ ʠʥʬʦʩʪʠʣʝʨʦʚ, ʢʦʪʦʨʳʝ ʬʠʣʴʪʨʫʶʪ ʠ 

ʩʠʩʪʝʤʘʪʠʟʠʨʫʶʪ ʠʭ, ʘ ʟʘʪʝʤ ʚʳʩʪʘʚʣʷʶʪ ʥʘ ʧʨʦʜʘʞʫ ʥʘ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʭ 

ʨʳʥʢʘʭ, ʪʘʢʠʭ ʢʘʢ Genesis, ʥʘ ʭʘʢʝʨʩʢʠʭ ʬʦʨʫʤʘʭ ʠʣʠ ʧʨʦʜʘʶʪ ʜʨʫʛʠʤ ʙʘʥʜʘʤ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ. 

çɺʟʣʦʤʘʥʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʤʦʛʫʪ ʙʳʪʴ 

ʮʝʥʥʳʤʠ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ, ʧʦʩʢʦʣʴʢʫ ʠʭ ʤʦʞʥʦ ʤʦʥʝʪʠʟʠʨʦʚʘʪʴ ʨʘʟʥʳʤʠ 

ʩʧʦʩʦʙʘʤʠè, - ʩʢʘʟʘʣ ZDNet ʤʝʥʝʜʞʝʨ ʧʦ ʧʨʦʜʫʢʪʫ KELA ʈʘʚʠʜ ʃʘʵʙ. 

çɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʭ ʜʣʷ ʚʥʫʪʨʝʥʥʠʭ ʢʦʤʤʫʥʠʢʘʮʠʡ ʚ 

ʨʘʤʢʘʭç ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʩ ʛʝʥʝʨʘʣʴʥʳʤ ʜʠʨʝʢʪʦʨʦʤ è, ʢʦʛʜʘ ʧʨʝʩʪʫʧʥʠʢʠ 

ʤʘʥʠʧʫʣʠʨʫʶʪ ʩʦʪʨʫʜʥʠʢʘʤʠ, ʧʝʨʝʚʦʜʷ ʠʤ ʙʦʣʴʰʠʝ ʩʫʤʤʳ ʜʝʥʝʛ; ʦʥʠ ʤʦʛʫʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚ ʨʘʤʢʘʭ ʩʭʝʤʳ 

ʚʳʤʦʛʘʪʝʣʴʩʪʚʘ; ʠʣʠ ʵʪʠ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʪʘʢʞʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ 

ʧʦʣʫʯʝʥʠʷ ʜʦʩʪʫʧʘ ʢ ʜʨʫʛʠʤ ʚʥʫʪʨʝʥʥʠʤ ʩʠʩʪʝʤʘʤ, ʜʣʷ ʢʦʪʦʨʳʭ ʪʨʝʙʫʝʪʩʷ 

ʜʚʫʭʬʘʢʪʦʨʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʥʘ ʦʩʥʦʚʝ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʯʪʦʙʳ ʧʝʨʝʤʝʱʘʪʴʩʷ 

ʚ ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʦʩʫʱʝʩʪʚʣʷʪʴ ʩʝʪʝʚʦʝ ʚʪʦʨʞʝʥʠʝ è, - ʜʦʙʘʚʠʣ ʃʘʵʙ. 

ʅʦ, ʩʢʦʨʝʝ ʚʩʝʛʦ, ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʝ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʙʫʜʫʪ ʢʫʧʣʝʥʳ 

ʠ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʛʝʥʝʨʘʣʴʥʦʛʦ ʜʠʨʝʢʪʦʨʘ, ʪʘʢʞʝ ʠʟʚʝʩʪʥʦʛʦ ʢʘʢ 

ʤʦʰʝʥʥʠʯʝʩʪʚʦ BEC. ʉʦʛʣʘʩʥʦ ʦʪʯʝʪʫ ʌɹʈ ʚ ʵʪʦʤ ʛʦʜʫ, ʤʦʰʝʥʥʠʯʝʩʪʚʦ ʩ BEC 

ʙʳʣʦ, ʙʝʟʫʩʣʦʚʥʦ, ʩʘʤʦʡ ʧʦʧʫʣʷʨʥʦʡ ʬʦʨʤʦʡ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ ʚ 2019 ʛʦʜʫ, 

ʩʦʩʪʘʚʠʚ ʧʦʣʦʚʠʥʫ ʧʦʪʝʨʴ ʦʪ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʡ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʚ ʧʨʦʰʣʦʤ 

ʛʦʜʫ. 

ʉʘʤʳʡ ʧʨʦʩʪʦʡ ʩʧʦʩʦʙ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʤʦʥʝʪʠʟʘʮʠʶ ʭʘʢʝʨʘʤʠ ʫʢʨʘʜʝʥʥʳʭ 

ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʣʶʙʦʛʦ ʪʠʧʘ - ʵʪʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʚʫʭʵʪʘʧʥʫʶ ʧʨʦʚʝʨʢʫ (2SV) ʠʣʠ 

ʜʚʫʭʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ (2FA) ʜʣʷ ʚʘʰʠʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʚ ʀʥʪʝʨʥʝʪʝ. 

ɼʘʞʝ ʝʩʣʠ ʭʘʢʝʨʘʤ ʫʜʘʩʪʩʷ ʫʢʨʘʩʪʴ ʜʘʥʥʳʝ ʜʣʷ ʚʭʦʜʘ, ʦʥʠ ʙʫʜʫʪ ʙʝʩʧʦʣʝʟʥʳ ʙʝʟ 

ʥʘʜʣʝʞʘʱʝʛʦ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʚʝʨʠʬʠʢʘʪʦʨʘ 2SV / 2FAè. (Catalin Cimpanu. A 

hacker is selling access to the email accounts of hundreds of C-level executives // Zero 

Day (https://www.zdnet.com/article/a-hacker-is-selling-access-to-the-email-accounts-

of-hundreds-of-c-level-executives/). 27.11.2020).  
***  

 

çʂʦʤʠʩʩʠʷ ʧʦ ʟʘʱʠʪʝ ʧʝʨʩʦʥʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʖʞʥʦʡ ʂʦʨʝʠ 

ʦʰʪʨʘʬʦʚʘʣʘ ʢʦʤʧʘʥʠʷ Facebook ʥʘ 6,7 ʤʣʨʜ ʶʞʥʦʢʦʨʝʡʩʢʠʭ ʚʦʥ ($6,06 ʤʣʥ) 
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ʠ ʧʦʪʨʝʙʦʚʘʣʘ ʚʦʟʙʫʞʜʝʥʠʷ ʫʛʦʣʦʚʥʦʛʦ ʜʝʣʘ ʟʘ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʣʠʯʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʙʝʟ ʠʭ ʩʦʛʣʘʩʠʷ ʜʨʫʛʠʤ ʦʧʝʨʘʪʦʨʘʤé 
ʂʘʢ ʧʦʢʘʟʘʣʠ ʨʝʟʫʣʴʪʘʪʳ ʨʘʩʩʣʝʜʦʚʘʥʠʷ, ʣʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʧʦ ʤʝʥʴʰʝʡ 

ʤʝʨʝ 3,3 ʤʣʥ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Facebook ʚ ʂʦʨʝʝ ʙʳʣʘ ʧʨʝʜʦʩʪʘʚʣʝʥʘ ʜʨʫʛʠʤ 

ʢʦʤʧʘʥʠʷʤ ʚ ʧʝʨʠʦʜ ʩ ʤʘʷ 2012 ʛʦʜʘ ʧʦ ʠʶʥʴ 2018 ʛʦʜʘ.  

ʂʘʢ ʫʪʚʝʨʞʜʘʝʪʩʷ, ʙʳʣʠ ʧʝʨʝʜʘʥʳ ʠʤʝʥʘ ʣʶʜʝʡ, ʘʜʨʝʩʘ, ʜʘʪʳ ʨʦʞʜʝʥʠʷ, 

ʩʚʝʜʝʥʠʷ ʦʙ ʦʧʳʪʝ ʨʘʙʦʪʳ ʠ ʜʨʫʛʠʝ ʜʘʥʥʳʝ. ʇʦ ʩʣʦʚʘʤ ʘʛʝʥʪʩʪʚʘ, ʩʦʮʩʝʪʴ ʤʦʛʣʘ 

ʧʦʜʝʣʠʪʴʩʷ ʵʪʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʩ ç10 ʪʳʩ. ʜʨʫʛʠʭ ʢʦʤʧʘʥʠʡè.  

ʂʦʤʠʩʩʠʷ ʪʘʢʞʝ ʦʪʜʝʣʴʥʦ ʦʰʪʨʘʬʦʚʘʣʘ Facebook ʟʘ ʦʪʢʘʟ ʩʦʪʨʫʜʥʠʯʘʪʴ ʩ 

ʚʣʘʩʪʷʤʠ. ʂʘʢ ʫʪʚʝʨʞʜʘʝʪ ʥʘʜʟʦʨʥʳʡ ʦʨʛʘʥ, ʢʦʤʧʘʥʠʷ ʧʝʨʝʜʘʣʘ ʥʝʜʦʩʪʦʚʝʨʥʳʝ 

ʜʦʢʫʤʝʥʪʳ ʦ ʩʚʦʝʡ ʨʘʙʦʪʝ. ʉʫʤʤʘ ʰʪʨʘʬʘ ʩʦʩʪʘʚʠʣʘ 66 ʤʣʥ ʚʦʥ ($59 ʪʳʩ.).è 

(ɺʣʘʩʪʠ ʖʞʥʦʡ ʂʦʨʝʠ ʦʰʪʨʘʬʦʚʘʣʠ Facebook ʥʘ $6 ʤʣʥ ʟʘ ʨʘʟʛʣʘʰʝʥʠʝ 

ʠʥʬʦʨʤʘʮʠʠ // SecurityLab.ru (https://www.securitylab.ru/news/514353.php). 

25.11.2020).  

***  

 

çɺ ʧʨʠʣʦʞʝʥʠʷʭ Baidu Maps ʠ Baidu Search Box ʦʙʥʘʨʫʞʝʥʘ ʧʨʦʙʣʝʤʘ, 

ʩʚʷʟʘʥʥʘʷ ʩʦ ʩʙʦʨʦʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ.  

ʂʘʢ ʩʦʦʙʱʠʣʠ ʩʧʝʮʠʘʣʠʩʪʳ ʠʟ ʘʤʝʨʠʢʘʥʩʢʦʡ ʬʠʨʤʳ Palo Alto Networks, 

ʧʨʠʣʦʞʝʥʠʷ Baidu Maps ʠ Baidu Search Box ʩʦʜʝʨʞʘʣʠ ʢʦʜ, ʩʦʙʠʨʘʶʱʠʡ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ. ʂʦʜ ʙʳʣ ʦʙʥʘʨʫʞʝʥ ʚ Baidu Push SDK, ʢʦʪʦʨʳʡ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʪʦʙʨʘʞʝʥʠʷ ʫʚʝʜʦʤʣʝʥʠʡ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʚʥʫʪʨʠ ʦʙʦʠʭ 

ʧʨʠʣʦʞʝʥʠʡ. ʂʦʜ ʧʦʟʚʦʣʷʣ ʧʨʦʛʨʘʤʤʘʭ ʩʦʙʠʨʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʤʦʜʝʣʠ ʪʝʣʝʬʦʥʘ, 

MAC-ʘʜʨʝʩʝ, ʦʧʝʨʘʪʦʨʝ ʩʚʷʟʠ ʠ ʥʦʤʝʨʝ IMSI (International Mobile Subscriber 

Identity).  

ʇʦ ʩʣʦʚʘʤ ʵʢʩʧʝʨʪʦʚ, ʭʦʪʷ ʯʘʩʪʴ ʩʦʙʨʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʙʳʣʘ çʜʦʚʦʣʴʥʦ 

ʙʝʟʚʨʝʜʥʦʡè, ʥʝʢʦʪʦʨʳʝ ʜʘʥʥʳʝ, ʪʘʢʠʝ ʢʘʢ IMSI-ʢʦʜ, çʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ 

ʦʜʥʦʟʥʘʯʥʦʡ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʠ ʦʪʩʣʝʞʠʚʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʜʘʞʝ ʝʩʣʠ ʵʪʦʪ 

ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʝʥʷʝʪ ʪʝʣʝʬʦʥè.  

ʇʨʝʜʩʪʘʚʠʪʝʣʴ Baidu ʦʪʤʝʪʠʣ, ʯʪʦ ʭʦʪʷ ʩʙʦʨ ʜʘʥʥʳʭ ʠ ʚʳʟʚʘʣ ʨʘʩʩʣʝʜʦʚʘʥʠʝ 

ʩʦ ʩʪʦʨʦʥʳ ʢʦʤʘʥʜʳ Google, ʵʪʦ ʥʝ ʙʳʣʦ ʧʨʠʯʠʥʦʡ ʫʜʘʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʡ ʠʟ 

ʤʘʛʘʟʠʥʘ Google Play ʚ ʦʢʪʷʙʨʝ ʥʳʥʝʰʥʝʛʦ ʛʦʜʘ, ʧʦʩʢʦʣʴʢʫ ʢʠʪʘʡʩʢʘʷ ʢʦʤʧʘʥʠʷ 

ʧʦʣʫʯʠʣʘ ʨʘʟʨʝʰʝʥʠʝ ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʦʙʠʨʘʪʴ ʧʦʜʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ.  

ʊʝʤ ʥʝ ʤʝʥʝʝ, ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʘʢʞʝ ʦʙʥʘʨʫʞʠʣʠ ʠ ʜʨʫʛʠʝ 

ʧʨʦʙʣʝʤʳ, ʥʘʜ ʨʝʰʝʥʠʝʤ ʢʦʪʦʨʳʭ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʨʘʙʦʪʘʝʪ Baidu. ʂʘʢ ʟʘʷʚʠʣʠ ʚ 

ʢʦʤʧʘʥʠʠ, ʧʨʠʣʦʞʝʥʠʝ Baidu Maps ʪʘʢʞʝ ʚʝʨʥʝʪʩʷ ʚ ʤʘʛʘʟʠʥ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ 

ʨʘʟʨʘʙʦʪʯʠʢʠ Baidu ʠʩʧʨʘʚʷʪ ʦʙʥʘʨʫʞʝʥʥʳʝ ʧʨʦʙʣʝʤʳ.  

ɸʥʘʣʦʛʠʯʥʳʡ ʢʦʜ ʜʣʷ ʩʙʦʨʘ ʜʘʥʥʳʭ ʙʳʣ ʦʙʥʘʨʫʞʝʥ ʚ ShareSDK, 

ʨʘʟʨʘʙʦʪʘʥʥʦʤ ʢʠʪʘʡʩʢʠʤ ʛʠʛʘʥʪʦʤ ʨʝʢʣʘʤʥʳʭ ʪʝʭʥʦʣʦʛʠʡ MobTech. SDK, 

ʠʩʧʦʣʴʟʫʝʤʳʡ ʙʦʣʝʝ ʯʝʤ 37 500 ʧʨʠʣʦʞʝʥʠʷʤʠ, ʪʘʢʞʝ ʧʦʟʚʦʣʷʝʪ ʨʘʟʨʘʙʦʪʯʠʢʘʤ 

ʧʨʠʣʦʞʝʥʠʡ ʩʦʙʠʨʘʪʴ ʪʘʢʠʝ ʜʘʥʥʳʝ, ʢʘʢ ʠʥʬʦʨʤʘʮʠʷ ʦ ʤʦʜʝʣʠ ʪʝʣʝʬʦʥʘ, 

ʨʘʟʨʝʰʝʥʠʠ ʵʢʨʘʥʘ, MAC-ʘʜʨʝʩʘʭ, Android ID, ʨʝʢʣʘʤʥʦʤ ʠʜʝʥʪʠʬʠʢʘʪʦʨʝ, 

ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʧʝʨʘʪʦʨʝ ʩʚʷʟʠ, IMSI ʠ IMEI-ʢʦʜèr. (ʇʨʠʣʦʞʝʥʠʷ Baidu ʜʣʷ 

Android ʩʦʙʠʨʘʶʪ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ // SecurityLab.ru 

(https://www.securitylab.ru/news/514326.php). 25.11.2020). 
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***  

 

çɻʦʣʣʘʥʜʩʢʘʷ ʧʦʣʠʮʠʷ ʜʦʧʨʦʩʠʣʘ ʠʩʩʣʝʜʦʚʘʪʝʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʡ 

ʩʢʘʟʘʣ, ʯʪʦ ʫʩʧʝʰʥʦ ʚʦʰʝʣ ʚ ʘʢʢʘʫʥʪ ʧʨʝʟʠʜʝʥʪʘ ʉʐɸ ʚ Twitter, ʫʛʘʜʘʚ ʝʛʦ 

ʧʘʨʦʣʴ. 
ɺ ʧʨʦʰʣʦʤ ʤʝʩʷʮʝ ʠʟʚʝʩʪʥʳʡ ʢʠʙʝʨ-ʠʩʩʣʝʜʦʚʘʪʝʣʴ ɺʠʢʪʦʨ ɻʝʚʝʨʩ ʟʘʷʚʠʣ, ʯʪʦ 

ʧʦʣʫʯʠʣ ʜʦʩʪʫʧ ʢ ʘʢʢʘʫʥʪʫ ɼʦʥʘʣʴʜʘ ʊʨʘʤʧʘ ʚ Twitter ʩ ʧʘʨʦʣʝʤ çMAGA2020!è. 

ɹʝʣʳʡ ʜʦʤ ʦʪʨʠʮʘʣ, ʯʪʦ ʵʪʦ ʧʨʦʠʟʦʰʣʦ, ʘ Twitter ʟʘʷʚʠʣ, ʯʪʦ ʫ ʥʝʛʦ ʥʝʪ 

ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʚʟʣʦʤʘ. 

ʅʦ ʪʝʧʝʨʴ ʛ-ʥ ɻʝʚʝʨʩ ʧʨʝʜʦʩʪʘʚʠʣ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, 

ʧʦʜʪʚʝʨʞʜʘʶʱʫʶ ʝʛʦ ʫʪʚʝʨʞʜʝʥʠʷ. 

ɺ ʭʦʜʝ ʧʦʣʠʮʝʡʩʢʦʛʦ ʜʦʧʨʦʩʘ ʛ-ʥ ɻʝʚʝʨʩ ʚʧʝʨʚʳʝ ʧʦʢʘʟʘʣ, ʯʪʦ ʫ ʥʝʛʦ ʝʩʪʴ 

ʟʥʘʯʠʪʝʣʴʥʦ ʙʦʣʴʰʝ ʜʦʢʘʟʘʪʝʣʴʩʪʚ çʚʟʣʦʤʘè, ʯʝʤ ʦʥ ʨʘʥʝʝ ʦʧʫʙʣʠʢʦʚʘʣ. 

ʆʥ ʥʝ ʨʘʩʢʨʳʣ, ʢʘʢʘʷ ʠʤʝʥʥʦ ʠʥʬʦʨʤʘʮʠʷ ʫ ʥʝʛʦ ʙʳʣʘ, ʥʦ, ʚʦʡʜʷ ʚ ʯʴʶ-

ʥʠʙʫʜʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ Twitter, ʢʪʦ-ʪʦ ʪʝʦʨʝʪʠʯʝʩʢʠ ʩʤʦʞʝʪ: 

ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠ ʦʪʧʨʘʚʣʷʪʴ ʣʠʯʥʳʝ ʩʦʦʙʱʝʥʠʷ 

ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʪʚʠʪʳ, ʢʦʪʦʨʳʝ ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʦʙʘʚʠʣ ʚ ʟʘʢʣʘʜʢʠ 

ʜʦʩʪʫʧ ʢ ʠʥʬʦʨʤʘʮʠʠ, ʥʘʧʨʠʤʝʨ, ʩʢʦʣʴʢʦ ʣʶʜʝʡ ʟʘʙʣʦʢʠʨʦʚʘʣ ʚʣʘʜʝʣʝʮ 

ʘʢʢʘʫʥʪʘ 

ʆʥʠ ʜʘʞʝ ʩʤʦʛʫʪ ʟʘʛʨʫʟʠʪʴ ʘʨʭʠʚ ʚʩʝʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʚʢʣʶʯʘʷ 

ʬʦʪʦʛʨʘʬʠʠ ʠ ʩʦʦʙʱʝʥʠʷ. 

ʇʨʝʜʩʪʘʚʠʪʝʣʴ ʛʦʣʣʘʥʜʩʢʦʡ ʧʨʦʢʫʨʘʪʫʨʳ ʧʦʜʪʚʝʨʜʠʣ ʛʘʟʝʪʝ De Volkskrant: 

çɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʤʳ ʨʘʩʩʣʝʜʫʝʤ, ʥʝ ʧʨʦʠʟʦʰʣʦ ʣʠ ʯʪʦ-ʪʦ ʢʨʠʤʠʥʘʣʴʥʦʝè. 

ʇʨʝʜʩʪʘʚʠʪʝʣʴ ʟʘʷʚʠʣ, ʯʪʦ ʠʭ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʙʳʣʦ çʥʝʟʘʚʠʩʠʤʳʤ 

ʛʦʣʣʘʥʜʩʢʠʤ ʨʘʩʩʣʝʜʦʚʘʥʠʝʤè ʠ ʥʝ ʦʩʥʦʚʳʚʘʣʦʩʴ ʥʘ ʟʘʧʨʦʩʝ ʉʐɸ ʦ ʧʨʘʚʦʚʦʡ 

ʧʦʤʦʱʠ. 

ʇʦʣʠʮʠʷ ʩʦʦʙʱʠʣʘ ɹʠ-ʙʠ-ʩʠ, ʯʪʦ ʛ-ʥ ɻʝʚʝʨʩ ʙʳʣ ʜʦʧʨʦʰʝʥ ʚ ʢʘʯʝʩʪʚʝ 

ʩʚʠʜʝʪʝʣʷ ʛʨʫʧʧʦʡ ʧʦ ʧʨʝʩʪʫʧʣʝʥʠʷʤ ʚ ʩʬʝʨʝ ʚʳʩʦʢʠʭ ʪʝʭʥʦʣʦʛʠʡ ʠ ʝʱʝ ʥʝ ʷʚʣʷʣʩʷ 

ʧʦʜʦʟʨʝʚʘʝʤʳʤ. 

ʇʦʣʠʮʠʷ ʜʦʣʞʥʘ ʩʥʘʯʘʣʘ ʜʦʢʘʟʘʪʴ, ʯʪʦ ʚʟʣʦʤ ʧʨʦʠʟʦʰʝʣ. ɽʩʣʠ ʧʨʦʢʫʨʘʪʫʨʘ 

ʩʦʯʪʝʪ ʜʝʡʩʪʚʠʷ ʛ-ʥʘ ɻʝʚʝʨʩʘ ʥʝʟʘʢʦʥʥʳʤʠ ʠ ʚʳʭʦʜʷʱʠʤʠ ʟʘ ʨʘʤʢʠ ʠʩʩʣʝʜʦʚʘʥʠʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʝʤʫ ʤʦʞʝʪ ʛʨʦʟʠʪʴ ʜʦ ʯʝʪʳʨʝʭ ʣʝʪ ʪʶʨʴʤʳ. 

ɻʝʚʝʨʩ ʩʦʦʙʱʠʣ ʞʫʨʥʘʣʠʩʪʘʤ ʦ ʩʚʦʝʤ ʚʟʣʦʤʝ 22 ʦʢʪʷʙʨʷ. ʆʙ ʵʪʦʤ ʧʝʨʚʳʤ 

ʩʦʦʙʱʠʣ ʛʦʣʣʘʥʜʩʢʠʡ ʥʦʚʦʩʪʥʦʡ ʧʦʨʪʘʣ Vrij Nederland. 

ʋ ʘʢʢʘʫʥʪʘ ɼʦʥʘʣʴʜʘ ʊʨʘʤʧʘ ʚ Twitter ʦʢʦʣʦ 89 ʤʠʣʣʠʦʥʦʚ ʧʦʜʧʠʩʯʠʢʦʚ. 

ʉʢʨʠʥʰʦʪʳ 

ɻʝʚʝʨʩ ʛʦʚʦʨʠʪ, ʯʪʦ 16 ʦʢʪʷʙʨʷ ʦʥ ʧʨʦʚʦʜʠʣ ʧʦʣʫʨʝʛʫʣʷʨʥʫʶ ʧʨʦʚʝʨʢʫ 

ʘʢʢʘʫʥʪʦʚ ʚ Twitter ʚʳʩʦʢʦʧʦʩʪʘʚʣʝʥʥʳʭ ʢʘʥʜʠʜʘʪʦʚ ʥʘ ʚʳʙʦʨʘʭ ʚ ʉʐɸ, ʢʦʛʜʘ 

ʫʛʘʜʘʣ ʧʘʨʦʣʴ ʧʨʝʟʠʜʝʥʪʘ ʊʨʘʤʧʘ. 

ʆʥ ʥʝ ʧʫʙʣʠʢʦʚʘʣ ʥʠʢʘʢʠʭ ʪʚʠʪʦʚ ʠ ʥʝ ʤʝʥʷʣ ʥʠʢʘʢʠʭ ʥʘʩʪʨʦʝʢ, ʥʦ ʩʢʘʟʘʣ, 

ʯʪʦ ʩʜʝʣʘʣ ʩʢʨʠʥʰʦʪʳ ʥʝʢʦʪʦʨʳʭ ʯʘʩʪʝʡ ʘʢʢʘʫʥʪʘ ʧʨʝʟʠʜʝʥʪʘ. 

ʆʥ ʩʢʘʟʘʣ, ʯʪʦ ʧʦʪʨʘʪʠʣ ʥʝʩʢʦʣʴʢʦ ʜʥʝʡ, ʧʳʪʘʷʩʴ ʩʚʷʟʘʪʴʩʷ ʩ ʧʨʝʜʚʳʙʦʨʥʦʡ 

ʢʘʤʧʘʥʠʝʡ ʊʨʘʤʧʘ, ʯʪʦʙʳ ʧʨʝʜʫʧʨʝʜʠʪʴ ʠʭ ʦʙ ʠʭ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʦʡ ʥʝ ʭʚʘʪʘʣʦ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʤʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʘʢʠʭ ʢʘʢ ʜʚʫʭʬʘʢʪʦʨʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ, 

ʧʨʝʞʜʝ ʯʝʤ ʠʜʪʠ ʚ ʧʨʝʩʩʫ. 
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ɼʚʫʭʬʘʢʪʦʨʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ - ʵʪʦ ʰʠʨʦʢʦ ʠʩʧʦʣʴʟʫʝʤʘʷ ʩʠʩʪʝʤʘ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʩʚʷʟʳʚʘʝʪ ʪʝʣʝʬʦʥʥʦʝ ʧʨʠʣʦʞʝʥʠʝ ʠʣʠ ʥʦʤʝʨ ʩ ʫʯʝʪʥʦʡ 

ʟʘʧʠʩʴʶ, ʯʪʦʙʳ ʜʦʙʘʚʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʰʘʛ ʢ ʧʨʦʮʝʩʩʫ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ. 

ʉʯʝʪ ʧʨʝʟʠʜʝʥʪʘ ʉʐɸ ʪʝʧʝʨʴ ʚ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʉʢʝʧʪʠʮʠʟʤ 

ɺ ʪʦ ʚʨʝʤʷ Twitter ʩʦʦʙʱʠʣ: çʄʳ ʥʝ ʫʚʠʜʝʣʠ ʥʠʢʘʢʠʭ ʜʦʢʘʟʘʪʝʣʴʩʪʚ, 

ʧʦʜʪʚʝʨʞʜʘʶʱʠʭ ʵʪʦ ʫʪʚʝʨʞʜʝʥʠʝ. ʄʳ ʘʢʪʠʚʥʦ ʚʥʝʜʨʠʣʠ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ 

ʦʧʨʝʜʝʣʝʥʥʦʡ ʛʨʫʧʧʳ ʚʳʩʦʢʦʧʦʩʪʘʚʣʝʥʥʳʭ ʘʢʢʘʫʥʪʦʚ Twitter, ʩʚʷʟʘʥʥʳʭ ʩ 

ʚʳʙʦʨʘʤʠ, ʚ ʉʦʝʜʠʥʝʥʥʳʭ ʐʪʘʪʘʭ, ʚʢʣʶʯʘʷ ʬʝʜʝʨʘʣʴʥʳʝ ʦʨʛʘʥʳ ʚʣʘʩʪʠ. " 

Twitter ʦʪʢʘʟʘʣʩʷ ʦʪʚʝʯʘʪʴ ʥʘ ʢʘʢʠʝ-ʣʠʙʦ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʚʦʧʨʦʩʳ ʦ ʚʟʣʦʤʝ, 

ʚ ʪʦʤ ʯʠʩʣʝ ʦ ʪʦʤ, ʧʦʩʪʦʷʥʥʦ ʣʠ ʧʨʠʤʝʥʷʶʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʠ ʝʩʪʴ ʣʠ ʫ ʢʦʤʧʘʥʠʠ ʜʦʩʪʫʧ ʢ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʧʨʝʟʠʜʝʥʪʘ. 

ʈʘʩʩʢʘʟ ʛ-ʥʘ ɻʝʚʝʨʩʘ ʙʳʣ ʚʩʪʨʝʯʝʥ ʥʝʢʦʪʦʨʳʤʠ ʚ ʤʠʨʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʢʝʧʪʠʯʝʩʢʠ, ʧʦʩʢʦʣʴʢʫ ʝʛʦ ʩʢʨʠʥʰʦʪʳ ʤʦʛʣʠ ʙʳʪʴ ʧʦʜʜʝʣʘʥʳ. 

ʆʜʥʘʢʦ ʦʥ ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʫ ʥʝʛʦ ʛʦʨʘʟʜʦ ʙʦʣʴʰʝ ʜʘʥʥʳʭ. ʆʥ ʥʘʜʝʝʪʩʷ, ʯʪʦ 

ʝʤʫ ʥʝ ʧʨʠʜʝʪʩʷ ʩʦʦʙʱʘʪʴ ʦʙ ʵʪʦʤ ʚ ʧʨʦʢʫʨʘʪʫʨʫ, ʥʦ ʛʦʚʦʨʠʪ, ʯʪʦ ʛʦʪʦʚ ʢ ʵʪʦʤʫ ʚ 

ʩʣʫʯʘʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. 

ʆʥ ʩʢʘʟʘʣ: çʋ ʤʝʥʷ ʝʩʪʴ ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ, ʢʦʪʦʨʳʝ ʥʝ ʙʳʣʠ ʚʢʣʶʯʝʥʳ ʚ 

ʦʪʚʝʪʩʪʚʝʥʥʦʝ ʨʘʩʢʨʳʪʠʝ ʠʥʬʦʨʤʘʮʠʠ ʢʦʤʘʥʜʝ ʊʨʘʤʧʘ, ʧʦʪʦʤʫ ʯʪʦ ʦʥʠ ʥʠʯʝʛʦ ʥʝ 

ʜʦʙʘʚʠʣʠ ʢ ʧʨʝʜʫʧʨʝʞʜʝʥʠʶ ʞʝʨʪʚʳ ʦ ʨʠʩʢʝ. 

çʗ ʧʦʢʘʟʘʣ ʥʝʢʦʪʦʨʳʝ ʠʟ ʥʠʭ ʠʟʙʨʘʥʥʦʡ ʛʨʫʧʧʝ ʞʫʨʥʘʣʠʩʪʦʚ. ʇʦʣʠʮʠʷ 

ʩʧʨʦʩʠʣʘ ʤʝʥʷ, ʞʝʣʘʶ ʣʠ ʷ ʧʦʢʘʟʘʪʴ ʵʪʦ, ʠ ʷ ʩʢʘʟʘʣ ʥʝʪ. ʊʦʣʴʢʦ ʧʨʠ ʥʘʣʠʯʠʠ 

ʧʨʠʟʥʘʢʦʚ ʧʨʘʚʦʥʘʨʫʰʝʥʠʷ ʘʨʭʠʚʥʳʝ ʤʘʪʝʨʠʘʣʳ ʙʫʜʫʪ ʨʘʟʙʣʦʢʠʨʦʚʘʥʳè. 

BBC ʚʠʜʝʣʘ ʥʝʢʦʪʦʨʳʝ ʩʚʠʜʝʪʝʣʴʩʪʚʘ, ʥʦ ʥʝ ʩʤʦʛʣʘ ʧʨʦʚʝʨʠʪʴ, ʚʩʝ ʣʠ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʤʘʪʝʨʠʘʣʳ ʷʚʣʷʶʪʩʷ ʧʦʜʣʠʥʥʳʤʠ. 

ʅʦ ʛ-ʥ ɻʝʚʝʨʩ ʛʦʚʦʨʠʪ, ʯʪʦ ʦʥ ʧʨʠʜʝʨʞʠʚʘʝʪʩʷ ʩʚʦʝʛʦ ʦʪʯʝʪʘ ʦ ʩʦʙʳʪʠʷʭ ʠ 

ʥʘʜʝʝʪʩʷ, ʯʪʦ ʝʛʦ ʜʝʡʩʪʚʠʷ ʙʫʜʫʪ ʧʨʠʟʥʘʥʳ ʥʦʨʤʘʣʴʥʦʡ ʯʘʩʪʴʶ ʝʛʦ ʨʘʙʦʪʳ ʢʘʢ 

ʵʪʠʯʥʦʛʦ ʭʘʢʝʨʘ. 

çʋ ʛʦʣʣʘʥʜʩʢʦʡ ʥʘʮʠʦʥʘʣʴʥʦʡ ʧʦʣʠʮʠʠ, ʦʩʦʙʝʥʥʦ ʛʨʫʧʧʳ ʦʪʜʝʣʘ ʧʦ ʙʦʨʴʙʝ ʩ 

ʧʨʝʩʪʫʧʣʝʥʠʷʤʠ ʚ ʩʬʝʨʝ ʚʳʩʦʢʠʭ ʪʝʭʥʦʣʦʛʠʡ, ʥʝ ʜʦʣʞʥʦ ʙʳʪʴ ʧʨʠʯʠʥ ʩʦʤʥʝʚʘʪʴʩʷ 

ʚ ʤʦʝʤ ʟʘʷʚʣʝʥʠʠ. ʆʥʠ ʟʥʘʶʪ ʤʝʥʷ, ʦʥʠ ʟʥʘʶʪ ʤʦʶ ʨʘʙʦʪʫ ʚ ɻʦʣʣʘʥʜʩʢʦʤ 

ʠʥʩʪʠʪʫʪʝ ʨʘʩʢʨʳʪʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʙʦʣʝʝ 22 ʣʝʪ. 

çʗ ʥʝ çʚʟʣʘʤʳʚʘʣè ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʊʨʘʤʧʘ, ʷ ʥʝ ʦʙʭʦʜʠʣ ʥʠʢʘʢʫʶ ʩʠʩʪʝʤʫ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʩʢʦʣʴʢʫ ʥʝ ʙʳʣʦ ʘʜʝʢʚʘʪʥʦʡ ʟʘʱʠʪʳ. ʗ ʧʨʦʩʪʦ ʫʛʘʜʘʣ ʧʘʨʦʣʴ, ʘ 

ʟʘʪʝʤ ʧʦʧʳʪʘʣʩʷ ʧʨʝʜʫʧʨʝʜʠʪʴ ʝʛʦ ʢʦʤʘʥʜʫ ʦ ʨʠʩʢʘʭ ʠ ʩʧʦʩʦʙʘʭ ʠʭ ʫʩʪʨʘʥʝʥʠʷè. 

ʈʘʥʝʝ ʚ ʵʪʦʤ ʛʦʜʫ ɻʝʚʝʨʩ ʪʘʢʞʝ ʫʪʚʝʨʞʜʘʣ, ʯʪʦ ʚ 2016 ʛʦʜʫ ʫʩʧʝʰʥʦ ʚʦʰʝʣ ʚ 

ʘʢʢʘʫʥʪ ʊʨʘʤʧʘ ʚ Twitter. 

ɺ ʵʪʦʤ ʣʦʛʠʥʝ ʦʥ ʠ ʜʨʫʛʠʝ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʩʧʦʣʴʟʦʚʘʣʠ ʧʘʨʦʣʴ, 

ʩʚʷʟʘʥʥʳʡ ʩ ʜʨʫʛʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʴʶ ɼʦʥʘʣʴʜʘ ʊʨʘʤʧʘ ʚ ʩʦʮʠʘʣʴʥʦʡ ʩʝʪʠ, ʢʦʪʦʨʘʷ 

ʙʳʣʘ ʦʙʥʘʨʫʞʝʥʘ ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʨʝʜʳʜʫʱʝʡ ʫʪʝʯʢʠ ʜʘʥʥʳʭ. 

ɺ ʵʪʦʤ ʩʣʫʯʘʝ ɻʝʚʝʨʩ ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʧʘʨʦʣʴ ʙʳʣ ʝʱʝ ʦʜʥʦʡ ʠʟʚʝʩʪʥʦʡ 

ʬʨʘʟʦʡ ʟʚʝʟʜʳ ʨʝʘʣʠʪʠ-ʰʦʫ ʠ ʧʦʣʠʪʠʢʘ: çʚʳ ʫʚʦʣʝʥʳè. (Joe Tidy. Trump Twitter 

óhackô: Dutch police question researcher // BBC 

(https://www.bbc.com/news/technology-55019858). 20.11.2020).  
***  
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çéGartner ʧʨʦʛʥʦʟʠʨʫʶʪ, ʯʪʦ ʢ ʢʦʥʮʫ 2025 ʛ. ʙʦʣʝʝ 3 ʤʣʨʜ. 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʙʫʜʝʪ ʦʭʚʘʯʝʥʦ, ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʦʜʥʦʡ ʢʦʤʤʝʨʯʝʩʢʦʡ ʠʣʠ 
ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ, ʧʨʦʛʨʘʤʤʦʡ çʀʥʪʝʨʥʝʪʘ ʧʦʚʝʜʝʥʠʷè (IoB). ɺ ʪʦ ʞʝ ʚʨʝʤʷ 

ʧʦʣʦʚʠʥʘ ʢʨʫʧʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ ʚʥʝʜʨʷʪ ʥʦʚʳʝ ʘʣʛʦʨʠʪʤʳ ʦʙʝʩʧʝʯʝʥʠʷ 

ʧʨʠʚʘʪʥʦʩʪʠ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʚ ʥʝʟʘʱʠʱʝʥʥʳʭ ʠ ʩʦʚʤʝʩʪʥʳʭ (shared) ʩʨʝʜʘʭ. 

ʀ ʧʦʣʴʟʦʚʘʪʝʣʠ, ʠ ʢʦʤʧʘʥʠʠ ʙʫʜʫʪ ʤʦʥʝʪʠʟʠʨʦʚʘʪʴ ʩʚʦʶ ʧʨʠʚʘʪʥʦʩʪʴ, ʪʦʣʴʢʦ 

ʧʦ ʨʘʟʥʳʝ ʩʪʦʨʦʥʳ ʙʘʨʨʠʢʘʜ. ɹʠʟʥʝʩ ʥʘʯʥʝʪ ʧʣʘʪʠʪʴ ʠʣʠ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʩʚʦʠ ʫʩʣʫʛʠ 

ʚ ʦʙʤʝʥ ʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʩʦʙʠʨʘʪʴ ʠ ʤʦʥʝʪʠʟʠʨʦʚʘʪʴ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʃʶʜʠ 

ʞʝ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʘʟʣʠʯʥʳʝ ʧʨʦʛʨʘʤʤʥʳʝ ʢʦʤʧʣʝʢʩʳ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʠ 

ʢʦʥʪʨʦʣʷ ʧʝʨʩʦʥʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʠ ʧʨʦʜʘʚʘʪʴ ʝʝ. ɺʳʩʦʢʘ ʚʝʨʦʷʪʥʦʩʪʴ, ʯʪʦ 

ʢʦʨʧʦʨʘʮʠʠ ʚ ʙʦʨʴʙʝ ʟʘ ʧʨʘʚʦ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʙʫʜʫʪ ʛʦʪʦʚʳ 

ʧʣʘʪʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʧʨʝʤʠʶ ʟʘ ʵʢʩʢʣʶʟʠʚʥʳʡ ʜʦʩʪʫʧ ʢ ʥʠʤ. 

ʉ ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, ʚʩʝ ʘʢʪʫʘʣʴʥʝʝ ʩʪʘʥʦʚʠʪʩʷ ʚʦʧʨʦʩ ʮʠʬʨʦʚʦʡ ʥʘʮʠʦʥʘʣʴʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʥʪʨʦʣʴ ʜʝʡʩʪʚʠʡ ʠ ʠʥʬʦʨʤʘʮʠʠ ʩʦ ʩʪʦʨʦʥʳ ʩʠʣʦʚʳʭ ʚʝʜʦʤʩʪʚ. 

ʅʝʜʘʚʥʦ ʦʯʝʨʝʜʥʦʡ ʚʠʪʦʢ ʧʦʣʫʯʠʣ ʩʢʘʥʜʘʣ ʩ ʜʚʦʡʥʳʤ ʙʵʢʜʦʨʦʤ ʦʪ çɸʛʝʥʪʩʪʚʘ 

ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʉʐɸè ʠ çʥʝʠʟʚʝʩʪʥʦʛʦ ʛʦʩʫʜʘʨʩʪʚʘè ʚ ʆʉ ʩʝʪʝʚʦʛʦ 

ʦʙʦʨʫʜʦʚʘʥʠʷ Juniper. 

ʂʨʦʤʝ ʪʦʛʦ, ʥʘ ʜʥʷʭ ʩʦʚʝʪ ʤʠʥʠʩʪʨʦʚ ɽʉ ʧʨʠʥʷʣ ʧʦʩʪʘʥʦʚʣʝʥʠʝ, 

ʦʙʷʟʳʚʘʶʱʝʝ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ çʤʝʩʩʝʥʜʞʝʨʦʚè, ʥʘʧʨʠʤʝʨ, WhatsApp, Signal ʠ ʪ.ʜ., 

ʧʨʝʜʦʩʪʘʚʠʪʴ ʤʘʩʪʝʨ-ʢʣʶʯʠ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʩʦʦʙʱʝʥʠʡ ʩ E2E-ʰʠʬʨʦʚʘʥʠʝʤ. 

ʕʪʦ ʜʘʣʝʢʦ ʥʝ ʧʝʨʚʘʷ ʘʢʪʠʚʥʦʩʪʴ ʚ ʜʘʥʥʦʤ ʥʘʧʨʘʚʣʝʥʠʠ. ʌʨʘʥʮʠʷ ʚ ʪʝʯʝʥʠʝ 

ʚʩʝʛʦ ʛʦʜʘ ʧʨʦʜʚʠʛʘʣʘ ʠʥʠʮʠʠʨʦʚʘʥʥʳʝ ɺʝʣʠʢʦʙʨʠʪʘʥʠʝʡ ʜʝʡʩʪʚʠʷ ʧʨʦʪʠʚ 

ʙʝʟʦʧʘʩʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ ʥʘ ʪʘʢʠʭ ʧʣʘʪʬʦʨʤʘʭ, ʢʘʢ WhatsApp, ʥʘ ʫʨʦʚʥʝ ɽʉ. 

ʆʩʥʦʚʘ ʜʣʷ ʵʪʦʛʦ ʙʳʣʘ ʧʦʜʛʦʪʦʚʣʝʥʘ ʝʱʝ ʚ 2015 ʛ., ʢʘʢ ʠ ʠʩʪʦʨʠʷ ʩ Juniper, ʚ ʚʠʜʝ 

ʮʝʣʦʡ ʩʝʨʠʠ ʠʥʠʮʠʘʪʠʚ ɽʚʨʦʧʦʣʘ ʠ ʌɹʈ. 

ʊʦʣʴʢʦ ʚ ʥʘʯʘʣʝ ʦʢʪʷʙʨʷ ʤʠʥʠʩʪʨʳ ʚʥʫʪʨʝʥʥʠʭ ʜʝʣ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ, ʉʐɸ, 

ɸʚʩʪʨʘʣʠʠ, ʅʦʚʦʡ ɿʝʣʘʥʜʠʠ ʠ ʂʘʥʘʜʳ, ʘ ʧʦʟʞʝ ʗʧʦʥʠʠ ʠ ʀʥʜʠʠ, ʩʥʦʚʘ ʦʙʨʘʪʠʣʠʩʴ 

ʢ ʠʥʪʝʨʥʝʪ-ʧʨʦʚʘʡʜʝʨʘʤ ʩ ʧʨʦʩʴʙʦʡ ʦʙʦʨʫʜʦʚʘʪʴ ʩʚʦʠ ʩʝʪʠ ʠʥʩʪʨʫʤʝʥʪʘʤʠ ʜʣʷ 

ʩʦʪʨʫʜʥʠʢʦʚ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚéè (ʂʠʨʠʣʣ ɻʦʥʯʘʨʫʢ. ʇʨʠʚʘʪʥʦʩʪʴ ʚ 

digital-ʤʠʨʝ - ʤʠʬ ʠʣʠ ʨʝʘʣʴʥʦʩʪʴ? // ʂʦʤʧʴʶʪʝʨʥʦʝ ʆʙʦʟʨʝʥʠʝ 

(https://ko.com.ua/privatnost_v_digital-mire_mif_ili_realnost_135418). 25.11.2020).  

***  

 

çʂʦʤʧʘʥʠʷ çElcore ʋʢʨʘʠʥʘè, ʦʬʠʮʠʘʣʴʥʳʡ ʜʠʩʪʨʠʙʴʶʪʦʨ Micro Focus, 

ʩʦʦʙʱʠʣʘ ʦ ʪʦʤ, ʚʝʥʜʦʨ ʘʥʦʥʩʠʨʦʚʘʣ ʨʝʣʠʟ 2.0 ʢʦʤʧʣʝʢʩʥʦʛʦ ʨʝʰʝʥʠʷ ʜʣʷ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠ ʙʝʟʦʧʘʩʥʦʛʦ ʜʦʩʪʫʧʘ, NetIQ Risk Service. 
ʂʘʢ ʦʪʤʝʯʘʝʪʩʷ, ʵʪʦ ʦʙʥʦʚʣʝʥʠʝ, ʫʞʝ ʧʨʝʜʣʘʛʘʝʤʦʝ ʟʘʢʘʟʯʠʢʘʤ ʚʦ ʚʩʸʤ ʤʠʨʝ, 

ʟʥʘʯʠʪʝʣʴʥʦ ʫʣʫʯʰʘʝʪ ʘʜʘʧʪʠʚʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʜʦʩʪʫʧʦʤ: ʥʝʧʨʝʨʳʚʥʳʡ ʘʥʘʣʠʟ 

ʧʦʚʝʜʝʥʠʷ, ʧʦʟʚʦʣʷʝʪ ʫʩʪʘʥʦʚʠʪʴ, ʢʦʛʜʘ ʟʘʱʠʱʸʥʥʳʤ ʨʝʩʫʨʩʘʤ ʪʨʝʙʫʝʪʩʷ ʙʦʣʝʝ 

ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʀʩʧʦʣʴʟʫʷ ʥʝʢʦʥʪʨʦʣʠʨʫʝʤʦʝ ʤʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ 

ʧʦʚʝʜʝʥʯʝʩʢʠʭ ʥʦʨʤ, NetIQ Risk Service ʧʨʝʜʫʧʨʝʞʜʘʝʪ ʦ ʟʥʘʯʠʤʳʭ ʦʪʢʣʦʥʝʥʠʷʭ ʦʪ 

ʙʘʟʦʚʳʭ ʧʦʢʘʟʘʪʝʣʝʡ, ʧʨʠ ʢʦʪʦʨʳʭ ʩʣʝʜʫʝʪ ʧʨʠʤʝʥʠʪʴ ʙʦʣʝʝ ʩʪʨʦʛʠʝ ʤʝʪʦʜʳ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʦʛʨʘʥʠʯʝʥʠʝ ʠʣʠ ʟʘʚʝʨʰʝʥʠʝ ʩʝʩʩʠʠ ʣʠʙʦ ʢʦʤʙʠʥʘʮʠʶ ʵʪʠʭ ʤʝʨ. 
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çɼʝʡʩʪʚʠʪʝʣʴʥʦ, ʦʨʛʘʥʠʟʘʮʠʠ ʪʝʧʝʨʴ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʘʩʧʦʟʥʘʚʘʥʠʝ 

ʪʝʢʫʱʝʛʦ ʧʦʚʝʜʝʥʠʷ ʢʘʢ ʬʘʢʪʦʨ ʜʣʷ ʦʮʝʥʢʠ ʨʠʩʢʘ ʠʣʠ ʧʨʠʥʷʪʠʷ ʨʝʰʝʥʠʷ ʦʙ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʣʠ ʘʚʪʦʨʠʟʘʮʠʠ, ï ʦʪʤʝʪʠʣ ʅʠʢ ʅʠʢʦʣʩ (Nick Nikols), ʚʠʮʝ-

ʧʨʝʟʠʜʝʥʪ ʧʦ ʩʪʨʘʪʝʛʠʠ Micro Focus. ï ʀʪʝʛʨʘʮʠʷ Risk Service ʩ ʧʦʚʝʜʝʥʯʝʩʢʦʡ 

ʘʥʘʣʠʪʠʢʦʡ ʥʝ ʪʨʝʙʫʝʪ ʦʙʫʯʝʥʠʷ ʧʝʨʩʦʥʘʣʘ ʠ ʤʦʞʝʪ ʙʳʪʴ ʤʛʥʦʚʝʥʥʦ ʧʦʜʢʣʶʯʝʥʘ ʢ 

ʩʫʱʝʩʪʚʫʶʱʝʡ ʟʘʱʠʪʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ, ʩʚʦʜʷ ʢ ʤʠʥʠʤʫʤʫ ʫʪʝʯʢʫ ʨʝʩʫʨʩʦʚ ʠ 

ʧʦʚʳʰʘʷ, ʚ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ, ʫʩʪʦʡʯʠʚʦʩʪʴ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠè. 

ɻʣʘʚʥʳʝ ʫʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ ʠ ʚʦʟʤʦʞʥʦʩʪʠ Micro Focus NetIQ Risk Service: 

 Å ɻʦʪʦʚʘʷ ʢ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʠʥʪʝʛʨʘʮʠʷ ʩ ʦʙʣʘʯʥʦʡ ʪʝʭʥʦʣʦʛʠʝʡ ʤʘʰʠʥʥʦʛʦ 

ʦʙʫʯʝʥʠʷ Micro Focus Interset 

 Å ʉʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʝ ʧʦʚʝʜʝʥʯʝʩʢʠʝ ʤʦʜʝʣʠ ʜʦʩʪʫʧʘ, ʚ ʢʦʪʦʨʳʭ ʜʣʷ 

ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʧʨʦʬʠʣʠʨʦʚʘʥʠʷ ʠ ʠʟʤʝʨʝʥʠʷ ʨʠʩʢʦʚ ʧʨʠʤʝʥʷʝʪʩʷ ʙʦʣʝʝ 450 

ʚʩʪʨʦʝʥʥʳʭ ʘʣʛʦʨʠʪʤʦʚ ʥʝʢʦʥʪʨʦʣʠʨʫʝʤʦʛʦ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ. 

 Å ʂʦʤʧʦʥʦʚʢʘ ʚ ʢʦʥʪʝʡʥʝʨʘʭ Docker, ʦʙʝʩʧʝʯʠʚʘʶʱʘʷ ʧʝʨʝʥʦʩʠʤʦʩʪʴ 

ʧʣʘʪʬʦʨʤʳ, ʘ ʪʘʢʞʝ ʝʸ ʫʧʨʘʚʣʷʝʤʦʩʪʴ ʩ ʧʦʤʦʱʴʶ Kubernetes. 

 Å ʉʧʨʦʝʢʪʠʨʦʚʘʥ ʚ ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʝʥʠʷ ʢ ʰʠʨʦʢʦ ʨʘʩʧʨʦʩʪʨʘʥʸʥʥʳʤ 

ʧʦʣʠʪʠʢʘʤ ʧʨʝʜʦʧʨʝʜʝʣʸʥʥʦʛʦ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʨʠʩʢʠ. 

ʇʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʮʠʬʨʦʚʘʷ ʪʨʘʥʩʬʦʨʤʘʮʠʷ ʧʨʦʜʦʣʞʘʝʪ ʩʪʠʤʫʣʠʨʦʚʘʪʴ 

ʩʪʨʘʪʝʛʠʯʝʩʢʠʝ ʠʟʤʝʥʝʥʠʷ ʙʠʟʥʝʩʘ, Micro Focus NetIQ Risk Service ʧʦʟʚʦʣʷʝʪ 

ʦʨʛʘʥʠʟʘʮʠʷʤ ʦʩʤʳʩʣʝʥʥʦ ʘʜʘʧʪʠʨʦʚʘʪʴʩʷ ʢ ʪʝʢʫʱʠʤ ʠ ʙʫʜʫʱʠʤ ʫʛʨʦʟʘʤ ʠ 

ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʤʥʦʛʠʭ ʩʧʦʩʦʙʦʚ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʳʭ Micro Focus ʧʦʤʦʛʘʝʪ 

ʢʣʠʝʥʪʘʤ ʚʝʩʪʠ, ʟʘʱʠʱʘʪʴ ʠ ʧʨʝʦʙʨʘʟʦʚʳʚʘʪʴ ʩʚʦʡ ʙʠʟʥʝʩè. (NetIQ Risk Services 

2.0 ʠʩʧʦʣʴʟʫʝʪ ʤʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ ʜʣʷ ʥʝʧʨʝʨʳʚʥʦʡ ʘʚʪʦʨʠʟʘʮʠʠ // 

ʂʦʤʧʴʶʪʝʨʥʦʝ ʆʙʦʟʨʝʥʠʝ 

(https://ko.com.ua/netiq_risk_services_2_0_ispolzuet_mashinnoe_obuchenie_dlya_nep

reryvnoj_avtorizacii_135426). 26.11.2020).  

***  

 

 
ʂʽʙʝʨʙʝʟʧʝʢʘ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ 

 

çʀʩʧʦʣʴʟʦʚʘʥʠʝ ʫʤʥʳʭ ʠ ʧʦʜʢʣʶʯʝʥʥʳʭ ʢ ʀʥʪʝʨʥʝʪʫ ʫʩʪʨʦʡʩʪʚ ʤʦʞʝʪ 

ʩʫʱʝʩʪʚʝʥʥʦ ʦʙʣʝʛʯʠʪʴ ʥʘʰʫ ʞʠʟʥʴ, ʥʦ ʪʘʢʞʝ ʤʦʞʝʪ ʜʘʪʴ ʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʷʤ 

ʙʦʣʴʰʠʡ ʢʦʥʪʨʦʣʴ ʥʘʜ ʥʝʡ. 

ʇʦ ʜʘʥʥʳʤ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʡ ʢʦʤʧʘʥʠʠ Park Associates, ʢʘʞʜʦʝ ʪʨʝʪʴʝ 

ʜʦʤʘʰʥʝʝ ʭʦʟʷʡʩʪʚʦ ʚ ʉʐɸ ʩ ʰʠʨʦʢʦʧʦʣʦʩʥʳʤ ʧʦʜʢʣʶʯʝʥʠʝʤ ʚʣʘʜʝʝʪ ʢʘʢ 

ʤʠʥʠʤʫʤ ʦʜʥʠʤ ʫʩʪʨʦʡʩʪʚʦʤ ʫʤʥʦʛʦ ʜʦʤʘ, ʘ ʠʥʪʝʨʘʢʪʠʚʥʳʝ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʫʜʘʣʝʥʥʦʝ ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʚʦʟʤʦʞʥʦʩʪʠ ʫʧʨʘʚʣʝʥʠʷ, ʫʩʪʘʥʦʚʣʝʥʳ 

ʚ 20% ʵʪʠʭ ʜʦʤʘʰʥʠʭ ʭʦʟʷʡʩʪʚ. 

ʅʝʢʦʪʦʨʳʝ ʢʦʤʧʘʥʠʠ, ʧʨʝʜʣʘʛʘʶʱʠʝ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ, ʚ ʪʦʤ 

ʯʠʩʣʝ Google, Belkin ʠ Best Buy, ʙʝʟ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʦʪʢʘʟʘʣʠʩʴ ʦʪ ʩʚʦʠʭ 

ʧʨʦʜʫʢʪʦʚʳʭ ʣʠʥʝʡʦʢ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʦʩʪʘʚʠʚ ʧʦʪʨʝʙʠʪʝʣʝʡ ʙʝʟ 

ʧʦʜʜʝʨʞʢʠ. 
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ʕʪʦ ʧʨʠʚʦʜʠʪ ʢ ʪʦʤʫ, ʯʪʦ ʅʘʪʘʰʘ ʊʫʩʠʢʦʚʘ, ʜʦʮʝʥʪ ʁʦʨʢʩʢʦʛʦ ʫʥʠʚʝʨʩʠʪʝʪʘ 

ʂʘʥʘʜʳ, ʥʘʟʳʚʘʝʪ çʨʝʛʫʣʠʨʦʚʘʥʠʝʤ ʯʝʨʝʟ ʩʪʝʥʫè. ʕʪʦ ʢʦʛʜʘ ʧʨʦʠʟʚʦʜʠʪʝʣʠ 

ʫʤʳʰʣʝʥʥʦ ʧʦʨʪʷʪ ʠʣʠ ʫʥʠʯʪʦʞʘʶʪ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ çʩ ʥʘʤʝʨʝʥʠʝʤ 

ʦʪʨʠʮʘʪʝʣʴʥʦ ʧʦʚʣʠʷʪʴ ʥʘ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʧʨʦʜʫʢʪʘè. 

ʊʘʢʦʝ ʨʘʟʨʫʰʝʥʠʝ ʠʟʤʝʥʷʝʪ ʫʧʨʘʚʣʝʥʠʝ ʬʠʟʠʯʝʩʢʠʤʠ ʧʨʦʜʫʢʪʘʤʠ, ʧʦʩʢʦʣʴʢʫ 

ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʤʦʛʫʪ çʧʨʦʠʟʚʦʣʴʥʦ ʠ ʫʜʘʣʝʥʥʦ ʚʣʠʷʪʴ ʥʘ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ 

ʣʶʙʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʠ ʜʘʞʝ ʦʧʨʝʜʝʣʷʪʴ ʩʨʦʢ ʝʛʦ ʩʣʫʞʙʳè, - ʛʦʚʦʨʠʪ 

ʊʫʩʠʢʦʚʘ. 

ʕʪʦ ʪʘʢʞʝ ʜʘʝʪ ʢʦʤʧʘʥʠʷʤ çʥʝʩʧʨʘʚʝʜʣʠʚʫʶ ʚʦʟʤʦʞʥʦʩʪʴ ʥʘʚʷʟʳʚʘʪʴ ʩʚʦʠ 

ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʳʝ ʧʦʣʠʪʠʢʠ ʚ ʦʜʥʦʩʪʦʨʦʥʥʝʤ, ʘʚʪʦʤʘʪʠʯʝʩʢʦʤ ʠ ʫʜʘʣʝʥʥʦʤ 

ʧʦʨʷʜʢʝ. ɹʣʘʛʦʜʘʨʷ ʠʭ ʧʨʦʛʨʘʤʤʥʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ ʧʨʦʜʫʢʪʳ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ 

ʦʩʪʘʶʪʩʷ ʧʦʜʢʣʶʯʝʥʥʳʤʠ... ʢ ʩʚʦʠʤ ʧʨʦʠʟʚʦʜʠʪʝʣʷʤ, [ʯʪʦ] ʧʦʟʚʦʣʷʝʪ ʢʦʤʧʘʥʠʷʤ... 

ʦʩʫʱʝʩʪʚʣʷʪʴ ʟʥʘʯʠʪʝʣʴʥʳʡ ʢʦʥʪʨʦʣʴ ʥʘʜ ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʤʠ ʚ ʩʝʪʴ ʚʝʱʘʤʠ", 

ʛʦʚʦʨʠʪ ʵʢʩʧʝʨʪ. 

ʃʶʙʦʡ ʚʳʙʦʨ ʩʣʦʞʥʳʡ 

ʅʘʧʨʠʤʝʨ, ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ Google ʟʘʢʨʳʣ ʩʚʦʶ ʧʨʦʛʨʘʤʤʫ Works with Nest, 

ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʠʣʘ ʩʪʦʨʦʥʥʠʤ ʧʨʦʠʟʚʦʜʠʪʝʣʷʤ ʧʨʝʜʣʘʛʘʪʴ ʧʨʦʜʫʢʪʳ, ʢʦʪʦʨʳʝ 

ʨʘʙʦʪʘʣʠ ʩ ʝʛʦ ʩʝʤʝʡʩʪʚʦʤ ʧʦʜʢʣʶʯʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚ Nest. ʕʪʦ ʙʳʣʦ ʧʨʝʣʶʜʠʝʡ ʢ 

ʟʘʧʫʩʢʫ ʩʚʦʝʡ ʧʣʘʪʬʦʨʤʳ ʥʘ ʚʥʫʪʨʝʥʥʝʤ ʨʳʥʢʝ ʩ ʧʦʤʦʱʴʶ Google Assistant. 

ʊʨʝʪʴʠ ʩʪʦʨʦʥʳ, ʧʦ ʩʫʪʠ, ʜʦʣʞʥʳ ʙʳʣʠ ʣʠʙʦ ʧʝʨʝʚʝʩʪʠ ʩʚʦʠ ʧʨʦʜʫʢʪʳ ʥʘ ʨʘʙʦʪʫ ʩ 

Google Assistant, ʣʠʙʦ ʧʝʨʝʩʪʘʪʴ ʨʘʙʦʪʘʪʴ ʩ Google. 

ʂʘʢ ʨʘʩʩʢʘʟʘʣ ɼʞʝʡʩʦʥ ʇʝʨʣʦʫ ʚ ZDNet, ʧʦʪʨʝʙʠʪʝʣʠ, ʢʦʪʦʨʳʝ ʧʨʠʦʙʨʝʣʠ 

ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʝ ʠʣʠ ʧʦʜʢʣʶʯʝʥʥʳʝ ʧʨʦʜʫʢʪʳ, ʩʜʝʣʘʥʥʳʝ ʪʨʝʪʴʠʤʠ ʩʪʦʨʦʥʘʤʠ, 

ʢʦʪʦʨʳʝ ʧʨʠʥʘʜʣʝʞʘʣʠ ʧʨʦʛʨʘʤʤʝ Works with Nest, ʦʩʪʘʣʠʩʴ ʥʠ ʩ ʯʝʤ. 

çɽʩʪʴ ʜʦʚʦʣʴʥʦ ʤʥʦʛʦ ʧʨʦʜʫʢʪʦʚ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʨʘʟʨʘʙʦʪʘʥʳ ʜʣʷ ʨʘʙʦʪʳ ʩ 

Nest, ʚ ʪʦʤ ʯʠʩʣʝ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʝ ʬʦʥʘʨʠ Philips Hue, ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʝ 

ʛʘʨʘʞʥʳʝ ʚʦʨʦʪʘ Chamberlain ʠ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʝ ʨʦʟʝʪʢʠ Wemo - ʚʩʝ ʦʥʠ ʩʝʡʯʘʩ ʫ 

ʤʝʥʷ ʜʦʤʘè, - ʥʘʧʠʩʘʣ ʇʝʨʣʦʫ. 

çʕʪʦ ʪʘʢʞʝ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ Amazon Alexa, ʢʦʪʦʨʘʷ, ʧʦʭʦʞʝ, ʧʦʣʫʯʘʝʪ 

ʦʩʦʙʫʶ ʧʨʠʚʠʣʝʛʠʶ, ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ. ʅʦ ʜʘ, Google ʤʦʞʝʪ 

ʨʝʰʠʪʴ ʦʪʢʣʶʯʠʪʴ ʝʝ ʚ ʣʶʙʦʝ ʚʨʝʤʷ, ʧʦʩʢʦʣʴʢʫ ʚʤʝʩʪʦ ʵʪʦʛʦ ʫ ʥʝʝ ʝʩʪʴ 

ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʡ ʜʠʥʘʤʠʢ Google Home. " 

ʇʦ ʩʣʦʚʘʤ ʊʫʩʠʢʦʚʦʡ, ʢʦʤʧʘʥʠʠ ʤʦʛʫʪ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʟʘʩʪʘʚʠʪʴ ʢʣʠʝʥʪʦʚ 

ʧʨʠʥʠʤʘʪʴ ʦʧʨʝʜʝʣʝʥʥʳʝ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʧʨʦʜʫʢʪʘ ʠ ʦʧʨʝʜʝʣʷʪʴ, ʢʘʢ ʦʥʠ 

ʠʩʧʦʣʴʟʫʶʪʩʷ. ɺʩʝ ʵʪʦ ʚʦʟʤʦʞʥʦ ʚ ʨʘʤʢʘʭ ʣʠʮʝʥʟʠʦʥʥʳʭ ʩʦʛʣʘʰʝʥʠʡ ʢʦʤʧʘʥʠʡ ʩ 

ʢʦʥʝʯʥʳʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, ʥʦ ʣʶʜʠ çʩʢʣʦʥʥʳ ʥʝ ʯʠʪʘʪʴ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʧʦʣʠʪʠʢʠ 

ʠ ʤʦʛʫʪ ʜʘʞʝ ʥʝ ʟʥʘʪʴ ʦ ʧʨʘʚʠʣʘʭ, ʨʝʛʫʣʠʨʫʶʱʠʭ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠʤʠ ʧʨʦʜʫʢʪʦʚ 

IoTè. 

ʂʨʦʤʝ ʪʦʛʦ, ʢʦʤʧʘʥʠʠ çʠʤʝʶʪ ʟʥʘʯʠʪʝʣʴʥʫʶ ʩʚʦʙʦʜʫ ʜʝʡʩʪʚʠʡ ʧʨʠ 

ʨʘʟʨʘʙʦʪʢʝ ʩʚʦʝʡ ʧʦʣʠʪʠʢʠ ʠ ʦʩʪʘʚʣʷʶʪ ʟʘ ʩʦʙʦʡ ʧʨʘʚʦ ʠʟʤʝʥʷʪʴ ʫʩʣʦʚʠʷ ʩʚʦʠʭ 

ʣʠʮʝʥʟʠʦʥʥʳʭ ʩʦʛʣʘʰʝʥʠʡ ʙʝʟ ʫʚʝʜʦʤʣʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷè, - ʩʢʘʟʘʣʘ ʦʥʘ. 

ʇʦʩʣʝʜʩʪʚʠʷ ʥʘʙʣʶʜʝʥʠʷ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʇʦ ʩʣʦʚʘʤ ʊʫʩʠʢʦʚʦʡ, ʚʠʜʝʦʥʘʙʣʶʜʝʥʠʝ çʷʚʣʷʝʪʩʷ ʙʠʟʥʝʩ-ʤʦʜʝʣʴʶ ʠ 

ʤʝʭʘʥʠʟʤʦʤ ʨʝʛʫʣʠʨʦʚʘʥʠʷè ʜʣʷ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʫʩʪʨʦʡʩʪʚ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ. ʕʪʠ 

ʫʩʪʨʦʡʩʪʚʘ ʝʞʝʜʥʝʚʥʦ ʦʙʤʝʥʠʚʘʶʪʩʷ ʜʘʥʥʳʤʠ ʩ ʩʝʨʚʝʨʘʤʠ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʠʣʠ 
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ʜʘʞʝ ʥʝʩʢʦʣʴʢʦ ʨʘʟ ʚ ʜʝʥʴ, ʩʦʙʠʨʘʷ ʦʰʝʣʦʤʣʷʶʱʠʝ ʦʙʲʝʤʳ ʜʘʥʥʳʭ ʦ ʩʚʦʠʭ 

ʚʣʘʜʝʣʴʮʘʭ. 

ɺʩʝ ʙʦʣʝʝ ʰʠʨʦʢʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʪʘʢʠʭ ʪʝʭʥʦʣʦʛʠʡ ʛʦʣʦʩʦʚʦʛʦ ʧʦʤʦʱʥʠʢʘ, 

ʢʘʢ Google Voice, Apple Siri ʠ Amazon Alexa ʥʘ ʧʦʜʢʣʶʯʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ, ʝʱʝ 

ʙʦʣʴʰʝ ʨʘʩʰʠʨʷʝʪ ʠʭ ʚʦʟʤʦʞʥʦʩʪʠ ʥʘʙʣʶʜʝʥʠʷ. ɺʩʝ ʪʨʠ ʪʝʭʥʦʣʦʛʠʠ ʚʩʝʛʜʘ 

ʧʨʦʩʣʫʰʠʚʘʶʪʩʷ ʠ ʤʦʛʫʪ ʙʳʪʴ ʣʝʛʢʦ ʘʢʪʠʚʠʨʦʚʘʥʳ ʩʣʫʯʘʡʥʦ ʩ ʧʦʤʦʱʴʶ 

ʩʣʫʯʘʡʥʳʭ ʬʨʘʟ. 

çʇʦʪʨʝʙʠʪʝʣʠ ʜʦʣʞʥʳ ʟʥʘʪʴ, ʯʪʦ ʚʩʝ, ʯʪʦ ʧʦʜʢʣʶʯʝʥʦ ʢ ʀʥʪʝʨʥʝʪʫ, ʙʫʜʝʪ 

ʧʝʨʝʜʘʚʘʪʴ ʯʘʩʪʴ ʠʣʠ ʚʩʶ ʠʭ ʠʥʬʦʨʤʘʮʠʶ ʧʨʦʠʟʚʦʜʠʪʝʣʷʤ ʜʣʷ ʘʥʘʣʠʟʘ, ʫʣʫʯʰʝʥʠʡ 

ʠʣʠ ʜʨʫʛʠʭ ʥʫʞʜè, - ʛʦʚʦʨʠʪ ɼʞʝʡʤʩ ʄʘʢʢʫʠʛʛʘʥ, ʟʘʱʠʪʥʠʢ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ ʚ 

ʦʙʫʯʘʶʱʝʡ ʢʦʤʧʘʥʠʠ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ KnowBe4. 

çʋʛʨʦʟʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʪ ʵʪʠʭ ʧʦʩʪʦʷʥʥʦ ʧʨʦʩʣʫʰʠʚʘʶʱʠʭ ʫʩʪʨʦʡʩʪʚ 

ʨʝʘʣʴʥʘè, - ʧʨʝʜʫʧʨʝʜʠʣ ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ Gurucul ʉʘʨʴʶ ʅʘʡʷʨ. çʉʫʱʝʩʪʚʫʝʪ 

ʤʥʦʞʝʩʪʚʦ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʘʪʘʢ ʥʘ ʵʪʠ ʩʠʩʪʝʤʳ, ʥʝ ʛʦʚʦʨʷ ʫʞʝ ʦ ʩʝʨʴʝʟʥʳʭ 

ʧʦʩʣʝʜʩʪʚʠʷʭ ʜʣʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠè. ʆʜʥʘʢʦ ʜʣʷ ʩʨʝʜʥʝʛʦ ʧʦʪʨʝʙʠʪʝʣʷ ʨʠʩʢ 

ʥʝʚʝʣʠʢ, ʧʦʪʦʤʫ ʯʪʦ çʪʳ ʧʨʦʩʪʦ ʥʝ ʪʘʢ ʚʘʞʝʥè. 

ʅʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʙʦʣʴʰʠʥʩʪʚʦ ʚʟʣʦʤʦʚ ʧʦʜʢʣʶʯʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚ ʙʳʣʦ 

ʦʪʥʦʩʠʪʝʣʴʥʦ ʥʝʟʥʘʯʠʪʝʣʴʥʳʤ, ʭʦʪʷ ʠ ʧʫʛʘʶʱʠʤ ʜʣʷ ʞʝʨʪʚ ʬʘʢʪʦʤ - ʥʘʧʨʠʤʝʨ, 

ʚʟʣʦʤ ʨʘʜʠʦʥʷʥʠ. 

ʊʝʤ ʥʝ ʤʝʥʝʝ, çʚ ʤʠʨʝ, ʛʜʝ ʣʶʜʠ ʧʦʩʪʦʷʥʥʦ ʥʘʭʦʜʷʪ ʫʷʟʚʠʤʦʩʪʠ ʚ ʧʨʦʜʫʢʪʘʭ, 

ʚʘʤ ʥʫʞʝʥ ʧʦʩʪʘʚʱʠʢ, ʢʦʪʦʨʳʡ ʙʳ ʨʝʘʛʠʨʦʚʘʣ ʥʘ ʧʨʦʙʣʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠè, - 

ʛʦʚʦʨʠʪ ʊʘʡʣʝʨ ʈʝʛʫʣʠ, ʤʝʥʝʜʞʝʨ ʧʦ ʠʩʩʣʝʜʦʚʘʥʠʷʤ ʠ ʨʘʟʨʘʙʦʪʢʘʤ ʚ ʦʙʣʘʩʪʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʢʦʤʧʘʥʠʠ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ Tripwire. 

ʊʝʤ ʥʝ ʤʝʥʝʝ, ʨʠʩʢ çʦʧʨʝʜʝʣʝʥʥʦ ʥʝ ʙʦʣʴʰʝ, ʯʝʤ ʫʤʥʳʝ ʪʝʣʝʚʠʟʦʨʳ, ʠʛʨʦʚʳʝ 

ʧʨʠʩʪʘʚʢʠ ʠ ʤʥʦʞʝʩʪʚʦ ʜʨʫʛʠʭ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʝ ʝʩʪʴ ʫ ʥʘʩ ʜʦʤʘè. 

ɼʝʡʩʪʚʠʪʝʣʴʥʦ ʣʠ ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʟʘʙʦʪʷʪʩʷ ʦ ʥʘʩ? 

ʃʠʥʝʡʢʠ ʧʨʦʜʫʢʪʦʚ, ʢʦʪʦʨʳʝ ʧʣʘʥʠʨʫʝʪʩʷ ʧʨʝʢʨʘʪʠʪʴ, ʜʝʡʩʪʚʠʪʝʣʴʥʦ 

ʧʨʝʜʩʪʘʚʣʷʶʪ ʫʛʨʦʟʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʩʫʱʝʩʪʚʫʶʱʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʝʩʣʠ ʚ ʥʠʭ 

ʦʙʥʘʨʫʞʠʚʘʶʪʩʷ ʫʷʟʚʠʤʦʩʪʠ ʜʦ ʜʘʪʳ ʧʨʝʢʨʘʱʝʥʠʷ ʜʝʡʩʪʚʠʷ. 

çʄʳ ʩʦʦʙʱʠʣʠ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ ʚ ʩʠʩʪʝʤʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝʩʢʦʣʴʢʠʤ ʢʨʫʧʥʳʤ 

ʧʨʦʠʟʚʦʜʠʪʝʣʷʤ, ʠ ʠʭ ʦʢʦʥʯʘʪʝʣʴʥʳʡ ʦʪʚʝʪ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʦʥʠ ʥʝ 

ʩʦʙʠʨʘʶʪʩʷ ʫʩʪʨʘʥʷʪʴ ʧʨʦʙʣʝʤʳ, ʧʦʪʦʤʫ ʯʪʦ ʧʣʘʥʠʨʫʶʪ ʧʨʝʢʨʘʪʠʪʴ ʧʨʦʠʟʚʦʜʩʪʚʦ 

ʧʨʦʜʫʢʪʘè, - ʛʦʚʦʨʠʪ ʃʘʤʘʨ ɹʝʡʣʠ, ʩʪʘʨʰʠʡ ʜʠʨʝʢʪʦʨ ʧʦ ʠʩʩʣʝʜʦʚʘʥʠʷʤ 

ʙʝʟʦʧʘʩʥʦʩʪʠ Tripwire. 

ʅʝʫʩʪʘʥʥʳʡ ʤʘʨʰ ʪʝʭʥʦʣʦʛʠʡ ʧʦʩʪʘʚʠʣ ʧʦʪʨʝʙʠʪʝʣʝʡ ʚ ʪʫʧʠʢ. ʊʝʭʥʦʣʦʛʠʠ 

ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʧʦʜʢʣʶʯʝʥʥʳʭ ʫʩʪʨʦʡʩʪʚ ʫʧʨʦʱʘʶʪ ʥʘʰʫ ʞʠʟʥʴ, 

ʥʦ ʮʝʥʘ ʟʘ ʵʪʦ ʜʦ ʩʠʭ ʧʦʨ ʥʝ ʦʧʨʝʜʝʣʝʥʘè. (Richard Adhikari. Smart Device Life 

Cycles Can Pull the Plug on Security // ECT News Network 

(https://www.technewsworld.com/story/Smart-Device-Life-Cycles-Can-Pull-the-Plug-

on-Security-86928.html). 20.11.2020).  
***  

 

çɿʘʢʦʥʦʧʨʦʝʢʪ, ʫʩʪʘʥʘʚʣʠʚʘʶʱʠʡ ʤʠʥʠʤʘʣʴʥʳʡ ʥʘʙʦʨ ʩʪʘʥʜʘʨʪʦʚ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ IoT-ʫʩʪʨʦʡʩʪʚ (Internet of Thing, ʀʥʪʝʨʥʝʪ ʚʝʱʝʡ), 
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ʧʨʠʦʙʨʝʪʘʝʤʳʭ ʘʤʝʨʠʢʘʥʩʢʠʤ ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ, ʦʜʦʙʨʝʥ ʉʝʥʘʪʦʤ ʉʐɸ ʚʦ 

ʚʪʦʨʥʠʢ ʠ ʙʫʜʝʪ ʥʘʧʨʘʚʣʝʥ ʧʨʝʟʠʜʝʥʪʫé 

ɼʦʢʫʤʝʥʪ, ʥʘʧʦʤʥʠʤ, ʙʳʣ ʧʨʝʜʩʪʘʚʣʝʥ ʚ ʉʝʥʘʪʝ ʚ ʘʚʛʫʩʪʝ 2017 ʛʦʜʘ. 

çɺ ʪʦ ʚʨʝʤʷ, ʢʦʛʜʘ ʚʩʸ ʙʦʣʴʰʝ ʧʨʦʜʫʢʪʦʚ, ʚʢʣʶʯʘʷ ʙʳʪʦʚʫʶ ʪʝʭʥʠʢʫ, 

ʨʘʙʦʪʘʶʪ ʥʘ ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ ʠ ʧʦʜʢʣʶʯʝʥʳ ʢ ʀʥʪʝʨʥʝʪʫ, ʦʯʝʥʴ 

ʥʝʤʥʦʛʠʝ ʠʟ ʥʠʭ ʦʙʣʘʜʘʶʪ ʭʦʪʷ ʙʳ ʙʘʟʦʚʳʤʠ ʩʨʝʜʩʪʚʘʤʠ ʟʘʱʠʪʳ, ʯʪʦ ʧʨʝʜʩʪʘʚʣʷʝʪ 

ʨʠʩʢ ʜʣʷ ʛʨʘʞʜʘʥ ʠ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ï ʟʘʷʚʠʣ ʦʜʠʥ ʠʟ ʧʦʜʜʝʨʞʠʚʘʶʱʠʭ 

ʟʘʢʦʥʦʧʨʦʝʢʪ ʩʝʥʘʪʦʨʦʚ. ï ʗ ʧʨʠʟʳʚʘʶ ʧʨʝʟʠʜʝʥʪʘ ʧʦʜʧʠʩʘʪʴ ʵʪʦʪ ʜʦʢʫʤʝʥʪ ʙʝʟ 

ʧʨʦʤʝʜʣʝʥʠʷè. 

ɺ ʉʝʥʘʪʝ ʦʪʤʝʯʘʶʪ, ʯʪʦ ʵʢʩʧʝʨʪʳ ʧʨʦʛʥʦʟʠʨʫʶʪ ʧʦʷʚʣʝʥʠʝ çʜʝʩʷʪʢʦʚ 

ʤʠʣʣʠʘʨʜʦʚè ʧʦʜʢʣʶʯʸʥʥʳʭ ʫʩʪʨʦʡʩʪʚ ʚ ʙʣʠʞʘʡʰʠʝ ʛʦʜʳ, ʠ ʫʢʘʟʳʚʘʶʪ ʥʘ 

ʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʤ ʧʦʜʚʝʨʛʘʶʪʩʷ ʠʟ-ʟʘ ʵʪʦʛʦ IT-ʩʠʩʪʝʤʳ, ʚ ʦʩʦʙʝʥʥʦʩʪʠ ï 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ. 

ɺ ʩʣʫʯʘʝ ʧʦʜʧʠʩʘʥʠʷ ʧʨʝʟʠʜʝʥʪʦʤ ʟʘʢʦʥ ʦʙʷʞʝʪ ʅʘʮʠʦʥʘʣʴʥʳʡ ʠʥʩʪʠʪʫʪ 

ʩʪʘʥʜʘʨʪʦʚ ʠ ʪʝʭʥʦʣʦʛʠʡ (National Institute of Standards and Technology, NIST) 

ʚʳʧʫʩʪʠʪʴ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʙʝʟʦʧʘʩʥʦʡ ʨʘʟʨʘʙʦʪʢʝ, ʨʝʤʦʥʪʫ ʠ ʢʦʥʬʠʛʫʨʠʨʦʚʘʥʠʶ 

ʫʩʪʨʦʡʩʪʚ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ, ʘ ʪʘʢʞʝ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʠʜʝʥʪʠʬʠʢʘʮʠʝʡ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ɸʜʤʠʥʠʩʪʨʘʪʠʚʥʦ-ʙʶʜʞʝʪʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ɹʝʣʦʛʦ ʜʦʤʘ (Office of 

Management and Budget, OMB) ʜʦʣʞʥʦ ʙʫʜʝʪ ʧʨʝʜʩʪʘʚʠʪʴ ʨʫʢʦʚʦʜʩʪʚʘ ʜʣʷ 

ʬʝʜʝʨʘʣʴʥʳʭ ʘʛʝʥʪʩʪʚ, ʩʦʛʣʘʩʦʚʘʥʥʳʝ ʩ ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ NIST. 

ʊʘʢʞʝ NIST ʩʦʚʤʝʩʪʥʦ ʩ ʤʠʥʠʩʪʝʨʩʪʚʦʤ ʚʥʫʪʨʝʥʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

(Department of Homeland Security, DHS) ʠ ʩʪʦʨʦʥʥʠʤʠ ʵʢʩʧʝʨʪʘʤʠ ʧʨʠʜʸʪʩʷ 

çʧʫʙʣʠʢʦʚʘʪʴ ʨʫʢʦʚʦʜʩʪʚʘ ʧʦ ʨʘʩʢʨʳʪʠʶ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʣʠʢʚʠʜʘʮʠʠ ʘʚʘʨʠʡ ʠ ʠʭ 

ʧʦʩʣʝʜʩʪʚʠʡ ʚ ʬʝʜʝʨʘʣʴʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭèéè. (ɺʠʢʘ ʈʷʙʦʚʘ. ʉʝʥʘʪ 

ʉʐɸ ʦʜʦʙʨʠʣ ʟʘʢʦʥʦʧʨʦʝʢʪ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ IoT-ʫʩʪʨʦʡʩʪʚ // 

ʕʢʩʧʝʨʪʥʳʡ ʮʝʥʪʨ ʵʣʝʢʪʨʦʥʥʦʛʦ ʛʦʩʫʜʘʨʩʪʚʘ (https://d-russia.ru/senat-ssha-

odobril-zakonoproekt-o-kiberbezopasnosti-iot-ustrojstv.html). 19.11.2020).  
***  

 

 
ʂʽʙʝʨʟʣʦʯʠʥʥʽʩʪʴ ʪʘ ʢ̔ ʙʝʨʪʝʨʨʦʨʠʟʤ 

 

çʉʣʫʞʙʘ ʚʥʫʪʨʽʰʥʴʦʾ ʙʝʟʧʝʢʠ ʪʘ ʙʦʨʦʪʴʙʠ ʟ ʢʦʨʫʧʮʽʻʶ ʧʨʠ ʄʽʥʽʩʪʝʨʩʪʚʽ 

ʚʥʫʪʨʽʰʥʽʭ ʩʧʨʘʚ ʄʦʣʜʦʚʠ ʟʘʬʽʢʩʫʚʘʣʠ ʢʽʙʝʨʘʪʘʢʫ ʧʨʦʪʠ ʤʽʥʽʩʪʨʘ ʚʥʫʪʨʽʰʥʽʭ 
ʩʧʨʘʚ ʇʘʚʣʘ ɺʦʡʢʫ. ʊʘʢʦʞ ʢʽʙʝʨʘʪʘʢʠ ʙʫʣʦ ʟʜʽʡʩʥʝʥʦ ʡ ʥʘ ʽʥʰʠʭ ʩʧʽʚʨʦʙʽʪʥʠʢʽʚ 

ʤʽʥʽʩʪʝʨʩʪʚʘé 

ɸʪʘʢʘ ʚʽʜʙʫʚʘʣʘʩʷ ʫ ʚʠʛʣʷʜʽ ʥʘʜʤʽʨʥʠʭ ʪʝʣʝʬʦʥʥʠʭ ʜʟʚʽʥʢʽʚ ʟ ʜʝʢʽʣʴʢʦʭ 

ʥʦʤʝʨʽʚ. ʄʝʪʦʶ ʢʽʙʝʨʘʪʘʢʠ ʙʫʣʦ ʙʣʦʢʫʚʘʥʥʷ ʤʝʨʝʞʽ ʘʙʦʥʝʥʪʘ. 

ʆʧʝʨʘʪʦʨ ʤʦʙʽʣʴʥʦʾ ʤʝʨʝʞʽ ʧʽʜʪʚʝʨʜʠʚ, ʱʦ ʢʽʙʝʨʘʪʘʢʘ ʥʘ ʩʧʽʚʨʦʙʽʪʥʠʢʽʚ 

ʤʽʥʽʩʪʝʨʩʪʚʘ ʚʽʜʙʫʚʘʣʘʩʷ ʟ-ʟʘ ʢʦʨʜʦʥʫ. 

ʊʝʧʝʨ ʧʨʘʚʦʦʭʦʨʦʥʥʽ ʦʨʛʘʥʠ ʧʣʘʥʫʶʪʴ ʧʦʨʫʰʠʪʠ ʩʧʨʘʚʫ ʟʘ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʠʡ 

ʜʦʩʪʫʧ ʜʦ ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʤʝʨʝʞ ʪʘ ʧʦʩʣʫʛ. ʍʘʢʝʨʘʤ ʟʘʛʨʦʞʫʻ ʧʦʢʘʨʘʥʥʷ ʫ 

ʚʠʛʣʷʜʽ ʧʦʟʙʘʚʣʝʥʥʷ ʚʦʣʽ ʜʦ 5 ʨʦʢʽʚéè. (ʋ ʄʦʣʜʦʚʽ ʩʪʘʣʘʩʷ ʢʽʙʝʨʘʪʘʢʘ ʥʘ 

ʩʧʽʚʨʦʙʽʪʥʠʢʽʚ ʄɺʉ // ʈʫʙʨʠʢʘ (https://rubryka.com/2020/11/01/u-moldovi-stalasya-

kiberataka-na-spivrobitnykiv-mvs/). 01.11.2020).  
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***  

 

çɺ ɹʨʘʟʠʣʠʠ ʠʟ-ʟʘ ʤʦʱʥʦʡ ʭʘʢʝʨʩʢʦʡ ʘʪʘʢʠ ʧʘʨʘʣʠʟʦʚʘʥʘ ʨʘʙʦʪʘ 

ɺʝʨʭʦʚʥʦʛʦ ʩʫʜʘ (STJ). ʀʟ-ʟʘ ʜʝʡʩʪʚʠʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʙʳʣʘ ʟʘʙʣʦʢʠʨʦʚʘʥʘ 

ʙʘʟʘ ʜʘʥʥʳʭ ʪʝʢʫʱʠʭ ʩʫʜʝʙʥʳʭ ʧʨʦʮʝʩʩʦʚé 
ɻʣʘʚʝ STJ ʋʤʙʝʨʪʦ ʄʘʨʪʠʥʩʫ ʧʨʠʰʣʦʩʴ ʧʦʜʧʠʩʘʪʴ ʨʘʩʧʦʨʷʞʝʥʠʝ ʦ 

ʧʨʠʦʩʪʘʥʦʚʢʝ ʨʘʙʦʪʳ ʦʨʛʘʥʘ ʧʦ ʤʝʥʴʰʝʡ ʤʝʨʝ ʜʦ 9 ʥʦʷʙʨʷ. 

ʂʘʢ ʦʪʤʝʯʘʝʪ ʠʟʜʘʥʠʝ, ʯʣʝʥʳ STJ ʩʯʠʪʘʶʪ ʩʠʪʫʘʮʠʶ çʢʨʘʡʥʝ ʩʝʨʴʝʟʥʦʡè, 

ʚʝʜʴ ʙʳʣʘ ʥʘʨʫʰʝʥʘ ʜʘʞʝ ʨʘʙʦʪʘ ʚʥʫʪʨʠʚʝʜʦʤʩʪʚʝʥʥʦʛʦ ʧʦʯʪʦʚʦʛʦ ʩʝʨʚʝʨʘ. 

ɺʩʝ ʟʘʩʝʜʘʥʠʷ ɺʉ ɹʨʘʟʠʣʠʠ, ʢʦʪʦʨʳʝ ʧʨʦʭʦʜʠʣʠ ʚ ʬʦʨʤʘʪʝ 

ʚʠʜʝʦʢʦʥʬʝʨʝʥʮʠʠ, ʪʘʢʞʝ ʙʳʣʠ ʧʨʠʦʩʪʘʥʦʚʣʝʥʳ. ʇʦ ʜʘʥʥʳʤ ʩʫʜʘ, 

ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʪʦʣʴʢʦ ʩʨʦʯʥʳʝ ʜʝʣʘ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʮʝʣʝʚʘʷ ʛʨʫʧʧʘ ʧʦ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʶ ʧʨʦʜʦʣʞʘʝʪ ʨʘʙʦʪʫ, ʠ ʦʞʠʜʘʝʪʩʷ, ʯʪʦ ʩʠʩʪʝʤʳ ʙʫʜʫʪ ʟʘʧʫʱʝʥʳ 10 

ʥʦʷʙʨʷ. 

ʈʘʩʩʣʝʜʦʚʘʥʠʝʤ ʢʠʙʝʨʠʥʮʠʜʝʥʪʘ ʟʘʥʷʣʘʩʴ ʌʝʜʝʨʘʣʴʥʘʷ ʧʦʣʠʮʠʷ ʩʪʨʘʥʳ. 

éʢʠʙʝʨʘʪʘʢʘ ʥʘ STJ ʧʦʩʣʝʜʦʚʘʣʘ ʚʩʣʝʜ ʟʘ ʥʦʚʦʩʪʴʶ ʦ çʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʤ 

ʜʦʩʪʫʧʝè ʢ ʩʝʨʚʝʨʘʤ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʩʦʚʝʪʘ ʧʨʘʚʦʩʫʜʠʷ ɹʨʘʟʠʣʠʠè. (ɺʝʨʭʦʚʥʳʡ ʩʫʜ 

ɹʨʘʟʠʣʠʠ ʧʨʠʦʩʪʘʥʦʚʠʣ ʩʚʦʶ ʨʘʙʦʪʫ ʠʟ-ʟʘ ʤʦʱʥʦʡ ʭʘʢʝʨʩʢʦʡ ʘʪʘʢʠ // ʉʫʜʦʚʦ-

ʶʨʠʜʠʯʥʘ ʛʘʟʝʪʘ (https://sud.ua/ru/news/abroad/184566-verkhovnyy-sud-brazilii-

priostanovil-svoyu-rabotu-iz-za-moschnoy-khakerskoy-ataki). 09.11.2020).  
***  

 

çʂʦʤʧʘʥʠʷ Group-IB, ʩʧʝʮʠʘʣʠʟʠʨʫʶʱʘʷʩʷ ʥʘ ʧʨʝʜʦʪʚʨʘʱʝʥʠʠ 

ʢʠʙʝʨʘʪʘʢ, ʦʙʥʘʨʫʞʠʣʘ ʥʦʚʫʶ ʤʦʰʝʥʥʠʯʝʩʢʫʶ ʩʭʝʤʫ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʧʦʧʫʣʷʨʥʦʡ ʩʪʨʠʤʠʥʛʦʚʦʡ ʧʣʘʪʬʦʨʤʳ Twitch. ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʢʦʧʠʨʫʶʪ 

ʩʪʨʠʤʳ ʧʦʧʫʣʷʨʥʳʭ ʛʝʡʤʝʨʦʚ, ʜʦʙʘʚʣʷʶʪ ʚ ʥʠʭ ʙʘʥʥʝʨʳ ʩ ʦʙʝʱʘʥʠʝʤ ʣʝʛʢʦʛʦ 

ʟʘʨʘʙʦʪʢʘ, ʦʪʢʫʜʘ ʧʦʣʴʟʦʚʘʪʝʣʠ ʧʦʧʘʜʘʶʪ ʥʘ ʤʦhʝʥʥʠʯʝʩʢʠʝ ʨʝʩʫʨʩʳ, ʛʜʝ ʪʝʨʷʶʪ 

ʜʝʥʴʛʠ ʠ ʜʘʥʥʳʝ ʙʘʥʢʦʚʩʢʠʝ ʢʘʨʪ. 

ɺ ʧʝʨʠʦʜ ʧʘʥʜʝʤʠʠ ʧʦʧʫʣʷʨʥʦʩʪʴ ʩʪʨʠʤʠʥʛʦʚʳʭ ʧʣʘʪʬʦʨʤ ʩʪʨʝʤʠʪʝʣʴʥʦ 

ʚʳʨʦʩʣʘ: ʥʘ ʩʘʤʦʠʟʦʣʷʮʠʠ ʣʶʜʠ ʩʪʘʣʠ ʙʦʣʴʰʝ ʩʤʦʪʨʝʪʴ ʦʥʣʘʡʥ-ʪʨʘʥʩʣʷʮʠʡ. ɺ 

ʩʚʦʶ ʦʯʝʨʝʜʴ Twitch ʚ III  ʢʚʘʨʪʘʣʝ ʟʘʥʷʣʘ 91% ʨʳʥʢʘ ʩʪʨʠʤʠʥʛʘ ʚʦ ʚʩʝʤ ʤʠʨʝ ʧʦ 

ʢʦʣʠʯʝʩʪʚʫ ʪʨʘʥʩʣʠʨʦʚʘʥʥʳʭ ʯʘʩʦʚ: ʟʘ ʵʪʦʪ ʧʝʨʠʦʜ ʧʦʣʴʟʦʚʘʪʝʣʠ ʧʦʩʤʦʪʨʝʣʠ 4,7 

ʤʣʨʜ. ʯʘʩʦʚ ʚʠʜʝʦ ʥʘ Twitch (ʜʘʥʥʳʝ Streamlabs ʠ Stream Hatchet). ɺʩʝʛʦ ʥʘ 

ʧʣʘʪʬʦʨʤʫ ʙʳʣʦ ʚʳʛʨʫʞʝʥʦ ʨʝʢʦʨʜʥʳʝ 206 ʤʣʥ. ʯʘʩʦʚ ʚʠʜʝʦʢʦʥʪʝʥʪʘ, ʘ ʩʨʝʜʥʝʝ 

ʢʦʣʠʯʝʩʪʚʦ ʦʜʥʦʚʨʝʤʝʥʥʳʭ ʧʦʩʝʪʠʪʝʣʝʡ ʧʣʘʪʬʦʨʤʳ ʩʦʩʪʘʚʣʷʝʪ 1,5 ʤʣʥ ʯʝʣʦʚʝʢ. 

ʉʘʤʠ ʩʪʨʠʤʝʨʳ, ʧʦ ʥʝʢʦʪʦʨʳʤ ʜʘʥʥʳʤ, ʚ ʩʨʝʜʥʝʤ ʟʘʨʘʙʘʪʳʚʘʶʪ 2-10 ʪʳʩ. ʜʦʣʣ. ʚ 

ʤʝʩʷʮ. 

ʉʫʪʴ ʥʦʚʦʡ ʤʦʰʝʥʥʠʯʝʩʢʦʡ ʩʭʝʤʳ, ʢʦʪʦʨʫʶ ʦʙʥʘʨʫʞʠʣʠ ʘʥʘʣʠʪʠʢʠ CERT-

GIB, ʚ ʩʣʝʜʫʶʱʝʤ. ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʘʭʦʜʷʪ ʢʘʥʘʣʳ ʧʦʧʫʣʷʨʥʳʭ ʩʪʨʠʤʝʨʦʚ ʠ 

ʩʦʟʜʘʶʪ ʧʦʭʦʞʠʝ ʧʦ ʥʘʟʚʘʥʠʶ ʠ ʦʬʦʨʤʣʝʥʠʶ ʘʢʢʘʫʥʪʳ-ʢʣʦʥʳ. 

ʅʘ ʥʠʭ ʤʦʰʝʥʥʠʢʠ ʟʘʧʫʩʢʘʶʪ ʟʘʧʠʩʠ ʩʪʨʠʤʦʚ ʩ ʦʨʠʛʠʥʘʣʴʥʳʭ ʢʘʥʘʣʦʚ, 

ʥʘʧʨʠʤʝʨ, ʥʝʜʝʣʴʥʦʡ ʜʘʚʥʦʩʪʠ, çʚʢʣʝʠʚʘʷè ʚ ʪʨʘʥʩʣʷʮʠʶ ʙʘʥʥʝʨ ʩ ʦʙʝʱʘʥʠʝʤ 

ʣʝʛʢʦʛʦ ʟʘʨʘʙʦʪʢʘ, ʯʘʱʝ ʚʩʝʛʦ ʩ ʨʦʟʳʛʨʳʰʝʤ ʧʨʠʟʦʚ. ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʪʘʢʞʝ 

ʧʫʙʣʠʢʫʶʪ ʚ ʯʘʪʝ ʩʪʨʠʤʘ ʩʧʝʮʠʘʣʴʥʫʶ ʢʦʤʘʥʜʫ (!inst ʚ ʜʘʥʥʦʤ ʩʣʫʯʘʝ), ʠ 

ʧʦʣʴʟʦʚʘʪʝʣʠ, ʢʣʠʢʥʫʚʰʠʝ ʥʘ ʙʘʥʥʝʨ, ʦʪʧʨʘʚʣʷʶʪʩʷ ʥʘ ʤʦʰʝʥʥʠʯʝʩʢʠʡ ʨʝʩʫʨʩ. 
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ɼʘʣʝʝ ʦʥʣʘʡʥ-ʘʬʝʨʘ ʨʘʟʚʠʚʘʝʪʩʷ ʧʦ ʢʣʘʩʩʠʯʝʩʢʦʡ ʩʭʝʤʝ ï ʞʝʨʪʚʝ 

ʧʨʝʜʣʘʛʘʝʪʩʷ ʚʳʧʣʘʪʘ ʜʦ 5 ʪʳʩ. ʜʦʣʣ. ʟʘ ʥʝʙʦʣʴʰʫʶ çʢʦʤʠʩʩʠʶè ʧʦ ʦʬʦʨʤʣʝʥʠʶ ʠ 

ʧʝʨʝʚʦʜʫ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʦʣʴʟʦʚʘʪʝʣʴ ʚʚʦʜʠʪ ʥʘ ʤʦʰʝʥʥʠʯʝʩʢʦʤ ʨʝʩʫʨʩʝ ʜʘʥʥʳʝ 

ʩʚʦʝʛʦ çʧʣʘʩʪʠʢʘè (ʥʦʤʝʨ, ʠʤʷ ʚʣʘʜʝʣʴʮʘ, ʩʨʦʢ ʜʝʡʩʪʚʠʷ, CVV-ʢʦʜ). ʊʘʢʠʤ 

ʦʙʨʘʟʦʤ, ʩʦ ʩʯʝʪʘ ʞʝʨʪʚʳ ʩʧʠʩʳʚʘʝʪʩʷ ʥʝʙʦʣʴʰʘʷ ʩʫʤʤʘ, ʘ ʚʩʝ ʨʝʢʚʠʟʠʪʳ ʢʘʨʪʳ 

ʦʩʪʘʶʪʩʷ ʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. 

ʏʪʦʙʳ ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʞʝʨʪʚʳ ʛʘʨʘʥʪʠʨʦʚʘʥʥʦ ʧʦʧʘʜʘʣʠ ʥʘ ʢʘʥʘʣ-ʢʣʦʥ, 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʚʳʚʦʜʠʣʠ ʝʛʦ ʚ ʪʦʧ ʧʦʠʩʢʘ ʩʪʨʠʤʦʚ, ʠʩʧʦʣʴʟʫʷ ʩʝʨʚʠʩʳ ʥʘʢʨʫʪʢʠ. 

ɼʣʷ ʙʦʣʴʰʝʡ ʫʙʝʜʠʪʝʣʴʥʦʩʪʠ ʤʦʰʝʥʥʠʢʠ ʨʘʟʤʝʱʘʣʠ ʬʝʡʢʦʚʳʝ ʦʪʟʳʚʳ 

çʩʯʘʩʪʣʠʚʯʠʢʦʚè, ʩʢʦʣʴʢʦ ʜʝʥʝʛ ʠʤ ʫʜʘʣʦʩʴ ʧʦʣʫʯʠʪʴ, ʦʙʩʫʞʜʘʣʠ ʧʨʦʮʝʩʩ 

ʟʘʯʠʩʣʝʥʠʷ ʚʳʠʛʨʳʰʘ, ʩʦʚʝʪʦʚʘʣʠ, ʢʘʢʠʤʠ ʙʘʥʢʘʤʠ ʣʫʯʰʝ ʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʙʦʣʝʝ 

ʫʜʦʙʥʦʛʦ ʚʳʚʦʜʘ ʜʝʥʝʛ. ʂʨʦʤʝ ʪʦʛʦ, ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʢʦʤʤʝʥʪʘʨʠʠ ʩ ʥʘʩʪʦʷʱʝʛʦ 

ʩʪʨʠʤʘ ʩ ʦʙʩʫʞʜʝʥʠʝʤ ʘʢʪʫʘʣʴʥʳʭ ʪʝʤè. (ʄʦʰʝʥʥʠʢʠ ʦʭʦʪʷʪʩʷ ʥʘ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʪʨʠʤʠʥʛʦʚʦʡ ʧʣʘʪʬʦʨʤʳ Twitch // ʂʦʤʧʴʶʪʝʨʥʦʝ ʆʙʦʟʨʝʥʠʝ 

(https://ko.com.ua/moshenniki_ohotyatsya_na_polzovatelej_strimingovoj_platformy_tw

itch_135242). 12.11.2020).  

***  

 

çCapcom ʧʦʜʪʚʝʨʜʠʣ ʬʘʢʪ ʢʠʙʝʨʘʪʘʢʠ ʠ ʧʨʝʜʫʧʨʝʜʠʣ, ʯʪʦ ʦʥʘ ʚʳʟʚʘʣʘ 

ʧʨʦʙʣʝʤʳ ʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʦʡ. ɺʦʟʤʦʞʥʦ, ʨʝʯʴ ʠʜʝʪ ʦʙ ʘʪʘʢʝ, 

ʘʥʦʥʩʠʨʦʚʘʥʥʦʡ ʛʨʫʧʧʠʨʦʚʢʦʡ REvil. 
ɹʠʟʥʝʩ-ʧʨʦʮʝʩʩʳ ʧʦʜ ʫʛʨʦʟʦʡ 

ʗʧʦʥʩʢʘʷ ʢʦʤʧʘʥʠʷ Capcom, ʟʥʘʤʝʥʠʪʳʡ ʚʦ ʚʩʝʤ ʤʠʨʝ ʨʘʟʨʘʙʦʪʯʠʢ ʚʠʜʝʦʠʛʨ 

(Resident Evil, Devil May Cry ʠ ʜʨ.), ʩʪʘʣʘ ʞʝʨʪʚʦʡ ʤʘʩʩʠʚʥʦʡ ʢʠʙʝʨʘʪʘʢʠ, ʢʦʪʦʨʘʷ 

ʟʘʪʨʦʥʫʣʘ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʳ ʬʠʨʤʳ. 

ɺ ʧʨʝʩʩ-ʨʝʣʠʟʝ ʢʦʤʧʘʥʠʠ ʫʢʘʟʳʚʘʝʪʩʷ, ʯʪʦ ʘʪʘʢʘ ʧʨʦʠʟʦʰʣʘ 2 ʥʦʷʙʨʷ 2020 ʛ., 

ʠ ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʤʦʛʣʠ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʩʠʩʪʝʤʘʤ ʦʨʛʘʥʠʟʘʮʠʠ, ʯʪʦ 

ʚʳʥʫʜʠʣʦ ʝʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʦʪʢʣʶʯʠʪʴ ʯʘʩʪʴ ʩʝʪʠ Capcom. ɺ ʯʘʩʪʥʦʩʪʠ, 

ʧʨʠʰʣʦʩʴ ʦʩʪʘʥʦʚʠʪʴ ʧʦʣʫʯʝʥʠʝ ʠ ʦʪʧʨʘʚʢʫ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. 

ʂ ʥʘʩʪʦʷʱʝʤʫ ʚʨʝʤʝʥʠ ʥʝʚʦʟʤʦʞʥʦ ʩʢʘʟʘʪʴ ʦʧʨʝʜʝʣʝʥʥʦ, ʙʳʣʠ ʣʠ ʫʢʨʘʜʝʥʳ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʜʘʥʥʳʝ; ʚ Capcom ʟʘʷʚʣʷʶʪ, ʯʪʦ ʧʨʠʟʥʘʢʦʚ ʢʨʘʞʠ ʢʦʨʧʦʨʘʪʠʚʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʧʦʢʘ ʥʝʪ, ʯʪʦ, ʚʧʨʦʯʝʤ, ʥʠʯʝʛʦ ʥʝ ʟʥʘʯʠʪ. 

ʆʥʣʘʡʥ-ʠʛʨʳ Capcom ʧʨʦʜʦʣʞʘʣʠ ʬʫʥʢʮʠʦʥʠʨʦʚʘʪʴ, ʧʨʦʙʣʝʤ ʩ ʜʦʩʪʫʧʦʤ ʢ 

ʩʘʡʪʘʤ ʢʦʤʧʘʥʠʠ ʪʘʢʞʝ ʥʝ ʥʘʙʣʶʜʘʣʦʩʴ. 

ʈʘʥʝʝ ʘʥʦʥʩʠʨʦʚʘʥʥʘʷ ʘʪʘʢʘ? 

ɺ ʦʢʪʷʙʨʝ 2020 ʛ. ʦʧʝʨʘʪʦʨʳ ʰʠʬʨʦʚʘʣʴʱʠʢʘ-ʚʳʤʦʛʘʪʝʣʷ Egregor 

ʦʧʫʙʣʠʢʦʚʘʣʠ ʜʘʥʥʳʝ, ʫʢʨʘʜʝʥʥʳʝ ʫ ʜʚʫʭ ʜʨʫʛʠʭ ʠʛʨʦʚʳʭ ʢʦʤʧʘʥʠʡ ð Ubisoft ʠ 

Crytek. ɺ ʯʘʩʪʥʦʩʪʠ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʟʘʷʚʠʣʠ, ʯʪʦ ʫʛʥʘʣʠ ʫ Ubisoft ʠʩʭʦʜʥʳʝ ʢʦʜʳ 

ʝʱʝ ʥʝ ʚʳʰʝʜʰʝʡ ʥʘ ʪʦʪ ʤʦʤʝʥʪ ʠʛʨʳ Watch Dogs: Legion (ʭʦʪʷ ʠʛʨʘ ʚʳʰʣʘ 29 

ʦʢʪʷʙʨʷ, ʢʘʢ ʠ ʧʣʘʥʠʨʦʚʘʣʦʩʴ), ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʘʪʘʢʦʚʘʥʥʳʝ ʨʝʩʫʨʩʳ Crytek ʙʳʣʠ, ʧʦ 

ʫʪʚʝʨʞʜʝʥʠʶ ʭʘʢʝʨʦʚ, çʧʦʣʥʦʩʪʴʶ ʟʘʰʠʬʨʦʚʘʥʳè. 

ɺ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʧʨʝʜʧʦʣʘʛʘʝʤʳʡ ʣʠʜʝʨ ʛʨʫʧʧʠʨʦʚʢʠ REvil ʥʝʜʘʚʥʦ ʜʘʣ 

ʠʥʪʝʨʚʴʶ ʢʘʥʘʣʫ Russian OSINT, ʘʥʦʥʩʠʨʦʚʘʚ ʩʝʨʴʝʟʥʫʶ ʘʪʘʢʫ, ʢʦʪʦʨʘʷ, ʜʝʩʢʘʪʴ, 

ʟʘʪʨʦʥʝʪ ʦʯʝʥʴ ʢʨʫʧʥʦʛʦ ʨʘʟʨʘʙʦʪʯʠʢʘ ʚʠʜʝʦʠʛʨ. ʅʝ ʠʩʢʣʶʯʝʥʦ, ʯʪʦ ʨʝʯʴ ʰʣʘ ʢʘʢ 

ʨʘʟ ʦʙ ʘʪʘʢʝ ʥʘ Capcom. 
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ʄʝʞʜʫ ʪʝʤ, ʠʩʪʦʯʥʠʢʠ ʠʟʜʘʥʠʷ Bleeping Computer ʩʦʦʙʱʘʶʪ, ʯʪʦ ʝʱʝ ʚ 

ʘʚʛʫʩʪʝ 2020 ʛ. ʚ ʩʠʩʪʝʤʳ Capcom ʧʨʦʩʦʯʠʣʩʷ ʪʨʦʷʥʝʮ TrickBot. ɿʘ ʵʪʠʤ ʯʘʩʪʦ 

ʩʣʝʜʫʶʪ ʘʪʘʢʠ ʧʦʩʨʝʜʩʪʚʦʤ ʰʠʬʨʦʚʘʣʴʱʠʢʦʚ Ryuk ʠʣʠ Conti. 

ʊʘʢ ʠʣʠ ʠʥʘʯʝ, ʯʝʤ ʠʤʝʥʥʦ ʘʪʘʢʦʚʘʥ Capcom, ʧʦʢʘ ʥʝʠʟʚʝʩʪʥʦ. ɽʩʣʠ ʨʝʯʴ ʰʣʘ 

ʦ ʰʠʬʨʦʚʘʣʴʱʠʢʝ ʠ ʫʩʧʝʰʥʦʤ ʚʳʚʦʜʝ ʜʘʥʥʳʭ, ʪʦ, ʩʢʦʨʝʝ ʚʩʝʛʦ, ʫʢʨʘʜʝʥʥʳʝ 

ʜʘʥʥʳʝ ʚʩʢʦʨʝ ʚʩʧʣʳʚʫʪ ʥʘ ʬʦʨʫʤʘʭ ʜʘʨʢʥʝʪʘ. 

çʂʨʫʧʥʳʝ ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʠ ʠʟʜʘʪʝʣʠ ʚʠʜʝʦʠʛʨ ʦʙʳʯʥʦ ʥʝ ʙʝʜʩʪʚʫʶʪ ʠ 

ʚʜʦʙʘʚʦʢ ʨʘʙʦʪʘʶʪ ʩ ʦʛʨʦʤʥʳʤ ʢʦʣʠʯʝʩʪʚʦʤ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ, ʯʪʦ ʜʝʣʘʝʪ ʠʭ 

ʧʨʠʚʣʝʢʘʪʝʣʴʥʦʡ ʤʠʰʝʥʴʶ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ, ð ʫʢʘʟʳʚʘʝʪ ɸʥʘʩʪʘʩʠʷ 

ʄʝʣʴʥʠʢʦʚʘ, ʵʢʩʧʝʨʪ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ SEC Consult 

Services. ð ʀ ʝʩʣʠ ʙʝʟʦʧʘʩʥʦʩʪʴ ʥʝ ʚʳʩʪʨʦʝʥʘ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ, 

ʢʨʫʧʥʦʤʘʩʰʪʘʙʥʳʡ ʚʟʣʦʤ ð ʣʠʰʴ ʚʦʧʨʦʩ ʚʨʝʤʝʥʠè. (ʈʦʤʘʥ ɻʝʦʨʛʠʝʚ. 

ɿʥʘʤʝʥʠʪʳʡ ʨʘʟʨʘʙʦʪʯʠʢ ʠʛʨ Resident Evil ʠ Devil May Cry ʚʟʣʦʤʘʥ ʭʘʢʝʨʘʤʠ // 

CNews (https://safe.cnews.ru/news/top/2020-11-06_znamenityj_razrabotchik_igr). 

06.11.2020).  
***  

 

çɸʛʨʝʩʩʠʚʥʳʝ ʤʦʰʝʥʥʠʢʠ ʚʳʜʘʶʪ ʩʝʙʷ ʟʘ ʅʘʣʦʛʦʚʫʶ ʩʣʫʞʙʫ ʉʐɸ (IRS) 

ʚ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʴʤʘʭ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʦʙʤʘʥʦʤ ʟʘʩʪʘʚʠʪʴ 

ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʞʝʨʪʚ ʚʳʧʣʘʪʠʪʴ ʩʬʘʙʨʠʢʦʚʘʥʥʳʝ ʥʝʚʳʧʣʘʯʝʥʥʳʝ ʩʫʤʤʳ, 

ʩʚʷʟʘʥʥʳʝ ʩ ʧʨʦʧʫʱʝʥʥʳʤʠ ʠʣʠ ʧʨʦʩʨʦʯʝʥʥʳʤʠ ʧʣʘʪʝʞʘʤʠ. 
ʌʠʰʠʥʛʦʚʳʝ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʥʘʮʝʣʝʥʳ ʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʣʘʪʬʦʨʤʳ 

Microsoft Office 365 ʠ, ʧʦ ʦʮʝʥʢʘʤ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʠʟ ʢʦʤʧʘʥʠʠ Abnormal Security, 

ʟʘʥʠʤʘʶʱʝʡʩʷ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʥʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʜʦʩʪʠʛʣʦ 

ʧʨʠʤʝʨʥʦ 70 000 ʧʦʯʪʦʚʳʭ ʷʱʠʢʦʚ. 

ʉʫʱʝʩʪʚʫʝʪ ʚʳʩʦʢʘʷ ʚʝʨʦʷʪʥʦʩʪʴ ʪʦʛʦ, ʯʪʦ ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ ʥʝʢʦʪʦʨʳʝ ʠʟ 

ʮʝʣʝʡ ʩʜʘʜʫʪʩʷ ʠ ʟʘʧʣʘʪʷʪ ʤʦʰʝʥʥʠʢʘʤ, ʚʠʜʷ, ʯʪʦ ʤʦʰʝʥʥʠʢʠ ʫʛʨʦʞʘʶʪ ʠʤ 

ʦʪʯʝʪʘʤʠ ʢʨʝʜʠʪʥʦʛʦ ʙʶʨʦ ʠ ʩʫʜʝʙʥʳʤʠ ʠʩʢʘʤʠ. 

ʇʦʜʜʝʣʴʥʳʝ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ IRS 

çɿʣʦʫʤʳʰʣʝʥʥʠʢ ʚʳʜʘʝʪ ʩʝʙʷ ʟʘ IRS, ʩʦʟʜʘʚʘʷ, ʢʘʟʘʣʦʩʴ ʙʳ, ʟʘʩʣʫʞʠʚʘʶʱʝʝ 

ʜʦʚʝʨʠʷ ʵʣʝʢʪʨʦʥʥʦʝ ʧʠʩʴʤʦ ʩ ʫʛʨʦʟʦʡ ʧʨʝʜʲʷʚʠʪʴ ʶʨʠʜʠʯʝʩʢʠʝ ʦʙʚʠʥʝʥʠʷ, ʝʩʣʠ 

ʧʦʣʫʯʘʪʝʣʴ ʥʝ ʧʦʛʘʩʠʪ ʥʝʧʦʛʘʰʝʥʥʳʡ ʦʩʪʘʪʦʢ ʥʘ ʩʯʝʪʝè, - ʩʦʦʙʱʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ 

Abnormal Security. 

ʏʪʦʙʳ ʩʜʝʣʘʪʴ ʝʛʦ ʤʘʢʩʠʤʘʣʴʥʦ ʫʙʝʜʠʪʝʣʴʥʳʤ, ʤʦʰʝʥʥʠʢʠ ʧʦʜʜʝʣʳʚʘʶʪ 

ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʩ ʢʦʪʦʨʦʛʦ, ʧʦ-ʚʠʜʠʤʦʤʫ, ʠʩʭʦʜʷʪ ʤʦʰʝʥʥʠʯʝʩʢʠʝ 

ʩʦʦʙʱʝʥʠʷ, ʯʪʦʙʳ ʦʥ ʚʳʛʣʷʜʝʣ ʪʘʢ, ʢʘʢ ʙʫʜʪʦ ʦʥʠ ʙʳʣʠ ʦʪʧʨʘʚʣʝʥʳ ʩ 

support@irs.gov. 

ʆʥʠ ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʶʪ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʝ ʥʦʤʝʨʘ ʜʝʣ, ʥʦʤʝʨʘ ʜʦʩʴʝ ʠ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʦʨʜʝʨʦʚ ʚʦ ʚʩʝʭ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʴʤʘʭ, ʘ ʪʘʢʞʝ ʪʦ, ʯʪʦ ʧʨʠ ʙʝʛʣʦʤ 

ʧʨʦʩʤʦʪʨʝ ʚʳʛʣʷʜʠʪ ʢʘʢ ʧʨʘʢʪʠʯʝʩʢʠ ʙʝʟʦʰʠʙʦʯʥʳʡ ʘʥʛʣʠʡʩʢʠʡ ʢʦʥʪʝʥʪ, ʯʪʦʙʳ 

ʜʦʙʘʚʠʪʴ ʢ ʠʣʣʶʟʠʠ ʣʝʛʠʪʠʤʥʦʩʪʠ. 

ʅʝʩʤʦʪʨʷ ʥʘ ʵʪʦ, ʙʳʣʦ ʙʳ ʦʯʝʚʠʜʥʦ, ʯʪʦ ʵʪʦ ʘʬʝʨʘ ʜʣʷ ʚʩʝʭ, ʢʪʦ 

ʧʨʦʩʤʘʪʨʠʚʘʝʪ ʟʘʛʦʣʦʚʢʠ ʧʠʩʝʤ ʠ ʚʠʜʠʪ, ʯʪʦ ʨʝʘʣʴʥʳʡ ʜʦʤʝʥ ʦʪʧʨʘʚʠʪʝʣʷ ʥʘ ʩʘʤʦʤ 

ʜʝʣʝ - shoesbagsall.com. 



 133 

ʂʨʦʤʝ ʪʦʛʦ, ʧʦʣʝ ʜʣʷ ʦʪʚʝʪʘ ʷʚʣʷʝʪʩʷ ʷʚʥʳʤ ʧʨʠʟʥʘʢʦʤ ʪʦʛʦ, ʯʪʦ ʯʪʦ-ʪʦ ʥʝ 

ʪʘʢ, ʧʦʩʢʦʣʴʢʫ ʦʥʦ ʧʝʨʝʥʘʧʨʘʚʣʷʝʪ ʦʪʚʝʪʳ ʥʘ legal.cc@outlook.com ʚʤʝʩʪʦ 

ʧʦʯʪʦʚʦʛʦ ʘʜʨʝʩʘ ʩʣʫʞʙʳ ʧʦʜʜʝʨʞʢʠ IRS. 

ʉʫʜʝʙʥʳʝ ʦʙʚʠʥʝʥʠʷ, ʦʨʜʝʨʘ ʥʘ ʘʨʝʩʪ ʠ ʧʦʩʣʝʜʥʠʝ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ 

ʏʪʦʙʳ ʝʱʝ ʙʦʣʴʰʝ ʟʘʧʫʛʘʪʴ ʠ ʦʪʧʨʘʚʠʪʴ ʩʚʦʠʭ ʞʝʨʪʚ ʚ ʨʝʞʠʤ ʧʘʥʠʢʠ, 

ʤʦʰʝʥʥʠʢʠ ʧʨʠʙʝʛʘʶʪ ʢ ʶʨʠʜʠʯʝʩʢʠʤ ʫʛʨʦʟʘʤ ʠ ʜʘʞʝ ʜʦʙʘʚʣʷʶʪ ʚʦʟʤʦʞʥʦʩʪʴ 

ʚʦʟʤʦʞʥʦʛʦ ʘʨʝʩʪʘ ʩ ʩʘʤʦʛʦ ʥʘʯʘʣʘ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ, ʟʘʛʦʣʦʚʢʠ ʢʦʪʦʨʳʭ 

ʚʢʣʶʯʘʶʪ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ çʦʨʜʝʨ ʥʘ ʚʘʰ ʘʨʝʩʪè. 

ɼʣʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʵʬʬʝʢʪʘ ʧʦʣʫʯʘʪʝʣʷʤ ʪʘʢʞʝ ʩʦʦʙʱʘʶʪ, ʯʪʦ 

ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʪʘʢʞʝ ʙʫʜʫʪ ʧʝʨʝʩʳʣʘʪʴʩʷ ʠʭ ʨʘʙʦʪʦʜʘʪʝʣʶ, ʯʪʦʙʳ ʠʭ 

ʧʨʠʯʠʪʘʶʱʠʝʩʷ ʩʫʤʤʳ ʙʳʣʠ ʟʘʢʦʥʥʦ ʫʜʝʨʞʘʥʳ ʠʟ ʠʭ ʟʘʨʘʙʦʪʥʦʡ ʧʣʘʪʳ. 

çʄʳ ʦʪʧʨʘʚʠʣʠ ʚʘʤ ʵʪʦ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦ ʩʫʜʝʙʥʦʤ ʨʘʟʙʠʨʘʪʝʣʴʩʪʚʝ ʚ ʤʘʝ 

2019 ʛʦʜʘ. ʅʦ ʚʳ ʥʝ ʦʪʚʝʪʠʣʠ ʚʦʚʨʝʤʷè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʷʭ. çʅʘ ʵʪʦʪ ʨʘʟ, 

ʝʩʣʠ ʚʳ ʥʝ ʦʪʚʝʪʠʪʝ, ʤʳ ʟʘʨʝʛʠʩʪʨʠʨʫʝʤ ʵʪʦ ʜʝʣʦ ʚ ʩʫʜʝ. ʉʯʠʪʘʡʪʝ ʵʪʦ ʧʦʩʣʝʜʥʠʤ 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʝʤè. 

çʇʦʞʘʣʫʡʩʪʘ, ʜʘʡʪʝ ʥʘʤ ʟʥʘʪʴ, ʢʘʢʦʚʳ ʚʘʰʠ ʥʘʤʝʨʝʥʠʷ ʢ ʩʝʛʦʜʥʷʰʥʝʤʫ ʜʥʶ, 

ʯʪʦʙʳ ʤʳ ʤʦʛʣʠ ʧʨʠʦʩʪʘʥʦʚʠʪʴ ʜʝʣʦ, ʠʥʘʯʝ ʤʳ ʦʪʧʨʘʚʠʤ ʜʦʢʫʤʝʥʪʳ ʚ ʤʝʩʪʥʳʡ 

ʰʝʨʠʬ, ʠ ʚʘʤ ʙʫʜʝʪ ʚʨʫʯʝʥʘ ʧʦʚʝʩʪʢʘ ʚ ʩʫʜ ʧʨʷʤʦ ʫ ʧʦʨʦʛʘè. 

ʕʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʪʘʢʞʝ ʠʥʩʪʨʫʢʪʠʨʫʶʪ ʮʝʣʠ ʥʝʤʝʜʣʝʥʥʦ ʦʪʚʝʪʠʪʴ ʩ 

ʜʝʪʘʣʷʤʠ ʧʣʘʪʝʞʘ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʨʘʟʦʨʝʥʠʷ ʠʭ ʢʨʝʜʠʪʘ. 

çʀʤʠʪʘʮʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ IRS ʰʠʨʦʢʦ ʨʘʩʧʨʦʩʪʨʘʥʝʥʘ ʚʦ ʚʩʝʭ 

ʦʪʨʘʩʣʷʭè, - ʟʘʢʣʶʯʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. çʕʪʠ ʘʪʘʢʠ ʨʘʟʣʠʯʘʶʪʩʷ ʧʦ ʤʘʩʰʪʘʙʫ ʠ 

ʞʝʨʪʚʘʤ, ʥʘʮʝʣʝʥʳ ʢʘʢ ʥʘ ʦʪʜʝʣʴʥʳʭ ʣʠʮ, ʪʘʢ ʠ ʥʘ ʢʦʤʧʘʥʠʠ ʚ ʮʝʣʦʤè. 

çʕʪʘ ʢʦʥʢʨʝʪʥʘʷ ʘʪʘʢʘ ʩʣʝʜʫʝʪ ʟʘ ʨʘʩʪʫʱʝʡ ʪʝʥʜʝʥʮʠʝʡ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʩʪʨʘʪʝʛʠʡ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ ʜʣʷ ʟʣʦʥʘʤʝʨʝʥʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ, ʧʦʟʚʦʣʷʷ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʙʦʣʝʝ ʣʝʛʢʦ ʦʙʭʦʜʠʪʴ ʨʝʰʝʥʠʷ ʜʣʷ ʟʘʱʠʪʳ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, 

ʢʦʪʦʨʳʝ ʚ ʦʩʥʦʚʥʦʤ ʩʦʩʨʝʜʦʪʦʯʝʥʳ ʥʘ ʦʯʝʚʠʜʥʳʭ ʚʝʢʪʦʨʘʭ ʫʛʨʦʟ, ʪʘʢʠʭ ʢʘʢ ʩʩʳʣʢʠ 

ʠʣʠ ʚʣʦʞʝʥʠʷè. (Sergiu Gatlan. Scammers impersonating the IRS threaten victims 

with legal action // BleepingComputer.com 

(https://www.bleepingcomputer.com/news/security/scammers-impersonating-the-irs-

threaten-victims-with-legal-action/). 10.11.2020).  
***  

 

çʋʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʥʘʷ ʘʬʝʨʘ ʩ ʥʘʣʦʛʦʚʳʤʠ ʣʴʛʦʪʘʤʠ HM Revenue and 

Customs (HMRC) ʥʘʮʝʣʝʥʘ ʥʘ ʞʠʪʝʣʝʡ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʥʘ ʵʪʦʡ ʥʝʜʝʣʝ ʩ 

ʧʦʤʦʱʴʶ ʪʝʢʩʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ (SMS). 

ʂʘʤʧʘʥʠʷ smishing ʚʳʟʳʚʘʝʪ ʙʝʩʧʦʢʦʡʩʪʚʦ, ʧʦʩʢʦʣʴʢʫ ʚ ʥʝʡ ʠʩʧʦʣʴʟʫʶʪʩʷ 

ʥʝʩʢʦʣʴʢʦ ʬʠʰʠʥʛʦʚʳʭ ʜʦʤʝʥʦʚ HMRC ʠ ʪʘʢʪʠʢʘ, ʧʨʠ ʵʪʦʤ ʥʦʚʳʝ ʜʦʤʝʥʳ 

ʜʦʙʘʚʣʷʶʪʩʷ ʢʘʞʜʳʡ ʜʝʥʴ, ʪʘʢ ʢʘʢ ʩʪʘʨʳʝ ʧʦʤʝʯʘʶʪʩʷ ʩʧʘʤ-ʬʠʣʴʪʨʘʤʠ. 

ʄʘʣʦ ʪʦʛʦ, ʯʪʦ ʬʠʰʠʥʛʦʚʳʝ ʩʪʨʘʥʠʮʳ ʪʱʘʪʝʣʴʥʦ ʠʤʠʪʠʨʫʶʪ ʚʝʙ-ʠʥʪʝʨʬʝʡʩ 

HMRC, ʚ ʥʠʭ ʪʘʢʞʝ ʚʩʪʨʦʝʥʳ ʮʝʣʳʝ ʨʘʙʦʯʠʝ ʧʨʦʮʝʩʩʳ ʦʥʣʘʡʥ-ʙʘʥʢʠʥʛʘ, ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʦʛʦ, ʢʪʦ ʚʘʰ ʧʦʩʪʘʚʱʠʢ ʙʘʥʢʦʚʩʢʠʭ ʫʩʣʫʛ.  

ʅʘʯʠʥʘʝʪʩʷ ʩ SMS ʩ ʪʝʢʩʪʦʤ ʩʢʠʜʢʠ 
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ʂʘʢ ʦʪʤʝʯʘʝʪ BleepingComputer, ʤʦʰʝʥʥʠʯʝʩʪʚʦ ʥʘʯʠʥʘʝʪʩʷ ʩ ʪʝʢʩʪʦʚʦʛʦ 

ʩʦʦʙʱʝʥʠʷ, ʠʥʬʦʨʤʠʨʫʶʱʝʛʦ ʧʦʣʫʯʘʪʝʣʷ ʦ ʪʦʤ, ʯʪʦ ʦʥ ʠʤʝʝʪ ʧʨʘʚʦ ʥʘ ʥʘʣʦʛʦʚʫʶ 

ʩʢʠʜʢʫ, ʧʦʩʢʦʣʴʢʫ ʚ ʵʪʦʤ ʛʦʜʫ ʦʥʠ ʟʘʧʣʘʪʠʣʠ çʯʨʝʟʚʳʯʘʡʥʳʡ ʥʘʣʦʛè. 

ʄʦʞʥʦ ʧʦʜʫʤʘʪʴ, ʯʪʦ ʧʦʣʴʟʦʚʘʪʝʣʶ ʣʫʯʰʝ ʥʝ ʥʘʞʠʤʘʪʴ ʥʘ ʜʦʤʝʥ .com ʜʣʷ 

ʜʦʩʪʫʧʘ ʢ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʫʩʣʫʛʘʤ. ʆʜʥʘʢʦ ʥʝʢʦʪʦʨʳʝ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ ʫʩʣʫʛʠ 

ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʧʨʝʜʣʘʛʘʶʪʩʷ ʦʙʱʝʩʪʚʝʥʥʦʩʪʠ ʯʝʨʝʟ ʜʦʤʝʥʳ .com. 

ʆʜʥʠʤ ʠʟ ʪʘʢʠʭ ʧʨʠʤʝʨʦʚ ʷʚʣʷʝʪʩʷ homeresponse.com, ʢʦʪʦʨʳʡ ʥʘʩʪʦʣʴʢʦ 

ʭʦʨʦʰʦ ʠʤʠʪʠʨʫʝʪ ʮʚʝʪʦʚʫʶ ʩʭʝʤʫ ʠ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʠʥʪʝʨʬʝʡʩ GOV.UK, ʯʪʦ 

ʦʜʥʘʞʜʳ ʤʝʥʷ ʦʙʤʘʥʫʣʠ, ʝʩʣʠ ʵʪʦ ʙʳʣ ʬʠʰʠʥʛʦʚʳʡ ʜʦʤʝʥ. 

ʊʝʤ ʥʝ ʤʝʥʝʝ, homeresponse.com - ʵʪʦ ʧʦʣʥʦʩʪʴʶ ʟʘʢʦʥʥʳʡ ʚʝʙ-ʩʘʡʪ, 

ʠʩʧʦʣʴʟʫʝʤʳʡ ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʜʣʷ ʩʙʦʨʘ ʦʙʥʦʚʣʝʥʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʠʟʙʠʨʘʪʝʣʷʭ ʜʦʤʘʰʥʠʭ ʭʦʟʷʡʩʪʚ ʦʪ ʞʠʪʝʣʝʡé 

ʊʘʨʛʝʪʠʥʛ ʥʘ ʢʣʠʝʥʪʦʚ ʦʥʣʘʡʥ-ʙʘʥʢʠʥʛʘ ʥʘ ʦʩʥʦʚʝ ʢʦʜʘ ʩʦʨʪʠʨʦʚʢʠ 

ʇʨʠ ʥʘʞʘʪʠʠ ʥʘ ʩʩʳʣʢʫ ʚ ʩʦʦʙʱʝʥʠʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʦʧʘʜʘʝʪ ʥʘ ʩʘʡʪ, 

ʧʦʭʦʞʠʡ ʥʘ ʩʘʡʪ GOV.UK. 

ʅʦ ʵʪʦ ʥʝ ʚʘʰʘ ʦʩʥʦʚʥʘʷ ʦʜʥʦʩʪʨʘʥʠʯʥʘʷ ʬʦʨʤʘ ʜʣʷ ʬʠʰʠʥʛʘ. ʆʙʰʠʨʥʳʡ 

ʨʘʙʦʯʠʡ ʧʨʦʮʝʩʩ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʚ ʵʪʦʡ ʢʘʤʧʘʥʠʠ, ʚʢʣʶʯʘʝʪ ʥʝʩʢʦʣʴʢʦ ʵʪʘʧʦʚ ʠ 

ʩʪʨʘʥʠʮ. 

ʆʥ ʥʘʯʠʥʘʝʪʩʷ ʩ ʧʨʦʩʪʦʡ ʬʦʨʤʳ ʟʘʷʚʢʠ ʥʘ ʚʦʟʚʨʘʪ ʥʘʣʦʛʘ, ʚ ʢʦʪʦʨʦʡ 

ʟʘʧʨʘʰʠʚʘʝʪʩʷ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʦʯʪʦʚʳʡ ʠʥʜʝʢʩ. 

ʅʘ ʩʣʝʜʫʶʱʝʤ ʰʘʛʝ ʬʦʨʤʘ ʧʦʢʘʟʳʚʘʝʪ ʩʣʫʯʘʡʥʦ ʚʳʙʨʘʥʥʫʶ ʩʫʤʤʫ 

ʚʦʟʤʝʱʝʥʠʷ ʦʪ 200 ʜʦ 400 ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ, ʢʦʪʦʨʫʶ ʥʘʣʦʛʦʧʣʘʪʝʣʴʱʠʢ ʠʤʝʝʪ 

ʧʨʘʚʦ ʪʨʝʙʦʚʘʪʴ. 

ʇʨʠ ʥʘʞʘʪʠʠ ʢʥʦʧʢʠ çʇʫʩʢè ʧʦʩʣʝʜʫʶʱʠʝ ʩʪʨʘʥʠʮʳ ʩʦʙʠʨʘʶʪ ʟʥʘʯʠʪʝʣʴʥʳʡ 

ʦʙʲʝʤ ʠʥʬʦʨʤʘʮʠʠ ʦʪ ʥʠʯʝʛʦ ʥʝ ʧʦʜʦʟʨʝʚʘʶʱʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɼʝʪʘʣʠ, ʩʦʙʨʘʥʥʳʝ ʚ ʨʘʤʢʘʭ ʵʪʦʡ ʢʘʤʧʘʥʠʠ, ʚʢʣʶʯʘʶʪ, ʧʦʤʠʤʦ ʧʨʦʯʝʛʦ, 

ʩʣʝʜʫʶʱʝʝ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʦʛʦ, ʥʘ ʢʘʢʦʤ ʬʠʰʠʥʛʦʚʦʤ ʜʦʤʝʥʝ ʚʳ ʥʘʭʦʜʠʪʝʩʴ.  

ʌʀʆ 

ɼʘʪʘ ʨʦʞʜʝʥʠʷ 

ʜʦʤʘʰʥʠʡ ʘʜʨʝʩ 

ʪʝʣʝʬʦʥʥʳʡ ʥʦʤʝʨ 

ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʧʘʨʦʣʠ 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʢʨʝʜʠʪʥʦʡ ʢʘʨʪʝ 

ʠʥʬʦʨʤʘʮʠʷ ʦ ʙʘʥʢʦʚʩʢʦʤ ʩʯʝʪʝ: ʢʦʜ ʩʦʨʪʠʨʦʚʢʠ ʠ ʥʦʤʝʨ ʩʯʝʪʘ 

ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʦʥʣʘʡʥ-ʙʘʥʢʠʥʛʘ 

ʅʦʤʝʨ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʩʪʨʘʭʦʚʘʥʠʷ (NINo) 

ʅʦʤʝʨ ʧʘʩʧʦʨʪʘ 

ʅʦʤʝʨ ʚʦʜʠʪʝʣʴʩʢʦʛʦ ʫʜʦʩʪʦʚʝʨʝʥʠʷ 

ʟʘʧʦʤʠʥʘʶʱʠʝʩʷ ʩʣʦʚʘ ʠ / ʠʣʠ ʦʪʚʝʪʳ ʥʘ ʢʦʥʪʨʦʣʴʥʳʝ ʚʦʧʨʦʩʳ, ʥʘʧʨʠʤʝʨ, 

ʜʝʚʠʯʴʷ ʬʘʤʠʣʠʷ ʤʘʪʝʨʠ 

ɼʚʫʭʬʘʢʪʦʨʥʳʝ ʢʦʜʳ, ʛʝʥʝʨʠʨʫʝʤʳʝ ʘʧʧʘʨʘʪʥʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ ʦʥʣʘʡʥ-

ʙʘʥʢʠʥʛʘ (ʪʦʢʝʥʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʫʩʪʨʦʡʩʪʚʘ ʯʪʝʥʠʷ ʢʘʨʪ)  

ʌʠʰʠʥʛʦʚʳʝ ʩʪʨʘʥʠʮʳ ʪʘʢʞʝ ʠʤʝʶʪ ʚʩʪʨʦʝʥʥʳʝ ʧʨʦʚʝʨʢʠ, ʧʦʵʪʦʤʫ ʚʚʦʜ 

ʥʝʜʦʧʫʩʪʠʤʳʭ ʟʥʘʯʝʥʠʡ ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʦʣʝʡ ʤʦʞʝʪ ʚʳʟʚʘʪʴ ʦʰʠʙʢʠ. ʕʪʘ 
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ʧʨʦʚʝʨʢʘ ʦʰʠʙʦʢ ʤʦʞʝʪ ʝʱʝ ʙʦʣʴʰʝ ʟʘʩʪʘʚʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʧʦʚʝʨʠʪʴ ʚ ʪʦ, ʯʪʦ ʚʝʙ-

ʩʪʨʘʥʠʮʘ ʷʚʣʷʝʪʩʷ ʟʘʢʦʥʥʦʡ. 

ʉʘʤʦʝ ʠʥʪʝʨʝʩʥʦʝ ʥʘʯʠʥʘʝʪʩʷ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʥʝʢʦʪʦʨʘʷ ʯʘʩʪʴ ʵʪʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʙʳʣʘ ʦʪʧʨʘʚʣʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʤ. 

ʇʦʢʘʟʘʥʘ ʧʨʦʤʝʞʫʪʦʯʥʘʷ ʩʪʨʘʥʠʮʘ "ʦʙʨʘʙʦʪʢʠ", ʥʘ ʢʦʪʦʨʦʡ ʧʨʦʚʝʨʷʶʪʩʷ 

ʥʝʢʦʪʦʨʳʝ ʧʦʣʷ, ʩʦʙʨʘʥʥʳʝ ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ. 

ɺ ʪʝʩʪʘʭ BleepingComputer ʨʘʙʦʯʠʡ ʧʨʦʮʝʩʩ ʟʘʚʝʨʰʠʣʩʷ ʥʘ ʵʪʦʤ ʵʪʘʧʝ, ʠ 

ʧʦʣʴʟʦʚʘʪʝʣʴ ʙʳʣ ʧʝʨʝʥʘʧʨʘʚʣʝʥ ʥʘ ʥʘʩʪʦʷʱʠʡ ʚʝʙ-ʩʘʡʪ HMRC.  

ʆʜʥʘʢʦ ʚ ʜʨʫʛʠʭ ʪʝʩʪʘʭ, ʛʜʝ ʚʚʦʜʠʣʩʷ ʨʝʘʣʴʥʳʡ ʢʦʜ ʩʦʨʪʠʨʦʚʢʠ ʦʪʜʝʣʝʥʠʷ 

ʙʘʥʢʘ, ʠ ʧʨʝʜʦʩʪʘʚʣʝʥʥʳʝ ʪʝʩʪʦʚʳʝ ʜʘʥʥʳʝ ʢʘʟʘʣʠʩʴ çʜʦʩʪʘʪʦʯʥʦ ʨʝʘʣʴʥʳʤʠè ʜʣʷ 

ʤʘʰʠʥʳ, ʤʳ ʥʘʙʣʶʜʘʣʠ, ʯʪʦ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʨʠʚʝʜʝʪ ʢ ʬʠʰʠʥʛʦʚʳʤ ʩʪʨʘʥʠʮʘʤ 

ʦʥʣʘʡʥ-ʙʘʥʢʠʥʛʘ, ʨʘʟʤʝʱʝʥʥʳʤ ʚ ʪʦʤ ʞʝ ʬʠʰʠʥʛʦʚʦʤ ʜʦʤʝʥʝ. 

BleepingComputer ʧʨʦʚʝʨʠʣʘ ʬʠʰʠʥʛʦʚʳʝ ʩʪʨʘʥʠʮʳ ʩ ʨʝʘʣʴʥʳʤʠ ʢʦʜʘʤʠ 

ʩʦʨʪʠʨʦʚʢʠ ʦʪʜʝʣʝʥʠʡ ʙʘʥʢʦʚ Halifax ʠ NatWest, ʯʪʦ ʧʦʜʪʚʝʨʜʠʣʦ ʥʘʰʠ 

ʧʦʜʦʟʨʝʥʠʷ. 

ʕʪʠ ʜʚʦʡʥʠʢʠ ʦʥʣʘʡʥ-ʙʘʥʢʠʥʛʘ ʜʦʧʦʣʥʠʪʝʣʴʥʦ ʩʦʙʠʨʘʶʪ ʙʘʥʢʦʚʩʢʠʝ ʜʘʥʥʳʝ 

ʧʦʣʴʟʦʚʘʪʝʣʷ, ʟʘʧʦʤʠʥʘʶʱʠʝʩʷ ʩʣʦʚʘ, ʜʚʫʭʬʘʢʪʦʨʥʳʝ ʢʦʜʳ ʠ ʪ. ɼ. 

BleepingComputer ʦʙʥʘʨʫʞʠʣ, ʯʪʦ ʚ ʢʘʤʧʘʥʠʠ ʝʩʪʴ ʮʝʣʳʝ ʥʘʙʦʨʳ 

ʬʠʰʠʥʛʦʚʳʭ ʩʘʡʪʦʚ, ʜʫʙʣʠʨʫʶʱʠʭ ʨʝʘʣʴʥʳʝ ʩʘʡʪʳ ʠʟʚʝʩʪʥʳʭ ʙʨʠʪʘʥʩʢʠʭ 

ʢʨʫʧʥʳʭ ʙʘʥʢʦʚ, ʜʣʷ ʥʘʮʝʣʠʚʘʥʠʷ ʥʘ ʩʚʦʠʭ ʢʣʠʝʥʪʦʚ. 

ɺ ʩʧʠʩʦʢ ʚʭʦʜʷʪ Barclays, Clydesdale, Halifax, NatWest, HSBC UK, Metro 

Bank, Nationwide, Citi, Lloyd's, TSB, Co-op, Royal Bank of Scotland (RBS), Santander, 

Tesco Bank ʠ Yorkshire Bank. 

ʅʝʩʤʦʪʨʷ ʥʘ ʪʱʘʪʝʣʴʥʦʩʪʴ ʪʝʭ, ʢʪʦ ʩʪʦʠʪ ʟʘ ʵʪʦʡ ʢʘʤʧʘʥʠʝʡ, ʦʥʠ ʥʝ 

ʧʨʦʜʝʣʘʣʠ ʚʝʣʠʢʦʣʝʧʥʫʶ ʨʘʙʦʪʫ ʧʦ ʟʘʱʠʪʝ ʩʦʙʨʘʥʥʳʭ ʜʘʥʥʳʭ - ʚʨʷʜ ʣʠ ʠʭ ʟʘʙʦʪʘ, 

ʯʪʦ ʜʝʣʘʝʪ ʵʪʫ ʢʘʤʧʘʥʠʶ ʝʱʝ ʙʦʣʝʝ ʦʧʘʩʥʦʡ.  

ɺ ʦʜʥʦʤ ʬʠʰʠʥʛʦʚʦʤ ʜʦʤʝʥʝ, ʠʩʧʦʣʴʟʫʝʤʦʤ ʚ ʢʘʤʧʘʥʠʠ, ʧʨʦʠʟʦʰʣʘ ʫʪʝʯʢʘ 

ʞʫʨʥʘʣʦʚ ʧʦʩʝʪʠʪʝʣʝʡ ʩ ʙʦʣʝʝ ʯʝʤ 4500 ʟʘʧʠʩʷʤʠ. ɼʦʤʝʥ, ʚ ʢʦʪʦʨʦʤ ʧʨʦʠʟʦʰʣʘ 

ʫʪʝʯʢʘ ʵʪʠʭ ʞʫʨʥʘʣʦʚ, ʙʦʣʴʰʝ ʥʝ ʜʦʩʪʫʧʝʥ.  

ʇʨʠ ʘʥʘʣʠʟʝ ʞʫʨʥʘʣʦʚ BleepingComputer ʦʙʥʘʨʫʞʠʣ, ʯʪʦ ʙʦʣʝʝ 1000 

ʫʥʠʢʘʣʴʥʳʭ IP-ʘʜʨʝʩʦʚ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʢ ʵʪʦʡ ʬʠʰʠʥʛʦʚʦʡ ʢʘʤʧʘʥʠʠéè (Ax 

Sharma. HMRC smishing tax scam targets UK banking customers // 

BleepingComputer.com (https://www.bleepingcomputer.com/news/security/hmrc-

smishing-tax-scam-targets-uk-banking-customers/). 08.11.2020).  

***  

 

çʇʦ ʠʥʬʦʨʤʘʮʠʠ ʵʢʩʧʝʨʪʦʚ, ʙʨʠʪʘʥʩʢʘʷ ʦʙʱʝʩʪʚʝʥʥʘʷ 

ʪʝʣʝʨʘʜʠʦʚʝʱʘʪʝʣʴʥʘʷ ʦʨʛʘʥʠʟʘʮʠʷ ʩʪʨʘʜʘʝʪ ʦʪ ʙʦʣʝʝ ʯʝʤ 250.000 

ʚʨʝʜʦʥʦʩʥʳʭ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ ʚ ʜʝʥʴ. ʩʨʝʜʥʝʝ ʠʭ ʯʠʩʣʦ ʩʦʩʪʘʚʠʣʦ 283.597 

ʧʠʩʝʤ ʟʘ ʩʫʪʢʠ. 
ɺ ʤʝʩʷʮ BBC ʧʦʣʫʯʘʝʪ ʙʦʣʝʝ 6,5 ʤʠʣʣʠʦʥʦʚ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ, ʢʦʪʦʨʳʝ 

ʢʣʘʩʩʠʬʠʮʠʨʫʶʪʩʷ ʢʘʢ ʩʧʘʤ ʠʣʠ ʩʢʘʤ, ʘ ʪʘʢʞʝ ʧʦʯʪʠ 19 ʪʳʩʷʯ ʩʦʜʝʨʞʘʪ ʚ ʩʝʙʝ 

ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʦʛʨʘʤʤʳ. ɺ ʧʝʨʠʦʜ ʩ ʷʥʚʘʨʷ ʧʦ ʘʚʛʫʩʪ 2020 ʛʦʜʘ ʚʩʝʛʦ ʙʳʣʦ 

ʟʘʙʣʦʢʠʨʦʚʘʥʦ ʧʦʯʪʠ 52 ʤʠʣʣʠʦʥʘ ʚʨʝʜʦʥʦʩʥʳʭ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ. 
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ʕʢʩʧʝʨʪʳ ʠʟ Barracuda Networks ʦʪʤʝʯʘʶʪ, ʯʪʦ ʠʟ-ʟʘ ʧʘʥʜʝʤʠʠ ʢʦʣʠʯʝʩʪʚʦ 

ʬʠʰʠʥʛʦʚʳʭ ʧʠʩʝʤ ʫʚʝʣʠʯʠʣʦʩʴ ʥʘ 667%. ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʚ ʦʩʥʦʚʥʦʤ ʠʛʨʘʶʪ ʥʘ 

ʪʘʢʠʭ ʯʫʚʩʪʚʘʭ ʞʝʨʪʚ, ʢʘʢ ʚʳʟʚʘʥʥʳʝ ʢʨʠʟʠʩʥʦʡ ʩʠʪʫʘʮʠʝʡ ʩʪʨʘʭ ʠ 

ʥʝʦʧʨʝʜʝʣʸʥʥʦʩʪʴ. 

ʊʝʣʝʨʘʜʠʦʚʝʱʘʪʝʣʴʥʘʷ ʢʦʤʧʘʥʠʷ ʧʦʜʚʝʨʛʘʣʘʩʴ ʢʠʙʝʨʘʪʘʢʘʤ ʠ ʚ ʧʨʦʰʣʦʤ. 

ʅʘʧʨʠʤʝʨ, ʚ 2013 ʛʦʜʫ ʩʪʦʨʦʥʥʠʢʠ ʧʨʝʟʠʜʝʥʪʘ ʉʠʨʠʠ ɹʘʰʘʨʘ ɸʩʘʜʘ ʧʦʣʫʯʠʣʠ 

ʢʦʥʪʨʦʣʴ ʥʘʜ ʥʝʢʦʪʦʨʳʤʠ ʪʚʠʪʪʝʨ-ʘʢʢʘʫʥʪʘʤʠ BBC, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʳʭ ʙʳʣʘ 

ʫʩʪʨʦʝʥʘ ʬʠʰʠʥʛʦʚʘʷ ʨʘʩʩʳʣʢʘ ʧʦ ʩʦʪʨʫʜʥʠʢʘʤè. (BBC ʘʪʘʢʫʶʪ ʙʦʣʝʝ 250.000 

ʨʘʟ ʚ ʜʝʥʴ // SecureNews (https://securenews.ru/the-bbc-is-attacked-more-than-

250000-times-a-day/). 03.11.2020).  

***  

 

çʂʘʟʥʘʯʝʡʩʪʚʦ ʉʦʝʜʠʥʸʥʥʳʭ ʐʪʘʪʦʚ ɸʤʝʨʠʢʠ ʚʚʝʣʦ ʩʘʥʢʮʠʠ ʧʨʦʪʠʚ 

ʦʜʥʦʛʦ ʠʟ ʥʘʫʯʥʦ-ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʭ ʠʥʩʪʠʪʫʪʦʚ ʈʦʩʩʠʠ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʦʜʥʦʛʦ 

ʠʟ ʝʛʦ ʧʨʦʬʝʩʩʦʨʦʚ ʩʚʷʟʘʣʠ ʩ ʤʘʣʚʘʨʴʶ ʧʦʜ ʥʘʟʚʘʥʠʝʤ TRITON ʚ ʦʢʪʷʙʨʝ 2018 

ʛʦʜʘ. 

ʊʘʢʞʝ ʚʨʝʜʦʥʦʩʥʘʷ ʧʨʦʛʨʘʤʤʘ ʠʟʚʝʩʪʥʘ ʧʦʜ ʪʘʢʠʤʠ ʥʘʟʚʘʥʠʷʤʠ, ʢʘʢ TRISIS ʠ 

HatMan. ʇʦ ʨʝʟʫʣʴʪʘʪʘʤ ʨʘʩʩʣʝʜʦʚʘʥʠʷ, ʦʥʘ ʙʳʣʘ ʠʩʧʦʣʴʟʦʚʘʥʘ ʧʨʦʪʠʚ 

ʥʝʬʪʝʭʠʤʠʯʝʩʢʦʛʦ ʧʨʝʜʧʨʠʷʪʠʷ ʚ ʉʘʫʜʦʚʩʢʦʡ ɸʨʘʚʠʠ ʚ ʘʚʛʫʩʪʝ 2017 ʛʦʜʘ. 

ʆʙʚʠʥʸʥʥʳʡ ʧʨʦʬʝʩʩʦʨ ʨʘʙʦʪʘʣ ʚ ʎʝʥʪʨʘʣʴʥʦʤ ʥʘʫʯʥʦ-ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʤ 

ʠʥʩʪʠʪʫʪʝ ʭʠʤʠʠ ʠ ʤʝʭʘʥʠʢʠ, ʢʦʪʦʨʳʡ ʨʘʩʧʦʣʘʛʘʝʪʩʷ ʚ ʄʦʩʢʚʝ. ʕʪʦ ʧʨʠʚʝʣʦ ʢ 

ʚʚʝʜʝʥʠʶ ʩʘʥʢʮʠʡ ʧʨʦʪʠʚ ʠʥʩʪʠʪʫʪʘ. 

ʇʦ ʟʘʷʚʣʝʥʠʶ ʂʘʟʥʘʯʝʡʩʪʚʘ ʉʐɸ, ʚ ʠʥʩʪʠʪʫʪʝ ʨʘʟʨʘʙʦʪʘʣʠ ʠʥʩʪʨʫʤʝʥʪʳ, ʩ 

ʧʦʤʦʱʴʶ ʢʦʪʦʨʳʭ ʙʳʣʘ ʧʨʦʚʝʜʝʥʘ ʢʠʙʝʨʘʪʘʢʘ. ʊʘʢʞʝ ʙʳʣʦ ʟʘʷʚʣʝʥʦ, ʯʪʦ ʚ 2019 

ʛʦʜʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʨʦʩʢʘʥʠʨʦʚʘʣʠ ʥʝ ʤʝʥʝʝ 20 ʵʣʝʢʪʨʦʩʝʪʝʡ ʚ ʉʐɸ ʥʘ 

ʧʨʝʜʤʝʪ ʫʷʟʚʠʤʦʩʪʝʡ. 

ɺʚʝʜʸʥʥʳʝ 23 ʦʢʪʷʙʨʷ 2020 ʛʦʜʘ ʩʘʥʢʮʠʠ ʥʝ ʧʦʟʚʦʣʷʪ ʨʝʟʠʜʝʥʪʘʤ ʉʐɸ 

ʩʦʪʨʫʜʥʠʯʘʪʴ ʩ ʜʘʥʥʳʤ ʠʥʩʪʠʪʫʪʦʤè. (ʉʐɸ ʚʚʦʜʠʪ ʩʘʥʢʮʠʠ ʧʨʦʪʠʚ ʨʦʩʩʠʡʩʢʦʛʦ 

ʠʥʩʪʠʪʫʪʘ, ʩʚʷʟʘʥʥʦʛʦ ʩ ʢʠʙʝʨʘʪʘʢʦʡ // SecureNews (https://securenews.ru/us-

imposes-sanctions-on-russian-institution-linked-to-cyber-attack/). 02.11.2020).  

***  

 

çʉʝʪʴ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʋʥʠʚʝʨʩʠʪʝʪʘ ɺʝʨʤʦʥʪʘ (UVM) ʠʟʦ ʚʩʝʭ ʩʠʣ 

ʧʳʪʘʝʪʩʷ ʚʦʩʩʪʘʥʦʚʠʪʴ ʩʚʦʠ ʩʠʩʪʝʤʳ ʧʦʩʣʝ ʢʠʙʝʨʘʪʘʢʠ, ʢʦʪʦʨʘʷ ʧʨʠʚʝʣʘ ʢ 

ʰʠʨʦʢʦ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤ ʟʘʜʝʨʞʢʘʤ ʚ ʥʘʟʥʘʯʝʥʠʠ ʧʘʮʠʝʥʪʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ 

ʧʨʠ ʭʠʤʠʦʪʝʨʘʧʠʠ, ʘ ʪʘʢʞʝ ʤʘʤʤʦʛʨʘʬʠʠ ʠ ʙʠʦʧʩʠʠ. 

ʉʝʪʴ UVM Health Network - ʵʪʦ ʩʠʩʪʝʤʘ ʠʟ ʰʝʩʪʠ ʙʦʣʴʥʠʮ, ʜʦʤʘʰʥʝʛʦ 

ʤʝʜʠʮʠʥʩʢʦʛʦ ʦʙʩʣʫʞʠʚʘʥʠʷ ʠ ʭʦʩʧʠʩʘ, ʚ ʢʦʪʦʨʫʶ ʚʭʦʜʷʪ ʙʦʣʝʝ 1000 ʚʨʘʯʝʡ, 2000 

ʤʝʜʩʝʩʪʝʨ ʠ ʜʨʫʛʠʭ ʚʨʘʯʝʡ ʚ ɺʝʨʤʦʥʪʝ ʠ ʩʝʚʝʨʥʦʤ ʅʴʶ-ʁʦʨʢʝ. ʂʠʙʝʨʘʪʘʢʘ ʙʳʣʘ 

ʚʧʝʨʚʳʝ ʥʘʯʘʪʘ ʥʘ ʥʝʜʝʣʝ 25 ʦʢʪʷʙʨʷ, ʧʨʠ ʵʪʦʤ, ʩʦʛʣʘʩʥʦ ʤʝʩʪʥʳʤ ʩʦʦʙʱʝʥʠʷʤ, 

ʙʦʣʴʰʝ ʚʩʝʛʦ ʧʦʩʪʨʘʜʘʣ ʄʝʜʠʮʠʥʩʢʠʡ ʮʝʥʪʨ UVM. ɺ ʩʦʦʙʱʝʥʠʷʭ ʛʦʚʦʨʠʣʦʩʴ, ʯʪʦ 

ʘʪʘʢʘ ʧʨʦʰʣʘ ʯʝʨʝʟ ʛʣʘʚʥʳʡ ʢʦʤʧʴʶʪʝʨʥʳʡ ʩʝʨʚʝʨ ʙʦʣʴʥʠʮʳ ʠ ʟʘʪʨʦʥʫʣʘ ʚʩʶ ʝʝ 

ʩʠʩʪʝʤʫ. 

ʉ ʪʝʭ ʧʦʨ ʌɹʈ ʠ ʅʘʮʠʦʥʘʣʴʥʘʷ ʛʚʘʨʜʠʷ ɺʝʨʤʦʥʪʘ ʙʳʣʠ ʧʨʠʚʣʝʯʝʥʳ ʜʣʷ 

ʧʨʦʚʝʨʢʠ ʪʳʩʷʯ ʢʦʤʧʴʶʪʝʨʦʚ ʠ ʫʩʪʨʦʡʩʪʚ ʢʦʥʝʯʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʯʪʦʙʳ 
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ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʦʥʠ ʥʝ ʩʦʜʝʨʞʘʪ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ. ɺ ʦʙʥʦʚʣʝʥʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʡ ʚ ʩʫʙʙʦʪʫ, ʩʝʪʴ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ UVM ʩʦʦʙʱʠʣʘ, 

ʯʪʦ çʟʘ ʥʦʯʴ ʜʦʙʠʣʘʩʴ ʟʥʘʯʠʪʝʣʴʥʦʛʦ ʧʨʦʛʨʝʩʩʘ ʚ ʚʦʩʩʪʘʥʦʚʣʝʥʠʠ ʩʢʨʳʪʳʭ 

ʢʦʤʧʦʥʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʧʦʤʦʛʫʪ ʚ ʚʦʩʩʪʘʥʦʚʣʝʥʠʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʩʠʩʪʝʤ, 

ʦʨʠʝʥʪʠʨʦʚʘʥʥʳʭ ʥʘ ʧʘʮʠʝʥʪʘè. 

çʅʘʰʘ ʀʊ-ʢʦʤʘʥʜʘ ʪʝʧʝʨʴ ʧʦʣʫʯʠʣʘ ʜʦʩʪʫʧ ʢ ʨʘʩʧʠʩʘʥʠʷʤ ʧʘʮʠʝʥʪʦʚ ʜʣʷ 

ʚʩʝʭ ʩʝʪʝʚʳʭ ʙʦʣʴʥʠʮ ʥʘ ʩʣʝʜʫʶʱʠʝ ʚʳʭʦʜʥʳʝè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʫʙʙʦʪʥʝʤ 

ʦʙʥʦʚʣʝʥʠʠ. çʕʪʦ ʧʦʚʳʩʠʪ ʥʘʰʫ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʠ ʦʙʱʠʡ ʦʧʳʪ ʜʣʷ ʧʘʮʠʝʥʪʦʚ, 

ʧʦʩʢʦʣʴʢʫ ʤʳ ʧʨʦʜʦʣʞʘʝʤ ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʩʠʩʪʝʤʳ ʧʦʩʣʝ ʢʠʙʝʨʘʪʘʢʠ ʥʘ ʧʨʦʰʣʦʡ 

ʥʝʜʝʣʝè. 

Threatpost ʦʙʨʘʪʠʣʩʷ ʢ ʧʨʝʜʩʪʘʚʠʪʝʣʶ ʌɹʈ ʉʘʨʝ ʈʫʘʥ ʧʦ ʧʦʚʦʜʫ ʘʪʘʢʠ, ʚ ʪʦʤ 

ʯʠʩʣʝ ʧʦ ʧʦʚʦʜʫ ʪʦʛʦ, ʢ ʢʘʢʦʤʫ ʪʠʧʫ ʜʘʥʥʳʭ ʙʳʣ ʦʩʫʱʝʩʪʚʣʝʥ ʜʦʩʪʫʧ, ʢʘʢ 

ʠʟʥʘʯʘʣʴʥʦ ʧʨʦʠʟʦʰʣʘ ʘʪʘʢʘ, ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʣʠ ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʦʛʨʘʤʤʳ ʠʣʠ 

ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ ʠ ʤʥʦʛʦʝ ʜʨʫʛʦʝ. ʕʪʘ ʩʪʘʪʴʷ ʙʫʜʝʪ ʦʙʥʦʚʣʝʥʘ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʦʙʨʘʟʦʤ, ʢʦʛʜʘ ʧʨʝʩʩ-ʩʝʢʨʝʪʘʨʴ ʦʪʚʝʪʠʪ. 

çɺʦ ʚʨʝʤʷ ʧʘʥʜʝʤʠʠ ʩʠʩʪʝʤʳ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, ʙʦʣʴʥʠʮʳ ʠ 

ʬʘʨʤʘʮʝʚʪʠʯʝʩʢʠʝ ʢʦʤʧʘʥʠʠ ʧʦʜʚʝʨʛʘʣʠʩʴ ʙʦʣʝʝ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʤ ʢʠʙʝʨʘʪʘʢʘʤ, - 

ʩʢʘʟʘʣ Threatpost ʍʵʥʢ ʐʣʝʩʩ, ʩʪʘʨʰʠʡ ʤʝʥʝʜʞʝʨ ʧʦ ʨʝʰʝʥʠʷʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 

Lookout. çʉʫʙʲʝʢʪʳ ʫʛʨʦʟ ʟʥʘʶʪ, ʯʪʦ ʵʪʠ ʦʨʛʘʥʠʟʘʮʠʠ ʥʘʭʦʜʷʪʩʷ ʧʦʜ ʩʠʣʴʥʳʤ 

ʜʘʚʣʝʥʠʝʤ, ʯʪʦʙʳ ʟʘʙʦʪʠʪʴʩʷ ʦ ʙʦʣʴʰʦʤ ʢʦʣʠʯʝʩʪʚʝ ʧʘʮʠʝʥʪʦʚ ʠ ʧʦʤʦʛʘʪʴ ʚ 

ʦʪʢʨʳʪʠʠ ʚʘʢʮʠʥʳ ʚ ʜʦʧʦʣʥʝʥʠʝ ʢ ʩʚʦʠʤ ʦʙʳʯʥʳʤ ʦʙʷʟʘʥʥʦʩʪʷʤè. 

ɺʣʠʷʥʠʝ 

ɺ ʪʦ ʚʨʝʤʷ ʢʘʢ ʩʝʪʴ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ UVM ʙʳʣʘ ʥʝʯʝʪʢʦʡ ʚ ʦʪʥʦʰʝʥʠʠ ʪʦʛʦ, 

ʢ ʢʘʢʠʤ ʜʘʥʥʳʤ ʙʳʣ ʧʦʣʫʯʝʥ ʜʦʩʪʫʧ, ʩʦʛʣʘʩʥʦ ʦʪʯʝʪʘʤ, ʵʪʦ ʧʦʚʣʠʷʣʦ ʥʘ 

ʧʣʘʥʠʨʦʚʘʥʠʝ ʥʘʟʥʘʯʝʥʠʡ ʧʘʮʠʝʥʪʦʚ, ʯʪʦ ʧʦʚʣʠʷʣʦ ʥʘ ʚʘʞʥʳʝ ʧʨʦʚʝʨʢʠ ʧʘʮʠʝʥʪʦʚ 

ʠ ʠʭ ʥʘʟʥʘʯʝʥʠʷ. 

ʇʝʨʝʜ ʘʪʘʢʦʡ ʦʪ 45 ʜʦ 60 ʧʘʮʠʝʥʪʦʚ ʤʦʛʣʠ ʟʘʧʠʩʘʪʴʩʷ ʥʘ ʧʨʠʝʤ ʢ 

ʭʠʤʠʦʪʝʨʘʧʝʚʪʫ ʚ ʤʝʜʠʮʠʥʩʢʦʤ ʮʝʥʪʨʝ UVM, ʦʜʥʘʢʦ ʧʦʩʣʝ ʢʠʙʝʨʘʪʘʢʠ ʵʪʦ ʯʠʩʣʦ 

ʩʥʠʟʠʣʦʩʴ ʜʦ 15, ʯʪʦ ʧʨʠʚʝʣʦ ʢ ʫʚʝʣʠʯʝʥʠʶ ʢʦʣʠʯʝʩʪʚʘ ʣʶʜʝʡ, ʥʫʞʜʘʶʱʠʭʩʷ ʚ 

ʧʦʤʦʱʠ. 

ʉʝʪʴ ʙʦʣʴʥʠʮ ʟʘʷʚʠʣʘ, ʯʪʦ ʨʘʟʨʘʙʦʪʘʣʘ ʧʣʘʥʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʧʘʮʠʝʥʪʘʤ 

ʥʝʦʙʭʦʜʠʤʦʛʦ ʣʝʯʝʥʠʷ ʨʘʢʘ ʚ ʪʝʯʝʥʠʝ ʩʣʝʜʫʶʱʠʭ ʥʝʩʢʦʣʴʢʠʭ ʜʥʝʡ. 

çʇʘʮʠʝʥʪʳ ʧʨʦʭʦʜʷʪ ʣʝʯʝʥʠʝ, ʠ ʤʳ ʩʨʦʯʥʦ ʨʘʙʦʪʘʝʤ ʥʘʜ ʨʘʩʰʠʨʝʥʠʝʤ ʥʘʰʠʭ 

ʚʦʟʤʦʞʥʦʩʪʝʡ ʧʦ ʧʨʝʜʦʩʪʘʚʣʝʥʠʶ ʭʠʤʠʦʪʝʨʘʧʠʠ ʚ ʤʝʜʠʮʠʥʩʢʦʤ ʮʝʥʪʨʝ UVM ʜʦ 

ʩʝʤʠ ʜʥʝʡ ʚ ʥʝʜʝʣʶ ʠ ʪʨʝʭ ʚʝʯʝʨʦʚ ʚ ʥʝʜʝʣʶè, - ʩʢʘʟʘʣʠ ʦʥʠ. çʄʝʞʜʫ ʪʝʤ, ʤʳ 

ʪʘʢʞʝ ʧʣʘʥʠʨʫʝʤ ʣʝʯʝʥʠʝ ʥʝʢʦʪʦʨʳʭ ʧʘʮʠʝʥʪʦʚ ʚ ʎʝʥʪʨʘʣʴʥʦʤ ʤʝʜʠʮʠʥʩʢʦʤ 

ʮʝʥʪʨʝ ɺʝʨʤʦʥʪʘ, ʙʦʣʴʥʠʮʝ ʚʨʘʯʝʡ ʜʦʣʠʥʳ ʐʘʤʧʣʝʡʥ ʠ ʜʨʫʛʠʭ ʫʯʨʝʞʜʝʥʠʷʭ, 

ʢʦʛʜʘ ʵʪʦ ʥʝʦʙʭʦʜʠʤʦè. 

ʉʝʪʴ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ UVM ʪʘʢʞʝ ʩʦʦʙʱʠʣʘ, ʯʪʦ ʩʤʦʛʣʘ ʚʦʩʩʪʘʥʦʚʠʪʴ 

ʥʝʢʦʪʦʨʳʝ ʛʨʘʬʠʢʠ ʚʩʪʨʝʯ ʜʣʷ ʦʩʪʘʣʴʥʦʡ ʯʘʩʪʠ ʩʚʦʝʡ ʩʝʪʠ. ʆʜʥʘʢʦ ʩʝʪʴ ʩʦʦʙʱʠʣʘ, 

ʯʪʦ ʚ ʧʦʥʝʜʝʣʴʥʠʢ ʚ ʤʝʜʠʮʠʥʩʢʦʤ ʮʝʥʪʨʝ UVM ʥʝ ʤʦʞʝʪ ʧʨʦʚʝʩʪʠ ʚʠʟʫʘʣʠʟʘʮʠʶ 

ʛʨʫʜʠ, ʚʢʣʶʯʘʷ ʤʘʤʤʦʛʨʘʬʠʶ, ʫʣʴʪʨʘʟʚʫʢʦʚʦʝ ʠʩʩʣʝʜʦʚʘʥʠʝ ʛʨʫʜʠ ʠ ʙʠʦʧʩʠʶ. 

çʅʘʰʠ ʩʧʝʮʠʘʣʠʩʪʳ ʧʦ ʚʠʟʫʘʣʠʟʘʮʠʠ ʛʨʫʜʠ ʠʤʝʶʪ ʦʛʨʘʥʠʯʝʥʥʳʡ ʜʦʩʪʫʧ ʢ 

ʜʘʥʥʳʤ ʧʘʮʠʝʥʪʦʚ ʠ ʧʦʵʪʦʤʫ ʥʝ ʩʤʦʛʫʪ ʟʘʨʘʥʝʝ ʩʦʦʙʱʠʪʴ ʚʩʝʤ ʧʘʮʠʝʥʪʘʤ ʦʙ 
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ʦʪʤʝʥʝ ʠʭ ʧʨʠʝʤʘè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ ʦʙ ʫʪʝʯʢʝ ʜʘʥʥʳʭ. çʄʳ ʧʨʠʥʦʩʠʤ 

ʛʣʫʙʦʢʠʝ ʠʟʚʠʥʝʥʠʷ ʟʘ ʥʝʫʜʦʙʩʪʚʘ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʚʦʟʥʠʢʥʫʪʴ ʫ ʧʘʮʠʝʥʪʦʚè. 

ʉʦʛʣʘʩʥʦ ʩʦʦʙʱʝʥʠʷʤ, ʩʦʪʨʫʜʥʠʢʠ ʙʦʣʴʥʠʮ ʪʘʢʞʝ ʧʦʩʪʨʘʜʘʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʢʠʙʝʨʘʪʘʢʠ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʦʡ ʥʝʢʦʪʦʨʳʝ ʩʦʪʨʫʜʥʠʢʠ ʥʝ ʩʤʦʛʣʠ ʚʳʧʦʣʥʷʪʴ ʩʚʦʶ 

ʦʙʳʯʥʫʶ ʨʘʙʦʪʫ. ʇʦ ʩʣʦʚʘʤ ʧʨʝʟʠʜʝʥʪʘ ʠ ʛʣʘʚʥʦʛʦ ʦʧʝʨʘʮʠʦʥʥʦʛʦ ʜʠʨʝʢʪʦʨʘ 

ʉʪʠʚʝʥʘ ʃʝʬʬʣʝʨʘ, ʜʦʢʪʦʨʘ ʤʝʜʠʮʠʥʳ, ʥʘ ʧʨʝʩʩ-ʢʦʥʬʝʨʝʥʮʠʠ ʚ ʧʷʪʥʠʮʫ, ʜʦ 300 

ʩʦʪʨʫʜʥʠʢʦʚ ʙʦʣʴʥʠʮʳ ʤʝʜʠʮʠʥʩʢʦʛʦ ʮʝʥʪʨʘ UVM ʙʳʣʠ ʧʝʨʝʚʝʜʝʥʳ ʠʣʠ ʫʚʦʣʝʥʳ. 

ʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʘʪʘʢʫʶʪ ʙʦʣʴʥʠʮʳ 

ɿʘ ʧʦʩʣʝʜʥʠʝ ʥʝʩʢʦʣʴʢʦ ʤʝʩʷʮʝʚ ʙʦʣʴʥʠʮʳ ʠ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʝ ʩʪʦʣʢʥʫʣʠʩʴ ʩ 

ʰʢʚʘʣʦʤ ʢʠʙʝʨʘʪʘʢ. ʅʘʧʨʠʤʝʨ, ʚ ʩʝʥʪʷʙʨʝ ʚ ʨʝʟʫʣʴʪʘʪʝ ʘʪʘʢʠ ʚʳʤʦʛʘʪʝʣʝʡ ʙʳʣʘ 

ʦʩʪʘʥʦʚʣʝʥʘ ʢʦʤʧʘʥʠʷ Universal Health Services, ʢʦʪʦʨʘʷ ʚʭʦʜʠʪ ʚ ʩʧʠʩʦʢ Fortune-

500 ʠ ʚʣʘʜʝʝʪ ʦʙʱʝʥʘʮʠʦʥʘʣʴʥʦʡ ʩʝʪʴʶ ʙʦʣʴʥʠʮ. ɺ ʦʢʪʷʙʨʝ ʘʪʘʢʘʤ ʧʨʦʛʨʘʤʤ-

ʚʳʤʦʛʘʪʝʣʝʡ ʧʦʜʚʝʨʛʣʠʩʴ ʥʝʩʢʦʣʴʢʦ ʙʦʣʴʥʠʮ, ʚ ʪʦʤ ʯʠʩʣʝ ʂʣʘʤʘʪ-ʌʦʣʩ, 

ʤʝʜʠʮʠʥʩʢʠʡ ʮʝʥʪʨ Sky Lakes ʚ ʰʪʘʪʝ ʆʨʝʛʦʥ ʠ ʩʠʩʪʝʤʘ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʉʚʷʪʦʛʦ 

ʃʘʚʨʝʥʪʠʷ ʚ ʅʴʶ-ʁʦʨʢʝ. 

çʆʪʨʘʩʣʴ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʦʩʪʘʥʝʪʩʷ ʤʠʰʝʥʴʶ ʜʣʷ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ 

ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ, ʦʩʦʙʝʥʥʦ ʩ ʫʯʝʪʦʤ ʪʦʛʦ, ʯʪʦ ʧʨʦʜʦʣʞʘʶʱʝʝʩʷ ʪʝʩʪʠʨʦʚʘʥʠʝ 

ʫʚʝʣʠʯʠʚʘʝʪ ʦʙʲʝʤ ʜʘʥʥʳʭ ʠʣʠ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʘʮʠʝʥʪʘʭ ʠʣʠ ʙʫʜʫʱʠʭ ʧʘʮʠʝʥʪʘʭè, 

- ʩʢʘʟʘʣʘ Threatpost ʍʠʟʝʨ ʇʘʫʥʝʪ, ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʧʨʦʜʫʢʪʘʤʠ ʚ 

Untangle. çʀʊ-ʦʪʜʝʣʳ ʜʦʣʞʥʳ ʙʳʪʴ ʙʦʣʝʝ ʦʩʚʝʜʦʤʣʝʥʳ, ʯʝʤ ʢʦʛʜʘ-ʣʠʙʦ ʧʨʝʞʜʝ, ʦ 

ʪʦʤ, ʢʘʢ ʟʘʱʠʪʠʪʴ ʩʚʦʶ ʩʝʪʴ, ʩʚʦʠʭ ʩʦʪʨʫʜʥʠʢʦʚ ʠ ʩʚʦʠʭ ʧʘʮʠʝʥʪʦʚè. 

ʄʦʭʠʪ ʊʠʚʘʨʠ, ʩʦʫʯʨʝʜʠʪʝʣʴ ʠ ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ Symmetry Systems, 

ʩʢʘʟʘʣ Threatpost, ʯʪʦ ʙʦʣʴʥʠʮʳ ʦʢʘʟʳʚʘʶʪʩʷ ʚ çʦʯʝʥʴ ʩʣʦʞʥʦʡ ʩʠʪʫʘʮʠʠè, ʢʦʛʜʘ 

ʜʝʣʦ ʢʘʩʘʝʪʩʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

çʀʤ ʥʝʦʙʭʦʜʠʤʦ ʫʜʝʣʷʪʴ ʧʝʨʚʦʦʯʝʨʝʜʥʦʝ ʚʥʠʤʘʥʠʝ ʝʞʝʜʥʝʚʥʦʡ ʙʦʨʴʙʝ ʩ 

ʨʷʜʦʤ ʧʨʦʙʣʝʤ, ʩʚʷʟʘʥʥʳʭ ʩʦ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʝʤ, ʘ ʪʘʢʞʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʨʘʙʦʪʘʪʴ ʩ 

ʧʨʦʛʨʘʤʤʥʳʤ ʠ ʘʧʧʘʨʘʪʥʳʤ ʦʙʝʩʧʝʯʝʥʠʝʤ, ʥʘ ʩʝʨʪʠʬʠʢʘʮʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʢʦʪʦʨʦʛʦ ʫʭʦʜʷʪ ʛʦʜʳ, - ʩʢʘʟʘʣ ʊʠʚʘʨʠ. çʂ ʩʦʞʘʣʝʥʠʶ, ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ 

ʚʳʯʠʩʣʠʪʝʣʴʥʘʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ ʦʪʩʪʘʝʪ ʢʘʢ ʧʦ ʢʦʤʤʝʨʯʝʩʢʠʤ, ʪʘʢ ʠ ʧʦ 

ʪʝʭʥʠʯʝʩʢʠʤ ʧʨʠʯʠʥʘʤè. 

ɼʠʨʢ ʐʨʘʜʝʨ, ʛʣʦʙʘʣʴʥʳʡ ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ New Net Technologies (NNT), ʚ 

ʭʦʜʝ ʧʨʝʜʳʜʫʱʝʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʦʙʥʘʨʫʞʠʣ, ʯʪʦ ʥʝʟʘʱʠʱʝʥʥʳʝ ʤʝʜʠʮʠʥʩʢʠʝ 

ʫʩʪʨʦʡʩʪʚʘ ʙʝʟ ʠʩʧʨʘʚʣʝʥʠʡ, ʧʦʜʢʣʶʯʝʥʥʳʝ ʢ ʀʥʪʝʨʥʝʪʫ (ʩʚʷʟʘʥʥʳʝ ʩ ʘʨʭʠʚʘʤʠ 

ʠʟʦʙʨʘʞʝʥʠʡ ʠ ʩʠʩʪʝʤʘʤʠ ʵʣʝʢʪʨʦʥʥʳʭ ʤʝʜʠʮʠʥʩʢʠʭ ʟʘʧʠʩʝʡ), ʧʦʢʘʟʳʚʘʶʪ, ʯʪʦ 

ʩʝʢʪʦʨ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʧʦ-ʧʨʝʞʥʝʤʫ ʦʩʪʘʝʪʩʷ ʥʝʩʣʦʞʥʳʤ ʮʝʣʴ - ʠ, ʩʢʦʨʝʝ ʚʩʝʛʦ, 

ʪʘʢ ʠ ʦʩʪʘʥʝʪʩʷ ʚ ʦʙʦʟʨʠʤʦʤ ʙʫʜʫʱʝʤ. 

ʆʥ ʩʢʘʟʘʣ, ʯʪʦ ʩʝʢʪʦʨʫ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ ʩʚʦʡ ʧʦʜʭʦʜ ʦʪ ʥʝʙʨʝʞʥʦʛʦ 

ʦʪʥʦʰʝʥʠʷ ʢ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʢ ʠʥʪʝʛʨʠʨʦʚʘʥʥʦʤʫ, ʫʩʪʦʡʯʠʚʦʤʫ ʢ 

ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʫ ʦʙʨʘʱʝʥʠʶ ʩ ʤʝʜʠʮʠʥʩʢʠʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ, ʚʢʣʶʯʝʥʥʳʤʠ ʚ 

ʙʦʣʴʥʠʯʥʳʝ ʧʨʦʮʝʩʩʳ. 

çʇʦʭʦʞʝ, ʯʪʦ ʛʨʫʧʧʳ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʨʝʰʠʣʠ, ʯʪʦ ʵʪʦ ʢʦʥʝʮ 

ʟʘʢʨʳʪʦʛʦ ʩʝʟʦʥʘ ʜʣʷ ʙʦʣʴʥʠʮ ʠ ʜʨʫʛʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʤʝʜʠʮʠʥʩʢʠʭ ʫʩʣʫʛè, - ʩʢʘʟʘʣ 

ʐʨʝʡʜʝʨ Threatpost. çɺ ʥʘʯʘʣʝ ʧʘʥʜʝʤʠʠ ʙʦʣʴʰʠʥʩʪʚʦ ʧʦʦʙʝʱʘʣʠ ʫʢʣʦʥʷʪʴʩʷ ʦʪ 

ʵʪʦʡ ʛʨʫʧʧʳ ʮʝʣʝʡ, ʦʜʥʘʢʦ ʥʝʜʘʚʥʝʝ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ, ʚʳʧʫʱʝʥʥʦʝ CISA, ʌɹʈ ʠ 

HHS, ʫʢʘʟʳʚʘʝʪ ʥʘ ʪʦ, ʯʪʦ ʵʪʦʛʦ ʙʦʣʴʰʝ ʥʝ ʦʞʠʜʘʝʪʩʷè. (Lindsey O'Donnell. 
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Threatpost (https://threatpost.com/cyberattack-uvm-health-network/161059/). 

09.11.2020).  
***  

 

çɼʚʘ ʥʝʚʠʜʘʥʥʳʭ ʨʘʥʝʝ ʙʵʢʜʦʨʘ Powershell ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʧʦʩʣʝ ʪʦʛʦ, 

ʢʘʢ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʥʝʜʘʚʥʦ ʦʙʥʘʨʫʞʠʣʠ ʘʪʘʢʫ ʥʘ ʩʝʨʚʝʨʳ Microsoft Exchange ʚ 

ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʂʫʚʝʡʪʝ. 

ʕʪʘ ʜʝʷʪʝʣʴʥʦʩʪʴ ʩʚʷʟʘʥʘ ʩ ʠʟʚʝʩʪʥʦʡ ʛʨʫʧʧʦʡ ʫʛʨʦʟ xHunt, ʢʦʪʦʨʘʷ ʙʳʣʘ 

ʚʧʝʨʚʳʝ ʦʙʥʘʨʫʞʝʥʘ ʚ 2018 ʛʦʜʫ ʠ ʨʘʥʝʝ ʫʞʝ ʧʨʦʚʦʜʠʣʘ ʨʷʜ ʘʪʘʢ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ 

ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʂʫʚʝʡʪʘ, ʘ ʪʘʢʞʝ ʥʘ ʩʫʜʦʭʦʜʥʳʝ ʠ ʪʨʘʥʩʧʦʨʪʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʜʥʘʢʦ ʥʝʜʘʚʥʦ ʥʘʙʣʶʜʘʝʤʘʷ ʘʪʘʢʘ - 22 ʘʚʛʫʩʪʘ 2019 ʛ. ʠʣʠ ʨʘʥʝʝ ʥʘ 

ʦʩʥʦʚʘʥʠʠ ʦʪʤʝʪʦʢ ʚʨʝʤʝʥʠ ʩʦʟʜʘʥʠʷ ʟʘʧʣʘʥʠʨʦʚʘʥʥʳʭ ʟʘʜʘʯ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʥʘʨʫʰʝʥʠʝʤ, - ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʦʙʥʦʚʠʣʠ ʩʚʦʡ ʘʨʩʝʥʘʣ 

ʠʥʩʪʨʫʤʝʥʪʦʚ. 

ɸʪʘʢʘ ʠʩʧʦʣʴʟʦʚʘʣʘ ʜʚʘ ʥʝʜʘʚʥʦ ʦʙʥʘʨʫʞʝʥʥʳʭ ʙʵʢʜʦʨʘ: ʦʜʠʥ, ʢʦʪʦʨʳʡ 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʥʘʟʚʘʣʠ çTriFiveè, ʘ ʜʨʫʛʦʡ, ʚʘʨʠʘʥʪ ʨʘʥʝʝ ʦʙʥʘʨʫʞʝʥʥʦʛʦ ʙʵʢʜʦʨʘ 

ʥʘ ʦʩʥʦʚʝ PowerShell (ʧʦʣʫʯʠʚʰʝʛʦ ʥʘʟʚʘʥʠʝ CASHY200 ), ʢʦʪʦʨʳʡ ʦʥʠ ʥʘʟʚʘʣʠ 

çSnugyè. 

çʆʙʘ ʙʵʢʜʦʨʘ, ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʥʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʤ ʩʝʨʚʝʨʝ Exchange 

ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ ʂʫʚʝʡʪʘ, ʠʩʧʦʣʴʟʦʚʘʣʠ ʩʢʨʳʪʳʝ ʢʘʥʘʣʳ ʜʣʷ ʩʚʷʟʠ 

C2, ʚ ʯʘʩʪʥʦʩʪʠ ʪʫʥʥʝʣʠʨʦʚʘʥʠʝ DNS ʠ ʢʘʥʘʣ ʥʘ ʦʩʥʦʚʝ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʯʝʨʥʦʚʠʢʦʚ ʚ ʧʘʧʢʝ çʋʜʘʣʝʥʥʳʝè ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʡ ʫʯʝʪʥʦʡ 

ʟʘʧʠʩʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳè, - ʟʘʷʚʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʠʟ Palo ʂʦʤʘʥʜʘ Alto's Unit 

42, ʧʦʥʝʜʝʣʴʥʠʢ. 

ɸʪʘʢʘ 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʟʘʷʚʠʣʠ, ʯʪʦ ʠʤ ʝʱʝ ʥʝ ʠʟʚʝʩʪʥʦ, ʢʘʢ ʫʯʘʩʪʥʠʢʠ ʧʦʣʫʯʠʣʠ 

ʜʦʩʪʫʧ ʢ ʩʝʨʚʝʨʫ Exchange. ɺʧʝʨʚʳʝ ʦʥʠ ʫʟʥʘʣʠ ʦʙ ʘʪʘʢʝ ʚ ʩʝʥʪʷʙʨʝ, ʢʦʛʜʘ ʠʭ 

ʫʚʝʜʦʤʠʣʠ ʦ ʪʦʤ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʚʟʣʦʤʘʣʠ ʦʨʛʘʥʠʟʘʮʠʶ ʚ ʂʫʚʝʡʪʝ. 

ʇʦʜʦʟʨʠʪʝʣʴʥʳʝ ʢʦʤʘʥʜʳ ʥʘ ʨʘʩʩʤʘʪʨʠʚʘʝʤʦʤ ʩʝʨʚʝʨʝ Exchange ʚʳʧʦʣʥʷʣʠʩʴ 

ʯʝʨʝʟ ʧʨʦʮʝʩʩ w3wp.exe ʩʣʫʞʙ IIS. 

ʇʦʩʣʝ ʠʩʩʣʝʜʦʚʘʥʠʷ ʩʝʨʚʝʨʘ çʤʳ ʦʙʥʘʨʫʞʠʣʠ ʜʚʝ ʟʘʧʣʘʥʠʨʦʚʘʥʥʳʝ ʟʘʜʘʯʠ, 

ʩʦʟʜʘʥʥʳʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ ʟʘʜʦʣʛʦ ʜʦ ʜʘʪʳ ʩʙʦʨʘ ʞʫʨʥʘʣʦʚ, ʦʙʝ ʠʟ ʢʦʪʦʨʳʭ 

ʙʫʜʫʪ ʟʘʧʫʩʢʘʪʴ ʚʨʝʜʦʥʦʩʥʳʝ ʩʮʝʥʘʨʠʠ PowerShellè, - ʟʘʷʚʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. çʄʳ 

ʥʝ ʤʦʞʝʤ ʧʦʜʪʚʝʨʜʠʪʴ, ʯʪʦ ʩʫʙʲʝʢʪʳ ʠʩʧʦʣʴʟʦʚʘʣʠ ʣʶʙʦʡ ʠʟ ʵʪʠʭ ʩʮʝʥʘʨʠʝʚ 

PowerShell ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʚʝʙ-ʦʙʦʣʦʯʢʠ, ʥʦ ʤʳ ʧʦʣʘʛʘʝʤ, ʯʪʦ ʩʫʙʲʝʢʪʳ ʫʛʨʦʟ ʫʞʝ 

ʠʤʝʣʠ ʜʦʩʪʫʧ ʢ ʩʝʨʚʝʨʫ ʜʦ ʟʘʧʠʩʠ ʞʫʨʥʘʣʦʚè. 

ʈʝʯʴ ʠʜʝʪ ʦ ʜʚʫʭ ʟʘʜʘʯʘʭ: çResolutionHostsè ʠ çResolutionsHostsè. ʆʙʘ ʦʥʠ 

ʙʳʣʠ ʩʦʟʜʘʥʳ ʚ ʧʘʧʢʝ c: \ Windows \ System32 \ Tasks \ Microsoft \ Windows \ WDI. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʧʦʣʘʛʘʶʪ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʦʚʘʣʠ ʵʪʠ ʜʚʝ 

ʟʘʧʣʘʥʠʨʦʚʘʥʥʳʝ ʟʘʜʘʯʠ ʚ ʢʘʯʝʩʪʚʝ ʤʝʪʦʜʘ ʩʦʭʨʘʥʝʥʠʷ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʟʘʧʫʩʢʘʣʠ 

ʜʚʘ ʩʮʝʥʘʨʠʷ PowerShell ʧʦʚʪʦʨʥʦ (ʦʜʠʥ ʢʘʞʜʳʝ 30 ʤʠʥʫʪ, ʘ ʜʨʫʛʦʡ ʢʘʞʜʳʝ ʧʷʪʴ 

ʤʠʥʫʪ). ʂʦʤʘʥʜʳ, ʚʳʧʦʣʥʷʝʤʳʝ ʜʚʫʤʷ ʟʘʜʘʯʘʤʠ, ʧʳʪʘʶʪʩʷ ʟʘʧʫʩʪʠʪʴ 

çsplwow64.ps1è ʠ çOfficeIntegrator.ps1è, ʢʦʪʦʨʳʝ ʷʚʣʷʶʪʩʷ ʜʚʫʤʷ ʙʵʢʜʦʨʘʤʠ. 



 140 

çʉʢʨʠʧʪʳ ʭʨʘʥʠʣʠʩʴ ʚ ʜʚʫʭ ʦʪʜʝʣʴʥʳʭ ʧʘʧʢʘʭ ʚ ʩʠʩʪʝʤʝ, ʯʪʦ, ʚʝʨʦʷʪʥʦ, 

ʷʚʣʷʝʪʩʷ ʧʦʧʳʪʢʦʡ ʠʟʙʝʞʘʪʴ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʫʜʘʣʝʥʠʷ ʦʙʦʠʭ ʙʵʢʜʦʨʦʚè, - ʟʘʷʚʠʣʠ 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ. 

ɹʵʢʜʦʨ TriFive 

ʇʦ ʩʣʦʚʘʤ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, ʧʝʨʚʳʡ ʙʵʢʜʦʨ, TriFive, ʦʙʝʩʧʝʯʠʚʘʝʪ ʙʵʢʜʦʨ-

ʜʦʩʪʫʧ ʢ ʩʝʨʚʝʨʫ Exchange ʧʫʪʝʤ ʚʭʦʜʘ ʚ ʧʦʯʪʦʚʳʡ ʷʱʠʢ ʣʝʛʠʪʠʤʥʦʛʦ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʦʣʫʯʝʥʠʷ ʩʮʝʥʘʨʠʷ PowerShell ʠʟ ʯʝʨʥʦʚʠʢʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʚ 

ʧʘʧʢʝ ʫʜʘʣʝʥʥʳʭ ʧʠʩʝʤ. ʆʥʠ ʦʪʤʝʪʠʣʠ, ʯʪʦ ʵʪʘ ʪʘʢʪʠʢʘ ʨʘʥʝʝ ʠʩʧʦʣʴʟʦʚʘʣʘʩʴ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ ʚ ʢʘʯʝʩʪʚʝ ʩʧʦʩʦʙʘ ʩʚʷʟʠ ʩ ʚʨʝʜʦʥʦʩʥʳʤ ʩʝʨʚʝʨʦʤ ʫʧʨʘʚʣʝʥʠʷ ʠ 

ʢʦʥʪʨʦʣʷ (C2) ʚ ʢʘʤʧʘʥʠʠ ʩʝʥʪʷʙʨʷ 2019 ʛʦʜʘ. 

çɺ ʦʙʨʘʟʮʝ TriFive ʠʩʧʦʣʴʟʦʚʘʣʦʩʴ ʟʘʢʦʥʥʦʝ ʠʤʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʠ ʫʯʝʪʥʳʝ 

ʜʘʥʥʳʝ ʮʝʣʝʚʦʡ ʦʨʛʘʥʠʟʘʮʠʠè, - ʟʘʷʚʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. çʕʪʦ ʛʦʚʦʨʠʪ ʦ ʪʦʤ, ʯʪʦ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʫʢʨʘʣ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʜʦ ʫʩʪʘʥʦʚʢʠ ʙʵʢʜʦʨʘ TriFiveè. 

ɺʦ-ʧʝʨʚʳʭ, ʯʪʦʙʳ ʦʪʜʘʚʘʪʴ ʢʦʤʘʥʜʳ ʙʵʢʜʦʨʫ, ʩʫʙʲʝʢʪ ʜʦʣʞʝʥ ʚʭʦʜʠʪʴ ʚ ʪʫ 

ʞʝ ʟʘʢʦʥʥʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʩʦʟʜʘʚʘʪʴ ʯʝʨʥʦʚʠʢ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʩ ʪʝʤʦʡ ç555è, ʚʢʣʶʯʘʷ ʢʦʤʘʥʜʫ ʚ ʟʘʰʠʬʨʦʚʘʥʥʦʤ ʠ 

ʟʘʢʦʜʠʨʦʚʘʥʥʦʤ ʚ base64 ʬʦʨʤʘʪʝ. 

ʅʘ ʩʪʦʨʦʥʝ ʙʵʢʜʦʨʘ ʩʮʝʥʘʨʠʡ PowerShell ʟʘʪʝʤ ʚʭʦʜʠʪ ʚ ʟʘʢʦʥʥʫʶ ʫʯʝʪʥʫʶ 

ʟʘʧʠʩʴ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʥʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʤ ʩʝʨʚʝʨʝ Exchange ʠ ʧʨʦʚʝʨʷʝʪ 

ʧʘʧʢʫ çʋʜʘʣʝʥʥʳʝè ʥʘ ʥʘʣʠʯʠʝ ʧʠʩʝʤ ʩ ʪʝʤʦʡ ç555è. ʉʮʝʥʘʨʠʡ ʚʳʧʦʣʥʠʪ ʢʦʤʘʥʜʫ, 

ʫʢʘʟʘʥʥʫʶ ʚ ʵʣʝʢʪʨʦʥʥʦʤ ʧʠʩʴʤʝ, ʯʝʨʝʟ PowerShell. ʅʘʢʦʥʝʮ, ʦʥʠ ʟʘʪʝʤ ʦʪʧʨʘʚʣʷʣʠ 

ʨʝʟʫʣʴʪʘʪʳ ʢʦʤʘʥʜʳ ʦʙʨʘʪʥʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ, ʟʘʜʘʚ ʟʘʰʠʬʨʦʚʘʥʥʳʡ 

ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʪʝʢʩʪ ʢʘʢ ʪʝʣʦ ʩʦʦʙʱʝʥʠʷ ʯʝʨʥʦʚʠʢʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʩʥʦʚʘ 

ʩʦʭʨʘʥʷʷ ʵʣʝʢʪʨʦʥʥʦʝ ʧʠʩʴʤʦ ʚ ʧʘʧʢʝ çʋʜʘʣʝʥʥʳʝè ʩ ʪʝʤʦʡ ç555sè. 

Snugy 

ɼʨʫʛʦʡ ʙʵʢʜʦʨ ʥʘ ʦʩʥʦʚʝ PowerShell, Snugy, ʠʩʧʦʣʴʟʫʝʪ ʢʘʥʘʣ 

ʪʫʥʥʝʣʠʨʦʚʘʥʠʷ DNS ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜ ʥʘ ʚʟʣʦʤʘʥʥʦʤ ʩʝʨʚʝʨʝ. DNS-

ʪʫʥʥʝʣʠʨʦʚʘʥʠʝ ʧʦʟʚʦʣʷʝʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʦʙʤʝʥʠʚʘʪʴʩʷ ʜʘʥʥʳʤʠ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʨʦʪʦʢʦʣʘ DNS, ʢʦʪʦʨʳʡ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ 

ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʠʟʚʣʝʯʝʥʠʷ ʜʘʥʥʳʭ ʠʣʠ ʜʣʷ ʫʩʪʘʥʦʚʣʝʥʠʷ ʢʘʥʘʣʘ ʩʚʷʟʠ ʩ ʚʥʝʰʥʠʤ 

ʚʨʝʜʦʥʦʩʥʳʤ ʩʝʨʚʝʨʦʤ. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʦʚʘʣʠ ʙʵʢʜʦʨ Snugy ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʤʝʥʠ ʭʦʩʪʘ 

ʩʠʩʪʝʤʳ, ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜ ʠ ʠʟʚʣʝʯʝʥʠʷ ʨʝʟʫʣʴʪʘʪʦʚ. ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʩʤʦʛʣʠ 

ʧʦʣʫʯʠʪʴ ʜʦʤʝʥʳ, ʟʘʧʨʦʰʝʥʥʳʝ ʯʝʨʝʟ ʟʘʧʨʦʩʳ ping, ʦʪʧʨʘʚʣʝʥʥʳʝ ʩʦ ʚʟʣʦʤʘʥʥʦʛʦ 

ʩʝʨʚʝʨʘ. 

çʆʩʥʦʚʳʚʘʷʩʴ ʥʘ ʜʘʥʥʳʭ, ʧʦʣʫʯʝʥʥʳʭ ʠʟ ʧʦʜʜʦʤʝʥʦʚ, ʤʳ ʩʤʦʛʣʠ 

ʦʧʨʝʜʝʣʠʪʴ, ʢʪʦ ʟʘʧʫʩʢʘʣ ipconfig / all ʠ dirè, - ʩʢʘʟʘʣʠ ʦʥʠ. çʂ ʩʦʞʘʣʝʥʠʶ, ʫ ʥʘʩ 

ʙʳʣʦ ʪʦʣʴʢʦ ʧʦʜʤʥʦʞʝʩʪʚʦ ʟʘʧʨʦʩʦʚ, ʧʦʵʪʦʤʫ ʠʟʚʣʝʯʝʥʥʳʝ ʜʘʥʥʳʝ ʙʳʣʠ ʫʩʝʯʝʥʳ, 

ʯʪʦ ʪʘʢʞʝ ʧʨʝʜʧʦʣʘʛʘʝʪ, ʯʪʦ ʩʫʙʲʝʢʪʳ, ʚʝʨʦʷʪʥʦ, ʚʳʧʦʣʥʷʣʠ ʜʨʫʛʠʝ ʢʦʤʘʥʜʳ, 

ʢʦʪʦʨʳʝ ʤʳ ʥʝ ʥʘʙʣʶʜʘʣʠè. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʥʘʙʣʶʜʘʣʠ ʨʘʟʣʠʯʥʳʝ ʩʦʚʧʘʜʝʥʠʷ ʢʦʜʘ ʤʝʞʜʫ Snugy ʠ ʨʘʥʝʝ 

ʦʙʥʘʨʫʞʝʥʥʳʤ ʙʵʢʜʦʨʦʤ CASHY200, ʚʢʣʶʯʘʷ ʘʥʘʣʦʛʠʯʥʳʝ ʬʫʥʢʮʠʠ, 

ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʧʨʝʦʙʨʘʟʦʚʘʥʠʷ ʩʪʨʦʢ ʚ ʰʝʩʪʥʘʜʮʘʪʝʨʠʯʥʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʠ 

ʛʝʥʝʨʘʮʠʠ ʩʪʨʦʢʠ ʩʣʫʯʘʡʥʳʭ ʩʠʤʚʦʣʦʚ ʚʝʨʭʥʝʛʦ ʠ ʥʠʞʥʝʛʦ ʨʝʛʠʩʪʨʘ; ʘ ʪʘʢʞʝ 
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ʦʙʨʘʙʦʪʯʠʢʠ ʢʦʤʘʥʜ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʧʝʨʚʳʡ ʦʢʪʝʪ IP-ʘʜʨʝʩʘ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ 

ʢʦʤʘʥʜʳ ʜʣʷ ʟʘʧʫʩʢʘ ʠ ʧʦʣʫʯʝʥʠʷ ʠʤʝʥʠ ʭʦʩʪʘ ʠ ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜʳ. 

ʇʦ ʩʣʦʚʘʤ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, ʢʘʤʧʘʥʠʷ xHunt ʧʨʦʜʦʣʞʘʝʪʩʷ, ʧʦʩʢʦʣʴʢʫ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʦʚʝʨʰʘʶʪ ʘʪʘʢʠ ʥʘ ʢʫʚʝʡʪʩʢʠʝ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʆʩʥʦʚʳʚʘʷʩʴ ʥʘ ʵʪʠʭ ʧʦʩʣʝʜʥʠʭ ʦʙʥʘʨʫʞʝʥʥʳʭ ʙʵʢʜʦʨʘʭ, ʜʚʠʞʝʥʠʝ ʚʧʝʨʝʜ 

çʧʦʭʦʞʝ, ʯʪʦ ʵʪʘ ʛʨʫʧʧʘ ʥʘʯʠʥʘʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʘʥʘʣ ʩʚʷʟʠ ʥʘ ʦʩʥʦʚʝ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ, ʢʦʛʜʘ ʫ ʥʠʭ ʫʞʝ ʝʩʪʴ ʜʦʩʪʫʧ ʢ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʤʫ ʩʝʨʚʝʨʫ Exchange ʚ 

ʦʨʛʘʥʠʟʘʮʠʠè, - ʟʘʷʚʠʣʠ ʦʥʠè. (Lindsey O'Donnell. Microsoft Exchange Attack 

Exposes New xHunt Backdoors // Threatpost (https://threatpost.com/microsoft-

exchange-attack-xhunt-backdoors/161041/). 09.11.2020).  

***  

 

çʈʘʥʝʝ ʠʟʚʝʩʪʥʘʷ ʛʨʫʧʧʘ ʫʛʨʦʟ, ʠʤʝʥʫʝʤʘʷ UNC1945, ʚʟʣʘʤʳʚʘʣʘ 

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʝ ʢʦʤʧʘʥʠʠ ʠ ʥʘʮʝʣʠʚʘʣʘʩʴ ʥʘ ʬʠʥʘʥʩʦʚʳʝ ʠ 

ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʳʝ ʢʦʥʩʘʣʪʠʥʛʦʚʳʝ ʦʪʨʘʩʣʠ, ʠʩʧʦʣʴʟʫʷ ʙʨʝʰʴ ʚ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʚ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ Oracle Solaris. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʟʘʷʚʠʣʠ, ʯʪʦ ʛʨʫʧʧʘ ʠʩʧʦʣʴʟʦʚʘʣʘ ʦʰʠʙʢʫ, ʢʦʛʜʘ ʙʳʣ 

çʥʫʣʝʚʦʡ ʜʝʥʴè, ʟʘʜʦʣʛʦ ʜʦ ʪʦʛʦ, ʢʘʢ ʧʦʷʚʠʣʩʷ ʧʘʪʯ. 

ʆʰʠʙʢʘ, CVE-2020-14871, ʙʳʣ ʥʝʜʘʚʥʦ ʨʘʩʩʤʦʪʨʝʥ ʚ Oracle ʚ ʦʢʪʷʙʨʝ 2020 

Critical Patch Update. ʋʷʟʚʠʤʦʩʪʴ ʩʫʱʝʩʪʚʫʝʪ ʚ ʧʦʜʢʣʶʯʘʝʤʦʤ ʤʦʜʫʣʝ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ Oracle Solaris (PAM) ʠ ʧʦʟʚʦʣʷʝʪ ʥʝʘʫʪʝʥʪʠʬʠʮʠʨʦʚʘʥʥʦʤʫ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ, ʠʤʝʶʱʝʤʫ ʜʦʩʪʫʧ ʢ ʩʝʪʠ ʯʝʨʝʟ ʥʝʩʢʦʣʴʢʦ ʧʨʦʪʦʢʦʣʦʚ, 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʠ ʢʦʤʧʨʦʤʝʪʠʨʦʚʘʪʴ ʦʧʝʨʘʮʠʦʥʥʫʶ ʩʠʩʪʝʤʫ. ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ 

ʠʩʧʦʣʴʟʦʚʘʣʠ ʠʥʩʪʨʫʤʝʥʪ ʫʜʘʣʝʥʥʦʡ ʵʢʩʧʣʫʘʪʘʮʠʠ, ʢʦʪʦʨʳʡ ʠʩʩʣʝʜʦʚʘʪʝʣʠ 

ʥʘʟʳʚʘʶʪ çEVILSUNè, ʯʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʷʟʚʠʤʦʩʪʴ. 

çɺ ʩʝʨʝʜʠʥʝ 2020 ʛʦʜʘ ʤʳ ʥʘʙʣʶʜʘʣʠ, ʢʘʢ UNC1945 ʨʘʟʚʝʨʥʫʣ EVILSUN - 

ʠʥʩʪʨʫʤʝʥʪ ʫʜʘʣʝʥʥʦʡ ʵʢʩʧʣʫʘʪʘʮʠʠ, ʩʦʜʝʨʞʘʱʠʡ ʵʢʩʧʣʦʡʪ ʥʫʣʝʚʦʛʦ ʜʥʷ ʜʣʷ CVE-

2020-14871 - ʥʘ ʩʝʨʚʝʨʝ Solaris 9è, - ʩʢʘʟʘʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʠʟ FireEye ʚ 

ʧʦʥʝʜʝʣʴʥʠʢ. çɺ ʪʦ ʚʨʝʤʷ ʩʦʝʜʠʥʝʥʠʷ ʩ ʩʝʨʚʝʨʘ ʥʘ IP-ʘʜʨʝʩ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ 

ʥʘʙʣʶʜʘʣʠʩʴ ʯʝʨʝʟ ʧʦʨʪ 8080è. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʚʧʝʨʚʳʝ ʟʘʤʝʪʠʣʠ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʢ 

ʩʝʨʚʝʨʫ Solaris ʠ ʫʩʪʘʥʦʚʠʣʠ ʙʵʢʜʦʨ (ʦʪʩʣʝʞʠʚʘʝʤʳʡ ʢʘʢ SLAPSTICK) ʚ ʢʦʥʮʝ 

2018 ʛʦʜʘ. ɼʥʝʤ ʧʦʟʞʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʟʘʧʫʩʪʠʣ ʩʧʝʮʠʘʣʴʥʳʡ ʙʵʢʜʦʨ Linux 

(ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʥʘʟʳʚʘʣʠ LEMONSTICK) ʥʘ ʨʘʙʦʯʝʡ ʩʪʘʥʮʠʠ. ɺʦʟʤʦʞʥʦʩʪʠ ʵʪʦʛʦ 

ʙʵʢʜʦʨʘ ʚʢʣʶʯʘʶʪ ʚʳʧʦʣʥʝʥʠʝ ʢʦʤʘʥʜ, ʧʝʨʝʜʘʯʫ ʠ ʚʳʧʦʣʥʝʥʠʝ ʬʘʡʣʦʚ, ʘ ʪʘʢʞʝ 

ʚʦʟʤʦʞʥʦʩʪʴ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʪʫʥʥʝʣʴʥʳʝ ʩʦʝʜʠʥʝʥʠʷ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʟʘʭʚʘʪʳʚʘʪʴ ʜʝʪʘʣʠ ʩʦʝʜʠʥʝʥʠʷ ʠ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʜʣʷ 

ʦʙʣʝʛʯʝʥʠʷ ʜʘʣʴʥʝʡʰʝʛʦ ʚʟʣʦʤʘ. 

ʇʦʩʣʝ 519-ʜʥʝʚʥʦʛʦ ʧʝʨʠʦʜʘ ʦʞʠʜʘʥʠʷ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ, ʧʦ ʩʣʦʚʘʤ 

ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, ʙʳʣʦ çʥʝʜʦʩʪʘʪʦʯʥʦ ʜʦʩʪʫʧʥʳʭ ʜʦʢʘʟʘʪʝʣʴʩʪʚè ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ 

ʛʨʫʧʧʳ, ʩʣʝʜʫʶʱʠʡ ʧʦʢʘʟʘʪʝʣʴ ʘʢʪʠʚʥʦʩʪʠ ʙʳʣ ʚ ʩʝʨʝʜʠʥʝ 2020 ʛʦʜʘ. ʇʦ ʩʣʦʚʘʤ 

ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, ʚ ʵʪʦ ʚʨʝʤʷ ʢ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʧʦʜʢʣʶʯʘʣʩʷ 

ʜʨʫʛʦʡ ʩʝʨʚʝʨ Solaris. 
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ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʪʘʢʞʝ ʟʘʤʝʪʠʣʠ ʘʧʨʝʣʴʩʢʠʡ ʧʦʩʪ ʥʘ ʯʝʨʥʦʤ ʨʳʥʢʝ, 

ʨʝʢʣʘʤʠʨʫʶʱʠʡ çOracle Solaris SSHD Remote Root Exploitè ʩʪʦʠʤʦʩʪʴʶ ʦʢʦʣʦ 3000 

ʜʦʣʣʘʨʦʚ, ʢʦʪʦʨʳʡ, ʧʦ ʠʭ ʩʣʦʚʘʤ, ʤʦʞʝʪ ʙʳʪʴ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥ ʢʘʢ EVILSUN. 

ɼʝʪʘʣʠ ʘʪʘʢʠ 

ʇʦʩʣʝ ʧʝʨʚʦʥʘʯʘʣʴʥʦʛʦ ʟʘʨʘʞʝʥʠʷ UNC1945 ʥʘʙʣʶʜʘʣ ʩʙʨʘʩʳʚʘʥʠʝ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʡ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ QEMU (ɺʄ) ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʭʦʩʪʘʭ. ʕʪʦ 

ʙʳʣʦ ʚʳʧʦʣʥʝʥʦ ʚ ʩʠʩʪʝʤʘʭ Linux ʧʫʪʝʤ ʟʘʧʫʩʢʘ ʩʮʝʥʘʨʠʷ start.sh, ʢʦʪʦʨʳʡ 

ʩʦʜʝʨʞʘʣ ʥʘʩʪʨʦʡʢʠ ʧʝʨʝʩʳʣʢʠ TCP. ʕʪʠ ʥʘʩʪʨʦʡʢʠ çʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ ʚʤʝʩʪʝ ʩ ʪʫʥʥʝʣʷʤʠ SSH, ʯʪʦʙʳ ʧʨʝʜʦʩʪʘʚʠʪʴ ʧʨʷʤʦʡ ʜʦʩʪʫʧ ʦʪ 

ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʢ ʩʝʨʚʝʨʫ ʫʧʨʘʚʣʝʥʠʷ ʠ ʢʦʥʪʨʦʣʷ, ʯʪʦʙʳ 

ʩʢʨʳʪʴ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ ʢʣʠʝʥʪʘè, - ʟʘʷʚʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. 

ɺʠʨʪʫʘʣʴʥʘʷ ʤʘʰʠʥʘ ʪʘʢʞʝ ʩʦʜʝʨʞʘʣʘ ʨʘʟʣʠʯʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ, ʪʘʢʠʝ ʢʘʢ 

ʩʝʪʝʚʳʝ ʩʢʘʥʝʨʳ, ʵʢʩʧʣʦʡʪʳ ʠ ʠʥʩʪʨʫʤʝʥʪʳ ʨʘʟʚʝʜʢʠ. ʇʨʝʜʚʘʨʠʪʝʣʴʥʦ 

ʟʘʛʨʫʞʝʥʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ Tiny Core Linux ʚʢʣʶʯʘʣʠ Mimikatz, Powersploit, 

Responder, Procdump, CrackMapExec, PoshC2, Medusa, JBoss Vulnerability Scanner ʠ 

ʜʨʫʛʠʝ. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢ ʪʘʢʞʝ ʠʩʧʦʣʴʟʦʚʘʣ ʨʘʟʣʠʯʥʳʝ ʩʨʝʜʩʪʚʘ ʟʘʱʠʪʳ ʦʪ 

ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʤʝʪʦʜʳ ʟʘʱʠʪʳ ʦʪ ʢʨʠʤʠʥʘʣʠʩʪʠʢʠ. 

ʅʘʧʨʠʤʝʨ, ʦʥ ʧʦʤʝʩʪʠʣ ʩʚʦʡ ʠʥʩʪʨʫʤʝʥʪ ʠ ʚʳʭʦʜʥʳʝ ʬʘʡʣʳ ʚʦ ʚʨʝʤʝʥʥʳʝ 

ʪʦʯʢʠ ʤʦʥʪʠʨʦʚʘʥʠʷ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʳ, ʢʦʪʦʨʳʝ ʭʨʘʥʠʣʠʩʴ ʚ ʵʥʝʨʛʦʟʘʚʠʩʠʤʦʡ 

ʧʘʤʷʪʠ, ʠʩʧʦʣʴʟʦʚʘʣ ʚʩʪʨʦʝʥʥʳʝ ʫʪʠʣʠʪʳ ʠ ʦʙʱʝʜʦʩʪʫʧʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ, ʪʘʢʠʝ 

ʢʘʢ ʢʦʤʘʥʜʳ Linux, ʜʣʷ ʠʟʤʝʥʝʥʠʷ ʚʨʝʤʝʥʥʳʭ ʤʝʪʦʢ ʠ ʠʩʧʦʣʴʟʦʚʘʣ LOGBLEACH 

ʜʣʷ ʦʯʠʩʪʢʠ ʞʫʨʥʘʣʦʚ, ʯʪʦʙʳ ʧʦʤʝʰʘʪʴ ʢʨʠʤʠʥʘʣʠʩʪʠʯʝʩʢʦʤʫ ʘʥʘʣʠʟʫ. 

LOGBLEACH - ʵʪʦ ʩʣʫʞʝʙʥʘʷ ʧʨʦʛʨʘʤʤʘ ELF ʩ ʬʫʥʢʮʠʝʡ ʫʜʘʣʝʥʠʷ ʟʘʧʠʩʝʡ 

ʞʫʨʥʘʣʘ ʠʟ ʫʢʘʟʘʥʥʦʛʦ ʬʘʡʣʘ ʞʫʨʥʘʣʘ ʥʘ ʦʩʥʦʚʝ ʬʠʣʴʪʨʘ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʛʦ ʯʝʨʝʟ 

ʢʦʤʘʥʜʥʫʶ ʩʪʨʦʢʫ. 

çɼʣʷ ʜʘʣʴʥʝʡʰʝʛʦ ʩʦʢʨʳʪʠʷ ʘʢʪʠʚʥʦʩʪʠ ʚ ʧʘʤʷʪʠ ʩʠʩʪʝʤʳ Solaris ʙʳʣ 

ʟʘʧʫʱʝʥ ʫʧʘʢʦʚʱʠʢ ELF Linux ʧʦʜ ʥʘʟʚʘʥʠʝʤ STEELCORGIè, - ʟʘʷʚʠʣʠ 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ. çɺʨʝʜʦʥʦʩʥʘʷ ʧʨʦʛʨʘʤʤʘ ʩʦʜʝʨʞʠʪ ʨʘʟʣʠʯʥʳʝ ʤʝʪʦʜʳ ʘʥʪʠʘʥʘʣʠʟʘ, 

ʚʢʣʶʯʘʷ ʟʘʱʠʪʫ ʦʪ ʦʪʣʘʜʢʠ, ʦʪʩʣʝʞʠʚʘʥʠʷ ʠ ʦʙʬʫʩʢʘʮʠʠ ʩʪʨʦʢ. ʆʥ ʠʩʧʦʣʴʟʫʝʪ 

ʧʝʨʝʤʝʥʥʳʝ ʩʨʝʜʳ ʢʘʢ ʢʣʶʯ ʜʣʷ ʨʘʩʧʘʢʦʚʢʠ ʦʢʦʥʯʘʪʝʣʴʥʦʡ ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʠè. 

ʋʩʪʘʥʦʚʠʚ ʪʦʯʢʫ ʦʧʦʨʳ, UNC1945 ʩʦʙʨʘʣ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʩ ʧʦʤʦʱʴʶ 

SLAPSTICK ʠ ʠʥʩʪʨʫʤʝʥʪʦʚ ʩ ʦʪʢʨʳʪʳʤ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ, ʪʘʢʠʭ ʢʘʢ Mimikatz. 

ɿʘʪʝʤ ʦʥ ʧʦʚʳʩʠʣ ʧʨʠʚʠʣʝʛʠʠ ʠ ʫʩʧʝʰʥʦ ʧʨʦʜʚʠʥʫʣʩʷ ʧʦ ʥʝʩʢʦʣʴʢʠʤ ʩʝʪʷʤ. 

UNC1945 ʪʘʢʞʝ ʟʘʛʨʫʟʠʣ ʨʘʟʣʠʯʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʧʦʩʪʵʢʩʧʣʫʘʪʘʮʠʠ, 

ʪʘʢʠʝ ʢʘʢ PUPYRAT, ʢʨʦʩʩʧʣʘʪʬʦʨʤʝʥʥʳʡ ʤʥʦʛʦʬʫʥʢʮʠʦʥʘʣʴʥʳʡ ʠʥʩʪʨʫʤʝʥʪ 

ʫʜʘʣʝʥʥʦʛʦ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʠ ʧʦʩʪʵʢʩʧʣʫʘʪʘʮʠʠ ʩ ʦʪʢʨʳʪʳʤ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ, 

ʚ ʦʩʥʦʚʥʦʤ ʥʘʧʠʩʘʥʥʳʡ ʥʘ Python; ʘ ʪʘʢʞʝ ʠʥʩʪʨʫʤʝʥʪ ʩʢʘʥʠʨʦʚʘʥʠʷ BlueKeep. 

BlueKeep (CVE-2019-0708) - ʵʪʦ ʫʷʟʚʠʤʦʩʪʴ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʙʳʣʘ 

ʦʙʥʘʨʫʞʝʥʘ ʚ ʨʝʘʣʠʟʘʮʠʠ ʧʨʦʪʦʢʦʣʘ ʫʜʘʣʝʥʥʦʛʦ ʨʘʙʦʯʝʛʦ ʩʪʦʣʘ (RDP) ʦʪ Microsoft, 

ʢʦʪʦʨʘʷ ʜʦʧʫʩʢʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʫʜʘʣʝʥʥʦʛʦ ʚʳʧʦʣʥʝʥʠʷ ʢʦʜʘ. 

ʅʝʩʤʦʪʨʷ ʥʘ ʤʥʦʛʦʩʪʫʧʝʥʯʘʪʫʶ ʦʧʝʨʘʮʠʶ, ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʟʘʷʚʠʣʠ, ʯʪʦ ʥʝ 

ʥʘʙʣʶʜʘʣʠ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʢʨʘʞʠ ʜʘʥʥʳʭ ʠ ʥʝ ʩʤʦʛʣʠ ʦʧʨʝʜʝʣʠʪʴ ʤʠʩʩʠʶ UNC1945 

ʜʣʷ ʙʦʣʴʰʠʥʩʪʚʘ ʠʩʩʣʝʜʦʚʘʥʥʳʭ ʚʪʦʨʞʝʥʠʡ. 
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çUNC1945 ʙʳʣ ʥʘʮʝʣʝʥ ʥʘ ʦʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ Oracle Solaris, ʠʩʧʦʣʴʟʦʚʘʣ 

ʥʝʩʢʦʣʴʢʦ ʠʥʩʪʨʫʤʝʥʪʦʚ ʠ ʫʪʠʣʠʪ ʧʨʦʪʠʚ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ Windows ʠ Linux, 

ʟʘʛʨʫʞʘʣ ʠ ʫʧʨʘʚʣʷʣ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʤʠ ʚʠʨʪʫʘʣʴʥʳʤʠ ʤʘʰʠʥʘʤʠ, ʘ ʪʘʢʞʝ 

ʠʩʧʦʣʴʟʦʚʘʣ ʤʝʪʦʜʳ, ʧʦʟʚʦʣʷʶʱʠʝ ʠʟʙʝʞʘʪʴ ʦʙʥʘʨʫʞʝʥʠʷè, - ʟʘʷʚʠʣʠ 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ. çUNC1945 ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʣ ʜʦʩʪʫʧ ʢ ʵʢʩʧʣʦʡʪʘʤ, ʠʥʩʪʨʫʤʝʥʪʘʤ 

ʠ ʚʨʝʜʦʥʦʩʥʳʤ ʧʨʦʛʨʘʤʤʘʤ ʜʣʷ ʥʝʩʢʦʣʴʢʠʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ, 

ʜʠʩʮʠʧʣʠʥʠʨʦʚʘʥʥʳʡ ʠʥʪʝʨʝʩ ʢ ʧʨʠʢʨʳʪʠʶ ʠʣʠ ʤʘʥʠʧʫʣʠʨʦʚʘʥʠʶ ʠʭ 

ʜʝʷʪʝʣʴʥʦʩʪʴʶ, ʘ ʪʘʢʞʝ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʣ ʧʝʨʝʜʦʚʳʝ ʪʝʭʥʠʯʝʩʢʠʝ ʚʦʟʤʦʞʥʦʩʪʠ 

ʚʦ ʚʨʝʤʷ ʠʥʪʝʨʘʢʪʠʚʥʳʭ ʦʧʝʨʘʮʠʡè. (Lindsey O'Donnell. Oracle Solaris Zero-Day 

Attack Revealed // Threatpost (https://threatpost.com/oracle-solaris-zero-day-

attack/160929/). 03.11.2020).  
***  

 

çʉʦʛʣʘʩʥʦ ʥʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʧʨʝʜʩʪʘʚʣʝʥʥʦʡ ʂʦʤʠʩʩʠʝʡ ʧʦ ʮʝʥʥʳʤ 

ʙʫʤʘʛʘʤ ʠ ʙʠʨʞʘʤ ʉʐɸ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʥʝʜʘʚʥʝʡ ʢʠʙʝʨʘʪʘʢʠ ʛʣʦʙʘʣʴʥʳʝ 

ʦʧʝʨʘʮʠʠ ʧʨʦʠʟʚʦʜʠʪʝʣʷ ʦʬʠʩʥʦʡ ʤʝʙʝʣʠ Steelcase Inc. ʙʳʣʠ ʟʘʢʨʳʪʳ ʥʘ ʜʚʝ 

ʥʝʜʝʣʠ. 
ʇʦʩʣʝʜʥʷʷ ʬʦʨʤʘ 8-K Steelcase, ʧʦʜʘʥʥʘʷ ʩʝʛʦʜʥʷ, ʧʦʜʯʝʨʢʠʚʘʝʪ ʨʘʟʨʫʰʝʥʠʷ, 

ʢʦʪʦʨʳʝ ʧʦʩʣʝʜʦʚʘʣʠ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʢʦʤʧʘʥʠʷ ʩʦʦʙʱʠʣʘ ʦʙ ʘʪʘʢʝ 22 ʦʢʪʷʙʨʷ. ɺ 

ʵʪʦʡ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ ʜʦʢʫʤʝʥʪʘʮʠʠ Steelcase ʟʘʷʚʠʣʘ, ʯʪʦ çʭʦʪʷ ʢʠʙʝʨʘʪʘʢʠ ʤʦʛʫʪ 

ʙʳʪʴ ʥʝʧʨʝʜʩʢʘʟʫʝʤʳʤʠ, Steelcase ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʥʝ ʦʞʠʜʘʝʪ ʵʪʦʪ ʠʥʮʠʜʝʥʪ 

ʦʢʘʞʝʪ ʩʫʱʝʩʪʚʝʥʥʦʝ ʚʣʠʷʥʠʝ ʥʘ ʝʛʦ ʙʠʟʥʝʩ-ʦʧʝʨʘʮʠʠ ʠʣʠ ʬʠʥʘʥʩʦʚʳʝ 

ʨʝʟʫʣʴʪʘʪʳè. 

ʉʝʛʦʜʥʷʰʥʷʷ ʜʦʢʫʤʝʥʪʘʮʠʷ ʨʠʩʫʝʪ ʠʥʫʶ ʢʘʨʪʠʥʫ. ɺ ʥʝʤ Steeclase ʩʦʦʙʱʠʣʘ, 

ʯʪʦ ʦʪʢʣʶʯʠʣʘ ʙʦʣʴʰʫʶ ʯʘʩʪʴ ʩʚʦʠʭ ʛʣʦʙʘʣʴʥʳʭ ʩʠʩʪʝʤ ʫʧʨʘʚʣʝʥʠʷ ʟʘʢʘʟʘʤʠ, 

ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʥʘ ʜʚʝ ʥʝʜʝʣʠ ʧʦʩʣʝ ʘʪʘʢʠ. ʅʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ 

ʨʘʙʦʪʘ ʚʝʨʥʫʣʘʩʴ ʚ ʥʦʨʤʘʣʴʥʳʡ ʨʝʞʠʤ. 

ç(Steelcase) ʚʦʟʦʙʥʦʚʠʣʘ ʥʦʨʤʘʣʴʥʫʶ ʨʘʙʦʪʫ ʠ ʨʘʙʦʪʘʝʪ ʥʘʜ ʦʪʛʨʫʟʢʦʡ 

ʟʘʢʘʟʦʚ, ʟʘʜʝʨʞʘʥʥʳʭ ʠʟ-ʟʘ ʦʩʪʘʥʦʚʘ, ʠ ʚʦʟʚʨʘʱʝʥʠʝʤ ʢ ʥʦʨʤʘʣʴʥʳʤ ʩʨʦʢʘʤ 

ʚʳʧʦʣʥʝʥʠʷ ʟʘʢʘʟʦʚè, - ʛʦʚʦʨʠʪʩʷ ʚ ʜʦʢʫʤʝʥʪʘʮʠʠ. çɺ ʩʚʷʟʠ ʩ ʦʩʪʘʥʦʚʢʦʡ 

ʧʨʦʠʟʚʦʜʩʪʚʘ, ʢʦʪʦʨʘʷ ʦʭʚʘʪʠʣʘ ʥʘʯʘʣʦ ʥʦʷʙʨʷ, (Steelcase) ʦʞʠʜʘʝʪ, ʯʪʦ ʥʝʢʦʪʦʨʳʝ 

ʧʦʩʪʘʚʢʠ, ʢʦʪʦʨʳʝ ʧʝʨʚʦʥʘʯʘʣʴʥʦ ʙʳʣʠ ʟʘʧʣʘʥʠʨʦʚʘʥʳ ʥʘ ʪʨʝʪʠʡ ʢʚʘʨʪʘʣ 

ʢʦʤʧʘʥʠʠ, ʥʝ ʙʫʜʫʪ ʦʪʧʨʘʚʣʝʥʳ ʜʦ ʯʝʪʚʝʨʪʦʛʦ ʢʚʘʨʪʘʣʘè. 

ɺ ʟʘʷʚʣʝʥʠʠ ʛʦʚʦʨʠʪʩʷ, ʯʪʦ Steelcase ʧʦʥʝʩ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʨʘʩʭʦʜʳ ʥʘ 

ʩʚʝʨʭʫʨʦʯʥʫʶ ʨʘʙʦʪʫ ʠ ʫʩʢʦʨʠʣ ʬʨʘʭʪ, ʧʦʩʢʦʣʴʢʫ ʦʥ ʨʘʙʦʪʘʝʪ ʯʝʨʝʟ ʥʘʢʦʧʠʚʰʠʝʩʷ 

ʟʘʢʘʟʳ. Steelcase ʪʘʢʞʝ ʧʦʥʝʩ ʨʘʩʭʦʜʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʨʝʤʦʥʪʦʤ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝʤ ʠ 

ʫʢʨʝʧʣʝʥʠʝʤ ʩʚʦʠʭ ʩʠʩʪʝʤ. 

Steelcase ʪʘʢʞʝ ʟʘʷʚʠʣ, ʯʪʦ ʥʝʪ ʥʠʢʘʢʠʭ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʪʦʛʦ, ʯʪʦ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʙʠʟʥʝʩ-ʜʘʥʥʳʝ, ʚʢʣʶʯʘʷ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʫʶ ʩʦʙʩʪʚʝʥʥʦʩʪʴ ʠ 

ʜʘʥʥʳʝ ʢʣʠʝʥʪʦʚ, ʧʦʩʪʘʚʱʠʢʦʚ ʠ ʩʦʪʨʫʜʥʠʢʦʚ, ʙʳʣʠ ʠʟʚʣʝʯʝʥʳ ʠʟ ʩʠʩʪʝʤʳéè. 

(JAYSON BUSSA. Cyberattack caused global shutdowns for Steelcase, potential for 

delayed shipments // MiBiz (https://mibiz.com/sections/manufacturing/cyberattack-

caused-global-shutdowns-for-steelcase-potential-for-delayed-shipments). 12.11.2020).  

***  

 



 144 

çʌʝʜʝʨʘʣʴʥʦʝ ʙʶʨʦ ʨʘʩʩʣʝʜʦʚʘʥʠʡ ʨʘʟʦʩʣʘʣʦ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦ ʪʦʤ, ʯʪʦ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʟʣʦʫʧʦʪʨʝʙʣʷʶʪ ʥʝʧʨʘʚʠʣʴʥʦ ʥʘʩʪʨʦʝʥʥʳʤʠ 

ʧʨʠʣʦʞʝʥʠʷʤʠ SonarQube ʜʣʷ ʜʦʩʪʫʧʘ ʠ ʢʨʘʞʠ ʨʝʧʦʟʠʪʦʨʠʝʚ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ ʫ 

ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʭ ʘʛʝʥʪʩʪʚ ʉʐɸ ʠ ʯʘʩʪʥʳʭ ʢʦʤʧʘʥʠʡ. 

ɺʪʦʨʞʝʥʠʷ ʠʤʝʣʠ ʤʝʩʪʦ ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ ʩ ʘʧʨʝʣʷ 2020 ʛʦʜʘ, ʛʦʚʦʨʠʪʩʷ ʚ 

ʩʦʦʙʱʝʥʠʠ ʌɹʈ, ʨʘʟʦʩʣʘʥʥʦʤ ʚ ʧʨʦʰʣʦʤ ʤʝʩʷʮʝ ʠ ʦʙʥʘʨʦʜʦʚʘʥʥʦʤ ʥʘ ʵʪʦʡ ʥʝʜʝʣʝ 

ʥʘ ʝʛʦ ʚʝʙ-ʩʘʡʪʝ. 

ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ ʩʧʝʮʠʘʣʴʥʦ ʧʨʝʜʫʧʨʝʞʜʘʝʪ ʚʣʘʜʝʣʴʮʝʚ SonarQube, ʚʝʙ-

ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʦʝ ʢʦʤʧʘʥʠʠ ʠʥʪʝʛʨʠʨʫʶʪ ʚ ʩʚʦʠ ʮʝʧʦʯʢʠ ʩʙʦʨʢʠ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ ʜʣʷ ʪʝʩʪʠʨʦʚʘʥʠʷ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ ʠ ʦʙʥʘʨʫʞʝʥʠʷ ʥʝʜʦʩʪʘʪʢʦʚ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʝʨʝʜ ʨʘʟʚʝʨʪʳʚʘʥʠʝʤ ʢʦʜʘ ʠ ʧʨʠʣʦʞʝʥʠʡ ʚ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʭ 

ʩʨʝʜʘʭ. 

ʇʨʠʣʦʞʝʥʠʷ SonarQube ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʥʘ ʚʝʙ-ʩʝʨʚʝʨʳ ʠ ʧʦʜʢʣʶʯʘʶʪʩʷ ʢ 

ʩʠʩʪʝʤʘʤ ʨʘʟʤʝʱʝʥʠʷ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ, ʪʘʢʠʤ ʢʘʢ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ BitBucket, GitHub 

ʠʣʠ GitLab, ʠʣʠ ʢ ʩʠʩʪʝʤʘʤ Azure DevOps. 

ʅʦ ʌɹʈ ʩʦʦʙʱʘʝʪ, ʯʪʦ ʥʝʢʦʪʦʨʳʝ ʢʦʤʧʘʥʠʠ ʦʩʪʘʚʠʣʠ ʵʪʠ ʩʠʩʪʝʤʳ 

ʥʝʟʘʱʠʱʝʥʥʳʤʠ, ʟʘʧʫʩʪʠʚ ʠʭ ʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʥʘ ʧʦʨʪʫ 9000) ʩ 

ʫʯʝʪʥʳʤʠ ʜʘʥʥʳʤʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʧʦ ʫʤʦʣʯʘʥʠʶ (admin / admin). 

ʇʨʝʜʩʪʘʚʠʪʝʣʠ ʌɹʈ ʟʘʷʚʣʷʶʪ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʟʣʦʫʧʦʪʨʝʙʣʷʣʠ ʵʪʠʤʠ 

ʥʝʧʨʘʚʠʣʴʥʳʤʠ ʢʦʥʬʠʛʫʨʘʮʠʷʤʠ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʵʢʟʝʤʧʣʷʨʘʤ SonarQube, ʧʝʨʝʭʦʜʘ ʢ 

ʧʦʜʢʣʶʯʝʥʥʳʤ ʨʝʧʦʟʠʪʦʨʠʷʤ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ, ʘ ʟʘʪʝʤ ʜʦʩʪʫʧʘ ʠ ʢʨʘʞʠ 

ʧʨʦʧʨʠʝʪʘʨʥʳʭ ʠʣʠ ʯʘʩʪʥʳʭ / ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. 

ʆʬʠʮʠʘʣʴʥʳʝ ʣʠʮʘ ʧʨʠʚʝʣʠ ʜʚʘ ʧʨʠʤʝʨʘ ʧʨʦʰʣʳʭ ʠʥʮʠʜʝʥʪʦʚ: 

çɺ ʘʚʛʫʩʪʝ 2020 ʛʦʜʘ ʥʝʠʟʚʝʩʪʥʳʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʦʩʫʱʝʩʪʚʠʣʠ ʫʪʝʯʢʫ 

ʚʥʫʪʨʝʥʥʠʭ ʜʘʥʥʳʭ ʠʟ ʜʚʫʭ ʦʨʛʘʥʠʟʘʮʠʡ ʯʝʨʝʟ ʦʙʱʝʜʦʩʪʫʧʥʳʡ ʨʝʧʦʟʠʪʦʨʠʡ 

ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ. ʇʦʭʠʱʝʥʥʳʝ ʜʘʥʥʳʝ ʙʳʣʠ ʧʦʣʫʯʝʥʳ ʠʟ ʵʢʟʝʤʧʣʷʨʦʚ 

SonarQube, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʦʚʘʣʠ ʥʘʩʪʨʦʡʢʠ ʧʦʨʪʘ ʧʦ ʫʤʦʣʯʘʥʠʶ ʠ ʫʯʝʪʥʳʝ 

ʜʘʥʥʳʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʨʘʙʦʪʘʶʱʠʝ ʚ ʩʝʪʷʭ ʟʘʪʨʦʥʫʪʳʭ ʦʨʛʘʥʠʟʘʮʠʡ. 

çʕʪʘ ʜʝʷʪʝʣʴʥʦʩʪʴ ʘʥʘʣʦʛʠʯʥʘ ʧʨʝʜʳʜʫʱʝʡ ʫʪʝʯʢʝ ʜʘʥʥʳʭ ʚ ʠʶʣʝ 2020 ʛʦʜʘ, 

ʢʦʛʜʘ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʡ ʢʠʙʝʨ-ʘʢʪʦʨ ʠʟʚʣʝʢ ʧʨʦʧʨʠʝʪʘʨʥʳʡ ʠʩʭʦʜʥʳʡ ʢʦʜ ʩ 

ʧʨʝʜʧʨʠʷʪʠʡ ʯʝʨʝʟ ʧʣʦʭʦ ʟʘʱʠʱʝʥʥʳʝ ʵʢʟʝʤʧʣʷʨʳ SonarQube ʠ ʦʧʫʙʣʠʢʦʚʘʣ 

ʠʟʚʣʝʯʝʥʥʳʡ ʠʩʭʦʜʥʳʡ ʢʦʜ ʚ ʩʦʙʩʪʚʝʥʥʦʤ ʧʫʙʣʠʯʥʦʤ ʨʝʧʦʟʠʪʦʨʠʠè. 

ɿɸɹʓʊɸʗ ʇʈʆɹʃɽʄɸ ʉʅʆɺɸ ʇʆʗɺʀʊʉʗ ɺ 2020 ɻʆɼʋ 

ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ ʌɹʈ ʟʘʪʨʘʛʠʚʘʝʪ ʤʘʣʦʠʟʚʝʩʪʥʫʶ ʧʨʦʙʣʝʤʫ ʩʨʝʜʠ 

ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺ ʪʦ ʚʨʝʤʷ ʢʘʢ ʠʥʜʫʩʪʨʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʯʘʩʪʦ ʧʨʝʜʫʧʨʝʞʜʘʣʘ ʦʙ 

ʦʧʘʩʥʦʩʪʠ ʦʩʪʘʚʣʷʪʴ ʙʘʟʳ ʜʘʥʥʳʭ MongoDB ʠʣʠ Elasticsearch ʦʪʢʨʳʪʳʤʠ ʚ 

ʀʥʪʝʨʥʝʪʝ ʙʝʟ ʧʘʨʦʣʝʡ, SonarQube ʫʩʢʦʣʴʟʥʫʣ ʦʪ ʧʨʦʙʣʝʤ. 

ʆʜʥʘʢʦ ʥʝʢʦʪʦʨʳʝ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʝʜʫʧʨʝʞʜʘʣʠ ʦʙ ʦʧʘʩʥʦʩʪʠ 

ʦʩʪʘʚʣʷʪʴ ʧʨʠʣʦʞʝʥʠʷ SonarQube ʦʪʢʨʳʪʳʤʠ ʚ ʩʝʪʠ ʩ ʫʯʝʪʥʳʤʠ ʜʘʥʥʳʤʠ ʧʦ 

ʫʤʦʣʯʘʥʠʶ ʝʱʝ ʩ ʤʘʷ 2018 ʛʦʜʘ. 

ɺ ʪʦ ʚʨʝʤʷ ʦʭʦʪʥʠʢ ʟʘ ʫʪʝʯʢʘʤʠ ʜʘʥʥʳʭ ɹʦʙ ɼʴʷʯʝʥʢʦ ʧʨʝʜʫʧʨʝʜʠʣ, ʯʪʦ ʦʪ 

30% ʜʦ 40% ʚʩʝʭ ~ 3000 ʵʢʟʝʤʧʣʷʨʦʚ SonarQube, ʜʦʩʪʫʧʥʳʭ ʚ ʪʦ ʚʨʝʤʷ ʚ ʩʝʪʠ, ʥʝ 

ʠʤʝʣʠ ʧʘʨʦʣʷ ʠʣʠ ʤʝʭʘʥʠʟʤʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 
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ɺ ʵʪʦʤ ʛʦʜʫ ʰʚʝʡʮʘʨʩʢʠʡ ʠʩʩʣʝʜʦʚʘʪʝʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʠʤʝʥʠ ʊʠʣʣʴ 

ʂʦʪʪʤʘʥʥ ʪʘʢʞʝ ʧʦʜʥʷʣ ʪʫ ʞʝ ʧʨʦʙʣʝʤʫ ʦ ʥʝʧʨʘʚʠʣʴʥʦ ʥʘʩʪʨʦʝʥʥʳʭ ʵʢʟʝʤʧʣʷʨʘʭ 

SonarQube. ɺ ʪʝʯʝʥʠʝ ʛʦʜʘ ʂʦʪʪʤʘʥʥ ʩʦʙʨʘʣ ʠʩʭʦʜʥʳʡ ʢʦʜ ʜʝʩʷʪʢʦʚ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʢʦʤʧʘʥʠʡ ʥʘ ʦʙʱʝʜʦʩʪʫʧʥʦʤ ʧʦʨʪʘʣʝ, ʠ ʤʥʦʛʠʝ ʠʟ ʥʠʭ ʙʳʣʠ 

ʧʦʣʫʯʝʥʳ ʠʟ ʧʨʠʣʦʞʝʥʠʡ SonarQube. 

çɹʦʣʴʰʠʥʩʪʚʦ ʣʶʜʝʡ, ʢʘʞʝʪʩʷ, ʥʝ ʤʝʥʷʶʪ ʘʙʩʦʣʶʪʥʦ ʥʠ ʦʜʥʦʡ ʠʟ ʥʘʩʪʨʦʝʢ, 

ʢʦʪʦʨʳʝ ʥʘ ʩʘʤʦʤ ʜʝʣʝ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ ʦʙʲʷʩʥʝʥʳ ʚ ʨʫʢʦʚʦʜʩʪʚʝ ʧʦ ʫʩʪʘʥʦʚʢʝ ʦʪ 

SonarQubeè, - ʩʢʘʟʘʣ ʂʦʪʪʤʘʥʥ ZDNet. 

çʗ ʥʝ ʟʥʘʶ ʪʝʢʫʱʝʛʦ ʢʦʣʠʯʝʩʪʚʘ ʦʪʢʨʳʪʳʭ ʵʢʟʝʤʧʣʷʨʦʚ SonarQube, ʥʦ 

ʩʦʤʥʝʚʘʶʩʴ, ʯʪʦ ʦʥʦ ʩʠʣʴʥʦ ʠʟʤʝʥʠʣʦʩʴ. ʗ ʧʨʝʜʧʦʣʘʛʘʶ, ʯʪʦ ʧʦ-ʧʨʝʞʥʝʤʫ ʛʦʨʘʟʜʦ 

ʙʦʣʴʰʝ 1000 ʩʝʨʚʝʨʦʚ (ʢʦʪʦʨʳʝ ʠʥʜʝʢʩʠʨʫʶʪʩʷ Shodan), ʢʦʪʦʨʳʝ ʷʚʣʷʶʪʩʷ 

çʫʷʟʚʠʤʳʤʠè, ʧʦʩʢʦʣʴʢʫ ʣʠʙʦ ʥʝ ʪʨʝʙʫʶʪ ʘʚʪʦʨʠʟʘʮʠʠ, ʣʠʙʦ ʦʩʪʘʚʣʷʶʪ ʟʥʘʯʝʥʠʝ 

ʧʦ ʫʤʦʣʯʘʥʠʶ. ʩʧʘʩʠʙʦ, - ʩʢʘʟʘʣ ʦʥ 

ʏʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʧʦʜʦʙʥʳʝ ʫʪʝʯʢʠ, ʚ ʧʨʝʜʫʧʨʝʞʜʝʥʠʠ ʌɹʈ ʧʝʨʝʯʠʩʣʝʥ 

ʨʷʜ ʰʘʛʦʚ, ʢʦʪʦʨʳʝ ʢʦʤʧʘʥʠʠ ʤʦʛʫʪ ʧʨʝʜʧʨʠʥʷʪʴ ʜʣʷ ʟʘʱʠʪʳ ʩʚʦʠʭ ʩʝʨʚʝʨʦʚ 

SonarQube, ʥʘʯʠʥʘʷ ʩ ʠʟʤʝʥʝʥʠʷ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʧʨʠʣʦʞʝʥʠʷ ʧʦ 

ʫʤʦʣʯʘʥʠʶ, ʘ ʟʘʪʝʤ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʙʨʘʥʜʤʘʫʵʨʦʚ ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʧʨʠʣʦʞʝʥʠʶ ʩʦ ʩʪʦʨʦʥʳ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡè. (Catalin Cimpanu. FBI: Hackers stole source code from US 

government agencies and private companies // ZDNet 

(https://www.zdnet.com/article/fbi-hackers-stole-source-code-from-us-government-

agencies-and-private-companies/). 07.11.2020).  

***  

 

çʅʝ ʦʙʨʘʱʘʷ ʥʘ ʩʝʙʷ ʦʩʦʙʦʛʦ ʚʥʠʤʘʥʠʷ, ʥʝʩʢʦʣʴʢʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʚ 

ʪʝʯʝʥʠʝ ʧʦʩʣʝʜʥʠʭ ʜʚʫʭ-ʪʨʝʭ ʣʝʪ ʧʨʦʚʦʜʠʣʠ ʤʘʩʩʦʚʦʝ ʩʢʘʥʠʨʦʚʘʥʠʝ ʀʥʪʝʨʥʝʪʘ 

ʥʘ ʧʨʝʜʤʝʪ ʥʘʣʠʯʠʷ ʬʘʡʣʦʚ ENV, ʢʦʪʦʨʳʝ ʙʳʣʠ ʩʣʫʯʘʡʥʦ ʟʘʛʨʫʞʝʥʳ ʠ 

ʦʩʪʘʚʣʝʥʳ ʦʪʢʨʳʪʳʤʠ ʥʘ ʚʝʙ-ʩʝʨʚʝʨʘʭ. 

ʌʘʡʣʳ ENV ʠʣʠ ʬʘʡʣʳ ʩʨʝʜʳ - ʵʪʦ ʪʠʧ ʬʘʡʣʦʚ ʢʦʥʬʠʛʫʨʘʮʠʠ, ʢʦʪʦʨʳʝ 

ʦʙʳʯʥʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʠʥʩʪʨʫʤʝʥʪʘʤʠ ʨʘʟʨʘʙʦʪʢʠ. 

ʊʘʢʠʝ ʧʣʘʪʬʦʨʤʳ, ʢʘʢ Docker, Node.js, Symfony ʠ Django, ʠʩʧʦʣʴʟʫʶʪ ʬʘʡʣʳ 

ENV ʜʣʷ ʭʨʘʥʝʥʠʷ ʧʝʨʝʤʝʥʥʳʭ ʩʨʝʜʳ, ʪʘʢʠʭ ʢʘʢ ʪʦʢʝʥʳ API, ʧʘʨʦʣʠ ʠ ʣʦʛʠʥʳ ʜʣʷ 

ʚʭʦʜʘ ʚ ʙʘʟʫ ʜʘʥʥʳʭ. 

ʀʟ-ʟʘ ʭʘʨʘʢʪʝʨʘ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʦʥʠ ʭʨʘʥʷʪ, ʬʘʡʣʳ ENV ʚʩʝʛʜʘ ʜʦʣʞʥʳ 

ʭʨʘʥʠʪʴʩʷ ʚ ʟʘʱʠʱʝʥʥʳʭ ʧʘʧʢʘʭ. 

çʗ ʧʨʝʜʧʦʣʘʛʘʶ, ʯʪʦ ʙʦʪʥʝʪ ʩʢʘʥʠʨʫʝʪ ʵʪʠ ʬʘʡʣʳ, ʯʪʦʙʳ ʥʘʡʪʠ ʩʦʭʨʘʥʝʥʥʳʝ 

ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ ʙʘʟʘʤʠ 

ʜʘʥʥʳʭ, ʪʘʢʠʤʠ ʢʘʢ Firebase, ʵʢʟʝʤʧʣʷʨʳ AWS ʠ ʪ. ɼ.è , - ʩʢʘʟʘʣ ZDNet ɼʵʥʠʝʣ 

ɹʘʥʩ, ʛʣʘʚʥʳʡ ʘʥʘʣʠʪʠʢ ʙʝʟʦʧʘʩʥʦʩʪʠ SecurityJoes. 

çɽʩʣʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʟʘʢʨʳʪʳʤ ʢʣʶʯʘʤ API, ʦʥ 

ʤʦʞʝʪ ʟʣʦʫʧʦʪʨʝʙʠʪʴ ʧʨʦʛʨʘʤʤʥʳʤ ʦʙʝʩʧʝʯʝʥʠʝʤè, - ʜʦʙʘʚʠʣ ɹʘʥʩ. 

ʊʆʃʔʂʆ ɺ ʕʊʆʄ ʄɽʉʗʎɽ ɸʂʊʀɺʅʓ ɹʆʃɽɽ 1100 ʉʂɸʅɽʈʆɺ ENV 

ʈʘʟʨʘʙʦʪʯʠʢʠ ʧʨʠʣʦʞʝʥʠʡ ʯʘʩʪʦ ʧʦʣʫʯʘʣʠ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʦ ʩʢʘʥʠʨʦʚʘʥʠʠ 

ʚʨʝʜʦʥʦʩʥʳʤʠ ʙʦʪʥʝʪʘʤʠ ʬʘʡʣʦʚ ʢʦʥʬʠʛʫʨʘʮʠʠ GIT ʠʣʠ ʟʘʢʨʳʪʳʭ ʢʣʶʯʝʡ SSH, 
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ʢʦʪʦʨʳʝ ʙʳʣʠ ʩʣʫʯʘʡʥʦ ʟʘʛʨʫʞʝʥʳ ʚ ʩʝʪʴ, ʥʦ ʩʢʘʥʠʨʦʚʘʥʠʝ ʬʘʡʣʦʚ ENV ʙʳʣʦ 

ʪʘʢʠʤ ʞʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤ, ʢʘʢ ʠ ʧʝʨʚʳʝ ʜʚʘ. 

ʇʦ ʜʘʥʥʳʤ ʢʦʤʧʘʥʠʠ Greynoise, ʟʘ ʧʦʩʣʝʜʥʠʝ ʪʨʠ ʛʦʜʘ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ 

ʬʘʡʣʦʚ ENV ʠʩʧʦʣʴʟʦʚʘʣʦʩʴ ʙʦʣʝʝ 2800 ʨʘʟʣʠʯʥʳʭ IP-ʘʜʨʝʩʦʚ, ʧʨʠ ʵʪʦʤ ʟʘ 

ʧʦʩʣʝʜʥʠʡ ʤʝʩʷʮ ʙʳʣʦ ʟʘʜʝʡʩʪʚʦʚʘʥʦ ʙʦʣʝʝ 1100 ʩʢʘʥʝʨʦʚ. 

ʇʦʜʦʙʥʳʝ ʧʨʦʚʝʨʢʠ ʙʳʣʠ ʪʘʢʞʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʢʦʤʧʘʥʠʝʡ Bad Packets, 

ʟʘʥʠʤʘʶʱʝʡʩʷ ʨʘʟʚʝʜʢʦʡ ʫʛʨʦʟ, ʢʦʪʦʨʘʷ ʦʪʩʣʝʞʠʚʘʣʘ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ 

ʧʫʪʠ ʢ ʬʘʡʣʘʤ ENV ʚ Twitter ʚ ʪʝʯʝʥʠʝ ʧʦʩʣʝʜʥʝʛʦ ʛʦʜʘ. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʢʦʪʦʨʳʝ ʠʜʝʥʪʠʬʠʮʠʨʫʶʪ ʬʘʡʣʳ ENV, ʚ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ 

ʟʘʛʨʫʟʷʪ ʬʘʡʣ, ʠʟʚʣʝʢʫʪ ʚʩʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ, ʘ ʟʘʪʝʤ ʥʘʨʫʰʘʪ 

ʚʥʫʪʨʝʥʥʶʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʢʦʤʧʘʥʠʠ. 

ʂʦʥʝʯʥʦʡ ʮʝʣʴʶ ʵʪʠʭ ʧʦʩʣʝʜʫʶʱʠʭ ʘʪʘʢ ʤʦʞʝʪ ʙʳʪʴ ʯʪʦ ʫʛʦʜʥʦ: ʦʪ ʢʨʘʞʠ 

ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʠ ʢʦʤʤʝʨʯʝʩʢʠʭ ʩʝʢʨʝʪʦʚ ʜʦ ʘʪʘʢ ʧʨʦʛʨʘʤʤ-

ʚʳʤʦʛʘʪʝʣʝʡ ʠʣʠ ʫʩʪʘʥʦʚʢʠ ʩʢʨʳʪʳʭ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʜʣʷ ʢʨʠʧʪʦ-ʤʘʡʥʠʥʛʘ. 

ʈʘʟʨʘʙʦʪʯʠʢʘʤ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʨʦʪʝʩʪʠʨʦʚʘʪʴ ʠ ʧʦʩʤʦʪʨʝʪʴ, ʜʦʩʪʫʧʥʳ ʣʠ 

ʬʘʡʣʳ ENV ʠʭ ʧʨʠʣʦʞʝʥʠʡ ʚ ʀʥʪʝʨʥʝʪʝ, ʘ ʟʘʪʝʤ ʟʘʱʠʪʠʪʴ ʣʶʙʦʡ ʬʘʡʣ ENV, 

ʢʦʪʦʨʳʡ ʙʳʣ ʩʣʫʯʘʡʥʦ ʦʙʥʘʨʫʞʝʥ. ɼʣʷ ʦʪʢʨʳʪʳʭ ʬʘʡʣʦʚ ENV ʪʘʢʞʝ ʥʝʦʙʭʦʜʠʤʦ 

ʠʟʤʝʥʠʪʴ ʚʩʝ ʪʦʢʝʥʳ ʠ ʧʘʨʦʣʠè. (Catalin Cimpanu. Botnets have been silently mass-

scanning the internet for unsecured ENV files // ZDNet 

(https://www.zdnet.com/article/botnets-have-been-silently-mass-scanning-the-internet-

for-unsecured-env-files/). 21.11.2020).  
***  

 

çʃʦʥʜʦʥʩʢʠʡ ʩʦʚʝʪ, ʧʦʜʚʝʨʛʰʠʡʩʷ ʢʠʙʝʨʘʪʘʢʝ ʤʝʩʷʮ ʥʘʟʘʜ, ʟʘʷʚʠʣ, ʯʪʦ 

ʥʝʢʦʪʦʨʳʝ ʩʣʫʞʙʳ ʤʦʛʫʪ ʙʳʪʴ ʥʝʜʦʩʪʫʧʥʳ ʠʣʠ ʦʪʢʣʶʯʝʥʳ ʚ ʪʝʯʝʥʠʝ 

ʥʝʩʢʦʣʴʢʠʭ ʤʝʩʷʮʝʚ. 

ʍʘʢʥʠ ʩʦʚʝʪ, ʢʦʪʦʨʳʡ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʫʩʣʫʛʠ 280000 ʣʶʜʝʡ ʚ ʚʦʩʪʦʯʥʦʡ ʯʘʩʪʠ 

ʃʦʥʜʦʥʘ, ʛʦʚʦʨʠʪʩʷ ʚ ʦʙʥʦʚʣʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʠʙʝʨʘʪʘʢʝ ʩʝʨʝʜʠʥʳ ʦʢʪʷʙʨʷ, 

ʯʪʦ ʦʥʘ ʧʨʦʜʦʣʞʘʝʪ ʫʧʦʨʥʦ ʨʘʙʦʪʘʪʴ, ʯʪʦʙʳ ʚʦʩʩʪʘʥʦʚʠʪʴ ʧʦʚʨʝʞʜʝʥʥʳʝ ʩʠʩʪʝʤʳ ʠ 

ʟʘʢʦʥʯʠʪʴ çʩʫʱʝʩʪʚʝʥʥʳʝ ʥʘʨʫʰʝʥʠʷè, ʢʦʪʦʨʦʝ ʧʦʤʝʰʘʣʦ ʞʠʪʝʣʷʤ ʧʦʣʫʯʠʪʴ 

ʜʦʩʪʫʧ ʢ ʥʝʢʦʪʦʨʦʡ ʫʩʣʫʛʝ. 

ʉʦʚʝʪ ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʣ ʠʥʮʠʜʝʥʪ ʢʘʢ çʧʨʦʜʚʠʥʫʪʫʶ ʢʨʠʤʠʥʘʣʴʥʫʶ 

ʢʠʙʝʨʘʪʘʢʫè, ʟʘʪʨʦʥʫʚʰʫʶ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʩʣʫʞʙ, ʠ ʟʘʷʚʠʣ, ʯʪʦ ʨʘʙʦʪʘʝʪ 

ʚʤʝʩʪʝ ʩ ʅʘʮʠʦʥʘʣʴʥʳʤ ʮʝʥʪʨʦʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ (NCSC) ʠ ʅʘʮʠʦʥʘʣʴʥʳʤ 

ʘʛʝʥʪʩʪʚʦʤ ʧʦ ʙʦʨʴʙʝ ʩ ʧʨʝʩʪʫʧʥʦʩʪʴʶ (NCA) ʥʘʜ ʨʘʩʩʣʝʜʦʚʘʥʠʝʤ 

çʦʪʚʨʘʪʠʪʝʣʴʥʦʡè ʘʪʘʢʠ. ʆʜʥʘʢʦ ʩʦʚʝʪ ʧʨʝʜʦʩʪʘʚʠʣ ʤʘʣʦ ʧʦʜʨʦʙʥʦʩʪʝʡ ʦ ʪʦʤ, ʯʪʦ 

ʧʨʦʠʟʦʰʣʦ. 

çʅʝʢʦʪʦʨʳʝ ʠʟ ʥʘʰʠʭ ʫʩʣʫʛ ʤʦʛʫʪ ʙʳʪʴ ʥʝʜʦʩʪʫʧʥʳ ʠʣʠ ʦʪʢʣʶʯʝʥʳ ʚ 

ʪʝʯʝʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʤʝʩʷʮʝʚè, - ʟʘʷʚʠʣʠ ʚ ʩʦʚʝʪʝ, ʥʦ ʜʦʙʘʚʠʣʠ, ʯʪʦ ʥʝʢʦʪʦʨʳʝ ʨʘʥʝʝ 

ʟʘʪʨʦʥʫʪʳʝ ʫʩʣʫʛʠ ʙʳʣʠ ʧʦʣʥʦʩʪʴʶ ʠʣʠ ʯʘʩʪʠʯʥʦ ʚʦʩʩʪʘʥʦʚʣʝʥʳ, ʠʣʠ ʢʦʤʘʥʜʳ 

ʩʦʚʝʪʘ ʩʦʟʜʘʣʠ ʥʦʚʳʝ ʠʣʠ ʚʨʝʤʝʥʥʳʝ ʩʧʦʩʦʙʳ ʜʦʩʪʫʧʘ ʞʠʪʝʣʝʡ ʢ ʥʠʤ. 

çɺ ʥʝʢʨʠʪʠʯʝʩʢʠʭ ʦʙʣʘʩʪʷʭ ʥʝʢʦʪʦʨʳʝ ʠʟ ʥʘʰʠʭ ʫʩʣʫʛ ʚʳʧʦʣʥʷʣʠʩʴ 

ʤʝʜʣʝʥʥʝʝ, ʯʝʤ ʦʙʳʯʥʦ, ʠ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʤʳ ʥʝ ʤʦʞʝʤ ʦʪʚʝʯʘʪʴ ʥʘ ʚʩʝ ʟʘʧʨʦʩʳ 

ʠ ʟʘʧʨʦʩʳ ʪʘʢ, ʢʘʢ ʦʙʳʯʥʦè, - ʟʘʷʚʠʣʠ ʚ ʩʦʚʝʪʝ. 
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çʈʷʜ ʤʫʥʠʮʠʧʘʣʴʥʳʭ ʫʩʣʫʛ ʧʦʩʪʨʘʜʘʣʠ ʦʪ ʩʙʦʝʚ, ʚʳʟʚʘʥʥʳʭ ʢʠʙʝʨʘʪʘʢʦʡ, 

ʢʦʪʦʨʘʷ ʟʘʪʨʦʥʝʪ ʥʘʰʠʭ ʞʠʪʝʣʝʡ, ʚʢʣʶʯʘʷ ʪʘʢʠʝ ʦʙʣʘʩʪʠ, ʢʘʢ ʚʳʧʣʘʪʳ ʧʦʩʦʙʠʡ ʠ 

ʚʳʧʣʘʪʳ ʤʫʥʠʮʠʧʘʣʴʥʳʭ ʥʘʣʦʛʦʚè, - ʟʘʷʚʠʣʠ ʚ ʩʦʚʝʪʝ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʦʥ ʜʦʙʘʚʠʣ, 

ʯʪʦ ʤʥʦʛʠʝ ʚʘʨʠʘʥʪʳ ʦʧʣʘʪʳ ʧʦ-ʧʨʝʞʥʝʤʫ ʜʦʩʪʫʧʥʳ ʜʣʷ ʘʨʝʥʜʳ, ʧʣʘʪʳ ʟʘ 

ʦʙʩʣʫʞʠʚʘʥʠʝ, ʢʘʧʠʪʘʣʴʥʳʭ ʨʘʙʦʪ ʠ ʛʘʨʘʞʝʡ. 

ʋʩʣʫʛʠ, ʢʦʪʦʨʳʝ ʚʩʝ ʝʱʝ ʟʘʪʨʦʥʫʪʳ, ʚʢʣʶʯʘʶʪ ʧʦʠʩʢʠ ʟʝʤʣʠ ʠ ʧʨʠʣʦʞʝʥʠʷ 

ʜʣʷ ʧʣʘʥʠʨʦʚʘʥʠʷ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʧʨʦʜʘʞʠ ʥʝʜʚʠʞʠʤʦʩʪʠ, ʘ ʪʘʢʞʝ ʩʠʩʪʝʤʳ 

ʟʘʢʘʟʦʚ ʠ ʦʪʯʝʪʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʩʦʚʝʪ ʠʩʧʦʣʴʟʫʝʪ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʦʪʯʝʪʦʚ, ʪʘʢʠʭ ʢʘʢ 

ʰʫʤ, ʘʥʪʠʦʙʱʝʩʪʚʝʥʥʦʝ ʧʦʚʝʜʝʥʠʝ ʠ ʧʨʦʧʫʱʝʥʥʳʡ ʩʙʦʨ ʤʫʩʦʨʘ. ʊʘʢʞʝ ʟʘʪʨʦʥʫʪʳ 

ʩʠʩʪʝʤʳ, ʢʦʪʦʨʳʝ ʩʦʚʝʪ ʠʩʧʦʣʴʟʫʝʪ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʫʯʝʪʥʳʤ ʟʘʧʠʩʷʤ, ʩʦʟʜʘʥʠʷ 

ʥʦʚʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʠ ʦʙʨʘʙʦʪʢʠ ʧʣʘʪʝʞʝʡ, ʪʘʢʠʭ ʢʘʢ ʣʴʛʦʪʳ, ʤʫʥʠʮʠʧʘʣʴʥʳʡ 

ʥʘʣʦʛ, ʘʨʝʥʜʥʘʷ ʧʣʘʪʘ ʠ ʧʣʘʪʘ ʟʘ ʦʙʩʣʫʞʠʚʘʥʠʝ, ʘ ʪʘʢʞʝ ʦʥʣʘʡʥ-ʧʨʠʣʦʞʝʥʠʷ, 

ʢʦʪʦʨʳʝ ʞʠʪʝʣʠ ʠʩʧʦʣʴʟʫʶʪ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʠʤʠ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ. 

ʉʦʚʝʪ ʪʘʢʞʝ ʟʘʷʚʠʣ, ʯʪʦ ʩʦʦʙʱʝʥʠʷ, ʦʪʧʨʘʚʣʝʥʥʳʝ ʥʘ ʥʝʢʦʪʦʨʳʝ ʠʟ ʝʛʦ 

ʦʙʱʝʜʦʩʪʫʧʥʳʭ ʘʜʨʝʩʦʚ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʚ ʧʝʨʠʦʜ ʩ 12 ʦʢʪʷʙʨʷ ʧʦ 26 ʦʢʪʷʙʨʷ, 

ʪʝʧʝʨʴ ʥʝʜʦʩʪʫʧʥʳ, ʠ ʯʪʦ ʟʘʧʨʦʩʳ, ʢʦʪʦʨʳʝ ʥʝ ʧʦʣʫʯʠʣʠ ʦʪʚʝʪʘ ʠ ʦʩʪʘʶʪʩʷ 

ʥʝʚʳʧʦʣʥʝʥʥʳʤʠ, ʜʦʣʞʥʳ ʙʳʪʴ ʦʪʧʨʘʚʣʝʥʳ ʩʥʦʚʘè. (Steve Ranger. Cyberattack 

disruption could last for months, says council // ZDNet 

(https://www.zdnet.com/article/cyber-attack-disruption-could-last-for-months-says-

council/). 16.11.2020).  

***  

 

çService NSW, ʝʜʠʥʳʡ ʮʝʥʪʨ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʅʦʚʦʛʦ ʖʞʥʦʛʦ ʋʵʣʴʩʘ ʧʦ 

ʦʢʘʟʘʥʠʶ ʫʩʣʫʛ, ʚ ʘʧʨʝʣʝ 2020 ʛʦʜʘ ʧʦʜʚʝʨʛʩʷ ʢʠʙʝʨʘʪʘʢʝ, ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʢʦʪʦʨʦʡ ʙʳʣʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʘ ʠʥʬʦʨʤʘʮʠʷ 186000 ʢʣʠʝʥʪʦʚ. 
ʇʦʩʣʝ ʯʝʪʳʨʝʭʤʝʩʷʯʥʦʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʷ, ʥʘʯʘʚʰʝʛʦʩʷ ʚ ʘʧʨʝʣʝ, ʉʣʫʞʙʘ 

ʅʦʚʦʛʦ ʖʞʥʦʛʦ ʋʵʣʴʩʘ ʟʘʷʚʠʣʘ, ʯʪʦ ʦʙʥʘʨʫʞʠʣʘ, ʯʪʦ 738 ɻɹ ʜʘʥʥʳʭ, ʩʦʩʪʦʷʱʠʭ ʠʟ 

3,8 ʤʠʣʣʠʦʥʘ ʜʦʢʫʤʝʥʪʦʚ, ʙʳʣʠ ʫʢʨʘʜʝʥʳ ʠʟ 47 ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ ʩʦʪʨʫʜʥʠʢʦʚ. 

ʆʜʥʘʢʦ ʩʣʫʞʙʘ NSW ʟʘʚʝʨʠʣʘ, ʯʪʦ ʥʝ ʙʳʣʦ ʥʠʢʘʢʠʭ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʪʦʛʦ, ʯʪʦ 

ʦʪʜʝʣʴʥʳʝ ʜʘʥʥʳʝ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ MyService NSW ʠʣʠ ʙʘʟʳ ʜʘʥʥʳʭ Service NSW 

ʙʳʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ ʚʦ ʚʨʝʤʷ ʘʪʘʢʠ. 

çɺ ʭʦʜʝ ʵʪʦʛʦ ʪʱʘʪʝʣʴʥʦʛʦ ʧʝʨʚʦʛʦ ʰʘʛʘ ʙʳʣʦ ʦʙʥʘʨʫʞʝʥʦ ʦʢʦʣʦ 500 000 

ʜʦʢʫʤʝʥʪʦʚ, ʚ ʢʦʪʦʨʳʭ ʫʧʦʤʠʥʘʝʪʩʷ ʣʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷè, - ʟʘʷʚʠʣ ʚ ʩʝʥʪʷʙʨʝ 

ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ Service NSW ɼʝʡʤʦʥ ʈʠʩ. çɼʘʥʥʳʝ ʩʦʩʪʦʷʪ ʠʟ ʜʦʢʫʤʝʥʪʦʚ, 

ʪʘʢʠʭ ʢʘʢ ʨʫʢʦʧʠʩʥʳʝ ʟʘʤʝʪʢʠ ʠ ʬʦʨʤʳ, ʩʢʘʥʠʨʦʚʘʥʥʳʝ ʠʟʦʙʨʘʞʝʥʠʷ ʠ ʟʘʧʠʩʠ 

ʧʨʠʣʦʞʝʥʠʡ ʪʨʘʥʟʘʢʮʠʡè. 

ʇʨʝʜʩʪʘʚʣʷʷ ʩʚʦʡ ʙʶʜʞʝʪ ʥʘ 2020-2021 ʛʦʜʳ ʚʦ ʚʪʦʨʥʠʢ, ʧʨʘʚʠʪʝʣʴʩʪʚʦ 

ʩʦʦʙʱʠʣʦ ʦ ʶʨʠʜʠʯʝʩʢʠʭ ʠ ʩʣʝʜʩʪʚʝʥʥʳʭ ʨʘʩʭʦʜʘʭ, ʢʦʪʦʨʳʝ ʦʥʦ, ʢʘʢ ʦʞʠʜʘʝʪʩʷ, 

ʧʦʥʝʩʝʪ ʚ ʨʝʟʫʣʴʪʘʪʝ ʘʪʘʢʠ. 

çɺ ʘʧʨʝʣʝ 2020 ʛʦʜʘ ʉʣʫʞʙʘ ʅʦʚʦʛʦ ʖʞʥʦʛʦ ʋʵʣʴʩʘ ʫʚʝʜʦʤʠʣʘ ʧʦʣʠʮʠʶ ʠ 

ʚʣʘʩʪʠ ʦ ʢʠʙʝʨʘʪʘʢʝ, ʢʦʪʦʨʘʷ ʧʦʪʝʥʮʠʘʣʴʥʦ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʣʘ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʢʣʠʝʥʪʘʭè, - ʛʦʚʦʨʠʪʩʷ ʚ ʙʶʜʞʝʪʥʳʭ ʜʦʢʫʤʝʥʪʘʭ [PDF]. çʈʘʩʩʣʝʜʦʚʘʥʠʝ ʵʪʦʛʦ ʜʝʣʘ 

ʚʩʝ ʝʱʝ ʧʨʦʜʦʣʞʘʝʪʩʷ, ʦʜʥʘʢʦ ʦʞʠʜʘʝʪʩʷ, ʯʪʦ Service NSW ʧʦʥʝʩʝʪ ʩʫʜʝʙʥʳʝ 
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ʠʟʜʝʨʞʢʠ ʠ ʨʘʩʭʦʜʳ ʥʘ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʚ ʨʘʟʤʝʨʝ ʧʨʠʙʣʠʟʠʪʝʣʴʥʦ 7 ʤʠʣʣʠʦʥʦʚ 

ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚè. 

ɺ ʜʨʫʛʦʤ ʤʝʩʪʝ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʙʶʜʞʝʪʘ ʥʘ 2020-2021 ʛʦʜʳ ʧʨʘʚʠʪʝʣʴʩʪʚʦ 

ʚ ʟʥʘʯʠʪʝʣʴʥʦʡ ʩʪʝʧʝʥʠ ʨʘʩʰʠʨʠʣʦ ʨʷʜ ʠʥʠʮʠʘʪʠʚ, ʢʦʪʦʨʳʝ ʫʞʝ ʙʳʣʠ ʟʘʧʫʱʝʥʳ, ʠ 

ʩʦʩʨʝʜʦʪʦʯʠʣʦ ʚʥʠʤʘʥʠʝ ʪʘʢʞʝ ʥʘ ʪʦʤ, ʢʘʢ ʚʳʚʝʩʪʠ ʰʪʘʪ ʠʟ ʝʛʦ ʜʝʬʠʮʠʪʘ ʚ 16 

ʤʠʣʣʠʘʨʜʦʚ ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ.  

ɺʘʞʥʦʡ ʦʩʦʙʝʥʥʦʩʪʴʶ ʝʛʦ ʙʶʜʞʝʪʘ ʩʪʘʣ ʌʦʥʜ ʮʠʬʨʦʚʦʛʦ ʧʝʨʝʟʘʧʫʩʢʘ (DRF), 

ʢʦʪʦʨʦʤʫ ʙʫʜʝʪ ʚʳʜʝʣʝʥʦ 1,2 ʤʣʨʜ ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ ʚ ʢʘʯʝʩʪʚʝ ʢʘʧʠʪʘʣʘ ʠ 

400 ʤʣʥ ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ ʚ ʚʠʜʝ ʨʝʛʫʣʷʨʥʦʛʦ ʬʠʥʘʥʩʠʨʦʚʘʥʠʷ. 

çʂʣʶʯʦʤ ʢ ʧʨʝʜʦʩʪʘʚʣʝʥʠʶ ʢʘʯʝʩʪʚʝʥʥʳʭ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʫʩʣʫʛ ʷʚʣʷʝʪʩʷ 

ʦʙʝʩʧʝʯʝʥʠʝ ʪʦʛʦ, ʯʪʦʙʳ ʵʪʠ ʫʩʣʫʛʠ ʩʦʦʪʚʝʪʩʪʚʦʚʘʣʠ ʥʘʟʥʘʯʝʥʠʶ ʠ 

ʩʦʦʪʚʝʪʩʪʚʦʚʘʣʠ ʧʦʪʨʝʙʥʦʩʪʷʤ ʩʦʦʙʱʝʩʪʚʘ. ɺ ʵʪʦʤ ʙʶʜʞʝʪʝ ʧʨʘʚʠʪʝʣʴʩʪʚʦ 

ʨʝʘʣʠʟʫʝʪ ʘʤʙʠʮʠʦʟʥʫʶ ʧʨʦʛʨʘʤʤʫ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ, ʦʩʥʦʚʘʥʥʫʶ ʥʘ ʦʮʠʬʨʦʚʢʝè, - 

ʛʦʚʦʨʠʪʩʷ ʚ ʙʶʜʞʝʪʥʳʭ ʜʦʢʫʤʝʥʪʘʭ. 

ʇʨʘʚʠʪʝʣʴʩʪʚʦ ʰʪʘʪʘ ʟʘʷʚʠʣʦ, ʯʪʦ DRF ʙʫʜʝʪ ʧʦʜʜʝʨʞʠʚʘʪʴ ʵʪʫ 

ʪʨʘʥʩʬʦʨʤʘʮʠʶ, ʧʦʩʢʦʣʴʢʫ ʦʥ ʥʘʮʝʣʝʥ ʥʘ ʧʨʦʜʚʠʞʝʥʠʝ çʦʙʱʝʩʝʢʪʦʨʘʣʴʥʦʛʦ 

ʧʦʜʭʦʜʘ ʢ ʦʮʠʬʨʦʚʢʝ ʠ ʪʨʘʥʩʬʦʨʤʘʮʠʠ ʫʩʣʫʛè ʠ ʧʦʜʜʝʨʞʠʚʘʝʪ ʩʦʟʜʘʥʠʝ ʨʘʙʦʯʠʭ 

ʤʝʩʪ ʟʘ ʩʯʝʪ çʧʦʚʳʰʝʥʠʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʚʦ ʚʩʝʤ ʩʝʢʪʦʨʝè. 

DRF ʫʞʝ ʙʳʣ ʦʙʲʷʚʣʝʥ, ʠ ʚ ʙʶʜʞʝʪʝ ʥʘ 2019-2020 ʛʦʜʳ ʧʨʝʜʫʩʤʦʪʨʝʥʦ 

ʥʘʯʘʣʴʥʦʝ ʬʠʥʘʥʩʠʨʦʚʘʥʠʝ ʚ ʨʘʟʤʝʨʝ 100 ʤʠʣʣʠʦʥʦʚ ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ, ʥʦ ʚ 

ʙʶʜʞʝʪʝ ʥʘ 2020-2021 ʛʦʜʳ ʧʨʝʜʫʩʤʦʪʨʝʥʳ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʠʥʚʝʩʪʠʮʠʠ, ʚ ʪʦʤ 

ʯʠʩʣʝ ʚ ʰʢʦʣʴʥʳʝ ʪʝʭʥʦʣʦʛʠʠ, ʮʠʬʨʦʚʳʝ ʩʫʜʳ, ʵʣʝʢʪʨʦʥʥʦʝ ʧʣʘʥʠʨʦʚʘʥʠʝ, ʜʦʭʦʜʳ 

ʰʪʘʪʘ ʅʦʚʳʡ ʖʞʥʳʡ ʋʵʣʴʩ ʠ ʢʠʙʝʨʥʝʪʠʢʫ. 

ʅʘʧʦʤʥʠʤ, ʯʪʦ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʥʘʜʝʝʪʩʷ ʟʘʢʨʳʪʴ çʮʠʬʨʦʚʦʡ ʨʘʟʨʳʚè ʤʝʞʜʫ 

ʨʝʛʠʦʥʘʣʴʥʳʤʠ ʠ ʩʪʦʣʠʯʥʳʤʠ ʰʢʦʣʘʤʠ ʟʘ ʩʯʝʪ ʣʫʯʰʝʡ ʠʥʪʝʛʨʘʮʠʠ ʮʠʬʨʦʚʳʭ 

ʪʝʭʥʦʣʦʛʠʡ ʚ ʰʢʦʣʴʥʫʶ ʧʨʦʛʨʘʤʤʫ ʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʚʳʜʝʣʠʚ ʥʘ ʵʪʫ ʠʥʠʮʠʘʪʠʚʫ 

366 ʤʠʣʣʠʦʥʦʚ ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ ʚ ʪʝʯʝʥʠʝ ʜʚʫʭ ʣʝʪ. 

ʄʝʞʜʫ ʪʝʤ, 54,5 ʤʠʣʣʠʦʥʘ ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ ʙʳʣʠ ʚʳʜʝʣʝʥʳ ʥʘ 

ʢʨʫʧʥʳʡ ʧʨʦʝʢʪ ʨʝʬʦʨʤʠʨʦʚʘʥʠʷ ʮʠʬʨʦʚʳʭ ʩʫʜʦʚ ʠ ʪʨʠʙʫʥʘʣʦʚ ʩ ʮʝʣʴʶ 

ʦʮʠʬʨʦʚʢʠ ʫʩʣʫʛ, ʧʦʚʳʰʝʥʠʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʧʨʘʚʦʚʦʡ ʩʠʩʪʝʤʳ, 

ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ ʧʨʦʮʝʩʩʦʚ ʠ ʫʣʫʯʰʝʥʠʷ ʢʘʯʝʩʪʚʘ ʦʙʩʣʫʞʠʚʘʥʠʷ ʢʣʠʝʥʪʦʚ. 

45,8 ʤʣʥ ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ 

ʩʣʝʜʫʶʱʝʛʦ ʵʪʘʧʘ ʫʩʣʫʛʠ ʩʢʚʦʟʥʦʛʦ ʮʠʬʨʦʚʦʛʦ ʧʣʘʥʠʨʦʚʘʥʠʷ ʯʝʨʝʟ ʧʨʦʛʨʘʤʤʫ 

ʵʣʝʢʪʨʦʥʥʦʛʦ ʧʣʘʥʠʨʦʚʘʥʠʷ, ʘ 17,5 ʤʣʥ ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ ʠʟ DRF ʙʳʣʦ 

ʚʳʜʝʣʝʥʦ ʥʘ ʫʣʫʯʰʝʥʠʝ ʢʘʯʝʩʪʚʘ ʦʙʩʣʫʞʠʚʘʥʠʷ ʢʣʠʝʥʪʦʚ ʚ ʨʝʞʠʤʝ ʦʥʣʘʡʥ ʜʣʷ 

ʢʣʶʯʝʚʳʭ ʦʥʣʘʡʥ-ʩʝʨʚʠʩʦʚ Revenue NSW. 

ʊʘʢʞʝ ʚ ʨʘʤʢʘʭ DRF ʟʘʨʝʟʝʨʚʠʨʦʚʘʥʦ 240 ʤʠʣʣʠʦʥʦʚ ʘʚʩʪʨʘʣʠʡʩʢʠʭ 

ʜʦʣʣʘʨʦʚ ʜʣʷ ʠʥʠʮʠʘʪʠʚ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʢʣʶʯʘʷ 60 ʤʠʣʣʠʦʥʦʚ 

ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ ʚ ʪʝʯʝʥʠʝ ʩʣʝʜʫʶʱʠʭ ʪʨʝʭ ʣʝʪ ʜʣʷ Cyber Security NSW. 

Cyber Security NSW ʦʪʚʝʯʘʝʪ ʟʘ ʦʙʥʘʨʫʞʝʥʠʝ, ʩʢʘʥʠʨʦʚʘʥʠʝ ʠ ʫʧʨʘʚʣʝʥʠʝ 

ʦʥʣʘʡʥ-ʫʷʟʚʠʤʦʩʪʷʤʠ ʠ ʜʘʥʥʳʤʠ ʚ ʨʘʟʣʠʯʥʳʭ ʦʪʜʝʣʘʭ ʠ ʘʛʝʥʪʩʪʚʘʭ. 

ɹʶʜʞʝʪ ʪʘʢʞʝ ʥʘʧʨʘʚʣʝʥ ʥʘ ʧʦʜʜʝʨʞʢʫ ʨʦʩʪʘ ʧʝʨʝʜʦʚʦʛʦ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʦʛʦ 

ʩʝʢʪʦʨʘ ʰʪʘʪʘ ʩ ʧʦʤʦʱʴʶ ʥʦʚʦʡ ʦʪʨʘʩʣʝʚʦʡ ʩʪʨʘʪʝʛʠʠ, ʢʦʪʦʨʘʷ, ʢʘʢ ʦʥ ʥʘʜʝʝʪʩʷ, 

ʤʦʞʝʪ ʩʦʟʜʘʪʴ ʙʦʣʴʰʝ ʨʘʙʦʯʠʭ ʤʝʩʪ ʚ ʮʝʣʦʤ ʨʷʜʝ ʦʪʨʘʩʣʝʡ, ʚʢʣʶʯʘʷ ʦʙʦʨʦʥʫ ʠ 
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ʢʦʩʤʦʩ, ʠ ʩʪʠʤʫʣʠʨʦʚʘʪʴ ʨʘʟʚʠʪʠʝ ʥʦʚʳʭ ʦʪʨʘʩʣʝʡ, ʪʘʢʠʭ ʢʘʢ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ, 

medtech ʠ ʜʨʫʛʠʝ ʮʠʬʨʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ. 

ɺ ʜʨʫʛʦʤ ʤʝʩʪʝ ʰʪʘʪ ʪʘʢʞʝ ʠʥʚʝʩʪʠʨʫʝʪ ʚ ʤʝʨʳ ʮʠʬʨʦʚʦʛʦ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, 

ʢʦʪʦʨʳʝ çʦʩʥʦʚʳʚʘʶʪʩʷ ʥʘ ʢʣʶʯʝʚʳʭ ʫʩʧʝʭʘʭ, ʜʦʩʪʠʛʥʫʪʳʭ ʚʦ ʚʨʝʤʷ COVID-19è, 

ʠ ʜʘʣʝʝ ʤʦʜʝʨʥʠʟʠʨʫʶʪ ʩʠʩʪʝʤʫ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ. 

50,4 ʤʠʣʣʠʦʥʘ ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ 

ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʧʦʜʜʝʨʞʢʠ ʩʦʪʨʫʜʥʠʢʘʤ ʩ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʦʡ, ʚʢʣʶʯʘʷ 

ʫʜʘʣʝʥʥʫʶ ʚʠʜʝʦʢʦʥʬʝʨʝʥʮʩʚʷʟʴ ʠ ʨʘʩʰʠʨʝʥʠʝ ʫʩʣʫʛ ʪʝʣʝʤʝʜʠʮʠʥʳ ʠ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʙʦʣʴʰʠʡ ʜʦʩʪʫʧ ʢ ʧʦʜʜʝʨʞʢʝ 

ʧʩʠʭʠʯʝʩʢʦʛʦ ʟʜʦʨʦʚʴʷ ʜʣʷ ʣʶʜʝʡ, ʥʘʭʦʜʷʱʠʭʩʷ ʚ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦʡ ʢʨʠʟʠʩʥʦʡ 

ʩʠʪʫʘʮʠʠ.  

ʊʘʢʞʝ ʙʫʜʝʪ ʨʘʟʨʘʙʦʪʘʥʘ ʠʥʪʝʛʨʠʨʦʚʘʥʥʘʷ ʩʠʩʪʝʤʘ ʫʧʨʘʚʣʝʥʠʷ ʣʘʙʦʨʘʪʦʨʥʦʡ 

ʠʥʬʦʨʤʘʮʠʝʡ ʚ ʤʘʩʰʪʘʙʝ ʰʪʘʪʘ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʙʝʩʧʨʝʧʷʪʩʪʚʝʥʥʳʡ ʟʘʢʘʟ, 

ʦʙʨʘʙʦʪʢʫ ʠ ʦʪʯʝʪʥʦʩʪʴ ʧʦ ʙʦʣʝʝ ʯʝʤ 70 ʤʠʣʣʠʦʥʘʤ ʪʝʩʪʦʚ ʚ ʛʦʜ ʚ ʰʪʘʪʝ NSW 

Health; ʙʫʜʝʪ ʚʥʝʜʨʝʥʘ ʩʠʩʪʝʤʘ ʤʦʥʠʪʦʨʠʥʛʘ ʨʝʮʝʧʪʦʚ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʜʣʷ 

ʦʪʩʣʝʞʠʚʘʥʠʷ ʧʨʦʧʠʩʘʥʥʳʭ ʣʝʢʘʨʩʪʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʚʳʩʦʢʠʤ ʨʠʩʢʦʤ ʧʨʠʯʠʥʝʥʠʷ 

ʚʨʝʜʘ, ʟʘʚʠʩʠʤʦʩʪʠ ʠʣʠ ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʷ. 

ɺ ʥʘʜʝʞʜʝ ʟʘʣʦʞʠʪʴ ʦʩʥʦʚʳ ʘʢʪʠʚʥʦʛʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʵʢʦʥʦʤʠʢʠ, 

ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʪʘʢʞʝ ʧʨʦʚʝʣʦ ʨʷʜ ʨʝʬʦʨʤ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʧʨʠʟʚʘʥʳ 

ʧʦʤʦʯʴ ʯʘʩʪʥʳʤ ʣʠʮʘʤ ʠ ʧʨʝʜʧʨʠʷʪʠʷʤ ʙʳʩʪʨʦ ʘʜʘʧʪʠʨʦʚʘʪʴʩʷ ʢ ʥʦʚʦʡ ʩʨʝʜʝ, 

ʦʙʣʝʛʯʠʪʴ ʚʝʜʝʥʠʝ ʙʠʟʥʝʩʘ ʟʘ ʩʯʝʪ ʫʩʪʨʘʥʝʥʠʷ ʧʨʝʧʷʪʩʪʚʠʡ ʜʣʷ ʠʥʚʝʩʪʠʮʠʡ ʠ 

ʠʥʥʦʚʘʮʠʡ., ʘ ʪʘʢʞʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʦʟʤʦʞʥʦʩʪʠ COVID-19 ʠ ʚʥʝʜʨʷʪʴ ʥʦʚʳʝ 

ʪʝʭʥʦʣʦʛʠʠ. 

çɼʝʣʦʚʳʝ ʠʥʚʝʩʪʠʮʠʠ ʙʫʜʫʪ ʠʤʝʪʴ ʨʝʰʘʶʱʝʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʫʩʪʦʡʯʠʚʦʛʦ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷè, - ʛʦʚʦʨʠʪʩʷ ʚ ʜʦʢʫʤʝʥʪʘʭ. çʇʨʘʚʠʪʝʣʴʩʪʚʦ ʅʦʚʦʛʦ ʖʞʥʦʛʦ 

ʋʵʣʴʩʘ ʧʦʜʜʝʨʞʠʚʘʝʪ ʧʨʝʜʧʨʠʷʪʠʷ, ʧʦʩʪʨʘʜʘʚʰʠʝ ʦʪ COVID-19, ʚ ʘʜʘʧʪʘʮʠʠ, 

ʚʥʝʜʨʝʥʠʠ ʠʥʥʦʚʘʮʠʡ ʠ ʠʥʚʝʩʪʠʨʦʚʘʥʠʠ ʚ ʥʦʚʳʝ ʚʠʜʳ ʜʝʷʪʝʣʴʥʦʩʪʠ. 

çʎʝʣʝʥʘʧʨʘʚʣʝʥʥʦʝ ʩʦʢʨʘʱʝʥʠʝ ʚʨʝʤʝʥʠ ʪʦʨʛʦʚʣʠ ʠ ʜʨʫʛʠʭ ʥʦʨʤʘʪʠʚʥʳʭ 

ʪʨʝʙʦʚʘʥʠʡ, ʚʚʝʜʝʥʥʦʝ ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ ʅʦʚʦʛʦ ʖʞʥʦʛʦ ʋʵʣʴʩʘ ʚ ʨʘʟʛʘʨ ʧʘʥʜʝʤʠʠ, 

ʧʦʤʦʛʣʦ ʧʨʝʜʧʨʠʷʪʠʷʤ ʧʝʨʝʡʪʠ ʥʘ ʘʣʴʪʝʨʥʘʪʠʚʥʳʝ ʤʦʜʝʣʠ ʠ ʩʪʠʤʫʣʠʨʦʚʘʪʴ 

ʚʥʝʜʨʝʥʠʝ ʥʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ. 

çʂʘʟʥʘʯʝʡ ʧʨʦʚʝʜʝʪ ʦʙʱʝʛʦʩʫʜʘʨʩʪʚʝʥʥʫʶ ʦʮʝʥʢʫ ʟʘʪʨʘʪ ʠ ʚʳʛʦʜ ʦʪ 

ʩʦʭʨʘʥʝʥʠʷ ʥʝʢʦʪʦʨʳʭ ʠʟ ʵʪʠʭ ʚʨʝʤʝʥʥʳʭ ʠʟʤʝʥʝʥʠʡ, ʯʪʦʙʳ ʩʧʦʩʦʙʩʪʚʦʚʘʪʴ ʙʦʣʝʝ 

ʩʠʣʴʥʦʤʫ ʚʦʩʩʪʘʥʦʚʣʝʥʠʶè. 

ʐʪʘʪ ʪʘʢʞʝ ʚʳʜʝʣʷʝʪ ʜʦ 500 ʤʠʣʣʠʦʥʦʚ ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ ʚ ʨʘʤʢʘʭ 

ʩʚʦʝʡ ʧʨʦʛʨʘʤʤʳ Out and About, ʯʪʦʙʳ ʩʪʠʤʫʣʠʨʦʚʘʪʴ ʨʘʩʭʦʜʳ ʚ ʤʝʩʪʥʦʡ 

ʢɻʦʥʦʤʠʢʝ, ʚʢʣʶʯʘʷ ʨʝʩʪʦʨʘʥʳ, ʪʫʨʠʩʪʠʯʝʩʢʠʝ ʦʙʲʝʢʪʳ ʠ ʢʫʣʴʪʫʨʥʳʝ 

ʜʦʩʪʦʧʨʠʤʝʯʘʪʝʣʴʥʦʩʪʠ. ʂʘʞʜʳʡ ʚʟʨʦʩʣʳʡ ʞʠʪʝʣʴ ʙʫʜʝʪ ʠʤʝʪʴ ʧʨʘʚʦ ʧʦʪʨʝʙʦʚʘʪʴ 

ʜʦ 100 ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ ʚ ʚʠʜʝ ʮʠʬʨʦʚʳʭ ʚʘʫʯʝʨʦʚ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ 

ʧʦʪʨʘʪʠʪʴ ʥʘ ʧʠʪʘʥʠʝ ʠ ʨʘʟʚʣʝʯʝʥʠʷ. 

ʊʝʤ ʚʨʝʤʝʥʝʤ, ʚʳʜʝʣʠʚ 472 ʤʠʣʣʠʦʥʘ ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ, ʰʪʘʪ 

ʧʨʝʜʦʩʪʘʚʠʪ ʤʘʣʳʤ ʠ ʩʨʝʜʥʠʤ ʧʨʝʜʧʨʠʷʪʠʷʤ, ʢʦʪʦʨʳʝ ʥʝ ʧʣʘʪʷʪ ʥʘʣʦʛ ʥʘ 

ʟʘʨʘʙʦʪʥʫʶ ʧʣʘʪʫ, ʜʦʩʪʫʧ ʢ ʮʠʬʨʦʚʦʤʫ ʚʘʫʯʝʨʫ ʥʘ 1500 ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ, 

ʢʦʪʦʨʳʡ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʧʦʢʨʳʪʠʷ ʨʘʩʭʦʜʦʚ ʥʘ ʣʶʙʳʝ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ 

ʩʙʦʨʳ ʠ ʩʙʦʨʳ ʜʦ 30 ʠʶʥʷ 2022 ʛʦʜʘ. 
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ɺʘʫʯʝʨʳ ʜʦʩʪʫʧʥʳ ʯʝʨʝʟ ʧʦʨʪʘʣ MyService NSW ʠ ʜʝʡʩʪʚʫʶʪ ʚ ʢʘʯʝʩʪʚʝ 

ʩʢʠʜʢʠ, ʧʨʠ ʢʦʪʦʨʦʡ ʪʨʝʙʦʚʘʥʠʝ ʤʦʞʝʪ ʙʳʪʴ ʧʦʜʘʥʦ ʧʦʩʣʝ ʦʧʣʘʪʳ ʩʙʦʨʦʚ ʠ ʩʙʦʨʦʚ. 

Service NSW ʧʦʪʨʘʪʠʪ ʧʦʯʪʠ 103 ʤʠʣʣʠʦʥʘ ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ, ʯʪʦʙʳ 

ʜʦʙʘʚʠʪʴ 1000 ʩʦʪʨʫʜʥʠʢʦʚ ʜʣʷ ʧʦʜʜʝʨʞʢʠ ʧʨʦʝʢʪʦʚ ʠ ʨʘʩʰʠʨʠʪʴ ʚʦʟʤʦʞʥʦʩʪʠ 

ʩʣʫʞʙʳ ʧʦʜʜʝʨʞʢʠ Service NSW ʜʣʷ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʨʘʩʪʫʱʠʡ ʩʧʨʦʩ ʠ ʠʟʤʝʥʝʥʠʝ 

ʧʦʪʨʝʙʥʦʩʪʝʡ ʢʣʠʝʥʪʦʚ ʚʦ ʚʨʝʤʷ COVID-19è. (Asha Barbaschow. Service NSW 

expecting cyber attack to set it back AU$7m in legal and investigation costs // ZDNet 

(https://www.zdnet.com/article/service-nsw-expecting-cyber-attack-to-set-it-back-au7m-

in-legal-and-investigation-costs/). 17.11.2020).  
***  

 

çʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʚʩʝ ʯʘʱʝ ʧʨʝʩʣʝʜʫʶʪ ʬʘʨʤʘʮʝʚʪʠʯʝʩʢʫʶ 

ʧʨʦʤʳʰʣʝʥʥʦʩʪʴ, ʥʘʮʝʣʠʚʘʷ ʩʦʪʨʫʜʥʠʢʦʚ ʥʘ ʬʠʰʠʥʛʦʚʳʝ ʠ ʚʨʝʜʦʥʦʩʥʳʝ 

ʢʘʤʧʘʥʠʠ, ʥʘʧʨʘʚʣʝʥʥʳʝ ʥʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ ʚ 

ʩʠʩʪʝʤʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʤʘʨʪʬʦʥʦʚ ʠ ʧʣʘʥʰʝʪʦʚ. 
ʌʘʨʤʘʮʝʚʪʠʯʝʩʢʠʝ ʧʨʝʧʘʨʘʪʳ ʩʝʡʯʘʩ ʷʚʣʷʶʪʩʷ ʯʨʝʟʚʳʯʘʡʥʦ ʚʘʞʥʦʡ ʮʝʣʴʶ, 

ʧʦʩʢʦʣʴʢʫ ʬʘʨʤʘʮʝʚʪʠʯʝʩʢʠʝ ʢʦʤʧʘʥʠʠ ʧʳʪʘʶʪʩʷ ʨʘʟʨʘʙʦʪʘʪʴ ʚʘʢʮʠʥʫ ʦʪ COVID-

19, ʠ ʫʞʝ ʙʳʣʦ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʦ ʥʝʩʢʦʣʴʢʦ ʩʣʫʯʘʝʚ ʭʘʢʝʨʩʢʠʭ ʢʘʤʧʘʥʠʡ, 

ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʛʦʩʫʜʘʨʩʪʚʦʤ, ʩ ʧʦʧʳʪʢʘʤʠ ʫʢʨʘʩʪʴ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʫʶ 

ʩʦʙʩʪʚʝʥʥʦʩʪʴ ʫ ʤʝʜʠʮʠʥʩʢʠʭ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʭ ʠʥʩʪʠʪʫʪʦʚ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʠʟ ʢʦʤʧʘʥʠʠ Lookout, ʟʘʥʠʤʘʶʱʝʡʩʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ 

ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʛʦʚʦʨʷʪ, ʯʪʦ ʚ ʪʝʯʝʥʠʝ ʵʪʦʛʦ ʛʦʜʘ ʥʘʙʣʶʜʘʣʩʷ ʚʩʧʣʝʩʢ 

ʤʦʙʠʣʴʥʳʭ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʩʦʪʨʫʜʥʠʢʦʚ ʬʘʨʤʘʮʝʚʪʠʯʝʩʢʠʭ 

ʢʦʤʧʘʥʠʡ, ʧʦʩʢʦʣʴʢʫ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʳʪʘʶʪʩʷ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤ ʜʘʥʥʳʤ. 

ʂʦʤʧʘʥʠʷ ʘʥʘʣʠʟʠʨʫʝʪ ʪʝʣʝʤʝʪʨʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʧʦʯʪʠ 200 ʤʠʣʣʠʦʥʦʚ 

ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ ʠ ʙʦʣʝʝ 125 ʤʠʣʣʠʦʥʦʚ ʤʦʙʠʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʧʦ ʚʩʝʡ 

ʩʚʦʝʡ ʢʣʠʝʥʪʩʢʦʡ ʙʘʟʝ: ʵʪʦ ʟʘʷʚʣʝʥʠʝ ʙʳʣʦ ʩʜʝʣʘʥʦ ʧʦʩʣʝ ʘʥʘʣʠʟʘ ʦʙʝʟʣʠʯʝʥʥʳʭ ʠ 

ʘʛʨʝʛʠʨʦʚʘʥʥʳʭ ʜʘʥʥʳʭ ʦʪ ʢʣʠʝʥʪʦʚ Lookout ʚ ʬʘʨʤʘʮʝʚʪʠʯʝʩʢʦʡ ʦʪʨʘʩʣʠ.  

ʉʦʛʣʘʩʥʦ ʦʪʯʝʪʫ, ʦʜʥʘ ʠʟ ʧʨʠʯʠʥ ʫʚʝʣʠʯʝʥʠʷ ʯʠʩʣʘ ʘʪʘʢ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ 

ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ, ʩʚʷʟʘʥʘ ʩ ʧʝʨʝʭʦʜʦʤ ʥʘ ʫʜʘʣʝʥʥʫʶ ʨʘʙʦʪʫ ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʧʘʥʜʝʤʠʠ ʢʦʨʦʥʘʚʠʨʫʩʘ, ʯʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʩʦʪʨʫʜʥʠʢʠ ʚʥʝʟʘʧʥʦ ʩʪʘʣʠ ʙʦʣʴʰʝ 

ʧʦʣʘʛʘʪʴʩʷ ʥʘ ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ, ʯʪʦʙʳ ʙʳʪʴ ʧʨʦʜʫʢʪʠʚʥʳʤʠ ʧʨʠ ʨʘʙʦʪʝ ʠʟ 

ʜʦʤʘ. 

ʍʦʪʷ ʵʣʝʢʪʨʦʥʥʘʷ ʧʦʯʪʘ ʦʩʪʘʝʪʩʷ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤ ʩʨʝʜʩʪʚʦʤ ʜʣʷ 

ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ, ʰʠʨʦʢʠʡ ʩʧʝʢʪʨ ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʦʙʤʝʥʘ ʩʦʦʙʱʝʥʠʷʤʠ ʠ 

ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡ, ʢʦʪʦʨʳʝ ʣʶʜʠ ʠʩʧʦʣʴʟʫʶʪ ʥʘ ʩʚʦʠʭ ʩʤʘʨʪʬʦʥʘʭ, ʧʨʝʜʦʩʪʘʚʣʷʝʪ 

ʭʘʢʝʨʘʤ ʨʷʜ ʨʘʟʣʠʯʥʳʭ ʚʘʨʠʘʥʪʦʚ ʜʦʩʪʘʚʢʠ ʠʥʜʠʚʠʜʫʘʣʴʥʳʭ ʩʦʦʙʱʝʥʠʡ ʠ 

ʚʨʝʜʦʥʦʩʥʳʭ ʩʩʳʣʦʢ. 

çʇʦʩʢʦʣʴʢʫ ʙʦʣʴʰʠʥʩʪʚʦ ʠʟ ʥʘʩ ʠʩʧʦʣʴʟʫʝʪ ʣʠʯʥʳʝ ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ 

ʜʣʷ ʨʘʙʦʪʳ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʩʦʟʜʘʚʘʪʴ ʥʘʩ ʚ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ, ʠʩʧʦʣʴʟʫʷ 

ʙʝʩʯʠʩʣʝʥʥʳʝ ʢʘʥʘʣʳ, ʪʘʢʠʝ ʢʘʢ SMS, iMessage, ʩʪʦʨʦʥʥʠʝ ʧʣʘʪʬʦʨʤʳ ʦʙʤʝʥʘ 

ʩʦʦʙʱʝʥʠʷʤʠ ʠ ʧʣʘʪʬʦʨʤʳ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡè, - ʩʢʘʟʘʣ ʍʵʥʢ ʐʣʝʩʩ, ʩʪʘʨʰʠʡ 

ʤʝʥʝʜʞʝʨ ʧʦ ʨʝʰʝʥʠʷʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ Lookout. 
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"ɿʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʞʝʪ ʥʘʩʪʨʦʠʪʴ ʩʚʦʝ ʬʠʰʠʥʛʦʚʦʝ ʩʦʦʙʱʝʥʠʝ ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʦʛʦ, ʢʘʢʦʡ ʠʟ ʵʪʠʭ ʚʘʨʠʘʥʪʦʚ ʦʥ ʨʝʰʠʪ ʠʩʧʦʣʴʟʦʚʘʪʴ. ʇʦʩʢʦʣʴʢʫ 

ʥʘʰʝ ʤʦʙʠʣʴʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʚʩʝʛʜʘ ʧʨʠ ʥʘʩ, ʤʳ ʪʘʢʞʝ ʩʢʣʦʥʥʳ ʜʦʚʝʨʷʪʴ 

ʩʦʦʙʱʝʥʠʷʤ, ʢʦʪʦʨʳʝ ʠʤ ʦʪʧʨʘʚʣʷʶʪʩʷ, ʯʪʦ ʜʝʣʘʝʪ ʤʦʙʠʣʴʥʳʝ ʬʠʰʠʥʛʦʚʳʝ ʘʪʘʢʠ 

ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʳʤʠ.," ʜʦʙʘʚʠʣ ʦʥ. 

ɺʦ ʤʥʦʛʠʭ ʩʣʫʯʘʷʭ ʮʝʣʴʶ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ ʷʚʣʷʝʪʩʷ ʩʙʦʨ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ, 

ʢʦʛʜʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʳʪʘʝʪʩʷ ʦʙʤʘʥʦʤ ʟʘʩʪʘʚʠʪʴ ʞʝʨʪʚʫ ʧʝʨʝʜʘʪʴ ʩʚʦʝ ʠʤʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ. ɹʣʘʛʦʜʘʨʷ ʵʪʦʤʫ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢ ʤʦʞʝʪ ʚʦʡʪʠ ʚ ʩʠʩʪʝʤʫ 

ʢʘʢ ʩʦʪʨʫʜʥʠʢ ʠ ʧʝʨʝʤʝʱʘʪʴʩʷ ʧʦ ʩʝʪʝʚʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ, ʧʳʪʘʷʩʴ ʥʘʡʪʠ ʠ 

ʫʢʨʘʩʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ. 

ʍʘʢʝʨʳ ʪʘʢʞʝ ʘʪʘʢʫʶʪ ʩʤʘʨʪʬʦʥʳ ʠ ʧʣʘʥʰʝʪʳ ʣʶʜʝʡ, ʨʘʙʦʪʘʶʱʠʭ ʚ 

ʬʘʨʤʘʮʝʚʪʠʢʝ, ʩ ʮʝʣʴʶ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ - ʧʦ ʩʣʦʚʘʤ 

ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ Lookout, ʚ ʵʪʦʤ ʛʦʜʫ ʠʭ ʢʦʣʠʯʝʩʪʚʦ ʫʚʝʣʠʯʠʣʦʩʴ ʙʦʣʝʝ ʯʝʤ ʚʜʚʦʝ. 

ʕʪʠ ʘʪʘʢʠ ʧʳʪʘʶʪʩʷ ʦʙʤʘʥʦʤ ʟʘʩʪʘʚʠʪʴ ʞʝʨʪʚʫ ʟʘʛʨʫʟʠʪʴ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʥʘ 

ʩʚʦʝ ʫʩʪʨʦʡʩʪʚʦ, ʯʪʦ ʟʘʪʝʤ ʧʦʟʚʦʣʷʝʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʪʘʡʥʦ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ 

ʫʩʪʨʦʡʩʪʚʦ ʚ ʬʦʥʦʚʦʤ ʨʝʞʠʤʝ, ʦʪʩʣʝʞʠʚʘʷ ʘʢʪʠʚʥʦʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʦʟʚʦʣʷʷ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʬʘʡʣʘʤ ʠ ʜʠʩʢʘʤ. 

çɺ ʬʘʨʤʘʮʝʚʪʠʢʝ ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʦ ʚʩʝʡ ʮʝʧʦʯʢʝ 

ʧʦʩʪʘʚʦʢ, ʦʪ ʠʩʩʣʝʜʦʚʘʥʠʡ ʠ ʨʘʟʨʘʙʦʪʦʢ ʜʦ ʠʩʧʳʪʘʥʠʡ ʠ ʚʧʣʦʪʴ ʜʦ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ. ʇʦʩʢʦʣʴʢʫ ʚ ʦʙʣʘʯʥʳʭ ʩʝʨʚʠʩʘʭ ʭʨʘʥʠʪʩʷ ʪʘʢ ʤʥʦʛʦ 

ʧʨʦʧʨʠʝʪʘʨʥʳʭ ʜʘʥʥʳʭ, ʢ ʢʦʪʦʨʳʤ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʯʝʨʝʟ ʩʤʘʨʪʬʦʥʳ ʠ 

ʧʣʘʥʰʝʪʳ, ʫʩʧʝʰʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʢ ʩʝʨʴʝʟʥʳʤ ʶʨʠʜʠʯʝʩʢʠʤ 

ʧʦʩʣʝʜʩʪʚʠʷʤ ʠ ʧʦʩʣʝʜʩʪʚʠʷʤ ʜʣʷ ʢʦʤʧʘʥʠʠè, - ʩʢʘʟʘʣ ʐʣʝʩʩ. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʳʪʘʶʪʩʷ ʜʦʩʪʘʚʠʪʴ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʚ ʪʦʤ ʯʠʩʣʝ ʪʨʦʷʥ 

Monokle, SilkBean ʠ Wroba. 

ʆʜʥʘ ʠʟ ʧʨʠʯʠʥ, ʧʦ ʢʦʪʦʨʦʡ ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʦʛʨʘʤʤʳ ʜʦʢʘʟʘʣʠ ʩʚʦʶ 

ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʧʨʦʪʠʚ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʟʥʘʯʠʪʝʣʴʥʦʝ 

ʯʠʩʣʦ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʨʦʜʦʣʞʘʶʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʩʪʘʨʝʚʰʠʝ ʦʧʝʨʘʮʠʦʥʥʳʝ 

ʩʠʩʪʝʤʳ. 

ʇʨʠʤʝʥʝʥʠʝ ʦʙʥʦʚʣʝʥʠʡ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʠ ʠʩʧʨʘʚʣʝʥʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʠʤʝʝʪ ʙʦʣʴʰʦʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʟʘʱʠʪʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʪ ʟʣʦʥʘʤʝʨʝʥʥʳʭ ʘʪʘʢ, ʥʦ 

ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʦʪʜʝʣʴʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʯʘʩʪʦ ʥʝ ʜʝʣʘʶʪ ʵʪʦʛʦ ʙʳʩʪʨʦ, ʯʪʦ 

ʧʦʪʝʥʮʠʘʣʴʥʦ ʧʦʟʚʦʣʷʝʪ ʭʘʢʝʨʘʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʟʚʝʩʪʥʳʝ ʫʷʟʚʠʤʦʩʪʠ, ʚ ʢʦʪʦʨʳʭ 

ʝʩʪʴ ʠʩʧʨʘʚʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʏʪʦʙʳ ʧʦʤʦʯʴ ʟʘʱʠʪʠʪʴ ʩʦʪʨʫʜʥʠʢʦʚ - ʠ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʚʩʶ ʦʨʛʘʥʠʟʘʮʠʶ - 

ʦʪ ʞʝʨʪʚ ʭʘʢʝʨʦʚ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʩʤʘʨʪʬʦʥʳ, ʦʙʥʦʚʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ 

ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ ʩʣʝʜʫʝʪ ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʢʘʢ ʪʨʘʜʠʮʠʦʥʥʳʝ ʢʦʥʝʯʥʳʝ ʪʦʯʢʠ ʠ 

ʧʨʠʤʝʥʷʪʴ ʢʘʢ ʤʦʞʥʦ ʙʳʩʪʨʝʝ. 

çʏʪʦʙʳ ʧʦʣʥʦʩʪʴʶ ʦʙʝʟʦʧʘʩʠʪʴ ʧʝʨʩʦʥʘʣ ʬʘʨʤʘʮʝʚʪʠʯʝʩʢʠʭ ʢʦʤʧʘʥʠʡ, 

ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʜʦʣʞʥʳ ʙʳʪʴ ʚʢʣʶʯʝʥʳ ʚ ʦʙʱʫʶ ʩʪʨʘʪʝʛʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠè, 

- ʩʢʘʟʘʣ ʐʣʝʩʩè. (Danny Palmer. WFH leads to surge in mobile phishing and 

malware attacks targeting pharmaceuticals companies // ZDNet 

(https://www.zdnet.com/article/wfh-leads-to-surge-in-mobile-phishing-and-malware-

attacks-targeting-pharmaceuticals-companies/). 18.11.2020).  
***  
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çɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʟʣʦʫʧʦʪʨʝʙʣʷʶʪ ʙʝʩʧʣʘʪʥʳʤʠ ʠʥʩʪʨʫʤʝʥʪʘʤʠ ʠ 

ʩʣʫʞʙʘʤʠ Google ʜʣʷ ʩʦʟʜʘʥʠʷ ʫʙʝʜʠʪʝʣʴʥʳʭ ʬʠʰʠʥʛʦʚʳʭ ʢʘʤʧʘʥʠʡ, ʢʦʪʦʨʳʝ 

ʢʨʘʜʫʪ ʚʘʰʠ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʠʣʠ ʟʘʩʪʘʚʣʷʶʪ ʚʘʩ ʫʩʪʘʥʦʚʠʪʴ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ. 

Google ʧʨʝʜʣʘʛʘʝʪ ʰʠʨʦʢʠʡ ʩʧʝʢʪʨ ʙʝʩʧʣʘʪʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʠ 

ʫʩʣʫʛ, ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʶʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʩʦʟʜʘʚʘʪʴ ʜʦʢʫʤʝʥʪʳ, ʵʣʝʢʪʨʦʥʥʳʝ 

ʪʘʙʣʠʮʳ, ʦʥʣʘʡʥ-ʬʦʨʤʳ ʠ ʙʝʩʧʣʘʪʥʳʝ ʚʝʙ-ʩʘʡʪʳ. ʕʪʠ ʠʥʩʪʨʫʤʝʥʪʳ ʠʩʧʦʣʴʟʫʶʪʩʷ 

ʫʯʘʱʠʤʠʩʷ, ʧʨʝʧʦʜʘʚʘʪʝʣʷʤʠ, ʧʦʪʨʝʙʠʪʝʣʷʤʠ ʠ ʧʨʝʜʧʨʠʷʪʠʷʤʠ ʢʘʢ ʧʨʦʩʪʦʡ ʩʧʦʩʦʙ 

ʦʙʤʝʥʠʚʘʪʴʩʷ ʜʦʢʫʤʝʥʪʘʤʠ, ʧʨʦʚʦʜʠʪʴ ʦʧʨʦʩʳ ʠʣʠ ʜʘʞʝ ʩʦʟʜʘʚʘʪʴ ʩʘʡʪʳ 

ʙʝʩʧʣʘʪʥʦ. 

ʂ ʩʦʞʘʣʝʥʠʶ, ʝʩʣʠ ʫʩʣʫʛʘ ʙʝʩʧʣʘʪʥʘ ʜʣʷ ʥʘʩ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʪʘʢʞʝ ʤʦʛʫʪ 

ʟʣʦʫʧʦʪʨʝʙʣʷʪʴ ʝʶ ʧʦ ʩʚʦʝʤʫ ʫʩʤʦʪʨʝʥʠʶ. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʙʝʩʧʣʘʪʥʦ ʟʣʦʫʧʦʪʨʝʙʣʷʶʪ ʩʝʨʚʠʩʘʤʠ Google 

ɺ ʥʦʚʦʤ ʦʪʯʝʪʝ ʢʦʤʧʘʥʠʠ Armorblox, ʟʘʥʠʤʘʶʱʝʡʩʷ ʟʘʱʠʪʦʡ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ, ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʜʝʤʦʥʩʪʨʠʨʫʶʪ, ʢʘʢ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʦʟʜʘʶʪ ʩʣʦʞʥʳʝ 

ʬʠʰʠʥʛʦʚʳʝ ʢʘʤʧʘʥʠʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʝʨʚʠʩʦʚ Google, ʢʦʪʦʨʳʝ ʥʝ ʪʦʣʴʢʦ 

ʚʳʛʣʷʜʷʪ ʫʙʝʜʠʪʝʣʴʥʦ, ʥʦ ʠ ʥʝ ʦʙʥʘʨʫʞʠʚʘʶʪʩʷ. 

ʇʝʨʚʳʡ ʠʥʩʪʨʫʤʝʥʪ Google, ʢʦʪʦʨʳʡ ʤʳ ʨʘʩʩʤʦʪʨʠʤ, - ʵʪʦ ʙʝʩʧʣʘʪʥʘʷ 

ʩʣʫʞʙʘ ʩʦʟʜʘʥʠʷ ʬʦʨʤ ʧʦʜ ʥʘʟʚʘʥʠʝʤ Google Forms, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʣʶʙʦʤʫ 

ʩʦʟʜʘʚʘʪʴ ʙʝʩʧʣʘʪʥʳʝ ʦʥʣʘʡʥ-ʦʧʨʦʩʳ, ʢʦʪʦʨʳʝ ʟʘʪʝʤ ʤʦʞʥʦ ʦʪʧʨʘʚʣʷʪʴ ʜʨʫʛʠʤ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ. 

ʆʜʥʘʢʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʟʣʦʫʧʦʪʨʝʙʣʷʶʪ ʬʦʨʤʘʤʠ Google ʜʣʷ ʩʦʟʜʘʥʠʷ 

ʩʣʦʞʥʳʭ ʬʦʨʤ, ʢʦʪʦʨʳʝ ʧʳʪʘʶʪʩʷ ʫʢʨʘʩʪʴ ʚʘʰʠ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ, ʥʘʧʨʠʤʝʨ, 

ʧʦʜʜʝʣʴʥʫʶ ʬʦʨʤʫ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ American Express ʥʠʞʝ. ɿʘʪʝʤ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʩʦʙʠʨʘʪʴ ʣʶʙʫʶ ʧʨʝʜʦʩʪʘʚʣʝʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦʟʞʝ. 

Google Firebase - ʵʪʦ ʧʣʘʪʬʦʨʤʘ ʜʣʷ ʨʘʟʨʘʙʦʪʯʠʢʦʚ, ʠʩʧʦʣʴʟʫʝʤʘʷ ʜʣʷ 

ʩʦʟʜʘʥʠʷ ʤʦʙʠʣʴʥʳʭ ʠ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʡ, ʨʘʟʤʝʱʘʝʤʳʭ ʚ ʦʙʣʘʢʝ. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ Firebase ʜʣʷ ʩʦʟʜʘʥʠʷ ʬʠʰʠʥʛʦʚʳʭ ʮʝʣʝʚʳʭ 

ʩʪʨʘʥʠʮ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʚʢʣʶʯʘʪʴ ʠʟʦʙʨʘʞʝʥʠʷ, ʜʠʥʘʤʠʯʝʩʢʠʡ ʢʦʥʪʝʥʪ ʠ ʬʦʨʤʳ 

ʦʙʨʘʙʦʪʢʠ. ʇʦʩʢʦʣʴʢʫ ʩʪʨʘʥʠʮʳ Firebase ʠʩʧʦʣʴʟʫʶʪ ʦʙʱʠʡ URL 

https://firebasestorage.googleapis.com, Armorblox ʟʘʷʚʣʷʝʪ, ʯʪʦ ʦʥʠ ʥʝ ʙʫʜʫʪ 

çʟʘʙʣʦʢʠʨʦʚʘʥʳ ʥʠʢʘʢʠʤʠ ʬʠʣʴʪʨʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʟ-ʟʘ ʧʨʠʩʫʱʝʡ ʠʤ 

ʣʝʛʠʪʠʤʥʦʩʪʠèé  

Google ʧʨʝʜʣʘʛʘʝʪ ʙʝʩʧʣʘʪʥʫʶ ʧʣʘʪʬʦʨʤʫ ʚʝʙ-ʭʦʩʪʠʥʛʘ ʧʦʜ ʥʘʟʚʘʥʠʝʤ 

Google Sites, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʩʦʟʜʘʚʘʪʴ ʫʧʨʦʱʝʥʥʳʝ ʚʝʙ-ʩʘʡʪʳ, 

ʦʙʩʣʫʞʠʚʘʝʤʳʝ ʠʟ ʜʦʤʝʥʘ sites.google.com. 

ɺ ʧʨʠʤʝʨʝ, ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʤ Armorblox, ʤʳ ʚʠʜʠʤ ʩʪʨʘʥʠʮʫ ʉʘʡʪʦʚ Google, 

ʥʘ ʢʦʪʦʨʦʡ ʨʘʟʤʝʱʝʥʘ ʧʦʜʜʝʣʴʥʘʷ ʬʦʨʤʘ ʚʭʦʜʘ ʚ Microsoft ʜʣʷ ʢʨʘʞʠ ʫʯʝʪʥʳʭ 

ʜʘʥʥʳʭ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ Microsoft. 

ʅʘʢʦʥʝʮ, ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʡ ʩʝʨʚʠʩ Google, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ 

ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ, - ʵʪʦ ɼʦʢʫʤʝʥʪʳ Google. ʕʪʘ ʩʣʫʞʙʘ ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝ ʪʦʣʴʢʦ ʜʣʷ 

ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʧʦʣʫʯʘʪʝʣʝʡ ʥʘ ʢʨʘʞʫ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʠ ʤʦʰʝʥʥʠʯʝʩʪʚʦ ʩ 

ʙʫʭʛʘʣʪʝʨʩʢʠʤ ʫʯʝʪʦʤ, ʥʦ ʠ ʜʣʷ ʜʦʩʪʘʚʢʠ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. 
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ʇʦʩʢʦʣʴʢʫ Google Docs ʪʘʢ ʰʠʨʦʢʦ ʠʩʧʦʣʴʟʫʝʪʩʷ, ʧʦʯʪʠ ʚʩʝ ʥʦʚʳʝ 

ʜʦʢʫʤʝʥʪʳ ʙʫʜʫʪ ʦʙʭʦʜʠʪʴ ʙʝʟʦʧʘʩʥʳʝ ʧʦʯʪʦʚʳʝ ʰʣʶʟʳ, ʧʦʢʘ ʦʥʠ ʥʝ ʙʫʜʫʪ 

ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʳ ʢʘʢ ʚʨʝʜʦʥʦʩʥʳʝ. 

çʇʦʩʢʦʣʴʢʫ ɼʦʢʫʤʝʥʪʳ Google ʚʩʝʛʜʘ ʧʨʠʩʫʪʩʪʚʫʶʪ ʚ ʥʘʰʝʡ ʧʦʚʩʝʜʥʝʚʥʦʡ 

ʞʠʟʥʠ, ʩʨʝʜʥʠʡ ʧʦʣʫʯʘʪʝʣʴ ʥʝ ʫʜʠʚʠʪʩʷ, ʫʚʠʜʝʚ ʩʩʳʣʢʫ ʥʘ ɼʦʢʫʤʝʥʪʳ Google ʚ 

ʵʣʝʢʪʨʦʥʥʦʤ ʧʠʩʴʤʝ ʦʪ ʢʦʣʣʝʛʠ. ʆʥʘ ʪʘʢʞʝ ʥʝ ʙʫʜʝʪ ʟʘʙʣʦʢʠʨʦʚʘʥʘ ʥʠʢʘʢʠʤ 

ʬʠʣʴʪʨʦʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ - ʥʝ ʚ ɼʝʥʴ 0 ɺʦ ʚʩʷʢʦʤ ʩʣʫʯʘʝ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ Google Doc ʚ ʵʪʦʤ ʵʣʝʢʪʨʦʥʥʦʤ ʧʠʩʴʤʝ ʧʨʠʟʚʘʥʦ ʦʙʤʘʥʫʪʴ ʢʘʢ 

ʛʣʘʟʥʫʶ ʧʨʦʚʝʨʢʫ ʧʦʣʫʯʘʪʝʣʷ, ʪʘʢ ʠ ʪʨʘʜʠʮʠʦʥʥʳʝ ʫʨʦʚʥʠ ʙʝʟʦʧʘʩʥʦʩʪʠè, - 

ʧʦʷʩʥʷʝʪ Armorblox ʚ ʩʚʦʝʤ ʦʪʯʝʪʝ. 

ʅʘʧʨʠʤʝʨ, ʚʳ ʤʦʞʝʪʝ ʫʚʠʜʝʪʴ ʧʦʜʜʝʣʴʥʫʶ ʩʪʨʘʥʠʮʫ ʟʘʛʨʫʟʢʠ çʨʘʩʯʝʪʥʦʛʦ 

ʣʠʩʪʘè, ʢʦʪʦʨʘʷ ʧʝʨʝʥʘʧʨʘʚʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʩʪʨʘʥʠʮʫ, ʢʦʪʦʨʘʷ ʢʨʘʜʝʪ 

ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ. 

ɼʦʢʫʤʝʥʪʳ Google ʪʘʢʞʝ ʘʢʪʠʚʥʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʢʘʤʧʘʥʠʷʭ ʚʨʝʜʦʥʦʩʥʳʭ 

ʧʨʦʛʨʘʤʤ BazarLoader ʚ ʢʘʯʝʩʪʚʝ ʧʨʦʤʝʞʫʪʦʯʥʦʡ ʩʪʨʘʥʠʮʳ ʜʣʷ ʟʘʛʨʫʟʢʠ 

ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ, ʟʘʤʘʩʢʠʨʦʚʘʥʥʳʭ ʧʦʜ ʩʯʝʪʘ, ʠʥʬʦʨʤʘʮʠʶ ʦ COVID-19 ʠ 

ʜʨʫʛʠʝ ʪʠʧʳ ʜʦʢʫʤʝʥʪʦʚ. 

ʍʦʪʷ ʵʪʦʪ ʦʪʯʝʪ ʙʳʣ ʧʦʩʚʷʱʝʥ ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʶ ʩʣʫʞʙʘʤʠ Google, 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʶʪ ʙʝʩʧʣʘʪʥʳʝ ʩʣʫʞʙʳ ʜʨʫʛʠʭ ʢʦʤʧʘʥʠʡ, 

ʚʢʣʶʯʘʷ Dropbox, Canva ʠ Azure. 

ʏʪʦʙʳ ʟʘʱʠʪʠʪʴ ʩʝʙʷ ʦʪ ʧʦʜʦʙʥʳʭ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ, Armorblox 

ʨʝʢʦʤʝʥʜʫʝʪ: 

ʉʣʝʜʫʡʪʝ ʨʝʢʦʤʝʥʜʘʮʠʷʤ ʧʦ 2FA ʠ ʫʧʨʘʚʣʝʥʠʶ ʧʘʨʦʣʷʤʠ 

ʇʦʜʚʝʨʛʘʡʪʝ ʯʫʚʩʪʚʠʪʝʣʴʥʳʝ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʪʱʘʪʝʣʴʥʦʡ ʧʨʦʚʝʨʢʝ 

ʟʨʝʥʠʷ, ʦʩʦʙʝʥʥʦ ʢʦʛʜʘ ʵʪʦ ʢʘʩʘʝʪʩʷ ʜʝʥʝʛ. 

ʉʦʟʜʘʡʪʝ ʩʚʦʠ ʩʦʙʩʪʚʝʥʥʳʝ ʩʪʨʦʢʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ɼʦʧʦʣʥʠʪʝ ʚʩʪʨʦʝʥʥʦʝ ʦʙʥʘʨʫʞʝʥʠʝ ʫʛʨʦʟ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ ʩʨʝʜʩʪʚʘʤʠ 

ɼʘʞʝ ʝʩʣʠ ʚʳ ʙʫʜʝʪʝ ʩʣʝʜʦʚʘʪʴ ʚʩʝʤ ʵʪʠʤ ʨʝʢʦʤʝʥʜʘʮʠʷʤ, ʢʨʘʡʥʝ ʚʘʞʥʦ 

ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʚʩʝ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʩʦ ʩʩʳʣʢʘʤʠ ʠ ʚʣʦʞʝʥʠʷʤʠ ʢʘʢ 

ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ. 

ʅʝ ʧʨʦʩʪʦ ʥʘʞʠʤʘʡʪʝ ʥʘ ʩʩʳʣʢʠ ʠʣʠ ʦʪʢʨʳʚʘʡʪʝ ʚʣʦʞʝʥʠʷ, ʚʤʝʩʪʦ ʵʪʦʛʦ 

ʩʥʘʯʘʣʘ ʦʪʩʢʘʥʠʨʫʡʪʝ ʠʭ ʠʣʠ ʦʙʨʘʪʠʪʝʩʴ ʢ ʘʜʤʠʥʠʩʪʨʘʪʦʨʫ ʩʝʪʠ, ʝʩʣʠ ʚʳ ʥʝ 

ʫʚʝʨʝʥʳ. ʊʘʢʞʝ ʚʩʝʛʜʘ ʧʦʣʝʟʥʦ ʧʦʟʚʦʥʠʪʴ ʦʪʧʨʘʚʠʪʝʣʶ ʧʦ ʪʝʣʝʬʦʥʫ, ʯʪʦʙʳ 

ʧʦʜʪʚʝʨʜʠʪʴ, ʦʪʧʨʘʚʠʣ ʣʠ ʦʥ ʵʣʝʢʪʨʦʥʥʦʝ ʧʠʩʴʤʦ. 

ʊʦʣʴʢʦ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʚʳ ʥʝ ʠʩʧʦʣʴʟʫʝʪʝ ʥʦʤʝʨ ʪʝʣʝʬʦʥʘ, ʫʢʘʟʘʥʥʳʡ ʚ 

ʵʣʝʢʪʨʦʥʥʦʤ ʧʠʩʴʤʝ, ʪʘʢ ʢʘʢ ʵʪʦ ʤʦʞʝʪ ʙʳʪʴ ʥʦʤʝʨ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘè. (Lawrence 

Abrams. Googleôs free services are now phishing campaignôs best friends // Bleeping 

ComputerÈ (https://www.bleepingcomputer.com/news/security/google-s-free-services-

are-now-phishing-campaign-s-best-friends/). 19.11.2020). 
***  

 

çʅʝʠʟʚʝʩʪʥʳʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʢʘʥʠʨʫʶʪ ʚʝʙ-ʩʘʡʪʳ WordPress ʩ 

ʪʝʤʘʤʠ Epsilon Framework, ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʥʘ ʙʦʣʝʝ ʯʝʤ 150 000 ʩʘʡʪʦʚ ʠ 
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ʫʷʟʚʠʤʳʤʠ ʜʣʷ ʘʪʘʢ ʚʥʝʜʨʝʥʠʷ ʬʫʥʢʮʠʡ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʧʦʣʥʦʤʫ 

ʟʘʭʚʘʪʫ ʩʘʡʪʘ. 

çʅʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʤʳ ʥʘʙʣʶʜʘʝʤ ʚʩʧʣʝʩʢ ʙʦʣʝʝ 7,5 ʤʠʣʣʠʦʥʦʚ ʘʪʘʢ ʥʘ 

ʙʦʣʝʝ ʯʝʤ 1,5 ʤʠʣʣʠʦʥʘ ʩʘʡʪʦʚ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʵʪʠ ʫʷʟʚʠʤʦʩʪʠ, ʩ ʙʦʣʝʝ ʯʝʤ 18 000 

IP-ʘʜʨʝʩʦʚè, - ʩʢʘʟʘʣ ʈʘʤ ɻʘʣʣ, ʠʥʞʝʥʝʨ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʢʘʯʝʩʪʚʘ Wordfence ʠ 

ʘʥʘʣʠʪʠʢ ʫʛʨʦʟ. 

ʇʨʦʜʦʣʞʘʶʱʘʷʩʷ ʰʠʨʦʢʦʤʘʩʰʪʘʙʥʘʷ ʚʦʣʥʘ ʘʪʘʢ ʥʘ ʧʦʪʝʥʮʠʘʣʴʥʦ ʫʷʟʚʠʤʳʝ 

ʚʝʙ-ʩʘʡʪʳ WordPress ʥʘʮʝʣʝʥʘ ʥʘ ʥʝʜʘʚʥʦ ʠʩʧʨʘʚʣʝʥʥʳʝ ʫʷʟʚʠʤʦʩʪʠ. 

ʍʦʪʷ ʥʝʜʦʩʪʘʪʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʙʥʘʨʫʞʝʥʥʳʝ ʚ ʪʝʯʝʥʠʝ ʧʦʩʣʝʜʥʠʭ 

ʥʝʩʢʦʣʴʢʠʭ ʤʝʩʷʮʝʚ ʚ ʪʝʤʘʭ, ʠʩʧʦʣʴʟʫʶʱʠʭ Epsilon Framework, ʤʦʛʫʪ ʧʦʟʚʦʣʠʪʴ 

ʟʘʭʚʘʪ ʩʘʡʪʘ ʯʝʨʝʟ ʮʝʧʦʯʢʫ ʵʢʩʧʣʦʡʪʦʚ, ʟʘʢʘʥʯʠʚʘʶʱʫʶʩʷ ʫʜʘʣʝʥʥʳʤ 

ʚʳʧʦʣʥʝʥʠʝʤ ʢʦʜʘ (RCE), ʙʦʣʴʰʠʥʩʪʚʦ ʵʪʠʭ ʧʨʦʜʦʣʞʘʶʱʠʭʩʷ ʘʪʘʢ ʧʨʝʜʥʘʟʥʘʯʝʥʳ 

ʪʦʣʴʢʦ ʜʣʷ ʠʩʩʣʝʜʦʚʘʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ. 

çɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʤʳ ʥʝ ʧʨʝʜʦʩʪʘʚʣʷʝʤ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʧʦʜʨʦʙʥʦʩʪʝʡ ʦʙ 

ʘʪʘʢʘʭ, ʧʦʩʢʦʣʴʢʫ ʵʢʩʧʣʦʡʪ ʝʱʝ ʥʝ ʥʘʭʦʜʠʪʩʷ ʚ ʟʨʝʣʦʤ ʩʦʩʪʦʷʥʠʠ ʠ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ IP-ʘʜʨʝʩʦʚè, - ʜʦʙʘʚʠʣ ɻʘʣʣ. 

çʕʪʠ ʘʪʘʢʠ ʠʩʧʦʣʴʟʫʶʪ POST-ʟʘʧʨʦʩʳ ʢ admin-ajax.php ʠ ʧʦʵʪʦʤʫ ʥʝ 

ʦʩʪʘʚʣʷʶʪ ʦʪʜʝʣʴʥʳʭ ʟʘʧʠʩʝʡ ʚ ʞʫʨʥʘʣʝ, ʭʦʪʷ ʦʥʠ ʙʫʜʫʪ ʚʠʜʥʳ ʚ Wordfence Live 

Trafficè. 

ʋʷʟʚʠʤʳʝ ʚʝʨʩʠʠ ʪʝʤʳ 

ʀʟʚʝʩʪʥʦ, ʯʪʦ ʵʪʠ ʚʝʨʩʠʠ ʮʝʣʝʚʳʭ ʪʝʤ Epsilon Framework ʫʷʟʚʠʤʳ ʜʣʷ 

ʩʣʝʜʫʶʱʠʭ ʘʪʘʢ: 

ʉʪʨʦʡʥʳʡ 

NewsMag 

Activello 

Illdy  

Allegiant 

ɻʘʟʝʪʘ X 

Pixova Lite 

ɹʣʝʩʢ 

MedZone Lite 

ʈʝʛʠʥʘ ʃʘʡʪ 

ʇʨʝʚʟʦʡʪʠ 

ɹʦʛʘʪʳʡ 

Bonkers 

ɸʥʪʨʝʘʩ 

NatureMag Lite 

ɺʣʘʜʝʣʴʮʘʤ ʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ ʚʝʙ-ʩʘʡʪʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʟʘʧʫʱʝʥʳ ʫʷʟʚʠʤʳʝ 

ʚʝʨʩʠʠ ʵʪʠʭ ʪʝʤ, ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʥʝʤʝʜʣʝʥʥʦ ʦʙʥʦʚʠʪʴ ʠʭ ʜʦ ʠʩʧʨʘʚʣʝʥʥʦʡ ʚʝʨʩʠʠ, 

ʝʩʣʠ ʦʥʘ ʜʦʩʪʫʧʥʘ. 

ɽʩʣʠ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʧʘʪʯ ʥʝʜʦʩʪʫʧʝʥ, ʠʤ ʩʣʝʜʫʝʪ ʢʘʢ ʤʦʞʥʦ ʩʢʦʨʝʝ 

ʧʝʨʝʢʣʶʯʠʪʴʩʷ ʥʘ ʜʨʫʛʫʶ ʪʝʤʫ, ʯʪʦʙʳ ʟʘʙʣʦʢʠʨʦʚʘʪʴ ʧʦʧʳʪʢʠ ʘʪʘʢʠ. 

ɺ ʤʘʝ ʝʱʝ ʦʜʥʘ ʤʘʩʩʦʚʘʷ ʘʪʘʢʘ ʙʳʣʘ ʥʘʧʨʘʚʣʝʥʘ ʥʘ ʧʨʠʤʝʨʥʦ 900 000 ʩʘʡʪʦʚ 

WordPress ʚ ʪʝʯʝʥʠʝ ʦʜʥʦʡ ʥʝʜʝʣʠ, ʧʳʪʘʷʩʴ ʩʦʟʜʘʪʴ ʙʵʢʜʦʨʳ ʠʣʠ ʧʝʨʝʥʘʧʨʘʚʠʪʴ 

ʧʦʩʝʪʠʪʝʣʝʡ ʥʘ ʩʘʡʪʳ, ʨʝʢʣʘʤʠʨʫʶʱʠʝ ʚʨʝʜʦʥʦʩʥʫʶ ʨʝʢʣʘʤʫ. 
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ʉʧʫʩʪʷ ʤʝʩʷʮ ʚ ʭʦʜʝ ʦʯʝʨʝʜʥʦʡ ʩʝʨʠʠ ʘʪʘʢ ʙʳʣʘ ʧʨʝʜʧʨʠʥʷʪʘ ʧʦʧʳʪʢʘ ʩʙʦʨʘ 

ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʙʘʟʳ ʜʘʥʥʳʭ ʧʨʠʤʝʨʥʦ ʩ 1,3 ʤʠʣʣʠʦʥʘ ʩʘʡʪʦʚ WordPress ʧʫʪʝʤ 

ʟʘʛʨʫʟʢʠ ʬʘʡʣʦʚ ʢʦʥʬʠʛʫʨʘʮʠʠè. (Sergiu Gatlan. Hackers are actively probing 

millions of WordPress sites // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/hackers-are-actively-probing-

millions-of-wordpress-sites/). 17.11.2020).  

***  

 

çʂʠʙʝʨʟʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʧʨʦʜʚʠʥʫʪʳʝ ʧʝʨʠʤʝʪʨʳ ʩʝʪʠ 

(Intelligent Edge), ʫʩʪʨʦʡʩʪʚʘ ʩ ʧʦʜʜʝʨʞʢʦʡ 5G ʠ ʜʦʩʪʠʞʝʥʠʷ ʚ ʦʙʣʘʩʪʠ 

ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʤʦʱʥʦʩʪʠ ʫʩʪʨʦʡʩʪʚ, ʩʦʟʜʘʜʫʪ ʚʦʣʥʫ ʥʦʚʳʭ ʠ ʩʣʦʞʥʳʭ ʫʛʨʦʟ, 
ʙʝʩʧʨʝʮʝʜʝʥʪʥʳʭ ʧʦ ʩʢʦʨʦʩʪʠ ʠ ʤʘʩʰʪʘʙʫ. ʂʨʦʤʝ ʪʦʛʦ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʙʫʜʫʪ 

ʘʪʘʢʦʚʘʪʴ ʥʝ ʪʦʣʴʢʦ ʙʘʟʦʚʳʝ ʩʝʪʠ, ʘ ʧʨʦʜʦʣʞʘʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʟʥʘʯʠʪʝʣʴʥʳʝ ʨʝʩʫʨʩʳ 

ʜʣʷ ʥʘʮʝʣʠʚʘʥʠʷ ʥʘ ʨʘʟʚʠʚʘʶʱʠʝʩʷ ʧʝʨʠʬʝʨʠʡʥʳʝ ʩʨʝʜʳ, ʪʘʢʠʝ ʢʘʢ ʫʜʘʣʝʥʥʳʝ 

ʩʦʪʨʫʜʥʠʢʠ ʠʣʠ ʜʘʞʝ ʥʦʚʳʝ ʧʝʨʠʬʝʨʠʡʥʳʝ OT-ʩʨʝʜʳ.  

ʂʦʤʧʘʥʠʷ Fortinet ʧʨʝʜʩʪʘʚʣʷʝʪ ʧʨʦʛʥʦʟʳ ʣʘʥʜʰʘʬʪʘ ʢʠʙʝʨʫʛʨʦʟ ʥʘ 2021 ʛʦʜ 

ʠ ʜʘʣʝʝ ʛʣʦʙʘʣʴʥʦʡ ʘʥʘʣʠʪʠʯʝʩʢʦʡ ʠ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʡ ʛʨʫʧʧʳ FortiGuard Labs. 

çʉʦʙʳʪʠʷ 2020 ʛʦʜʘ ʜʝʤʦʥʩʪʨʠʨʫʶʪ, ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʩʧʦʩʦʙʥʳ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʨʘʤʘʪʠʯʝʩʢʠʝ ʠʟʤʝʥʝʥʠʷ, ʧʨʦʠʩʭʦʜʷʱʠʝ ʚ ʥʘʰʝʡ ʧʦʚʩʝʜʥʝʚʥʦʡ 

ʞʠʟʥʠ, ʚ ʢʘʯʝʩʪʚʝ ʥʦʚʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ ʜʣʷ ʘʪʘʢ ʙʝʩʧʨʝʮʝʜʝʥʪʥʦʛʦ ʤʘʩʰʪʘʙʘ. ɺ 

2021 ʛʦʜʫ ʠ ʜʘʣʝʝ ʤʳ ʩʪʦʣʢʥʝʤʩʷ ʩ ʝʱʝ ʦʜʥʠʤ ʟʥʘʯʠʪʝʣʴʥʳʤ ʩʜʚʠʛʦʤ, ʩʚʷʟʘʥʥʳʤ ʩ 

ʧʦʷʚʣʝʥʠʝʤ ʥʦʚʳʭ ʧʨʦʜʚʠʥʫʪʳʭ ʧʝʨʠʤʝʪʨʦʚ ʩʝʪʠ (Intelligent Edge), ʢʦʪʦʨʳʝ ʩʪʘʥʫʪ 

ʯʝʤ-ʪʦ ʙʦʣʴʰʠʤ, ʯʝʤ ʧʨʦʩʪʦ ʧʦʣʴʟʦʚʘʪʝʣʠ ʠ ʫʩʪʨʦʡʩʪʚʘ, ʫʜʘʣʝʥʥʦ 

ʧʦʜʢʣʶʯʘʶʱʠʝʩʷ ʢ ʩʝʪʠ. ʅʘʮʝʣʠʚʘʥʠʝ ʥʘ ʵʪʠ ʨʘʟʚʠʚʘʶʱʠʝʩʷ ʧʝʨʠʤʝʪʨʳ ʥʝ ʪʦʣʴʢʦ 

ʩʦʟʜʘʩʪ ʥʦʚʳʝ ʚʝʢʪʦʨʳ ʘʪʘʢ, ʥʦ ʠ ʛʨʫʧʧʳ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʭ ʫʩʪʨʦʡʩʪʚ, 

ʢʦʪʦʨʳʝ ʩʤʦʛʫʪ ʨʘʙʦʪʘʪʴ ʩʦʛʣʘʩʦʚʘʥʥʦ, ʯʪʦʙʳ ʘʪʘʢʦʚʘʪʴ ʥʘ ʩʢʦʨʦʩʪʷʭ 5G. ʏʪʦʙʳ 

ʙʳʪʴ ʥʘ ʰʘʛ ʚʧʝʨʝʜʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʚ ʵʪʦʡ ʛʨʷʜʫʱʝʡ ʨʝʘʣʴʥʦʩʪʠ, ʚʩʝ 

ʧʝʨʠʤʝʪʨʳ ʜʦʣʞʥʳ ʙʳʪʴ ʯʘʩʪʴʶ ʙʦʣʝʝ ʢʨʫʧʥʦʡ, ʠʥʪʝʛʨʠʨʦʚʘʥʥʦʡ ʠ 

ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʡ ʧʣʘʪʬʦʨʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʦʙʲʝʜʠʥʷʝʪ ʙʘʟʦʚʳʝ ʩʝʪʠ, 

ʤʫʣʴʪʠʦʙʣʘʯʥʳʝ ʩʨʝʜʳ, ʬʠʣʠʘʣʳ ʠ ʫʜʘʣʝʥʥʳʭ ʩʦʪʨʫʜʥʠʢʦʚè ï ɼʝʨʝʢ ʄʵʥʢʠ, 

ʨʫʢʦʚʦʜʠʪʝʣʴ ʦʪʜʝʣʘ ʘʥʘʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ Global Threat Alliances, FortiGuard 

Labs. 

ʇʨʦʜʚʠʥʫʪʳʡ ʧʝʨʠʤʝʪʨ ʩʝʪʠ (Intelligent Edge) ï ʚʦʟʤʦʞʥʦʩʪʴ ʠ ʮʝʣʴ 

ɿʘ ʧʦʩʣʝʜʥʠʝ ʥʝʩʢʦʣʴʢʦ ʣʝʪ ʪʨʘʜʠʮʠʦʥʥʳʡ ʧʝʨʠʤʝʪʨ ʩʝʪʠ ʙʳʣ ʟʘʤʝʥʝʥ 

ʥʝʩʢʦʣʴʢʠʤʠ ʧʝʨʠʬʝʨʠʡʥʳʤʠ ʩʨʝʜʘʤʠ, WAN, ʤʫʣʴʪʠʦʙʣʘʯʥʳʤʠ ʩʨʝʜʘʤʠ, 

ʮʝʥʪʨʘʤʠ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ, ʩʨʝʜʩʪʚʘʤʠ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ, IoT ʠ ʜʨʫʛʠʤʠ 

ʩʨʝʜʘʤʠ, ʢʘʞʜʘʷ ʠʟ ʢʦʪʦʨʳʭ ʠʤʝʝʪ ʩʚʦʠ ʫʥʠʢʘʣʴʥʳʝ ʨʠʩʢʠ. ʆʜʥʠʤ ʠʟ ʥʘʠʙʦʣʝʝ 

ʟʥʘʯʠʪʝʣʴʥʳʭ ʧʨʝʠʤʫʱʝʩʪʚ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʚʦ ʚʩʝʤ ʵʪʦʤ ʷʚʣʷʝʪʩʷ ʪʦ, ʯʪʦ, 

ʭʦʪʷ ʚʩʝ ʵʪʠ ʩʨʝʜʳ ʩʚʷʟʘʥʳ ʤʝʞʜʫ ʩʦʙʦʡ, ʤʥʦʛʠʝ ʦʨʛʘʥʠʟʘʮʠʠ ʧʦʞʝʨʪʚʦʚʘʣʠ 

ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʡ ʚʠʜʠʤʦʩʪʴʶ ʠ ʝʜʠʥʳʤ ʢʦʥʪʨʦʣʝʤ ʚ ʧʦʣʴʟʫ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ 

ʠ ʮʠʬʨʦʚʦʡ ʪʨʘʥʩʬʦʨʤʘʮʠʠ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʣʘʥʠʨʫʶʪ ʩʚʦʠ 

ʘʪʘʢʠ, ʦʨʠʝʥʪʠʨʫʷʩʴ ʥʘ ʵʪʠ ʩʨʝʜʳ, ʠ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʦʟʤʦʞʥʦʩʪʠ ʩʢʦʨʦʩʪʠ ʠ 

ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʷ, ʢʦʪʦʨʳʝ ʦʪʢʨʳʚʘʝʪ 5G. 

ʊʨʦʷʥʳ ʨʘʟʚʠʚʘʶʪʩʷ, ʯʪʦʙʳ ʮʝʣʠʪʴʩʷ ʚ ʧʝʨʠʬʝʨʠʶ. ɺ ʪʦ ʚʨʝʤʷ ʢʘʢ ʢʦʥʝʯʥʳʝ 

ʧʦʣʴʟʦʚʘʪʝʣʠ ʠ ʠʭ ʜʦʤʘʰʥʠʝ ʨʝʩʫʨʩʳ ʫʞʝ ʷʚʣʷʶʪʩʷ ʮʝʣʷʤʠ ʜʣʷ 
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ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ, ʙʦʣʝʝ ʠʟʦʱʨʝʥʥʳʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʭ ʚ 

ʢʘʯʝʩʪʚʝ ʪʨʘʤʧʣʠʥʘ ʜʣʷ ʘʪʘʢ ʥʘ ʜʨʫʛʠʝ ʮʝʣʠ ʚ ʙʫʜʫʱʝʤ. ɸʪʘʢʠ ʥʘ ʢʦʨʧʦʨʘʪʠʚʥʳʝ 

ʩʝʪʠ, ʠʥʠʮʠʠʨʦʚʘʥʥʳʝ ʠʟ ʜʦʤʘʰʥʝʡ ʩʝʪʠ ʫʜʘʣʝʥʥʦʛʦ ʩʦʪʨʫʜʥʠʢʘ, ʤʦʞʥʦ 

ʵʬʬʝʢʪʠʚʥʦ ʢʦʦʨʜʠʥʠʨʦʚʘʪʴ, ʯʪʦʙʳ ʦʥʠ ʥʝ ʚʳʟʳʚʘʣʠ ʧʦʜʦʟʨʝʥʠʡ, ʦʩʦʙʝʥʥʦ ʝʩʣʠ 

ʯʝʪʢʦ ʠʟʚʝʩʪʥʳ ʭʘʨʘʢʪʝʨʥʳʝ ʦʩʦʙʝʥʥʦʩʪʠ ʧʦʣʴʟʦʚʘʥʠʷ. ɺ ʢʦʥʮʝ ʢʦʥʮʦʚ, 

ʧʨʦʜʚʠʥʫʪʳʝ ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʦʛʨʘʤʤʳ ʤʦʛʫʪ ʪʘʢʞʝ ʦʙʥʘʨʫʞʠʚʘʪʴ ʝʱʝ ʙʦʣʝʝ 

ʮʝʥʥʳʝ ʜʘʥʥʳʝ ʠ ʪʝʥʜʝʥʮʠʠ ʩ ʧʦʤʦʱʴʶ ʥʦʚʳʭ EAT (Edge Access Trojans ï ʪʨʦʷʥ 

ʜʦʩʪʫʧʘ ʢ ʧʝʨʠʬʝʨʠʠ) ʠ ʚʳʧʦʣʥʷʪʴ ʠʥʚʘʟʠʚʥʳʝ ʜʝʡʩʪʚʠʷ, ʪʘʢʠʝ ʢʘʢ ʧʝʨʝʭʚʘʪ 

ʟʘʧʨʦʩʦʚ ʠʟ ʣʦʢʘʣʴʥʦʡ ʩʝʪʠ ʜʣʷ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʩʠʩʪʝʤ ʠʣʠ 

ʚʚʝʜʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʢʦʤʘʥʜ ʘʪʘʢʠ. 

ʈʦʝʚʳʝ ʘʪʘʢʠ ʩ ʧʦʜʜʝʨʞʢʦʡ ʧʝʨʠʬʝʨʠʠ. ɺʟʣʦʤ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʥʦʚʳʭ 

ʫʩʪʨʦʡʩʪʚ ʩ ʧʦʜʜʝʨʞʢʦʡ 5G ʦʪʢʨʦʝʪ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʙʦʣʝʝ ʩʣʦʞʥʳʭ ʘʪʘʢ. 

ʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʜʦʙʠʚʘʶʪʩʷ ʧʨʦʛʨʝʩʩʘ ʚ ʨʘʟʨʘʙʦʪʢʝ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʫʛʨʦʟ ʥʘ 

ʦʩʥʦʚʝ ʨʦʷ. ɺ ʵʪʠʭ ʘʪʘʢʘʭ ʠʩʧʦʣʴʟʫʶʪʩʷ ʟʘʭʚʘʯʝʥʥʳʝ ʫʩʪʨʦʡʩʪʚʘ, ʨʘʟʜʝʣʝʥʥʳʝ ʥʘ 

ʧʦʜʛʨʫʧʧʳ, ʢʘʞʜʘʷ ʠʟ ʢʦʪʦʨʳʭ ʦʙʣʘʜʘʝʪ ʩʧʝʮʠʘʣʴʥʳʤʠ ʥʘʚʳʢʘʤʠ. ʆʥʠ ʥʘʮʝʣʝʥʳ 

ʥʘ ʩʝʪʠ ʠʣʠ ʫʩʪʨʦʡʩʪʚʘ ʢʘʢ ʥʘ ʠʥʪʝʛʨʠʨʦʚʘʥʥʫʶ ʩʠʩʪʝʤʫ ʠ ʦʙʤʝʥʠʚʘʶʪʩʷ ʜʘʥʥʳʤʠ 

ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʜʣʷ ʫʪʦʯʥʝʥʠʷ ʩʚʦʝʡ ʘʪʘʢʠ ʧʦ ʤʝʨʝ ʝʝ ʧʨʦʚʝʜʝʥʠʷ. 

ʊʝʭʥʦʣʦʛʠʠ ʨʦʷ ʪʨʝʙʫʶʪ ʙʦʣʴʰʠʭ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʤʦʱʥʦʩʪʝʡ ʜʣʷ ʚʢʣʶʯʝʥʠʷ 

ʦʪʜʝʣʴʥʳʭ ʨʦʝʚʳʭ ʙʦʪʦʚ ʠ ʵʬʬʝʢʪʠʚʥʦʛʦ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʤʝʞʜʫ ʥʠʤʠ. ʕʪʦ 

ʧʦʟʚʦʣʷʝʪ ʠʤ ʙʳʩʪʨʦ ʦʙʥʘʨʫʞʠʚʘʪʴ ʫʷʟʚʠʤʦʩʪʠ, ʜʝʣʠʪʴʩʷ ʠ ʩʦʧʦʩʪʘʚʣʷʪʴ ʜʘʥʥʳʝ, ʘ 

ʟʘʪʝʤ ʤʝʥʷʪʴ ʤʝʪʦʜʳ ʘʪʘʢʠ, ʩ ʫʯʝʪʦʤ ʦʙʥʘʨʫʞʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

ʉʦʮʠʘʣʴʥʘʷ ʠʥʞʝʥʝʨʠʷ ʤʦʞʝʪ ʩʪʘʪʴ ʠʟʦʱʨʝʥʥʝʝ. ʉʤʘʨʪ-ʫʩʪʨʦʡʩʪʚʘ ʠʣʠ 

ʜʨʫʛʠʝ ʜʦʤʘʰʥʠʝ ʩʠʩʪʝʤʳ, ʢʦʪʦʨʳʝ ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʪ ʩ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, ʙʦʣʴʰʝ ʥʝ 

ʙʫʜʫʪ ʧʨʦʩʪʦ ʮʝʣʷʤʠ ʜʣʷ ʘʪʘʢ, ʘ ʩʪʘʥʫʪ ʧʨʦʚʦʜʥʠʢʘʤʠ ʜʣʷ ʙʦʣʝʝ ʛʣʫʙʦʢʠʭ ʘʪʘʢ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʚʘʞʥʦʡ ʢʦʥʪʝʢʩʪʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ, ʚʢʣʶʯʘʷ 

ʨʘʩʧʦʨʷʜʦʢ ʜʥʷ, ʧʨʠʚʳʯʢʠ ʠʣʠ ʬʠʥʘʥʩʦʚʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʤʦʞʝʪ ʩʜʝʣʘʪʴ ʘʪʘʢʠ ʥʘ 

ʦʩʥʦʚʝ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ ʙʦʣʝʝ ʫʩʧʝʰʥʳʤʠ. ʊʘʢʠʝ ʠʟʦʱʨʝʥʥʳʝ ʘʪʘʢʠ ʤʦʛʫʪ 

ʧʨʠʚʝʩʪʠ ʢ ʛʦʨʘʟʜʦ ʙʦʣʴʰʝʤʫ ʫʱʝʨʙʫ, ʯʝʤ ʧʨʦʩʪʦ ʦʪʢʣʶʯʝʥʠʝ ʩʠʩʪʝʤ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʘʤʝʨ ʠʣʠ ʟʘʭʚʘʪ ʩʤʘʨʪ-ʫʩʪʨʦʡʩʪʚ, ʦʥʠ ʤʦʛʫʪ ʧʦʩʧʦʩʦʙʩʪʚʫʶʪ 

ʚʳʤʦʛʘʪʝʣʴʩʪʚʫ ʜʝʥʝʛ ʠʣʠ ʧʦʣʫʯʝʥʠʶ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʜʘʥʥʳʭ, ʩʢʨʳʪʳʤ ʘʪʘʢʘʤ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ. 

ɸʪʘʢʠ ʚʳʤʦʛʘʪʝʣʝʡ ʥʘ OT-ʧʝʨʠʬʝʨʠʠ ʤʦʛʫʪ ʩʪʘʪʴ ʥʦʚʦʡ ʨʝʘʣʴʥʦʩʪʴʶ. 

ʇʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ ʧʨʦʜʦʣʞʘʶʪ ʨʘʟʚʠʚʘʪʴʩʷ, ʠ ʧʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʀʊ-ʩʠʩʪʝʤʳ 

ʚʩʝ ʙʦʣʴʰʝ ʦʙʲʝʜʠʥʷʶʪʩʷ ʩ ʩʠʩʪʝʤʘʤʠ ʦʧʝʨʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ (OT), ʦʩʦʙʝʥʥʦ 

ʝʩʣʠ ʛʦʚʦʨʠʪʴ ʦ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ï ʝʱʝ ʙʦʣʴʰʝ ʜʘʥʥʳʭ, 

ʫʩʪʨʦʡʩʪʚ ʠ, ʢ ʩʦʞʘʣʝʥʠʶ, ʞʠʟʥʝʡ ʦʢʘʞʫʪʩʷ ʚ ʦʧʘʩʥʦʩʪʠ. ɺʳʤʦʛʘʪʝʣʴʩʪʚʦ, ʢʣʝʚʝʪʘ 

ʠ ʧʦʨʯʘ ʫʞʝ ʷʚʣʷʶʪʩʷ ʪʦʨʛʦʚʣʠ ʥʘ ʨʳʥʢʝ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ. ɺ ʙʫʜʫʱʝʤ 

ʯʝʣʦʚʝʯʝʩʢʠʝ ʞʠʟʥʠ ʦʢʘʞʫʪʩʷ ʧʦʜ ʫʛʨʦʟʦʡ, ʢʦʛʜʘ ʧʦʣʝʚʳʝ ʫʩʪʨʦʡʩʪʚʘ ʠ ʜʘʪʯʠʢʠ ʥʘ 

ʆʊ-ʧʝʨʠʬʝʨʠʠ, ʢʦʪʦʨʳʝ ʚʢʣʶʯʘʶʪ ʚ ʩʝʙʷ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʝ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, 

ʙʫʜʫʪ ʚʩʝ ʯʘʱʝ ʩʪʘʥʦʚʠʪʴʩʷ ʮʝʣʷʤʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʥʘ ʤʝʩʪʘʭ. 

ʀʥʥʦʚʘʮʠʠ ʚ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʚʳʯʠʩʣʝʥʠʡ ï ʪʘʢʞʝ ʚ ʧʦʣʝ ʟʨʝʥʠʷ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ 

ɼʨʫʛʠʝ ʪʠʧʳ ʘʪʘʢ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʨʘʟʚʠʪʠʝ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʚʳʯʠʩʣʝʥʠʡ 

ʠ ʠʥʥʦʚʘʮʠʠ ʚ ʦʙʣʘʩʪʠ ʩʚʷʟʠ, ʩʧʝʮʠʘʣʴʥʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ, ʪʘʢʞʝ ʥʝ ʟʘ ʛʦʨʘʤʠ. 
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ʕʪʠ ʘʪʘʢʠ ʧʦʟʚʦʣʷʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʦʭʚʘʪʠʪʴ ʥʦʚʫʶ ʪʝʨʨʠʪʦʨʠʶ ʠ ʟʘʩʪʘʚʷʪ 

ʟʘʱʠʪʥʠʢʦʚ ʦʧʝʨʝʜʠʪʴ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ. 

ʇʨʦʜʚʠʥʫʪʳʡ ʢʨʠʧʪʦʤʘʡʥʠʥʛ. ɺʳʯʠʩʣʠʪʝʣʴʥʘʷ ʤʦʱʥʦʩʪʴ ʚʘʞʥʘ, ʝʩʣʠ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʭʦʪʷʪ ʤʘʩʰʪʘʙʠʨʦʚʘʪʴ ʙʫʜʫʱʠʝ ʘʪʘʢʠ ʩ ʧʦʤʦʱʴʶ ʚʦʟʤʦʞʥʦʩʪʝʡ 

ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ ʠ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ. ɺ ʢʦʥʮʝ ʢʦʥʮʦʚ, ʘʪʘʢʦʚʘʚ 

ʧʝʨʠʬʝʨʠʡʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʠʟ-ʟʘ ʠʭ ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʤʦʱʥʦʩʪʠ, ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ 

ʩʤʦʛʫʪ ʦʙʨʘʙʘʪʳʚʘʪʴ ʦʛʨʦʤʥʳʝ ʦʙʲʝʤʳ ʜʘʥʥʳʭ ʠ ʫʟʥʘʚʘʪʴ ʙʦʣʴʰʝ ʦ ʪʦʤ, ʢʘʢ ʠ 

ʢʦʛʜʘ ʦʥʠ ʠʩʧʦʣʴʟʫʶʪʩʷ. ʕʪʦ ʪʘʢʞʝ ʤʦʞʝʪ ʧʦʚʳʩʠʪʴ ʵʬʬʝʢʪʠʚʥʦʩʪʴ 

ʢʨʠʧʪʦʤʘʡʥʠʥʛʘ. ɿʘʨʘʞʝʥʠʝ ʇʂ, ʢʦʪʦʨʳʡ ʟʘʭʚʘʪʳʚʘʶʪ ʠʟ-ʟʘ ʠʭ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ 

ʨʝʩʫʨʩʦʚ, ʯʘʩʪʦ ʚʳʷʚʣʷʝʪʩʷ, ʧʦʩʢʦʣʴʢʫ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʎʇ ʥʘʧʨʷʤʫʶ ʚʣʠʷʝʪ ʥʘ 

ʨʘʙʦʪʫ ʢʦʥʝʯʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. ɺʟʣʦʤʘʥʥʳʝ ʧʝʨʠʬʝʨʠʡʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʤʦʛʣʠ ʙʳ 

ʙʳʪʴ ʛʦʨʘʟʜʦ ʤʝʥʝʝ ʟʘʤʝʪʥʳʤʠ. 

ʈʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʘʪʘʢ ʠʟ ʢʦʩʤʦʩʘ. ɺʦʟʤʦʞʥʦʩʪʴ ʧʦʜʢʣʶʯʝʥʠʷ ʩʧʫʪʥʠʢʦʚʳʭ 

ʩʠʩʪʝʤ ʠ ʚ ʮʝʣʦʤ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ ʚ ʮʝʣʦʤ ʤʦʞʝʪ ʩʪʘʪʴ 

ʧʨʠʚʣʝʢʘʪʝʣʴʥʦʡ ʮʝʣʴʶ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ. ʇʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʥʦʚʳʝ ʩʠʩʪʝʤʳ 

ʩʚʷʟʠ ʨʘʩʰʠʨʷʶʪʩʷ ʠ ʥʘʯʠʥʘʶʪ ʙʦʣʴʰʝ ʧʦʣʘʛʘʪʴʩʷ ʥʘ ʩʝʪʴ ʩʧʫʪʥʠʢʦʚʳʭ ʩʠʩʪʝʤ, 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʥʘʮʝʣʠʚʘʶʪʩʷ ʥʘ ʵʪʠ ʩʪʨʫʢʪʫʨʳ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʚʟʣʦʤ 

ʩʧʫʪʥʠʢʦʚʳʭ ʙʘʟʦʚʳʭ ʩʪʘʥʮʠʡ ʠ ʧʦʩʣʝʜʫʶʱʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ 

ʯʝʨʝʟ ʩʧʫʪʥʠʢʦʚʳʝ ʩʝʪʠ ʤʦʞʝʪ ʜʘʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʪʝʥʮʠʘʣʴʥʦ 

ʥʘʮʝʣʠʚʘʪʴʩʷ ʥʘ ʤʠʣʣʠʦʥʳ ʧʦʜʢʣʶʯʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʣʶʙʦʤ ʤʘʩʰʪʘʙʝ ʠʣʠ 

ʧʨʦʚʦʜʠʪʴ DDoS-ʘʪʘʢʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʨʝʧʷʪʩʪʚʦʚʘʪʴ ʞʠʟʥʝʥʥʦ ʚʘʞʥʳʤ 

ʢʦʤʤʫʥʠʢʘʮʠʷʤ. 

ʋʛʨʦʟʘ ʢʚʘʥʪʦʚʳʭ ʚʳʯʠʩʣʝʥʠʡ. ʉ ʪʦʯʢʠ ʟʨʝʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʢʚʘʥʪʦʚʳʝ 

ʚʳʯʠʩʣʝʥʠʷ ʤʦʛʫʪ ʩʦʟʜʘʪʴ ʥʦʚʳʡ ʨʠʩʢ ï ʚ ʙʫʜʫʱʝʤ ʦʥʠ ʩʤʦʛʫʪ ʙʨʦʩʠʪʴ ʚʳʟʦʚ 

ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʰʠʬʨʦʚʘʥʠʷ. ʆʛʨʦʤʥʘʷ ʚʳʯʠʩʣʠʪʝʣʴʥʘʷ ʤʦʱʥʦʩʪʴ ʢʚʘʥʪʦʚʳʭ 

ʢʦʤʧʴʶʪʝʨʦʚ ʩʤʦʛʫʪ ʨʘʩʰʠʬʨʦʚʘʪʴ ʥʝʢʦʪʦʨʳʝ ʘʩʠʤʤʝʪʨʠʯʥʳʝ ʘʣʛʦʨʠʪʤʳ. ɺ 

ʨʝʟʫʣʴʪʘʪʝ ʦʨʛʘʥʠʟʘʮʠʷʤ ʥʝʦʙʭʦʜʠʤʦ ʙʫʜʝʪ ʧʦʜʛʦʪʦʚʠʪʴʩʷ ʢ ʧʝʨʝʭʦʜʫ ʥʘ ʢʚʘʥʪʦʚʦ-

ʫʩʪʦʡʯʠʚʳʝ ʢʨʠʧʪʦʘʣʛʦʨʠʪʤʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʨʠʥʮʠʧʘ crypto agility, ʯʪʦʙʳ 

ʦʙʝʩʧʝʯʠʪʴ ʟʘʱʠʪʫ ʪʝʢʫʱʝʡ ʠ ʙʫʜʫʱʝʡ ʠʥʬʦʨʤʘʮʠʠ. ʍʦʪʷ ʦʙʳʯʥʳʡ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢ ʥʝ ʠʤʝʝʪ ʜʦʩʪʫʧʘ ʢ ʢʚʘʥʪʦʚʳʤ ʢʦʤʧʴʶʪʝʨʘʤ, ʝʛʦ ʠʤʝʶʪ 

ʥʝʢʦʪʦʨʳʝ ʛʦʩʫʜʘʨʩʪʚʘ, ʧʦʵʪʦʤʫ ʚʦʟʤʦʞʥʘʷ ʫʛʨʦʟʘ ʙʫʜʝʪ ʨʝʘʣʴʥʘ, ʝʩʣʠ ʩʝʡʯʘʩ ʥʝ 

ʧʨʠʛʦʪʦʚʠʪʴʩʷ ʜʣʷ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʝʡ ʧʫʪʝʤ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʠʥʮʠʧʘ crypto 

agility. 

ʀʀ ʙʫʜʝʪ ʠʤʝʪʴ ʨʝʰʘʶʱʝʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʟʘʱʠʪʳ ʦʪ ʙʫʜʫʱʠʭ ʘʪʘʢ 

ʇʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʵʪʠ ʪʝʥʜʝʥʮʠʠ ʘʪʘʢ ʧʦʩʪʝʧʝʥʥʦ ʩʪʘʥʦʚʷʪʩʷ ʨʝʘʣʴʥʦʩʪʴʶ, 

ʣʠʰʴ ʚʦʧʨʦʩ ʚʨʝʤʝʥʠ, ʢʦʛʜʘ ʟʘʜʝʡʩʪʚʦʚʘʥʥʳʝ ʨʝʩʫʨʩʳ ʩʪʘʥʫʪ ʪʦʚʘʨʦʤ, ʜʦʩʪʫʧʥʳʤ 

ʚ ʚʠʜʝ ʫʩʣʫʛ ʚ ʜʘʨʢʥʝʪʝ, ʠʣʠ ʢʘʢ ʯʘʩʪʴ ʥʘʙʦʨʦʚ ʠʥʩʪʨʫʤʝʥʪʦʚ ʩ ʦʪʢʨʳʪʳʤ 

ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ. ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʜʣʷ ʟʘʱʠʪʳ ʦʪ ʵʪʠʭ ʪʠʧʦʚ ʘʪʘʢ ʚ ʙʫʜʫʱʝʤ 

ʧʦʪʨʝʙʫʝʪʩʷ ʪʱʘʪʝʣʴʥʦʝ ʩʦʯʝʪʘʥʠʝ ʪʝʭʥʦʣʦʛʠʡ, ʣʶʜʝʡ, ʦʙʫʯʝʥʠʷ ʠ ʧʘʨʪʥʝʨʩʢʠʭ 

ʦʪʥʦʰʝʥʠʡ. 

ʀʀ ʥʝʦʙʭʦʜʠʤʦ ʨʘʟʚʠʚʘʪʴʩʷ. ʈʘʟʚʠʪʠʝ ʀʀ ʠʤʝʝʪ ʨʝʰʘʶʱʝʝ ʟʥʘʯʝʥʠʝ ʜʣʷ 

ʟʘʱʠʪʳ ʦʪ ʥʦʚʳʭ ʘʪʘʢ ʚ ʙʫʜʫʱʝʤ. ʅʫʞʥʦ ʨʘʟʚʠʪʴ ʠʩʢʫʩʩʪʚʝʥʥʳʡ ʠʥʪʝʣʣʝʢʪ ʜʦ 

ʩʣʝʜʫʶʱʝʛʦ ʧʦʢʦʣʝʥʠʷ. ʕʪʦ ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʦʢʘʣʴʥʳʭ ʦʙʫʯʘʶʱʠʭ 

ʫʟʣʦʚ ʥʘ ʙʘʟʝ ʤʘʰʠʥʥʦʛʦ ʦʙʫʯʝʥʠʷ ʢʘʢ ʯʘʩʪʠ ʠʥʪʝʛʨʠʨʦʚʘʥʥʦʡ ʩʠʩʪʝʤʳ, ʧʦʜʦʙʥʦʡ 

ʥʝʨʚʥʦʡ ʩʠʩʪʝʤʝ ʯʝʣʦʚʝʢʘ. ʊʝʭʥʦʣʦʛʠʠ ʩ ʧʨʦʜʚʠʥʫʪʳʤ ʀʀ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 
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ʧʨʝʜʚʠʜʝʪʴ, ʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʠ ʧʨʦʪʠʚʦʜʝʡʩʪʚʦʚʘʪʴ ʘʪʘʢʘʤ, ʜʦʣʞʥʳ ʩʪʘʪʴ 

ʨʝʘʣʴʥʦʩʪʴʶ ʚ ʙʫʜʫʱʝʤ, ʧʦʪʦʤʫ ʯʪʦ ʢʠʙʝʨʘʪʘʢʠ ʙʫʜʫʱʝʛʦ ʙʫʜʫʪ ʧʨʦʠʩʭʦʜʠʪʴ ʟʘ 

ʤʠʢʨʦʩʝʢʫʥʜʳ. ʆʩʥʦʚʥʘʷ ʨʦʣʴ ʣʶʜʝʡ ʙʫʜʝʪ ʟʘʢʣʶʯʘʪʴʩʷ ʚ ʦʙʝʩʧʝʯʝʥʠʠ ʪʦʛʦ, ʯʪʦʙʳ 

ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʣʫʯʘʣʠ ʜʦʩʪʘʪʦʯʥʦ ʠʥʬʦʨʤʘʮʠʠ, ʯʪʦʙʳ ʥʝ ʪʦʣʴʢʦ ʘʢʪʠʚʥʦ 

ʧʨʦʪʠʚʦʜʝʡʩʪʚʦʚʘʪʴ ʘʪʘʢʘʤ, ʥʦ ʠ ʬʘʢʪʠʯʝʩʢʠ ʧʨʝʜʚʠʜʝʪʴ ʘʪʘʢʠ, ʠʟʙʝʞʘʪʴ ʠʭ. 

ʇʘʨʪʥʝʨʩʢʠʝ ʦʪʥʦʰʝʥʠʷ ʞʠʟʥʝʥʥʦ ʚʘʞʥʳ ʜʣʷ ʙʫʜʫʱʝʛʦ. ʅʝʣʴʟʷ ʦʞʠʜʘʪʴ, ʯʪʦ 

ʦʨʛʘʥʠʟʘʮʠʠ ʙʫʜʫʪ ʟʘʱʠʱʘʪʴʩʷ ʦʪ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʚ ʦʜʠʥʦʯʢʫ. ʀʤ ʥʫʞʥʦ ʙʫʜʝʪ 

ʟʥʘʪʴ, ʢʦʤʫ ʩʦʦʙʱʠʪʴ ʦʙ ʘʪʘʢʝ, ʯʪʦʙʳ ʤʦʞʥʦ ʙʳʣʦ ʧʦʜʝʣʠʪʴʩʷ çʮʠʬʨʦʚʳʤʠ 

ʦʪʧʝʯʘʪʢʘʤʠ ʧʘʣʴʮʝʚè ʠ ʯʪʦʙʳ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ ʦʨʛʘʥʳ ʤʦʛʣʠ ʚʳʧʦʣʥʷʪʴ ʩʚʦʶ 

ʨʘʙʦʪʫ. ʇʦʩʪʘʚʱʠʢʠ ʫʩʣʫʛ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʨʛʘʥʠʟʘʮʠʠ, ʟʘʥʠʤʘʶʱʠʝʩʷ 

ʠʩʩʣʝʜʦʚʘʥʠʝʤ ʫʛʨʦʟ, ʠ ʜʨʫʛʠʝ ʦʪʨʘʩʣʝʚʳʝ ʛʨʫʧʧʳ ʜʦʣʞʥʳ ʩʦʪʨʫʜʥʠʯʘʪʴ ʜʨʫʛ ʩ 

ʜʨʫʛʦʤ ʜʣʷ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ, ʘ ʪʘʢʞʝ ʩ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ, ʯʪʦʙʳ 

ʧʦʤʦʯʴ ʣʠʢʚʠʜʠʨʦʚʘʪʴ ʧʨʦʪʠʚʦʙʦʨʩʪʚʫʶʱʠʝ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ 

ʙʫʜʫʱʠʭ ʘʪʘʢ. ʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʥʝ ʠʤʝʶʪ ʛʨʘʥʠʮ ʚ ʀʥʪʝʨʥʝʪʝ, ʧʦʵʪʦʤʫ ʙʦʨʴʙʘ ʩ 

ʥʠʤʠ ʪʘʢʞʝ ʜʦʣʞʥʘ ʚʳʭʦʜʠʪʴ ʟʘ ʨʘʤʢʠ ʛʨʘʥʠʮ. ʊʦʣʴʢʦ ʩʦʚʤʝʩʪʥʳʤʠ ʫʩʠʣʠʷʤʠ ʤʳ 

ʩʤʦʞʝʤ ʧʝʨʝʣʦʤʠʪʴ ʵʪʫ ʩʠʪʫʘʮʠʶ 

ɿʘʜʝʡʩʪʚʦʚʘʥʠʝ ʢʦʤʘʥʜ Blue Teams (ʵʢʩʧʝʨʪʳ, ʟʘʥʠʤʘʶʱʠʝʩʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʝʤ ʘʪʘʢ): ʪʘʢʪʠʢʘ, ʧʨʠʝʤʳ ʠ ʧʨʦʮʝʜʫʨʳ (TTP) ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ, 

ʠʟʫʯʘʝʤʳʝ ʢʦʤʘʥʜʘʤʠ ʧʦ ʘʥʘʣʠʟʫ ʫʛʨʦʟ, ʥʘʧʨʠʤʝʨ, ʤʝʪʦʜʠʯʢʠ ʜʣʷ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ, ʤʦʛʫʪ ʙʳʪʴ ʧʝʨʝʜʘʥʳ ʚ ʩʠʩʪʝʤʳ ʀʀ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʤʦʜʝʣʝʡ 

ʘʪʘʢ. ʊʦʯʥʦ ʪʘʢ ʞʝ, ʢʦʛʜʘ ʦʨʛʘʥʠʟʘʮʠʠ ʦʩʚʝʱʘʶʪ ʪʝʧʣʦʚʳʝ ʢʘʨʪʳ ʘʢʪʠʚʥʳʭ ʚ 

ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʫʛʨʦʟ, ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʝ ʩʠʩʪʝʤʳ ʩʤʦʛʫʪ ʧʨʦʘʢʪʠʚʥʦ ʩʢʨʳʚʘʪʴ 

ʩʝʪʝʚʳʝ ʮʝʣʠ ʠ ʨʘʟʤʝʱʘʪʴ ʧʨʠʚʣʝʢʘʪʝʣʴʥʳʝ ʣʦʚʫʰʢʠ ʥʘ ʧʫʪʷʭ ʘʪʘʢʠ. ɺ ʢʦʥʮʝ 

ʢʦʥʮʦʚ, ʦʨʛʘʥʠʟʘʮʠʠ ʩʤʦʛʫʪ ʦʪʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʣʶʙʳʝ ʧʦʧʳʪʢʠ ʢʦʥʪʨʨʘʟʚʝʜʢʠ ʜʦ 

ʪʦʛʦ, ʢʘʢ ʦʥʠ ʧʨʦʠʟʦʡʜʫʪ, ʯʪʦ ʧʦʟʚʦʣʠʪ Blue Teams ʩʦʭʨʘʥʠʪʴ ʧʨʝʚʦʩʭʦʜʷʱʠʡ 

ʢʦʥʪʨʦʣʴ. ʊʘʢʦʡ ʚʠʜ ʦʙʫʯʝʥʠʷ ʜʘʝʪ ʯʣʝʥʘʤ ʛʨʫʧʧʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʦʟʤʦʞʥʦʩʪʴ 

ʫʣʫʯʰʠʪʴ ʩʚʦʠ ʥʘʚʳʢʠ, ʟʘʱʠʱʘʷ ʩʝʪʴè. (ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʜʚʠʥʫʪʦʛʦ ʧʝʨʠʤʝʪʨʘ 

ʩʝʪʠ ʚ ʢʘʯʝʩʪʚʝ ʦʨʫʞʠʷ ʢʘʨʜʠʥʘʣʴʥʦ ʠʟʤʝʥʠʪ ʩʢʦʨʦʩʪʴ ʠ ʤʘʩʰʪʘʙ ʙʫʜʫʱʠʭ 

ʢʠʙʝʨʘʪʘʢ // ʆʆʆ "ʀʂʉ-ʄɽɼʀɸ" (https://www.iksmedia.ru/news/5702485-

FortiGuard-Labs-predskazyvaet-chto.html). 19.11.2020).  
***  

 

çʍʘʢʝʨʩʢʠʝ ʬʦʨʫʤʳ - ʙʦʛʘʪʳʡ ʠʩʪʦʯʥʠʢ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʫʛʨʦʟʘʭ. 
Dark Web / Darknet ʧʨʦʜʦʣʞʘʝʪ ʦʩʪʘʚʘʪʴʩʷ ʩʨʝʜʦʡ, ʚ ʢʦʪʦʨʦʡ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʜʝʣʠʪʴʩʷ ʫʢʨʘʜʝʥʥʳʤʠ ʫʯʝʪʥʳʤʠ ʜʘʥʥʳʤʠ ʠ ʦʙʩʫʞʜʘʪʴ 

ʫʩʧʝʰʥʳʝ ʘʪʘʢʠ. ʌʘʢʪʠʯʝʩʢʠ, ʚ ʧʦʩʣʝʜʥʠʝ ʥʝʜʝʣʠ ʙʳʣʘ ʦʙʥʘʨʫʞʝʥʘ ʨʘʩʢʨʳʪʘʷ 

ʣʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʠʟ ʨʘʟʥʳʭ ʤʝʩʪ, ʦʪ ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ ʜʦ ʙʘʟ 

ʜʘʥʥʳʭ ʠʟʙʠʨʘʪʝʣʝʡ ʚ ʉʐɸ. ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʳʝ ʛʨʫʧʧʠʨʦʚʢʠ ʚ 

ʩʝʪʠ ʧʦʜʚʝʨʛʘʣʠʩʴ ʩʝʨʴʝʟʥʳʤ ʘʪʘʢʘʤ, ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʩʪʨʝʤʷʪʩʷ ʠʟʙʝʞʘʪʴ 

ʦʙʥʘʨʫʞʝʥʠʷ. 

ʅʦ ʪʘʢ ʞʝ, ʢʘʢ ʚ Dark Web ʤʥʦʛʦ ʧʣʦʭʦʛʦ, ʝʩʪʴ ʠ ʭʦʨʦʰʝʝ - ʚ ʦʩʥʦʚʥʦʤ ʚ ʚʠʜʝ 

ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʫʶ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʟʘʱʠʪʳ ʦʨʛʘʥʠʟʘʮʠʡ ʦʪ ʘʪʘʢ. 

ʇʦʩʢʦʣʴʢʫ ʦʥʠ ʪʘʢ ʩʦʩʨʝʜʦʪʦʯʝʥʳ ʥʘ ʪʦʤ, ʯʪʦʙʳ ʜʝʣʘʪʴ ʪʦ, ʯʪʦ ʧʨʘʚʠʣʴʥʦ, 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʯʘʩʪʦ ʫʧʫʩʢʘʶʪ ʠʟ ʚʠʜʫ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʙʦʛʘʪʳʝ ʠʩʪʦʯʥʠʢʠ 

ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʠʙʝʨʫʛʨʦʟʘʭ, ʢʦʪʦʨʳʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʦ ʩʫʪʠ ʨʘʟʜʘʶʪ ʧʨʠ 
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ʚʟʘʠʤʦʜʝʡʩʪʚʠʠ ʚ ʩʝʪʠ. ɼʨʫʛʠʤʠ ʩʣʦʚʘʤʠ: ʯʪʦʙʳ ʟʘʱʠʱʘʪʴʩʷ ʢʘʢ ʭʦʨʦʰʠʡ ʧʘʨʝʥʴ, 

ʚʳ ʜʦʣʞʥʳ ʜʫʤʘʪʴ ʢʘʢ ʧʣʦʭʦʡ ʧʘʨʝʥʴ. ʇʦʧʘʜʘʥʠʝ ʚ ʛʦʣʦʚʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʜʘʝʪ 

ʢʣʶʯ ʢ ʨʘʟʛʘʜʢʝ ʪʦʛʦ, ʢʘʢ ʠ ʧʦʯʝʤʫ ʦʥ ʜʝʡʩʪʚʫʝʪ. 

ʇʦʥʠʤʘʥʠʝ ʜʘʨʢʥʝʪʘ / ʜʘʨʢʚʝʙʘ 

ɺ ʦʙʱʝʤ, ʪʝʨʤʠʥʳ çʜʘʨʢʥʝʪè ʠ çʜʘʨʢʚʝʙè ʙʦʣʝʝ ʠʣʠ ʤʝʥʝʝ ʚʟʘʠʤʦʟʘʤʝʥʷʝʤʳ, 

ʥʦ ʝʩʪʴ ʥʝʢʦʪʦʨʳʝ ʥʶʘʥʩʳ. ʂʦʛʜʘ ʣʶʜʠ ʩʩʳʣʘʶʪʩʷ ʥʘ Dark Web, ʦʥʠ ʦʙʳʯʥʦ 

ʛʦʚʦʨʷʪ ʦ ʭʘʢʝʨʩʢʠʭ ʩʘʡʪʘʭ ʚ ʀʥʪʝʨʥʝʪʝ, ʢ ʢʦʪʦʨʳʤ ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʠʟ 

ʦʙʳʯʥʦʛʦ ʚʝʙ-ʙʨʘʫʟʝʨʘ. ʂʦʛʜʘ ʛʦʚʦʨʷʪ ʦ ʜʘʨʢʥʝʪʝ, ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʚʘʤ ʥʫʞʥʦ 

ʩʧʝʮʠʘʣʴʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ. ʉʘʤʳʤ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤ ʠʟ ʥʠʭ ʷʚʣʷʝʪʩʷ 

ʙʨʘʫʟʝʨ Tor, ʥʦ ʝʩʪʴ ʠ ʜʨʫʛʠʝ. 

ʇʦʛʨʫʞʝʥʠʝ ʚʦ ʪʴʤʫ 

ʏʪʦʙʳ ʧʦʥʷʪʴ, ʢʘʢ ʜʝʡʩʪʚʫʶʪ ʭʘʢʝʨʳ, ʧʦʣʝʟʥʦ ʠʟʫʯʠʪʴ ʠʭ ʪʝʨʨʠʪʦʨʠʶ. 

ʈʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤ ʠʩʪʦʯʥʠʢʦʤ ʜʘʥʥʳʭ ʜʣʷ ʘʥʘʣʠʟʘ ʫʛʨʦʟ ʷʚʣʷʶʪʩʷ ʬʦʨʫʤʳ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʠ ʪʦʨʨʝʥʪ / ʣʫʢʦʚʠʮʳ, ʦʙʳʯʥʦ ʚ ʜʘʨʢʥʝʪʝ, ʛʜʝ ʭʘʢʝʨʳ ʯʘʩʪʦ 

ʦʙʩʫʞʜʘʶʪ, ʧʦʢʫʧʘʶʪ ʠ ʧʨʦʜʘʶʪ ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʦʛʨʘʤʤʳ, ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ 

ʠ ʧʨʝʜʣʦʞʝʥʠʷ ʧʦ ʦʪʢʘʟʫ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ. 

ʇʦ ʦʯʝʚʠʜʥʳʤ ʧʨʠʯʠʥʘʤ ʤʥʦʛʠʝ ʠʟ ʵʪʠʭ ʬʦʨʫʤʦʚ ʪʨʝʙʫʶʪ, ʯʪʦʙʳ 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʧʨʝʦʜʦʣʝʣʠ ʟʥʘʯʠʪʝʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʨʝʧʷʪʩʪʚʠʡ, ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ 

ʢ ʥʠʤ ʜʦʩʪʫʧ. ʅʝʢʦʪʦʨʳʝ ʬʦʨʫʤʳ ʪʨʝʙʫʶʪ ʢʘʢʦʡ-ʣʠʙʦ ʦʧʣʘʪʳ; ʜʨʫʛʠʝ ʪʨʝʙʫʶʪ, 

ʯʪʦʙʳ ʟʘ ʚʘʩ ʧʦʨʫʯʠʣʠʩʴ ʢʘʢ ʟʘ ʥʘʩʪʦʷʱʝʛʦ ʭʘʢʝʨʘ. ɸ ʠʥʦʛʜʘ ʚʘʤ ʥʫʞʥʦ ʜʦʢʘʟʘʪʴ 

ʩʚʦʶ ʜʦʩʪʦʡʥʦʩʪʴ, ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʚ ʩʚʦʶ ʩʧʦʩʦʙʥʦʩʪʴ ʢʦʜʠʨʦʚʘʪʴ ʧʨʦʙʣʝʤʫ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʩʦʟʜʘʚʘʪʴ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ. 

ɹʦʣʴʰʠʥʩʪʚʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʥʘ ʵʪʠʭ ʬʦʨʫʤʘʭ ʤʦʪʠʚʠʨʦʚʘʥʳ ʥʝ ʪʦʣʴʢʦ 

ʜʝʥʝʞʥʦʡ ʚʳʛʦʜʦʡ. ʆʥʠ ʪʦʞʝ ʠʱʫʪ ʩʣʘʚʳ. ʆʥʠ ʭʦʪʷʪ ʧʫʙʣʠʢʦʚʘʪʴ ʠ ʨʝʢʣʘʤʠʨʦʚʘʪʴ 

ʩʚʦʠ ʟʥʘʥʠʷ ʥʘ ʬʦʨʫʤʘʭ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʠʤʝʪʴ ʥʘʠʙʦʣʴʰʝʝ ʢʦʣʠʯʝʩʪʚʦ ʧʨʦʩʤʦʪʨʦʚ, 

ʠ ʤʥʦʛʠʝ ʭʦʪʷʪ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʪʴ ʩʚʦʠ ʥʘʚʳʢʠ. ʆʙʳʯʥʦ ʦʥʠ ʜʝʤʦʥʩʪʨʠʨʫʶʪ 

ʯʘʩʪʳʝ ʘʪʘʢʠ, ʥʘʮʝʣʝʥʥʳʝ ʥʘ ʤʘʩʩʦʚʦʝ ʢʦʣʠʯʝʩʪʚʦ ʣʶʜʝʡ ʠ ʦʨʛʘʥʠʟʘʮʠʡ, ʘ ʥʝ ʫʟʢʠʝ, 

ʢʦʥʢʨʝʪʥʳʝ, ʮʝʣʝʚʳʝ ʘʪʘʢʠ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʤʝʪʦʜʳ, ʢʦʪʦʨʳʤʠ ʦʙʤʝʥʠʚʘʶʪʩʷ ʥʘ 

ʵʪʠʭ ʬʦʨʫʤʘʭ, ʧʦʤʦʛʘʶʪ ʟʘʱʠʪʥʠʢʘʤ ʧʦʥʷʪʴ ʢʫʣʴʪʫʨʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʠ 

ʩʧʦʩʦʙʳ ʟʘʱʠʪʳ ʦʪ ʯʘʩʪʳʭ ʘʪʘʢ. 

ʊʝʢʫʱʠʝ ʪʨʝʥʜʳ 

ʌʦʨʫʤʳ ʧʦ ʘʪʘʢʘʤ ʧʦʟʚʦʣʷʶʪ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤ ʧʦʥʷʪʴ, ʯʪʦ ʠʥʪʝʨʝʩʥʦ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ. ʇʨʦʥʠʢʥʦʚʝʥʠʝ ʚ ʩʦʟʥʘʥʠʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʥʝ ʪʦʣʴʢʦ 

ʧʦʟʚʦʣʷʝʪ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤ ʫʛʨʦʟ ʧʨʝʜʚʠʜʝʪʴ ʨʠʩʢʠ ʠ ʜʝʡʩʪʚʠʷ ʚ ʭʦʜʝ ʘʪʘʢʠ, ʥʦ 

ʪʘʢʞʝ ʧʦʤʦʛʘʝʪ ʥʘʤ ʥʘʯʘʪʴ ʧʨʦʬʠʣʠʨʦʚʘʥʠʝ ʦʧʨʝʜʝʣʝʥʥʳʭ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ. 

ʋʛʨʦʞʘʶʱʝʝ ʧʦʚʝʜʝʥʠʝ ʚʦ ʤʥʦʛʦʤ ʧʦʭʦʞʝ ʥʘ ʦʪʧʝʯʘʪʢʠ ʧʘʣʴʮʝʚ ʠ ʤʦʞʝʪ ʙʳʪʴ 

ʦʯʝʥʴ ʧʦʣʝʟʥʳʤ ʧʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʫʛʨʦʟ ʠ ʟʘʱʠʪʝ ʦʪ ʥʠʭ. 

ʆʜʥʘ ʠʟ ʪʝʥʜʝʥʮʠʡ ʥʘ ʵʪʠʭ ʬʦʨʫʤʘʭ ʧʦ ʘʪʘʢʘʤ, ʢʦʪʦʨʘʷ ʙʳʣʘ ʧʦʧʫʣʷʨʥʘ ʠ 

ʚʳʟʚʘʣʘ ʤʥʦʛʦ ʜʠʩʢʫʩʩʠʡ ʟʘ ʧʦʩʣʝʜʥʠʝ ʥʝʩʢʦʣʴʢʦ ʤʝʩʷʮʝʚ, - ʵʪʦ ʙʝʟʦʧʘʩʥʦʩʪʴ ʥʘ 

ʨʘʟʣʠʯʥʳʭ ʧʣʘʪʬʦʨʤʘʭ ʚʝʙ-ʚʩʪʨʝʯ. ɹʦʣʴʰʠʥʩʪʚʦ ʵʪʠʭ ʜʠʩʢʫʩʩʠʡ ʥʝ ʠʤʝʶʪ ʟʣʦʛʦ 

ʫʤʳʩʣʘ ʠ, ʚʝʨʦʷʪʥʦ, ʩʚʷʟʘʥʳ ʩ ʣʶʜʴʤʠ, ʢʦʪʦʨʳʝ ʧʨʦʩʪʦ ʭʦʪʷʪ ʧʦʥʷʪʴ ʠʣʠ ʦʙʩʫʜʠʪʴ 

ʢʦʥʢʨʝʪʥʫʶ ʪʝʤʫ. ʆʜʥʘʢʦ ʚ ʥʝʢʦʪʦʨʳʭ ʨʝʜʢʠʭ ʩʣʫʯʘʷʭ ʦʯʝʚʠʜʥʦ, ʯʪʦ ʢʦʛʜʘ 

ʧʨʠʣʦʞʝʥʠʝ ʧʦʣʫʯʘʝʪ ʜʦʩʪʘʪʦʯʥʦ ʙʦʣʪʦʚʥʠ, ʵʪʦ ʧʨʦʠʩʭʦʜʠʪ ʠʟ-ʟʘ ʪʦʛʦ, ʯʪʦ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʘʯʠʥʘʶʪ ʠʩʩʣʝʜʦʚʘʪʴ ʫʷʟʚʠʤʦʩʪʠ ʠʣʠ ʪʝʩʪʠʨʦʚʘʪʴ ʢʦʜ. 
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ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʫʛʨʦʟ ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʶʪ ʪʝʢʩʪʦʚʳʝ ʜʘʤʧʳ, ʩʦʜʝʨʞʘʱʠʝ ʠʤʝʥʘ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʠʤʝʥʘ, ʧʘʨʦʣʠ ʠ ʜʨʫʛʫʶ ʠʥʬʦʨʤʘʮʠʶ. ʕʪʦ ʯʘʩʪʦ ʩʣʫʯʘʝʪʩʷ ʩ 

ʜʘʥʥʳʤʠ, ʢʦʛʜʘ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʠʣʠ ʜʘʞʝ ʣʶʜʠ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʥʘʤʝʨʝʥʥʦ 

ʠʣʠ ʥʝʧʨʝʜʥʘʤʝʨʝʥʥʦ ʧʝʨʝʜʘʶʪ ʧʘʨʦʣʠ ʠʣʠ ʜʨʫʛʫʶ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ (PII). ʕʪʠ 

ʜʘʥʥʳʝ, ʢʦʥʝʯʥʦ, ʤʦʛʫʪ ʧʦʩʪʘʚʠʪʴ ʧʦʜ ʫʛʨʦʟʫ ʚʩʶ ʚʘʰʫ ʦʨʛʘʥʠʟʘʮʠʶ. ʇʦ ʢʨʘʡʥʝʡ 

ʤʝʨʝ, ʦʨʛʘʥʠʟʘʮʠʠ ʜʦʣʞʥʳ ʧʨʦʚʝʨʠʪʴ, ʥʝ ʧʦʧʘʣʠ ʣʠ ʦʥʠ ʚ ʣʦʚʫʰʢʫ ʵʪʠʭ ʪʠʧʦʚ 

ʧʘʢʝʪʦʚ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʠ ʫʪʝʯʝʢ ʜʘʥʥʳʭ. 

ʇʦʚʪʦʨʥʦʝ ʩʢʣʘʜʳʚʘʥʠʝ ʰʘʥʩʦʚ 

ʂʠʙʝʨʘʪʘʢʠ ʟʘʚʝʜʦʤʦ ʦʧʧʦʨʪʫʥʠʩʪʠʯʥʳ, ʠ ʠʤ ʪʘʢʞʝ ʥʨʘʚʠʪʩʷ ʭʚʘʩʪʘʪʴʩʷ 

ʩʚʦʠʤʠ ʧʦʙʝʜʘʤʠ. ʇʦʩʢʦʣʴʢʫ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʫʛʨʦʟ ʠʟʦ ʚʩʝʭ ʩʠʣ ʩʪʘʨʘʶʪʩʷ 

ʦʧʝʨʝʞʘʪʴ ʩʚʦʠʭ ʚʨʘʛʦʚ, ʦʥʠ ʯʘʩʪʦ ʫʧʫʩʢʘʶʪ ʠʟ ʚʠʜʫ ʢʣʶʯʝʚʫʶ ʠʥʬʦʨʤʘʮʠʶ ʚ 

ʜʘʨʢʥʝʪʝ ʠ ʜʘʨʢʥʝʪʝ, ʢʦʪʦʨʘʷ ʤʦʛʣʘ ʙʳ ʠʤ ʧʦʤʦʯʴ. ʀʟʫʯʝʥʠʝ ʭʘʢʝʨʩʢʠʭ ʬʦʨʫʤʦʚ ʠ 

ʪʝʢʩʪʦʚʳʭ ʜʘʤʧʦʚ - ʵʪʦ ʣʠʰʴ ʜʚʘ ʩʧʦʩʦʙʘ, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʳʭ ʠʩʩʣʝʜʦʚʘʪʝʣʠ 

ʤʦʛʫʪ ʩʦʙʨʘʪʴ ʮʝʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʧʦʤʦʞʝʪ ʠʤ ʟʘʱʠʪʠʪʴ ʩʝʪʠ, ʟʘ 

ʢʦʪʦʨʳʝ ʦʥʠ ʥʝʩʫʪ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ. ʇʦ ʵʪʦʡ ʧʨʠʯʠʥʝ ʦʙʫʯʝʥʠʝ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʦʣʞʥʦ ʚʢʣʶʯʘʪʴ ʤʝʪʦʜʳ ʜʦʩʪʫʧʘ ʢ ʪʝʤʥʦʤʫ ʦʥʣʘʡʥ-ʤʠʨʫ, 

ʯʪʦʙʳ ʭʦʨʦʰʠʝ ʧʘʨʥʠ ʤʦʛʣʠ ʣʫʯʰʝ ʧʦʥʷʪʴ, ʢʘʢ ʜʝʡʩʪʚʫʶʪ ʧʣʦʭʠʝ ʧʘʨʥʠ, ʠ 

ʧʦʙʝʜʠʪʴ ʠʭ ʚ ʩʚʦʝʡ ʩʦʙʩʪʚʝʥʥʦʡ ʠʛʨʝ. 

ɼʨʫʛʦʡ ʢʣʶʯʝʚʦʡ ʯʘʩʪʴʶ ʵʪʦʡ ʵʢʦʩʠʩʪʝʤʳ ʷʚʣʷʝʪʩʷ ʨʦʣʴ 

ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ. ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʫʛʨʦʟ ʤʦʛʫʪ ʠ ʜʦʣʞʥʳ ʨʘʙʦʪʘʪʴ ʩ 

ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ, ʯʪʦʙʳ ʜʝʣʠʪʴʩʷ ʠʥʬʦʨʤʘʮʠʝʡ ʦʙ ʫʛʨʦʟʘʭ ʧʨʦʩʪʳʤ 

ʠ ʜʦʩʪʫʧʥʳʤ ʩʧʦʩʦʙʦʤ. ʕʪʦ ʜʦʣʞʥʘ ʙʳʪʴ ʫʣʠʮʘ ʩ ʜʚʫʩʪʦʨʦʥʥʠʤ ʜʚʠʞʝʥʠʝʤ. 

ɹʦʨʴʙʘ ʩ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʨʝʰʝʥʘ ʚ ʦʜʥʦʩʪʦʨʦʥʥʝʤ ʧʦʨʷʜʢʝ 

ʪʦʣʴʢʦ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ; ʵʪʦ ʩʦʚʤʝʩʪʥʘʷ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ, ʢʦʪʦʨʘʷ 

ʪʨʝʙʫʝʪ ʫʩʪʘʥʦʚʣʝʥʠʷ ʜʦʚʝʨʠʪʝʣʴʥʳʭ ʦʪʥʦʰʝʥʠʡ ʤʝʞʜʫ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʠ 

ʯʘʩʪʥʳʤ ʩʝʢʪʦʨʦʤè. (Aamir Lakhani. Digging into the Dark Web: How Security 

Researchers Learn to Think Like the Bad Guys // Threatpost 

(https://threatpost.com/dark-web-security-researchers-bad-guys/161172/). 12.11.2020).  

***  

 

çɻʨʫʧʧʘ ʫʯʝʥʳʭ ʠʟ ɻʨʘʮʩʢʦʛʦ ʪʝʭʥʠʯʝʩʢʦʛʦ ʫʥʠʚʝʨʩʠʪʝʪʘ, ʫʥʠʚʝʨʩʠʪʝʪʘ 

ɹʠʨʤʠʥʛʝʤʘ, ʘ ʪʘʢʞʝ ʎʝʥʪʨʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʤʝʥʠ 

ɻʝʣʴʤʛʦʣʴʮʘ ʚ ɻʝʨʤʘʥʠʠ (CISPA) ʨʘʩʢʨʳʣʘ ʜʝʪʘʣʠ ʥʦʚʦʡ ʘʪʘʢʠ Platypus. 
ʅʘʟʚʘʥʠʝ ï ʵʪʦ ʘʢʨʦʥʠʤ, ʦʙʨʘʟʦʚʘʥʥʳʡ ʦʪ çPower Leakage Attacks: Targeting Your 

Protected User Secretsè. Platypus ʧʝʨʝʚʦʜʠʪʩʷ ʥʘ ʨʫʩʩʢʠʡ ʷʟʳʢ ʢʘʢ çʫʪʢʦʥʦʩè, ʠ 

ʪʘʢʦʝ ʥʘʟʚʘʥʠʝ ʙʳʣʦ ʚʳʙʨʘʥʦ ʠʟ-ʟʘ ʩʧʦʩʦʙʥʦʩʪʠ ʫʪʢʦʥʦʩʘ ʫʣʘʚʣʠʚʘʪʴ 

ʵʣʝʢʪʨʠʯʝʩʢʠʝ ʪʦʢʠ ʩʚʦʠʤ ʢʣʶʚʦʤ. 

ɸʪʘʢʘ Platypus ʠ ʩʚʷʟʘʥʥʳʝ ʩ ʥʝʡ ʧʨʦʙʣʝʤʳ ʦʪʩʣʝʞʠʚʘʶʪʩʷ ʢʘʢ CVE-2020-

8694 (Linux + Intel), CVE-2020-8695 (Intel) ʠ CVE-2020-12912 (Linux + AMD). 

ʊʘʢʞʝ ʥʫʞʥʦ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʠʩʩʣʝʜʦʚʘʥʠʝ ʧʨʦʚʦʜʠʣʦʩʴ ʚ ʨʘʤʢʘʭ ʧʨʦʝʢʪʘ, ʢʦʪʦʨʳʡ 

ʯʘʩʪʠʯʥʦ ʬʠʥʘʥʩʠʨʦʚʘʣʩʷ Intel. 

ɸʪʘʢʘ ʧʦʣʘʛʘʝʪʩʷ ʥʘ ʵʢʩʧʣʫʘʪʘʮʠʶ RAPL-ʠʥʪʝʨʬʝʡʩʘ ʧʨʦʮʝʩʩʦʨʦʚ Intel 

(Running Average Power Limit), ʪʦ ʝʩʪʴ ʠʩʧʦʣʴʟʫʝʪ ʢʦʤʧʦʥʝʥʪ, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʝʪ 

ʧʨʦʰʠʚʢʘʤ ʠ ʧʨʠʣʦʞʝʥʠʷʤ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝ ʎʇ ʠ DRAM. ɺ 

ʩʫʱʥʦʩʪʠ, RAPL ʧʦʟʚʦʣʷʝʪ ʧʦʥʷʪʴ, ʩʢʦʣʴʢʦ ʵʣʝʢʪʨʦʵʥʝʨʛʠʠ ʧʦʪʨʝʙʣʷʝʪ ʧʨʦʮʝʩʩʦʨ 
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ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʢʦʥʢʨʝʪʥʳʭ ʟʘʜʘʯ, ʠ ʵʪʘ ʩʠʩʪʝʤʘ ʛʦʜʘʤʠ ʠʩʧʦʣʴʟʦʚʘʣʘʩʴ ʜʣʷ 

ʦʪʩʣʝʞʠʚʘʥʠʷ ʠ ʦʧʪʠʤʠʟʘʮʠʠ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ ʠ ʦʙʦʨʫʜʦʚʘʥʠʷ. 

Platypus ʧʦʟʚʦʣʷʝʪ ʫʟʥʘʪʴ, ʢʘʢʠʝ ʜʘʥʥʳʝ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʚʥʫʪʨʠ ʎʇ, 

ʦʨʠʝʥʪʠʨʫʷʩʴ ʥʘ ʟʥʘʯʝʥʠʷ RAPL ʠ ʦʙʥʘʨʫʞʠʚʘʪʴ ʢʣʶʯʠ ʰʠʬʨʦʚʘʥʠʷ, ʧʘʨʦʣʠ, 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʦʢʫʤʝʥʪʳ ʠ ʜʨʫʛʠʝ ʜʘʥʥʳʝ. ʆʙʳʯʥʦ ʜʦʩʪʫʧ ʢ ʪʘʢʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʟʘʱʠʱʝʥ ʤʥʦʞʝʩʪʚʦʤ ʩʠʩʪʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʢʣʶʯʘʷ KASLR 

(ʨʘʥʜʦʤʠʟʘʮʠʠ ʘʜʨʝʩʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ ʷʜʨʘ) ʠ ʘʧʧʘʨʘʪʥʦ ʠʟʦʣʠʨʦʚʘʥʥʳʝ ʩʝʨʝʜʳ, 

ʪʘʢʠʝ ʢʘʢ Intel SGX. ʅʦ Platypus ʧʦʟʚʦʣʷʝʪ ʦʙʦʡʪʠ ʟʘʱʠʪʥʳʝ ʤʝʭʘʥʠʟʤʳ, ʧʨʦʩʪʦ 

ʯʝʨʝʟ ʥʘʙʣʶʜʝʥʠʝ ʟʘ ʠʟʤʝʥʝʥʠʷʤʠ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʷ. 

ɺ ʭʦʜʝ ʧʨʦʚʝʜʝʥʥʳʭ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤʠ ʪʝʩʪʦʚ, ʦʙʥʘʨʫʞʠʣʦʩʴ, ʯʪʦ ʟʘ 20 ʩʝʢʫʥʜ 

ʤʦʞʥʦ ʦʙʦʡʪʠ KASLR, ʥʘʙʣʶʜʘʷ ʟʘ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʝʤ ʚ RAPL, ʘ ʟʘʪʝʤ ʧʦʣʫʯʠʪʴ 

ʜʘʥʥʳʝ ʠʟ ʷʜʨʘ Linux. 

ɺ ʜʨʫʛʦʤ ʪʝʩʪʝ ʫʜʘʣʦʩʴ ʧʦʣʫʯʠʪʴ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʦʙʨʘʙʘʪʳʚʘʣʠʩʴ ʚ 

ʟʘʱʠʱʝʥʥʳʭ ʘʥʢʣʘʚʘʭ Intel SGX. ɸʪʘʢʘ Platypus ʠʟʚʣʝʢʘʣʘ ʧʨʠʚʘʪʥʳʝ ʢʣʶʯʠ RSA 

ʠʟ ʘʥʢʣʘʚʘ SGX, ʠ ʜʣʷ ʵʪʦʛʦ ʧʦʪʨʝʙʦʚʘʣʦʩʴ ʦʪʩʣʝʞʠʚʘʪʴ ʜʘʥʥʳʝ RAPL ʚ ʪʝʯʝʥʠʝ 

100 ʤʠʥʫʪ. ɺ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʜʣʷ ʠʟʚʣʝʯʝʥʠʷ ʢʣʶʯʝʡ ʰʠʬʨʦʚʘʥʠʷ AES-NI ʠʟ ʘʥʢʣʘʚʘ 

SGX ʠ ʠʟ ʧʨʦʩʪʨʘʥʩʪʚʘ ʧʘʤʷʪʠ ʷʜʨʘ Linux, ʪʨʝʙʫʝʪʩʷ ʦʪ 26 ʜʦ 277 ʯʘʩʦʚ. 

ʇʦ ʤʥʝʥʠʶ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, ʣʫʯʰʝ ʚʩʝʛʦ Platypus ʨʘʙʦʪʘʝʪ ʧʨʦʪʠʚ Linux-

ʩʠʩʪʝʤ. ʕʪʦ ʩʚʷʟʘʥʦ ʩ ʪʝʤ, ʯʪʦ ʷʜʨʦ Linux ʧʦʩʪʘʚʣʷʝʪʩʷ ʩ ʬʨʝʡʤʚʦʨʢʦʤ powercap ð 

ʫʥʠʚʝʨʩʘʣʴʥʳʤ ʜʨʘʡʚʝʨʦʤ ʜʣʷ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ RAPL ʠ ʜʨʫʛʠʤʠ API-

ʠʥʪʝʨʬʝʡʩʘʤʠ, ʧʦʟʚʦʣʷʶʱʠʤʠ ʦʪʩʣʝʞʠʚʘʪʴ ʠʟʤʝʥʝʥʠʷ ʵʥʝʨʛʦʧʦʪʨʝʙʣʝʥʠʷ. 

ʍʦʪʷ ʘʪʘʢʠ ʚʦʟʤʦʞʥʳ ʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Windows ʠ macOS, ʚ 

ʵʪʠʭ ʩʣʫʯʘʷʭ ʥʘ ʮʝʣʝʚʳʝ ʤʘʰʠʥʳ ʜʦʣʞʥʦ ʙʳʪʴ ʫʩʪʘʥʦʚʣʝʥʦ ʧʨʠʣʦʞʝʥʠʝ Intel 

Power Gadget, ʯʪʦʙʳ ʧʨʝʩʪʫʧʥʠʢʠ ʤʦʛʣʠ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ RAPL-ʠʥʪʝʨʬʝʡʩʦʤ. 

ɺʤʝʩʪʝ ʩ ʪʝʤ ʘʪʘʢʠ Platypus, ʥʘʮʝʣʝʥʥʳʝ ʥʘ ʘʥʢʣʘʚʳ Intel SGX, ʨʘʙʦʪʘʶʪ 

ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʆʉ. 

ʉʘʤʘʷ ʩʢʚʝʨʥʘʷ ʥʦʚʦʩʪʴ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʘʪʘʢʫ Platypus ʤʦʞʥʦ 

ʧʨʦʚʝʩʪʠ ʫʜʘʣʝʥʥʦ. ɿʣʦʫʤʳʰʣʝʥʥʠʢʫ ʥʝ ʧʦʥʘʜʦʙʠʪʩʷ ʬʠʟʠʯʝʩʢʠʡ ʜʦʩʪʫʧ ʢ ʮʝʣʝʚʦʡ 

ʤʘʰʠʥʝ, ʚʤʝʩʪʦ ʵʪʦʛʦ ʚʨʝʜʦʥʦʩʥʳʡ ʢʦʜ ʤʦʞʝʪ ʙʳʪʴ ʩʢʨʳʪ ʚʥʫʪʨʠ ʧʨʠʣʦʞʝʥʠʷ, 

ʢʦʪʦʨʦʝ ʦʩʪʘʥʝʪʩʷ ʣʠʰʴ ʢʘʢʠʤ-ʪʦ ʦʙʨʘʟʦʤ ʫʩʪʘʥʦʚʠʪʴ ʥʘ ʤʘʰʠʥʫ ʞʝʨʪʚʳ. 

ʇʦ ʜʘʥʥʳʤ ʫʯʝʥʳʭ, Platypus ʨʘʙʦʪʘʝʪ ʧʨʦʪʠʚ ʜʝʩʢʪʦʧʥʳʭ ʠ ʩʝʨʚʝʨʥʳʭ 

ʧʨʦʮʝʩʩʦʨʦʚ Intel. ʂʨʦʤʝ ʪʦʛʦ, ʠʥʞʝʥʝʨʳ Intel ʩʦʦʙʱʠʣʠ, ʯʪʦ ʘʪʘʢʘ ʟʘʪʨʘʛʠʚʘʝʪ ʠ 

ʥʝʢʦʪʦʨʳʝ ʤʦʙʠʣʴʥʳʝ ʠ ʚʩʪʨʦʝʥʥʳʝ ʧʨʦʮʝʩʩʦʨʳ. ʉʧʠʩʦʢ ʧʨʦʮʝʩʩʦʨʦʚ Intel, ʜʣʷ 

ʢʦʪʦʨʳʭ ʦʧʘʩʥʘ ʘʪʘʢʘ Platypus, ʤʦʞʥʦ ʟʜʝʩʴ. 

ɺ Intel ʫʞʝ ʧʦʜʛʦʪʦʚʠʣʠ ʦʙʥʦʚʣʝʥʥʳʝ ʚʝʨʩʠʠ ʤʠʢʨʦʢʦʜʘ, ʙʣʦʢʠʨʫʶʱʠʝ ʘʪʘʢʠ 

Platypus, ʠ ʢʦʤʧʘʥʠʷ ʫʞʝ ʨʘʩʧʨʦʩʪʨʘʥʠʣʘ ʠʭ ʩʨʝʜʠ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʚʩʢʦʨʝ 

ʚʢʣʶʯʘʪ ʧʘʪʯʠ ʚ ʦʙʥʦʚʣʝʥʠʷ ʜʣʷ ʩʚʦʠʭ ʧʨʦʜʫʢʪʦʚ. ʆʙʥʦʚʣʝʥʠʝ ʪʘʢʞʝ ʧʦʣʫʯʠʣʦ ʠ 

ʷʜʨʦ Linux. 

ɺ Intel ʧʦʜʯʝʨʢʠʚʘʶʪ, ʯʪʦ ʩʧʝʮʠʘʣʠʩʪʘʤ ʢʦʤʧʘʥʠʠ ʥʝʠʟʚʝʩʪʥʦ ʦ ʬʘʢʪʠʯʝʩʢʠʭ 

ʘʪʘʢʘʭ, ʠʩʧʦʣʴʟʫʶʱʠʭ Platypus. ɹʦʣʝʝ ʪʦʛʦ, ʙʦʣʴʰʠʥʩʪʚʦ ʧʨʦʮʝʩʩʦʨʦʚ, ʜʣʷ ʢʦʪʦʨʳʭ 

Platypus ʷʚʣʷʝʪʩʷ ʫʛʨʦʟʦʡ, ð ʵʪʦ ʥʦʚʝʡʰʠʝ ʤʦʜʝʣʠ, ʢʦʪʦʨʳʝ ʧʦʜʜʝʨʞʠʚʘʶʪʩʷ ʢʘʢ 

Intel, ʪʘʢ ʠ ʧʨʦʠʟʚʦʜʠʪʝʣʷʤʠ ʫʩʪʨʦʡʩʪʚ. ʊʦ ʝʩʪʴ ʦʙʥʦʚʣʝʥʠʷ ʷʚʥʦ ʥʝ ʟʘʩʪʘʚʷʪ ʩʝʙʷ 

ʞʜʘʪʴ. 

ʈʘʟʫʤʝʝʪʩʷ, ʘʚʪʦʨʳ Platypus ʥʝ ʠʤʝʣʠ ʚʦʟʤʦʞʥʦʩʪʠ ʧʨʦʪʝʩʪʠʨʦʚʘʪʴ ʥʘ 

ʫʷʟʚʠʤʦʩʪʴ ʚʩʝ ʫʩʪʨʦʡʩʪʚʘ, ʜʦʩʪʫʧʥʳʝ ʩʝʛʦʜʥʷ ʥʘ ʨʳʥʢʝ. ʆʜʥʘʢʦ RAPL-ʠʥʪʝʨʬʝʡʩ 



 162 

ʚ ʩʚʦʠʭ ʧʨʦʜʫʢʪʘʭ ʠʩʧʦʣʴʟʫʶʪ ʠ ʜʨʫʛʠʝ ʧʨʦʠʟʚʦʜʠʪʝʣʠ, ʧʦʵʪʦʤʫ ʠʩʩʣʝʜʦʚʘʪʝʣʠ 

ʧʦʣʘʛʘʶʪ, ʯʪʦ ʠʤ ʪʦʞʝ ʤʦʞʝʪ ʫʛʨʦʞʘʪʴ ʦʧʘʩʥʦʩʪʴ. ʊʘʢ, ʦʜʠʥ ʠʟ ʩʧʝʮʠʘʣʠʩʪʦʚ 

ʨʘʩʩʢʘʟʘʣ ʞʫʨʥʘʣʠʩʪʘʤ ZDNet ʦ ʪʦʤ, ʯʪʦ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʘʷ ʛʨʫʧʧʘ ʧʨʦʚʝʣʘ ʨʷʜ 

ʵʢʩʧʝʨʠʤʝʥʪʦʚ ʥʘ ʧʨʦʮʝʩʩʦʨʘʭ AMD, ʠ ʪʦʞʝ ʥʘʙʣʶʜʘʣʘ ʫʪʝʯʢʫ ʜʘʥʥʳʭ ʯʝʨʝʟ 

ʧʦʪʨʝʙʣʝʥʠʝ ʵʥʝʨʛʠʠ. ʊʘ ʞʝ ʧʨʦʙʣʝʤʘ ʤʦʞʝʪ ʢʘʩʘʪʴʩʷ ʫʩʪʨʦʡʩʪʚ ʥʘ ʙʘʟʝ ARM, ʘ 

ʜʨʫʛʠʝ ʧʨʦʠʟʚʦʜʠʪʝʣʠ, ʚʢʣʶʯʘʷ Nvidia, Marvell ʠ Ampere, ʠʩʧʦʣʴʟʫʶʪ ʚ ʩʚʦʠʭ 

ʧʨʦʜʫʢʪʘʭ ʚʝʩʴʤʘ ʩʭʦʞʠʝ ʩ RAPL ʨʝʰʝʥʠʷè. (ʄʘʨʠʷ ʅʝʬʸʜʦʚʘ. ɸʪʘʢʘ Platypus 

ʧʦʟʚʦʣʷʝʪ ʚʦʨʦʚʘʪʴ ʜʘʥʥʳʝ ʩ ʧʨʦʮʝʩʩʦʨʦʚ Intel // Xakep 

(https://xakep.ru/2020/11/11/platypus/). 11.11.2020).  
***  

 

çɸʤʝʨʠʢʘʥʩʢʘʷ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʘʷ ʢʦʤʧʘʥʠʷ Verizon ʦʧʫʙʣʠʢʦʚʘʣʘ 

ʩʚʦʡ ʧʝʨʚʳʡ ʦʪʯʝʪ ʦ ʢʘʤʧʘʥʠʷʭ ʧʦ ʢʠʙʝʨʰʧʠʦʥʘʞʫ, ʦʩʥʦʚʘʥʥʳʡ ʥʘ 

ʤʘʪʝʨʠʘʣʘʭ Verizon Data Breach Investigations Report (DBIR) ʟʘ ʩʝʤʴ ʣʝʪ ʠ ʥʘ 

ʙʦʣʝʝ ʯʝʤ 14-ʣʝʪʥʝʤ ʦʧʳʪʝ, ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʤ ʩʧʝʮʠʘʣʠʩʪʘʤʠ Threat Research 

Advisory Center (VTRAC).  

ʂʘʢ ʚʳʷʩʥʠʣʠ ʵʢʩʧʝʨʪʳ, ʚ ʩʣʫʯʘʷʭ ʢʠʙʝʨʰʧʠʦʥʘʞʘ ʙʦʣʝʝ 80% ʧʨʝʩʪʫʧʥʠʢʦʚ 

ʜʝʡʩʪʚʦʚʘʣʠ ʚ ʠʥʪʝʨʝʩʘʭ ʧʨʘʚʠʪʝʣʴʩʪʚ ʩʪʨʘʥ ʠ ʪʦʣʴʢʦ 4% ʙʳʣʠ ʩʚʷʟʘʥʳ ʩ 

ʦʨʛʘʥʠʟʦʚʘʥʥʦʡ ʧʨʝʩʪʫʧʥʦʩʪʴʶ. ɹʳʚʰʠʝ ʩʦʪʨʫʜʥʠʢʠ ʢʦʤʧʘʥʠʡ ʠ ʦʨʛʘʥʠʟʘʮʠʡ 

ʩʦʩʪʘʚʠʣʠ 2% ʦʪ ʚʩʝʭ ʢʠʙʝʨʰʧʠʦʥʦʚ.  

ʅʘʠʙʦʣʝʝ ʧʦʩʪʨʘʜʘʚʰʠʤʠ ʦʪ ʢʠʙʝʨʰʧʠʦʥʘʞʘ ʦʪʨʘʩʣʷʤʠ ʟʘ ʧʦʩʣʝʜʥʠʝ ʩʝʤʴ 

ʣʝʪ ʙʳʣʠ: ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʡ ʩʝʢʪʦʨ, ʧʨʦʠʟʚʦʜʩʪʚʦ, ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʘʷ ʜʝʷʪʝʣʴʥʦʩʪʴ, 

ʠʥʬʦʨʤʘʮʠʷ, ʛʦʨʥʦʜʦʙʳʚʘʶʱʘʷ ʧʨʦʤʳʰʣʝʥʥʦʩʪʴ, ʢʦʤʤʫʥʘʣʴʥʳʝ ʫʩʣʫʛʠ, 

ʦʙʨʘʟʦʚʘʥʠʝ ʠ ʬʠʥʘʥʩʦʚʘʷ ʦʪʨʘʩʣʴ. ɹʦʣʴʰʝ ʚʩʝʛʦ ʢʠʙʝʨʘʪʘʢ ʧʨʠʰʣʦʩʴ ʥʘ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʡ ʩʝʢʪʦʨ (31%), ʟʘ ʢʦʪʦʨʳʤ ʩʣʝʜʫʶʪ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʘʷ (22%) ʠ 

ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʘʷ ʦʪʨʘʩʣʠ (11%).  

ʆʩʥʦʚʥʳʤʠ ʮʝʣʷʤʠ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʚʦ ʚʨʝʤʷ ʢʠʙʝʨʰʧʠʦʥʘʞʘ ʙʳʣʠ 

ʧʝʨʩʦʥʘʣʴʥʳʝ ʢʦʤʧʴʶʪʝʨʳ ʠ ʥʦʫʪʙʫʢʠ (88%), ʩʦʪʦʚʳʝ ʪʝʣʝʬʦʥʳ (14%) ʠ web-

ʧʨʠʣʦʞʝʥʠʷ (10%). ʉʘʤʳʤ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤ ʚʠʜʦʤ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʙʳʣʠ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ (56%), ʩʝʢʨʝʪʳ (49%), ʚʥʫʪʨʝʥʥʠʝ ʜʦʢʫʤʝʥʪʳ 

(12%) ʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʪʘʡʥʳ (7%).  

ɺ ʦʪʯʝʪʝ ʛʦʚʦʨʠʪʩʷ, ʯʪʦ, ʭʦʪʷ ʩʝʪʴ ʦʨʛʘʥʠʟʘʮʠʠ ʤʦʞʝʪ ʙʳʪʴ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʘ ʟʘ ʩʝʢʫʥʜʳ, ʥʘ ʦʙʥʘʨʫʞʝʥʠʝ ʚʟʣʦʤʘ ʤʦʛʫʪ ʫʡʪʠ ʮʝʣʳʝ ʛʦʜʳ. ɺ 

91% ʩʣʫʯʘʝʚ ʚʨʝʤʷ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʩʦʩʪʘʚʣʷʣʦ ʦʪ ʥʝʩʢʦʣʴʢʠʭ ʩʝʢʫʥʜ ʜʦ ʜʥʝʡ, ʚ 

88% ʩʣʫʯʘʝʚ ʥʘ ʭʠʱʝʥʠʝ ʜʘʥʥʳʭ ʧʨʝʩʪʫʧʥʠʢʘʤ ʪʨʝʙʦʚʘʣʦʩʴ ʦʪ ʧʘʨʳ ʤʠʥʫʪ ʜʦ 

ʥʝʜʝʣʴ, ʘ ʥʘ ʦʙʥʘʨʫʞʝʥʠʝ 69% ʠʥʮʠʜʝʥʪʦʚ ʫ ʢʦʤʧʘʥʠʡ ʫʰʣʦ ʥʝʩʢʦʣʴʢʦ ʤʝʩʷʮʝʚ 

ʠʣʠ ʜʘʞʝ ʣʝʪ.  

ʇʦ ʩʣʦʚʘʤ ʧʨʝʜʩʪʘʚʠʪʝʣʝʡ Verizon, ʜʦʢʫʤʝʥʪ ʜʦʣʞʝʥ ʧʦʩʣʫʞʠʪʴ 

ʨʫʢʦʚʦʜʩʪʚʦʤ ʜʣʷ ʵʢʩʧʝʨʪʦʚ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʠʱʫʱʠʭ ʩʧʦʩʦʙʳ 

ʫʣʫʯʰʠʪʴ ʩʦʩʪʦʷʥʠʝ ʢʠʙʝʨʟʘʱʠʪʳ ʩʚʦʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʚʦʟʤʦʞʥʦʩʪʠ ʨʝʘʛʠʨʦʚʘʥʠʷ 

ʥʘ ʠʥʮʠʜʝʥʪʳè. (ɹʦʣʝʝ 80% ʢʠʙʝʨʰʧʠʦʥʦʚ ʜʝʡʩʪʚʫʶʪ ʚ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ 

ʠʥʪʝʨʝʩʘʭ // SecurityLab.ru (https://www.securitylab.ru/news/514161.php). 

18.11.2020).  
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çʕʢʩʧʝʨʪʳ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʛʦ ʮʝʥʪʨʘ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè 

ʧʨʝʜʩʪʘʚʠʣʠ ʧʨʦʛʥʦʟ ʫʛʨʦʟ ʥʘ ʩʣʝʜʫʶʱʠʡ ʛʦʜ. 

ɺ 2021 ʛʦʜʫ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʩʪʘʥʫʪ ʘʢʪʠʚʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʩʚʦʠʭ ʘʪʘʢʘʭ 

ʧʦʩʣʝʜʩʪʚʠʷ ʧʘʥʜʝʤʠʠ ʢʦʨʦʥʘʚʠʨʫʩʘ, ʘ ʥʘʨʷʜʫ ʩ COVID-19 ʪʨʝʥʜʦʤ ʩʨʝʜʠ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʩʪʘʥʝʪ ʧʦʠʩʢ ʙʨʝʰʝʡ ʚ ʥʦʚʦʤ ʧʦʢʦʣʝʥʠʠ ʩʚʷʟʠ 5G, ʢʦʪʦʨʳʡ 

ʩʪʘʥʝʪ ʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʸʥʥʳʤ. 

ʂʘʢ ʦʪʤʝʯʘʶʪ ʩʧʝʮʠʘʣʠʩʪʳ Global Research and Analysis Team, ʧʨʘʚʠʪʝʣʴʩʪʚʘ 

ʨʘʟʥʳʭ ʩʪʨʘʥ ʩʪʘʥʫʪ ʯʘʱʝ ʟʘʷʚʣʷʪʴ ʦ ʧʨʠʯʘʩʪʥʦʩʪʠ ʢʦʥʢʨʝʪʥʦʡ ʛʨʫʧʧʳ ʢ ʪʦʡ ʠʣʠ 

ʠʥʦʡ ʘʪʘʢʝ, ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʢʦʤʧʘʥʠʠ ʙʫʜʫʪ ʘʢʪʠʚʥʝʝ 

ʧʨʝʩʣʝʜʦʚʘʪʴ ʙʨʦʢʝʨʦʚ ʵʢʩʧʣʦʡʪʦʚ ʥʫʣʝʚʦʛʦ ʜʥʷ ʚ ʩʫʜʝʙʥʦʤ ʧʦʨʷʜʢʝ. 

ɼʨʫʛʠʤʠ ʪʨʝʥʜʘʤʠ ʩʪʘʥʫʪ ʫʞʝ ʚʩʪʨʝʯʘʶʱʠʝʩʷ ʘʪʘʢʠ ʩ ʮʝʣʴʶ ʚʳʢʫʧʘ, ʢʦʛʜʘ ʫ 

ʢʦʤʧʘʥʠʡ ʰʠʬʨʫʶʪ ʜʘʥʥʳʝ ʠ ʪʨʝʙʫʶʪ ʟʘʧʣʘʪʠʪʴ ʟʘ ʠʭ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ, ʘ ʢʨʦʤʝ 

ʪʦʛʦ ʘʢʪʠʚʥʳʡ ʧʝʨʝʭʦʜ ʥʘ ʫʜʘʣʸʥʥʫʶ ʨʘʙʦʪʫ ʦʪʢʨʦʝʪ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ 

ʚʦʟʤʦʞʥʦʩʪʴ ʘʢʪʠʚʥʝʝ ʧʦʭʠʱʘʪʴ ʣʠʯʥʳʝ ʜʘʥʥʳʝ. ʇʨʠ ʵʪʦʤ ʧʦʩʣʝʜʩʪʚʠʷ ʢʠʙʝʨʘʪʘʢ 

ʙʫʜʫʪ ʙʦʣʝʝ ʨʘʟʨʫʰʠʪʝʣʴʥʳʤʠ ʠʟ-ʟʘ ʧʦʚʩʝʤʝʩʪʥʦʛʦ ʚʥʝʜʨʝʥʠʷ ʪʝʭʥʦʣʦʛʠʡ ʠ 

ʠʥʪʝʨʥʝʪʘ ʚ ʥʘʰʫ ʞʠʟʥʴ. 

ʄʠʨ ʤʝʥʷʝʪʩʷ ʦʯʝʥʴ ʙʳʩʪʨʦ, ʠ ʥʝʚʦʟʤʦʞʥʦ ʙʳʪʴ ʫʚʝʨʝʥʥʳʤ ʚ ʪʦʤ, ʯʪʦ ʙʫʜʝʪ 

ʧʨʦʠʩʭʦʜʠʪʴ ʟʘʚʪʨʘ. ʂʦʣʠʯʝʩʪʚʦ ʠ ʩʣʦʞʥʦʩʪʴ ʧʝʨʝʤʝʥ, ʩʚʠʜʝʪʝʣʷʤʠ ʢʦʪʦʨʳʭ ʤʳ 

ʩʪʘʣʠ ʠ ʢʦʪʦʨʳʝ ʚʣʠʷʶʪ ʥʘ ʣʘʥʜʰʘʬʪ ʫʛʨʦʟ, ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʩʘʤʳʤ ʨʘʟʥʳʤ 

ʩʮʝʥʘʨʠʷʤ. ɺ ʤʠʨʝ ʥʝʪ ʥʠ ʦʜʥʦʡ ʢʦʤʘʥʜʳ ʵʢʩʧʝʨʪʦʚ, ʢʦʪʦʨʘʷ ʠʤʝʣʘ ʙʳ 

ʠʩʯʝʨʧʳʚʘʶʱʝʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦʙʦ ʚʩʝʭ ʩʣʦʞʥʳʭ ʢʠʙʝʨʘʪʘʢʘʭ, ʥʦ, ʢʘʢ ʧʦʢʘʟʘʣ ʥʘʰ 

ʧʨʝʜʳʜʫʱʠʡ ʦʧʳʪ, ʤʳ ʩʧʦʩʦʙʥʳ ʧʨʝʜʚʠʜʝʪʴ ʤʥʦʛʠʝ ʧʨʦʜʚʠʥʫʪʳʝ ʫʛʨʦʟʳ ʠ, ʢʘʢ 

ʩʣʝʜʩʪʚʠʝ, ʣʫʯʰʝ ʛʦʪʦʚʠʪʴʩʷ ʢ ʥʠʤ. ʄʳ ʧʨʦʜʦʣʞʠʤ ʠʟʫʯʘʪʴ ʪʘʢʪʠʢʠ ʠ ʤʝʪʦʜʳ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ, ʜʝʣʠʪʴʩʷ ʪʝʤ, ʯʪʦ ʫʟʥʘʣʠ, ʠ ʦʮʝʥʠʚʘʪʴ ʧʦʩʣʝʜʩʪʚʠʷ 

ʦʙʥʘʨʫʞʠʚʘʝʤʳʭ ʮʝʣʝʚʳʭ ʘʪʘʢè, ð ʧʦʜʯʝʨʢʥʫʣ ʟʘʤʝʩʪʠʪʝʣʴ ʨʫʢʦʚʦʜʠʪʝʣʷ 

ʛʣʦʙʘʣʴʥʦʛʦ ʮʝʥʪʨʘ ʠʩʩʣʝʜʦʚʘʥʠʡ ʠ ʘʥʘʣʠʟʘ ʫʛʨʦʟ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè 

ʉʝʨʛʝʡ ʅʦʚʠʢʦʚéè. (ʄʘʢʩʠʤ ɺʝʨʰʠʥʠʥ. ɹʦʣʴʰʝ ʚʨʝʜʘ ʠ ʘʪʘʢʠ ʥʘ 5G: 

ʩʧʝʮʠʘʣʠʩʪʳ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʝʜʫʧʨʝʞʜʘʶʪ ʦ ʧʨʦʙʣʝʤʘʭ 2021 ʛʦʜʘ // 

ʆʆʆ çʌʵʰʥ ʇʨʝʩʩè (https://www.popmech.ru/technologies/news-645763-bolshe-

vreda-i-ataki-na-5g-specialisty-po-kiberbezopasnosti-preduprezhdayut-o-problemah-

2021-goda/). 23.11.2020).  
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çʏʠʢʘʛʩʢʘʷ ʢʦʤʧʘʥʠʷ, ʟʘʥʠʤʘʶʱʘʷʩʷ ʪʨʘʥʩʧʦʨʪʥʳʤʠ ʪʝʭʥʦʣʦʛʠʷʤʠ, 

Rand McNally, ʨʘʙʦʪʘʝʪ ʥʘʜ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝʤ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʩʝʪʠ ʧʦʩʣʝ 

ʢʠʙʝʨʘʪʘʢʠ, ʧʦʨʘʟʠʚʰʝʡ ʝʝ ʩʠʩʪʝʤʳ ʚ ʥʘʯʘʣʝ ʵʪʦʡ ʥʝʜʝʣʠ. 

Rand McNally - ʘʤʝʨʠʢʘʥʩʢʘʷ ʢʦʤʧʘʥʠʷ, ʦʩʥʦʚʘʥʥʘʷ ʚ 1856 ʛʦʜʫ, ʢʦʪʦʨʘʷ 

ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʚʝʜʫʱʝʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʦʧʪʠʤʠʟʘʮʠʠ ʤʘʨʰʨʫʪʘ ʠ 

ʫʧʨʘʚʣʝʥʠʷ ʘʚʪʦʧʘʨʢʦʤ ʧʝʨʝʚʦʟʯʠʢʘʤ, ʩʫʜʦʭʦʜʥʳʤ ʢʦʤʧʘʥʠʷʤ ʠ ʩʪʦʨʦʥʥʠʤ 

ʧʦʩʪʘʚʱʠʢʘʤ ʣʦʛʠʩʪʠʯʝʩʢʠʭ ʫʩʣʫʛ. 

ʂʦʤʧʘʥʠʷ ʪʘʢʞʝ ʚʣʘʜʝʝʪ ʦʙʣʘʯʥʦʡ ʪʝʣʝʤʘʪʠʯʝʩʢʦʡ ʧʣʘʪʬʦʨʤʦʡ ʠ 

ʨʘʩʧʨʦʩʪʨʘʥʷʝʪ ʧʨʦʠʟʚʦʜʠʤʳʝ ʝʶ ʪʝʭʥʦʣʦʛʠʠ ʧʦʜʢʣʶʯʝʥʥʳʭ ʪʨʘʥʩʧʦʨʪʥʳʭ 

ʩʨʝʜʩʪʚ, ʧʦʪʨʝʙʠʪʝʣʴʩʢʠʝ ʧʫʪʝʰʝʩʪʚʠʷ ʠ ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʝ ʧʨʦʜʫʢʪʳ. 

ʅʝʢʦʪʦʨʳʝ ʩʠʩʪʝʤʳ ʦʪʢʣʶʯʝʥʳ ʧʦʩʣʝ ʘʪʘʢʠ 
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çʅʝʜʘʚʥʦ ʤʳ ʦʙʥʘʨʫʞʠʣʠ ʥʘʨʫʰʝʥʠʝ ʨʘʙʦʪʳ ʥʝʢʦʪʦʨʳʭ ʯʘʩʪʝʡ ʥʘʰʝʡ 

ʢʦʤʧʴʶʪʝʨʥʦʡ ʩʝʪʠè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ ʢʦʤʧʘʥʠʠ ʚ Facebook ʚʦ ʚʪʦʨʥʠʢ. 

çʄʳ ʥʘʯʘʣʠ ʥʝʤʝʜʣʝʥʥʦʝ ʨʘʩʩʣʝʜʦʚʘʥʠʝ, ʢʦʪʦʨʦʝ ʚʢʣʶʯʘʣʦ ʦʪʢʣʶʯʝʥʠʝ ʥʝʢʦʪʦʨʳʭ 

ʩʠʩʪʝʤ ʠ ʨʘʙʦʪʫ ʩʦ ʩʧʝʮʠʘʣʠʩʪʘʤʠ ʧʦ ʢʦʤʧʴʶʪʝʨʥʦʡ ʢʨʠʤʠʥʘʣʠʩʪʠʢʝ, ʯʪʦʙʳ 

ʦʧʨʝʜʝʣʠʪʴ ʭʘʨʘʢʪʝʨ ʠ ʤʘʩʰʪʘʙ ʩʦʙʳʪʠʷ. 

çʄʳ ʧʨʠʣʘʛʘʝʤ ʚʩʝ ʫʩʠʣʠʷ, ʯʪʦʙʳ ʚʦʩʩʪʘʥʦʚʠʪʴ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ ʥʘʰʠʭ 

ʩʠʩʪʝʤ. ɹʣʘʛʦʜʘʨʠʤ ʚʘʩ ʟʘ ʪʝʨʧʝʥʠʝ ʠ ʧʦʥʠʤʘʥʠʝ ʠ ʧʨʠʥʦʩʠʤ ʠʟʚʠʥʝʥʠʷ ʟʘ ʣʶʙʳʝ 

ʥʝʫʜʦʙʩʪʚʘè. 

ɺ ʦʪʜʝʣʴʥʦʤ ʫʚʝʜʦʤʣʝʥʠʠ, ʦʪʧʨʘʚʣʝʥʥʦʤ ʢʣʠʝʥʪʘʤ ʚʦ ʚʪʦʨʥʠʢ, ʈʵʥʜ 

ʄʘʢʅʘʣʣʠ ʩʦʦʙʱʠʣ, ʯʪʦ ʥʝʪ ʥʠʢʘʢʠʭ ʫʢʘʟʘʥʠʡ ʥʘ ʪʦ, ʯʪʦ ʜʘʥʥʳʝ ʢʣʠʝʥʪʦʚ ʙʳʣʠ 

ʟʘʪʨʦʥʫʪʳ ʢʠʙʝʨʘʪʘʢʦʡ. 

Rand McNally ʥʝ ʩʤʦʛ ʧʨʝʜʦʩʪʘʚʠʪʴ ʛʨʘʬʠʢ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʠʣʠ ʦʮʝʥʢʫ ʪʦʛʦ, 

ʩʢʦʣʴʢʦ ʚʨʝʤʝʥʠ ʧʦʪʨʝʙʫʝʪʩʷ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʩʝʪʠ. 

ʂʨʦʤʝ ʪʦʛʦ, ʥʘʯʠʥʘʷ ʩ ʫʪʨʘ ʚʪʦʨʥʠʢʘ, ʛʣʘʚʥʳʡ ʚʝʙ-ʩʘʡʪ ʢʦʤʧʘʥʠʠ ʠ ʩʘʡʪ 

ʘʚʪʦʧʘʨʢʘ ʙʳʣʠ ʦʪʢʣʶʯʝʥʳ, ʯʪʦʙʳ ʥʘ ʩʣʝʜʫʶʱʠʡ ʜʝʥʴ ʨʘʙʦʪʘʪʴ ʩ ʦʛʨʘʥʠʯʝʥʥʦʡ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ. 

ʇʨʷʤʦ ʩʝʡʯʘʩ ʥʘ ʩʘʡʪʘʭ ʈʵʥʜʘ ʄʘʢʅʘʣʣʠ ʦʪʦʙʨʘʞʘʶʪʩʷ ʫʚʝʜʦʤʣʝʥʠʷ ʦ ʩʙʦʷʭ, 

ʚ ʢʦʪʦʨʳʭ ʛʦʚʦʨʠʪʩʷ, ʯʪʦ çʤʳ ʦʙʥʦʚʣʷʝʤ ʥʘʰʠ ʩʠʩʪʝʤʳ ʩʝʡʯʘʩ ʠ ʩʢʦʨʦ ʚʝʨʥʝʤʩʷ ʢ 

ʨʘʙʦʪʝè. 

ʂʣʠʝʥʪʳ ʤʦʛʫʪ ʟʘʧʨʦʩʠʪʴ ʧʦʤʦʱʴ ʩ ʧʨʦʜʫʢʪʘʤʠ Fleet (TND 760/765, HD100, 

DC 200, DC 210) ʟʜʝʩʴ, ʘ ʩ GPS ʠ ʜʨʫʛʦʡ ʵʣʝʢʪʨʦʥʠʢʦʡ (TND, OverDryves, 

ʧʣʘʥʰʝʪʳ, ʛʘʨʥʠʪʫʨʳ) ʟʜʝʩʴ ʯʝʨʝʟ ʯʘʪ ʧʦʜʜʝʨʞʢʠ. 

ʈʘʥʝʝ ʩʝʛʦʜʥʷ Rand McNally ʨʘʟʦʩʣʘʣ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʩʚʦʠʭ ʵʣʝʢʪʨʦʥʥʳʭ 

ʫʩʪʨʦʡʩʪʚ ʨʝʛʠʩʪʨʘʮʠʠ (ELD) ʥʦʚʦʝ ʫʚʝʜʦʤʣʝʥʠʝ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ, ʚ ʢʦʪʦʨʦʤ 

ʛʦʚʦʨʠʣʦʩʴ, ʯʪʦ ʢʠʙʝʨʘʪʘʢʘ ʟʘʪʨʦʥʫʣʘ ʪʦʣʴʢʦ ʝʝ ʨʘʟʤʝʱʝʥʥʳʝ ʠ ʩʝʪʝʚʳʝ ʩʠʩʪʝʤʳ. 

çʅʘ ʥʘʚʠʛʘʮʠʦʥʥʳʝ ʬʫʥʢʮʠʠ ʥʘʰʠʭ ʫʩʪʨʦʡʩʪʚ GPS ʵʪʦ ʥʝ ʧʦʚʣʠʷʝʪ - ʵʪʠ 

ʫʩʪʨʦʡʩʪʚʘ ʧʨʦʜʦʣʞʘʶʪ ʨʘʙʦʪʘʪʴ, ʢʘʢ ʠ ʜʨʫʛʘʷ ʙʳʪʦʚʘʷ ʵʣʝʢʪʨʦʥʠʢʘè, - ʜʦʙʘʚʠʣʠ ʚ 

ʢʦʤʧʘʥʠʠ. 

çʆʙʨʘʪʠʪʝ ʪʘʢʞʝ ʚʥʠʤʘʥʠʝ ʥʘ ʪʦ, ʯʪʦ ʚ ʥʘʰʝʤ ʠʥʪʝʨʥʝʪ-ʤʘʛʘʟʠʥʝ ʚʦʟʥʠʢʘʶʪ 

ʟʥʘʯʠʪʝʣʴʥʳʝ ʟʘʜʝʨʞʢʠ ʧʨʠ ʜʦʩʪʘʚʢʝè. 

ɺ ʧʨʦʮʝʩʩʝ ʨʝʘʛʠʨʦʚʘʥʠʷ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʤʳ ʧʦʤʥʠʤ ʦ ʧʦʩʪʦʷʥʥʦ 

ʨʘʩʪʫʱʝʤ ʫʨʦʚʥʝ ʩʣʦʞʥʦʩʪʠ ʵʪʠʭ ʠʥʮʠʜʝʥʪʦʚ. ʄʳ ʥʘʥʷʣʠ ʦʧʳʪʥʳʭ 

ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʳʭ ʢʦʥʩʫʣʴʪʘʥʪʦʚ, ʯʪʦʙʳ ʥʘʧʨʘʚʣʷʪʴ ʥʘʰʠ ʫʩʠʣʠʷ, ʠ ʤʳ ʪʱʘʪʝʣʴʥʦ 

ʦʮʝʥʠʚʘʝʤ ʣʶʙʳʝ ʨʠʩʢʠ. ʄʳ ʩʜʝʣʘʣʠ ʟʥʘʯʠʪʝʣʴʥʳʝ ʰʘʛʠ ʚ ʥʘʧʨʘʚʣʝʥʠʠ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʠ ʧʨʦʜʦʣʞʘʝʤ ʨʘʩʩʣʝʜʦʚʘʥʠʝ, ʯʪʦʙʳ ʣʫʯʰʝ ʧʦʥʷʪʴ ʠʥʮʠʜʝʥʪ ʠ 

ʩʧʦʩʦʙʳ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʩʙʦʝʚ ʚ ʙʫʜʫʱʝʤ. - ʈʵʥʜ ʄʘʢʅʘʣʣʠ 

ʇʣʘʪʬʦʨʤʘ DriverConnect ELD ʥʝ ʨʘʙʦʪʘʝʪ 

ʆʜʥʘʢʦ ʚ ʟʘʷʚʣʝʥʠʠ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʤ ʜʣʷ Land Line, ʧʨʝʜʩʪʘʚʠʪʝʣʴ ʈʵʥʜʘ 

ʄʘʢʥʝʣʣʠ ʩʢʘʟʘʣ, ʯʪʦ ʧʣʘʪʬʦʨʤʘ ELD ʢʦʤʧʘʥʠʠ ʥʝ ʨʘʙʦʪʘʝʪ, ʠ ʧʨʝʜʣʦʞʠʣ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʙʫʤʘʞʥʦʝ ʚʝʜʝʥʠʝ ʞʫʨʥʘʣʘ ʜʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʧʦʨʘʞʝʥʥʳʭ ʩʠʩʪʝʤ. 

ʋʩʪʨʦʡʩʪʚʘ ELD - ʵʪʦ ʵʣʝʢʪʨʦʥʥʳʝ ʙʦʨʪʦʚʳʝ ʞʫʨʥʘʣʳ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʩʝ ʚʦʜʠʪʝʣʠ, ʯʪʦʙʳ ʦʥʠ ʥʝ ʤʦʛʣʠ ʫʧʨʘʚʣʷʪʴ ʘʚʪʦʤʦʙʠʣʝʤ ʜʦʣʴʰʝ, 

ʯʝʤ ʨʘʟʨʝʰʝʥʦ ʟʘʢʦʥʦʤ. 

çʉʝʪʴ, ʢʦʪʦʨʘʷ ʧʦʜʜʝʨʞʠʚʘʝʪ ʥʘʰʫ ʧʣʘʪʬʦʨʤʫ DriverConnect ELD, ʥʝ 

ʨʘʙʦʪʘʝʪè, - ʩʢʘʟʘʣ ʧʨʝʜʩʪʘʚʠʪʝʣʴ. çʉʦʛʣʘʩʥʦ ʧʨʘʚʠʣʘʤ FMCSA, ʤʳ ʠʥʩʪʨʫʢʪʠʨʫʝʤ 
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ʘʚʪʦʧʘʨʢʠ ʠ ʚʦʜʠʪʝʣʝʡ ʠʩʧʦʣʴʟʦʚʘʪʴ ʙʫʤʘʞʥʦʝ ʚʝʜʝʥʠʝ ʞʫʨʥʘʣʘ, ʧʦʢʘ ʤʳ ʥʝ 

ʩʤʦʞʝʤ ʚʦʩʩʪʘʥʦʚʠʪʴ ʥʘʰʠ ʩʠʩʪʝʤʳè. 

çʄʳ ʟʘʚʝʨʷʝʤ ʚʘʩ, ʯʪʦ ʤʳ ʬʦʢʫʩʠʨʫʝʤ ʥʘʰʠ ʨʝʩʫʨʩʳ ʥʘ ʚʦʩʩʪʘʥʦʚʣʝʥʠʠ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʠ ʥʘʰʝʡ ʩʝʪʠ, ʯʪʦʙʳ ʚʦʟʦʙʥʦʚʠʪʴ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʚʩʝʛʦ ʩʧʝʢʪʨʘ 

ʥʘʰʠʭ ʫʩʣʫʛè. 

ʍʦʪʷ ʈʵʥʜ ʄʘʢʅʝʣʣʠ ʥʝ ʩʜʝʣʘʣ ʦʬʠʮʠʘʣʴʥʦʛʦ ʟʘʷʚʣʝʥʠʷ ʧʦ ʵʪʦʤʫ ʧʦʚʦʜʫ, 

ʢʠʙʝʨʘʪʘʢʘ, ʢʦʪʦʨʘʷ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʟʘʪʨʘʛʠʚʘʝʪ ʝʛʦ ʩʠʩʪʝʤʳ, ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʚʩʝ 

ʧʨʠʟʥʘʢʠ ʘʪʘʢʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ, ʥʘʯʠʥʘʷ ʩ 

ʢʨʫʧʥʦʤʘʩʰʪʘʙʥʳʭ ʩʙʦʝʚ ʚ ʨʘʙʦʪʝ ʠ ʧʨʦʜʦʣʞʘʶʱʠʭʩʷ ʫʩʠʣʠʡ ʧʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʶ 

ʩʝʪʠéè. (Sergiu Gatlan. Truck routing provider Rand McNally hit by cyberattack // 

Bleeping ComputerÈ (https://www.bleepingcomputer.com/news/security/truck-routing-

provider-rand-mcnally-hit-by-cyberattack/). 26.11.2020).  

***  

 

çʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ, ʩʪʨʝʤʷʱʠʝʩʷ ʫʢʨʘʩʪʴ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʪʨʘʚʷʪ 

ʛʨʘʞʜʘʥ ʉʐɸ ʵʣʝʢʪʨʦʥʥʳʤʠ ʧʠʩʴʤʘʤʠ, ʷʢʦʙʳ ʦʪʧʨʘʚʣʝʥʥʳʤʠ 

ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʤʠ ʫʯʨʝʞʜʝʥʠʷʤʠ, ʧʨʝʜʣʘʛʘʶʱʠʤʠ ʬʝʜʝʨʘʣʴʥʫʶ ʧʦʤʦʱʴ. 
ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʨʘʩʩʳʣʘʶʪ ʩʦʦʙʱʝʥʠʷ, ʷʢʦʙʳ ʦʪ ʦʨʛʘʥʦʚ ʬʝʜʝʨʘʣʴʥʦʛʦ 

ʧʨʘʚʠʪʝʣʴʩʪʚʘ, ʧʨʝʜʣʘʛʘʶʱʠʭ ʬʠʥʘʥʩʦʚʫʶ ʧʦʤʦʱʴ ʠʣʠ ʧʦʤʦʱʴ ʧʦ ʙʝʟʨʘʙʦʪʠʮʝ ʚʦ 

ʚʨʝʤʷ ʧʘʥʜʝʤʠʠ. 

ʇʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ ʠ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ 

ʎʝʣʴʶ ʬʠʰʠʥʛʦʚʳʭ ʢʘʤʧʘʥʠʡ ʷʚʣʷʝʪʩʷ ʩʙʦʨ ʣʠʯʥʳʭ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʢʨʘʞʠ ʣʠʯʥʳʭ ʜʘʥʥʳʭ, ʘ ʪʘʢʞʝ ʠʤʝʥ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ 

ʧʘʨʦʣʝʡ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʘʪʘʢ ʩ ʟʘʧʦʣʥʝʥʠʝʤ ʫʯʝʪʥʳʭ 

ʜʘʥʥʳʭ. 

ɺ ʦʪʥʦʰʝʥʠʠ ʦʜʥʦʛʦ ʚʨʝʜʦʥʦʩʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʢʦʤʧʘʥʠʷ Inky, ʟʘʥʠʤʘʶʱʘʷʩʷ 

ʟʘʱʠʪʦʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʩʦʦʙʱʘʝʪ, ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʟʘʤʘʥʠʚʘʣʠ ʞʝʨʪʚ 

ʧʦʜʜʝʣʴʥʦʡ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʧʨʦʛʨʘʤʤʦʡ, ʧʨʝʜʣʘʛʘʶʱʝʡ ʜʝʥʝʞʥʳʝ ʚʳʧʣʘʪʳ ʥʘ 

ʩʫʤʤʫ ʜʦ 5800 ʜʦʣʣʘʨʦʚ. 

ʉʩʳʣʢʘ ʥʘ ʧʨʦʛʨʘʤʤʫ ʚʳʛʣʷʜʠʪ ʧʦʜʦʟʨʠʪʝʣʴʥʦ, ʥʦ ʥʘʞʘʪʠʝ ʥʘ ʥʝʝ ʚʝʜʝʪ ʢ 

çʫʛʥʘʥʥʦʤʫ ʜʦʤʝʥʫ, ʢʦʪʦʨʳʡ ʚʳʜʘʝʪ ʩʝʙʷ ʟʘ ʬʝʜʝʨʘʣʴʥʦʝ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʉʐɸè, - 

ʛʦʚʦʨʠʪʩʷ ʚ ʩʝʛʦʜʥʷʰʥʝʤ ʦʪʯʝʪʝ ʀʥʢʠ. 

ʌʦʨʤʘ ʥʘ ʚʨʝʜʦʥʦʩʥʦʤ ʩʘʡʪʝ ʧʝʨʚʦʥʘʯʘʣʴʥʦ ʟʘʧʨʘʰʠʚʘʝʪ ʫ ʞʝʨʪʚʳ ʠʤʷ ʠ 

ʜʘʪʫ ʨʦʞʜʝʥʠʷ, ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʜʨʫʛʦʡ ʬʦʨʤʝ, ʢʦʪʦʨʘʷ ʟʘʧʨʘʰʠʚʘʝʪ 

ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʚʢʣʶʯʘʷ ʥʦʤʝʨ ʩʦʮʠʘʣʴʥʦʛʦ ʩʪʨʘʭʦʚʘʥʠʷ, 

ʚʦʜʠʪʝʣʴʩʢʠʝ ʧʨʘʚʘ, ʘʜʨʝʩ, ʧʦʯʪʦʚʳʡ ʠʥʜʝʢʩ, ʰʪʘʪ, ʥʦʤʝʨ ʪʝʣʝʬʦʥʘ ʠ ʘʜʨʝʩ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. 

ʇʦʩʣʝ ʟʘʧʦʣʥʝʥʠʷ ʚʩʝʭ ʜʘʥʥʳʭ ʤʦʰʝʥʥʠʢʠ ʙʣʘʛʦʜʘʨʷʪ ʞʝʨʪʚʫ ʟʘ 

ʧʨʝʜʦʩʪʘʚʣʝʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʜʘʶʪ ʦʙʝʱʘʥʠʝ ʩʚʷʟʘʪʴʩʷ ʩ ʥʠʤʠ çʢʘʢ ʤʦʞʥʦ 

ʩʢʦʨʝʝè. 

ɺʪʦʨʦʝ ʬʠʰʠʥʛʦʚʦʝ ʧʠʩʴʤʦ - ʵʪʦ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦ ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ 

ʘʢʪʠʚʥʦʩʪʠ. ʆʥ ʦʣʠʮʝʪʚʦʨʷʝʪ ʧʨʦʛʨʘʤʤʫ ʧʦʤʦʱʠ ʧʦ ʙʝʟʨʘʙʦʪʠʮʝ ʧʨʠ ʧʘʥʜʝʤʠʠ 

(PUA), ʫʧʨʘʚʣʷʝʤʫʶ ʢʘʞʜʳʤ ʰʪʘʪʦʤ. ʊʦʪ ʬʘʢʪ, ʯʪʦ ʩʦʦʙʱʝʥʠʝ, ʧʦʭʦʞʝ, ʠʩʭʦʜʠʪ 

ʦʪ ʬʝʜʝʨʘʣʴʥʦʛʦ ʧʨʘʚʠʪʝʣʴʩʪʚʘ, ʜʦʣʞʝʥ ʙʳʪʴ ʢʨʘʩʥʳʤ ʬʣʘʛʦʤ. 



 166 

ʂʘʢ ʠ ʚ ʧʨʝʜʳʜʫʱʝʤ ʩʦʦʙʱʝʥʠʠ, ʩʩʳʣʢʘ ʚ ʵʪʦʤ ʧʠʩʴʤʝ ʚʝʜʝʪ ʥʘ ʩʪʨʘʥʠʮʫ, 

ʨʘʟʤʝʱʝʥʥʫʶ ʚ ʜʦʤʝʥʝ, ʢʦʪʦʨʳʡ ʙʳʣ ʚʟʣʦʤʘʥ. 

ɿʘʧʨʦʰʝʥʥʘʷ ʟʜʝʩʴ ʠʥʬʦʨʤʘʮʠʷ - ʵʪʦ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ ʞʝʨʪʚʳ. 

ʇʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʜʘʥʥʳʭ ʞʝʨʪʚʘ ʧʝʨʝʥʘʧʨʘʚʣʷʝʪʩʷ ʚ ʥʘʩʪʦʷʱʫʶ ʧʨʦʛʨʘʤʤʫ 

ʧʦʤʦʱʠ ʧʦ ʩʪʨʘʭʦʚʘʥʠʶ ʦʪ ʙʝʟʨʘʙʦʪʠʮʳ ʄʠʥʠʩʪʝʨʩʪʚʘ ʪʨʫʜʘ ʉʐɸ. 

çʕʪʦ ʚʩʝʛʦ ʣʠʰʴ ʜʚʘ ʧʨʠʤʝʨʘ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ 

ʩʝʛʦʜʥʷʰʥʠʤ ʟʘʛʦʣʦʚʢʘʤ. ʇʨʝʟʝʥʪʘʮʠʠ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʟʘʛʥʘʪʴ 

ʙʝʩʧʦʢʦʡʩʪʚʦ ʦʙʳʯʥʳʭ ʣʶʜʝʡ, ʢʦʪʦʨʳʝ ʚʨʷʜ ʣʠ ʟʘʤʝʪʷʪ ʥʝʙʦʣʴʰʠʝ ʥʝʩʦʦʪʚʝʪʩʪʚʠʷ, 

ʦʨʬʦʛʨʘʬʠʯʝʩʢʠʝ ʦʰʠʙʢʠ ʠ ʩʪʨʘʥʥʳʝ ʥʘʟʚʘʥʠʷ ʩʩʳʣʦʢ, ʧʦʢʘ ʥʝ ʩʪʘʥʝʪ ʩʣʠʰʢʦʤ 

ʧʦʟʜʥʦè- Inkyè (Ionut Ilascu. Crooks impersonate US govt agencies offering financial 

aid // Bleeping ComputerÈ (https://www.bleepingcomputer.com/news/security/crooks-

impersonate-us-govt-agencies-offering-financial-aid/). 24.11.2020).  
***  

 

çʌʝʜʝʨʘʣʴʥʦʝ ʙʶʨʦ ʨʘʩʩʣʝʜʦʚʘʥʠʡ ʉʐɸ (ʌɹʈ) ʧʨʝʜʫʧʨʝʞʜʘʝʪ ʰʠʨʦʢʫʶ 

ʦʙʱʝʩʪʚʝʥʥʦʩʪʴ ʦ ʨʠʩʢʘʭ, ʩʚʷʟʘʥʥʳʭ ʩ ʥʝʜʘʚʥʦ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤʠ 

ʜʦʤʝʥʘʤʠ, ʩʚʷʟʘʥʥʳʤʠ ʩ ʌɹʈ, ʢʦʪʦʨʳʝ ʧʦʜʜʝʣʳʚʘʶʪ ʥʝʢʦʪʦʨʳʝ 

ʦʬʠʮʠʘʣʴʥʳʝ ʚʝʙ-ʩʘʡʪʳ ʬʝʜʝʨʘʣʴʥʳʭ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ. 

ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ ʧʦʩʪʫʧʠʣʦ ʚ ʚʠʜʝ ʧʫʙʣʠʯʥʦʛʦ ʦʙʲʷʚʣʝʥʠʷ, ʚʳʧʫʱʝʥʥʦʛʦ 

ʩʝʛʦʜʥʷ ʯʝʨʝʟ ʎʝʥʪʨ ʞʘʣʦʙ ʥʘ ʀʥʪʝʨʥʝʪ-ʧʨʝʩʪʫʧʣʝʥʠʷ (IC3) ʌɹʈ. 

çʌʝʜʝʨʘʣʴʥʦʝ ʙʶʨʦ ʨʘʩʩʣʝʜʦʚʘʥʠʡ (ʌɹʈ) ʚʳʧʫʩʢʘʝʪ ʵʪʦ ʦʙʲʷʚʣʝʥʠʝ, ʯʪʦʙʳ 

ʧʦʤʦʯʴ ʦʙʱʝʩʪʚʝʥʥʦʩʪʠ ʨʘʩʧʦʟʥʘʪʴ ʠ ʠʟʙʝʞʘʪʴ ʧʦʜʜʝʣʢʠ ʩʚʷʟʘʥʥʳʭ ʩ ʌɹʈ 

ʀʥʪʝʨʥʝʪ-ʜʦʤʝʥʦʚè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ IC3 PSA. 

çʌɹʈ ʥʘʙʣʶʜʘʣʦ, ʢʘʢ ʥʝʫʩʪʘʥʦʚʣʝʥʥʳʝ ʢʠʙʝʨ-ʩʫʙʲʝʢʪʳ ʨʝʛʠʩʪʨʠʨʦʚʘʣʠ 

ʤʥʦʛʦʯʠʩʣʝʥʥʳʝ ʜʦʤʝʥʳ, ʧʦʜʜʝʣʳʚʘʶʱʠʝ ʟʘʢʦʥʥʳʝ ʚʝʙ-ʩʘʡʪʳ ʌɹʈ, ʯʪʦ ʫʢʘʟʳʚʘʝʪ 

ʥʘ ʧʦʪʝʥʮʠʘʣ ʙʫʜʫʱʝʡ ʦʧʝʨʘʪʠʚʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠè. 

ʈʠʩʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʧʦʜʜʝʣʢʦʡ ʜʦʤʝʥʦʚ 

ʅʘʮʠʦʥʘʣʴʥʳʝ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʠʣʠ ʬʠʥʘʥʩʦʚʦ ʤʦʪʠʚʠʨʦʚʘʥʥʳʝ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʶʪ ʧʦʜʦʙʥʳʝ ʜʦʤʝʥʳ ʚ ʘʪʘʢʘʭ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ 

ʜʣʷ ʩʙʦʨʘ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʠ ʬʠʥʘʥʩʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʮʝʣʝʡ, ʜʣʷ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ 

ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ, ʘ ʪʘʢʞʝ ʜʣʷ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʣʦʞʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

ʇʦʜʜʝʣʴʥʳʝ ʜʦʤʝʥʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʚ ʵʪʦʤ ʪʠʧʝ ʘʪʘʢ, ʦʙʳʯʥʦ ʩʦʟʜʘʶʪʩʷ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʚʝʨʩʠʡ ʣʝʛʠʪʠʤʥʳʭ ʜʦʤʝʥʦʚ ʩ ʦʰʠʙʢʘʤʠ ʠʣʠ ʢʦʤʤʫʪʠʨʫʝʤʳʭ 

ʜʦʤʝʥʦʚ ʚʝʨʭʥʝʛʦ ʫʨʦʚʥʷ - ʚ ʜʘʥʥʦʤ ʩʣʫʯʘʝ .com ʠʣʠ .net ʚʤʝʩʪʦ .gov, 

ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʦʬʠʮʠʘʣʴʥʳʤ ʚʝʙ-ʩʘʡʪʦʤ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʉʐɸ ʌɹʈ. 

ʇʦʭʦʞʠʝ ʜʦʤʝʥʳ, ʦ ʢʦʪʦʨʳʭ ʧʨʝʜʫʧʨʝʞʜʘʝʪ ʌɹʈ, ʪʘʢʞʝ ʤʦʛʫʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʧʦʜʜʝʣʴʥʳʭ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ, ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʪ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʫʙʝʜʠʪʴ ʩʚʦʠʭ ʞʝʨʪʚ ʱʝʣʢʥʫʪʴ ʠ ʦʪʢʨʳʪʴ ʚʨʝʜʦʥʦʩʥʳʝ ʩʩʳʣʢʠ ʠ 

ʚʝʙ-ʩʘʡʪʳ. 

ʂʨʦʤʝ ʪʦʛʦ, çʧʨʝʜʩʪʘʚʠʪʝʣʠ ʦʙʱʝʩʪʚʝʥʥʦʩʪʠ ʤʦʛʫʪ ʥʝʦʩʦʟʥʘʥʥʦ ʧʦʩʝʱʘʪʴ 

ʧʦʜʜʝʣʴʥʳʝ ʜʦʤʝʥʳ ʚ ʧʦʠʩʢʘʭ ʠʥʬʦʨʤʘʮʠʠ ʦ ʤʠʩʩʠʠ, ʫʩʣʫʛʘʭ ʠʣʠ ʥʦʚʦʩʪʷʭ ʌɹʈè, 

- ʜʦʙʘʚʣʷʝʪ ʌɹʈ. 

çʌɹʈ ʧʨʠʟʳʚʘʝʪ ʚʩʝʭ ʧʨʝʜʩʪʘʚʠʪʝʣʝʡ ʘʤʝʨʠʢʘʥʩʢʦʡ ʦʙʱʝʩʪʚʝʥʥʦʩʪʠ 

ʢʨʠʪʠʯʝʩʢʠ ʦʮʝʥʠʚʘʪʴ ʚʝʙ-ʩʘʡʪʳ, ʢʦʪʦʨʳʝ ʦʥʠ ʧʦʩʝʱʘʶʪ, ʠ ʩʦʦʙʱʝʥʠʷ, 
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ʦʪʧʨʘʚʣʷʝʤʳʝ ʥʘ ʠʭ ʣʠʯʥʳʝ ʠ ʨʘʙʦʯʠʝ ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʜʣʷ ʧʦʠʩʢʘ 

ʥʘʜʝʞʥʦʡ ʠ ʧʨʦʚʝʨʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʌɹʈè. 

ʌɹʈ ʪʘʢʞʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʩʧʠʩʦʢ ʨʝʢʦʤʝʥʜʘʮʠʡ, ʯʪʦʙʳ ʧʦʤʦʯʴ 

ʦʙʱʝʩʪʚʝʥʥʦʩʪʠ ʦʙʥʘʨʫʞʠʪʴ ʵʪʠ ʧʦʭʦʞʠʝ ʜʦʤʝʥʳ, ʝʩʣʠ ʦʥʠ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ 

ʙʫʜʫʱʠʭ ʚʨʝʜʦʥʦʩʥʳʭ ʢʘʤʧʘʥʠʷʭ: 

ʇʨʦʚʝʨʴʪʝ ʥʘʧʠʩʘʥʠʝ ʚʝʙ-ʘʜʨʝʩʦʚ, ʚʝʙ-ʩʘʡʪʦʚ ʠ ʘʜʨʝʩʦʚ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, 

ʢʦʪʦʨʳʝ ʚʳʛʣʷʜʷʪ ʟʘʩʣʫʞʠʚʘʶʱʠʤʠ ʜʦʚʝʨʠʷ, ʥʦ ʤʦʛʫʪ ʙʳʪʴ ʠʤʠʪʘʮʠʝʡ ʟʘʢʦʥʥʳʭ 

ʚʝʙ-ʩʘʡʪʦʚ, ʧʦʩʚʷʱʝʥʥʳʭ ʚʳʙʦʨʘʤ. 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʦʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʠ ʧʨʠʣʦʞʝʥʠʷ ʦʙʥʦʚʣʝʥʳ ʜʦ ʩʘʤʳʭ 

ʧʦʩʣʝʜʥʠʭ ʚʝʨʩʠʡ. 

ʆʙʥʦʚʣʷʡʪʝ ʘʥʪʠʚʠʨʫʩʥʦʝ ʠ ʘʥʪʠʚʠʨʫʩʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʠ 

ʨʝʛʫʣʷʨʥʦ ʧʨʦʚʦʜʠʪʝ ʩʢʘʥʠʨʦʚʘʥʠʝ ʩʝʪʠ. 

ʅʝ ʚʢʣʶʯʘʡʪʝ ʤʘʢʨʦʩʳ ʜʣʷ ʜʦʢʫʤʝʥʪʦʚ, ʟʘʛʨʫʞʝʥʥʳʭ ʠʟ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, 

ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʩʣʫʯʘʝʚ ʢʨʘʡʥʝʡ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʠ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʫʙʝʜʠʪʝʩʴ, ʯʪʦ 

ʬʘʡʣ ʥʝ ʷʚʣʷʝʪʩʷ ʚʨʝʜʦʥʦʩʥʳʤ. 

ʅʝ ʦʪʢʨʳʚʘʡʪʝ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʠʣʠ ʚʣʦʞʝʥʠʷ ʦʪ ʥʝʠʟʚʝʩʪʥʳʭ ʣʠʮ. ʅʝ 

ʦʙʱʘʡʪʝʩʴ ʩ ʦʪʧʨʘʚʠʪʝʣʷʤʠ ʥʝʞʝʣʘʪʝʣʴʥʦʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. 

ʅʠʢʦʛʜʘ ʥʝ ʧʨʝʜʦʩʪʘʚʣʷʡʪʝ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ. 

ʀʤʝʡʪʝ ʚ ʚʠʜʫ, ʯʪʦ ʤʥʦʛʠʝ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʩ ʟʘʧʨʦʩʦʤ ʚʘʰʝʡ ʣʠʯʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʤʦʛʫʪ ʦʢʘʟʘʪʴʩʷ ʟʘʢʦʥʥʳʤʠ. 

ʇʦ ʚʦʟʤʦʞʥʦʩʪʠ ʠʩʧʦʣʴʟʫʡʪʝ ʥʘʜʝʞʥʫʶ ʜʚʫʭʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʙʠʦʤʝʪʨʠʯʝʩʢʠʭ ʜʘʥʥʳʭ, ʘʧʧʘʨʘʪʥʳʭ ʪʦʢʝʥʦʚ ʠʣʠ ʧʨʠʣʦʞʝʥʠʡ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ʀʩʧʦʣʴʟʫʡʪʝ ʙʝʣʳʡ ʩʧʠʩʦʢ ʜʦʤʝʥʦʚ, ʯʪʦʙʳ ʨʘʟʨʝʰʠʪʴ ʠʩʭʦʜʷʱʠʡ ʩʝʪʝʚʦʡ 

ʪʨʘʬʠʢ ʥʘ ʚʝʙ-ʩʘʡʪʳ, ʢʦʪʦʨʳʝ ʩʯʠʪʘʶʪʩʷ ʙʝʟʦʧʘʩʥʳʤʠ. 

ʆʪʢʣʶʯʠʪʝ ʠʣʠ ʫʜʘʣʠʪʝ ʥʝʥʫʞʥʳʝ ʧʨʦʛʨʘʤʤʥʳʝ ʧʨʠʣʦʞʝʥʠʷ 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʧʦʩʝʱʘʝʤʳʡ ʚʘʤʠ ʚʝʙ-ʩʘʡʪ ʠʤʝʝʪ ʩʝʨʪʠʬʠʢʘʪ Secure Sockets 

Layer (SSL). 

ɺʳʩʦʢʘʷ ʚʝʨʦʷʪʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʙʫʜʫʱʠʭ ʘʪʘʢʘʭ 

PSA ʌɹʈ ʪʘʢʞʝ ʩʦʜʝʨʞʠʪ ʧʨʠʣʦʞʝʥʠʝ ʩ ʥʝʢʦʪʦʨʳʤʠ ʧʨʠʤʝʨʘʤʠ ʚʳʷʚʣʝʥʥʳʭ 

ʧʦʜʜʝʣʴʥʳʭ ʀʥʪʝʨʥʝʪ-ʜʦʤʝʥʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʌɹʈ, ʜʝʩʷʪʢʠ ʪʘʢʠʭ ʜʦʤʝʥʦʚ ʙʳʣʠ 

ʦʙʥʘʨʫʞʝʥʳ ʥʝʜʘʚʥʦ ʠ, ʚʦʟʤʦʞʥʦ, ʛʦʪʦʚʷʪʩʷ ʢ ʙʫʜʫʱʠʤ ʘʪʘʢʘʤ. 

ʍʦʪʷ ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʥʝʪ ʥʠʢʘʢʠʭ ʧʨʠʟʥʘʢʦʚ ʪʦʛʦ, ʯʪʦ ʧʦʭʦʞʠʝ ʜʦʤʝʥʳ 

ʫʞʝ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʚ ʘʪʘʢʘʭ, ʦʥʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʘʢ ʭʘʢʝʨʩʢʠʤʠ ʛʨʫʧʧʘʤʠ, 

ʧʦʜʜʝʨʞʠʚʘʝʤʳʤʠ ʛʦʩʫʜʘʨʩʪʚʦʤ, ʪʘʢ ʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤʠ ʚ ʨʘʤʢʘʭ ʰʧʠʦʥʘʞʘ 

ʠʣʠ ʬʠʥʘʥʩʦʚʦ ʤʦʪʠʚʠʨʦʚʘʥʥʳʭ ʢʘʤʧʘʥʠʡ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʧʨʝʜʧʨʠʷʪʠʷ ʠ ʯʘʩʪʥʳʭ 

ʣʠʮ. 

fbi-news.com, fbi-intel.com, fbimaryland.org, fbi-fraud.com, fbi-ny.com, fbi-

gov.network, fbiusagov.com, fbiusgov.com, fbiusa.net, fbi-usa. us ʠ fbihelp.org - ʵʪʦ 

ʣʠʰʴ ʥʝʢʦʪʦʨʳʝ ʠʟ ʥʘʠʙʦʣʝʝ ʠʥʪʝʨʝʩʥʳʭ ʠ ʧʦʪʝʥʮʠʘʣʴʥʦ ʥʘʠʙʦʣʝʝ ʦʧʘʩʥʳʭ, ʝʩʣʠ 

ʦʥʠ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʙʫʜʫʱʠʭ ʚʨʝʜʦʥʦʩʥʳʭ ʢʘʤʧʘʥʠʷʭ. 

ɺ ʧʨʦʰʣʦʤ ʤʝʩʷʮʝ ʌɹʈ ʪʘʢʞʝ ʧʨʝʜʫʧʨʝʜʠʣʦ ʦ ʧʦʪʝʥʮʠʘʣʴʥʦʤ ʠʩʧʦʣʴʟʦʚʘʥʠʠ 

ʧʦʜʜʝʣʴʥʳʭ ʜʦʤʝʥʦʚ ɹʶʨʦ ʧʝʨʝʧʠʩʠ ʥʘʩʝʣʝʥʠʷ ʉʐɸ ʚ ʙʫʜʫʱʠʭ ʚʨʝʜʦʥʦʩʥʳʭ 

ʢʘʤʧʘʥʠʷʭ ʧʦ ʬʠʰʠʥʛʫ ʠ ʢʨʘʞʝ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ. 

ɿʘʱʠʪʘ ʜʦʤʝʥʦʚ .gov ʦʪ ʧʦʧʳʪʦʢ ʥʝʟʘʢʦʥʥʦʡ ʨʝʛʠʩʪʨʘʮʠʠ 
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ʈʘʥʴʰʝ ʙʳʣʦ ʜʦʚʦʣʴʥʦ ʣʝʛʢʦ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʧʦʜʜʝʣʴʥʳʡ ʜʦʤʝʥ .gov, ʥʦ 

ʥʘʯʠʥʘʷ ʩ ʤʘʨʪʘ 2020 ʛʦʜʘ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʉʐɸ ʟʥʘʯʠʪʝʣʴʥʦ ʫʩʣʦʞʥʠʣʦ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʤ ʦʨʛʘʥʠʟʘʮʠʷʤ ʠʣʠ ʦʪʜʝʣʴʥʳʤ ʣʠʮʘʤ ʚʦʟʤʦʞʥʦʩʪʴ ʦʙʭʦʜʘ 

ʦʬʠʮʠʘʣʴʥʦʛʦ ʧʨʦʮʝʩʩʘ ʨʝʛʠʩʪʨʘʮʠʠ .gov. 

ʆʨʛʘʥʠʟʘʮʠʠ, ʢʦʪʦʨʳʝ ʭʦʪʷʪ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʜʦʤʝʥ .gov ʩʝʡʯʘʩ, ʜʦʣʞʥʳ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʦʪʘʨʠʘʣʴʥʦ ʟʘʚʝʨʝʥʥʳʝ ʧʦʜʧʠʩʠ ʚ ʧʨʦʮʝʩʩʝ ʨʝʛʠʩʪʨʘʮʠʠ ʜʣʷ 

ʜʦʤʝʥʦʚ .gov, ʯʪʦʙʳ ʙʣʦʢʠʨʦʚʘʪʴ ʧʦʧʳʪʢʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʬʘʣʴʰʠʚʦʡ ʠʥʬʦʨʤʘʮʠʠ 

ʚ ʘʚʪʦʨʠʟʘʮʠʦʥʥʦʤ ʧʠʩʴʤʝ, ʪʨʝʙʫʝʤʦʤ ɸʜʤʠʥʠʩʪʨʘʮʠʝʡ ʦʙʱʠʭ ʩʣʫʞʙ ʉʐɸ (GSA), 

ʢʦʪʦʨʘʷ ʢʫʨʠʨʫʝʪ ʇʨʦʛʨʘʤʤʘ DotGov. 

ʈʘʥʝʝ ʚ ʵʪʦʤ ʛʦʜʫ ɸʛʝʥʪʩʪʚʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ (CISA) ʪʘʢʞʝ ʧʦʜʝʣʠʣʦʩʴ ʧʣʘʥʘʤʠ ʧʦ ʧʝʨʝʜʘʯʝ ʫʧʨʘʚʣʝʥʠʷ TLD 

.gov ʦʪ GSA, ʫʯʠʪʳʚʘʷ, ʯʪʦ çʜʦʤʝʥ ʚʝʨʭʥʝʛʦ ʫʨʦʚʥʷ .gov (TLD) ʷʚʣʷʝʪʩʷ 

ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ ʜʣʷ ʪʳʩʷʯ ʬʝʜʝʨʘʣʴʥʳʭ, ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʠ 

ʤʝʩʪʥʳʝ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ ʧʦ ʚʩʝʡ ʩʪʨʘʥʝ ". 

ɺ ʧʨʦʰʣʦʤ ʛʦʜʫ ʚ ʉʝʥʘʪ ʪʘʢʞʝ ʙʳʣ ʚʥʝʩʝʥ ʜʚʫʭʧʘʨʪʠʡʥʳʡ ʟʘʢʦʥʦʧʨʦʝʢʪ, 

ʠʟʚʝʩʪʥʳʡ ʢʘʢ çɿʘʢʦʥ DOTGOV ʦʪ 2019 ʛʦʜʘè, ʮʝʣʴ ʢʦʪʦʨʦʛʦ, ʩʨʝʜʠ ʧʨʦʯʝʛʦ, 

ʧʨʝʜʦʩʪʘʚʠʪʴ CISA ʧʦʣʥʦʤʦʯʠʷ ʧʦ ʫʧʨʘʚʣʝʥʠʶ TLD .gov ʧʦʩʣʝ ʧʨʠʥʷʪʠʷ ʥʘ ʩʝʙʷ 

ʫʧʨʘʚʣʝʥʠʷ ʩʦ ʩʪʦʨʦʥʳ GSAè. (Sergiu Gatlan. FBI warns of recently registered 

domains spoofing its sites // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/fbi-warns-of-recently-registered-

domains-spoofing-its-sites/). 23.11.2020).  
***  

 

çʕʢʩʧʝʨʪʳ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʛʦ ʮʝʥʪʨʘ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè 

ʩʦʩʪʘʚʠʣʠ ʧʨʦʛʥʦʟʳ, ʢʘʢ ʠʟʤʝʥʠʪʩʷ ʣʘʥʜʰʘʬʪ ʩʣʦʞʥʳʭ ʢʠʙʝʨʫʛʨʦʟ ʚ 2021 

ʛʦʜʫ.  

ʆʜʥʠʤ ʠʟ ʢʣʶʯʝʚʳʭ ʠ ʥʘʠʙʦʣʝʝ ʦʧʘʩʥʳʭ ʪʨʝʥʜʦʚ ʦʥʠ ʥʘʟʳʚʘʶʪ ʧʦʢʫʧʢʫ 

APT-ʛʨʫʧʧʘʤʠ ʨʝʩʫʨʩʦʚ ʜʣʷ ʧʝʨʚʠʯʥʦʛʦ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚ ʩʝʪʴ ʞʝʨʪʚʳ ʫ ʜʨʫʛʠʭ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. ʊʘʢ, ʚ 2020 ʛʦʜʫ ʙʳʣʦ ʟʘʬʠʢʩʠʨʦʚʘʥʦ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ 

ʮʝʣʝʚʳʭ ʘʪʘʢ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ, ʥʘʯʠʥʘʚʰʠʭʩʷ ʩ ʪʦʛʦ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ 

ʟʘʢʨʝʧʣʷʣʠʩʴ ʚ ʩʠʩʪʝʤʝ ʩ ʧʦʤʦʱʴʶ ʦʙʳʯʥʦʛʦ, ʥʝ ʫʟʢʦʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʛʦ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. ʆʥʦ ʯʘʩʪʦ ʦʢʘʟʳʚʘʣʦʩʴ ʩʚʷʟʘʥʦ ʩ ʧʦʜʧʦʣʴʥʳʤʠ ʠʥʪʝʨʥʝʪ-

ʤʘʛʘʟʠʥʘʤʠ ʪʠʧʘ Genesis, ʛʜʝ ʧʨʦʜʘʶʪʩʷ ʫʢʨʘʜʝʥʥʳʝ ʫʯʸʪʥʳʝ ʜʘʥʥʳʝ. ʕʢʩʧʝʨʪʳ 

ʧʦʣʘʛʘʶʪ, ʯʪʦ ʘʪʘʢʫʶʱʠʝ ʧʨʦʜʦʣʞʘʪ ʧʨʠʤʝʥʷʪʴ ʪʘʢʠʝ ʩʭʝʤʳ ʧʨʠ ʧʨʦʚʝʜʝʥʠʠ 

ʩʣʦʞʥʳʭ ʮʝʣʝʚʳʭ ʢʘʤʧʘʥʠʡ. 

ʆʨʛʘʥʠʟʘʮʠʷʤ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʪʱʘʪʝʣʴʥʦ ʧʨʦʚʝʨʷʪʴ ʣʶʙʦʝ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʠ 

ʧʨʠʥʠʤʘʪʴ ʤʝʨʳ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʢʘʞʜʦʤ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʤ ʢʦʤʧʴʶʪʝʨʝ, 

ʯʪʦʙʳ ʧʨʦʪʠʚʦʩʪʦʷʪʴ ʫʩʪʘʥʦʚʢʝ ʚ ʩʝʪʠ ʙʦʣʝʝ ʩʣʦʞʥʳʭ ʢʠʙʝʨʫʛʨʦʟ. 

ʊʘʢʞʝ ʵʢʩʧʝʨʪʳ ʦʪʤʝʪʠʣʠ ʝʱʸ ʨʷʜ ʪʝʥʜʝʥʮʠʡ, ʢʦʪʦʨʳʝ, ʧʦ ʠʭ ʤʥʝʥʠʶ, ʙʫʜʫʪ 

ʧʨʝʦʙʣʘʜʘʪʴ ʚ ʩʣʝʜʫʶʱʝʤ ʛʦʜʫ: 

¶ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʨʘʟʥʳʭ ʩʪʨʘʥ ʚʩʸ ʯʘʱʝ ʙʫʜʫʪ ʛʨʦʤʢʦ ʟʘʷʚʣʷʪʴ ʦ 

ʧʨʠʯʘʩʪʥʦʩʪʠ ʢʦʥʢʨʝʪʥʦʡ ʛʨʫʧʧʳ ʢ ʪʦʡ ʠʣʠ ʠʥʦʡ ʘʪʘʢʝ. ʈʘʩʢʨʳʪʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʢʠʙʝʨʦʨʫʞʠʠ ʯʝʨʝʟ ʦʬʠʮʠʘʣʴʥʳʝ ʢʘʥʘʣʳ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ ʧʦʟʚʦʣʠʪ 

ʘʢʪʠʚʥʝʝ ʙʦʨʦʪʴʩʷ ʩ ʢʘʤʧʘʥʠʷʤʠ ʢʠʙʝʨʰʧʠʦʥʘʞʘ, ʧʦʩʢʦʣʴʢʫ ʨʘʩʩʝʢʨʝʯʝʥʥʳʝ 

ʠʥʩʪʨʫʤʝʥʪʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʦʞʥʝʝ; 
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¶ ʢʦʤʧʘʥʠʠ ʂʨʝʤʥʠʝʚʦʡ ʜʦʣʠʥʳ ʧʦʩʣʝʜʫʶʪ ʧʨʠʤʝʨʫ WhatsApp, ʧʦʜʘʚʰʝʡ 
ʠʩʢ ʚ 2020 ʛʦʜʫ ʠʟ-ʟʘ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʫʯʸʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʝʨʚʠʩʘ, ʠ 

ʙʫʜʫʪ ʚʩʸ ʯʘʱʝ ʧʨʝʩʣʝʜʦʚʘʪʴ ʙʨʦʢʝʨʦʚ ʵʢʩʧʣʦʡʪʦʚ ʥʫʣʝʚʦʛʦ ʜʥʷ ʚ ʩʫʜʝʙʥʦʤ 

ʧʦʨʷʜʢʝ; 

¶ ʚʳʨʘʩʪʝʪ ʯʠʩʣʦ ʮʝʣʝʚʳʭ ʘʪʘʢ ʥʘ ʩʝʪʝʚʳʝ ʫʩʪʨʦʡʩʪʚʘ: ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʛʣʦʙʘʣʴʥʦʛʦ ʪʨʝʥʜʘ ʥʘ ʫʜʘʣʸʥʥʫʶ ʨʘʙʦʪʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʦʩʨʝʜʦʪʦʯʘʪʩʷ ʥʘ 

ʵʢʩʧʣʫʘʪʘʮʠʠ ʫʷʟʚʠʤʦʩʪʝʡ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ, ʪʘʢʠʭ ʢʘʢ VPN-ʰʣʶʟʳ, ʠ ʙʫʜʫʪ 

ʩʦʙʠʨʘʪʴ ʫʯʸʪʥʳʝ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩ ʧʦʤʦʱʴʶ ʤʝʪʦʜʦʚ ʩʦʮʠʘʣʴʥʦʡ 

ʠʥʞʝʥʝʨʠʠ, ʥʘʧʨʠʤʝʨ, ʚʠʰʠʥʛʘ; 

¶ ʫʛʨʦʟʳ ʩ ʪʨʝʙʦʚʘʥʠʝʤ ʚʳʢʫʧʘ: ʥʘ ʩʤʝʥʫ ʩʣʫʯʘʡʥʳʤ, ʥʝʩʠʩʪʝʤʘʪʠʯʝʩʢʠʤ 
ʘʪʘʢʘʤ ʩ ʰʠʨʦʢʠʤ ʢʨʫʛʦʤ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʞʝʨʪʚ ʧʨʠʭʦʜʷʪ ʮʝʣʝʚʳʝ ʘʪʘʢʠ, ʚ 

ʢʦʪʦʨʳʭ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʰʠʬʨʫʶʪ ʜʘʥʥʳʝ ʢʦʥʢʨʝʪʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʪʨʝʙʫʶʪ ʦʪ 

ʥʝʸ ʢʨʫʧʥʳʡ ʚʳʢʫʧ. ʆʥʠ ʙʫʜʫʪ ʨʘʟʨʘʙʘʪʳʚʘʪʴ ʜʣʷ ʪʘʢʠʭ ʦʧʝʨʘʮʠʡ ʩʣʦʞʥʳʝ 

ʜʦʨʦʛʦʩʪʦʷʱʠʝ ʠʥʩʪʨʫʤʝʥʪʳ; 

¶ ʘʪʘʢʠ ʩʪʘʥʫʪ ʙʦʣʝʝ ʨʘʟʨʫʰʠʪʝʣʴʥʳʤʠ: ʠʭ ʧʦʚʝʨʭʥʦʩʪʴ ʨʘʩʰʠʨʷʝʪʩʷ, 

ʧʦʩʢʦʣʴʢʫ ʥʘʰʘ ʞʠʟʥʴ ʚʩʸ ʙʦʣʴʰʝ ʟʘʚʠʩʠʪ ʦʪ ʪʝʭʥʦʣʦʛʠʡ ʠ ʠʥʪʝʨʥʝʪ-ʧʦʜʢʣʶʯʝʥʠʷ; 

¶ ʵʢʩʧʣʫʘʪʘʮʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʪʝʭʥʦʣʦʛʠʠ 5G: ʯʝʤ ʧʦʧʫʣʷʨʥʝʝ ʦʥʘ ʙʫʜʝʪ 
ʩʪʘʥʦʚʠʪʴʩʷ, ʪʝʤ ʘʢʪʠʚʥʝʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʪʘʥʫʪ ʠʩʢʘʪʴ ʚ ʥʝʡ ʙʨʝʰʠ; 

¶ ʢʨʦʤʝ ʪʦʛʦ, ʦʨʛʘʥʠʟʘʪʦʨʳ ʩʣʦʞʥʳʭ ʢʠʙʝʨʢʘʤʧʘʥʠʡ ʧʨʦʜʦʣʞʘʪ ʥʘʞʠʚʘʪʴʩʷ 
ʥʘ ʧʘʥʜʝʤʠʠ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʝʸ ʜʣʷ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚ ʮʝʣʝʚʳʝ ʩʠʩʪʝʤʳ, ʧʦʩʢʦʣʴʢʫ 

COVID-19 ʙʫʜʝʪ ʛʣʦʙʘʣʴʥʦ ʚʣʠʷʪʴ ʥʘ ʞʠʟʥʴ ʣʶʜʝʡ ʠ ʚ ʩʣʝʜʫʶʱʝʤ ʛʦʜʫ. 

çʄʠʨ ʤʝʥʷʝʪʩʷ ʦʯʝʥʴ ʙʳʩʪʨʦ, ʠ ʥʝʚʦʟʤʦʞʥʦ ʙʳʪʴ ʫʚʝʨʝʥʥʳʤ ʚ ʪʦʤ, ʯʪʦ ʙʫʜʝʪ 

ʧʨʦʠʩʭʦʜʠʪʴ ʟʘʚʪʨʘ. ʂʦʣʠʯʝʩʪʚʦ ʠ ʩʣʦʞʥʦʩʪʴ ʧʝʨʝʤʝʥ, ʩʚʠʜʝʪʝʣʷʤʠ ʢʦʪʦʨʳʭ ʤʳ 

ʩʪʘʣʠ ʠ ʢʦʪʦʨʳʝ ʚʣʠʷʶʪ ʥʘ ʣʘʥʜʰʘʬʪ ʫʛʨʦʟ, ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʩʘʤʳʤ ʨʘʟʥʳʤ 

ʩʮʝʥʘʨʠʷʤ. ɺ ʤʠʨʝ ʥʝʪ ʥʠ ʦʜʥʦʡ ʢʦʤʘʥʜʳ ʵʢʩʧʝʨʪʦʚ, ʢʦʪʦʨʘʷ ʠʤʝʣʘ ʙʳ 

ʠʩʯʝʨʧʳʚʘʶʱʝʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦʙʦ ʚʩʝʭ ʩʣʦʞʥʳʭ ʢʠʙʝʨʘʪʘʢʘʭ, ʥʦ, ʢʘʢ ʧʦʢʘʟʘʣ ʥʘʰ 

ʧʨʝʜʳʜʫʱʠʡ ʦʧʳʪ, ʤʳ ʩʧʦʩʦʙʥʳ ʧʨʝʜʚʠʜʝʪʴ ʤʥʦʛʠʝ ʧʨʦʜʚʠʥʫʪʳʝ ʫʛʨʦʟʳ ʠ, ʢʘʢ 

ʩʣʝʜʩʪʚʠʝ, ʣʫʯʰʝ ʛʦʪʦʚʠʪʴʩʷ ʢ ʥʠʤ. ʄʳ ʧʨʦʜʦʣʞʠʤ ʠʟʫʯʘʪʴ ʪʘʢʪʠʢʠ ʠ ʤʝʪʦʜʳ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ, ʜʝʣʠʪʴʩʷ ʪʝʤ, ʯʪʦ ʫʟʥʘʣʠ, ʠ ʦʮʝʥʠʚʘʪʴ ʧʦʩʣʝʜʩʪʚʠʷ 

ʦʙʥʘʨʫʞʠʚʘʝʤʳʭ ʮʝʣʝʚʳʭ ʘʪʘʢè, ð ʛʦʚʦʨʠʪ ʉʝʨʛʝʡ ʅʦʚʠʢʦʚ, ʟʘʤʝʩʪʠʪʝʣʴ 

ʨʫʢʦʚʦʜʠʪʝʣʷ ʛʣʦʙʘʣʴʥʦʛʦ ʮʝʥʪʨʘ ʠʩʩʣʝʜʦʚʘʥʠʡ ʠ ʘʥʘʣʠʟʘ ʫʛʨʦʟ çʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦè. (ʂʘʢʠʤ ʙʫʜʝʪ ʣʘʥʜʰʘʬʪ ʩʣʦʞʥʳʭ ʫʛʨʦʟ ʚ 2021 ʛʦʜʫ // ʆʆʆ "ʀʂʉ-

ʄɽɼʀɸ" (https://www.iksmedia.ru/news/5703090-Kakim-budet-landshaft-slozhnyx-

ugro.html). 23.11.2020).  

***  

 

çɺ ʪʦ ʚʨʝʤʷ ʢʘʢ 2021 ʛʦʜ ʧʨʝʜʩʪʘʚʠʪ ʨʘʟʚʠʚʘʶʱʠʝʩʷ ʫʛʨʦʟʳ ʠ ʥʦʚʳʝ 

ʚʳʟʦʚʳ, ʦʥ ʪʘʢʞʝ ʧʨʝʜʣʦʞʠʪ ʥʦʚʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʠ ʪʝʭʥʦʣʦʛʠʠ, ʢʦʪʦʨʳʝ, ʢʘʢ 

ʤʳ ʥʘʜʝʝʤʩʷ, ʠʟʤʝʥʷʪ ʙʘʣʘʥʩ ʚ ʩʪʦʨʦʥʫ ʟʘʱʠʪʳé 
ʇʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ ʙʫʜʫʪ ʨʘʟʚʠʚʘʪʴʩʷ 

ʂʠʙʝʨʘʪʘʢʠ ʥʘʨʘʩʪʘʣʠ ʩ ʛʦʜʘʤʠ, ʩ ʧʨʠʭʦʜʦʤ ʠ ʫʭʦʜʦʤ ʨʘʟʣʠʯʥʳʭ ʪʝʥʜʝʥʮʠʡ. 

ɺ 2021 ʛʦʜʫ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ ʧʦʯʪʠ ʥʘʚʝʨʥʷʢʘ ʦʩʪʘʥʫʪʩʷ ʟʥʘʯʠʪʝʣʴʥʦʡ 

ʯʘʩʪʴʶ ʧʦʨʪʬʝʣʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ, ʥʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʙʫʜʫʪ ʧʨʦʜʦʣʞʘʪʴ 

çʜʦʙʘʚʣʷʪʴ ʮʝʥʥʦʩʪʴè, ʪʘʢʞʝ ʢʨʘʜʷ ʜʘʥʥʳʝ ʧʝʨʝʜ ʠʭ ʰʠʬʨʦʚʘʥʠʝʤ. ʄʳ ʫʞʝ 

ʚʠʜʝʣʠ, ʢʘʢ ʦʥʠ ʠʩʧʦʣʴʟʦʚʘʣʠ ʵʪʫ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʪʘʢʪʠʢʫ ʚʳʤʦʛʘʪʝʣʴʩʪʚʘ, ʥʦ ʵʪʦ 
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ʩʪʘʥʝʪ ʝʱʝ ʙʦʣʴʰʝʡ ʧʨʦʙʣʝʤʦʡ ʚ ʩʬʝʨʝ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, ʛʜʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ 

ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʢʨʘʜʝʥʥʳʝ ʟʘʧʠʩʠ ʧʘʮʠʝʥʪʦʚ, ʯʪʦʙʳ ʰʘʥʪʘʞʠʨʦʚʘʪʴ 

ʧʘʮʠʝʥʪʦʚ, ʫʛʨʦʞʘʷ ʦʧʫʙʣʠʢʦʚʘʪʴ ʠʩʪʦʨʠʠ ʙʦʣʝʟʥʠ. 

ʂ ʩʦʞʘʣʝʥʠʶ, ʧʨʦʜʦʣʞʘʶʱʠʝʩʷ ʘʪʘʢʠ ʥʘ ʩʠʩʪʝʤʫ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʠ 

ʤʝʜʠʮʠʥʩʢʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʚʝʨʦʷʪʥʦ, ʧʨʠʚʝʜʫʪ ʢ ʩʝʨʴʝʟʥʳʤ ʧʦʩʣʝʜʩʪʚʠʷʤ ʚ 

2021 ʛʦʜʫ. ʂʪʦ-ʪʦ, ʩʢʦʨʝʝ ʚʩʝʛʦ, ʫʤʨʝʪ ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʠʙʝʨʘʪʘʢʠ. ɽʜʠʥʩʪʚʝʥʥʳʝ 

ʧʦʣʦʞʠʪʝʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʟʜʝʩʴ ʟʘʢʣʶʯʘʶʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʵʪʦʪ ʪʨʘʛʠʯʝʩʢʠʡ ʩʠʛʥʘʣ 

ʪʨʝʚʦʛʠ ʩʪʘʥʝʪ ʠʤʧʫʣʴʩʦʤ, ʥʝʦʙʭʦʜʠʤʳʤ ʜʣʷ ʫʩʠʣʝʥʠʷ ʟʘʱʠʪʳ ʚ ʩʬʝʨʝ 

ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʠ ʩʜʝʣʘʝʪ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ ʦʨʛʘʥʳ ʙʦʣʝʝ ʘʛʨʝʩʩʠʚʥʳʤʠ ʚ 

ʧʨʝʩʣʝʜʦʚʘʥʠʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ. 

ʇʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʨʦʜʦʣʞʘʶʪ ʨʘʟʚʠʚʘʪʴ ʩʚʦʠ ʙʠʟʥʝʩ-

ʤʦʜʝʣʠ, ʦʥʠ ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʩʤʝʣʝʝ ʠ ʥʘʮʝʣʝʥʳ ʥʘ ʙʦʣʝʝ ʰʠʨʦʢʠʡ ʢʨʫʛ ʦʪʨʘʩʣʝʡ. 

ʆʥʠ ʧʦ-ʧʨʝʞʥʝʤʫ ʙʫʜʫʪ ʧʨʝʩʣʝʜʦʚʘʪʴ ʚʦʟʤʦʞʥʳʝ ʮʝʣʠ ʢʘʢ ʥʠʟʢʦ ʚʠʩʷʱʠʝ ʧʣʦʜʳ, 

ʥʦ ʦʞʠʜʘʶʪ ʙʦʣʝʝ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʭ ʘʪʘʢ ʥʘ ʢʦʤʧʘʥʠʠ ʠ ʦʪʨʘʩʣʠ, ʢʦʪʦʨʳʝ ʨʘʥʝʝ 

ʥʝ ʩʯʠʪʘʣʠ ʩʝʙʷ ʧʦʜʚʝʨʞʝʥʥʳʤʠ ʚʳʩʦʢʦʤʫ ʨʠʩʢʫ. ʉʶʜʘ ʚʭʦʜʷʪ ʣʶʙʳʝ 

ʦʨʛʘʥʠʟʘʮʠʠ, ʥʝ ʚʭʦʜʷʱʠʝ ʚ ʧʝʨʚʫʶ ʧʷʪʝʨʢʫ: ʬʠʥʘʥʩʦʚʳʝ ʩʣʫʞʙʳ, ʧʨʘʚʠʪʝʣʴʩʪʚʦ, 

ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʝ, ʚʳʩʰʝʝ ʦʙʨʘʟʦʚʘʥʠʝ ʠʣʠ ʵʥʝʨʛʝʪʠʯʝʩʢʠʡ ʩʝʢʪʦʨ. 

ʅʫʣʝʚʳʝ ʜʥʠ ʠ ʢʨʠʧʪʦʚʘʣʶʪʘ 

ɸʪʘʢʠ ʥʫʣʝʚʦʛʦ ʜʥʷ ʥʘ ʧʦʧʫʣʷʨʥʳʝ ʦʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʠ ʧʨʠʣʦʞʝʥʠʷ 

ʪʘʢʞʝ ʙʫʜʫʪ ʦʩʪʘʚʘʪʴʩʷ ʧʨʦʙʣʝʤʦʡ. ʈʘʟʨʘʙʦʪʯʠʢʠ ʚ ʮʝʣʦʤ ʩʪʘʣʠ ʙʦʣʝʝ 

ʦʩʪʦʨʦʞʥʳʤʠ, ʥʦ ʚʩʝ ʝʱʝ ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʫʣʫʯʰʝʥʠʷ. ʅʘʛʨʘʜʳ ʟʘ 

ʦʙʥʘʨʫʞʝʥʠʝ ʦʰʠʙʦʢ (ʧʨʝʜʣʘʛʘʝʤʳʝ ʦʩʥʦʚʥʳʤʠ ʧʦʩʪʘʚʱʠʢʘʤʠ ʜʣʷ ʫʣʫʯʰʝʥʠʷ 

ʢʦʜʘ), ʥʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʙʫʜʫʪ ʧʨʦʜʦʣʞʘʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʚʦʶ ʚʝʨʩʠʶ ʪʦʡ ʞʝ 

ʤʦʜʝʣʠ ʠ ʧʨʝʜʣʘʛʘʪʴ ʚʳʩʦʢʠʝ ʚʳʧʣʘʪʳ ʣʶʜʷʤ, ʢʦʪʦʨʳʝ ʧʨʦʜʘʶʪ ʠʤ ʵʢʩʧʣʦʡʪʳ. 

ʂʨʠʧʪʦʚʘʣʶʪʘ ʦʩʪʘʝʪʩʷ ʥʝʩʪʘʙʠʣʴʥʳʤ ʧʩʝʚʜʦʪʦʚʘʨʦʤ, ʢʦʪʦʨʳʡ ʦʜʦʙʨʷʶʪ 

ʟʘʱʠʪʥʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠ ʧʨʝʩʪʫʧʥʠʢʠ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ 

ʦʨʛʘʥʳ ʥʝʥʘʚʠʜʷʪ ʝʛʦ. ʉ ʪʦʯʢʠ ʟʨʝʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʤʘʡʥʝʨʳ ʢʨʠʧʪʦʚʘʣʶʪʳ 

ʩʪʘʣʠ ʦʙʳʯʥʦʡ ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʦʡ ʜʣʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ, ʢʦʪʦʨʳʝ ʧʨʦʩʪʦ ʠʱʫʪ 

ʚʳʯʠʩʣʠʪʝʣʴʥʳʝ ʨʝʩʫʨʩʳ. ʄʳ, ʚʝʨʦʷʪʥʦ, ʫʚʠʜʠʤ ʙʦʣʴʰʝ ʠʟ ʥʠʭ ʚ ʙʫʜʫʱʝʤ. 

ʇʨʘʚʠʪʝʣʴʩʪʚʘ ʫʞʝ ʨʘʙʦʪʘʶʪ ʥʘʜ ʨʝʛʫʣʠʨʦʚʘʥʠʝʤ ʵʪʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ, ʠ ʚ 

2021 ʛʦʜʫ ʤʦʞʝʪ ʧʦʷʚʠʪʴʩʷ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ, ʥʘʧʨʘʚʣʝʥʥʦʝ ʥʘ ʢʦʥʪʨʦʣʴ, ʝʩʣʠ ʥʝ 

ʧʦʣʥʳʡ ʟʘʧʨʝʪ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʨʠʧʪʦʚʘʣʶʪ. ʇʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤ ʦʨʛʘʥʘʤ ʧʦ 

ʚʩʝʤʫ ʤʠʨʫ ʥʝʦʙʭʦʜʠʤʦ ʙʫʜʝʪ ʩʦʪʨʫʜʥʠʯʘʪʴ, ʝʩʣʠ ʦʥʠ ʭʦʪʷʪ ʠʤʝʪʴ ʭʦʪʴ ʢʘʢʦʡ-ʪʦ 

ʰʘʥʩ ʩʧʨʘʚʠʪʴʩʷ ʩ ʧʦʩʪʦʷʥʥʦ ʨʘʩʪʫʱʠʤ ʧʦʜʧʦʣʴʝʤ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ. ʈʘʟʚʠʪʠʝ 

ʙʠʟʥʝʩ-ʤʦʜʝʣʝʡ ʧʨʝʩʪʫʧʥʠʢʦʚ ʤʦʞʝʪ ʦʙʣʝʛʯʠʪʴ ʠʭ ʧʨʝʩʣʝʜʦʚʘʥʠʝ 

ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ. 

ʎʫʥʘʤʠ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ - ʠ ʧʦʜʢʣʶʯʝʥʥʳʝ ʘʚʪʦʤʦʙʠʣʠ 

ʋʩʪʨʦʡʩʪʚʘ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ (IoT) ʙʫʜʫʪ ʧʦ-ʧʨʝʞʥʝʤʫ ʦʩʪʘʚʘʪʴʩʷ 

ʥʝʟʘʤʝʯʝʥʥʳʤʠ ʠ ʥʝʟʘʤʝʯʝʥʥʳʤʠ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ. ɺ ʦʪʣʠʯʠʝ 

ʦʪ ʙʦʣʝʝ ʢʨʫʧʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʪʘʢʠʭ ʢʘʢ ʤʝʜʠʮʠʥʩʢʠʝ ʩʠʩʪʝʤʳ ʚʠʟʫʘʣʠʟʘʮʠʠ, 

ʥʝʙʦʣʴʰʠʝ ʫʩʪʨʦʡʩʪʚʘ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʦʩʪʘʥʫʪʩʷ ʫʷʟʚʠʤʳʤʠ ʠ ʥʝ ʙʫʜʫʪ 

ʠʩʧʨʘʚʣʝʥʳ, ʝʩʣʠ ʥʝ ʠʩʧʨʘʚʣʝʥʳ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʩʪʘʥʦʚʷʪʩʷ ʧʦʚʩʝʤʝʩʪʥʳʤʠ. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʘʡʜʫʪ ʥʦʚʳʝ ʠ ʙʦʣʝʝ ʪʚʦʨʯʝʩʢʠʝ ʧʨʠʤʝʥʝʥʠʷ ʜʣʷ ʵʪʠʭ 

ʫʩʪʨʦʡʩʪʚ, ʚʦʟʤʦʞʥʦ, ʥʘʡʜʷ ʩʧʦʩʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʭ ʜʣʷ ʚʟʣʦʤʘ ʦʙʣʘʯʥʳʭ 

ʢʦʥʪʨʦʣʣʝʨʦʚ, ʥʘ ʢʦʪʦʨʳʝ ʦʥʠ ʯʘʩʪʦ ʧʦʣʘʛʘʶʪʩʷ. 
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ʄʳ ʤʦʞʝʤ ʦʞʠʜʘʪʴ ʠʣʠ, ʩʢʦʨʝʝ, ʙʝʩʧʦʢʦʠʪʴʩʷ ʦ ʢʠʙʝʨʘʪʘʢʘʭ ʧʨʦʪʠʚ 

ʧʦʜʢʣʶʯʝʥʥʳʭ ʪʨʘʥʩʧʦʨʪʥʳʭ ʩʨʝʜʩʪʚ ʧʦʩʣʝʜʥʝʛʦ ʧʦʢʦʣʝʥʠʷ. ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ 

ʥʝ ʙʳʣʦ ʠʟʚʝʩʪʥʳʭ ʘʪʘʢ ʥʘ ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʪʨʘʥʩʧʦʨʪʥʳʭ 

ʩʨʝʜʩʪʚ ʧʦ ʙʝʩʧʨʦʚʦʜʥʦʡ ʩʝʪʠ, ʦʥʠ ʙʫʜʫʪ ʚʳʟʳʚʘʪʴ ʚʩʝ ʙʦʣʴʰʫʶ ʦʟʘʙʦʯʝʥʥʦʩʪʴ ʧʦ 

ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʚʩʝ ʙʦʣʴʰʝ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʚʥʝʜʨʷʶʪ ʵʪʫ ʪʝʭʥʦʣʦʛʠʶ. ʄʳ ʪʘʢʞʝ 

ʤʦʞʝʤ ʫʚʠʜʝʪʴ ʘʪʘʢʠ ʥʘ ʩʠʩʪʝʤʳ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʚʦʞʜʝʥʠʷ ʚ ʪʦʡ ʠʣʠ ʠʥʦʡ ʬʦʨʤʝ. 

ʍʦʪʷ ʘʪʘʢʠ ʩ ʧʦʜʪʚʝʨʞʜʝʥʠʝʤ ʢʦʥʮʝʧʮʠʠ ʤʦʛʫʪ ʙʳʪʴ ʥʝ ʯʝʤ ʠʥʳʤ, ʢʘʢ 

ʩʧʫʬʠʥʛʦʤ ʩʠʩʪʝʤʳ ʘʚʪʦʧʠʣʦʪʘ ʜʣʷ ʦʩʪʘʥʦʚʢʠ ʜʣʷ ʧʨʝʧʷʪʩʪʚʠʡ, ʢʦʪʦʨʳʭ ʥʝʪ, ʠʣʠ 

ʩʣʝʜʦʚʘʥʠʷ ʜʦʨʦʞʥʦʡ ʨʘʟʤʝʪʢʝ ʥʘ ʧʘʨʢʦʚʢʫ, ʩʫʱʝʩʪʚʫʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʩʝʨʴʝʟʥʳʭ 

ʘʪʘʢ ʥʘ ʜʘʪʯʠʢʠ ʠ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʢʦʪʦʨʳʝ ʘʢʪʠʚʠʨʫʶʪ ʵʪʠ ʪʝʭʥʦʣʦʛʠʠ. 

ʄʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʠʤʝʥʷʝʤʳʝ ʜʣʷ ʟʘʱʠʪʳ ʵʪʠʭ ʧʝʨʝʜʦʚʳʭ ʩʠʩʪʝʤ, 

ʟʘʪʨʫʜʥʷʶʪ ʚʥʝʰʥʠʝ ʘʪʘʢʠ. ʊʦ ʞʝ ʩʘʤʦʝ ʢʘʩʘʝʪʩʷ ʦʙʣʘʯʥʳʭ ʠʥʬʨʘʩʪʨʫʢʪʫʨ ʠ ʙʦʣʝʝ 

ʩʦʚʨʝʤʝʥʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ. ʅʘʰʘ ʟʘʱʠʪʘ ʫʣʫʯʰʘʝʪʩʷ, ʘ ʵʪʦ ʟʥʘʯʠʪ, ʯʪʦ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʧʨʦʥʠʢʥʫʪʴ ʚʥʫʪʨʴ, ʛʜʝ ʩʤʦʛʫʪ. 

ɹʫʜʴ ʪʦ ʚʟʷʪʦʯʥʠʯʝʩʪʚʦ ʠʣʠ ʢʦʤʧʨʦʤʝʪʘʮʠʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ - ʪʦ, ʯʪʦ ʤʳ 

ʚʠʜʝʣʠ ʚ 2020 ʛʦʜʫ ʠ, ʚʝʨʦʷʪʥʦ, ʫʚʠʜʠʤ ʙʦʣʴʰʝ ʚ 2021 ʛʦʜʫ, ʚʝʢʪʦʨ ʚʥʫʪʨʝʥʥʠʭ 

ʫʛʨʦʟ, ʚʝʨʦʷʪʥʦ, ʫʩʠʣʠʪʩʷ. ʕʪʦ ʚʳʟʦʚʝʪ ʨʘʩʪʫʱʫʶ ʦʟʘʙʦʯʝʥʥʦʩʪʴ ʚ ʮʝʧʦʯʢʝ 

ʧʦʩʪʘʚʦʢ, ʧʦʩʢʦʣʴʢʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʘʪʘʢʦʚʘʪʴ ʙʦʣʝʝ ʤʝʣʢʠʝ, ʤʝʥʝʝ ʟʨʝʣʳʝ 

ʦʨʛʘʥʠʟʘʮʠʠ ʥʘ ʩʚʦʝʤ ʧʫʪʠ ʢ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʧʦʩʣʝʜʫʶʱʠʭ ʮʝʣʝʡ. 

ʍʦʨʦʰʠʝ ʥʦʚʦʩʪʠ: ʟʘʱʠʪʘ ʫʣʫʯʰʠʪʩʷ 

ʆʜʥʘ ʠʟ ʧʨʠʯʠʥ, ʧʦ ʢʦʪʦʨʦʡ ʤʳ ʫʚʠʜʠʤ ʙʦʣʴʰʝ ʚʥʫʪʨʝʥʥʠʭ ʘʪʘʢ, 

ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʠʥʩʪʨʫʤʝʥʪʳ ʫʧʨʘʚʣʝʥʠʷ ʧʘʨʦʣʷʤʠ ʠ ʤʥʦʛʦʬʘʢʪʦʨʥʘʷ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ (MFA) ʩʪʘʥʫʪ ʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤʠ. ʕʪʦ ʧʦʤʦʞʝʪ ʩʥʠʟʠʪʴ 

ʩʢʦʨʦʩʪʴ ʘʪʘʢ ʩ ʮʝʣʴʶ ʚʟʣʦʤʘ ʘʢʢʘʫʥʪʦʚ ʩ ʧʦʤʦʱʴʶ ʬʠʰʠʥʛʘ ʠ ʢʨʘʞʠ ʜʘʥʥʳʭ. 

ʕʪʠ ʠʥʩʪʨʫʤʝʥʪʳ ʦʯʝʥʴ ʵʬʬʝʢʪʠʚʥʳ ʜʣʷ ʩʥʠʞʝʥʠʷ ʫʛʨʦʟʳ ʩʦ ʩʪʦʨʦʥʳ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʧʨʠ ʵʪʦʤ MFA ʥʘ ʦʩʥʦʚʝ ʪʦʢʝʥʦʚ ʷʚʣʷʝʪʩʷ 

ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʳʤ ʠʟ ʜʚʫʭ, ʥʦ ʩ ʛʦʜʘʤʠ ʠʭ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʤʝʜʣʝʥʥʦ ʨʦʩʣʦ. 

ʆʜʥʘʢʦ ʥʝʜʦʨʦʛʠʝ ʬʠʟʠʯʝʩʢʠʝ ʪʦʢʝʥʳ ʠ ʧʨʦʛʨʘʤʤʥʳʝ ʵʢʚʠʚʘʣʝʥʪʳ ʜʝʣʘʶʪ ʠʭ 

ʜʦʩʪʫʧʥʳʤʠ. ʇʨʠʥʷʪʠʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦ-ʧʨʝʞʥʝʤʫ ʙʫʜʝʪ ʧʨʦʙʣʝʤʦʡ ʚ ʥʦʚʦʤ ʛʦʜʫ 

ʠ, ʚʦʟʤʦʞʥʦ, ʝʱʝ ʥʝʩʢʦʣʴʢʦ ʣʝʪ. 

ʄʳ ʪʘʢʞʝ, ʚʝʨʦʷʪʥʦ, ʫʚʠʜʠʤ ʨʦʩʪ ʪʝʭʥʦʣʦʛʠʡ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʥʘ ʦʩʥʦʚʝ 

ʨʠʩʢʦʚ, ʢʦʛʜʘ ʠʥʩʪʨʫʤʝʥʪʳ ʘʥʘʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʩʧʦʣʴʟʫʶʪʩʷ, ʯʪʦʙʳ ʧʦʤʦʯʴ 

ʨʝʰʠʪʴ, ʢʘʢʦʡ ʫʨʦʚʝʥʴ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʜʭʦʜʠʪ ʜʣʷ ʢʘʞʜʦʛʦ ʢʦʥʢʨʝʪʥʦʛʦ ʩʣʫʯʘʷ. 

ʕʪʦ ʩʥʠʟʠʪ ʥʘʛʨʫʟʢʫ ʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʪʨʝʙʫʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʧʨʦʚʝʨʢʠ 

ʧʦʜʣʠʥʥʦʩʪʠ ʪʦʣʴʢʦ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʠ ʫʩʣʦʞʥʠʪ ʟʘʜʘʯʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʟʘ 

ʩʯʝʪ ʧʨʠʚʷʟʢʠ ʤʝʪʦʜʦʚ ʘʥʘʣʠʟʘ ʧʦʚʝʜʝʥʠʷ ʢ ʩʪʝʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʦ ʪʘʢʞʝ ʩʚʷʟʘʥʦ 

ʩ ʘʨʭʠʪʝʢʪʫʨʘʤʠ ʩ ʥʫʣʝʚʳʤ ʜʦʚʝʨʠʝʤ, ʨʦʩʪ ʢʦʪʦʨʳʭ ʪʘʢʞʝ ʦʞʠʜʘʝʪʩʷ ʚ 2021 ʛʦʜʫ ʠ 

ʜʘʣʝʝ. 

ɸʥʘʣʠʪʠʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʘʢ ʪʝʭʥʦʣʦʛʠʷ ʧʦʣʫʯʠʪ ʙʦʣʝʝ ʰʠʨʦʢʦʝ ʧʨʠʤʝʥʝʥʠʝ, 

ʧʦʩʢʦʣʴʢʫ ʦʥʘ ʙʫʜʝʪ ʚʢʣʶʯʝʥʘ ʚ ʩʫʱʝʩʪʚʫʶʱʠʝ ʩʪʝʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʫʪʝʤ 

ʧʣʘʚʥʦʛʦ ʩʣʠʷʥʠʷ ʩ ʩʫʱʝʩʪʚʫʶʱʠʤʠ ʨʝʰʝʥʠʷʤʠ. ʕʪʦ ʩʪʘʥʝʪ ʝʱʝ ʙʦʣʝʝ ʚʘʞʥʳʤ ʧʦ 

ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʨʘʩʰʠʨʝʥʥʦʝ ʦʙʥʘʨʫʞʝʥʠʝ ʠ ʦʪʚʝʪ (XDR) ʧʝʨʝʡʜʝʪ ʦʪ 

ʧʝʨʚʦʥʘʯʘʣʴʥʦʛʦ ʦʧʨʝʜʝʣʝʥʠʷ, ʦʨʠʝʥʪʠʨʦʚʘʥʥʦʛʦ ʥʘ ʧʦʩʪʘʚʱʠʢʘ, ʢ ʙʦʣʝʝ ʦʪʢʨʳʪʦʡ 

ʤʦʜʝʣʠ, ʥʝ ʟʘʚʠʩʷʱʝʡ ʦʪ ʧʦʩʪʘʚʱʠʢʘ. ʄʦʜʝʣʠ ʧʦʚʝʜʝʥʯʝʩʢʦʡ ʘʥʘʣʠʪʠʢʠ ʙʫʜʫʪ 

ʧʨʦʜʦʣʞʘʪʴ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʪʴʩʷ, ʯʪʦ ʧʦʟʚʦʣʠʪ ʧʦʣʫʯʘʪʴ ʙʦʣʝʝ ʪʦʯʥʳʝ ʨʝʟʫʣʴʪʘʪʳ, 
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ʧʦʩʢʦʣʴʢʫ ʘʛʝʥʪʳ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ ʧʨʦʜʦʣʞʘʶʪ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʪʴʩʷ ʠ ʧʝʨʝʜʘʚʘʪʴ ʚ 

ʩʪʝʢ ʙʦʣʝʝ ʢʘʯʝʩʪʚʝʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ɽʩʣʠ ʥʘʤ ʧʦʚʝʟʝʪ, ʤʳ ʫʚʠʜʠʤ ʩʚʝʨʭʣʝʛʢʠʝ ʘʛʝʥʪʳ, ʢʦʪʦʨʳʝ ʩʤʦʛʫʪ 

ʨʘʟʚʝʨʪʳʚʘʪʴʩʷ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʠ ʨʘʩʰʠʨʷʪʴ ʟʘʱʠʪʫ ʢʦʥʝʯʥʳʭ 

ʪʦʯʝʢ ʚ ʵʪʦʤ ʫʷʟʚʠʤʦʤ ʩʝʢʪʦʨʝ. ʄʳ ʪʘʢʞʝ ʫʚʠʜʠʤ ʙʦʣʝʝ ʰʠʨʦʢʦʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ 

ʪʝʭʥʦʣʦʛʠʡ ʦʙʤʘʥʘ. ʍʦʪʷ ʦʥʠ ʥʝ ʤʦʛʫʪ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʘʪʘʢʠ, ʦʥʠ ʤʦʛʫʪ ʩʣʫʞʠʪʴ 

ʥʘʜʝʞʥʳʤ ʨʘʥʥʠʤ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝʤ ʠ ʜʦʧʦʣʥʷʪʴ ʦʩʪʘʣʴʥʫʶ ʯʘʩʪʴ ʩʪʝʢʘ. 

2020 ʛʦʜ ʙʳʣ ʪʨʫʜʥʳʤ ʜʣʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʜʣʷ ʤʠʨʘ ʚ ʮʝʣʦʤ. ɺ ʪʦ ʚʨʝʤʷ 

ʢʘʢ 2021 ʛʦʜ ʧʨʝʜʩʪʘʚʠʪ ʨʘʟʚʠʚʘʶʱʠʝʩʷ ʫʛʨʦʟʳ ʠ ʥʦʚʳʝ ʚʳʟʦʚʳ, ʦʥ ʪʘʢʞʝ 

ʧʨʝʜʣʦʞʠʪ ʥʦʚʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʠ ʪʝʭʥʦʣʦʛʠʠ, ʢʦʪʦʨʳʝ, ʢʘʢ ʤʳ ʥʘʜʝʝʤʩʷ, ʠʟʤʝʥʷʪ 

ʙʘʣʘʥʩ ʚ ʩʪʦʨʦʥʫ ʟʘʱʠʪʳè. (Tara Seals. Cybersecurity Predictions for 2021: Robot 

Overlords No, Connected Car Hacks Yes // Threatpost 

(https://threatpost.com/cybersecurity-predictions-2021-robot-overlords-connected-

car/161594/). 27.11.2020).  

***  

 

çʂʦʤʧʘʥʠʷ Check Point Software Technologies ʧʨʝʜʫʧʨʝʞʜʘʝʪ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʙ ʫʛʨʦʟʘʭ QR-ʢʦʜʦʚ. ʀʭ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʨʝʟʢʦ ʚʦʟʨʦʩʣʦ ʚʦ ʚʨʝʤʷ 

ʧʘʥʜʝʤʠʠ Covid-19: ʥʘʧʨʠʤʝʨ, ʨʝʩʪʦʨʘʥʳ ʩʪʘʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ QR-ʢʦʜʳ, ʯʪʦʙʳ 

ʢʣʠʝʥʪʳ ʤʦʛʣʠ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʤʝʥʶ ʥʘ ʩʚʦʝʤ ʩʤʘʨʪʬʦʥʝ ʠʣʠ ʩʦʚʝʨʰʘʪʴ 

ʙʝʩʢʦʥʪʘʢʪʥʳʝ ʧʣʘʪʝʞʠ. QR-ʢʦʜʳ ʪʘʢʞʝ ʧʨʠʤʝʥʷʶʪʩʷ ʜʣʷ ʨʝʛʠʩʪʨʘʮʠʠ ʫʯʘʩʪʥʠʢʦʚ 

ʥʘ ʨʘʟʥʳʭ ʤʝʨʦʧʨʠʷʪʠʷʭ ʩ ʧʦʤʦʱʴʶ ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʢʦʥʪʘʢʪʦʚ. 

ɺ ʩʚʦʶ ʦʯʝʨʝʜʴ ʭʘʢʝʨʳ ʩʪʨʝʤʷʪʩʷ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʧʦʧʫʣʷʨʥʦʩʪʴʶ QR-ʢʦʜʦʚ, 

ʟʘʤʝʥʷʷ ʦʨʠʛʠʥʘʣʴʥʳʝ QR-ʢʦʜʳ ʜʨʫʛʠʤ ʢʦʜʦʤ, ʢʦʪʦʨʳʡ ʧʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ 

ʟʘʧʫʩʢʘʝʪ ʚʨʝʜʦʥʦʩʥʳʡ URL-ʘʜʨʝʩ ʠʣʠ ʧʳʪʘʝʪʩʷ ʟʘʛʨʫʟʠʪʴ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ. 

ʈʘʥʝʝ ʬʝʜʝʨʘʣʴʥʘʷ ʧʦʣʠʮʠʷ ɹʝʣʴʛʠʠ ʫʞʝ ʧʨʝʜʫʧʨʝʞʜʘʣʘ ʦ ʤʦʰʝʥʥʠʯʝʩʪʚʝ ʚ 

ʠʥʪʝʨʥʝʪʝ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ QR-ʢʦʜʦʚ. ʇʨʠ ʩʢʘʥʠʨʦʚʘʥʠʠ ʚʨʝʜʦʥʦʩʥʳʡ ʢʦʜ 

ʧʳʪʘʝʪʩʷ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʫʯʝʪʥʳʤ ʜʘʥʥʳʤ ʜʣʷ ʚʭʦʜʘ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ 

ʩʘʤʳʭ ʨʘʟʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʥʘ ʩʤʘʨʪʬʦʥʝ ï ʙʘʥʢʦʚʩʢʠʭ, ʦʥʣʘʡʥ-ʤʘʛʘʟʠʥʦʚ. ɼʘʣʝʝ 

ʚʨʝʜʦʥʦʩʥʘʷ ʧʨʦʛʨʘʤʤʘ ʧʳʪʘʝʪʩʷ ʫʢʨʘʩʪʴ ʵʪʠ ʜʘʥʥʳʝ ʠʣʠ ʥʘʩʪʨʦʠʪʴ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʝ ʪʨʘʥʟʘʢʮʠʠ. ING Bank ʚ ʅʠʜʝʨʣʘʥʜʘʭ ʪʘʢʞʝ ʧʨʝʜʫʧʨʝʜʠʣ ʦ 

ʤʦʰʝʥʥʠʯʝʩʢʠʭ QR-ʢʦʜʘʭ, ʢʦʪʦʨʳʝ ʧʳʪʘʶʪʩʷ ʩʚʷʟʘʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʩʦ ʩʯʝʪʘʤʠ 

ʢʣʠʝʥʪʦʚ ING ʯʝʨʝʟ ʙʘʥʢʦʚʩʢʦʝ ʧʨʠʣʦʞʝʥʠʝ. 

ʅʝʜʘʚʥʠʡ ʦʧʨʦʩ MobileIron ʧʦʢʘʟʘʣ, ʯʪʦ ʩ ʤʘʨʪʘ ʧʦ ʩʝʥʪʷʙʨʴ 38% 

ʨʝʩʧʦʥʜʝʥʪʦʚ ʩʢʘʥʠʨʦʚʘʣʠ QR-ʢʦʜ ʚ ʨʝʩʪʦʨʘʥʝ, ʙʘʨʝ ʠʣʠ ʢʘʬʝ, 37% ï ʚ ʤʘʛʘʟʠʥʝ. 

ɹʦʣʝʝ ʧʦʣʦʚʠʥʳ (51%) ʨʝʩʧʦʥʜʝʥʪʦʚ ʟʘʷʚʠʣʠ, ʯʪʦ ʫ ʥʠʭ ʥʝʪ ʠʣʠ ʠʤ ʥʝ ʠʟʚʝʩʪʥʦ, 

ʫʩʪʘʥʦʚʣʝʥʦ ʣʠ ʥʘ ʠʭ ʩʤʘʨʪʬʦʥʘʭ ʟʘʱʠʪʥʦʝ ʇʆ. ɺʦ ʤʥʦʛʠʭ ʩʣʫʯʘʷʭ ʥʘ ʵʪʠʭ 

ʫʩʪʨʦʡʩʪʚʘʭ ʫʩʪʘʥʦʚʣʝʥʳ ʢʘʢ ʣʠʯʥʳʝ, ʪʘʢ ʠ ʙʠʟʥʝʩ-ʧʨʠʣʦʞʝʥʠʷ, ʩʦʜʝʨʞʘʱʠʝ 

ʚʘʞʥʳʝ ʜʘʥʳ, ʘ ʵʪʦ ʧʦʜʚʝʨʛʘʝʪ ʦʨʛʘʥʠʟʘʮʠʠ ʧʦʚʳʰʝʥʥʳʤ ʢʠʙʝʨ-ʨʠʩʢʘʤ. ʆʪʯʝʪ 

Check Point 2020 Cyber Security Report ʧʦʢʘʟʘʣ, ʯʪʦ 27% ʦʨʛʘʥʠʟʘʮʠʡ ʧʦ ʚʩʝʤʫ 

ʤʠʨʫ ʧʦʜʚʝʨʛʣʠʩʴ ʢʠʙʝʨʘʪʘʢʘʤ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ. 34% ʙʳʣʠ 

ʘʪʘʢʦʚʘʥʳ ʚʨʝʜʦʥʦʩʥʳʤʠ ʧʨʦʛʨʘʤʤʘʤʠ ʜʣʷ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚè. (ʄʦʰʝʥʥʠʢʠ 

ʩʪʨʝʤʷʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʦʟʨʦʩʰʫʶ ʧʦʧʫʣʷʨʥʦʩʪʴ QR-ʢʦʜʦʚ // ʂʦʤʧʴʶʪʝʨʥʦʝ 

ʆʙʦʟʨʝʥʠʝ 
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(https://ko.com.ua/moshenniki_stremyatsya_ispolzovat_vozrosshuyu_populyarnost_qr-

kodov_135443). 27.11.2020). 

***  

 

ɼʽʷʣʴʥʽʩʪʴ ʭʘʢʝʨʽʚ ʪʘ ʭʘʢʝʨʩʴʢʽ ʫʛʨʫʧʦʚʫʚʘʥʥʷ 

 

çʀʩʩʣʝʜʦʚʘʪʝʣʠ ʦʙʥʘʨʫʞʠʣʠ ʚʩʝʤʠʨʥʫʶ ʢʘʤʧʘʥʠʶ, ʥʘʮʝʣʝʥʥʫʶ ʥʘ 

ʢʦʤʧʘʥʠʠ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʥʝʜʘʚʥʦ ʦʙʥʘʨʫʞʝʥʥʫʶ ʫʷʟʚʠʤʦʩʪʴ ZeroLogon.  
ʉʯʠʪʘʝʪʩʷ, ʯʪʦ ʘʢʪʠʚʥʘʷ ʢʠʙʝʨʘʪʘʢʘ ʷʚʣʷʝʪʩʷ ʜʝʣʦʤ ʨʫʢ Cicada, ʢʦʪʦʨʫʶ 

ʪʘʢʞʝ ʦʪʩʣʝʞʠʚʘʶʪ ʢʘʢ APT10, Stone Panda ʠ Cloud Hopper.  

ʀʩʪʦʨʠʯʝʩʢʠ ʛʨʫʧʧʘ ʫʛʨʦʟ - ʚʧʝʨʚʳʝ ʦʙʥʘʨʫʞʝʥʥʘʷ ʚ 2009 ʛʦʜʫ ʠ ʢʦʪʦʨʘʷ, ʧʦ 

ʤʥʝʥʠʶ ʉʐɸ, ʤʦʞʝʪ ʩʧʦʥʩʠʨʦʚʘʪʴʩʷ ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ ʂʠʪʘʷ - ʥʘʮʝʣʝʥʘ ʥʘ 

ʦʨʛʘʥʠʟʘʮʠʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʗʧʦʥʠʝʡ, ʠ ʵʪʘ ʧʦʩʣʝʜʥʷʷ ʚʦʣʥʘ ʘʪʘʢ, ʧʦʭʦʞʝ, ʥʠʯʝʤ ʥʝ 

ʦʪʣʠʯʘʝʪʩʷ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ Symantec ʟʘʜʦʢʫʤʝʥʪʠʨʦʚʘʣʠ ʢʦʤʧʘʥʠʠ ʠ ʠʭ ʜʦʯʝʨʥʠʝ 

ʢʦʤʧʘʥʠʠ ʚ 17 ʨʝʛʠʦʥʘʭ, ʩʚʷʟʘʥʥʳʝ ʩ ʘʚʪʦʤʦʙʠʣʴʥʦʡ, ʬʘʨʤʘʮʝʚʪʠʯʝʩʢʦʡ, 

ʠʥʞʝʥʝʨʥʦʡ ʦʪʨʘʩʣʴʶ ʠ ʧʨʦʠʟʚʦʜʠʪʝʣʷʤʠ ʫʧʨʘʚʣʷʝʤʳʭ ʫʩʣʫʛ (MSP), ʢʦʪʦʨʳʝ 

ʥʝʜʘʚʥʦ ʩʪʘʣʠ ʤʠʰʝʥʴʶ Cicada. 

ʇʦ ʜʘʥʥʳʤ ʢʦʤʧʘʥʠʠ, ʧʦʩʣʝʜʥʷʷ ʚʦʣʥʘ ʘʪʘʢ Cicada ʙʳʣʘ ʘʢʪʠʚʥʘ ʩ ʩʝʨʝʜʠʥʳ 

ʦʢʪʷʙʨʷ 2019 ʛʦʜʘ ʠ ʧʨʦʜʦʣʞʘʣʘʩʴ ʢʘʢ ʤʠʥʠʤʫʤ ʜʦ ʦʢʪʷʙʨʷ ʵʪʦʛʦ ʛʦʜʘ.  

Cicada, ʧʦʭʦʞʝ, ʭʦʨʦʰʦ ʦʙʝʩʧʝʯʝʥʘ ʨʝʩʫʨʩʘʤʠ ʠ ʠʩʧʦʣʴʟʫʝʪ ʤʥʦʞʝʩʪʚʦ 

ʠʥʩʪʨʫʤʝʥʪʦʚ ʠ ʪʝʭʥʠʢ. ʕʪʦ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʙʦʢʦʚʫʶ ʟʘʛʨʫʟʢʫ DLL, ʩʝʪʝʚʫʶ 

ʨʘʟʚʝʜʢʫ, ʢʨʘʞʫ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ, ʫʪʠʣʠʪʳ ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʩʧʦʩʦʙʥʳʝ 

ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʢʦʨʥʝʚʳʝ ʩʝʨʪʠʬʠʢʘʪʳ ʙʨʘʫʟʝʨʘ ʠ ʜʝʢʦʜʠʨʦʚʘʪʴ ʜʘʥʥʳʝ, ʩʮʝʥʘʨʠʠ 

PowerShell, ʘ ʪʘʢʞʝ ʘʨʭʠʚʠʨʦʚʘʥʠʝ RAR ʠ ʟʘʢʦʥʥʦʛʦ ʧʦʩʪʘʚʱʠʢʘ ʦʙʣʘʯʥʦʛʦ 

ʭʦʩʪʠʥʛʘ ʜʣʷ ʟʘʛʨʫʟʢʠ, ʫʧʘʢʦʚʢʠ ʠ ʠʟʚʣʝʯʝʥʠʷ ʫʢʨʘʜʝʥʥʳʭ ʀʥʬʦʨʤʘʮʠʷ.  

ʆʩʦʙʦ ʩʣʝʜʫʝʪ ʦʪʤʝʪʠʪʴ ʥʝʜʘʚʥʝʝ ʜʦʙʘʚʣʝʥʠʝ ʚ ʠʥʩʪʨʫʤʝʥʪʘʨʠʡ ʭʘʢʝʨʩʢʦʡ 

ʛʨʫʧʧʳ; ʠʥʩʪʨʫʤʝʥʪ, ʩʧʦʩʦʙʥʳʡ ʠʩʧʦʣʴʟʦʚʘʪʴ ZeroLogon. ʋʷʟʚʠʤʦʩʪʴ, 

ʦʪʩʣʝʞʠʚʘʝʤʘʷ ʢʘʢ CVE-2020-1472, ʧʦʣʫʯʠʚʰʘʷ ʦʮʝʥʢʫ 10 ʧʦ CVSS, ʨʘʩʢʨʳʪʘʷ ʠ 

ʠʩʧʨʘʚʣʝʥʥʘʷ Microsoft ʚ ʘʚʛʫʩʪʝ, ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʧʦʜʜʝʣʢʠ ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʝʡ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʦʤʝʥʘ ʠ ʚʟʣʦʤʘ ʜʦʤʝʥʦʚ, ʘ ʪʘʢʞʝ ʜʣʷ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʩʣʫʞʙ 

ʠʜʝʥʪʠʬʠʢʘʮʠʠ Active Directory. 

Cicada ʪʘʢʞʝ ʟʘʧʫʩʪʠʣʘ Backdoor.Hartip, ʩʧʝʮʠʘʣʴʥʫʶ ʬʦʨʤʫ ʚʨʝʜʦʥʦʩʥʦʛʦ 

ʇʆ, ʢʦʪʦʨʦʝ ʨʘʥʝʝ ʥʝ ʠʩʧʦʣʴʟʦʚʘʣʦʩʴ ʚ ʩʚʷʟʠ ʩ APT, ʧʨʦʪʠʚ ʩʚʦʠʭ ʮʝʣʝʡ.  

ʇʦʭʦʞʝ, ʯʪʦ ʛʨʫʧʧʠʨʦʚʢʘ ʦʨʠʝʥʪʠʨʦʚʘʥʘ ʥʘ ʢʨʘʞʫ ʠʥʬʦʨʤʘʮʠʠ ʠ 

ʢʠʙʝʨʰʧʠʦʥʘʞ. ʀʥʪʝʨʝʩʫʶʱʠʝ ʜʘʥʥʳʝ - ʚʢʣʶʯʘʷ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʟʘʧʠʩʠ, ʢʘʜʨʦʚʳʝ 

ʜʦʢʫʤʝʥʪʳ, ʩʣʫʞʝʙʥʳʝ ʟʘʧʠʩʢʠ ʠ ʠʥʬʦʨʤʘʮʠʶ ʦ ʨʘʩʭʦʜʘʭ - ʯʘʩʪʦ ʫʧʘʢʦʚʳʚʘʶʪʩʷ ʠ 

ʦʪʧʨʘʚʣʷʶʪʩʷ ʥʘ ʩʝʨʚʝʨʳ ʫʧʨʘʚʣʝʥʠʷ ʠ ʢʦʥʪʨʦʣʷ (C2) Cicada.  

çɺʨʝʤʷ, ʢʦʪʦʨʦʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʨʦʚʦʜʷʪ ʚ ʩʝʪʷʭ ʞʝʨʪʚ, ʨʘʟʣʠʯʘʝʪʩʷ: 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʨʦʚʦʜʷʪ ʟʥʘʯʠʪʝʣʴʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʚʨʝʤʝʥʠ ʚ ʩʝʪʷʭ ʦʜʥʠʭ ʞʝʨʪʚ 

ʠ ʚʩʝʛʦ ʥʝʩʢʦʣʴʢʦ ʜʥʝʡ ʚ ʩʝʪʷʭ ʜʨʫʛʠʭ ʞʝʨʪʚè, - ʛʦʚʦʨʷʪ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. çɺ 

ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʪʦʞʝ ʧʨʦʚʦʜʠʣʠ ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ ʚ ʩʝʪʠ, ʥʦ 

ʟʘʪʝʤ ʘʢʪʠʚʥʦʩʪʴ ʧʨʝʢʨʘʱʘʣʘʩʴ, ʥʦ ʯʝʨʝʟ ʥʝʩʢʦʣʴʢʦ ʤʝʩʷʮʝʚ ʚʦʟʦʙʥʦʚʣʷʣʘʩʴè. 
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ʂʘʤʧʘʥʠʷ ʙʳʣʘ ʦʮʝʥʝʥʘ Cicada ʩʦ "ʩʨʝʜʥʝʡ" ʩʪʝʧʝʥʴʶ ʫʚʝʨʝʥʥʦʩʪʠ ʠʟ-ʟʘ 

ʧʦʜʩʢʘʟʦʢ ʦ ʪʦʤ, ʢʘʢ ʩʢʨʳʚʘʝʪʩʷ ʢʦʜ; ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʙʦʢʦʚʦʡ ʟʘʛʨʫʟʢʠ DLL ʠ ʠʤʝʥ 

DLL, ʚʢʣʶʯʘʷ çFuckYouAntiè, ʯʪʦ ʙʳʣʦ ʨʘʥʝʝ ʟʘʜʦʢʫʤʝʥʪʠʨʦʚʘʥʦ ʚ ʦʪʯʝʪʝ Cylance 

ʧʦ ʪʦʤʫ ʞʝ APT. ʂʨʦʤʝ ʪʦʛʦ, ʦʢʦʥʯʘʪʝʣʴʥʘʷ ʧʦʣʝʟʥʘʷ ʥʘʛʨʫʟʢʘ ʦʙʲʝʜʠʥʷʝʪ 

QuasarRAT, ʢʦʪʦʨʳʡ ʚ ʧʨʦʰʣʦʤ ʠʩʧʦʣʴʟʦʚʘʣʩʷ Cicada, ʘ ʪʘʢʞʝ Backdoor.Hartip. 

çʆʯʝʚʠʜʥʦ, ʯʪʦ Cicada ʧʦ-ʧʨʝʞʥʝʤʫ ʠʤʝʝʪ ʜʦʩʪʫʧ ʢ ʙʦʣʴʰʦʤʫ ʢʦʣʠʯʝʩʪʚʫ 

ʨʝʩʫʨʩʦʚ ʠ ʥʘʚʳʢʦʚ, ʧʦʟʚʦʣʷʶʱʠʭ ʧʨʦʚʦʜʠʪʴ ʩʣʦʞʥʫʶ ʠ ʰʠʨʦʢʦʤʘʩʰʪʘʙʥʫʶ 

ʢʘʤʧʘʥʠʶ, ʧʦʜʦʙʥʫʶ ʵʪʦʡ, ʧʦʵʪʦʤʫ ʛʨʫʧʧʘ ʦʩʪʘʝʪʩʷ ʦʯʝʥʴ ʦʧʘʩʥʦʡè, - ʛʦʚʦʨʠʪ 

Symantec. çʀʩʧʦʣʴʟʦʚʘʥʠʝ ʠʤ ʠʥʩʪʨʫʤʝʥʪʘ ʜʣʷ ʵʢʩʧʣʫʘʪʘʮʠʠ ʥʝʜʘʚʥʦ 

ʦʙʥʘʨʫʞʝʥʥʦʡ ʫʷʟʚʠʤʦʩʪʠ ZeroLogon ʠ ʥʘʩʪʨʘʠʚʘʝʤʦʛʦ ʙʵʢʜʦʨʘ [...] ʧʦʢʘʟʳʚʘʝʪ, 

ʯʪʦ ʦʥ ʧʨʦʜʦʣʞʘʝʪ ʨʘʟʚʠʚʘʪʴ ʩʚʦʠ ʠʥʩʪʨʫʤʝʥʪʳ ʠ ʪʘʢʪʠʢʫ ʜʣʷ ʘʢʪʠʚʥʦʛʦ 

ʥʘʮʝʣʠʚʘʥʠʷ ʥʘ ʩʚʦʠʭ ʞʝʨʪʚè. (Charlie Osborne. Hacking group exploits ZeroLogon 

in automotive, industrial attack wave // ZDNet (https://www.zdnet.com/article/cicada-

hacking-group-exploits-zerologon-launches-new-backdoor-in-automotive-industry-

attack-wave/). 18.11.2020).  
***  

 

çʅʦʚʘʷ ʭʘʢʝʨʩʢʘʷ ʛʨʫʧʧʘ, ʩʧʦʥʩʠʨʫʝʤʘʷ ʂʠʪʘʝʤ (ʪʘʢʞʝ ʠʟʚʝʩʪʥʘʷ ʢʘʢ 

APT), ʟʘ ʧʦʩʣʝʜʥʠʝ ʜʚʘ ʛʦʜʘ ʟʘʨʘʟʠʣʘ ʚʨʝʜʦʥʦʩʥʳʤ ʇʆ ʙʦʣʝʝ 200 ʩʠʩʪʝʤ ʚ 

ʖʛʦ-ɺʦʩʪʦʯʥʦʡ ɸʟʠʠ. 

ɺʨʝʜʦʥʦʩʥʳʝ ʠʥʬʝʢʮʠʠ ʷʚʣʷʶʪʩʷ ʯʘʩʪʴʶ ʰʠʨʦʢʦʤʘʩʰʪʘʙʥʦʡ ʢʠʙʝʨ-

ʰʧʠʦʥʘʞ ʢʘʤʧʘʥʠʠ, ʧʨʦʚʝʜʝʥʥʦʡ ʛʨʫʧʧʦʡ ʧʦʜ ʥʘʟʚʘʥʠʝʤ FunnyDream, ʩʦʛʣʘʩʥʦ 

ʥʦʚʦʤʫ ʜʦʢʣʘʜʫ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʛʦ ʩʝʛʦʜʥʷ ʦʭʨʘʥʥʦʡ ʬʠʨʤʝ Bitdefender. 

ɸʪʘʢʠ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʙʳʣʠ ʥʘʮʝʣʝʥʳ ʥʘ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʖʛʦ-ɺʦʩʪʦʯʥʦʡ 

ɸʟʠʠ. ʍʦʪʷ Bitdefender ʥʝ ʥʘʟʚʘʣ ʥʠ ʦʜʥʦʡ ʩʪʨʘʥʳ-ʞʝʨʪʚʳ, ʚ ʦʪʯʝʪʝ, 

ʦʧʫʙʣʠʢʦʚʘʥʥʦʤ ʨʘʥʝʝ ʵʪʦʡ ʚʝʩʥʦʡ ʜʨʫʛʦʡ ʢʦʤʧʘʥʠʝʡ, ʟʘʥʠʤʘʶʱʝʡʩʷ 

ʙʝʟʦʧʘʩʥʦʩʪʴʶ, Kaspersky Lab ʦʧʨʝʜʝʣʝʥʳ ʮʝʣʠ FunnyDream ʚ ʄʘʣʘʡʟʠʠ, ʊʘʡʚʘʥʝ 

ʠ ʥʘ ʌʠʣʠʧʧʠʥʘʭ, ʧʨʠʯʝʤ ʙʦʣʴʰʠʥʩʪʚʦ ʞʝʨʪʚ ʥʘʭʦʜʠʪʩʷ ʚʦ ɺʴʝʪʥʘʤʝ. 

ʀ Bitdefender, ʠ Kaspersky ʟʘʷʚʠʣʠ, ʯʪʦ ʛʨʫʧʧʘ ʧʦ-ʧʨʝʞʥʝʤʫ ʘʢʪʠʚʥʘ ʜʘʞʝ 

ʩʝʛʦʜʥʷ ʠ, ʧʦʭʦʞʝ, ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʟʘʠʥʪʝʨʝʩʦʚʘʥʘ ʚ ʢʠʙʝʨʰʧʠʦʥʘʞʝ, 

ʢʦʥʮʝʥʪʨʠʨʫʷʩʴ ʥʘ ʢʨʘʞʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʦʢʫʤʝʥʪʦʚ ʩ ʟʘʨʘʞʝʥʥʳʭ ʭʦʩʪʦʚ, 

ʫʜʝʣʷʷ ʦʩʦʙʦʝ ʚʥʠʤʘʥʠʝ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʨʦʤʳʰʣʝʥʥʦʤʫ ʰʧʠʦʥʘʞʫ. 

ʇʆɼʆɹʅʓɽ ɸʊɸʂʀ, ɼɸʊʀʈʋɽʄʓɽ 2018 ɻʆɼʆʄ 

ʉʦʛʣʘʩʥʦ Bitdefender, ʙʦʣʴʰʠʥʩʪʚʦ ʵʪʠʭ ʘʪʘʢ ʩʣʝʜʦʚʘʣʠ ʧʨʦʩʪʦʡ ʩʭʝʤʝ ʠ 

ʦʙʲʝʜʠʥʷʣʠ ʪʨʠ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤʳ - Chinoxy, PCShare ʠ FunnyDream 

(ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʚ ʯʝʩʪʴ ʢʦʪʦʨʦʛʦ ʙʳʣʘ ʥʘʟʚʘʥʘ ʛʨʫʧʧʘ). 

ʋ ʢʘʞʜʦʛʦ ʠʟ ʪʨʝʭ ʰʪʘʤʤʦʚ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʦʧʨʝʜʝʣʝʥʥʘʷ ʨʦʣʴ. 

Chinoxy ʙʳʣ ʨʘʟʚʝʨʥʫʪ ʚ ʢʘʯʝʩʪʚʝ ʠʩʭʦʜʥʦʛʦ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʚʳʩʪʫʧʘʷ ʚ 

ʢʘʯʝʩʪʚʝ ʧʨʦʩʪʦʛʦ ʙʵʢʜʦʨʘ ʜʣʷ ʧʝʨʚʦʥʘʯʘʣʴʥʦʛʦ ʜʦʩʪʫʧʘ. 

PCShare, ʠʟʚʝʩʪʥʳʡ ʢʠʪʘʡʩʢʠʡ ʪʨʦʷʥ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʩ ʦʪʢʨʳʪʳʤ 

ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ, ʙʳʣ ʨʘʟʚʝʨʥʫʪ ʯʝʨʝʟ Chinoxy ʠ ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʜʣʷ ʠʩʩʣʝʜʦʚʘʥʠʷ 

ʟʘʨʘʞʝʥʥʳʭ ʭʦʩʪʦʚ. 

FunnyDream ʙʳʣ ʨʘʟʚʝʨʥʫʪ ʩ ʧʦʤʦʱʴʶ PCShare ʠ ʙʳʣ ʥʘʠʙʦʣʝʝ ʤʦʱʥʳʤ ʠ 

ʤʥʦʛʦʬʫʥʢʮʠʦʥʘʣʴʥʳʤ ʠʟ ʪʨʝʭ, ʠʤʝʣ ʙʦʣʝʝ ʧʨʦʜʚʠʥʫʪʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʩʦʭʨʘʥʝʥʠʷ 

ʠ ʩʚʷʟʠ ʠ ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʜʣʷ ʩʙʦʨʘ ʠ ʵʢʩʬʠʣʴʪʨʘʮʠʠ ʜʘʥʥʳʭ. 
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"ɼʘʞʝ ʛʣʷʜʷ ʥʘ ʛʨʘʬʠʢ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠʥʩʪʨʫʤʝʥʪʘ, ʤʳ ʚʠʜʠʤ, ʯʪʦ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʘʯʘʣʠ ʩ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʨʷʜʘ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ 

ʜʣʷ ʙʳʩʪʨʦʛʦ ʠ ʩʢʨʳʪʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʠ ʵʢʩʬʠʣʴʪʨʘʮʠʠ ʜʘʥʥʳʭ, ʘ ʟʘʪʝʤ ʨʝʰʠʣʠ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʦʣʥʳʡ ʥʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʚ ʯʘʩʪʥʦʩʪʠ, ʥʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ 

FunnyDream, ʜʣʷ ʜʣʠʪʝʣʴʥʦʛʦ ʥʘʙʣʶʜʝʥʠʷ. ", - ʩʢʘʟʘʣʘ ZDNet ʃʠʚʠʫ ɸʨʩʝʥ, 

ʠʩʩʣʝʜʦʚʘʪʝʣʴ ʛʣʦʙʘʣʴʥʦʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ Bitdefender. 

çʄʳ ʩʪʘʣʠ ʩʚʠʜʝʪʝʣʷʤʠ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʠ 

ʤʥʦʛʦʣʝʪʥʝʛʦ ʫʧʦʨʩʪʚʘ, ʥʝʩʪʘʥʜʘʨʪʥʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʣʷ ʵʢʩʬʠʣʴʪʨʘʮʠʠ ʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʣʷ ʚʳʞʠʚʘʥʠʷ ʟʘ ʧʨʝʜʝʣʘʤʠ ʟʝʤʣʠ - ʚʩʝ ʵʪʦ 

ʫʢʘʟʳʚʘʝʪ ʥʘ ʰʧʠʦʥʩʢʫʶ ʢʘʤʧʘʥʠʶ, ʧʦʪʝʥʮʠʘʣʴʥʦ ʧʦʣʠʪʠʯʝʩʢʠ ʤʦʪʠʚʠʨʦʚʘʥʥʫʶè, 

- ʜʦʙʘʚʠʣ ɸʨʩʝʥ. 

"ʋʯʠʪʳʚʘʷ, ʯʪʦ ʖʛʦ-ɺʦʩʪʦʯʥʘʷ ɸʟʠʷ ʩʪʦʣʢʥʫʣʘʩʴ ʩ ʤʥʦʞʝʩʪʚʦʤ 

ʵʢʦʥʦʤʠʯʝʩʢʠʭ ʠ ʪʦʨʛʦʚʳʭ ʧʨʦʙʣʝʤ, ʩʚʷʟʘʥʥʳʭ ʩ ʧʝʨʝʥʦʩʦʤ ʮʝʧʦʯʝʢ ʧʦʩʪʘʚʦʢ ʠʟ 

ʂʠʪʘʷ ʚ ʖʛʦ-ɺʦʩʪʦʯʥʫʶ ɸʟʠʶ, ʘ ʪʘʢʞʝ ʩ ʧʦʚʳʰʝʥʠʝʤ ʘʤʝʨʠʢʘʥʦ-ʢʠʪʘʡʩʢʠʭ 

ʪʘʨʠʬʦʚ, ʵʪʠ ʫʩʠʣʠʷ ʤʦʛʫʪ ʙʳʪʴ ʯʘʩʪʴʶ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʢʠʪʘʡʩʢʠʭ ʢʘʤʧʘʥʠʡ APT, 

ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ ʫʯʨʝʞʜʝʥʠʷ ʖʛʦ-ɺʦʩʪʦʯʥʦʡ ɸʟʠʠ. ʜʣʷ 

ʧʦʪʝʥʮʠʘʣʴʥʦʛʦ ʰʧʠʦʥʘʞʘ, ʥʘʧʨʘʚʣʝʥʥʦʛʦ ʥʘ ʚʳʷʩʥʝʥʠʝ ʪʦʛʦ, ʢʘʢ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʚ 

ʨʝʛʠʦʥʝ ʧʣʘʥʠʨʫʶʪ ʜʝʡʩʪʚʦʚʘʪʴ ʚ ʵʪʠʭ ʠʟʤʝʥʝʥʠʷʭ. 

çʅʝʢʦʪʦʨʳʝ ʩʪʨʘʥʳ ʚ ʨʝʛʠʦʥʝ ʜʘʞʝ ʧʝʨʝʞʠʣʠ ʥʝʜʘʚʥʠʝ ʚʳʙʦʨʳ ʠ ʠʟʤʝʥʝʥʠʷ 

ʚ ʫʧʨʘʚʣʝʥʠʠ, ʚʩʝ ʠʟ ʢʦʪʦʨʳʭ ʤʦʛʫʪ ʟʘʩʣʫʞʠʪʴ ʠʥʪʝʨʝʩ ʩʦ ʩʪʦʨʦʥʳ ʧʦʪʝʥʮʠʘʣʴʥʳʭ 

ʢʠʪʘʡʩʢʠʭ APT-ʛʨʫʧʧ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʪʦʛʦ, ʢʘʢ ʤʝʩʪʥʳʝ ʨʝʞʠʤʳ ʤʦʛʫʪ 

ʠʜʝʦʣʦʛʠʯʝʩʢʠ ʠ ʧʦʣʠʪʠʯʝʩʢʠ ʩʦʛʣʘʩʦʚʘʪʴʩʷ ʩ ʠʥʪʝʨʝʩʘʤʠ ʂʠʪʘʷè, - ʩʢʘʟʘʣ ZDNet 

ʠʩʩʣʝʜʦʚʘʪʝʣʴ Bitdefenderè. (Catalin Cimpanu. More than 200 systems infected by 

new Chinese APT 'FunnyDream' // ZDNet (https://www.zdnet.com/article/more-than-

200-systems-infected-by-new-chinese-apt-funnydream/). 17.11.2020).  
***  

 

çʅʘ ʵʪʦʡ ʥʝʜʝʣʝ ʩʘʡʪ Vote Joe, ʩʦʟʜʘʥʥʳʡ ʧʨʝʟʠʜʝʥʪʩʢʦʡ ʢʘʤʧʘʥʠʝʡ 

ɹʘʡʜʝʥʘ-ʍʘʨʨʠʩʘ, ʙʳʣ ʚʟʣʦʤʘʥ ʠ ʠʩʧʦʨʯʝʥ ʪʫʨʝʮʢʠʤ ʭʘʢʝʨʦʤ ʧʦ ʠʤʝʥʠ 

RootAyyildiz. 

ʉʫʜʷ ʧʦ ʩʚʠʜʝʪʝʣʴʩʪʚʘʤ ʠ ʘʨʭʠʚʥʳʤ ʩʥʠʤʢʘʤ ʩʘʡʪʘ, ʚʟʣʦʤ ʠ ʠʩʢʘʞʝʥʠʝ 

ʜʣʠʣʠʩʴ ʙʦʣʝʝ 24 ʯʘʩʦʚ. 

ʉʘʡʪ "ɻʦʣʦʩʫʡ ʟʘ ɼʞʦ" ʧʦʚʨʝʞʜʝʥ ʥʘ ʵʪʦʡ ʥʝʜʝʣʝ 

ʇʨʠʤʝʨʥʦ ʜʦ 9 ʥʦʷʙʨʷ, ʯʝʨʝʟ ʥʝʩʢʦʣʴʢʦ ʜʥʝʡ ʧʦʩʣʝ ʧʨʝʟʠʜʝʥʪʩʢʠʭ ʚʳʙʦʨʦʚ ʚ 

ʉʐɸ ʚ 2020 ʛʦʜʫ, ʩʘʡʪ vote.joebiden.com ʙʫʜʝʪ ʧʝʨʝʥʘʧʨʘʚʣʷʪʴ ʥʘ iwillvote.com, 

ʩʦʛʣʘʩʥʦ Wayback Machin e. 

ʆʜʥʘʢʦ ʥʘ ʵʪʦʡ ʥʝʜʝʣʝ ʩʘʡʪ Vote Joe ʙʳʣ ʟʘʭʚʘʯʝʥ, ʠʩʢʘʞʝʥ ʠ ʥʘʯʘʣ 

ʧʦʢʘʟʳʚʘʪʴ ʩʦʦʙʱʝʥʠʝ ʥʘ ʪʫʨʝʮʢʦʤ ʷʟʳʢʝ, ʥʘʧʠʩʘʥʥʦʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ. 

ʍʦʪʷ ʩʘʡʪ Vote Joe ʪʝʧʝʨʴ ʦʪʢʣʶʯʝʥ, BleepingComputer ʟʘʤʝʪʠʣ, ʯʪʦ Google 

ʧʨʦʜʦʣʞʘʝʪ ʢʵʰʠʨʦʚʘʪʴ ʧʦʚʨʝʞʜʝʥʥʫʶ ʢʦʧʠʶ ʥʘ ʤʦʤʝʥʪ ʥʘʧʠʩʘʥʠʷ. 

ʉʦʛʣʘʩʥʦ ʟʘʤʝʪʢʝ, ʦʩʪʘʚʣʝʥʥʦʡ ʭʘʢʝʨʘʤʠ ʥʘ ʚʟʣʦʤʘʥʥʦʤ ʩʘʡʪʝ, 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʚʟʣʦʤ ʚʟʷʣ ʥʘ ʩʝʙʷ RootAyyildiz. 

ʅʘʨʷʜʫ ʩ ʵʪʠʤ ʫʧʦʤʠʥʘʶʪʩʷ ʠ ʜʨʫʛʠʝ ʠʤʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʧʩʝʚʜʦʥʠʤʳ, 

ʪʘʢʠʝ ʢʘʢ çMarbeyliWeromè, çb4rbarßssaè, çoneshotè ʠ çTurkish And Muslim 

Defacerè. 
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ʍʘʢʝʨ ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʦʥʠ çʥʝ ʛʨʫʧʧʘè, ʘ ʦʜʠʥʦʢʠʡ ʣʶʙʠʪʝʣʴ ʨʦʜʠʥʳ. 

ɺ ʘʥʛʣʠʡʩʢʦʤ ʧʝʨʝʚʦʜʝ ʩʦʦʙʱʝʥʠʷ ʧʨʷʤʦ ʫʢʘʟʘʥʦ, ʯʪʦ ʭʘʢʝʨʳ, ʩʪʦʷʱʠʝ ʟʘ 

ʚʟʣʦʤʦʤ, ʥʝ ʷʚʣʷʶʪʩʷ çʛʨʫʧʧʦʡè, ʥʝʩʤʦʪʨʷ ʥʘ ʥʝʩʢʦʣʴʢʦ ʧʩʝʚʜʦʥʠʤʦʚ, 

ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʚ ʧʨʠʤʝʯʘʥʠʠ. 

çRootAyyildiz - ʵʪʦ ʥʝ ʛʨʫʧʧʘ ʠʣʠ ʦʨʛʘʥʠʟʘʮʠʷ, ʘ ʣʶʙʠʪʝʣʴ ɺʘʪʘʥʘ, ʢʦʪʦʨʳʡ 

ʩʨʘʞʘʝʪʩʷ ʚ ʦʜʠʥʦʯʢʫè, - ʛʦʚʦʨʠʪʩʷ ʚ ʧʝʨʝʚʦʜʝ. 

ɺʘʪʘʥ ʠ ɺʘʪʘʥ - ʵʪʦ ʩʣʦʚʘ, ʦʙʦʟʥʘʯʘʶʱʠʝ çʨʦʜʠʥʫè ʠʣʠ çʨʦʜʠʥʫè ʚ ʘʨʘʙʩʢʦʤ, 

ʪʫʨʝʮʢʦʤ, ʫʨʜʫ ʠ ʧʦʜʦʙʥʳʭ ʷʟʳʢʘʭ. 

ʕʪʦ ʠʩʢʘʞʝʥʠʝ ʷʚʣʷʝʪʩʷ ʪʫʨʝʮʢʠʤ ʧʦʩʣʘʥʠʝʤ, ʧʨʝʜʫʧʨʝʞʜʘʶʱʠʤ 

"ʧʦʜʜʝʨʞʠʚʘʝʤʳʝ ʉʐɸ ʪʘʢ ʥʘʟʳʚʘʝʤʳʝ ʧʦʣʠʪʠʯʝʩʢʠʝ ʧʘʨʪʠʠ, ʪʘʢʠʝ ʢʘʢ ʭʦʨʦʰʘʷ 

ʧʘʨʪʠʷ chp hdp", ʯʪʦʙʳ ʦʥʠ ʧʨʝʢʨʘʪʠʣʠ ʧʦʧʳʪʢʠ ʚʣʠʷʪʴ ʥʘ ʧʦʣʠʪʠʢʫ ʚ ʊʫʨʮʠʠ. 

ɺ ʟʘʧʠʩʢʝ ʪʘʢʞʝ ʩʦʜʝʨʞʠʪʩʷ ʬʦʪʦʛʨʘʬʠʷ 34-ʛʦ ʩʫʣʪʘʥʘ ʆʩʤʘʥʩʢʦʡ ʠʤʧʝʨʠʠ 

ɸʙʜʫʣ ʍʘʤʠʜʘ II. 

ʄʝʣʢʠʡ ʰʨʠʬʪ ʧʦʜ ʬʦʪʦʛʨʘʬʠʝʡ, ʚʝʨʦʷʪʥʦ, ʷʚʣʷʝʪʩʷ ʦʪʩʳʣʢʦʡ ʢ 

ʥʝʫʜʘʚʰʝʤʫʩʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʤʫ ʧʝʨʝʚʦʨʦʪʫ ʚ ʊʫʨʮʠʠ 15 ʠʶʣʷ 2016 ʛʦʜʘé 

ʅʘ ʤʦʤʝʥʪ ʥʘʧʠʩʘʥʠʷ BleepingComputer ʦʙʥʘʨʫʞʠʣ, ʯʪʦ ʜʦʤʝʥ 

vote.joebiden.com ʙʦʣʴʰʝ ʥʝ ʜʦʩʪʫʧʝʥ. 

ʍʦʪʷ ʥʝʠʟʚʝʩʪʥʦ, ʢʘʢʦʡ ʥʝʜʦʩʪʘʪʦʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʚʝʣ ʢ ʧʦʚʨʝʞʜʝʥʠʶ 

ʩʘʡʪʘ, ʵʪʦ ʥʝ ʧʝʨʚʳʡ ʩʣʫʯʘʡ ʫʷʟʚʠʤʦʩʪʠ ʚʝʙ-ʩʣʫʞʙʳ ʧʨʝʟʠʜʝʥʪʩʢʦʡ ʢʘʤʧʘʥʠʠéè. 

(Ax Sharma. Joe Biden's 'Vote Joe' website defaced by Turkish Hackers // Bleeping 

ComputerÈ (https://www.bleepingcomputer.com/news/security/joe-bidens-vote-joe-

website-defaced-by-turkish-hackers/). 21.11.2020).  
***  

 

çɻʨʫʧʧʘ ʭʘʢʝʨʦʚ, ʩʧʦʥʩʠʨʫʝʤʘʷ ʂʠʪʘʝʤ, ʙʳʣʘ ʟʘʤʝʯʝʥʘ ʧʨʠ ʧʦʧʳʪʢʝ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʷʟʚʠʤʦʩʪʴ Windows Zerologon ʚ ʘʪʘʢʘʭ ʥʘ ʷʧʦʥʩʢʠʝ ʢʦʤʧʘʥʠʠ 

ʠ ʜʦʯʝʨʥʠʝ ʢʦʤʧʘʥʠʠ ʠʟ ʨʘʟʣʠʯʥʳʭ ʩʝʢʪʦʨʦʚ ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ ʚ 17 ʨʝʛʠʦʥʘʭ 

ʧʦ ʚʩʝʤʫ ʤʠʨʫ. 

ʕʪʫ ʛʣʦʙʘʣʴʥʫʶ ʢʘʤʧʘʥʠʶ ʢʠʙʝʨʰʧʠʦʥʘʞʘ ʧʨʠʧʠʩʳʚʘʶʪ ʭʘʢʝʨʘʤ, 

ʧʦʜʜʝʨʞʠʚʘʶʱʠʤ ʛʦʩʫʜʘʨʩʪʚʦ APT10, ʥʘ ʦʩʥʦʚʘʥʠʠ ʠʥʬʦʨʤʘʮʠʠ, ʩʦʙʨʘʥʥʦʡ 

ʢʦʤʘʥʜʦʡ Symantec Threat Hunter Team, ʧʦʜʨʘʟʜʝʣʝʥʠʝʤ Broadcom, ʢʦʪʦʨʦʝ 

ʦʪʩʣʝʞʠʚʘʣʦ ʘʪʘʢʠ. 

ɸʪʘʢʠ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤʠ Symantec ʧʦʩʣʝ ʦʙʥʘʨʫʞʝʥʠʷ 

ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ ʟʘʛʨʫʟʢʠ ʩʪʦʨʦʥʥʝʡ ʙʠʙʣʠʦʪʝʢʠ DLL ʚ ʩʝʪʠ ʢʣʠʝʥʪʘ. 

çʇʝʨʚʦʥʘʯʘʣʴʥʦʝ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ Cloud Analytics ʧʦʟʚʦʣʠʣʦ ʥʘʰʝʡ ʢʦʤʘʥʜʝ 

ʧʦ ʧʦʠʩʢʫ ʫʛʨʦʟ ʚʳʷʚʠʪʴ ʜʘʣʴʥʝʡʰʠʭ ʞʝʨʪʚ ʵʪʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʩʦʩʪʘʚʠʪʴ ʙʦʣʝʝ 

ʧʦʣʥʫʶ ʢʘʨʪʠʥʫ ʵʪʦʡ ʢʘʤʧʘʥʠʠ ʠ ʩʚʷʟʘʪʴ ʵʪʫ ʜʝʷʪʝʣʴʥʦʩʪʴ ʩ Cicadaè, - ʩʢʘʟʘʣʠ ʚ 

Symantec. 

ɾʝʨʪʚʳ ʢʘʤʧʘʥʠʠ 

ʍʘʢʝʨʳ APT10 ʧʨʦʚʦʜʠʣʠ ʵʪʫ ʢʘʤʧʘʥʠʶ ʧʨʠʤʝʨʥʦ ʮʝʣʳʡ ʛʦʜ, ʧʦ ʢʨʘʡʥʝʡ 

ʤʝʨʝ, ʩ ʩʝʨʝʜʠʥʳ ʦʢʪʷʙʨʷ 2019 ʛʦʜʘ ʜʦ ʥʘʯʘʣʘ ʦʢʪʷʙʨʷ 2020 ʛʦʜʘ. 

ɺ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʩʫʙʲʝʢʪʳ APT10 ʦʩʪʘʚʘʣʠʩʴ ʘʢʪʠʚʥʳʤʠ ʠ 

ʥʝʟʘʤʝʯʝʥʥʳʤʠ ʚ ʩʝʪʷʭ ʩʚʦʠʭ ʞʝʨʪʚ ʚ ʪʝʯʝʥʠʝ ʧʦʯʪʠ ʮʝʣʦʛʦ ʛʦʜʘ, ʧʦʢʘʟʳʚʘʷ, ʯʪʦ ʫ 

ʥʠʭ ʝʩʪʴ ʠʥʩʪʨʫʤʝʥʪʳ ʠ ʠʟʦʱʨʝʥʥʦʩʪʴ, ʯʪʦʙʳ ʵʬʬʝʢʪʠʚʥʦ ʩʢʨʳʚʘʪʴ ʩʚʦʶ 

ʚʨʝʜʦʥʦʩʥʫʶ ʜʝʷʪʝʣʴʥʦʩʪʴ. 
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çʇʦʩʪʨʘʜʘʚʰʠʝ ʚ ʦʩʥʦʚʥʦʤ ʢʨʫʧʥʳʝ, ʭʦʨʦʰʦ ʠʟʚʝʩʪʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ, ʤʥʦʛʠʝ 

ʠʟ ʢʦʪʦʨʳʭ ʩʚʷʟʘʥʳ ʩ ʗʧʦʥʠʝʡ ʠʣʠ ʷʧʦʥʩʢʠʤʠ ʢʦʤʧʘʥʠʷʤʠ, ʯʪʦ ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ 

ʦʩʥʦʚʥʳʭ ʬʘʢʪʦʨʦʚ, ʩʚʷʟʳʚʘʶʱʠʭ ʞʝʨʪʚè, - ʧʦʷʩʥʷʝʪ Symantec. 

ʇʨʠʚʝʜʝʥʥʘʷ ʥʠʞʝ ʢʘʨʪʘ ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʘʪʘʢʠ APT10 ʪʘʢʞʝ ʙʳʣʠ ʥʘʮʝʣʝʥʳ 

ʥʘ ʬʠʨʤʳ ʚ ʧʨʝʜʝʣʘʭ ʛʨʘʥʠʮ ʂʠʪʘʷ, ʥʦ ʵʪʘ ʢʦʤʧʘʥʠʷ ʙʳʣʘ ʜʦʯʝʨʥʝʡ ʢʦʤʧʘʥʠʝʡ 

ʷʧʦʥʩʢʦʡ ʬʠʨʤʳ, ʢʘʢ ʠ ʤʥʦʛʠʝ ʜʨʫʛʠʝ ʮʝʣʠ ʚ ʵʪʦʡ ʢʘʤʧʘʥʠʠ. 

ʉʨʝʜʠ ʠʥʬʦʨʤʘʮʠʠ, ʠʩʧʦʣʴʟʫʝʤʦʡ ʜʣʷ ʘʪʨʠʙʫʮʠʠ ʘʪʘʢ, ʠʩʩʣʝʜʦʚʘʪʝʣʠ 

Symantec ʪʘʢʞʝ ʫʧʦʤʠʥʘʶʪ ʥʘʩʪʨʘʠʚʘʝʤʳʝ ʟʘʛʨʫʟʯʠʢʠ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʜʦʩʪʘʚʢʠ 

ʚʨʝʜʦʥʦʩʥʳʭ ʧʦʣʝʟʥʳʭ ʜʘʥʥʳʭ ʚʦ ʚʩʝ ʩʝʪʠ ʮʝʣʝʡ. 

ʊʘʢʞʝ ʙʳʣʦ ʟʘʤʝʯʝʥʦ, ʯʪʦ ʦʥʠ ʠʩʧʦʣʴʟʦʚʘʣʠ ʘʥʘʣʦʛʠʯʥʳʝ ʤʝʪʦʜʳ 

ʟʘʧʫʪʳʚʘʥʠʷ, ʞʠʚʳʝ ʚʥʝ ʟʝʤʣʠ ʠʥʩʪʨʫʤʝʥʪʳ ʠ ʢʦʥʝʯʥʫʶ ʧʦʣʝʟʥʫʶ ʥʘʛʨʫʟʢʫ 

QuasarRAT (ʙʵʢʜʦʨ, ʦʙʳʯʥʦ ʠʩʧʦʣʴʟʫʝʤʳʡ APT10), ʘ ʪʘʢʞʝ ʩʢʦʦʨʜʠʥʠʨʦʚʘʥʥʳʡ 

ʪʘʨʛʝʪʠʥʛ ʥʘ ʥʝʩʢʦʣʴʢʦ ʦʨʛʘʥʠʟʘʮʠʡ ʦʜʥʦʚʨʝʤʝʥʥʦ. 

ʊʘʢʞʝ ʙʳʣʦ ʟʘʤʝʯʝʥʦ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ APT10 ʠʩʧʦʣʴʟʦʚʘʣʠ ʵʢʩʧʣʦʡʪʳ 

Zerologon ʜʣʷ ʢʨʘʞʠ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʜʦʤʝʥʘ ʠ ʧʦʣʫʯʝʥʠʷ ʧʦʣʥʦʛʦ ʢʦʥʪʨʦʣʷ ʥʘʜ 

ʚʩʝʤ ʜʦʤʝʥʦʤ ʧʦʩʣʝ ʫʩʧʝʰʥʦʡ ʵʢʩʧʣʫʘʪʘʮʠʠ ʫʷʟʚʠʤʳʭ ʫʩʪʨʦʡʩʪʚ. 

ʕʪʘ ʫʷʟʚʠʤʦʩʪʴ ʪʘʢʞʝ ʘʢʪʠʚʥʦ ʠʩʧʦʣʴʟʦʚʘʣʘʩʴ ʚ ʘʪʘʢʘʭ ʧʦʜʜʝʨʞʠʚʘʝʤʦʡ 

ʀʨʘʥʦʤ ʭʘʢʝʨʩʢʦʡ ʛʨʫʧʧʳ MuddyWater (ʠʟʚʝʩʪʥʦʡ ʪʘʢʞʝ ʢʘʢ SeedWorm ʠ 

MERCURY), ʥʘʯʠʥʘʷ ʩʦ ʚʪʦʨʦʡ ʧʦʣʦʚʠʥʳ ʩʝʥʪʷʙʨʷ, ʠ ʬʠʥʘʥʩʦʚʦ ʤʦʪʠʚʠʨʦʚʘʥʥʦʡ 

ʛʨʫʧʧʳ ʫʛʨʦʟ TA505 (Chimborazo). 

ɺʨʝʤʷ, ʧʨʦʚʝʜʝʥʥʦʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʚ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʭ ʩʝʪʷʭ, 

ʩʠʣʴʥʦ ʚʘʨʴʠʨʦʚʘʣʦʩʴ ʦʪ ʥʝʩʢʦʣʴʢʠʭ ʜʥʝʡ ʜʦ ʧʦʯʪʠ ʮʝʣʦʛʦ ʛʦʜʘ, ʧʨʠʯʝʤ ʚ 

ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʘʢʪʠʚʥʦʩʪʴ ʚʦʟʦʙʥʦʚʣʷʣʘʩʴ ʧʦʩʣʝ ʤʝʩʷʮʝʚ ʧʦʣʥʦʛʦ ʤʦʣʯʘʥʠʷ. 

ʂʠʪʘʡʩʢʠʝ ʭʘʢʝʨʳ ʥʘʮʝʣʝʥʳ ʥʘ Five Eyes 

APT10 (ʪʘʢʞʝ ʠʟʚʝʩʪʥʳʡ ʢʘʢ Menupass, Stone Panda, Cloud Hopper) ʙʳʣ 

ʘʢʪʠʚʝʥ ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ ʩ 2009 ʛʦʜʘ ʠ ʠʩʪʦʨʠʯʝʩʢʠ ʥʘʮʝʣʠʣʩʷ ʥʘ 

ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʯʘʩʪʥʳʝ ʢʦʤʧʘʥʠʠ ʠʟ ʉʐɸ, ɽʚʨʦʧʳ ʠ ʗʧʦʥʠʠ. 

ʆʥʠ ʠʟʚʝʩʪʥʳ ʪʝʤ, ʯʪʦ ʩʦʩʨʝʜʦʪʘʯʠʚʘʶʪʩʷ ʥʘ ʢʨʘʞʝ ʚʦʝʥʥʦʡ, 

ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʦʡ ʠ ʜʝʣʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʩ ʚʟʣʦʤʘʥʥʳʭ ʮʝʣʝʡ ʠ ʯʘʩʪʦ 

ʩʦʩʨʝʜʦʪʘʯʠʚʘʶʪ ʩʚʦʠ ʘʪʘʢʠ ʥʘ ʷʧʦʥʩʢʠʭ ʦʨʛʘʥʠʟʘʮʠʷʭ. 

ʇʨʘʚʠʪʝʣʴʩʪʚʦ ʉʐɸ ʧʨʝʜʲʷʚʠʣʦ ʦʙʚʠʥʝʥʠʝ ʜʚʫʤ ʭʘʢʝʨʘʤ APT10 ʚ ʜʝʢʘʙʨʝ 

2018 ʛʦʜʘ, ʧʦʢʘʟʘʚ, ʯʪʦ ʛʨʫʧʧʘ ʫʩʧʝʰʥʦ ʚʟʣʦʤʘʣʘ ʃʘʙʦʨʘʪʦʨʠʶ ʨʝʘʢʪʠʚʥʦʛʦ 

ʜʚʠʞʝʥʠʷ ʅɸʉɸ, ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ ʫʯʨʝʞʜʝʥʠʷ ʉʐɸ, ʧʦʩʪʘʚʱʠʢʦʚ 

ʫʧʨʘʚʣʷʝʤʳʭ ʫʩʣʫʛ (MSP), ʚʢʣʶʯʘʷ IBM ʠ Hewlett Packard Enterprise. 

ʍʘʢʝʨʳ APT1 ʪʘʢʞʝ ʚʟʣʦʤʘʣʠ ʩʠʩʪʝʤʳ ʄʠʥʠʩʪʝʨʩʪʚʘ ʚʦʝʥʥʦ-ʤʦʨʩʢʦʛʦ ʬʣʦʪʘ 

ʉʐɸ, ʯʪʦʙʳ ʫʢʨʘʩʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʙʦʣʝʝ ʯʝʤ 100 000 ʯʝʣʦʚʝʢ. 

ʇʦʩʣʝ ʵʪʦʛʦ ʦʙʚʠʥʝʥʠʷ ʚʩʝ ʩʪʨʘʥʳ, ʚʭʦʜʷʱʠʝ ʚ Five Eyes Intelligence Alliance 

(ʉʐɸ, ʂʘʥʘʜʘ, ɺʝʣʠʢʦʙʨʠʪʘʥʠʷ, ʅʦʚʘʷ ɿʝʣʘʥʜʠʷ ʠ ɸʚʩʪʨʘʣʠʷ), ʦʧʫʙʣʠʢʦʚʘʣʠ 

ʟʘʷʚʣʝʥʠʷ, ʧʨʠʧʠʩʳʚʘʶʱʠʝ ʢʨʘʞʫ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʢʦʤʤʝʨʯʝʩʢʠʭ ʜʘʥʥʳʭ ʢʠʪʘʡʩʢʦʡ APT-ʛʨʫʧʧʝ. 

ʊʘʢʝʰʠ ʆʩʫʛʘ, ʧʨʝʩʩ-ʩʝʢʨʝʪʘʨʴ ʤʠʥʠʩʪʝʨʩʪʚʘ ʠʥʦʩʪʨʘʥʥʳʭ ʜʝʣ ʗʧʦʥʠʠ, 

ʪʘʢʞʝ ʩʢʘʟʘʣ, ʯʪʦ çʗʧʦʥʠʷ ʚʳʷʚʠʣʘ ʧʦʩʪʦʷʥʥʳʝ ʘʪʘʢʠ ʛʨʫʧʧʳ, ʠʟʚʝʩʪʥʦʡ ʢʘʢ 

APT10, ʥʘ ʨʘʟʣʠʯʥʳʝ ʚʥʫʪʨʝʥʥʠʝ ʮʝʣʠé ʠ ʚʳʨʘʞʘʝʪ ʨʝʰʠʪʝʣʴʥʦʝ ʦʩʫʞʜʝʥʠʝ 

ʪʘʢʠʭ ʘʪʘʢè. 

ʗʧʦʥʩʢʠʝ ʬʠʨʤʳ ʪʘʢʞʝ ʷʚʣʷʶʪʩʷ ʮʝʥʥʳʤʠ ʮʝʣʷʤʠ ʚʳʤʦʛʘʪʝʣʝʡ. 
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ʇʦ ʤʝʥʴʰʝʡ ʤʝʨʝ 11 ʷʧʦʥʩʢʠʭ ʢʦʤʧʘʥʠʡ ʩʪʘʣʠ ʞʝʨʪʚʘʤʠ ʘʪʘʢ ʧʨʦʛʨʘʤʤ-

ʚʳʤʦʛʘʪʝʣʝʡ ʚ ʧʝʨʠʦʜ ʩ ʠʶʥʷ ʧʦ ʦʢʪʷʙʨʴ 2020 ʛʦʜʘ, ʩʦʛʣʘʩʥʦ ʦʪʯʝʪʫ, 

ʦʧʫʙʣʠʢʦʚʘʥʥʦʤʫ ʩʝʛʦʜʥʷ ʠʟʨʘʠʣʴʩʢʦʡ ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʦʡ ʢʦʤʧʘʥʠʝʡ KELA. 

çʇʦʩʪʨʘʜʘʚʰʠʝ ʢʦʤʧʘʥʠʠ ʧʨʝʜʩʪʘʚʣʷʶʪ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʫʶ, ʩʪʨʦʠʪʝʣʴʥʫʶ ʠ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʫʶ ʧʨʦʤʳʰʣʝʥʥʦʩʪʴ, ʧʨʠ ʵʪʦʤ ʦʩʥʦʚʥʳʝ ʧʦʩʪʨʘʜʘʚʰʠʝ ʠʤʝʶʪ ʦʢʦʣʦ 

143 ʤʠʣʣʠʘʨʜʦʚ ʜʦʣʣʘʨʦʚ, 33 ʤʠʣʣʠʘʨʜʦʚ ʜʦʣʣʘʨʦʚ ʠ 2 ʤʠʣʣʠʘʨʜʘ ʜʦʣʣʘʨʦʚ 

ʛʦʜʦʚʦʛʦ ʜʦʭʦʜʘè, - ʩʢʘʟʘʣʠ ʚ KELA. 

ʉ ʠʶʥʷ 2020 ʛʦʜʘ ʩʝʪʠ ʥʝʩʢʦʣʴʢʠʭ ʜʨʫʛʠʭ ʷʧʦʥʩʢʠʭ ʦʨʛʘʥʠʟʘʮʠʡ ʪʘʢʞʝ ʙʳʣʠ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ, ʚʢʣʶʯʘʷ, ʥʦ ʥʝ ʦʛʨʘʥʠʯʠʚʘʷʩʴ, ʢʦʨʧʦʨʘʮʠʠ, ʫʥʠʚʝʨʩʠʪʝʪʳ ʠ 

ʥʝʨʘʩʢʨʳʪʦʝ ʷʧʦʥʩʢʦʝ ʤʠʥʠʩʪʝʨʩʪʚʦ. ʕʪʦʪ ʜʦʩʪʫʧ ʦʯʝʥʴ ʣʝʛʢʦ ʤʦʞʝʪ ʙʳʪʴ 

ʠʩʧʦʣʴʟʦʚʘʥ ʯʣʝʥʘʤʠ ʙʘʥʜʳ ʚʳʤʦʛʘʪʝʣʝʡ ʜʣʷ ʜʦʩʪʘʚʢʠ ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʠ ʠ 

ʰʠʬʨʦʚʘʥʠʷ ʩʠʩʪʝʤ. 

ʏʪʦ ʝʱʝ ʭʫʞʝ ʠ ʯʪʦʙʳ ʧʦʢʘʟʘʪʴ ʨʠʩʢʠ, ʩ ʢʦʪʦʨʳʤʠ ʩʪʘʣʢʠʚʘʶʪʩʷ ʷʧʦʥʩʢʠʝ 

ʦʨʛʘʥʠʟʘʮʠʠ ʠʟ ʚʩʝʭ ʩʝʢʪʦʨʦʚ, KELA ʪʘʢʞʝ ʦʙʥʘʨʫʞʠʣʘ ʜʘʥʥʳʝ, ʧʨʠʥʘʜʣʝʞʘʱʠʝ 

ʷʧʦʥʩʢʠʤ ʢʦʨʧʦʨʘʮʠʷʤ, ʧʨʘʚʠʪʝʣʴʩʪʚʫ ʠ ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʤ ʦʨʛʘʥʠʟʘʮʠʷʤ, ʢʦʪʦʨʳʝ 

ʣʠʙʦ ʘʢʪʠʚʥʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʜʘʨʢʥʝʪʝ, ʣʠʙʦ ʧʦʣʴʟʫʶʪʩʷ ʙʦʣʴʰʠʤ ʩʧʨʦʩʦʤ. 

çɺʩʝ ʙʦʣʴʰʝ ʠ ʙʦʣʴʰʝ ʫʯʘʩʪʥʠʢʦʚ ʫʛʨʦʟ, ʛʨʫʧʧʳ Advanced APT ʠ 

ʥʘʮʠʦʥʘʣʴʥʳʝ ʛʦʩʫʜʘʨʩʪʚʘ ʨʘʩʩʤʘʪʨʠʚʘʶʪ ʷʧʦʥʩʢʠʝ ʦʨʛʘʥʠʟʘʮʠʠ ʢʘʢ ʮʝʥʥʳʝ ʮʝʣʠ 

ʠ ʘʢʪʠʚʥʦ ʘʪʘʢʫʶʪ ʠʭ ʩ ʧʦʤʦʱʴʶ ʦʧʧʦʨʪʫʥʠʩʪʠʯʝʩʢʠʭ ʠ ʮʝʣʝʚʳʭ ʘʪʘʢè, - 

ʟʘʢʣʶʯʘʝʪ KELAè. (Sergiu Gatlan. Chinese APT10 hackers use Zerologon exploits 

against Japanese orgs // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/chinese-apt10-hackers-use-

zerologon-exploits-against-japanese-orgs/). 18.11.2020).  
***  

 

çʅʦʚʘʷ ʛʨʫʧʧʘ ʥʘʝʤʥʳʭ ʭʘʢʝʨʦʚ, ʢʦʪʦʨʫʶ ʠʩʩʣʝʜʦʚʘʪʝʣʠ BlackBerry 

ʥʘʟʳʚʘʶʪ CostaRicto, ʧʨʦʜʘʝʪ ʩʚʦʠ ʫʩʣʫʛʠ ʦʨʛʘʥʠʟʘʮʠʷʤ, ʢʦʪʦʨʳʤ ʪʨʝʙʫʝʪʩʷ 

ʦʧʳʪ ʚʟʣʦʤʘ ʥʘ ʫʨʦʚʥʝ APT ʚ ʢʘʤʧʘʥʠʷʭ ʢʠʙʝʨʰʧʠʦʥʘʞʘ, ʦʭʚʘʪʳʚʘʶʱʠʭ 

ʚʝʩʴ ʟʝʤʥʦʡ ʰʘʨ ʠ ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʤʥʦʞʝʩʪʚʦ ʩʝʢʪʦʨʦʚ ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ.  
ʅʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ ʵʪʦʡ ʛʨʫʧʧʳ ʥʘʝʤʥʳʭ ʭʘʢʝʨʦʚ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ 

ʥʝʩʪʘʥʜʘʨʪʥʳʝ ʠ ʥʝʚʠʜʘʥʥʳʝ ʨʘʥʝʝ ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʦʛʨʘʤʤʳ, ʘ ʪʘʢʞʝ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʪʫʥʥʝʣʝʡ SSH, ʩʦʟʜʘʥʥʳʭ ʚ ʩʝʪʷʭ ʠʭ ʞʝʨʪʚ, ʠ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʦʚ VPN, 

ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʠʤ ʠʟʙʝʛʘʪʴ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʩʢʨʳʚʘʪʴ ʩʚʦʶ ʚʨʝʜʦʥʦʩʥʫʶ ʘʢʪʠʚʥʦʩʪʴ. 

çʋʯʠʪʳʚʘʷ ʥʝʦʩʧʦʨʠʤʳʡ ʫʩʧʝʭ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʷ ʢʘʢ ʫʩʣʫʛʠ (RaaS), 

ʥʝʫʜʠʚʠʪʝʣʴʥʦ, ʯʪʦ ʨʳʥʦʢ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʨʘʩʰʠʨʠʣ ʩʚʦʡ ʧʦʨʪʬʝʣʴ, ʜʦʙʘʚʠʚ ʚ 

ʩʧʠʩʦʢ ʧʨʝʜʣʘʛʘʝʤʳʭ ʫʩʣʫʛ ʩʧʝʮʠʘʣʴʥʳʝ ʢʘʤʧʘʥʠʠ ʧʦ ʬʠʰʠʥʛʫ ʠ ʰʧʠʦʥʘʞʫè. - 

ʟʘʷʚʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʠʟ ʛʨʫʧʧʳ BlackBerry Research and Intelligence. 

"ʇʝʨʝʜʘʯʘ ʘʪʘʢ ʠʣʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʯʘʩʪʝʡ ʮʝʧʦʯʢʠ ʘʪʘʢ ʥʝʟʘʚʠʩʠʤʳʤ ʛʨʫʧʧʘʤ 

ʥʘʝʤʥʠʢʦʚ ʠʤʝʝʪ ʨʷʜ ʧʨʝʠʤʫʱʝʩʪʚ ʜʣʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ - ʵʪʦ ʵʢʦʥʦʤʠʪ ʝʛʦ ʚʨʝʤʷ 

ʠ ʨʝʩʫʨʩʳ ʠ ʫʧʨʦʱʘʝʪ ʧʨʦʮʝʜʫʨʳ, ʥʦ, ʯʪʦ ʥʘʠʙʦʣʝʝ ʚʘʞʥʦ, ʦʥ ʦʙʝʩʧʝʯʠʚʘʝʪ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʫʨʦʚʝʥʴ ʢʦʩʚʝʥʥʦʛʦ ʦʙʨʘʱʝʥʠʷ, ʢʦʪʦʨʳʡ ʧʦʤʦʛʘʝʪ ʟʘʱʠʪʠʪʴ 

ʥʘʩʪʦʷʱʫʶ ʣʠʯʥʦʩʪʴ. ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ". 

ʅʘʮʝʣʠʚʘʥʠʝ ʥʘ ʣʶʙʦʛʦ ʜʦʙʘʚʣʝʥʥʦʛʦ ʥʘ ʠʭ ʨʘʜʘʨʝ 
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ʅʘʝʤʥʠʢʠ APT ʘʪʘʢʦʚʘʣʠ ʦʨʛʘʥʠʟʘʮʠʠ ʧʨʘʢʪʠʯʝʩʢʠ ʩʦ ʚʩʝʭ ʢʦʥʪʠʥʝʥʪʦʚ, 

ʚʢʣʶʯʘʷ ɽʚʨʦʧʫ (ʌʨʘʥʮʠʷ, ʅʠʜʝʨʣʘʥʜʳ, ɸʚʩʪʨʠʷ), ɸʟʠʶ (ʂʠʪʘʡ), ɸʤʝʨʠʢʫ (ʉʐɸ) 

ʠ ɸʚʩʪʨʘʣʠʶ, ʩ ʫʧʦʨʦʤ ʥʘ ʮʝʣʠ ʠʟ ʖʞʥʦʡ ɸʟʠʠ (ʀʥʜʠʷ, ɹʘʥʛʣʘʜʝʰ ʠ ʉʠʥʛʘʧʫʨ).. 

ʊʘʢʦʝ ʩʦʯʝʪʘʥʠʝ ʮʝʣʝʡ ʠʟ ʨʘʟʥʳʭ ʩʪʨʘʥ ʤʦʞʥʦ ʦʙʲʷʩʥʠʪʴ ʨʘʟʣʠʯʥʳʤʠ 

ʟʘʜʘʯʘʤʠ, ʚʳʧʦʣʥʷʝʤʳʤʠ ʨʘʟʣʠʯʥʳʤʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠ, ʧʦʪʝʥʮʠʘʣʴʥʦ ʚʢʣʶʯʘʷ 

ʢʨʫʧʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʜʘʞʝ ʧʨʘʚʠʪʝʣʴʩʪʚʘ. 

ʀʭ ʘʪʘʢʠ, ʥʘʧʨʘʚʣʝʥʥʳʝ ʥʘ ʖʞʥʫʶ ɸʟʠʶ, ʜʘʶʪ ʥʝʢʦʪʦʨʳʝ ʧʦʜʩʢʘʟʢʠ 

ʦʪʥʦʩʠʪʝʣʴʥʦ ʦʧʝʨʘʮʠʦʥʥʦʡ ʙʘʟʳ CostaRicto, ʦʪʢʫʜʘ ʦʥʠ ʟʘʧʫʩʢʘʶʪ ʢʘʤʧʘʥʠʠ 

ʢʠʙʝʨʰʧʠʦʥʘʞʘ ʦʪ ʠʤʝʥʠ ʢʣʠʝʥʪʦʚ. 

ɾʝʨʪʚʳ CostaRicto ʧʨʦʠʩʭʦʜʷʪ ʠʟ ʩʘʤʳʭ ʨʘʟʥʳʭ ʦʪʨʘʩʣʝʡ ʠ çʨʘʟʣʠʯʘʶʪʩʷ ʧʦ 

ʥʝʩʢʦʣʴʢʠʤ ʚʝʨʪʠʢʘʣʷʤ, ʙʦʣʴʰʘʷ ʯʘʩʪʴ ʠʟ ʢʦʪʦʨʳʭ - ʬʠʥʘʥʩʦʚʳʝ ʫʯʨʝʞʜʝʥʠʷè. 

ɻʨʫʧʧʘ ʙʳʣʘ ʘʢʪʠʚʥʘ ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ ʩ ʦʢʪʷʙʨʷ 2019 ʛʦʜʘ ʥʘ ʦʩʥʦʚʝ 

ʚʨʝʤʝʥʥʳʭ ʤʝʪʦʢ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ CostaRicto, ʭʦʪʷ ʥʝʢʦʪʦʨʳʝ ʠʟ ʠʭ ʩʪʘʜʠʡ 

ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʠ ʫʩʪʘʨʝʣʠ ʩ 2017 ʛʦʜʘ, ʯʪʦ ʩʚʠʜʝʪʝʣʴʩʪʚʫʝʪ ʦ ʪʦʤ, ʯʪʦ ʦʥʠ 

ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʚ ʧʨʝʜʳʜʫʱʠʭ ʢʘʤʧʘʥʠʷʭ, ʥʦ ʜʣʷ ʜʦʩʪʘʚʢʠ ʜʨʫʛʠʭ ʚʨʝʜʦʥʦʩʥʳʭ 

ʧʦʣʝʟʥʳʭ ʥʘʛʨʫʟʦʢ. 

çʇʝʨʝʜʘʯʘ ʰʧʠʦʥʩʢʦʡ ʢʘʤʧʘʥʠʠ ʠʣʠ ʝʝ ʯʘʩʪʠ ʛʨʫʧʧʝ ʥʘʝʤʥʠʢʦʚ ʤʦʞʝʪ ʙʳʪʴ 

ʦʯʝʥʴ ʧʨʠʚʣʝʢʘʪʝʣʴʥʦʡ, ʦʩʦʙʝʥʥʦ ʜʣʷ ʧʨʝʜʧʨʠʷʪʠʡ ʠ ʯʘʩʪʥʳʭ ʣʠʮ, ʢʦʪʦʨʳʝ ʠʱʫʪ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʚʦʠʭ ʢʦʥʢʫʨʝʥʪʘʭ, ʥʦ ʤʦʛʫʪ ʥʝ ʠʤʝʪʴ ʥʝʦʙʭʦʜʠʤʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ, 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʠ ʦʧʳʪʘ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʘʪʘʢʠ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦè, ʉʢʘʟʘʣ 

BlackBerry. 

çʅʦ ʜʘʞʝ ʧʝʯʘʣʴʥʦ ʠʟʚʝʩʪʥʳʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʠʤʝʶʱʠʝ ʦʧʳʪ 

ʢʠʙʝʨʰʧʠʦʥʘʞʘ, ʤʦʛʫʪ ʠʟʚʣʝʯʴ ʚʳʛʦʜʫ ʠʟ ʜʦʙʘʚʣʝʥʠʷ ʫʨʦʚʥʷ ʢʦʩʚʝʥʥʦʩʪʠ ʢ ʩʚʦʠʤ 

ʘʪʘʢʘʤ. ʀʩʧʦʣʴʟʫʷ ʥʘʝʤʥʠʢʘ ʚ ʢʘʯʝʩʪʚʝ ʩʚʦʝʛʦ ʧʨʝʜʩʪʘʚʠʪʝʣʷ, ʥʘʩʪʦʷʱʠʡ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʞʝʪ ʣʫʯʰʝ ʟʘʱʠʪʠʪʴ ʩʚʦʶ ʣʠʯʥʦʩʪʴ ʠ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʧʦʧʳʪʢʠ 

ʘʪʨʠʙʫʮʠʠè. 

ʅʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʣʷ ʚʟʣʦʤʘ CostaRicto 

ʏʪʦʙʳ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʩʝʪʷʤ ʩʚʦʠʭ ʞʝʨʪʚ, ʭʘʢʝʨʳ ʠʩʧʦʣʴʟʫʶʪ 

ʥʝʠʟʚʝʩʪʥʳʡ ʚʝʢʪʦʨ ʧʨʦʥʠʢʥʦʚʝʥʠʷ, ʥʦ BlackBerry ʟʘʷʚʣʷʝʪ, ʯʪʦ ʚʦʟʤʦʞʥʳ 

ʫʢʨʘʜʝʥʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ, ʬʠʰʠʥʛʦʚʳʝ ʠʣʠ ʢʫʧʣʝʥʥʳʝ ʠʟ ʥʝʠʟʚʝʩʪʥʳʭ 

ʠʩʪʦʯʥʠʢʦʚ. 

ʇʦʧʘʚ ʚʥʫʪʨʴ, ʦʥʠ ʨʘʟʚʝʨʪʳʚʘʶʪ ʫʜʘʣʝʥʥʳʝ ʪʫʥʥʝʣʠ SSH ʠ stager ʧʦʣʝʟʥʦʡ 

ʥʘʛʨʫʟʢʠ HTTP ʠ ʦʙʨʘʪʥʦʛʦ DNS, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʥʝʚʠʜʘʥʥʦʛʦ 

ʨʘʥʝʝ ʙʵʢʜʦʨʘ, ʧʦʣʫʯʠʚʰʝʛʦ ʥʘʟʚʘʥʠʝ Sombra. 

ɹʵʢʜʦʨ ʜʦʩʪʘʚʣʷʝʪʩʷ ʚ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʝ ʩʠʩʪʝʤʳ ʯʝʨʝʟ ʦʪʨʘʞʘʶʱʠʡ 

ʟʘʛʨʫʟʯʠʢ PowerSploit ʠʣʠ ʩʧʝʮʠʘʣʴʥʦ ʩʦʟʜʘʥʥʳʡ ʜʨʦʧʧʝʨ ʥʘ ʦʩʥʦʚʝ ʚʠʨʪʫʘʣʴʥʦʡ 

ʤʘʰʠʥʳ, ʠʟʚʝʩʪʥʳʡ ʢʘʢ CostaBricks. 

ʋʧʨʘʚʣʷʷ ʩʚʦʠʤʠ ʢʦʤʘʥʜʥʦ-ʢʦʥʪʨʦʣʴʥʳʤʠ ʩʝʨʚʝʨʘʤʠ ʩ ʧʦʤʦʱʴʶ 

ʢʦʤʙʠʥʘʮʠʠ ʩʦʝʜʠʥʝʥʠʡ Tor ʠ ʫʨʦʚʥʷ ʧʨʦʢʩʠ, CostaRicto ʪʘʢʞʝ ʜʝʤʦʥʩʪʨʠʨʫʝʪ 

çʦʧʝʨʘʮʠʦʥʥʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ ʚʳʰʝ ʩʨʝʜʥʝʛʦè. 

çʅʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʚ ʢʘʤʧʘʥʠʠ CostaRicto, ʩʦʩʪʦʠʪ ʠʟ 

ʩʧʝʮʠʘʣʴʥʦ ʩʦʟʜʘʥʥʦʛʦ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʢʦʪʦʨʦʝ ʧʦʷʚʠʣʦʩʴ ʧʨʠʤʝʨʥʦ ʚ ʦʢʪʷʙʨʝ 

2019 ʛʦʜʘ ʠ ʩ ʪʝʭ ʧʦʨ ʨʝʜʢʦ ʚʩʪʨʝʯʘʝʪʩʷ ʚ ʦʪʢʨʳʪʦʤ ʜʦʩʪʫʧʝ. ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʦʥʦ, 

ʧʦ-ʚʠʜʠʤʦʤʫ, ʷʚʣʷʝʪʩʷ ʣʠʯʥʳʤ ʜʣʷ ʵʪʦʛʦ ʢʦʥʢʨʝʪʥʦʛʦ ʧʨʦʪʠʚʥʠʢʘè, - ʦʙʲʷʩʥʷʝʪ 
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çɹʦʣʝʝ ʪʦʛʦ, ʧʦʩʪʦʷʥʥʘʷ ʨʘʟʨʘʙʦʪʢʘ, ʧʦʜʨʦʙʥʘʷ ʩʠʩʪʝʤʘ ʫʧʨʘʚʣʝʥʠʷ ʚʝʨʩʠʷʤʠ 

ʠ ʭʦʨʦʰʦ ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʥʳʡ ʢʦʜ, ʧʦʟʚʦʣʷʶʱʠʡ ʣʝʛʢʦ ʨʘʩʰʠʨʷʪʴ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ - ʚʩʝ ʵʪʦ ʛʦʚʦʨʠʪ ʦ ʪʦʤ, ʯʪʦ ʥʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ ʷʚʣʷʝʪʩʷ 

ʯʘʩʪʴʶ ʜʦʣʛʦʩʨʦʯʥʦʛʦ ʧʨʦʝʢʪʘ, ʘ ʥʝ ʨʘʟʦʚʦʡ ʢʘʤʧʘʥʠʠè. (Sergiu Gatlan. New 

stealthy hacker-for-hire group mimics state-backed attackers // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/new-stealthy-hacker-for-hire-group-

mimics-state-backed-attackers/). 13.11.2020).  
***  

 

çGroup-IB, ʤʝʞʜʫʥʘʨʦʜʥʘʷ ʢʦʤʧʘʥʠʷ, ʩʧʝʮʠʘʣʠʟʠʨʫʶʱʘʷʩʷ ʥʘ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʠ ʢʠʙʝʨʘʪʘʢ, ʧʨʠʥʷʣʘ ʫʯʘʩʪʠʝ ʚ ʦʧʝʨʘʮʠʠ ʀʥʪʝʨʧʦʣʘ Falcon ʧʦ 
ʧʨʝʩʝʯʝʥʠʶ ʜʝʷʪʝʣʴʥʦʩʪʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʠʟ ʅʠʛʝʨʠʠ. ɻʨʫʧʧʘ, ʥʘʟʚʘʥʥʘʷ 

ʩʧʝʮʠʘʣʠʩʪʘʤʠ Group-IB TMT, ʥʝʩʢʦʣʴʢʦ ʣʝʪ ʩʦʚʝʨʰʘʣʘ ʤʘʩʩʦʚʳʝ ʚʟʣʦʤʳ 

ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʧʦʯʪʳ ʠ ʧʦʭʠʱʘʣʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʦʥʥʳʝ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʟ 

ʙʨʘʫʟʝʨʦʚ, ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ FTP-ʩʝʨʚʝʨʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʥʘ ʧʨʦʜʘʞʫ. ʆʙ 

ʫʩʧʝʰʥʦʡ ʦʧʝʨʘʮʠʠ ʩʦʦʙʱʠʣ ʀʥʪʝʨʧʦʣ. 

ʇʨʝʩʪʫʧʥʠʢʠ, ʜʝʡʩʪʚʫʶʱʠʝ ʢʘʢ ʤʠʥʠʤʫʤ ʩ 2017 ʛ., ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʣʠ ʥʝ 

ʤʝʥʝʝ 500 ʪʳʩ. ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠ ʯʘʩʪʥʳʭ ʢʦʤʧʘʥʠʡ ʚ ʙʦʣʝʝ ʯʝʤ 150 ʩʪʨʘʥʘʭ, ʚ 

ʪʦʤ ʯʠʩʣʝ ʈʦʩʩʠʠ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʪʨʘʥʩʛʨʘʥʠʯʥʦʡ ʦʧʝʨʘʮʠʠ, ʚ ʢʦʪʦʨʦʡ ʫʯʘʩʪʚʦʚʘʣʠ 

ʋʧʨʘʚʣʝʥʠʝ ʧʦ ʙʦʨʴʙʝ ʩ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ ʀʥʪʝʨʧʦʣʘ, ʧʦʣʠʮʠʷ ʅʠʛʝʨʠʠ ʠ 

ʢʦʤʧʘʥʠʷ Group-IB (ʦʪʜʝʣ ʧʦ ʨʘʩʩʣʝʜʦʚʘʥʠʶ ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʡ, 

ʉʠʥʛʘʧʫʨ) ʚ ʃʘʛʦʩʝ ʙʳʣʠ ʘʨʝʩʪʦʚʘʥʳ ʪʨʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘ. ʈʘʩʩʣʝʜʦʚʘʥʠʝ 

ʧʨʦʜʦʣʞʘʝʪʩʷ, ʥʝʢʦʪʦʨʳʝ ʫʯʘʩʪʥʠʢʠ ʧʨʝʩʪʫʧʥʦʡ ʛʨʫʧʧʳ ʜʦ ʩʠʭ ʦʩʪʘʶʪʩʷ ʥʘ 

ʩʚʦʙʦʜʝ. 

ɻʨʫʧʧʘ ʟʘʥʠʤʘʣʘʩʴ BEC-ʘʪʘʢʘʤʠ (ʦʪ ʘʥʛʣ. business email compromise ï 

ʢʦʤʧʨʦʤʝʪʘʮʠʷ ʜʝʣʦʚʦʡ ʧʦʯʪʳ) ï ʵʪʦ ʪʠʧ ʬʠʰʠʥʛ-ʘʪʘʢʠ, ʦʩʥʦʚʘʥʥʳʡ ʥʘ 

ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ. ʌʠʰʠʥʛʦʚʳʝ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʤʦʛʫʪ ʙʳʪʴ ʥʘʮʝʣʝʥʳ ʥʘ 

ʦʧʨʝʜʝʣʝʥʥʳʭ ʩʦʪʨʫʜʥʠʢʦʚ ʦʨʛʘʥʠʟʘʮʠʠ ʠʣʠ ʨʘʩʩʳʣʘʪʴʩʷ ʤʘʩʩʦʚʦ. ʆʥʠ ʯʘʩʪʦ 

ʤʘʩʢʠʨʫʶʪʩʷ ʧʦʜ ʟʘʧʨʦʩʳ ʜʝʥʝʞʥʳʭ ʧʝʨʝʚʦʜʦʚ, ʩʦʦʙʱʝʥʠʷ ʦʪ HR-ʜʝʧʘʨʪʘʤʝʥʪʘ 

ʠʣʠ ʢʦʤʤʝʨʯʝʩʢʠʝ ʧʨʝʜʣʦʞʝʥʠʷ ʠ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʢʨʘʞʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ 

ʜʘʥʥʳʭ. 

ʊʨʠ ʯʣʝʥʘ ʛʨʫʧʧʳ, ʠʟʚʝʩʪʥʳʝ ʧʦʜ ʠʥʠʮʠʘʣʘʤʠ çOCè (32 ʛʦʜʘ), çIOè (34 ʛʦʜʘ) 

ʠ çOIè (35 ʣʝʪ), ʣʠʯʥʦʩʪʠ ʢʦʪʦʨʳʭ ʙʳʣʠ ʫʩʪʘʥʦʚʣʝʥʳ ʙʣʘʛʦʜʘʨʷ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʪʝʭʥʦʣʦʛʠʡ ʩʣʝʞʝʥʠʷ ʟʘ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤʠ Group-IB, ʘ ʪʘʢʞʝ ʦʧʝʨʘʪʠʚʥʦʡ 

ʨʘʙʦʪʝ ʤʝʞʜʫʥʘʨʦʜʥʦʡ ʢʦʤʘʥʜʳ ʨʘʩʩʣʝʜʦʚʘʥʠʡ Group-IB ʠ ʮʝʥʪʨʘ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 

ʠʥʮʠʜʝʥʪʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ CERT-GIB, ʙʳʣʠ ʘʨʝʩʪʦʚʘʥʳ ʚ ʃʘʛʦʩʝ ʥʠʛʝʨʠʡʩʢʠʤ 

ʦʪʜʝʣʦʤ ʢʠʙʝʨʧʦʣʠʮʠʠ ʚ ʨʘʤʢʘʭ ʦʧʝʨʘʮʠʠ Falcon. ʇʦ ʩʦʦʙʱʝʥʠʶ ʧʨʝʜʩʪʘʚʠʪʝʣʝʡ 

ʥʠʛʝʨʠʡʩʢʦʡ ʧʦʣʠʮʠʠ, ʩʚʝʜʝʥʠʷ, ʦʙʥʘʨʫʞʝʥʥʳʝ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ ʘʨʝʩʪʦʚʘʥʥʳʭ 

ʯʣʝʥʦʚ ʛʨʫʧʧʳ TMT, ʧʦʜʪʚʝʨʜʠʣʠ ʠʭ ʧʨʠʯʘʩʪʥʦʩʪʴ ʢ ʧʨʝʩʪʫʧʥʦʡ ʩʭʝʤʝ ʠ 

ʩʦʜʝʨʞʘʣʠ ʜʘʥʥʳʝ, ʧʨʠʥʘʜʣʝʞʘʱʠʝ, ʢʘʢ ʤʠʥʠʤʫʤ, 50 ʪʳʩ. ʧʦʩʪʨʘʜʘʚʰʠʭ. 

ʕʢʩʧʝʨʪʳ Group-IB ʦʪʩʣʝʞʠʚʘʣʠ ʘʢʪʠʚʥʦʩʪʴ ʛʨʫʧʧʠʨʦʚʢʠ ʩ 2019 ʛ. ʠ 

ʫʩʪʘʥʦʚʠʣʠ, ʯʪʦ ʯʣʝʥʳ TMT ʤʦʛʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʪʴ ʦʢʦʣʦ 500 ʪʳʩ. 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠ ʯʘʩʪʥʳʭ ʢʦʤʧʘʥʠʡ. ʇʨʦʘʥʘʣʠʟʠʨʦʚʘʚ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʠ 

ʪʝʭʥʠʢʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ, ʩʧʝʮʠʘʣʠʩʪʳ ʩʤʦʛʣʠ ʫʩʪʘʥʦʚʠʪʴ, ʯʪʦ ʛʨʫʧʧʘ ʩʦʩʪʦʠʪ ʠʟ 

ʥʝʩʢʦʣʴʢʠʭ ʧʦʜʨʘʟʜʝʣʝʥʠʡ, ʘ ʨʷʜ ʝʝ ʯʣʝʥʦʚ ʜʦ ʩʠʭ ʧʦʨ ʥʘʭʦʜʠʪʩʷ ʥʘ ʩʚʦʙʦʜʝ. 
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ʀʥʬʦʨʤʘʮʠʷ ʦ ʧʨʝʜʧʦʣʘʛʘʝʤʳʭ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʭ, ʢʦʪʦʨʳʭ Group-IB ʩʤʦʛʣʘ 

ʦʪʩʣʝʜʠʪʴ, ʙʳʣʘ ʧʝʨʝʜʘʥʘ ʚ ʋʧʨʘʚʣʝʥʠʝ ʧʦ ʙʦʨʴʙʝ ʩ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ 

ʀʥʪʝʨʧʦʣʘ.  

ɸʥʘʣʠʟ ʜʝʷʪʝʣʴʥʦʩʪʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʧʦʢʘʟʘʣ, ʯʪʦ ʛʨʫʧʧʘ, ʤʘʩʢʠʨʫʷʩʴ 

ʧʦʜ ʙʨʝʥʜʳ ʨʘʟʣʠʯʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ, ʠʩʧʦʣʴʟʦʚʘʣʘ ʤʘʩʩʦʚʳʝ ʬʠʰʠʥʛʦʚʳʝ ʨʘʩʩʳʣʢʠ 

ʜʣʷ ʜʦʩʪʘʚʢʠ ʧʦʧʫʣʷʨʥʳʭ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʧʦʜ ʚʠʜʦʤ ʟʘʢʘʟʦʚ ʥʘ ʟʘʢʫʧʢʫ, 

ʟʘʧʨʦʩʦʚ ʜʘʥʥʳʭ ʦ ʪʦʚʘʨʘʭ ʠ ʜʘʞʝ ʧʨʝʜʣʦʞʝʥʠʡ ʧʦʤʦʱʠ ʚ ʙʦʨʴʙʝ ʩ ʢʦʨʦʥʘʚʠʨʫʩʦʤ: 

ɼʣʷ ʨʘʩʩʳʣʢʠ ʬʠʰʠʥʛʦʚʳʭ ʧʠʩʝʤ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʦʚʘʣʠ 

ʠʥʩʪʨʫʤʝʥʪʳ Gammadyne Mailer ʠ Turbo-Mailer. ʂʨʦʤʝ ʪʦʛʦ, ʦʥʠ ʧʦʣʴʟʦʚʘʣʠʩʴ 

ʧʣʘʪʬʦʨʤʦʡ MailChimp, ʯʪʦʙʳ ʫʟʥʘʪʴ, ʦʪʢʨʳʣʘ ʣʠ ʞʝʨʪʚʘ ʧʦʣʫʯʝʥʥʦʝ ʩʦʦʙʱʝʥʠʝ. 

ʉʧʝʮʠʘʣʠʩʪʳ Group-IB ʦʪʤʝʯʘʶʪ, ʯʪʦ ʛʨʫʧʧʘ ʠʩʧʦʣʴʟʦʚʘʣʘ ʨʘʥʝʝ ʚʟʣʦʤʘʥʥʳʝ 

ʧʦʯʪʦʚʳʝ ʘʢʢʘʫʥʪʳ ʜʣʷ ʥʦʚʳʭ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ. ʆʙʨʘʟʮʳ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ, 

ʦʙʥʘʨʫʞʝʥʥʳʝ ʠ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʥʥʳʝ ʩʠʩʪʝʤʦʡ Group-IB Threat Hunting 

Framework, ʙʳʣʠ ʥʘʧʠʩʘʥʳ ʥʘ ʘʥʛʣʠʡʩʢʦʤ, ʨʫʩʩʢʦʤ, ʠʩʧʘʥʩʢʦʤ ʠ ʜʨʫʛʠʭ ʷʟʳʢʘʭ, ʚ 

ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʘʪʘʢʫʝʤʳʭ ʮʝʣʝʡ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ Group-IB ʩʯʠʪʘʶʪ, ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ, ʩʪʦʷʱʠʝ ʟʘ ʵʪʠʤʠ 

ʢʘʤʧʘʥʠʷʤʠ, ʠʩʧʦʣʴʟʫʶʪ ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʦʙʱʝʜʦʩʪʫʧʥʳʝ ʰʧʠʦʥʩʢʠʝ ʧʨʦʛʨʘʤʤʳ ʠ 

ʪʨʦʷʥʳ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ (RAT), ʪʘʢʠʝ ʢʘʢ AgentTesla, Loky, AzoRult, Pony, 

NetWire. ʏʪʦʙʳ ʠʟʙʝʞʘʪʴ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʦʪʩʣʝʞʠʚʘʥʠʷ ʪʨʘʜʠʮʠʦʥʥʳʤʠ ʩʠʩʪʝʤʘʤʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʛʨʫʧʧʘ ʠʩʧʦʣʴʟʫʝʪ ʧʫʙʣʠʯʥʳʝ ʢʨʠʧʪʦʨʳ. ɼʣʷ ʢʦʤʤʫʥʠʢʘʮʠʠ ʩ 

ʢʦʤʘʥʜʥʳʤ ʩʝʨʚʝʨʦʤ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʚ ʯʘʩʪʥʦʩʪʠ, ʧʨʠʤʝʥʷʣʠ ʧʨʦʪʦʢʦʣʳ SMTP, 

FTP, HTTP.  

ʎʝʣʴ ʛʨʫʧʧʳ ï ʢʨʘʞʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʦʥʥʳʭ ʜʘʥʥʳʭ ʠʟ ʙʨʘʫʟʝʨʦʚ, 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ FTP-ʢʣʠʝʥʪʦʚ. ʂʘʢ ʦʪʤʝʯʘʶʪ Group-IB, ʚ ʭʦʜʝ ʩʚʦʝʡ 

ʜʝʷʪʝʣʴʥʦʩʪʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʫʜʘʣʦʩʴ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʪʴ ʦʨʛʘʥʠʟʘʮʠʠ ʧʦ ʚʩʝʤʫ 

ʤʠʨʫ, ʚ ʪʦʤ ʯʠʩʣʝ ʚ ʉʐɸ, ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ, ʉʠʥʛʘʧʫʨʝ, ʗʧʦʥʠʠ, ʈʦʩʩʠʠ ʠ ʜʘʞʝ ʫ 

ʩʝʙʷ çʜʦʤʘè ʚ ʅʠʛʝʨʠʠ. ʍʦʪʷ ʩʧʝʮʠʘʣʠʩʪʳ ʧʨʦʜʦʣʞʘʶʪ ʠʟʫʯʘʪʴ ʤʝʪʦʜʳ 

ʤʦʥʝʪʠʟʘʮʠʠ ʫʢʨʘʜʝʥʥʳʭ ʜʘʥʥʳʭ, ʫʞʝ ʠʟʚʝʩʪʥʦ, ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʩʢʦʨʝʝ 

ʚʩʝʛʦ ʧʨʦʜʘʚʘʣʠ ʜʦʩʪʫʧ ʢ ʘʢʢʘʫʥʪʘʤ, ʘ ʪʘʢʞʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ, 

ʠʟʚʣʝʯʝʥʥʳʝ ʠʟ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ, ʥʘ ʭʘʢʝʨʩʢʠʭ ʬʦʨʫʤʘʭ ʪʝʤ, ʢʪʦ ʧʨʝʜʣʘʛʘʣ 

ʩʘʤʫʶ ʚʳʩʦʢʫʶ ʮʝʥʫéè. (Group-IB ʧʦʤʦʛʣʘ ʀʥʪʝʨʧʦʣʫ ʚʳʷʚʠʪʴ ʧʨʝʩʪʫʧʥʠʢʦʚ 

ʠʟ ʅʠʛʝʨʠʠ, ʘʪʘʢʦʚʘʚʰʠʭ ʢʦʤʧʘʥʠʠ ʧʦ ʚʩʝʤʫ ʤʠʨʫ // CNews 

(https://safe.cnews.ru/news/line/2020-11-26_groupib_pomogla_interpolu_vyyavit). 

26.11.2020).  

***  

 

çAPT TA416 ʚʝʨʥʫʣʩʷ ʚ ʚʠʜʝ ʮʝʣʝʚʳʭ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ ʧʨʦʪʠʚ ʨʷʜʘ 

ʞʝʨʪʚ - ʦʪ ɺʘʪʠʢʘʥʘ ʜʦ ʜʠʧʣʦʤʘʪʦʚ ʚ ɸʬʨʠʢʝ - ʩ ʥʦʚʦʡ ʚʝʨʩʠʝʡ Golang ʩʚʦʝʛʦ 

ʟʘʛʨʫʟʯʠʢʘ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ PlugX. 

ɸʢʪʝʨ TA416 ʩ ʨʘʩʰʠʨʝʥʥʦʡ ʧʦʩʪʦʷʥʥʦʡ ʫʛʨʦʟʦʡ (APT) ʚʝʨʥʫʣʩʷ ʩ 

ʫʜʚʦʝʥʥʦʡ ʩʠʣʦʡ: ʧʦʩʣʝ ʤʝʩʷʮʘ ʙʝʟʜʝʡʩʪʚʠʷ ʛʨʫʧʧʘ ʙʳʣʘ ʟʘʤʝʯʝʥʘ ʚ ʧʨʦʚʝʜʝʥʠʠ 

ʮʝʣʝʚʳʭ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʨʘʥʝʝ ʥʝ ʠʩʧʦʣʴʟʦʚʘʚʰʝʛʦʩʷ ʚʘʨʠʘʥʪʘ 

Golang ʩʚʦʝʛʦ ʟʘʛʨʫʟʯʠʢʘ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ PlugX. 

TA416, ʪʘʢʞʝ ʠʟʚʝʩʪʥʳʡ ʢʘʢ çMustang Pandaè ʠ çRedDeltaè, ʙʳʣ ʟʘʤʝʯʝʥ ʚ 

ʥʝʜʘʚʥʠʭ ʢʘʤʧʘʥʠʷʭ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʦʨʛʘʥʠʟʘʮʠʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʜʠʧʣʦʤʘʪʠʯʝʩʢʠʤʠ 
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ʦʪʥʦʰʝʥʠʷʤʠ ʤʝʞʜʫ ɺʘʪʠʢʘʥʦʤ ʠ ʂʦʤʤʫʥʠʩʪʠʯʝʩʢʦʡ ʧʘʨʪʠʝʡ ʂʠʪʘʷ, ʘ ʪʘʢʞʝ ʥʘ 

ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʄʴʷʥʤʝ (ʚʩʝ ʵʪʦ ʢʘʤʧʘʥʠʠ, ʦ ʢʦʪʦʨʳʭ ʩʦʦʙʱʘʣʦʩʴ ʨʘʥʝʝ.). ɻʨʫʧʧʘ 

ʪʘʢʞʝ ʙʳʣʘ ʥʝʜʘʚʥʦ ʟʘʤʝʯʝʥʘ ʚ ʢʘʯʝʩʪʚʝ ʤʠʰʝʥʝʡ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʡ, ʚʝʜʫʱʠʭ 

ʜʠʧʣʦʤʘʪʠʯʝʩʢʫʶ ʜʝʷʪʝʣʴʥʦʩʪʴ ʚ ɸʬʨʠʢʝ. 

ɺ ʭʦʜʝ ʜʘʣʴʥʝʡʰʝʛʦ ʘʥʘʣʠʟʘ ʵʪʠʭ ʘʪʘʢ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʦʙʥʘʨʫʞʠʣʠ, ʯʪʦ ʛʨʫʧʧʘ 

ʦʙʥʦʚʠʣʘ ʩʚʦʡ ʥʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʚ ʯʘʩʪʥʦʩʪʠ, ʦʙʥʦʚʠʚ ʩʚʦʡ ʚʘʨʠʘʥʪ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ PlugX. ʀʥʩʪʨʫʤʝʥʪ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ PlugX (RAT) ʨʘʥʝʝ 

ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʚ ʘʪʘʢʘʭ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ ʫʯʨʝʞʜʝʥʠʷ, ʠ 

ʧʦʟʚʦʣʷʝʪ ʫʜʘʣʝʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʦʩʫʱʝʩʪʚʣʷʪʴ ʢʨʘʞʫ ʜʘʥʥʳʭ ʠʣʠ ʙʨʘʪʴ ʧʦʜ 

ʢʦʥʪʨʦʣʴ ʟʘʪʨʦʥʫʪʳʝ ʩʠʩʪʝʤʳ ʙʝʟ ʨʘʟʨʝʰʝʥʠʷ ʠʣʠ ʘʚʪʦʨʠʟʘʮʠʠ. ʆʥ ʤʦʞʝʪ 

ʢʦʧʠʨʦʚʘʪʴ, ʧʝʨʝʤʝʱʘʪʴ, ʧʝʨʝʠʤʝʥʦʚʳʚʘʪʴ, ʚʳʧʦʣʥʷʪʴ ʠ ʫʜʘʣʷʪʴ ʬʘʡʣʳ; 

ʨʝʛʠʩʪʨʠʨʦʚʘʪʴ ʥʘʞʘʪʠʷ ʢʣʘʚʠʰ; ʦʪʧʝʯʘʪʦʢ ʧʘʣʴʮʘ ʟʘʨʘʞʝʥʥʦʡ ʩʠʩʪʝʤʳ; ʠ ʙʦʣʴʰʝ. 

çʇʦʩʢʦʣʴʢʫ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʦʜʦʣʞʘʶʪ ʧʫʙʣʠʯʥʦ ʩʦʦʙʱʘʪʴ ʦʙ 

ʵʪʦʡ ʛʨʫʧʧʝ, ʦʥʠ ʜʝʤʦʥʩʪʨʠʨʫʶʪ ʥʘʩʪʦʡʯʠʚʦʩʪʴ ʚ ʤʦʜʠʬʠʢʘʮʠʠ ʩʚʦʝʛʦ ʥʘʙʦʨʘ 

ʠʥʩʪʨʫʤʝʥʪʦʚ, ʯʪʦʙʳ ʧʦʤʝʰʘʪʴ ʘʥʘʣʠʟʫ ʠ ʠʟʙʝʞʘʪʴ ʦʙʥʘʨʫʞʝʥʠʷè, - ʟʘʷʚʠʣʠ 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʠʟ Proofpoint ʚ ʩʚʦʝʤ ʘʥʘʣʠʟʝ ʚ ʧʦʥʝʜʝʣʴʥʠʢ. çʍʦʪʷ ʙʘʟʦʚʳʝ 

ʠʟʤʝʥʝʥʠʷ ʠʭ ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʠ ʥʝ ʩʠʣʴʥʦ ʫʚʝʣʠʯʠʚʘʶʪ ʩʣʦʞʥʦʩʪʴ ʘʪʨʠʙʫʮʠʠ 

ʢʘʤʧʘʥʠʡ TA416, ʦʥʠ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʜʝʣʘʶʪ ʘʚʪʦʤʘʪʠʯʝʩʢʦʝ ʦʙʥʘʨʫʞʝʥʠʝ ʠ 

ʚʳʧʦʣʥʝʥʠʝ ʢʦʤʧʦʥʝʥʪʦʚ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ, ʥʝʟʘʚʠʩʠʤʳʭ ʦʪ ʮʝʧʦʯʢʠ 

ʟʘʨʘʞʝʥʠʷ, ʙʦʣʝʝ ʩʣʦʞʥʦʡ ʟʘʜʘʯʝʡ ʜʣʷ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡè. 

ʅʦʚʳʝ ʘʪʘʢʠ 

ʇʦʩʣʝ ʧʦʯʪʠ ʤʝʩʷʮʘ ʙʝʟʜʝʡʩʪʚʠʷ (ʧʦʩʣʝ ʧʨʝʜʳʜʫʱʝʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʫʛʨʦʟ) 

TA416 ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʥʘʙʣʶʜʘʣʠ çʦʛʨʘʥʠʯʝʥʥʳʝ ʧʨʠʟʥʘʢʠè ʚʦʟʦʙʥʦʚʣʝʥʠʷ 

ʮʝʣʝʚʦʛʦ ʬʠʰʠʥʛʘ ʩ 16 ʩʝʥʪʷʙʨʷ ʧʦ 10 ʦʢʪʷʙʨʷ. ʉʣʝʜʫʝʪ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʚ ʵʪʦʪ 

ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ ʦʪʤʝʯʘʣʩʷ ʢʠʪʘʡʩʢʠʡ ʥʘʮʠʦʥʘʣʴʥʳʡ ʧʨʘʟʜʥʠʢ (ʅʘʮʠʦʥʘʣʴʥʳʡ 

ʜʝʥʴ) ʠ ʧʦʩʣʝʜʫʶʱʠʡ ʧʝʨʠʦʜ ʥʝʦʬʠʮʠʘʣʴʥʳʭ ʦʪʧʫʩʢʦʚ (çɿʦʣʦʪʘʷ ʥʝʜʝʣʷè), ʛʦʚʦʨʷʪ 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ. 

ʕʪʠ ʙʦʣʝʝ ʧʦʟʜʥʠʝ ʧʦʧʳʪʢʠ ʮʝʣʝʚʦʛʦ ʬʠʰʠʥʛʘ ʚʢʣʶʯʘʣʠ (ʧʨʦʜʦʣʞʘʶʱʝʝʩʷ) 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʠʤʘʥʦʢ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ, ʢʦʪʦʨʳʝ ʦʪʩʳʣʘʶʪ ʢ ʚʨʝʤʝʥʥʦʤʫ 

ʩʦʛʣʘʰʝʥʠʶ, ʥʝʜʘʚʥʦ ʧʨʦʜʣʝʥʥʦʤʫ ʤʝʞʜʫ ɺʘʪʠʢʘʥʩʢʠʤ ʉʚʷʪʳʤ ʇʨʝʩʪʦʣʦʤ ʠ 

ʂʦʤʤʫʥʠʩʪʠʯʝʩʢʦʡ ʧʘʨʪʠʝʡ ʂʠʪʘʷ (ʂʇʂ). ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʠʟ Recorded Future ʨʘʥʝʝ 

ʨʘʩʢʨʳʣʠ ʵʪʫ ʢʘʤʧʘʥʠʶ ʠ ʩʢʘʟʘʣʠ, ʯʪʦ ʦʥʘ ʧʨʦʠʟʦʰʣʘ ʚʦ ʚʨʝʤʷ ʧʨʦʜʣʝʥʠʷ ʚ 

ʩʝʥʪʷʙʨʝ 2020 ʛʦʜʘ ʟʥʘʤʝʥʘʪʝʣʴʥʦʛʦ ʚʨʝʤʝʥʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʤʝʞʜʫ ʂʠʪʘʝʤ ʠ 

ɺʘʪʠʢʘʥʦʤ 2018 ʛʦʜʘ, ʥʘʟʳʚʘʝʤʦʛʦ ʩʜʝʣʢʦʡ ʂʠʪʘʡ-ʉʚʷʪʦʡ ʇʨʝʩʪʦʣ. ʀʩʩʣʝʜʦʚʘʪʝʣʠ 

Proofpoint ʟʘʷʚʠʣʠ, ʯʪʦ ʦʥʠ ʪʘʢʞʝ ʥʘʙʣʶʜʘʣʠ, ʢʘʢ ʚ ʵʪʦ ʚʨʝʤʷ ʛʨʫʧʧʘ ʫʛʨʦʟ 

ʠʩʧʦʣʴʟʦʚʘʣʘ ʧʦʜʜʝʣʴʥʳʡ ʟʘʛʦʣʦʚʦʢ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʚ ʮʝʣʝʚʳʭ ʬʠʰʠʥʛʦʚʳʭ 

ʩʦʦʙʱʝʥʠʷʭ, ʢʦʪʦʨʳʝ, ʧʦʭʦʞʝ, ʠʤʠʪʠʨʫʶʪ ʞʫʨʥʘʣʠʩʪʦʚ ʠʟ ʉʦʶʟʘ ʢʘʪʦʣʠʯʝʩʢʠʭ 

ʥʦʚʦʩʪʝʡ ɸʟʠʠ. 

çʕʪʦ ʩʦʯʝʪʘʥʠʝ ʪʝʤʘʪʠʯʝʩʢʦʛʦ ʩʦʜʝʨʞʘʥʠʷ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ 

ʧʨʝʜʧʦʣʘʛʘʝʪ ʧʦʩʪʦʷʥʥʦʝ ʚʥʠʤʘʥʠʝ ʢ ʚʦʧʨʦʩʘʤ, ʦʪʥʦʩʷʱʠʤʩʷ ʢ ʨʘʟʚʠʚʘʶʱʠʤʩʷ 

ʦʪʥʦʰʝʥʠʷʤ ʤʝʞʜʫ ʢʘʪʦʣʠʯʝʩʢʦʡ ʮʝʨʢʦʚʴʶ ʠ ʂʇʂè, - ʛʦʚʦʨʷʪ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. 

ʍʦʪʷ ʦ ʥʝʢʦʪʦʨʳʭ ʠʟ ʵʪʠʭ ʢʘʤʧʘʥʠʡ ʫʞʝ ʩʦʦʙʱʘʣʦʩʴ, ʜʘʣʴʥʝʡʰʝʝ 

ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʘʪʘʢ ʚʳʷʚʠʣʦ ʩʦʚʝʨʰʝʥʥʦ ʥʦʚʳʡ ʚʘʨʠʘʥʪ ʟʘʛʨʫʟʯʠʢʘ ʚʨʝʜʦʥʦʩʥʳʭ 

ʧʨʦʛʨʘʤʤ PlugX TA416. 

PlugX ɺʨʝʜʦʥʦʩʥʦʝ ʇʆ 
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ʇʨʠ ʙʦʣʝʝ ʪʱʘʪʝʣʴʥʦʤ ʠʩʩʣʝʜʦʚʘʥʠʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʚʳʷʚʠʣʠ ʜʚʘ ʘʨʭʠʚʘ 

RAR, ʢʦʪʦʨʳʝ ʩʣʫʞʘʪ ʚ ʢʘʯʝʩʪʚʝ ʜʨʦʧʧʝʨʦʚ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ PlugX. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʟʘʷʚʠʣʠ, ʯʪʦ ʠʩʭʦʜʥʳʡ ʚʝʢʪʦʨ ʜʦʩʪʘʚʢʠ ʵʪʠʭ ʘʨʭʠʚʦʚ RAR ʥʝ 

ʤʦʞʝʪ ʙʳʪʴ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥ, çʦʜʥʘʢʦ ʠʩʪʦʨʠʯʝʩʢʠ ʥʘʙʣʶʜʘʣʦʩʴ, ʯʪʦ TA416 

ʚʢʣʶʯʘʝʪ URL-ʘʜʨʝʩʘ Google ɼʠʩʢʘ ʠ Dropbox ʚ ʬʠʰʠʥʛʦʚʳʭ ʵʣʝʢʪʨʦʥʥʳʭ 

ʧʠʩʴʤʘʭ, ʜʦʩʪʘʚʣʷʶʱʠʭ ʘʨʭʠʚʳ, ʩʦʜʝʨʞʘʱʠʝ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ PlugX ʠ ʩʚʷʟʘʥʥʳʝ ʩ 

ʥʠʤ ʢʦʤʧʦʥʝʥʪʳè, - ʟʘʷʚʠʣʠ ʦʥʠ. 

ʆʜʠʥ ʠʟ ʵʪʠʭ ʬʘʡʣʦʚ ʦʢʘʟʘʣʩʷ ʩʘʤʦʨʘʩʧʘʢʦʚʳʚʘʶʱʠʤʩʷ ʘʨʭʠʚʦʤ RAR. ʇʦʩʣʝ 

ʠʟʚʣʝʯʝʥʠʷ ʘʨʭʠʚʘ RAR ʥʘ ʭʦʩʪʝ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʯʝʪʳʨʝ ʬʘʡʣʘ ʠ ʟʘʧʫʩʢʘʝʪʩʷ 

ʧʝʨʝʥʦʩʠʤʳʡ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ (PE) Adobelm.exe. 

Adobelm.exe - ʵʪʦ ʟʘʢʦʥʥʳʡ ʠʩʧʦʣʥʷʝʤʳʡ ʬʘʡʣ Adobe, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʜʣʷ ʙʦʢʦʚʦʡ ʟʘʛʨʫʟʢʠ hex.dll ʠʟ ʙʠʙʣʠʦʪʝʢʠ ʜʠʥʘʤʠʯʝʩʢʦʡ ʢʦʤʧʦʥʦʚʢʠ (DLL). ʆʥ 

ʚʳʟʳʚʘʝʪ ʬʫʥʢʮʠʶ ʵʢʩʧʦʨʪʘ hex.dll, ʢʦʪʦʨʘʷ ʥʘʟʳʚʘʝʪʩʷ CEFProcessForkHandlerEx. 

çʀʩʪʦʨʠʯʝʩʢʠ ʚ ʢʘʤʧʘʥʠʷʭ TA416 ʠʩʧʦʣʴʟʦʚʘʣʦʩʴ ʠʤʷ ʬʘʡʣʘ hex.dll ʠ ʪʦ ʞʝ 

ʠʤʷ ʵʢʩʧʦʨʪʘ PE ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʦʢʦʚʦʡ ʟʘʛʨʫʟʢʠ DLL ʜʣʷ Microsoft Windows PE 

DLLè, - ʟʘʷʚʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. çʕʪʠ ʬʘʡʣʳ ʩʣʫʞʘʪ ʟʘʛʨʫʟʯʠʢʘʤʠ ʠ 

ʜʝʰʠʬʨʘʪʦʨʘʤʠ ʟʘʰʠʬʨʦʚʘʥʥʳʭ ʧʦʣʝʟʥʳʭ ʥʘʛʨʫʟʦʢ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ 

PlugXè. 

ʕʪʦʪ ʟʘʛʨʫʟʯʠʢ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʙʳʣ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥ ʢʘʢ ʜʚʦʠʯʥʳʡ 

ʬʘʡʣ Golang; ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʟʘʷʚʠʣʠ, ʯʪʦ ʨʘʥʝʝ ʦʥʠ ʥʝ ʥʘʙʣʶʜʘʣʠ ʵʪʦʪ ʪʠʧ ʬʘʡʣʦʚ, 

ʠʩʧʦʣʴʟʫʝʤʳʭ TA416. Go - ʵʪʦ ʷʟʳʢ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ ʩ ʦʪʢʨʳʪʳʤ ʠʩʭʦʜʥʳʤ 

ʢʦʜʦʤ. 

çɹʳʣʦ ʦʙʥʘʨʫʞʝʥʦ, ʯʪʦ ʦʙʘ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʥʳʭ ʘʨʭʠʚʘ RAR ʩʦʜʝʨʞʘʪ ʦʜʠʥ 

ʠ ʪʦʪ ʞʝ ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʬʘʡʣ ʚʨʝʜʦʥʦʩʥʦʡ ʧʨʦʛʨʘʤʤʳ PlugX ʠ ʦʙʨʘʟʮʳ 

ʟʘʛʨʫʟʯʠʢʘ Golangè, - ʟʘʷʚʠʣʠ ʦʥʠ. 

ʇʦ ʩʣʦʚʘʤ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, ʥʝʩʤʦʪʨʷ ʥʘ ʠʟʤʝʥʝʥʠʝ ʪʠʧʘ ʬʘʡʣʘ ʟʘʛʨʫʟʯʠʢʘ 

PlugX, ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴ ʚ ʦʩʥʦʚʥʦʤ ʦʩʪʘʝʪʩʷ ʧʨʝʞʥʝʡ. 

ʌʘʡʣ ʯʠʪʘʝʪ, ʟʘʛʨʫʞʘʝʪ, ʨʘʩʰʠʬʨʦʚʳʚʘʝʪ ʠ ʚʳʧʦʣʥʷʝʪ ʧʦʣʝʟʥʫʶ ʥʘʛʨʫʟʢʫ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ PlugX. ɿʘʪʝʤ ʚʨʝʜʦʥʦʩʥʘʷ ʧʨʦʛʨʘʤʤʘ PlugX ʦʙʨʘʱʘʝʪʩʷ ʢ IP-

ʘʜʨʝʩʫ ʩʝʨʚʝʨʘ ʫʧʨʘʚʣʝʥʠʷ ʠ ʢʦʥʪʨʦʣʷ (C2) 45.248.87 [.] 162. ʀʩʩʣʝʜʦʚʘʪʝʣʠ 

ʟʘʷʚʠʣʠ, ʯʪʦ ʧʨʦʜʦʣʞʘʶʱʘʷʩʷ ʘʢʪʠʚʥʦʩʪʴ TA416 ʜʝʤʦʥʩʪʨʠʨʫʝʪ, ʯʪʦ ʧʨʦʪʠʚʥʠʢ 

ʧʦʩʪʦʷʥʥʦ ʚʥʦʩʠʪ ʠʟʤʝʥʝʥʠʷ ʚ ʜʦʢʫʤʝʥʪʠʨʦʚʘʥʥʳʝ ʥʘʙʦʨʳ ʠʥʩʪʨʫʤʝʥʪʦʚ. 

çɺʥʝʜʨʝʥʠʝ ʟʘʛʨʫʟʯʠʢʘ Golang PlugX ʥʘʨʷʜʫ ʩ ʧʨʦʜʦʣʞʘʶʱʠʤʠʩʷ ʫʩʠʣʠʷʤʠ 

ʧʦ ʰʠʬʨʦʚʘʥʠʶ ʧʦʣʝʟʥʳʭ ʥʘʛʨʫʟʦʢ PlugX ʧʨʝʜʧʦʣʘʛʘʝʪ, ʯʪʦ ʛʨʫʧʧʘ ʤʦʞʝʪ 

ʦʩʦʟʥʘʚʘʪʴ ʧʦʚʳʰʝʥʥʦʝ ʦʙʥʘʨʫʞʝʥʠʝ ʩʚʦʠʭ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʠ ʜʝʤʦʥʩʪʨʠʨʫʝʪ 

ʘʜʘʧʪʘʮʠʶ ʚ ʦʪʚʝʪ ʥʘ ʧʫʙʣʠʢʘʮʠʠ, ʢʘʩʘʶʱʠʝʩʷ ʠʭ ʢʘʤʧʘʥʠʡè, - ʩʦʦʙʱʘʝʪ 

Proofpoint. çʕʪʠ ʢʦʨʨʝʢʪʠʨʦʚʢʠ ʠʥʩʪʨʫʤʝʥʪʦʚ ʚ ʩʦʯʝʪʘʥʠʠ ʩ ʧʝʨʠʦʜʠʯʝʩʢʠʤ 

ʧʝʨʝʩʤʦʪʨʦʤ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʢʦʤʘʥʜʦʚʘʥʠʷ ʠ ʢʦʥʪʨʦʣʷ ʛʦʚʦʨʷʪ ʦ ʪʦʤ, ʯʪʦ TA416 

ʙʫʜʝʪ ʠ ʜʘʣʴʰʝ ʧʨʝʩʣʝʜʦʚʘʪʴ ʜʠʧʣʦʤʘʪʠʯʝʩʢʠʝ ʠ ʨʝʣʠʛʠʦʟʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠè. 

(Lindsey O'Donnell. TA416 APT Rebounds With New PlugX Malware Variant // 

Threatpost (https://threatpost.com/ta416-apt-plugx-malware-variant/161505/). 

23.11.2020).  

***  
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çɺʣʘʩʪʠ ʀʥʜʠʠ ʩʦʦʙʱʠʣʠ, ʯʪʦ ʢʨʫʧʥʦʝ ʦʪʢʣʶʯʝʥʠʝ ʵʣʝʢʪʨʦʵʥʝʨʛʠʠ, 

ʧʨʦʠʟʦʰʝʜʰʝʝ ʚ ʧʨʦʰʣʦʤ ʤʝʩʷʮʝ ʚ ʄʫʤʙʘʠ ʤʦʛʣʦ ʙʳʪʴ ʚʳʟʚʘʥʦ ʭʘʢʝʨʘʤʠ.  

ʆʪʢʣʶʯʝʥʠʝ ʵʣʝʢʪʨʦʵʥʝʨʛʠʠ ʧʨʦʠʟʦʰʣʦ ʚ ʩʝʨʝʜʠʥʝ ʦʢʪʷʙʨʷ ʠ ʧʦʚʣʠʷʣʦ ʥʘ 

ʩʪʦʣʠʯʥʳʡ ʨʘʡʦʥ ʄʫʤʙʘʠ, ʚʳʟʚʘʚ ʟʥʘʯʠʪʝʣʴʥʳʝ ʥʘʨʫʰʝʥʠʷ ʚ ʨʘʙʦʪʝ ʩʠʩʪʝʤ 

ʫʧʨʘʚʣʝʥʠʷ ʜʚʠʞʝʥʠʝʤ ʠ ʧʦʝʟʜʦʚ. ʇʦʪʨʝʙʦʚʘʣʦʩʴ ʜʚʘ ʯʘʩʘ ʥʘ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ 

ʧʦʜʘʯʠ ʵʣʝʢʪʨʦʵʥʝʨʛʠʠ ʪʦʣʴʢʦ ʜʣʷ ʦʩʥʦʚʥʳʭ ʩʣʫʞʙ, ʠ ʜʦ 12 ʯʘʩʦʚ ð ʚ ʥʝʢʦʪʦʨʳʭ 

ʧʦʩʪʨʘʜʘʚʰʠʭ ʨʘʡʦʥʘʭ.  

ʂʘʢ ʩʦʦʙʱʠʣʦ ʠʥʬʦʨʤʘʛʝʥʪʩʪʚʦ Mumbai Mirror, ʧʦʜʨʘʟʜʝʣʝʥʠʝ 

ʢʠʙʝʨʧʦʣʠʮʠʠ ʦʙʥʘʨʫʞʠʣʦ ʩʚʠʜʝʪʝʣʴʩʪʚʘ ʪʦʛʦ, ʯʪʦ ʠʥʮʠʜʝʥʪ ʤʦʛ ʙʳʪʴ ʚʳʟʚʘʥ 

ʢʠʙʝʨʘʪʘʢʦʡ. ʉʣʝʜʦʚʘʪʝʣʠ ʚʳʷʚʠʣʠ ʥʝʩʢʦʣʴʢʦ ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʘʚʪʦʨʠʟʘʮʠʡ ʥʘ 

ʩʝʨʚʝʨʘʭ, ʧʦʜʢʣʶʯʝʥʥʳʭ ʢ ʵʥʝʨʛʦʩʥʘʙʞʘʶʱʠʤ ʢʦʤʧʘʥʠʷʤ. ʇʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦ, 

ʤʘʥʠʧʫʣʷʮʠʠ ʩ ʜʘʥʥʳʤʠ ʩʝʨʚʝʨʘʤʠ ʤʦʛʣʠ ʚʳʟʚʘʪʴ ʩʙʦʡ ʚ ʨʘʙʦʪʝ ʩʠʩʪʝʤ. 

ɸʢʪʠʚʥʦʩʪʴ ʧʨʝʩʪʫʧʥʠʢʦʚ ʙʳʣʘ ʧʨʦʩʣʝʞʝʥʘ ʜʦ ʥʝʩʢʦʣʴʢʠʭ ʩʪʨʘʥ ʖʞʥʦʡ ɸʟʠʠ, ʠ ʚ 

ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʩʣʝʜʦʚʘʪʝʣʠ ʧʳʪʘʶʪʩʷ ʦʧʨʝʜʝʣʠʪʴ, ʙʳʣʘ ʣʠ ʦʥʘ ʯʘʩʪʴʶ 

ʩʢʦʦʨʜʠʥʠʨʦʚʘʥʥʳʭ ʢʠʙʝʨʘʪʘʢ.  

ʇʦ ʩʣʦʚʘʤ ʠʩʪʦʯʥʠʢʦʚ ʛʘʟʝʪʳ India Today, ʩʣʝʜʦʚʘʪʝʣʠ ʪʘʢʞʝ ʦʙʥʘʨʫʞʠʣʠ 

ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʚ ʜʠʩʧʝʪʯʝʨʩʢʦʤ ʮʝʥʪʨʝ, ʠʟ-ʟʘ ʢʦʪʦʨʦʛʦ ʧʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦ 

ʧʨʦʠʟʦʰʝʣ ʩʙʦʡ. ʎʝʥʪʨʳ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʥʘʛʨʫʟʢʠ ʥʝʩʫʪ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ 

ʦʙʝʩʧʝʯʝʥʠʝ ʨʘʙʦʪʳ ʵʣʝʢʪʨʦʩʝʪʠ, ʤʦʥʠʪʦʨʠʥʛ ʨʘʙʦʪʳ ʩʝʪʠ, ʘ ʪʘʢʞʝ ʧʣʘʥʠʨʦʚʘʥʠʝ ʠ 

ʜʠʩʧʝʪʯʝʨʠʟʘʮʠʶ ʵʣʝʢʪʨʦʵʥʝʨʛʠʠè. (ʂʨʫʧʥʦʝ ʦʪʢʣʶʯʝʥʠʝ ʵʣʝʢʪʨʦʵʥʝʨʛʠʠ ʚ 

ʀʥʜʠʠ ʤʦʛʣʦ ʙʳʪʴ ʚʳʟʚʘʥʦ ʢʠʙʝʨʘʪʘʢʦʡ // SecurityLab.ru 

(https://www.securitylab.ru/news/514260.php). 23.11.2020).  

***  

 

çʇʦʪʫʞʥʘ ʭʘʢʝʨʩʴʢʘ ʘʪʘʢʘ ʥʘ ɹʫʥʜʝʩʪʘʛ ʪʨʠʚʘʣʘ ʟ 30 ʢʚʽʪʥʷ ʧʦ 20 

ʪʨʘʚʥʷ 2015 ʨʦʢʫ 

ʉʽʤ ʢʨʘʾʥ-ʧʘʨʪʥʝʨʽʚ ɭʚʨʦʧʝʡʩʴʢʦʛʦ ʩʦʶʟʫ, ʫ ʯʠʩʣʦ ʷʢʠʭ ʚʭʦʜʠʪʴ ʽ ʋʢʨʘʾʥʘ, 

ʧʨʠʻʜʥʘʣʠʩʷ ʜʦ ʩʘʥʢʮʽʡ ʱʦʜʦ ʛʨʦʤʘʜʷʥ ʽ ʩʪʨʫʢʪʫʨ ʈʦʩʽʾ, ʚʽʜʧʦʚʽʜʘʣʴʥʠʭ ʟʘ 

ʢʽʙʝʨʘʪʘʢʫ ʥʘ ɹʫʥʜʝʩʪʘʛ ʫ 2015 ʨʦʮʽ. ʇʨʦ ʮʝ ʡʜʝʪʴʩʷ ʫ ʟʘʷʚʽ ʚʝʨʭʦʚʥʦʛʦ 

ʧʨʝʜʩʪʘʚʥʠʢʘ ɭʉ ʽʟ ʟʘʢʦʨʜʦʥʥʠʭ ʩʧʨʘʚ ʽ ʧʦʣʽʪʠʢʠ ʙʝʟʧʝʢʠ ɾʦʟʝʧʘ ɹʦʨʨʝʣʷ. 

ç22 ʞʦʚʪʥʷ 2020 ʨʦʢʫ ʈʘʜʘ ʧʨʠʡʥʷʣʘ ʈʽʰʝʥʥʷ (CFSP) 2020/1537. ʈʽʰʝʥʥʷʤ 

ʈʘʜʠ ʜʦʜʘʥʽ ʜʚʽ ʬʽʟʠʯʥʽ ʦʩʦʙʠ ʪʘ ʦʜʥʫ ʫʩʪʘʥʦʚʫ ʫ ʩʧʠʩʦʢ ʬʽʟʠʯʥʠʭ ʽ ʶʨʠʜʠʯʥʠʭ ʦʩʽʙ 

ʪʘ ʦʨʛʘʥʽʟʘʮʽʡ, ʱʦʜʦ ʷʢʠʭ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʦʙʤʝʞʫʚʘʣʴʥʽ ʟʘʭʦʜʠ, ʚʠʢʣʘʜʝʥʽ ʫ 

ʜʦʜʘʪʢʫ ʜʦ ʨʽʰʝʥʥʷ (CFSP) 2019/797. ʂʨʘʾʥʠ-ʢʘʥʜʠʜʘʪʠ - ʈʝʩʧʫʙʣʽʢʘ ʇʽʚʥʽʯʥʘ 

ʄʘʢʝʜʦʥʽʷ, ʏʦʨʥʦʛʦʨʽʷ ʪʘ ɸʣʙʘʥʽʷ, ʘ ʪʘʢʦʞ ʢʨʘʾʥʠ ɯʩʣʘʥʜʽʷ ʽ ʅʦʨʚʝʛʽʷ, ʱʦ ʚʭʦʜʷʪʴ 

ʜʦ ɭʚʨʦʧʝʡʩʴʢʦʛʦ ʝʢʦʥʦʤʽʯʥʦʛʦ ʧʨʦʩʪʦʨʫ, ʘ ʪʘʢʦʞ ʋʢʨʘʾʥʘ ʽ ɻʨʫʟʽʷ ʧʨʠʻʜʥʫʶʪʴʩʷ 

ʜʦ ʮʴʦʛʦ ʨʽʰʝʥʥʷ ʈʘʜʠè, - ʩʢʘʟʘʥʦ ʫ ʟʘʷʚʽ. 

ʇʦʚʽʜʦʤʣʷʻʪʴʩʷ, ʱʦ ʟʘʟʥʘʯʝʥʽ ʜʝʨʞʘʚʠ ʟʘʙʝʟʧʝʯʘʪʴ ʚʽʜʧʦʚʽʜʥʽʩʪʴ ʩʚʦʻʾ 

ʥʘʮʽʦʥʘʣʴʥʦʾ ʧʦʣʽʪʠʢʠ ʮʠʤ ʨʽʰʝʥʥʷʤ. 

çɭʚʨʦʧʝʡʩʴʢʠʡ ʩʦʶʟ ʧʨʠʡʤʘʻ ʜʦ ʚʽʜʦʤʘ ʮʝ ʟʦʙʦʚ'ʷʟʘʥʥʷ ʽ ʚʽʪʘʻ ʡʦʛʦè, - ʟʘʷʚʠʚ 

ʛʣʘʚʘ ʻʚʨʦʧʝʡʩʴʢʦʾ ʜʠʧʣʦʤʘʪʽʾéè (ʋʢʨʘʾʥʘ ʧʨʠʻʜʥʘʣʘʩʷ ʜʦ ʩʘʥʢʮʽʡ ɭʉ ʟʘ 

ʢʽʙʝʨʘʪʘʢʫ ʨʦʩʽʷʥ ʥʘ ɹʫʥʜʝʩʪʘʛ // ʋʢʨʘʾʥʩʴʢʽ ʤʝʜʽʡʥʽ ʩʠʩʪʝʤʠ 

(https://glavcom.ua/news/ukrajina-prijednalasya-do-sankciy-jes-za-kiberataku-rosiyan-

na-bundestag-720449.html). 25.11.2020).  
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ɺʽʨʫʩʥʝ ʪʘ ʽʥʰʝ ʰʢʽʜʣʠʚʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ 

 

çʌʘʭʽʚʮʽ ʤʽʞʥʘʨʦʜʥʦʛʦ ʨʦʟʨʦʙʥʠʢʘ ʘʥʪʠʚʽʨʫʩʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʝʢʩʧʝʨʪʘ ʚ ʦʙʣʘʩʪʽ ʢʽʙʝʨʟʘʭʠʩʪʫ - ʢʦʤʧʘʥʽʾ ESET ʫ ɼʝʥʴ ʟʘʭʠʩʪʫ 

ʚʽʜ ʢʽʙʝʨʟʘʛʨʦʟ ʨʦʟʧʦʚʽʣʠ ʧʨʦ ʥʘʡʧʦʰʠʨʝʥʽʰʽ ʰʢʽʜʣʠʚʽ ʧʨʦʛʨʘʤʠ, ʷʢʽ 

ʧʦʠhʨʠʣʠʩʷ ʚ 2020 ʨʦʮʽ. 
ɺʽʜʧʦʚʽʜʥʘ ʽʥʬʦʨʤʘʮʽʷ ʤʽʩʪʠʪʴʩʷ ʥʘ ʩʘʡʪʽ ESET. 

"ʉʴʦʛʦʜʥʽ ʚʽʜʟʥʘʯʘʻʪʴʩʷ ɼʝʥʴ ʟʘʭʠʩʪʫ ʚʽʜ ʢʽʙʝʨʟʘʛʨʦʟ, ʷʢʠʡ ʙʫʚ ʟʘʩʥʦʚʘʥʠʡ 

ʢʦʤʧʘʥʽʻʶ ESET ʜʣʷ ʟʘʣʫʯʝʥʥʷ ʫʚʘʛʠ ʢʦʨʠʩʪʫʚʘʯʽʚ ʜʦ ʙʝʟʧʝʢʠ ʩʚʦʾʭ ʧʨʠʩʪʨʦʾʚ ʧʽʜ 

ʯʘʩ ʨʦʙʦʪʠ ʚ ɯʥʪʝʨʥʝʪʽ. ʆʩʢʽʣʴʢʠ ʤʠ ʞʠʚʝʤʦ ʚ ʝʧʦʭʫ, ʢʦʣʠ ʞʠʪʪʷ ʩʪʘʣʦ ʥʝʤʦʞʣʠʚʠʤ 

ʙʝʟ ʪʝʭʥʦʣʦʛʽʡ, ʚʘʞʣʠʚʦ ʙʫʪʠ ʦʙʽʟʥʘʥʠʤʠ ʚ ʧʠʪʘʥʥʷʭ ʢʽʙʝʨʙʝʟʧʝʢʠ. ʉʘʤʝ ʪʦʤʫ 

ʬʘʭʽʚʮʽ ESET ʧʽʜʛʦʪʫʚʘʣʠ ʧʝʨʝʣʽʢ ʥʘʡʧʦʰʠʨʝʥʽʰʠʭ ʪʠʧʽʚ ʰʢʽʜʣʠʚʠʭ ʧʨʦʛʨʘʤ, ʷʢʽ 

ʟʘʛʨʦʞʫʶʪʴ ʽʥʪʝʨʥʝʪ-ʢʦʨʠʩʪʫʚʘʯʘʤ ʫ 2020 ʨʦʮʽ", - ʡʜʝʪʴʩʷ ʚ ʧʦʚʽʜʦʤʣʝʥʥʽ. 

ʐʢʽʜʣʠʚʽ ʧʨʦʛʨʘʤʠ ʜʣʷ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ 

ɿʘ ʜʘʥʠʤʠ ESET, ʯʝʨʝʟ ʧʦʩʪʽʡʥʝ ʟʨʦʩʪʘʥʥʷ ʨʦʣʽ ʩʤʘʨʪ-ʧʨʠʩʪʨʦʾʚ ʫ ʩʫʯʘʩʥʦʤʫ 

ʞʠʪʪʽ, ʟʙʽʣʴʰʠʣʘʩʷ ʡ ʢʽʣʴʢʽʩʪʴ ʘʪʘʢ ʥʘ ʮʽ ʜʝʚʘʡʩʠ. ʅʘʡʙʽʣʴʰ ʧʦʰʠʨʝʥʠʤ ʪʠʧʦʤ 

ʟʘʛʨʦʟ, ʷʢʽ ʩʧʨʷʤʦʚʘʥʽ ʥʘ ʧʨʠʩʪʨʦʾ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ, ʻ ʰʢʽʜʣʠʚʽ ʙʦʪʠ. 

"ʇʽʩʣʷ ʟʘʨʘʞʝʥʥʷ ʙʦʪʘʤʠ ʩʤʘʨʪ-ʧʨʠʩʪʨʦʾ ʯʘʩʪʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʷʢ ʢʘʥʘʣʠ 

ʟʚ'ʷʟʢʫ ʟ ʽʥʰʠʤʠ ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʠʤʠ ʧʨʠʩʪʨʦʷʤʠ ʚ ʤʝʨʝʞʽ, ʩʪʚʦʨʶʶʯʠ ʙʦʪʥʝʪʠ. 

ʉʚʦʻʶ ʯʝʨʛʦʶ ʦʧʝʨʘʪʦʨʠ ʙʦʪʥʝʪʫ ʤʦʞʫʪʴ ʟʜʽʡʩʥʶʚʘʪʠ ʙʝʟʣʽʯ ʰʢʽʜʣʠʚʠʭ ʜʽʡ, 

ʚʢʣʶʯʘʶʯʠ ʨʦʟʛʦʨʪʘʥʥʷ ʧʨʦʛʨʘʤ-ʚʠʤʘʛʘʯʽʚ, ʟʜʽʡʩʥʝʥʥʷ DDoS-ʘʪʘʢ ʽ ʢʨʘʜʽʞʢʠ 

ʙʘʥʢʽʚʩʴʢʠʭ ʦʙʣʽʢʦʚʠʭ ʜʘʥʠʭ", - ʧʦʧʝʨʝʜʞʘʶʪʴ ʬʘʭʽʚʮʽ ʟ ʢʽʙʝʨʙʝʟʧʝʢʠ. 

ʅʘ ʞʘʣʴ, ʧʨʠʩʪʨʦʾ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ ʻ ʣʝʛʢʦʶ ʤʽʰʝʥʥʶ ʜʣʷ ʟʣʦʚʤʠʩʥʠʢʽʚ. 

ʇʨʠʯʠʥʦʶ ʮʴʦʛʦ ʻ ʯʘʩʪʝ ʚʠʢʦʨʠʩʪʘʥʥʷ ʧʘʨʦʣʽʚ ʟʘ ʟʘʤʦʚʯʫʚʘʥʥʷʤ ʘʙʦ ʩʣʘʙʢʠʭ 

ʧʘʨʦʣʽʚ, ʪʘʢʠʭ ʷʢ "admin", ʘ ʪʘʢʦʞ ʚʽʜʩʫʪʥʽʩʪʴ ʩʚʦʻʯʘʩʥʠʭ ʦʥʦʚʣʝʥʴ ʜʦʤʘʰʥʴʦʛʦ 

ʨʦʫʪʝʨʘ. ʇʝʨʝʚʽʨʠʚʰʠ ʧʦʥʘʜ 100 ʪʠʩ. ʨʦʫʪʝʨʽʚ, ʜʦʩʣʽʜʥʠʢʠ ESET ʚʠʷʚʠʣʠ, ʱʦ 10 

ʦʩʥʦʚʥʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ ʧʦʚ'ʷʟʘʥʽ ʽʟ ʟʘʩʪʘʨʽʣʠʤ ʧʨʦʛʨʘʤʥʠʤ ʟʘʙʝʟʧʝʯʝʥʥʷʤ. ʉʘʤʝ 

ʪʦʤʫ ʨʝʛʫʣʷʨʥʝ ʦʥʦʚʣʝʥʥʷ ʩʤʘʨʪ-ʧʨʠʩʪʨʦʾʚ ʻ ʚʘʞʣʠʚʠʤ ʝʣʝʤʝʥʪʦʤ ʢʽʙʝʨʛʽʛʽʻʥʠ. 

ʐʢʽʜʣʠʚʽ ʧʨʦʛʨʘʤʠ ʜʣʷ ʧʨʠʩʪʨʦʾʚ Android 

ʗʢ ʧʦʚʽʜʦʤʣʷʻʪʴʩʷ ʥʘ ʩʘʡʪʽ ESET, ʥʘʡʧʦʧʫʣʷʨʥʽʰʦʶ ʢʘʪʝʛʦʨʽʻʶ ʟʘʛʨʦʟ ʜʣʷ 

Android ʫ 2020 ʨʦʮʽ ʩʪʘʣʠ ʰʢʽʜʣʠʚʽ ʧʨʦʛʨʘʤʠ, ʷʢʽ ʧʽʩʣʷ ʽʥʩʪʘʣʷʮʽʾ ʧʨʠʭʦʚʫʶʪʴ ʩʚʦʾ 

ʽʢʦʥʢʠ ʡ ʟʘʧʦʚʥʶʶʪʴ ʧʨʠʩʪʨʽʡ ʜʨʘʪʽʚʣʠʚʦʶ ʧʦʚʥʦʝʢʨʘʥʥʦʶ ʨʝʢʣʘʤʦʶ. 

ʊʘʢʽ ʧʨʦʛʨʘʤʠ ʟ ʢʘʪʝʛʦʨʽʾ ʧʨʠʭʦʚʘʥʠʭ ʜʦʜʘʪʢʽʚ ʯʘʩʪʦ ʤʘʩʢʫʶʪʴʩʷ ʧʽʜ 

ʧʨʠʚʘʙʣʠʚʽ ʽʛʨʠ ʘʙʦ ʢʦʨʠʩʥʽ ʫʪʠʣʽʪʠ, ʪʘʢʠʤ ʯʠʥʦʤ ʟʤʫʰʫʶʯʠ ʢʦʨʠʩʪʫʚʘʯʽʚ ʾʭ 

ʟʘʚʘʥʪʘʞʠʪʠ. ʆʩʢʽʣʴʢʠ ʽʢʦʥʢʠ ʮʠʭ ʜʦʜʘʪʢʽʚ ʟʥʠʢʘʶʪʴ ʧʽʩʣʷ ʟʘʚʘʥʪʘʞʝʥʥʷ, 

ʢʦʨʠʩʪʫʚʘʯʘʤ ʩʢʣʘʜʥʦ ʚʠʟʥʘʯʠʪʠ ʤʽʩʮʝʟʥʘʭʦʜʞʝʥʥʷ ʰʢʽʜʣʠʚʦʾ ʧʨʦʛʨʘʤʠ ʜʣʷ ʾʾ 

ʚʠʜʘʣʝʥʥʷ. 

"ɼʣʷ ʟʘʭʠʩʪʫ ʧʨʠʩʪʨʦʶ ʩʣʽʜ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʇʨʦʛʨʘʤʫ ʟ ʙʝʟʧʝʢʠ, ʷʢʘ ʟʜʘʪʥʘ 

ʚʠʷʚʣʷʪʠ ʽ ʚʠʜʘʣʷʪʠ ʪʘʢʽ ʰʢʽʜʣʠʚʽ ʧʨʦʛʨʘʤʠ", - ʨʘʜʷʪʴ ʚ ESET. 

ʐʢʽʜʣʠʚʽ ʪʦʨʝʥʪʠ 

ʅʝɦʦʜʘʚʥʦ ʢʦʤʧʘʥʽʷ ESET ʚʠʷʚʠʣʘ ʩʽʤʝʡʩʪʚʦ ʰʢʽʜʣʠʚʠʭ ʪʦʨʝʥʪʽʚ 

KryptoCibule, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠʩʷ ʜʣʷ ʰʚʠʜʢʦʛʦ ʧʦʰʠʨʝʥʥʷ ʟʘʛʨʦʟ. ɿʦʢʨʝʤʘ, 
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ʟʘʛʨʦʟʘ KryptoCibule ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʨʦʪʦʢʦʣ BitTorrent, ʟʘʤʘʥʶʶʯʠ ʢʦʨʠʩʪʫʚʘʯʽʚ 

ʟʘʚʘʥʪʘʞʠʪʠ ʟʣʘʤʘʥʝ ʘʙʦ ʧʽʨʘʪʩʴʢʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʘ ʽʛʨʠ. ʇʽʜ ʚʠʛʣʷʜʦʤ 

ʣʝʛʽʪʠʤʥʠʭ ʧʨʦʛʨʘʤ ʟʘʛʨʦʟʘ ʟʘʚʘʥʪʘʞʫʻ ʢʨʠʧʪʦʤʘʡʥʝʨ ʽ ʢʦʤʧʦʥʝʥʪ ʟʘʭʦʧʣʝʥʥʷ 

ʙʫʬʝʨʘ ʦʙʤʽʥʫ, ʷʢʠʡ ʚʠʢʨʘʜʘʻ ʢʨʠʧʪʦʚʘʣʶʪʫ. 

"ʊʘʢʽ ʰʢʽʜʣʠʚʽ ʧʨʦʛʨʘʤʠ, ʷʢ KryptoCibule, ʻ ʱʝ ʦʜʥʽʻʶ ʧʨʠʯʠʥʦʶ ʜʣʷ 

ʚʠʢʦʨʠʩʪʘʥʥʷ ʦʬʽʮʽʡʥʠʭ ʩʘʡʪʽʚ ʽ ʪʦʨʨʝʥʪ-ʩʝʨʚʽʩʽʚ", - ʧʽʜʢʨʝʩʣʠʣʠ ʬʘʭʽʚʮʽ ESET. 

ʐʢʽʜʣʠʚʽ ʧʨʦʛʨʘʤʠ ʜʣʷ Mac 

ʗʢ ʧʦʚʽʜʦʤʣʷʻʪʴʩʷ ʥʘ ʩʘʡʪʽ ESET, ʨʘʥʽʰʝ ʧʨʠʩʪʨʦʾ Mac ʚʚʘʞʘʣʠʩʷ ʙʽʣʴʰ 

ʟʘʭʠʱʝʥʠʤʠ ʚʽʜ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʟʘʛʨʦʟ, ʧʨʦʪʝ ʟʘʨʘʟ ʚʦʥʠ ʚʩʝ ʯʘʩʪʽʰʝ ʩʪʘʶʪʴ ʮʽʣʷʤʠ 

ʢʽʙʝʨʟʣʦʯʠʥʮʽʚ. ʋ 2020 ʨʦʮʽ ʜʦʩʣʽʜʥʠʢʠ ESET ʚʠʷʚʠʣʠ ʧʽʜʨʦʙʣʝʥʽ ʚʝʙ-ʩʘʡʪʠ, ʷʢʽ 

ʧʦʰʠʨʶʶʪʴ ʩʝʨʝʜ ʢʦʨʠʩʪʫʚʘʯʽʚ Mac ʰʢʽʜʣʠʚʽ ʧʨʦʛʨʘʤʠ ʜʣʷ ʪʦʨʛʽʚʣʽ 

ʢʨʠʧʪʦʚʘʣʶʪʦʶ. 

ʋ ʣʠʧʥʽ 2020 ʨʦʢʫ ʩʝʨʝʜ ʪʘʢʠʭ ʧʨʦʛʨʘʤ ʚʠʷʚʠʚʩʷ ʪʨʦʷʥʩʴʢʠʡ ʜʦʜʘʪʦʢ Kattana, 

ʷʢʠʡ ʙʫʚ ʥʘʮʽʣʝʥʠʡ ʥʘ ʧʨʠʩʪʨʦʾ Mac. ʂʽʙʝʨʟʣʦʯʠʥʮʽ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠ ʰʢʽʜʣʠʚʝ 

ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ GMERA ʜʣʷ ʚʠʢʨʘʜʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ (ʬʘʡʣʠ "cookie" 

ʙʨʘʫʟʝʨʘ ʪʘ ʦʙʣʽʢʦʚʽ ʜʘʥʽ ʛʘʤʘʥʮʽʚ ʢʨʠʧʪʦʚʘʣʶʪʠ) ʽ ʩʪʚʦʨʝʥʥʷ ʟʥʽʤʢʽʚ ʝʢʨʘʥʫ. 

"ɼʣʷ ʥʘʜʽʡʥʦʛʦ ʟʘʭʠʩʪʫ ʢʦʤʧ'ʶʪʝʨʽʚ Mac ʚʽʜ ʨʽʟʥʠʭ ʧʽʜʨʦʙʣʝʥʠʭ ʚʝʙ-ʩʘʡʪʽʚ ʽ 

ʧʨʦʛʨʘʤ ʚʠʢʦʨʠʩʪʦʚʫʡʪʝ ʨʽʰʝʥʥʷ ʟ ʙʝʟʧʝʢʠ", - ʚʽʜʟʥʘʯʘʶʪʴ ʬʘʭʽʚʮʽ. 

ʐʢʽʜʣʠʚʽ ʣʠʩʪʠ 

ɽʢʩʧʝʨʪʠ ʟ ʢʽʙʝʨʙʝʟʧʝʢʠ ʪʘʢʦʞ ʨʦʟʧʦʚʽʣʠ, ʱʦ ʧʝʨʝʭʽʜ ʚʝʣʠʢʦʾ ʢʽʣʴʢʦʩʪʽ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʥʘ ʚʽʜʜʘʣʝʥʠʡ ʨʝʞʠʤ ʨʦʙʦʪʠ ʩʧʨʠʷʚ ʟʙʽʣʴʰʝʥʥʶ ʯʠʩʣʘ ʰʢʽʜʣʠʚʠʭ 

ʧʨʦʛʨʘʤ, ʷʢʽ ʧʦʰʠʨʶʶʪʴʩʷ ʯʝʨʝʟ ʝʣʝʢʪʨʦʥʥʫ ʧʦʰʪʫ. ɿʘʛʘʣʴʥʘ ʢʽʣʴʢʽʩʪʴ ʚʠʷʚʣʝʥʠʭ 

ʟʨʘʟʢʽʚ ʰʢʽʜʣʠʚʠʭ ʝʣʝʢʪʨʦʥʥʠʭ ʣʠʩʪʽʚ ʟʨʦʩʪʘʻ, ʘ ʾʭ ʚʝʣʠʢʘ ʯʘʩʪʠʥʘ (25%) ʧʦʚ'ʷʟʘʥʘ 

ʟ ʫʨʘʟʣʠʚʽʩʪʶ Microsoft Office 2017 ʨʦʢʫ. 

"ʉʘʤʝ ʪʦʤʫ ʚʘʞʣʠʚʦ ʚʩʪʘʥʦʚʣʶʚʘʪʠ ʘʚʪʦʤʘʪʠʯʥʽ ʦʥʦʚʣʝʥʥʷ ʜʣʷ ʩʚʦʾʭ 

ʜʦʜʘʪʢʽʚ Microsoft Office ʜʣʷ ʟʘʭʠʩʪʫ ʚʽʜ ʰʢʽʜʣʠʚʠʭ ʧʨʦʛʨʘʤ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ 

ʚʽʜʦʤʽ ʫʨʘʟʣʠʚʦʩʪʽ", - ʧʽʜʩʫʤʫʚʘʣʠ ʚ ESET. 

ʗʢ ʧʦʚʽʜʦʤʣʷʚ ʋʅɯɸʅ, ʨʘʥʽʰʝ ʬʘʭʽʚʮʽ ESET ʦʧʨʠʣʶʜʥʠʣʠ ʦʩʥʦʚʥʽ ʪʝʥʜʝʥʮʽʾ 

ʧʦʰʠʨʝʥʥʷ ɯʥʪʝʨʥʝʪ-ʟʘʛʨʦʟ ʟʘ ʪʨʝʪʽʡ ʢʚʘʨʪʘʣ 2020 ʨʦʢʫ. 

ɿʘ ʜʘʥʠʤʠ ESET, ʚ ʋʢʨʘʾʥʽ ʱʦʜʥʷ ʬʽʢʩʫʻʪʴʩʷ ʙʣʠʟʴʢʦ 300 ʪʠʩ. ʥʦʚʠʭ 

ʢʽʙʝʨʟʘʛʨʦʟ ʜʣʷ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ. ʇʨʠ ʮʴʦʤʫ, ʟʥʘʡʪʠ ʭʘʢʝʨʽʚ-ʟʣʦʚʤʠʩʥʠʢʽʚ 

ʚʢʨʘʡ ʩʢʣʘʜʥʦ, ʢʦʤʧʘʥʽʷʤ ʟʘʣʠʰʘʻʪʴʩʷ ʣʠʰʝ ʧʨʦʚʦʜʠʪʠ ʱʦʭʚʠʣʠʥʥʽ ʤʦʥʽʪʦʨʠʥʛʠ 

ʥʘ ʧʨʝʜʤʝʪ ʚʠʷʚʣʝʥʥʷ ʢʽʙʝʨʟʘʛʨʦʟ ʟ ʤʝʪʦʶ ʾʭʥʴʦʛʦ ʧʦʜʘʣʴʰʦʛʦ ʙʣʦʢʫʚʘʥʥʷéè. 

(ʌʘʭʽʚʮʽ ʟ ʢʽʙʝʨʙʝʟʧʝʢʠ ʚ ɼʝʥʴ ʟʘʭʠʩʪʫ ʚʽʜ ʢʽʙʝʨʟʘʛʨʦʟ ʨʦʟʧʦʚʽʣʠ ʧʨʦ 

ʥʘʡʧʦʰʠʨʝʥʽʰʽ ʚʽʨʫʩʠ 2020 ʨʦʢʫ// ʋʅɯɸʅ (https://www.unian.ua/science/komp-

yuterni-virusi-fahivci-rozpovili-pro-nayposhirenishi-virusi-2020-roku-novini-

11205614.html?_ga=2.71728851.1176991860.1605634398-1637720126.1600872078). 

03.11.2020).  
***  

 

çɸʥʘʣʠʟ ʜʘʥʥʳʭ ʩʪʘʪʠʩʪʠʢʠ Dr.Web ʟʘ ʦʢʪʷʙʨʴ ʧʦʢʘʟʘʣ ʟʥʘʯʠʪʝʣʴʥʦʝ 

ʫʚʝʣʠʯʝʥʠʝ ʦʙʱʝʛʦ ʯʠʩʣʘ ʦʙʥʘʨʫʞʝʥʥʳʭ ʫʛʨʦʟ ï ʥʘ 37,8% ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ 

ʩʝʥʪʷʙʨʝʤ. ʂʦʣʠʯʝʩʪʚʦ ʫʥʠʢʘʣʴʥʳʭ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʧʨʠ ʵʪʦʤ ʩʥʠʟʠʣʦʩʴ ʥʘ 

2,64%. ʈʝʢʣʘʤʥʳʝ ʧʨʦʛʨʘʤʤʳ ʠ ʟʘʛʨʫʟʯʠʢʠ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʧʦ-ʧʨʝʞʥʝʤʫ 

ʣʠʜʠʨʫʶʪ ʧʦ ʦʙʱʝʤʫ ʢʦʣʠʯʝʩʪʚʫ ʜʝʪʝʢʪʠʨʦʚʘʥʠʡ. ɺ ʧʦʯʪʦʚʦʤ ʪʨʘʬʠʢʝ ʥʘ ʧʝʨʚʳʭ 
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ʧʦʟʠʮʠʷʭ ʧʨʦʜʦʣʞʘʝʪ ʥʘʭʦʜʠʪʴʩʷ ʙʘʥʢʦʚʩʢʠʡ ʪʨʦʷʥ Trojan.SpyBot.699, ʘ ʪʘʢʞʝ 

ʚʨʝʜʦʥʦʩʳ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʫʷʟʚʠʤʦʩʪʠ ʜʦʢʫʤʝʥʪʦʚ Microsoft Office. ʂʨʦʤʝ ʪʦʛʦ, 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʧʨʦʜʦʣʞʘʶʪ ʫʛʨʦʞʘʪʴ ʨʘʟʣʠʯʥʳʝ ʤʦʜʠʬʠʢʘʮʠʠ ʚʨʝʜʦʥʦʩʥʳʭ 

HTML-ʜʦʢʫʤʝʥʪʦʚ, ʨʘʩʧʨʦʩʪʨʘʥʷʝʤʳʭ ʚ ʚʠʜʝ ʚʣʦʞʝʥʠʡ ʠ ʧʝʨʝʥʘʧʨʘʚʣʷʶʱʠʭ ʥʘ 

ʬʠʰʠʥʛʦʚʳʝ ʩʘʡʪʳ. 

ʏʠʩʣʦ ʦʙʨʘʱʝʥʠʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʟʘ ʨʘʩʰʠʬʨʦʚʢʦʡ ʬʘʡʣʦʚ ʧʨʦʜʦʣʞʘʝʪ 

ʜʝʨʞʘʪʴʩʷ ʥʘ ʦʜʥʦʤ ʫʨʦʚʥʝ ʯʝʪʚʝʨʪʳʡ ʤʝʩʷʮ. ʉʘʤʳʤ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤ 

ʰʠʬʨʦʚʘʣʴʱʠʢʦʤ ʦʩʪʘʝʪʩʷ Trojan.Encoder.26996, ʥʘ ʜʦʣʶ ʢʦʪʦʨʦʛʦ ʧʨʠʭʦʜʠʪʩʷ 

26,34% ʚʩʝʭ ʠʥʮʠʜʝʥʪʦʚ. 

ʆʩʥʦʚʥʳʝ ʫʛʨʦʟʳ ʦʢʪʷʙʨʷ, ʧʦ ʜʘʥʥʳʤ ʩʝʨʚʠʩʘ ʩʪʘʪʠʩʪʠʢʠ çɼʦʢʪʦʨ ɺʝʙè: 

Adware.Downware.19741 ï ʨʝʢʣʘʤʥʦʝ ʇʆ, ʯʘʩʪʦ ʚʳʩʪʫʧʘʶʱʝʝ ʚ ʨʦʣʠ 

ʧʨʦʤʝʞʫʪʦʯʥʦʛʦ ʫʩʪʘʥʦʚʱʠʢʘ ʧʠʨʘʪʩʢʠʭ ʧʨʦʛʨʘʤʤ; 

Adware.Elemental.17 ï ʩʝʤʝʡʩʪʚʦ ʨʝʢʣʘʤʥʳʭ ʧʨʦʛʨʘʤʤ, ʧʦʧʘʜʘʶʱʠʭ ʥʘ 

ʫʩʪʨʦʡʩʪʚʘ ʧʫʪʝʤ ʧʦʜʤʝʥʳ ʩʩʳʣʦʢ ʥʘ ʬʘʡʣʦʦʙʤʝʥʥʳʭ ʩʝʨʚʠʩʘʭ. ɺʤʝʩʪʦ 

ʦʞʠʜʘʝʤʳʭ ʬʘʡʣʦʚ ʞʝʨʪʚʳ ʧʦʣʫʯʘʶʪ ʵʪʠ ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʝ ʧʦʢʘʟʳʚʘʶʪ 

ʨʝʢʣʘʤʫ, ʘ ʪʘʢʞʝ ʠʥʩʪʘʣʣʠʨʫʶʪ ʥʝʥʫʞʥʦʝ ʇʆ; 

Adware.Softobase.15 ï ʧʨʦʛʨʘʤʤʘ-ʫʩʪʘʥʦʚʱʠʢ, ʨʘʩʧʨʦʩʪʨʘʥʷʶʱʘʷ ʫʩʪʘʨʝʚʰʝʝ 

ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ. ʄʝʥʷʝʪ ʥʘʩʪʨʦʡʢʠ ʙʨʘʫʟʝʨʘ; 

Trojan.LoadMoney.4020 ï ʩʝʤʝʡʩʪʚʦ ʧʨʦʛʨʘʤʤ-ʫʩʪʘʥʦʚʱʠʢʦʚ, ʚʤʝʩʪʝ ʩ 

ʪʨʝʙʫʝʤʳʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ ʠʥʩʪʘʣʣʠʨʫʶʱʠʭ ʥʘ ʢʦʤʧʴʶʪʝʨʳ ʞʝʨʪʚ ʚʩʝʚʦʟʤʦʞʥʳʝ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʢʦʤʧʦʥʝʥʪʳ. ʅʝʢʦʪʦʨʳʝ ʤʦʜʠʬʠʢʘʮʠʠ ʪʨʦʷʥʘ ʤʦʛʫʪ ʩʦʙʠʨʘʪʴ ʠ 

ʧʝʨʝʜʘʚʘʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʨʘʟʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʘʪʘʢʦʚʘʥʥʦʤ 

ʢʦʤʧʴʶʪʝʨʝ; 

Trojan.AutoIt.289 ï ʫʪʠʣʠʪʘ, ʥʘʧʠʩʘʥʥʘʷ ʥʘ ʩʢʨʠʧʪʦʚʦʤ ʷʟʳʢʝ AutoIt ʠ 

ʨʘʩʧʨʦʩʪʨʘʥʷʝʤʘʷ ʚ ʩʦʩʪʘʚʝ ʤʘʡʥʝʨʘ ʠʣʠ RAT-ʪʨʦʷʥʘ. ɺʳʧʦʣʥʷʝʪ ʨʘʟʣʠʯʥʳʝ 

ʚʨʝʜʦʥʦʩʥʳʝ ʜʝʡʩʪʚʠʷ, ʟʘʪʨʫʜʥʷʶʱʠʝ ʦʙʥʘʨʫʞʝʥʠʝ ʦʩʥʦʚʥʦʡ ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʠ. 

ʈʝʡʪʠʥʛ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʚ ʧʦʯʪʦʚʦʤ ʪʨʘʬʠʢʝ: 

Tool.KMS.7 ï ʭʘʢʝʨʩʢʠʝ ʫʪʠʣʠʪʳ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʘʢʪʠʚʘʮʠʠ 

ʧʨʦʜʫʢʪʦʚ Microsoft ʩ ʧʦʜʜʝʣʴʥʦʡ ʣʠʮʝʥʟʠʝʡ; 

Trojan.SpyBot.699 ï ʤʥʦʛʦʤʦʜʫʣʴʥʳʡ ʙʘʥʢʦʚʩʢʠʡ ʪʨʦʷʥ. ʇʦʟʚʦʣʷʝʪ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤ ʟʘʛʨʫʞʘʪʴ ʠ ʟʘʧʫʩʢʘʪʴ ʥʘ ʟʘʨʘʞʝʥʥʦʤ ʫʩʪʨʦʡʩʪʚʝ ʨʘʟʣʠʯʥʳʝ 

ʧʨʠʣʦʞʝʥʠʷ ʠ ʠʩʧʦʣʥʷʪʴ ʧʨʦʠʟʚʦʣʴʥʳʡ ʢʦʜ; 

W97M.DownLoader.2938 ï ʩʝʤʝʡʩʪʚʦ ʪʨʦʷʥʦʚ-ʟʘʛʨʫʟʯʠʢʦʚ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʚ 

ʨʘʙʦʪʝ ʫʷʟʚʠʤʦʩʪʠ ʜʦʢʫʤʝʥʪʦʚ Microsoft Office. ʇʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʟʘʛʨʫʟʢʠ ʥʘ 

ʘʪʘʢʫʝʤʳʡ ʢʦʤʧʴʶʪʝʨ ʜʨʫʛʠʭ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ; 

HTML.Redirector.33, HTML.Redirector.32 ï ʚʨʝʜʦʥʦʩʥʳʝ HTML-ʜʦʢʫʤʝʥʪʳ, 

ʢʘʢ ʧʨʘʚʠʣʦ ʤʘʩʢʠʨʫʶʱʠʝʩʷ ʧʦʜ ʙʝʟʦʙʠʜʥʳʝ ʚʣʦʞʝʥʠʷ ʢ ʵʣʝʢʪʨʦʥʥʳʤ ʧʠʩʴʤʘʤ. 

ʇʨʠ ʦʪʢʨʳʪʠʠ ʧʝʨʝʥʘʧʨʘʚʣʷʶʪ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʬʠʰʠʥʛʦʚʳʝ ʩʘʡʪʳ ʠʣʠ 

ʟʘʛʨʫʞʘʶʪ ʧʦʣʝʟʥʫʶ ʥʘʛʨʫʟʢʫ ʥʘ ʟʘʨʘʞʘʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ. 

ʇʦ ʩʨʘʚʥʝʥʠʶ ʩ ʧʨʦʰʣʳʤ ʤʝʩʷʮʝʤ ʚ ʦʢʪʷʙʨʝ ʚ ʘʥʪʠʚʠʨʫʩʥʫʶ ʣʘʙʦʨʘʪʦʨʠʶ 

çɼʦʢʪʦʨ ɺʝʙè ʧʦʩʪʫʧʠʣʦ ʥʘ 1,67% ʤʝʥʴʰʝ ʟʘʧʨʦʩʦʚ ʥʘ ʨʘʩʰʠʬʨʦʚʢʫ ʬʘʡʣʦʚ ʦʪ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʦʩʪʨʘʜʘʚʰʠʭ ʦʪ ʰʠʬʨʦʚʘʣʴʱʠʢʦʚ. ʇʨʠ ʵʪʦʤ ʯʘʱʝ ʚʩʝʛʦ 

ʚʩʪʨʝʯʘʣʠʩʴ: Trojan.Encoder.26996 ï 26,34%; Trojan.Encoder.567 ï 9,84%; 

Trojan.Encoder.29750 ï 6,35%; Trojan.Encoder.30356 ï 2,54%; Trojan.Encoder.858 ï 

1,9%. 
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ʉʪʘʪʠʩʪʠʢʘ ʜʝʪʝʢʪʠʨʦʚʘʥʠʡ ʫʛʨʦʟ ʥʘ Android-ʫʩʪʨʦʡʩʪʚʘʭ ʧʦʢʘʟʘʣʘ, ʯʪʦ ʚ 

ʦʢʪʷʙʨʝ ʙʳʣʦ ʚʳʷʚʣʝʥʦ ʥʘ 12,36% ʙʦʣʴʰʝ ʫʛʨʦʟ, ʯʝʤ ʚ ʩʝʥʪʷʙʨʝ. ʇʨʠ ʵʪʦʤ ʧʦʯʪʠ 

ʚʪʨʦʝ ʚʦʟʨʦʩʣʦ ʯʠʩʣʦ ʦʙʥʘʨʫʞʝʥʠʡ ʧʦʪʝʥʮʠʘʣʴʥʦ ʦʧʘʩʥʳʭ ʧʨʦʛʨʘʤʤ. ʕʪʦʪ ʩʢʘʯʦʢ 

ʧʨʦʠʟʦʰʝʣ ʟʘ ʩʯʝʪ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʧʨʠʣʦʞʝʥʠʡ, ʟʘʱʠʱʝʥʥʳʭ 

ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʤ ʧʨʦʛʨʘʤʤʥʳʤ ʦʙʬʫʩʢʘʪʦʨʦʤ, ʢʦʪʦʨʳʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ 

ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʠ ʩʦʟʜʘʥʠʠ ʪʨʦʷʥʦʚ, ʫʩʣʦʞʥʷʷ ʠʭ ʦʙʥʘʨʫʞʝʥʠʝ 

ʘʥʪʠʚʠʨʫʩʘʤʠè. (ɺ ʦʢʪʷʙʨʝ ʙʳʣʦ ʦʙʥʘʨʫʞʝʥʦ ʥʘ 38% ʙʦʣʴʰʝ ʚʨʝʜʦʥʦʩʥʳʭ 

ʧʨʦʛʨʘʤʤ // ʂʦʤʧʴʶʪʝʨʥʦʝ ʆʙʦʟʨʝʥʠʝ 

(https://ko.com.ua/v_oktyabre_bylo_obnaruzheno_na_38_bolshe_vredonosnyh_progra

mm_135229). 11.11.2020).  

***  

 

çEset ʧʨʝʜʩʪʘʚʠʣʘ ʨʝʡʪʠʥʛ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ ʢʠʙʝʨʫʛʨʦʟ, 

ʚʳʷʚʣʝʥʥʳʭ ʵʢʩʧʝʨʪʘʤʠ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ III ʢʚʘʨʪʘʣʝ 2020 

ʛʦʜʘ. ʇʦʩʣʝ ʥʝʩʢʦʣʴʢʠʭ ʤʝʩʷʮʝʚ ʧʦʩʪʦʷʥʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʪʝʤʳ COVID-19 

ʚʦ ʚʨʝʜʦʥʦʩʥʳʭ ʮʝʣʷʭ ʭʘʢʝʨʳ ʚʝʨʥʫʣʠʩʴ ʢ ʨʷʜʫ ʩʚʦʠʭ ʧʨʝʞʥʠʭ ʪʘʢʪʠʢ.  

ʇʦʩʢʦʣʴʢʫ ʤʥʦʛʠʝ ʢʦʤʧʘʥʠʠ ʚ ʤʠʨʝ ʜʦ ʩʠʭ ʧʦʨ ʨʘʙʦʪʘʶʪ ʚ ʨʝʞʠʤʝ ʭʦʫʤ-

ʦʬʠʩ, ʧʨʦʪʦʢʦʣ ʫʜʘʣʝʥʥʦʛʦ ʨʘʙʦʯʝʛʦ ʩʪʦʣʘ (RDP) ʧʦʩʪʦʷʥʥʦ ʩʪʘʥʦʚʠʪʩʷ ʦʙʲʝʢʪʦʤ 

ʠʥʪʝʨʝʩʘ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ. ʉʧʝʮʠʘʣʠʩʪʳ Eset ʟʘʬʠʢʩʠʨʦʚʘʣʠ ʫʚʝʣʠʯʝʥʠʝ ʥʘ 

ʪʨʝʪʴ ʢʦʣʠʯʝʩʪʚʘ ʘʪʘʢ ʥʘ ʫʥʠʢʘʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʤʝʪʦʜʦʤ ʧʦʜʙʦʨʘ ʧʘʨʦʣʷ. ʇʨʠ 

ʵʪʦʤ ʧʦʧʳʪʦʢ ʘʪʘʢ ʥʘ RDP ʩʪʘʣʦ ʥʘ 140% ʙʦʣʴʰʝ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʧʨʝʜʳʜʫʱʠʤ 

ʢʚʘʨʪʘʣʦʤ. 

ʇʦʩʣʝ ʜʣʠʪʝʣʴʥʦʛʦ ʩʧʘʜʘ ʚ ʪʝʯʝʥʠʝ ʧʨʝʜʳʜʫʱʠʭ ʤʝʩʷʮʝʚ ʘʢʪʠʚʥʦʩʪʴ 

ʢʨʠʧʪʦʤʘʡʥʝʨʦʚ ʥʘʯʘʣʘ ʨʘʩʪʠ. ʋʚʝʣʠʯʝʥʠʝ ʧʦʢʘʟʘʪʝʣʝʡ ʚʳʷʚʣʝʥʠʷ ʵʪʦʛʦ ʚʠʜʘ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʩʚʷʟʘʥʦ ʩ ʧʦʚʳʰʝʥʠʝʤ ʮʝʥʳ Bitcoin. ʉʪʦʠʤʦʩʪʴ ʢʨʠʧʪʦʚʘʣʶʪʳ 

ʜʦʩʪʠʛʣʘ ʥʘʠʚʳʩʰʝʛʦ ʟʥʘʯʝʥʠʷ ʟʘ ʧʦʩʣʝʜʥʠʝ ʜʚʘ ʛʦʜʘ. ɽʩʣʠ ʝʱʝ ʚ ʤʘʨʪʝ 2020 ʛʦʜʘ 

ʢʫʨʩ ʙʠʪʢʦʠʥʘ ʩʦʩʪʘʚʣʷʣ $5000, ʪʦ ʚ ʩʝʥʪʷʙʨʝ ʢʨʠʧʪʦʚʘʣʶʪʘ ʦʮʝʥʠʚʘʣʘʩʴ ʫʞʝ ʚ 

$12000.  

ʂʨʦʤʝ ʪʦʛʦ, ʵʢʩʧʝʨʪʳ Eset ʦʙʥʘʨʫʞʠʣʠ ʚʨʝʜʦʥʦʩʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ 

ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʢʨʠʧʪʦʚʘʣʶʪʳ KryptoCibule. ʆʥʦ ʦʪʣʠʯʘʝʪʩʷ 

ʩʣʦʞʥʦʩʪʴʶ ʪʘʢʪʠʢʠ. ɺ ʯʘʩʪʥʦʩʪʠ, ʫʛʨʦʟʘ ʠʩʧʦʣʴʟʫʝʪ ʨʝʩʫʨʩʳ ʫʩʪʨʦʡʩʪʚʘ ʞʝʨʪʚʳ 

ʜʣʷ ʜʦʙʳʯʠ ʢʨʠʧʪʦʚʘʣʶʪʳ, ʘ ʪʘʢʞʝ ʧʳʪʘʝʪʩʷ ʧʦʣʫʯʠʪʴ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ 

ʜʦʩʪʫʧ ʢ ʪʨʘʥʟʘʢʮʠʷʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʟʘʤʝʥʷʷ ʘʜʨʝʩ ʢʦʰʝʣʴʢʘ ʚ ʙʫʬʝʨʝ ʦʙʤʝʥʘ. 

ʊʘʢʞʝ ʚʨʝʜʦʥʦʩʥʘʷ ʧʨʦʛʨʘʤʤʘ ʧʦʭʠʱʘʝʪ ʬʘʡʣʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʢʨʠʧʪʦʚʘʣʶʪʦʡ, ʠ 

ʠʩʧʦʣʴʟʫʝʪ ʢʦʤʧʣʝʢʩ ʤʝʪʦʜʦʚ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʦʙʥʘʨʫʞʝʥʠʷ. 

ʆʙʱʠʡ ʦʙʲʝʤ ʦʙʥʘʨʫʞʝʥʠʷ ʚʨʝʜʦʥʦʩʥʳʭ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ ʚʳʨʦʩ ʥʘ 9%. 

ʅʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʦʡ, ʢʘʢ ʠ ʚʦ II ʢʚʘʨʪʘʣʝ, ʦʩʪʘʝʪʩʷ ʫʛʨʦʟʘ Win/Exploit.CVE-

2017-11882 ð ʚʨʝʜʦʥʦʩʥʳʡ ʜʦʢʫʤʝʥʪ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪ ʫʷʟʚʠʤʦʩʪʴ ʚ Microsoft 

Office ʜʣʷ ʟʘʛʨʫʟʢʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʦʧʘʩʥʳʭ ʧʨʦʛʨʘʤʤ ʥʘ ʢʦʤʧʴʶʪʝʨ. ɹʦʣʝʝ 70% 

ʚʨʝʜʦʥʦʩʥʳʭ ʚʣʦʞʝʥʠʡ ʙʳʣʠ ʠʩʧʦʣʥʷʝʤʳʤʠ ʬʘʡʣʘʤʠ. ʉʚʳʰʝ 15% ʩʦʩʪʘʚʠʣʠ 

ʬʘʡʣʳ ʩʢʨʠʧʪʦʚ ʠ ʜʦʢʫʤʝʥʪʳ Office. ʀʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ ʚʦ ʚʣʦʞʝʥʠʷʭ ʯʘʩʪʦ 

ʤʘʩʢʠʨʦʚʘʣʠʩʴ ʩ ʧʦʤʦʱʴʶ ʜʚʦʡʥʳʭ ʨʘʩʰʠʨʝʥʠʡ. ʊʘʢ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʟʘʩʪʘʚʣʷʣʠ 

ʧʦʣʫʯʘʪʝʣʝʡ ʦʪʢʨʳʪʴ ʚʣʦʞʝʥʠʝ, ʧʦʣʴʟʫʷʩʴ ʪʝʤ, ʯʪʦ ʨʘʩʰʠʨʝʥʠʝ ʜʣʷ ʠʟʚʝʩʪʥʳʭ 

ʪʠʧʦʚ ʬʘʡʣʦʚ ʧʦ ʫʤʦʣʯʘʥʠʶ ʩʢʨʳʪʳ ʚ Windows. 
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ʆʙʱʠʡ ʦʙʲʝʤ ʚʳʷʚʣʝʥʥʦʛʦ ʩʧʘʤʘ ʚʳʨʦʩ ʥʘ 4% ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʧʨʝʜʳʜʫʱʠʤ 

ʢʚʘʨʪʘʣʦʤ. ɺ ʪʨʝʪʴʝʤ ʢʚʘʨʪʘʣʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʚʩʝ ʝʱʝ ʟʣʦʫʧʦʪʨʝʙʣʷʣʠ ʪʝʤʦʡ 

ʢʦʨʦʥʘʚʠʨʫʩʘ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʧʨʠʙʳʣʠ. ʀʩʧʦʣʴʟʫʷ ʬʠʥʘʥʩʦʚʳʝ ʪʨʫʜʥʦʩʪʠ, ʩ 

ʢʦʪʦʨʳʤʠ ʤʥʦʛʠʝ ʩʪʦʣʢʥʫʣʠʩʴ, ʢʠʙʝʨʤʦʰʝʥʥʠʢʠ ʚʳʜʘʚʘʣʠ ʩʝʙʷ ʟʘ ʣʝʛʠʪʠʤʥʳʝ 

ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʧʳʪʘʣʠʩʴ ʤʘʥʠʧʫʣʠʨʦʚʘʪʴ ʞʝʨʪʚʘʤʠ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʠʭ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʉʨʝʜʠ ʧʨʦʯʝʛʦ, ʯʝʨʝʟ ʪʘʢʠʝ ʨʘʩʩʳʣʢʠ 

ʨʘʩʧʨʦʩʪʨʘʥʷʣʘʩʴ ʚʝʨʩʠʷ ʧʝʯʘʣʴʥʦ ʠʟʚʝʩʪʥʦʛʦ ʚʨʝʜʦʥʦʩʘ WannaCry. 

ɼʘʥʥʳʝ ʪʝʣʝʤʝʪʨʠʠ Eset ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʪ, ʯʪʦ ʣʝʪʦʤ ʠ ʚ ʥʘʯʘʣʝ ʦʩʝʥʠ ʘʪʘʢ 

ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʩʪʘʣʦ ʤʝʥʴʰʝ, ʥʦ ʙʦʣʝʝ ʧʦʣʦʚʠʥʳ ʠʟ ʚʩʝʭ ʚʳʷʚʣʝʥʥʳʭ 

ʦʙʨʘʟʮʦʚ ʚ ʵʪʦʡ ʢʘʪʝʛʦʨʠʠ ʚʠʨʫʩʦʚ ʧʨʠʰʣʦʩʴ ʥʘ Win/Filecoder.WannaCryptorè. 

(ɺʣʘʜʠʤʠʨ ɹʘʭʫʨ. Eset ʧʨʝʜʩʪʘʚʠʣʘ ʨʝʡʪʠʥʛ ʠʥʪʝʨʥʝʪ-ʫʛʨʦʟ ʟʘ III ʢʚʘʨʪʘʣ 

2020 // CNews (https://safe.cnews.ru/news/line/2020-11-

02_eset_predstavila_rejting_internetugroz). 02.11.2020).  
***  

 

çɹʦʪʥʝʪ Muhstik, ʪʘʢʞʝ ʠʟʚʝʩʪʥʳʡ ʢʘʢ Mushtik, ʫʞʝ ʤʥʦʛʦ ʣʝʪ ʥʘʮʝʣʝʥ 

ʥʘ ʦʙʣʘʯʥʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʠ ʀʥʪʝʨʥʝʪ ʚʝʱʝʡ. 
ɹʦʪʥʝʪ ʚ ʦʩʥʦʚʥʦʤ ʬʠʥʘʥʩʠʨʫʝʪ ʩʝʙʷ ʟʘ ʩʯʝʪ ʜʦʙʳʯʠ ʢʨʠʧʪʦʚʘʣʶʪʳ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʠʥʩʪʨʫʤʝʥʪʦʚ ʩ ʦʪʢʨʳʪʳʤ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ, ʪʘʢʠʭ ʢʘʢ XMRig ʠ 

cgminer. 

ɺ ʩʚʷʟʠ ʩ ʵʪʠʤ ʚʨʝʜʦʥʦʩʥʳʤ ʇʆ ʧʦʷʚʠʣʠʩʴ ʥʦʚʳʝ ʧʦʜʨʦʙʥʦʩʪʠ, 

ʧʨʦʣʠʚʘʶʱʠʝ ʩʚʝʪ ʥʘ ʝʛʦ ʛʥʫʩʥʫʶ ʜʝʷʪʝʣʴʥʦʩʪʴ ʠ ʧʨʦʠʩʭʦʞʜʝʥʠʝ. 

Muhstik - ʵʪʦ ʙʦʪʥʝʪ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪ ʠʟʚʝʩʪʥʳʝ ʵʢʩʧʣʦʡʪʳ ʚʝʙ-

ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʚʟʣʦʤʘ ʫʩʪʨʦʡʩʪʚ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ, ʪʘʢʠʭ ʢʘʢ ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ, ʩ 

ʮʝʣʴʶ ʜʦʙʳʯʠ ʢʨʠʧʪʦʚʘʣʶʪʳ. 

ʆʥ ʠʩʧʦʣʴʟʫʝʪ ʩʝʨʚʝʨʳ IRC ʜʣʷ ʩʚʦʝʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʠ 

ʢʦʥʪʨʦʣʶ (C2). 

ʍʦʪʷ ʙʦʪʥʝʪ Muhstik ʩʫʱʝʩʪʚʫʝʪ ʢʘʢ ʤʠʥʠʤʫʤ ʚ 2018 ʛʦʜʫ, ʚ ʜʝʢʘʙʨʝ 2019 

ʛʦʜʘ Palo Alto Networks ʦʧʨʝʜʝʣʠʣʘ ʥʦʚʳʡ ʚʘʨʠʘʥʪ ʘʪʘʢʠ ʙʦʪʥʝʪʘ ʠ ʟʘʭʚʘʪʘ 

ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʚ Tomato.  

ʅʝʢʦʪʦʨʳʝ ʠʟ ʫʷʟʚʠʤʦʩʪʝʡ, ʠʩʧʦʣʴʟʫʝʤʳʭ Muhstik, ʚʢʣʶʯʘʶʪ ʦʰʠʙʢʠ Oracle 

WebLogic Server (CVE-2019-2725 ʠ CVE-2017-10271) ʠ ʥʝʜʦʩʪʘʪʦʢ Drupal RCE 

(CVE-2018-7600). 

ʌʠʨʤʘ ʦʙʣʘʯʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ Lacework ʧʨʝʜʦʩʪʘʚʠʣʘ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ 

ʘʥʘʣʠʟ ʠ ʥʘʙʣʶʜʝʥʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ Muhstik. 

ɸʪʘʢʘ Muhstik ʚʳʧʦʣʥʷʝʪʩʷ ʚ ʥʝʩʢʦʣʴʢʦ ʵʪʘʧʦʚ. 

ʉʥʘʯʘʣʘ ʩ ʩʝʨʚʝʨʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʟʘʛʨʫʞʘʝʪʩʷ ʬʘʡʣ ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʠ ʩ 

ʠʤʝʥʝʤ çptyè, ʟʘ ʢʦʪʦʨʳʤ ʩʣʝʜʫʝʪ ʥʦʤʝʨé 

çʇʦʩʣʝ ʫʩʧʝʰʥʦʡ ʫʩʪʘʥʦʚʢʠ Mushtik ʩʚʷʞʝʪʩʷ ʩ IRC-ʢʘʥʘʣʦʤ ʜʣʷ ʧʦʣʫʯʝʥʠʷ 

ʢʦʤʘʥʜè, - ʛʦʚʦʨʠʪ ʂʨʠʩ ʍʦʣʣ, ʠʩʩʣʝʜʦʚʘʪʝʣʴ ʦʙʣʘʯʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ Lacework. 

ʉʝʨʚʝʨʳ IRC - ʵʪʦ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ C2, ʥʘ ʢʦʪʦʨʦʡ ʨʘʙʦʪʘʝʪ ʙʦʪʥʝʪ Muhstik. 

çʆʙʳʯʥʦ Muhstik ʧʦʣʫʯʘʝʪ ʫʢʘʟʘʥʠʝ ʟʘʛʨʫʟʠʪʴ ʤʘʡʥʝʨ XMRrig ʠ ʤʦʜʫʣʴ 

ʩʢʘʥʠʨʦʚʘʥʠʷ. ʄʦʜʫʣʴ ʩʢʘʥʠʨʦʚʘʥʠʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʨʘʟʚʠʪʠʷ ʙʦʪʥʝʪʘ ʧʫʪʝʤ 

ʥʘʮʝʣʠʚʘʥʠʷ ʥʘ ʜʨʫʛʠʝ ʩʝʨʚʝʨʳ Linux ʠ ʜʦʤʘʰʥʠʝ ʤʘʨʰʨʫʪʠʟʘʪʦʨʳè, - ʧʨʦʜʦʣʞʠʣ 

ʍʦʣʣ. 
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Muhstik ʠʩʧʦʣʴʟʫʝʪ ʠʩʭʦʜʥʳʡ ʢʦʜ Mirai ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ ʢʦʥʬʠʛʫʨʘʮʠʡ ʩʚʦʝʡ 

ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʠ ʠ ʤʦʜʫʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʩ ʧʦʤʦʱʴʶ ʦʜʥʦʙʘʡʪʦʚʦʛʦ ʰʠʬʨʦʚʘʥʠʷ 

XOR. 

ʃʵʡʩʚʦʨʢ ʦʙʲʷʩʥʷʝʪ, ʯʪʦ ʦʙʨʘʟʮʳ ʬʘʡʣʦʚ, ʩʦʜʝʨʞʘʱʠʝ ʜʘʥʥʳʝ ʢʦʥʬʠʛʫʨʘʮʠʠ 

Muhstik, ʦʙʳʯʥʦ ʩʦʜʝʨʞʘʪ ʩʣʝʜʫʶʱʫʶ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʴ ʙʘʡʪʦʚ: 4F 57 4A 51 56 

4B 49 0F. 

ʕʪʦ ʵʢʚʠʚʘʣʝʥʪʥʦʝ ʟʥʘʯʝʥʠʝ XOR (0x22) ʢʣʶʯʝʚʦʛʦ ʩʣʦʚʘ muhstik, ʢʦʪʦʨʦʝ 

ʤʦʞʝʪ ʙʳʪʴ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʦ ʚ ʨʘʩʧʘʢʦʚʘʥʥʳʭ ʜʚʦʠʯʥʳʭ ʬʘʡʣʘʭ. 

ʉʪʨʘʥʥʘʷ ʘʪʨʠʙʫʮʠʷ ʠ ʫʧʦʤʠʥʘʥʠʷ ʦʙ ʘʥʠʤʝ 

ʆʜʥʘʢʦ ʙʦʣʝʝ ʠʥʪʝʨʝʩʥʳʝ ʜʝʪʘʣʠ ʧʦʷʚʣʷʶʪʩʷ, ʢʦʛʜʘ ʠʩʩʣʝʜʦʚʘʪʝʣʠ Lacework 

ʧʳʪʘʶʪʩʷ ʧʨʦʩʣʝʜʠʪʴ ʧʨʦʠʩʭʦʞʜʝʥʠʝ ʙʦʪʥʝʪʘ. 

çɹʳʣʦ ʦʙʥʘʨʫʞʝʥʦ, ʯʪʦ IRC C2 irc.de-zahlung.eu ʩʦʚʤʝʩʪʥʦ ʠʩʧʦʣʴʟʫʝʪ 

ʩʝʨʪʠʬʠʢʘʪ SSL ʩ ʩʘʡʪʦʤ jaygame.netè, - ʦʙʲʷʩʥʷʝʪ ʍʦʣʣ. 

çJaygame.net - ʵʪʦ ʣʶʙʠʪʝʣʴʩʢʠʡ ʩʘʡʪ ʦʙ ʠʛʨʝ ʩ ʫʯʘʩʪʠʝʤ ʘʥʠʤʝ-ʧʝʨʩʦʥʘʞʘ ʧʦ 

ʠʤʝʥʠ çɼʞʝʡè. ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʩʘʡʪ ʠʩʧʦʣʴʟʫʝʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ Google 

Analytics UA-120919167-1è. 

ɹʳʣʦ ʦʙʥʘʨʫʞʝʥʦ, ʯʪʦ ʵʪʦʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʘʥʘʣʠʪʠʢʠ ʩʚʷʟʘʥ ʩ ʜʚʫʤʷ 

ʜʨʫʛʠʤʠ ʜʦʤʝʥʘʤʠ: fflyy.su ʠ kei.su. 

ɺ ʪʝʩʪʘʭ BleepingComputer ʤʳ ʦʙʥʘʨʫʞʠʣʠ, ʯʪʦ ʫʢʘʟʘʥʥʳʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ 

Analytics ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʧʨʠʩʫʪʩʪʚʫʝʪ ʥʘ jaygame.net, ʥʦ ʙʦʣʴʰʝ ʥʝ ʧʨʠʩʫʪʩʪʚʫʝʪ ʥʘ 

ʜʚʫʭ ʜʨʫʛʠʭ ʜʦʤʝʥʘʭ. 

ʆʜʥʘʢʦ ʩʪʦʠʪ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʣʶʙʦʡ, ʚ ʪʦʤ ʯʠʩʣʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢ, ʤʦʞʝʪ 

ʚʢʣʶʯʠʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨ Google Analytics ʟʘʢʦʥʥʦʛʦ ʚʝʙ-ʩʘʡʪʘ ʚ ʩʚʦʡ ʩʦʙʩʪʚʝʥʥʳʡ 

ʚʝʙ-ʩʘʡʪ.  

ɼʨʫʛʦʡ ʜʦʤʝʥ ʩʦ ʩʩʳʣʢʘʤʠ ʥʘ ʘʥʠʤʝ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʄʫʭʩʪʠʢʦʤ, - ʵʪʦ 

pokemoninc.com. ʇʨʠʥʠʤʘʷ ʚʦ ʚʥʠʤʘʥʠʝ, ʯʪʦ ʂʝʡ (ʚ kei.su) ʪʘʢʞʝ ʤʦʞʝʪ ʙʳʪʴ 

ʦʪʩʳʣʢʦʡ ʢ ʘʥʠʤʝ-ʧʝʨʩʦʥʘʞʫ, ʩʦʛʣʘʩʥʦ ʃʘʩʝʚʦʨʢʫ. 

ʆʪʩʣʝʞʠʚʘʷ ʘʥʘʣʦʛʠʯʥʳʝ ʢʦʨʨʝʣʷʮʠʠ, ʃʵʡʩʚʦʨʢ ʧʨʦʩʣʝʜʠʣ ʧʨʦʠʩʭʦʞʜʝʥʠʝ 

ʄʫʭʩʪʠʢʘ ʜʦ ʢʠʪʘʡʩʢʦʡ ʩʫʜʝʙʥʦ-ʤʝʜʠʮʠʥʩʢʦʡ ʬʠʨʤʳ. 

çɺʩʝ ʦʥʠ ʠʤʝʶʪ ʩʩʳʣʢʠ ʥʘ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʧʫʪʴ ʟʘʛʨʫʟʢʠ ʚʨʝʜʦʥʦʩʥʳʭ 

ʧʨʦʛʨʘʤʤ, ʧʨʠʥʘʜʣʝʞʘʱʠʡ ʢʠʪʘʡʩʢʦʡ ʩʫʜʝʙʥʦ-ʵʢʩʧʝʨʪʥʦʡ ʢʦʤʧʘʥʠʠ Shen Zhou 

Wang Yun Information Technology Co., Ltdè, - ʧʦʷʩʥʷʝʪ ʠʭ ʩʦʦʙʱʝʥʠʝ ʚ ʙʣʦʛʝ. 

ʂʨʦʤʝ ʪʦʛʦ, ʃʵʡʩʚʦʨʢ ʫʧʦʤʠʥʘʝʪ, ʯʪʦ ʠʩʭʦʜʥʳʝ ʦʙʨʘʟʮʳ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ 

ʙʳʣʠ ʟʘʛʨʫʞʝʥʳ ʥʘ VirusTotal ʩʨʘʟʫ ʜʦ ʪʦʛʦ, ʢʘʢ ʘʪʘʢʠ Muhstik ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʚ 

ʨʝʘʣʴʥʳʭ ʫʩʣʦʚʠʷʭ.  

ɺ ʵʪʠʭ ʦʙʨʘʟʮʘʭ ʙʳʣʦ ʥʝʩʢʦʣʴʢʦ ʩʪʨʦʢ ʩ ʫʧʦʤʠʥʘʥʠʝʤ çshenzhouwangyunè, 

ʥʘʧʨʠʤʝʨ ʚ /home/wys/shenzhouwangyun/shell/downloadFile/tomato.deutschland-

zahlung.eu_nvr 

ʕʪʦ ʫʢʘʟʳʚʘʝʪ ʥʘ ʪʦ, ʯʪʦ çʐʵʥʴ ʏʞʦʫ ɺʘʥ ʖʥʴ, ʚʝʨʦʷʪʥʦ, ʷʚʣʷʝʪʩʷ 

ʩʦʟʜʘʪʝʣʝʤ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʘ ʥʝ ʧʨʦʩʪʦ ʧʝʨʚʳʤ ʟʘʛʨʫʟʯʠʢʦʤè, - ʧʨʝʜʧʦʣʦʞʠʣ 

ʍʦʣʣ. 

ɺ ʧʨʦʰʣʦʤ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʪʘʢʞʝ ʩʚʷʟʳʚʘʣʠ Shen Zhou Wang Yun ʩ 

ʚʨʝʜʦʥʦʩʥʦʡ ʧʨʦʛʨʘʤʤʦʡ HiddenWasp Linux. 

ɸʢʪʫʘʣʴʥʳʝ ʠʥʜʠʢʘʪʦʨʳ ʢʦʤʧʨʦʤʠʩʩʘ (IOC) ʄʫʭʩʪʠʢʘ ʙʳʣʠ ʧʨʝʜʦʩʪʘʚʣʝʥʳ 

Lacework ʚ ʚʠʜʝ CSVè. (Ax Sharma. Chinese-linked Muhstik botnet targets Oracle 


































































































































































