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ʉʪʘʥ ʢʽʙʝʨʙʝʟʧʝʢʠ ʚ ʋʢʨʘʾʥʽ 

 

çɿ 19 ʣʶʪʦʛʦ ʫ ʂʨʦʧʠʚʥʠʮʴʢʦʤʫ ʧʨʘʮʶʻ ʢʦʥʩʫʣʴʪʘʮʽʡʥʠʡ ʧʫʥʢʪ ʟ 

ʢʽʙʝʨʙʝʟʧʝʢʠ. ʇʨʦ ʮʝ ʉʫʩʧʽʣʴʥʦʤʫ ʨʦʟʧʦʚʽʣʘ ʢʦʥʩʫʣʴʪʘʥʪʢʘ ʤʽʩʴʢʦʛʦ ʮʝʥʪʨʫ 

ʧʨʦʬʝʩʽʡʥʦʛʦ ʨʦʟʚʠʪʢʫ ʧʝʜʘʛʦʛʽʯʥʠʭ ʧʨʘʮʽʚʥʠʢʽʚ ʄʘʨʠʥʘ ʉʦʩʥʦʚʩʴʢʘ. 
ɿʘʚʜʘʥʥʷ ʧʫʥʢʪʫ ï ʢʦʥʩʫʣʴʪʫʚʘʪʠ ʰʢʽʣʴʥʠʭ ʧʩʠʭʦʣʦʛʽʚ ʪʘ ʢʣʘʩʥʠʭ ʢʝʨʽʚʥʠʢʽʚ ʚʯʠʪʠ 

ʰʢʦʣʷʨʽʚ ʧʨʦʪʠʜʽʷʪʠ ʟʘʛʨʦʟʘʤ ʚ ʽʥʪʝʨʥʝʪʽ. 

ɿʘ ʩʣʦʚʘʤʠ ʄʘʨʠʥʠ ʉʦʩʥʦʚʩʴʢʦʾ, ʢʦʥʩʫʣʴʪʫʚʘʪʠʤʫʪʴ ʥʘ ʧʦʩʪʽʡʥʽʡ ʦʩʥʦʚʽ. 

ɻʨʫʧʦʚʽ ʢʦʥʩʫʣʴʪʘʮʽʾ ʧʣʘʥʫʶʪʴ ʧʨʦʚʦʜʠʪʠ ʨʘʟ ʥʘ ʪʨʠ ʤʽʩʷʮʽ. ɯʥʜʠʚʽʜʫʘʣʴʥʽ ï ʟʘ 

ʟʘʧʠʪʦʤ. 

òɿʙʠʨʘʪʠʤʝʤʦʩʴ, ʥʘʧʨʠʢʣʘʜ, ʥʘ ʧʦʯʘʪʢʫ ʥʘʚʯʘʣʴʥʦʛʦ ʨʦʢʫ, ʥʘ ʧʦʯʘʪʢʫ ʣʽʪʘ, 

ʢʦʣʠ ʜʽʪʠ ʟʘʣʠʰʘʪʠʤʫʪʴʩʷ ʙʝʟ ʥʘʛʣʷʜʫ ʙʘʪʴʢʽʚ. ʎʝ ʙʫʜʝ ʦʙʦʚôʷʟʢʦʚʦ. ɯʥʰʽ 

ʢʦʥʩʫʣʴʪʘʮʽʾ ï ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʟʘʧʠʪʫ. ɼʦʧʦʤʘʛʘʪʠʤʝʤʦ ʫʩʽʤ, ʭʪʦ ʮʴʦʛʦ 

ʧʦʪʨʝʙʫʚʘʪʠʤʝò. 

ɼʦ ʨʦʙʦʪʠ ʟʘʣʫʯʘʪʠʤʫʪʴ ʧʨʘʮʽʚʥʠʢʽʚ ʧʘʪʨʫʣʴʥʦʾ ʧʦʣʽʮʽʾ, ʶʚʝʥʘʣʴʥʦʾ 

ʧʨʝʚʝʥʮʽʾ ʪʘ ʽʥʰʠʭ. 

òʄʠ ʧʦʩʪʽʡʥʦ ʥʘʜ ʮʠʤ ʧʨʘʮʶʻʤʦ, ʨʦʙʦʪʘ ʚʝʣʘʩʴ ʜʦ ʚʠʧʘʜʢʽʚ ʦʪʨʫʻʥʥʷʤ 

ʰʢʦʣʷʨʦʢ ʥʘ ʂʠʾʚʱʠʥʽ ʽ ʏʝʨʢʘʱʠʥʽ. ʈʦʙʦʪʘ ʩʧʨʷʤʦʚʘʥʘ ʥʘ ʥʝʦʙʭʽʜʥʽʩʪʴ ʧʦʻʜʥʘʥʥʷ 

ʩʫʩʧʽʣʴʥʠʭ ʟʫʩʠʣʴ ʥʘ ʧʨʦʪʠʜʽʶ ʪʘ ʧʨʦʬʽʣʘʢʪʠʢʫ ʚʠʥʠʢʥʝʥʥʷ ʧʦʜʽʙʥʽʭ ʩʠʪʫʘʮʽʡ". 

ɼʦ ʫʯʘʩʪʽ ʫ ʧʝʨʰʦʤʫ ʩʝʤʽʥʘʨʽ, 19 ʣʶʪʦʛʦ, ʟʘʧʨʦʩʠʣʠ ʽʥʩʧʝʢʪʦʨʘ ʧʘʪʨʫʣʴʥʦʾ 

ʧʦʣʽʮʽʾ ɸʥʪʦʥʘ ʃʝʚʘʥʜʦʚʩʴʢʦʛʦè. (ɯʨʠʥʘ ʂʫʥʽʮʴʢʘ. ʋ ʂʨʦʧʠʚʥʠʮʴʢʦʤʫ ʧʨʘʮʶʻ 

ʢʦʥʩʫʣʴʪʘʮʽʡʥʠʡ ʧʫʥʢʪ ʟ ʢʽʙʝʨʙʝʟʧʝʢʠ // ɸʊ çʅʉʊʋè 

(https://suspilne.media/107918-u-svitlovodsku-likviduvali-upravlinna-osviti-ta-stvorili-

nove/). 19.02.2021). 
***  

 

çɹʣʦʢʫʚʘʥʥʷ çɺʢʦʥʪʘʢʪʝè, ʨʦʩʽʡʩʴʢʦʾ ʩʦʮʽʘʣʴʥʦʾ ʤʝʨʝʞʽ, ʧʦʩʧʨʠʷʣʦ 

ʧʦʷʚʽ ʰʢʽʜʣʠʚʠʭ ʜʦʜʘʪʢʽʚ ʜʣʷ ʙʨʘʫʟʝʨʽʚ ʜʣʷ ʦʙʭʦʜʫ ʙʣʦʢʫʚʘʥʥʷ. ʈʦʟʰʠʨʝʥʥʷ 

VK Unblock ʜʣʷ ʙʨʘʫʟʝʨʽʚ Chrome ʪʘ Edge ʤʽʩʪʠʣʦ ʰʢʽʜʣʠʚʠʡ ʢʦʜ ʜʣʷ 

ʚʠʢʨʘʜʝʥʥʷ ʜʘʥʠʭ ʟ ʦʙʣʽʢʦʚʠʭ ʟʘʧʠʩʽʚ Google. 
ɼʘʥʠʡ ʢʦʜ ʪʘʻʤʥʦ ʟʙʠʨʘʚ ʜʘʥʽ ʢʦʨʠʩʪʫʚʘʯʽʚ ʪʘ ʤʽʛ ʟʤʽʥʶʚʘʪʠ ʨʝʟʫʣʴʪʘʪʠ 

ʧʦʰʫʢʫ. ʇʨʦ ʮʝ ʧʦʚʽʜʦʤʠʣʠ ʚ ʅʘʮʽʦʥʘʣʴʥʦʤʫ ʢʦʦʨʜʠʥʘʮʽʡʥʦʤʫ ʮʝʥʪʨʽ 

ʢʽʙʝʨʙʝʟʧʝʢʠ, ʷʢʠʡ ʜʽʻ ʧʨʠ ʈʘʜʽ ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ ʪʘ ʦʙʦʨʦʥʠ (ʈʅɹʆ). 

ʇʦʚʽʜʦʤʣʷʻʪʴʩʷ, ʱʦ ʪʘʢʽ ʰʢʽʜʣʠʚʽ ʜʦʜʘʪʢʠ ʚʩʪʘʥʦʚʠʣʠ ʧʦʥʘʜ 3 ʤʣʥ 

ʢʦʨʠʩʪʫʚʘʯʽʚ, ʘ ʦʩʥʦʚʥʽ ʢʨʘʾʥʠ, ʥʘ ʷʢʽ ʙʫʣʦ ʩʧʨʷʤʦʚʘʥʦ ʘʪʘʢʫ, ð ʋʢʨʘʾʥʘ, ʌʨʘʥʮʽʷ 

ʪʘ ɹʨʘʟʠʣʽʷ. ɿʘʨʘʟ ʮ ̔ʰʢʽʜʣʠʚʽ ʨʦʟʰʠʨʝʥʥʷ ʟʘʙʣʦʢʦʚʘʥʽ ʢʦʤʧʘʥʽʷʤʠ Google ʪʘ 

Microsoftéè (ʅʘ ʢʨʘʜʽʞʮʽ ʜʘʥʠʭ ʧʽʜʣʦʚʠʣʠ ʜʦʜʘʪʦʢ ʜʣʷ ʦʙʭʦʜʫ ʙʣʦʢʫʚʘʥʥʷ 

çɺʂʦʥʪʘʢʪʝè // ʈʘʢʫʨʩ (https://racurs.ua/ua/n150045-na-kradijci-danyh-pidlovyly-

dodatok-dlya-obhodu-blokuvannya-vkontakte.html). 06.02.2021). 

***  
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ʅʘʮʽʦʥʘʣʴʥʘ ʩʠʩʪʝʤʘ ʢʽʙʝʨʙʝʟʧʝʢʠ 

 

çʂʘʙʽʥʝʪ ʄʽʥʽʩʪʨʽʚ ʋʢʨʘʾʥʠ ʥʘ ʩʴʦʛʦʜʥʽʰʥʴʦʤʫ ʟʘʩʽʜʘʥʥʽ ʫʭʚʘʣʠʚ 

ʧʦʩʪʘʥʦʚʫ, ʷʢʘ ʧʝʨʝʜʙʘʯʘʻ ʩʪʚʦʨʝʥʥʷ ʥʘʮʽʦʥʘʣʴʥʦʛʦ ʮʝʥʪʨʫ ʨʝʟʝʨʚʫʚʘʥʥʷ 

ʜʝʨʞʘʚʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ. 

ɺʣʽʪʢʫ 2020 ʨʦʢʫ ʄʽʥʮʠʬʨʘ ʨʦʟʧʦʯʘʣʘ ʘʢʪʠʚʥʫ ʬʘʟʫ ʨʝʬʦʨʤʠ ʢʽʙʝʨʙʝʟʧʝʢʠ, 

ʷʢʘ ʧʝʨʝʜʙʘʯʘʻ, ʧʦʤʽʞ ʽʥʰʦʛʦ, ʨʦʟʚʠʪʦʢ ʝʬʝʢʪʠʚʥʦʛʦ ʽ ʩʫʯʘʩʥʦʛʦ ʥʘʮʽʦʥʘʣʴʥʦʛʦ 

ʢʽʙʝʨʮʝʥʪʨʫ, ʘ ʪʘʢʦʞ ʟʘʤʽʥʫ ʩʝʨʪʠʬʽʢʘʪʘ ʙʝʟʧʝʢʠ ʂʉɿɯ ɼʝʨʞʩʧʝʮʟʚôʷʟʢʫ ʪʘ ʽʥʰʠʭ 

ʟʘʩʪʘʨʽʣʠʭ ʩʪʘʥʜʘʨʪʽʚ ʙʝʟʧʝʢʠ 90-ʭ. ʅʘ ʾʭ ʤʽʩʮʽ ʤʘʶʪʴ ʟôʷʚʠʪʠʩʷ ʩʫʯʘʩʥʽ ʨʽʰʝʥʥʷ, 

ʷʢʽ ʟʘʙʝʟʧʝʯʘʪʴ ʥʘʣʝʞʥʠʡ ʟʘʭʠʩʪ ʜʝʨʞʘʚʥʦʾ IT-ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʘ ʨʝʻʩʪʨʽʚ.  

ʅʘʧʨʠʢʽʥʮʽ ʤʠʥʫʣʦʛʦ ʨʦʢʫ ʄʽʥʮʠʬʨʘ ʪʘ ɼʝʨʞʩʧʝʮʟʚôʷʟʢʫ ʚʟʷʣʠʩʴ ʟʘ 

ʚʧʨʦʚʘʜʞʝʥʥʷ ʩʠʩʪʝʤʠ ʤʦʥʽʪʦʨʠʥʛʫ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ, ʷʢʘ ʬʘʢʪʠʯʥʦ ʩʪʘʣʘ ʧʝʨʰʠʤ 

ʢʨʦʢʦʤ ʚ ʨʘʤʢʘʭ ʨʝʬʦʨʤʠ ʢʽʙʝʨʙʝʟʧʝʢʠ. 

ɺ ʨʘʤʢʘʭ ʧʨʠʡʥʷʪʦʛʦ ʩʴʦʛʦʜʥʽ ʨʽʰʝʥʥʷ ʫʨʷʜ ʚʨʝʛʫʣʶʚʘʚ ʤʝʭʘʥʽʟʤ ʟʙʝʨʽʛʘʥʥʷ 

ʜʝʨʞʘʚʥʠʭ ʜʘʥʠʭ. ʁʦʛʦ ʥʝʚʽʜʜʽʣʴʥʦʶ ʯʘʩʪʠʥʦʶ ʩʪʘʥʝ ʪʘʢ ʟʚʘʥʝ ʩʭʦʚʠʱʝ ʜʣʷ 

ʨʝʟʝʨʚʥʦʛʦ ʟʙʝʨʽʛʘʥʥʷ ʚʩʽʭ ʜʦʢʫʤʝʥʪʽʚ, ʜʘʥʠʭ ʜʝʨʞʘʚʥʦʛʦ ʟʥʘʯʝʥʥʷ. ʋ ʨʘʟʽ 

ʚʠʜʘʣʝʥʥʷ ʘʙʦ ʧʦʰʢʦʜʞʝʥʥʷ ʜʘʥʠʭ ʚ ʨʝʟʫʣʴʪʘʪʽ ʟʙʦʶ ʫ ʩʠʩʪʝʤʽ ʟ ʨʝʟʝʨʚʥʦʛʦ 

ʩʭʦʚʠʱʘ ʤʦʞʥʘ ʙʫʜʝ ʚʽʜʥʦʚʠʪʠ ʚʩʝ ʥʝʦʙʭʽʜʥʝ. ɿʦʢʨʝʤʘ ʪʘʤ ʙʫʜʫʪʴ ʟʙʝʨʽʛʘʪʠʩʴ ʜʘʥʽ 

ʜʝʨʞʘʚʥʠʭ ʨʝʻʩʪʨʽʚ, ʙʘʟʠ ʜʘʥʠʭ ʦʨʛʘʥʽʚ ʚʣʘʜʠ ʪʘ ʾʭ ʽʥʬʦʨʤʘʮʽʡʥʦ-ʘʥʘʣʽʪʠʯʥʽ 

ʩʠʩʪʝʤʠ, ʷʢʽ ʧʦʚôʷʟʘʥʽ ʟ ʥʘʜʘʥʥʷʤ ʧʦʩʣʫʛ ʛʨʦʤʘʜʷʥʘʤ. ɺʽʜʧʦʚʽʜʘʣʴʥʠʤ ʟʘ ʨʦʙʦʪʫ 

ʨʝʟʝʨʚʥʦʛʦ ʩʭʦʚʠʱʘ ʙʫʜʝ ʥʘʮʽʦʥʘʣʴʥʠʡ ʮʝʥʪʨ ʨʝʟʝʨʚʫʚʘʥʥʷ ʜʝʨʞʘʚʥʠʭ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ. 

ʅʘʮʽʦʥʘʣʴʥʠʡ ʮʝʥʪʨ ʟʘʡʤʘʪʠʤʝʪʴʩʷ: 

ʟʘʙʝʟʧʝʯʝʥʥʷʤ ʙʝʟʧʝʨʝʨʚʥʦʩʪʽ ʨʦʙʦʪʠ ʜʝʨʞʘʚʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ, 

ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʽʶʚʘʥʥʷ ʽʥʬʦʨʤʘʮʽʾ; 

ʟʘʙʝʟʧʝʯʝʥʥʷʤ ʥʘʜʽʡʥʦʛʦ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʩʝʨʚʝʨʽʚ, ʩʠʩʪʝʤʠ ʟʙʝʨʽʛʘʥʥʷ ʜʘʥʠʭ 

ʪʘ ʢʦʥʪʨʦʣʶ ʟʘ ʩʪʘʪʠʩʪʠʯʥʠʤʠ ʜʘʥʠʤʠ ʨʦʙʦʪʠ ʬʽʟʠʯʥʦʛʦ ʟʘʭʠʩʪʫ ʦʙôʻʢʪʽʚ, ʩʠʩʪʝʤʠ 

ʫʧʨʘʚʣʽʥʥʷ ʪʘ ʤʦʥʽʪʦʨʠʥʛʫ. 

ʇʦʩʪʘʥʦʚʠ ʨʦʟʨʦʙʣʝʥʽ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʉʪʨʘʪʝʛʽʾ ʢʽʙʝʨʙʝʟʧʝʢʠ ʋʢʨʘʾʥʠ, ʦʜʥʠʤ ʟ 

ʦʩʥʦʚʥʠʭ ʧʨʽʦʨʠʪʝʪʥʠʭ ʟʘʚʜʘʥʴ ʷʢʦʾ ʻ ʢʽʙʝʨʟʘʭʠʩʪ ʜʝʨʞʘʚʥʠʭ ʝʣʝʢʪʨʦʥʥʠʭ 

ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ ʪʘ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠè. (ɺʣʘʜʠʤʠʨ ʉʢʨʠʧʠʥ. 

ʈʝʬʦʨʤʘ ʢʽʙʝʨʙʝʟʧʝʢʠ: ʂʘʙʤʽʥ ʩʭʚʘʣʠʚ ʩʪʚʦʨʝʥʥʷ ʥʘʮʽʦʥʘʣʴʥʦʛʦ ʮʝʥʪʨʫ 

ʨʝʟʝʨʚʫʚʘʥʥʷ ʜʝʨʞʘʚʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ // ʆʆʆ çʍʆʊʃɸʁʅè 

(https://itc.ua/news/reforma-kiberbezpeki-kabmin-shvaliv-stvorennya-naczionalnogo-

czentru-rezervuvannya-derzhavnih-informaczijnih-

resursiv/?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+itc-

ua+%28ITC.ua%29). 09.02.2021). 
***  

 

çʇʨʝʟʠʜʝʥʪ ɺʦʣʦʜʠʤʠʨ ɿʝʣʝʥʩʴʢʠʡ ʟʙʽʣʴʰʠʚ ʯʠʩʝʣʴʥʽʩʪʴ ʧʨʘʮʽʚʥʠʢʽʚ 

ʈʘʜʠ ʥʘʮʙʝʟʧʝʢʠ ʪʘ ʦʙʦʨʦʥʠ, ʘ ʪʘʢʦʞ ʟʘʪʚʝʨʜʠʚ ʩʪʨʫʢʪʫʨʫ ʈʅɹʆʋ. 

ɺʽʜʧʦʚʽʜʥʠʡ ʫʢʘʟ, ʜʘʪʦʚʘʥʠʡ 26 ʣʶʪʦʛʦ, ʦʧʫʙʣʽʢʫʚʘʣʠ ʥʘ ʩʘʡʪʽ ʆʬʽʩʫ ʛʦʣʦʚʠ 

ʜʝʨʞʘʚʠ. 
ñɺʽʜʧʦʚʽʜʥʦ ʜʦ ʧʫʥʢʪʫ 18 ʯʘʩʪʠʥʠ ʧʝʨʰʦʾ ʩʪʘʪʪʽ 106 ʂʦʥʩʪʠʪʫʮʽʾ ʋʢʨʘʾʥʠ ʪʘ 

ɿʘʢʦʥʫ ʋʢʨʘʾʥʠ ñʇʨʦ ʈʘʜʫ ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ ʽ ʦʙʦʨʦʥʠ ʋʢʨʘʾʥʠò ʧʦʩʪʘʥʦʚʣʷʶ 
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ʟʘʪʚʝʨʜʠʪʠ ʛʨʘʥʠʯʥʫ ʯʠʩʝʣʴʥʽʩʪʴ ʧʨʘʮʽʚʥʠʢʽʚ ɸʧʘʨʘʪʫ ʈʘʜʠ ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ ʽ 

ʦʙʦʨʦʥʠ ʋʢʨʘʾʥʠ ʫ ʢʽʣʴʢʦʩʪʽ 237 ʰʪʘʪʥʠʭ ʦʜʠʥʠʮʴò, - ʡʜʝʪʴʩʷ ʚ ʫʢʘʟʽ ˉ76/2021. 

ʂʨʽʤ ʪʦʛʦ, ʫʢʘʟ ʧʝʨʝʜʙʘʯʘʻ ʟʘʪʚʝʨʜʞʝʥʥʷ ʥʘʩʪʫʧʥʦʾ ʩʪʨʫʢʪʫʨʠ ʈʅɹʆʋ:  

ʉʝʢʨʝʪʘʨ ʈʘʜʠ ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ ʽ ʦʙʦʨʦʥʠ ʋʢʨʘʾʥʠ 

ʧʝʨʰʽ ʟʘʩʪʫʧʥʠʢʠ ʉʝʢʨʝʪʘʨʷ ʈʘʜʠ ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ ʽ ʦʙʦʨʦʥʠ ʋʢʨʘʾʥʠ 

ʟʘʩʪʫʧʥʠʢʠ ʉʝʢʨʝʪʘʨʷ ʈʘʜʠ ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ ʽ ʦʙʦʨʦʥʠ ʋʢʨʘʾʥʠ 

ʂʝʨʽʚʥʠʢ ɸʧʘʨʘʪʫ ʈʘʜʠ ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ ʽ ʦʙʦʨʦʥʠ ʋʢʨʘʾʥʠ 

ʧʝʨʰʠʡ ʟʘʩʪʫʧʥʠʢ ʪʘ ʟʘʩʪʫʧʥʠʢʠ ʂʝʨʽʚʥʠʢʘ ɸʧʘʨʘʪʫ ʈʘʜʠ ʥʘʮʽʦʥʘʣʴʥʦʾ 

ʙʝʟʧʝʢʠ ʽ ʦʙʦʨʦʥʠ ʋʢʨʘʾʥʠ 

ʛʦʣʦʚʥʠʡ ʜʝʨʞʘʚʥʠʡ ʘʫʜʠʪʦʨ 

ʉʣʫʞʙʘ ʟ ʧʠʪʘʥʴ ʟʘʧʦʙʽʛʘʥʥʷ ʪʘ ʚʠʷʚʣʝʥʥʷ ʢʦʨʫʧʮʽʾ 

ʉʣʫʞʙʘ ʉʝʢʨʝʪʘʨʷ ʈʘʜʠ ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ ʽ ʦʙʦʨʦʥʠ ʋʢʨʘʾʥʠ 

ʉʣʫʞʙʘ ʟ ʧʠʪʘʥʴ ʟʦʚʥʽʰʥʴʦʾ ʙʝʟʧʝʢʠ 

ʉʣʫʞʙʘ ʟ ʧʠʪʘʥʴ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʙʝʟʧʝʢʠ ʪʘ ʢʽʙʝʨʙʝʟʧʝʢʠ 

ʉʣʫʞʙʘ ʟ ʧʠʪʘʥʴ ʜʝʨʞʘʚʥʦʾ ʪʘ ʛʨʦʤʘʜʩʴʢʦʾ ʙʝʟʧʝʢʠ 

ʉʣʫʞʙʘ ʟ ʧʠʪʘʥʴ ʚʦʻʥʥʦʾ ʙʝʟʧʝʢʠ 

ʉʣʫʞʙʘ ʟ ʧʠʪʘʥʴ ʤʦʙʽʣʽʟʘʮʽʾ ʪʘ ʪʝʨʠʪʦʨʽʘʣʴʥʦʾ ʦʙʦʨʦʥʠ 

ʉʣʫʞʙʘ ʟ ʧʠʪʘʥʴ ʚʽʡʩʴʢʦʚʦ-ʪʝʭʥʽʯʥʦʛʦ ʩʧʽʚʨʦʙʽʪʥʠʮʪʚʘ ʪʘ ʦʙʦʨʦʥʥʦ-

ʧʨʦʤʠʩʣʦʚʦʛʦ ʢʦʤʧʣʝʢʩʫ 

ʉʣʫʞʙʘ ʟ ʧʠʪʘʥʴ ʝʢʦʥʦʤʽʯʥʦʾ ʙʝʟʧʝʢʠ 

ʉʣʫʞʙʘ ʟ ʧʠʪʘʥʴ ʩʦʮʽʘʣʴʥʦʾ ʪʘ ʛʫʤʘʥʽʪʘʨʥʦʾ ʙʝʟʧʝʢʠ 

ʉʣʫʞʙʘ ʟ ʧʠʪʘʥʴ ʙʝʟʧʝʢʠ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ 

ʉʣʫʞʙʘ ʟ ʧʠʪʘʥʴ ʟʦʚʥʽʰʥʴʦʧʦʣʽʪʠʯʥʦʾ ʙʝʟʧʝʢʠ ʪʘ ʤʽʞʥʘʨʦʜʥʦʛʦ 

ʩʧʽʚʨʦʙʽʪʥʠʮʪʚʘ 

ʉʣʫʞʙʘ ʟ ʧʠʪʘʥʴ ʬʽʥʘʥʩʦʚʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʠʢʦʥʘʥʥʷ ʟʘʭʦʜʽʚ ʫ ʩʬʝʨʽ 

ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ ʽ ʦʙʦʨʦʥʠ 

ʉʣʫʞʙʘ ʟ ʧʠʪʘʥʴ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʪʝʭʥʦʣʦʛʽʡ 

ʉʣʫʞʙʘ ɻʦʣʦʚʥʦʛʦ ʩʠʪʫʘʮʽʡʥʦʛʦ ʮʝʥʪʨʫ 

ʉʣʫʞʙʘ ʦʨʛʘʥʽʟʘʮʽʡʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ 

ʉʣʫʞʙʘ ʟ ʧʠʪʘʥʴ ʩʪʨʘʪʝʛʽʯʥʦʛʦ ʧʣʘʥʫʚʘʥʥʷ ʪʘ ʘʥʘʣʽʟʫ 

ʉʣʫʞʙʘ ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʦʩʪʫʧʫ ʜʦ ʧʫʙʣʽʯʥʦʾ ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʟʚôʷʟʢʽʚ ʽʟ ʟʘʩʦʙʘʤʠ 

ʤʘʩʦʚʦʾ ʽʥʬʦʨʤʘʮʽʾ 

ʉʣʫʞʙʘ ʟ ʧʨʘʚʦʚʠʭ ʧʠʪʘʥʴ 

ʌʽʥʘʥʩʦʚʘ ʩʣʫʞʙʘ 

ʉʣʫʞʙʘ ʫʧʨʘʚʣʽʥʥʷ ʧʝʨʩʦʥʘʣʦʤ 

ʉʣʫʞʙʘ ʨʝʞʠʤʥʦ-ʩʝʢʨʝʪʥʦʾ ʨʦʙʦʪʠ 

ʉʣʫʞʙʘ ʢʦʦʨʜʠʥʘʮʽʡʥʦʾ ʪʘ ʘʜʤʽʥʽʩʪʨʘʪʠʚʥʦʾ ʨʦʙʦʪʠéè (ɿʝʣʝʥʩʴʢʠʡ ʟʙʽʣʴʰʠʚ 

ʯʠʩʝʣʴʥʽʩʪʴ ʧʨʘʮʽʚʥʠʢʽʚ ʘʧʘʨʘʪʫ ʈʅɹʆʋ ʪʘ ʟʘʪʚʝʨʜʠʚ ʾʾ ʩʢʣʘʜ // ɼʟʝʨʢʘʣʦ 

ʪʠʞʥʷ. ʋʢʨʘʾʥʘ (https://zn.ua/ukr/POLITICS/zelenskij-zbilshiv-chiselnist-

pratsivnikiv-rnbo-ta-zatverdiv-jiji -sklad.html). 26.02.2021). 
***  
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ʇʨʘʚʦʚʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠ ʚ ʋʢʨʘʾʥʽ 

 

çʉʝʛʦʜʥʷ ʇʨʘʚʠʪʝʣʴʩʪʚʦʤ ʧʨʠʥʷʪʳ ʠʟʤʝʥʝʥʠʷ ʚ ʇʨʘʚʠʣʘ ʦʙʝʩʧʝʯʝʥʠʷ 

ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ, ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦ-ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ, ʥʘʨʘʙʦʪʘʥʥʳʝ ʨʘʙʦʯʝʡ 

ʛʨʫʧʧʦʡ ʚ ʩʦʩʪʘʚʝ ʩʧʝʮʠʘʣʠʩʪʦʚ ɻʦʩʩʧʝʮʩʚʷʟʠ, ʄʠʥʮʠʬʨʳ, ɻʦʩʪʘʤʦʞʩʣʫʞʙʳ 

ʠ ʵʢʩʧʝʨʪʦʚ ʦʪʨʘʩʣʠ. 

ʇʨʠʥʷʪʠʝ ʵʪʦʛʦ ʧʦʩʪʘʥʦʚʣʝʥʠʷ ʧʦʟʚʦʣʠʪ ʚ ʧʦʣʥʦʡ ʤʝʨʝ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʩʦʚʨʝʤʝʥʥʳʝ ʩʝʪʝʚʳʝ ʪʝʭʥʦʣʦʛʠʠ ʠ ʦʙʝʩʧʝʯʠʚʘʪʴ ʢʘʯʝʩʪʚʝʥʥʦʝ ʚʥʝʜʨʝʥʠʝ 

ʵʣʝʢʪʨʦʥʥʳʭ ʩʝʨʚʠʩʦʚ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʤʝʞʜʫ ʦʨʛʘʥʘʤʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʚʣʘʩʪʠ.  

ʂʨʦʤʝ ʪʦʛʦ, ʜʘʥʥʦʝ ʨʝʰʝʥʠʝ ʦʙʝʩʧʝʯʠʚʘʝʪ ʛʘʨʤʦʥʠʟʘʮʠʶ ʘʢʪʦʚ 

ʇʨʘʚʠʪʝʣʴʩʪʚʘ ʚ ʩʦʦʪʚʝʪʩʪʚʠʝ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ ʜʝʡʩʪʚʫʶʱʝʛʦ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ ʚ 

ʩʬʝʨʝ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ, ʢʘʢ:  

 -ʩ ɿʘʢʦʥʘʤʠ ʋʢʨʘʠʥʳ çʆ ʟʘʱʠʪʝ ʠʥʬʦʨʤʘʮʠʠ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʦ-

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭè ʠ çʆ ʣʠʮʝʥʟʠʨʦʚʘʥʠʠ ʚʠʜʦʚ ʭʦʟʷʡʩʪʚʝʥʥʦʡ 

ʜʝʷʪʝʣʴʥʦʩʪʠè; 

-ʪʨʝʙʦʚʘʥʠʷʤʠ ʢ ʧʦʜʢʣʶʯʝʥʠʶ ʩʠʩʪʝʤ, ʚ ʢʦʪʦʨʳʭ ʦʙʨʘʙʘʪʳʚʘʝʪʩʷ ʩʣʫʞʝʙʥʘʷ 

ʠʥʬʦʨʤʘʮʠʷ ʠ ʠʥʬʦʨʤʘʮʠʷ, ʩʦʩʪʘʚʣʷʶʱʘʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʫʶ ʪʘʡʥʫ, ʢ ʛʣʦʙʘʣʴʥʳʤ 

ʩʝʪʷʤ ʧʝʨʝʜʘʯʠ; 

-ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚ ʦʨʛʘʥʘʭ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʚʣʘʩʪʠ, ʚʦʠʥʩʢʠʭ ʬʦʨʤʠʨʦʚʘʥʠʷʭ, ʦʨʛʘʥʘʭ ʤʝʩʪʥʦʛʦ 

ʩʘʤʦʫʧʨʘʚʣʝʥʠʷ, ʥʘ ʧʨʝʜʧʨʠʷʪʠʷʭ, ʚ ʫʯʨʝʞʜʝʥʠʷʭ ʠ ʦʨʛʘʥʠʟʘʮʠʷʭ, ʢʦʪʦʨʳʝ 

ʧʨʠʥʘʜʣʝʞʘʪ ʢ ʩʬʝʨʝ ʠʭ ʫʧʨʘʚʣʝʥʠʷ. 

 ʊʘʢʞʝ ɸʜʤʠʥʠʩʪʨʘʮʠʷ ɻʦʩʩʧʝʮʩʚʷʟʠ ʚ ʪʨʝʭʤʝʩʷʯʥʳʡ ʩʨʦʢ ʨʘʟʨʘʙʦʪʘʝʪ 

ʪʨʝʙʦʚʘʥʠʷ ʢ ʩʨʝʜʩʪʚʘʤ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʚ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʦʨʛʘʥʘʭè. (ɼʤʠʪʨʠʡ ʉʠʟʦʚ. ʉʝʛʦʜʥʷ ʢʘʙʤʠʥʦʤ ʧʨʠʥʷʪʦ 

ʧʦʩʪʘʥʦʚʣʝʥʠʝ ʧʦ ʟʘʱʠʪʝ ʠʥʬʦʨʤʘʮʠʠ // InternetUA 

(http://internetua.com/segodnya-kabminom-prinyato-postanovlenie-po-zasxite-

informacii). 08.02.2021). 

***  

 

ʂʽʙʝʨʚʽʡʥʘ ʧʨʦʪʠ ʋʢʨʘʾʥʠ 

 

çʋʢʨʘʾʥʩʴʢʽ ʨʝʩʫʨʩʠ ʩʝʢʪʦʨʘ ʙʝʟʧʝʢʠ ʽ ʦʙʦʨʦʥʠ ʟʘʟʥʘʶʪʴ DDoS-ʘʪʘʢ ʟ ɯʈ-

ʘʜʨʝʩ, ʷʢʽ ʥʘʣʝʞʘʪʴ ʨʦʩʽʡʩʴʢʠʤ ʤʝʨʝʞʘʤ ʦʙʤʽʥʫ ʪʨʘʬʽʢʦʤ. ʇʨʦ ʮʝ ʧʦʚʽʜʦʤʠʣʘ 

ʈʘʜʘ ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ ʽ ʦʙʦʨʦʥʠ. 
"ʇʦʯʠʥʘʶʯʠ ʟ 18 ʣʶʪʦʛʦ ʮʴʦʛʦ ʨʦʢʫ, ʅʘʮʽʦʥʘʣʴʥʠʡ ʢʦʦʨʜʠʥʘʮʽʡʥʠʡ ʮʝʥʪʨ 

ʢʽʙʝʨʙʝʟʧʝʢʠ ʧʨʠ ʈʅɹʆ ʋʢʨʘʾʥʠ ʬʽʢʩʫʻ ʤʘʩʦʚʘʥʽ DDoS-ʘʪʘʢʠ ʥʘ ʫʢʨʘʾʥʩʴʢʠʡ 

ʩʝʛʤʝʥʪ ʽʥʪʝʨʥʝʪ, ʧʝʨʝʚʘʞʥʦ ʥʘ ʚʝʙʩʘʡʪʠ ʩʝʢʪʦʨʘ ʙʝʟʧʝʢʠ ʽ ʦʙʦʨʦʥʠ. ɿʦʢʨʝʤʘ ʘʪʘʢʠ 

ʟʜʽʡʩʥʶʚʘʣʠʩʷ ʥʘ ʩʘʡʪʠ ʉʣʫʞʙʠ ʙʝʟʧʝʢʠ ʋʢʨʘʾʥʠ, ʈʘʜʠ ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ ʽ 

ʦʙʦʨʦʥʠ ʋʢʨʘʾʥʠ, ʨʝʩʫʨʩʠ ʽʥʰʠʭ ʜʝʨʞʘʚʥʠʭ ʫʩʪʘʥʦʚ ʪʘ ʩʪʨʘʪʝʛʽʯʥʠʭ ʧʽʜʧʨʠʻʤʩʪʚ. 

ɺʩʪʘʥʦʚʣʝʥʦ, ʱʦ ʜʞʝʨʝʣʦʤ ʮʠʭ ʩʢʦʦʨʜʠʥʦʚʘʥʠʭ ʘʪʘʢ ʙʫʣʠ ɯʈ-ʘʜʨʝʩʠ, ʷʢʽ ʥʘʣʝʞʘʪʴ 

ʧʝʚʥʠʤ ʨʦʩʽʡʩʴʢʠʤ ʤʝʨʝʞʘʤ ʦʙʤʽʥʫ ʪʨʘʬʽʢʦʤ", ï ʡʜʝʪʴʩʷ ʚ ʧʦʚʽʜʦʤʣʝʥʥʽ. 
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ɺ ʈʅɹʆ ʟʘʟʥʘʯʠʣʠ, ʱʦ ʟʣʦʚʤʠʩʥʠʢʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʥʦʚʠʡ ʤʝʭʘʥʽʟʤ 

ʢʽʙʝʨʘʪʘʢ, ʷʢʠʡ ʥʝ ʩʧʦʩʪʝʨʽʛʘʚʩʷ ʨʘʥʽʰʝ ʧʽʜ ʯʘʩ ʧʦʜʽʙʥʠʭ ʽʥʮʠʜʝʥʪʽʚ. 

"ʇʽʜ ʯʘʩ ʘʪʘʢʠ ʚʨʘʟʣʠʚʽ ʚʝʙ-ʩʝʨʚʝʨʠ ʜʝʨʞʘʚʥʠʭ ʦʨʛʘʥʽʚ ʽʥʬʽʢʫʶʪʴʩʷ ʚʽʨʫʩʦʤ, 

ʢ̫ʠʡ ʧʨʠʭʦʚʘʥʦ ʨʦʙʠʪʴ ʾʭ ʝʣʝʤʝʥʪʦʤ ʙʦʪ-ʤʝʨʝʞʽ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʻʪʴʩʷ ʜʣʷ DDOS-

ʘʪʘʢ ʥʘ ʽʥʰʽ ʨʝʩʫʨʩʠ. ʇʨʠ ʮʴʦʤʫ ʩʠʩʪʝʤʠ ʙʝʟʧʝʢʠ ʽʥʪʝʨʥʝʪ-ʧʨʦʚʘʡʜʝʨʽʚ ʚʠʟʥʘʯʘʶʪʴ 

ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʽ ʚʝʙ-ʩʝʨʚʝʨʠ ʷʢ ʜʞʝʨʝʣʦ ʘʪʘʢ ʪʘ ʧʦʯʠʥʘʶʪʴ ʙʣʦʢʫʚʘʪʠ ʾʭʥʶ ʨʦʙʦʪʫ 

ʰʣʷʭʦʤ ʘʚʪʦʤʘʪʠʯʥʦʛʦ ʚʥʝʩʝʥʥʷ ʜʦ "ʯʦʨʥʠʭ ʩʧʠʩʢʽʚ". ʊʘʢʠʤ ʯʠʥʦʤ, ʥʘʚʽʪʴ ʧʽʩʣʷ 

ʟʘʢʽʥʯʝʥʥʷ ʬʘʟʠ DDoS ʘʪʘʢʦʚʘʥʽ ʚʝʙ-ʩʘʡʪʠ ʟʘʣʠʰʘʶʪʴʩʷ ʥʝʜʦʩʪʫʧʥʠʤʠ ʜʣʷ 

ʢʦʨʠʩʪʫʚʘʯʽʚ", ï ʧʦʷʩʥʠʣʠ ʚ ʈʅɹʆ. 

ɺ ʅʘʮʨʘʜʽ ʜʦʜʘʣʠ, ʱʦ ʬʘʭʽʚʮʽ ʅʘʮʽʦʥʘʣʴʥʦʛʦ ʢʦʦʨʜʠʥʘʮʽʡʥʦʛʦ ʮʝʥʪʨʫ 

ʢʽʙʝʨʙʝʟʧʝʢʠ ʥʘʜʘʶʪʴ ʢʦʥʩʫʣʴʪʘʮʽʾ ʪʘ ʪʝʭʥʽʯʥʫ ʜʦʧʦʤʦʛʫ ʜʣʷ ʚʠʷʚʣʝʥʥʷ ʪʘ 

ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʮʝʡ ʚʠʜ ʢʽʙʝʨʘʪʘʢʠ ʽ ʧʨʦʧʦʥʫʶʪʴ ʦʜʨʘʟʫ ʧʦʚʽʜʦʤʣʷʪʠ ʅʂʎʂ ʫ ʨʘʟʽ 

ʚʠʷʚʣʝʥʥʷ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʩʘʡʪʽʚ ʯʠ DDoS-ʘʪʘʢ ʥʘ ʘʜʨʝʩʫ report@ncscc.gov.ua...è 

(ʈʅɹʆ ʧʦʚʽʜʦʤʠʣʘ ʧʨʦ ʨʦʩʽʡʩʴʢʽ ʢʽʙʝʨʘʪʘʢʠ ʥʘ ʫʢʨʘʾʥʩʴʢʽ ʩʘʡʪʠ ʩʝʢʪʦʨʘ 

ʙʝʟʧʝʢʠ ʪʘ ʦʙʦʨʦʥʠ // 5 ʢʘʥʘʣ (https://www.5.ua/nauka/rnbo-povidomyla-pro-

rosiiski-kiberataky-na-ukrainski-saity-sektora-bezpeky-ta-oborony-237544.html). 

22.02.2021). 
***  

 

çʅʘʮʽʦʥʘʣʴʥʠʡ ʢʦʦʨʜʠʥʘʮʽʡʥʠʡ ʮʝʥʪʨ ʢʽʙʝʨʙʝʟʧʝʢʠ ʧʨʠ ʈʘʜʽ 

ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ ʽ ʦʙʦʨʦʥʠ ʋʢʨʘʾʥʠ ʧʦʚʽʜʦʤʠʚ ʧʨʦ ʘʢʪʠʚʥʝ ʟʨʦʩʪʘʥʥʷ 

ʬʽʰʠʥʛʦʚʠʭ ʘʪʘʢ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʪʝʤʠ ʚʘʢʮʠʥʘʮʽʾ ʚʽʜ COVID-19. 

ʗʢ ʧʦʚʽʜʦʤʣʷʶʪʴ ʫ ʈʅɹʆ, ʥʘ ʧʦʯʘʪʢʫ ʧʘʥʜʝʤʽʾ ʫ ʩʚʽʪʽ ʱʦʜʥʷ ʨʝʻʩʪʨʫʚʘʣʦʩʷ 

ʧʦʥʘʜ 18 ʤʽʣʴʡʦʥʽʚ ʬʽʰʠʥʛʦʚʠʭ ʧʦʚʽʜʦʤʣʝʥʴ, ʧʦʚôʷʟʘʥʠʭ ʟ ʪʝʤʦʶ COVID-19. ɿ 

ʩʝʨʝʜʠʥʠ 2020 ʨʦʢʫ ʾʭ ʢʽʣʴʢʽʩʪʴ ʧʦʩʪʫʧʦʚʦ ʟʤʝʥʰʫʚʘʣʘʩʴ, ʘ ʬʽʰʠʥʛʦʚʽ ʘʪʘʢʠ ʩʪʘʣʠ 

ʙʽʣʴʰ ʮʽʣʝʩʧʨʷʤʦʚʘʥʠʤʠ, ʘ ʾʭ ʪʝʤʘʪʠʢʘ ʧʦʩʪʽʡʥʦ ʟʤʽʥʶʚʘʣʘʩʷ ð ʚʽʜ ʜʦʩʪʫʧʥʦʩʪʽ 

ʤʘʩʦʢ ʽ ʪʝʩʪʽʚ ʜʦ ʨʦʟʨʦʙʢʠ ʚʘʢʮʠʥ. 

ʅʘʧʨʠʢʽʥʮʽ ʩʽʯʥʷ 2021 ʨʦʢʫ ʮʝʥʪʨ ʢʽʙʝʨʙʝʟʧʝʢʠ ʧʨʠ ʈʅɹʆ ʚʠʷʚʠʚ ʬʽʰʠʥʛʦʚʫ 

ʢʽʙʝʨʘʪʘʢʫ, ʷʢʘ ʝʢʩʧʣʫʘʪʫʚʘʣʘ ʧʦʧʫʣʷʨʥʫ ʩʝʨʝʜ ʫʢʨʘʾʥʮʽʚ ʪʝʤʫ ʧʨʦ ʧʦʯʘʪʦʢ 

ʚʘʢʮʠʥʘʮʽʾ ʚʽʜ COVID-19 ʚ ʢʨʘʾʥʽ. ʅʝʚʽʜʦʤʽ ʟʣʦʚʤʠʩʥʠʢʠ ʩʪʚʦʨʠʣʠ ʥʘ ʧʦʧʫʣʷʨʥʽʡ 

ʭʦʩʪʠʥʛʦʚʽʡ ʧʣʘʪʬʦʨʤʽ ʬʝʡʢʦʚʫ ʚʝʙʩʪʦʨʽʥʢʫ, ʷʢʘ ʽʤʽʪʫʚʘʣʘ ʩʘʡʪ ʄʽʥʽʩʪʝʨʩʪʚʘ 

ʦʭʦʨʦʥʠ ʟʜʦʨʦʚôʷ ʋʢʨʘʾʥʠ. ɼʣʷ ʨʦʟʤʽʱʝʥʥʷ ʩʪʦʨʽʥʢʠ ʥʘʧʘʜʥʠʢʠ ʟʘʨʝʻʩʪʨʫʚʘʣʠ 

ʢʽʣʴʢʘ ʜʦʤʝʥʽʚ, ʷʢʽ ʥʘʛʘʜʫʚʘʣʠ ʦʬʽʮʽʡʥʠʡ ʜʦʤʝʥ ʄʆɿ ʋʢʨʘʾʥʠ ð moz.gov.ua. ʅʘ 

ʮʽʡ ʬʝʡʢʦʚʽʡ ʩʪʦʨʽʥʮʽ ʙʫʣʦ ʨʦʟʤʽʱʝʥʦ ʽʥʬʦʨʤʘʮʽʶ ʱʦʜʦ ʧʦʯʘʪʢʫ ʟ 25 ʩʽʯʥʷ 

ʦʙʦʚôʷʟʢʦʚʦʾ ʚʘʢʮʠʥʘʮʽʾ ʚʽʜ COVID-19 ʽʟ ʧʨʦʧʦʟʠʮʽʻʶ ʟʘʚʘʥʪʘʞʠʪʠ ʬʘʡʣ (ʜʦʢʫʤʝʥʪ 

Word) ʽʟ ʧʦʜʨʦʙʠʮʷʤʠ. 

ɼʦʢʫʤʝʥʪ, ʷʩʥʘ ʨʽʯ, ʤʽʩʪʠʚ ʰʢʽʜʣʠʚʠʡ ʢʦʜ (ʤʘʢʨʦʩ), ʷʢʠʡ ʧʨʠ ʚʽʜʢʨʠʪʪʽ ʬʘʡʣʫ 

ʧʨʠʭʦʚʘʥʦ ʚʽʜ ʢʦʨʠʩʪʫʚʘʯʘ ʟʘʚʘʥʪʘʞʫʻ ʪʘ ʚʠʢʦʥʫʻ ʽʥʰʠʡ ʰʢʽʜʣʠʚʠʡ ʩʢʨʠʧʪ, ʷʢʠʡ 

ʚʞʝ ʟʘʙʝʟʧʝʯʫʻ ʚʽʜʜʘʣʝʥʝ ʫʧʨʘʚʣʽʥʥʷ ʟʘʨʘʞʝʥʠʤ ʢʦʤʧôʶʪʝʨʦʤ. ʇʽʩʣʷ ʚʽʜʢʨʠʪʪʷ 

ʬʘʡʣʫ ʥʘʧʘʜʥʠʢʠ ʦʪʨʠʤʫʚʘʣʠ ʧʦʚʥʠʡ ʜʦʩʪʫʧ ʜʦ ʢʦʤʧôʶʪʝʨʽʚ ʞʝʨʪʚ. 

ʅʘʮʽʦʥʘʣʴʥʠʡ ʢʦʦʨʜʠʥʘʮʽʡʥʠʡ ʮʝʥʪʨ ʢʽʙʝʨʙʝʟʧʝʢʠ ʩʧʽʣʴʥʦ ʟ CSIRT-NBU ʪʘ 

CERT-UA ʧʨʦʘʥʘʣʽʟʫʚʘʚ ʫʩʽ ʝʪʘʧʠ ʨʦʟʚʠʪʢʫ ʘʪʘʢʠ ʪʘ ʟʘʙʣʦʢʫʚʘʚ ʬʽʰʠʥʛʦʚʽ ʜʦʤʝʥʠ, 

ʘ ʪʘʢʦʞ ʜʦʜʘʪʢʦʚʦ ʧʨʦʽʥʬʦʨʤʫʚʘʚ ʚʩʽ ʦʨʛʘʥʽʟʘʮʽʾ, ʥʘ ʷʢʽ ʙʫʣʦ ʩʧʨʷʤʦʚʘʥʦ ʘʪʘʢʫ. 

ʌʝʡʢʦʚʽ ʜʦʤʝʥʠ ʤʘʣʠ ʪʘʢʽ ʽʤʝʥʘ: moz-gov-ua[.]com, moz-govua[.]com ʪʘ 

mozgovua[.]coméè. (ɺʣʘʜʠʤʠʨ ʉʢʨʠʧʠʥ. ʈʅɹʆ ʧʦʧʝʨʝʜʠʚ ʫʢʨʘʾʥʮʽʚ ʧʨʦ 
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ʟʨʦʩʪʘʥʥʷ ʬʽʰʠʥʛʦʚʠʭ ʘʪʘʢ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʪʝʤʠ ʚʘʢʮʠʥʘʮʽʾ ʚʽʜ COVID-19 // 

ʆʆʆ çʍʆʊʃɸʁʅè (https://itc.ua/news/rnbo-poperediv-ukra%d1%97ncziv-pro-

zrostannya-fishingovih-atak-z-vikoristannyam-temi-vakczinaczi%d1%97-vid-covid-

19/?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+itc-

ua+%28ITC.ua%29). 12.02.2021). 
***  

 

çɿ 27 ʩʽʯʥʷ ʧʦ 2 ʣʶʪʦʛʦ ʩʠʩʪʝʤʘ ʟʘʭʠʱʝʥʦʛʦ ʜʦʩʪʫʧʫ ʜʝʨʞʘʚʥʠʭ ʦʨʛʘʥʽʚ 

ʜʦ ʤʝʨʝʞʽ ɯʥʪʝʨʥʝʪ ʟʘʙʣʦʢʫʚʘʣʘ 6 DDoS-ʘʪʘʢ ʪʘ 43,6 ʪʠʩ. ʨʽʟʥʠʭ ʚʠʜʽʚ ʘʪʘʢ. 

ʇʨʦ ʮʝ ʧʦʚʽʜʦʤʣʷʻ ʋʅʅ ʽʟ ʧʦʩʠʣʘʥʥʷʤ ʥʘ ʧʨʝʩʩʣʫʞʙʫ ɼʝʨʞʘʚʥʦʾ ʩʣʫʞʙʠ 

ʩʧʝʮʽʘʣʴʥʦʛʦ ʟʚôʷʟʢʫ ʪʘ ʟʘʭʠʩʪʫ ʽʥʬʦʨʤʘʮʽʾ ʋʢʨʘʾʥʠ. 
ʎʠʪʘʪʘ 

ñʉʠʩʪʝʤʘ ʟʘʭʠʱʝʥʦʛʦ ʜʦʩʪʫʧʫ ʜʝʨʞʘʚʥʠʭ ʦʨʛʘʥʽʚ ʜʦ ʤʝʨʝʞʽ ɯʥʪʝʨʥʝʪ 

ʟʘʙʣʦʢʫʚʘʣʘ 43 671 ʨʽʟʥʠʭ ʚʠʜʽʚ ʘʪʘʢ, ʱʦ ʥʘ 9% ʤʝʥʰʝ, ʥʽʞ ʧʦʧʝʨʝʜʥʴʦʛʦ ʪʠʞʥʷ. 

ʇʝʨʝʚʘʞʥʘ ʙʽʣʴʰʽʩʪʴ - ʮʝ ʤʝʨʝʞʝʚʽ ʘʪʘʢʠ ʧʨʠʢʣʘʜʥʦʛʦ ʨʽʚʥʷ (97%). ʊʘʢʦʞ 

ʟʘʬʽʢʩʦʚʘʥʦ ʽ ʟʘʙʣʦʢʦʚʘʥʦ 6 DDoS-ʘʪʘʢò, - ʡʜʝʪʴʩʷ ʫ ʧʦʚʽʜʦʤʣʝʥʥʽ. 

ɼʝʪʘʣʽ 

ʉʠʩʪʝʤʘ ʢʽʙʝʨʟʘʭʠʩʪʫ ʜʝʨʞʘʚʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ ʪʘ ʦʙôʻʢʪʽʚ 

ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʥʘ ʦʙôʻʢʪʘʭ ʤʦʥʽʪʦʨʠʥʛʫ ʟʘʬʽʢʩʫʚʘʣʘ 3,1 ʤʣʥ ʧʽʜʦʟʨʽʣʠʭ 

ʧʦʜʽʡ, ʱʦ ʥʘ 31% ʤʝʥʰʝ, ʥʽʞ ʧʦʧʝʨʝʜʥʴʦʛʦ ʪʠʞʥʷ. ʇʝʨʝʚʘʞʥʘ ʙʽʣʴʰʽʩʪʴ 

ʟʘʬʽʢʩʦʚʘʥʠʭ ʧʽʜʦʟʨʽʣʠʭ ʧʦʜʽʡ ʩʪʦʩʫʻʪʴʩʷ ʩʧʨʦʙ ʚʠʢʨʘʜʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ (29%), 

ʩʧʨʦʙ ʦʪʨʠʤʘʥʥʷ ʧʨʘʚ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ (29%), ʤʝʨʝʞʝʚʦʛʦ ʩʢʘʥʫʚʘʥʥʷ (22%) ʪʘ 

ʧʽʜʦʟʨʽʣʦʛʦ ʚʠʢʦʥʫʚʘʣʴʥʦʛʦ ʢʦʜʫ (8%). 

ʋʨʷʜʦʚʘ ʢʦʤʘʥʜʘ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʢʦʤʧôʶʪʝʨʥʽ ʥʘʜʟʚʠʯʘʡʥʽ ʧʦʜʽʾ ʋʢʨʘʾʥʠ 

CERT-UA ʫ ʮʝʡ ʧʝʨʽʦʜ ʟʘʨʝʻʩʪʨʫʚʘʣʘ ʪʘ ʦʧʨʘʮʶʚʘʣʘ 3 705 ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ, ʱʦ ʥʘ 

9% ʙʽʣʴʰʝ, ʥʽʞ ʧʦʧʝʨʝʜʥʴʦʛʦ ʪʠʞʥʷ. 

ñʇʝʨʝʚʘʞʥʘ ʙʽʣʴʰʽʩʪʴ ʦʧʨʘʮʴʦʚʘʥʠʭ ʽʥʮʠʜʝʥʪʽʚ ʥʘʣʝʞʠʪʴ ʜʦʤʝʥʥʽʡ ʟʦʥʽ 

UACOM (ʙʣʠʟʴʢʦ 99%). ʆʩʥʦʚʥʘ ʢʽʣʴʢʽʩʪʴ ʽʥʮʠʜʝʥʪʽʚ ʩʪʦʩʫʻʪʴʩʷ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ 

ʐʇɿ (90%) ʪʘ ʬʽʰʠʥʛʫ (9%)ò, - ʚʢʘʟʘʥʦ ʫ ʧʦʚʽʜʦʤʣʝʥʥʽ. 

ɼʦʧʦʚʥʝʥʥʷ 

ɻʦʣʦʚʘ ʅʘʮʽʦʥʘʣʴʥʦʾ ʧʦʣʽʮʽʾ ʋʢʨʘʾʥʠ ɯʛʦʨ ʂʣʠʤʝʥʢʦ ʟʘʷʚʠʚ, ʱʦ ʚ ʋʢʨʘʾʥʽ 

ʤʠʥʫʣʦʛʦ ʨʦʢʫ ʙʫʣʦ ʟʘʨʝʻʩʪʨʦʚʘʥʦ ʧʦʥʘʜ 5 ʪʠʩ. ʢʽʙʝʨʟʣʦʯʠʥʽʚ, ʚ ʷʢʠʭ ʚʜʘʣʦʩʷ 

ʦʧʝʨʘʪʠʚʥʦ ʟʘʪʨʠʤʘʪʠ 106 ʬʽʛʫʨʘʥʪʽʚ ʢʨʠʤʽʥʘʣʴʥʠʭ ʧʨʦʚʘʜʞʝʥʴ. 

ɿʦʢʨʝʤʘ, ʥʘ ʎɺʂ ʟʘ ʨʽʢ ʙʫʣʦ ʟʜʽʡʩʥʝʥʦ ʧʦʥʘʜ 1,8 ʤʣʥ ʢʽʙʝʨʘʪʘʢè. (ɼʘʨ'ʷ 

ʇʘʥʯʝʥʢʦ. ɿʘ ʪʠʞʜʝʥʴ ʚ ʋʢʨʘʾʥʽ ʟʘʬʽʢʩʦʚʘʥʦ ʙʣʠʟʴʢʦ 44 ʪʠʩ. ʂʽʙʝʨʘʪʘʢ // 

ɯʥʬʦʨʤʘʮʽʡʥʝ ʘʛʝʥʪʩʪʚʦ çʋʢʨʘʾʥʩʴʢʽ ʅʘʮʽʦʥʘʣʴʥʽ ʅʦʚʠʥʠè 

(https://www.unn.com.ua/uk/news/1914913-za-tizhden-v-ukrayini-zafiksovano-blizko-

44-tis-kiberatak). 02.02.2021). 
***  

 

çʅʘ ʩʘʡʪʝ CyberNews, ʢʦʪʦʨʳʡ ʧʫʙʣʠʢʫʝʪ ʥʦʚʦʩʪʠ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʧʦʷʚʠʣʘʩʴ ʩʪʘʪʴʷ ʦ ʪʦʤ, ʯʪʦ ʚ ʦʥʣʘʡʥʝ ʷʢʦʙʳ ʧʨʦʜʘʝʪʩʷ ʙʘʟʘ ʠʟ 40 ʤʣʥ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ çʇʨʠʚʘʪɹʘʥʢʘè.  

ʏʪʦ ʧʠʰʫʪ ʦ ʙʘʟʝ 
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ʗʢʦʙʳ ʙʘʟʫ ʙʘʥʢʘ ʧʨʦʜʘʝʪ ʥʘ ʦʜʥʦʤ ʠʟ ʭʘʢʝʨʩʢʠʭ ʬʦʨʫʤʦʚ ʘʥʦʥʠʤʥʦʝ ʣʠʮʦ, ʠ 

ʚ ʥʝʡ ʩʦʜʝʨʞʘʪʩʷ ʧʦʣʥʳʝ ʌʀʆ, ʜʘʪʘ ʨʦʞʜʝʥʠʷ, ʥʘʣʦʛʦʚʳʡ ʥʦʤʝʨ, ʜʘʥʥʳʝ ʧʘʩʧʦʨʪʘ, 

ʩʝʤʝʡʥʦʝ ʧʦʣʦʞʝʥʠʝ, ʤʦʙʠʣʴʥʳʡ ʥʦʤʝʨ, ʥʘʣʠʯʠʝ ʘʚʪʦ ʠ ʪ.ʜé 

ɸʚʪʦʨ ʧʫʙʣʠʢʘʮʠʠ ʧʨʦʩʠʣ ʟʘ ʙʘʟʫ $3400 ʚ ʙʠʪʢʦʠʥʘʭ. ʅʘ 12 ʬʝʚʨʘʣʷ 2021 

ʛʦʜʘ ʧʦ ʜʘʥʥʳʤ ʫʢʘʟʘʥʥʦʛʦ ʙʠʪʢʦʠʥ-ʢʦʰʝʣʴʢʘ ʙʘʟʫ ʧʦʢʘ ʥʠʢʪʦ ʥʝ ʢʫʧʠʣ, ʦʪʤʝʯʘʝʪ 

ʠʟʜʘʥʠʝ. ʆʜʥʘʢʦ ʪʘʢʞʝ ʚʦʟʤʦʞʥʦ, ʯʪʦ ʜʣʷ ʢʘʞʜʦʡ ʧʨʦʜʘʞʠ ʘʥʦʥʠʤʥʳʡ ʘʚʪʦʨ 

ʛʝʥʝʨʠʨʫʝʪ ʥʦʚʳʡ ʢʦʰʝʣʝʢ.  

ʏʪʦ ʛʦʚʦʨʷʪ ʚ ʙʘʥʢʝ 

ʅʘ ʟʘʧʨʦʩ AIN.UA ʚ ʙʘʥʢʝ ʦʪʚʝʪʣʠ, ʯʪʦ ʩʣʫʞʙʘ ʙʝʟʦʧʘʩʥʦʩʪʠ çʇʨʠʚʘʪɹʘʥʢʘè 

ʥʝ ʧʦʜʪʚʝʨʞʜʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʦʷʚʣʝʥʠʠ ʭʘʢʝʨʩʢʦʛʦ ʨʝʩʫʨʩʘ, ʷʢʦʙʳ ʧʨʦʜʘʶʱʝʛʦ 

ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ ʫʢʨʘʠʥʮʝʚ.  

çɺ ʭʦʜʝ ʠʩʩʣʝʜʦʚʘʥʠʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʵʪʦʛʦ ʨʝʩʫʨʩʘ ʚʳʷʩʥʠʣʦʩʴ, ʯʪʦ ʦʥ ʩʦʟʜʘʥ 

ʤʦʰʝʥʥʠʢʘʤʠ, ʥʝ ʠʤʝʶʱʠʤʠ ʠ ʥʠʢʦʛʜʘ ʥʝ ʠʤʝʚʰʠʤʠ ʜʦʩʪʫʧʘ ʢ ʧʝʨʩʦʥʘʣʴʥʳʤ 

ʜʘʥʥʳʤ ʢʘʢʦʛʦ ʣʠʙʦ ʠʟ ʫʢʨʘʠʥʩʢʠʭ ʙʘʥʢʦʚ ʠ ʫʯʨʝʞʜʝʥʠʡ. ʄʦʰʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ 

ʦʙʱʝʜʦʩʪʫʧʥʳʝ ʦʙʲʝʜʠʥʝʥʥʳʝ ʨʝʩʫʨʩʳ ʠ ʚʳʜʘʶʪ ʵʪʦ ʟʘ ʷʢʦʙʳ ʠʤʝʶʱʫʶʩʷ 

çʩʝʢʨʝʪʥʫʶè ʙʘʟʫ ʜʘʥʥʳʭè, ð ʩʦʦʙʱʠʣʠ ʚ ʙʘʥʢʝ.  

ʇʦ ʜʘʥʥʳʤ ʩʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʙʘʥʢʘ, ʩ 2017 ʛʦʜʘ ʦʥʘ ʥʝ ʟʘʬʠʢʩʠʨʦʚʘʣʘ ʥʠ 

ʦʜʥʦʛʦ ʩʣʫʯʘʷ ʢʦʧʠʨʦʚʘʥʠʷ ʠʣʠ ʧʝʨʝʜʘʯʠ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʠʟ ʙʘʟʳ ʢʣʠʝʥʪʦʚ.  

ɺ ʙʘʥʢʝ ʪʘʢʞʝ ʦʪʤʝʪʠʣʠ, ʯʪʦ ʢ ʯʠʩʣʫ ʢʣʠʝʥʪʦʚ ʙʘʥʢʘ ʧʨʠʧʠʩʘʣʠ 40 ʤʣʥ 

ʯʝʣʦʚʝʢ, ʧʨʠ ʪʦʤ, ʯʪʦ ʵʪʘ ʮʠʬʨʘ ʧʨʝʚʳʰʘʝʪ ʢʦʣʠʯʝʩʪʚʦ ʩʦʚʝʨʰʝʥʥʦʣʝʪʥʝʛʦ 

ʥʘʩʝʣʝʥʠʷ ʋʢʨʘʠʥʳ. ʂʦʣʠʯʝʩʪʚʦ ʢʣʠʝʥʪʦʚ çʇʨʠʚʘʪɹʘʥʢʘè ð ʦʢʦʣʦ 20 ʤʣʥ.  

ʇʦ ʜʘʥʥʳʤ ʦʜʥʦʛʦ ʠʟ ʩʦʙʝʩʝʜʥʠʢʦʚ AIN.UA, ʚʦʟʤʦʞʥʦ ʨʝʯʴ ʠʜʝʪ ʦ ʧʨʦʜʘʞʝ 

ʩʪʘʨʳʭ, ʨʘʥʝʝ ʫʪʝʢʰʠʭ ʚ ʩʝʪʴ ʙʘʟ ʜʘʥʥʳʭ, ʘ ʩʣʦʚʘ çʇʨʠʚʘʪɹʘʥʢè ʠ çʙʘʟʘ 40 ʤʣʥ 

ʫʢʨʘʠʥʮʝʚè ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʙʦʣʴʰʝʛʦ ʵʬʬʝʢʪʘ. ɽʱʝ ʦʜʠʥ ʩʦʙʝʩʝʜʥʠʢ 

AIN.UA ʠʟ ʩʬʝʨʳ ʢʠʙʝʨʟʘʱʠʪʳ ʫʢʘʟʘʣ, ʯʪʦ ʚʧʝʨʚʳʝ ʩʪʘʣʢʠʚʘʝʪʩʷ ʩ ʠʟʜʘʥʠʝʤ 

CyberNews ʠ ʥʝ ʤʦʞʝʪ ʧʦʜʪʚʝʨʜʠʪʴ ʝʛʦ ʘʚʪʦʨʠʪʝʪʥʦʩʪʴè. (ʆʣʴʛʘ ʂʘʨʧʝʥʢʦ. ʉʄʀ: 

ɹʘʟʫ 40 ʤʣʥ ʧʦʣʴʟʦʚʘʪʝʣʝʡ çʇʨʠʚʘʪɹʘʥʢè ʧʨʦʜʘʶʪ ʦʥʣʘʡʥ. ɺ ʙʘʥʢʝ ʛʦʚʦʨʷʪ, 

ʯʪʦ ʙʘʟʘ ð ʥʝ ʝʛʦ // ain.ua (https://ain.ua/2021/02/15/sliv-dannyx-40-mln-

polzovateley/). 15.02.2021). 
***  

 

çʂʦʥʮʝʨʥ "ʎʝʥʪʨ ʢʦʤʤʫʥʘʣʴʥʦʛʦ ʩʝʨʚʠʩʘ" (ʎʂʉ) ʩʥʷʣ ʩ ʩʝʙʷ 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʚʦʟʤʦʞʥʳʝ ʫʪʝʯʢʠ ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʤʦʙʠʣʴʥʦʛʦ 

ʧʨʠʣʦʞʝʥʠʷ "ʂʦʤʤʫʥʘʣʢʘ". 

ʅʘʧʦʤʥʠʤ, ʨʘʥʝʝ ʵʢʩʧʝʨʪʳ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʰʣʠ ʚ ʧʨʠʣʦʞʝʥʠʠ 

ʢʨʠʪʠʯʝʩʢʠʝ ʠʟʲʷʥʳ. 

ɺ ʦʪʚʝʪ ʥʘ ʟʘʧʨʦʩ UBR.ua ʚ ʎʂʉ ʦʪʤʝʪʠʣʠ, ʯʪʦ ʚʩʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʝ ʚ 

ʧʨʠʣʦʞʝʥʠʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʙʝʨʫʪ ʥʘ ʩʝʙʷ ʨʷʜ ʦʙʷʟʘʪʝʣʴʩʪʚ. ʅʘʧʨʠʤʝʨ, ʩʦʛʣʘʰʝʥʠʝ 

ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ ʦʛʨʘʥʠʯʝʥʠʝ ʧʦ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʪʨʝʪʴʠʭ 

ʣʠʮ. 

ɺ ʯʘʩʪʥʦʩʪʠ, ʥʝ ʠʩʧʦʣʴʟʦʚʘʪʴ "ʂʦʤʤʫʥʘʣʢʫ" ʜʣʷ: 

ʩʙʦʨʘ, ʭʨʘʥʝʥʠʷ ʠ ʦʙʨʘʙʦʪʢʠ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʜʨʫʛʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ; 

ʚʳʜʘʯʠ ʩʝʙʷ ʟʘ ʜʨʫʛʦʝ ʣʠʮʦ ʠʣʠ ʧʨʝʜʩʪʘʚʠʪʝʣʷ ʧʨʝʜʧʨʠʷʪʠʷ, ʫʯʨʝʞʜʝʥʠʷ ʠʣʠ 

ʦʨʛʘʥʠʟʘʮʠʠ ʙʝʟ ʜʦʩʪʘʪʦʯʥʳʭ ʜʣʷ ʵʪʦʛʦ ʧʨʘʚ; 
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ʚʚʝʜʝʥʠʷ ʚ ʟʘʙʣʫʞʜʝʥʠʝ ʢʘʩʘʪʝʣʴʥʦ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʣʶʙʳʭ ʩʫʙʲʝʢʪʦʚ ʠ 

ʦʙʲʝʢʪʦʚ. 

çʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʧʦʣʴʟʦʚʘʪʝʣʴ, ʢʦʪʦʨʳʡ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʣʩʷ ʚ ʩʠʩʪʝʤʝ, ʜʦʣʞʝʥ 

ʦʩʦʟʥʘʚʘʪʴ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʳʭ, ʨʘʟʤʝʱʝʥʥʳʭ ʚ 

ʧʨʠʣʦʞʝʥʠʠè, ï ʧʦʜʯʝʨʢʥʫʣ ʧʝʨʚʳʡ ʟʘʤʝʩʪʠʪʝʣʴ ʛʝʥʝʨʘʣʴʥʦʛʦ ʜʠʨʝʢʪʦʨʘ 

ʢʦʤʤʫʥʘʣʴʥʦʛʦ ʢʦʥʮʝʨʥʘ ʎʂʉ ɺʷʯʝʩʣʘʚ ʆʣʠʡʥʳʢ. 

ɺʤʝʩʪʝ ʩ ʵʪʠʤ ʦʥ ʦʪʤʝʪʠʣ, ʯʪʦ ʨʘʟʨʘʙʦʪʯʠʢ çʂʦʤʤʫʥʘʣʢʠè ʫʞʝ ʥʘʯʘʣ 

ʚʥʝʜʨʝʥʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʤʝʨ ʧʦ ʟʘʱʠʪʝ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭè. (ʄʳʢʦʣʘ 

ʆʣʠʷʨʥʳʢ. ʂʠʝʚ ʚʦʟʣʦʞʠʣ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʫʪʝʯʢʫ ʜʘʥʥʳʭ ʠʟ 

"ʂʦʤʤʫʥʘʣʢʠ" ʥʘ ʩʘʤʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ // UBR.ua (https://ubr.ua/ukraine-and-

world/technology/kiev-vozlozhil-otvetstvennost-za-utechku-dannykh-iz-komunalki-na-

samikh-polzovatelej-3900306). 17.02.2021). 

***  

 

çʅʘ ʛʦʣʦʚʥʫ ʩʪʦʨʽʥʢʫ ʧʦʨʪʘʣʫ ʂʄɼɸ ʟʜʽʡʩʥʶʚʘʣʘʩʷ DDoS-ʘʪʘʢʘ. 
ʇʨʦ ʮʝ ʧʦʚʽʜʦʤʠʚ ʤʝʨ ʂʠʻʚʘ ɺʽʪʘʣʽʡ ʂʣʠʯʢʦ. 

ñɼʨʫʟʽ! ʅʘ ʛʦʣʦʚʥʫ ʩʪʦʨʽʥʢʫ ʧʦʨʪʘʣʫ ʂʄɼɸ ʚʽʜʙʫʚʘʻʪʴʩʷ DDoS-ʘʪʘʢʘ. ɿʘ 

ʩʣʦʚʘʤʠ ʪʝʭʥʽʯʥʠʭ ʩʧʝʮʽʘʣʽʩʪʽʚ, ʩʠʩʪʝʤʠ ʟʘʭʠʩʪʫ ʥʘʣʘʰʪʦʚʘʥʽ ʡ ʚʽʜʧʨʘʮʴʦʚʫʶʪʴ 

ʥʘʚʘʥʪʘʞʝʥʥʷ. ɺʠʙʘʯʘʻʤʦʩʷ ʟʘ ʪʠʤʯʘʩʦʚʽ ʥʝʟʨʫʯʥʦʩʪʽ, ʱʦ ʤʦʞʫʪʴ ʚʠʥʠʢʥʫʪʠò, ï 

ʥʘʧʠʩʘʚ ʚʽʥ. 

ʂʣʠʯʢʦ ʟʘʟʥʘʯʠʚ, ʱʦ ʬʘʭʽʚʮʽ ʚʽʜʥʦʚʠʣʠ ʨʦʙʦʪʫ ʩʘʡʪʫ. 

ʅʘʨʘʟʽ ʟ ʧʝʨʝʛʣʷʜʦʤ ʩʪʦʨʽʥʦʢ ʩʘʡʪʫ kyivcity.gov.ua ʦʯʝʚʠʜʥʠʭ ʧʨʦʙʣʝʤ ʥʝʤʘʻ. 

ʅʘ ʩʘʡʪʽ ʟôʷʚʠʣʦʩʷ ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʨʦ ñʤʦʞʣʠʚʽ ʧʝʨʝʙʦʾò ʽ ʧʨʦʭʘʥʥʷ 

ʢʦʨʠʩʪʫʚʘʪʠʩʷ ʘʣʴʪʝʨʥʘʪʠʚʥʠʤʠ ʜʞʝʨʝʣʘʤʠ ʽʥʬʦʨʤʘʮʽʾ ʚʽʜ ʂʄɼɸ, ʟʦʢʨʝʤʘ ʫ 

ʩʦʮʤʝʨʝʞʘʭè. (ʍʘʢʝʨʠ ʘʪʘʢʫʚʘʣʠ ʧʦʨʪʘʣ ʂʄɼɸ // ɹʫʢʚʠ 

(https://bykvu.com/ua/bukvy/hakeri-atakuvali-portal-kmda/). 10.02.2021). 

***  

 

çɺ ʋʢʨʘʾʥʽ ʫ ʧʝʨʽʦʜ ʟ 3 ʧʦ 9 ʣʶʪʦʛʦ ʥʘ 19% ʟʨʦʩʣʘ ʢʽʣʴʢʽʩʪʴ ʭʘʢʝʨʩʴʢʠʭ 

ʘʪʘʢé 

ʎʠʪʘʪʘ: 

"ʉʠʩʪʝʤʘ ʟʘʭʠʱʝʥʦʛʦ ʜʦʩʪʫʧʫ ʜʝʨʞʘʚʥʠʭ ʦʨʛʘʥʽʚ ʜʦ ʤʝʨʝʞʽ ɯʥʪʝʨʥʝʪ 

ʟʘʙʣʦʢʫʚʘʣʘ 53 766 ʨʽʟʥʠʭ ʚʠʜʽʚ ʘʪʘʢ, ʱʦ ʥʘ 19 % ʙʽʣʴʰʝ, ʥʽʞ ʧʦʧʝʨʝʜʥʴʦʛʦ ʪʠʞʥʷ. 

ʇʝʨʝʚʘʞʥʘ ʙʽʣʴʰʽʩʪʴ - ʮʝ ʤʝʨʝʞʝʚʽ ʘʪʘʢʠ ʧʨʠʢʣʘʜʥʦʛʦ ʨʽʚʥʷ (98%). ʊʘʢʦʞ 

ʟʘʬʽʢʩʦʚʘʥʦ ʽ ʟʘʙʣʦʢʦʚʘʥʦ 2 DDoS-ʘʪʘʢʠ", - ʡʜʝʪʴʩʷ ʚ ʧʦʚʽʜʦʤʣʝʥʥʽ ʧʨʝʩʩʣʫʞʙʠ. 

ɼʝʪʘʣʽ 

ʉʠʩʪʝʤʘ ʢʽʙʝʨʟʘʭʠʩʪʫ ʜʝʨʞʘʚʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ ʪʘ ʦʙôʻʢʪʽʚ 

ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʥʘ ʦʙôʻʢʪʘʭ ʤʦʥʽʪʦʨʠʥʛʫ ʟʘʬʽʢʩʫʚʘʣʘ 3 860 199 

ʧʽʜʦʟʨʽʣʠʭ ʧʦʜʽʡ, ʱʦ ʥʘ 22% ʙʽʣʴʰʝ, ʥʽʞ ʧʦʧʝʨʝʜʥʴʦʛʦ ʪʠʞʥʷ. ʇʝʨʝʚʘʞʥʘ ʙʽʣʴʰʽʩʪʴ 

ʟʘʬʽʢʩʦʚʘʥʠʭ ʧʽʜʦʟʨʽʣʠʭ ʧʦʜʽʡ ʩʪʦʩʫʻʪʴʩʷ ʩʧʨʦʙ ʦʪʨʠʤʘʥʥʷ ʧʨʘʚ ʘʜʤʽʥʽʩʪʨʘʪʦʨʘ 

(24%), ʩʧʨʦʙ ʚʠʢʨʘʜʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ (21%), ʤʝʨʝʞʝʚʦʛʦ ʩʢʘʥʫʚʘʥʥʷ (20%) ʩʧʨʦʙ 

ʦʪʨʠʤʘʥʥʷ ʧʨʘʚ ʢʦʨʠʩʪʫʚʘʯʘ (18%) ʪʘ ʧʽʜʦʟʨʽʣʦʛʦ ʚʠʢʦʥʫʚʘʣʴʥʦʛʦ ʢʦʜʫ (10%). 

ʋʨʷʜʦʚʘ ʢʦʤʘʥʜʘ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʢʦʤʧôʶʪʝʨʥʽ ʥʘʜʟʚʠʯʘʡʥʽ ʧʦʜʽʾ ʋʢʨʘʾʥʠ 

CERT-UA ʫ ʮʝʡ ʧʝʨʽʦʜ ʟʘʨʝʻʩʪʨʫʚʘʣʘ ʪʘ ʦʧʨʘʮʶʚʘʣʘ 4 800 ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ, ʱʦ ʥʘ 

23% ʙʽʣʴʰʝ, ʥʽʞ ʧʦʧʝʨʝʜʥʴʦʛʦ ʪʠʞʥʷ. 
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ʇʝʨʝʚʘʞʥʘ ʙʽʣʴʰʽʩʪʴ ʦʧʨʘʮʴʦʚʘʥʠʭ ʽʥʮʠʜʝʥʪʽʚ ʥʘʣʝʞʠʪʴ ʜʦʤʝʥʥʽʡ ʟʦʥʽ 

UACOM (ʙʣʠʟʴʢʦ 99%). ʆʩʥʦʚʥʘ ʢʽʣʴʢʽʩʪʴ ʽʥʮʠʜʝʥʪʽʚ ʩʪʦʩʫʻʪʴʩʷ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ 

ʐʇɿ (64%) ʪʘ ʬʽʰʠʥʛʫ (35%)éè. (ɼʘʨ'ʷ ʇʘʥʯʝʥʢʦ. ɺ ʋʢʨʘʾʥʽ ʟʘ ʪʠʞʜʝʥʴ ʥʘ 

ʙʣʠʟʴʢʦ 20% ʟʨʦʩʣʘ ʢʽʣʴʢʽʩʪʴ ʭʘʢʝʨʩʴʢʠʭ ʘʪʘʢ // ɯʥʬʦʨʤʘʮʽʡʥʝ ʘʛʝʥʪʩʪʚʦ 

çʋʢʨʘʾʥʩʴʢʽ ʅʘʮʽʦʥʘʣʴʥʽ ʅʦʚʠʥʠè (https://www.unn.com.ua/uk/news/1915827-v-

ukrayini-za-tizhden-na-blizko-20-zrosla-kilkist-khakerskikh-atak). 09.02.2021). 

***  

 

çʅʘʮʽʦʥʘʣʴʥʠʡ ʢʦʦʨʜʠʥʘʮʽʡʥʠʡ ʮʝʥʪʨ ʢʽʙʝʨʙʝʟʧʝʢʠè ʧʨʠ çʈʘʜʽ 

ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ ʽ ʦʙʦʨʦʥʠ ʋʢʨʘʾʥʠè ʟʘʬʽʢʩʫʚʘʚ ʩʧʨʦʙʠ ʧʦʰʠʨʝʥʥʷ 

ʰʢʽʜʣʠʚʠʭ ʜʦʢʫʤʝʥʪʽʚ ʯʝʨʝʟ çʉʠʩʪʝʤʫ ʝʣʝʢʪʨʦʥʥʦʾ ʚʟʘʻʤʦʜʽʾ ʦʨʛʘʥʽʚ 

ʚʠʢʦʥʘʚʯʦʾ ʚʣʘʜʠè (ʉɽɺ ʆɺɺ). 

ʄʝʪʦʶ ʘʪʘʢʠ ʙʫʣʦ ʤʘʩʦʚʝ ʟʘʨʘʞʝʥʥʷ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʨʝʩʫʨʩʽʚ ʜʝʨʞʘʚʥʠʭ 

ʦʨʛʘʥʽʚ, ʦʩʢʽʣʴʢʠ ʩʘʤʝ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʮʽʻʾ ʩʠʩʪʝʤʠ ʟʜʽʡʩʥʶʻʪʴʩʷ ʜʦʢʫʤʝʥʪʦʦʙʽʛ ʫ 

ʙʣ̔ʴʰʦʩʪʽ ʦʨʛʘʥʽʚ ʜʝʨʞʘʚʥʦʾ ʚʣʘʜʠ. 

ʐʢʽʜʣʠʚʽ ʜʦʢʫʤʝʥʪʠ ʤʽʩʪʠʣʠ ʤʘʢʨʦʩ, ʷʢʠʡ ʧʽʜ ʯʘʩ ʚʽʜʢʨʠʪʪʷ ʬʘʡʣʽʚ 

ʧʨʠʭʦʚʘʥʦ ʟʘʚʘʥʪʘʞʫʚʘʚ ʧʨʦʛʨʘʤʫ ʜʣʷ ʚʽʜʜʘʣʝʥʦʛʦ ʫʧʨʘʚʣʽʥʥʷ ʢʦʤʧôʶʪʝʨʦʤ. 

ʉʧʦʩʦʙʠ ʪʘ ʟʘʩʦʙʠ ʨʝʘʣʽʟʘʮʽʾ ʮʽʻʾ ʢʽʙʝʨʘʪʘʢʠ ʜʦʟʚʦʣʷʶʪʴ ʧʦʚôʷʟʘʪʠ ʾʾ ʟ ʦʜʥʠʤ ʽʟ 

ʭʘʢʝʨʩʴʢʠʭ ʰʧʠʛʫʥʩʴʢʠʭ ʫʛʨʫʧʦʚʘʥʴ ʟ ʈʦʩʽʡʩʴʢʦʾ ʌʝʜʝʨʘʮʽʾ. 

ɿʘ ʩʮʝʥʘʨʽʻʤ ʘʪʘʢʘ ʥʘʣʝʞʠʪʴ ʜʦ ʪʘʢ ʟʚʘʥʠʭ supply chain attack. ʎʝ ʘʪʘʢʘ ʥʘ 

ʣʘʥʮʶʞʦʢ ʧʦʩʪʘʚʦʢ, ʧʽʜ ʯʘʩ ʷʢʦʾ ʘʪʘʢʫʶʯʽ ʥʘʤʘʛʘʶʪʴʩʷ ʦʪʨʠʤʘʪʠ ʜʦʩʪʫʧ ʜʦ 

ʮʽʣʴʦʚʦʾ ʦʨʛʘʥʽʟʘʮʽʾ ʥʝ ʥʘʧʨʷʤʫ, ʘ ʯʝʨʝʟ ʚʨʘʟʣʠʚʦʩʪʽ ʚ ʽʥʩʪʨʫʤʝʥʪʘʭ ʽ ʩʝʨʚʽʩʘʭ, ʷʢʽ 

ʚʦʥʘ ʚʠʢʦʨʠʩʪʦʚʫʻéè. (ʍʘʢʝʨʠ ʘʪʘʢʫʶʪʴ ʩʠʩʪʝʤʫ ʜʦʢʫʤʝʥʪʦʦʙʽʛʫ ʜʝʨʞʘʚʥʠʭ 

ʦʨʛʘʥʽʚ // ʂʦʤʧʴʶʪʝʨʥʦʝ ʆʙʦʟʨʝʥʠʝ 

(https://ko.com.ua/hakeri_atakuyut_sistemu_dokumentoobigu_derzhavnih_organiv_13

6447). 25.02.2021). 

***  

 

ɹʦʨʦʪʴʙʘ ʟ ʢʽʙʝʨʟʣʦʯʠʥʥʽʩʪʶ ʚ ʋʢʨʘʾʥʽ 

 

çʇʘʚʣʦʛʨʘʜʩʢʠʡ ʛʦʨʨʘʡʦʥʥʳʡ ʩʫʜ ɼʥʝʧʨʦʧʝʪʨʦʚʩʢʦʡ ʦʙʣʘʩʪʠ 

ʧʨʠʛʦʚʦʨʠʣ ʢ ʰʪʨʘʬʫ ʫʢʨʘʠʥʮʘ ʟʘ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʚʨʝʜʦʥʦʩʥʦʛʦ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷé 
ɺʦ ʚʨʝʤʷ ʩʫʜʝʙʥʦʛʦ ʟʘʩʝʜʘʥʠʷ ʩʪʘʣʦ ʠʟʚʝʩʪʥʦ, ʯʪʦ ʚ ʠʶʣʝ 2019 ʛʦʜʘ ʫ ʞʠʪʝʣʷ 

ʇʘʚʣʦʛʨʘʜʘ ʚʦʟʥʠʢ ʧʨʝʩʪʫʧʥʳʡ ʫʤʳʩʝʣ ʥʘ ʩʙʳʪ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʛʦ ʜʣʷ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʚʤʝʰʘʪʝʣʴʩʪʚʘ ʚ ʨʘʙʦʪʫ 

ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʝʪʝʡ. ɼʣʷ ʵʪʦʛʦ ʤʫʞʯʠʥʘ ʦʧʫʙʣʠʢʦʚʘʣ ʚ ʩʝʪʠ ʀʥʪʝʨʥʝʪ ʦʙʲʷʚʣʝʥʠʝ, 

ʥʘ ʢʦʪʦʨʦʝ ʚ ʩʝʥʪʷʙʨʝ 2019 ʛʦʜʘ ʦʪʢʣʠʢʥʫʣʩʷ ʞʠʪʝʣʴ ɼʥʝʧʨʘ, ʩ ʢʦʪʦʨʳʤ 

ʧʨʝʩʪʫʧʥʠʢ ʜʦʛʦʚʦʨʠʣʩʷ ʦ ʩʙʳʪʝ ʫʩʪʨʦʡʩʪʚʘ BlueWay BT-N9100 ʠ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ ʢ ʥʝʤʫ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʛʦ ʜʣʷ ʚʟʣʦʤʘ wi-fi ʩʝʪʝʡ. ʇʦʩʣʝ ʧʦʣʫʯʝʥʠʷ 

ʦʧʣʘʪʳ ʚ ʨʘʟʤʝʨʝ 420 ʛʨʠʚʝʥ ʥʘ ʙʘʥʢʦʚʩʢʫʶ ʢʘʨʪʦʯʢʫ çʇʨʠʚʘʪʙʘʥʢʘè, ʤʫʞʯʠʥʘ 

ʦʪʧʨʘʚʠʣ ʚʳʰʝʫʢʘʟʘʥʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʟʘʢʘʟʯʠʢʫ ʚ ʦʜʥʦ ʠʟ ʦʪʜʝʣʝʥʠʡ çʅʦʚʦʡ 

ʇʦʯʪʳè ʚ ʛ. ɼʥʝʧʨ. 
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ɼʝʡʩʪʚʠʷ ʧʦʜʩʫʜʠʤʦʛʦ ʙʳʣʠ ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʳ ʧʦ ʯ. 1 ʩʪ. 361-1 ʋʂ ʋʢʨʘʠʥʳ, 

ʢʘʢ ʩʙʳʪ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʛʦ ʜʣʷ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʚʤʝʰʘʪʝʣʴʩʪʚʘ ʚ ʨʘʙʦʪʫ ʵʣʝʢʪʨʦʥʥʦ-ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ 

ʤʘʰʠʥ (ʢʦʤʧʴʶʪʝʨʦʚ), ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʭ ʩʠʩʪʝʤ, ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʝʪʝʡ ʠʣʠ 

ʩʝʪʝʡ ʵʣʝʢʪʨʦʩʚʷʟʠ. 

ʅʘ ʦʩʥʦʚʘʥʠʠ ʩʪ. 65 ʋʂ ʋʢʨʘʠʥʳ, ʫʯʠʪʳʚʘʷ ʪʷʞʝʩʪʴ ʧʨʝʩʪʫʧʣʝʥʠʷ, ʣʠʯʥʦʩʪʴ 

ʦʙʚʠʥʷʝʤʦʛʦ, ʘ ʠʤʝʥʥʦ ʪʦ, ʯʪʦ ʦʙʚʠʥʷʝʤʳʡ ʩʦʚʝʨʰʠʣ ʥʝʪʷʞʢʦʝ ʧʨʝʩʪʫʧʣʝʥʠʝ, 

ʨʘʥʝʝ ʥʝ ʩʫʜʠʤ, ʧʨʠʟʥʘʣ ʩʚʦʶ ʚʠʥʫ ʧʦʣʥʦʩʪʴʶ, ʚ ʩʦʜʝʷʥʥʦʤ ʨʘʩʢʘʷʣʩʷ, ʩʫʜ 

ʧʦʩʯʠʪʘʣ, ʯʪʦ ʥʘʢʘʟʘʥʠʝ ʦʙʚʠʥʷʝʤʦʤʫ ʩʣʝʜʫʝʪ ʥʘʟʥʘʯʠʪʴ ʚ ʚʠʜʝ ʰʪʨʘʬʘ ʚ ʨʘʟʤʝʨʝ 

500 ʥʝʦʙʣʘʛʘʝʤʳʭ ʤʠʥʠʤʫʤʦʚ ʜʦʭʦʜʦʚ ʛʨʘʞʜʘʥ,ʯʪʦ ʩʦʩʪʘʚʣʷʝʪ 8500 ʛʨʠʚʝʥ.  

ʊʘʢʞʝ ʧʦʜʩʫʜʠʤʳʡ ʜʦʣʞʝʥ ʦʧʣʘʪʠʪʴ ʩʫʤʤʫ 6671 ʛʨʥ. 70 ʢʦʧ ʚ ʩʯʝʪ 

ʚʦʟʤʝʱʝʥʠʷ ʧʨʦʮʝʩʩʫʘʣʴʥʳʭ ʠʟʜʝʨʞʝʢè. (ɸʨʪʝʤ ʉʝʨʝʞʝʥʦʢ. ʉʫʜ ʧʨʠʛʦʚʦʨʠʣ 

ʫʢʨʘʠʥʮʘ ʢ ʰʪʨʘʬʫ ʟʘ ʧʨʦʜʘʞʫ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ // InternetUA 

(http://internetua.com/sud-prigovoril-ukrainca-k-shtrafu-za-prodaju-vredonosnogo-

po). 18.02.2021). 
***  

 

çʉʦʦʙʱʘʝʪʩʷ, ʯʪʦ ʩʦʚʤʝʩʪʥʘʷ ʦʧʝʨʘʮʠʷ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ 

ʌʨʘʥʮʠʠ ʠ ʋʢʨʘʠʥʳ ʧʨʠʚʝʣʘ ʢ ʘʨʝʩʪʫ ʥʝʩʢʦʣʴʢʠʭ ʫʯʘʩʪʥʠʢʦʚ ʦʧʝʨʘʮʠʠ ʧʦ 

ʚʳʤʦʛʘʪʝʣʴʩʪʚʫ Egregor ʚ ʋʢʨʘʠʥʝ. 

ʂʘʢ ʩʥʘʯʘʣʘ ʩʦʦʙʱʘʣ France Inter, ʚʦ ʚʪʦʨʥʠʢ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ ʦʨʛʘʥʳ 

ʧʨʦʠʟʚʝʣʠ ʘʨʝʩʪʳ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʬʨʘʥʮʫʟʩʢʠʝ ʚʣʘʩʪʠ ʩʤʦʛʣʠ ʦʪʩʣʝʜʠʪʴ ʚʳʧʣʘʪʳ 

ʚʳʢʫʧʘ ʣʠʮʘʤ, ʥʘʭʦʜʷʱʠʤʩʷ ʚ ʋʢʨʘʠʥʝ. 

ʉʯʠʪʘʝʪʩʷ, ʯʪʦ ʘʨʝʩʪʦʚʘʥʥʳʝ ʷʚʣʷʶʪʩʷ ʬʠʣʠʘʣʘʤʠ Egregor, ʯʴʝʡ ʟʘʜʘʯʝʡ 

ʙʳʣʦ ʚʟʣʦʤʘʪʴ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʩʝʪʠ ʠ ʨʘʟʚʝʨʥʫʪʴ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ. France 

Inter ʪʘʢʞʝ ʩʦʦʙʱʘʝʪ, ʯʪʦ ʥʝʢʦʪʦʨʳʝ ʣʶʜʠ ʦʢʘʟʘʣʠ ʤʘʪʝʨʠʘʣʴʥʦ-ʪʝʭʥʠʯʝʩʢʫʶ ʠ 

ʬʠʥʘʥʩʦʚʫʶ ʧʦʜʜʝʨʞʢʫ. 

ɿʘ ʧʦʩʣʝʜʥʠʡ ʛʦʜ Egregor ʘʪʘʢʦʚʘʣ ʤʥʦʞʝʩʪʚʦ ʬʨʘʥʮʫʟʩʢʠʭ ʦʨʛʘʥʠʟʘʮʠʡ, 

ʚʢʣʶʯʘʷ Ubisoft, Ouest France ʠ, ʚ ʧʦʩʣʝʜʥʝʝ ʚʨʝʤʷ, Gefko. 

ʆʙ ʦʧʝʨʘʮʠʠ ʩʪʘʣʦ ʠʟʚʝʩʪʥʦ ʚ ʭʦʜʝ ʨʘʩʩʣʝʜʦʚʘʥʠʷ, ʥʘʯʘʪʦʛʦ ʧʨʦʰʣʦʡ ʦʩʝʥʴʶ 

ɺʳʩʰʠʤ ʩʫʜʦʤ ʇʘʨʠʞʘ ʧʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʞʘʣʦʙ ʥʘ ʙʘʥʜʫ ʚʳʤʦʛʘʪʝʣʝʡ. 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʩʘʡʪʳ Tor ʢʦʤʧʘʥʠʠ Egregor ʦʪʢʣʶʯʝʥʳ, ʚ ʪʦʤ ʯʠʩʣʝ ʩʘʡʪ 

ʧʣʘʪʝʞʝʡ ʠ ʩʘʡʪ ʫʪʝʯʢʠ ʜʘʥʥʳʭ. ʇʦʩʢʦʣʴʢʫ ʩʘʡʪ ʦʧʣʘʪʳ Tor ʥʝʜʦʩʪʫʧʝʥ, ʞʝʨʪʚʳ ʥʝ 

ʤʦʛʫʪ ʩʚʷʟʘʪʴʩʷ ʩ ʙʘʥʜʦʡ ʚʳʤʦʛʘʪʝʣʝʡ, ʟʘʧʣʘʪʠʪʴ ʚʳʢʫʧ ʠʣʠ ʟʘʛʨʫʟʠʪʴ 

ʜʝʰʠʬʨʘʪʦʨʳ ʜʣʷ ʨʘʥʝʝ ʦʧʣʘʯʝʥʥʳʭ ʚʳʢʫʧʦʚ. 

ʅʝʠʟʚʝʩʪʥʦ, ʩʚʷʟʘʥʳ ʣʠ ʧʨʦʙʣʝʤʳ ʩ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ ʙʘʥʜʳ ʚʳʤʦʛʘʪʝʣʝʡ ʩ 

ʦʧʝʨʘʮʠʝʡ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ. 

BleepingComputer.com ʩʚʷʟʘʣʩʷ ʩ ʬʨʘʥʮʫʟʩʢʠʤʠ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ 

ʦʨʛʘʥʘʤʠ, ʥʦ ʥʝ ʧʦʣʫʯʠʣ ʦʪʚʝʪʘ. 

ɺʟʣʝʪ ʠ ʧʘʜʝʥʠʝ ʕʛʨʝʛʦʨʘ 

Egregor ʨʘʙʦʪʘʝʪ ʢʘʢ ʧʨʦʛʨʘʤʤʘ-ʚʳʤʦʛʘʪʝʣʴ ʢʘʢ ʫʩʣʫʛʘ (RaaS), ʛʜʝ 

ʘʬʬʠʣʠʨʦʚʘʥʥʳʝ ʣʠʮʘ ʚʩʪʫʧʘʶʪ ʚ ʧʘʨʪʥʝʨʩʢʠʝ ʦʪʥʦʰʝʥʠʷ ʩ ʨʘʟʨʘʙʦʪʯʠʢʘʤʠ 

ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʘʪʘʢ ʠ ʨʘʟʜʝʣʝʥʠʷ ʚʳʢʫʧʘ. 

ɺ ʪʘʢʠʭ ʧʘʨʪʥʝʨʩʪʚʘʭ ʨʘʟʨʘʙʦʪʯʠʢʠ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʥʝʩʫʪ 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʨʘʟʨʘʙʦʪʢʫ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʠ ʨʘʙʦʪʫ ʩʘʡʪʘ ʧʣʘʪʝʞʝʡ. ɺ ʪʦ ʞʝ 
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ʚʨʝʤʷ ʬʠʣʠʘʣʳ ʥʝʩʫʪ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʚʟʣʦʤ ʩʝʪʝʡ ʞʝʨʪʚ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʝ 

ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ. 

ɺ ʨʘʤʢʘʭ ʵʪʦʡ ʜʦʛʦʚʦʨʝʥʥʦʩʪʠ ʨʘʟʨʘʙʦʪʯʠʢʠ ʟʘʨʘʙʘʪʳʚʘʶʪ ʦʪ 20 ʜʦ 30% ʦʪ 

ʩʫʤʤʳ ʚʳʢʫʧʘ, ʘ ʦʩʪʘʣʴʥʳʝ 70-80% ʚʥʦʩʷʪ ʘʬʬʠʣʠʨʦʚʘʥʥʳʝ ʣʠʮʘ. 

Egregor ʟʘʧʫʩʪʠʣʩʷ ʚ ʩʝʨʝʜʠʥʝ ʩʝʥʪʷʙʨʷ, ʢʦʛʜʘ ʦʜʥʘ ʠʟ ʢʨʫʧʥʝʡʰʠʭ ʛʨʫʧʧ, 

ʠʟʚʝʩʪʥʘʷ ʢʘʢ Maze, ʥʘʯʘʣʘ ʩʚʦʨʘʯʠʚʘʪʴ ʩʚʦʶ ʜʝʷʪʝʣʴʥʦʩʪʴ. 

ɺ ʪʦ ʚʨʝʤʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʦʦʙʱʠʣʠ BleepingComputer, ʯʪʦ ʬʠʣʠʘʣʳ Maze 

ʧʝʨʝʰʣʠ ʥʘ Egregor RaaS, ʯʪʦ ʧʦʟʚʦʣʠʣʦ ʟʘʧʫʩʪʠʪʴ ʥʦʚʫʶ ʦʧʝʨʘʮʠʶ ʚʳʤʦʛʘʪʝʣʝʡ ʩ 

ʧʦʤʦʱʴʶ ʦʧʳʪʥʳʭ ʠ ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʭ ʭʘʢʝʨʦʚ. 

ɺ ʥʦʷʙʨʝ ʙʘʥʜʘ ʚʳʤʦʛʘʪʝʣʝʡ ʦʙʲʝʜʠʥʠʣʘʩʴ ʩ ʚʨʝʜʦʥʦʩʥʳʤ ʇʆ Qbot, ʯʪʦʙʳ 

ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʩʝʪʷʤ ʞʝʨʪʚ, ʯʪʦ ʝʱʝ ʙʦʣʴʰʝ ʫʚʝʣʠʯʠʣʦ ʦʙʲʝʤ ʘʪʘʢ. 

ʀʟ-ʟʘ ʪʦʛʦ, ʯʪʦ Egregor ʪʘʢ ʙʳʩʪʨʦ ʨʦʩ ʟʘ ʦʪʥʦʩʠʪʝʣʴʥʦ ʢʦʨʦʪʢʠʡ ʧʝʨʠʦʜ, 

ʞʝʨʪʚʘʤ ʧʨʠʭʦʜʠʣʦʩʴ ʩʪʦʷʪʴ ʚ ʦʯʝʨʝʜʠ, ʯʪʦʙʳ ʜʦʛʦʚʦʨʠʪʴʩʷ ʦ ʧʣʘʪʝʞʝ ʩ ʧʦʤʦʱʴʶ 

ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʷ. 

ɺ ʥʘʯʘʣʝ ʜʝʢʘʙʨʷ ʕʛʨʝʛʦʨ ʚʥʝʟʘʧʥʦ ʥʘʯʘʣ ʟʘʤʝʜʣʷʪʴʩʷ, ʠ ʚ ʭʦʜʝ ʦʧʝʨʘʮʠʠ 

ʙʳʣʦ ʧʨʦʚʝʜʝʥʦ ʛʦʨʘʟʜʦ ʤʝʥʴʰʝ ʘʪʘʢ. ɺʳ ʤʦʞʝʪʝ ʫʚʠʜʝʪʴ ʵʪʦ ʨʝʟʢʦʝ ʩʥʠʞʝʥʠʝ, 

ʥʘʯʠʥʘʷ ʩ 9 ʜʝʢʘʙʨʷ 2020 ʛʦʜʘ, ʥʘ ʛʨʘʬʠʢʝ ʥʠʞʝ, ʧʨʝʜʩʪʘʚʣʝʥʥʦʡ Egregor ʜʣʷ ID 

Ransomware. 

ɺ ʧʨʦʰʣʦʤ ʤʝʩʷʮʝ ɹʠʣʣ ʉʠʛʝʣ, ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ ʢʦʤʧʘʥʠʠ Coveware, 

ʟʘʥʠʤʘʶʱʝʡʩʷ ʧʝʨʝʛʦʚʦʨʘʤʠ ʦ ʚʳʢʫʧʝ, ʩʢʘʟʘʣ BleepingComputer, ʯʪʦ ʦʥʠ ʪʦʞʝ 

ʟʘʤʝʪʠʣʠ ʩʥʠʞʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʘʪʘʢ Egregor, ʠ ʩʦʦʙʱʠʣ ʥʘʤ, ʯʪʦ ʬʠʣʠʘʣʳ ʤʦʛʣʠ 

ʧʝʨʝʡʪʠ ʥʘ ʜʨʫʛʦʡ RaaS. 

ɺ ʷʥʚʘʨʝ ʩʘʡʪ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʕʛʨʝʛʦʨʘ ʦʪʢʣʶʯʠʣʩʷ ʧʨʠʤʝʨʥʦ ʥʘ ʜʚʝ ʥʝʜʝʣʠ, ʘ 

ʢʦʛʜʘ ʦʥ ʩʥʦʚʘ ʟʘʨʘʙʦʪʘʣ, ʚʦʟʥʠʢʣʠ ʧʨʦʙʣʝʤʳ ʩ ʩʘʡʪʦʤ. ʕʪʦ ʥʝʦʙʳʯʥʦʝ ʜʝʡʩʪʚʠʝ 

ʟʘʩʪʘʚʠʣʦ ʜʨʫʛʠʭ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʟʘʧʦʜʦʟʨʠʪʴ, ʯʪʦ ʕʛʨʝʛʦʨ ʙʳʣ ʚʟʣʦʤʘʥ ʠʣʠ 

ʚʟʣʦʤʘʥ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ. 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʥʝʠʟʚʝʩʪʥʦ, ʩʚʷʟʘʥʦ ʣʠ ʩʥʠʞʝʥʠʝ ʘʢʪʠʚʥʦʩʪʠ Egregor ʩ 

ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ ʠʣʠ ʧʨʦʩʪʦ ʩ ʧʨʠʣʠʚʘʤʠ ʠ ʦʪʣʠʚʘʤʠ ʦʧʝʨʘʮʠʡ ʩ 

ʧʨʦʛʨʘʤʤʘʤʠ-ʚʳʤʦʛʘʪʝʣʷʤʠ. 

ɺ ʥʦʚʦʤ ʦʪʯʝʪʝ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʤ ʥʘ ʧʨʦʰʣʦʡ ʥʝʜʝʣʝ ʬʠʨʤʦʡ Kivu, 

ʟʘʥʠʤʘʶʱʝʡʩʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʟʘʷʚʣʷʶʪ, ʯʪʦ ʩ ʤʦʤʝʥʪʘ 

ʟʘʧʫʩʢʘ Egregor ʥʘʢʦʧʠʣ ʙʦʣʝʝ 200 ʞʝʨʪʚ ʠ ʩʦʩʪʦʠʪ ʠʟ 10ï12 ʦʩʥʦʚʥʳʭ ʫʯʘʩʪʥʠʢʦʚ 

ʠ 20ï25 ʯʘʩʪʠʯʥʦ ʧʨʦʰʝʜʰʠʭ ʧʨʦʚʝʨʢʫ ʫʯʘʩʪʥʠʢʦʚ. 

ʅʝʢʦʪʦʨʳʝ ʠʟ ʠʟʚʝʩʪʥʳʭ ʢʦʤʧʘʥʠʡ, ʧʦʜʚʝʨʛʰʠʭʩʷ ʘʪʘʢʝ ʩʦ ʩʪʦʨʦʥʳ ʕʛʨʝʛʦʨʘ, 

ʚʢʣʶʯʘʶʪ Barnes and Noble, Kmart, Cencosud, Randstad, ʩʠʩʪʝʤʫ ʤʝʪʨʦ TransLink 

ɺʘʥʢʫʚʝʨʘ ʠ Crytekè. (Lawrence Abrams. Egregor ransomware affiliates arrested by 

Ukrainian, French police // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/egregor-ransomware-affiliates-

arrested-by-ukrainian-french-police/). 14.02.2021). 

***  

 

çʌʽʛʫʨʘʥʪ ʩʧʝʮʽʘʣʽʟʫʚʘʚʩʷ ʥʘ ʨʦʟʨʦʙʮʽ ʬʽʰʠʥʛʦʚʠʭ ʧʘʢʝʪʽʚ ʪʘ 

ʘʜʤʽʥʽʩʪʨʘʪʠʚʥʠʭ ʧʘʥʝʣʝʡ ʜʣʷ ʾʭʥʴʦʛʦ ʫʧʨʘʚʣʽʥʥʷ. ʌʽʰʠʥʛʦʚʽ ʘʪʘʢʠ ʙʫʣʠ 

ʥʘʮʽʣʝʥʽ ʥʘ ʬʽʥʘʥʩʦʚʽ ʫʩʪʘʥʦʚʠ ʪʘ ʟʣʘʤ ʧʦʰʪʦʚʠʭ ʩʝʨʚʽʩʽʚ. ʋ ʨʝʟʫʣʴʪʘʪʽ 
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ʬʽʰʠʥʛʦʚʠʭ ʘʪʘʢ ʧʦʩʪʨʘʞʜʘʣʠ ʬʽʥʫʩʪʘʥʦʚʠ 11 ʢʨʘʾʥ ʩʚʽʪʫ. ɿʘ ʧʦʧʝʨʝʜʥʽʤʠ ʜʘʥʠʤʠ, 

ʟʙʠʪʢʠ ʩʷʛʘʶʪʴ ʜʝʩʷʪʢʽʚ ʤʽʣʴʡʦʥʽʚ ʜʦʣʘʨʽʚ. 

ɿʣʦʚʤʠʩʥʠʢʘ ʚʠʢʨʠʣʠ ʧʨʘʮʽʚʥʠʢʠ ɼʝʧʘʨʪʘʤʝʥʪʫ ʢʽʙʝʨʧʦʣʽʮʽʾ ʩʧʽʣʴʥʦ ʟ 

ɻʦʣʦʚʥʠʤ ʩʣʽʜʯʠʤ ʫʧʨʘʚʣʽʥʥʷʤ ʅʘʮʧʦʣʽʮʽʾ, ʆʬʽʩʦʤ ɻʝʥʝʨʘʣʴʥʦʛʦ ʧʨʦʢʫʨʦʨʘ 

ʋʢʨʘʾʥʠ, ʚ ʭʦʜʽ ʤʽʞʥʘʨʦʜʥʦʾ ʩʧʝʮʦʧʝʨʘʮʽʾ ʟ ʧʨʘʚʦʦʭʦʨʦʥʮʷʤʠ ʉʧʦʣʫʯʝʥʠʭ ʐʪʘʪʽʚ 

ɸʤʝʨʠʢʠ ʪʘ ɸʚʩʪʨʘʣʽʾ.  

ɺʩʪʘʥʦʚʣʝʥʦ, ʱʦ 39-ʨʽʯʥʠʡ ʞʠʪʝʣʴ ʊʝʨʥʦʧʽʣʴʱʠʥʠ ʨʦʟʨʦʙʠʚ ʬʽʰʠʥʛʦʚʠʡ 

ʧʘʢʝʪ ʽ ʩʧʝʮʽʘʣʴʥʫ ʘʜʤʽʥʽʩʪʨʘʪʠʚʥʫ ʧʘʥʝʣʴ ʜʦ ʥʴʦʛʦ, ʷʢʽ ʙʫʣʠ ʥʘʮʽʣʝʥʽ ʥʘ 

ʚʝʙʨʝʩʫʨʩʠ ʙʘʥʢʽʚ ʪʘ ʾʭ ʢʣʽʻʥʪʽʚ. ɸʜʤʽʥʧʘʥʝʣʴ ʜʦʟʚʦʣʷʻ ʢʦʥʪʨʦʣʶʚʘʪʠ ʦʙʣʽʢʦʚʽ 

ʟʘʧʠʩʠ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʷʢʽ ʟʘʨʝʻʩʪʨʫʚʘʣʠʩʷ ʥʘ ʩʢʦʤʧʨʦʤʝʪʦʚʘʥʠʭ ʨʝʩʫʨʩʘʭ ʪʘ 

ʚʚʦʜʠʣʠ ʩʚʦʾ ʧʣʘʪʽʞʥʽ ʜʘʥʽ. ɺ ʧʦʜʘʣʴʰʦʤʫ ʮʽ ʜʘʥʽ ʦʪʨʠʤʫʚʘʣʠ ʟʣʦʚʤʠʩʥʠʢʠ. 

ʂʦʞʥʘ ʬʽʰʠʥʛʦʚʘ ʘʪʘʢʘ ʙʫʣʘ ʥʘʮʽʣʝʥʘ ʥʘ ʢʦʥʢʨʝʪʥʫ ʬʽʥʘʥʩʦʚʫ ʫʩʪʘʥʦʚʫ. 

ɺʩʪʘʥʦʚʣʝʥʦ, ʱʦ ʚʽʜ ʬʽʰʠʥʛʦʚʠʭ ʘʪʘʢ ʧʦʩʪʨʘʞʜʘʣʠ ʬʽʥʘʥʩʦʚʽ ʫʩʪʘʥʦʚʠ ɸʚʩʪʨʘʣʽʾ, 

ɯʩʧʘʥʽʾ, ʉʐɸ, ɯʪʘʣʽʾ, ʏʽʣʽ, ʅʽʜʝʨʣʘʥʜʽʚ, ʄʝʢʩʠʢʠ, ʌʨʘʥʮʽʾ, ʐʚʝʡʮʘʨʽʾ, ʅʽʤʝʯʯʠʥʠ ʪʘ 

ɺʝʣʠʢʦʙʨʠʪʘʥʽʾ. 

ɿʘ ʧʦʧʝʨʝʜʥʽʤʠ ʧʽʜʨʘʭʫʥʢʘʤʠ, ʟʙʠʪʢʠ ʚʽʜ ʧʨʦʪʠʧʨʘʚʥʦʾ ʜʽʷʣʴʥʦʩʪʽ ʩʷʛʘʶʪʴ 

ʜʝʩʷʪʢʽʚ ʤʽʣʴʡʦʥʽʚ ʜʦʣʘʨʽʚ. ɿʘ ʨʝʟʫʣʴʪʘʪʘʤʠ ʘʥʘʣʽʟʫ ʽʥʦʟʝʤʥʠʭ ʧʨʘʚʦʦʭʦʨʦʥʮʽʚ, 

ʧʦʥʘʜ 50% ʫʩʽʭ ʬʽʰʠʥʛʦʚʠʭ ʘʪʘʢ ʫ 2019 ʨʦʮʽ ʚ ɸʚʩʪʨʘʣʽʾ ʙʫʣʦ ʟʜʽʡʩʥʝʥʦ ʩʘʤʝ 

ʟʘʚʜʷʢʠ ʨʦʟʨʦʙʮʽ ʬʽʛʫʨʘʥʪʘ.  

ʍʘʢʝʨ ʪʘʢʦʞ ʨʦʟʨʦʙʣʶʚʘʚ ʬʽʰʠʥʛʦʚʽ ʨʝʩʫʨʩʠ, ʦʨʽʻʥʪʦʚʘʥʽ ʥʘ ʟʣʘʤ ʧʦʰʪʦʚʠʭ 

ʩʣʫʞʙ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʻ ʧʦʥʘʜ 1,5 ʤʽʣʴʷʨʜʘ ʢʦʨʠʩʪʫʚʘʯʽʚ.  

ɼʣʷ ʜʝʤʦʥʩʪʨʘʮʽʾ ʬʫʥʢʮʽʦʥʘʣʫ ʪʘ ʧʨʦʜʘʞʫ ʩʚʦʾʭ ʨʦʟʨʦʙʦʢ ʬʽʛʫʨʘʥʪ ʩʪʚʦʨʠʚ 

ʚʣʘʩʥʠʡ ʽʥʪʝʨʥʝʪ-ʤʘʛʘʟʠʥ ʫ Dark net. 

ʇʨʘʚʦʦʭʦʨʦʥʮʽ ʧʨʦʚʝʣʠ ʧôʷʪʴ ʩʘʥʢʮʽʦʥʦʚʘʥʠʭ ʦʙʰʫʢʽʚ ʥʘ ʪʝʨʠʪʦʨʽʾ 

ʊʝʨʥʦʧʽʣʴʩʴʢʦʾ ʦʙʣʘʩʪʽ. ɿʘ ʨʝʟʫʣʴʪʘʪʘʤʠ ʚʠʣʫʯʝʥʦ ʢʦʤʧôʶʪʝʨʥʫ ʪʝʭʥʽʢʫ, ʤʦʙʽʣʴʥʽ 

ʪʝʣʝʬʦʥʠ ʪʘ ʞʦʨʩʪʢʽ ʜʠʩʢʠ.  

ʇʽʜ ʯʘʩ ʦʛʣʷʜʫ ʚʠʣʫʯʝʥʦʾ ʢʦʤʧôʶʪʝʨʥʦʾ ʪʝʭʥʽʢʠ ʚʩʪʘʥʦʚʣʝʥʦ ʙʽʣʴʰʝ 200 

ʘʢʪʠʚʥʠʭ ʧʦʢʫʧʮʽʚ ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ. ʍʘʢʝʨ ʥʝ ʣʠʰʝ ʟʙʫʚʘʚ 

ʩʚʦʶ ʧʨʦʜʫʢʮʽʶ ʢʣʽʻʥʪʘʤ ʟ ʫʩʴʦʛʦ ʩʚʽʪʫ, ʘ ʡ ʥʘʜʘʚʘʚ ʪʝʭʥʽʯʥʫ ʧʽʜʪʨʠʤʢʫ ʧʽʜ ʯʘʩ 

ʟʜʽʡʩʥʝʥʥʷ ʬʽʰʠʥʛʦʚʠʭ ʘʪʘʢ. 

ɺʽʜʢʨʠʪʦ ʢʨʠʤʽʥʘʣʴʥʝ ʧʨʦʚʘʜʞʝʥʥʷ ʟʘ ʯ. 2 ʩʪ. 361 (ʅʝʩʘʥʢʮʽʦʥʦʚʘʥʝ 

ʚʪʨʫʯʘʥʥʷ ʚ ʨʦʙʦʪʫ ʢʦʤʧ'ʶʪʝʨʽʚ, ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤ, ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞ ʯʠ 

ʤʝʨʝʞ ʝʣʝʢʪʨʦʟʚ'ʷʟʢʫ) ʪʘ ʟʘ ʯ. 2. ʩʪ. 361-1 (ʉʪʚʦʨʝʥʥʷ ʟ ʤʝʪʦʶ ʚʠʢʦʨʠʩʪʘʥʥʷ, 

ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʘʙʦ ʟʙʫʪʫ ʰʢʽʜʣʠʚʠʭ ʧʨʦʛʨʘʤʥʠʭ ʯʠ ʪʝʭʥʽʯʥʠʭ ʟʘʩʦʙʽʚ, ʘ ʪʘʢʦʞ ʾʭ 

ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʘʙʦ ʟʙʫʪ) ʂʨʠʤʽʥʘʣʴʥʦʛʦ ʢʦʜʝʢʩʫ ʋʢʨʘʾʥʠ. ʉʘʥʢʮʽʷ ʩʪʘʪʪʽ 

ʧʝʨʝʜʙʘʯʘʻ ʜʦ ʰʝʩʪʠ ʨʦʢʽʚ ʧʦʟʙʘʚʣʝʥʥʷ ʚʦʣʽ. ʉʣʽʜʯʽ ʜʽʾ ʪʨʠʚʘʶʪʴè. (ʂʽʙʝʨʧʦʣʽʮʽʷ 

ʧʨʠʧʠʥʠʣʘ ʜʽʷʣʴʥʽʩʪʴ ʦʜʥʦʛʦ ʟ ʥʘʡʙʽʣʴʰʠʭ ʫ ʩʚʽʪʽ ʬʽʰʠʥʛʦʚʠʭ ʩʝʨʚʽʩʽʚ ʜʣʷ ʘʪʘʢ 

ʥʘ ʬʽʥʘʥʩʦʚʽ ʫʩʪʘʥʦʚʠ ʨʽʟʥʠʭ ʢʨʘʾʥ // ɼʝʧʘʨʪʘʤʝʥʪ ʢʽʙʝʨʧʦʣʽʮʽʾ ʅʘʮʽʦʥʘʣʴʥʦʾ 

ʧʦʣʽʮʽʾ ʋʢʨʘʾʥʠ (https://cyberpolice.gov.ua/news/kiberpolicziya-prypynyla-diyalnist-

odnogo-z-najbilshyx-u-sviti-fishyngovyx-servisiv-dlya-atak-na-finansovi-ustanovy-

riznyx-krayin-506/). 04.02.2021). 

***  
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çʂʽʙʝʨʬʘʭʽʚʮʽ ʉɹʋ ʚʠʢʨʠʣʠ ʪʘ ʧʨʠʧʠʥʠʣʠ ʜʽʷʣʴʥʽʩʪʴ ʭʘʢʝʨʘ, 

ʧʨʠʯʝʪʥʦʛʦ ʜʦ ʟʜʽʡʩʥʝʥʥʷ ʢʽʙʝʨʘʪʘʢ ʯʝʨʝʟ ʙʦʪ-ʤʝʨʝʞʫ ʥʘ ʜʝʨʞʘʚʥʽ ʝʣʝʢʪʨʦʥʥʽ 

ʽʥʬʦʨʤʘʮʽʡʥʽ ʨʝʩʫʨʩʠé 
ɿʦʢʨʝʤʘ, ʷʢ ʟʘʟʥʘʯʘʻʪʴʩʷ ʚ ʧʦʚʽʜʦʤʣʝʥʥʽ, ʥʘ ʧʦʯʘʪʢʫ ʮʴʦʛʦ ʨʦʢʫ 

ʦʧʝʨʘʪʠʚʥʠʢʠ ʉɹʋ ʣʦʢʘʣʽʟʫʚʘʣʠ ʩʧʨʦʙʫ ʭʘʢʝʨʩʴʢʦʾ ʘʪʘʢʠ ʥʘ ʘʚʪʦʤʘʪʠʟʦʚʘʥʽ 

ʩʠʩʪʝʤʠ ʜʝʨʞʦʨʛʘʥʽʚ ɾʠʪʦʤʠʨʱʠʥʠ. ɿʣʦʚʤʠʩʥʠʢʠ ʧʣʘʥʫʚʘʣʠ ʦʪʨʠʤʘʪʠ ʚʽʜʜʘʣʝʥʠʡ 

ʜʦʩʪʫʧ ʜʦ ʢʦʤʧôʶʪʝʨʽʚ ʜʣʷ ʟʥʷʪʪʷ ʽʥʬʦʨʤʘʮʽʾ, ʷʢʘ ʧʽʜʣʷʛʘʻ ʟʘʭʠʩʪʫ. ɺʦʥʠ ʪʘʢʦʞ 

ʟʙʠʨʘʣʠʩʴ ʫʨʘʟʠʪʠ ʇʂ ʰʢʽʜʣʠʚʠʤ ʧʨʦʛʨʘʤʥʠʤ ʟʘʙʝʟʧʝʯʝʥʥʷʤ, ʘ ʧʦʪʽʤ ʧʨʠʭʦʚʘʥʦ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʨʝʩʫʨʩʠ ʫ ʙʦʪ-ʤʝʨʝʞʽ ʜʣʷ ʦʨʛʘʥʽʟʘʮʽʾ ʧʦʜʽʙʥʠʭ ʢʽʙʝʨʘʪʘʢ. 

ʋ ʭʦʜʽ ʜʦʩʫʜʦʚʦʛʦ ʨʦʟʩʣʽʜʫʚʘʥʥʷ ʩʣʽʜʯʽ ʉɹʋ ʟʘʜʦʢʫʤʝʥʪʫʚʘʣʠ, ʱʦ ʜʣʷ 

ʧʨʦʪʠʧʨʘʚʥʦʾ ʜʽʷʣʴʥʦʩʪʽ ʟʣʦʚʤʠʩʥʠʢʠ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠ ʟʘʢʦʨʜʦʥʥʽ ʨʝʩʫʨʩʠ 

ʭʦʩʪʠʥʛ-ʧʨʦʚʘʡʜʝʨʘ ʽʟ ʃʴʚʽʚʱʠʥʠ. ɼʦʜʘʪʢʦʚʘ ʧʝʨʝʚʽʨʢʘ ʧʽʜʪʚʝʨʜʠʣʘ, ʱʦ ʩʝʨʚʝʨʠ 

ʨʦʟʤʽʱʝʥʦ ʥʘ ʪʝʨʠʪʦʨʽʾ ʈʦʩʽʡʩʴʢʦʾ ʌʝʜʝʨʘʮʽʾ ʽ ʥʘʣʝʞʘʪʴ ʬʽʛʫʨʘʥʪʫ ʩʧʨʘʚʠ. 

ʋ ʭʦʜʽ ʩʘʥʢʮʽʦʥʦʚʘʥʠʭ ʦʙʰʫʢʽʚ ʟʘ ʤʽʩʮʝʤ ʧʨʦʞʠʚʘʥʥʷ ʧʨʦʚʘʡʜʝʨʘ 

ʧʨʘʚʦʦʭʦʨʦʥʮʽ ʚʠʣʫʯʠʣʠ ʢʦʤʧôʶʪʝʨʥʫ ʪʝʭʥʽʢʫ, ʷʢʫ ʧʝʨʝʜʘʥʦ ʜʣʷ ʧʨʦʚʝʜʝʥʥʷ 

ʚʽʜʧʦʚʽʜʥʠʭ ʜʦʩʣʽʜʞʝʥʴ. 

ʉʣʽʜʯʽ ʦʨʛʘʥʽʚ ʙʝʟʧʝʢʠ ʟʜʽʡʩʥʶʶʪʴ ʜʦʩʫʜʦʚʝ ʨʦʟʩʣʽʜʫʚʘʥʥʷ ʟʘ ʯ. 1 ʩʪ. 111 

(ʜʝʨʞʘʚʥʘ ʟʨʘʜʘ) ʪʘ ʯ. 2 ʩʪ. 361 (ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʝ ʚʪʨʫʯʘʥʥʷ ʚ ʨʦʙʦʪʫ ʝʣʝʢʪʨʦʥʥʦ-

ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʤʘʰʠʥ (ʢʦʤʧôʶʪʝʨʽʚ), ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤ, ʢʦʤʧôʶʪʝʨʥʠʭ 

ʤʝʨʝʞ ʯʠ ʤʝʨʝʞ ʝʣʝʢʪʨʦʟʚôʷʟʢʫ) ʂʨʠʤʽʥʘʣʴʥʦʛʦ ʢʦʜʝʢʩʫ ʋʢʨʘʾʥʠ. ʇʝʨʝʚʽʨʷʻʪʴʩʷ 

ʪʘʢʦʞ ʽʥʬʦʨʤʘʮʽʷ ʱʦʜʦ ʤʦʞʣʠʚʦʾ ʩʧʽʚʧʨʘʮʽ ʧʽʜʦʟʨʶʚʘʥʦʛʦ ʟ ʧʨʝʜʩʪʘʚʥʠʢʘʤʠ 

ʩʧʝʮʩʣʫʞʙ ʢʨʘʾʥʠ-ʘʛʨʝʩʦʨʘ. 

ɼʦʢʫʤʝʥʪʫʚʘʥʥʷ ʜʽʷʣʴʥʦʩʪʽ ʟʣʦʚʤʠʩʥʠʢʘ ʟʜʽʡʩʥʶʚʘʣʠ ʩʧʽʚʨʦʙʽʪʥʠʢʠ 

ʋʧʨʘʚʣʽʥʥʷ ʉɹʋ ʚ ɾʠʪʦʤʠʨʩʴʢʽʡ ʦʙʣʘʩʪʽ ʧʽʜ ʧʨʦʮʝʩʫʘʣʴʥʠʤ ʢʝʨʽʚʥʠʮʪʚʦʤ 

ɾʠʪʦʤʠʨʩʴʢʦʾ ʦʙʣʘʩʥʦʾ ʧʨʦʢʫʨʘʪʫʨʠè. (ʉɹʋ ʟʘʙʣʦʢʫʚʘʣʘ ʙʦʪʤʝʨʝʞʫ ʜʣʷ 

ʨʦʩʽʡʩʴʢʠʭ ʢʽʙʝʨʘʪʘʢ ʥʘ ʩʠʩʪʝʤʠ ʜʝʨʞʦʨʛʘʥʽʚ // iPress 

(https://ipress.ua/news/sbu_zablokuvala_botmerezhu_dlya_rosiyskyh_kiberatak_na_sys

temy_derzhorganiv_319626.html). 26.02.2021). 

***  

 

 
ʂʦʨʦʥʘʚʽʨʫʩ COVID-19 ʪʘ ʧʠʪʘʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠ 

 

çʂʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʟʘʥʷʣʘ ʩʚʦʝ ʤʝʩʪʦ ʚ ʮʝʥʪʨʝ ʚʥʠʤʘʥʠʷ ʦʨʛʘʥʠʟʘʮʠʡ, 

ʦʙʝʩʧʦʢʦʝʥʥʳʭ ʨʠʩʢʘʤʠ ʚʦ ʚʨʝʤʷ ʧʘʥʜʝʤʠʠ COVID-19. ʋʜʘʣʝʥʥʘʷ ʨʘʙʦʪʘ, 

ʥʘʙʦʨ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʨʝʰʝʥʠʡ ʠ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʦʨʛʘʥʠʟʘʮʠʷʤʠ, 

ʠ ʫʩʢʦʨʝʥʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʙʣʘʯʥʳʭ ʘʫʪʩʦʨʩʠʥʛʦʚʳʭ ʨʝʰʝʥʠʡ ʫʚʝʣʠʯʠʣʠ 

ʮʝʧʦʯʢʫ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ ʜʣʷ ʢʠʙʝʨʘʪʘʢ. 

ʈʀʉʂʀ ʂʀɹɽʈɹɽɿʆʇɸʉʅʆʉʊʀ 

ʇʘʥʜʝʤʠʷ ʫʚʝʣʠʯʠʣʘ ʨʠʩʢ ʪʦʛʦ, ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʨʦʥʠʢʥʫʪ ʢ 

ʫʜʘʣʝʥʥʦʤʫ ʨʘʙʦʯʝʤʫ ʩʪʦʣʫ ʠ ʧʦʣʫʯʘʪ ʜʦʩʪʫʧ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʫʢʨʘʜʫʪ ʠ / ʠʣʠ 

ʟʘʰʠʬʨʫʶʪ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʚʳʤʦʛʘʶʪ 

ʧʣʘʪʝʞʠ ʟʘ ʚʦʟʚʨʘʪ ʵʪʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʈʘʩʧʨʝʜʝʣʝʥʥʘʷ ʘʪʘʢʘ ʦʪʢʘʟʘ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ 

ʥʘ ʅʦʚʦʟʝʣʘʥʜʩʢʦʡ ʬʦʥʜʦʚʦʡ ʙʠʨʞʝ ʚ ʘʚʛʫʩʪʝ 2020 ʛʦʜʘ, ʣʠʰʠʚʰʘʷ ʝʝ 



 18 

ʚʦʟʤʦʞʥʦʩʪʠ ʧʫʙʣʠʢʦʚʘʪʴ ʧʫʙʣʠʯʥʳʝ ʦʙʲʷʚʣʝʥʠʷ ʠ ʥʘʨʫʰʠʚʰʘʷ ʪʦʨʛʦʚʫʶ 

ʜʝʷʪʝʣʴʥʦʩʪʴ, ʢʘʢ ʩʦʦʙʱʘʝʪʩʷ, ʙʳʣʘ ʯʘʩʪʴʶ ʧʦʧʳʪʢʠ ʚʳʤʦʛʘʪʝʣʴʩʪʚʘ. 

ʇʦʜʜʝʣʴʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʚʳʜʘʶʱʠʝ ʩʝʙʷ ʟʘ ʟʥʘʢʦʤʳʝ 

ʢʦʥʪʘʢʪʳ ʩʦʪʨʫʜʥʠʢʦʚ, ʩ ʮʝʣʴʶ ʧʦʣʫʯʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠʣʠ 

ʧʝʨʝʜʘʯʠ ʧʣʘʪʝʞʝʡ ʷʚʣʷʶʪʩʷ ʦʩʦʙʦʡ ʧʨʦʙʣʝʤʦʡ. ʄʥʦʞʝʩʪʚʦ ʤʝʪʦʜʦʚ ʩʚʷʟʠ ʠ 

ʧʣʘʪʬʦʨʤ ʚʠʨʪʫʘʣʴʥʳʭ ʚʩʪʨʝʯ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʩʦʪʨʫʜʥʠʢʘʤʠ, ʧʦʜʨʷʜʯʠʢʘʤʠ ʠ 

ʧʦʩʪʘʚʱʠʢʘʤʠ ʫʩʣʫʛ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ, ʤʦʛʫʪ ʩʢʨʳʚʘʪʴ ʧʨʠʟʥʘʢʠ ʟʣʦʥʘʤʝʨʝʥʥʦʛʦ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ. 

ʄʥʦʛʠʝ ʦʨʛʘʥʠʟʘʮʠʠ ʫʩʢʦʨʠʣʠ ʧʝʨʝʭʦʜ ʥʘ ʦʙʣʘʯʥʳʝ ʨʝʰʝʥʠʷ ʚ ʪʝʯʝʥʠʝ 2020 

ʛʦʜʘ, ʘ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠʥʪʝʨʬʝʡʩʘ ʧʨʠʢʣʘʜʥʦʛʦ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ (API) ʠ ʨʠʩʢʠ 

ʥʝʧʨʘʚʠʣʴʥʦʡ ʥʘʩʪʨʦʡʢʠ ʤʘʩʰʪʘʙʘ - ʜʨʫʛʠʝ ʢʣʶʯʝʚʳʝ ʧʨʦʙʣʝʤʳ, ʚʦʟʥʠʢʰʠʝ ʚ 

ʧʨʦʰʣʦʤ ʛʦʜʫ. 

ʋʇʈɸɺʃɽʅʀɽ ʈʀʉʂɸʄʀ 

ʅʠʞʝ ʦʙʩʫʞʜʘʶʪʩʷ ʩʦʦʙʨʘʞʝʥʠʷ ʧʦ ʩʥʠʞʝʥʠʶ ʨʠʩʢʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚʦ 

ʚʨʝʤʷ ʧʘʥʜʝʤʠʠ. 

ʋʩʝʨʜʠʝ 

ʇʨʠ ʧʨʠʚʣʝʯʝʥʠʠ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʀʊ-ʧʦʩʪʘʚʱʠʢʦʚ ʠʣʠ ʧʨʦʚʝʨʢʝ ʪʝʢʫʱʠʭ 

ʧʦʩʪʘʚʱʠʢʦʚ, ʚ ʜʦʧʦʣʥʝʥʠʝ ʢ ʩʨʝʜʩʪʚʘʤ ʢʦʥʪʨʦʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʚʘʰʘ 

ʦʨʛʘʥʠʟʘʮʠʷ ʪʨʝʙʫʝʪ ʚ çʥʦʨʤʘʣʴʥʦʝè ʚʨʝʤʷ, ʦʧʨʝʜʝʣʠʪʝ ʩʨʝʜʩʪʚʘ ʢʦʥʪʨʦʣʷ, 

ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʫʜʘʣʝʥʥʳʭ ʨʘʙʦʯʠʭ ʩʨʝʜ. ʆʥʠ ʤʦʛʫʪ ʦʪʥʦʩʠʪʴʩʷ ʢ 

ʧʦʪʦʢʠ ʜʘʥʥʳʭ ʠ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʦʝ ʭʨʘʥʝʥʠʝ ʜʘʥʥʳʭ; 

ʤʝʪʦʜʳ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʩʝʪʠ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʚʢʣʶʯʘʷ ʩʨʝʜʩʪʚʘ 

ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ, ʥʘʧʨʠʤʝʨ, ʯʝʨʝʟ ʬʠʨʤʝʥʥʦʝ ʦʙʦʨʫʜʦʚʘʥʠʝ ʠʣʠ ʦʥʣʘʡʥ-ʧʦʨʪʘʣʳ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʣʠʯʥʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ; 

ʠʥʚʝʥʪʘʨʴ ʫʩʪʨʦʡʩʪʚ; ʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʫʙʧʦʜʨʷʜʯʠʢʦʚ ʠ ʧʨʦʟʨʘʯʥʦʩʪʴ ʠʭ ʧʦʣʠʪʠʢ ʠ ʧʨʦʮʝʜʫʨ 

ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʜʦʩʪʫʧʘ. 

ʋʧʨʘʚʣʝʥʠʝ ʜʦʩʪʫʧʦʤ 

ʈʘʩʪʫʱʝʝ ʯʠʩʣʦ ʢʠʙʝʨʫʛʨʦʟ, ʢʦʪʦʨʳʝ ʧʦ-ʧʨʝʞʥʝʤʫ ʟʘʚʠʩʷʪ ʦʪ ʧʨʦʥʠʢʥʦʚʝʥʠʷ 

ʯʝʨʝʟ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ, ʷʚʣʷʝʪʩʷ ʥʘʧʦʤʠʥʘʥʠʝʤ ʦ ʪʦʤ, ʯʪʦ ʚ 

ʩʦʛʣʘʰʝʥʠʷʭ ʦʙ ʀʊ-ʫʩʣʫʛʘʭ ʩʣʝʜʫʝʪ ʦʧʨʝʜʝʣʷʪʴ, ʢʪʦ ʪʘʢʠʝ ʘʚʪʦʨʠʟʦʚʘʥʥʳʝ 

ʧʦʣʴʟʦʚʘʪʝʣʠ, ʠ ʯʝʪʢʦ ʦʧʨʝʜʝʣʷʪʴ ʧʨʦʮʝʩʩʳ ʫʪʚʝʨʞʜʝʥʠʷ, ʧʨʦʚʝʨʢʠ ʠ ʦʙʥʦʚʣʝʥʠʷ 

ʜʣʷ ʥʝʧʨʝʨʳʚʥʦʛʦ ʜʦʩʪʫʧʘ. ʆʙʷʟʘʥʥʦʩʪʠ ʠ ʢʦʥʪʨʦʣʴ ʥʘʜ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʤʠ 

ʧʨʘʚʘʤʠ ʜʦʩʪʫʧʘ ʜʦʣʞʥʳ ʙʳʪʴ ʥʘʜʝʞʥʳʤʠ. 

ɼʣʷ ʦʨʛʘʥʠʟʘʮʠʠ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ ʚʦ ʚʨʝʤʷ ʧʘʥʜʝʤʠʠ COVID-19 ʜʣʷ 

ʥʝʢʦʪʦʨʳʭ ʦʨʛʘʥʠʟʘʮʠʡ ʪʨʝʙʦʚʘʣʦʩʴ ʛʠʙʢʦʝ ʢʦʣʠʯʝʩʪʚʦ ʠ ʩʦʩʪʘʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʩʠʩʪʝʤʳ, ʠ ʚ ʩʦʛʣʘʰʝʥʠʷʭ ʩʣʝʜʫʝʪ ʫʯʠʪʳʚʘʪʴ ʵʪʦ. ʈʘʩʧʨʝʜʝʣʝʥʠʝ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ 

ʟʘ ʧʨʦʚʝʨʢʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʜʦʣʞʥʦ ʙʳʪʴ ʯʝʪʢʦ ʨʘʟʛʨʘʥʠʯʝʥʦ. 

ɻʘʨʘʥʪʠʠ 

ʆʨʛʘʥʠʟʘʮʠʠ ʤʦʛʫʪ ʪʨʝʙʦʚʘʪʴ ʛʘʨʘʥʪʠʡ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʫʨʦʚʥʝʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʠʥʠʤʘʝʤʳʭ ʧʦʩʪʘʚʱʠʢʦʤ ʜʣʷ ʫʩʪʨʘʥʝʥʠʷ ʨʠʩʢʦʚ ʫʜʘʣʝʥʥʦʡ 

ʨʘʙʦʪʳ, ʪʘʢʠʭ ʢʘʢ ʩʨʝʜʩʪʚʘ ʢʦʥʪʨʦʣʷ ʟʘ ʣʶʙʦʡ ʧʦʚʳʰʝʥʥʦʡ ʟʘʚʠʩʠʤʦʩʪʴʶ ʦʪ 

ʧʨʦʪʦʢʦʣʘ ʫʜʘʣʝʥʥʦʛʦ ʨʘʙʦʯʝʛʦ ʩʪʦʣʘ, ʧʨʦʮʝʜʫʨ ʜʦʩʪʫʧʘ, ʬʠʟʠʯʝʩʢʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʜʦʤʘʰʥʠʭ ʩʨʝʜ ʠ ʩʚʷʟʘʥʥʳʭ ʩ ʵʪʠʤ ʨʠʩʢʦʚ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. ɼʨʫʛʠʝ ʙʦʣʝʝ 
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ʦʙʱʠʝ ʛʘʨʘʥʪʠʠ ʤʦʛʫʪ ʧʦʜʪʚʝʨʞʜʘʪʴ ʦʪʩʫʪʩʪʚʠʝ ʚʠʨʫʩʦʚ ʠ ʩʪʘʥʜʘʨʪʳ ʟʘʱʠʪʳ ʦʪ 

ʚʠʨʫʩʦʚ, ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʧʦʩʪʘʚʱʠʢʦʤ. 

ʇʨʦʟʨʘʯʥʦʩʪʴ 

ʆʙʷʟʘʪʝʣʴʩʪʚʘ ʧʦ ʥʝʤʝʜʣʝʥʥʦʤʫ ʫʚʝʜʦʤʣʝʥʠʶ ʧʦʩʪʘʚʱʠʢʘ ʦ ʬʘʢʪʠʯʝʩʢʠʭ ʠ 

ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʥʘʨʫʰʝʥʠʷʭ ʙʝʟʦʧʘʩʥʦʩʪʠ ʷʚʣʷʶʪʩʷ ʦʙʳʯʥʳʤ ʪʨʝʙʦʚʘʥʠʝʤ 

ʢʣʠʝʥʪʦʚ. 

ʏʪʦʙʳ ʩʧʨʘʚʠʪʴʩʷ ʩ ʧʦʚʳʰʝʥʥʳʤʠ ʨʠʩʢʘʤʠ ʧʘʥʜʝʤʠʠ, ʦʨʛʘʥʠʟʘʮʠʠ ʤʦʛʫʪ 

ʪʨʝʙʦʚʘʪʴ ʦʪ ʧʦʩʪʘʚʱʠʢʦʚ ʫʚʝʜʦʤʣʷʪʴ ʠ ʩʦʦʙʱʘʪʴ ʦʙ ʦʙʷʟʘʪʝʣʴʩʪʚʘʭ ʚ ʦʪʥʦʰʝʥʠʠ 

ʣʶʙʳʭ ʩʫʱʝʩʪʚʝʥʥʳʭ ʩʦʦʙʱʝʥʠʡ ʦ ʥʘʨʫʰʝʥʠʷʭ ʜʘʥʥʳʭ, ʘ ʥʝ ʪʦʣʴʢʦ ʦ ʩʘʤʠʭ 

ʥʘʨʫʰʝʥʠʷʭ, ʯʪʦʙʳ ʪʨʝʙʦʚʘʪʴ ʧʨʦʟʨʘʯʥʦʩʪʠ ʣʶʙʳʭ ʪʨʝʙʦʚʘʥʠʡ ʦ ʚʳʤʦʛʘʪʝʣʴʩʪʚʝ 

ʠʣʠ ʫʛʨʦʟ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʢʣʠʝʥʪʦʚ. 

ʍʦʪʷ ʚʳʰʝʧʝʨʝʯʠʩʣʝʥʥʳʝ ʧʫʥʢʪʳ ʥʝ ʦʙʝʩʧʝʯʠʚʘʶʪ ʚʘʢʮʠʥʳ ʧʨʦʪʠʚ ʚʩʝʭ 

ʨʠʩʢʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʥʠ ʤʦʛʫʪ ʧʨʝʜʣʘʛʘʪʴ ʜʦʛʦʚʦʨʥʳʝ ʵʢʚʠʚʘʣʝʥʪʳ 

ʥʦʰʝʥʠʷ ʣʠʮʝʚʦʡ ʤʘʩʢʠ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʵʬʬʝʢʪʠʚʥʦʡ ʩʠʩʪʝʤʳ ʦʪʩʣʝʞʠʚʘʥʠʷ ʠ 

ʦʪʩʣʝʞʠʚʘʥʠʷ ʜʣʷ ʟʘʱʠʪʳ ʚʘʰʠʭ ʤʝʨ ʀʊ-ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʩʢʦʣʴʢʫ ʤʳ ʧʨʦʜʦʣʞʘʝʤ 

ʜʝʡʩʪʚʦʚʘʪʴ ʚ ʵʪʦʤ ʥʦʚʦʤ ʦʙʳʯʥʦʤ ʨʝʞʠʤʝè. (PETER M. WATT-MORSE, JAMES 

MULLIGAN. Are Your IT Agreements COVID-19 Secure? // Morgan Lewis 

(https://www.morganlewis.com/blogs/sourcingatmorganlewis/2021/02/are-your-it-

agreements-covid-19-secure-cv19-bp). 12.02.2021). 
***  

 

çʂʠʙʝʨʘʪʘʢʠ ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʙʦʣʝʝ ʧʨʠʚʳʯʥʦʡ ʯʘʩʪʴʶ ʥʘʰʝʛʦ 

ʣʘʥʜʰʘʬʪʘ. ʉʫʱʝʩʪʚʦʚʘʥʠʝ, ʦʩʥʦʚʘʥʥʦʝ ʥʘ ʜʘʥʥʳʭ, ʜʝʣʘʝʪ ʥʘʩ ʙʦʣʝʝ 
ʫʷʟʚʠʤʳʤʠ, ʯʝʤ ʢʦʛʜʘ-ʣʠʙʦ ʧʨʝʞʜʝ. ʂ ʩʦʞʘʣʝʥʠʶ, ʚ ʫʩʣʦʚʠʷʭ ʧʘʥʜʝʤʠʠ COVID-

19 ʩʝʢʪʦʨ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʩʪʘʣʢʠʚʘʝʪʩʷ ʩ ʥʝʧʨʦʧʦʨʮʠʦʥʘʣʴʥʦ ʚʳʩʦʢʠʤ ʫʨʦʚʥʝʤ 

ʫʛʨʦʟʳ. ɼʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʥʦʚʘʪʦʨʳ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʛʣʠ ʦʙʝʩʧʝʯʠʪʴ 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʚʦʠʭ ʪʝʭʥʦʣʦʛʠʡ ʠ ʵʬʬʝʢʪʠʚʥʦ ʚʳʚʦʜʠʪʴ ʧʨʦʜʫʢʪʳ ʥʘ ʨʳʥʦʢ, 

ʧʘʪʝʥʪʥʘʷ ʟʘʱʠʪʘ ʷʚʣʷʝʪʩʷ ʢʣʶʯʝʚʳʤ ʤʦʤʝʥʪʦʤ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʭʦʪʷ ʟʘʱʠʪʘ 

ʧʨʦʛʨʘʤʤʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʤʦʞʝʪ ʙʳʪʴ ʩʣʦʞʥʦʡ ʟʘʜʘʯʝʡ, ʵʪʦ, ʙʝʟʫʩʣʦʚʥʦ, ʚʦʟʤʦʞʥʦ, 

ʠ ʜʠʘʧʘʟʦʥ ʪʦʛʦ, ʯʪʦ ʚʳ ʤʦʞʝʪʝ ʟʘʱʠʪʠʪʴ, ʚʧʦʣʥʝ ʤʦʞʝʪ ʙʳʪʴ ʰʠʨʝ, ʯʝʤ ʚʳ 

ʜʫʤʘʝʪʝ... 

79% ʫʪʝʯʝʢ ʜʘʥʥʳʭ ʧʨʦʠʩʭʦʜʷʪ ʚ ʩʬʝʨʝ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ 

ʉʦʛʣʘʩʥʦ ʦʪʯʝʪʘʤ Check Point ʠ Fortified Health Security, ʦʨʛʘʥʠʟʘʮʠʠ, 

ʩʧʝʮʠʘʣʠʟʠʨʫʶʱʠʝʩʷ ʥʘ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʠ, ʩʦʩʪʘʚʠʣʠ 79% ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ 

ʫʪʝʯʝʢ ʜʘʥʥʳʭ ʟʘ ʧʝʨʚʳʝ ʜʝʩʷʪʴ ʤʝʩʷʮʝʚ 2020 ʛʦʜʘ. 

ʕʪʦ ʙʦʣʴʰʘʷ ʧʨʦʙʣʝʤʘ. ʆʧʨʝʜʝʣʝʥʥʳʝ ʢʠʙʝʨʘʪʘʢʠ ʤʦʛʫʪ ʙʳʪʴ 

ʨʘʟʨʫʰʠʪʝʣʴʥʳʤʠ, ʥʘʧʨʠʤʝʨ, ʟʘʨʘʞʝʥʠʝ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʭ ʩʠʩʪʝʤ ʧʨʦʛʨʘʤʤʘʤʠ-

ʚʳʤʦʛʘʪʝʣʷʤʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʟʘʤʝʜʣʠʪʴ ʠʭ ʨʘʙʦʪʫ ʠʣʠ ʩʜʝʣʘʪʴ ʠʭ 

ʥʝʨʘʙʦʪʦʩʧʦʩʦʙʥʳʤʠ, ʠ ʘʪʘʢʠ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʦʪʢʘʟʘ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ (DDoS), 

ʢʦʪʦʨʳʝ ʧʝʨʝʛʨʫʞʘʶʪ ʩʝʪʴ ʧʨʦʚʘʡʜʝʨʘ ʠ ʚʥʝʜʨʷʶʪ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʚ 

ʧʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦ ʠʟʦʣʠʨʦʚʘʥʥʳʝ ʤʝʜʠʮʠʥʩʢʠʝ ʫʩʪʨʦʡʩʪʚʘ, ʢʦʪʦʨʳʝ ʟʘʪʝʤ ʤʦʞʝʪ 

ʟʘʨʘʟʠʪʴ ʦʩʪʘʣʴʥʫʶ ʯʘʩʪʴ ʩʝʪʠ (ʚʢʣʶʯʘʷ ʦʙʦʨʫʜʦʚʘʥʠʝ ʞʠʟʥʝʦʙʝʩʧʝʯʝʥʠʷ). 

ʉʦʛʣʘʩʥʦ ʵʪʠʤ ʦʪʯʝʪʘʤ, ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤ ʩʨʝʜʩʪʚʦʤ ʢʠʙʝʨʘʪʘʢ 

ʷʚʣʷʶʪʩʷ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ. ʉʯʠʪʘʝʪʩʷ, ʯʪʦ ʤʝʜʠʮʠʥʩʢʠʝ ʨʘʙʦʪʥʠʢʠ 
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ʦʩʦʙʝʥʥʦ ʫʷʟʚʠʤʳ, ʧʦʪʦʤʫ ʯʪʦ ʣʶʙʦʝ ʥʘʨʫʰʝʥʠʝ ʠʭ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ ʦʧʘʩʥʦ ʜʣʷ 

ʞʠʟʥʠ, ʯʪʦ ʫʚʝʣʠʯʠʚʘʝʪ ʚʝʨʦʷʪʥʦʩʪʴ ʠʭ ʚʳʧʣʘʪʳ ʚʳʢʫʧʘ. 

ʊʝʤ ʥʝ ʤʝʥʝʝ, ʭʦʪʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʘʪʘʢ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʷʚʣʷʝʪʩʷ 

ʢʣʶʯʝʚʳʤ ʬʘʢʪʦʨʦʤ, ʧʨʠʨʦʜʘ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʩʦʩʨʝʜʦʪʦʯʝʥʠʝ 

ʨʝʩʫʨʩʦʚ ʪʦʣʴʢʦ ʥʘ ʦʜʥʦʤ ʪʠʧʝ ʘʪʘʢʠ ʤʦʞʝʪ ʧʦʜʚʝʨʛʥʫʪʴ ʪʝ ʞʝ ʩʠʩʪʝʤʳ ʜʨʫʛʠʤ 

ʬʦʨʤʘʤ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ. ʄʦʞʝʪ ʧʦʢʘʟʘʪʴʩʷ ʜʨʘʤʘʪʠʯʥʳʤ ʩʢʘʟʘʪʴ, ʯʪʦ ʤʝʞʜʫ 

ʧʦʩʪʘʚʱʠʢʘʤʠ ʤʝʜʠʮʠʥʩʢʠʭ ʫʩʣʫʛ ʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤʠ ʨʘʟʚʠʚʘʝʪʩʷ ʛʦʥʢʘ 

ʚʦʦʨʫʞʝʥʠʡ, ʥʦ ʪʘʤ, ʛʜʝ ʞʠʟʥʠ ʫʛʨʦʞʘʶʪ, ʪʘʢʦʝ ʟʘʷʚʣʝʥʠʝ ʢʘʞʝʪʩʷ ʩʦʨʘʟʤʝʨʥʳʤ. 

ʊʝʭʥʦʣʦʛʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ - ʯʪʦ ʤʦʞʥʦ ʟʘʱʠʪʠʪʴ ʧʘʪʝʥʪʘʤʠ? 

ɽʩʣʠ ʚʳ ʚʚʦʜʠʪʝ ʥʦʚʰʝʩʪʚʘ ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ ʪʝʭʥʦʣʦʛʠʡ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʧʦʤʦʯʴ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʢʠʙʝʨʘʪʘʢʠ ʥʘ ʧʦʩʪʘʚʱʠʢʦʚ ʤʝʜʠʮʠʥʩʢʠʭ ʫʩʣʫʛ, ʚʘʤ ʩʣʝʜʫʝʪ 

ʨʘʩʩʤʦʪʨʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʜʘʯʠ ʧʘʪʝʥʪʥʳʭ ʟʘʷʚʦʢ ʜʣʷ ʟʘʱʠʪʳ ʙʘʟʦʚʦʡ 

ʪʝʭʥʠʯʝʩʢʦʡ ʢʦʥʮʝʧʮʠʠ. 

ʇʘʪʝʥʪʳ ʟʘʱʠʱʘʶʪ ʦʪ ʪʨʝʪʴʠʭ ʣʠʮ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʦʧʳʪʘʪʴʩʷ ʩʢʦʧʠʨʦʚʘʪʴ 

ʚʘʰʫ ʪʝʭʥʦʣʦʛʠʶ. ɼʘʞʝ ʝʩʣʠ ʚʳ ʧʨʠʤʝʥʠʣʠ ʨʘʥʝʝ ʠʟʚʝʩʪʥʳʝ ʪʝʭʥʦʣʦʛʠʠ ʜʣʷ 

ʨʝʰʝʥʠʷ ʢʦʥʢʨʝʪʥʦʡ ʧʨʦʙʣʝʤʳ ʚ ʦʙʣʘʩʪʠ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, ʫ ʚʘʩ ʚʩʝ ʨʘʚʥʦ ʤʦʞʝʪ 

ʙʳʪʴ ʘʨʛʫʤʝʥʪ ʚ ʧʦʣʴʟʫ ʦʙʝʩʧʝʯʝʥʠʷ ʧʘʪʝʥʪʥʦʡ ʟʘʱʠʪʳ ʚʘʰʠʭ ʪʝʭʥʠʯʝʩʢʠʭ 

ʠʥʥʦʚʘʮʠʡ. ʈʝʰʝʥʠʷ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʯʘʩʪʦ ʤʦʛʫʪ ʚʢʣʶʯʘʪʴ ʚ ʩʝʙʷ ʩʦʯʝʪʘʥʠʝ 

ʘʧʧʘʨʘʪʥʦʛʦ ʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʪʨʝʙʫʶʱʝʛʦ ʦʧʳʪʥʦʛʦ ʠ ʟʥʘʶʱʝʛʦ 

ʧʦʜʭʦʜʘ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʘʜʝʢʚʘʪʥʦʡ ʟʘʱʠʪʳ. 

ɺ ʥʘʰʫ ʢʦʤʘʥʜʫ ʧʦ ʧʨʦʛʨʘʤʤʥʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ ʠ ʪʝʭʥʦʣʦʛʠʷʤ ʚʭʦʜʷʪ 

ʢʦʥʩʫʣʴʪʘʥʪʳ ʩ ʦʙʰʠʨʥʳʤ ʦʧʳʪʦʤ ʟʘʱʠʪʳ ʪʝʭʥʦʣʦʛʠʡ ʚ ʩʬʝʨʝ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, 

ʦʩʦʙʝʥʥʦ ʪʝʭ, ʢʦʪʦʨʳʝ ʦʙʝʩʧʝʯʠʚʘʶʪ ʫʣʫʯʰʝʥʥʫʶ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʚ 

ʪʝʭʥʠʯʝʩʢʠʭ ʘʨʭʠʪʝʢʪʫʨʘʭ. ʕʪʦ ʜʘʝʪ ʥʘʤ ʫʥʠʢʘʣʴʥʳʡ ʚʟʛʣʷʜ ʥʘ ʪʦ, ʢʘʢ ʤʦʛʫʪ 

ʧʨʦʷʚʣʷʪʴʩʷ ʢʠʙʝʨʫʛʨʦʟʳè. (DR TERENCE BRODERICK. The healthcare 

cybersecurity arms race ð is your IP protected? // URQUHART-DYKES & LORD 

LLP (https://www.udl.co.uk/insights/the-healthcare-cybersecurity-arms-race-is-your-

ip-protected). 08.02.2021). 

***  

 

çʀʩʩʣʝʜʦʚʘʪʝʣʠ ʨʘʟʨʘʙʦʪʘʣʠ ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʚʳʷʚʣʝʥʠʷ ʨʠʩʢʦʚ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʩʚʷʟʘʥʥʳʭ ʩ ʧʨʠʣʦʞʝʥʠʷʤʠ ʜʣʷ 

ʦʪʩʣʝʞʠʚʘʥʠʷ ʢʦʥʪʘʢʪʦʚ Covid-19. 
COVIDGuardian, ʧʝʨʚʳʡ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʡ ʠʥʩʪʨʫʤʝʥʪ ʦʮʝʥʢʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʪʝʩʪʠʨʫʝʪ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ 

ʢʦʥʪʘʢʪʦʚ ʥʘ ʧʨʝʜʤʝʪ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʛʨʦʟ, ʪʘʢʠʭ ʢʘʢ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, 

ʚʩʪʨʦʝʥʥʳʝ ʩʨʝʜʩʪʚʘ ʦʪʩʣʝʞʠʚʘʥʠʷ ʠ ʫʪʝʯʢʘ ʯʘʩʪʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

ʀʩʧʦʣʴʟʫʷ ʠʥʩʪʨʫʤʝʥʪ COVIDGuardian, ʵʢʩʧʝʨʪʳ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʦʮʝʥʠʣʠ 40 ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʢʦʥʪʘʢʪʦʚ Covid-19, ʢʦʪʦʨʳʝ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʚʦ ʚʩʝʤ ʤʠʨʝ, ʥʘ ʧʨʝʜʤʝʪ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʫʛʨʦʟ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʀʭ ʚʳʚʦʜʳ ʚʢʣʶʯʘʶʪ ʩʣʝʜʫʶʱʝʝ: 

72,5% ʧʨʠʣʦʞʝʥʠʡ ʠʩʧʦʣʴʟʫʶʪ ʭʦʪʷ ʙʳ ʦʜʠʥ ʥʝʙʝʟʦʧʘʩʥʳʡ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʡ ʘʣʛʦʨʠʪʤ. 
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ʊʨʠ ʯʝʪʚʝʨʪʠ ʧʨʠʣʦʞʝʥʠʡ ʩʦʜʝʨʞʘʪ ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ ʦʜʠʥ ʪʨʝʢʝʨ, ʢʦʪʦʨʳʡ 

ʧʝʨʝʜʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʪʨʝʪʴʠʤ ʣʠʮʘʤ, ʪʘʢʠʤ ʢʘʢ Facebook Analytics ʠʣʠ Google 

Firebase. 

ʍʦʪʷ ʚ ʙʦʣʴʰʠʥʩʪʚʝ ʧʨʠʣʦʞʝʥʠʡ ʥʝ ʙʳʣʦ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ, ʚ 

ʧʨʠʣʦʞʝʥʠʠ ʜʣʷ ʂʳʨʛʳʟʩʪʘʥʘ Stop COVID-19 KG ʙʳʣʦ ʦʙʥʘʨʫʞʝʥʦ ʚʨʝʜʦʥʦʩʥʦʝ 

ʇʆ.  

ʇʦʩʣʝ ʩʚʦʝʛʦ ʘʥʘʣʠʟʘ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʧʨʝʜʦʩʪʘʚʠʣʠ ʨʝʟʫʣʴʪʘʪʳ ʧʦʩʪʘʚʱʠʢʘʤ. 

ɼʘʣʴʥʝʡʰʝʝ ʪʝʩʪʠʨʦʚʘʥʠʝ ʧʦʟʞʝ ʧʦʢʘʟʘʣʦ, ʯʪʦ ʥʝʜʦʩʪʘʪʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʯʝʪʳʨʝʭ ʧʨʠʣʦʞʝʥʠʷʭ ʙʳʣʠ ʠʩʧʨʘʚʣʝʥʳ, ʘ ʦʜʥʦ ʫʷʟʚʠʤʦʝ 

ʧʨʠʣʦʞʝʥʠʝ ʙʦʣʴʰʝ ʥʝ ʙʳʣʦ ʜʦʩʪʫʧʥʦ. 

ɼʦʢʪʦʨ ɻʘʨʝʪ ʊʘʡʩʦʥ, ʩʪʘʨʰʠʡ ʧʨʝʧʦʜʘʚʘʪʝʣʴ ʃʦʥʜʦʥʩʢʦʛʦ ʫʥʠʚʝʨʩʠʪʝʪʘ 

ʢʦʨʦʣʝʚʳ ʄʘʨʠʠ, ʩʢʘʟʘʣ: çɺ ʩʚʷʟʠ ʩ ʧʘʥʜʝʤʠʝʡ ʚʦʟʥʠʢʣʘ ʦʩʪʨʘʷ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʚ 

ʧʨʠʣʦʞʝʥʠʷʭ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʢʦʥʪʘʢʪʦʚ ʜʣʷ ʧʦʜʜʝʨʞʢʠ ʫʩʠʣʠʡ ʧʦ ʙʦʨʴʙʝ ʩ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝʤ Covid-19. ʅʝʫʜʠʚʠʪʝʣʴʥʦ, ʯʪʦ ʤʳ ʦʙʥʘʨʫʞʠʣʠ, ʯʪʦ ʵʪʦ ʧʨʠʚʝʣʦ ʢ 

ʦʪʥʦʩʠʪʝʣʴʥʦ ʦʩʥʦʚʥʳʝ ʦʰʠʙʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʷʚʣʷʶʪʩʷ ʚʦ ʚʩʝʤ ʤʠʨʝ. ʅʝʢʦʪʦʨʳʝ 

ʠʟ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ ʨʠʩʢʦʚ ʩʚʷʟʘʥʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʫʩʪʘʨʝʚʰʠʭ 

ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʘʣʛʦʨʠʪʤʦʚ ʠ ʭʨʘʥʝʥʠʝʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚ 

ʪʝʢʩʪʦʚʳʭ ʬʦʨʤʘʪʘʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʧʨʦʯʠʪʘʥʳ ʧʦʪʝʥʮʠʘʣʴʥʳʤʠ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠè. 

çʅʘʰʘ ʨʘʙʦʪʘ ʧʦʤʦʛʘʝʪ ʨʘʟʨʘʙʦʪʯʠʢʘʤ ʨʝʰʘʪʴ ʵʪʠ ʧʨʦʙʣʝʤʳ. ʉ ʧʦʤʦʱʴʶ 

COVIDGuardian ʤʳ ʩʦʟʜʘʣʠ ʠʥʩʪʨʫʤʝʥʪ, ʢʦʪʦʨʳʡ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʨʘʟʨʘʙʦʪʯʠʢʠ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʠʩʧʨʘʚʣʝʥʠʷ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʥʝʜʦʩʪʘʪʢʦʚ ʚ ʩʚʦʠʭ 

ʧʨʠʣʦʞʝʥʠʷʭ, ʘ ʪʘʢʞʝ ʜʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʨʝʢʦʤʝʥʜʘʮʠʡ, ʢʦʪʦʨʳʝ ʧʦʤʦʛʫʪ 

ʦʙʝʩʧʝʯʠʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʠ ʙʝʟʦʧʘʩʥʦʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡè. 

ʏʪʦʙʳ ʧʦʜʜʝʨʞʘʪʴ ʵʪʫ ʨʘʙʦʪʫ, ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʪʘʢʞʝ ʧʨʦʚʝʣʠ ʦʧʨʦʩ, ʚ ʢʦʪʦʨʦʤ 

ʧʨʠʥʷʣʠ ʫʯʘʩʪʠʝ ʙʦʣʝʝ 370 ʯʝʣʦʚʝʢ, ʯʪʦʙʳ ʧʦʥʷʪʴ ʚʝʨʦʷʪʥʦʩʪʴ ʪʦʛʦ, ʯʪʦ ʦʥʠ ʙʫʜʫʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʠʣʦʞʝʥʠʝ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʢʦʥʪʘʢʪʦʚ, ʠ ʚʳʷʚʠʪʴ ʧʨʦʙʣʝʤʳ, 

ʩʚʷʟʘʥʥʳʝ ʩ ʠʭ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ. ʈʝʟʫʣʴʪʘʪʳ ʧʦʢʘʟʘʣʠ, ʯʪʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʠ 

ʪʦʯʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʢʦʥʪʘʢʪʦʚ ʦʢʘʟʘʣʠ ʥʘʠʙʦʣʴʰʝʝ ʚʣʠʷʥʠʝ ʥʘ 

ʪʦ, ʙʫʜʫʪ ʣʠ ʣʶʜʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʠʣʦʞʝʥʠʝ. 

ɺ ʨʘʤʢʘʭ ʦʧʨʦʩʘ ʚʦʣʦʥʪʝʨʦʚ ʪʘʢʞʝ ʩʧʨʦʩʠʣʠ ʦʙ ʠʭ ʧʨʝʜʧʦʯʪʝʥʠʷʭ ʚ 

ʦʪʥʦʰʝʥʠʠ ʜʝʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʭ ʠ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. ɼ-ʨ ʊʘʡʩʦʥ 

ʩʢʘʟʘʣ: çʇʨʦʙʣʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʙʳʣʠ ʙʦʣʴʰʦʡ ʧʨʦʙʣʝʤʦʡ, 

ʧʦʚʣʠʷʚʰʝʡ ʥʘ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʵʪʠʭ ʧʨʠʣʦʞʝʥʠʡ. ʄʳ ʙʳʣʠ ʫʜʠʚʣʝʥʳ, ʯʪʦ ʜʝʙʘʪʳ 

ʚʦʢʨʫʛ ʜʝʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʭ ʠ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʥʝ ʢʘʟʘʣʠʩʴ ʪʘʢʠʤʠ 

ʚʘʞʥʳʤʠ, ʠ ʚʤʝʩʪʦ ʵʪʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʠ ʙʳʣʠ ʙʦʣʴʰʝ ʩʦʩʨʝʜʦʪʦʯʝʥʳ ʥʘ ʪʦʯʥʦʤ 

ʧʦʜʨʦʙʥʦʩʪʠ ʦ ʪʦʤ, ʢʘʢʘʷ ʣʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʩʦʙʠʨʘʝʪʩʷ. ʕʪʦ ʜʦʣʞʥʦ ʧʦʙʫʜʠʪʴ 

ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʧʨʝʜʣʦʞʠʪʴ ʙʦʣʝʝ ʩʪʨʦʛʠʝ ʛʘʨʘʥʪʠʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʣʷ ʩʚʦʠʭ 

ʧʨʠʣʦʞʝʥʠʡè. (New tool reveals security and privacy issues with contact tracing apps 

// Newswise (https://www.newswise.com/coronavirus/new-tool-reveals-security-and-

privacy-issues-with-contact-tracing-apps/?article_id=746848). 25.02.2021). 

***  

 

çéɺ ʦʪʯʝʪʝ ʧʦʜ ʥʘʟʚʘʥʠʝʤ çʆʮʝʥʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʘʢʮʠʥʳ ʧʨʦʪʠʚ 

COVID -19è ʘʥʘʣʠʪʠʢʠ G4S ʧʦʜʨʦʙʥʦ ʦʧʠʩʳʚʘʶʪ ʫʛʨʦʟʳ ʙʝʟʦʧʘʩʥʦʩʪʠ - ʢʘʢ 
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ʬʠʟʠʯʝʩʢʠʝ, ʪʘʢ ʠ ʢʠʙʝʨʥʝʪʠʯʝʩʢʠʝ, - ʩʚʷʟʘʥʥʳʝ ʩ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝʤ ʚʘʢʮʠʥʳ 

ʥʘ ʪʝʨʨʠʪʦʨʠʠ ʉʐɸ. 

ɺ ʦʪʯʝʪʝ ʧʦʜʨʦʙʥʦ ʦʧʠʩʘʥʳ ʩʘʤʳʝ ʙʦʣʴʰʠʝ ʨʠʩʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʚʷʟʘʥʥʳʝ ʩ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝʤ ʚʘʢʮʠʥ, ʚ ʪʦʤ ʯʠʩʣʝ: 

ʇʦʜʜʝʣʢʠ 

ʇʦʤʠʤʦ ʤʦʰʝʥʥʠʯʝʩʪʚʘ, ʩʚʷʟʘʥʥʦʛʦ ʩ ʉʀɿ, ʚʝʙ-ʩʘʡʪʘʤʠ, ʯʠʩʪʷʱʠʤʠ 

ʩʨʝʜʩʪʚʘʤʠ, ʢʦʤʧʘʥʠʷʤʠ ʠ ʫʩʣʫʛʘʤʠ, ʩʚʷʟʘʥʥʳʤʠ ʩ COVID-19, ʚ ʦʪʯʝʪʝ ʛʦʚʦʨʠʪʩʷ, 

ʯʪʦ çʨʠʩʢ ʧʦʜʜʝʣʦʢ, ʚʝʨʦʷʪʥʦ, ʩʥʠʟʠʪʩʷ ʚ ʜʦʣʛʦʩʨʦʯʥʦʡ ʧʝʨʩʧʝʢʪʠʚʝ, ʝʩʣʠ 

ʜʦʩʪʫʧʥʦʩʪʴ ʟʘʢʦʥʥʳʭ ʚʘʢʮʠʥ ʙʫʜʝʪ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʪʝʤʧʘʤ ʩʧʨʦʩʘ. ; ʦʜʥʘʢʦ, ʝʩʣʠ 

ʜʝʬʠʮʠʪ ʙʫʜʝʪ ʧʨʦʜʦʣʞʘʪʴʩʷ ʠ ʙʦʣʝʝ ʙʝʜʥʳʝ ʩʪʨʘʥʳ ʥʝ ʩʤʦʛʫʪ ʧʦʣʫʯʠʪʴ 

ʜʦʩʪʘʪʦʯʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʚʘʢʮʠʥ, ʪʦ, ʩʦʛʣʘʩʥʦ ʦʮʝʥʢʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ G4S, ʨʠʩʢ ʧʦʜʜʝʣʦʢ ʦʩʪʘʥʝʪʩʷ ʦʯʝʥʴ ʚʳʩʦʢʠʤè. 

ʂʨʘʞʘ 

ɺ ʦʪʯʝʪʝ ʜʝʣʘʝʪʩʷ ʚʳʚʦʜ, ʯʪʦ ʢʨʘʞʘ ʚʘʢʮʠʥ ʚ ʉʐɸ ʧʦʢʘ ʤʠʥʠʤʘʣʴʥʘ, ʥʦ ʚ 

ʩʨʝʜʥʝʩʨʦʯʥʦʡ ʧʝʨʩʧʝʢʪʠʚʝ ʤʦʞʝʪ ʫʚʝʣʠʯʠʪʴʩʷ ʧʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʥʘʩ ʨʘʩʰʠʨʷʝʪ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ. çG4S ʦʮʝʥʠʚʘʝʪ, ʯʪʦ ʢʨʫʧʥʦʤʘʩʰʪʘʙʥʳʝ ʢʨʘʞʠ ʧʨʝʜʩʪʘʚʣʷʶʪ 

ʩʦʙʦʡ ʦʪʥʦʩʠʪʝʣʴʥʦ ʥʠʟʢʠʡ ʨʠʩʢ ʚ ʉʐɸ, ʥʦ ʤʦʛʫʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʙʦʣʴʰʠʡ ʨʠʩʢ ʚ 

ʜʨʫʛʠʭ ʩʪʨʘʥʘʭ, ʛʜʝ ʜʦʩʪʫʧ ʢ ʚʘʢʮʠʥʝ ʧʦ-ʧʨʝʞʥʝʤʫ ʦʛʨʘʥʠʯʝʥ, ʛʜʝ ʧʨʝʦʙʣʘʜʘʶʪ 

ʦʨʛʘʥʠʟʦʚʘʥʥʘʷ ʧʨʝʩʪʫʧʥʦʩʪʴ ʠ ʪʦʨʛʦʚʮʳ ʣʶʜʴʤʠ ʠ / ʠʣʠ ʛʜʝ ʝʩʪʴ ʙʦʣʝʝ ʚʳʩʦʢʠʡ 

ʫʨʦʚʝʥʴ ʢʦʨʨʫʧʮʠʠè. 

ʉʘʙʦʪʘʞ 

ʉʦʛʣʘʩʥʦ ʦʪʯʝʪʫ, ʪʘʢʞʝ ʩʫʱʝʩʪʚʫʝʪ ʨʠʩʢ ʝʜʠʥʠʯʥʳʭ ʩʣʫʯʘʝʚ ʩʘʙʦʪʘʞʘ 

ʚʘʢʮʠʥʘʮʠʠ. ʕʪʦ ʦʩʦʙʝʥʥʦ ʚʝʨʦʷʪʥʦ ʫ ʣʶʜʝʡ, ʢʦʪʦʨʳʝ ʨʘʟʜʝʣʷʶʪ ʪʝʦʨʠʠ ʟʘʛʦʚʦʨʘ 

ʧʨʦʪʠʚ ʚʘʢʮʠʥʳ. ʅʘʧʨʠʤʝʨ, ʬʘʨʤʘʮʝʚʪ ʉʪʠʚʝʥ ɹʨʘʥʜʝʥʙʫʨʛ ʧʨʠʟʥʘʣ ʩʝʙʷ 

ʚʠʥʦʚʥʳʤ ʚ ʧʦʧʳʪʢʝ ʧʦʜʜʝʣʘʪʴ ʚʘʢʮʠʥʫ Moderna ʥʘ ʧʨʝʜʧʨʠʷʪʠʠ ʚ ɺʠʩʢʦʥʩʠʥʝ. 

ʂʨʘʞʘ PII 

ɸʥʘʣʠʪʠʢʠ G4S ʩʯʠʪʘʶʪ, ʯʪʦ ʨʠʩʢ ʢʨʘʞʠ ʣʠʯʥʦʡ ʠʜʝʥʪʠʬʠʮʠʨʫʝʤʦʡ 

ʠʥʬʦʨʤʘʮʠʠ (PII) ʚʳʩʦʢ. çʇʨʦʮʝʩʩ ʨʝʛʠʩʪʨʘʮʠʠ ʥʘ ʧʨʠʝʤ ʧʦ ʚʘʢʮʠʥʘʮʠʠ - ʦʙʳʯʥʦ 

ʯʝʨʝʟ ʀʥʪʝʨʥʝʪ - ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʣʠʯʥʦʡ ʠʜʝʥʪʠʬʠʮʠʨʫʝʤʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ 

ʦʱʫʱʝʥʠʝ ʩʨʦʯʥʦʩʪʠ ʟʘʧʠʩʠ ʥʘ ʧʨʠʝʤ ʤʦʛʫʪ ʫʚʝʣʠʯʠʪʴ ʰʘʥʩʳ ʪʦʛʦ, ʯʪʦ ʣʶʜʠ ʥʝ 

ʦʙʨʘʪʷʪ ʚʥʠʤʘʥʠʷ ʥʘ ʧʨʠʟʥʘʢʠ ʤʦʰʝʥʥʠʯʝʩʪʚʘè. 

ʐʧʠʦʥʘʞ 

ɸʥʘʣʠʪʠʢʠ ʨʘʟʚʝʜʢʠ ʪʘʢʞʝ ʩʯʠʪʘʶʪ, ʯʪʦ ʦʙʱʠʡ ʨʠʩʢ ʰʧʠʦʥʘʞʘ ʧʦʚʳʰʘʝʪʩʷ 

ʚʦ ʚʨʝʤʷ ʧʫʪʝʰʝʩʪʚʠʡ - ʜʘʞʝ ʚ ʜʨʫʞʝʩʪʚʝʥʥʳʝ ʩʪʨʘʥʳ. çʍʨʘʥʷʱʠʝʩʷ ʥʘ ʪʝʣʝʬʦʥʝ 

ʜʘʥʥʳʝ ʯʝʣʦʚʝʢʘ ʦʙ ʦʪʩʣʝʞʠʚʘʥʠʠ ʚʘʢʮʠʥʳ, ʩʠʤʧʪʦʤʘʭ ʠ ʪ. ɼ. ʄʦʛʫʪ ʩʪʘʪʴ 

ʧʨʠʚʣʝʢʘʪʝʣʴʥʦʡ ʮʝʣʴʶ ʜʣʷ ʩʧʝʮʩʣʫʞʙ ʧʨʠʥʠʤʘʶʱʝʡ ʩʪʨʘʥʳè. 

ʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ 

ʃʘʥʜʰʘʬʪ ʢʠʙʝʨʫʛʨʦʟ, ʩʚʷʟʘʥʥʳʡ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʚʘʢʮʠʥʳ COVID-19, 

ʟʥʘʯʠʪʝʣʴʥʦ ʨʘʩʰʠʨʠʣʩʷ ʠ ʪʝʧʝʨʴ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʬʠʥʘʥʩʠʨʫʝʤʳʝ ʛʦʩʫʜʘʨʩʪʚʦʤ 

(ʪ.ʝ. çʨʘʩʰʠʨʝʥʥʳʝ ʧʦʩʪʦʷʥʥʳʝ ʫʛʨʦʟʳè), ʘ ʪʘʢʞʝ ʦʪʜʝʣʴʥʳʝ ʢʨʠʤʠʥʘʣʴʥʳʝ 

ʭʘʢʝʨʩʢʠʝ ʦʧʝʨʘʮʠʠ. ʋʛʨʦʟʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʟʥʘʯʠʪʝʣʴʥʳ. 

ɼʝʟʠʥʬʦʨʤʘʮʠʷ 

ʇʦ ʤʥʝʥʠʶ ʘʥʘʣʠʪʠʢʦʚ G4S, ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʜʝʟʠʥʬʦʨʤʘʮʠʠ, 

ʜʝʟʠʥʬʦʨʤʘʮʠʠ, ʦʙʤʘʥʘ ʠ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʚʳʩʦʢʠʡ, 

ʫʩʪʦʡʯʠʚʳʡ ʠ ʜʦʣʛʦʩʨʦʯʥʳʡ ʨʠʩʢ ʜʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʘʢʮʠʥ. 
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ʇʨʦʪʝʩʪʳ 

ɺ ʦʪʯʝʪʘʭ ʛʦʚʦʨʠʪʩʷ, ʯʪʦ ʨʠʩʢ ʧʨʦʪʝʩʪʦʚ ʩʦʭʨʘʥʠʪʩʷ ʚ ʪʝʯʝʥʠʝ 2021 ʛʦʜʘ ʠ, 

ʩʢʦʨʝʝ ʚʩʝʛʦ, ʙʫʜʝʪ ʩʦʩʨʝʜʦʪʦʯʝʥ ʚʦʢʨʫʛ ʤʝʩʪ ʤʘʩʩʦʚʦʡ ʚʘʢʮʠʥʘʮʠʠ, 

ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʭ ʟʜʘʥʠʡ ʠ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʟʜʘʥʠʡ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʚʘʢʮʠʥ. 

çʆʨʛʘʥʠʟʘʮʠʠ ʠ ʯʘʩʪʥʳʝ ʣʠʮʘ, ʬʠʛʫʨʠʨʫʶʱʠʝ ʚ ʪʝʦʨʠʷʭ ʟʘʛʦʚʦʨʘ, ʩʚʷʟʘʥʥʳʭ ʩ 

COVID-19, ʪʘʢʞʝ ʤʦʛʫʪ ʩʪʘʪʴ ʤʠʰʝʥʴʶ. ɺʦʟʤʦʞʥʳ ʝʜʠʥʠʯʥʳʝ ʘʢʪʳ ʥʘʩʠʣʠʷ, 

ʘʥʘʣʦʛʠʯʥʳʝ ʪʝʤ ʚʠʜʘʤ ʠʟʦʣʠʨʦʚʘʥʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʥʘʙʣʶʜʘʣʠʩʴ ʚ 

ʧʦʩʣʝʜʥʠʝ ʤʝʩʷʮʳ ʚ ʦʪʥʦʰʝʥʠʠ ʯʘʩʪʥʳʭ ʣʠʮ ʠʣʠ ʧʨʝʜʧʨʠʷʪʠʡ, ʧʳʪʘʶʱʠʭʩʷ 

ʧʨʠʤʝʥʠʪʴ ʜʨʫʛʠʝ ʤʝʨʳ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, ʪʘʢʠʝ ʢʘʢ ʥʦʰʝʥʠʝ ʤʘʩʦʢè. 

ʌʠʟʠʯʝʩʢʘʷ ʦʭʨʘʥʘ 

ʉʦʛʣʘʩʥʦ ʦʪʯʝʪʫ, ʩʫʱʝʩʪʚʫʝʪ ʨʠʩʢ ʦʪʜʝʣʴʥʳʭ ʘʪʘʢ ʥʘ ʫʩʠʣʠʷ ʧʦ ʦʢʘʟʘʥʠʶ 

ʧʦʤʦʱʠ ʚ ʩʚʷʟʠ ʩ COVID-19, ʥʘʧʨʠʤʝʨ, ʥʘ ʧʨʝʜʧʨʠʷʪʠʷʭ ʧʦ ʧʨʦʠʟʚʦʜʩʪʚʫ ʠ 

ʦʪʧʨʘʚʢʝ ʚʘʢʮʠʥ ʠ, ʚ ʯʘʩʪʥʦʩʪʠ, ʥʘ ʦʙʲʝʢʪʳ ʚʘʢʮʠʥʘʮʠʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʠʤʝʪʴ ʤʘʣʦ 

ʚʦʟʤʦʞʥʦʩʪʝʡ ʜʣʷ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʠʣʠ ʧʦʚʳʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. çʕʪʦʪ ʨʠʩʢ 

ʦʮʝʥʠʚʘʝʪʩʷ ʢʘʢ ʥʘʠʙʦʣʝʝ ʚʝʨʦʷʪʥʳʡ ʜʣʷ ʦʪʜʝʣʴʥʳʭ ʣʠʮ ʠʣʠ ʥʝʙʦʣʴʰʠʭ ʛʨʫʧʧ, 

ʢʦʪʦʨʳʝ ʧʨʠʜʝʨʞʠʚʘʶʪʩʷ ʪʝʦʨʠʡ ʟʘʛʦʚʦʨʘ, ʠ ʷʚʣʷʝʪʩʷ ʢʨʘʡʥʝ ʥʝʧʨʝʜʩʢʘʟʫʝʤʳʤ, 

ʧʦʩʢʦʣʴʢʫ ʤʦʞʝʪ ʚʦʟʥʠʢʥʫʪʴ ʧʨʘʢʪʠʯʝʩʢʠ ʙʝʟ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʠ ʚ ʤʝʩʪʥʦʤ 

ʤʘʩʰʪʘʙʝè. 

ʉʦʛʣʘʩʥʦ ʦʪʯʝʪʫ, ʦʙʱʠʡ ʚʳʩʦʢʠʡ ʨʠʩʢ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʤʦʞʝʪ ʧʦʚʣʠʷʪʴ ʥʘ 

ʥʝʩʢʦʣʴʢʦ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʅʘʧʨʠʤʝʨ, ʤʦʰʝʥʥʠʯʝʩʪʚʦ ʠ ʤʦʰʝʥʥʠʯʝʩʪʚʦ 

ʨʘʩʧʨʦʩʪʨʘʥʷʶʪʩʷ ʧʦʩʨʝʜʩʪʚʦʤ ʜʝʟʠʥʬʦʨʤʘʮʠʠ ʠ ʜʝʟʠʥʬʦʨʤʘʮʠʠ, ʚʢʣʶʯʘʶʪ 

ʧʦʜʜʝʣʢʫ ʠ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʢʨʘʞʝ ʣʠʯʥʦʡ ʠʜʝʥʪʠʬʠʮʠʨʫʝʤʦʡ ʠʥʬʦʨʤʘʮʠʠéè 

(COVID-19 vaccine security: an assessment of the risks, both physical and cyber // 

BNP Media (https://www.securitymagazine.com/articles/94704-covid-19-vaccine-

security-an-assessment-of-the-risks-both-physical-and-cyber). 26.02.2021). 
***  

 

 
ʉʚʽʪʦʚʽ ʪʝʥʜʝʥʮʽʾ ʚ ʛʘʣʫʟʽ ʢʽʙʝʨʙʝʟʧʝʢʠ 

 

çʅʘ ʵʪʦʡ ʥʝʜʝʣʝ ʮʝʥʪʨ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ Proofpoint ʧʦʜʘʣ ʠʩʢ ʧʨʦʪʠʚ 

Facebook ʚ ʩʚʷʟʠ ʩ ʧʦʧʳʪʢʦʡ ʩʦʮʠʘʣʴʥʦʡ ʩʝʪʠ ʢʦʥʬʠʩʢʦʚʘʪʴ ʜʦʤʝʥʥʳʝ ʠʤʝʥʘ, 

ʢʦʪʦʨʳʝ ʦʭʨʘʥʥʘʷ ʬʠʨʤʘ ʠʩʧʦʣʴʟʦʚʘʣʘ ʜʣʷ ʦʙʫʯʝʥʠʷ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ ʦ 

ʬʠʰʠʥʛʝ. 
ɼʝʣʦ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʚʩʪʨʝʯʥʳʡ ʠʩʢ ʢ ʟʘʷʚʢʝ Facebook ʦʪ 30 ʥʦʷʙʨʷ 2020 

ʛʦʜʘ, ʢʦʛʜʘ ʩʦʮʠʘʣʴʥʘʷ ʩʝʪʴ ʠʩʧʦʣʴʟʦʚʘʣʘ ʟʘʧʨʦʩ UDRP (Uniform Domain-Name 

Dispute-Resolution), ʯʪʦʙʳ ʟʘʩʪʘʚʠʪʴ ʨʝʛʠʩʪʨʘʪʦʨʘ ʜʦʤʝʥʥʳʭ ʠʤʝʥ Namecheap 

ʧʝʨʝʜʘʪʴ ʥʝʩʢʦʣʴʢʦ ʜʦʤʝʥʥʳʭ ʠʤʝʥ, ʢʦʪʦʨʳʝ ʠʤʠʪʠʨʦʚʘʣʠ Facebook ʠ Instagram. 

ʙʨʝʥʜʳ. 

ʉʨʝʜʠ ʧʝʨʝʯʠʩʣʝʥʥʳʭ ʜʦʤʝʥʥʳʭ ʠʤʝʥ ʙʳʣʠ ʪʘʢʠʝ, ʢʘʢ facbook-login.com, 

facbook-login.net, instagrarn.ai, instagrarn.net ʠ instagrarn.org. 

PROOFPOINT ʋʊɺɽʈɾɼɸɽʊ, ʏʊʆ ʇʆʍʆɾʀɽ ɼʆʄɽʅʓ - ʕʊʆ ʏɽʉʊʅɸʗ 

ʀɻʈɸ 
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ɺ ʩʫʜʝʙʥʳʭ ʜʦʢʫʤʝʥʪʘʭ, ʧʦʜʘʥʥʳʭ ʚʦ ʚʪʦʨʥʠʢ, Proofpoint ʩʢʘʟʘʣ, ʯʪʦ UDRP 

ʥʝ ʜʦʣʞʥʘ ʧʨʠʤʝʥʷʪʴʩʷ ʢ ʵʪʠʤ ʜʦʤʝʥʘʤ, ʢʦʪʦʨʳʝ ʩʣʝʜʫʝʪ ʨʘʟʨʝʰʠʪʴ ʩʦʭʨʘʥʠʪʴ ʠ 

ʧʨʦʜʦʣʞʠʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ. 

Proofpoint ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʟʘʧʨʦʩʳ UDRP ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʦʣʴʢʦ ʜʣʷ 

ʜʦʤʝʥʦʚ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʥʝʜʦʙʨʦʩʦʚʝʩʪʥʦ. ʌʠʨʤʘ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʤʝʩʪʦ 

ʵʪʦʛʦ ʟʘʷʚʣʷʝʪ, ʯʪʦ ʦʥʘ ʠʩʧʦʣʴʟʦʚʘʣʘ ʧʦʭʦʞʠʝ ʜʦʤʝʥʳ Facebook ʠ Instagram 

çʜʦʙʨʦʩʦʚʝʩʪʥʦ ʠ ʚ ʟʘʢʦʥʥʳʭ ʮʝʣʷʭè. 

Proofpoint ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʝʝ ʪʝʩʪʳ ʥʘ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʴ ʦ ʬʠʰʠʥʛʝ ʠʤʝʶʪ 

ʨʝʰʘʶʱʝʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʝʝ ʢʣʠʝʥʪʦʚ, ʥʦ ʪʘʢʞʝ ʠ ʜʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʩʘʤʦʛʦ Facebook, ʧʦʩʢʦʣʴʢʫ ʪʝʩʪʳ ʥʘ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʴ ʦ ʬʠʰʠʥʛʝ ʫʯʘʪ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʨʘʩʧʦʟʥʘʚʘʪʴ ʧʦʭʦʞʠʝ ʜʦʤʝʥʳ Facebook ʠ Instagram ʠ ʬʠʰʠʥʛʦʚʳʝ 

ʘʪʘʢʠ - ʦʪ ʯʝʛʦ Facebook ʪʘʢʞʝ ʚʳʠʛʨʳʚʘʝʪ, ʭʦʪʷ ʢʦʩʚʝʥʥʦ. 

ʌʠʨʤʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʘʢʞʝ ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ, ʭʦʪʷ ʜʨʫʛʠʝ ʧʦʭʦʞʠʝ ʜʦʤʝʥʳ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʧʨʝʩʪʫʧʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʧʦʭʦʞʠʝ ʜʦʤʝʥʳ Facebook, ʢʦʪʦʨʳʤʠ 

ʦʥʘ ʚʣʘʜʝʝʪ, ʥʝ ʷʚʣʷʶʪʩʷ ʦʨʫʞʠʝʤ ʠ ʥʝ ʧʨʠʯʠʥʷʶʪ ʚʨʝʜʘ ʧʦʣʴʟʦʚʘʪʝʣʷʤ. 

ʇʦ ʜʘʥʥʳʤ ʩʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʣʴʟʦʚʘʪʝʣʠ, ʢʦʪʦʨʳʝ ʧʝʨʝʭʦʜʷʪ ʧʦ 

ʩʩʳʣʢʘʤ, ʥʘʡʜʝʥʥʳʤ ʚ ʬʠʰʠʥʛʦʚʳʭ ʪʝʩʪʘʭ Proofpoint, ʚʩʝʛʜʘ ʧʦʣʫʯʘʶʪ 

ʫʚʝʜʦʤʣʝʥʠʝ ʦ ʪʦʤ, ʯʪʦ ʦʥʠ ʚʳʧʦʣʥʠʣʠ ʥʝʞʝʣʘʪʝʣʴʥʦʝ ʜʝʡʩʪʚʠʝ, ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ 

ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ Facebook ʥʝ ʩʦʙʠʨʘʶʪʩʷ ʠʣʠ ʯʪʦ ʧʦʣʴʟʦʚʘʪʝʣʶ ʧʨʠʯʠʥʝʥ ʚʨʝʜ. 

ʂʨʦʤʝ ʪʦʛʦ, ʧʦʣʴʟʦʚʘʪʝʣʠ, ʢʦʪʦʨʳʝ ʧʦʣʫʯʘʶʪ ʜʦʩʪʫʧ ʢ ʜʦʤʝʥʘʤ ʥʘʧʨʷʤʫʶ, 

ʪʘʢʞʝ ʧʨʝʜʫʧʨʝʞʜʘʶʪʩʷ, ʯʪʦ ʵʪʦ ʥʝ ʦʬʠʮʠʘʣʴʥʳʝ ʩʘʡʪʳ Facebook. 

çʇʫʪʘʥʠʮʘ ʩʨʝʜʠ ʧʦʪʨʝʙʠʪʝʣʝʡ ʤʘʣʦʚʝʨʦʷʪʥʘ, ʧʦʪʦʤʫ ʯʪʦ Proofpoint ʯʝʪʢʦ 

ʫʢʘʟʳʚʘʝʪ ʥʘ ʚʝʙ-ʩʘʡʪʘʭ, ʥʘ ʢʦʪʦʨʳʝ ʫʢʘʟʳʚʘʶʪ ʜʦʤʝʥʥʳʝ ʠʤʝʥʘ: çʇʨʠʚʝʪ! ʕʪʦʪ 

ʚʝʙ-ʩʘʡʪ ʧʨʠʥʘʜʣʝʞʠʪ ʧʨʦʛʨʘʤʤʝ Proofpoint Security Awareness Training. ʕʪʦʪ 

ʜʦʤʝʥ ʠʩʧʦʣʴʟʫʝʪʩʷ ʜʣʷ ʦʙʫʯʝʥʠʷ ʩʦʪʨʫʜʥʠʢʦʚ ʪʦʤʫ, ʢʘʢ ʨʘʩʧʦʟʥʘʚʘʪʴ ʬʠʰʠʥʛʦʚʳʝ 

ʘʪʘʢʠ ʠ ʠʟʙʝʛʘʪʴ ʠʭè. 

ʊʝʧʝʨʴ Proofpoint ʭʦʯʝʪ, ʯʪʦʙʳ ʩʫʜʴʷ ʚʳʥʝʩ ʨʝʰʝʥʠʝ, ʨʘʟʨʝʰʘʶʱʝʝ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʵʪʠʭ ʜʦʤʝʥʥʳʭ ʠʤʝʥ çʚ ʩʚʷʟʠ ʩ ʜʦʙʨʦʩʦʚʝʩʪʥʳʤ ʧʨʝʜʣʦʞʝʥʠʝʤ 

ʪʦʚʘʨʦʚ ʠʣʠ ʫʩʣʫʛè ʠ ʜʦʙʨʦʩʦʚʝʩʪʥʦ; ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʦʥʠ ʥʝ ʜʦʣʞʥʳ ʧʦʜʚʝʨʛʘʪʴʩʷ 

ʢʣʘʩʩʠʯʝʩʢʦʤʫ ʟʘʧʨʦʩʫ UDRP ʦʙ ʠʟʲʷʪʠʠéè. (Catalin Cimpanu. Proofpoint sues 

Facebook to get permission to use lookalike domains for phishing tests // ZDNet 

(https://www.zdnet.com/article/proofpoint-sues-facebook-to-get-permission-to-use-

lookalike-domains-for-phishing-tests/). 11.02.2021). 
***  

 

çʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʝʢʪʦʨ ʀʥʜʦ-ʊʠʭʦʦʢʝʘʥʩʢʦʛʦ ʨʝʛʠʦʥʘ çʩʦʟʨʝʣ ʜʣʷ 

ʠʥʚʝʩʪʠʮʠʡè, ʧʦ ʩʣʦʚʘʤ ʊʨʠʰʠ ʈʵʡ, ʥʘʫʯʥʦʛʦ ʩʦʪʨʫʜʥʠʢʘ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʛʦ 

ʬʦʥʜʘ Observer Research Foundation ʚ ʦʙʣʘʩʪʠ ʪʝʭʥʦʣʦʛʠʡ ʠ ʉʄʀ. 
çʈʝʜʢʠʝ ʟʝʤʣʠ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚʦ ʚʩʝʭ ʥʘʰʠʭ ʫʩʪʨʦʡʩʪʚʘʭ, 

ʢʦʤʧʴʶʪʝʨʘʭ, ʵʣʝʢʪʨʦʤʦʙʠʣʷʭ ʠ ʪʘʢ ʜʘʣʝʝ, ʘʣʴʪʝʨʥʘʪʠʚʳ ʥʝʥʘʜʝʞʥʳʤ 

ʧʦʩʪʘʚʱʠʢʘʤ 5G, ʜʘʞʝ ʠʥʚʝʩʪʠʮʠʠ ʚ ʙʘʟʦʚʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʜʣʷ ʬʠʙʨʝʠʟʘʮʠʠ 

ʩʝʪʝʡ - ʚʩʝ ʵʪʦ ʩʦʟʨʝʣʦ ʜʣʷ ʠʥʚʝʩʪʠʮʠʡè, - ʩʢʘʟʘʣ ʈʵʡ ʚʦ ʚʪʦʨʥʠʢ. 

çɹʦʣʴʰʘʷ ʯʘʩʪʴ ʨʝʛʠʦʥʘ, ʦʩʦʙʝʥʥʦ ʖʛʦ-ɺʦʩʪʦʯʥʘʷ ɸʟʠʷ [ʠ] ʀʥʜʠʷ, ʷʚʣʷʶʪʩʷ 

ʦʩʥʦʚʥʳʤʠ ʩʙʦʨʦʯʥʳʤʠ ʫʟʣʘʤʠ ʚ ʤʠʨʦʚʦʡ ʪʦʨʛʦʚʣʝ ʪʝʭʥʦʣʦʛʠʷʤʠ, ʥʦ ʥʝʦʙʭʦʜʠʤʦ 

ʫʜʝʣʷʪʴ ʙʦʣʴʰʝ ʚʥʠʤʘʥʠʷ ʦʩʥʦʚʥʳʤ ʢʦʤʧʝʪʝʥʮʠʷʤ ʠ ʥʘʨʘʱʠʚʘʥʠʶ ʧʦʪʝʥʮʠʘʣʘè. 
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ʆʜʠʥ ʠʟ ʧʨʠʤʝʨʦʚ - ʧʦʣʫʧʨʦʚʦʜʥʠʢʠ. ɺ ʵʪʦʤ ʨʝʛʠʦʥʝ ʥʘʭʦʜʠʪʩʷ ʤʥʦʞʝʩʪʚʦ 

ʟʘʚʦʜʦʚ ʧʦ ʧʨʦʠʟʚʦʜʩʪʚʫ ʯʠʧʦʚ, ʥʦ ʦʥʠ, ʢʘʢ ʧʨʘʚʠʣʦ, ʥʝ ʨʘʟʨʘʙʘʪʳʚʘʶʪ ʯʠʧʳ. 

çɹʦʣʴʰʘʷ ʯʘʩʪʴ ʮʝʥʥʦʩʪʠ ʧʦʣʫʧʨʦʚʦʜʥʠʢʦʚ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʠʭ ʜʠʟʘʡʥʝ, 

ʧʦʵʪʦʤʫ ʥʘ ʜʦʣʶ Intel ʧʨʠʭʦʜʠʪʩʷ ʯʝʪʚʝʨʪʴ ʤʠʨʦʚʦʡ ʩʪʦʠʤʦʩʪʠ ʧʦʣʫʧʨʦʚʦʜʥʠʢʦʚè, 

- ʩʢʘʟʘʣʘ ʦʥʘ. 

ʈʵʡ ʚʳʩʪʫʧʘʣ ʥʘ ʦʪʢʨʳʪʠʠ ʩʝʪʠ Quad Tech Network (QTN), ʠʥʠʮʠʘʪʠʚʳ 

ʧʨʘʚʠʪʝʣʴʩʪʚʘ ɸʚʩʪʨʘʣʠʠ ʧʦ çʧʨʦʜʚʠʞʝʥʠʶ ʨʝʛʠʦʥʘʣʴʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʚʪʦʨʦʛʦ 

ʫʨʦʚʥʷ ʠ ʦʙʱʝʩʪʚʝʥʥʦʛʦ ʜʠʘʣʦʛʘ ʧʦ ʢʠʙʝʨʥʝʪʠʯʝʩʢʠʤ ʠ ʢʨʠʪʠʯʝʩʢʠʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤ ʚʦʧʨʦʩʘʤè ʤʝʞʜʫ ʯʝʪʳʨʴʤʷ ʫʯʘʩʪʥʠʢʘʤʠ ʏʝʪʳʨʝʭʩʪʦʨʦʥʥʝʛʦ 

ʜʠʘʣʦʛʘ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ çQuad ": ɸʚʩʪʨʘʣʠʷ, ʀʥʜʠʷ, ʗʧʦʥʠʷ ʠ ʉʐɸ. 

QTN ʫʧʨʘʚʣʷʝʪʩʷ ʂʦʣʣʝʜʞʝʤ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ɸʚʩʪʨʘʣʠʡʩʢʦʛʦ 

ʥʘʮʠʦʥʘʣʴʥʦʛʦ ʫʥʠʚʝʨʩʠʪʝʪʘ ʚ ʂʘʥʙʝʨʨʝ. 

ʂʦʤʤʝʥʪʘʨʠʠ ʈʵʷ ʦʩʥʦʚʳʚʘʣʠʩʴ ʥʘ ʩʪʘʪʴʝ ʧʦʜ ʥʘʟʚʘʥʠʝʤ çʎʠʬʨʦʚʦʡ ʀʥʜʦ-

ʊʠʭʦʦʢʝʘʥʩʢʠʡ ʨʝʛʠʦʥ: ʨʝʛʠʦʥʘʣʴʥʘʷ ʚʟʘʠʤʦʩʚʷʟʴ ʠ ʫʩʪʦʡʯʠʚʦʩʪʴè, ʩ ʩʦʘʚʪʦʨʦʤ 

ʢʦʪʦʨʦʡ ʦʥʘ ʚʳʩʪʫʧʠʣʘ, - ʦʜʥʦʡ ʠʟ ʯʝʪʳʨʝʭ ʩʪʘʪʝʡ, ʚʳʧʫʱʝʥʥʳʭ ʧʨʠ ʟʘʧʫʩʢʝ. 

ɽʛʦ ʨʝʢʦʤʝʥʜʘʮʠʠ ʚʢʣʶʯʘʣʠ ʨʘʟʨʘʙʦʪʢʫ ʦʙʱʠʭ ʩʪʘʥʜʘʨʪʦʚ ʜʣʷ ʮʠʬʨʦʚʳʭ 

ʫʩʣʫʛ, ʪʘʢʠʭ ʢʘʢ ʛʘʨʤʦʥʠʟʘʮʠʷ ʥʘʮʠʦʥʘʣʴʥʳʭ, ʘ ʟʘʪʝʤ ʠ ʨʝʛʠʦʥʘʣʴʥʳʭ ʩʪʘʥʜʘʨʪʦʚ 

ʮʠʬʨʦʚʳʭ ʧʣʘʪʝʞʝʡ; ʠʥʪʝʨʦʧʝʨʘʙʝʣʴʥʳʝ ʪʨʘʥʩʛʨʘʥʠʯʥʳʝ ʮʠʬʨʦʚʳʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ; ʠ ʫʣʫʯʰʝʥʠʝ ʮʠʬʨʦʚʳʭ ʥʘʚʳʢʦʚ ʥʘ ʚʩʝʭ ʫʨʦʚʥʷʭ. 

ɺ ʦʪʯʝʪʝ ʦʪʤʝʯʘʝʪʩʷ, ʯʪʦ ʨʝʟʫʣʴʪʘʪʳ ʠʩʩʣʝʜʦʚʘʥʠʡ ʄʘʣʘʡʟʠʠ, ʀʥʜʠʠ ʠ 

ɸʚʩʪʨʘʣʠʠ çʦʩʪʘʶʪʩʷ ʥʘʤʥʦʛʦ ʥʠʞʝ ʠʭ ʧʦʪʝʥʮʠʘʣʘè. ɺ ʪʦ ʚʨʝʤʷ ʢʘʢ ʚ ʄʘʣʘʡʟʠʠ 

çʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʭ ʩʧʝʮʠʘʣʠʩʪʦʚ ʚ ʦʙʣʘʩʪʠ ʮʠʬʨʦʚʳʭ 

ʪʝʭʥʦʣʦʛʠʡè, ʘ ʚ ʀʥʜʦʥʝʟʠʠ ʠ ʂʘʤʙʦʜʞʝ çʥʝ ʭʚʘʪʘʝʪ ʙʘʟʦʚʳʭ ʮʠʬʨʦʚʳʭ ʥʘʚʳʢʦʚè. 

ʀ ʭʦʪʷ ɺʴʝʪʥʘʤʫ çʥʝʦʙʭʦʜʠʤʦ ʣʫʯʰʝ ʥʘʧʨʘʚʣʷʪʴ ʩʚʦʠ ʪʝʭʥʠʯʝʩʢʠʝ ʪʘʣʘʥʪʳè, 

ɸʚʩʪʨʘʣʠʠ çʥʝ ʭʚʘʪʘʝʪ ʧʝʨʝʜʦʚʳʭ ʮʠʬʨʦʚʳʭ ʥʘʚʳʢʦʚè. 

çʄʳ ʪʘʢʞʝ ʫʜʝʣʷʝʤ ʙʦʣʴʰʦʝ ʚʥʠʤʘʥʠʝ ʚʦʧʨʦʩʘʤ ʧʦʜʢʣʶʯʝʥʠʷ ʚ ʧʝʨʚʫʶ 

ʦʯʝʨʝʜʴ, ʚʢʣʶʯʘʷ ʧʨʦʩʪʦ ʵʣʝʢʪʨʠʯʝʩʪʚʦ, ʜʦʩʪʫʧ ʢ ʥʘʜʝʞʥʦʤʫ ʚʳʩʦʢʦʩʢʦʨʦʩʪʥʦʤʫ 

ʀʥʪʝʨʥʝʪʫ, ʮʠʬʨʦʚʫʶ ʛʨʘʤʦʪʥʦʩʪʴ, ʚʩʝ ʵʪʦ ʚʘʞʥʳʝ ʵʣʝʤʝʥʪʳè, - ʩʢʘʟʘʣ ʈʵʡ. 

ʉʦʛʣʘʩʥʦ Martijn Rasser, ʩʦʘʚʪʦʨ ʎʝʥʪʨʘ ʥʦʚʦʡ ʘʤʝʨʠʢʘʥʩʢʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʙʫʤʘʛʠ ʧʦʜ ʥʘʟʚʘʥʠʝʤ ʉʝʪʠ: Techno-ʜʝʤ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʛʦʩʫʜʘʨʩʪʚʦʤ ɸʚʩʪʨʘʣʠʠ ʠ 

Quad, ʪʦ QTN ʷʚʣʷʝʪʩʷ ʣʦʛʠʯʝʩʢʠʤ ʨʘʩʰʠʨʝʥʠʝʤ ʩʬʝʨʳ ʢʦʤʧʝʪʝʥʮʠʠ Quad ʚ. 

çʋ ʚʘʩ ʝʩʪʴ ʟʥʘʯʠʪʝʣʴʥʘʷ ʯʘʩʪʴ ʤʠʨʦʚʦʛʦ ɺɺʇ ʠ ʥʘʩʝʣʝʥʠʷ, ʦʙʱʠʝ ʠʥʪʝʨʝʩʳ 

ʠ ʮʝʥʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʦʙʱʝʝ ʧʦʥʠʤʘʥʠʝ ʪʦʛʦ, ʯʪʦ ʧʦʪʨʝʙʫʝʪʩʷ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ 

ʵʢʦʥʦʤʠʯʝʩʢʦʡ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ ʚ ʙʣʠʞʘʡʰʠʝ ʜʝʩʷʪʠʣʝʪʠʷ, - ʩʢʘʟʘʣ ʈʘʩʩʝʨ. 

çɺ ʙʣʠʞʘʡʰʝʤ ʙʫʜʫʱʝʤ ʝʩʪʴ ʭʦʨʦʰʘʷ ʚʦʟʤʦʞʥʦʩʪʴ ʜʦʙʠʪʴʩʷ ʚʘʞʥʳʭ 

ʫʩʧʝʭʦʚ ʚ ʪʘʢʠʭ ʦʙʣʘʩʪʷʭ, ʢʘʢ ʫʩʪʘʥʦʚʣʝʥʠʝ ʥʦʨʤ, ʩʧʦʩʦʙʩʪʚʫʶʱʠʭ ʩʚʦʙʦʜʥʦʤʫ ʠ 

ʦʪʢʨʳʪʦʤʫ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʫ, ʫʩʪʨʘʥʝʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ ʮʝʧʦʯʝʢ ʧʦʩʪʘʚʦʢ, ʪʘʢʠʭ 

ʢʘʢ ʨʝʜʢʦʟʝʤʝʣʴʥʳʝ ʵʣʝʤʝʥʪʳ, ʠ ʩʪʠʤʫʣʠʨʦʚʘʥʠʝ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʠʥʥʦʚʘʮʠʡ ʜʣʷ 

ʙʝʩʧʨʦʚʦʜʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ 5Gè. 

ʂʠʙʝʨʜʠʧʣʦʤʘʪʠʷ ɸʚʩʪʨʘʣʠʠ ʫʞʝ ʩʳʛʨʘʣʘ ʢʣʶʯʝʚʫʶ ʨʦʣʴ ʚ ʫʩʪʘʥʦʚʣʝʥʠʠ 

ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʥʦʨʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʭʦʪʷ ʝʝ ʚʣʠʷʥʠʝ ʩʥʠʟʠʣʦʩʴ ʧʨʠ 

ʧʨʘʚʠʪʝʣʴʩʪʚʝ ʄʦʨʨʠʩʦʥʘ. 

ɻɼɽ 40-ʃɽʊʅɽɽ ʊɽʍʅʀʏɽʉʂʆɽ ɺʀɼɽʅʀɽ ɸɺʉʊʈɸʃʀʀ? 

ʈʘʩʩʝʨ ʨʝʢʦʤʝʥʜʦʚʘʣ ʢʘʞʜʦʡ ʠʟ ʯʝʪʳʨʝʭ ʥʘʮʠʡ çʨʘʟʨʘʙʦʪʘʪʴ ʥʘʩʪʦʷʱʫʶ 

ʥʘʮʠʦʥʘʣʴʥʫʶ ʩʪʨʘʪʝʛʠʶ ʚ ʦʙʣʘʩʪʠ ʪʝʭʥʦʣʦʛʠʡè. 
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çʕʪʦ ʪʨʝʙʫʝʪ ʚʠʜʝʥʠʷ. ɻʜʝ ʚʳ ʭʦʪʠʪʝ ʙʳʪʴ ʯʝʨʝʟ 20, 30, 40 ʣʝʪ?è, - ʩʢʘʟʘʣ ʦʥ. 

çɺ ʢʘʢʠʭ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʦʙʣʘʩʪʷʭ ʚʳ ʭʦʪʠʪʝ, ʯʪʦʙʳ ʚʘʰʘ ʩʪʨʘʥʘ ʙʳʣʘ 

ʤʠʨʦʚʳʤ ʣʠʜʝʨʦʤ? ɻʜʝ ʚʳ ʜʦʣʞʥʳ ʙʳʪʴ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʳʤʠ ʥʘ ʤʠʨʦʚʦʤ 

ʨʳʥʢʝ? ʀ ʛʜʝ ʝʩʪʴ ʦʙʣʘʩʪʠ, ʚ ʢʦʪʦʨʳʭ ʚʳ ʤʦʞʝʪʝ ʧʦʟʚʦʣʠʪʴ ʩʝʙʝ ʙʳʩʪʨʦ ʩʣʝʜʦʚʘʪʴ? 

ʇʦʪʦʤʫ ʯʪʦ ʚʳ ʥʝ ʩʦʙʠʨʘʝʪʝʩʴ ʙʳʪʴ ʥʦʤʝʨʦʤ ʦʜʠʥ ʚʦ ʚʩʝʤ, ʵʪʦ ʧʨʦʩʪʦ ʥʝʜʦʩʪʫʧʥʦ, 

ʵʪʦ ʥʝʜʦʩʪʠʞʠʤʦ ʚ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝè. 

ɽʱʝ ʨʘʟ ʩʪʦʠʪ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʉʪʨʘʪʝʛʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ɸʚʩʪʨʘʣʠʠ ʥʘ 2020 

ʛʦʜ ʙʳʣʘ ʨʘʟʦʯʘʨʦʚʳʚʘʶʱʝ ʩʢʫʯʥʦʡ ʠ ʦʨʠʝʥʪʠʨʦʚʘʥʥʦʡ ʥʘ ʚʥʫʪʨʝʥʥʠʡ ʨʳʥʦʢ, ʩ 

ʥʝʙʦʣʴʰʠʤ ʨʘʩʰʠʨʝʥʠʝʤ ʨʘʟʚʠʪʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘ ʧʨʝʜʝʣʘʤʠ ʩʪʨʘʪʝʛʠʠ 2016 

ʛʦʜʘ. 

ɿʜʝʩʴ ʷʚʥʦ ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʫʣʫʯʰʝʥʠʷ, ʠ ʚʘʰʝʤʫ ʢʦʨʨʝʩʧʦʥʜʝʥʪʫ ʷʩʥʦ, 

ʯʪʦ ʧʨʘʚʠʪʝʣʴʩʪʚʫ ɸʚʩʪʨʘʣʠʠ ʥʝʦʙʭʦʜʠʤʦ ʙʫʜʝʪ ʘʢʪʠʚʠʟʠʨʦʚʘʪʴ ʩʚʦʝ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʝ ʤʳʰʣʝʥʠʝ, ʯʪʦʙʳ ʨʝʰʠʪʴ ʵʪʫ ʧʨʦʙʣʝʤʫ. 

çʂʦʥʝʯʥʘʷ ʮʝʣʴ ʵʪʦʡ ʩʪʨʘʪʝʛʠʠ ʜʦʣʞʥʘ ʟʘʢʣʶʯʘʪʴʩʷ ʚ ʪʦʤ, ʯʪʦʙʳ ʩʪʨʘʥʘ 

ʨʘʩʰʠʨʷʣʘ ʚʦʟʤʦʞʥʦʩʪʠ ʩʚʦʠʭ ʛʨʘʞʜʘʥ, ʵʢʦʥʦʤʠʯʝʩʢʠ ʢʦʥʢʫʨʠʨʦʚʘʣʘ ʠ ʟʘʱʠʱʘʣʘ 

ʩʚʦʠ ʥʘʮʠʦʥʘʣʴʥʳʝ ʠʥʪʝʨʝʩʳ, ʥʝ ʧʦʜʚʝʨʛʘʷ ʦʧʘʩʥʦʩʪʠ ʩʚʦʠ ʮʝʥʥʦʩʪʠ ʠʣʠ 

ʩʫʚʝʨʝʥʠʪʝʪè, - ʩʢʘʟʘʣ ʈʘʩʩʝʨ. 

ʇʦ ʩʣʦʚʘʤ ʧʨʦʬʝʩʩʦʨʘ ɼʞʦʣʠʦʥʘ ʌʦʨʜʘ ʠʟ ʶʨʠʜʠʯʝʩʢʦʛʦ ʢʦʣʣʝʜʞʘ ANU, 

ʩʠʩʪʝʤʳ ʜʦʚʝʨʠʷ, ʠʥʢʣʶʟʠʚʥʦʩʪʠ ʠ ʫʧʨʘʚʣʝʥʠʷ ʷʚʣʷʶʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ 

ʧʨʦʙʣʝʤʘʤʠ. 

çʂʘʢ ʚʳ ʙʝʨʝʪʝ ʩ ʩʦʙʦʡ ʩʚʦʠ ʦʙʱʝʩʪʚʘ ʠ ʚʦʚʣʝʢʘʝʪʝ ʠʭ ʚ ʨʘʟʛʦʚʦʨʳ ʦ 

ʚʦʟʤʦʞʥʦʩʪʷʭ ʠ ʧʨʦʙʣʝʤʘʭ ʫʧʨʘʚʣʝʥʠʷ ʠ ʢʘʢ ʚʢʣʶʯʘʝʪʝ ʠʭ ʚ ʵʪʦʪ ʧʨʦʮʝʩʩ?è, - 

ʩʧʨʦʩʠʣ ʌʦʨʜ. 

ç[ʂʘʢ ʚʳ] ʫʢʨʝʧʣʷʝʪʝ ʜʦʚʝʨʠʝ ʥʝ ʪʦʣʴʢʦ ʢ ʪʝʭʥʦʣʦʛʠʷʤ, ʥʦ ʠ ʢ ʩʪʨʫʢʪʫʨʘʤ, 

ʫʧʨʘʚʣʷʶʱʠʤ ʵʪʠʤʠ ʪʝʭʥʦʣʦʛʠʷʤʠ?è 

ʇʦ ʝʛʦ ʩʣʦʚʘʤ, ʩʫʱʝʩʪʚʫʶʪ ʦʛʨʘʥʠʯʝʥʠʷ ʜʣʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠ ʥʝ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʩʪʨʘʪʝʛʠʡ, ʦʩʦʙʝʥʥʦ ʚ ʪʘʢʠʭ ʦʙʣʘʩʪʷʭ, ʢʘʢ ʠʩʢʫʩʩʪʚʝʥʥʳʡ 

ʠʥʪʝʣʣʝʢʪ (ʀʀ). 

ʅɽʇʈʆʇʆʈʎʀʆʅɸʃʔʅɸʗ ʈʆʃʔ ʂʈʋʇʅʓʍ ʊɽʍʅʆʃʆɻʀʁ 

çʏʘʩʪʥʳʡ ʩʝʢʪʦʨ ʠ, ʚ ʯʘʩʪʥʦʩʪʠ, ʢʨʫʧʥʳʝ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʢʦʤʧʘʥʠʠ ʠʛʨʘʶʪ 

ʪʘʢʫʶ ʥʝʧʦʤʝʨʥʫʶ ʠʣʠ ʥʝʧʨʦʧʦʨʮʠʦʥʘʣʴʥʫʶ ʨʦʣʴ ʚ ʬʦʨʤʠʨʦʚʘʥʠʠ ʚʩʝʛʦ 

ʧʦʚʝʩʪʚʦʚʘʥʠʷ ʦʙ ʵʪʠʭ ʪʝʭʥʦʣʦʛʠʷʭ ʠ ʠʭ ʧʦʣʴʟʝ ʠʣʠ ʜʨʫʛʠʭ ʚʝʱʘʭ, ʘ ʪʘʢʞʝ ʚ 

ʬʦʨʤʠʨʦʚʘʥʠʠ ʚʦʟʤʦʞʥʦʩʪʝʡ ʤʦʜʝʣʝʡ ʫʧʨʘʚʣʝʥʠʷ ʥʘ ʦʩʥʦʚʝ ʵʪʠʭ ʪʝʭʥʦʣʦʛʠʡè, - 

ʩʢʘʟʘʣ ʌʦʨʜ. 

ʌʦʨʜ ʷʚʣʷʝʪʩʷ ʩʦʘʚʪʦʨʦʤ ʩʪʘʪʴʠ çʆʭʚʘʪ ʨʘʟʣʠʯʠʡ: ʫʧʨʘʚʣʝʥʠʝ ʚʘʞʥʝʡʰʠʤʠ 

ʪʝʭʥʦʣʦʛʠʷʤʠ ʚ ʀʥʜʦ-ʊʠʭʦʦʢʝʘʥʩʢʦʤ ʨʝʛʠʦʥʝè, ʚ ʢʦʪʦʨʦʡ ʨʘʩʩʤʘʪʨʠʚʘʣʠʩʴ 

ʚʦʧʨʦʩʳ ʧʨʘʚ ʯʝʣʦʚʝʢʘ ʠ ʵʪʠʢʠ. 

ʀʟʚʝʯʥʳʡ ʚʦʧʨʦʩ ʦ ʚʘʞʥʦʩʪʠ ʦʙʤʝʥʘ ʨʘʟʚʝʜʜʘʥʥʳʤʠ ʦ ʢʠʙʝʨʫʛʨʦʟʘʭ ʙʳʣ 

ʧʦʜʥʷʪ ʜʦʢʪʦʨʦʤ ʂʦʭʝʡ ʊʘʢʘʭʘʰʠ, ʠʩʩʣʝʜʦʚʘʪʝʣʝʤ ʠʟ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʠʥʩʪʠʪʫʪʘ 

ʘʩʧʠʨʘʥʪʫʨʳ ʗʧʦʥʠʠ ʧʦ ʧʦʣʠʪʠʯʝʩʢʠʤ ʠʩʩʣʝʜʦʚʘʥʠʷʤ. 

çɸʚʩʪʨʘʣʠʷ ʠ ʉʦʝʜʠʥʝʥʥʳʝ ʐʪʘʪʳ ʫʞʝ ʨʘʙʦʪʘʶʪ ʥʘʜ ʨʘʟʚʝʜʢʦʡ ʢʠʙʝʨʫʛʨʦʟ ʚ 

ʨʘʤʢʘʭ Five Eyes. ʇʦʵʪʦʤʫ ʜʣʷ ʩʪʨʘʥ ʯʝʪʚʝʨʢʠ ʚʘʞʥʦ ʩʦʟʜʘʪʴ ʥʦʚʫʶ ʩʪʨʫʢʪʫʨʫ ʜʣʷ 

ʵʬʬʝʢʪʠʚʥʦʛʦ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʢʠʙʝʨʫʛʨʦʟʘʭè, - ʩʢʘʟʘʣ ʦʥ. 

ʊʘʢʘʭʘʰʠ ʪʘʢʞʝ ʧʦʜʯʝʨʢʥʫʣ ʚʘʞʥʦʩʪʴ ʩʦʟʜʘʥʠʷ ʩʠʩʪʝʤʳ ʧʨʦʚʝʨʢʠ ʬʘʢʪʦʚ. 



 27 

çʅʘʧʨʠʤʝʨ, ʚʣʠʷʥʠʝ ʦʧʝʨʘʮʠʡ ʚ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ ʩ ʧʦʤʦʱʴʶ ʬʝʡʢʦʚʳʭ 

ʥʦʚʦʩʪʝʡ ʩʪʘʣʦ ʙʦʣʴʰʦʡ ʧʨʦʙʣʝʤʦʡ. ɼʣʷ ʩʪʨʘʥ ʯʝʪʚʝʨʢʠ ʚʘʞʥʦ ʩʦʟʜʘʪʴ ʩʠʩʪʝʤʫ 

ʧʨʦʚʝʨʢʠ ʬʘʢʪʦʚè, - ʩʢʘʟʘʣ ʦʥ. 

ɺ ʩʪʘʪʴʝ, ʚ ʩʦʘʚʪʦʨʩʪʚʝ ʩ ʊʘʢʘʭʘʰʠ, Cyber Security, Critical Technology, and 

National Security, ʪʘʢʞʝ ʨʝʢʦʤʝʥʜʫʶʪʩʷ ʩʦʚʤʝʩʪʥʳʝ ʠʩʩʣʝʜʦʚʘʥʠʷ ʚ ʦʙʣʘʩʪʠ ʀʀ ʠ 

ʩʦʚʤʝʩʪʥʳʝ ʢʠʙʝʨ-ʫʧʨʘʞʥʝʥʠʷ. 

çɺ ʙʫʜʫʱʝʤ ʀʀ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ. ʅʘʤ ʥʝʦʙʭʦʜʠʤʦ 

ʙʫʜʝʪ ʧʨʦʜʚʠʛʘʪʴ ʠʩʩʣʝʜʦʚʘʥʠʷ ʠ ʠʩʩʣʝʜʦʚʘʥʠʷ ʚ ʵʪʦʡ ʦʙʣʘʩʪʠ, ʯʪʦʙʳ ʫʣʫʯʰʠʪʴ 

ʥʘʰʠ ʚʦʟʤʦʞʥʦʩʪʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷè, - ʩʢʘʟʘʣ ʦʥ. 

çʋ ʢʘʞʜʦʡ ʩʪʨʘʥʳ ʝʩʪʴ ʩʚʦʠ ʩʠʣʴʥʳʝ ʠ ʩʣʘʙʳʝ ʩʪʦʨʦʥʳ. ɺʘʞʥʦ ʧʨʦʚʦʜʠʪʴ 

ʩʦʚʤʝʩʪʥʳʝ ʫʯʝʥʠʷ, ʯʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʠʣʴʥʳʝ ʩʪʦʨʦʥʳ ʜʨʫʛʠʭ ʧʦʪʝʥʮʠʘʣʴʥʳʭ 

ʩʦʶʟʥʠʢʦʚ ʠ ʧʘʨʪʥʝʨʦʚ ʠ ʧʦʚʳʩʠʪʴ ʠʭ ʫʩʪʦʡʯʠʚʦʩʪèɹ. (Stilgherrian. Indo-Pacific 

tech sector 'ripe for investment' and cyber defence cooperation: Research // ZDNet 

(https://www.zdnet.com/article/indo-pacific-tech-sector-ripe-for-investment-and-cyber-

defence-cooperation-research/). 10.02.2021). 
***  

 

çʉʝʛʦʜʥʷ, ʚʳʩʪʫʧʘʷ ʚ ɼʝʣʦʚʦʤ ʩʦʚʝʪʝ ʧʦ ʤʝʞʜʫʥʘʨʦʜʥʦʤʫ 

ʚʟʘʠʤʦʧʦʥʠʤʘʥʠʶ (BCIU), ɹʨʵʥʜʦʥ ʋʵʣʴʩ, ʠʩʧʦʣʥʷʶʱʠʡ ʦʙʷʟʘʥʥʦʩʪʠ 

ʜʠʨʝʢʪʦʨʘ ɸʛʝʥʪʩʪʚʘ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ 

(CISA), ʦʙʲʷʚʠʣ ʦ ʚʳʧʫʩʢʝ ʧʝʨʚʦʡ ʚ ʠʩʪʦʨʠʠ ʤʝʞʜʫʥʘʨʦʜʥʦʡ ʩʪʨʘʪʝʛʠʠ 
ʘʛʝʥʪʩʪʚʘ, CISA Global. ɺʦ ʚʨʝʤʷ ʙʝʩʝʜʳ ʫ ʢʘʤʠʥʘ ʩ ʧʨʝʟʠʜʝʥʪʦʤ ʠ ʛʝʥʝʨʘʣʴʥʳʤ 

ʜʠʨʝʢʪʦʨʦʤ BCIU ʇʠʪʝʨʦʤ ʊʠʭʘʥʩʢʠ ʠ.ʦ. ʜʠʨʝʢʪʦʨʘ ʋʵʣʴʩ ʨʘʩʩʢʘʟʘʣ, ʢʘʢ CISA 

ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ ʩ ʤʝʞʜʫʥʘʨʦʜʥʳʤʠ ʧʘʨʪʥʝʨʘʤʠ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʤʠʩʩʠʠ ʘʛʝʥʪʩʪʚʘ ʠ 

ʩʦʟʜʘʥʠʷ ʝʜʠʥʩʪʚʘ ʫʩʠʣʠʡ ʚʦ ʚʩʝʭ ʦʙʣʘʩʪʷʭ ʤʠʩʩʠʠ. 

çʉʝʛʦʜʥʷʰʥʠʡ ʛʣʦʙʘʣʴʥʦ ʚʟʘʠʤʦʩʚʷʟʘʥʥʳʡ ʤʠʨ ʧʨʝʜʩʪʘʚʣʷʝʪ ʰʠʨʦʢʠʡ 

ʩʧʝʢʪʨ ʩʝʨʴʝʟʥʳʭ ʨʠʩʢʦʚ ʠ ʫʛʨʦʟ ʜʣʷ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳè, - ʩʢʘʟʘʣ 

ʠʩʧʦʣʥʷʶʱʠʡ ʦʙʷʟʘʥʥʦʩʪʠ ʜʠʨʝʢʪʦʨʘ CISA ɹʨʵʥʜʦʥ ʋʵʣʴʩ. çʂʠʙʝʨʨʠʩʢʘʤ, ʩ 

ʢʦʪʦʨʳʤʠ ʤʳ ʩʪʘʣʢʠʚʘʝʤʩʷ, ʥʝʪ ʛʨʘʥʠʮ, ʠ ʩʝʡʯʘʩ - ʙʦʣʝʝ ʯʝʤ ʢʦʛʜʘ-ʣʠʙʦ - ʤʳ 

ʜʦʣʞʥʳ ʨʘʙʦʪʘʪʴ ʚʤʝʩʪʝ. CISA Global ʦʧʠʩʳʚʘʝʪ, ʢʘʢ ʤʳ ʙʫʜʝʤ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ 

ʩ ʤʝʞʜʫʥʘʨʦʜʥʳʤʠ ʧʘʨʪʥʝʨʘʤʠ ʜʣʷ ʥʘʨʘʱʠʚʘʥʠʷ ʧʦʪʝʥʮʠʘʣʘ CISA ʠ ʫʩʠʣʝʥʠʷ 

ʥʘʰʝʡ ʩʧʦʩʦʙʥʦʩʪʠ ʟʘʱʠʱʘʪʴʩʷ ʦʪ ʢʠʙʝʨʠʥʮʠʜʝʥʪʦʚ, ʧʦʚʳʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʦʪʢʘʟʦʫʩʪʦʡʯʠʚʦʩʪʠ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʚʳʷʚʣʝʥʠʷ ʠ ʫʩʪʨʘʥʝʥʠʷ 

ʥʘʠʙʦʣʝʝ ʟʥʘʯʠʪʝʣʴʥʳʭ ʨʠʩʢʦʚ ʜʣʷ ʚʘʞʥʝʡʰʠʭ ʬʫʥʢʮʠʡ, ʘ ʪʘʢʞʝ ʦʙʝʩʧʝʯʝʥʠʷ 

ʙʝʩʧʝʨʝʙʦʡʥʦʡ ʠ ʙʝʟʦʧʘʩʥʦʡ ʨʘʙʦʪʳ ʚ ʯʨʝʟʚʳʯʘʡʥʳʭ ʩʠʪʫʘʮʠʷʭ. ʢʦʤʤʫʥʠʢʘʮʠʠè.  

CISA Global ʦʧʠʩʳʚʘʝʪ, ʢʘʢ CISA ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʚʦʶ ʛʣʦʙʘʣʴʥʫʶ ʩʝʪʴ 

ʜʣʷ ʫʩʠʣʝʥʠʷ ʧʘʨʪʥʝʨʩʢʦʛʦ ʧʦʪʝʥʮʠʘʣʘ ʠ ʩʦʟʜʘʥʠʷ ʙʦʣʝʝ ʩʦʚʝʨʰʝʥʥʦʡ 

ʢʦʣʣʝʢʪʠʚʥʦʡ ʧʨʘʢʪʠʢʠ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʥʝʦʪʣʦʞʥʳʝ ʫʛʨʦʟʳ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ 

ʨʝʰʘʶʱʝʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʠʥʪʝʨʝʩʦʚ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʉʐɸ. ʉʪʨʘʪʝʛʠʷ 

ʦʧʠʩʳʚʘʝʪ ʤʝʞʜʫʥʘʨʦʜʥʦʝ ʚʠʜʝʥʠʝ CISA ʠ ʦʧʨʝʜʝʣʷʝʪ ʯʝʪʳʨʝ ʮʝʣʠ: 

ʈʘʟʚʠʪʠʝ ʦʧʝʨʘʪʠʚʥʦʛʦ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ; 

ʅʘʨʘʱʠʚʘʥʠʝ ʧʘʨʪʥʝʨʩʢʦʛʦ ʧʦʪʝʥʮʠʘʣʘ; 

ʋʢʨʝʧʣʝʥʠʝ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʧʦʩʨʝʜʩʪʚʦʤ ʚʦʚʣʝʯʝʥʠʷ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʭ 

ʩʪʦʨʦʥ ʠ ʨʘʟʲʷʩʥʠʪʝʣʴʥʦʡ ʨʘʙʦʪʳ; ʠ 

ʌʦʨʤʠʨʦʚʘʥʠʝ ʛʣʦʙʘʣʴʥʦʡ ʧʦʣʠʪʠʯʝʩʢʦʡ ʵʢʦʩʠʩʪʝʤʳ. 
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CISA ʩʪʨʝʤʠʪʩʷ ʢ ʩʦʟʜʘʥʠʶ ʦʪʢʨʳʪʦʛʦ, ʬʫʥʢʮʠʦʥʘʣʴʥʦ ʩʦʚʤʝʩʪʠʤʦʛʦ, 

ʥʘʜʝʞʥʦʛʦ ʠ ʙʝʟʦʧʘʩʥʦʛʦ ʚʟʘʠʤʦʩʚʷʟʘʥʥʦʛʦ ʤʠʨʘ ʚ ʛʣʦʙʘʣʴʥʦʡ, ʦʧʝʨʘʮʠʦʥʥʦʡ ʠ 

ʧʦʣʠʪʠʯʝʩʢʦʡ ʩʨʝʜʝ, ʚ ʢʦʪʦʨʦʡ ʟʘʱʠʪʥʠʢʠ ʩʝʪʠ ʠ ʤʝʥʝʜʞʝʨʳ ʧʦ ʨʠʩʢʘʤ ʤʦʛʫʪ 

ʢʦʣʣʝʢʪʠʚʥʦ ʧʨʝʜʦʪʚʨʘʱʘʪʴ ʠ ʩʤʷʛʯʘʪʴ ʫʛʨʦʟʳ ʜʣʷ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳè. (CISA RELEASES NEW GLOBAL STRATEGY FOR 

INTERNATIONAL ENGAGEMENT // Cybersecurity and Infrastructure Security 

Agency (CISA) (https://www.cisa.gov/news/2021/02/18/cisa-releases-new-global-

strategy-international-engagement). 18.02.2021). 

***  

 

çɸʛʝʥʪʩʪʚʦ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ 

(CISA) ʠ CYBER.ORG ʩʦʚʤʝʩʪʥʦ ʘʥʦʥʩʠʨʫʶʪ ʩʝʨʠʶ ʚʠʜʝʦʨʦʣʠʢʦʚ ʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦʙʳ ʧʦʤʦʯʴ ʪʝʤ, ʢʪʦ ʫʯʠʪʩʷ ʠʣʠ ʨʘʙʦʪʘʝʪ ʚ ʀʥʪʝʨʥʝʪʝ, 
ʧʨʝʜʧʨʠʥʷʪʴ ʘʢʪʠʚʥʳʝ ʰʘʛʠ ʜʣʷ ʟʘʱʠʪʳ ʩʝʙʷ ʠ ʩʚʦʝʛʦ ʙʠʟʥʝʩʘ. CYBER.ORG - 

ʵʪʦ ʦʨʛʘʥʠʟʘʮʠʷ ʧʦ ʨʘʟʚʠʪʠʶ ʢʘʜʨʦʚʳʭ ʨʝʩʫʨʩʦʚ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʢʦʪʦʨʘʷ ʥʘʮʝʣʝʥʘ ʥʘ ʫʯʘʱʠʭʩʷ ʩʪʘʨʰʠʭ ʢʣʘʩʩʦʚ ʜʦ 12 ʣʝʪ ʩ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʴʶ ʦ 

ʢʘʨʴʝʨʝ ʚ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ, ʫʯʝʙʥʳʤʠ ʨʝʩʫʨʩʘʤʠ ʠ ʧʦʚʳʰʝʥʠʝʤ ʢʚʘʣʠʬʠʢʘʮʠʠ 

ʫʯʠʪʝʣʝʡ. 

ʊʝʤ ʥʝ ʤʝʥʝʝ, ʩʝʨʠʷ ʚʠʜʝʦʨʦʣʠʢʦʚ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʧʨʘʚʣʝʥʘ ʥʘ 

ʦʩʚʝʱʝʥʠʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʪʝʤ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʩʝʨʠʠ ʢʦʨʦʪʢʠʭ 

ʚʠʜʝʦʨʦʣʠʢʦʚ, ʧʦʜʭʦʜʷʱʠʭ ʜʣʷ ʚʩʝʭ ʛʨʘʞʜʘʥ, ʘ ʥʝ ʪʦʣʴʢʦ ʜʣʷ ʫʯʝʙʥʳʭ ʟʘʚʝʜʝʥʠʡ 

K-12. 

çʇʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʩʪʨʘʥʘ - ʦʪ ʨʘʙʦʪʦʜʘʪʝʣʝʡ ʜʦ ʩʦʪʨʫʜʥʠʢʦʚ ʠ ʦʪ ʫʯʠʪʝʣʝʡ 

ʜʦ ʩʪʫʜʝʥʪʦʚ - ʩʪʘʣʢʠʚʘʝʪʩʷ ʩ ʥʦʚʳʤʠ ʤʝʪʦʜʘʤʠ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ ʠ 

ʜʠʩʪʘʥʮʠʦʥʥʦʛʦ ʦʙʫʯʝʥʠʷ, ʜʣʷ ʚʩʝʭ ʥʘʩ ʩʪʘʥʦʚʠʪʩʷ ʚʩʝ ʙʦʣʝʝ ʚʘʞʥʦ ʟʥʘʪʴ 

ʥʝʢʦʪʦʨʳʝ ʧʝʨʝʜʦʚʳʝ ʤʝʪʦʜʳ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʀʥʪʝʨʥʝʪʝè, - ʩʢʘʟʘʣ 

ʄʵʪʪ ʍʘʨʪʤʘʥ., ʀʩʧʦʣʥʷʶʱʠʡ ʦʙʷʟʘʥʥʦʩʪʠ ʧʦʤʦʱʥʠʢʘ ʠʩʧʦʣʥʠʪʝʣʴʥʦʛʦ 

ʜʠʨʝʢʪʦʨʘ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, CISA. çʉ ʧʦʤʦʱʴʶ ʢʦʣʣʝʢʪʠʚʥʳʭ ʠ ʩʦʚʤʝʩʪʥʳʭ 

ʧʦʜʭʦʜʦʚ ʤʳ ʤʦʞʝʤ ʫʩʣʦʞʥʠʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ ʚʦʟʜʝʡʩʪʚʠʷ 

ʥʘ ʰʢʦʣʳ ʠ ʙʠʟʥʝʩ. ʅʘʰʝ ʧʘʨʪʥʝʨʩʪʚʦ ʩ CYBER.ORG ʚʘʞʥʦ ʠ ʧʦʤʦʛʘʝʪ ʧʦʚʳʩʠʪʴ 

ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʴ ʦʙ ʦʩʥʦʚʥʳʭ, ʥʦ ʥʘʜʝʞʥʳʭ ʧʨʠʥʮʠʧʘʭ ʧʦʚʝʜʝʥʠʷ ʠ ʜʝʡʩʪʚʠʷʭ ʚ 

ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʦʚʳʩʠʪʴ ʠʭ ʵʬʬʝʢʪʠʚʥʦʩʪʴè. 

çʄʳ ʛʦʨʜʠʤʩʷ ʪʝʤ, ʯʪʦ ʩʦʪʨʫʜʥʠʯʘʝʤ ʩ CISA, ʯʪʦʙʳ ʠʥʬʦʨʤʠʨʦʚʘʪʴ 

ʦʙʱʝʩʪʚʝʥʥʦʩʪʴ ʦ ʪʦʤ, ʢʘʢ ʦʩʪʘʚʘʪʴʩʷ ʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ ʚ ʪʦ 

ʚʨʝʤʷ, ʢʦʛʜʘ ʵʪʦ ʙʦʣʴʰʝ ʚʩʝʛʦ ʥʝʦʙʭʦʜʠʤʦè, - ʩʢʘʟʘʣ ʜʠʨʝʢʪʦʨ CYBER.ORG ʂʝʚʠʥ 

ʅʦʣʪʝʥ. çʉ ʧʝʨʝʭʦʜʦʤ ʥʘ ʫʜʘʣʝʥʥʫʶ ʨʘʙʦʪʫ ʠ ʦʥʣʘʡʥ-ʦʙʫʯʝʥʠʝ ʢʠʙʝʨ-

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʨʘʟʨʘʙʦʪʘʣʠ ʚʩʝ ʙʦʣʝʝ ʠʟʦʱʨʝʥʥʳʝ ʤʝʪʦʜʳ, ʟʘʚʠʩʷʱʠʝ ʦʪ ʦʰʠʙʦʢ 

ʚ ʧʨʦʪʦʢʦʣʘʭ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʠʥʠʮʠʘʪʠʚʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʕʪʠ ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʝ 

ʫʩʠʣʠʷ ʠʤʝʶʪ ʧʝʨʚʦʩʪʝʧʝʥʥʦʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʙʦʨʴʙʳ ʩ ʚʥʝʰʥʠʤʠ ʫʛʨʦʟʘʤʠ ʠ 

ʦʙʝʩʧʝʯʝʥʠʷ ʪʦʛʦ, ʯʪʦʙʳ ʫ ʦʙʱʝʩʪʚʝʥʥʦʩʪʠ ʙʳʣʠ ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ 

ʜʣʷ ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʧʨʝʜʫʧʨʝʞʜʘʶʱʠʭ ʟʥʘʢʦʚè. 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʩʝʨʠʷ ʚʠʜʝʦʨʦʣʠʢʦʚ ʚʢʣʶʯʘʝʪ ʧʷʪʴ ʚʠʜʝʦʨʦʣʠʢʦʚ, ʚ 

ʢʦʪʦʨʳʭ ʧʨʝʜʩʪʘʚʣʝʥʳ ʧʨʦʩʪʳʝ ʜʣʷ ʧʦʥʠʤʘʥʠʷ ʢʦʥʮʝʧʮʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʠ ʚ 

ʙʣʠʞʘʡʰʠʝ ʤʝʩʷʮʳ ʙʫʜʝʪ ʚʳʧʫʱʝʥʦ ʝʱʝ ʥʝʩʢʦʣʴʢʦ ʚʠʜʝʦʨʦʣʠʢʦʚ. ɺ ʩʦʯʝʪʘʥʠʠ ʩ 

ʢʘʤʧʘʥʠʝʡ ʧʦ ʧʦʚʳʰʝʥʠʶ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ ʦ ʧʨʦʛʨʘʤʤʘʭ-ʚʳʤʦʛʘʪʝʣʷʭ CISA ʚ 



 29 

ʥʦʚʝʡʰʝʤ ʜʦʧʦʣʥʝʥʠʠ ʢ ʵʪʦʡ ʩʝʨʠʠ ʩʦʜʝʨʞʘʪʩʷ ʩʦʚʝʪʳ, ʢʘʢ ʥʝ ʩʪʘʪʴ ʞʝʨʪʚʦʡ ʘʪʘʢʠ 

ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ. 

ʂʘʞʜʦʝ ʚʠʜʝʦ ʜʣʠʪʩʷ ʤʝʥʝʝ ʪʨʝʭ ʤʠʥʫʪ ʠ ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ ʘʥʠʤʠʨʦʚʘʥʥʦʤ 

ʬʦʨʤʘʪʝ, ʢʦʪʦʨʳʡ ʧʨʝʜʣʘʛʘʝʪ ʥʘʙʣʶʜʘʪʝʣʷʤ ʩʨʘʚʥʠʪʴ ʩʚʦʠ ʩʦʙʩʪʚʝʥʥʳʝ ʧʨʘʢʪʠʢʠ ʩ 

ʧʨʘʢʪʠʢʘʤʠ ʧʝʨʩʦʥʘʞʝʡ ʥʘ ʚʠʜʝʦ. ɺ ʚʠʜʝʦʨʦʣʠʢʘʭ ʟʨʠʪʝʣʝʡ ʧʦʙʫʞʜʘʶʪ 

ʧʨʠʜʝʨʞʠʚʘʪʴʩʷ ʙʝʟʦʧʘʩʥʳʭ ʠ ʥʘʜʝʞʥʳʭ ʤʝʪʦʜʦʚ ʧʦʚʝʜʝʥʠʷ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʥʘʠʣʫʯʰʠʤ ʦʙʨʘʟʦʤ ʟʘʱʠʪʠʪʴ ʠʭ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ. ʂ ʢʘʞʜʦʤʫ ʚʠʜʝʦ 

ʧʨʠʣʘʛʘʝʪʩʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʡ ʙʶʣʣʝʪʝʥʴ ʩ ʦʩʥʦʚʥʳʤʠ ʤʦʤʝʥʪʘʤʠ ʠ ʨʘʟʛʦʚʦʨʘʤʠ, 

ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʣʠ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴ ʥʘ ʩʦʙʨʘʥʠʷʭ ʠʣʠ ʟʘʥʷʪʠʷʭè. 

(CISA AND CYBER.ORG PARTNER TO DELIVER CYBER SAFETY VIDEO 

SERIES // Cybersecurity and Infrastructure Security Agency (CISA) 

(https://www.cisa.gov/news/2021/02/09/cisa-and-cyberorg-partner-deliver-cyber-safety-

video-series). 09.02.2021). 
***  

 

çʂʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ - ʵʪʦ ʛʦʥʢʘ ʚʦʦʨʫʞʝʥʠʡ, ʚ ʢʦʪʦʨʦʡ ʧʨʝʩʪʫʧʥʠʢʠ ʠ 

ʢʦʤʧʘʥʠʠ ʧʦʩʪʦʷʥʥʦ ʩʨʘʞʘʶʪʩʷ ʟʘ ʪʦ, ʯʪʦʙʳ ʦʩʪʘʚʘʪʴʩʷ ʥʘ ʰʘʛ ʚʧʝʨʝʜʠ ʜʨʫʛ 

ʜʨʫʛʘ. ʇʘʥʜʝʤʠʷ ʧʨʦʩʪʦ ʧʨʝʜʦʩʪʘʚʠʣʘ ʭʘʢʝʨʘʤ ʙʦʣʴʰʦʝ ʧʨʝʠʤʫʱʝʩʪʚʦ. 

ʀʩʩʣʝʜʦʚʘʥʠʝ, ʧʨʦʚʝʜʝʥʥʦʝ Opinium ʚ ʧʘʨʪʥʝʨʩʪʚʝ ʩ Bird & Bird, ʧʦʢʘʟʘʣʦ, 

ʯʪʦ ʚ ʃʦʥʜʦʥʝ ʪʨʠ ʠʟ ʧʷʪʠ ʢʦʤʧʘʥʠʡ (60%) ʫʪʚʝʨʞʜʘʶʪ, ʯʪʦ ʫʜʘʣʝʥʥʘʷ ʨʘʙʦʪʘ 

ʫʚʝʣʠʯʠʚʘʝʪ ʨʠʩʢ ʜʣʷ ʠʭ ʀʊ-ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ. ʏʫʪʴ ʤʝʥʝʝ ʧʦʣʦʚʠʥʳ (46%) ʟʘʷʚʠʣʠ, 

ʯʪʦ ʩ ʤʘʨʪʘ 2020 ʛʦʜʘ ʢʦʣʠʯʝʩʪʚʦ ʢʠʙʝʨʘʪʘʢ ʫʚʝʣʠʯʠʣʦʩʴ. ʀ ʙʦʣʝʝ ʧʦʣʦʚʠʥʳ (55%) 

ʩʦʦʙʱʘʶʪ ʦ ʟʥʘʯʠʪʝʣʴʥʦʤ ʫʚʝʣʠʯʝʥʠʠ ʯʠʩʣʘ ʢʣʠʝʥʪʦʚ, ʟʘʷʚʠʚʰʠʭ, ʯʪʦ ʦʥʠ ʩʪʘʣʠ 

ʞʝʨʪʚʘʤʠ ʦʥʣʘʡʥ- ʠʣʠ ʫʜʘʣʝʥʥʳʭ ʤʦʰʝʥʥʠʢʦʚ ʧʦʩʣʝ ʧʘʥʜʝʤʠʠ ʥʘʯʘʣʦʩʴ. 

ʇʦ ʩʣʦʚʘʤ ʉʘʡʤʦʥʘ ʐʫʪʝʨʘ, ʧʘʨʪʥʝʨʘ Bird & Bird ʚ ʃʦʥʜʦʥʝ ʠ ʛʣʘʚʳ 

ʤʝʞʜʫʥʘʨʦʜʥʦʡ ʢʦʤʤʝʨʯʝʩʢʦʡ ʛʨʫʧʧʳ, ʥʘʙʣʶʜʘʝʪʩʷ ʚʩʧʣʝʩʢ ʘʢʪʠʚʥʦʩʪʠ ʩʦ 

ʩʪʦʨʦʥʳ ʚʩʝʭ ʪʠʧʦʚ ʢʠʙʝʨʘʪʘʢ. 

çɺʥʠʟʫ ʝʩʪʴ ʤʣʘʜʰʠʡ ʵʣʝʤʝʥʪ, ʩʮʝʥʘʨʠʩʪʳ. ʉʠʜʷʪ ʜʦʤʘ ʩʢʫʯʥʦ, ʧʦʵʪʦʤʫ 

ʨʘʟʤʠʥʘʶʪ ʤʳʰʮʳ. ʅʝʤʥʦʛʦ ʧʦʜʥʷʚʰʠʩʴ ʧʦ ʧʠʱʝʚʦʡ ʮʝʧʦʯʢʝ, ʫ ʚʘʩ ʝʩʪʴ 

ʭʘʢʪʠʚʠʩʪʳ. ʆʧʷʪʴ ʞʝ, ʦʥʠ ʜʦʤʘ ʩʦ ʚʨʝʤʝʥʝʤ, ʧʦʵʪʦʤʫ ʠʭ ʘʢʪʠʚʥʦʩʪʴ ʥʝʠʟʙʝʞʥʦ 

ʚʦʟʨʘʩʪʘʝʪ. 

çɽʱʝ ʝʩʪʴ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ. ʆʥʠ ʚʠʜʷʪ ʙʦʣʝʝ ʮʝʣʝʚʫʶ ʩʨʝʜʫ, ʧʦʪʦʤʫ ʯʪʦ 

ʣʁ ʜʠ ʨʘʙʦʪʘʶʪ ʠʟ ʜʦʤʘ ʠ ʠʩʧʦʣʴʟʫʶʪ ʩʠʩʪʝʤʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʟʥʘʯʠʪʝʣʴʥʦ 

ʙʦʣʝʝ ʫʷʟʚʠʤʳʤʠ, ʯʝʤ ʚ ʠʭ ʦʬʠʩʘʭ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʤʳ ʥʘʙʣʶʜʘʝʤ ʟʥʘʯʠʪʝʣʴʥʳʡ 

ʦʪʩʢʦʢ ʚ ʘʪʘʢʘʭ ʪʠʧʘ çʟʣʦʫʤʳʰʣʝʥʥʠʢ ʚ ʩʝʨʝʜʠʥʝè, ʢʦʛʜʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢ 

ʧʝʨʝʭʚʘʪʳʚʘʝʪ ʩʦʦʙʱʝʥʠʷ ʤʝʞʜʫ ʜʚʫʤʷ ʣʶʜʴʤʠ ʠ ʠʟʤʝʥʷʝʪ ʠʭ, ʯʪʦʙʳ 

ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʜʠʘʣʦʛ.ò 

ʇʦ ʩʣʦʚʘʤ ʐʫʪʝʨʘ, ʝʱʝ ʦʜʥʘ ʙʳʩʪʨʦʨʘʩʪʫʱʘʷ ʦʙʣʘʩʪʴ - ʵʪʦ ʧʨʦʛʨʘʤʤʳ-

ʚʳʤʦʛʘʪʝʣʠ, ʢʦʪʦʨʳʝ ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʙʦʣʝʝ ʠʟʦʱʨʝʥʥʳʤʠ ʧʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ 

ʧʨʝʩʪʫʧʥʠʢʠ ʥʘʯʠʥʘʶʪ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʪʴʩʷ ʚ ʦʧʨʝʜʝʣʝʥʥʳʭ ʩʝʢʪʦʨʘʭ. 

çɿʘʪʝʤ ʥʘʚʝʨʭʫ ʫ ʚʘʩ ʝʩʪʴ ʥʘʮʠʦʥʘʣʴʥʳʝ ʛʦʩʫʜʘʨʩʪʚʘ ʠ ʥʘʝʤʥʳʝ ʭʘʢʝʨʳ. ʆʥʠ 

ʤʦʛʫʪ ʠʩʢʘʪʴ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʘʢʮʠʥʘʭ ʧʨʦʪʠʚ COVID-19 ʠʣʠ 

ʫʯʘʩʪʚʦʚʘʪʴ ʚ ʧʦʣʠʪʠʯʝʩʢʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ. ʇʨʦʠʩʭʦʜʠʪ ʤʥʦʛʦ ʰʧʠʦʥʘʞʘ, ʠ ʵʪʦ 

ʦʙʣʘʩʪʴ, ʦ ʢʦʪʦʨʦʡ ʤʝʥʴʰʝ ʚʩʝʛʦ ʠʟʚʝʩʪʥʦ, ʧʦʪʦʤʫ ʯʪʦ, ʝʩʣʠ ʦʥʠ ʠ ʭʦʨʦʰʠ, ʦʥʠ 

ʧʦʷʚʣʷʶʪʩʷ ʠ ʠʩʯʝʟʘʶʪ ʙʝʟ ʩʣʝʜʘ.ò 
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ʇʨʠʯʠʥʳ ʙʦʷʪʴʩʷ 

ʅʝ ʪʦʣʴʢʦ ʫʜʘʣʝʥʥʘʷ ʨʘʙʦʪʘ ʦʙʣʝʛʯʠʣʘ ʞʠʟʥʴ ʭʘʢʝʨʘʤ. ɺ ʤʘʝ 2020 ʛʦʜʘ 

McKinsey ʩʦʦʙʱʠʣʘ, ʯʪʦ çʤʳ ʧʨʦʜʚʠʥʫʣʠʩʴ ʥʘ ʧʷʪʴ ʣʝʪ ʚʧʝʨʝʜ ʚ ʚʥʝʜʨʝʥʠʠ 

ʮʠʬʨʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ ʜʣʷ ʧʦʪʨʝʙʠʪʝʣʝʡ ʠ ʙʠʟʥʝʩʘ ʚʩʝʛʦ ʟʘ ʚʦʩʝʤʴ ʥʝʜʝʣʴ. ʕʪʦ 

ʫʩʢʦʨʝʥʠʝ ʩʦʟʜʘʣʦ ʥʦʚʳʝ ʩʣʘʙʳʝ ʤʝʩʪʘ ʠ ʩʜʝʣʘʣʦ ʩʪʘʨʳʝ ʙʦʣʝʝ ʟʘʤʝʪʥʳʤʠ. 

ʂʣʘʫʜʠʦ ʊʘʪʘʨʘʥʥʠ - ʜʠʨʝʢʪʦʨ ʢʦʥʩʫʣʴʪʘʮʠʦʥʥʦʛʦ ʧʦʜʨʘʟʜʝʣʝʥʠʷ Bird & Bird 

OXYGY. ʆʥ ʦʪʤʝʯʘʝʪ, ʯʪʦ ʮʠʬʨʦʚʘʷ ʪʨʘʥʩʬʦʨʤʘʮʠʷ ʙʠʟʥʝʩʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʜʝʣʘʝʪ 

ʝʛʦ ʙʦʣʝʝ ʫʷʟʚʠʤʳʤ ʜʣʷ ʢʠʙʝʨʘʪʘʢ, ʧʦʩʢʦʣʴʢʫ ʦʙʲʝʜʠʥʷʝʪ ʚʩʝ ʜʘʥʥʳʝ ʢʦʤʧʘʥʠʠ ʠ 

ʫʚʝʣʠʯʠʚʘʝʪ ʝʝ ʟʘʚʠʩʠʤʦʩʪʴ ʦʪ ʮʠʬʨʦʚʳʭ ʩʠʩʪʝʤ. 

çʂʦʤʧʘʥʠʠ ʚʩʝ ʯʘʱʝ ʨʘʙʦʪʘʶʪ ʚ ʩʝʪʷʭ, ʧʦʵʪʦʤʫ ʙʝʟʦʧʘʩʥʦʩʪʴ ʮʝʧʦʯʢʠ 

ʧʦʩʪʘʚʦʢ ʩʪʘʥʦʚʠʪʩʷ ʚʩʝ ʙʦʣʝʝ ʚʘʞʥʦʡ, - ʛʦʚʦʨʠʪ ʦʥ. çʂʠʙʝʨʘʪʘʢʘ ʤʦʞʝʪ ʙʳʪʴ 

ʥʘʮʝʣʝʥʘ ʥʘ ʢʨʫʧʥʫʶ ʢʦʨʧʦʨʘʮʠʶ, ʥʦ ʭʘʢʝʨʘʤ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʱʝ ʘʪʘʢʦʚʘʪʴ 

ʧʦʩʪʘʚʱʠʢʦʚ ʵʪʦʡ ʢʦʨʧʦʨʘʮʠʠ, ʘ ʟʘʪʝʤ ʧʝʨʝʡʪʠ ʯʝʨʝʟ ʩʝʪʴ ʢ ʢʦʨʧʦʨʘʮʠʠ. 

çʀʥʪʝʨʥʝʪ ʚʝʱʝʡ ʪʘʢʞʝ ʪʝʩʥʦ ʩʚʷʟʘʥ ʩ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ. ʉʝʡʯʘʩ 

ʩʫʱʝʩʪʚʫʝʪ ʤʥʦʞʝʩʪʚʦ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʝ ʦʙʤʝʥʠʚʘʶʪʩʷ ʜʘʥʥʳʤʠ ʚʥʫʪʨʠ 

ʢʦʤʧʘʥʠʡ, ʥʦ ʪʘʢʞʝ ʠ ʤʝʞʜʫ ʢʦʤʧʘʥʠʷʤʠ. ɺʩʝ ʦʥʠ ʤʦʛʫʪ ʩʪʘʪʴ ʮʝʣʷʤʠ ʢʠʙʝʨʘʪʘʢʠ.ò 

ʃʶʙʘʷ ʥʦʚʘʷ ʪʝʭʥʦʣʦʛʠʷ ʩʦʟʜʘʩʪ ʥʦʚʳʝ ʧʨʦʙʣʝʤʳ. ʊʘʪʘʨʘʥʥʠ ʧʨʠʚʦʜʠʪ 

ʧʨʠʤʝʨ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ, ʚʦʟʤʦʞʥʦ, ʩʘʤʦʡ ʙʦʣʴʰʦʡ ʥʦʚʦʡ ʪʝʭʥʦʣʦʛʠʠ ʠʟ 

ʚʩʝʭ. 

çʀʀ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ, ʯʪʦʙʳ ʟʘʱʠʪʠʪʴ ʥʘʩ; ʤʳ ʤʦʞʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʘʣʛʦʨʠʪʤʳ, ʯʪʦʙʳ ʦʩʪʘʥʦʚʠʪʴ ʘʪʘʢʫ. ʅʦ ʦʥ ʪʘʢʞʝ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʜʣʷ ʙʦʣʝʝ ʠʟʦʱʨʝʥʥʳʭ ʘʪʘʢ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʤʦʛʫʪ 

ʘʜʘʧʪʠʨʦʚʘʪʴʩʷ ʢ ʦʪʚʝʪʘʤ ʢʦʤʧʘʥʠʠ.ò 

ɺʳ ʪʘʢ ʞʝ ʥʝʙʝʟʦʧʘʩʥʳ, ʢʘʢ ʠ ʚʘʰʘ ʩʘʤʘʷ ʧʨʦʪʝʢʘʶʱʘʷ ʪʦʯʢʘ 

ɺʩʷ ʵʪʘ ʘʢʪʠʚʥʦʩʪʴ ʟʘʤʝʜʣʷʪʴʩʷ ʥʝ ʩʦʙʠʨʘʝʪʩʷ. ʆʧʨʦʩ ʪʘʢʞʝ ʧʦʢʘʟʘʣ, ʯʪʦ 

ʧʦʯʪʠ ʜʝʚʷʪʴ ʠʟ ʜʝʩʷʪʠ (88%) ʧʨʝʜʧʨʠʷʪʠʡ, ʢʦʪʦʨʳʝ ʩʪʦʣʢʥʫʣʠʩʴ ʩ ʧʦʚʳʰʝʥʥʳʤ 

ʨʠʩʢʦʤ ʜʣʷ ʩʚʦʝʡ ʀʊ-ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʧʦʩʣʝ ʧʝʨʝʭʦʜʘ ʥʘ ʫʜʘʣʝʥʥʫʶ ʨʘʙʦʪʫ, 

ʦʞʠʜʘʶʪ, ʯʪʦ ʵʪʦʪ ʨʠʩʢ ʩʦʭʨʘʥʠʪʩʷ ʚ ʪʝʯʝʥʠʝ ʩʣʝʜʫʶʱʠʭ 12ï18 ʤʝʩʷʮʝʚ. 

ʍʦʨʦʰʘʷ ʥʦʚʦʩʪʴ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʀʊ-ʦʪʜʝʣʳ ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʣʫʯʰʝ ʠ 

ʣʫʯʰʝ ʚ ʧʦʚʳʰʝʥʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʜʘʣʝʥʥʳʭ ʩʝʪʝʡ. ʇʣʦʭʘʷ ʥʦʚʦʩʪʴ ʚ ʪʦʤ, ʯʪʦ 

ʙʦʣʴʰʠʥʩʪʚʦ ʚʟʣʦʤʦʚ ʥʘʯʠʥʘʝʪʩʷ ʥʝ ʩ ʪʝʭʥʦʣʦʛʠʡ. ʆʥʠ ʥʘʯʠʥʘʶʪʩʷ ʩ 

ʯʝʣʦʚʝʯʝʩʢʦʛʦ ʬʘʢʪʦʨʘ, ʠ ʫʜʘʣʝʥʥʘʷ ʨʘʙʦʪʘ ʚʳʷʚʠʣʘ ʩʪʦʣʴʢʦ ʞʝ ʯʝʣʦʚʝʯʝʩʢʠʭ 

ʫʷʟʚʠʤʦʩʪʝʡ, ʩʢʦʣʴʢʦ ʠ ʧʨʦʙʣʝʤ ʩ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ. 

çɺʩʝ ʧʦʣʫʯʘʶʪ ʙʦʣʴʰʝ ʧʨʠʛʣʘʰʝʥʠʡ ʥʘ ʚʠʜʝʦʢʦʥʬʝʨʝʥʮʠʠ ʚ ʩʚʦʠʭ ʧʦʯʪʦʚʳʭ 

ʷʱʠʢʘʭ, ʘ ʪʘʢʞʝ ʧʨʦʠʟʦʰʝʣ ʚʟʨʳʚʥʦʡ ʨʦʩʪ ʧʣʘʪʬʦʨʤ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʜʧʠʩʠ, 

ʧʦʵʪʦʤʫ ʫ ʚʘʩ ʝʩʪʴ ʫʛʨʦʟʘ ʪʦʛʦ, ʯʪʦ ʩʦʪʨʫʜʥʠʢʠ ʥʝʧʨʝʜʥʘʤʝʨʝʥʥʦ ʥʘʞʤʫʪ ʥʘ ʣʶʙʳʝ 

ʩʨʝʜʩʪʚʘ ʩʚʷʟʠè, - ʦʙʲʷʩʥʷʝʪ ɼʵʡʚ ʂʠʥʛ, ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ Digitalis. 

ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʘʷ ʢʦʤʧʘʥʠʷ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʮʠʬʨʦʚʳʤʠ ʨʠʩʢʘʤʠ ʠ ʨʝʧʫʪʘʮʠʝʡ ʚ 

ʀʥʪʝʨʥʝʪʝ. çʍʘʢʝʨʳ ʚʦʩʧʦʣʴʟʫʶʪʩʷ ʵʪʠʤ, ʧʦʵʪʦʤʫ ʤʳ ʥʘʙʣʶʜʘʝʤ ʨʦʩʪ ʢʦʣʠʯʝʩʪʚʘ 

ʢʘʢ ʦʙʱʠʭ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ ʩʦ ʩʩʳʣʢʘʤʠ ʥʘ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʪʘʢ ʠ ʩʣʦʞʥʳʭ 

ʠʥʜʠʚʠʜʫʘʣʴʥʳʭ ʘʪʘʢ.è 

ʇʦʵʪʦʤʫ ʩʦʚʝʪʫʝʤ ʥʝ ʩʧʨʘʰʠʚʘʪʴ, ʧʦʜʚʝʨʛʥʝʪʩʷ ʣʠ ʚʘʰʘ ʢʦʤʧʘʥʠʷ 

ʥʘʧʘʜʝʥʠʶ, ʘ ʢʦʛʜʘ. ʇʨʦʙʣʝʤʘ ʚ ʪʦʤ, ʯʪʦ ʙʦʣʴʰʠʥʩʪʚʦ ʢʦʤʧʘʥʠʡ ʧʦ-ʧʨʝʞʥʝʤʫ 

ʩʯʠʪʘʶʪ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʧʨʦʙʣʝʤʦʡ ʀʊ. 
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çʂʦʛʜʘ ʷ ʛʦʚʦʨʶ ʩ ʢʣʠʝʥʪʘʤʠ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʝʜʠʥʩʪʚʝʥʥʳʝ ʣʶʜʠ, ʩ 

ʢʦʪʦʨʳʤʠ ʷ ʚʩʪʨʝʯʘʶʩʴ, - ʵʪʦ ʀʊ-ʢʦʤʘʥʜʘ, - ʛʦʚʦʨʠʪ ʐʫʪʝʨ. çʗ ʨʝʜʢʦ ʚʩʪʨʝʯʘʶ 

ʜʘʞʝ ʦʭʨʘʥʫ ʩʪʘʨʦʛʦ ʦʙʨʘʟʮʘ. ʅʦ ʢʦʤʧʘʥʠʷʤ ʥʫʞʝʥ ʮʝʣʦʩʪʥʳʡ ʧʦʜʭʦʜ ʢ 

ʙʝʟʦʧʘʩʥʦʩʪʠ; ɺʳ ʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʩʪʦʣʴʢʦ, ʥʘʩʢʦʣʴʢʦ ʩʤʦʞʝʪʝ.ò 

ʕʪʘ ʪʦʯʢʘ ʤʦʞʝʪ ʙʳʪʴ ʛʜʝ ʫʛʦʜʥʦ. ʕʪʦ ʤʦʞʝʪ ʙʳʪʴ ʬʠʰʠʥʛʦʚʦʝ ʧʠʩʴʤʦ, ʥʘ 

ʢʦʪʦʨʦʝ ʢʪʦ-ʪʦ ʥʘʞʠʤʘʝʪ, ʥʝ ʟʘʜʫʤʳʚʘʷʩʴ; ʵʪʦ ʤʦʞʝʪ ʙʳʪʴ USB-ʥʘʢʦʧʠʪʝʣʴ, 

ʦʩʪʘʚʣʝʥʥʳʡ ʚ ʤʘʰʠʥʝ ʥʘ ʧʘʨʢʦʚʢʝ ʢʦʤʧʘʥʠʠ. ʂʘʢ ʦʪʤʝʯʘʝʪ ʐʫʪʝʨ, ʫʜʘʣʝʥʥʘʷ 

ʨʘʙʦʪʘ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʚ ʙʦʣʴʰʠʥʩʪʚʝ ʣʦʥʜʦʥʩʢʠʭ ʦʬʠʩʦʚ ʩʝʡʯʘʩ ʨʘʙʦʪʘʝʪ ʩʢʝʣʝʪʥʳʡ 

ʧʝʨʩʦʥʘʣ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʥʝ ʟʥʘʪʴ ʪʝʢʫʱʠʭ ʧʨʦʮʝʜʫʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʤʦʞʝʪ ʥʝ 

ʟʥʘʪʴ, ʢʪʦ ʜʦʣʞʝʥ ʧʨʠʭʦʜʠʪʴ ʠ ʫʭʦʜʠʪʴ. ɺʩʝ ʵʪʦ ʩʦʟʜʘʝʪ ʪʦʯʢʠ ʫʷʟʚʠʤʦʩʪʠ. 

ɼʦʣʣʘʨ ʦʩʪʘʥʘʚʣʠʚʘʝʪʩʷ ʥʘ ʛʝʥʝʨʘʣʴʥʦʤ ʜʠʨʝʢʪʦʨʝ 

ʀʪʘʢ, ʧʝʨʚʦʝ, ʯʪʦ ʥʫʞʥʦ ʟʘʜʘʪʴ ʩʦʚʝʪʫ ʜʠʨʝʢʪʦʨʦʚ ʢʦʤʧʘʥʠʠ, - ʵʪʦ ʢʘʢʠʝ 

ʠʟʤʝʥʝʥʠʷ ʙʳʣʠ ʚʥʝʩʝʥʳ ʚ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʥʘʯʘʣʘ ʧʘʥʜʝʤʠʠ. 

çʉʦʚʝʪ ʜʠʨʝʢʪʦʨʦʚ ʜʦʣʞʝʥ ʟʘʧʨʦʩʠʪʴ ʘʥʘʣʠʟ ʪʦʛʦ, ʧʦʜʚʝʨʞʝʥʘ ʣʠ ʢʦʤʧʘʥʠʷ 

ʙʦʣʴʰʝʤʫ ʨʠʩʢʫ, ʠ ʯʪʦ ʙʳʣʦ ʩʜʝʣʘʥʦ ʜʣʷ ʨʝʰʝʥʠʷ ʵʪʦʡ ʧʨʦʙʣʝʤʳ; ʧʨʦʛʨʘʤʤʘ ʜʣʷ 

ʧʦʜʢʣʶʯʝʥʠʷ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʯʝʡ ʩʠʣʳ; ʠ ʛʨʘʤʦʪʥʳʡ ʘʥʘʣʠʟ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ 

ʢʦʤʧʘʥʠʠ, - ʛʦʚʦʨʠʪ ʐʫʪʝʨ. çʀʤ ʪʘʢʞʝ ʩʣʝʜʫʝʪ ʩʧʨʦʩʠʪʴ ʦ ʪʦʤ, ʯʪʦ ʙʳʣʦ ʩʜʝʣʘʥʦ 

ʜʣʷ ʠʥʬʦʨʤʠʨʦʚʘʥʠʷ ʧʝʨʩʦʥʘʣʘ ʢʦʤʧʘʥʠʠ ʦ ʨʠʩʢʘʭ.ò 

ʆʜʥʘʢʦ, ʚ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ, ʠʟʤʝʥʝʥʠʝ ʚ ʧʦʥʠʤʘʥʠʠ ʠ ʫʩʪʨʘʥʝʥʠʠ ʫʷʟʚʠʤʦʩʪʝʡ 

ʯʝʣʦʚʝʢʘ ʜʦʣʞʥʦ ʧʨʦʠʩʭʦʜʠʪʴ ʧʦʜ ʨʫʢʦʚʦʜʩʪʚʦʤ ʛʝʥʝʨʘʣʴʥʦʛʦ ʜʠʨʝʢʪʦʨʘ. 

çʄʳ ʛʦʚʦʨʠʤ ʛʝʥʝʨʘʣʴʥʦʤʫ ʜʠʨʝʢʪʦʨʫ: ʧʨʦʜʦʣʞʘʡʪʝ ʠʥʚʝʩʪʠʨʦʚʘʪʴ ʚ 

ʦʙʦʨʫʜʦʚʘʥʠʝ ʠ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʧʨʦʜʦʣʞʘʡʪʝ ʧʦʜʜʝʨʞʠʚʘʪʴ ʩʚʦʝʛʦ 

ʪʝʭʥʠʯʝʩʢʦʛʦ ʜʠʨʝʢʪʦʨʘ ʠ ʩʚʦʝʛʦ ʀʊ-ʜʠʨʝʢʪʦʨʘè, - ʛʦʚʦʨʠʪ ʂʠʥʛ. çʅʦ ʝʩʣʠ ʚʳ ʥʝ 

ʠʥʚʝʩʪʠʨʫʝʪʝ ʚ ʩʥʠʞʝʥʠʝ ʫʷʟʚʠʤʦʩʪʠ ʯʝʣʦʚʝʢʘ, ʚʳ ʤʦʞʝʪʝ ʧʦʣʥʦʩʪʴʶ ʫʨʝʟʘʪʴ ʠʭ 

ʙʶʜʞʝʪ, ʧʦʪʦʤʫ ʯʪʦ ʚ ʵʪʦʤ ʥʝʪ ʩʤʳʩʣʘ.è 

ʉʥʠʞʝʥʠʝ ʫʷʟʚʠʤʦʩʪʠ ʯʝʣʦʚʝʢʘ 

ʀʥʚʝʩʪʠʮʠʠ ʚ ʵʪʫ ʯʝʣʦʚʝʯʝʩʢʫʶ ʩʪʦʨʦʥʫ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʦʣʞʥʳ 

ʦʭʚʘʪʳʚʘʪʴ ʨʷʜ ʦʙʣʘʩʪʝʡ. ʇʝʨʩʦʥʘʣ ʜʦʣʞʝʥ ʧʨʦʡʪʠ ʦʙʫʯʝʥʠʝ ʧʦ ʚʦʧʨʦʩʘʤ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʦʥʠ ʧʦʥʠʤʘʶʪ, ʯʪʦ ʙʝʟʦʧʘʩʥʦʩʪʴ - ʵʪʦ 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʢʘʞʜʦʛʦ. ʂʘʢ ʫʢʘʟʳʚʘʝʪ ɼʵʚʠʜ ʋʘʡʪ, ʦʩʥʦʚʘʪʝʣʴ ʧʣʘʪʬʦʨʤʳ 

ʫʧʨʘʚʣʝʥʠʷ, ʨʠʩʢʦʚ ʠ ʩʦʦʪʚʝʪʩʪʚʠʷ Esorma, ʦʜʥʠʤ ʠʟ ʧʨʠʟʥʘʢʦʚ ʪʦʛʦ, ʯʪʦ 

ʩʦʦʙʱʝʥʠʝ ʜʦʭʦʜʠʪ, ʷʚʣʷʝʪʩʷ ʪʦ, ʯʪʦ ʚʳ ʥʘʯʥʝʪʝ ʧʦʣʫʯʘʪʴ ʙʦʣʴʰʝ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɽʱʝ ʦʜʥʦ, ʯʪʦ ʥʫʞʥʦ ʩʜʝʣʘʪʴ ʧʨʷʤʦ ʩʝʡʯʘʩ, - ʛʦʚʦʨʠʪ ʋʘʡʪ, - ʵʪʦ ʧʦʜʫʤʘʪʴ ʦ 

ʪʦʤ, ʫ ʢʦʛʦ ʢ ʢʘʢʠʤ ʜʘʥʥʳʤ ʝʩʪʴ ʜʦʩʪʫʧ. 

çʋ ʙʦʣʴʰʠʥʩʪʚʘ ʢʦʤʧʘʥʠʡ ʝʩʪʴ ʩʠʩʪʝʤʳ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ, ʪʘʢ ʯʪʦ ʵʪʦ 

ʙʝʩʧʣʘʪʥʦʝ ʨʝʰʝʥʠʝè, - ʦʙʲʷʩʥʷʝʪ ʦʥ. çɺʘʞʥʦ ʦʛʨʘʥʠʯʠʪʴ ʜʦʩʪʫʧ ʢ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤ ʜʘʥʥʳʤ - ʩʪʨʘʥʥʳʝ ʚʝʱʠ ʤʦʛʫʪ ʧʨʦʠʩʭʦʜʠʪʴ, ʢʦʛʜʘ 

ʥʝʧʦʜʭʦʜʷʱʠʝ ʣʶʜʠ ʧʦʣʫʯʘʶʪ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ. ʊʦʯʥʦ ʪʘʢ ʞʝ ʚʘʞʥʦ ʥʝ ʯʨʝʟʤʝʨʥʦ 

ʦʛʨʘʥʠʯʠʚʘʪʴ ʜʦʩʪʫʧ, ʧʦʪʦʤʫ ʯʪʦ ʵʪʦ ʧʨʠʚʦʜʠʪ ʢ ʪʦʤʫ, ʯʪʦ ʣʶʜʠ ʥʘʭʦʜʷʪ ʦʙʭʦʜʥʳʝ 

ʧʫʪʠ, ʢʦʪʦʨʳʝ ʚ ʦʩʥʦʚʥʦʤ ʷʚʣʷʶʪʩʷ ʢʠʙʝʨ-ʥʘʨʫʰʝʥʠʷʤʠ ʩ ʙʣʘʛʠʤʠ ʥʘʤʝʨʝʥʠʷʤʠ ʠ 

ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ, ʝʩʣʠ ʧʝʨʩʦʥʘʣ ʣʠʰʠʪʩʷ ʛʨʘʞʜʘʥʩʢʠʭ ʧʨʘʚ.ò 

ʇʦ ʩʣʦʚʘʤ ʂʠʥʛʘ, ʯʪʦ-ʪʦ ʝʱʝ, ʯʪʦ ʩʣʝʜʫʝʪ ʩʜʝʣʘʪʴ ʥʝʤʝʜʣʝʥʥʦ, - ʵʪʦ ʠʟʫʯʠʪʴ 

ʪʦ, ʯʪʦ ʥʘʟʳʚʘʝʪʩʷ çʧʦʚʝʨʭʥʦʩʪʴʶ ʘʪʘʢʠè ʢʦʤʧʘʥʠʠ; ʩʫʤʤʘ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʪʦʯʝʢ 

ʚʭʦʜʘ ʜʣʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ. 
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çɿʣʦʫʤʳʰʣʝʥʥʠʢ ʙʫʜʝʪ ʩʤʦʪʨʝʪʴ ʥʘ ʛʝʥʝʨʘʣʴʥʦʛʦ ʜʠʨʝʢʪʦʨʘ, ʥʘ ʝʛʦ 

ʩʝʢʨʝʪʘʨʷ, ʝʛʦ ʞʝʥʫ ʠ ʩʚʦʠʭ ʜʝʪʝʡ, ʯʪʦʙʳ ʫʚʠʜʝʪʴ, ʯʪʦ ʪʘʤ, ʩʢʨʳʪʦ ʚ ʛʣʫʙʦʢʦʡ ʩʝʪʠ, 

ʯʪʦ ʦʥʠ ʤʦʛʫʪ ʩʦʙʨʘʪʴ ʚʦʝʜʠʥʦ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʘʪʘʢʝè, - ʦʙʲʷʩʥʷʝʪ ʂʠʥʛ. çɽʩʣʠ ʚʳ 

ʚʩʝ ʵʪʦ ʟʥʘʝʪʝ, ʚʳ ʤʦʞʝʪʝ ʧʦʛʦʚʦʨʠʪʴ ʩ ʣʶʜʴʤʠ ʦ ʩʤʷʛʯʝʥʠʠ ʧʦʩʣʝʜʩʪʚʠʡ. ɺʳ 

ʤʦʞʝʪʝ ʩʜʝʣʘʪʴ ʵʪʠ ʩʦʮʠʘʣʴʥʳʝ ʧʣʘʪʬʦʨʤʳ ʧʨʠʚʘʪʥʳʤʠ, ʚʳ ʤʦʞʝʪʝ ʫʜʘʣʠʪʴ ʚʝʱʠ, 

ʢʦʪʦʨʳʝ ʚʳʜʘʶʪ ʩʣʠʰʢʦʤ ʤʥʦʛʦ ʠʥʬʦʨʤʘʮʠʠ. ʊʝʧʝʨʴ ʵʪʦ ʜʦʣʞʥʦ ʙʳʪʴ 

ʩʪʘʥʜʘʨʪʥʦʡ ʨʘʙʦʯʝʡ ʧʨʦʮʝʜʫʨʦʡ ʜʣʷ ʩʦʚʝʪʘ ʜʠʨʝʢʪʦʨʦʚ, ʯʪʦʙʳ ʧʨʦʚʝʩʪʠ ʘʫʜʠʪ 

ʘʪʘʢ, ʯʪʦʙʳ ʧʦʥʷʪʴ, ʯʪʦ ʪʘʤ ʧʨʦʠʩʭʦʜʠʪ.ò 

çʕʪʦ ʪʘʢʞʝ ʠʤʝʝʪ ʚʪʦʨʦʩʪʝʧʝʥʥʳʝ ʧʨʝʠʤʫʱʝʩʪʚʘ. ʆʥ ʫʢʘʟʳʚʘʝʪ ʥʘ ʪʦ, ʯʪʦ 

ʤʦʞʝʪ ʥʘʥʝʩʪʠ ʨʝʧʫʪʘʮʠʦʥʥʳʡ ʫʱʝʨʙ. ʀ ʵʪʦ ʤʦʞʝʪ ʧʦʤʦʯʴ ʚ ʦʙʝʩʧʝʯʝʥʠʠ 

ʬʠʟʠʯʝʩʢʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʪʦʤʫ ʯʪʦ ʵʪʠ ʞʝ ʤʝʪʦʜʳ ʚʩʝ ʯʘʱʝ ʠʩʧʦʣʴʟʫʶʪʩʷ 

ʧʨʝʩʪʫʧʥʠʢʘʤʠ ʚ ʬʠʟʠʯʝʩʢʦʤ ʤʠʨʝ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ ʢʨʘʞ ʩʦ ʚʟʣʦʤʦʤ ʠʣʠ, ʥʘ 

ʜʨʫʛʠʭ ʪʝʨʨʠʪʦʨʠʷʭ, ʧʦʭʠʱʝʥʠʡ.ò 

ʇʣʘʥ ʚʳʟʜʦʨʦʚʣʝʥʠʷ 

ʋʘʡʪ ʨʝʢʦʤʝʥʜʫʝʪ ʜʨʫʛʦʡ ʩʧʦʩʦʙ ʧʨʝʦʜʦʣʝʥʠʷ ʨʘʟʨʳʚʘ ʤʝʞʜʫ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤʠ ʠ ʯʝʣʦʚʝʯʝʩʢʠʤʠ ʘʩʧʝʢʪʘʤʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʡ ʤʦʞʥʦ 

ʙʳʩʪʨʦ ʨʝʘʣʠʟʦʚʘʪʴ - ʧʣʘʥ ʦʙʝʩʧʝʯʝʥʠʷ ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʙʠʟʥʝʩʘ ʠ ʘʚʘʨʠʡʥʦʛʦ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ. 

çʃʶʜʠ ʨʘʙʦʪʘʶʪ ʨʘʟʨʦʟʥʝʥʥʦ, - ʛʦʚʦʨʠʪ ʦʥ. çʀʊ-ʢʦʤʘʥʜʘ ʦʙʳʯʥʦ ʥʝ 

ʦʙʱʘʝʪʩʷ ʟʘ ʧʨʝʜʝʣʘʤʠ ʩʚʦʝʛʦ ʦʪʜʝʣʘ. ʅʦ ʝʩʣʠ ʚʳ ʥʘʯʥʝʪʝ ʩʦʟʜʘʚʘʪʴ ʧʣʘʥ 

ʦʙʝʩʧʝʯʝʥʠʷ ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʙʠʟʥʝʩʘ, ʚʳ ʙʦʣʴʰʝ ʥʝ ʙʫʜʝʪʝ ʛʦʚʦʨʠʪʴ ʦʙ ʀʊ. ɺʳ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʙʱʘʝʪʝʩʴ ʩ ʦʩʪʘʣʴʥʦʡ ʯʘʩʪʴʶ ʙʠʟʥʝʩʘ ʠ ʚʥʦʩʠʪʝ ʙʝʟʦʧʘʩʥʦʩʪʴ ʚ ʠʭ 

ʙʫʥʢʝʨ. 

çɺ ʧʨʦʮʝʩʩʝ ʦʙʝʩʧʝʯʝʥʠʷ ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʙʠʟʥʝʩʘ ʚʳ ʦʧʨʝʜʝʣʷʝʪʝ 

ʘʙʩʦʣʶʪʥʳʝ ʢʣʶʯʝʚʳʝ ʘʢʪʠʚʳ ʙʠʟʥʝʩʘ, ʦ ʢʦʪʦʨʳʭ ʥʝʦʙʭʦʜʠʤʦ ʟʘʙʦʪʠʪʴʩʷ, ʯʪʦ ʙʳ 

ʥʠ ʩʣʫʯʠʣʦʩʴ, ʠ ʚʳ ʨʝʰʘʝʪʝ, ʢʘʢ ʠʭ ʟʘʱʠʪʠʪʴ. ʅʦ ʙʠʟʥʝʩ ʚʩʝʛʜʘ ʤʝʥʷʝʪʩʷ, ʧʦʪʦʤʫ 

ʯʪʦ ʤʝʥʷʶʪʩʷ ʧʦʪʨʝʙʥʦʩʪʠ ʢʣʠʝʥʪʦʚ. ʊʘʢ ʥʫʞʥʦ ʣʠ ʟʘʱʠʱʘʪʴ ʪʦ, ʯʪʦ ʪʨʝʙʦʚʘʣʦ 

ʟʘʱʠʪʳ? ʀʣʠ ʥʘʜʦ ʩʝʛʦʜʥʷ ʧʦ-ʨʘʟʥʦʤʫ ʟʘʱʠʪʠʪʴ? ɺʘʤ ʥʫʞʥʦ ʢʘʞʜʳʝ ʰʝʩʪʴ 

ʤʝʩʷʮʝʚ ʨʝʧʝʪʠʨʦʚʘʪʴ, ʯʪʦ ʠʜʝʪ ʥʝ ʪʘʢ, ʯʪʦʙʳ ʫʚʠʜʝʪʴ, ʨʘʙʦʪʘʝʪ ʣʠ ʚʘʰ ʧʣʘʥ.ò 

ɺʩʝ ʵʪʦ ʤʦʞʝʪ ʧʦʢʘʟʘʪʴʩʷ ʦʯʝʚʠʜʥʳʤ, ʥʦ ʠʩʩʣʝʜʦʚʘʥʠʝ 2019 ʛʦʜʘ, 

ʧʨʦʚʝʜʝʥʥʦʝ ʧʦʩʪʘʚʱʠʢʦʤ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʫʩʣʫʛ Probrand, ʧʦʢʘʟʘʣʦ, ʯʪʦ ʯʝʪʚʝʨʪʴ 

ʙʨʠʪʘʥʩʢʠʭ ʤʘʣʳʭ ʠ ʩʨʝʜʥʠʭ ʧʨʝʜʧʨʠʷʪʠʡ ʥʝ ʠʤʝʶʪ ʧʣʘʥʘ ʦʙʝʩʧʝʯʝʥʠʷ 

ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʙʠʟʥʝʩʘ, ʘ ʧʦʣʦʚʠʥʘ ʠʟ ʥʠʭ ʥʝ ʪʝʩʪʠʨʫʝʪ ʝʛʦ ʨʝʛʫʣʷʨʥʦ. 

Shooter ʧʨʠʚʦʜʠʪ ʚ ʧʨʠʤʝʨ ʥʝʜʘʚʥʶʶ ʨʘʙʦʪʫ ʩ ʥʝʙʦʣʴʰʠʤ ʠʥʚʝʩʪʠʮʠʦʥʥʳʤ 

ʙʘʥʢʦʤ ʥʘʜ ʝʛʦ ʧʨʦʛʨʘʤʤʦʡ ʢʠʙʝʨʫʩʪʦʡʯʠʚʦʩʪʠ. ʕʪʦ ʚʢʣʶʯʘʣʦ ʦʙʟʦʨ ʠ ʧʝʨʝʩʤʦʪʨ 

ʧʣʘʥʦʚ ʨʝʘʛʠʨʦʚʘʥʠʷ; ʧʦʜʛʦʪʦʚʢʘ ʨʫʢʦʚʦʜʩʪʚ ʧʦ ʪʘʢʠʤ ʚʦʧʨʦʩʘʤ, ʢʘʢ ʩʦʙʣʶʜʝʥʠʝ 

ʪʨʝʙʦʚʘʥʠʡ ʬʠʥʘʥʩʦʚʦʛʦ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ, ʫʧʨʘʚʣʝʥʠʝ ʧʝʨʩʦʥʘʣʦʤ ʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʜʘʥʥʳʭ ʚ ʢʦʥʪʝʢʩʪʝ ʠʥʮʠʜʝʥʪʘ; ʩʦʟʜʘʥʠʝ ʢʨʫʛʣʦʩʫʪʦʯʥʦʡ 

ʜʝʞʫʨʥʦʡ ʩʣʫʞʙʳ ʵʢʩʪʨʝʥʥʦʡ ʧʦʤʦʱʠ; ʠ ʧʨʦʚʝʜʝʥʠʝ ʦʙʫʯʝʥʠʷ ʠ ʫʯʘʩʪʠʝ ʚ 

ʩʠʤʫʣʷʮʠʦʥʥʳʭ ʫʧʨʘʞʥʝʥʠʷʭ. 

çɺʩʝ ʵʪʦ ʧʨʠʚʦʜʠʪ ʢ ʪʦʤʫ, ʯʪʦ ʢʣʠʝʥʪ ʤʦʞʝʪ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʪʴ 

ʩʦʦʪʚʝʪʩʪʚʠʝ ʪʨʝʙʦʚʘʥʠʷʤ ʨʝʛʫʣʠʨʫʶʱʝʛʦ ʦʨʛʘʥʘè, - ʛʦʚʦʨʠʪ ʦʥ. çʅʝ ʤʝʥʝʝ ʚʘʞʥʦ 

ʪʦ, ʯʪʦ ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʢʣʠʝʥʪ ʥʝ ʪʦʣʴʢʦ ʣʫʯʰʝ ʟʘʱʠʱʝʥ ʦʪ ʘʪʘʢʠ, ʥʦ ʠ ʩʧʦʩʦʙʝʥ 

ʩʧʨʘʚʠʪʴʩʷ ʩ ʠʥʮʠʜʝʥʪʦʤ ʚ ʩʣʫʯʘʝ ʝʛʦ ʚʦʟʥʠʢʥʦʚʝʥʠʷ.ò 

ɿʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ ʠ ʨʝʛʫʣʠʨʦʚʘʥʠʝ 
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ɽʱʝ ʦʜʥʘ ʚʝʱʴ, ʦ ʢʦʪʦʨʦʡ ʜʦʣʞʥʦ ʟʥʘʪʴ ʨʫʢʦʚʦʜʩʪʚʦ ʢʦʤʧʘʥʠʠ, - ʵʪʦ ʪʦ, ʢʘʢ 

ʤʝʥʷʶʪʩʷ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ ʠ ʥʦʨʤʘʪʠʚʥʳʝ ʘʢʪʳ, ʢʘʩʘʶʱʠʝʩʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ Brexit ʪʝʧʝʨʴ çʛʦʪʦʚè, ʟʘʢʦʥʳ ʠ ʜʠʨʝʢʪʠʚʳ ɽʉ ʧʦ-ʧʨʝʞʥʝʤʫ 

ʧʨʠʤʝʥʷʶʪʩʷ ʢ ʢʦʤʧʘʥʠʷʤ ʠʟ ʩʪʨʘʥ, ʥʝ ʚʭʦʜʷʱʠʭ ʚ ɽʉ (ʪʝʧʝʨʴ ʚʢʣʶʯʘʷ 

ɺʝʣʠʢʦʙʨʠʪʘʥʠʶ), ʢʦʪʦʨʳʝ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʩʚʦʠ ʫʩʣʫʛʠ ʚ ɽʉ. Bird & Bird's Shooter 

ʧʨʝʜʫʧʨʝʞʜʘʝʪ, ʯʪʦ ʜʠʨʝʢʪʠʚʘ ɼʠʨʝʢʪʠʚʳ ʧʦ ʩʝʪʝʚʳʤ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤ ʩʣʫʞʙʘʤ 

(NIS) ʜʦʣʞʥʘ ʩʝʨʴʝʟʥʦ ʠʟʤʝʥʠʪʴʩʷ ʚ ʨʘʤʢʘʭ ʩʪʨʘʪʝʛʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ɽʉ ʥʘ 

ʎʠʬʨʦʚʦʝ ʜʝʩʷʪʠʣʝʪʠʝ. ʇʨʝʜʣʦʞʝʥʠʝ ʦ ʜʠʨʝʢʪʠʚʝ ʦ ʤʝʨʘʭ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 

ʚʳʩʦʢʦʛʦ ʦʙʱʝʛʦ ʫʨʦʚʥʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ɽʉ, ʠʟʚʝʩʪʥʦʝ ʢʘʢ NIS 2, ʙʳʣʦ 

ʧʨʝʜʩʪʘʚʣʝʥʦ ʚ ʜʝʢʘʙʨʝ 2020 ʛʦʜʘ, ʘ ʧʝʨʠʦʜ ʦʙʨʘʪʥʦʡ ʩʚʷʟʠ ʜʦʣʞʝʥ ʟʘʚʝʨʰʠʪʴʩʷ 18 

ʤʘʨʪʘ ʵʪʦʛʦ ʛʦʜʘ. 

çʄʳ ʜʦʣʞʥʳ ʟʥʘʪʴ, ʯʪʦ ʧʨʘʚʠʣʘ ɽʉ ʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʧʦ ʧʝʨʝʜʘʯʝ ʜʘʥʥʳʭ 

ʜʦʣʞʥʳ ʚʩʪʫʧʘʪʴ ʚ ʙʨʘʢ, ʠʥʘʯʝ ʤʳ ʦʯʝʥʴ ʫʩʣʦʞʥʷʝʤ ʩʝʙʝ ʞʠʟʥʴè, - ʛʦʚʦʨʠʪ ʐʫʪʝʨ. 

çɺʝʣʠʢʦʙʨʠʪʘʥʠʷ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʧʦʣʥʦʩʪʴʶ ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʥʘ ʩ ɽʚʨʦʧʦʡ, 

ʧʦʵʪʦʤʫ ʙʫʜʝʪ ʠʥʪʝʨʝʩʥʦ ʧʦʩʤʦʪʨʝʪʴ, ʧʦʡʜʝʤ ʣʠ ʤʳ ʚ ʥʦʛʫ ʩʦ ʚʨʝʤʝʥʝʤ ʠ ʚʥʝʩʝʤ 

ʧʦʧʨʘʚʢʠ ʚ ʧʨʘʚʠʣʘ NIS. ò 

ʂʨʦʤʝ ʪʦʛʦ, 27 ʠʶʥʷ 2020 ʛʦʜʘ ʚʩʪʫʧʠʣ ʚ ʩʠʣʫ ɿʘʢʦʥ ɽʉ ʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʫʢʨʝʧʠʚʰʠʡ ʘʛʝʥʪʩʪʚʦ ɽʉ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ Enisa ʠ 

ʫʩʪʘʥʦʚʠʚ ʦʙʱʝʝʚʨʦʧʝʡʩʢʫʶ ʩʠʩʪʝʤʫ ʩʝʨʪʠʬʠʢʘʮʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ 

ʧʨʦʜʫʢʪʦʚ, ʧʨʦʮʝʩʩʦʚ ʠ ʫʩʣʫʛ ʀʂʊ. ɺʝʣʠʢʦʙʨʠʪʘʥʠʷ ʨʘʩʩʤʘʪʨʠʚʘʝʪ ʩʦʙʩʪʚʝʥʥʦʝ 

ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ ʠʣʠ ʩʚʦʜ ʧʨʘʚʠʣ ʜʣʷ ʩʤʘʨʪ-ʫʩʪʨʦʡʩʪʚ, ʠ, ʧʦ ʩʣʦʚʘʤ ʐʫʪʝʨʘ, ʤʳ 

ʤʦʞʝʤ ʦʞʠʜʘʪʴ, ʯʪʦ ʵʪʦ ʙʫʜʝʪ ʢʦʧʠʨʦʚʘʪʴ ʪʦ, ʯʪʦ ʩʫʱʝʩʪʚʫʝʪ ʚ ɽʉ. ʆʥ 

ʧʨʝʜʫʧʨʝʞʜʘʝʪ, ʯʪʦ ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʠ ʧʦʩʪʘʚʱʠʢʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʫʩʪʨʦʡʩʪʚ 

ʜʦʣʞʥʳ ʙʳʪʴ ʚ ʢʫʨʩʝ ʨʘʟʨʘʙʦʪʦʢ EUCA, ʪʘʢ ʢʘʢ ʦʥʠ ʤʦʛʫʪ ʧʦʚʣʠʷʪʴ ʥʘ 

ʚʦʟʤʦʞʥʦʩʪʴ ʧʨʦʜʘʞʠ ʠʭ ʧʨʦʜʫʢʪʦʚ. 

çʂʦʤʘʥʜʳ ʢʦʤʧʣʘʝʥʩ ʜʦʣʞʥʳ ʩʣʝʜʠʪʴ ʟʘ ʚʩʝʤ ʵʪʠʤ ʠ ʩʪʨʝʤʠʪʴʩʷ ʦʙʝʩʧʝʯʠʪʴ 

ʩʦʙʣʶʜʝʥʠʝ ʪʨʝʙʦʚʘʥʠʡ ʢʘʢ ʤʦʞʥʦ ʨʘʥʴʰʝ. ʕʪʦ ʚʩʝʛʜʘ ʩʣʦʞʥʝʝ ʠ ʜʦʨʦʞʝ, ʢʦʛʜʘ ʢ 

ʛʦʣʦʚʝ ʧʨʠʩʪʘʚʣʝʥ ʧʠʩʪʦʣʝʪè, - ʛʦʚʦʨʠʪ ʦʥ. 

çɹʦʣʝʝ ʰʠʨʦʢʦʝ ʠ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʦʝ ʨʝʛʫʣʠʨʦʚʘʥʠʝ ʧʨʝʜʧʦʣʘʛʘʝʪ 

ʚʳʧʦʣʥʝʥʠʝ ʦʙʷʟʘʪʝʣʴʩʪʚ, ʠ ʵʪʦ ʧʨʝʨʦʛʘʪʠʚʘ ʶʨʠʩʪʘ. ʈʘʟʨʘʙʦʪʢʘ, ʚʥʝʜʨʝʥʠʝ, 

ʤʦʥʠʪʦʨʠʥʛ ʠ ʢʦʨʨʝʢʪʠʨʦʚʢʘ ʧʨʦʛʨʘʤʤ ʢʦʤʧʣʘʝʥʩ - ʵʪʦ ʦʩʥʦʚʥʘʷ ʟʘʜʘʯʘ ʪʘʢʠʭ 

ʶʨʠʩʪʦʚ, ʢʘʢ ʤʳ. ɺʘʤ ʩʣʝʜʫʝʪ ʧʨʠʚʣʝʯʴ ʚʥʝʰʥʶʶ ʶʨʠʜʠʯʝʩʢʫʶ ʵʢʩʧʝʨʪʠʟʫ, ʢʘʢ 

ʪʦʣʴʢʦ ʥʘʯʥʝʪʩʷ ʦʪʩʯʝʪ ʚʨʝʤʝʥʠ ʩ ʩʦʙʣʶʜʝʥʠʝʤ ʥʦʨʤʘʪʠʚʥʳʭ ʪʨʝʙʦʚʘʥʠʡ.ò 

ʇʦʩʣʝ ʧʨʠʩʪʫʧʘ 

ʂʦʤʧʘʥʠʠ ʤʦʛʫʪ ʤʥʦʛʦʝ ʩʜʝʣʘʪʴ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʢʠʙʝʨʘʪʘʢ ʠ ʩʤʷʛʯʠʪʴ ʠʭ 

ʧʦʩʣʝʜʩʪʚʠʷ, ʥʦ ʨʘʥʦ ʠʣʠ ʧʦʟʜʥʦ ʦʥʠ ʧʦʩʪʨʘʜʘʶʪ. ʇʦ ʩʣʦʚʘʤ ʐʫʪʝʨʘ, ʝʩʣʠ ʵʪʦ 

ʘʪʘʢʘ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʷ, ʤʥʦʛʠʝ ʢʦʤʧʘʥʠʠ ʩʯʠʪʘʶʪ, ʯʪʦ ʟʘʧʣʘʪʠʪʴ ʜʝʰʝʚʣʝ ʠ 

ʧʨʦʱʝ, ʯʝʤ ʧʳʪʘʪʴʩʷ ʧʝʨʝʟʘʧʫʩʪʠʪʴ ʙʠʟʥʝʩ. 

çɿʘʧʨʝʱʘʝʪʩʷ ʧʣʘʪʠʪʴ ʚʳʢʫʧ ʪʦʣʴʢʦ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʜʝʥʴʛʠ ʠʜʫʪ 

ʟʘʧʨʝʱʝʥʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʥʘʧʨʠʤʝʨ, ʪʝʨʨʦʨʠʩʪʠʯʝʩʢʦʡ ʛʨʫʧʧʝ, ʥʦ ʚʳ ʨʝʜʢʦ 

ʫʟʥʘʝʪʝ, ʪʘʢ ʣʠ ʵʪʦè, - ʛʦʚʦʨʠʪ ʦʥ. çʕʪʦ ʪʘʢʞʝ ʯʘʩʪʦ ʧʦʢʨʳʚʘʝʪʩʷ ʩʪʨʘʭʦʚʢʦʡ, ʥʦ 

ʢʦʤʧʘʥʠʠ ʜʦʣʞʥʳ ʧʨʦʚʝʨʠʪʴ ʩʚʦʶ ʧʦʣʠʪʠʢʫ. ʆʥ ʥʝ ʙʫʜʝʪ ʧʦʢʨʳʚʘʪʴʩʷ, ʝʩʣʠ 

ʧʣʘʪʝʞ ʥʝʟʘʢʦʥʝʥ.ò 

ʐʫʪʝʨ ʦʙʲʷʩʥʷʝʪ, ʯʪʦ ʧʦʩʣʝ ʦʧʣʘʪʳ ʢʦʤʧʘʥʠʠ ʦʙʳʯʥʦ ʚʦʟʚʨʘʱʘʶʪ ʩʚʦʠ 

ʜʘʥʥʳʝ ʠʣʠ ʢʣʶʯ, ʥʝʦʙʭʦʜʠʤʳʡ ʜʣʷ ʠʭ ʨʘʟʙʣʦʢʠʨʦʚʢʠ. çʇʦʩʣʝ ʵʪʦʛʦ ʚʳ, ʢʘʢ 



 34 

ʧʨʘʚʠʣʦ, ʙʦʣʴʰʝ ʥʝ ʙʫʜʝʪʝ ʧʦʨʘʞʝʥʳ ʪʝʤ ʞʝ ʥʘʧʘʜʘʶʱʠʤè, - ʛʦʚʦʨʠʪ ʦʥ. ʅʦ ʦʥ 

ʧʨʝʜʫʧʨʝʞʜʘʝʪ, ʯʪʦ ʛʜʝ-ʪʦ ʚ ʜʘʨʢʥʝʪʝ ʚʳ ʙʫʜʝʪʝ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʳ ʜʨʫʛʠʤʠ 

ʧʨʝʩʪʫʧʥʠʢʘʤʠ ʢʘʢ ʟʘʧʣʘʪʠʚʰʠʝ. ʆʙʳʯʥʦ ʵʪʦ ʦʟʥʘʯʘʝʪ ʥʘʡʤ ʵʢʩʧʝʨʪʘ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʡ ʧʨʦʚʝʨʠʪ ʚʘʰʫ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʫʩʪʨʘʥʠʪ ʣʶʙʳʝ 

ʣʘʟʝʡʢʠ. 

ʇʦ ʩʣʦʚʘʤ ʐʫʪʝʨʘ, ʫʩʪʨʘʥʝʥʠʝ ʧʦʩʣʝʜʩʪʚʠʡ ʘʪʘʢʠ - ʝʱʝ ʦʜʥʘ ʦʙʣʘʩʪʴ, ʚ 

ʢʦʪʦʨʦʡ ʢʦʤʧʘʥʠʷʤ ʩʣʝʜʫʝʪ ʦʙʨʘʱʘʪʴʩʷ ʟʘ ʧʦʤʦʱʴʶ ʢ ʩʧʝʮʠʘʣʠʩʪʘʤ. 

çʕʪʦ ʚʩʝ ʙʦʣʝʝ ʶʨʠʜʠʯʝʩʢʠʡ ʚʦʧʨʦʩ. ɽʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʨʝʛʫʣʠʨʫʶʱʝʛʦ 

ʨʘʩʩʣʝʜʦʚʘʥʠʷ; ʛʨʫʧʧʦʚʳʝ ʜʝʡʩʪʚʠʷ ʦʪ ʠʤʝʥʠ ʧʦʩʪʨʘʜʘʚʰʠʭ ʦʪ ʘʪʘʢʠ ʚʣʘʜʝʣʴʮʝʚ 

ʜʘʥʥʳʭ; ʩʫʜʝʙʥʳʡ ʧʨʦʮʝʩʩ ʥʘ ʦʩʥʦʚʝ ʧʦʩʣʝʜʩʪʚʠʡ, ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʢʪʦ-ʪʦ ʜʦʚʝʨʠʣ 

ʚʘʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʫʢʨʘʜʝʥʳ ʚ ʨʝʟʫʣʴʪʘʪʝ ʘʪʘʢʠ, ʦʥʠ 

ʤʦʛʫʪ ʧʦʜʘʪʴ ʚ ʩʫʜ. ʈʘʙʦʪʘ ʩʦ ʚʩʝʤ ʵʪʠʤ ʥʦʩʠʪ ʪʝʭʥʠʯʝʩʢʠʡ ʭʘʨʘʢʪʝʨ, ʤʦʞʝʪ ʙʳʪʴ 

ʩʣʦʞʥʦʡ ʠ ʯʘʩʪʦ ʪʨʝʙʫʝʪ ʦʧʳʪʘ, ʢʦʪʦʨʦʛʦ ʥʝʪ ʚ ʢʦʤʧʘʥʠʠ.ò 

ʕʪʦ ʧʨʦʮʝʩʩ, ʘ ʥʝ ʧʨʦʝʢʪ 

ʈʝʘʢʮʠʷ ʧʨʝʜʧʨʠʷʪʠʡ ʥʘ ʧʘʥʜʝʤʠʶ COVID-19 ʜʘʣʘ ʢʠʙʝʨʘʪʘʢʘʤ ʤʥʦʞʝʩʪʚʦ 

ʥʦʚʳʭ ʫʷʟʚʠʤʦʩʪʝʡ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ, ʠ ʛʦʨʘʟʜʦ ʙʦʣʴʰʝ ʚʨʝʤʝʥʠ ʜʣʷ 

ʠʭ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. ʀʟ-ʟʘ ʪʦʛʦ, ʯʪʦ ʙʣʦʢʠʨʦʚʢʠ, ʚʝʨʦʷʪʥʦ, ʙʫʜʫʪ ʧʨʦʜʦʣʞʘʪʴʩʷ ʚ 

ʨʘʟʣʠʯʥʳʭ ʬʦʨʤʘʭ ʚ ʪʝʯʝʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʤʝʩʷʮʝʚ, ʘ ʣʶʜʠ, ʚʝʨʦʷʪʥʦ, ʧʨʝʜʧʦʯʪʫʪ 

ʨʘʙʦʪʘʪʴ ʠʟ ʜʦʤʘ ʛʦʨʘʟʜʦ ʜʦʣʴʰʝ ʧʦʩʣʝ ʵʪʦʛʦ, ʢʦʤʧʘʥʠʷʤ ʥʝʦʙʭʦʜʠʤʦ ʠʟʤʝʥʠʪʴ 

ʩʚʦʝ ʦʪʥʦʰʝʥʠʝ ʢ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

çʀʊ-ʤʝʥʝʜʞʝʨ ʠʣʠ ʜʘʞʝ ʯʣʝʥ ʩʦʚʝʪʘ ʜʠʨʝʢʪʦʨʦʚ ʤʦʛʫʪ ʨʘʩʩʤʘʪʨʠʚʘʪʴ 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʢʘʢ ʧʨʦʝʢʪ, ʫ ʢʦʪʦʨʦʛʦ ʝʩʪʴ ʥʘʯʘʣʦ ʠ ʢʦʥʝʮ, ʥʦ ʥʘ ʩʘʤʦʤ ʜʝʣʝ 

ʙʝʟʦʧʘʩʥʦʩʪʴ - ʵʪʦ ʧʨʦʛʨʘʤʤʘ, - ʧʨʝʜʫʧʨʝʞʜʘʝʪ ʋʘʡʪ. 

ʉʪʨʝʣʦʢ ʩʦʛʣʘʰʘʝʪʩʷ. 

çʕʪʦ ʙʝʩʢʦʥʝʯʥʘʷ ʛʦʥʢʘ ʚʦʦʨʫʞʝʥʠʡ ʤʝʞʜʫ ʭʘʢʝʨʦʤ ʠ ʟʘʱʠʪʥʠʢʦʤè, - 

ʛʦʚʦʨʠʪ ʦʥ. çʂʘʢ ʟʘʱʠʪʥʠʢʠ ʚʳ ʦʙʳʯʥʦ ʥʝʤʥʦʛʦ ʦʪʩʪʘʝʪʝ, ʥʦ ʝʩʣʠ ʚʳ ʤʦʞʝʪʝ 

ʜʝʨʞʘʪʴ ʩʠʪʫʘʮʠʶ ʧʦʜ ʢʦʥʪʨʦʣʝʤ, ʵʪʦ ʤʦʞʥʦ ʩʜʝʣʘʪʴ ʪʝʨʧʠʤʳʤ.è (Simon Shooter. 

London & the hacker // Bird & Bird 

(https://www.twobirds.com/en/news/articles/2021/uk/london-and-the-hacker). 

10.02.2021). 

***  

 

çʄʠʨʦʚʦʡ ʠʥʜʝʢʩ ʢʠʙʝʨʨʠʩʢʦʚ, ʧʦ ʤʥʝʥʠʶ ʘʥʘʣʠʪʠʢʦʚ Ponemon 

Institute, ʦʩʪʘʝʪʩʷ ʜʦʩʪʘʪʦʯʥʦ ʥʝʛʘʪʠʚʥʳʤ. ʕʪʦ ʩʚʷʟʘʥʦ ʠ ʩ ʫʜʨʫʯʘʶʱʝʡ 

ʩʪʘʪʠʩʪʠʢʦʡ 2020 ʛ., ʠ ʩ ʪʨʝʚʦʞʥʳʤʠ ʦʞʠʜʘʥʠʷʤʠ ʦʪ 2021 ʛ. 
ɺ ʤʠʨʝ ʢʦʥʩʪʘʪʠʨʦʚʘʥ ʧʦʚʳʰʝʥʥʳʡ ʨʠʩʢ ʢʠʙʝʨʫʛʨʦʟ 

ʇʦʯʪʠ ʯʝʪʚʝʨʪʴ ʚʩʝʭ ʢʦʤʧʘʥʠʡ ʤʠʨʘ ʚ 2020 ʛ. ʩʝʤʴ ʠʣʠ ʙʦʣʝʝ ʨʘʟ 

ʧʦʜʚʝʨʛʘʣʠʩʴ ʘʪʘʢʘʤ ʢʠʙʝʧʨʝʩʪʫʧʥʠʢʦʚ. ʊʘʢʠʝ ʜʘʥʥʳʝ ʩʦʜʝʨʞʘʪʩʷ ʚ ʦʪʯʝʪʝ 

ʵʢʩʧʝʨʪʦʚ Ponemon Institute, ʢʦʪʦʨʳʝ ʩʦʩʪʘʚʠʣʠ ʝʞʝʛʦʜʥʳʡ ʠʥʜʝʢʩ ʢʠʙʝʨʨʠʩʢʦʚ 

Trend Micro. ʇʦ ʤʥʝʥʠʶ ʫʯʘʩʪʥʠʢʦʚ ʠʩʩʣʝʜʦʚʘʥʠʷ, ʚ 2021 ʛ. ʩʠʪʫʘʮʠʷ ʙʫʜʝʪ ʪʦʣʴʢʦ 

ʫʭʫʜʰʘʪʴʩʷ. ʇʦʜʘʚʣʷʶʱʝʝ ʙʦʣʴʰʠʥʩʪʚʦ ʦʧʨʦʰʝʥʥʳʭ (83%) ʦʞʠʜʘʶʪ, ʯʪʦ ʪʘʢʠʝ 

ʢʠʙʝʨʘʪʘʢʠ ʩ çʥʝʢʦʪʦʨʦʡè ʠʣʠ çʦʯʝʥʴ ʚʳʩʦʢʦʡè ʚʝʨʦʷʪʥʦʩʪʴʶ ʦʢʘʞʫʪʩʷ 

ʫʩʧʝʰʥʳʤʠ. 

ʇʨʷʤʦ ʩʝʡʯʘʩ ʛʣʦʙʘʣʴʥʳʡ ʠʥʜʝʢʩ ʢʠʙʝʨʨʠʩʢʦʚ ʩʦʩʪʘʚʣʷʝʪ -0,41 ʙʘʣʣʘ ʧʦ 

ʰʢʘʣʝ ʦʪ -10 (ʥʘʠʭʫʜʰʘʷ ʩʠʪʫʘʮʠʷ) ʜʦ 10 (ʥʘʠʣʫʯʰʘʷ ʩʠʪʫʘʮʠʷ). ʊʘʢʦʡ ʫʨʦʚʝʥʴ 
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ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʧʦʚʳʰʝʥʥʦʤʫ ʨʠʩʢʫ, ʭʦʪʷ ʚ ʦʪʜʝʣʴʥʳʭ ʩʪʨʘʥʘʭ ʦʥ ʝʱʝ ʥʝʛʘʪʠʚʥʝʝ. 

ʅʘʧʨʠʤʝʨ, ʚ ʉʐɸ ʦʥ ʩʦʩʪʘʚʣʷʝʪ -1,07, ʯʪʦ ʘʥʘʣʠʪʠʢʠ ʩʚʷʟʳʚʘʶʪ ʩ ʧʣʦʭʦʡ 

ʛʦʪʦʚʥʦʩʪʴʶ ʘʤʝʨʠʢʘʥʩʢʠʭ ʢʦʤʧʘʥʠʡ ʢ ʦʪʨʘʞʝʥʠʶ ʢʠʙʝʨʫʛʨʦʟ ʚ ʩʨʘʚʥʝʥʠʠ ʩ 

ʦʨʛʘʥʠʟʘʮʠʷʤʠ ʠʟ ʜʨʫʛʠʭ ʨʝʛʠʦʥʦʚ ʤʠʨʘ. ɼʣʷ ʩʨʘʚʥʝʥʠʷ, ʚ ʨʝʛʠʦʥʝ EMEA ʦʪʤʝʯʝʥ 

ʫʨʦʚʝʥʴ -0,13, ʘ ʚ ʨʝʛʠʦʥʝ APAC ð -0,02. 

ɹʦʣʴʰʝ ʚʩʝʛʦ ʢʦʤʧʘʥʠʠ ʙʦʷʪʩʷ ʧʦʪʝʨʠ ʜʘʥʥʳʭ ʢʣʠʝʥʪʦʚ 

ʆʩʥʦʚʥʳʤʠ ʩʧʦʩʦʙʘʤʠ ʘʪʘʢ ʧʦ ʠʪʦʛʘʤ 2020 ʛ. ʢʦʤʧʘʥʠʠ ʥʘʟʚʘʣʠ ʬʠʰʠʥʛ ʠ 

ʩʦʮʠʘʣʴʥʫʶ ʠʥʞʝʥʝʨʠʶ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʠ ʙʦʪʥʝʪʦʚ, 

ʙʝʩʬʘʡʣʦʚʳʝ ʘʪʘʢʠ ʠ ʘʪʘʢʠ ʪʠʧʘ çʯʝʣʦʚʝʢ ʧʦʩʝʨʝʜʠʥʝè. ɺ ʯʠʩʣʦ ʥʘʠʙʦʣʝʝ 

ʧʫʛʘʶʱʠʭ ʧʦʩʣʝʜʩʪʚʠʡ ʘʢʪʠʚʥʳʭ ʜʝʡʩʪʚʠʡ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʦʨʛʘʥʠʟʘʮʠʠ 

ʚʢʣʶʯʠʣʠ ʧʦʪʝʨʶ ʜʘʥʥʳʭ ʢʣʠʝʥʪʦʚ ʠ ʠʭ ʧʦʩʣʝʜʫʶʱʠʡ ʦʪʪʦʢ, ʫʪʨʘʪʫ ʜʦʩʪʫʧʘ ʢ 

ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʠ ʬʠʥʘʥʩʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʘ ʪʘʢʞʝ ʧʦʚʨʝʞʜʝʥʠʝ 

ʦʙʦʨʫʜʦʚʘʥʠʷ. 

ɿʜʝʩʴ ʥʘ ʩʪʨʘʥʦʚʦʤ ʫʨʦʚʥʝ ʪʦʞʝ ʝʩʪʴ ʦʧʨʝʜʝʣʝʥʥʳʝ ʦʪʣʠʯʠʷ. ʅʘʧʨʠʤʝʨ, 

ʪʦʣʴʢʦ ʚ ʘʤʝʨʠʢʘʥʩʢʠʭ ʦʨʛʘʥʠʟʘʮʠʷʭ ʚ ʯʠʩʣʦ ʥʝʛʘʪʠʚʥʳʭ ʧʦʩʣʝʜʩʪʚʠʡ ʘʪʘʢ 

ʚʢʣʶʯʠʣʠ ʨʘʩʭʦʜʳ ʥʘ ʚʥʝʰʥʠʭ ʀɹ-ʩʧʝʮʠʘʣʠʩʪʦʚ ʠ ʢʦʥʩʫʣʴʪʘʥʪʦʚ. ɸ ʚ ʨʝʛʠʦʥʝ 

APAʉ ʫʧʦʤʷʥʫʣʠ ʦ ʧʦʪʝʥʮʠʘʣʴʥʦʤ ʫʱʝʨʙʝ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ. 

ɽʩʣʠ ʛʦʚʦʨʠʪʴ ʠʤʝʥʥʦ ʦʙ ʠʥʬʨʘʩʪʨʫʢʪʫʨʥʳʭ ʫʛʨʦʟʘʭ, ʪʦ ʪʫʪ ʨʝʩʧʦʥʜʝʥʪʳ 

ʚʳʜʝʣʠʣʠ ʦʨʛʘʥʠʟʘʮʠʦʥʥʫʶ ʥʝʩʦʛʣʘʩʦʚʘʥʥʦʩʪʴ, ʥʝʙʨʝʞʥʦʩʪʴ ʠʥʩʘʡʜʝʨʦʚ, 

ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʧʨʦʙʣʝʤʳ ʩ ʦʙʣʘʢʘʤʠ, ʥʝʭʚʘʪʢʫ ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʭ ʢʘʜʨʦʚ. 

çɺ 2020 ʛʦʜʫ ʤʳ ʫʚʠʜʝʣʠ, ʥʘʩʢʦʣʴʢʦ ʜʨʘʤʘʪʠʯʝʩʢʠʤʠ ʤʦʛʫʪ ʙʳʪʴ ʤʘʩʰʪʘʙʳ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤʠ ʧʘʥʜʝʤʠʠ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʮʝʣʝʚʳʭ ʢʠʙʝʨʘʪʘʢ 

ʧʦ ʚʩʝʤʫ ʤʠʨʫ. ʉʦʛʣʘʩʥʦ ʦʪʯʝʪʫ FortiGuard Labs ʦ ʣʘʥʜʰʘʬʪʝ ʫʛʨʦʟ, ʚ ʧʝʨʚʦʡ 

ʧʦʣʦʚʠʥʝ 2020 ʛʦʜʘ ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʉʐɸ, ʂʠʪʘʝ ʠ ʈʦʩʩʠʠ ʙʳʣʠ ʥʘʠʙʦʣʝʝ ʯʘʩʪʳʤʠ 

ʦʙʲʝʢʪʘʤʠ ʘʪʘʢ, ʪʘʢ ʠʣʠ ʠʥʘʯʝ ʩʚʷʟʘʥʥʳʭ ʩ ʪʝʤʦʡ ʢʦʨʦʥʘʚʠʨʫʩʘ, ð ʛʦʚʦʨʠʪ ʄʠʭʘʠʣ 

ʈʦʜʠʦʥʦʚ, ʨʝʛʠʦʥʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ Fortinet ʚ ʈʦʩʩʠʠ ʠ ʩʪʨʘʥʘʭ ʉʅɻ. ð ʇʘʥʜʝʤʠʷ 

ʣʠʰʴ ʫʩʠʣʠʣʘ ʪʦ, ʦ ʯʝʤ ʤʥʦʛʠʝ ʧʨʦʬʝʩʩʠʦʥʘʣʳ ʦʪʨʘʩʣʠ ʛʦʚʦʨʠʣʠ ʚ ʪʝʯʝʥʠʝ 

ʜʦʚʦʣʴʥʦ ʧʨʦʜʦʣʞʠʪʝʣʴʥʦʛʦ ʚʨʝʤʝʥʠ: ʯʪʦʙʳ ʧʦʩʪʨʦʠʪʴ ʜʝʡʩʪʚʠʪʝʣʴʥʦ 

ʵʬʬʝʢʪʠʚʥʫʶ ʟʘʱʠʪʫ ʦʪ ʢʠʙʝʨʫʛʨʦʟ, ʥʫʞʥʘ ʧʦʩʪʦʷʥʥʘʷ ʙʜʠʪʝʣʴʥʦʩʪʴ ʠ 

ʩʧʦʩʦʙʥʦʩʪʴ ʘʜʘʧʪʠʨʦʚʘʪʴʩʷ ʢ ʤʝʥʷʶʱʠʤʩʷ ʩʪʨʘʪʝʛʠʷʤ ʧʨʝʩʪʫʧʥʠʢʦʚ. ʃʫʯʰʠʡ 

ʩʧʦʩʦʙ ʟʘʱʠʪʳ ʦʪ ʧʦʩʪʦʷʥʥʦ ʨʘʩʪʫʱʝʡ ʘʢʪʠʚʥʦʩʪʠ ʚʨʝʜʦʥʦʩʦʚ ð ʢʦʤʧʣʝʢʩʥʳʡ, 

ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʡ ʧʦʜʭʦʜ ʢ ʀɹ. ɽʛʦ ʚʘʞʥʳʤ ʢʦʤʧʦʥʝʥʪʦʤ ʷʚʣʷʝʪʩʷ ʧʦʩʪʦʷʥʥʳʡ 

ʜʦʩʪʫʧ ʢ ʥʦʚʝʡʰʝʡ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʫʛʨʦʟʘʭ ʠ ʦʙʫʯʝʥʠʝ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠè. 

(ʂʘʞʜʫʶ ʯʝʪʚʝʨʪʫʶ ʢʦʤʧʘʥʠʶ ʤʠʨʘ ʚ 2020 ʛ. ʘʪʘʢʦʚʘʣʠ ʙʦʣʴʰʝ 7 ʨʘʟ // CNews 

(https://safe.cnews.ru/news/top/2021-02-04_kazhduyu_chetvertuyu_kompaniyu). 

08.02.2021). 

***  

 

çʅʘ ʬʦʥʝ ʩʙʦʝʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʧʘʥʜʝʤʠʝʡ Covid-19 ʠ ʢʘʤʧʘʥʠʝʡ 

ʢʠʙʝʨʰʧʠʦʥʘʞʘ SolarWinds, NYDFS ʚʳʧʫʩʪʠʣʘ ʨʫʢʦʚʦʜʩʪʚʦ ʜʣʷ 

ʩʪʨʘʭʦʚʱʠʢʦʚ, ʢʦʪʦʨʳʝ ʧʦʜʧʠʩʳʚʘʶʪ ʧʦʣʠʩʳ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ, ʠ ʢʦʪʦʨʦʝ 

ʩʦʜʝʨʞʠʪ ʨʷʜ ʧʦʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʝ, ʢʘʢ ʦʞʠʜʘʝʪʩʷ, ʧʦʚʣʠʷʶʪ ʥʘ ʢʦʤʧʘʥʠʠ, 

ʧʦʜʘʶʱʠʝ ʟʘʷʚʢʠ ʥʘ ʩʪʨʘʭʦʚʘʥʠʝ ʦʪ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʘ ʠʣʠ ʚʦʟʦʙʥʦʚʣʷʶʱʠʝ 

ʝʛʦ. ʅʝ ʚ ʧʦʩʣʝʜʥʶʶ ʦʯʝʨʝʜʴ ʵʪʦ ʢʦʥʢʨʝʪʥʘʷ ʨʝʢʦʤʝʥʜʘʮʠʷ, ʩʦʛʣʘʩʥʦ ʢʦʪʦʨʦʡ 

ʩʪʨʘʭʦʚʱʠʢʠ ʪʨʝʙʫʶʪ ʦʪ ʩʪʨʘʭʦʚʘʪʝʣʝʡ ʩʦʦʙʱʘʪʴ ʦ ʧʨʦʠʩʰʝʩʪʚʠʷʭ ʚ ʦʙʣʘʩʪʠ 



 36 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ ʦʨʛʘʥʳ. ʍʦʪʷ ʪʝʭʥʠʯʝʩʢʠ ʵʪʦ ʥʝ ʷʚʣʷʝʪʩʷ 

ʯʘʩʪʴʶ ʩʝʤʠʫʨʦʚʥʝʚʦʡ ʩʠʩʪʝʤʳ ʨʠʩʢʦʚ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ, ʨʫʢʦʚʦʜʩʪʚʦ NYDFS 

ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʢʦʥʢʨʝʪʥʫʶ ʨʝʢʦʤʝʥʜʘʮʠʶ ʧʨʦʪʠʚ ʩʦʚʝʨʰʝʥʠʷ ʚʳʢʫʧʘ ʚ ʦʪʚʝʪ ʥʘ 

ʠʥʮʠʜʝʥʪʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ ʚʳʤʦʛʘʪʝʣʝʡ. 

ɺ ʨʫʢʦʚʦʜʩʪʚʝ ʠʟʣʦʞʝʥʘ ʩʠʩʪʝʤʘ ʨʠʩʢʦʚ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ (ʜʘʣʝʝ 

çʉʪʨʫʢʪʫʨʘè), ʢʦʪʦʨʘʷ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʧʝʨʝʜʦʚʳʝ ʤʝʪʦʜʳ ʫʧʨʘʚʣʝʥʠʷ ʨʠʩʢʘʤʠ 

ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ ʥʘ ʬʦʥʝ ʦʧʘʩʝʥʠʡ NYDFS, ʯʪʦ ʩʪʨʘʭʦʚʱʠʢʠ ʥʝ ʤʦʛʫʪ ʪʦʯʥʦ 

ʠʟʤʝʨʠʪʴ ʢʠʙʝʨʨʠʩʢʠ, ʯʪʦ ʤʦʞʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʢʘʢ ʩʠʩʪʝʤʥʳʝ, ʪʘʢ ʠ çʩʢʨʳʪʳʝè 

ʨʠʩʢʠ ʜʣʷ ʬʠʥʘʥʩʦʚʳʡ ʩʝʢʪʦʨ. ʈʫʢʦʚʦʜʩʪʚʦ ʧʨʝʜʣʘʛʘʝʪ ʦʙʰʠʨʥʦʝ ʚʣʠʷʥʠʝ 

ʢʦʤʧʨʦʤʝʪʘʮʠʠ SolarWinds ʚ ʢʘʯʝʩʪʚʝ ʧʨʠʤʝʨʘ ʩʠʩʪʝʤʥʦʛʦ ʨʠʩʢʘ, ʘ ʢʦʤʧʨʦʤʝʪʘʮʠʷ 

SolarWinds ʠ ʠʥʮʠʜʝʥʪ NotPetya 2017 ʛʦʜʘ - ʚ ʢʘʯʝʩʪʚʝ ʧʨʠʤʝʨʘ ʩʢʨʳʪʦʛʦ ʨʠʩʢʘ, 

ʧʨʠ ʢʦʪʦʨʦʤ ʩʪʨʘʭʦʚʱʠʢʠ ʥʝʩʫʪ ʫʙʳʪʢʠ ʦʪ ʢʠʙʝʨʠʥʮʠʜʝʥʪʦʚ, ʧʦʢʨʳʪʠʝ 

ʢʠʙʝʨʠʥʮʠʜʝʥʪʦʚ ʥʝʷʩʥʦ ʠʣʠ ʥʝʪ. ʷʚʥʳʤ ʦʙʨʘʟʦʤ ʚ ʫʩʣʦʚʠʷʭ ʧʦʣʠʪʠʢʠ. NYDFS ʧʦ-

ʧʨʝʞʥʝʤʫ ʦʙʝʩʧʦʢʦʝʥʘ ʪʝʤ, ʯʪʦ ʵʪʦʪ ʩʢʨʳʪʳʡ ʨʠʩʢ ʦʩʪʘʝʪʩʷ ʟʥʘʯʠʪʝʣʴʥʦʡ 

ʧʨʦʙʣʝʤʦʡ ʜʣʷ ʤʥʦʛʠʭ ʩʪʨʘʭʦʚʳʭ ʢʦʤʧʘʥʠʡ. 

ʂʦʥʮʝʧʮʠʷ ʨʘʟʲʷʩʥʷʝʪ ʦʞʠʜʘʥʠʷ NYDFS, ʯʪʦ ʩʪʨʘʭʦʚʱʠʢʠ, ʢʦʪʦʨʳʝ 

ʧʦʜʧʠʩʳʚʘʶʪ ʧʦʣʠʩʳ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ, ʨʘʟʨʘʙʦʪʘʶʪ çʩʪʨʦʛʠʡ ʠ ʦʩʥʦʚʘʥʥʳʡ ʥʘ 

ʜʘʥʥʳʭ ʧʦʜʭʦʜè ʢ ʫʧʨʘʚʣʝʥʠʶ ʢʠʙʝʨʨʠʩʢʘʤʠ ʠ ʯʪʦ ʨʝʰʝʥʠʷ ʩʪʨʘʭʦʚʱʠʢʦʚ 

ʦʪʥʦʩʠʪʝʣʴʥʦ ʧʨʝʜʣʦʞʝʥʠʷ ʠ ʮʝʥʳ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ ʜʣʷ ʢʦʥʢʨʝʪʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ 

çʜʦʣʞʥʳ ʦʩʥʦʚʳʚʘʪʴʩʷ ʥʘ ʪʱʘʪʝʣʴʥʘʷ ʦʮʝʥʢʘ ʨʠʩʢʘ ʵʪʦʡ ʦʨʛʘʥʠʟʘʮʠʠè. NYDFS 

ʧʨʠʟʥʘʣʘ, ʯʪʦ ʨʠʩʢ ʩʪʨʘʭʦʚʱʠʢʦʚ ʟʘʚʠʩʠʪ ʦʪ ʨʘʟʤʝʨʘ, ʨʝʩʫʨʩʦʚ, ʛʝʦʛʨʘʬʠʠ, ʜʦʣʠ 

ʨʳʥʢʘ ʠ ʩʪʨʘʭʦʚʳʭ ʢʦʤʧʘʥʠʡ, ʧʦʵʪʦʤʫ ʢʘʞʜʳʡ ʩʪʨʘʭʦʚʱʠʢ ʜʦʣʞʝʥ 

ʧʨʠʜʝʨʞʠʚʘʪʴʩʷ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʠʥʜʠʚʠʜʫʘʣʴʥʦʛʦ ʧʦʜʭʦʜʘ, ʦʩʥʦʚʘʥʥʦʛʦ ʥʘ 

ʦʮʝʥʢʝ ʨʠʩʢʘ, ʧʨʠ ʧʨʠʥʷʪʠʠ ʩʣʝʜʫʶʱʠʭ ʧʝʨʝʜʦʚʳʭ ʧʨʘʢʪʠʢ: 

ʈʘʟʨʘʙʦʪʘʪʴ ʦʬʠʮʠʘʣʴʥʫʶ ʩʪʨʘʪʝʛʠʶ ʨʠʩʢʦʚ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ - ʵʪʘ 

ʩʪʨʘʪʝʛʠʷ ʜʦʣʞʥʘ ʥʘʧʨʘʚʣʷʪʴʩʷ ʚʳʩʰʠʤ ʨʫʢʦʚʦʜʩʪʚʦʤ ʠ ʫʪʚʝʨʞʜʘʪʴʩʷ ʥʘ ʩʘʤʦʤ 

ʚʳʩʦʢʦʤ ʫʨʦʚʥʝ ʢʦʤʧʘʥʠʠ (ʥʘʧʨʠʤʝʨ, ʉʦʚʝʪʦʤ ʜʠʨʝʢʪʦʨʦʚ), ʠ ʚʢʣʶʯʘʪʴ çʯʝʪʢʠʝ 

ʢʘʯʝʩʪʚʝʥʥʳʝ ʠ ʢʦʣʠʯʝʩʪʚʝʥʥʳʝ ʮʝʣʠ ʨʠʩʢʘè, ʢʦʪʦʨʳʝ ʦʪʩʣʝʞʠʚʘʶʪʩʷ ʧʦ 

ʨʝʟʫʣʴʪʘʪʘʤ ʜʝʷʪʝʣʴʥʦʩʪʠ ʠ ʩʦʦʙʱʘʶʪʩʷ. ʚʳʩʰʝʤʫ ʨʫʢʦʚʦʜʩʪʚʫ ʠ ʉʦʚʝʪʫ 

ʜʠʨʝʢʪʦʨʦʚ ʥʘ ʨʝʛʫʣʷʨʥʦʡ ʦʩʥʦʚʝ. ʕʪʘ ʩʪʨʘʪʝʛʠʷ ʜʦʣʞʥʘ ʚʢʣʶʯʘʪʴ ʦʩʪʘʚʰʠʝʩʷ 

ʰʝʩʪʴ ʧʝʨʝʜʦʚʳʭ ʧʨʘʢʪʠʢ ʠʟ ʈʘʤʦʯʥʦʡ ʦʩʥʦʚʳ. 

ʋʧʨʘʚʣʝʥʠʝ ʠ ʫʩʪʨʘʥʝʥʠʝ ʧʦʜʚʝʨʞʝʥʥʦʩʪʠ ʨʠʩʢʫ ʩʢʨʳʪʦʛʦ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ 

- ʆʮʝʥʠʪʝ ʠ ʫʤʝʥʴʰʠʪʝ ʧʦʜʚʝʨʞʝʥʥʦʩʪʴ ʩʢʨʳʪʦʤʫ ʨʠʩʢʫ ʚ ʢʨʘʪʢʦʩʨʦʯʥʦʡ 

ʧʝʨʩʧʝʢʪʠʚʝ ʠ ʫʩʪʨʘʥʠʪʝ ʩʢʨʳʪʳʡ ʨʠʩʢ ʚ ʜʦʣʛʦʩʨʦʯʥʦʡ ʧʝʨʩʧʝʢʪʠʚʝ ʧʫʪʝʤ 

ʧʝʨʝʩʤʦʪʨʘ ʫʩʣʦʚʠʡ ʧʦʣʠʩʦʚ ʚ ʙʫʜʫʱʝʤ ʠ ʧʨʠʦʙʨʝʪʝʥʠʷ ʧʝʨʝʩʪʨʘʭʦʚʘʥʠʷ ʚ 

ʧʨʦʤʝʞʫʪʦʯʥʦʤ ʧʝʨʠʦʜʝ. 

ʆʮʝʥʢʘ ʩʠʩʪʝʤʥʦʛʦ ʨʠʩʢʘ - ʇʨʦʚʝʜʠʪʝ ʚʥʫʪʨʝʥʥʝʝ ʩʪʨʝʩʩ-ʪʝʩʪʠʨʦʚʘʥʠʝ ʥʘ 

ʦʩʥʦʚʝ ʤʘʣʦʚʝʨʦʷʪʥʳʭ ʢʘʪʘʩʪʨʦʬʠʯʝʩʢʠʭ ʢʠʙʝʨ-ʩʦʙʳʪʠʡ, ʢʦʪʦʨʳʝ ʫʯʠʪʳʚʘʶʪ ʢʘʢ 

ʩʢʨʳʪʳʡ, ʪʘʢ ʠ ʫʪʚʝʨʜʠʪʝʣʴʥʳʡ ʨʠʩʢ, ʠ ʚʢʣʶʯʘʶʪ ʩʮʝʥʘʨʠʠ ʩʪʨʝʩʩ-ʪʝʩʪʠʨʦʚʘʥʠʷ, 

ʢʦʪʦʨʳʝ ʫʯʠʪʳʚʘʶʪ ʢʦʥʢʨʝʪʥʳʝ ʨʠʩʢʠ ʜʣʷ ʧʨʝʜʣʘʛʘʝʤʳʭ ʧʨʦʜʫʢʪʦʚ ʠ ʚʘʨʠʘʮʠʠ ʚ 

ʨʘʟʥʳʭ ʦʪʨʘʩʣʷʭ ʩʪʨʘʭʦʚʳʭ ʢʦʤʧʘʥʠʡ. ʀʟʚʣʝʯʝʥʥʳʝ ʫʨʦʢʠ ʠ ʚʳʷʚʣʝʥʥʳʝ 

ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʫʙʳʪʢʠ ʜʦʣʞʥʳ ʙʳʪʴ ʚʢʣʶʯʝʥʳ ʚ ʦʙʱʫʶ ʩʪʨʘʪʝʛʠʶ 

ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ. 

ʊʱʘʪʝʣʴʥʦ ʦʮʝʥʠʚʘʡʪʝ ʟʘʩʪʨʘʭʦʚʘʥʥʳʡ ʨʠʩʢ - ʉʪʨʘʭʦʚʱʠʢʠ ʜʦʣʞʥʳ 

ʧʦʜʨʦʙʥʦ ʦʮʝʥʠʪʴ ʧʨʦʛʨʘʤʤʫ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʩʪʨʘʭʦʚʘʥʥʦʛʦ, ʚ ʪʦʤ ʯʠʩʣʝ 
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ʧʦʩʨʝʜʩʪʚʦʤ ʠʥʪʝʨʚʴʶ, ʦʧʨʦʩʦʚ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʩʪʦʨʦʥʥʠʭ ʠʣʠ ʚʥʝʰʥʠʭ 

ʦʮʝʥʦʢ ʨʠʩʢʦʚ, ʘ ʟʘʪʝʤ ʩʨʘʚʥʠʪʴ ʵʪʫ ʠʥʬʦʨʤʘʮʠʶ ʩ ʠʩʪʦʨʠʝʡ ʩʪʨʘʭʦʚʳʭ 

ʪʨʝʙʦʚʘʥʠʡ, ʯʪʦʙʳ ʚʳʷʚʠʪʴ ʧʨʦʙʝʣʳ ʚ ʤʝʨʘʭ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʠʤʝʪʴ ʤʝʩʪʦ. ʦʙ ʦʧʨʝʜʝʣʝʥʠʠ ʨʠʩʢʘ ʩʪʨʘʭʦʚʱʠʢʦʤ. ʄʳ ʦʪʤʝʯʘʝʤ, ʯʪʦ ʪʝʤʳ, 

ʧʝʨʝʯʠʩʣʝʥʥʳʝ ʚ ʢʘʯʝʩʪʚʝ ʙʘʟʦʚʳʭ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʦʙʲʝʤʘ ʦʮʝʥʢʠ, ʩʣʘʙʦ 

ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʧʦʣʦʞʝʥʠʷʤ ʊʨʝʙʦʚʘʥʠʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ NYDFS (23 NYCRR 

500). 

ʆʙʫʯʘʡʪʝ ʩʪʨʘʭʦʚʱʠʢʦʚ ʠ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʩʪʨʘʭʦʚʳʭ ʫʩʣʫʛ. ʉʪʨʘʭʦʚʱʠʢʠ 

ʜʦʣʞʥʳ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʠʩʯʝʨʧʳʚʘʶʱʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʨʝʩʫʨʩʳ, ʢʦʪʦʨʳʝ 

ʧʨʦʩʚʝʱʘʶʪ ʠ ʩʪʠʤʫʣʠʨʫʶʪ ʩʪʨʘʭʦʚʘʪʝʣʝʡ ʢ ʧʨʠʥʷʪʠʶ ʥʘʜʝʞʥʳʭ ʧʨʦʛʨʘʤʤ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʩʦʦʙʱʘʶʪ ʩʪʨʘʭʦʚʘʪʝʣʷʤ ʦʙ ʦʛʨʘʥʠʯʝʥʠʷʭ ʧʦʣʠʩʦʚ 

ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ. NYDFS ʨʝʢʦʤʝʥʜʫʝʪ ʩʪʨʘʭʦʚʱʠʢʘʤ çʩʪʠʤʫʣʠʨʦʚʘʪʴ ʧʨʠʥʷʪʠʝ 

ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʳʭ ʤʝʨ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʧʦʤʦʱʴʶ ʧʦʣʠʪʠʢʠ ʮʝʥʦʦʙʨʘʟʦʚʘʥʠʷ, 

ʦʩʥʦʚʘʥʥʦʡ ʥʘ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʧʨʦʛʨʘʤʤʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʢʘʞʜʦʛʦ 

ʟʘʩʪʨʘʭʦʚʘʥʥʦʛʦè. 

ʇʦʣʫʯʠʪʝ ʦʧʳʪ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʉʪʨʘʭʦʚʱʠʢʠ ʜʦʣʞʥʳ 

ʥʘʥʠʤʘʪʴ, ʦʙʫʯʘʪʴ ʠ ʨʘʟʚʠʚʘʪʴ ʩʚʦʡ ʧʝʨʩʦʥʘʣ, ʯʪʦʙʳ ʧʦʥʠʤʘʪʴ ʠ ʦʮʝʥʠʚʘʪʴ 

ʢʠʙʝʨʨʠʩʢʠ, ʠ ʧʨʠ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʜʦʧʦʣʥʷʪʴ ʠʭ ʢʦʥʩʫʣʴʪʘʥʪʘʤʠ. 

ʊʨʝʙʦʚʘʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ - ʧʦʣʠʩʳ 

ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ ʜʦʣʞʥʳ ʪʨʝʙʦʚʘʪʴ, ʯʪʦʙʳ ʥʘʨʫʰʝʥʥʳʝ ʩʫʙʲʝʢʪʳ ʫʚʝʜʦʤʣʷʣʠ 

ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ ʦʨʛʘʥʳ ʩ ʫʯʝʪʦʤ ʦʙʱʝʩʪʚʝʥʥʳʭ ʠʥʪʝʨʝʩʦʚ, ʩʜʝʨʞʠʚʘʥʠʷ 

ʧʨʝʩʪʫʧʥʦʩʪʠ, ʧʦʪʝʥʮʠʘʣʘ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ ʜʣʷ ʦʢʘʟʘʥʠʷ ʧʦʤʦʱʠ 

ʟʘʩʪʨʘʭʦʚʘʥʥʦʡ ʞʝʨʪʚʝ ʠ ʧʦʚʳʰʝʥʠʷ ʨʝʧʫʪʘʮʠʠ ʟʘʩʪʨʘʭʦʚʘʥʥʦʛʦ ʣʠʮʘ ʚ ʧʣʘʥʝ 

ʥʘʜʣʝʞʘʱʝʛʦ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ. ʇʨʠʤʝʨʥʦ 36% ʨʝʩʧʦʥʜʝʥʪʦʚ ʦʧʨʦʩʘ 

NYDFS ʫʞʝ ʪʨʝʙʫʶʪ, ʯʪʦʙʳ ʠʭ ʩʪʨʘʭʦʚʳʝ ʢʦʤʧʘʥʠʠ ʫʚʝʜʦʤʣʷʣʠ 

ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ ʦʨʛʘʥʳ ʦ ʢʠʙʝʨʠʥʮʠʜʝʥʪʘʭ. 

ʍʦʪʷ ʉʪʘʥʜʘʨʪ ʧʨʠʤʝʥʷʝʪʩʷ ʢʦ ʚʩʝʤ ʫʧʦʣʥʦʤʦʯʝʥʥʳʤ ʩʪʨʘʭʦʚʱʠʢʘʤ 

ʠʤʫʱʝʩʪʚʘ ʠ ʦʪ ʥʝʩʯʘʩʪʥʳʭ ʩʣʫʯʘʝʚ, ʢʦʪʦʨʳʝ ʦʬʦʨʤʣʷʶʪ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʝ, ʚ 

ʨʫʢʦʚʦʜʩʪʚʝ NYDFS ʛʦʚʦʨʠʪʩʷ, ʯʪʦ ʜʘʞʝ ʩʪʨʘʭʦʚʱʠʢʠ, ʢʦʪʦʨʳʝ ʥʝ ʦʬʦʨʤʣʷʶʪ 

ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʝ, ʜʦʣʞʥʳ ʦʮʝʥʠʚʘʪʴ ʩʚʦʶ ʧʦʜʚʝʨʞʝʥʥʦʩʪʴ çʩʢʨʳʪʦʤʫè ʨʠʩʢʫ ʠ 

ʧʨʠʥʠʤʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʤʝʨʳ ʜʣʷ ʩʥʠʞʝʥʠʷ ʵʪʦʛʦ ʨʠʩʢʘ. 

ɺ NYDFS ʥʝ ʫʢʘʟʘʥ ʛʨʘʬʠʢ ʚʥʝʜʨʝʥʠʷ ʧʝʨʝʜʦʚʦʡ ʧʨʘʢʪʠʢʠ, 

ʩʬʦʨʤʫʣʠʨʦʚʘʥʥʦʡ ʚ ʂʦʥʮʝʧʮʠʠ, ʥʦ ʨʝʛʫʣʠʨʫʝʤʳʤ ʦʨʛʘʥʠʟʘʮʠʷʤ ʙʳʣʦ ʙʳ ʨʘʟʫʤʥʦ 

ʫʯʠʪʳʚʘʪʴ ʵʪʠ ʦʞʠʜʘʥʠʷ, ʦʩʦʙʝʥʥʦ ʚ ʢʦʥʪʝʢʩʪʝ ʧʦʜʛʦʪʦʚʢʠ ʢ ʵʢʟʘʤʝʥʘʤ ʠ 

ʥʝʜʘʚʥʝʛʦ ʘʢʪʠʚʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ NYDFS ʩ ʨʝʛʫʣʠʨʫʝʤʳʤʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠ ʚ 

ʦʪʚʝʪ ʫʛʨʦʟʘʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʘʢʪʫʘʣʴʥʳʤ ʜʣʷ ʬʠʥʘʥʩʦʚʦʛʦ ʩʝʢʪʦʨʘ. 

ʊʦʯʥʦ ʪʘʢ ʞʝ ʢʦʤʧʘʥʠʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʦʜʘʚʘʪʴ ʠʣʠ ʧʨʦʜʣʝʚʘʪʴ ʧʦʣʠʩʳ 

ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ, ʤʦʛʫʪ ʧʦʞʝʣʘʪʴ ʨʘʩʩʤʦʪʨʝʪʴ ʩʚʦʶ ʦʪʥʦʩʠʪʝʣʴʥʫʶ ʛʦʪʦʚʥʦʩʪʴ ʢ 

ʫʩʠʣʝʥʠʶ ʦʩʤʦʪʨʠʪʝʣʴʥʦʩʪʠ ʥʘ ʵʪʘʧʝ ʘʥʜʝʨʨʘʡʪʠʥʛʘ, ʚʢʣʶʯʘʷ ʪʱʘʪʝʣʴʥʦʝ 

ʠʟʫʯʝʥʠʝ ʣʶʙʳʭ ʩʢʨʳʪʳʭ ʨʠʩʢʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʪʝʢʫʱʠʤ ʧʦʢʨʳʪʠʝʤ, ʘ ʪʘʢʞʝ 

ʥʝʜʘʚʥʠʭ ʫʣʫʯʰʝʥʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʠʭ ʦʪʥʦʰʝʥʠʷ ʢ ʧʨʦʰʣʳʤ ʧʨʝʪʝʥʟʠʷʤ. 

ʜʘʥʥʳʝ. ʂʦʤʧʘʥʠʠ ʪʘʢʞʝ ʤʦʛʫʪ ʧʦʞʝʣʘʪʴ ʚʥʫʪʨʝʥʥʝ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʪʴ ʠ ʦʮʝʥʠʪʴ 

ʩʚʦʡ ʧʦʜʭʦʜ ʢ ʦʧʣʘʪʝ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ, ʚʢʣʶʯʘʷ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʪʝʭʥʠʯʝʩʢʠʝ ʤʝʨʳ, ʨʝʘʣʠʟʦʚʘʥʥʳʝ ʜʣʷ ʩʥʠʞʝʥʠʷ ʨʠʩʢʘ ʫʩʧʝʰʥʳʭ ʘʪʘʢ ʧʨʦʛʨʘʤʤ-

ʚʳʤʦʛʘʪʝʣʝʡ ʠʣʠ ʩʚʷʟʘʥʥʳʭ ʩ ʥʠʤʠ ʩʙʦʝʚ ʚ ʨʘʙʦʪʝ ʩʣʫʞʙ. ʂʦʤʧʘʥʠʠ ʪʘʢʞʝ ʤʦʛʫʪ 
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ʟʘʭʦʪʝʪʴ ʧʨʦʚʝʩʪʠ ʚʥʫʪʨʝʥʥʶʶ ʧʨʦʚʝʨʢʫ ʠ ʦʮʝʥʢʫ ʩʚʦʝʛʦ ʧʦʜʭʦʜʘ ʢ ʩʦʦʙʱʝʥʠʶ ʦʙ 

ʠʥʮʠʜʝʥʪʘʭ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤ ʦʨʛʘʥʘʤè. (Kate Hanniford. NYDFS Issues Best 

Practices for Cyber Insurance Risk Management // Alston & Bird 

(https://www.alstonprivacy.com/nydfs-issues-best-practices-for-cyber-insurance-risk-

management/?cn-reloaded=1). 18.02.2021). 
***  

 

çʍʦʪʷ ʵʪʦ ʠ ʦʯʝʚʠʜʥʦ, ɺʩʝʤʠʨʥʳʡ ʵʢʦʥʦʤʠʯʝʩʢʠʡ ʬʦʨʫʤ ʚ ʧʘʨʪʥʝʨʩʪʚʝ ʩ 

Marsh McLennan, SK Group ʠ Zurich Insurance Group ʥʝʜʘʚʥʦ ʚʳʧʫʩʪʠʣ ʩʚʦʝ 

16-ʝ ʠʟʜʘʥʠʝ ɼʦʢʣʘʜʘ ʦ ʛʣʦʙʘʣʴʥʳʭ ʨʠʩʢʘʭ (ʆʪʯʝʪ), ʚ ʢʦʪʦʨʦʤ ʘʥʘʣʠʟʠʨʫʶʪʩʷ 

çʨʠʩʢʠ ʩʦʮʠʘʣʴʥʳʭ ʨʘʩʢʦʣʦʚ, ʧʨʦʷʚʣʷʶʱʠʝʩʷ ʚ ʧʦʩʪʦʷʥʥʳʭ ʠ ʥʦʚʳʝ ʨʠʩʢʠ 

ʜʣʷ ʟʜʦʨʦʚʴʷ ʯʝʣʦʚʝʢʘ, ʨʦʩʪ ʙʝʟʨʘʙʦʪʠʮʳ, ʫʩʠʣʝʥʠʝ ʮʠʬʨʦʚʦʛʦ ʨʘʟʨʳʚʘ, 

ʨʘʟʦʯʘʨʦʚʘʥʠʝ ʤʦʣʦʜʝʞʠ ʠ ʛʝʦʧʦʣʠʪʠʯʝʩʢʘʷ ʬʨʘʛʤʝʥʪʘʮʠʷè ʠ ʦʧʨʝʜʝʣʠʣʠ, 

ʯʪʦ ʢʠʙʝʨʘʪʘʢʠ ʷʚʣʷʶʪʩʷ çʢʣʶʯʝʚʳʤʠ ʫʛʨʦʟʘʤʠ ʩʣʝʜʫʶʱʝʛʦ ʜʝʩʷʪʠʣʝʪʠʷè. 

ɺ ʦʪʯʝʪʝ ʦʧʠʩʳʚʘʶʪʩʷ ʩʝʨʴʝʟʥʳʝ ʨʠʩʢʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʘʥʜʝʤʠʷ COVID-19, 

ʜʦʣʛʦʚʳʝ ʢʨʠʟʠʩʳ, ʠʟʤʝʥʝʥʠʝ ʢʣʠʤʘʪʘ ʠ ʤʥʦʞʝʩʪʚʦ ʜʨʫʛʠʭ ʧʨʦʛʥʦʟʠʨʫʝʤʳʭ 

ʟʘʙʦʣʝʚʘʥʠʡ, ʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ ʨʠʩʢʦʚ. ɺ ʦʪʯʝʪʝ 

ʢʠʙʝʨʘʪʘʢʠ ʫʧʦʤʠʥʘʶʪʩʷ ʢʘʢ ʨʠʩʢ ʩ 2012 ʛʦʜʘ, ʠ, ʙʝʟʫʩʣʦʚʥʦ, ʩʝʛʦʜʥʷ ʵʪʦʪ ʨʠʩʢ 

ʛʦʨʘʟʜʦ ʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥ, ʯʝʤ ʚ ʧʨʦʰʣʦʤ. 

ʆʪʢʘʟ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʫʢʘʟʘʥ ʢʘʢ çʩʘʤʳʡ ʚʳʩʦʢʠʡ ʨʠʩʢ ʧʦ ʚʝʨʦʷʪʥʦʩʪʠè ʚ 

ʪʝʯʝʥʠʝ ʩʣʝʜʫʶʱʝʛʦ ʜʝʩʷʪʠʣʝʪʠʷ. ɺʳʭʦʜ ʠʟ ʩʪʨʦʷ ʀʊ-ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʷʚʣʷʝʪʩʷ 

çʦʜʥʠʤ ʠʟ ʩʘʤʳʭ ʩʝʨʴʝʟʥʳʭ ʨʠʩʢʦʚ ʩʣʝʜʫʶʱʝʛʦ ʜʝʩʷʪʠʣʝʪʠʷè. ʇʨʦʩʤʘʪʨʠʚʘʷ ʢʘʨʪʫ 

ʣʘʥʜʰʘʬʪʘ ʨʘʟʚʠʚʘʶʱʠʭʩʷ ʨʠʩʢʦʚ, ʢʠʙʝʨʘʪʘʢʠ, ʤʦʰʝʥʥʠʯʝʩʪʚʦ ʠʣʠ ʢʨʘʞʘ ʜʘʥʥʳʭ 

ʧʝʨʝʤʝʩʪʠʣʠʩʴ ʚ ʚʝʨʭʥʶʶ ʯʘʩʪʴ ʩʧʠʩʢʘ ʚ ʢʘʯʝʩʪʚʝ ʢʣʘʩʪʝʨʘ. 

ʇʨʠ ʧʦʜʛʦʪʦʚʢʝ ʢ ʛʣʦʙʘʣʴʥʳʤ ʨʠʩʢʘʤ, ʠʟʣʦʞʝʥʥʳʤ ʚ ʦʪʯʝʪʝ, ɺʩʝʤʠʨʥʳʡ 

ʵʢʦʥʦʤʠʯʝʩʢʠʡ ʬʦʨʫʤ, ʭʦʪʷ ʠ ʥʘʟʚʘʣ ʨʠʩʢʠ, ʦʧʠʩʘʥʥʳʝ ʚ ʦʪʯʝʪʝ, çʫʞʘʩʥʳʤʠè, 

ʧʨʝʜʧʦʣʦʞʠʣ, ʯʪʦ, ʨʘʟʤʳʰʣʷʷ ʦ ʩʣʝʜʫʶʱʝʤ ʢʨʠʟʠʩʝ ʧʦʩʣʝ COVID-19, ç[T] ʦʥ 

ʦʪʚʝʪ ʥʘ COVID-19 ʧʨʝʜʣʘʛʘʝʪ ʯʝʪʳʨʝ ʚʦʟʤʦʞʥʦʩʪʠ ʫʧʨʘʚʣʝʥʠʷ ʜʣʷ ʧʦʚʳʰʝʥʠʷ 

ʦʙʱʝʡ ʫʩʪʦʡʯʠʚʦʩʪʠ ʩʪʨʘʥ, ʧʨʝʜʧʨʠʷʪʠʡ ʠ ʤʝʞʜʫʥʘʨʦʜʥʦʛʦ ʩʦʦʙʱʝʩʪʚʘ: (1) 

ʬʦʨʤʫʣʠʨʦʚʘʥʠʝ ʘʥʘʣʠʪʠʯʝʩʢʠʭ ʨʘʤʦʢ, ʢʦʪʦʨʳʝ ʧʨʠʥʠʤʘʶʪ ʮʝʣʦʩʪʥʳʡ ʠ 

ʩʠʩʪʝʤʥʳʡ ʚʟʛʣʷʜ ʥʘ ʚʦʟʜʝʡʩʪʚʠʷ ʨʠʩʢʦʚ; (2) ʠʥʚʝʩʪʠʨʦʚʘʥʠʝ ʚ ʠʟʚʝʩʪʥʳʭ 

çʟʘʱʠʪʥʠʢʦʚ ʨʠʩʢʦʚè ʜʣʷ ʧʦʦʱʨʝʥʠʷ ʥʘʮʠʦʥʘʣʴʥʦʛʦ ʣʠʜʝʨʩʪʚʘ ʠ ʤʝʞʜʫʥʘʨʦʜʥʦʛʦ 

ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ; (3) ʫʣʫʯʰʝʥʠʝ ʠʥʬʦʨʤʠʨʦʚʘʥʠʷ ʦ ʨʠʩʢʘʭ ʠ ʙʦʨʴʙʘ ʩ 

ʜʝʟʠʥʬʦʨʤʘʮʠʝʡ; ʠ (4) ʠʟʫʯʝʥʠʝ ʥʦʚʳʭ ʬʦʨʤ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦ-ʯʘʩʪʥʦʛʦ ʧʘʨʪʥʝʨʩʪʚʘ 

ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʛʦʪʦʚʥʦʩʪʠ ʢ ʨʠʩʢʘʤè. 

ʍʦʪʷ ʆʪʯʝʪ ʧʨʝʜʝʣʴʥʦ ʯʝʩʪʝʥ ʠ ʧʨʦʟʨʘʯʝʥ ʚ ʩʚʦʠʭ ʧʨʦʛʥʦʟʘʭ, ʦʥ, ʚʦʟʤʦʞʥʦ, 

ʷʚʣʷʝʪʩʷ ʤʦʤʝʥʪʘʣʴʥʳʤ ʩʥʠʤʢʦʤ ʙʫʜʫʱʝʛʦ, ʢʦʪʦʨʳʡ ʙʠʟʥʝʩ-ʣʠʜʝʨʳ ʜʦʣʞʥʳ 

ʫʯʠʪʳʚʘʪʴ ʧʨʠ ʧʣʘʥʠʨʦʚʘʥʠʠ ʜʦʣʛʦʩʨʦʯʥʳʭ ʙʠʟʥʝʩ-ʩʪʨʘʪʝʛʠʡ, ʚʢʣʶʯʘʷ ʫʧʨʘʚʣʝʥʠʝ 

ʦʩʥʦʚʥʳʤʠ ʨʠʩʢʘʤʠ ʧʦ ʚʝʨʦʷʪʥʦʩʪʠ ʠ ʚʣʠʷʥʠʶ ʥʘ ʦʨʛʘʥʠʟʘʮʠʶ. ʕʪʦ, ʦʯʝʚʠʜʥʦ, 

ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʛʦʪʦʚʥʦʩʪʴ ʢ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʫʩʪʦʡʯʠʚʦʩʪʴè. (Linn Foster 

Freedman. Cyber-attacks and Cybersecurity Failure Are Top Risks of the Next Decade 

Says World Economic Forum // Robinson & Cole LLP 

(https://www.dataprivacyandsecurityinsider.com/2021/02/cyberattacks-and-

cybersecurity-failure-top-risks-of-the-next-decade-says-world-economic-
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forum/?utm_source=feedburner&utm_medium=feed&utm_campaign=feed%3a+datap

rivacyandsecurityinsider+%28data+privacy+%2b+security+insider%29). 11.02.2021). 

***  

 

çClaroty ʩʦʦʙʱʘʝʪ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʨʫʢʦʚʦʜʠʪʝʣʠ ʧʦ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʩʦʩʨʝʜʦʪʦʯʠʣʠ ʩʚʦʝ ʚʥʠʤʘʥʠʝ 

ʥʘ ʧʦʠʩʢʝ ʢʨʠʪʠʯʝʩʢʠʭ ʦʰʠʙʦʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʩʝʪʷʭ ɸʉʋ ʊʇ. 
ʆʥ ʚʢʣʶʯʝʥ: ʩʦʛʣʘʩʥʦ ʧʦʩʣʝʜʥʝʤʫ ʦʪʯʝʪʫ Claroty ʦ ʨʠʩʢʘʭ ʠ ʫʷʟʚʠʤʦʩʪʷʭ ICS 

ʟʘ ʜʚʘ ʛʦʜʘ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʜʠʨʝʢʪʦʨʘ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʦʜʥʦʚʨʝʤʝʥʥʦ ʫʯʘʩʪʚʫʶʪ ʚ ʙʝʟʫʤʥʦʡ ʛʦʥʢʝ ʟʘ ʧʦʠʩʢʦʤ ʫʷʟʚʠʤʦʩʪʝʡ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʢʨʳʚʘʶʱʠʭʩʷ ʚ ʧʨʦʤʳʰʣʝʥʥʳʭ ʩʝʪʷʭ. 

ɺ ʦʪʯʝʪʝ ʙʳʣʠ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʥʳ ʚʩʝ ʧʫʙʣʠʯʥʦ ʨʘʩʢʨʳʪʳʝ ʫʷʟʚʠʤʦʩʪʠ ʚ 

ʩʝʪʷʭ ɸʉʋ ʊʇ ʚʦ ʚʪʦʨʦʡ ʧʦʣʦʚʠʥʝ 2020 ʛʦʜʘ, ʠ ʙʳʣʦ ʦʙʥʘʨʫʞʝʥʦ, ʯʪʦ ʢʦʣʠʯʝʩʪʚʦ 

ʨʘʩʢʨʳʪʠʡ ɸʉʋ ʊʇ ʫʚʝʣʠʯʠʣʦʩʴ ʧʦʯʪʠ ʥʘ 33% ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ 2018 ʛʦʜʦʤ ʢʘʢ ʩʦ 

ʩʪʦʨʦʥʳ ʪʘʢʠʭ ʦʨʛʘʥʠʟʘʮʠʡ, ʢʘʢ Claroty, ʪʘʢ ʠ ʦʪ ʥʝʟʘʚʠʩʠʤʳʭ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ. 

ʆʪʨʘʩʣʠ, ʚ ʢʦʪʦʨʳʭ ʨʘʩʢʨʳʚʘʝʪʩʷ ʙʦʣʴʰʝ ʚʩʝʛʦ, ʚʢʣʶʯʘʶʪ ʞʠʟʥʝʥʥʦ ʚʘʞʥʳʝ 

ʢʦʤʧʦʥʝʥʪʳ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʪʘʢʠʝ ʢʘʢ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʝ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʝ 

ʧʨʝʜʧʨʠʷʪʠʷ, ʵʥʝʨʛʝʪʠʢʘ, ʚʦʜʦʩʥʘʙʞʝʥʠʝ, ʩʪʦʯʥʳʝ ʚʦʜʳ ʠ ʢʦʤʤʝʨʯʝʩʢʠʝ ʦʙʲʝʢʪʳ. 

ʏʪʦ ʝʱʝ ʭʫʞʝ, ʙʦʣʝʝ 71 ʧʨʦʮʝʥʪʘ ʦʰʠʙʦʢ ʤʦʞʥʦ ʙʳʣʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʫʜʘʣʝʥʥʦ, ʠ ʢʘʞʜʦʝ ʨʘʩʢʨʳʪʠʝ ʚʦ ʚʪʦʨʦʡ ʧʦʣʦʚʠʥʝ 2020 ʛʦʜʘ ʟʘʥʠʤʘʣʦ ʚʳʩʦʢʦʝ 

ʤʝʩʪʦ ʚ ʩʧʠʩʢʝ 25 ʩʘʤʳʭ ʦʧʘʩʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ MITRE 

2020 CWE ʟʘ 2020 ʛʦʜ, ʧʦʩʢʦʣʴʢʫ ʠʭ ʣʝʛʢʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠ ʦʥʠ ʧʦʪʝʥʮʠʘʣʴʥʦ 

ʢʘʪʘʩʪʨʦʬʠʯʥʳ, ʛʦʚʦʨʠʪʩʷ ʚ ʦʪʯʝʪʝ. 

ʂʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ɸʉʋ ʊʇ ʧʨʠʚʣʝʢʘʝʪ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ 

ɺʦ ʚʪʦʨʦʡ ʧʦʣʦʚʠʥʝ 2020 ʛʦʜʘ Claroty ʥʘʩʯʠʪʘʣʘ 449 ʫʷʟʚʠʤʦʩʪʝʡ, 

ʦʙʥʘʨʫʞʝʥʥʳʭ ʫ 59 ʧʦʩʪʘʚʱʠʢʦʚ ɸʉʋ ʊʇ; ʘ ʟʘ ʚʝʩʴ ʛʦʜ ʠʭ ʙʳʣʦ 893. ɼʣʷ 

ʩʨʘʚʥʝʥʠʷ: ʚ 2018 ʛʦʜʫ ʦʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ ʦʙʥʘʨʫʞʝʥʥʳʭ ʦʰʠʙʦʢ ɸʉʋ ʊʇ ʟʘ ʚʝʩʴ 

ʛʦʜ ʩʦʩʪʘʚʠʣʦ 672, ʘ ʚ 2019 ʛʦʜʫ - 716, ʩʦʦʙʱʘʝʪ Claroty. 

ɺ ʜʦʢʣʘʜʝ ʛʦʚʦʨʠʪʩʷ, ʯʪʦ ʚʩʝ ʯʘʱʝ ʵʪʠ ʦʪʯʝʪʳ ʧʦʩʪʫʧʘʶʪ ʦʪ ʥʝʟʘʚʠʩʠʤʳʭ 

ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ. ʌʘʢʪʠʯʝʩʢʠ, Claroty ʦʙʥʘʨʫʞʠʣʘ, ʯʪʦ ʚʦ ʚʪʦʨʦʡ ʧʦʣʦʚʠʥʝ 2020 

ʛʦʜʘ 50 ʥʦʚʳʭ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʦʧʫʙʣʠʢʦʚʘʣʠ ʨʘʩʢʨʳʪʠʷ ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʳʝ ʥʝ 

ʧʫʙʣʠʢʦʚʘʣʠʩʴ ʚ ʪʝʯʝʥʠʝ ʜʚʫʭ ʧʨʝʜʳʜʫʱʠʭ ʣʝʪ. 

çʇʨʦʠʟʦʰʝʣ ʩʜʚʠʛ ʚ ʩʪʦʨʦʥʫ ʠʩʩʣʝʜʦʚʘʥʠʡ ɸʉʋ ʊʇ ʩ ʩʠʣʴʥʳʤ ʨʦʩʪʦʤ ʛʨʫʧʧ 

ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʵʪʦʛʦ ʚʪʦʨʦʛʦ ʧʦʣʫʛʦʜʦʚʦʛʦ ʦʪʯʝʪʘ, ʧʦʩʢʦʣʴʢʫ 

ʚʩʝ ʙʦʣʴʰʝ ʦʨʛʘʥʠʟʘʮʠʡ ʧʳʪʘʶʪʩʷ ʧʦʥʷʪʴ ʥʦʚʳʡ ʣʘʥʜʰʘʬʪ ʘʪʘʢè, - ʧʦʷʩʥʠʣ 

Threatpost ɸʤʠʨ ʇʨʝʤʠʥʛʝʨ, ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ ʧʦ ʠʩʩʣʝʜʦʚʘʥʠʷʤ ʚ Claroty. çʉ 

ʫʚʝʣʠʯʝʥʠʝʤ ʢʦʣʠʯʝʩʪʚʘ ʠʛʨʦʢʦʚ, ʢʦʪʦʨʳʝ ʚʳʭʦʜʷʪ ʥʘ ʨʳʥʦʢ ʠ ʫʜʝʣʷʶʪ ʦʩʦʙʦʝ 

ʚʥʠʤʘʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ɸʉʋ ʊʇ, ʝʩʪʝʩʪʚʝʥʥʦ, ʚʦʟʨʘʩʪʝʪ ʢʦʣʠʯʝʩʪʚʦ ʦʙʥʘʨʫʞʝʥʥʳʭ 

ʫʷʟʚʠʤʦʩʪʝʡè. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʦʙʨʘʱʘʶʪ ʚʥʠʤʘʥʠʝ ʥʘ ʧʨʦʤʳʰʣʝʥʥʳʝ ʦʰʠʙʢʠ 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʪʘʢʞʝ ʫʩʠʣʠʚʘʶʪ ʜʘʚʣʝʥʠʝ ʥʘ ʧʨʦʤʳʰʣʝʥʥʳʝ ʩʝʪʠ. 

ʅʘʧʨʠʤʝʨ, Claroty ʟʘʤʝʪʠʣ ʜʦʙʘʚʣʝʥʠʝ ʧʨʦʤʳʰʣʝʥʥʳʭ ʧʨʦʮʝʩʩʦʚ ʚ ʩʧʠʩʦʢ 

ʫʥʠʯʪʦʞʝʥʥʳʭ ʧʨʦʛʨʘʤʤ- ʚʳʤʦʛʘʪʝʣʝʡ Snake. 

çʉʨʝʜʘ ɸʉʋ ʊʇ ʩʪʘʣʘ ʙʦʣʝʝ ʧʨʠʚʣʝʢʘʪʝʣʴʥʦʡ ʮʝʣʴʶ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ, 

ʠ ʵʪʦʪ ʩʪʠʤʫʣ ʩʚʷʟʘʥ ʥʝ ʪʦʣʴʢʦ ʩ ʪʝʤ, ʯʪʦ ʧʨʠʯʠʥʠʪ ʥʘʠʙʦʣʴʰʠʡ ʫʱʝʨʙ, ʥʦ ʠ ʩ ʪʝʤ, 
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ʢʘʢʦʝ ʦʙʦʨʫʜʦʚʘʥʠʝ ʦʥʠ ʤʦʛʫʪ ʧʦʣʫʯʠʪʴ ʚ ʩʚʦʠ ʨʫʢʠè, - ʩʢʘʟʘʣ ʇʨʝʤʠʥʛʝʨ. çɸʪʘʢʠ 

ʙʫʜʫʪ ʩʪʘʥʦʚʠʪʴʩʷ ʚʩʝ ʙʦʣʝʝ ʠʟʦʱʨʝʥʥʳʤʠ ʠ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʤʠ, ʧʦʵʪʦʤʫ ʚʘʞʥʦ, 

ʯʪʦʙʳ ʦʨʛʘʥʠʟʘʮʠʠ ʠʩʧʦʣʴʟʦʚʘʣʠ ʨʘʟʥʳʝ ʩʪʝʥʳ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʪʱʘʪʝʣʴʥʦ 

ʧʨʘʢʪʠʢʦʚʘʣʠ ʙʝʟʦʧʘʩʥʦʩʪʴè. 

ʋʥʘʩʣʝʜʦʚʘʥʥʳʝ ʩʠʩʪʝʤʳ ʩ ʜʣʠʪʝʣʴʥʳʤ ʩʨʦʢʦʤ ʭʨʘʥʝʥʠʷ ʪʘʢʞʝ ʷʚʣʷʶʪʩʷ 

ʩʣʘʙʳʤʠ ʤʝʩʪʘʤʠ. 

çɺ ʪʦ ʚʨʝʤʷ ʢʘʢ ʠʩʩʣʝʜʦʚʘʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ICS ʠ SCADA ʥʘʙʠʨʘʶʪ ʦʙʦʨʦʪʳ, 

ʤʥʦʛʠʝ ʧʨʦʙʣʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʦʟʥʠʢʰʠʝ ʜʝʩʷʪʠʣʝʪʠʷʤʠ, ʝʱʝ ʥʝ ʨʘʩʢʨʳʪʳè, - 

ʧʦʷʩʥʷʝʪʩʷ ʚ ʦʪʯʝʪʝ. çɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʠʤʝʪʴ 

ʧʨʝʠʤʫʱʝʩʪʚʦ ʚ ʠʭ ʠʩʧʦʣʴʟʦʚʘʥʠʠ, ʧʦʪʦʤʫ ʯʪʦ ʟʘʱʠʪʥʠʢʠ ʯʘʩʪʦ ʩʪʘʣʢʠʚʘʶʪʩʷ ʩ 

ʦʛʨʘʥʠʯʝʥʠʷʤʠ ʠʟ-ʟʘ ʪʨʝʙʦʚʘʥʠʡ ʢ ʚʨʝʤʝʥʠ ʙʝʟʦʪʢʘʟʥʦʡ ʨʘʙʦʪʳ ʠ ʨʘʩʪʫʱʝʡ 

ʧʦʪʨʝʙʥʦʩʪʠ ʚ ʚʦʟʤʦʞʥʦʩʪʷʭ ʦʙʥʘʨʫʞʝʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʧʨʝʨʳʚʘʥʠʶ ʧʨʦʮʝʩʩʘ ʠʣʠ ʤʘʥʠʧʫʣʷʮʠʠè. 

ɼʠʨʝʢʪʦʨʘ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ICS ʠ ʇʊʉʈ SolarWinds 

ɺ ʦʪʯʝʪʝ ʜʦʙʘʚʣʝʥʦ, ʯʪʦ ʟʘʛʦʣʦʚʢʠ ʦʙ ʘʪʘʢʝ SolarWinds ʟʘʩʪʘʚʠʣʠ 

ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤ ʪʝʭʥʦʣʦʛʠʷʤ ʚ ʢʘʞʜʦʡ ʦʪʨʘʩʣʠ ʜʚʘʞʜʳ 

ʧʦʜʫʤʘʪʴ ʦ ʤʘʩʰʪʘʙʘʭ ʩʚʦʠʭ ʩʝʪʝʡ ʠ ʦ ʪʦʤ, ʢʪʦ ʤʦʞʝʪ ʟʘʭʦʪʝʪʴ ʘʪʘʢʦʚʘʪʴ ʠʭ. 

çʅʘʮʠʦʥʘʣʴʥʳʝ ʩʫʙʲʝʢʪʳ ʷʚʥʦ ʩʤʦʪʨʷʪ ʥʘ ʤʥʦʛʠʝ ʘʩʧʝʢʪʳ ʧʝʨʠʤʝʪʨʘ ʩʝʪʠ 

ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ, ʘ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʪʘʢʞʝ ʫʜʝʣʷʶʪ ʦʩʦʙʦʝ ʚʥʠʤʘʥʠʝ ʧʨʦʮʝʩʩʘʤ 

ɸʉʋ ʊʇ, ʯʪʦ ʧʦʜʯʝʨʢʠʚʘʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʪʘʢʠʭ ʪʝʭʥʦʣʦʛʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʘʢ 

ʦʙʥʘʨʫʞʝʥʠʝ ʥʘ ʦʩʥʦʚʝ ʩʝʪʠ ʠ ʙʝʟʦʧʘʩʥʳʡ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ʚ ʧʨʦʤʳʰʣʝʥʥʳʭ 

ʩʨʝʜʘʭè, ʇʨʝʤʠʥʛʝʨ ʜʦʙʘʚʠʣ. 

ʍʦʨʦʰʘʷ ʥʦʚʦʩʪʴ ʚ ʪʦʤ, ʯʪʦ ʠʥʜʫʩʪʨʠʷ ʥʘʯʠʥʘʝʪ ʨʝʘʛʠʨʦʚʘʪʴ. 

çʆʪʨʘʜʥʦ ʚʠʜʝʪʴ ʨʘʩʪʫʱʠʡ ʠʥʪʝʨʝʩ ʢ ɸʉʋ ʊʇ ʚ ʩʦʦʙʱʝʩʪʚʝ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʩʢʦʣʴʢʫ ʤʳ ʜʦʣʞʥʳ ʧʨʦʣʠʪʴ ʙʦʣʝʝ ʷʨʢʠʡ ʩʚʝʪ ʥʘ ʵʪʠ ʫʷʟʚʠʤʦʩʪʠ, 

ʯʪʦʙʳ ʜʝʨʞʘʪʴ ʫʛʨʦʟʳ ʥʘ ʨʘʩʩʪʦʷʥʠʠ ʚʳʪʷʥʫʪʦʡ ʨʫʢʠè, - ʩʢʘʟʘʣ ʇʨʝʤʠʥʛʝʨ. 

çɺʳʷʚʣʝʥʠʝ ʙʦʣʴʰʝʛʦ ʢʦʣʠʯʝʩʪʚʘ ʫʷʟʚʠʤʦʩʪʝʡ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʦʪʨʘʩʣʴ ʙʦʣʝʝ 

ʟʘʱʠʱʝʥʘ, ʧʦʵʪʦʤʫ ʦʙʥʘʜʝʞʠʚʘʝʪ ʪʦ, ʯʪʦ ʩʦʦʙʱʝʩʪʚʦ ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʪʥʦʩʠʪʩʷ ʢ ʵʪʦʤʫ ʩʝʨʴʝʟʥʦè. (Becky Bracken. Industrial Networks See 

Sharp Uptick in Hackable Security Holes // Threatpost 

(https://threatpost.com/industrial-networks-hackable-security-holes/163708/). 

05.02.2021). 

***  

 

ʉʧʦʣʫʯʝʥʽ ʐʪʘʪʠ ɸʤʝʨʠʢʠ 

 

çHuawei ʩʥʦʚʘ ʧʦʜʘʣʘ ʠʩʢ ʧʨʦʪʠʚ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʉʐɸ, ʥʘ ʵʪʦʪ ʨʘʟ ʥʘʯʘʚ 

ʙʦʨʴʙʫ ʩ ʌʝʜʝʨʘʣʴʥʦʡ ʢʦʤʠʩʩʠʝʡ ʧʦ ʩʚʷʟʠ (FCC) ʟʘ ʝʝ ʨʝʰʝʥʠʝ ʦʙʦʟʥʘʯʠʪʴ 

ʢʦʤʧʘʥʠʶ ʢʘʢ ʫʛʨʦʟʫ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʉʦʛʣʘʩʥʦ ʶʨʠʜʠʯʝʩʢʦʡ ʞʘʣʦʙʝ, Huawei ʪʨʝʙʫʝʪ ʧʝʨʝʩʤʦʪʨʘ ʥʘʟʥʘʯʝʥʠʷ ʥʘ 

ʪʦʤ ʦʩʥʦʚʘʥʠʠ, ʯʪʦ ʚʳʧʦʣʥʝʥʠʝ ʟʘʢʘʟʘ ʚʳʭʦʜʠʪ ʟʘ ʨʘʤʢʠ ʧʦʣʥʦʤʦʯʠʡ FCC; 

ʥʘʨʫʰʠʣ ʬʝʜʝʨʘʣʴʥʳʡ ʟʘʢʦʥ ʠ ʂʦʥʩʪʠʪʫʮʠʶ; ʧʨʦʠʟʚʦʣ, ʩʚʦʝʥʨʘʚʠʝ ʠ 

ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʝ ʫʩʤʦʪʨʝʥʠʝʤ; ʠ ʥʝ ʧʦʜʪʚʝʨʞʜʝʥʳ ʩʫʱʝʩʪʚʝʥʥʳʤʠ 

ʜʦʢʘʟʘʪʝʣʴʩʪʚʘʤʠ. 
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Huawei ʪʘʢʞʝ ʩʦʦʙʱʠʣʘ ʚ ʞʘʣʦʙʝ, ʯʪʦ ʥʘʟʥʘʯʝʥʠʝ ʤʦʞʝʪ ʦʪʨʠʮʘʪʝʣʴʥʦ 

ʧʦʚʣʠʷʪʴ ʥʘ ʬʠʥʘʥʩʦʚʳʝ ʠʥʪʝʨʝʩʳ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʦʪʨʘʩʣʠ ʚ ʮʝʣʦʤ. 

FCC ʦʙʦʟʥʘʯʠʣʘ Huawei, ʥʘʨʷʜʫ ʩ ZTE, ʫʛʨʦʟʦʡ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʝʱʝ ʚ ʠʶʥʝ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʯʝʛʦ ʘʤʝʨʠʢʘʥʩʢʠʝ ʦʧʝʨʘʪʦʨʳ ʩʚʷʟʠ ʙʦʣʴʰʝ ʥʝ ʤʦʛʫʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʌʦʥʜ ʫʥʠʚʝʨʩʘʣʴʥʳʭ ʫʩʣʫʛ FCC ʜʣʷ ʧʦʢʫʧʢʠ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠʣʠ ʫʩʣʫʛ 

ʫ ʵʪʠʭ ʢʠʪʘʡʩʢʠʭ ʢʦʤʧʘʥʠʡ.  

ʋʭʦʜʷʱʠʡ ʧʨʝʜʩʝʜʘʪʝʣʴ FCC ɸʜʞʠʪ ʇʘʡ ʩʢʘʟʘʣ, ʯʪʦ ʚ ʪʦ ʚʨʝʤʷ ʙʳʣʦ 

çʧʦʜʘʚʣʷʶʱʝʝ ʢʦʣʠʯʝʩʪʚʦ ʜʦʢʘʟʘʪʝʣʴʩʪʚè ʪʦʛʦ, ʯʪʦ ʠ Huawei, ʠ ZTE ʠʤʝʣʠ ʪʝʩʥʳʝ 

ʩʚʷʟʠ ʩ ʂʦʤʤʫʥʠʩʪʠʯʝʩʢʦʡ ʧʘʨʪʠʝʡ ʂʠʪʘʷ ʠ ʚʦʝʥʥʳʤ ʘʧʧʘʨʘʪʦʤ ʂʠʪʘʷ. 

ʆʙʦʟʥʘʯʝʥʠʝ ʚʦʟʥʠʢʣʦ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʙʳʚʰʠʡ ʧʨʝʟʠʜʝʥʪ ʉʐɸ ɼʦʥʘʣʴʜ 

ʊʨʘʤʧ ʧʦʜʧʠʩʘʣ ʟʘʢʦʥ, ʟʘʧʨʝʱʘʶʱʠʡ ʢʦʤʧʘʥʠʷʤ ʉʐɸ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʝʜʝʨʘʣʴʥʳʝ 

ʩʨʝʜʩʪʚʘ ʜʣʷ ʧʦʢʫʧʢʠ ʦʙʦʨʫʜʦʚʘʥʠʷ ʫ ʢʦʤʧʘʥʠʡ, ʢʦʪʦʨʳʝ ʩʯʠʪʘʶʪʩʷ ʫʛʨʦʟʦʡ 

ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɿʘʢʦʥ ʪʘʢʞʝ ʫʩʪʘʥʦʚʠʣ ʧʨʦʛʨʘʤʤʫ ʚʦʟʤʝʱʝʥʠʷ ʨʘʩʭʦʜʦʚ ʚ ʨʘʟʤʝʨʝ 1 

ʤʠʣʣʠʘʨʜʘ ʜʦʣʣʘʨʦʚ, ʯʪʦʙʳ ʧʦʤʦʯʴ ʙʦʣʝʝ ʤʝʣʢʠʤ ʧʨʦʚʘʡʜʝʨʘʤ ʩ ʨʘʩʭʦʜʘʤʠ ʥʘ 

ʜʝʤʦʥʪʘʞ ʠ ʟʘʤʝʥʫ ʟʘʧʨʝʱʝʥʥʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ ʦʪ Huawei ʠ ZTE.  

FCC - ʥʝ ʝʜʠʥʩʪʚʝʥʥʦʝ ʬʝʜʝʨʘʣʴʥʦʝ ʘʛʝʥʪʩʪʚʦ, ʢʦʪʦʨʦʝ ʩʪʦʣʢʥʫʣʦʩʴ ʩ 

ʩʫʜʝʙʥʳʤ ʠʩʢʦʤ ʩʦ ʩʪʦʨʦʥʳ Huawei. ɺʩʢʦʨʝ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʄʠʥʠʩʪʝʨʩʪʚʦ 

ʪʦʨʛʦʚʣʠ ʉʐɸ ʜʦʙʘʚʠʣʦ Huawei ʚ ʩʚʦʡ çʉʧʠʩʦʢ ʦʨʛʘʥʠʟʘʮʠʡè, ʢʦʪʦʨʳʡ ʟʘʧʨʝʱʘʝʪ 

ʘʤʝʨʠʢʘʥʩʢʠʤ ʢʦʤʧʘʥʠʷʤ ʧʝʨʝʜʘʚʘʪʴ ʪʝʭʥʦʣʦʛʠʠ Huawei ʙʝʟ ʦʜʦʙʨʝʥʥʦʡ 

ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ ʣʠʮʝʥʟʠʠ, Huawei ʧʦʜʘʣʘ ʠʩʢ ʧʨʦʪʠʚ ʘʛʝʥʪʩʪʚʘ, ʫʪʚʝʨʞʜʘʷ, ʯʪʦ ʦʥʦ 

ʜʝʡʩʪʚʦʚʘʣʦ ʥʝʢʦʥʩʪʠʪʫʮʠʦʥʥʦ ʧʨʠ ʦʙʝʩʧʝʯʝʥʠʠ ʩʦʙʣʶʜʝʥʠʷ ʟʘʧʨʝʪʘ. 

ɺ ʢʦʥʮʝ ʢʦʥʮʦʚ, ʵʪʦʪ ʠʩʢ ʙʳʣ ʦʪʢʣʦʥʝʥ ʚ ʬʝʚʨʘʣʝ ʧʨʦʰʣʦʛʦ ʛʦʜʘ ʥʘ ʪʦʤ 

ʦʩʥʦʚʘʥʠʠ, ʯʪʦ ʂʦʥʛʨʝʩʩ ʙʳʣ ʚ ʧʨʝʜʝʣʘʭ ʩʚʦʠʭ ʧʨʘʚ ʦʙʝʩʧʝʯʠʚʘʪʴ ʩʦʙʣʶʜʝʥʠʝ 

ʟʘʧʨʝʪʘ. 

çɿʘʢʣʶʯʝʥʠʝ ʢʦʥʪʨʘʢʪʦʚ ʩ ʬʝʜʝʨʘʣʴʥʳʤ ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ - ʵʪʦ ʧʨʠʚʠʣʝʛʠʷ, ʘ 

ʥʝ ʧʨʘʚʦ, ʛʘʨʘʥʪʠʨʦʚʘʥʥʦʝ ʢʦʥʩʪʠʪʫʮʠʝʡ - ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʥʘʩʢʦʣʴʢʦ ʠʟʚʝʩʪʥʦ 

ʵʪʦʤʫ ʩʫʜʫè, - ʟʘʷʚʠʣ ʦʢʨʫʞʥʦʡ ʩʫʜʴʷ ɸʤʦʩ ʄʘʟʟʘʥʪ ʚ ʩʚʦʝʤ ʬʝʚʨʘʣʴʩʢʦʤ 

ʧʦʩʪʘʥʦʚʣʝʥʠʠ, ʨʘʩʩʤʘʪʨʠʚʘʷ ʘʨʛʫʤʝʥʪʳ Huawei.  

Huawei ʪʘʢʞʝ ʧʦʜʘʣʘ ʠʩʢ ʩ ʪʨʝʙʦʚʘʥʠʝʤ ʦʙ ʦʪʤʝʥʝ ʟʘʢʦʥʘ, ʦʙʝʩʧʝʯʠʚʘʶʱʝʛʦ 

ʩʦʙʣʶʜʝʥʠʝ ʟʘʧʨʝʪʘ. ʕʪʦʪ ʠʩʢ ʚʩʝ ʝʱʝ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʚ ʩʫʜʘʭè. (Campbell Kwan. 

Huawei requests US courts to overturn its national security threat designation // ZDNet 

(https://www.zdnet.com/article/huawei-requests-us-courts-to-overturn-its-national-

security-threat-designation/). 10.02.2021). 

***  

 

çʇʦʩʣʝ ʢʦʥʩʫʣʴʪʘʮʠʡ ʩ ʦʪʨʘʩʣʝʚʳʤʠ ʵʢʩʧʝʨʪʘʤʠ ɼʝʧʘʨʪʘʤʝʥʪ 

ʬʠʥʘʥʩʦʚʳʭ ʫʩʣʫʛ ʅʴʶ-ʁʦʨʢʘ (DFS) ʠʟʫʯʠʣ ʩʧʦʩʦʙʳ ʫʣʫʯʰʝʥʠʷ ʢʘʢ ʨʳʥʢʘ 
ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ, ʪʘʢ ʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ɺ ʨʝʟʫʣʴʪʘʪʝ 4 ʬʝʚʨʘʣʷ 2021 ʛ. ʚ 

ʎʠʨʢʫʣʷʨʥʦʤ ʧʠʩʴʤʝ ˉ 2 ʧʦ ʩʪʨʘʭʦʚʘʥʠʶ ʙʳʣʘ ʦʧʫʙʣʠʢʦʚʘʥʘ ʩʠʩʪʝʤʘ ʨʠʩʢʦʚ 

ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ. 

ʇʦʜʭʦʜ ʂʦʥʮʝʧʮʠʠ ʚʢʣʶʯʘʝʪ ʧʝʨʝʜʦʚʳʝ ʧʨʘʢʪʠʢʠ ʜʣʷ ʩʪʨʘʭʦʚʦʡ ʦʪʨʘʩʣʠ ʧʨʠ 

ʘʥʘʣʠʟʝ ʨʠʩʢʦʚ, ʥʦ ʧʦʟʚʦʣʷʝʪ ʢʘʞʜʦʤʫ ʩʪʨʘʭʦʚʱʠʢʫ ʨʘʩʩʯʠʪʳʚʘʪʴ ʩʚʦʡ 

ʩʦʙʩʪʚʝʥʥʳʡ ʨʠʩʢ ʥʘ ʦʩʥʦʚʝ ʛʠʙʢʠʭ ʬʘʢʪʦʨʦʚ, ʪʘʢʠʭ ʢʘʢ ʨʘʟʤʝʨ ʩʪʨʘʭʦʚʱʠʢʘ, 

ʛʝʦʛʨʘʬʠʷ, ʦʪʨʘʩʣʠ ʠ ʨʝʩʫʨʩʳ. 
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ʈʘʥʴʰʝ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʝ ʙʳʣʦ ʥʝʦʙʭʦʜʠʤʦ ʪʦʣʴʢʦ ʜʣʷ ʩʣʦʞʥʳʭ 

ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʢʦʥʛʣʦʤʝʨʘʪʦʚ. ʇʦ ʦʮʝʥʢʘʤ, ʢ 2025 ʛʦʜʫ ʨʳʥʦʢ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ 

ʚ ʉʐɸ ʧʨʝʚʳʩʠʪ 20 ʤʠʣʣʠʘʨʜʦʚ ʜʦʣʣʘʨʦʚ. 

ʏʘʩʪʠʯʥʦ ʵʪʘ ʪʝʥʜʝʥʮʠʷ ʨʦʩʪʘ ʩʚʷʟʘʥʘ ʩ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝʤ ʘʪʘʢ ʧʨʦʛʨʘʤʤ-

ʚʳʤʦʛʘʪʝʣʝʡ. ʇʦ ʜʘʥʥʳʤ DFS, ʢʦʣʠʯʝʩʪʚʦ ʘʪʘʢ ʧʦʯʪʠ ʫʜʚʦʠʣʦʩʴ ʚ 2020 ʛʦʜʫ, ʘ 

ʩʨʝʜʥʷʷ ʩʪʦʠʤʦʩʪʴ ʪʘʢʠʭ ʧʨʝʪʝʥʟʠʡ ʚʳʨʦʩʣʘ ʥʘ 150%. 

ʇʨʠ ʪʘʢʦʤ ʨʝʟʢʦʤ ʫʚʝʣʠʯʝʥʠʠ ʟʘʪʨʘʪ ʠ ʘʪʘʢ ʦʯʝʥʴ ʚʘʞʥʦ, ʯʪʦʙʳ ʩʪʨʘʭʦʚʘʷ 

ʦʪʨʘʩʣʴ ʧʨʠʥʠʤʘʣʘ ʘʢʪʠʚʥʦʝ ʫʯʘʩʪʠʝ ʚ ʙʦʨʴʙʝ. 

ʉʠʩʪʝʤʘ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ ʨʠʩʢʦʚ 

ʉʠʩʪʝʤʘ ʨʠʩʢʦʚ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ DFS ʩʦʩʪʦʠʪ ʠʟ ʩʝʤʠ ʵʪʘʧʦʚ: 

ʈʘʟʨʘʙʦʪʘʪʴ ʦʬʠʮʠʘʣʴʥʫʶ ʩʪʨʘʪʝʛʠʶ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ ʨʠʩʢʦʚ 

ɽʩʣʠ ʩʪʨʘʭʦʚʱʠʢ ʧʨʝʜʣʘʛʘʝʪ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʝ, ʨʫʢʦʚʦʜʩʪʚʦ ʩʪʨʘʭʦʚʱʠʢʘ 

ʜʦʣʞʥʦ ʨʘʟʨʘʙʦʪʘʪʴ ʬʦʨʤʘʣʴʥʫʶ ʩʪʨʘʪʝʛʠʶ ʦʮʝʥʢʠ ʨʠʩʢʘ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ. 

ʈʫʢʦʚʦʜʩʪʚʫ ʩʣʝʜʫʝʪ ʦʧʨʝʜʝʣʠʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʢʘʯʝʩʪʚʝʥʥʳʡ ʠ 

ʢʦʣʠʯʝʩʪʚʝʥʥʳʡ ʤʘʢʩʠʤʘʣʴʥʳʡ ʨʠʩʢ ʠ ʧʦʩʪʦʷʥʥʦ ʦʪʩʣʝʞʠʚʘʪʴ, ʛʜʝ ʧʘʜʘʝʪ ʪʝʢʫʱʠʡ 

ʨʠʩʢ. 

ʉʪʨʘʪʝʛʠʷ ʜʦʣʞʥʘ ʚʢʣʶʯʘʪʴ ʰʝʩʪʴ ʰʘʛʦʚ ʥʠʞʝ.  

ʋʧʨʘʚʣʷʡʪʝ ʠ ʫʩʪʨʘʥʷʡʪʝ ʨʠʩʢʠ ʩʢʨʳʪʦʛʦ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ 

ʅʘʠʣʫʯʰʘʷ ʧʨʘʢʪʠʢʘ: ʫʢʘʞʠʪʝ, ʙʫʜʝʪ ʣʠ ʢʠʙʝʨ-ʫʙʳʪʦʢ ʧʦʢʨʳʪ ʢʘʢʦʡ-ʣʠʙʦ 

ʧʦʣʠʪʠʢʦʡ, ʚ ʨʘʤʢʘʭ ʢʦʪʦʨʦʡ ʚʦʟʤʦʞʥʦ ʧʨʝʜʲʷʚʣʝʥʠʝ ʢʠʙʝʨ-ʠʩʢʘ. 

ʉʢʨʳʪʳʡ ʢʠʙʝʨ-ʨʠʩʢ ʚʦʟʥʠʢʘʝʪ, ʢʦʛʜʘ ʩʪʨʘʭʦʚʱʠʢʠ ʚ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ 

ʧʦʢʨʳʚʘʶʪ ʫʙʳʪʢʠ, ʚʳʟʚʘʥʥʳʝ ʢʠʙʝʨʠʥʮʠʜʝʥʪʘʤʠ, ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʦʣʠʪʠʢʘʤʠ, 

ʢʦʪʦʨʳʝ ʥʝ ʙʳʣʠ ʥʘʧʠʩʘʥʳ ʜʣʷ ʢʠʙʝʨ-ʠʩʧʦʣʴʟʦʚʘʥʠʷ. ɺʩʝ ʧʦʣʠʪʠʢʠ - ʙʫʜʴ ʪʦ 

ʠʤʫʱʝʩʪʚʦ, ʥʝʩʯʘʩʪʥʳʝ ʩʣʫʯʘʠ, ʦʙʱʘʷ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ, ʢʨʘʞʘ ʩʦ ʚʟʣʦʤʦʤ ʠ ʪ. ɼ. - 

ʜʦʣʞʥʳ ʙʳʪʴ ʦʮʝʥʝʥʳ ʥʘ ʧʨʝʜʤʝʪ ʢʠʙʝʨʨʠʩʢʘ, ʯʪʦʙʳ ʦʛʨʘʥʠʯʠʪʴ ʨʘʟʤʝʨ 

ʥʝʧʨʝʜʚʠʜʝʥʥʳʭ ʫʙʳʪʢʦʚ, ʧʨʠʯʠʥʝʥʥʳʭ ʢʠʙʝʨʥʝʪʠʢʦʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʵʪʠʤʠ 

ʧʦʣʠʪʠʢʘʤʠ. 

ɺ ʢʦʥʮʝ ʢʦʥʮʦʚ, ʩʦ ʚʨʝʤʝʥʝʤ ʵʪʦ ʪʨʝʙʦʚʘʥʠʝ ʙʫʜʝʪ ʩʥʷʪʦ ʧʦʩʣʝ 

ʧʨʝʞʜʝʚʨʝʤʝʥʥʦʛʦ ʫʩʪʨʘʥʝʥʠʷ ʩʢʨʳʪʳʭ ʨʠʩʢʦʚ. 

ɺ ʩʣʫʯʘʝ ʜʝʡʩʪʚʫʶʱʠʭ ʧʦʣʠʩʦʚ ʩʪʨʘʭʦʚʱʠʢʘʤ ʤʦʞʝʪ ʙʳʪʴ ʚʳʛʦʜʥʦ 

ʧʨʠʦʙʨʝʩʪʠ ʧʝʨʝʩʪʨʘʭʦʚʘʥʠʝ ʜʣʷ ʧʦʢʨʳʪʠʷ ʩʢʨʳʪʳʭ ʢʠʙʝʨʨʠʩʢʦʚ.  

ʆʮʝʥʠʪʴ ʩʠʩʪʝʤʥʳʡ ʨʠʩʢ 

ʃʫʯʰʘʷ ʧʨʘʢʪʠʢʘ: ʧʦʩʪʦʷʥʥʘʷ ʦʮʝʥʢʘ ʩʠʩʪʝʤʥʦʛʦ ʨʠʩʢʘ ʠ ʧʣʘʥʠʨʦʚʘʥʠʝ 

ʫʙʳʪʢʦʚ. 

ʉʠʩʪʝʤʥʳʡ ʨʠʩʢ ʚʦʟʥʠʢʘʝʪ ʠʟ-ʟʘ ʚʩʝ ʙʦʣʝʝ ʰʠʨʦʢʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʩʪʦʨʦʥʥʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʠ ʧʦʩʪʘʚʱʠʢʦʚ ʫʩʣʫʛ. ʆʯʝʥʴ ʚʘʞʥʦ, ʯʪʦʙʳ ʩʪʨʘʭʦʚʱʠʢʠ 

ʧʦʥʠʤʘʣʠ ʟʘʚʠʩʠʤʦʩʪʴ ʩʪʨʘʭʦʚʘʪʝʣʝʡ ʦʪ ʪʨʝʪʴʠʭ ʩʪʦʨʦʥ. ʂʦʛʜʘ ʵʪʠ ʩʪʦʨʦʥʳ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ, ʵʪʦ ʤʦʞʝʪ ʥʘʥʝʩʪʠ ʩʪʨʘʭʦʚʱʠʢʘʤ ʟʥʘʯʠʪʝʣʴʥʳʝ ʫʙʳʪʢʠ, ʢʘʢ ʚ 

ʩʣʫʯʘʝ ʘʪʘʢʠ ʪʨʦʷʥʘ SolarWinds. 

ʇʨʦʚʝʜʝʥʠʝ çʚʥʫʪʨʝʥʥʠʭ ʩʪʨʝʩʩ-ʪʝʩʪʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʦʩʥʦʚʝ 

ʤʘʣʦʚʝʨʦʷʪʥʳʭ, ʥʦ ʨʝʘʣʠʩʪʠʯʥʳʭ ʢʘʪʘʩʪʨʦʬʠʯʝʩʢʠʭ ʢʠʙʝʨʩʦʙʳʪʠʡè ʧʦʟʚʦʣʷʝʪ 

ʩʪʨʘʭʦʚʱʠʢʘʤ ʘʥʘʣʠʟʠʨʦʚʘʪʴ ʩʚʦʠ ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʨʠʩʢʠ ʠ ʫʙʳʪʢʠ ʚ ʨʘʟʣʠʯʥʳʭ 

ʦʪʨʘʩʣʷʭ. ʕʪʘ ʠʥʬʦʨʤʘʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʜʣʷ ʩʦʟʜʘʥʠʷ ʙʦʣʝʝ ʧʦʣʥʦʡ 

ʢʘʨʪʠʥʳ ʩʪʨʘʪʝʛʠʠ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ ʥʘ ʵʪʘʧʝ 1. 

ʊʱʘʪʝʣʴʥʦ ʦʮʝʥʠʚʘʡʪʝ ʩʪʨʘʭʦʚʦʡ ʨʠʩʢ 
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ʉʪʨʘʭʦʚʱʠʢʘʤ ʥʝʦʙʭʦʜʠʤʦ ʟʘʧʨʘʰʠʚʘʪʴ ʧʦʜʨʦʙʥʫʶ, ʦʩʥʦʚʘʥʥʫʶ ʥʘ ʜʘʥʥʳʭ 

ʠʥʬʦʨʤʘʮʠʶ ʦʪ ʢʘʞʜʦʛʦ ʟʘʩʪʨʘʭʦʚʘʥʥʦʛʦ ʚ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ. 

ʊʘʢʫʶ ʠʥʬʦʨʤʘʮʠʶ ʪʘʢʞʝ ʩʣʝʜʫʝʪ ʟʘʧʨʘʰʠʚʘʪʴ ʫ ʪʨʝʪʴʠʭ ʣʠʮ, ʢʦʪʦʨʳʝ 

ʨʘʙʦʪʘʶʪ ʩʦ ʩʪʨʘʭʦʚʘʪʝʣʝʤ. 

ʉʪʨʘʭʦʚʱʠʢʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʦʙʨʘʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʦʮʝʥʢʠ 

ʩʣʘʙʳʭ ʤʝʩʪ ʚ ʩʫʱʝʩʪʚʫʶʱʝʤ ʧʣʘʥʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩʪʨʘʭʦʚʘʪʝʣʷ.  

ʆʙʫʯʘʡʪʝ ʩʪʨʘʭʦʚʳʭ ʢʦʤʧʘʥʠʡ ʠ ʩʪʨʘʭʦʚʘʪʝʣʝʡ 

ʇʝʨʝʜʦʚʦʡ ʦʧʳʪ: ʉʪʨʘʭʦʚʱʠʢʠ ʜʦʣʞʥʳ ʘʢʪʠʚʥʦ ʫʯʘʩʪʚʦʚʘʪʴ ʚ ʨʘʟʨʘʙʦʪʢʝ 

ʢʠʙʝʨʧʦʣʠʪʠʢ, ʥʘʯʠʥʘʷ ʦʪ ʪʠʧʦʚ ʠ ʤʘʩʰʪʘʙʦʚ ʜʦ ʜʦʧʫʩʪʠʤʳʭ ʧʨʝʜʝʣʦʚ. 

ʈʝʛʫʣʷʨʥʦʝ ʠʥʬʦʨʤʠʨʦʚʘʥʠʝ ʩʪʨʘʭʦʚʳʭ ʢʦʤʧʘʥʠʡ ʦ ʥʦʚʳʭ ʨʠʩʢʘʭ ʠ 

ʧʦʜʚʝʨʞʝʥʥʦʩʪʷʭ ʩʦʟʜʘʩʪ ʙʦʣʝʝ ʩʠʣʴʥʫʶ ʧʦʣʠʪʠʢʫ. 

ʃʫʯʰʘʷ ʧʨʘʢʪʠʢʘ: ʧʨʝʜʦʩʪʘʚʴʪʝ ʦʙʨʘʟʦʚʘʥʠʝ, ʩʢʠʜʢʠ ʥʘ ʧʣʘʥʠʨʦʚʘʥʠʝ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʨʝʢʦʤʝʥʜʘʮʠʠ ʜʣʷ ʩʪʨʘʭʦʚʘʪʝʣʝʡ. 

ʉʪʨʘʭʦʚʱʠʢʠ ʠ ʟʘʩʪʨʘʭʦʚʘʥʥʳʝ ʧʦʣʫʯʘʶʪ ʚʳʛʦʜʫ, ʢʦʛʜʘ ʩʪʨʘʭʦʚʘʪʝʣʠ 

ʨʝʘʣʠʟʫʶʪ ʙʦʣʝʝ ʩʪʨʦʛʠʝ ʧʨʦʛʨʘʤʤʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʉʪʨʘʭʦʚʱʠʢʠ ʜʦʣʞʥʳ 

ʧʦʚʳʰʘʪʴ ʮʝʥʳ ʥʘ ʢʠʙʝʨʧʦʣʠʩʳ, ʝʩʣʠ ʫ ʢʦʥʢʨʝʪʥʦʛʦ ʩʪʨʘʭʦʚʘʪʝʣʷ ʩʣʘʙʘʷ 

ʧʨʦʛʨʘʤʤʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʠ ʩʥʠʞʘʪʴ ʮʝʥʳ ʜʣʷ ʪʝʭ, ʫ ʢʦʛʦ ʝʩʪʴ ʧʨʦʜʚʠʥʫʪʳʝ ʠ 

ʵʬʬʝʢʪʠʚʥʳʝ ʢʠʙʝʨʧʦʣʠʪʠʢʠ. 

ʇʦʣʫʯʠʪʝ ʦʧʳʪ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ɺʘʞʥʦ, ʯʪʦʙʳ ʩʪʨʘʭʦʚʱʠʢʠ ʧʦʥʠʤʘʣʠ ʤʝʥʷʶʱʠʡʩʷ ʭʘʨʘʢʪʝʨ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʦ ʪʨʝʙʫʝʪ ʦʪ ʩʪʨʘʭʦʚʱʠʢʦʚ ʥʘʥʠʤʘʪʴ ʦʧʳʪʥʳʭ 

ʢʠʙʝʨʧʨʦʬʝʩʩʠʦʥʘʣʦʚ ʠ ʨʝʛʫʣʷʨʥʦ ʦʙʫʯʘʪʴ ʩʚʦʡ ʰʪʘʪ. 

ʊʨʝʙʦʚʘʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ 

ʃʫʯʰʘʷ ʧʨʘʢʪʠʢʘ: ʫʚʝʜʦʤʠʪʴ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ ʦʨʛʘʥʳ ʦ ʢʠʙʝʨʠʥʮʠʜʝʥʪʝ. 

ʉʣʝʜʫʝʪ ʨʘʟʨʘʙʦʪʘʪʴ ʧʨʘʚʠʣʘ, ʪʨʝʙʫʶʱʠʝ ʫʚʝʜʦʤʣʝʥʠʷ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ 

ʦʨʛʘʥʦʚ. ʋʚʝʜʦʤʣʝʥʠʝ ʧʦʤʦʛʘʝʪ ʩʪʨʘʭʦʚʱʠʢʘʤ, ʩʪʨʘʭʦʚʱʠʢʘʤ ʠ ʦʙʱʝʩʪʚʝʥʥʦʩʪʠ 

ʩʦʙʠʨʘʪʴ ʠʥʬʦʨʤʘʮʠʶ, ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʪʦ, ʯʪʦ ʙʳʣʦ ʫʢʨʘʜʝʥʦ, ʠ ʣʦʚʠʪʴ ʚʠʥʦʚʥʳʭ, 

ʦʛʨʘʥʠʯʠʚʘʷ ʢʦʣʠʯʝʩʪʚʦ ʙʫʜʫʱʠʭ ʘʪʘʢ. 

ʉʪʨʘʭʦʚʱʠʢʘʤ ʩʣʝʜʫʝʪ ʧʦʤʥʠʪʴ ʦ ʪʨʝʭ ʚʝʱʘʭ 

ʊʠʭʠʝ ʨʠʩʢʠ 

ʉʠʩʪʝʤʥʳʝ ʨʠʩʢʠ 

ʆʙʨʘʟʦʚʘʥʠʝ ʠ ʦʙʫʯʝʥʠʝ 

ʉʪʨʘʭʦʚʱʠʢʠ ʜʦʣʞʥʳ ʙʳʪʴ ʦʩʦʙʝʥʥʦ ʦʩʚʝʜʦʤʣʝʥʳ ʦ ʩʢʨʳʪʳʭ ʨʠʩʢʘʭ. 

ʅʝʟʘʚʠʩʠʤʦ ʦʪ ʪʠʧʘ ʧʦʣʠʪʠʢʠ, ʩʪʨʘʭʦʚʱʠʢʠ ʤʦʛʫʪ ʚʥʝʟʘʧʥʦ ʩʪʦʣʢʥʫʪʴʩʷ ʩ 

ʦʛʨʦʤʥʳʤʠ ʫʙʳʪʢʘʤʠ, ʚʳʟʚʘʥʥʳʤʠ ʢʠʙʝʨʠʥʮʠʜʝʥʪʘʤʠ ʚ ʨʘʤʢʘʭ ʧʦʣʠʪʠʢʠ, ʥʝ 

ʦʪʥʦʩʷʱʝʡʩʷ ʢ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʫ. 

ʉʠʩʪʝʤʥʳʡ ʨʠʩʢ - ʵʪʦ ʝʱʝ ʦʜʥʘ ʧʨʦʙʣʝʤʘ, ʢʦʛʜʘ ʦʜʠʥ ʢʠʙʝʨʠʥʮʠʜʝʥʪ 

ʧʨʠʯʠʥʷʝʪ ʫʙʳʪʢʠ ʤʥʦʛʠʤ ʩʪʨʘʭʦʚʘʪʝʣʷʤ. ʋʯʠʪʳʚʘʷ ʧʨʦʜʦʣʞʘʶʱʠʡʩʷ ʢʨʠʟʠʩ, 

ʚʳʟʚʘʥʥʳʡ ʢʦʤʧʨʦʤʠʩʩʦʤ SolarWinds ʩ Orion, ʩʪʨʘʭʦʚʱʠʢʠ ʜʦʣʞʥʳ ʟʥʘʪʴ ʦʙ ʵʪʦʤ 

ʧʦʪʝʥʮʠʘʣʝ ʠ ʟʘʨʘʥʝʝ ʧʣʘʥʠʨʦʚʘʪʴ ʪʘʢʠʝ ʨʘʟʨʫʰʠʪʝʣʴʥʳʝ ʫʙʳʪʢʠ. 

ʉʪʨʘʭʦʚʱʠʢʘʤ ʠ ʠʭ ʩʪʨʘʭʦʚʘʪʝʣʷʤ ʙʫʜʝʪ ʚ ʨʘʚʥʦʡ ʩʪʝʧʝʥʠ ʚʳʛʦʜʥʦ, ʝʩʣʠ 

ʩʪʨʘʭʦʚʱʠʢʠ ʙʫʜʫʪ ʧʨʦʚʦʜʠʪʴ ʨʘʩʰʠʨʝʥʥʦʝ ʦʙʫʯʝʥʠʝ ʧʦ ʚʦʧʨʦʩʘʤ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʦʙʣʶʜʝʥʠʝ ʥʦʨʤʘʪʠʚʥʳʭ ʪʨʝʙʦʚʘʥʠʡ. ʉʪʨʘʭʦʚʘʪʝʣʠ 

ʧʦʪʝʥʮʠʘʣʴʥʦ ʤʦʛʫʪ ʧʦʣʫʯʠʪʴ ʩʥʠʞʝʥʥʳʡ ʩʪʨʘʭʦʚʦʡ ʪʘʨʠʬ, ʝʩʣʠ ʦʥʠ ʧʨʦʡʜʫʪ 

ʦʙʫʯʝʥʠʝ ʧʦ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʶ ʠ ʩʦʙʣʶʜʘʶʪ ʝʛʦ. ʉʪʨʘʭʦʚʱʠʢʠ ʙʫʜʫʪ ʚʳʥʫʞʜʝʥʳ 



 44 

ʦʧʣʘʯʠʚʘʪʴ ʩʯʝʪʘ ʟʘ ʤʝʥʴʰʝʝ ʢʦʣʠʯʝʩʪʚʦ ʧʨʝʜʦʪʚʨʘʪʠʤʳʭ ʢʠʙʝʨʠʥʮʠʜʝʥʪʦʚéè 

(Seven Points to Know in New Cyberinsurance Guidance that Help Companies and 

Insurers // Adams and Reese LLP (https://www.adamsandreese.com/news-

knowledge/seven-points-to-know-in-new-cyberinsurance-guidance-that-help-

companies-and-insurers). 26.02.2021). 
***  

 

çɸʛʝʥʪʩʪʚʦ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ɸʅɹ) ʠ Microsoft ʚʳʩʪʫʧʘʶʪ ʟʘ 

ʤʦʜʝʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ Zero Trust ʢʘʢ ʥʘ ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʳʡ ʩʧʦʩʦʙ ʟʘʱʠʪʳ 

ʧʨʝʜʧʨʠʷʪʠʡ ʦʪ ʩʦʚʨʝʤʝʥʥʳʭ ʚʩʝ ʙʦʣʝʝ ʠʟʦʱʨʝʥʥʳʭ ʫʛʨʦʟ. 

ʕʪʘ ʢʦʥʮʝʧʮʠʷ ʩʫʱʝʩʪʚʫʝʪ ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ ʠ ʦʩʥʦʚʘʥʘ ʥʘ ʧʨʝʜʧʦʣʦʞʝʥʠʠ, 

ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʫʞʝ ʤʦʞʝʪ ʙʳʪʴ ʚ ʩʝʪʠ, ʧʦʵʪʦʤʫ ʣʦʢʘʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ ʠ 

ʩʦʝʜʠʥʝʥʠʷʤ ʥʠʢʦʛʜʘ ʥʝ ʩʣʝʜʫʝʪ ʜʦʚʝʨʷʪʴ ʥʝʷʚʥʦ, ʘ ʧʨʦʚʝʨʢʘ ʚʩʝʛʜʘ ʥʝʦʙʭʦʜʠʤʘ. 

ʂʦʤʧʘʥʠʠ, ʟʘʥʠʤʘʶʱʠʝʩʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʛʦʜʘʤʠ ʧʨʦʜʚʠʛʘʣʠ ʤʦʜʝʣʴ 

ʩʝʪʠ ʩ ʥʫʣʝʚʳʤ ʜʦʚʝʨʠʝʤ ʢʘʢ ʧʝʨʝʭʦʜ ʦʪ ʪʨʘʜʠʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʢʦʪʦʨʘʷ ʫʯʠʪʳʚʘʣʘ ʪʦʣʴʢʦ ʚʥʝʰʥʠʝ ʫʛʨʦʟʳ. 

ʄʦʜʝʣʴ ʙʳʣʘ ʩʦʟʜʘʥʘ ʚ 2010 ʛʦʜʫ ɼʞʦʥʦʤ ʂʠʥʜʝʨʚʘʛʦʤ, ʢʦʪʦʨʳʡ ʪʘʢʞʝ ʚʚʝʣ 

ʪʝʨʤʠʥ çʥʫʣʝʚʦʝ ʜʦʚʝʨʠʝè, ʛʣʘʚʥʳʤ ʘʥʘʣʠʪʠʢʦʤ Forrester Research ʚ ʪʦ ʚʨʝʤʷ, ʥʦ 

ʨʘʟʛʦʚʦʨʳ ʦ ʥʝʡ ʥʘʯʘʣʠʩʴ ʚ ʥʘʯʘʣʝ 2000-ʭ ʛʦʜʦʚ. Google ʚʥʝʜʨʠʣ ʢʦʥʮʝʧʮʠʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʥʫʣʝʚʳʤ ʜʦʚʝʨʠʝʤ ʧʦʩʣʝ ʦʧʝʨʘʮʠʠ çɸʚʨʦʨʘè ʚ 2009 ʛʦʜʫ ʜʣʷ 

ʚʥʫʪʨʝʥʥʝʛʦ ʧʨʦʝʢʪʘ, ʧʦʣʫʯʠʚʰʝʛʦ ʥʘʟʚʘʥʠʝ BeyondCorp. 

ɿʘʱʠʪʘ ʩ ʥʫʣʝʚʳʤ ʜʦʚʝʨʠʝʤ ʜʣʷ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʭ ʩʝʪʝʡ 

ʅʝʜʘʚʥʷʷ ʘʪʘʢʘ ʥʘ ʮʝʧʦʯʢʫ ʧʦʩʪʘʚʦʢ SolarWinds, ʢʦʪʦʨʫʶ ʪʘʢʞʝ 

ʧʨʠʧʠʩʳʚʘʶʪ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʤʫ ʩʫʙʲʝʢʪʫ, ʚʦʟʦʙʥʦʚʠʣʘ ʜʠʩʢʫʩʩʠʶ ʦ 

ʧʨʝʠʤʫʱʝʩʪʚʘʭ ʘʨʭʠʪʝʢʪʫʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʥʫʣʝʚʳʤ ʜʦʚʝʨʠʝʤ ʜʣʷ ʫʷʟʚʠʤʳʭ 

ʩʝʪʝʡ. 

ʇʨʝʟʠʜʝʥʪ Microsoft ɹʨʵʜ ʉʤʠʪ ʚʳʩʪʫʧʘʣ ʟʘ ʤʦʜʝʣʴ ʥʫʣʝʚʦʛʦ ʜʦʚʝʨʠʷ ʚ ʩʚʦʠʭ 

ʧʦʢʘʟʘʥʠʷʭ ʚ ʉʝʥʘʪʝ ʉʐɸ ʦʪʥʦʩʠʪʝʣʴʥʦ ʢʠʙʝʨʘʪʘʢʠ SolarWinds, ʟʘʷʚʠʚ, ʯʪʦ ʵʪʘ 

ʢʦʥʮʝʧʮʠʷ - ʣʫʯʰʠʡ ʧʦʜʭʦʜ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ ʠʣʠ ʘʛʝʥʪʩʪʚʘ ʢ ʦʙʝʩʧʝʯʝʥʠʶ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʚ ʩʚʦʠʭ ʩʝʪʷʭ. 

ɻʦʚʦʨʷ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʭ ʩʝʪʝʡ ʉʐɸ, ʧʦʜʚʝʨʛʰʠʭʩʷ ʘʪʘʢʝ, 

ʉʤʠʪ ʩʢʘʟʘʣ: çʆʩʥʦʚʥʳʝ ʤʝʪʦʜʳ ʢʠʙʝʨʛʠʛʠʝʥʳ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝ ʧʨʠʤʝʥʷʣʠʩʴ ʩ 

ʨʝʛʫʣʷʨʥʦʩʪʴʶ ʠ ʜʠʩʮʠʧʣʠʥʦʡ, ʢʦʪʦʨʳʭ ʤʳ ʦʞʠʜʘʣʠ ʙʳ ʦʪ ʬʝʜʝʨʘʣʴʥʳʭ ʢʣʠʝʥʪʦʚ 

ʩ ʧʨʦʬʠʣʷʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʘʛʝʥʪʩʪʚ. ɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʤʥʦʛʦʬʘʢʪʦʨʥʘʷ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ, ʥʘʠʤʝʥʝʝ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʠ ʜʨʫʛʠʝ ʪʨʝʙʦʚʘʥʠʷ ʜʣʷ 

ʫʩʪʘʥʦʚʣʝʥʠʷ ʉʨʝʜʘ çʥʫʣʝʚʦʛʦ ʜʦʚʝʨʠʷè ʦʪʩʫʪʩʪʚʦʚʘʣʘ. ʅʘʰ ʦʧʳʪ ʠ ʜʘʥʥʳʝ 

ʫʙʝʜʠʪʝʣʴʥʦ ʧʦʢʘʟʳʚʘʶʪ, ʯʪʦ ʝʩʣʠ ʙʳ ʵʪʠ ʰʘʛʠ ʙʳʣʠ ʚʳʧʦʣʥʝʥʳ, ʟʣʦʫʤʳʰʣʝʥʥʠʢ 

ʠʤʝʣ ʙʳ ʣʠʰʴ ʦʛʨʘʥʠʯʝʥʥʳʡ ʫʩʧʝʭ ʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʮʝʥʥʳʭ ʜʘʥʥʳʭ ʜʘʞʝ ʧʦʩʣʝ 

ʧʦʣʫʯʝʥʠʷ ʜʦʩʪʫʧʘ ʢ ʩʨʝʜʘʤ ʘʛʝʥʪʩʪʚʘè, - ɹʨʵʜ ʉʤʠʪ, ʧʨʝʟʠʜʝʥʪ Microsoft 

ʊʝʧʝʨʴ ʠ ɸʅɹ, ʠ Microsoft ʨʝʢʦʤʝʥʜʫʶʪ ʤʦʜʝʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʥʫʣʝʚʳʤ 

ʜʦʚʝʨʠʝʤ ʜʣʷ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʭ ʩʝʪʝʡ (ʩʠʩʪʝʤʳ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʤʠʥʠʩʪʝʨʩʪʚʦ ʦʙʦʨʦʥʳ, ʦʙʦʨʦʥʥʘʷ ʧʨʦʤʳʰʣʝʥʥʘʷ ʙʘʟʘ) ʠ ʢʨʫʧʥʳʭ ʧʨʝʜʧʨʠʷʪʠʡ. 

Zero Trust - ʜʦʣʛʦʩʨʦʯʥʳʡ ʧʨʦʝʢʪ 

ʈʫʢʦʚʦʜʷʱʠʤʠ ʧʨʠʥʮʠʧʘʤʠ ʵʪʦʡ ʢʦʥʮʝʧʮʠʠ ʷʚʣʷʶʪʩʷ ʧʦʩʪʦʷʥʥʘʷ ʧʨʦʚʝʨʢʘ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʠʣʠ ʘʚʪʦʨʠʟʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʥʘʠʤʝʥʝʝ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ 
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ʜʦʩʪʫʧ ʠ ʩʝʛʤʝʥʪʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʥʘ ʦʩʥʦʚʝ ʩʝʪʠ, ʧʦʣʴʟʦʚʘʪʝʣʷ, ʫʩʪʨʦʡʩʪʚʘ ʠ 

ʧʨʠʣʦʞʝʥʠʷé 

ɸʅɹ ʧʦʷʩʥʷʝʪ, ʯʪʦ ʧʦʥʠʤʘʥʠʝ ʠ ʢʦʥʪʨʦʣʴ ʪʦʛʦ, ʢʘʢ ʧʦʣʴʟʦʚʘʪʝʣʠ, ʧʨʦʮʝʩʩʳ ʠ 

ʫʩʪʨʦʡʩʪʚʘ ʚʟʘʠʤʦʜʝʡʩʪʚʫʶʪ ʩ ʜʘʥʥʳʤʠ, ʷʚʣʷʝʪʩʷ ʬʫʥʜʘʤʝʥʪʘʣʴʥʦʡ ʮʝʣʴʶ Zero 

Trust. 

ʏʪʦʙʳ ʩʦʩʪʘʚʠʪʴ ʪʦʯʥʫʶ ʢʘʨʪʠʥʫ ʘʢʪʠʚʥʦʩʪʠ ʚ ʩʝʪʠ, ʦʮʝʥʠʪʴ ʝʝ ʣʝʛʠʪʠʤʥʦʩʪʴ 

ʠ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʛʦʨʠʟʦʥʪʘʣʴʥʦʝ ʧʝʨʝʤʝʱʝʥʠʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ, ʪʨʝʙʫʝʪʩʷ 

ʥʝʩʢʦʣʴʢʦ ʪʦʯʝʢ ʜʘʥʥʳʭ. 

ʆʙʲʝʜʠʥʝʥʠʝ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʫʩʪʨʦʡʩʪʚʘ ʩ ʚʘʞʥʦʡ ʜʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʠʥʬʦʨʤʘʮʠʝʡ, ʪʘʢʦʡ ʢʘʢ ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ, ʚʨʝʤʷ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʦʝ ʧʦʚʝʜʝʥʠʝ, 

ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʠʩʪʝʤʦʡ ʜʣʷ ʨʘʟʨʝʰʝʥʠʷ ʠʣʠ ʟʘʧʨʝʪʘ ʜʦʩʪʫʧʘ ʢ 

ʦʧʨʝʜʝʣʝʥʥʳʤ ʘʢʪʠʚʘʤ, ʠ ʨʝʰʝʥʠʝ ʨʝʛʠʩʪʨʠʨʫʝʪʩʷ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʙʫʜʫʱʝʡ 

ʘʥʘʣʠʪʠʢʝ ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ ʘʢʪʠʚʥʦʩʪʠ. ʕʪʦʪ ʧʨʦʮʝʩʩ ʧʨʠʤʝʥʷʝʪʩʷ ʢ ʢʘʞʜʦʤʫ 

ʦʪʜʝʣʴʥʦʤʫ ʟʘʧʨʦʩʫ ʜʦʩʪʫʧʘ ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʤʫ ʨʝʩʫʨʩʫ. 

ʆʜʥʘʢʦ ʩʦʟʜʘʥʠʝ ʟʨʝʣʦʡ ʩʨʝʜʳ ʩ ʥʫʣʝʚʳʤ ʜʦʚʝʨʠʝʤ - ʵʪʦ ʥʝ ʟʘʜʘʯʘ, ʢʦʪʦʨʫʶ 

ʤʦʞʥʦ ʨʝʰʠʪʴ ʚ ʦʜʥʦʯʘʩʴʝ, ʘ ʧʦʩʪʝʧʝʥʥʳʡ ʧʝʨʝʭʦʜ, ʢʦʪʦʨʳʡ ʯʘʩʪʦ ʪʨʝʙʫʝʪ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ, ʧʦʩʢʦʣʴʢʫ ʥʝ ʫʯʠʪʳʚʘʝʪ ʥʦʚʳʝ ʠʥʩʪʨʫʤʝʥʪʳ, 

ʪʘʢʪʠʢʠ ʠʣʠ ʤʝʪʦʜʳ ʧʨʦʪʠʚʥʠʢʘ. 

çZero Trust ʚʢʣʶʯʘʝʪ ʢʦʤʧʣʝʢʩʥʳʡ ʤʦʥʠʪʦʨʠʥʛ ʙʝʟʦʧʘʩʥʦʩʪʠ; ʜʝʪʘʣʴʥʳʡ 

ʢʦʥʪʨʦʣʴ ʜʦʩʪʫʧʘ ʥʘ ʦʩʥʦʚʝ ʨʠʩʢʦʚ; ʠ ʘʚʪʦʤʘʪʠʟʘʮʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʠʩʪʝʤʳ 

ʩʢʦʦʨʜʠʥʠʨʦʚʘʥʥʳʤ ʦʙʨʘʟʦʤ ʧʦ ʚʩʝʤ ʘʩʧʝʢʪʘʤ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʯʪʦʙʳ 

ʩʦʩʨʝʜʦʪʦʯʠʪʴ ʚʥʠʤʘʥʠʝ ʥʘ ʟʘʱʠʪʝ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʭ ʘʢʪʠʚʦʚ (ʜʘʥʥʳʭ) ʚ 

ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʚ ʜʠʥʘʤʠʯʝʩʢʦʡ ʩʨʝʜʝ ʫʛʨʦʟè - ɸʛʝʥʪʩʪʚʦ ʥʘʮʠʦʥʘʣʴʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʍʦʨʦʰʘʷ ʥʦʚʦʩʪʴ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʧʝʨʝʭʦʜ ʤʦʞʝʪ ʙʳʪʴ ʧʦʩʪʝʧʝʥʥʳʤ ʠ 

ʩʥʠʞʘʝʪ ʨʠʩʢ ʥʘ ʢʘʞʜʦʤ ʵʪʘʧʝ, ʟʥʘʯʠʪʝʣʴʥʦ ʫʣʫʯʰʘʷ ʚʠʜʠʤʦʩʪʴ ʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠʝ 

ʦʪʚʝʪʳ ʩ ʪʝʯʝʥʠʝʤ ʚʨʝʤʝʥʠ. 

ʇʨʝʠʤʫʱʝʩʪʚʘ ʩʝʪʠ Zero Trust 

ʏʪʦʙʳ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʪʴ ʧʨʝʠʤʫʱʝʩʪʚʘ ʩʝʪʠ Zero Trust, ɸʅɹ ʧʨʠʚʦʜʠʪ ʪʨʠ 

ʧʨʠʤʝʨʘ, ʦʩʥʦʚʘʥʥʳʝ ʥʘ ʨʝʘʣʴʥʳʭ ʠʥʮʠʜʝʥʪʘʭ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʛʜʘ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʥʝ ʩʤʦʛ ʙʳ ʜʦʙʠʪʴʩʷ ʫʩʧʝʭʘ, ʝʩʣʠ ʙʳ ʢʦʥʮʝʧʮʠʷ ʙʳʣʘ ʨʝʘʣʠʟʦʚʘʥʘ. 

ɺ ʧʝʨʚʦʤ ʩʣʫʯʘʝ ʩʫʙʲʝʢʪ ʧʦʣʫʯʠʣ ʜʦʩʪʫʧ ʢ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ-ʞʝʨʪʚʳ ʩ 

ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ, ʠʩʧʦʣʴʟʫʷ ʟʘʢʦʥʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ, ʫʢʨʘʜʝʥʥʳʝ ʫ 

ʩʦʪʨʫʜʥʠʢʘ, - ʫʨʦʚʝʥʴ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʜʦʩʪʘʪʦʯʥʳʡ ʚ ʪʨʘʜʠʮʠʦʥʥʦʡ ʩʨʝʜʝ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺʦ ʚʪʦʨʦʤ ʧʨʠʤʝʨʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʷʚʣʷʝʪʩʷ ʣʠʙʦ ʚʥʫʪʨʝʥʥʝʡ ʫʛʨʦʟʦʡ, ʣʠʙʦ 

ʩʫʙʲʝʢʪʦʤ, ʚʟʣʦʤʘʚʰʠʤ çʫʩʪʨʦʡʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩ ʧʦʤʦʱʴʶ ʵʢʩʧʣʦʡʪʘ 

ʤʦʙʠʣʴʥʦʛʦ ʢʦʜʘ ʚ ʀʥʪʝʨʥʝʪʝè. 

ɺ ʪʠʧʠʯʥʦʡ ʩʨʝʜʝ ʩʫʙʲʝʢʪ ʤʦʞʝʪ ʧʝʨʝʯʠʩʣʷʪʴ ʩʝʪʴ, ʧʦʚʳʰʘʪʴ ʧʨʠʚʠʣʝʛʠʠ ʠ 

ʧʝʨʝʤʝʱʘʪʴʩʷ ʧʦ ʩʝʪʠ, ʯʪʦʙʳ ʜʦʙʠʪʴʩʷ ʫʩʪʦʡʯʠʚʦʩʪʠ ʠʣʠ ʥʘʡʪʠ ʮʝʥʥʳʝ ʜʘʥʥʳʝ ʠ 

ʩʠʩʪʝʤʳ. 

ʊʨʝʪʠʡ ʧʨʠʤʝʨ ʦʪ ɸʅɹ - ʵʪʦ ʘʪʘʢʘ ʥʘ ʮʝʧʦʯʢʫ ʧʦʩʪʘʚʦʢ, ʢʦʛʜʘ ʩʫʙʲʝʢʪ 

ʜʦʙʘʚʣʷʝʪ ʚʨʝʜʦʥʦʩʥʳʡ ʢʦʜ ʢ çʧʦʧʫʣʷʨʥʦʤʫ ʩʝʪʝʚʦʤʫ ʫʩʪʨʦʡʩʪʚʫ ʠʣʠ ʧʨʠʣʦʞʝʥʠʶ 

ʧʨʝʜʧʨʠʷʪʠʷè, ʢʦʪʦʨʦʝ ʦʨʛʘʥʠʟʘʮʠʷ-ʞʝʨʪʚʘ ʧʦʜʜʝʨʞʠʚʘʝʪ ʠ ʨʝʛʫʣʷʨʥʦ ʦʙʥʦʚʣʷʝʪ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʝʨʝʜʦʚʳʤʠ ʤʝʪʦʜʘʤʠ. 



 46 

ɺ ʘʨʭʠʪʝʢʪʫʨʝ ʩ ʥʫʣʝʚʳʤ ʜʦʚʝʨʠʝʤ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʝ ʫʩʪʨʦʡʩʪʚʦ ʠʣʠ 

ʧʨʠʣʦʞʝʥʠʝ ʥʝ ʩʤʦʞʝʪ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ, ʧʦʩʢʦʣʴʢʫ ʧʦ 

ʫʤʦʣʯʘʥʠʶ ʝʤʫ ʥʝ ʙʫʜʝʪ ʜʦʚʝʨʷʪʴ. 

çɽʛʦ ʧʨʠʚʠʣʝʛʠʠ ʠ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʙʫʜʫʪ ʞʝʩʪʢʦ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴʩʷ, 

ʤʠʥʠʤʠʟʠʨʦʚʘʪʴʩʷ ʠ ʦʪʩʣʝʞʠʚʘʪʴʩʷ; ʩʝʛʤʝʥʪʘʮʠʷ (ʤʘʢʨʦ ʠ ʤʠʢʨʦ) ʙʫʜʝʪ 

ʦʙʝʩʧʝʯʠʚʘʪʴʩʷ ʧʦʣʠʪʠʢʦʡ; ʠ ʘʥʘʣʠʪʠʢʘ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ 

ʘʥʦʤʘʣʴʥʦʡ ʘʢʪʠʚʥʦʩʪʠ. ʂʨʦʤʝ ʪʦʛʦ, ʭʦʪʷ ʫʩʪʨʦʡʩʪʚʦ ʤʦʞʝʪ ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ 

ʟʘʛʨʫʞʘʪʴ ʧʦʜʧʠʩʘʥʥʳʝ ʦʙʥʦʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʡ (ʟʣʦʥʘʤʝʨʝʥʥʳʝ ʠʣʠ ʥʝʪ), 

ʨʘʟʨʝʰʝʥʥʳʝ ʩʝʪʝʚʳʝ ʧʦʜʢʣʶʯʝʥʠʷ ʫʩʪʨʦʡʩʪʚʘ ʚ ʨʘʤʢʘʭ ʩʭʝʤʳ ʩ ʥʫʣʝʚʳʤ 

ʜʦʚʝʨʠʝʤ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʧʨʝʪʘ ʧʦ ʫʤʦʣʯʘʥʠʶ, 

ʧʦʵʪʦʤʫ ʣʶʙʘʷ ʧʦʧʳʪʢʘ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʜʨʫʛʠʤ ʫʜʘʣʝʥʥʳʤ ʘʜʨʝʩʘʤ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

ʠ ʢʦʥʪʨʦʣʷ, ʩʢʦʨʝʝ ʚʩʝʛʦ, ʙʫʜʫʪ ʟʘʙʣʦʢʠʨʦʚʘʥʳ çɸʛʝʥʪʩʪʚʦ ʥʘʮʠʦʥʘʣʴʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ (ɸʅɹ) 

ɸʛʝʥʪʩʪʚʦ ʧʨʠʟʥʘʝʪ, ʯʪʦ ʧʦʤʠʤʦ ʪʝʭʥʠʯʝʩʢʠʭ ʧʨʦʙʣʝʤ, ʚʦʟʥʠʢʘʶʱʠʭ ʚ 

ʨʝʟʫʣʴʪʘʪʝ ʨʝʦʨʛʘʥʠʟʘʮʠʠ ʩʫʱʝʩʪʚʫʶʱʝʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʥʘ ʦʩʥʦʚʝ 

ʤʦʜʝʣʠ ʥʫʣʝʚʦʛʦ ʜʦʚʝʨʠʷ, ʩʦʧʨʦʪʠʚʣʝʥʠʝ ʚʩʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʤʦʞʝʪ ʩʪʘʪʴ ʝʱʝ ʦʜʥʠʤ 

ʧʨʝʧʷʪʩʪʚʠʝʤ, ʩʥʠʞʘʶʱʠʤ ʵʬʬʝʢʪʠʚʥʦʩʪʴ ʩʠʩʪʝʤʳ. 

ʇʦʣʴʟʦʚʘʪʝʣʠ, ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʠ ʚʳʩʰʝʝ ʨʫʢʦʚʦʜʩʪʚʦ ʜʦʣʞʥʳ 

ʧʨʠʜʝʨʞʠʚʘʪʴʩʷ ʦʜʥʦʛʦ ʠ ʪʦʛʦ ʞʝ ʤʳʰʣʝʥʠʷ, ʯʪʦʙʳ Zero Trust ʨʘʙʦʪʘʣʘ. ʊʦ ʝʩʪʴ 

ʣʠʜʝʨʳ ʜʦʣʞʥʳ ʪʨʘʪʠʪʴ ʨʝʩʫʨʩʳ ʥʘ ʝʛʦ ʩʦʟʜʘʥʠʝ ʠ ʧʦʜʜʝʨʞʢʫ, ʩʝʪʝʚʳʝ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʠ ʟʘʱʠʪʥʠʢʠ ʜʦʣʞʥʳ ʦʙʣʘʜʘʪʴ ʥʝʦʙʭʦʜʠʤʳʤ ʦʧʳʪʦʤ, ʘ 

ʧʦʣʴʟʦʚʘʪʝʣʠ ʥʝ ʜʦʣʞʥʳ ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʠ ʦʙʭʦʜʠʪʴ ʧʦʣʠʪʠʢʠ. 

çʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʚ ʩʝʪʴ ʙʫʜʫʪ ʠʥʪʝʛʨʠʨʦʚʘʥʳ ʜʘʞʝ ʙʘʟʦʚʳʝ ʠʣʠ 

ʧʨʦʤʝʞʫʪʦʯʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʥʫʣʝʚʦʛʦ ʜʦʚʝʨʠʷ, ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʟʨʝʣʦʩʪʠ 

ʚʥʝʜʨʝʥʠʷ ʠ ʧʦʣʫʯʝʥʠʷ ʚʩʝʭ ʧʨʝʠʤʫʱʝʩʪʚ ʥʝʦʙʭʦʜʠʤʦ ʚʳʧʦʣʥʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʜʝʡʩʪʚʠʷè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ NSA. 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʘʛʝʥʪʩʪʚʦ ʨʘʙʦʪʘʝʪ ʩ ʢʣʠʝʥʪʘʤʠ DoD ʥʘʜ ʩʦʟʜʘʥʠʝʤ 

ʩʠʩʪʝʤ Zero Trust ʠ ʢʦʦʨʜʠʥʠʨʫʝʪ ʜʝʷʪʝʣʴʥʦʩʪʴ ʩ ʪʝʢʫʱʠʤʠ ʧʨʦʛʨʘʤʤʘʤʠ NSS ʠ 

DoD. 

ɻʦʪʦʚʠʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ, ʯʪʦʙʳ ʫʧʨʦʩʪʠʪʴ ʚʥʝʜʨʝʥʠʝ 

ʧʨʠʥʮʠʧʦʚ Zero Trust ʚ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʩʝʪʠ. ʆʨʛʘʥʠʟʘʮʠʠ, ʞʝʣʘʶʱʠʝ ʧʨʠʥʷʪʴ ʵʪʫ 

ʢʦʥʮʝʧʮʠʶ, ʪʘʢʞʝ ʤʦʛʫʪ ʥʘʡʪʠ ʜʦʢʫʤʝʥʪʘʮʠʶ ʠ ʤʝʪʦʜʦʣʦʛʠʶ ʦʪ NIST, ʘ ʪʘʢʞʝ ʦʪ 

ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʘʥʠʡ, ʟʘʥʠʤʘʶʱʠʭʩʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʥʝʢʦʪʦʨʳʝ ʠʟ ʢʦʪʦʨʳʭ 

ʧʨʝʜʣʘʛʘʶʪ ʨʝʰʝʥʠʷ ʜʣʷ ʙʦʣʝʝ ʧʨʦʩʪʦʛʦ ʚʥʝʜʨʝʥʠʷè. (Ionut Ilascu. NSA, Microsoft 

promote a Zero Trust approach to cybersecurity // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/nsa-microsoft-promote-a-zero-trust-

approach-to-cybersecurity/). 27.02.2021). 
***  

 

çɺʝʩʥʦʡ 2020 ʛʦʜʘ ʧʦʜ ʨʫʢʦʚʦʜʩʪʚʦʤ ʠʩʧʦʣʥʠʪʝʣʴʥʦʛʦ ʜʠʨʝʢʪʦʨʘ ɻʨʝʛʘ 

ʈʵʪʪʨʝʷ ʙʳʣʘ ʩʬʦʨʤʠʨʦʚʘʥʘ ʚʪʦʨʘʷ ʅʴʶ-ʁʦʨʢʩʢʘʷ ʢʠʙʝʨ-ʮʝʣʝʚʘʷ ʛʨʫʧʧʘ 

(NYCTF), ʚ ʢʦʪʦʨʫʶ ʚʦʰʣʠ ʢʣʶʯʝʚʳʝ ʚʳʩʦʢʦʧʦʩʪʘʚʣʝʥʥʳʝ ʯʣʝʥʳ ʠ ʚʝʜʫʱʠʝ 

ʵʢʩʧʝʨʪʳ ʜʣʷ ʘʥʘʣʠʟʘ ʩʪʝʧʝʥʠ ʛʦʪʦʚʥʦʩʪʠ ʉʐɸ ʢ ʙʫʜʫʱʝʡ ʢʠʙʝʨʥʝʪʠʯʝʩʢʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʦʙʣʝʤʳ, ʚʢʣʶʯʘʷ ʧʦʣʠʪʠʯʝʩʢʠʝ, ʵʢʦʥʦʤʠʯʝʩʢʠʝ ʠ 
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ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʨʘʟʨʘʙʦʪʢʠ; ʠʟʤʝʥʝʥʠʝ ʜʠʥʘʤʠʢʠ ʢʠʙʝʨʢʦʥʬʣʠʢʪʦʚ; ʠ 

ʧʘʥʜʝʤʠʷ COVID-19.  

ʊʝʧʝʨʴ NYCTF ʚʳʧʫʩʪʠʣʘ ʩʚʦʡ ʥʦʚʳʡ ʦʪʯʝʪ çʇʦʚʳʰʝʥʠʝ ʛʦʪʦʚʥʦʩʪʠ ʢ 

ʥʘʮʠʦʥʘʣʴʥʦʡ ʢʠʙʝʨʟʘʱʠʪʝ ʟʘ ʩʯʝʪ ʦʧʝʨʘʪʠʚʥʦʛʦ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘè ʩʦ ʐʢʦʣʦʡ 

ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʠ ʦʙʱʝʩʪʚʝʥʥʳʭ ʦʪʥʦʰʝʥʠʡ ʂʦʣʫʤʙʠʡʩʢʦʛʦ ʫʥʠʚʝʨʩʠʪʝʪʘ (SIPA), 

ʚ ʢʦʪʦʨʦʤ ʨʘʩʢʨʳʚʘʝʪʩʷ ʛʦʪʦʚʥʦʩʪʴ ʉʐɸ ʢ ʢʠʙʝʨʨʝʘʛʠʨʦʚʘʥʠʶ ʥʘ ʚʳʟʦʚʳ 

ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ. ɺ ʩʚʦʝʤ ʦʪʯʝʪʝ NYCTF 

ʧʨʝʜʩʪʘʚʠʣʘ ʩʫʨʦʚʳʝ, ʥʦ ʧʨʘʚʜʦʧʦʜʦʙʥʳʝ ʩʮʝʥʘʨʠʠ, ʥʘʤʝʯʝʥʥʳʝ ʥʘ 2025 ʛʦʜ, 

ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, ʥʘʩʢʦʣʴʢʦ ʭʦʨʦʰʦ ʥʘʮʠʷ ʩʤʦʞʝʪ ʟʘʱʠʪʠʪʴ ʩʝʙʷ ʚ 

ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ. ɿʘʛʣʷʜʳʚʘʷ ʚ ʙʫʜʫʱʝʝ, NYCTF ʦʪʦʰʣʘ ʦʪ ʚʯʝʨʘʰʥʠʭ ʧʨʦʙʣʝʤ 

ʠ ʩʦʩʨʝʜʦʪʦʯʠʣʘʩʴ ʥʘ ʙʦʣʝʝ ʜʦʣʛʦʩʨʦʯʥʦʡ ʢʠʙʝʨ-ʛʦʪʦʚʥʦʩʪʠ. 

ʕʢʩʧʝʨʪʳ NYCTF ʦʧʨʝʜʝʣʠʣʠ ʜʚʠʞʫʱʠʝ ʩʠʣʳ ʢʠʙʝʨʨʠʩʢʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ 

ʛʝʦʧʦʣʠʪʠʯʝʩʢʫʶ ʢʦʥʢʫʨʝʥʮʠʶ ʚʝʣʠʢʠʭ ʜʝʨʞʘʚ, ʜʦʩʪʠʞʝʥʠʷ ʚ ʥʦʚʳʭ ʪʝʭʥʦʣʦʛʠʷʭ, 

ʪʘʢʠʭ ʢʘʢ AI ʠ IoT, ʘ ʪʘʢʞʝ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ 

ʧʝʨʝʜʦʚʳʭ ʢʠʙʝʨʠʥʩʪʨʫʤʝʥʪʦʚ. 

ɺ ʩʚʦʝʤ ʦʪʯʝʪʝ NYCTF ʜʝʪʘʣʠʟʠʨʫʝʪ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʩʦʟʜʘʥʠʶ 

ʵʬʬʝʢʪʠʚʥʦʛʦ ʦʙʱʝʥʘʮʠʦʥʘʣʴʥʦʛʦ ʧʦʜʭʦʜʘ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʢʠʙʝʨ-ʛʦʪʦʚʥʦʩʪʠ ʟʘ 

ʩʯʝʪ ʦʧʝʨʘʪʠʚʥʦʛʦ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ. ʇʦ ʩʫʪʠ, ʵʪʠ ʨʝʢʦʤʝʥʜʘʮʠʠ ʩʦʩʨʝʜʦʪʦʯʝʥʳ ʥʘ 

ʩʦʟʜʘʥʠʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦ-ʯʘʩʪʥʦʡ ʩʝʪʠ ʫʧʦʣʥʦʤʦʯʝʥʥʳʭ ʫʟʣʦʚ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ 

ʵʬʬʝʢʪʠʚʥʦʛʦ ʢʨʠʟʠʩʥʦʛʦ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʩʪʨʘʪʝʛʠʯʝʩʢʠʝ ʥʝʧʨʝʜʚʠʜʝʥʥʳʝ 

ʩʠʪʫʘʮʠʠ ʚ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ. NYCTF ʨʘʩʩʤʘʪʨʠʚʘʝʪ ʨʘʟʚʠʪʠʝ ʵʪʦʡ ʩʝʪʠ ʢʘʢ 

ʬʫʥʜʘʤʝʥʪʘʣʴʥʳʡ ʰʘʛ ʚ ʧʦʚʳʰʝʥʠʠ ʛʦʪʦʚʥʦʩʪʠ ʢ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʫ. 

ʕʨʠʢʘ ɹʦʨʛʭʘʨʜ - ʯʣʝʥ NYCTF; ʉʪʘʨʰʠʡ ʥʘʫʯʥʳʡ ʩʦʪʨʫʜʥʠʢ, New American 

Engagement Initiative, Scowcroft Center for Strategy and Security, Atlantic Council, 

ʛʦʚʦʨʠʪ: çɺʘʞʥʳʤ ʚʢʣʘʜʦʤ New York Cyber Task Force ʙʳʣʦ ʪʝʩʪʠʨʦʚʘʥʠʝ 

ʥʝʢʦʪʦʨʳʭ ʦʩʥʦʚʥʳʭ ʨʝʢʦʤʝʥʜʘʮʠʡ ʂʦʤʠʩʩʠʠ ʧʦ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʫ ʩʦʣʷʨʠʷ, 

ʦʩʦʙʝʥʥʦ ʪʝʭ, ʢʦʪʦʨʳʝ ʦʨʠʝʥʪʠʨʦʚʘʥʳ ʥʘ ʦʙʱʝʩʪʚʝʥʥʦʩʪʴ. - ʯʘʩʪʥʦʝ 

ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ. ʊʦʪ ʬʘʢʪ, ʯʪʦ ʚ ʭʦʜʝ ʪʱʘʪʝʣʴʥʦʛʦ ʧʨʦʮʝʩʩʘ ʮʝʣʝʚʦʡ ʛʨʫʧʧʳ ʙʳʣʠ 

ʫʪʚʝʨʞʜʝʥʳ ʵʪʠ ʨʝʢʦʤʝʥʜʘʮʠʠ, ʪʦʣʴʢʦ ʝʱʝ ʙʦʣʴʰʝ ʫʩʠʣʠʚʘʝʪ ʢʨʠʪʠʯʝʩʢʫʶ 

ʚʘʞʥʦʩʪʴ ʫʣʫʯʰʝʥʠʷ ʨʘʙʦʪʳ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʉʐɸ ʩ ʯʘʩʪʥʳʤ ʩʝʢʪʦʨʦʤ ʚ ʦʪʥʦʰʝʥʠʠ 

ʦʙʱʠʭ ʢʠʙʝʨʫʛʨʦʟ. ʕʪʦ ʪʘʢʞʝ ʜʝʤʦʥʩʪʨʠʨʫʝʪ ʙʝʟʦʪʣʘʛʘʪʝʣʴʥʦʩʪʴ ʥʘʟʥʘʯʝʥʠʷ 

ʥʘʮʠʦʥʘʣʴʥʦʛʦ ʢʠʙʝʨʜʠʨʝʢʪʦʨʘ ʠ ʨʘʩʰʠʨʝʥʠʷ ʧʨʘʚ ʠ ʚʦʟʤʦʞʥʦʩʪʝʡ ʵʪʘ ʜʦʣʞʥʦʩʪʴ 

ʜʦʣʞʥʘ ʙʳʪʴ ʢʦʦʨʜʠʥʘʮʠʦʥʥʳʤ ʮʝʥʪʨʦʤ ʚ ʨʘʤʢʘʭ ʬʝʜʝʨʘʣʴʥʦʛʦ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʜʣʷ 

ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʩ ʯʘʩʪʥʳʤ ʩʝʢʪʦʨʦʤè. 

ʕʢʩʧʝʨʪʳ NYCTF ʥʘʜʝʶʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʤʧʫʣʴʩ, ʩʦʟʜʘʥʥʳʡ ʚʢʣʶʯʝʥʠʝʤ 

ʢʣʶʯʝʚʳʭ ʤʝʨ ʦʧʝʨʘʪʠʚʥʦʛʦ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʚ ʥʝʜʘʚʥʠʡ ʦʪʯʝʪ ʂʦʤʠʩʩʠʠ ʧʦ 

ʩʦʣʷʨʠʷʤ ʠ ɿʘʢʦʥ ʦ ʨʘʟʨʝʰʝʥʠʠ ʥʘ ʥʘʮʠʦʥʘʣʴʥʫʶ ʦʙʦʨʦʥʫ 2021 ʛʦʜʘ (NDAA), ʘ 

ʪʘʢʞʝ ʜʝʡʩʪʚʠʷ, ʧʨʝʜʧʨʠʥʷʪʳʝ ʥʘ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʤ ʠ ʤʫʥʠʮʠʧʘʣʴʥʦʤ ʫʨʦʚʥʷʭ, ʘ 

ʪʘʢʞʝ ʯʘʩʪʥʳʤʠ ʣʠʮʘʤʠ. ʩʝʢʪʦʨ. ʕʢʩʧʝʨʪʳ ʩʯʠʪʘʶʪ, ʯʪʦ ʉʦʝʜʠʥʝʥʥʳʝ ʐʪʘʪʳ 

ʜʦʣʞʥʳ ʧʨʝʜʧʨʠʥʷʪʴ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʝ ʠ ʩʨʦʯʥʳʝ ʤʝʨʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʢʠʙʝʨ-

ʛʦʪʦʚʥʦʩʪʠ ʟʘ ʩʯʝʪ ʫʣʫʯʰʝʥʠʷ ʦʧʝʨʘʪʠʚʥʦʛʦ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʫʞʝ ʩʝʡʯʘʩ. 

ʄʘʡʢʣ ɼʵʥʠʝʣ - ʯʣʝʥ NYCTF; ʇʨʝʟʠʜʝʥʪ ʠ ʛʣʘʚʥʳʡ ʠʩʧʦʣʥʠʪʝʣʴʥʳʡ 

ʜʠʨʝʢʪʦʨ Cyber Threat Alliance ʟʘʷʚʣʷʝʪ: çʇʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʮʠʬʨʦʚʘʷ ʟʘʚʠʩʠʤʦʩʪʴ 

ʥʘʰʝʛʦ ʦʙʱʝʩʪʚʘ ʧʨʦʜʦʣʞʘʝʪ ʨʘʩʪʠ, ʢʠʙʝʨʫʛʨʦʟʳ, ʩ ʢʦʪʦʨʳʤʠ ʤʳ ʩʪʘʣʢʠʚʘʝʤʩʷ, 

ʪʘʢʞʝ ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʙʦʣʝʝ ʦʧʘʩʥʳʤʠ ʠ ʨʘʟʨʫʰʠʪʝʣʴʥʳʤʠ. ʈʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʵʪʠ 
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ʫʩʠʣʝʥʥʳʝ ʫʛʨʦʟʳ ʪʨʝʙʫʝʪ ʦʪ ʥʘʩ ʚʥʝʜʨʝʥʠʷ ʥʝ ʪʦʣʴʢʦ ʥʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʥʦ ʠ 

ʥʦʚʳʭ ʩʪʨʫʢʪʫʨ, ʦʨʛʘʥʠʟʘʮʠʡ, ʚʟʘʠʤʦʦʪʥʦʰʝʥʠʡ ʠ ʧʦʣʠʪʠʢʠ ʥʘ ʚʩʝʭ ʫʨʦʚʥʷʭ 

ʧʨʘʚʠʪʝʣʴʩʪʚʘ. ɺʪʦʨʦʡ ʦʪʯʝʪ New York Cyber Task Force ʠʟʣʘʛʘʝʪ ʯʝʪʢʫʶ ʩʝʨʠʶ 

ʰʘʛʦʚ ʧʦ ʨʘʟʚʠʪʠʶ ʪʝʭ ʩʪʨʫʢʪʫʨ ʠ ʚʟʘʠʤʦʦʪʥʦʰʝʥʠʡ, ʢʦʪʦʨʳʝ ʟʘʤʝʪʥʦ ʫʣʫʯʰʠʣʠ 

ʙʳ ʥʘʰʫ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʢʘʢ ʥʘʮʠʶè. 

ʏʪʦʙʳ ʫʟʥʘʪʴ ʙʦʣʴʰʝ ʦʙ ʦʪʯʝʪʝ ʠ ʦʩʥʦʚʥʳʭ ʚʳʚʦʜʘʭ, ʞʫʨʥʘʣ Security 

ʧʦʛʦʚʦʨʠʣ ʩ ɻʨʝʛʦʤ ʈʵʪʪʨʝʝʤ - ʠʩʧʦʣʥʠʪʝʣʴʥʳʤ ʜʠʨʝʢʪʦʨʦʤ NYCTF ʠ 

ʩʦʫʯʨʝʜʠʪʝʣʝʤ / ʧʘʨʪʥʝʨʦʤ Next Peakéè (Maria Henriquez. New York Cyber Task 

Force launches report revealing national cybersecurity response readiness // BNP 

Media (https://www.securitymagazine.com/articles/94699-new-york-cyber-task-force-

launches-report-revealing-national-cybersecurity-response-readiness). 26.02.2021). 
***  

 

ʂʨʘʾʥʠ ɭʉ ʪʘ ɺʝʣʠʢʦʙʨʠʪʘʥʽʷ 

 

çʅʦʚʳʡ ʥʝʟʘʚʠʩʠʤʳʡ ʦʨʛʘʥ ʙʫʜʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʦʙʫʯʝʥʠʝ ʠ 

ʩʪʘʥʜʘʨʪʳ ʚ ʠʥʜʫʩʪʨʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ, ʧʨʠʚʦʜʷ ʩʝʢʪʦʨ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʝ ʩ ʜʨʫʛʠʤʠ ʧʨʦʬʝʩʩʠʷʤʠ, ʚʢʣʶʯʘʷ ʧʨʘʚʦ, ʤʝʜʠʮʠʥʫ ʠ ʠʥʞʝʥʝʨʠʶ. 
ʉʦʚʝʪ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʧʨʠʟʚʘʥ ʧʨʝʜʦʩʪʘʚʠʪʴ ʦʪʨʘʩʣʠ 

ʝʜʠʥʳʡ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʡ ʛʦʣʦʩ ʠ ʧʦʤʦʯʴ ʫʣʫʯʰʠʪʴ ʧʝʨʩʧʝʢʪʠʚʳ 

ʪʨʫʜʦʫʩʪʨʦʡʩʪʚʘ ʜʣʷ ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʣʶʙʳʤ 

ʫʨʦʚʥʝʤ ʦʧʳʪʘ, ʨʘʙʦʪʘʷ ʩ ʧʦʩʪʘʚʱʠʢʘʤʠ ʫʩʣʫʛ ʧʦ ʦʙʫʯʝʥʠʶ ʜʣʷ ʘʢʢʨʝʜʠʪʘʮʠʠ 

ʢʫʨʩʦʚ ʠ ʢʚʘʣʠʬʠʢʘʮʠʡ, ʘ ʪʘʢʞʝ ʧʨʝʜʦʩʪʘʚʣʷʷ ʨʘʙʦʪʦʜʘʪʝʣʷʤ ʠʥʬʦʨʤʘʮʠʶ, 

ʥʝʦʙʭʦʜʠʤʫʶ ʜʣʷ ʵʬʬʝʢʪʠʚʥʦ ʥʘʥʠʤʘʪʴ ʩʦʪʨʫʜʥʠʢʦʚ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʠʭ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʆʥ ʥʘʧʨʘʚʣʝʥ ʥʘ ʫʣʫʯʰʝʥʠʝ ʧʝʨʩʧʝʢʪʠʚ ʪʨʫʜʦʫʩʪʨʦʡʩʪʚʘ ʧʦ ʚʩʝʡ ʩʪʨʘʥʝ, 

ʜʘʚʘʷ ʥʘʯʠʥʘʶʱʠʤ ʠ ʫʞʝ ʠʤʝʶʱʠʤʩʷ ʨʘʙʦʪʥʠʢʘʤ ʯʝʪʢʫʶ ʜʦʨʦʞʥʫʶ ʢʘʨʪʫ ʜʣʷ 

ʧʦʩʪʨʦʝʥʠʷ ʢʘʨʴʝʨʳ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʉʦʚʝʪ ʪʘʢʞʝ ʩʦʩʨʝʜʦʪʦʯʠʪʩʷ ʥʘ 

ʫʚʝʣʠʯʝʥʠʠ ʨʘʟʥʦʦʙʨʘʟʠʷ ʣʶʜʝʡ, ʜʝʣʘʶʱʠʭ ʢʘʨʴʝʨʫ ʚ ʦʪʨʘʩʣʠ. 

ʕʪʦʪ ʦʨʛʘʥ, ʬʠʥʘʥʩʠʨʫʝʤʳʡ ɼʝʧʘʨʪʘʤʝʥʪʦʤ ʮʠʬʨʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ, 

ʢʫʣʴʪʫʨʳ, ʉʄʀ ʠ ʩʧʦʨʪʘ (DCMS), ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ ʚ ʪʝʩʥʦʤ ʩʦʪʨʫʜʥʠʯʝʩʪʚʝ ʩ 

ʅʘʮʠʦʥʘʣʴʥʳʤ ʮʝʥʪʨʦʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ (NCSC) ʠ ʥʘʮʝʣʝʥ ʥʘ ʪʦ, ʯʪʦʙʳ ʙʳʪʴ 

çʫʥʠʚʝʨʩʘʣʴʥʳʤ ʤʘʛʘʟʠʥʦʤè ʜʣʷ ʣʶʜʝʡ, ʢʦʪʦʨʳʝ ʭʦʪʷʪ ʚʦʡʪʠ ʠʣʠ ʧʨʦʜʦʣʞʠʪʴ ʩʚʦʠ 

ʢʘʨʴʝʨʘ ʚ ʩʬʝʨʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ.  

çʂʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ - ʵʪʦ ʨʘʩʪʫʱʘʷ ʦʪʨʘʩʣʴ ʚ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ, ʠ ʞʠʟʥʝʥʥʦ 

ʚʘʞʥʦ, ʯʪʦʙʳ ʚʳʩʦʢʠʝ ʩʪʘʥʜʘʨʪʳ ʧʨʘʢʪʠʢʠ ʠ ʪʝʭʥʠʯʝʩʢʠʭ ʟʥʘʥʠʡ ʙʳʣʠ ʚ ʦʩʥʦʚʝ 

ʧʨʦʬʝʩʩʠʠ ʧʦ ʤʝʨʝ ʝʝ ʨʘʟʚʠʪʠʷè, - ʩʢʘʟʘʣ ʂʨʠʩ ʕʥʩʦʨ, ʟʘʤʝʩʪʠʪʝʣʴ ʜʠʨʝʢʪʦʨʘ NCSC 

ʧʦ ʨʘʟʚʠʪʠʶ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʘ. 

çʄʳ ʥʘʜʝʝʤʩʷ ʥʘ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ ʩ ʉʦʚʝʪʦʤ, ʯʪʦʙʳ ʧʦʤʦʯʴ ʙʫʜʫʱʠʤ 

ʧʦʢʦʣʝʥʠʷʤ ʧʨʦʬʝʩʩʠʦʥʘʣʦʚ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʣʘʜʘʪʴ ʥʘʚʳʢʘʤʠ ʠ 

ʧʦʜʜʝʨʞʢʦʡ, ʢʦʪʦʨʳʝ ʠʤ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʧʨʦʮʚʝʪʘʥʠʷ ʠ ʧʨʝʚʨʘʱʝʥʠʷ 

ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʚ ʩʘʤʦʝ ʙʝʟʦʧʘʩʥʦʝ ʤʝʩʪʦ ʜʣʷ ʞʠʟʥʠ ʠ ʨʘʙʦʪʳ ʚ ʀʥʪʝʨʥʝʪʝè. 

ʉʦʟʜʘʥʠʝ ʉʦʚʝʪʘ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʧʨʦʠʟʦʰʣʦ ʧʦʩʣʝ 

ʢʦʥʩʫʣʴʪʘʮʠʠ ʧʦ ʨʘʟʚʠʪʠʶ ʧʨʦʬʝʩʩʠʠ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 
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ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ, ʢʦʪʦʨʘʷ ʦʙʥʘʨʫʞʠʣʘ ʧʦʜʜʝʨʞʢʫ ʩʦʟʜʘʥʠʷ ʥʦʚʦʛʦ ʦʪʨʘʩʣʝʚʦʛʦ 

ʦʨʛʘʥʘ. ɽʛʦ ʚʦʟʛʣʘʚʠʪ ʂʣʘʫʜʠʷ ʅʘʪʘʥʩʦʥ, ʢʦʪʦʨʘʷ ʨʘʙʦʪʘʣʘ ʚ ʢʘʯʝʩʪʚʝ ʨʫʢʦʚʦʜʠʪʝʣʷ 

ʩʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ DWP ʠ ʫʧʨʘʚʣʷʶʱʠʤ ʜʠʨʝʢʪʦʨʦʤ ʚ BT Secure Business 

Service. 

çʇʨʦʚʝʜʷ ʤʥʦʛʦ ʣʝʪ ʚ ʩʬʝʨʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʷ ʭʦʨʦʰʦ ʦʩʚʝʜʦʤʣʝʥ ʦʙ 

ʦʪʣʠʯʥʦʡ ʨʘʙʦʪʝ, ʧʨʦʜʝʣʘʥʥʦʡ ʤʥʦʛʠʤʠ ʨʘʟʣʠʯʥʳʤʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠ, ʥʦ ʷ ʪʘʢʞʝ 

ʦʩʦʟʥʘʶ, ʯʪʦ ʧʨʠʰʣʦ ʚʨʝʤʷ ʜʣʷ ʩʦʟʜʘʥʠʷ ʟʦʥʪʠʯʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʯʪʦʙʳ ʝʜʠʥʳʤ 

ʦʙʨʘʟʦʤ ʧʨʦʜʚʠʛʘʪʴ ʧʨʦʬʝʩʩʠʶ ʚʧʝʨʝʜ, "ʩʢʘʟʘʣ ʅʘʪʘʥʩʦʥ. 

çɹʳʪʴ ʯʘʩʪʴʶ ʨʫʢʦʚʦʜʩʪʚʘ ʉʦʚʝʪʘ - ʵʪʦ ʧʨʠʚʠʣʝʛʠʷ ʠ ʚʳʟʦʚ, ʟʥʘʷ, ʯʪʦ 

ʙʫʜʫʱʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʧʨʦʮʚʝʪʘʥʠʝ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʯʘʩʪʠʯʥʦ ʟʘʚʠʩʠʪ ʦʪ ʫʩʧʝʭʘ 

ʉʦʚʝʪʘ ʚ ʚʳʧʦʣʥʝʥʠʠ ʩʚʦʝʡ ʤʠʩʩʠʠ ʧʦ ʨʘʟʚʠʪʠʶ ʧʨʦʬʝʩʩʠʠè, - ʜʦʙʘʚʠʣʘ ʦʥʘ. 

ʉʦʚʝʪ ʦʬʠʮʠʘʣʴʥʦ ʥʘʯʥʝʪ ʩʚʦʶ ʨʘʙʦʪʫ 31 ʤʘʨʪʘ ʠ ʥʘʟʥʘʯʠʣ ʧʝʨʚʳʡ 

ʧʦʧʝʯʠʪʝʣʴʩʢʠʡ ʩʦʚʝʪ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʧʦʤʦʛʘʪʴ ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʙʣʠʞʘʡʰʠʝ ʛʦʜʳè. 

(Danny Palmer. Cybersecurity jobs: This new 'one-stop shop' aims to create a roadmap 

for security careers // ZDNet (https://www.zdnet.com/article/cybersecurity-jobs-this-

new-one-stop-shop-aims-to-create-a-roadmap-for-security-careers/). 09.02.2021). 

***  

 

çʂʦʨʦʣʝʚʩʢʠʡ ʫʥʠʚʝʨʩʠʪʝʪ ɹʝʣʬʘʩʪʘ ʙʳʣ ʥʘʟʚʘʥ ʦʜʥʠʤ ʠʟ ʧʝʨʚʳʭ 

ʘʢʘʜʝʤʠʯʝʩʢʠʭ ʮʝʥʪʨʦʚ ʧʝʨʝʜʦʚʦʛʦ ʦʧʳʪʘ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 

ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ (ACE-CSE). 
ʅʘʮʠʦʥʘʣʴʥʳʡ ʮʝʥʪʨ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ (NCSC), ʚʭʦʜʷʱʠʡ ʚ ʩʦʩʪʘʚ GCHQ, 

ʥʘʛʨʘʜʠʣ ʫʥʠʚʝʨʩʠʪʝʪ ʩʝʨʝʙʨʷʥʳʤ ʧʨʠʟʥʘʢʦʤ ʩʚʦʝʡ ʧʨʦʛʨʘʤʤʳ ACE-CSE ʧʦʩʣʝ 

ʪʦʛʦ, ʢʘʢ ʢʦʤʧʘʥʠʷ Queen's ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʣʘ, ʯʪʦ ʦʥʘ ʦʙʝʩʧʝʯʠʚʘʝʪ 

ʧʝʨʚʦʢʣʘʩʩʥʦʝ ʦʙʨʘʟʦʚʘʥʠʝ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʢʘʤʧʫʩʝ ʠ ʧʨʦʜʚʠʛʘʝʪ 

ʢʠʙʝʨ-ʥʘʚʳʢʠ ʚ ʩʚʦʝʤ ʩʦʦʙʱʝʩʪʚʝ. 

ʉʝʚʝʨʥʘʷ ʀʨʣʘʥʜʠʷ ʩʪʘʚʠʪ ʘʤʙʠʮʠʦʟʥʫʶ ʮʝʣʴ - ʫʚʝʣʠʯʠʪʴ ʢ 2030 ʛʦʜʫ 

ʢʦʣʠʯʝʩʪʚʦ ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʨʝʛʠʦʥʝ ʜʦ 5000, ʠ ʤʳ ʥʘʜʝʝʤʩʷ, 

ʯʪʦ ʵʪʘ ʥʘʛʨʘʜʘ ʧʦʜʜʝʨʞʠʪ ʫʩʠʣʠʷ ʋʥʠʚʝʨʩʠʪʝʪʘ ʧʦ ʧʨʦʜʦʣʞʝʥʠʶ ʩʦʟʜʘʥʠʷ 

ʩʠʣʴʥʦʛʦ ʧʦʪʦʢʘ ʚʳʩʦʢʦʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʭ ʚʳʧʫʩʢʥʠʢʦʚ. 

ʇʨʦʛʨʘʤʤʘ ACE-CSE, ʨʘʟʨʘʙʦʪʘʥʥʘʷ NCSC ʠ ɼʝʧʘʨʪʘʤʝʥʪʦʤ ʮʠʬʨʦʚʳʭ 

ʪʝʭʥʦʣʦʛʠʡ, ʢʫʣʴʪʫʨʳ, ʉʄʀ ʠ ʩʧʦʨʪʘ, ʥʘʧʨʘʚʣʝʥʘ ʥʘ ʨʘʟʚʠʪʠʝ ʚʣʠʷʪʝʣʴʥʦʛʦ ʠ 

ʨʘʩʪʫʱʝʛʦ ʩʦʦʙʱʝʩʪʚʘ ʧʨʝʧʦʜʘʚʘʪʝʣʝʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʬʦʨʤʠʨʦʚʘʥʠʝ ʠ 

ʧʦʜʜʝʨʞʢʫ ʦʙʨʘʟʦʚʘʥʠʷ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ 

ʧʨʦʤʳʰʣʝʥʥʦʩʪʴʶ, ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ, ʧʨʝʧʦʜʘʚʘʪʝʣʷʤʠ ʠ ʩʪʫʜʝʥʪʘʤʠ. 

ʉ ʤʦʤʝʥʪʘ ʩʚʦʝʛʦ ʦʩʥʦʚʘʥʠʷ ʚ 2009 ʛʦʜʫ ʎʝʥʪʨ ʙʝʟʦʧʘʩʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʪʝʭʥʦʣʦʛʠʡ (CSIT) ʚ Queen's ʧʨʠʦʙʨʝʣ ʧʨʦʯʥʫʶ ʥʘʮʠʦʥʘʣʴʥʫʶ ʠ ʤʝʞʜʫʥʘʨʦʜʥʫʶ 

ʨʝʧʫʪʘʮʠʶ ʚ ʦʙʣʘʩʪʠ ʠʩʩʣʝʜʦʚʘʥʠʡ ʠ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʆʥ ʙʳʣ ʧʨʠʟʥʘʥ ʦʜʥʠʤ ʠʟ ʧʝʨʚʳʭ ʘʢʘʜʝʤʠʯʝʩʢʠʭ ʮʝʥʪʨʦʚ ʠʩʩʣʝʜʦʚʘʥʠʡ ʚ ʦʙʣʘʩʪʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ GCHQ ʚ 2011 ʛʦʜʫ. 

ʂʨʠʩ ʕʥʩʦʨ, ʟʘʤʝʩʪʠʪʝʣʴ ʜʠʨʝʢʪʦʨʘ NCSC ʧʦ ʨʘʟʚʠʪʠʶ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʩʢʘʟʘʣ: çʗ ʨʘʜ, ʯʪʦ ʪʝʧʝʨʴ ʤʳ ʤʦʞʝʤ ʧʨʠʟʥʘʪʴ ʧʝʨʚʳʡ ʪʨʘʥʰ ʫʥʠʚʝʨʩʠʪʝʪʦʚ ʚ 

ʢʘʯʝʩʪʚʝ ʘʢʘʜʝʤʠʯʝʩʢʠʭ ʮʝʥʪʨʦʚ ʧʝʨʝʜʦʚʦʛʦ ʦʧʳʪʘ ʚ ʦʙʣʘʩʪʠ ʦʙʨʘʟʦʚʘʥʠʷ ʚ 

ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʜʦʧʦʣʥʷʷ ʥʘʰʠ ʩʫʱʝʩʪʚʫʶʱʠʝ ʧʨʦʛʨʘʤʤʳ, ʢʦʪʦʨʳʝ 
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ʧʨʠʟʥʘʶʪ ʚʳʩʦʢʦʢʘʯʝʩʪʚʝʥʥʳʝ ʠʩʩʣʝʜʦʚʘʥʠʷ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʫʨʩʳ 

ʧʦʚʳʰʝʥʠʷ ʢʚʘʣʠʬʠʢʘʮʠʠ. 

çʕʪʦ ʩʚʠʜʝʪʝʣʴʩʪʚʦ ʧʦʩʪʦʷʥʥʳʭ ʫʩʠʣʠʡ ʫʯʝʥʳʭ, ʚʩʧʦʤʦʛʘʪʝʣʴʥʦʛʦ ʧʝʨʩʦʥʘʣʘ 

ʠ ʚʳʩʰʝʛʦ ʨʫʢʦʚʦʜʩʪʚʘ, ʯʪʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʦʩʪʘʝʪʩʷ ʚ ʠʭ ʧʦʚʝʩʪʢʝ ʜʥʷ. 

çʄʳ ʦʯʝʥʴ ʥʘʜʝʝʤʩʷ ʥʘ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ ʩ ʥʠʤʠ ʚ ʙʣʠʞʘʡʰʠʝ ʛʦʜʳ ʠ 

ʥʘʩʪʦʷʪʝʣʴʥʦ ʧʨʠʟʳʚʘʝʤ ʜʨʫʛʠʝ ʫʥʠʚʝʨʩʠʪʝʪʳ ʨʘʙʦʪʘʪʴ ʥʘʜ ʜʦʩʪʠʞʝʥʠʝʤ 

ʘʥʘʣʦʛʠʯʥʦʛʦ ʧʨʠʟʥʘʥʠʷ ʚ ʙʫʜʫʱʝʤè. 

ʇʨʦʬʝʩʩʦʨ ʗʥ ɻʨʠʨ, ʧʨʝʟʠʜʝʥʪ ʠ ʚʠʮʝ-ʢʘʥʮʣʝʨ Queen's, ʩʢʘʟʘʣ: çʗ 

ʧʨʠʚʝʪʩʪʚʫʶ ʧʨʠʟʥʘʥʠʝ Queen's NCSC ʚ ʢʘʯʝʩʪʚʝ ʦʜʥʦʛʦ ʠʟ ʧʝʨʚʳʭ ʘʢʘʜʝʤʠʯʝʩʢʠʭ 

ʮʝʥʪʨʦʚ ʧʝʨʝʜʦʚʦʛʦ ʦʧʳʪʘ ʚ ʦʙʣʘʩʪʠ ʦʙʨʘʟʦʚʘʥʠʷ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʧʦʜʯʝʨʢʠʚʘʷ ʥʘʰʫ ʧʨʠʚʝʨʞʝʥʥʦʩʪʴ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʶ ʟʥʘʥʠʡ ʠ ʟʥʘʥʠʡ ʚ ʦʙʣʘʩʪʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚʦ ʚʩʝʤ ʦʙʨʘʟʦʚʘʥʠʠ. ʧʫʪʠ, ʦʙʣʘʩʪʠ ʜʝʷʪʝʣʴʥʦʩʪʠ ʫʯʨʝʞʜʝʥʠʷ ʠ 

ʙʦʣʝʝ ʰʠʨʦʢʦʝ ʩʦʦʙʱʝʩʪʚʦ. ʗ ʧʦʟʜʨʘʚʣʷʶ ʢʦʤʘʥʜʫ ACE-CSE ʚʦ ʛʣʘʚʝ ʩ ʜʦʢʪʦʨʦʤ 

ʉʘʥʜʨʦʡ ʉʢʦʪʪ-ʍʝʡʚʦʨʜ, ʢʦʪʦʨʘʷ ʜʦʙʠʣʘʩʴ ʵʪʦʛʦ ʧʨʠʟʥʘʥʠʷè. 

Queen's ʚʣʦʞʠʣʘ ʟʥʘʯʠʪʝʣʴʥʳʝ ʩʨʝʜʩʪʚʘ ʚ ʧʝʨʩʦʥʘʣ, ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ, 

ʩʪʠʧʝʥʜʠʠ ʠ ʩʪʠʧʝʥʜʠʠ ʜʣʷ ʧʦʜʜʝʨʞʢʠ ʦʙʨʘʟʦʚʘʥʠʷ ʠ ʠʩʩʣʝʜʦʚʘʥʠʡ ʚ ʦʙʣʘʩʪʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɼ-ʨ ʉʘʥʜʨʘ ʉʢʦʪʪ-ʍʝʡʚʦʨʜ, ʜʠʨʝʢʪʦʨ ACE-CSE ʫʥʠʚʝʨʩʠʪʝʪʘ, ʩʢʘʟʘʣʘ: çʄʳ 

ʨʘʜʳ, ʯʪʦ ACE-CSE ʧʨʠʟʥʘʝʪ ʩʠʣʫ ʦʙʨʘʟʦʚʘʥʠʷ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʧʨʦʜʚʠʞʝʥʠʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʷʤʦ ʚʦ ʚʩʝʡ ʢʦʤʧʘʥʠʠ Queen. ʕʪʦ 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʨʘʟʥʦʦʙʨʘʟʥʦʡ ʢʦʤʘʥʜʦʡ ʫʯʝʥʳʭ ʠ ʩʦʪʨʫʜʥʠʢʦʚ ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʳʭ 

ʩʣʫʞʙ, ʧʦʜʜʝʨʞʠʚʘʶʱʠʭ ʨʘʟʣʠʯʥʳʝ ʜʠʩʮʠʧʣʠʥʳ. ʋ ʥʘʩ ʝʩʪʴ ʟʘʭʚʘʪʳʚʘʶʱʠʝ 

ʧʣʘʥʳ ʧʦ ʜʘʣʴʥʝʡʰʝʤʫ ʨʘʟʚʠʪʠʶ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ ʠ ʟʥʘʥʠʡ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 

ʢʦʤʧʘʥʠʠ Queen's ʠ ʟʘ ʝʝ ʧʨʝʜʝʣʘʤʠ, ʯʪʦ, ʧʦ ʥʘʰʝʤʫ ʤʥʝʥʠʶ, ʠʤʝʝʪ 

ʬʫʥʜʘʤʝʥʪʘʣʴʥʦʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʨʝʰʝʥʠʷ ʩʦʮʠʘʣʴʥʦʡ ʧʨʦʙʣʝʤʳ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠè. 

ɼʵʚʠʜ ʂʨʦʟʴʝ, ʟʘʤʝʩʪʠʪʝʣʴ ʜʠʨʝʢʪʦʨʘ ACE-CSE, ʩʢʘʟʘʣ, ʯʪʦ Queen's 

ʩʪʨʝʤʠʪʩʷ ʨʘʟʚʠʚʘʪʴ ʢʠʙʝʨ-ʥʘʚʳʢʠ ʚ ʉʝʚʝʨʥʦʡ ʀʨʣʘʥʜʠʠ. 

ʆʥ ʜʦʙʘʚʠʣ: çʉʝʚʝʨʥʘʷ ʀʨʣʘʥʜʠʷ ʩʪʘʚʠʪ ʘʤʙʠʮʠʦʟʥʫʶ ʮʝʣʴ - ʫʚʝʣʠʯʠʪʴ ʢ 

2030 ʛʦʜʫ ʯʠʩʣʦ ʧʨʦʬʝʩʩʠʦʥʘʣʦʚ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʨʝʛʠʦʥʝ ʜʦ 5000. 

ʕʪʦ ʧʨʠʟʥʘʥʠʝ ACE-CSE ʜʣʷ Queen's ʧʦʤʦʞʝʪ ʥʘʤ ʠ ʚ ʜʘʣʴʥʝʡʰʝʤ ʥʘʨʘʱʠʚʘʪʴ 

ʧʦʪʦʢ ʪʘʣʘʥʪʦʚ ʜʣʷ ʵʪʦʡ ʩʪʨʘʪʝʛʠʯʝʩʢʠ ʚʘʞʥʦʡ ʜʣʷ ʨʝʛʠʦʥʘ ʦʪʨʘʩʣʠ ʠ ʥʘʮʠʷ. ʆʥ 

ʪʘʢʞʝ ʦʩʥʦʚʳʚʘʝʪʩʷ ʥʘ ʧʨʝʜʳʜʫʱʠʭ ʫʩʧʝʭʘʭ CSIT ʚ ʪʦʤ, ʯʪʦ ʦʥ ʙʳʣ ʧʨʠʟʥʘʥ ʦʜʥʠʤ 

ʠʟ ʧʝʨʚʳʭ ACE-CSR ʠ ʧʦʣʫʯʠʣ ʩʪʝʧʝʥʴ ʤʘʛʠʩʪʨʘ ʚ ʦʙʣʘʩʪʠ ʧʨʠʢʣʘʜʥʦʡ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʘʢʞʝ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʫʶ NCSCè. (ACE-CSE recognition for 

Queenôs Universityôs cyber security education // Newswise 

(https://www.newswise.com/articles/ace-cse-recognition-for-queen-s-university-s-cyber-

security-education). 10.02.2021). 
***  

 

çɸʛʝʥʪʩʪʚʦ ɽʚʨʦʧʝʡʩʢʦʛʦ ʉʦʶʟʘ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ (ENISA) ʠ 

ʆʙʲʝʜʠʥʝʥʥʳʡ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʡ ʮʝʥʪʨ ɽʚʨʦʧʝʡʩʢʦʡ ʢʦʤʠʩʩʠʠ (JRC) 

ʚʳʧʫʩʪʠʣʠ ʩʦʚʤʝʩʪʥʦʝ ʨʫʢʦʚʦʜʩʪʚʦ çʇʨʦʙʣʝʤʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠ 

ʦʙʥʦʚʣʝʥʠʠ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʧʨʠ ʘʚʪʦʥʦʤʥʦʤ ʚʦʞʜʝʥʠʠè. 
ʂʣʶʯʝʚʳʝ ʤʦʤʝʥʪʳ 
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ʇʦʩʢʦʣʴʢʫ ʘʚʪʦʥʦʤʥʳʝ ʪʨʘʥʩʧʦʨʪʥʳʝ ʩʨʝʜʩʪʚʘ ʠʩʧʦʣʴʟʫʶʪ ʀʀ ʜʣʷ ʤʥʦʛʠʭ 

ʘʩʧʝʢʪʦʚ, ʢʦʪʦʨʳʝ ʪʨʘʜʠʮʠʦʥʥʦ ʚʳʧʦʣʥʷʶʪʩʷ ʚʦʜʠʪʝʣʷʤʠ-ʣʶʜʴʤʠ, ʢʣʘʩʩʠʯʝʩʢʦʛʦ 

ʧʦʜʭʦʜʘ çʟʘʱʠʪʳ ʮʠʬʨʦʚʳʭ ʩʠʩʪʝʤè ʥʝʜʦʩʪʘʪʦʯʥʦ. ɺʳ ʜʦʣʞʥʳ ʨʘʩʩʤʘʪʨʠʚʘʪʴ 

ʚʦʧʨʦʩʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʀʀ, ʚ ʢʦʥʪʝʢʩʪʝ ʚʩʝʡ ʮʝʧʦʯʢʠ ʧʦʩʪʘʚʦʢ, ʫʯʘʩʪʚʫʶʱʝʡ ʚ ʠʭ 

ʨʘʟʨʘʙʦʪʢʝ ʠ ʠʥʪʝʛʨʘʮʠʠ ʩ ʜʨʫʛʠʤʠ ʘʚʪʦʤʦʙʠʣʴʥʳʤʠ ʩʠʩʪʝʤʘʤʠ. 

ʀʩʢʫʩʩʪʚʝʥʥʳʡ ʠʥʪʝʣʣʝʢʪ ʠ ʤʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ ʷʚʣʷʶʪʩʷ ʢʨʘʝʫʛʦʣʴʥʳʤ 

ʢʘʤʥʝʤ ʫʤʥʳʭ ʘʚʪʦʤʦʙʠʣʝʡ ʩ ʰʠʨʦʢʠʤ ʥʘʙʦʨʦʤ ʘʢʩʝʩʩʫʘʨʦʚ ʠ ʩʪʘʥʫʪ ʢʣʶʯʦʤ ʢ 

ʘʚʪʦʤʦʙʠʣʷʤ ʩʣʝʜʫʶʱʝʛʦ ʧʦʢʦʣʝʥʠʷ. 

ʅʘʠʙʦʣʝʝ ʟʥʘʯʠʪʝʣʴʥʳʝ ʠ ʠʟʚʝʩʪʥʳʝ ʫʷʟʚʠʤʦʩʪʠ ʠ ʚʦʟʤʦʞʥʳʝ ʩʮʝʥʘʨʠʠ ʘʪʘʢ 

ʥʘ ʤʦʜʝʣʠ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʚ ʘʥʪʠʚʠʨʫʩʥʳʭ ʧʨʦʛʨʘʤʤʘʭ, 

ʩʚʷʟʘʥʳ ʩ ʤʝʪʦʜʘʤʠ ʢʦʤʧʴʶʪʝʨʥʦʛʦ ʟʨʝʥʠʷ. 

ʂʣʶʯʝʚʦʡ ʧʨʦʙʣʝʤʦʡ ʷʚʣʷʝʪʩʷ ʧʨʘʚʠʣʴʥʘʷ ʦʙʨʘʙʦʪʢʘ ʢʨʘʡʥʠʭ ʩʣʫʯʘʝʚ, ʢʦʛʜʘ 

ʚʩʪʨʝʯʘʝʪʩʷ ʥʝʠʟʚʝʩʪʥʘʷ ʩʠʪʫʘʮʠʷ ʟʘ ʧʨʝʜʝʣʘʤʠ ʨʘʩʧʨʝʜʝʣʝʥʠʷ ʦʙʫʯʘʶʱʠʭ ʜʘʥʥʳʭ: 

ʥʘʧʨʠʤʝʨ, ʠʛʥʦʨʠʨʦʚʘʥʠʝ ʟʥʘʢʘ ʦʩʪʘʥʦʚʢʠ, ʯʘʩʪʠʯʥʦ ʧʦʢʨʳʪʦʛʦ ʩʥʝʛʦʤ. 

ɺ ʦʪʯʝʪʝ ʘʥʘʣʠʟʠʨʫʶʪʩʷ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ ʫʷʟʚʠʤʦʩʪʠ ʀʀ ʚ ʘʚʪʦʥʦʤʥʳʭ 

ʪʨʘʥʩʧʦʨʪʥʳʭ ʩʨʝʜʩʪʚʘʭ ʠ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʠʭ ʫʩʪʨʘʥʝʥʠʶè. (Odia Kagan. Groups 

Outline Cybersecurity Risks for AI in Autonomous Vehicles // Fox Rothschild 

(https://dataprivacy.foxrothschild.com/2021/02/articles/general-privacy-data-security-

news-developments/groups-outline-cybersecurity-risks-for-ai-in-autonomous-

vehicles/). 15.02.2021). 

***  

 

çʇʦʩʣʝ ʢʠʙʝʨʘʪʘʢ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʳʭ ʜʚʝ ʙʦʣʴʥʠʮʳ ʚʦ ʌʨʘʥʮʠʠ 

ʧʨʝʚʨʘʪʠʣʠʩʴ ʚ çʧʦʣʥʦʩʪʴʶ ʙʫʤʘʞʥʳʝè ʚ ʧʦʩʣʝʜʥʠʝ ʜʥʠ, ʕʤʤʘʥʫʵʣʴ ʄʘʢʨʦʥ 

ʧʦʜʪʚʝʨʜʠʣ ʚ ʯʝʪʚʝʨʛ, 18 ʬʝʚʨʘʣʷ, ʧʣʘʥ ʥʘ 1 ʤʠʣʣʠʘʨʜ ʝʚʨʦ ʜʣʷ ʫʩʠʣʝʥʠʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʯʫʚʩʪʚʠʪʝʣʴʥʳʭ ʩʠʩʪʝʤ. 

ɺ ʯʝʪʚʝʨʛ ʫʪʨʦʤ ʛʣʘʚʘ ʛʦʩʫʜʘʨʩʪʚʘ ʚ ʪʝʯʝʥʠʝ ʯʘʩʘ ʩʣʫʰʘʣ ʧʦ 

ʚʠʜʝʦʢʦʥʬʝʨʝʥʮʩʚʷʟʠ ʚʨʘʯʠ ʠ ʨʫʢʦʚʦʜʠʪʝʣʠ ʙʦʣʴʥʠʮ ʚ ɼʘʢʩʝ ʠ ɺʠʣʴʬʨʘʥʰ-ʩʶʨ-

ʉʦʥʝ, ʨʘʩʩʢʘʟʳʚʘʷ ʝʤʫ, ʢʘʢ ʭʘʢʝʨʳ ʧʦʣʥʦʩʪʴʶ ʧʘʨʘʣʠʟʦʚʘʣʠ ʠʭ ʫʯʨʝʞʜʝʥʠʝ 8 ʠ 15 

ʬʝʚʨʘʣʷ. ʂʘʨʪʳ ʧʘʮʠʝʥʪʦʚ, ʪʝʣʝʬʦʥʥʘʷ ʩʚʷʟʴ, ʭʠʨʫʨʛʠʯʝʩʢʦʝ ʦʙʦʨʫʜʦʚʘʥʠʝ, ʧʨʠʝʤ 

ʣʝʢʘʨʩʪʚ, ʟʘʧʠʩʠ ʥʘ ʧʨʠʝʤ, ʨʘʟʤʝʱʝʥʠʝ ʢʦʡʢʠ ʠ ʚʨʘʯʘé ʚʩʝ ʙʳʣʦ ʟʘʙʣʦʢʠʨʦʚʘʥʦ. 

ʇʠʩʴʤʝʥʥʳʝ ʟʘʤʝʪʢʠ, ʩʜʝʣʘʥʥʳʝ ʚʨʫʯʥʫʶ ʩʭʝʤʳ ʦʙʩʣʫʞʠʚʘʥʠʷ ʠ ʟʘʧʠʩʥʳʝ ʢʥʠʞʢʠ 

ʢʘʢʠʤ-ʪʦ ʦʙʨʘʟʦʤ ʚʟʷʣʠ ʚʝʨʭ, ʥʦ ʦʧʝʨʘʮʠʠ ʙʳʣʠ ʥʝʟʘʧʣʘʥʠʨʦʚʘʥʥʳʤʠ, ʠ ʧʘʮʠʝʥʪʦʚ 

ʦʪʧʨʘʚʣʷʣʠ ʚ ʜʨʫʛʠʝ ʙʦʣʴʥʠʮʳ. 

ʉ ʪʝʭ ʧʦʨ ʢʦʤʘʥʜʳ ʠʟ ɸʥʩʩʠ (ʅʘʮʠʦʥʘʣʴʥʦʝ ʘʛʝʥʪʩʪʚʦ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ) ʥʘ ʤʝʩʪʝ ʧʳʪʘʣʠʩʴ ʚʦʩʩʪʘʥʦʚʠʪʴ ʨʘʙʦʪʦʩʧʦʩʦʙʥʳʝ 

ʢʦʤʧʴʶʪʝʨʥʳʝ ʩʝʪʠ ʠ ʚʦʩʩʪʘʥʦʚʠʪʴ ʜʘʥʥʳʝ, ʯʘʩʪʴ ʠʟ ʢʦʪʦʨʳʭ ʙʳʣʘ ʟʘʱʠʱʝʥʘ ʚ 

ʚʠʜʝ ʨʝʟʝʨʚʥʳʭ ʢʦʧʠʡ. ɼʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʥʦʨʤʘʣʴʥʦʡ ʬʫʥʢʮʠʠ, ʚʝʨʦʷʪʥʦ, 

ʧʦʪʨʝʙʫʶʪʩʷ ʥʝʜʝʣʠ. 

çʕʢʦʩʠʩʪʝʤʘ ʙʝʟʦʧʘʩʥʦʩʪʠè 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʣʘʥʠʨʫʝʪ ʚʳʜʝʣʠʪʴ 1 ʤʠʣʣʠʘʨʜ ʝʚʨʦ, ʚʢʣʶʯʘʷ 720 ʤʠʣʣʠʦʥʦʚ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʩʨʝʜʩʪʚ, ʥʘ ʫʢʨʝʧʣʝʥʠʝ ʩʝʢʪʦʨʘ, ʫʪʨʦʝʥʠʝ ʝʛʦ ʦʙʦʨʦʪʘ ʜʦ 25 

ʤʠʣʣʠʘʨʜʦʚ ʝʚʨʦ ʚ 2025 ʛʦʜʫ ʠ ʫʜʚʦʝʥʠʝ ʯʠʩʣʝʥʥʦʩʪʠ ʧʝʨʩʦʥʘʣʘ. çʄʥʦʛʠʝ ʘʢʪʝʨʳ 

ʧʦʜʚʝʨʛʘʶʪʩʷ ʥʘʧʘʜʝʥʠʷʤ ʢʘʞʜʳʡ ʜʝʥʴ ʠ ʪʨʝʙʫʶʪ ʚʳʢʫʧʘ, ʥʝ ʛʦʚʦʨʷ ʦʙ ʵʪʦʤè, - 
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ʩʢʘʟʘʣ ʕʤʤʘʥʫʵʣʴ ʄʘʢʨʦʥ. ʊʦ, ʯʝʨʝʟ ʯʪʦ ʚʳ ʧʨʦʰʣʠ, ʧʦʢʘʟʳʚʘʝʪ ʢʘʢ ʥʘʰʫ 

ʫʷʟʚʠʤʦʩʪʴ, ʪʘʢ ʠ ʚʘʞʥʦʩʪʴ ʘʢʪʠʚʠʟʘʮʠʠ ʠ ʠʥʚʝʩʪʠʮʠʡ. " 

ɹʦʣʴʥʠʮʳ, ʢʘʢ ʠ ʚʩʝ ʘʜʤʠʥʠʩʪʨʘʮʠʠ, ʠʤʝʶʪ çʩʪʨʦʛʠʝ ʠʥʩʪʨʫʢʮʠʠ ʥʠʢʦʛʜʘ ʥʝ 

ʧʣʘʪʠʪʴè ʚʳʢʫʧ, ʥʘʧʦʤʥʠʣ ʚ ʩʨʝʜʫ ʚ ɽʣʠʩʝʡʩʢʦʤ ʫʥʠʚʝʨʩʠʪʝʪʝ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʚ 

2020 ʛʦʜʫ ʯʠʩʣʦ ʵʪʠʭ ʘʪʘʢ ʫʚʝʣʠʯʠʣʦʩʴ ʚ ʯʝʪʳʨʝ ʨʘʟʘ, ʠ ʦʥʠ ʙʳʣʠ ʥʘʮʝʣʝʥʳ ʥʘ 11% 

ʙʦʣʴʥʠʮ. ɺ ʨʘʟʛʘʨ ʧʘʥʜʝʤʠʠ ʵʪʠ ʘʪʘʢʠ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ çʢʨʠʟʠʩ ʚ ʢʨʠʟʠʩʝè, - 

ʦʪʤʝʪʠʣ ɻʣʘʚʘ ʛʦʩʫʜʘʨʩʪʚʘ. ʆʥ ʧʨʠʚʝʪʩʪʚʦʚʘʣ ʧʨʝʜʩʪʦʷʱʝʝ ʩʦʟʜʘʥʠʝ çʢʠʙʝʨ-

ʢʘʤʧʫʩʘè ʚ ʃʘ-ɼʝʬʘʥʩ ʩ ʫʯʘʩʪʠʝʤ ʧʨʠʤʝʨʥʦ ʰʝʩʪʠʜʝʩʷʪʠ ʦʩʥʦʚʥʳʭ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠ ʯʘʩʪʥʳʭ ʠʛʨʦʢʦʚ ʚ ʵʪʦʤ ʩʝʢʪʦʨʝ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʩʦʟʜʘʪʴ 

çʵʢʦʩʠʩʪʝʤʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʙʦʣʝʝ ʝʜʠʥʫʶ ʠ ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʫʶè. 

ʇʦ ʩʣʦʚʘʤ ɻʠʡʦʤʘ ʇʫʧʘʨʘ, ʜʠʨʝʢʪʦʨʘ Anssi, ʩʝʪʝʡ, ʟʘʧʫʩʢʘʶʱʠʭ ʘʪʘʢʠ 

ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ, ʚʩʝʛʦ ʜʝʩʷʪʴ, ʥʘʧʦʤʠʥʘʷ ʦ ʥʝʜʘʚʥʠʭ ʫʩʧʝʭʘʭ ʚ ʋʢʨʘʠʥʝ 

ʧʨʦʪʠʚ ʩʝʪʝʡ Emotet ʠ Egregor, ʙʣʘʛʦʜʘʨʷ ʤʝʞʜʫʥʘʨʦʜʥʦʤʫ ʩʦʪʨʫʜʥʠʯʝʩʪʚʫ 

ʧʦʣʠʮʠʠ ʠ ʧʨʠ ʘʢʪʠʚʥʦʤ ʫʯʘʩʪʠʠè. (Cyberattaques : Emmanuel Macron promet un 

plan de 1 milliard dôeuros apr¯s le piratage de deux h¹pitaux // LeMonde 

(https://www.lemonde.fr/pixels/article/2021/02/18/cyberattaques-macron-promet-un-

plan-de-1-milliard-d-euros-apres-le-piratage-de-deux-

hopitaux_6070421_4408996.html). 18.02.2021). 

***  

 

çɺ ʧʦʩʣʝʜʥʠʝ ʤʝʩʷʮʳ 2020 ʛʦʜʘ ɽʚʨʦʧʝʡʩʢʘʷ ʢʦʤʠʩʩʠʷ 

ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʣʘ ʚʧʝʯʘʪʣʷʶʱʫʶ ʟʘʢʦʥʦʜʘʪʝʣʴʥʫʶ ʘʢʪʠʚʥʦʩʪʴ, ʧʦʩʢʦʣʴʢʫ 

ʦʥʘ ʚʳʜʚʠʥʫʣʘ ʧʨʝʜʣʦʞʝʥʠʷ ʧʦ ʥʝʩʢʦʣʴʢʠʤ ʥʦʨʤʘʪʠʚʥʳʤ ʘʢʪʘʤ (ʘ ʠʤʝʥʥʦ 

ɿʘʢʦʥ ʦ ʨʝʛʫʣʠʨʦʚʘʥʠʠ ʜʘʥʥʳʭ, ɿʘʢʦʥ ʦ ʮʠʬʨʦʚʳʭ ʫʩʣʫʛʘʭ ʠ ɿʘʢʦʥ ʦ 

ʮʠʬʨʦʚʳʭ ʨʳʥʢʘʭ), ʘ ʪʘʢʞʝ ʧʨʝʜʣʦʞʠʣʘ ʥʦʚʳʝ ʩʪʘʥʜʘʨʪʥʳʝ ʜʦʛʦʚʦʨʥʳʝ 

ʧʦʣʦʞʝʥʠʷ ʜʣʷ ʤʝʞʜʫʥʘʨʦʜʥʘʷ ʧʝʨʝʜʘʯʘ ʜʘʥʥʳʭ (ʦʞʠʜʘʝʪʩʷ, ʯʪʦ ʦʥʘ ʙʫʜʝʪ 

ʧʨʠʥʷʪʘ ʢ ʘʧʨʝʣʶ 2021 ʛʦʜʘ), ʘ ʪʘʢʞʝ ʨʘʩʩʤʦʪʨʝʣʘ ʧʨʦʙʣʝʤʳ, ʚʣʠʷʶʱʠʝ ʥʘ 
ʧʝʨʝʜʘʯʫ ʜʘʥʥʳʭ ʚ ɺʝʣʠʢʦʙʨʠʪʘʥʠʶ ʚ ʩʚʷʟʠ ʩ Brexit. ʉʨʝʜʠ ʚʩʝʛʦ ʵʪʦʛʦ ʙʳʣʦ ʙʳ 

ʣʝʛʢʦ ʧʨʦʧʫʩʪʠʪʴ ʦʯʝʥʴ ʚʘʞʥʦʝ ʦʙʥʦʚʣʝʥʠʝ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ - 

ʧʨʝʜʣʦʞʝʥʠʝ ʦ ɼʠʨʝʢʪʠʚʝ ʦ ʤʝʨʘʭ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʚʳʩʦʢʦʛʦ ʦʙʱʝʛʦ ʫʨʦʚʥʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚʦ ʚʩʝʤ ʉʦʶʟʝ (ɼʠʨʝʢʪʠʚʘ NIS2), ʧʨʝʜʩʪʘʚʣʝʥʥʦʝ 16 ʜʝʢʘʙʨʷ 

2020 ʛʦʜʘ. 

ʌʘʢʪʠʯʝʩʢʠ, ʵʪʦ ʧʨʝʜʣʦʞʝʥʠʝ ʧʦʩʪʫʧʠʣʦ ʢʘʢ ʨʘʟ ʚʦʚʨʝʤʷ, ʧʦ ʩʣʦʚʘʤ 

ʜʠʨʝʢʪʦʨʘ ɽʚʨʦʧʝʡʩʢʦʡ ʢʦʤʠʩʩʠʠ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʃʦʨʝʥʳ ɹʦʡʩ ɸʣʦʥʩʦ. 

ʋʯʠʪʳʚʘʷ ʥʝʜʘʚʥʶʶ ʢʠʙʝʨʘʪʘʢʫ SolarWinds, ʦʥʘ ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ ɼʠʨʝʢʪʠʚʘ NIS2 

ʩʪʘʥʝʪ ʦʯʝʥʴ ʥʝʦʙʭʦʜʠʤʳʤ ʠʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ ʨʝʰʝʥʠʷ ʢʨʠʪʠʯʝʩʢʠʭ ʧʨʦʙʣʝʤ ʩ 

ʘʥʘʣʦʛʠʯʥʳʤʠ ʠʥʮʠʜʝʥʪʘʤʠ ʚ ʙʫʜʫʱʝʤ, ʚ ʪʦʤ ʯʠʩʣʝ ʜʣʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ 

ʫʯʨʝʞʜʝʥʠʡ ʠ ʧʨʦʚʝʨʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʮʝʧʦʯʢʠ ʧʦʩʪʘʚʦʢ. 

ʂʦʨʦʪʢʦ ʦ ʜʠʨʝʢʪʠʚʝ NIS2 

ɺ ʩʣʫʯʘʝ ʧʨʠʥʷʪʠʷ ɼʠʨʝʢʪʠʚʘ NIS2 ʚʚʝʜʝʪ ʥʦʚʳʝ ʠ ʙʦʣʝʝ ʩʪʨʦʛʠʝ 

ʦʙʷʟʘʪʝʣʴʩʪʚʘ ʜʣʷ ʢʦʤʧʘʥʠʡ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʘʜʝʢʚʘʪʥʦʡ ʢʠʙʝʨ-ʛʦʪʦʚʥʦʩʪʠ ʠ 

ʨʝʘʛʠʨʦʚʘʥʠʷ. ʂ ʥʠʤ ʦʪʥʦʩʷʪʩʷ ʚʥʝʜʨʝʥʠʝ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʭ ʧʦʣʠʪʠʢ ʠ 

ʧʨʦʛʨʘʤʤ ʦʙʝʩʧʝʯʝʥʠʷ ʛʦʪʦʚʥʦʩʪʠ ʢ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ, 

ʧʨʦʚʝʜʝʥʠʝ ʨʝʛʫʣʷʨʥʳʭ ʪʨʝʥʠʥʛʦʚ ʜʣʷ ʧʝʨʩʦʥʘʣʘ ʠ ʘʫʜʠʪ ʮʝʧʦʯʢʠ ʧʦʩʪʘʚʦʢ, ʘ 

ʪʘʢʞʝ ʫʚʝʜʦʤʣʝʥʠʝ ʦ ʣʶʙʳʭ ʢʠʙʝʨʠʥʮʠʜʝʥʪʘʭ ʚ ʪʝʯʝʥʠʝ ʚʩʝʛʦ 24 ʯʘʩʦʚ. ʅʘʜʟʦʨʥʳʝ 
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ʦʨʛʘʥʳ ʪʘʢʞʝ ʙʫʜʫʪ ʠʤʝʪʴ ʥʦʚʳʝ ʧʨʘʚʦʧʨʠʤʝʥʠʪʝʣʴʥʳʝ ʧʦʣʥʦʤʦʯʠʷ, ʪʘʢʠʝ ʢʘʢ 

ʧʨʘʚʦ ʟʘʧʨʘʰʠʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʠ ʧʨʦʚʦʜʠʪʴ ʘʫʜʠʪ, ʠ ʜʘʞʝ ʚʨʝʤʝʥʥʦ 

ʧʨʝʧʷʪʩʪʚʦʚʘʪʴ ʦʩʫʱʝʩʪʚʣʝʥʠʶ ʢʦʤʧʘʥʠʝʡ ʩʚʦʠʭ ʜʝʣʦʚʳʭ ʦʧʝʨʘʮʠʡ ʠ ʦʪʩʪʨʘʥʷʪʴ 

ʝʝ ʛʝʥʝʨʘʣʴʥʦʛʦ ʜʠʨʝʢʪʦʨʘ ʟʘ ʥʝʩʧʦʩʦʙʥʦʩʪʴ ʫʩʪʨʘʥʠʪʴ ʚʳʷʚʣʝʥʥʳʝ ʥʝʜʦʩʪʘʪʢʠ. 

ʅʦʚʘʷ ʜʠʨʝʢʪʠʚʘ ʪʘʢʞʝ ʧʨʠʚʣʝʯʝʪ ʙʦʣʴʰʝ ʢʦʤʧʘʥʠʡ ʢ ʩʬʝʨʝ ʨʝʛʫʣʠʨʦʚʘʥʠʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ɽʉ. ʅʝʢʦʪʦʨʳʝ ʢʦʤʧʘʥʠʠ, ʨʘʙʦʪʘʶʱʠʝ ʚ ʩʝʢʪʦʨʝ ʥʘʫʢ ʦ ʞʠʟʥʠ, 

ʧʦʩʪʘʚʱʠʢʠ ʮʠʬʨʦʚʳʭ ʫʩʣʫʛ, ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʵʣʝʢʪʨʦʥʠʢʠ ʠ ʘʚʪʦʤʦʙʠʣʝʡ ʠ ʜʘʞʝ 

ʦʨʛʘʥʳ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʦʪʥʦʩʷʪʩʷ ʢ ʯʠʩʣʫ ʪʝʭ, ʥʘ ʢʦʪʦʨʳʝ ʚ 

ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʚʩʝ ʝʱʝ ʥʝ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʵʪʘ ʩʠʩʪʝʤʘ. ʂʨʦʤʝ ʪʦʛʦ, ʜʠʨʝʢʪʠʚʘ, 

ʘʥʘʣʦʛʠʯʥʘʷ GDPR, ʙʫʜʝʪ ʠʤʝʪʴ ʵʢʩʪʝʨʨʠʪʦʨʠʘʣʴʥʫʶ ʩʬʝʨʫ ʜʝʡʩʪʚʠʷ, ʯʪʦ 

ʦʟʥʘʯʘʝʪ, ʯʪʦ ʢʦʤʧʘʥʠʠ, ʥʝ ʚʭʦʜʷʱʠʝ ʚ ɽʉ, ʢʦʪʦʨʳʝ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʫʩʣʫʛʠ ʚ ɽʉ, 

ʜʦʣʞʥʳ ʙʫʜʫʪ ʩʦʙʣʶʜʘʪʴ ʥʦʚʳʝ ʧʨʘʚʠʣʘ. 

ʇʨʠʥʷʪʠʝ ʠʥʩʪʠʪʫʪʘʤʠ ɽʉ ɼʠʨʝʢʪʠʚʳ NIS2 ʦʞʠʜʘʝʪʩʷ ʢ ʥʘʯʘʣʫ 2022 ʛʦʜʘ, ʘ 

ʝʝ ʚʥʝʜʨʝʥʠʝ ʚ ʟʘʢʦʥʳ ʛʦʩʫʜʘʨʩʪʚ-ʯʣʝʥʦʚ ɽʉ - ʢ ʩʝʨʝʜʠʥʝ 2023 ʛʦʜʘ. 

ʋʯʠʪʳʚʘʷ ʙʳʩʪʨʦ ʨʘʩʪʫʱʝʝ ʟʥʘʯʝʥʠʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʚʷʟʘʥʥʳʝ ʩ ʵʪʠʤ 

ʨʠʩʢʠ, ʢʦʤʧʘʥʠʠ ʫʞʝ ʜʦʣʞʥʳ ʥʘʯʘʪʴ ʧʣʘʥʠʨʦʚʘʥʠʝ ʜʠʨʝʢʪʠʚʳ NIS2. ʉʘʤʦʝ 

ʛʣʘʚʥʦʝ, ʢʦʤʧʘʥʠʠ ʜʦʣʞʥʳ ʧʨʝʜʧʨʠʥʷʪʴ ʩʣʝʜʫʶʱʠʝ ʰʘʛʠ: 

ʇʦʜʫʤʘʡʪʝ, ʥʘʩʢʦʣʴʢʦ ʚʝʨʦʷʪʥʦ, ʯʪʦ ʦʥʠ ʧʦʜʧʘʜʫʪ ʧʦʜ ʜʝʡʩʪʚʠʝ ɼʠʨʝʢʪʠʚʳ 

NIS2. 

ʆʧʨʝʜʝʣʠʪʝ, ʢʘʢʦʚ ʠʭ ʪʝʢʫʱʠʡ ʫʨʦʚʝʥʴ ʟʨʝʣʦʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʚ 

ʢʘʢʦʡ ʩʪʝʧʝʥʠ ʦʥ ʙʫʜʝʪ ʩʯʠʪʘʪʴʩʷ ʩʦʚʤʝʩʪʠʤʳʤ ʩ ɼʠʨʝʢʪʠʚʦʡ NIS2. 

ɿʘʨʘʥʝʝ ʚʳʜʝʣʷʡʪʝ ʯʝʣʦʚʝʯʝʩʢʠʝ ʠ ʬʠʥʘʥʩʦʚʳʝ ʨʝʩʫʨʩʳ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ 

ʣʶʙʳʭ ʥʝʦʙʭʦʜʠʤʳʭ ʤʝʨ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʈʝʦʨʛʘʥʠʟʘʮʠʷ ʠ ʦʧʪʠʤʠʟʘʮʠʷ ʧʨʦʛʨʘʤʤ ʦʙʝʩʧʝʯʝʥʠʷ ʛʦʪʦʚʥʦʩʪʠ ʢ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ (ʪ. ɽ. ʆʧʨʝʜʝʣʝʥʠʝ ʩʧʦʩʦʙʦʚ ʩʦʟʜʘʥʠʷ ʝʜʠʥʦʡ 

ʧʦʣʠʪʠʢʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʢʠʙʝʨʠʥʮʠʜʝʥʪʳ ʠ ʦʪʯʝʪʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʩʦʦʪʚʝʪʩʪʚʫʝʪ 

ʪʨʝʙʦʚʘʥʠʷʤ GDPR ʠ NIS2) 

ʀʩʪʦʨʠʯʝʩʢʦʝ ʧʨʦʰʣʦʝ 

ɺ 2016 ʛʦʜʫ ʚʩʪʫʧʠʣʘ ʚ ʩʠʣʫ ɼʠʨʝʢʪʠʚʘ NIS (ɼʠʨʝʢʪʠʚʘ 2016/1148 ʦ ʤʝʨʘʭ ʧʦ 

ʦʙʝʩʧʝʯʝʥʠʶ ʚʳʩʦʢʦʛʦ ʦʙʱʝʛʦ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʪʝʡ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʩʠʩʪʝʤ ʚ ʨʘʤʢʘʭ ʉʦʶʟʘ), ʢʦʪʦʨʘʷ ʫʩʪʘʥʦʚʠʣʘ ʧʝʨʚʫʶ ʟʘʢʦʥʦʜʘʪʝʣʴʥʫʶ ʙʘʟʫ, 

ʥʘʧʨʘʚʣʝʥʥʫʶ ʥʘ ʦʙʝʩʧʝʯʝʥʠʝ ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ɽʉ.. 

ɻʦʩʫʜʘʨʩʪʚʘ-ʯʣʝʥʳ ʜʦʣʞʥʳ ʙʳʣʠ ʧʝʨʝʥʝʩʪʠ ʜʠʨʝʢʪʠʚʫ ʚ ʩʚʦʠ ʥʘʮʠʦʥʘʣʴʥʳʝ 

ʧʨʘʚʦʚʳʝ ʩʠʩʪʝʤʳ ʢ 2018 ʛʦʜʫ. 

ʉʨʝʜʠ ʧʦʣʦʞʝʥʠʡ, ʨʝʛʫʣʠʨʫʶʱʠʭ ʥʘʮʠʦʥʘʣʴʥʳʝ ʢʠʙʝʨʩʪʨʘʪʝʛʠʠ, ʘ ʪʘʢʞʝ 

ʧʨʘʢʪʠʢʫ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʠ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʤʝʞʜʫ ʚʣʘʩʪʷʤʠ ʛʦʩʫʜʘʨʩʪʚ-

ʯʣʝʥʦʚ, ʙʳʣ ʪʘʢʞʝ ʫʩʪʘʥʦʚʣʝʥ ʨʷʜ ʦʙʱʠʭ ʦʙʷʟʘʪʝʣʴʩʪʚ ʜʣʷ ʢʦʤʧʘʥʠʡ, ʩʯʠʪʘʶʱʠʭʩʷ 

ʦʧʝʨʘʪʦʨʘʤʠ ʦʩʥʦʚʥʳʭ ʫʩʣʫʛ. ʂ ʥʠʤ ʦʪʥʦʩʷʪʩʷ: 

ʚʥʝʜʨʝʥʠʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʠ ʩʦʨʘʟʤʝʨʥʳʭ ʪʝʭʥʠʯʝʩʢʠʭ ʠ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ 

ʤʝʨ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʨʠʩʢʘʤʠ, ʩʚʷʟʘʥʥʳʤʠ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʩʝʪʠ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʩʠʩʪʝʤ, ʢʦʪʦʨʳʝ ʦʥʠ ʠʩʧʦʣʴʟʫʶʪ ʚ ʩʚʦʝʡ ʜʝʷʪʝʣʴʥʦʩʪʠ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʠ ʤʠʥʠʤʠʟʘʮʠʷ ʚʦʟʜʝʡʩʪʚʠʷ ʠʥʮʠʜʝʥʪʦʚ, ʚʣʠʷʶʱʠʭ ʥʘ 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʠʭ ʩʝʪʠ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ 

ʫʚʝʜʦʤʣʝʥʠʝ ʦʙʦ ʚʩʝʭ ʠʥʮʠʜʝʥʪʘʭ, ʦʢʘʟʳʚʘʶʱʠʭ ʟʥʘʯʠʪʝʣʴʥʦʝ ʚʣʠʷʥʠʝ ʥʘ ʠʭ 

ʩʝʪʴ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ 
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ʆʜʥʘʢʦ ʚʩʢʦʨʝ ʧʦʩʣʝ ʥʘʯʘʣʘ ʩʚʦʝʛʦ ʜʝʡʩʪʚʠʷ ɼʠʨʝʢʪʠʚʘ NIS ʫʞʝ ʜʦʢʘʟʘʣʘ 

ʩʚʦʠ ʦʛʨʘʥʠʯʝʥʠʷ. ʇʨʝʜʣʘʛʘʝʤʘʷ ɼʠʨʝʢʪʠʚʘ NIS2 ʥʘʧʨʘʚʣʝʥʘ ʥʘ ʦʙʥʦʚʣʝʥʠʝ ʠ 

ʜʦʙʘʚʣʝʥʠʝ ʢ ʩʫʱʝʩʪʚʫʶʱʠʤ ʧʨʘʚʠʣʘʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʠʤʝʥʠʤʳʤ ʢ 

ʢʦʤʧʘʥʠʷʤ, ʧʫʪʝʤ: 

ʨʘʩʰʠʨʝʥʠʝ ʢʨʫʛʘ ʪʠʧʦʚ ʢʦʤʧʘʥʠʡ, ʧʦʜʧʘʜʘʶʱʠʭ ʧʦʜ ʪʘʢʠʝ ʧʨʘʚʠʣʘ 

ʪʨʝʙʦʚʘʥʠʝ, ʯʪʦʙʳ ʢʦʤʧʘʥʠʠ ʩʘʤʠ ʦʧʨʝʜʝʣʷʣʠ, ʧʦʜʧʘʜʘʶʪ ʣʠ ʦʥʠ ʧʦʜ 

ʜʝʡʩʪʚʠʝ ʪʘʢʠʭ ʧʨʘʚʠʣ 

ʜʦʙʘʚʣʝʥʠʝ ʥʦʚʳʭ ʠ ʙʦʣʝʝ ʩʪʨʦʛʠʭ ʦʙʷʟʘʪʝʣʴʩʪʚ ʜʣʷ ʢʦʤʧʘʥʠʡ ʠ 

ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʙʦʣʝʝ ʰʠʨʦʢʠʭ ʧʨʘʚʦʧʨʠʤʝʥʠʪʝʣʴʥʳʭ ʧʦʣʥʦʤʦʯʠʡ ʢʦʤʧʝʪʝʥʪʥʳʤ 

ʦʨʛʘʥʘʤ 

ʅʦʚʠʥʢʠ, ʧʨʝʜʣʦʞʝʥʥʳʝ ɼʠʨʝʢʪʠʚʦʡ NIS2 

ɹʦʣʴʰʝ ʪʠʧʦʚ ʦʨʛʘʥʠʟʘʮʠʡ, ʧʦʜʧʘʜʘʶʱʠʭ ʧʦʜ ʥʦʚʳʝ ʧʨʘʚʠʣʘ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʊʝʢʫʱʘʷ ɼʠʨʝʢʪʠʚʘ NIS ʧʨʠʤʝʥʷʝʪʩʷ ʢ ʦʧʝʨʘʪʦʨʘʤ ʦʩʥʦʚʥʳʭ ʫʩʣʫʛ, ʘ ʪʘʢʞʝ 

(ʚ ʤʝʥʴʰʝʡ ʩʪʝʧʝʥʠ) ʢ ʥʝʢʦʪʦʨʳʤ ʦʛʨʘʥʠʯʝʥʥʳʤ ʢʘʪʝʛʦʨʠʷʤ ʧʦʩʪʘʚʱʠʢʦʚ 

ʮʠʬʨʦʚʳʭ ʫʩʣʫʛ. OES ʦʧʨʝʜʝʣʷʶʪʩʷ ʢʘʢ ʦʨʛʘʥʠʟʘʮʠʠ, ʢʦʪʦʨʳʝ: ʘ) ʧʨʝʜʦʩʪʘʚʣʷʶʪ 

ʫʩʣʫʛʠ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʧʦʜʜʝʨʞʘʥʠʷ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦʡ ʩʦʮʠʘʣʴʥʦʡ ʠ / ʠʣʠ 

ʵʢʦʥʦʤʠʯʝʩʢʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ; ʙ) ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʵʪʦʡ ʫʩʣʫʛʠ ʟʘʚʠʩʠʪ ʦʪ ʩʝʪʠ ʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ; ʠ c) ʠʥʮʠʜʝʥʪ ʙʫʜʝʪ ʠʤʝʪʴ ʩʝʨʴʝʟʥʳʝ ʨʘʟʨʫʰʠʪʝʣʴʥʳʝ 

ʧʦʩʣʝʜʩʪʚʠʷ ʜʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʵʪʦʡ ʫʩʣʫʛʠ. ʆʜʥʘʢʦ ɼʠʨʝʢʪʠʚʘ NIS ʦʛʨʘʥʠʯʠʚʘʝʪ 

ʥʘʟʥʘʯʝʥʠʝ OES ʪʦʣʴʢʦ ʦʧʨʝʜʝʣʝʥʥʳʤʠ ʩʝʢʪʦʨʘʤʠ, ʪʘʢʠʤʠ ʢʘʢ ʵʥʝʨʛʝʪʠʢʘ, 

ʪʨʘʥʩʧʦʨʪ ʠ ʧʠʪʴʝʚʦʝ ʚʦʜʦʩʥʘʙʞʝʥʠʝ. 

ɺ ʩʚʷʟʠ ʩ ʙʳʩʪʨʳʤ ʨʦʩʪʦʤ ʟʘʚʠʩʠʤʦʩʪʠ ʦʙʱʝʩʪʚʘ ʦʪ ʩʝʪʝʚʳʭ ʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʠ ʚʩʝ ʙʦʣʝʝ ʩʝʨʴʝʟʥʳʤʠ ʨʠʩʢʘʤʠ, ʩʚʷʟʘʥʥʳʤʠ ʩ ʪʘʢʦʡ 

ʪʝʥʜʝʥʮʠʝʡ, ʚʩʢʦʨʝ ʩʪʘʣʦ ʷʩʥʦ, ʯʪʦ ʛʦʨʘʟʜʦ ʙʦʣʴʰʝ ʢʦʤʧʘʥʠʡ ʧʦʜʭʦʜʷʪ ʧʦʜ 

ʦʧʨʝʜʝʣʝʥʠʝ OES, ʥʦ ʨʘʙʦʪʘʶʪ ʚ ʩʝʢʪʦʨʘʭ, ʚʳʭʦʜʷʱʠʭ ʟʘ ʨʘʤʢʠ ɼʠʨʝʢʪʠʚʳ NIS. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ ʠʩʧʨʘʚʠʪʴ ʵʪʦʪ ʥʝʜʦʩʪʘʪʦʢ ʠ ʜʦʩʪʠʯʴ ʮʝʣʠ ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ɽʉ, ɼʠʨʝʢʪʠʚʘ NIS2 ʟʥʘʯʠʪʝʣʴʥʦ ʨʘʩʰʠʨʠʪ ʩʧʠʩʦʢ ʢʦʤʧʘʥʠʡ, 

ʧʦʜʧʘʜʘʶʱʠʭ ʧʦʜ ʜʝʡʩʪʚʠʝ ʧʨʘʚʠʣ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʢʣʶʯʘʷ, ʩʨʝʜʠ ʤʥʦʛʠʭ 

ʜʨʫʛʠʭ, ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʠ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʤʝʜʠʮʠʥʩʢʠʝ ʧʨʦʜʫʢʪʳ ʠ ʫʩʪʨʦʡʩʪʚʘ, 

ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʪʨʘʥʩʧʦʨʪʥʳʭ ʩʨʝʜʩʪʚ ʠ ʵʣʝʢʪʨʠʯʝʩʢʠʭ ʧʨʦʜʫʢʪʦʚ ʠ ʢʦʤʧʦʥʝʥʪʦʚ, 

ʧʨʘʢʪʠʯʝʩʢʠ ʚʩʝ ʧʦʩʪʘʚʱʠʢʠ ʮʠʬʨʦʚʳʭ ʫʩʣʫʛ (ʥʘʧʨʠʤʝʨ, ʧʣʘʪʬʦʨʤʳ ʩʦʮʠʘʣʴʥʳʭ 

ʩʝʪʝʡ, ʧʦʩʪʘʚʱʠʢʠ ʦʙʣʘʯʥʳʭ ʨʝʰʝʥʠʡ, ʮʝʥʪʨʳ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ, ʩʣʫʞʙʳ ʦʙʤʝʥʘ 

ʩʦʦʙʱʝʥʠʷʤʠ, ʩʝʪʠ ʜʦʩʪʘʚʢʠ ʢʦʥʪʝʥʪʘ ʠ ʜʨʫʛʠʝ), 

ɺʩʝ ʢʦʤʧʘʥʠʠ, ʧʦʜʧʘʜʘʶʱʠʝ ʧʦʜ ʜʝʡʩʪʚʠʝ ɼʠʨʝʢʪʠʚʳ NIS2, ʙʫʜʫʪ 

ʢʣʘʩʩʠʬʠʮʠʨʦʚʘʪʴʩʷ ʢʘʢ ʩʫʱʝʩʪʚʝʥʥʳʝ ʠʣʠ ʚʘʞʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ. ʕʪʦ ʨʘʟʣʠʯʠʝ, 

ʭʦʪʷ ʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʨʘʟʥʳʭ ʥʘʟʚʘʥʠʡ, ʧʦ ʩʫʱʝʩʪʚʫ ʘʥʘʣʦʛʠʯʥʦ ʪʦʤʫ, ʢʦʪʦʨʦʝ 

ʫʞʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ɼʠʨʝʢʪʠʚʝ NIS. ɸ ʠʤʝʥʥʦ, ʚ ʩʣʫʯʘʝ ʩʫʱʝʩʪʚʝʥʥʳʭ ʩʫʙʲʝʢʪʦʚ, 

ʢʦʤʧʝʪʝʥʪʥʳʝ ʦʨʛʘʥʳ ʙʫʜʫʪ ʘʢʪʠʚʥʦ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʠʭ ʩʦʙʣʶʜʝʥʠʝ ʧʨʠʤʝʥʠʤʳʭ 

ʧʨʘʚʠʣ ʠ ʙʫʜʫʪ ʧʨʦʚʦʜʠʪʴ ʧʨʦʚʝʨʢʠ ʠʣʠ ʜʨʫʛʠʝ ʩʣʝʜʩʪʚʝʥʥʳʝ ʜʝʡʩʪʚʠʷ ʥʘ 

ʨʝʛʫʣʷʨʥʦʡ ʦʩʥʦʚʝ (ʪʘʢ ʥʘʟʳʚʘʝʤʦʝ çʧʨʝʜʚʘʨʠʪʝʣʴʥʦʝ ʠʩʧʦʣʥʝʥʠʝè). ʇʨʠʥʠʤʘʷ ʚʦ 

ʚʥʠʤʘʥʠʝ, ʯʪʦ ʜʣʷ ʚʘʞʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ ʚʣʘʩʪʠ ʙʫʜʫʪ ʨʘʩʩʣʝʜʦʚʘʪʴ ʣʶʙʳʝ 

ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʥʘʨʫʰʝʥʠʷ ʧʨʘʚʠʣ, ʝʩʣʠ ʧʨʦʠʟʦʡʜʝʪ ʢʠʙʝʨʠʥʮʠʜʝʥʪ ʠʣʠ ʧʦʷʚʷʪʩʷ 

ʜʨʫʛʠʝ ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ, ʫʢʘʟʳʚʘʶʱʠʝ ʥʘ ʢʘʢʠʝ-ʣʠʙʦ ʥʝʜʦʩʪʘʪʢʠ ʚ ʫʨʦʚʥʝ 
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ʩʦʙʣʶʜʝʥʠʷ ʢʦʤʧʘʥʠʝʡ (ʪʘʢ ʥʘʟʳʚʘʝʤʦʝ ʧʨʠʥʫʜʠʪʝʣʴʥʦʝ ʧʨʠʤʝʥʝʥʠʝ 

çʧʦʩʪʬʘʢʪʫʤè). 

ʇʨʠʤʝʥʠʤʦʩʪʴ ɼʠʨʝʢʪʠʚʳ NIS2 ʦʧʨʝʜʝʣʷʝʪʩʷ ʢʦʤʧʘʥʠʷʤʠ, ʘ ʥʝ ʚʣʘʩʪʷʤʠ 

ɽʱʝ ʦʜʥʘ ʚʘʞʥʘʷ ʧʨʦʙʣʝʤʘ ɼʠʨʝʢʪʠʚʳ NIS ʟʘʢʣʶʯʘʣʘʩʴ ʚ ʪʦʤ, ʯʪʦ ʦʥʘ 

ʚʦʟʣʘʛʘʣʘ ʙʨʝʤʷ ʦʧʨʝʜʝʣʝʥʠʷ ʢʦʤʧʘʥʠʡ, ʧʦʜʧʘʜʘʶʱʠʭ ʧʦʜ ʜʝʡʩʪʚʠʝ ʧʨʘʚʠʣ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʘ ʦʨʛʘʥʳ ʛʦʩʫʜʘʨʩʪʚ-ʯʣʝʥʦʚ, ʘ ʥʝ ʥʘ ʩʘʤʠ ʢʦʤʧʘʥʠʠ. ʕʪʦ 

ʧʨʠʚʝʣʦ ʢ ʥʝʩʦʦʪʚʝʪʩʪʚʠʷʤ ʤʝʞʜʫ ʛʦʩʫʜʘʨʩʪʚʘʤʠ-ʯʣʝʥʘʤʠ, ʛʜʝ ʯʘʩʪʦ ʦʜʥʘ ʠ ʪʘ ʞʝ 

ʢʦʤʧʘʥʠʷ ʦʧʨʝʜʝʣʷʣʘʩʴ ʢʘʢ ʧʦʜʧʘʜʘʶʱʘʷ ʧʦʜ ʜʝʡʩʪʚʠʝ ʜʠʨʝʢʪʠʚʳ ʚ ʦʜʥʦʡ ʩʪʨʘʥʝ 

ɽʉ, ʥʦ ʥʝ ʚ ʜʨʫʛʠʭ. ʕʪʦ ʚʳʟʚʘʣʦ ʧʫʪʘʥʠʮʫ ʢʘʢ ʫ ʢʦʤʧʘʥʠʡ, ʪʘʢ ʠ ʫ ʚʣʘʩʪʝʡ, 

ʦʩʦʙʝʥʥʦ ʚ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʪʨʘʥʩʛʨʘʥʠʯʥʳʡ ʠʥʮʠʜʝʥʪ ʟʘʪʨʦʥʫʣ ʥʝʩʢʦʣʴʢʦ ʩʪʨʘʥ ʩ 

ʨʘʟʥʳʤʠ ʚʟʛʣʷʜʘʤʠ ʥʘ ʢʣʘʩʩʠʬʠʢʘʮʠʶ ʢʦʤʧʘʥʠʠ. 

ɼʠʨʝʢʪʠʚʘ NIS2 ʨʝʰʘʝʪ ʵʪʫ ʧʨʦʙʣʝʤʫ, ʧʝʨʝʢʣʘʜʳʚʘʷ ʵʪʦ ʙʨʝʤʷ ʥʘ ʩʘʤʠ 

ʢʦʤʧʘʥʠʠ ʠ ʦʙʷʟʳʚʘʷ ʠʭ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʩʝʙʷ ʢʘʢ ʩʫʱʝʩʪʚʝʥʥʫʶ ʠʣʠ ʚʘʞʥʫʶ 

ʦʨʛʘʥʠʟʘʮʠʶ ʠ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʥʝʦʙʭʦʜʠʤʫʶ ʠʥʬʦʨʤʘʮʠʶ ʚ ʵʪʦʤ ʦʪʥʦʰʝʥʠʠ ʚ 

ʫʢʘʟʘʥʥʳʡ ʨʝʝʩʪʨ. ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʦʨʛʘʥʠʟʘʮʠʷ ʥʝ ʤʦʞʝʪ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʩʝʙʷ, 

ʢʦʤʧʝʪʝʥʪʥʳʡ ʦʨʛʘʥ ʤʦʞʝʪ ʧʨʠʥʷʪʴ ʤʝʨʳ ʜʣʷ ʠʩʧʨʘʚʣʝʥʠʷ ʵʪʦʡ ʩʠʪʫʘʮʠʠ, ʢʦʪʦʨʳʝ 

ʤʦʛʫʪ ʚʢʣʶʯʘʪʴ ʜʝʥʝʞʥʳʝ ʩʘʥʢʮʠʠ. 

ʅʦʚʳʝ ʠ ʙʦʣʝʝ ʩʪʨʦʛʠʝ ʦʙʷʟʘʪʝʣʴʩʪʚʘ ʜʣʷ ʢʦʤʧʘʥʠʡ 

ɺ ʜʦʧʦʣʥʝʥʠʝ ʢ ʝʜʠʥʦʤʫ ʦʙʱʝʤʫ ʦʙʷʟʘʪʝʣʴʩʪʚʫ ʚ ɼʠʨʝʢʪʠʚʝ NIS ʧʦ 

ʚʥʝʜʨʝʥʠʶ ʜʦʩʪʘʪʦʯʥʳʭ ʪʝʭʥʠʯʝʩʢʠʭ ʠ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʤʝʨ, ɼʠʨʝʢʪʠʚʘ NIS2 

ʧʦʪʨʝʙʫʝʪ ʦʪ ʢʦʤʧʘʥʠʡ ʧʨʠʥʷʪʠʷ ʨʘʟʣʠʯʥʳʭ ʜʨʫʛʠʭ ʤʝʨ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ 

ʥʘʜʣʝʞʘʱʝʛʦ ʫʨʦʚʥʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʦ ʧʦʚʣʝʯʝʪ ʟʘ ʩʦʙʦʡ ʧʨʠʥʷʪʠʝ 

ʠʥʜʠʚʠʜʫʘʣʴʥʳʭ ʧʦʣʠʪʠʢ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʭʚʘʪʳʚʘʶʱʠʭ ʥʝʩʢʦʣʴʢʦ ʢʦʥʢʨʝʪʥʳʭ 

ʦʙʣʘʩʪʝʡ ʨʠʩʢʘ, ʧʨʦʚʝʜʝʥʠʝ ʨʝʛʫʣʷʨʥʳʭ ʪʨʝʥʠʥʛʦʚ ʜʣʷ ʧʝʨʩʦʥʘʣʘ ʠ ʧʨʦʚʝʨʢʫ 

ʫʨʦʚʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʮʝʧʦʯʝʢ ʧʦʩʪʘʚʦʢ ʢʦʤʧʘʥʠʠ. 

ɼʠʨʝʢʪʠʚʘ NIS2 ʪʘʢʞʝ ʫʩʪʘʥʦʚʠʪ ʙʦʣʝʝ ʧʦʜʨʦʙʥʫʶ ʧʨʦʮʝʜʫʨʫ ʩʦʦʙʱʝʥʠʷ ʦ 

ʢʠʙʝʨʠʥʮʠʜʝʥʪʘʭ. ʅʘʠʙʦʣʝʝ ʚʘʞʥʳʤ ʵʣʝʤʝʥʪʦʤ ʚ ʵʪʦʤ ʦʪʥʦʰʝʥʠʠ ʙʫʜʝʪ 

ʦʙʷʟʘʥʥʦʩʪʴ ʧʨʝʜʦʩʪʘʚʠʪʴ ʧʝʨʚʦʥʘʯʘʣʴʥʦʝ ʫʚʝʜʦʤʣʝʥʠʝ ʢʦʤʧʝʪʝʥʪʥʦʤʫ ʦʨʛʘʥʫ ʚ 

ʪʝʯʝʥʠʝ 24 ʯʘʩʦʚ ʧʦʩʣʝ ʠʥʮʠʜʝʥʪʘ. ʕʪʦ ʛʦʨʘʟʜʦ ʙʦʣʝʝ ʩʞʘʪʳʝ ʩʨʦʢʠ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ 

72-ʯʘʩʦʚʳʤ ʩʨʦʢʦʤ, ʧʨʝʜʫʩʤʦʪʨʝʥʥʳʤ ʚ GDPR. ʂʨʦʤʝ ʪʦʛʦ, ʢʠʙʝʨʠʥʮʠʜʝʥʪ ʚ 

ʟʥʘʯʝʥʠʠ ʵʪʦʡ ʜʠʨʝʢʪʠʚʳ ʷʚʣʷʝʪʩʷ ʛʦʨʘʟʜʦ ʙʦʣʝʝ ʰʠʨʦʢʠʤ ʧʦʥʷʪʠʝʤ, ʯʝʤ 

ʥʘʨʫʰʝʥʠʝ ʜʘʥʥʳʭ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ GDPR. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʚ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ 

ʢʦʤʧʘʥʠʷʤ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʩʦʦʙʱʠʪʴ ʦʙ ʦʜʥʦʤ ʠ ʪʦʤ ʞʝ ʠʥʮʠʜʝʥʪʝ, 

ʚʣʠʷʶʱʝʤ ʥʘ ʣʠʯʥʳʝ ʜʘʥʥʳʝ, ʚ ʜʚʘ ʨʘʟʥʳʭ ʦʨʛʘʥʘ ʚ ʪʝʯʝʥʠʝ ʜʚʫʭ ʨʘʟʥʳʭ ʧʝʨʠʦʜʦʚ 

ʚʨʝʤʝʥʠ, ʘ ʚ ʜʨʫʛʠʭ ʩʣʫʯʘʷʭ - ʩʦʦʙʱʠʪʴ ʦʙ ʠʥʮʠʜʝʥʪʘʭ, ʢʦʛʜʘ ʣʠʯʥʳʝ ʜʘʥʥʳʝ ʥʝ 

ʙʳʣʠ ʟʘʪʨʦʥʫʪʳ, ʠ ʦʙʷʟʘʥʥʦʩʪʠ ʧʦ ʦʪʯʝʪʥʦʩʪʠ GDPR ʥʝ ʙʫʜʫʪ ʧʨʠʤʝʥʷʪʴʩʷ. 

ʈʘʩʰʠʨʝʥʠʝ ʧʨʘʚʦʧʨʠʤʝʥʠʪʝʣʴʥʳʭ ʧʦʣʥʦʤʦʯʠʡ ʥʘʜʟʦʨʥʳʭ ʦʨʛʘʥʦʚ 

ʇʨʘʚʦʧʨʠʤʝʥʠʪʝʣʴʥʳʝ ʧʦʣʥʦʤʦʯʠʷ ʢʦʤʧʝʪʝʥʪʥʳʭ ʦʨʛʘʥʦʚ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ɼʠʨʝʢʪʠʚʦʡ NIS2 ʪʘʢʞʝ ʙʫʜʫʪ ʨʘʩʰʠʨʝʥʳ ʠ ʫʪʦʯʥʝʥʳ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʦʨʛʘʥʳ 

ʚʣʘʩʪʠ ʙʫʜʫʪ ʠʤʝʪʴ ʪʘʢʠʝ ʧʨʘʚʘ, ʢʘʢ ʧʨʦʚʦʜʠʪʴ ʧʨʦʚʝʨʢʠ ʥʘ ʤʝʩʪʘʭ ʠ ʘʫʜʠʪʳ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʟʘʧʨʘʰʠʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʠ ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʠ 

ʜʦʢʫʤʝʥʪʘʤ ʢʦʤʧʘʥʠʠ, ʠʟʜʘʚʘʪʴ ʦʙʷʟʘʪʝʣʴʥʳʝ ʧʨʠʢʘʟʳ ʜʣʷ ʠʩʧʨʘʚʣʝʥʠʷ ʣʶʙʳʭ 

ʥʝʜʦʩʪʘʪʢʦʚ, ʠʥʬʦʨʤʠʨʦʚʘʪʴ ʦʙʱʝʩʪʚʝʥʥʦʩʪʴ ʦ ʥʝʩʧʦʩʦʙʥʦʩʪʠ ʢʦʤʧʘʥʠʠ 

ʦʙʝʩʧʝʯʠʪʴ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ, ʠ ʥʘʟʥʘʯʠʪʴ ʩʦʪʨʫʜʥʠʢʘ ʧʦ ʤʦʥʠʪʦʨʠʥʛʫ ʜʣʷ 
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ʥʘʜʟʦʨʘ ʟʘ ʩʦʙʣʶʜʝʥʠʝʤ ʢʦʤʧʘʥʠʝʡ ʪʨʝʙʦʚʘʥʠʡ ʚ ʪʝʯʝʥʠʝ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʧʝʨʠʦʜʘ 

ʚʨʝʤʝʥʠ. 

ʇʦʞʘʣʫʡ, ʥʘʠʙʦʣʝʝ ʦʰʝʣʦʤʣʷʶʱʠʤ ʜʦʧʦʣʥʝʥʠʝʤ ʢ ʘʨʩʝʥʘʣʫ ʦʨʫʞʠʷ ʚʣʘʩʪʝʡ, 

ʚʚʝʜʝʥʥʳʤ ʚ ɼʠʨʝʢʪʠʚʝ NIS2, ʷʚʣʷʝʪʩʷ ʧʨʘʚʦ ʚʨʝʤʝʥʥʦ ʧʨʝʢʨʘʪʠʪʴ ʢʦʤʤʝʨʯʝʩʢʫʶ 

ʜʝʷʪʝʣʴʥʦʩʪʴ ʢʦʤʧʘʥʠʠ ʠ ʜʘʞʝ ʦʪʩʪʨʘʥʠʪʴ ʦʪ ʜʦʣʞʥʦʩʪʠ ʛʝʥʝʨʘʣʴʥʦʛʦ ʜʠʨʝʢʪʦʨʘ 

ʢʦʤʧʘʥʠʠ ʠʣʠ ʯʝʣʦʚʝʢʘ, ʚʳʧʦʣʥʷʶʱʝʛʦ ʘʥʘʣʦʛʠʯʥʫʶ ʫʧʨʘʚʣʝʥʯʝʩʢʫʶ ʨʦʣʴ. ʕʪʠ 

ʧʦʣʥʦʤʦʯʠʷ, ʦʜʥʘʢʦ, ʙʫʜʫʪ ʟʘʨʝʟʝʨʚʠʨʦʚʘʥʳ ʪʦʣʴʢʦ ʟʘ ʩʫʱʝʩʪʚʝʥʥʳʤʠ 

ʦʨʛʘʥʠʟʘʮʠʷʤʠ ʠ ʪʦʣʴʢʦ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʢʦʤʧʘʥʠʷ ʛʨʫʙʦ ʠʛʥʦʨʠʨʫʝʪ 

ʧʝʨʚʦʥʘʯʘʣʴʥʳʝ ʠʥʩʪʨʫʢʮʠʠ ʚʣʘʩʪʝʡ ʦ ʪʦʤ, ʢʘʢ ʠʩʧʨʘʚʠʪʴ ʣʶʙʳʝ ʥʝʜʦʩʪʘʪʢʠ. 

ɽʱʝ ʦʜʠʥ ʘʩʧʝʢʪ, ʢʦʪʦʨʳʡ ʢʦʤʧʘʥʠʠ ʜʦʣʞʥʳ ʫʯʠʪʳʚʘʪʴ, ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, 

ʯʪʦ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʜʝʡʩʪʚʫʶʱʝʡ ɼʠʨʝʢʪʠʚʦʡ NIS, ʦʙʝʩʧʝʯʝʥʠʝ ʩʦʙʣʶʜʝʥʠʷ 

ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʥʘ ʤʝʩʪʥʦʤ ʫʨʦʚʥʝ ʦʨʛʘʥʘʤʠ, ʥʘʟʥʘʯʝʥʥʳʤʠ ʢʘʞʜʳʤ 

ʛʦʩʫʜʘʨʩʪʚʦʤ-ʯʣʝʥʦʤ. ʂʨʦʤʝ ʪʦʛʦ, ʥʝʢʦʪʦʨʳʝ ʛʦʩʫʜʘʨʩʪʚʘ-ʯʣʝʥʳ (ʥʘʧʨʠʤʝʨ, 

ʀʪʘʣʠʷ ʠ ʅʠʜʝʨʣʘʥʜʳ) ʥʘʟʥʘʯʠʣʠ ʥʝʩʢʦʣʴʢʦ ʦʨʛʘʥʦʚ, ʢʦʪʦʨʳʝ ʥʝʩʫʪ 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʠʩʧʦʣʥʝʥʠʝ ʟʘʢʦʥʘ ʪʦʣʴʢʦ ʚ ʦʧʨʝʜʝʣʝʥʥʦʤ ʩʝʢʪʦʨʝ ʙʠʟʥʝʩʘ. ʅʝ 

ʧʦʭʦʞʝ, ʯʪʦ ɼʠʨʝʢʪʠʚʘ NIS2 ʧʦʤʝʰʘʝʪ ʛʦʩʫʜʘʨʩʪʚʘʤ-ʯʣʝʥʘʤ ʩʦʭʨʘʥʠʪʴ ʩʚʦʠ 

ʧʝʨʚʦʥʘʯʘʣʴʥʦ ʥʘʟʥʘʯʝʥʥʳʝ ʦʨʛʘʥʳ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʢʦʤʧʘʥʠʷʤ, ʧʦʜʧʘʜʘʶʱʠʤ 

ʧʦʜ ʜʝʡʩʪʚʠʝ ʩʠʩʪʝʤʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʝʦʙʭʦʜʠʤʦ ʙʫʜʝʪ ʩ ʦʩʪʦʨʦʞʥʦʩʪʴʶ 

ʩʦʦʙʱʘʪʴ ʦ ʢʠʙʝʨʠʥʮʠʜʝʥʪʘʭ ʚʦ ʚʩʝʭ ʟʘʪʨʦʥʫʪʳʭ ʛʦʩʫʜʘʨʩʪʚʘʭ-ʯʣʝʥʘʭ, ʘ ʪʘʢʞʝ 

ʩʦʦʙʱʘʪʴ ʦ ʥʠʭ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤʫ ʦʨʛʘʥʫ. 

ʕʢʩʪʝʨʨʠʪʦʨʠʘʣʴʥʳʡ ʦʭʚʘʪ ɼʠʨʝʢʪʠʚʳ NIS2 

ʂʦʤʧʘʥʠʠ, ʫʯʨʝʞʜʝʥʥʳʝ ʟʘ ʧʨʝʜʝʣʘʤʠ ɽʉ, ʥʦ ʧʨʝʜʣʘʛʘʶʱʠʝ ʩʚʦʠ ʫʩʣʫʛʠ ʚ 

ʧʨʝʜʝʣʘʭ ɽʉ, ʪʘʢʞʝ ʜʦʣʞʥʳ ʙʫʜʫʪ ʩʦʙʣʶʜʘʪʴ ʙʫʜʫʱʫʶ ɼʠʨʝʢʪʠʚʫ NIS2. ʕʪʦ 

ʦʟʥʘʯʘʝʪ, ʯʪʦ ʝʩʣʠ ʪʘʢʘʷ ʢʦʤʧʘʥʠʷ, ʥʝ ʚʭʦʜʷʱʘʷ ʚ ɽʉ, ʢʣʘʩʩʠʬʠʮʠʨʫʝʪʩʷ ʢʘʢ 

ʩʫʱʝʩʪʚʝʥʥʘʷ ʠʣʠ ʚʘʞʥʘʷ ʦʨʛʘʥʠʟʘʮʠʷ ʧʦ ʩʤʳʩʣʫ ʜʠʨʝʢʪʠʚʳ, ʝʡ ʥʝʦʙʭʦʜʠʤʦ ʙʫʜʝʪ 

ʧʦʣʥʦʩʪʴʶ ʩʦʙʣʶʜʘʪʴ ʵʪʫ ʜʠʨʝʢʪʠʚʫ (ʢʦʪʦʨʘʷ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʝ ʧʨʘʚʠʣʘ, 

ʦʧʠʩʘʥʥʳʝ ʚʳʰʝ), ʘ ʪʘʢʞʝ ʥʘʟʥʘʯʠʪʴ ʧʨʝʜʩʪʘʚʠʪʝʣʴ ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ ʚ ʦʜʥʦʤ 

ʛʦʩʫʜʘʨʩʪʚʝ-ʯʣʝʥʝ ɽʉ, ʛʜʝ ʧʨʝʜʣʘʛʘʶʪʩʷ ʝʛʦ ʫʩʣʫʛʠ. 

ʉʨʦʢʠ ʧʨʠʥʷʪʠʷ ʠ ʧʝʨʝʥʦʩʘ ʚ ʟʘʢʦʥʳ ʛʦʩʫʜʘʨʩʪʚ-ʯʣʝʥʦʚ 

ʇʦ ʩʨʘʚʥʝʥʠʶ ʩ ʧʦʩʪʘʥʦʚʣʝʥʠʝʤ, ʧʨʦʮʝʩʩ ʧʨʠʥʷʪʠʷ ʜʠʨʝʢʪʠʚʳ ʚ 

ʫʯʨʝʞʜʝʥʠʷʭ ɽʉ ʦʙʳʯʥʦ ʥʝʩʢʦʣʴʢʦ ʙʳʩʪʨʝʝ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʦʞʠʜʘʝʪʩʷ, ʯʪʦ 

ɼʠʨʝʢʪʠʚʘ NIS2 ʙʫʜʝʪ ʧʨʠʥʷʪʘ ʥʝ ʨʘʥʴʰʝ ʥʘʯʘʣʘ 2022 ʛʦʜʘ. ʇʦʩʣʝ ʵʪʦʛʦ ʜʠʨʝʢʪʠʚʘ 

ʧʦ-ʧʨʝʞʥʝʤʫ ʜʘʩʪ ʛʦʩʫʜʘʨʩʪʚʘʤ-ʯʣʝʥʘʤ 18 ʤʝʩʷʮʝʚ ʥʘ ʪʦ, ʯʪʦʙʳ ʧʝʨʝʥʝʩʪʠ ʝʝ 

ʧʦʣʦʞʝʥʠʷ ʚ ʥʘʮʠʦʥʘʣʴʥʦʝ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ. ʉʦʦʪʚʝʪʩʪʚʝʥʥʦ, ʥʦʚʳʝ ʧʨʘʚʠʣʘ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʯʥʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʥʝ ʨʘʥʴʰʝ ʩʝʨʝʜʠʥʳ 2023 ʛʦʜʘ. 

ʏʪʦ ʵʪʦ ʟʥʘʯʠʪ ʜʣʷ ʢʦʤʧʘʥʠʡ? 

ɽʩʣʠ ʙʫʜʝʪ ʧʨʠʥʷʪʘ ɼʠʨʝʢʪʠʚʘ NIS2, ʩʦʙʣʶʜʝʥʠʝ ʩʪʨʦʛʠʭ ʧʨʘʚʠʣ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʨʝʙʫʶʱʠʭ ʨʝʘʣʠʟʘʮʠʠ ʮʝʣʦʩʪʥʦʡ ʧʨʦʛʨʘʤʤʳ 

ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ, ʩʪʘʥʝʪ ʩʢʦʨʝʝ ʥʦʨʤʦʡ, ʯʝʤ ʠʩʢʣʶʯʝʥʠʝʤ. ɺʩʢʦʨʝ 

ʙʦʣʴʰʠʥʩʪʚʦ ʢʦʤʧʘʥʠʡ, ʜʝʷʪʝʣʴʥʦʩʪʴ ʢʦʪʦʨʳʭ ʟʘʚʠʩʠʪ ʦʪ ʩʝʪʝʡ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʩʠʩʪʝʤ ʠ ʢʦʪʦʨʳʝ ʩʯʠʪʘʶʪʩʷ ʚʘʞʥʳʤʠ ʠʣʠ ʚʘʞʥʳʤʠ ʜʣʷ ʦʙʱʝʩʪʚʘ, ʙʫʜʫʪ ʦʭʚʘʯʝʥʳ 

ʨʘʤʢʘʤʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ɽʉ. 

ʋʯʠʪʳʚʘʷ ʰʠʨʦʢʠʝ ʧʨʘʚʠʣʘ ʠ ʨʠʩʢʠ ʧʨʘʚʦʧʨʠʤʝʥʝʥʠʷ, ʧʨʝʜʣʘʛʘʝʤʳʝ 

ɼʠʨʝʢʪʠʚʦʡ NIS2, ʚʢʣʶʯʘʷ ʰʪʨʘʬʳ ʜʦ 10 ʤʠʣʣʠʦʥʦʚ ʝʚʨʦ ʠʣʠ 2% ʦʪ ʛʣʦʙʘʣʴʥʦʛʦ 

ʦʙʦʨʦʪʘ ʢʦʤʧʘʥʠʠ, ʢʦʤʧʘʥʠʷʤ ʫʞʝ ʩʣʝʜʫʝʪ ʧʦʜʫʤʘʪʴ ʦ ʧʨʠʥʷʪʠʠ ʦʧʨʝʜʝʣʝʥʥʳʭ 



 57 

ʰʘʛʦʚ ʜʣʷ ʧʦʜʛʦʪʦʚʢʠ. ʅʝʢʦʪʦʨʳʝ ʭʦʨʦʰʠʝ ʧʨʝʜʣʦʞʝʥʠʷ ʤʦʛʫʪ ʚʢʣʶʯʘʪʴ 

ʦʧʨʝʜʝʣʝʥʠʝ ʪʦʛʦ, ʙʫʜʝʪ ʣʠ ʚʘʰʘ ʢʦʤʧʘʥʠʷ ʧʦʜʧʘʜʘʪʴ ʧʦʜ ʜʝʡʩʪʚʠʝ ɼʠʨʝʢʪʠʚʳ 

NIS2, ʠ, ʝʩʣʠ ʜʘ, ʟʘʨʘʥʝʝ ʚʳʜʝʣʠʪʴ ʯʝʣʦʚʝʯʝʩʢʠʝ ʠ ʬʠʥʘʥʩʦʚʳʝ ʨʝʩʫʨʩʳ ʜʣʷ 

ʦʙʥʦʚʣʝʥʠʷ ʚʘʰʠʭ ʢʠʙʝʨʧʨʦʛʨʘʤʤ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʩʦʙʣʶʜʝʥʠʷ. ʆʙʱʠʝ 

ʶʨʠʩʢʦʥʩʫʣʴʪʳ ʜʦʣʞʥʳ ʧʨʦʠʥʬʦʨʤʠʨʦʚʘʪʴ ʦ ʧʦʩʣʝʜʩʪʚʠʷʭ, ʩ ʢʦʪʦʨʳʤʠ ʤʦʞʝʪ 

ʩʪʦʣʢʥʫʪʴʩʷ ʧʨʘʚʣʝʥʠʝ ʢʦʤʧʘʥʠʠ ʠʟ-ʟʘ ʧʦʪʝʥʮʠʘʣʴʥʦʛʦ ʥʝʩʦʙʣʶʜʝʥʠʷ ʥʦʚʳʭ 

ʧʨʘʚʠʣ, ʚʳʜʚʠʥʫʪʴ ʣʶʙʳʝ ʧʨʝʜʣʦʞʝʥʠʷ ʧʦ ʩʤʷʛʯʝʥʠʶ ʪʘʢʠʭ ʧʦʩʣʝʜʩʪʚʠʡ ʠ 

ʩʦʛʣʘʩʦʚʘʪʴ ʣʶʙʳʝ ʥʝʦʙʭʦʜʠʤʳʝ ʙʶʜʞʝʪʥʳʝ ʧʣʘʥʳ. 

ʉʚʷʞʠʪʝʩʴ ʩʦ ʩʚʦʠʤ ʦʙʳʯʥʳʤ ʢʦʥʪʘʢʪʥʳʤ ʣʠʮʦʤ Cooley, ʝʩʣʠ ʚʳ ʭʦʪʠʪʝ 

ʫʟʥʘʪʴ, ʢʘʢ ʣʫʯʰʝ ʚʩʝʛʦ ʧʦʜʛʦʪʦʚʠʪʴʩʷ ʢ ɼʠʨʝʢʪʠʚʝ NIS2. ʄʳ ʧʦʤʦʛʣʠ ʥʝʩʢʦʣʴʢʠʤ 

ʢʦʤʧʘʥʠʷʤ ʚ ʠʭ ʫʩʠʣʠʷʭ ʧʦ ʩʦʙʣʶʜʝʥʠʶ ʜʝʡʩʪʚʫʶʱʝʡ ɼʠʨʝʢʪʠʚʳ NIS ʠ ʤʦʞʝʤ 

ʧʨʦʢʦʥʩʫʣʴʪʠʨʦʚʘʪʴ ʥʘʩ ʧʦ ʧʦʚʦʜʫ ʚʣʠʷʥʠʷ ɼʠʨʝʢʪʠʚʳ NIS2 ʥʘ ʚʘʰ ʙʠʟʥʝʩè. 

(Enrique Gallego Capdevila, Anrijs Simkus, Patrick Van Eecke. European 

Commission Proposes Stricter, More Encompassing Cybersecurity Obligations for 

Companies // Cooley (https://cdp.cooley.com/european-commission-proposes-stricter-

more-encompassing-cybersecurity-obligations-for-companies/). 25.02.2021). 

***  

 

çɸʤʝʨʠʢʘʥʩʢʘʷ ʢʦʤʧʘʥʠʷ Palantir, ʟʘʥʠʤʘʶʱʘʷʩʷ ʜʘʥʥʳʤʠ ʠ 

ʥʘʙʣʶʜʝʥʠʝʤ, ʧʦʣʫʯʠʣʘ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʢ ʚʳʩʦʢʦʧʦʩʪʘʚʣʝʥʥʳʤ 

ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʤ ʯʠʥʦʚʥʠʢʘʤ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʚ ʪʝʯʝʥʠʝ ʥʝʩʢʦʣʴʢʠʭ 

ʤʝʩʷʮʝʚ, ʧʨʝʞʜʝ ʯʝʤ ʟʘʢʣʶʯʠʪʴ ʢʦʥʪʨʘʢʪʳ ʥʘ ʩʫʤʤʫ ʙʦʣʝʝ 40 ʤʠʣʣʠʦʥʦʚ 

ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ ʥʘ ʧʦʤʦʱʴ ʚʣʘʩʪʷʤ ʚ ʠʭ ʦʪʚʝʪʥʳʭ ʤʝʨʘʭ ʥʘ ʢʦʨʦʥʘʚʠʨʫʩ. 
ɺʥʠʤʘʥʠʝ, ʧʨʦʷʚʣʝʥʥʦʝ ʢ ʩʢʘʥʜʘʣʴʥʦʡ ʢʦʤʧʘʥʠʠ ʚʳʩʦʢʦʧʦʩʪʘʚʣʝʥʥʳʤ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʩʣʫʞʘʱʠʤ ʪʦʨʛʦʚʦʛʦ ʜʝʧʘʨʪʘʤʝʥʪʘ, ʘ ʪʘʢʞʝ ʚʳʩʰʠʤʠ 

ʜʦʣʞʥʦʩʪʥʳʤʠ ʣʠʮʘʤʠ ʅʘʮʠʦʥʘʣʴʥʦʡ ʩʣʫʞʙʳ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, ʚʦʟʤʦʞʥʦ, 

ʧʦʤʦʛʣʦ Palantir ʙʳʩʪʨʦ ʦʙʝʩʧʝʯʠʪʴ ʧʨʠʙʳʣʴʥʫʶ ʨʘʙʦʪʫ ʚ ʧʨʘʚʠʪʝʣʴʩʪʚʝ, ʢʦʛʜʘ 

ʢʨʠʟʠʩ ʚʧʝʨʚʳʝ ʫʜʘʨʠʣ. ɽʛʦ ʢʦʥʪʨʘʢʪʳ ʩ ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ 

ʚʢʣʶʯʘʶʪ ʜʚʫʭʣʝʪʥʠʡ ʢʦʥʪʨʘʢʪ ʩ NHS ʥʘ ʩʦʟʜʘʥʠʝ ʧʨʦʛʨʘʤʤʥʦʡ ʧʣʘʪʬʦʨʤʳ ʜʣʷ 

ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʧʘʮʠʝʥʪʦʚ ʥʘ ʩʫʤʤʫ 23,5 ʤʠʣʣʠʦʥʘ ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ. ʕʪʘ 

ʩʜʝʣʢʘ ʩʝʡʯʘʩ ʷʚʣʷʝʪʩʷ ʧʨʝʜʤʝʪʦʤ ʩʫʜʝʙʥʦʛʦ ʧʨʦʮʝʩʩʘ ʚ ʩʚʷʟʠ ʩ ʧʨʝʜʧʦʣʘʛʘʝʤʦʡ 

ʥʝʩʧʦʩʦʙʥʦʩʪʴʶ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʦʙʝʩʧʝʯʠʪʴ ʥʘʜʣʝʞʘʱʫʶ ʟʘʱʠʪʫ ʤʝʜʠʮʠʥʩʢʦʡ 

ʠʥʬʦʨʤʘʮʠʠ. 

çʇʨʘʚʠʪʝʣʴʩʪʚʦ ʠʤʝʝʪ ʶʨʠʜʠʯʝʩʢʫʶ ʦʙʷʟʘʥʥʦʩʪʴ ʢʦʥʩʫʣʴʪʠʨʦʚʘʪʴʩʷ ʩ ʥʘʤʠ, 

ʛʨʘʞʜʘʥʘʤʠ ʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ NHS, ʧʨʝʞʜʝ ʯʝʤ ʦʥʠ ʟʘʢʣʶʯʘʶʪ ʢʨʫʧʥʳʝ ʩʜʝʣʢʠ... 

ʆʥʠ ʥʝ ʩʜʝʣʘʣʠ ʵʪʦʛʦ ʜʣʷ ʭʨʘʥʠʣʠʱʘ ʜʘʥʥʳʭ Palantir: ʚʦʪ ʧʦʯʝʤʫ ʤʳ ʚʦʟʙʫʞʜʘʝʤ 

ʵʪʦ ʜʝʣʦè, - ʥʘʧʠʩʘʣʘ ʄʵʨʠ ʌʠʮʜʞʝʨʘʣʴʜ, ʨʝʜʘʢʪʦʨ. -ʛʣʘʚʥʳʡ OpenDemocracy ʠ 

ʂʦʨʠ ʂʨʘʡʜʝʨ, ʜʠʨʝʢʪʦʨ-ʦʩʥʦʚʘʪʝʣʴ ʥʝʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ Foxglove, 

ʢʦʪʦʨʘʷ ʚʳʩʪʫʧʘʝʪ ʟʘ ʯʝʩʪʥʳʝ ʪʝʭʥʦʣʦʛʠʠ, ʚ ʩʪʘʪʴʝ, ʦʙʲʷʩʥʷʶʱʝʡ ʤʦʪʠʚʘʮʠʶ ʠʩʢʘ. 

ɼʦʩʪʫʧ, ʢʦʪʦʨʳʤ ʧʦʣʴʟʦʚʘʣʩʷ Palantir, ʤʦʛ ʜʘʪʴ ʢʦʤʧʘʥʠʠ çʟʥʘʯʠʪʝʣʴʥʦʝ 

ʧʨʝʠʤʫʱʝʩʪʚʦè ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʜʨʫʛʠʤʠ ʬʠʨʤʘʤʠ, ʩʢʘʟʘʣ ʚʳʩʦʢʦʧʦʩʪʘʚʣʝʥʥʳʡ 

ʯʣʝʥ ʦʪʜʝʣʘ ʟʘʢʫʧʦʢ NHS - ʦʨʛʘʥʘ, ʢʦʪʦʨʳʡ ʢʦʥʪʨʦʣʠʨʫʝʪ ʟʘʢʫʧʢʠ ʜʣʷ ʩʣʫʞʙʳ 

ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, - ʢʦʪʦʨʳʡ ʦʪʢʘʟʘʣʩʷ ʥʘʟʚʘʪʴ ʩʚʦʝ ʠʤʷ. çʋ ʜʨʫʛʠʭ ʢʦʤʧʘʥʠʡ ʥʝ 

ʙʳʣʦ ʪʘʢʦʡ ʚʦʟʤʦʞʥʦʩʪʠ ʚʩʪʨʝʪʠʪʴʩʷ ʩ ʵʪʠʤʠ ʣʶʜʴʤʠ ʠ ʧʦʚʣʠʷʪʴ ʥʘ ʠʩʭʦʜ ʚʘʞʥʦʛʦ 

ʢʦʥʪʨʘʢʪʘè. 
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ʇʦ ʩʣʦʚʘʤ ʯʠʥʦʚʥʠʢʘ, ʩʪʘʚʠʪʴ ʧʦʜ ʩʦʤʥʝʥʠʝ ʧʨʦʮʝʩʩ ʟʘʢʫʧʦʢ ʚʘʞʥʦ, ʧʦʪʦʤʫ 

ʯʪʦ ʧʣʘʪʬʦʨʤʘ ʜʘʥʥʳʭ ʠʛʨʘʝʪ ʢʣʶʯʝʚʫʶ ʨʦʣʴ ʚ ʨʘʙʦʪʝ NHS. ʆʥʠ ʜʦʙʘʚʠʣʠ, ʯʪʦ 

ʫʞʝ ʩʫʱʝʩʪʚʫʝʪ çʤʘʩʩʦʚʘʷ ʟʘʚʠʩʠʤʦʩʪʴ ʦʪ ʥʝʛʦ ʚʦ ʚʩʝʡ ʅʘʮʠʦʥʘʣʴʥʦʡ ʩʣʫʞʙʝ 

ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷè, çʝʛʦ ʥʝʚʝʨʦʷʪʥʦ ʩʣʦʞʥʦ ʟʘʤʝʥʠʪʴè. 

ʇʨʘʚʠʪʝʣʴʩʪʚʦ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʫʞʝ ʧʦʣʫʯʠʣʦ ʨʝʟʢʫʶ ʢʨʠʪʠʢʫ ʟʘ 

ʧʨʠʦʩʪʘʥʦʚʢʫ ʥʦʨʤʘʣʴʥʦʛʦ ʥʘʜʟʦʨʘ ʟʘ ʚʥʝʰʥʠʤʠ ʧʦʜʨʷʜʯʠʢʘʤʠ ʠ ʦʪʢʘʟ ʦʪ 

ʧʨʦʚʝʜʝʥʠʷ ʪʝʥʜʝʨʘ ʥʘ ʨʘʟʨʘʙʦʪʢʫ, ʩʚʷʟʘʥʥʫʶ ʩ ʢʦʨʦʥʘʚʠʨʫʩʦʤ. ʄʠʥʠʩʪʨʳ 

ʫʪʚʝʨʞʜʘʶʪ, ʯʪʦ ʥʫʞʥʦ ʙʳʣʦ ʜʝʡʩʪʚʦʚʘʪʴ ʙʳʩʪʨʦ ʠ ʥʝ ʜʦʧʫʩʢʘʪʴ ʟʘʜʝʨʞʝʢ. 

ʅʦ ʦʜʠʥ ʩʧʝʮʠʘʣʠʩʪ ʧʦ ʛʣʦʙʘʣʴʥʳʤ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʟʘʢʫʧʢʘʤ ʩʢʘʟʘʣ, ʯʪʦ 

ʧʨʦʮʝʩʩ, ʚʝʜʫʱʠʡ ʢ ʟʘʢʣʶʯʝʥʠʶ ʢʦʥʪʨʘʢʪʘ, çʦʪʢʣʦʥʷʝʪʩʷè ʦʪ ʟʦʣʦʪʦʛʦ ʩʪʘʥʜʘʨʪʘ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʟʘʢʫʧʦʢ ʚ ʪʦʤ ʩʤʳʩʣʝ, ʯʪʦ çʚʳ ʥʝ ʜʦʣʞʥʳ ʦʪʜʘʚʘʪʴ ʧʨʝʜʧʦʯʪʝʥʠʝ 

ʦʜʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ ʩ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʠʣʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤ ʜʦʩʪʫʧʦʤ 

ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʜʨʫʛʠʤʠè. 

ʂʦʛʜʘ ʚʳ çʦʙʲʝʜʠʥʷʝʪʝè ʜʝʷʪʝʣʴʥʦʩʪʴ ʪʦʨʛʦʚʦʛʦ ʦʪʜʝʣʘ çʩ ʧʨʠʩʫʞʜʝʥʠʝʤ 

ʥʝʢʦʥʢʫʨʝʥʪʥʳʭ ʢʦʥʪʨʘʢʪʦʚ, ʚʳ ʧʦʣʫʯʘʝʪʝ ʩʠʪʫʘʮʠʶ, ʚ ʢʦʪʦʨʦʡ ʩʦʚʝʨʰʝʥʥʦ ʷʩʥʦ, 

ʯʪʦ ʝʩʣʠ ʙʳ ʷ ʙʳʣ ʦʜʥʠʤ ʠʟ ʢʦʥʢʫʨʝʥʪʦʚ Palantir... ʷ ʙʳʣ ʙʳ ʦʯʝʥʴ, ʦʯʝʥʴ 

ʦʙʝʩʧʦʢʦʝʥ ʵʪʦʡ ʜʝʷʪʝʣʴʥʦʩʪʴʶè, - ʜʦʙʘʚʠʣ ʩʧʝʮʠʘʣʠʩʪ. 

ʇʨʝʜʩʪʘʚʠʪʝʣʴ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʦʪʚʝʨʛ ʵʪʫ ʭʘʨʘʢʪʝʨʠʩʪʠʢʫ, ʟʘʷʚʠʚ, ʯʪʦ ʵʪʦ 

çʩʪʘʥʜʘʨʪʥʘʷ ʧʨʘʢʪʠʢʘè ʜʣʷ ʜʦʣʞʥʦʩʪʥʳʭ ʣʠʮ ʪʦʨʛʦʚʦʛʦ ʜʝʧʘʨʪʘʤʝʥʪʘ 

çʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ ʰʠʨʦʢʠʤ ʢʨʫʛʦʤ ʧʨʝʜʧʨʠʷʪʠʡ ʚ ʨʘʤʢʘʭ ʠʭ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ 

ʧʦ ʧʦʜʜʝʨʞʢʝ ʪʦʨʛʦʚʣʠ ʠ ʠʥʚʝʩʪʠʮʠʡ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠè, ʜʦʙʘʚʠʚ: çʅʝʚʝʨʥʦ 

ʛʦʚʦʨʠʪʴ, ʯʪʦ ʦʪʜʝʣ ʚʳʰʝʣ ʟʘ ʨʘʤʢʠ ʩʚʦʝʡ ʢʦʤʧʝʪʝʥʮʠʠè. 

ʇʨʝʜʩʪʘʚʠʪʝʣʴ NHS ʩʢʘʟʘʣ: çʂʦʤʧʘʥʠʷ ʷʚʣʷʝʪʩʷ ʘʢʢʨʝʜʠʪʦʚʘʥʥʳʤ 

ʧʦʩʪʘʚʱʠʢʦʤ ʜʣʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʩʝʢʪʦʨʘ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ, NHS ʟʘʚʝʨʰʠʣʘ 

ʦʮʝʥʢʫ ʚʦʟʜʝʡʩʪʚʠʷ ʥʘ ʟʘʱʠʪʫ ʜʘʥʥʳʭ ʚ ʘʧʨʝʣʝ 2020 ʛʦʜʘ, ʠ ʦʙʥʦʚʣʝʥʠʝ ʙʫʜʝʪ 

ʦʧʫʙʣʠʢʦʚʘʥʦ ʚ ʜʦʣʞʥʦʝ ʚʨʝʤʷè. 

Palantir ʦʪʢʘʟʘʣʩʷ ʦʪ ʢʦʤʤʝʥʪʘʨʠʝʚ. 

ɺʩʪʨʝʯʘʝʪ ʠ ʧʨʠʚʝʪʩʪʚʫʝʪ 

Palantir ʙʳʣ ʩʦʫʯʨʝʜʠʪʝʣʝʤ ʚ 2014 ʛʦʜʫ ʩʦʫʯʨʝʜʠʪʝʣʝʤ PayPal, ʤʠʣʣʠʘʨʜʝʨʦʤ, 

ʩʦʚʝʪʥʠʢʦʤ ʢʘʤʧʘʥʠʠ ɼʦʥʘʣʴʜʘ ʊʨʘʤʧʘ ʠ ʬʠʥʘʥʩʦʚʳʤ ʩʧʦʥʩʦʨʦʤ ʚ 2016 ʛʦʜʫ 

ʇʠʪʝʨʦʤ ʊʠʣʝʤ. ɼʦʢʫʤʝʥʪʳ, ʧʨʦʩʦʯʠʚʰʠʝʩʷ ʠʥʬʦʨʤʘʪʦʨʦʤ ɸʅɹ ʕʜʚʘʨʜʦʤ 

ʉʥʦʫʜʝʥʦʤ, ʧʦʢʘʟʘʣʠ, ʯʪʦ Palantir ʧʨʠʣʦʞʠʣ ʨʫʢʫ ʢ ʩʦʟʜʘʥʠʶ ʥʘʚʷʟʯʠʚʳʭ 

ʚʦʟʤʦʞʥʦʩʪʝʡ ʛʣʦʙʘʣʴʥʦʛʦ ʥʘʙʣʶʜʝʥʠʷ ɸʛʝʥʪʩʪʚʘ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʉʐɸ. ʇʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʬʠʨʤʳ ʪʘʢʞʝ ʠʩʧʦʣʴʟʦʚʘʣʦʩʴ ʘʜʤʠʥʠʩʪʨʘʮʠʝʡ 

ʊʨʘʤʧʘ ʜʣʷ ʥʘʮʝʣʠʚʘʥʠʷ ʥʘ ʠʤʤʠʛʨʘʥʪʦʚ ʠ ʦʙʣʝʛʯʝʥʠʷ ʜʝʧʦʨʪʘʮʠʠ. 

ɽʛʦ ʨʘʙʦʪʘ ʩ ʙʨʠʪʘʥʩʢʦʡ ʩʠʩʪʝʤʦʡ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʙʳʣʘ ʧʝʨʚʦʥʘʯʘʣʴʥʦ 

ʩʪʠʤʫʣʠʨʦʚʘʥʘ ʚʩʪʨʝʯʝʡ ʚ ʘʧʨʝʣʝ 2019 ʛʦʜʘ ʤʝʞʜʫ ɼʝʧʘʨʪʘʤʝʥʪʦʤ ʤʝʞʜʫʥʘʨʦʜʥʦʡ 

ʪʦʨʛʦʚʣʠ (DIT), ʪʦʛʜʘʰʥʠʤ ʚʪʦʨʳʤ ʧʦ ʜʦʣʞʥʦʩʪʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʩʣʫʞʘʱʠʤ 

ɸʥʪʦʥʠʝʡ ʈʦʤʝʦ, ʠ ʃʫʠ ʄʦʩʣʠ ʠʟ Palantir, ʠʩʧʦʣʥʠʪʝʣʴʥʳʤ ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪʦʤ ʠ 

ʛʣʘʚʦʡ ʙʨʠʪʘʥʩʢʦʛʦ ʫʧʨʘʚʣʝʥʠʷ. 

ɺʦ ʚʨʝʤʷ ʚʩʪʨʝʯʠ ʈʦʤʝʦ ʨʘʩʩʢʘʟʘʣ ʄʦʩʣʠ ʦ NHSX - ʥʦʚʦʡ çʩʦʚʤʝʩʪʥʦʡ 

ʦʨʛʘʥʠʟʘʮʠʠ ʧʦ ʮʠʬʨʦʚʳʤ ʪʝʭʥʦʣʦʛʠʷʤ, ʜʘʥʥʳʤ ʠ ʪʝʭʥʦʣʦʛʠʷʤè, ʢʦʪʦʨʘʷ 

ʠʩʧʦʣʴʟʫʝʪ ʥʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ ʠ ʜʘʥʥʳʝ ʜʣʷ ʦʢʘʟʘʥʠʷ ʙʨʠʪʘʥʩʢʦʡ ʤʝʜʠʮʠʥʩʢʦʡ 

ʧʦʤʦʱʠ, ʩʦʟʜʘʥʥʦʡ ʚ ʵʪʦʤ ʤʝʩʷʮʝ. ɺʩʪʨʝʯʘ ʦʧʠʩʘʥʘ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʟʘʧʠʩʢʘʭ, 

ʧʦʜʛʦʪʦʚʣʝʥʥʳʭ DIT ʠ ʧʦʣʫʯʝʥʘ POLITICO ʯʝʨʝʟ ʟʘʧʨʦʩ ʩʚʦʙʦʜʳ ʠʥʬʦʨʤʘʮʠʠ. 
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ʇʦʩʣʝ ʚʩʪʨʝʯʠ ʚ ʘʧʨʝʣʝ 2019 ʛʦʜʘ ʈʦʤʝʦ ʩʚʷʟʘʣ ʄʦʟʣʠ ʩ ɼʵʚʠʜʦʤ ʇʨʘʡʦʨʦʤ, 

ʧʨʝʜʩʝʜʘʪʝʣʝʤ NHS England, ʢʦʪʦʨʳʡ ʧʦʟʞʝ ʫʙʝʜʠʣʩʷ, ʯʪʦ ʄʵʪʴʶ ɻʫʣʜ, 

ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ NHSX, ʙʳʣ ʚʦʚʣʝʯʝʥ ʚ ʠʭ ʨʘʟʛʦʚʦʨ. 

ʇʦ ʜʘʥʥʳʤ ɹʶʨʦ ʞʫʨʥʘʣʠʩʪʩʢʠʭ ʨʘʩʩʣʝʜʦʚʘʥʠʡ, ʢʦ 2 ʠʶʣʷ 2019 ʛʦʜʘ ʇʨʘʡʦʨ 

ʧʠʣ ʘʨʙʫʟʥʳʝ ʢʦʢʪʝʡʣʠ ʩ ʄʦʩʣʠ ʥʘ ʫʞʠʥʝ, ʢʦʪʦʨʳʡ ʙʦʩʩ Palantir ʫʩʪʨʦʠʣ ʥʘʢʘʥʫʥʝ 

ʟʘʧʫʩʢʘ NHSX. 

ɺ ʪʦʪ ʞʝ ʜʝʥʴ Palantir ʙʳʣ ʜʦʙʘʚʣʝʥ ʚ ʢʘʯʝʩʪʚʝ ʧʦʩʪʘʚʱʠʢʘ ʚ ʫʪʚʝʨʞʜʝʥʥʳʡ 

ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ ʩʧʠʩʦʢ ʧʦʜʨʷʜʯʠʢʦʚ ʧʦ ʦʙʣʘʯʥʳʤ ʪʝʭʥʦʣʦʛʠʷʤ, ʩʦʦʙʱʠʣ 

ʧʨʝʜʩʪʘʚʠʪʝʣʴ ʙʨʠʪʘʥʩʢʦʛʦ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʦʨʛʘʥʘ ʧʦ ʟʘʢʫʧʢʘʤ ʢʦʥʪʨʘʢʪʦʚ 

Crown Commercial Service (CCS). 

ʏʝʨʝʟ ʥʝʩʢʦʣʴʢʦ ʤʝʩʷʮʝʚ ʧʦʩʣʝ ʫʞʠʥʘ ʧʦʩʣʝʜʦʚʘʣʘ ʩʝʨʠʷ ʚʩʪʨʝʯ ʩ ʇʨʘʡʦʨʦʤ, 

ɻʫʣʜʦʤ ʠ DIT. ɿʘʪʝʤ 14 ʷʥʚʘʨʷ 2020 ʛʦʜʘ ʇʨʠʦʨ ʧʦʩʝʪʠʣ ʰʪʘʙ-ʢʚʘʨʪʠʨʫ Palantir ʚ 

ʉʘʥ-ʌʨʘʥʮʠʩʢʦ, ʛʜʝ ʦʥ ʫʚʠʜʝʣ ʜʝʤʦʥʩʪʨʘʮʠʶ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʢʦʤʧʘʥʠʠ 

Palantir Foundry ʜʣʷ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ. 

ʄʦʩʣʠ ʩʥʦʚʘ ʚʩʪʨʝʪʠʣʩʷ ʩ ʈʦʤʝʦ ʥʝʜʝʣʶ ʩʧʫʩʪʷ, 22 ʷʥʚʘʨʷ, ʚ ʧʘʚʠʣʴʦʥʝ 

Palantir ʥʘ ʝʞʝʛʦʜʥʦʤ ɺʩʝʤʠʨʥʦʤ ʵʢʦʥʦʤʠʯʝʩʢʦʤ ʬʦʨʫʤʝ 2020 ʛʦʜʘ ʚ ɼʘʚʦʩʝ, 

ʐʚʝʡʮʘʨʠʷ. ɺ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʟʘʧʠʩʢʘʭ ʈʦʤʝʦ ʛʦʚʦʨʠʣʦʩʴ, ʯʪʦ ʦʥʘ ʜʦʣʞʥʘ 

ʫʭʘʞʠʚʘʪʴ ʟʘ ʥʠʤ, ʧʨʦʜʚʠʛʘʷ ɺʝʣʠʢʦʙʨʠʪʘʥʠʶ ʢʘʢ ʣʠʜʝʨʘ ʚ ʦʙʣʘʩʪʠ ʪʝʭʥʦʣʦʛʠʡ ʠ 

çʦʪʣʠʯʥʦʝ ʤʝʩʪʦ ʜʣʷ Palantir ʜʣʷ ʨʘʩʰʠʨʝʥʠʷ ʩʚʦʝʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʙʠʟʥʝʩʘè ʠ 

ʩʚʷʟʘʚ ʝʛʦ ʩ ʜʠʨʝʢʪʦʨʦʤ ʧʦ ʪʝʭʥʦʣʦʛʠʷʤ ʚ Crown Commercial Service. 

ʉʦʛʣʘʩʥʦ ʠʥʬʦʨʤʘʮʠʦʥʥʳʤ ʙʶʣʣʝʪʝʥʷʤ, ʧʦʜʛʦʪʦʚʣʝʥʥʳʤ ʜʣʷ ʚʩʪʨʝʯʠ ʚ 

ɼʘʚʦʩʝ, ʢʦʤʧʘʥʠʷ ʨʘʩʩʤʘʪʨʠʚʘʝʪ ɺʝʣʠʢʦʙʨʠʪʘʥʠʶ ʢʘʢ çʚʦʨʦʪʘ ʚ ʦʩʪʘʣʴʥʦʡ ʤʠʨè. 

ʉʨʘʟʫ ʧʦʩʣʝ ʷʥʚʘʨʩʢʦʡ ʚʩʪʨʝʯʠ ʣʠʯʥʳʡ ʩʝʢʨʝʪʘʨʴ ʈʦʤʝʦ ʥʘʧʠʩʘʣ ʄʦʟʣʠ ʧʦ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ, ʯʪʦʙʳ ʧʦʟʥʘʢʦʤʠʪʴ ʝʛʦ ʩ ʧʨʝʜʩʪʘʚʠʪʝʣʷʤʠ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ 

DIT, ʚʢʣʶʯʘʷ ʨʫʢʦʚʦʜʩʪʚʦ DIT ʧʦ ʥʘʫʢʘʤ ʦ ʞʠʟʥʠ ʠ ʜʠʨʝʢʪʦʨʘ ʧʦ ʠʥʚʝʩʪʠʮʠʷʤ. 

ʂ ʤʘʨʪʫ 2020 ʛʦʜʘ ʧʘʥʜʝʤʠʷ COVID-19 ʙʳʣʘ ʚ ʩʘʤʦʤ ʨʘʟʛʘʨʝ, ʠ 

ʅʘʮʠʦʥʘʣʴʥʘʷ ʩʣʫʞʙʘ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʦʙʲʷʚʠʣʘ, ʯʪʦ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ 

Palantir ʩʪʘʥʝʪ ʯʘʩʪʴʶ ʩʠʩʪʝʤʳ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʧʘʥʜʝʤʠʶ ʚ ʩʪʨʘʥʝ ʩ ʢʦʥʪʨʘʢʪʦʤ ʥʘ 

ʯʨʝʟʚʳʯʘʡʥʫʶ ʩʠʪʫʘʮʠʶ. 

çɺ ʙʦʨʴʙʝ ʩ ʵʪʦʡ ʧʘʥʜʝʤʠʝʡ ʣʠʮʘʤ, ʧʨʠʥʠʤʘʶʱʠʤ ʨʝʰʝʥʠʷ, ʧʦʪʨʝʙʫʝʪʩʷ 

ʪʦʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠè, - ʟʘʷʚʠʣ ʛʣʘʚʘ NHSX ɻʫʣʜ ʚ 

ʩʚʦʝʤ ʙʣʦʛʝ. ʉʠʩʪʝʤʘ, ʨʘʟʨʘʙʦʪʘʥʥʘʷ Palantir, ʧʠʩʘʣ ʦʥ, ʙʫʜʝʪ ʩʦʙʠʨʘʪʴ ʦʛʨʦʤʥʳʝ 

ʦʙʲʝʤʳ ʜʘʥʥʳʭ ʩʦ ʚʩʝʡ ʩʣʫʞʙʳ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, ʯʪʦʙʳ ʩʦʟʜʘʪʴ çʥʘʜʝʞʥʫʶ 

ʦʧʝʨʘʮʠʦʥʥʫʶ ʢʘʨʪʠʥʫ ʚʠʨʫʩʘ, ʢʘʢ ʦʥ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ, ʛʜʝ ʦʥ ʤʦʞʝʪ 

ʨʘʩʧʨʦʩʪʨʘʥʠʪʴʩʷ ʜʘʣʴʰʝ ʠ ʢʘʢ ʵʪʦ ʧʦʚʣʠʷʝʪ ʥʘ NHS ʠ ʩʦʮʠʘʣʴʥʳʝ ʩʝʪʠè. ʫʩʣʫʛʠ 

ʧʦ ʫʭʦʜʫè. ʉʝʡʯʘʩ ʦʥ ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠ ʚʥʝʜʨʝʥʠʠ ʚʘʢʮʠʥʳ ʧʨʦʪʠʚ COVID-

19. 

ʇʦʩʣʝ ʥʝʩʢʦʣʴʢʠʭ ʢʦʥʪʨʘʢʪʦʚ, ʢʦʪʦʨʳʝ ʥʝ ʙʳʣʠ ʧʦʩʪʘʚʣʝʥʳ ʥʘ ʢʦʥʢʫʨʝʥʮʠʶ 

ʢ ʩʫʜʫ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʫʩʪʘʥʦʚʠʪʴ ʥʘ ʩʣʫʞʙʫ, Palantir ʦʙʲʷʚʠʣ ʦ 

ʧʦʜʧʠʩʘʥʠʠ ʥʦʚʦʛʦ, ʜʚʘ ʛʦʜʘ, Ã 23500000 NHS ʢʦʥʪʨʘʢʪ ʥʘ ʧʨʘʚʠʪʝʣʴʩʪʚʦ, ʯʪʦʙʳ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʝʛʦ ʚ ʢʦʥʮʝ ʧʨʦʰʣʦʛʦ ʛʦʜʘè. (GRAHAM LANKTREE. UK government 

accused of favorable treatment for data firm Palantir // POLITICO 

(https://www.politico.eu/article/uk-government-accused-of-favorable-treatment-for-

data-firm-palantir/). 25.02.2021). 
***  
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ʈʦʩʽʡʩʴʢʘ ʌʝʜʝʨʘʮʽʷ ʪʘ ʢʨʘʾʥʠ ɭɸɽʉ 

 

çʂʘʢ ʩʦʦʙʱʘʝʪ çʂʦʤʤʝʨʩʘʥʪʲè, ʚ ʥʳʥʝʰʥʝʤ ʛʦʜʫ ʤʥʦʛʠʤ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʦʨʛʘʥʘʤ ʧʨʠʜʝʪʩʷ ʧʦʪʨʘʪʠʪʴ ʥʝʩʢʦʣʴʢʦ ʩʦʪʝʥ ʤʠʣʣʠʦʥʦʚ 

ʨʫʙʣʝʡ ʥʘ ʜʦʨʘʙʦʪʢʫ ʩʚʦʠʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʠʟ-ʟʘ ʧʨʝʢʨʘʱʝʥʠʷ 

ʧʦʜʜʝʨʞʢʠ ʙʨʘʫʟʝʨʘ Internet Explorer ʘʤʝʨʠʢʘʥʩʢʦʡ ʢʦʨʧʦʨʘʮʠʝʡ Microsoft. 

ɼʝʣʦ ʚ ʪʦʤ, ʯʪʦ ʙʦʣʴʰʠʥʩʪʚʦ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ 

ʠʩʧʦʣʴʟʦʚʘʣʠ ʜʣʷ ʚʭʦʜʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʫʩʪʘʨʝʚʰʫʶ ʚʝʨʩʠʶ ʙʨʘʫʟʝʨʘ. 

ʇʦʩʣʝ ʧʨʝʢʨʘʱʝʥʠʷ ʧʦʜʜʝʨʞʢʠ Internet Explorer ʩʠʩʪʝʤʳ ʧʨʦʜʦʣʞʘʪ 

ʨʘʙʦʪʘʪʴ, ʥʦ ʝʩʣʠ ʦʥʠ ʥʝ ʙʫʜʫʪ ʧʦʣʫʯʘʪʴ ʦʙʥʦʚʣʝʥʠʷ, ʵʪʦ ʩʜʝʣʘʝʪ ʠʭ ʫʷʟʚʠʤʳʤʠ ʜʣʷ 

ʭʘʢʝʨʩʢʠʭ ʘʪʘʢ. ʈʝʯʴ ʠʜʸʪ, ʢ ʧʨʠʤʝʨʫ, ʧʨʦ ʩʠʩʪʝʤʫ ʢʦʥʪʨʦʣʷ ʥʘʜ ʦʙʲʸʤʦʤ ʦʙʦʨʦʪʘ 

ʘʣʢʦʛʦʣʴʥʦʡ ʠ ʩʧʠʨʪʦʩʦʜʝʨʞʘʱʝʡ ʧʨʦʜʫʢʮʠʠ ʚ ʈʦʩʩʠʠ (ɽɻɸʀʉ), ʩʠʩʪʝʤʫ 

ʌʝʜʝʨʘʣʴʥʦʛʦ ʢʘʟʥʘʯʝʡʩʪʚʘ (ɻɸʉ çʋʧʨʘʚʣʝʥʠʝè) ʠ ɺʝʨʭʦʚʥʦʛʦ ʩʫʜʘ (ɻɸʉ 

çʇʨʘʚʦʩʫʜʠʝè). ɺ ʫʢʘʟʘʥʥʳʭ ʚʝʜʦʤʩʪʚʘʭ ʥʝ ʦʪʚʝʪʠʣʠ ʥʘ ʟʘʧʨʦʩʳ ʠʟʜʘʥʠʷ. 

ɺʩʝ ʧʝʨʝʯʠʩʣʝʥʥʳʝ ʠʥʬʦʨʤʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʨʘʙʦʪʘʶʪ ʪʦʣʴʢʦ ʚ ʙʨʘʫʟʝʨʝ 

Internet Explorer ʥʘ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʝ Windows. ʂʦʛʜʘ ʦʥʠ ʩʦʟʜʘʚʘʣʠʩʴ, ʪʦʣʴʢʦ 

Internet Explorer ʧʦʜʜʝʨʞʠʚʘʣ ʥʝʦʙʭʦʜʠʤʳʝ ʪʨʝʙʦʚʘʥʠʷ ʧʦ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʡ 

ʟʘʱʠʪʝ. ʅʦ ʩ ʪʝʭ ʧʦʨ ʧʨʦʰʣʦ ʤʥʦʛʦ ʣʝʪ: Microsoft ʧʨʝʢʨʘʪʠʪ ʧʦʜʜʝʨʞʢʫ Internet 

Explorer ʚʝʨʩʠʠ 11 ʩ 17 ʘʚʛʫʩʪʘ 2021 ʛʦʜʘ, ʘ ʧʦʜʜʝʨʞʢʘ ʙʦʣʝʝ ʩʪʘʨʳʭ ʚʝʨʩʠʡ 

ʧʨʝʢʨʘʱʝʥʘ ʝʱʸ ʩ 12 ʷʥʚʘʨʷ 2016 ʛʦʜʘ. 

ʆʪʩʫʪʩʪʚʠʝ ʦʙʥʦʚʣʝʥʠʡ ʥʝʩʸʪ ʩʝʨʴʝʟʥʳʡ ʨʠʩʢ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʠ ʜʦʩʪʫʧʥʦʩʪʠ 

ʩʝʨʚʠʩʦʚ, ʩʯʠʪʘʶʪ ʵʢʩʧʝʨʪʳ. ʕʪʦ ʧʦʚʳʰʘʝʪ ʨʠʩʢ ʭʘʢʝʨʩʢʠʭ ʘʪʘʢ ʠ ʩʫʞʘʝʪ ʢʨʫʛ 

ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʇʨʦʙʣʝʤʘ ʥʦʩʠʪ ʤʘʩʰʪʘʙʥʳʡ ʭʘʨʘʢʪʝʨ ð ʜʣʷ ʝʸ 

ʨʝʰʝʥʠʷ ʧʦʪʨʝʙʫʝʪʩʷ ʧʝʨʝʧʠʩʳʚʘʪʴ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ, ʥʘ ʯʪʦ ʫʡʜʸʪ ʦʪ ʦʜʥʦʛʦ ʜʦ ʪʨʸʭ ʣʝʪ, ʘ ʩʪʦʠʪʴ ʵʪʦ ʙʫʜʝʪ 

ʩʦʪʥʠ ʤʠʣʣʠʦʥʦʚ ʨʫʙʣʝʡè. (ɸʣʝʢʩʘʥʜʨ ʇʦʥʦʤʘʨʸʚ. ʀʥʬʦʨʤʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ 

ʨʦʩʩʠʡʩʢʠʭ ʦʨʛʘʥʦʚ ʚʣʘʩʪʠ ʤʦʛʫʪ ʩʪʘʪʴ ʫʷʟʚʠʤʳ ʜʣʷ ʭʘʢʝʨʦʚ. ʀʟ-ʟʘ Internet 

Explorer // ʆʆʆ çʌʵʰʥ ʇʨʝʩʩè (https://www.popmech.ru/technologies/news-674243-

informacionnye-sistemy-rossiyskih-organov-vlasti-mogut-stat-uyazvimy-dlya-hakerov-

iz-za-internet-explorer/). 19.02.2021). 

***  

 

ɸʚʩʪʨʘʣʽʷ 

 

çʄʠʥʠʩʪʝʨʩʪʚʦ ʦʙʦʨʦʥʳ ɸʚʩʪʨʘʣʠʠ ʚʳʧʫʩʪʠʣʦ ʥʦʚʳʡ ʦʪʯʝʪ ʦ ʩʚʦʠʭ 

ʚʳʚʦʜʘʭ ʦ ʪʦʤ, ʢʘʢ ʩʥʠʟʠʪʴ ʵʪʠʯʝʩʢʠʡ ʨʠʩʢ ʧʨʦʝʢʪʦʚ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ 

ʠʥʪʝʣʣʝʢʪʘ, ʦʪʤʝʪʠʚ, ʯʪʦ ʩʤʷʛʯʝʥʠʝ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʡ ʙʫʜʝʪ ʢʣʶʯʦʤ ʢ 

ʧʦʜʜʝʨʞʘʥʠʶ ʜʦʚʝʨʠʷ ʠ ʮʝʣʦʩʪʥʦʩʪʠ ʘʚʪʦʥʦʤʥʳʭ ʩʠʩʪʝʤ. 

ʆʪʯʝʪ ʙʳʣ ʩʦʩʪʘʚʣʝʥ ʩ ʫʯʝʪʦʤ ʦʧʘʩʝʥʠʡ ʄʠʥʠʩʪʝʨʩʪʚʘ ʦʙʦʨʦʥʳ ʧʦ ʧʦʚʦʜʫ 

ʪʦʛʦ, ʯʪʦ ʥʝʩʚʦʝʚʨʝʤʝʥʥʦʝ ʚʥʝʜʨʝʥʠʝ ʥʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ ʤʦʞʝʪ ʥʘʥʝʩʪʠ ʚʦʝʥʥʳʡ 

ʫʱʝʨʙ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʧʨʝʞʜʝʚʨʝʤʝʥʥʦʝ ʚʥʝʜʨʝʥʠʝ ʙʝʟ ʜʦʩʪʘʪʦʯʥʳʭ ʠʩʩʣʝʜʦʚʘʥʠʡ 

ʠ ʘʥʘʣʠʟʘ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʥʝʧʨʝʜʥʘʤʝʨʝʥʥʦʤʫ ʫʱʝʨʙʫ. 
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çʊʨʝʙʫʝʪʩʷ ʟʥʘʯʠʪʝʣʴʥʘʷ ʨʘʙʦʪʘ, ʯʪʦʙʳ ʛʘʨʘʥʪʠʨʦʚʘʪʴ, ʯʪʦ ʚʥʝʜʨʝʥʠʝ 

ʪʝʭʥʦʣʦʛʠʠ ʥʝ ʧʨʠʚʝʜʝʪ ʢ ʥʝʙʣʘʛʦʧʨʠʷʪʥʳʤ ʨʝʟʫʣʴʪʘʪʘʤè, - ʛʦʚʦʨʠʪʩʷ ʚ ʦʪʯʝʪʝ 

ʄʠʥʠʩʪʝʨʩʪʚʘ ʦʙʦʨʦʥʳ ʉʐɸ [PDF]. 

ʆʪʯʝʪ ʷʚʣʷʝʪʩʷ ʢʫʣʴʤʠʥʘʮʠʝʡ ʩʝʤʠʥʘʨʘ, ʧʨʦʚʝʜʝʥʥʦʛʦ ʜʚʘ ʛʦʜʘ ʥʘʟʘʜ, ʥʘ 

ʢʦʪʦʨʦʤ ʦʨʛʘʥʠʟʘʮʠʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʤʠʥʠʩʪʝʨʩʪʚʦ ʦʙʦʨʦʥʳ, ʜʨʫʛʠʝ 

ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ ʫʯʨʝʞʜʝʥʠʷ ɸʚʩʪʨʘʣʠʠ, ʎʝʥʪʨ ʩʦʚʤʝʩʪʥʳʭ ʠʩʩʣʝʜʦʚʘʥʠʡ ʚ 

ʦʙʣʘʩʪʠ ʥʘʜʝʞʥʳʭ ʘʚʪʦʥʦʤʥʳʭ ʩʠʩʪʝʤ, ʫʥʠʚʝʨʩʠʪʝʪʳ ʠ ʢʦʤʧʘʥʠʠ ʦʙʦʨʦʥʥʦʡ 

ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ ʩʦʙʨʘʣʠʩʴ ʚʤʝʩʪʝ, ʯʪʦʙʳ ʠʟʫʯʠʪʴ, ʢʘʢ ʣʫʯʰʝ ʚʩʝʛʦ ʨʘʟʨʘʙʦʪʘʪʴ 

ʵʪʠʯʝʩʢʠʡ ʀʀ ʚ ʢʦʥʪʝʢʩʪʝ ʟʘʱʠʪʳ. 

ɺ ʦʪʯʝʪʝ ʫʯʘʩʪʥʠʢʠ ʩʦʚʤʝʩʪʥʦ ʚʳʜʝʣʠʣʠ ʧʷʪʴ ʢʣʶʯʝʚʳʭ ʬʘʢʪʦʨʦʚ - ʜʦʚʝʨʠʝ, 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ, ʫʧʨʘʚʣʝʥʠʝ, ʟʘʢʦʥ, ʧʨʦʩʣʝʞʠʚʘʝʤʦʩʪʴ - ʢʦʪʦʨʳʝ, ʧʦ ʠʭ ʤʥʝʥʠʶ, 

ʥʝʦʙʭʦʜʠʤʳ ʧʨʠ ʨʘʟʨʘʙʦʪʢʝ ʣʶʙʦʛʦ ʧʨʦʝʢʪʘ ʵʪʠʯʥʦʛʦ ʀʀ. 

ʆʙʲʷʩʥʷʷ ʵʪʠ ʧʷʪʴ ʩʦʦʙʨʘʞʝʥʠʡ, ʫʯʘʩʪʥʠʢʠ ʩʝʤʠʥʘʨʘ ʟʘʷʚʠʣʠ, ʯʪʦ ʚʩʝ 

ʧʨʦʝʢʪʳ ʟʘʱʠʪʳ ʦʪ ʀʀ ʜʦʣʞʥʳ ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʱʠʱʘʪʴʩʷ ʦʪ ʢʠʙʝʨʘʪʘʢ ʚ 

ʩʚʷʟʠ ʩ ʛʣʦʙʘʣʴʥʳʤ ʨʦʩʪʦʤ ʢʠʙʝʨʚʦʟʤʦʞʥʦʩʪʝʡ. 

çʉʠʩʪʝʤʳ ʜʦʣʞʥʳ ʙʳʪʴ ʫʩʪʦʡʯʠʚʳʤʠ ʠʣʠ ʩʧʦʩʦʙʥʳ ʟʘʱʠʱʘʪʴʩʷ ʦʪ ʘʪʘʢ, ʚ 

ʪʦʤ ʯʠʩʣʝ ʟʘʱʠʱʘʪʴ ʩʚʦʠ ʢʘʥʘʣʳ ʩʚʷʟʠè, - ʛʦʚʦʨʠʪʩʷ ʚ ʦʪʯʝʪʝ. 

çʉʧʦʩʦʙʥʦʩʪʴ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʩʠʩʪʝʤʳ ʙʳʣʘ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʥʘ ʥʘ 

ʢʦʤʤʝʨʯʝʩʢʠʭ ʪʨʘʥʩʧʦʨʪʥʳʭ ʩʨʝʜʩʪʚʘʭ, ʚ ʪʦʤ ʯʠʩʣʝ ʥʘ ʪʝʭ, ʜʣʷ ʢʦʪʦʨʳʭ ʧʦ-

ʧʨʝʞʥʝʤʫ ʪʨʝʙʫʶʪʩʷ ʚʦʜʠʪʝʣʠ, ʥʦ ʝʩʪʴ ʧʦʜʢʣʶʯʝʥʠʝ ʢ çʀʥʪʝʨʥʝʪʫ ʚʝʱʝʡè. ɺ 

ʭʫʜʰʝʤ ʩʣʫʯʘʝ ʩʠʩʪʝʤʳ ʤʦʛʫʪ ʙʳʪʴ ʧʝʨʝʜʘʥʳ ʥʘ ʨʘʙʦʪʫ ʦʪ ʠʤʝʥʠ ʧʨʦʪʠʚʦʩʪʦʷʱʠʭ 

ʩʪʦʨʦʥ. ʩʠʣè. 

ʋʯʘʩʪʥʠʢʠ ʩʝʤʠʥʘʨʘ ʜʦʙʘʚʠʣʠ, ʯʪʦ ʩʫʱʝʩʪʚʫʝʪ ʨʠʩʢ ʪʦʛʦ, ʯʪʦ ʥʝʜʦʩʪʘʪʦʢ 

ʠʥʚʝʩʪʠʮʠʡ ʚ ʩʫʚʝʨʝʥʥʳʡ ʀʀ ʤʦʞʝʪ ʧʦʚʣʠʷʪʴ ʥʘ ʩʧʦʩʦʙʥʦʩʪʴ ɸʚʩʪʨʘʣʠʠ ʜʦʩʪʠʯʴ 

ʧʨʝʚʦʩʭʦʜʩʪʚʘ ʩʫʚʝʨʝʥʥʳʭ ʨʝʰʝʥʠʡ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʫʯʘʩʪʥʠʢʠ ʨʝʢʦʤʝʥʜʦʚʘʣʠ ʧʦʚʳʩʠʪʴ ʫʨʦʚʝʥʴ ʨʘʥʥʝʛʦ 

ʦʙʫʯʝʥʠʷ ʀʀ ʜʣʷ ʚʦʝʥʥʦʩʣʫʞʘʱʠʭ, ʯʪʦʙʳ ʫʣʫʯʰʠʪʴ ʩʧʦʩʦʙʥʦʩʪʴ ʟʘʱʠʪʳ 

ʜʝʡʩʪʚʦʚʘʪʴ ʦʪʚʝʪʩʪʚʝʥʥʦ ʧʨʠ ʨʘʙʦʪʝ ʩ ʀʀ. 

çɹʝʟ ʨʘʥʥʝʛʦ ʦʙʫʯʝʥʠʷ ʀʀ ʚʦʝʥʥʦʩʣʫʞʘʱʠʭ ʦʥʠ, ʩʢʦʨʝʝ ʚʩʝʛʦ, ʥʝ ʩʤʦʛʫʪ 

ʫʧʨʘʚʣʷʪʴ ʀʀ, ʨʫʢʦʚʦʜʠʪʴ ʠʤ ʠʣʠ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ ʥʠʤ, ʢʦʪʦʨʳʡ ʦʥʠ ʥʝ ʤʦʛʫʪ 

ʧʦʥʷʪʴ ʠ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʥʝ ʤʦʛʫʪ ʜʦʚʝʨʷʪʴè, - ʛʦʚʦʨʠʪʩʷ ʚ ʦʪʯʝʪʝ. çʇʨʦʘʢʪʠʚʥʳʝ 

ʵʪʠʯʝʩʢʠʝ ʠ ʧʨʘʚʦʚʳʝ ʨʘʤʢʠ ʤʦʛʫʪ ʧʦʤʦʯʴ ʦʙʝʩʧʝʯʠʪʴ ʩʧʨʘʚʝʜʣʠʚʫʶ 

ʧʦʜʦʪʯʝʪʥʦʩʪʴ ʣʶʜʝʡ ʚ ʩʠʩʪʝʤʘʭ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ, ʛʘʨʘʥʪʠʨʫʷ, ʯʪʦ 

ʦʧʝʨʘʪʦʨʳ ʠʣʠ ʦʪʜʝʣʴʥʳʝ ʣʠʮʘ ʥʝ ʙʫʜʫʪ ʧʦʜʚʝʨʛʘʪʴʩʷ ʥʝʧʨʦʧʦʨʮʠʦʥʘʣʴʥʦʤʫ 

ʥʘʢʘʟʘʥʠʶ ʟʘ ʦʙʱʝʩʠʩʪʝʤʥʦʝ ʠ ʤʥʦʛʦʫʨʦʚʥʝʚʦʝ ʧʨʠʥʷʪʠʝ ʨʝʰʝʥʠʡè. 

ɺ ʦʪʯʝʪʝ ʪʘʢʞʝ ʦʜʦʙʨʷʶʪʩʷ ʠʥʚʝʩʪʠʮʠʠ ʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ, ʨʘʟʚʝʜʢʫ, 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʛʨʘʥʠʮ ʠ ʫʧʨʘʚʣʝʥʠʝ ʠʜʝʥʪʠʬʠʢʘʮʠʝʡ, ʧʦʜʜʝʨʞʢʫ ʨʘʩʩʣʝʜʦʚʘʥʠʡ ʠ 

ʢʨʠʤʠʥʘʣʠʩʪʠʢʫ, ʘ ʪʘʢʞʝ ʚ ʩʠʩʪʝʤʳ ʀʀ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʨʘʟʚʝʨʪʳʚʘʪʴʩʷ ʪʦʣʴʢʦ 

ʧʦʩʣʝ ʜʝʤʦʥʩʪʨʘʮʠʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʧʦʩʨʝʜʩʪʚʦʤ ʵʢʩʧʝʨʠʤʝʥʪʦʚ, ʤʦʜʝʣʠʨʦʚʘʥʠʷ 

ʠʣʠ ʦʛʨʘʥʠʯʝʥʥʳʭ ʞʠʚʳʭ ʠʩʧʳʪʘʥʠʡ. 

ʂʨʦʤʝ ʪʦʛʦ, ʚ ʦʪʯʝʪʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʫʜʝʣʷʪʴ ʧʨʠʦʨʠʪʝʪʥʦʝ ʚʥʠʤʘʥʠʝ 

ʧʨʦʝʢʪʘʤ ʦʙʦʨʦʥʥʦʛʦ ʀʀ ʠʥʪʝʛʨʘʮʠʠ ʩ ʫʞʝ ʩʫʱʝʩʪʚʫʶʱʠʤʠ ʩʠʩʪʝʤʘʤʠ. ʆʥ 

ʧʨʝʜʦʩʪʘʚʠʣ ʧʨʠʤʝʨ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʘʚʪʦʤʦʙʠʣʴʥʦʛʦ ʪʨʘʥʩʧʦʨʪʘ, ʧʦʩʢʦʣʴʢʫ ʦʥ 

ʦʙʝʩʧʝʯʠʚʘʝʪ ʫʚʝʜʦʤʣʝʥʠʷ ʦ ʩʪʦʣʢʥʦʚʝʥʠʷʭ, ʤʦʥʠʪʦʨʠʥʛ ʩʣʝʧʳʭ ʟʦʥ, ʩʨʝʜʠ 

ʧʨʦʯʝʛʦ, ʢʦʪʦʨʳʝ ʧʦʜʜʝʨʞʠʚʘʶʪ ʢʦʛʥʠʪʠʚʥʳʝ ʬʫʥʢʮʠʠ ʯʝʣʦʚʝʢʘ-ʚʦʜʠʪʝʣʷ. 
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ʏʣʝʥʳ ʩʝʤʠʥʘʨʘ ʪʘʢʞʝ ʩʦʟʜʘʣʠ ʪʨʠ ʠʥʩʪʨʫʤʝʥʪʘ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʨʘʟʨʘʙʦʪʘʥʳ 

ʜʣʷ ʧʦʜʜʝʨʞʢʠ ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʧʨʦʝʢʪʦʚ ʀʀ ʚ ʫʧʨʘʚʣʝʥʠʠ ʵʪʠʯʝʩʢʠʤʠ ʨʠʩʢʘʤʠ. 

ʇʝʨʚʳʝ ʜʚʘ ʠʥʩʪʨʫʤʝʥʪʘ - ʵʪʦ ʢʦʥʪʨʦʣʴʥʳʡ ʩʧʠʩʦʢ ʵʪʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʦʪ ʀʀ 

ʠ ʤʘʪʨʠʮʘ ʵʪʠʯʝʩʢʠʭ ʨʠʩʢʦʚ ʀʀ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʥʘʡʪʠ ʥʘ ʚʝʙ-ʩʘʡʪʝ ʄʠʥʠʩʪʝʨʩʪʚʘ 

ʦʙʦʨʦʥʳ. 

ʄʝʞʜʫ ʪʝʤ, ʪʨʝʪʠʡ ʠʥʩʪʨʫʤʝʥʪ - ʵʪʦ ʦʮʝʥʢʘ ʵʪʠʯʝʩʢʦʛʦ ʨʠʩʢʘ ʜʣʷ ʧʨʦʛʨʘʤʤ 

ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ, ʢʦʪʦʨʳʝ ʪʨʝʙʫʶʪ ʙʦʣʝʝ ʧʦʣʥʦʛʦ ʶʨʠʜʠʯʝʩʢʦʛʦ ʠ 

ʵʪʠʯʝʩʢʦʛʦ ʧʣʘʥʘ ʧʨʦʛʨʘʤʤʳ. ʄʘʨʢʠʨʦʚʘʥʥʳʡ ʢʘʢ ʇʣʘʥ ʧʨʦʛʨʘʤʤʳ ʦʙʝʩʧʝʯʝʥʠʷ 

ʧʨʘʚʦʚʦʡ ʠ ʵʪʠʯʝʩʢʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (LEAPP), ʦʮʝʥʢʘ ʪʨʝʙʫʝʪ, ʯʪʦʙʳ ʤʝʥʝʜʞʝʨʳ 

ʧʨʦʝʢʪʦʚ ʀʀ ʦʧʠʩʘʣʠ, ʢʘʢ ʦʥʠ ʙʫʜʫʪ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʪʨʝʙʦʚʘʥʠʷʤ ʉʦʜʨʫʞʝʩʪʚʘ ʧʦ 

ʦʙʝʩʧʝʯʝʥʠʶ ʧʨʘʚʦʚʳʭ ʠ ʵʪʠʯʝʩʢʠʭ ʛʘʨʘʥʪʠʡ. 

LEAPP ʪʨʝʙʫʝʪ, ʯʪʦʙʳ ʤʝʥʝʜʞʝʨʳ ʧʨʦʝʢʪʦʚ AI ʩʦʟʜʘʣʠ ʜʦʢʫʤʝʥʪ ʩ 

ʠʥʬʦʨʤʘʮʠʝʡ, ʪʘʢʦʡ ʢʘʢ ʶʨʠʜʠʯʝʩʢʦʝ ʠ ʵʪʠʯʝʩʢʦʝ ʧʣʘʥʠʨʦʚʘʥʠʝ, ʧʨʦʛʨʝʩʩ ʠ 

ʦʮʝʥʢʘ ʨʠʩʢʦʚ, ʘ ʪʘʢʞʝ ʜʘʥʥʳʝ ʜʣʷ ʚʥʫʪʨʝʥʥʝʛʦ ʧʣʘʥʠʨʦʚʘʥʠʷ Defence, ʚʢʣʶʯʘʷ 

ʦʙʟʦʨʳ ʚʦʦʨʫʞʝʥʠʡ. ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʵʪʘ ʦʮʝʥʢʘ ʙʫʜʝʪ ʥʘʧʠʩʘʥʘ, ʦʥʘ ʙʫʜʝʪ 

ʦʪʧʨʘʚʣʝʥʘ ʥʘ ʨʘʩʩʤʦʪʨʝʥʠʝ ʠ ʢʦʤʤʝʥʪʘʨʠʡ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʤ ʩʪʦʨʦʥʘʤ 

ʦʙʦʨʦʥʥʦʛʦ ʩʝʢʪʦʨʘ ʠ ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ, ʧʨʝʞʜʝ ʯʝʤ ʦʥʘ ʙʫʜʝʪ ʨʘʩʩʤʦʪʨʝʥʘ ʜʣʷ 

ʟʘʢʣʶʯʝʥʠʷ ʦʙʦʨʦʥʥʳʭ ʢʦʥʪʨʘʢʪʦʚ.  

ʇʦʩʢʦʣʴʢʫ ʚʳʚʦʜʳ ʠ ʠʥʩʪʨʫʤʝʥʪʳ ʠʟ ʦʪʯʝʪʘ ʷʚʣʷʶʪʩʷ ʣʠʰʴ ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ, 

ʚ ʥʝʤ ʥʝ ʫʪʦʯʥʷʝʪʩʷ, ʢʘʢʠʝ ʧʨʦʝʢʪʳ ʟʘʱʠʪʳ ʦʪ ʀʀ ʧʦʜʭʦʜʷʪ ʜʣʷ ʦʮʝʥʢʠ LEAPPè. 

(Campbell Kwan. Defence lists cyber mitigation as key factor for building ethical AI // 

ZDNet (https://www.zdnet.com/article/defence-lists-cyber-mitigation-as-key-factor-for-

building-ethical-ai/). 17.02.2021). 
***  

 

çAmazon Web Services (AWS) ʦʙʨʘʪʠʣʩʷ ʩ ʧʨʦʩʴʙʦʡ ʦ ʚʥʝʜʨʝʥʠʠ 

ʤʝʭʘʥʠʟʤʘ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʧʨʝʜʦʩʪʘʚʠʪʴ ʧʦʩʪʘʚʱʠʢʘʤ ʦʥʣʘʡʥ-ʘʢʢʘʫʥʪʦʚ 

ʠʤʤʫʥʠʪʝʪ ʧʨʠ ʦʪʚʝʪʝ ʥʘ ʦʨʜʝʨʘ ʥʘ ʟʘʭʚʘʪ ʘʢʢʘʫʥʪʘ, ʚʳʜʘʥʥʳʝ ʥʝʢʦʪʦʨʳʤʠ 

ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ ɸʚʩʪʨʘʣʠʠ. 
ʇʦʷʚʣʝʥʠʝ ʪʘʢʦʛʦ ʤʝʭʘʥʠʟʤʘ ʩʣʝʜʫʝʪ ʠʟ ʇʦʧʨʘʚʢʠ ʚ Surveillance 

ɿʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ ɹʠʣʣ 2020, ʢʦʪʦʨʘʷ ʙr ʣʘ ʚʥʝʩʝʥʘ ʚ ʇʘʨʣʘʤʝʥʪ, ʠ, ʝʩʣʠ ʦʥʘ ʙʫʜʝʪ 

ʧʨʠʥʷʪʘ, ʪʦ ʧʦʪʨʝʙʫʝʪ ʧʝʨʝʜʘʯʠ 3 ʦʨʜʝʨʦʚ ʘʚʩʪʨʘʣʠʡʩʢʦʡ ʬʝʜʝʨʘʣʴʥʦʡ ʧʦʣʠʮʠʠ 

(AFP) ʠ ʥʦʚʦʡ ʘʚʩʪʨʘʣʠʡʩʢʦʡ ʢʨʠʤʠʥʘʣʴʥʦʡ ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʦʡ ʢʦʤʠʩʩʠʷ (ACIC) 

ʨʳʯʘʛʦʚ ʜʣʷ ʙʦʨʴʙʳ ʩ ʧʨʝʩʪʫʧʥʦʩʪʴʶ ʚ ʀʥʪʝʨʥʝʪʝ. 

ʇʝʨʚʳʡ ʦʨʜʝʨ - ʵʪʦ ʦʨʜʝʨ ʥʘ ʥʘʨʫʰʝʥʠʝ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʡ, ʩʦʛʣʘʩʥʦ 

ʧʦʷʩʥʠʪʝʣʴʥʦʡ ʟʘʧʠʩʢʝ ʢ ʟʘʢʦʥʦʧʨʦʝʢʪʫ, ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ çʧʨʦʜʦʣʞʝʥʠʷ ʧʨʝʩʪʫʧʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʫʯʘʩʪʥʠʢʘʤʠ ʠ ʷʚʣʷʝʪʩʷ 

ʥʘʠʙʦʣʝʝ ʙʝʟʦʧʘʩʥʳʤ ʠ ʥʘʠʙʦʣʝʝ ʮʝʣʝʩʦʦʙʨʘʟʥʳʤ ʚʘʨʠʘʥʪʦʤ, ʢʦʛʜʘ ʵʪʠ ʫʯʘʩʪʥʠʢʠ 

ʥʘʭʦʜʷʪʩʷ ʚ ʥʝʠʟʚʝʩʪʥʳʭ ʤʝʩʪʘʭ ʠʣʠ ʜʝʡʩʪʚʫʶʪ ʘʥʦʥʠʤʥʦ ʠʣʠ ʧʦʜʘʶʪ ʣʦʞʥʳʝ 

ʜʘʥʥʳʝè. 

ɺʪʦʨʦʡ - ʵʪʦ ʦʨʜʝʨ ʥʘ ʩʝʪʝʚʫʶ ʘʢʪʠʚʥʦʩʪʴ, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʠʪ AFP ʠ ACIC 

ʩʦʙʠʨʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʫʩʪʨʦʡʩʪʚʘʭ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʠʣʠ ʤʦʛʫʪ ʙʳʪʴ 

ʠʩʧʦʣʴʟʦʚʘʥʳ ʪʝʤʠ, ʥʘ ʢʦʛʦ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʦʨʜʝʨ. 
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ʇʦʩʣʝʜʥʠʡ ʦʨʜʝʨ - ʵʪʦ ʦʨʜʝʨ ʥʘ ʟʘʭʚʘʪ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʠʪ 

ʘʛʝʥʪʩʪʚʘʤ ʚʟʷʪʴ ʧʦʜ ʩʚʦʡ ʢʦʥʪʨʦʣʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʩ ʮʝʣʴʶ ʙʣʦʢʠʨʦʚʢʠ ʣʠʮʘ ʠʟ 

ʵʪʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. 

ɺ AWS ʟʘʷʚʠʣʠ, ʯʪʦ ʧʝʨʚʳʡ ʠ ʪʨʝʪʠʡ ʦʨʜʝʨʘ çʩʬʦʨʤʫʣʠʨʦʚʘʥʳ ʜʣʷ 

ʧʨʠʥʮʠʧʠʘʣʴʥʦ ʨʘʟʥʳʭ ʮʝʣʝʡ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ 

ʦʨʜʝʨʘʤʠ, ʢʦʪʦʨʳʝ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ ʦʨʛʘʥʳ ʤʦʛʫʪ ʟʘʧʨʘʰʠʚʘʪʴ ʚ ʥʘʩʪʦʷʱʝʝ 

ʚʨʝʤʷè. 

çʕʪʠ ʜʚʘ ʦʨʜʝʨʘ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʥʝ ʜʣʷ ʩʙʦʨʘ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʢʘʢ ʪʘʢʦʚʳʭ, ʘ 

ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʦʟʚʦʣʠʪʴ ʩʦʪʨʫʜʥʠʢʘʤ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ ʵʬʬʝʢʪʠʚʥʦ 

ʚʳʩʪʫʧʘʪʴ ʚ ʨʦʣʠ (ʦʥʣʘʡʥ) ʣʠʮ, ʧʦʜʦʟʨʝʚʘʝʤʳʭ ʚ ʧʨʠʯʘʩʪʥʦʩʪʠ ʢ ʧʦʪʝʥʮʠʘʣʴʥʦʡ 

ʧʨʝʩʪʫʧʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ [PDF] ʚ ʆʙʲʝʜʠʥʝʥʥʳʡ 

ʧʘʨʣʘʤʝʥʪʩʢʠʡ ʢʦʤʠʪʝʪ ʧʦ ʨʘʟʚʝʜʢʝ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʨʘʤʢʘʭ ʨʘʩʩʤʦʪʨʝʥʠʷ 

ʟʘʢʦʥʦʧʨʦʝʢʪʘ. 

çʍʦʪʷ ʦʙʘ ʵʪʠ ʦʨʜʝʨʘ ʷʚʣʷʶʪʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ ʧʦ ʦʪʥʦʰʝʥʠʶ ʢ 

ʩʫʱʝʩʪʚʫʶʱʠʤ ʦʨʜʝʨʘʤ, ʦʥʠ ʷʚʣʷʶʪʩʷ ʩʫʱʝʩʪʚʝʥʥʳʤ ʦʪʭʦʜʦʤ ʦʪ ʪʝʢʫʱʠʭ 

ʧʦʣʦʞʝʥʠʡ, ʠ ʠʭ ʚʳʜʘʯʘ ʧʦʚʣʝʯʝʪ ʟʘ ʩʦʙʦʡ ʧʦʚʳʰʝʥʥʳʡ ʨʠʩʢ ʜʣʷ ʩʚʦʙʦʜʳ ʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʛʨʘʞʜʘʥ, ʯʴʠ ʦʥʣʘʡʥ-ʘʢʢʘʫʥʪʳ ʧʦʜʚʝʨʛʘʶʪʩʷ ʚʣʠʷʥʠʶ 

ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚè. 

AWS ʩʯʠʪʘʝʪ, ʯʪʦ ʠʩʧʦʣʥʝʥʠʝ ʦʨʜʝʨʦʚ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ ʠʣʠ 

ʜʦʙʨʦʩʦʚʝʩʪʥʦʝ ʦʢʘʟʘʥʠʝ ʧʦʤʦʱʠ ʩʦʪʨʫʜʥʠʢʘʤ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ, 

ʠʩʧʦʣʥʷʶʱʠʤ ʦʨʜʝʨ, ʥʝ ʜʦʣʞʥʦ ʧʨʠʚʦʜʠʪʴ ʢ ʛʨʘʞʜʘʥʩʢʦʡ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʧʝʨʝʜ 

ʣʠʮʦʤ. 

ɺ ʥʝʤ ʛʦʚʦʨʠʣʦʩʴ, ʯʪʦ ʜʣʷ ʦʨʜʝʨʦʚ ʥʘ ʟʘʭʚʘʪ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʠ ʧʦʤʦʱʠ, 

ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʨʘʩʧʦʨʷʞʝʥʠʷʤʠ ʦ ʧʦʤʦʱʠ, ʦʪʥʦʩʷʱʠʤʠʩʷ ʢ 

ʦʨʜʝʨʘʤ ʥʘ ʟʘʭʚʘʪ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʜʦʣʞʥʦ ʙʳʪʴ ʧʦʣʦʞʝʥʠʝ, ʟʘʱʠʱʘʶʱʝʝ ʪʨʝʪʴʠ 

ʩʪʦʨʦʥʳ ʦʪ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ. 

çAWS ʟʘʷʚʣʷʝʪ, ʯʪʦ ʚ ʟʘʢʦʥ ʩʣʝʜʫʝʪ ʚʥʝʩʪʠ ʧʦʧʨʘʚʢʠ, ʯʪʦʙʳ ʚʚʝʩʪʠ ʥʦʚʳʡ 

ʠʤʤʫʥʠʪʝʪ ʜʣʷ ʧʦʩʪʘʚʱʠʢʦʚ ʦʥʣʘʡʥ-ʘʢʢʘʫʥʪʦʚ ʚ ʦʪʥʦʰʝʥʠʠ ʠʩʧʦʣʥʝʥʠʷ ʦʨʜʝʨʦʚ 

ʥʘ ʟʘʭʚʘʪ ʘʢʢʘʫʥʪʦʚè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ. 

çʀʤʤʫʥʠʪʝʪ ʜʦʣʞʝʥ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴʩʷ ʥʘ ʫʛʦʣʦʚʥʫʶ ʠ ʛʨʘʞʜʘʥʩʢʫʶ 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʠʣʠ ʜʝʡʩʪʚʠʝ ʠʣʠ ʜʨʫʛʫʶ ʬʦʨʤʫ ʩʫʜʝʙʥʦʛʦ ʨʘʟʙʠʨʘʪʝʣʴʩʪʚʘ ʦ 

ʚʦʟʤʝʱʝʥʠʠ ʫʱʝʨʙʘ ʚ ʩʚʷʟʠ ʩ ʜʝʡʩʪʚʠʝʤ ʠʣʠ ʙʝʟʜʝʡʩʪʚʠʝʤ, ʩʦʚʝʨʰʝʥʥʳʤ 

ʜʦʙʨʦʩʦʚʝʩʪʥʦ ʧʨʠ ʧʨʝʜʧʦʣʘʛʘʝʤʦʤ ʩʦʙʣʶʜʝʥʠʠ ʠʣʠ ʚʦ ʠʩʧʦʣʥʝʥʠʝ ʪʨʝʙʦʚʘʥʠʷ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʟʘʭʚʘʪʦʤ ʩʯʝʪʘ. ʦʨʜʝʨè. 

AWS ʪʘʢʞʝ ʦʙʝʩʧʦʢʦʝʥʘ ʪʝʤ, ʯʪʦ ʥʦʚʳʝ ʦʨʜʝʨʘ ʤʦʛʫʪ ʚʳʥʫʜʠʪʴ ʦʙʣʘʯʥʦʛʦ 

ʛʠʛʘʥʪʘ ʚʥʝʜʨʠʪʴ ʩʠʩʪʝʤʥʳʝ ʥʝʜʦʩʪʘʪʢʠ ʠʣʠ ʫʷʟʚʠʤʦʩʪʠ ʚ ʩʚʦʠ ʩʠʩʪʝʤʳ. 

AWS ʧʦʜʥʷʣʘ ʘʥʘʣʦʛʠʯʥʳʝ ʚʦʧʨʦʩʳ ʥʝʩʢʦʣʴʢʦ ʣʝʪ ʥʘʟʘʜ, ʨʘʥʝʝ ʟʘʷʚʣʷʷ, ʯʪʦ 

ʧʦʣʦʞʝʥʠʷ ɿʘʢʦʥʘ 2018 ʛʦʜʘ ʦ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʷʭ ʠ ʜʨʫʛʦʤ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʝ 

(ʧʦʤʦʱʴ ʠ ʜʦʩʪʫʧ) ʤʦʛʫʪ ʧʦʪʨʝʙʦʚʘʪʴ ʜʝʡʩʪʚʠʡ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʩʜʝʣʘʪʴ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʩʠʩʪʝʤʳ ʤʝʥʝʝ ʙʝʟʦʧʘʩʥʳʤʠ. 

ɺ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʚ ɿʘʢʦʥ ʙʳʣʠ ʚʢʣʶʯʝʥʳ ʧʦʣʦʞʝʥʠʷ, ʚ ʢʦʪʦʨʳʭ 

ʧʝʨʝʯʠʩʣʷʣʠʩʴ ʚʦʧʨʦʩʳ, ʢʦʪʦʨʳʝ ʣʠʮʘ, ʧʨʠʥʠʤʘʶʱʠʝ ʨʝʰʝʥʠʷ, ʜʦʣʞʥʳ ʫʯʠʪʳʚʘʪʴ 

ʧʨʠ ʦʧʨʝʜʝʣʝʥʠʠ ʪʦʛʦ, ʙʳʣʠ ʣʠ ʫʚʝʜʦʤʣʝʥʠʷ ʦʙ ʦʙʨʘʱʝʥʠʠ ʟʘ ʧʦʤʦʱʴʶ ʚ ʦʪʨʘʩʣʠ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʵʪʠʤ ɿʘʢʦʥʦʤ ʨʘʟʫʤʥʳʤʠ ʠ ʩʦʨʘʟʤʝʨʥʳʤʠ. 
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ʂ ʧʦʩʣʝʜʥʝʤʫ ʟʘʢʦʥʦʧʨʦʝʢʪʫ ʦʥ ʧʦʪʨʝʙʦʚʘʣ ʜʦʙʘʚʠʪʴ ʘʥʘʣʦʛʠʯʥʳʝ 

ʩʦʦʙʨʘʞʝʥʠʷ ʠ ʦʪʜʝʣʴʥʦ ʨʘʩʩʤʦʪʨʝʪʴ ʪʝʭʥʠʯʝʩʢʫʶ ʦʩʫʱʝʩʪʚʠʤʦʩʪʴ ʜʣʷ ʪʝʭ, ʢʪʦ 

ʚʳʜʘʸʪ ʦʨʜʝʨʘ. 

çʂʨʦʤʝ ʪʦʛʦ, AWS ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʠʩʧʦʣʥʝʥʠʝ ʦʨʜʝʨʦʚ, ʧʨʝʜʣʦʞʝʥʥʳʭ ʚ 

ʟʘʢʦʥʦʧʨʦʝʢʪʝ, ʥʝ ʜʦʣʞʥʦ ʧʨʠʚʦʜʠʪʴ ʢ ʧʦʷʚʣʝʥʠʶ ʩʠʩʪʝʤʥʳʭ ʥʝʜʦʩʪʘʪʢʦʚ ʠʣʠ 

ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʣʶʙʦʡ ʬʦʨʤʝ ʵʣʝʢʪʨʦʥʥʦʡ ʟʘʱʠʪʳ ʜʘʥʥʳʭ, ʨʝʘʣʠʟʦʚʘʥʥʦʡ ʚ 

ʩʠʩʪʝʤʘʭ ʧʦʩʪʘʚʱʠʢʘ ʪʝʭʥʦʣʦʛʠʡè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ. 

çʊʘʢʦʡ ʦʨʜʝʨ ʙʳʣ ʙʳ ʥʝʨʘʟʫʤʥʳʤ ʧʨʠ ʣʶʙʳʭ ʦʙʩʪʦʷʪʝʣʴʩʪʚʘʭ, ʧʦʩʢʦʣʴʢʫ ʦʥ 

ʩʦʟʜʘʣ ʙʳ ʟʥʘʯʠʪʝʣʴʥʳʡ ʠ ʜʣʠʪʝʣʴʥʳʡ ʨʠʩʢ ʜʣʷ ʥʝʚʠʥʦʚʥʳʭ ʪʨʝʪʴʠʭ ʣʠʮè. 

ɼʨʫʛʦʡ ʟʘʧʨʦʩ AWS ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ, ʫʯʠʪʳʚʘʷ ʧʦʪʝʥʮʠʘʣʴʥʦʝ 

ʧʝʨʝʩʝʯʝʥʠʝ ʟʘʢʦʥʦʜʘʪʝʣʴʥʳʭ ʧʦʣʦʞʝʥʠʡ ʚ ʦʪʥʦʰʝʥʠʠ ʦʙʨʘʱʝʥʠʷ ʟʘ ʧʦʤʦʱʴʶ, 

ʟʘʢʦʥʦʧʨʦʝʢʪ ʜʦʣʞʝʥ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʨʠʪʝʨʠʠ ɿʘʢʦʥʘ ʦ ʧʦʤʦʱʠ ʠ ʜʦʩʪʫʧʝ ʜʣʷ 

ʦʧʨʝʜʝʣʝʥʠʷ ʪʦʛʦ, ʯʪʦ ʷʚʣʷʝʪʩʷ çʨʘʟʫʤʥʳʤ ʠ ʩʦʨʘʟʤʝʨʥʳʤè. 

çʅʘ ʥʘʰ ʚʟʛʣʷʜ, ʟʘʢʦʥʦʧʨʦʝʢʪ ʚ ʥʳʥʝʰʥʝʤ ʚʠʜʝ ʥʝ ʦʙʝʩʧʝʯʠʚʘʝʪ ʜʦʩʪʘʪʦʯʥʦʡ 

ʟʘʱʠʪʳ ʜʣʷ ʦʪʜʝʣʴʥʳʭ ʩʦʪʨʫʜʥʠʢʦʚ ʧʦʩʪʘʚʱʠʢʦʚ ʪʝʭʥʦʣʦʛʠʡ, ʪʘʢʠʭ ʢʘʢ ʦʙʣʘʯʥʳʝ 

ʩʝʨʚʠʩʳ, ʠ ʩʦʟʜʘʝʪ ʨʝʞʠʤ ʧʦʤʦʱʠ, ʦʪʣʠʯʥʳʡ ʦʪ ʪʦʛʦ, ʢʦʪʦʨʳʡ ʧʨʝʜʫʩʤʦʪʨʝʥ ʜʣʷ 

ʧʦʩʪʘʚʱʠʢʦʚ ʪʝʭʥʦʣʦʛʠʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ɿʘʢʦʥʦʤ ʦ ʧʦʤʦʱʠ ʠ ʜʦʩʪʫʧʝè, - AWS 

ʥʘʧʠʩʘʣ. 

çɿʘʢʦʥʦʧʨʦʝʢʪ ʧʦʟʚʦʣʷʝʪ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤ ʦʨʛʘʥʘʤ ʟʘʧʨʘʰʠʚʘʪʴ ʦʨʜʝʨ 

ʥʘ ʦʢʘʟʘʥʠʝ ʧʦʤʦʱʠ, ʪʨʝʙʫʶʱʠʡ ʦʪ ʦʧʨʝʜʝʣʝʥʥʦʛʦ ʣʠʮʘ ʧʨʝʜʦʩʪʘʚʠʪʴ ʣʶʙʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʠʣʠ ʧʦʤʦʱʴ, ʢʦʪʦʨʘʷ ʷʚʣʷʝʪʩʷ ʨʘʟʫʤʥʦʡ ʠ ʥʝʦʙʭʦʜʠʤʦʡ ʜʣʷ 

ʠʩʧʦʣʥʝʥʠʷ ʦʨʜʝʨʘ. ʋʢʘʟʘʥʥʦʝ ʣʠʮʦ ʚʢʣʶʯʘʝʪ ʩʦʪʨʫʜʥʠʢʘ ʚʣʘʜʝʣʴʮʘ ʠʣʠ 

ʘʨʝʥʜʘʪʦʨʘ ʢʦʤʧʴʶʪʝʨʘ ʠʣʠ ʥʘʥʷʪʦʛʦ ʣʠʮʘ ʧʦ ʜʦʛʦʚʦʨʫ ʦʙ ʦʢʘʟʘʥʠʠ ʫʩʣʫʛ 

ʚʣʘʜʝʣʴʮʝʤ ʠʣʠ ʘʨʝʥʜʘʪʦʨʦʤ ʢʦʤʧʴʶʪʝʨʘ, ʣʠʙʦ ʣʠʮʦʤ, ʢʦʪʦʨʦʝ ʷʚʣʷʝʪʩʷ ʠʣʠ ʙʳʣʦ 

ʩʠʩʪʝʤʥʳʤ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʤ ʩʠʩʪʝʤʳ, ʚʢʣʶʯʘʷ ʢʦʤʧʴʶʪʝʨè. 

ʆʥ ʩʢʘʟʘʣ, ʯʪʦ ʵʪʠ ʦʧʨʝʜʝʣʝʥʠʷ ʤʦʛʫʪ ʚʢʣʶʯʘʪʴ ʩʦʪʨʫʜʥʠʢʦʚ ʧʦʩʪʘʚʱʠʢʘ 

ʦʙʣʘʯʥʳʭ ʫʩʣʫʛ. 

AWS ʪʘʢʞʝ ʦʙʝʩʧʦʢʦʝʥ ʪʝʤ, ʯʪʦ ʩʦʪʨʫʜʥʠʢʠ, ʢʦʪʦʨʳʤ ʤʦʞʝʪ ʙʳʪʴ ʧʨʠʢʘʟʘʥʦ 

ʩʦʚʝʨʰʠʪʴ ʜʝʡʩʪʚʠʝ ʠʣʠ ʚʝʱʴ ʠʣʠ ʥʝ ʚʳʧʦʣʥʠʪʴ ʜʝʡʩʪʚʠʝ ʠʣʠ ʚʝʱʴ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ 

ʩ ʧʨʠʢʘʟʦʤ ʦ ʧʦʤʦʱʠ, ʤʦʛʫʪ ʟʘʪʝʤ ʙʳʪʴ ʧʨʠʥʫʞʜʝʥʳ ʢ ʥʘʨʫʰʝʥʠʶ ʠʥʦʩʪʨʘʥʥʦʛʦ 

ʟʘʢʦʥʘ ʠʣʠ ʧʦʙʫʜʠʪʴ ʜʨʫʛʦʝ ʣʠʮʦ ʢ ʥʘʨʫʰʝʥʠʶ ʠʥʦʩʪʨʘʥʥʦʛʦ ʟʘʢʦʥʘ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʦʥ ʧʦʧʨʦʩʠʣ, ʯʪʦʙʳ ʚ ʟʘʢʦʥʦʧʨʦʝʢʪʝ ʙʳʣʦ ʷʩʥʦ, ʯʪʦ ʣʶʙʦʝ ʪʘʢʦʝ 

ʪʨʝʙʦʚʘʥʠʝ ʙʳʣʦ ʙʳ ʥʝʦʙʦʩʥʦʚʘʥʥʳʤ ʠʣʠ ʦʙʝʩʧʝʯʠʚʘʣʦ ʙʳ ʟʘʱʠʪʫ ʜʣʷ ʯʝʣʦʚʝʢʘ, 

ʢʦʪʦʨʳʡ ʦʪʢʘʟʳʚʘʝʪʩʷ ʩʦʚʝʨʰʠʪʴ ʜʝʡʩʪʚʠʝ ʠʣʠ ʩʦʚʝʨʰʠʪʴ ʙʝʟʜʝʡʩʪʚʠʝè. (Asha 

Barbaschow. AWS asks new Australian computer warrant provide immunity for 

account takeovers // ZDNet (https://www.zdnet.com/article/aws-asks-new-australian-

computer-warrant-provide-immunity-for-account-takeovers/). 15.02.2021). 
***  

 

çʀʩʩʣʝʜʦʚʘʪʝʣʠ ʨʝʢʦʤʝʥʜʦʚʘʣʠ ʧʨʘʚʠʪʝʣʴʩʪʚʫ ɸʚʩʪʨʘʣʠʠ ʦʪʢʘʟʘʪʴʩʷ ʦʪ 

ʩʫʱʝʩʪʚʫʶʱʝʡ ʩʠʩʪʝʤʳ ʮʠʬʨʦʚʦʡ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʠ ʥʘʯʘʪʴ ʟʘʥʦʚʦ ʩ ʥʫʣʷ, 

ʩʥʦʚʘ ʧʦʜʯʝʨʢʥʫʚ ʥʝʜʦʩʪʘʪʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʜʚʫʭ ʫʞʝ ʘʢʢʨʝʜʠʪʦʚʘʥʥʳʭ 

ʩʠʩʪʝʤʘʭ. 

ʇʨʦʬʝʩʩʦʨ ɺʘʥʝʩʩʘ ʊʠʛ ʠ ɹʝʥ ʌʨʝʥʛʣʠ ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ ʩʦʦʙʱʠʣʠ 

ʅʘʣʦʛʦʚʦʤʫ ʫʧʨʘʚʣʝʥʠʶ ɸʚʩʪʨʘʣʠʠ (ATO) ʦ ʩʣʘʙʦʩʪʠ ʝʛʦ ʩʠʩʪʝʤʳ myGovID. ʆʥʠ 
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ʦʙʥʘʨʫʞʠʣʠ, ʯʪʦ myGovID ʧʦʜʚʝʨʞʝʥ ʣʝʛʢʦ ʨʝʘʣʠʟʫʝʤʦʡ ʘʪʘʢʝ ʩ ʧʨʦʢʩʠʨʦʚʘʥʠʝʤ 

ʢʦʜʘ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʚʨʝʜʦʥʦʩʥʦʤʫ ʚʝʙ-ʩʘʡʪʫ ʧʨʦʢʩʠʨʦʚʘʪʴ ʣʦʛʠʥ myGovID 

ʯʝʣʦʚʝʢʘ ʠ ʧʦʚʪʦʨʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʝʛʦ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʜʣʷ ʚʭʦʜʘ ʚ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ 

ʞʝʨʪʚʳ ʥʘ ʣʶʙʦʤ ʚʝʙ-ʩʘʡʪʝ ʧʦ ʩʚʦʝʤʫ ʚʳʙʦʨʫ. 

ʇʘʨʘ ʩʦʦʙʱʠʣʘ, ʯʪʦ ATO ʚ ʦʪʚʝʪ ʧʨʦʠʥʬʦʨʤʠʨʦʚʘʣʘ ʠʭ ʦ ʪʦʤ, ʯʪʦ ʫ ʥʠʭ ʥʝʪ 

ʥʘʤʝʨʝʥʠʡ ʠʩʧʨʘʚʣʷʪʴ ʦʰʠʙʢʫ. 

ɸʛʝʥʪʩʪʚʦ ʮʠʬʨʦʚʦʡ ʪʨʘʥʩʬʦʨʤʘʮʠʠ (DTA) ʦʪʚʝʯʘʝʪ ʟʘ Trusted Digital Identity 

Framework (TDIF), ʢʦʪʦʨʘʷ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʚʳʩʦʢʦʫʨʦʚʥʝʚʳʡ ʜʠʟʘʡʥ ʜʣʷ 

ʬʝʜʝʨʘʪʠʚʥʦʡ ʩʠʩʪʝʤʳ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

çʆʩʥʦʚʥʘʷ ʮʝʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʝʭʘʥʠʟʤʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʦʩʪʦʠʪ ʚ ʪʦʤ, 

ʯʪʦʙʳ ʧʦʤʝʰʘʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʤʦʰʝʥʥʠʯʝʩʢʠʤ ʦʙʨʘʟʦʤ ʚʦʡʪʠ ʚ ʯʫʞʠʝ 

ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ. ɺʪʦʨʠʯʥʘʷ ʮʝʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ - ʩʦʭʨʘʥʠʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ 

ʜʦʢʫʤʝʥʪʦʚ, ʫʜʦʩʪʦʚʝʨʷʶʱʠʭ ʣʠʯʥʦʩʪʴ, ʠ ʙʠʦʤʝʪʨʠʯʝʩʢʠʭ ʜʘʥʥʳʭ, ʠʩʧʦʣʴʟʫʝʤʳʭ 

ʜʣʷ ʫʩʪʘʥʦʚʣʝʥʠʷ ʣʠʯʥʦʩʪʠè, - ʧʠʰʫʪ ʠʩʩʣʝʜʦʚʘʪʝʣʠ [PDF]. 

çʅʠ ʜʠʟʘʡʥ ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ TDIF, ʥʠ ʝʛʦ ʨʝʘʣʠʟʘʮʠʷ ATO (myGovID) ʥʝ 

ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʧʦʩʪʘʚʣʝʥʥʳʤ ʮʝʣʷʤ ʙʝʟʦʧʘʩʥʦʩʪʠè. 

myGovID ʷʚʣʷʝʪʩʷ ʘʢʢʨʝʜʠʪʦʚʘʥʥʳʤ ʧʦʩʪʘʚʱʠʢʦʤ ʮʠʬʨʦʚʳʭ ʫʜʦʩʪʦʚʝʨʝʥʠʡ, 

ʢʘʢ ʠ ʘʥʘʣʦʛʠʯʥʘʷ ʩʣʫʞʙʘ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʧʦʯʪʳ ɸʚʩʪʨʘʣʠʠ. ʊʠʛ ʠ ʌʨʝʥʛʣʠ ʪʘʢʞʝ 

ʚʳʷʚʠʣʠ ʥʝʜʦʩʪʘʪʢʠ ʚ ʩʠʩʪʝʤʝ ʧʦʯʪʦʚʦʡ ʩʣʫʞʙʳ. 

ʇʦ ʩʣʦʚʘʤ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, Identity Exchange (IdX) ʚʳʩʪʫʧʘʝʪ ʚ ʢʘʯʝʩʪʚʝ 

ʝʜʠʥʦʡ ʪʦʯʢʠ ʦʪʢʘʟʘ ʢʘʢ ʜʣʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʪʘʢ ʠ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʯʪʦ 

ʧʨʠʚʦʜʠʪ ʢ çʯʨʝʟʚʳʯʘʡʥʦ ʭʨʫʧʢʦʡ ʘʨʭʠʪʝʢʪʫʨʝ, ʢʦʪʦʨʘʷ ʜʦʧʫʩʢʘʣʘ ʙʳ 

ʢʨʫʧʥʦʤʘʩʰʪʘʙʥʦʝ ʤʦʰʝʥʥʠʯʝʩʪʚʦ ʩ ʠʜʝʥʪʠʬʠʢʘʮʠʝʡ, ʝʩʣʠ ʙʳ ʵʪʦʪ ʢʦʤʧʦʥʝʥʪ 

ʧʝʨʝʰʝʣ ʧʦʜ ʢʦʥʪʨʦʣʴ ʟʣʦʥʘʤʝʨʝʥʥʘʷ ʧʘʨʪʠʷè. 

ʆʥʠ ʩʢʘʟʘʣʠ, ʯʪʦ IdX ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʩʦʢʨʳʪʠʷ ʣʠʯʥʦʩʪʠ ʧʨʦʚʝʨʷʶʱʝʡ 

ʩʪʦʨʦʥʳ ʦʪ ʧʦʩʪʘʚʱʠʢʘ ʫʜʦʩʪʦʚʝʨʝʥʠʡ, ʥʦ ʥʝ ʤʦʞʝʪ ʵʪʦʛʦ ʩʜʝʣʘʪʴ ʚ ʨʝʘʣʠʟʘʮʠʠ 

ATO. ʆʙʝʩʧʦʢʦʝʥʥʦʩʪʴ ʦʙʦʠʭ ʚʳʟʳʚʘʝʪ ʪʦ, ʯʪʦ ʨʝʘʣʠʟʘʮʠʷ TDIF ʚ Digital iD ʇʦʯʪʳ 

ɸʚʩʪʨʘʣʠʠ, ʧʦʭʦʞʝ, ʜʘʞʝ ʥʝ ʠʩʧʦʣʴʟʫʝʪ IdX, ʢʦʪʦʨʳʡ ʷʚʣʷʝʪʩʷ ʬʫʥʜʘʤʝʥʪʘʣʴʥʳʤ 

ʢʦʤʧʦʥʝʥʪʦʤ ʢʦʥʩʪʨʫʢʮʠʠ TDIF. 

çʍʦʪʷ ʤʳ ʥʝ ʠʩʩʣʝʜʦʚʘʣʠ ʧʦʜʨʦʙʥʦ ʨʝʘʣʠʟʘʮʠʶ Australia Post, ʢʘʞʝʪʩʷ, ʯʪʦ 

ʦʥʘ ʩʫʱʝʩʪʚʝʥʥʦ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʩʧʝʮʠʬʠʢʘʮʠʠ TDIF, ʥʦ, ʧʦ-ʚʠʜʠʤʦʤʫ, ʚʩʝ ʨʘʚʥʦ 

ʙʳʣʘ ʘʢʢʨʝʜʠʪʦʚʘʥʘè, - ʜʦʙʘʚʠʣʠ ʦʥʠ. 

çTDIF ʚ ʪʦʤ ʚʠʜʝ, ʚ ʢʘʢʦʤ ʦʥ ʨʘʟʨʘʙʦʪʘʥ ʠ ʚʥʝʜʨʝʥ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ, ʥʝ 

ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʝʛʦ ʩʦʙʩʪʚʝʥʥʳʤ ʨʫʢʦʚʦʜʷʱʠʤ ʧʨʠʥʮʠʧʘʤ - ʥʝ ʩʨʘʟʫ ʦʯʝʚʠʜʥʦ, ʯʪʦ 

ʤʦʜʝʣʴ ʩ ʧʦʩʨʝʜʥʠʯʝʩʪʚʦʤ ʙʝʟ ʪʝʭʥʠʯʝʩʢʠʭ ʩʨʝʜʩʪʚ ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʞʝ ʤʦʞʝʪ ʠʤ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴè. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʨʝʢʦʤʝʥʜʦʚʘʣʠ çʪʱʘʪʝʣʴʥʫʶ ʧʝʨʝʦʮʝʥʢʫ 

ʧʨʠʦʨʠʪʝʪʦʚ TDIFè ʠ ʨʘʩʩʤʦʪʨʝʥʠʝ ʜʨʫʛʠʭ ʚʘʨʠʘʥʪʦʚ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʝʛʦ ʮʝʣʷʤ. 

ɸʣʴʪʝʨʥʘʪʠʚʳ, ʧʨʝʜʣʦʞʝʥʥʳʝ ʧʘʨʦʡ, ʚʢʣʶʯʘʶʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʠʩʪʝʤʳ ʥʘ 

ʦʩʥʦʚʝ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʦʪʢʨʳʪʦʛʦ ʢʣʶʯʘ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʩʪʦʛʦ, 

ʩʪʘʥʜʘʨʪʥʦʛʦ, ʧʦʧʘʨʥʦʛʦ ʧʨʦʪʦʢʦʣʘ OpenID Connect ʚʤʝʩʪʦ çʩʣʦʞʥʦʡ ʤʦʜʝʣʠ 

ʧʦʩʨʝʜʥʠʯʝʩʪʚʘ ʩ ʧʣʦʭʠʤʠ ʩʚʦʡʩʪʚʘʤʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠè. 

çʆʪ ʩʠʩʪʝʤʳ ʩʣʝʜʫʝʪ ʦʪʢʘʟʘʪʴʩʷ ʠ ʟʘʥʦʚʦ ʨʘʟʨʘʙʦʪʘʪʴ ʝʝ ʩ ʥʫʣʷ ʣʶʜʴʤʠ, 

ʠʤʝʶʱʠʤʠ ʥʝʢʦʪʦʨʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦ ʢʦʥʩʪʨʫʢʮʠʠ ʙʝʟʦʧʘʩʥʦʛʦ ʧʨʦʪʦʢʦʣʘ ʠ 
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ʥʝʢʦʪʦʨʳʤʠ ʟʘʙʦʪʘʤʠ ʦ ʟʘʱʠʪʝ ʩʚʦʠʭ ʩʦʛʨʘʞʜʘʥ ʦʪ ʢʨʘʞʠ ʣʠʯʥʳʭ ʜʘʥʥʳʭè, - 

ʥʘʧʠʩʘʣʠ ʦʥʠ. 

çɿʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ, ʦʙʝʩʧʝʯʠʚʘʶʱʝʝ ʙʝʟʦʧʘʩʥʦʩʪʴ ʩ ʧʦʤʦʱʴʶ ʫʢʘʟʦʚ, ʥʝ 

ʧʦʤʝʰʘʝʪ ʦʨʛʘʥʠʟʦʚʘʥʥʦʡ ʧʨʝʩʪʫʧʥʦʩʪʠ, ʠʥʦʩʪʨʘʥʥʳʤ ʧʨʘʚʠʪʝʣʴʩʪʚʘʤ ʠʣʠ 

ʦʙʳʯʥʳʤ ʧʨʝʩʪʫʧʥʠʢʘʤ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʥʝʜʦʩʪʘʪʢʘʤʠ ʝʛʦ ʢʦʥʩʪʨʫʢʮʠʠ. 

ʀʥʬʨʘʩʪʨʫʢʪʫʨʘ ʦʪʢʨʳʪʳʭ ʢʣʶʯʝʡ ʠʤʝʝʪ ʛʦʨʘʟʜʦ ʙʦʣʴʰʝ ʰʘʥʩʦʚ ʥʘ ʫʩʧʝʭè. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʪʘʢʞʝ ʙʳʣʠ ʦʙʝʩʧʦʢʦʝʥʳ ʧʘʨʘʛʨʘʬʦʤ ʚ ʢʦʥʩʫʣʴʪʘʪʠʚʥʦʤ 

ʜʦʢʫʤʝʥʪʝ DTA, ʚ ʢʦʪʦʨʦʤ ʛʦʚʦʨʠʪʩʷ, ʯʪʦ ʠʪʦʛʦʚʦʝ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ ʦ ʮʠʬʨʦʚʳʭ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʘʭ ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʤʝʭʘʥʠʟʤʳ, ʚʢʣʶʯʘʷ ʰʪʨʘʬʳ ʟʘ 

ʟʘʱʠʪʫ ʠʥʬʦʨʤʘʮʠʠ, ʠʩʧʦʣʴʟʫʝʤʦʡ ʚ ʩʠʩʪʝʤʝ, ʪʘʢʦʡ ʢʘʢ ʙʠʦʤʝʪʨʠʯʝʩʢʘʷ 

ʠʥʬʦʨʤʘʮʠʷ. 

ʕʪʠ ʤʝʭʘʥʠʟʤʳ ʤʦʛʫʪ ʚʢʣʶʯʘʪʴ ʧʦʣʦʞʝʥʠʷ ʦʙ ʫʛʦʣʦʚʥʳʭ ʧʨʝʩʪʫʧʣʝʥʠʷʭ ʠ 

ʧʦʣʦʞʝʥʠʷʭ ʦ ʛʨʘʞʜʘʥʩʢʦʤ ʥʘʢʘʟʘʥʠʠ. 

çʉʫʱʝʩʪʚʫʝʪ ʤʥʦʞʝʩʪʚʦ ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʟʘʢʦʥʦʚ, ʢʦʪʦʨʳʝ ʵʬʬʝʢʪʠʚʥʦ 

ʥʘʢʘʟʳʚʘʶʪ ʟʘʱʠʪʫ ʠʥʬʦʨʤʘʮʠʠ, ʥʦ ʤʳ ʚʧʝʨʚʳʝ ʚʠʜʠʤ, ʯʪʦ ʮʝʣʴ ʯʝʪʢʦ 

ʩʬʦʨʤʫʣʠʨʦʚʘʥʘ ʙʝʟ ʩʩʳʣʢʠ ʥʘ ʪʝʨʨʦʨʠʩʪʦʚ ʠʣʠ ʧʝʜʦʬʠʣʦʚè, - ʥʘʧʠʩʘʣʠ ʊʠʛ ʠ 

ʌʨʝʥʛʣʠ. 

"ʄʳ ʥʘʜʝʝʤʩʷ, ʯʪʦ ʵʪʦ ʦʧʝʯʘʪʢʘ, ʠ ʥʘʩʪʦʷʪʝʣʴʥʦ ʨʝʢʦʤʝʥʜʫʝʤ ʚʤʝʩʪʦ ʵʪʦʛʦ 

ʥʘʢʘʟʘʪʴ ʟʘ ʥʝʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʦʙʤʝʥ ʠʣʠ ʥʝʙʨʝʞʥʫʶ ʫʪʝʯʢʫ ʠʥʬʦʨʤʘʮʠʠ. 

çɺʘʞʥʦ ʥʝ ʢʨʠʤʠʥʘʣʠʟʠʨʦʚʘʪʴ ʠʩʩʣʝʜʦʚʘʥʠʷ ʚ ʦʙʣʘʩʪʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʥʘʧʨʘʚʣʝʥʥʳʝ ʥʘ ʧʦʚʳʰʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʠʩʪʝʤʳ, ʧʫʪʝʤ ʦʪʢʨʳʪʦʛʦ ʠʟʫʯʝʥʠʷ ʝʝ 

(ʤʥʦʛʦʯʠʩʣʝʥʥʳʭ, ʩʝʨʴʝʟʥʳʭ) ʩʣʘʙʳʭ ʤʝʩʪè. (Asha Barbaschow. Researchers want 

Australia's digital ID system thrown out and redesigned from scratch // ZDNet 

(https://www.zdnet.com/article/researchers-want-australias-digital-id-system-thrown-

out-and-redesigned-from-scratch/). 16.02.2021). 
***  

 

ɯʥʰ̔ ʢʨʘʾʥʠ 

 

çʉʦʛʣʘʩʥʦ ʥʦʚʦʤʫ ʠʩʩʣʝʜʦʚʘʥʠʶ ʚʦʩʧʨʠʷʪʠʷ ʨʠʩʢʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʚ ʃʘʪʠʥʩʢʦʡ ɸʤʝʨʠʢʝ ʩ ʥʘʯʘʣʘ ʢʨʠʟʠʩʘ, ʙʦʣʴʰʠʥʩʪʚʦ ʙʨʘʟʠʣʴʩʢʠʭ ʢʦʤʧʘʥʠʡ 

ʥʝ ʫʚʝʣʠʯʠʣʠ ʩʚʦʠ ʠʥʚʝʩʪʠʮʠʠ ʚ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ ʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʩ 

ʤʦʤʝʥʪʘ ʚʦʟʥʠʢʥʦʚʝʥʠʷ ʧʘʥʜʝʤʠʠ Covid-19, ʥʝʩʤʦʪʨʷ ʥʘ ʨʦʩʪ ʫʛʨʦʟ. 

ʉʦʛʣʘʩʥʦ ʦʧʨʦʩʫ, ʧʨʦʚʝʜʝʥʥʦʤʫ ʢʦʥʩʘʣʪʠʥʛʦʚʦʡ ʬʠʨʤʦʡ Marsh ʦʪ ʠʤʝʥʠ 

Microsoft, 84% ʦʨʛʘʥʠʟʘʮʠʡ ʥʝ ʩʤʦʛʣʠ ʫʚʝʣʠʯʠʪʴ ʩʚʦʠ ʨʘʩʭʦʜʳ ʥʘ ʙʝʟʦʧʘʩʥʦʩʪʴ ʩ 

ʤʘʨʪʘ 2020 ʛʦʜʘ, ʭʦʪʷ 30% ʦʧʨʦʰʝʥʥʳʭ ʦʪʤʝʪʠʣʠ ʨʦʩʪ ʚʨʝʜʦʥʦʩʥʳʭ ʘʪʘʢ ʚ 

ʨʝʟʫʣʴʪʘʪʝ ʥʦʚʦʛʦ ʢʦʨʦʥʘʚʠʨʫʩʘ. ʢʨʠʟʠʩ, ʧʨʠʯʝʤ ʥʘʠʙʦʣʝʝ ʯʘʩʪʳʤʠ ʩʣʫʯʘʷʤʠ 

ʷʚʣʷʶʪʩʷ ʬʠʰʠʥʛ ʠ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ. 

ʅʝʩʤʦʪʨʷ ʥʘ ʨʦʩʪ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ, 56% ʦʧʨʦʰʝʥʥʳʭ ʙʨʘʟʠʣʴʩʢʠʭ 

ʢʦʤʧʘʥʠʡ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʠʥʚʝʩʪʠʨʫʶʪ 10% ʠʣʠ ʤʝʥʴʰʝ ʩʚʦʝʛʦ ʀʊ-ʙʶʜʞʝʪʘ ʚ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ. ʉʦʛʣʘʩʥʦ ʠʩʩʣʝʜʦʚʘʥʠʶ, 52% ʙʨʘʟʠʣʴʩʢʠʭ ʦʨʛʘʥʠʟʘʮʠʡ 

ʟʘʷʚʠʣʠ, ʯʪʦ ʦʙʲʝʤ ʠʥʚʝʩʪʠʮʠʡ ʚ ʙʝʟʦʧʘʩʥʦʩʪʴ ʥʝ ʠʟʤʝʥʠʣʩʷ ʩ ʥʘʯʘʣʘ ʧʘʥʜʝʤʠʠ. 

ʏʪʦ ʢʘʩʘʝʪʩʷ ʧʨʘʢʪʠʢʠ ʩʦʪʨʫʜʥʠʢʦʚ ʚ ʦʙʣʘʩʪʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʦʣʴʢʦ 23% 

ʙʨʘʟʠʣʴʩʢʠʭ ʦʨʛʘʥʠʟʘʮʠʡ, ʧʨʠʥʷʚʰʠʭ ʫʯʘʩʪʠʝ ʚ ʠʩʩʣʝʜʦʚʘʥʠʠ, ʟʘʷʚʠʣʠ, ʯʪʦ ʠʭ 
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ʩʦʪʨʫʜʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʜʣʷ ʨʘʙʦʪʳ ʦʙʦʨʫʜʦʚʘʥʠʝ, ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʝ ʢʦʤʧʘʥʠʝʡ. ʅʘ 

ʨʝʛʠʦʥʘʣʴʥʦʤ ʫʨʦʚʥʝ 70% ʣʘʪʠʥʩʢʠʭ ʦʨʛʘʥʠʟʘʮʠʡ ʨʘʟʨʝʰʠʣʠ ʩʚʦʠʤ ʩʦʪʨʫʜʥʠʢʘʤ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʚʦʠ ʣʠʯʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʧʦʩʣʝ ʧʝʨʝʭʦʜʘ ʥʘ ʫʜʘʣʝʥʥʫʶ ʨʘʙʦʪʫ. 

ʉʦʛʣʘʩʥʦ ʠʩʩʣʝʜʦʚʘʥʠʶ, ʵʪʦ ʟʥʘʯʠʪʝʣʴʥʦ ʧʦʚʳʩʠʣʦ ʧʦʜʚʝʨʞʝʥʥʦʩʪʴ 

ʢʠʙʝʨʠʥʮʠʜʝʥʪʘʤ ʪʦʛʦ ʠʣʠ ʠʥʦʛʦ ʪʠʧʘ, ʥʦ ʙʝʟʦʧʘʩʥʦʩʪʴ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ 

ʷʚʣʷʝʪʩʷ ʧʨʠʦʨʠʪʝʪʦʤ ʪʦʣʴʢʦ ʜʣʷ 12% ʨʝʩʧʦʥʜʝʥʪʦʚ ʠ ʚʪʦʨʳʤ ʧʫʥʢʪʦʤ ʚ ʩʧʠʩʢʝ 

ʜʣʷ 7% ʨʝʩʧʦʥʜʝʥʪʦʚ. 

ʊʦʣʴʢʦ ʯʝʪʚʝʨʪʴ ʦʧʨʦʰʝʥʥʳʭ ʣʘʪʠʥʩʢʠʭ ʢʦʤʧʘʥʠʡ ʫʚʝʣʠʯʠʣʠ ʩʚʦʠ ʙʶʜʞʝʪʳ 

ʥʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʧʦʩʣʝ ʧʘʥʜʝʤʠʠ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʫʚʝʣʠʯʝʥʠʝ ʙʶʜʞʝʪʘ ʥʘ 

ʟʘʱʠʪʫ ʜʘʥʥʳʭ ʩʦʩʪʘʚʠʣʦ 26%. ɹʦʣʝʝ ʪʦʛʦ, ʪʦʣʴʢʦ 17% ʦʨʛʘʥʠʟʘʮʠʡ ʚ ʃʘʪʠʥʩʢʦʡ 

ɸʤʝʨʠʢʝ ʠʤʝʶʪ ʩʪʨʘʭʦʚʢʫ ʦʪ ʢʠʙʝʨʫʛʨʦʟ. 

çʄʥʦʛʠʝ ʨʝʟʫʣʴʪʘʪʳ ʵʪʦʛʦ ʘʥʘʣʠʟʘ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʚʳʟʳʚʘʶʪ ʙʝʩʧʦʢʦʡʩʪʚʦ, 

ʥʘʧʨʠʤʝʨ, ʥʠʟʢʠʝ ʩʪʘʚʢʠ ʢʦʤʧʘʥʠʡ, ʠʤʝʶʱʠʭ ʩʪʨʘʭʦʚʢʫ ʦʪ ʢʠʙʝʨʨʠʩʢʦʚ ʠ 

ʠʥʚʝʩʪʠʮʠʠ ʚ ʙʝʟʦʧʘʩʥʦʩʪʴè, - ʩʢʘʟʘʣʘ ʄʘʨʪʘ ʐʫ, ʩʫʧʝʨʠʥʪʝʥʜʘʥʪ ʧʦ ʢʠʙʝʨʨʠʩʢʘʤ 

ʚ Marsh Brazil. 

çʊʝʧʝʨʴ, ʢʦʛʜʘ ʢʦʤʧʘʥʠʠ ʙʦʣʝʝ ʧʦʜʚʝʨʞʝʥʳ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʝ ʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʣʠʯʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʚʳʟʳʚʘʝʪ ʙʝʩʧʦʢʦʡʩʪʚʦ ʪʦʪ ʬʘʢʪ, ʯʪʦ ʥʝʤʥʦʛʠʝ 

ʢʦʤʧʘʥʠʠ ʫʚʝʣʠʯʠʣʠ ʩʚʦʡ ʙʶʜʞʝʪ ʥʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʧʦʩʣʝ ʧʘʥʜʝʤʠʠ, ʘ 

ʥʝʢʦʪʦʨʳʝ ʜʘʞʝ ʩʦʢʨʘʪʠʣʠ ʵʪʠ ʠʥʚʝʩʪʠʮʠʠ, ʥʝʩʤʦʪʨʷ ʥʘ ʟʘʤʝʪʥʦʝ ʫʚʝʣʠʯʝʥʠʝ ʯʠʩʣʘ 

ʢʠʙʝʨʘʪʘʢè, - ʜʦʙʘʚʠʣʘ ʦʥʘ. ʀʩʩʣʝʜʦʚʘʥʠʝ ʩʣʝʜʫʝʪ ʟʘ ʥʦʚʦʩʪʷʤʠ ʦ ʤʘʩʩʦʚʳʭ 

ʫʪʝʯʢʘʭ ʜʘʥʥʳʭ ʚ ɹʨʘʟʠʣʠʠ, ʢʦʪʦʨʳʝ ʧʨʦʠʟʦʰʣʠ ʚ ʧʦʩʣʝʜʥʠʝ ʥʝʜʝʣʠè. (Angelica 

Mari. Brazilian firms fail to increase security spend through Covid-19 // ZDNet 

(https://www.zdnet.com/article/brazilian-firms-fail -to-increase-security-spend-through-

covid-19/). 20.02.2021). 

***  

 

çʉʠʥʛʘʧʫʨ ʚʳʜʝʣʷʝʪ 24 ʤʠʣʣʠʘʨʜʘ ʩʠʥʛʘʧʫʨʩʢʠʭ ʜʦʣʣʘʨʦʚ (18,1 

ʤʠʣʣʠʘʨʜʘ ʜʦʣʣʘʨʦʚ) ʚ ʪʝʯʝʥʠʝ ʩʣʝʜʫʶʱʠʭ ʪʨʝʭ ʣʝʪ, ʯʪʦʙʳ ʧʦʤʦʯʴ ʤʝʩʪʥʳʤ 

ʧʨʝʜʧʨʠʷʪʠʷʤ ʚʥʝʜʨʷʪʴ ʠʥʥʦʚʘʮʠʠ ʠ ʩʦʟʜʘʚʘʪʴ ʚʦʟʤʦʞʥʦʩʪʠ, ʥʝʦʙʭʦʜʠʤʳʝ 
ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʩʣʝʜʫʶʱʝʛʦ ʵʪʘʧʘ ʧʨʝʦʙʨʘʟʦʚʘʥʠʡ. ʌʠʥʘʥʩʦʚʳʡ ʠʤʧʫʣʴʩ ʙʫʜʝʪ 

ʥʘʧʨʘʚʣʝʥ ʥʘ ʨʘʟʣʠʯʥʳʝ ʠʥʠʮʠʘʪʠʚʳ, ʪʘʢʠʝ ʢʘʢ ʇʨʦʛʨʘʤʤʘ ʥʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʚ 

ʨʘʤʢʘʭ ʢʦʪʦʨʦʡ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʩʦʬʠʥʘʥʩʠʨʫʝʪ ʨʘʩʭʦʜʳ ʥʘ ʠʩʧʳʪʘʥʠʷ ʠ ʚʥʝʜʨʝʥʠʝ 

ʥʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʚʢʣʶʯʘʷ 5G, ʠʩʢʫʩʩʪʚʝʥʥʳʡ ʠʥʪʝʣʣʝʢʪ (ʀʀ) ʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ.  

ʕʪʦ ʙʳʣʦ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʩʪʨʘʥʘ ʦʩʪʘʚʘʣʘʩʴ 

ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʡ ʠ ʙʳʣʘ ʛʦʪʦʚʘ ʠʩʧʦʣʴʟʦʚʘʪʴ ʙʫʜʫʱʠʝ ʚʦʟʤʦʞʥʦʩʪʠ, ʩʢʘʟʘʣ 

ʟʘʤʝʩʪʠʪʝʣʴ ʧʨʝʤʴʝʨ-ʤʠʥʠʩʪʨʘ ʠ ʤʠʥʠʩʪʨ ʬʠʥʘʥʩʦʚ ʍʝʥʛ ʉʚʠ ʂʠʪ ʚʦ ʚʨʝʤʷ ʩʚʦʝʡ 

ʧʘʨʣʘʤʝʥʪʩʢʦʡ ʨʝʯʠ ʚʦ ʚʪʦʨʥʠʢ, ʧʦʜʨʦʙʥʦ ʦʧʠʩʳʚʘʷ ʙʶʜʞʝʪ ʉʠʥʛʘʧʫʨʘ ʥʘ 2021 

ʬʠʥʘʥʩʦʚʳʡ ʛʦʜ. ʆʥ ʦʪʤʝʪʠʣ, ʯʪʦ ʧʨʦʰʣʦʛʦʜʥʷʷ ʩʝʨʠʷ ʙʶʜʞʝʪʦʚ ʙʳʣʘ ʥʘʢʣʦʥʝʥʘ ʚ 

ʩʪʦʨʦʥʫ çʵʢʩʪʨʝʥʥʘʷ ʧʦʜʜʝʨʞʢʘè ʚ ʩʚʝʪʝ ʛʣʦʙʘʣʴʥʦʡ ʧʘʥʜʝʤʠʠ, ʥʦ ʥʝʦʙʭʦʜʠʤʦ 

ʙʳʣʦ ʩʦʩʨʝʜʦʪʦʯʠʪʴ ʠʥʚʝʩʪʠʮʠʠ ʚ ʵʪʦʤ ʛʦʜʫ ʥʘ ʫʩʢʦʨʝʥʠʝ çʩʪʨʫʢʪʫʨʥʦʡ 

ʘʜʘʧʪʘʮʠʠè.  

ʆʥ ʫʢʘʟʘʣ ʥʘ ʤʝʥʷʶʱʫʶʩʷ ʢʦʥʢʫʨʝʥʪʥʫʶ ʩʨʝʜʫ, ʚʳʟʚʘʥʥʫʶ ʙʳʩʪʨʦʪʦʡ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʧʨʦʛʨʝʩʩʘ ʠ ʨʝʢʦʥʬʠʛʫʨʘʮʠʝʡ ʛʣʦʙʘʣʴʥʳʭ ʮʝʧʦʯʝʢ ʧʦʩʪʘʚʦʢ, ʢʘʢ 
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ʥʘ ʢʣʶʯʝʚʦʡ ʬʘʢʪʦʨ, ʧʦʙʫʞʜʘʶʱʠʡ ʚʩʝ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʝ ʩʪʦʨʦʥʳ ʜʝʡʩʪʚʦʚʘʪʴ ʠ 

ʙʳʩʪʨʦ ʨʝʘʛʠʨʦʚʘʪʴ, ʯʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʘʟʣʠʯʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ.  

ʍʵʥ ʩʢʘʟʘʣ: çʄʳ ʜʦʣʞʥʳ ʧʝʨʝʡʪʠ ʦʪ ʘʥʪʠʮʠʢʣʠʯʝʩʢʦʡ ʧʦʣʠʪʠʢʠ ʬʠʩʢʘʣʴʥʦʡ 

ʠ ʜʝʥʝʞʥʦ-ʢʨʝʜʠʪʥʦʡ ʩʪʘʙʠʣʠʟʘʮʠʠ ʢ ʩʪʨʫʢʪʫʨʥʦʡ ʵʢʦʥʦʤʠʯʝʩʢʦʡ ʧʦʣʠʪʠʢʝ, ʯʪʦʙʳ 

ʩʥʘʙʜʠʪʴ ʥʘʰʠ ʧʨʝʜʧʨʠʷʪʠʷ ʠ ʥʘʰʠʭ ʩʦʪʨʫʜʥʠʢʦʚ ʛʣʫʙʦʢʠʤʠ ʠ ʛʦʪʦʚʳʤʠ ʢ 

ʙʫʜʫʱʝʤʫ ʚʦʟʤʦʞʥʦʩʪʷʤʠè. 

ɺ ʵʪʦʤ ʘʩʧʝʢʪʝ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʙʫʜʝʪ ʩʪʨʝʤʠʪʴʩʷ ʢ ʨʘʟʚʠʪʠʶ ʙʠʟʥʝʩ-

ʩʦʦʙʱʝʩʪʚʘ, çʦʙʣʘʜʘʶʱʝʛʦ ʩʠʣʴʥʳʤ ʜʫʭʦʤ ʥʦʚʘʪʦʨʩʪʚʘè ʠ ʠʤʝʶʱʝʛʦ çʛʣʫʙʦʢʫʶ 

ʩʚʷʟʴè ʩ ɸʟʠʝʡ ʠ ʤʠʨʦʤ. ʇʦ ʝʛʦ ʩʣʦʚʘʤ, ʙʫʜʝʪ ʪʘʢʞʝ ʧʨʝʜʦʩʪʘʚʣʝʥ ʦʧʨʝʜʝʣʝʥʥʳʡ 

ʢʘʧʠʪʘʣ ʜʣʷ ʧʦʜʜʝʨʞʢʠ ʙʠʟʥʝʩʘ ʚ ʠʭ ʧʨʝʦʙʨʘʟʦʚʘʥʠʠ ʠ ʨʘʩʰʠʨʝʥʠʠ. 

ʕʪʦ ʙʫʜʝʪ ʚʢʣʶʯʘʪʴ ʢʦʨʧʦʨʘʪʠʚʥʫʶ ʧʣʦʱʘʜʢʫ ʜʣʷ ʟʘʧʫʩʢʘ ʧʨʝʜʧʨʠʷʪʠʡ, 

ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʧʨʝʜʣʘʛʘʪʴ ʢʦʤʧʘʥʠʷʤ ʩʦʬʠʥʘʥʩʠʨʦʚʘʥʠʝ ʜʣʷ ʩʦʟʜʘʥʠʷ ʥʦʚʳʭ 

ʧʨʝʜʧʨʠʷʪʠʡ ʯʝʨʝʟ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʦʪʦʙʨʘʥʥʳʝ ʚʝʥʯʫʨʥʳʝ ʩʪʫʜʠʠ. ʄʠʥʠʩʪʨ 

ʧʦʷʩʥʠʣ, ʯʪʦ ʥʦʚʘʷ ʧʣʘʪʬʦʨʤʘ, ʧʠʣʦʪʥʘʷ ʚʝʨʩʠʷ ʢʦʪʦʨʦʡ ʟʘʧʣʘʥʠʨʦʚʘʥʘ ʥʘ ʵʪʦʪ ʛʦʜ, 

ʙʫʜʝʪ ʘʢʪʫʘʣʴʥʘ ʜʣʷ ʢʨʫʧʥʳʭ ʧʨʝʜʧʨʠʷʪʠʡ, ʩʪʨʝʤʷʱʠʭʩʷ ʨʘʟʚʠʚʘʪʴ ʚ ʩʚʦʝʡ 

ʦʨʛʘʥʠʟʘʮʠʠ ʩʪʘʨʪʘʧ-ʤʳʰʣʝʥʠʝ.  

BCG Digital Ventures, ʥʘʧʨʠʤʝʨ, ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʚʝʥʯʫʨʥʫʶ ʩʪʫʜʠʶ, 

ʢʦʪʦʨʘʷ ʚ ʧʘʨʪʥʝʨʩʪʚʝ ʩ ʤʝʩʪʥʦʡ ʧʨʦʜʦʚʦʣʴʩʪʚʝʥʥʦʡ ʠ ʩʝʣʴʩʢʦʭʦʟʷʡʩʪʚʝʥʥʦʡ 

ʢʦʤʧʘʥʠʝʡ Olam ʨʘʟʨʘʙʦʪʘʣʘ Jiva, ʧʣʘʪʬʦʨʤʫ ʬʝʨʤʝʨʩʢʠʭ ʫʩʣʫʛ, ʧʨʠʟʚʘʥʥʫʶ 

ʧʦʤʦʯʴ ʬʝʨʤʝʨʘʤ ʫʚʝʣʠʯʠʪʴ ʫʨʦʞʘʡʥʦʩʪʴ ʠ ʥʘʧʨʷʤʫʶ ʩʚʷʟʘʪʴʩʷ ʩ ʧʦʪʝʥʮʠʘʣʴʥʳʤʠ 

ʧʦʢʫʧʘʪʝʣʷʤʠ.  

ʊʘʢʞʝ ʨʘʟʨʘʙʘʪʳʚʘʶʪʩʷ ʧʣʘʥʳ ʧʦ ʨʘʩʰʠʨʝʥʠʶ ʆʪʢʨʳʪʦʡ ʧʣʘʪʬʦʨʤʳ 

ʠʥʥʦʚʘʮʠʡ ʩ ʧʦʤʦʱʴʶ ʥʦʚʳʭ ʬʫʥʢʮʠʡ, ʧʦʟʚʦʣʷʶʱʠʭ ʩʚʷʟʘʪʴ ʢʦʤʧʘʥʠʠ ʠ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʫʯʨʝʞʜʝʥʠʷ ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤʠ ʧʦʩʪʘʚʱʠʢʘʤʠ ʪʝʭʥʦʣʦʛʠʡ ʜʣʷ 

ʨʝʰʝʥʠʷ ʠʭ ʙʠʟʥʝʩ-ʟʘʜʘʯ. ʅʘʧʨʠʤʝʨ, ʦʙʣʘʯʥʳʡ ʮʠʬʨʦʚʦʡ ʩʪʝʥʜ ʧʦʤʦʞʝʪ ʦʙʣʝʛʯʠʪʴ 

ʩʦʟʜʘʥʠʝ ʠ ʪʝʩʪʠʨʦʚʘʥʠʝ ʚʠʨʪʫʘʣʴʥʳʭ ʧʨʦʪʦʪʠʧʦʚ, ʩʢʘʟʘʣ ʍʝʥʛ.  

ʆʥ ʜʦʙʘʚʠʣ, ʯʪʦ ʧʣʘʪʬʦʨʤʘ ʦʪʢʨʳʪʳʭ ʠʥʥʦʚʘʮʠʡ ʪʘʢʞʝ ʧʨʝʜʣʘʛʘʝʪ 

ʩʦʚʤʝʩʪʥʦʝ ʬʠʥʘʥʩʠʨʦʚʘʥʠʝ ʧʨʦʪʦʪʠʧʠʨʦʚʘʥʠʷ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʷ. ʋʧʨʘʚʣʝʥʠʝ 

ʩʪʨʦʠʪʝʣʴʩʪʚʘ ʠ ʩʪʨʦʠʪʝʣʴʩʪʚʘ, ʥʘʧʨʠʤʝʨ, ʙʳʣʦ ʩʦʛʣʘʩʦʚʘʥʦ ʩ ʪʨʝʤʷ ʧʦʩʪʘʚʱʠʢʘʤʠ 

ʪʝʭʥʦʣʦʛʠʡ - TraceSafe, TagBox ʠ Nervotec - ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ ʠʥʩʪʨʫʤʝʥʪʦʚ, 

ʦʙʝʩʧʝʯʠʚʘʶʱʠʭ ʙʝʟʦʧʘʩʥʦʝ ʦʪʢʨʳʪʠʝ ʨʘʙʦʯʠʭ ʤʝʩʪ. ʂ ʥʠʤ ʦʪʥʦʩʷʪʩʷ ʩʠʩʪʝʤʳ ʚ 

ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ, ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʠʣʠ ʚʣʘʜʝʣʴʮʘʤ ʩʪʨʦʠʪʝʣʴʥʳʭ ʧʣʦʱʘʜʦʢ 

ʦʪʩʣʝʞʠʚʘʪʴ ʢʦʥʪʘʢʪʳ ʩ COVID-19 ʠ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʩʦʩʪʦʷʥʠʝ ʟʜʦʨʦʚʴʷ ʩʚʦʠʭ 

ʩʦʪʨʫʜʥʠʢʦʚ. 

ʊʘʢʞʝ ʙʫʜʫʪ ʚʥʝʩʝʥʳ ʫʣʫʯʰʝʥʠʷ ʚ ɻʣʦʙʘʣʴʥʳʡ ʠʥʥʦʚʘʮʠʦʥʥʳʡ ʘʣʴʷʥʩ, 

ʢʦʪʦʨʳʡ ʙʳʣ ʩʦʟʜʘʥ ʚ 2017 ʛʦʜʫ ʜʣʷ ʦʙʣʝʛʯʝʥʠʷ ʪʨʘʥʩʛʨʘʥʠʯʥʦʛʦ ʧʘʨʪʥʝʨʩʪʚʘ 

ʤʝʞʜʫ ʉʠʥʛʘʧʫʨʦʤ ʠ ʛʣʦʙʘʣʴʥʳʤʠ ʠʥʥʦʚʘʮʠʦʥʥʳʤʠ ʮʝʥʪʨʘʤʠ. ʇʦ ʩʣʦʚʘʤ ʍʵʥʘ, ʩ 

ʤʦʤʝʥʪʘ ʝʛʦ ʟʘʧʫʩʢʘ ʙʦʣʝʝ 650 ʩʪʫʜʝʥʪʦʚ ʠ 780 ʩʠʥʛʘʧʫʨʩʢʠʭ ʢʦʤʧʘʥʠʡ ʧʨʠʥʷʣʠ 

ʫʯʘʩʪʠʝ ʚ ʟʘʧʫʩʢʘʭ ʠʥʥʦʚʘʮʠʡ ʟʘ ʨʫʙʝʞʦʤ, ʠʟ ʢʦʪʦʨʳʭ 40% ʥʘʭʦʜʠʣʠʩʴ ʚ ʖʛʦ-

ɺʦʩʪʦʯʥʦʡ ɸʟʠʠ. 

ʆʥ ʩʢʘʟʘʣ, ʯʪʦ ʠʥʚʝʩʪʠʮʠʠ ʙʫʜʫʪ ʧʦ-ʧʨʝʞʥʝʤʫ ʥʘʧʨʘʚʣʷʪʴʩʷ ʥʘ ʨʘʩʰʠʨʝʥʠʝ 

ʧʘʨʪʥʝʨʩʪʚʘ ʠ ʩʦʟʜʘʥʠʝ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʚ ʨʝʛʠʦʥʝ Asean, ʦʪʤʝʪʠʚ, ʯʪʦ ʩʠʣʴʥʘʷ 

ʩʚʷʟʴ ʠʤʝʝʪ ʚʘʞʥʦʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʨʝʜʧʨʠʷʪʠʷ ʉʠʥʛʘʧʫʨʘ ʤʦʛʣʠ 

ʧʦʜʢʣʶʯʘʪʴʩʷ ʢ ʛʣʦʙʘʣʴʥʳʤ ʠ ʨʝʛʠʦʥʘʣʴʥʳʤ ʮʝʧʦʯʢʘʤ ʧʦʩʪʘʚʦʢ ʠ ʦʪʨʘʩʣʝʚʳʤ 

ʢʣʘʩʪʝʨʘʤ.  
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ʇʦ ʩʣʦʚʘʤ ʍʵʥʘ, ʩʪʨʘʥʳ ɸʉɽɸʅ ʚ ʩʦʚʦʢʫʧʥʦʩʪʠ ʙʳʣʠ ʧʷʪʦʡ ʧʦ ʚʝʣʠʯʠʥʝ 

ʵʢʦʥʦʤʠʢʦʡ ʤʠʨʘ, ʛʝʥʝʨʠʨʦʚʘʚ ɺɺʇ ʚ 3,2 ʪʨʠʣʣʠʦʥʘ ʜʦʣʣʘʨʦʚ ʚ 2019 ʛʦʜʫ, ʠ ʚ 

ʧʨʦʰʣʦʤ ʛʦʜʫ ʩʪʘʣʠ ʢʨʫʧʥʝʡʰʠʤ ʪʦʨʛʦʚʳʤ ʧʘʨʪʥʝʨʦʤ ʂʠʪʘʷ. ʆʙʣʘʜʘʷ 

ʟʥʘʯʠʪʝʣʴʥʳʤ ʧʦʪʝʥʮʠʘʣʦʤ ʨʦʩʪʘ ʚ ʨʝʛʠʦʥʝ, ʦʥ ʩʢʘʟʘʣ, ʯʪʦ ʉʠʥʛʘʧʫʨ ʧʨʦʜʦʣʞʠʪ 

ʨʘʙʦʪʫ ʩ ʯʣʝʥʘʤʠ Asean ʜʣʷ ʫʣʫʯʰʝʥʠʷ ʮʠʬʨʦʚʦʡ ʩʚʷʟʠ ʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ 

ʪʘʢʞʝ ʜʣʷ ʜʘʣʴʥʝʡʰʝʛʦ ʧʨʦʜʚʠʞʝʥʠʷ ʪʘʢʠʭ ʠʥʠʮʠʘʪʠʚ, ʢʘʢ Asean Smart Cities 

Network. 

ʂ ʥʠʤ ʦʪʥʦʩʷʪʩʷ ʫʩʠʣʠʷ ʧʦ ʩʦʟʜʘʥʠʶ ʢʣʘʩʪʝʨʘ ʦʪʨʘʩʣʝʡ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʤʝʜʠʮʠʥʦʡ, ʧʨʦʠʟʚʦʜʩʪʚʦʤ ʧʨʦʜʫʢʪʦʚ ʧʠʪʘʥʠʷ ʠ ʵʣʝʢʪʨʦʥʠʢʦʡ, ʩʧʨʦʩ ʥʘ ʢʦʪʦʨʳʝ ʚ 

Asean ʨʘʩʪʝʪ. ʆʥ ʩʢʘʟʘʣ, ʯʪʦ ʥʝʜʘʚʥʦ ʙʳʣ ʩʦʟʜʘʥ ʇʨʦʠʟʚʦʜʩʪʚʝʥʥʳʡ ʘʣʴʷʥʩ ʖʛʦ-

ɺʦʩʪʦʯʥʦʡ ɸʟʠʠ ʜʣʷ ʧʦʜʜʝʨʞʢʠ ʪʘʢʠʭ ʫʩʠʣʠʡ ʩ ʮʝʣʴʶ ʧʨʦʜʚʠʞʝʥʠʷ ʩʝʪʠ 

ʧʨʦʤʳʰʣʝʥʥʳʭ ʧʘʨʢʦʚ ʜʣʷ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʭʦʪʷʪ ʠʥʚʝʩʪʠʨʦʚʘʪʴ ʚ 

ʉʠʥʛʘʧʫʨ ʠ ʨʝʛʠʦʥ. 

ʏʪʦʙʳ ʝʱʝ ʙʦʣʴʰʝ ʩʪʠʤʫʣʠʨʦʚʘʪʴ ʩʠʥʛʘʧʫʨʩʢʠʝ ʢʦʤʧʘʥʠʠ, ʚʢʣʶʯʘʷ 

ʢʨʫʧʥʳʝ, ʤʘʣʳʝ ʠ ʩʨʝʜʥʠʝ ʧʨʝʜʧʨʠʷʪʠʷ, ʠʥʚʝʩʪʠʨʦʚʘʪʴ ʚ ʥʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ ʜʣʷ 

ʧʦʚʳʰʝʥʠʷ ʩʚʦʝʡ ʢʦʥʢʫʨʝʥʪʦʩʧʦʩʦʙʥʦʩʪʠ, ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʟʘʷʚʠʣʦ, ʯʪʦ ʦʥʦ ʪʘʢʞʝ 

ʙʫʜʝʪ ʩʦʬʠʥʘʥʩʠʨʦʚʘʪʴ ʚʥʝʜʨʝʥʠʝ ʮʠʬʨʦʚʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʠ ʥʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ.  

ɻʦʚʦʨʷ ʦ ʧʨʦʛʨʘʤʤʝ Emerging Technology Program, ʍʝʥʛ ʩʢʘʟʘʣ, ʯʪʦ ʵʪʘ 

ʠʥʠʮʠʘʪʠʚʘ ʩʥʠʟʠʪ ʟʘʪʨʘʪʳ ʥʘ ʠʩʧʳʪʘʥʠʷ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʝ ʪʘʢʠʭ ʪʝʭʥʦʣʦʛʠʡ, ʢʘʢ 

5G, AI ʠ çʜʦʚʝʨʝʥʥʳʝè ʪʝʭʥʦʣʦʛʠʠ, ʘ ʪʘʢʞʝ ʧʦʜʜʝʨʞʠʪ ʢʦʤʤʝʨʮʠʘʣʠʟʘʮʠʶ 

ʠʥʥʦʚʘʮʠʡ.  

ʇʦ ʝʛʦ ʩʣʦʚʘʤ, ʥʦʚʘʷ ʧʨʦʛʨʘʤʤʘ ʮʠʬʨʦʚʳʭ ʣʠʜʝʨʦʚ ʪʘʢʞʝ ʧʦʜʜʝʨʞʠʪ 

ʢʦʤʧʘʥʠʠ ʚ ʧʨʦʮʝʩʩʝ ʥʘʡʤʘ ʠʭ ʦʩʥʦʚʥʳʭ ʮʠʬʨʦʚʳʭ ʢʦʤʘʥʜ ʠ ʚ ʨʘʟʨʘʙʦʪʢʝ ʠ 

ʨʘʟʚʝʨʪʳʚʘʥʠʠ ʩʪʨʘʪʝʛʠʡ ʮʠʬʨʦʚʦʡ ʪʨʘʥʩʬʦʨʤʘʮʠʠ.  

ʄʠʥʠʩʪʨ ʜʦʙʘʚʠʣ, ʯʪʦ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʙʫʜʝʪ ʩʦʪʨʫʜʥʠʯʘʪʴ ʩ ʘʢʮʠʦʥʝʨʥʳʤʠ 

ʦʙʱʝʩʪʚʘʤʠ, ʯʪʦʙʳ ʧʨʝʜʣʦʞʠʪʴ ʤʝʩʪʥʳʤ ʧʨʝʜʧʨʠʷʪʠʷʤ ʢʘʧʠʪʘʣ ʜʣʷ 

ʪʨʘʥʩʬʦʨʤʘʮʠʠ ʠ ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʷ. ɿʜʝʩʴ 500 ʤʠʣʣʠʦʥʦʚ ʩʠʥʛʘʧʫʨʩʢʠʭ ʜʦʣʣʘʨʦʚ 

ʙʫʜʫʪ ʩʦʚʤʝʩʪʥʦ ʠʥʚʝʩʪʠʨʦʚʘʥʳ ʩ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʠʥʚʝʩʪʠʮʠʦʥʥʦʡ ʬʠʨʤʦʡ 

Temasek Holdings ʚ ʇʣʘʪʬʦʨʤʫ ʬʠʥʘʥʩʠʨʦʚʘʥʠʷ ʤʝʩʪʥʳʭ ʧʨʝʜʧʨʠʷʪʠʡ, ʢʦʪʦʨʘʷ 

ʙʫʜʝʪ ʫʧʨʘʚʣʷʪʴʩʷ ʥʘ ʢʦʤʤʝʨʯʝʩʢʦʡ ʦʩʥʦʚʝ. ʂʨʦʤʝ ʪʦʛʦ, Temasek ʙʫʜʝʪ 

ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʠʥʚʝʩʪʠʮʠʷʤ, ʧʨʝʜʦʩʪʘʚʠʚ ʚ ʦʙʱʝʡ ʩʣʦʞʥʦʩʪʠ 1 

ʤʠʣʣʠʘʨʜ ʩʠʥʛʘʧʫʨʩʢʠʭ ʜʦʣʣʘʨʦʚ, ʩʢʘʟʘʣ ʦʥ.  

ʇʦʜʯʝʨʢʠʚʘʷ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʧʦʜʛʦʪʦʚʢʠ ʣʠʜʝʨʦʚ ʠʥʥʦʚʘʮʠʡ ʠ ʧʨʝʜʧʨʠʷʪʠʡ, 

ʦʩʦʙʝʥʥʦ ʚ ʦʙʣʘʩʪʷʭ ʛʣʫʙʦʢʠʭ ʪʝʭʥʦʣʦʛʠʡ, ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʉʠʥʛʘʧʫʨʘ ʪʘʢʞʝ ʫʯʨʝʜʠʪ 

ʥʦʚʫʶ ʧʨʦʛʨʘʤʤʫ ʩʪʠʧʝʥʜʠʡ ʚ ʦʙʣʘʩʪʠ ʠʥʥʦʚʘʮʠʡ ʠ ʧʨʝʜʧʨʠʷʪʠʡ. ʇʦ ʩʣʦʚʘʤ ʍʵʥʘ, 

ʚ ʪʝʯʝʥʠʝ ʩʣʝʜʫʶʱʠʭ ʧʷʪʠ ʣʝʪ ʧʨʦʛʨʘʤʤʘ ʙʫʜʝʪ ʧʦʜʜʝʨʞʠʚʘʪʴ 500 ʩʪʠʧʝʥʜʠʡ.  

ʕʪʘ ʠʥʠʮʠʘʪʠʚʘ, ʚʦʟʛʣʘʚʣʷʝʤʘʷ ʅʘʮʠʦʥʘʣʴʥʳʤ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʤ ʬʦʥʜʦʤ 

(NRF), ʥʘʧʨʘʚʣʝʥʘ ʥʘ ʫʜʦʚʣʝʪʚʦʨʝʥʠʝ ʪʨʝʙʦʚʘʥʠʡ ʚ ʪʘʢʠʭ ʦʙʣʘʩʪʷʭ, ʢʘʢ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ, ʠʩʢʫʩʩʪʚʝʥʥʳʡ ʠʥʪʝʣʣʝʢʪ ʠ ʤʝʜʠʮʠʥʩʢʠʝ ʪʝʭʥʦʣʦʛʠʠ, ʠ NRF 

ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ ʩ ʨʘʟʣʠʯʥʳʤʠ ʧʘʨʪʥʝʨʘʤʠ, ʚʢʣʶʯʘʷ ʘʢʩʝʣʝʨʘʪʦʨʳ, ʬʠʨʤʳ 

ʚʝʥʯʫʨʥʦʛʦ ʢʘʧʠʪʘʣʘ ʠ ʩʪʘʨʪʘʧʳ ʚ ʦʙʣʘʩʪʠ ʛʣʫʙʦʢʠʭ ʪʝʭʥʦʣʦʛʠʡ, ʜʣʷ ʩʦʟʜʘʥʠʷ 

ʧʨʦʛʨʘʤʤʳ. ʚʚʝʨʭ.  

ɹʆʃʔʐʆʁ ʋʉʇɽʍ ʅɸ ɿɽʃɽʅʆʄ 

ʇʦʩʢʦʣʴʢʫ ʠʟʤʝʥʝʥʠʝ ʢʣʠʤʘʪʘ çʨʝʘʣʴʥʦ ʠ ʙʝʟʦʪʣʘʛʘʪʝʣʴʥʦè, ʪʘʢʞʝ ʙʳʣʠ 

ʚʳʜʝʣʝʥʳ ʩʨʝʜʩʪʚʘ ʜʣʷ ʧʦʜʜʝʨʞʢʠ ʟʝʣʝʥʳʭ ʠʥʠʮʠʘʪʠʚ ʉʠʥʛʘʧʫʨʘ. ʅʘ ʧʨʦʰʣʦʡ 
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ʥʝʜʝʣʝ ʩʪʨʘʥʘ ʧʨʝʜʩʪʘʚʠʣʘ ʩʚʦʡ çɿʝʣʝʥʳʡ ʧʣʘʥ 2030è - ʜʝʩʷʪʠʣʝʪʥʠʡ ʧʣʘʥ, 

ʥʘʧʨʘʚʣʝʥʥʳʡ ʥʘ ʩʪʠʤʫʣʠʨʦʚʘʥʠʝ ʫʩʠʣʠʡ ʧʦ ʩʦʟʜʘʥʠʶ çʟʝʣʝʥʦʛʦ, ʧʨʠʛʦʜʥʦʛʦ ʜʣʷ 

ʞʠʟʥʠ ʠ ʫʩʪʦʡʯʠʚʦʛʦè ʜʦʤʘ ʜʣʷ ʙʫʜʫʱʠʭ ʧʦʢʦʣʝʥʠʡ.  

ʇʦ ʩʣʦʚʘʤ ʍʵʥʘ, ʪʝʭʥʦʣʦʛʠʠ ʠʛʨʘʶʪ ʟʜʝʩʴ ʢʣʶʯʝʚʫʶ ʨʦʣʴ ʠ ʦʪʢʨʦʶʪ ʥʦʚʳʝ 

ʚʦʟʤʦʞʥʦʩʪʠ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʫʞʝ ʧʦʤʦʛʣʠ ʉʠʥʛʘʧʫʨʫ ʨʝʰʠʪʴ ʧʨʦʙʣʝʤʫ ʚʦʜʥʳʭ ʠ 

ʟʝʤʝʣʴʥʳʭ ʦʛʨʘʥʠʯʝʥʠʡ. 

ʉʨʝʜʠ ʝʛʦ ʮʝʣʝʡ - ʧʣʘʥʳ ʧʦ ʨʘʟʚʝʨʪʳʚʘʥʠʶ 60 000 ʪʦʯʝʢ ʟʘʨʷʜʢʠ 

ʵʣʝʢʪʨʦʤʦʙʠʣʝʡ ʥʘ ʦʙʱʝʩʪʚʝʥʥʳʭ ʧʘʨʢʦʚʢʘʭ ʠ ʚ ʯʘʩʪʥʳʭ ʧʦʤʝʱʝʥʠʷʭ ʢ 2030 ʛʦʜʫ, 

ʘ ʪʘʢʞʝ ʠʥʚʝʩʪʠʮʠʠ ʚ ʨʘʟʤʝʨʝ 30 ʤʠʣʣʠʦʥʦʚ ʩʠʥʛʘʧʫʨʩʢʠʭ ʜʦʣʣʘʨʦʚ ʚ ʪʝʯʝʥʠʝ 

ʩʣʝʜʫʶʱʠʭ ʧʷʪʠ ʣʝʪ ʜʣʷ ʠʥʠʮʠʘʪʠʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʵʣʝʢʪʨʦʤʦʙʠʣʷʤʠ.  

ʇʨʘʚʠʪʝʣʴʩʪʚʦ ʪʘʢʞʝ ʦʧʨʝʜʝʣʠʣʦ ʵʢʦʣʦʛʠʯʝʩʢʠʝ ʧʨʦʝʢʪʳ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ 

ʩʝʢʪʦʨʘ ʥʘ ʩʫʤʤʫ ʜʦ 19 ʤʠʣʣʠʘʨʜʦʚ ʩʠʥʛʘʧʫʨʩʢʠʭ ʜʦʣʣʘʨʦʚ, ʚʢʣʶʯʘʷ ʠʥʠʮʠʘʪʠʚʫ 

Tuas Nexus, ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʬʠʥʘʥʩʠʨʦʚʘʪʴʩʷ ʟʘ ʩʯʝʪ ʟʝʣʝʥʳʭ ʦʙʣʠʛʘʮʠʡ. ʇʦ ʩʣʦʚʘʤ 

ʍʵʥʘ, ʧʨʦʝʢʪ ʦʙʲʝʜʠʥʷʝʪ ʦʯʠʩʪʥʳʝ ʩʦʦʨʫʞʝʥʠʷ ʜʣʷ ʩʪʦʯʥʳʭ ʚʦʜ ʠ ʚʦʜʳ, ʘ ʪʘʢʞʝ 

ʦʧʪʠʤʠʟʠʨʫʝʪ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʵʥʝʨʛʠʠ ʠ ʨʝʩʫʨʩʦʚ ʚ ʧʨʦʮʝʩʩʘʭ ʦʯʠʩʪʢʠ ʪʚʝʨʜʳʭ 

ʦʪʭʦʜʦʚ ʠ ʠʩʧʦʣʴʟʦʚʘʥʥʦʡ ʚʦʜèr. (Eileen Yu. Singapore puts budget focus on 

transformation, innovation // ZDNet (https://www.zdnet.com/article/singapore-puts-

budget-focus-on-transformation-innovation/). 16.02.2021). 
***  

 

çʌʦʥʜ Electronic Frontier Foundation (EFF) ʧʨʠʟʚʘʣ ʧʨʘʚʠʪʝʣʴʩʪʚʦ 

ʀʥʜʦʥʝʟʠʠ ʚʥʝʩʪʠ ʧʦʧʨʘʚʢʠ ʚ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ ʦ ʨʝʛʫʣʠʨʦʚʘʥʠʠ ʀʥʪʝʨʥʝʪʘ, 

ʥʘʟʚʘʚ ʵʪʠ ʟʘʢʦʥʳ çʩʝʨʴʝʟʥʦʡ ʫʛʨʦʟʦʡ ʧʨʘʚʘʤ ʠʥʜʦʥʝʟʠʡʮʝʚ ʥʘ ʩʚʦʙʦʜʥʦʝ 

ʚʳʨʘʞʝʥʠʝ ʤʥʝʥʠʡè. 

ɿʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ ʦ ʨʝʛʫʣʠʨʦʚʘʥʠʠ ʀʥʪʝʨʥʝʪʘ ʚʩʪʫʧʠʣʦ ʚ ʩʠʣʫ ʚ ʥʦʷʙʨʝ 

ʧʨʦʰʣʦʛʦ ʛʦʜʘ ʚ ʨʘʤʢʘʭ ʫʩʠʣʠʡ ʧʦ ʩʦʟʜʘʥʠʶ ʥʦʨʤʘʪʠʚʥʦ-ʧʨʘʚʦʚʦʡ ʙʘʟʳ, 

ʨʝʛʫʣʠʨʫʶʱʝʡ ʫʧʨʘʚʣʝʥʠʝ ʠ ʥʘʜʟʦʨ ʟʘ ʧʦʩʪʘʚʱʠʢʘʤʠ ʵʣʝʢʪʨʦʥʥʳʭ ʩʠʩʪʝʤ ʩʦ 

ʩʪʦʨʦʥʳ ʯʘʩʪʥʳʭ ʣʠʮ. 

ʉʦʛʣʘʩʥʦ ʤʝʞʜʫʥʘʨʦʜʥʦʡ ʶʨʠʜʠʯʝʩʢʦʡ ʬʠʨʤʝ Hogan Lovells, ʟʘʢʦʥʳ, 

ʢʦʪʦʨʳʝ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʜʦʩʪʫʧʥʳ ʪʦʣʴʢʦ ʥʘ ʠʥʜʦʥʝʟʠʡʩʢʦʤ ʷʟʳʢʝ Bahasa, 

ʦʙʷʟʳʚʘʶʪ ʚʩʝʭ ʦʧʝʨʘʪʦʨʦʚ ʯʘʩʪʥʳʭ ʵʣʝʢʪʨʦʥʥʳʭ ʩʠʩʪʝʤ (ESO) ʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ ʠ 

ʧʦʣʫʯʘʪʴ ʫʜʦʩʪʦʚʝʨʝʥʠʝ ʣʠʯʥʦʩʪʠ, ʚʳʜʘʥʥʦʝ ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ ʀʥʜʦʥʝʟʠʠ. 

ʆʙʷʟʘʪʝʣʴʩʪʚʦ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʥʘ ʚʩʝ ʯʘʩʪʥʳʝ ESO, ʢʦʪʦʨʳʝ ʫʧʨʘʚʣʷʶʪ 

ʠʥʪʝʨʥʝʪ-ʧʦʨʪʘʣʘʤʠ, ʚʝʙ-ʩʘʡʪʘʤʠ ʠ ʧʨʠʣʦʞʝʥʠʷʤʠ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ 

ʪʦʨʛʦʚʣʠ, ʜʦʩʪʘʚʢʠ ʢʦʥʪʝʥʪʘ, ʧʦʠʩʢʦʚʳʭ ʩʠʩʪʝʤ ʠʣʠ ʦʙʣʘʯʥʳʭ ʚʳʯʠʩʣʝʥʠʡ, - 

ʥʘʧʠʩʘʣ ʧʘʨʪʥʝʨ Hogan Lovells ʏʘʣʠʜ ʍʝʡʜʝʨ [PDF]. 

ʆʪʩʫʪʩʪʚʠʝ ʨʝʛʠʩʪʨʘʮʠʠ ʜʦ 24 ʤʘʷ ʧʨʠʚʝʜʝʪ ʢ ʪʦʤʫ, ʯʪʦ ʚʥʫʪʨʝʥʥʠʡ 

ʠʥʪʝʨʥʝʪ-ʨʝʛʫʣʷʪʦʨ ʥʘʣʦʞʠʪ ʩʘʥʢʮʠʠ ʥʘ ʣʠʮ, ʥʝ ʧʨʦʰʝʜʰʠʭ ʨʝʛʠʩʪʨʘʮʠʶ, ʧʫʪʝʤ 

ʙʣʦʢʠʨʦʚʢʠ ʠʭ ʫʩʣʫʛ ʠ ʢʦʥʪʝʥʪʘ. 

ɿʘʢʦʥʳ ʀʥʜʦʥʝʟʠʠ ʪʘʢʞʝ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʧʨʘʚʠʪʝʣʴʩʪʚʫ ʧʨʘʚʦ ʧʨʠʥʫʞʜʘʪʴ 

ʯʘʩʪʥʳʝ ESO, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʧʦʩʪʘʚʱʠʢʦʚ ʦʙʣʘʯʥʳʭ ʫʩʣʫʛ, ʫʜʘʣʷʪʴ ʟʘʧʨʝʱʝʥʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ, ʚ ʪʦʤ ʯʠʩʣʝ ʢʦʥʪʝʥʪ, ʢʦʪʦʨʳʡ ʩʦʟʜʘʝʪ çʙʝʩʧʦʢʦʡʩʪʚʦ ʜʣʷ ʦʙʱʝʩʪʚʘè 

ʠ çʥʘʨʫʰʘʝʪ ʦʙʱʝʩʪʚʝʥʥʳʡ ʧʦʨʷʜʦʢè. 

çʕʪʦ ʦʢʘʟʳʚʘʝʪ ʩʜʝʨʞʠʚʘʶʱʝʝ ʚʦʟʜʝʡʩʪʚʠʝ ʥʘ ʩʚʦʙʦʜʫ ʚʳʨʘʞʝʥʠʷ ʤʥʝʥʠʡ: 

ʧʣʘʪʬʦʨʤʳ, ʝʩʪʝʩʪʚʝʥʥʦ, ʧʨʝʜʧʦʯʪʫʪ ʦʰʠʙʠʪʴʩʷ ʚ ʩʪʦʨʦʥʫ ʫʜʘʣʝʥʠʷ ʩʦʜʝʨʞʠʤʦʛʦ 
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ʩʝʨʦʡ ʟʦʥʳ, ʚʤʝʩʪʦ ʪʦʛʦ ʯʪʦʙʳ ʨʠʩʢʦʚʘʪʴ ʥʘʢʘʟʘʥʠʝʤè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ 

EFF ʚ ʙʣʦʛʝ.  

çʌʘʢʪʠʯʝʩʢʠ, ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʀʥʜʦʥʝʟʠʠ ʠʟʫʯʘʝʪ ʥʦʚʳʝ ʤʠʥʠʤʫʤʳ ʚ ʞʝʩʪʢʦʤ, 

ʥʘʚʷʟʯʠʚʦʤ ʠ ʥʝʧʨʦʟʨʘʯʥʦʤ ʨʝʛʫʣʠʨʦʚʘʥʠʠ ʀʥʪʝʨʥʝʪʘ. ʈʝʛʣʘʤʝʥʪ MR5, ʠʟʜʘʥʥʳʡ 

ʄʠʥʠʩʪʝʨʩʪʚʦʤ ʩʚʷʟʠ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ ʀʥʜʦʥʝʟʠʠ, ʥʘʧʨʘʚʣʝʥ ʥʘ 

ʫʩʠʣʝʥʠʝ ʢʦʥʪʨʦʣʷ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʥʘʜ ʮʠʬʨʦʚʳʤ ʢʦʥʪʝʥʪʦʤ ʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠè. 

ʜʘʥʥʳʝ." 

ʏʘʩʪʥʳʝ ESO ʪʘʢʞʝ ʜʦʣʞʥʳ ʥʘʟʥʘʯʠʪʴ ʤʝʩʪʥʦʝ ʢʦʥʪʘʢʪʥʦʝ ʣʠʮʦ ʚ 

ʀʥʜʦʥʝʟʠʠ, ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʦʪʚʝʯʘʪʴ ʟʘ ʫʜʘʣʝʥʠʝ ʢʦʥʪʝʥʪʘ ʠʣʠ ʨʘʩʧʦʨʷʞʝʥʠʷ ʦ 

ʜʦʩʪʫʧʝ ʢ ʧʝʨʩʦʥʘʣʴʥʳʤ ʜʘʥʥʳʤ.  

ʉʦʛʣʘʩʥʦ EFF, ʧʣʘʪʬʦʨʤʘʤ ʙʫʜʝʪ ʥʘʤʥʦʛʦ ʩʣʦʞʥʝʝ ʩʦʧʨʦʪʠʚʣʷʪʴʩʷ ʧʨʠʢʘʟʘʤ 

ʠ ʙʫʜʝʪ ʫʷʟʚʠʤʘ ʜʣʷ ʚʥʫʪʨʝʥʥʠʭ ʩʫʜʝʙʥʳʭ ʠʩʢʦʚ, ʚʢʣʶʯʘʷ ʧʦʪʝʥʮʠʘʣʴʥʳʡ ʘʨʝʩʪ ʠ 

ʫʛʦʣʦʚʥʳʝ ʦʙʚʠʥʝʥʠʷ. 

ɺ ʦʪʚʝʪ ʥʘ ʧʨʠʢʘʟʳ ʦ ʙʣʦʢʠʨʦʚʢʝ, ʧʦʣʫʯʝʥʥʳʝ ʦʪ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʀʥʜʠʠ, 

ʢʦʪʦʨʳʝ ʫʛʨʦʞʘʣʠ ʣʠʰʠʪʴ ʩʚʦʙʦʜʳ ʩʦʪʨʫʜʥʠʢʦʚ ʢʦʤʧʘʥʠʠ, Twitter ʚ ʧʨʦʰʣʦʤ 

ʤʝʩʷʮʝ ʥʘʚʩʝʛʜʘ ʟʘʙʣʦʢʠʨʦʚʘʣ ʠʣʠ ʩʢʨʳʣ ʙʦʣʝʝ 500 ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʥʘ ʩʚʦʝʡ 

ʧʣʘʪʬʦʨʤʝ. 

ɺ ʪʦʪ ʞʝ ʜʝʥʴ, ʢʦʛʜʘ EFF ʨʘʩʢʨʠʪʠʢʦʚʘʣ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʀʥʜʦʥʝʟʠʠ, ʠ Google, 

ʠ Reddit ʦʧʫʙʣʠʢʦʚʘʣʠ ʦʙʥʦʚʣʝʥʠʷ, ʚ ʢʦʪʦʨʳʭ ʦʩʥʦʚʥʦʝ ʚʥʠʤʘʥʠʝ ʫʜʝʣʷʣʦʩʴ 

ʚʣʠʷʥʠʶ ʩʢʦʦʨʜʠʥʠʨʦʚʘʥʥʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʢʘʤʧʘʥʠʡ ʧʦ ʚʣʠʷʥʠʶ ʠ ʩʧʘʤʘ, 

ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ, ʥʘ ʠʭ ʧʣʘʪʬʦʨʤʳ. 

ɽʞʝʢʚʘʨʪʘʣʴʥʳʡ ʦʪʯʝʪ ʛʨʫʧʧʳ ʘʥʘʣʠʟʘ ʫʛʨʦʟ Google ʧʦʢʘʟʘʣ, ʯʪʦ ʦʥ 

ʟʘʙʣʦʢʠʨʦʚʘʣ ʧʦʯʪʠ 3000 ʢʘʥʘʣʦʚ YouTube ʚ ʨʘʤʢʘʭ ʧʨʦʜʦʣʞʘʶʱʝʛʦʩʷ 

ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʩʢʦʦʨʜʠʥʠʨʦʚʘʥʥʳʭ ʦʧʝʨʘʮʠʡ ʧʦ ʚʣʠʷʥʠʶ, ʩʚʷʟʘʥʥʳʭ ʩ ʂʠʪʘʝʤ. 

ʆʢʦʣʦ 3000 ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʭ ʢʘʥʘʣʦʚ ʚ ʦʩʥʦʚʥʦʤ ʨʘʟʤʝʱʘʣʠ ʩʧʘʤ-ʢʦʥʪʝʥʪ 

ʥʘ ʢʠʪʘʡʩʢʦʤ ʷʟʳʢʝ ʦ ʤʫʟʳʢʝ, ʨʘʟʚʣʝʯʝʥʠʷʭ ʠ ʦʙʨʘʟʝ ʞʠʟʥʠ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ 

ʥʝʙʦʣʴʰʘʷ ʛʨʫʧʧʘ ʟʘʛʨʫʞʘʣʘ ʢʦʥʪʝʥʪ ʥʘ ʢʠʪʘʡʩʢʦʤ ʠ ʘʥʛʣʠʡʩʢʦʤ ʷʟʳʢʘʭ, 

ʢʨʠʪʠʢʫʶʱʠʡ ʨʝʘʢʮʠʶ ʉʐɸ ʥʘ COVID-19 ʠ ʧʦʣʠʪʠʯʝʩʢʠʝ ʨʘʟʥʦʛʣʘʩʠʷ. 

ɺ ʦʙʥʦʚʣʝʥʠʠ ʧʨʦʟʨʘʯʥʦʩʪʠ Reddit ʧʣʘʪʬʦʨʤʘ ʧʦʢʘʟʘʣʘ, ʯʪʦ ʫʜʘʣʠʣʘ 85 

ʤʠʣʣʠʦʥʦʚ ʩʧʘʤ-ʢʦʥʪʝʥʪʘ. ʆʥ ʪʘʢʞʝ ʩʦʦʙʱʠʣ, ʯʪʦ ʧʦʣʫʯʠʣ 611 ʩʪʘʥʜʘʨʪʥʳʭ 

ʟʘʧʨʦʩʦʚ ʥʘ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ ʦʪ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ 

ʦʨʛʘʥʦʚ ʠʣʠ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʠ 324 ʟʘʧʨʦʩʘ ʥʘ ʵʢʩʪʨʝʥʥʦʝ ʨʘʩʢʨʳʪʠʝ ʠʥʬʦʨʤʘʮʠʠ, 

ʭʦʪʷ ʦʥ ʥʝ ʫʢʘʟʘʣ, ʢʘʢʠʝ ʪʠʧʳ ʦʨʜʝʨʦʚ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʜʣʷ ʚʳʜʘʯʠ ʵʪʠʭ ʟʘʧʨʦʩʦʚ, ʠ 

ʧʦʜʨʦʙʥʦ ʦʧʠʩʘʣ ʪʦʣʴʢʦ ʦʜʠʥ ʪʘʢʦʡ ʟʘʧʨʦʩ. 

ʕʪʦʪ ʟʘʧʨʦʩ ʧʦʩʪʫʧʠʣ ʦʪ ʋʧʨʘʚʣʝʥʠʷ ʵʣʝʢʪʨʦʩʚʷʟʠ ʇʘʢʠʩʪʘʥʘ, ʢʦʪʦʨʦʝ 

ʫʪʚʝʨʞʜʘʣʦ, ʯʪʦ 812 ʩʦʦʙʱʝʩʪʚ Reddit ʩʦʜʝʨʞʘʪ ʥʝʧʨʠʩʪʦʡʥʳʝ ʤʘʪʝʨʠʘʣʳ ʠ 

ʦʙʥʘʞʝʥʥʳʝ ʪʝʣʘ, ʯʪʦ ʥʘʨʫʰʘʝʪ ʝʛʦ ʚʥʫʪʨʝʥʥʝʝ ʫʛʦʣʦʚʥʦʝ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ ʚ 

ʀʥʪʝʨʥʝʪʝ. ʀʟ ʵʪʠʭ 812 ʩʫʙʨʝʜʜʠʪʦʚ, ʦ ʢʦʪʦʨʳʭ ʩʦʦʙʱʠʣ ʧʘʢʠʩʪʘʥʩʢʠʡ ʨʝʛʫʣʷʪʦʨ, 

ʧʣʘʪʬʦʨʤʘ ʦʛʨʘʥʠʯʠʣʘ ʜʦʩʪʫʧ ʚ ʩʪʨʘʥʫ ʜʦ 753 ʠʟ ʥʠʭè. (Campbell Kwan. Indonesian 

internet regulatory laws are serious threat to free expression rights: EFF // ZDNet 

(https://www.zdnet.com/article/indonesian-internet-regulatory-laws-are-serious-threat-

to-free-expression-rights-eff/). 17.02.2021). 

***  
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çʇʨʘʚʷʱʠʝ ʚʦʝʥʥʳʝ ʄʴʷʥʤʳ ʨʘʟʨʘʙʦʪʘʣʠ ʥʦʚʳʝ ʟʘʢʦʥʳ ʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʰʠʨʦʢʦ ʦʩʫʞʜʝʥʳ ʢʘʢ ʜʨʘʢʦʥʦʚʩʢʠʝ, 

ʜʘʶʱʠʝ ʧʨʘʚʠʪʝʣʴʩʪʚʫ ʰʠʨʦʢʠʝ ʧʦʣʥʦʤʦʯʠʷ ʧʦ ʜʦʩʪʫʧʫ ʢ ʜʘʥʥʳʤ 
ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʙʣʦʢʠʨʦʚʢʝ ʦʥ ʣʘʡʥ-ʩʘʡʪʦʚ. ɿʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ ʪʘʢʞʝ ʤʦʞʝʪ 

ʧʦʜʦʨʚʘʪʴ ʧʦʣʦʞʝʥʠʝ ʩʪʨʘʥʳ ʢʘʢ ʦʬʬʰʦʨʥʦʛʦ ʮʝʥʪʨʘ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʫʩʣʫʛ 

ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ, ʧʦʩʢʦʣʴʢʫ ʵʪʦ ʥʝ ʙʫʜʝʪ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʤʝʞʜʫʥʘʨʦʜʥʳʤ 

ʟʘʢʦʥʘʤ.  

ʏʝʨʝʟ ʥʝʩʢʦʣʴʢʦ ʜʥʝʡ ʧʦʩʣʝ ʚʦʝʥʥʦʛʦ ʧʝʨʝʚʦʨʦʪʘ 1 ʬʝʚʨʘʣʷ ʧʨʦʩʦʯʠʣʘʩʴ 

ʠʥʬʦʨʤʘʮʠʷ ʦ ʪʦʤ, ʯʪʦ ʯʝʨʥʦʚʠʢ ʟʘʢʦʥʦʧʨʦʝʢʪʘ ʙʳʣ ʦʪʧʨʘʚʣʝʥ 

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʤ ʢʦʤʧʘʥʠʷʤ ʠ ʧʦʩʪʘʚʱʠʢʘʤ ʦʥʣʘʡʥ-ʫʩʣʫʛ ʜʣʷ ʧʦʣʫʯʝʥʠʷ 

ʦʪʟʳʚʦʚ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʙʳʪʴ ʦʪʧʨʘʚʣʝʥʳ ʦʙʨʘʪʥʦ ʚ ʧʦʥʝʜʝʣʴʥʠʢ. ʇʦ ʤʥʝʥʠʶ 

ʨʘʟʣʠʯʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ, ʢʦʪʦʨʳʝ ʦʟʥʘʢʦʤʠʣʠʩʴ ʩ 36-ʩʪʨʘʥʠʯʥʳʤ ʜʦʢʫʤʝʥʪʦʤ, 

ʧʨʝʜʣʘʛʘʝʤʳʡ ʟʘʢʦʥ ʧʦʪʨʝʙʫʝʪ, ʯʪʦʙʳ ʦʥʣʘʡʥ-ʧʣʘʪʬʦʨʤʳ, ʨʘʙʦʪʘʶʱʠʝ ʚ ʩʪʨʘʥʝ, 

ʩʦʭʨʘʥʷʣʠ ʚʩʝ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʚʢʣʶʯʘʷ IP-ʘʜʨʝʩ, ʜʦʤʘʰʥʠʡ ʘʜʨʝʩ ʠ 

ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʡ ʥʦʤʝʨ, ʚ ʪʝʯʝʥʠʝ ʪʨʝʭ ʣʝʪ ʠ ʚ ʩʠʩʪʝʤʝ, ʥʘʟʥʘʯʝʥʥʦʡ 

ʧʨʘʚʠʪʝʣʴʩʪʚʦ.  

ʂʨʦʤʝ ʪʦʛʦ, ʩʪʘʪʴʷ 29 ʧʦʟʚʦʣʠʪ ʧʨʘʚʠʪʝʣʴʩʪʚʫ ʧʨʝʜʧʠʩʘʪʴ ʧʝʨʝʭʚʘʪʠʪʴ, 

ʟʘʙʣʦʢʠʨʦʚʘʪʴ ʠʣʠ ʫʜʘʣʠʪʴ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʝʩʣʠ ʦʥʘ ʙʫʜʝʪ ʚʳʷʚʣʝʥʘ 

ʢʘʢ ʨʘʟʞʠʛʘʶʱʘʷ ʥʝʥʘʚʠʩʪʴ ʠʣʠ ʥʘʨʫʰʠʪʴ ʤʠʨ ʩ ʧʦʤʦʱʴʶ çʬʝʡʢʦʚʳʭ ʥʦʚʦʩʪʝʡè, 

çʜʝʟʠʥʬʦʨʤʘʮʠʠ ʠʣʠ ʢʦʤʤʝʥʪʘʨʠʝʚ, ʥʘʨʫʰʘʶʱʠʭ ʩʫʱʝʩʪʚʫʶʱʠʝ ʟʘʢʦʥʳ. ʜʦʩʪʫʧ ʢ 

ʜʘʥʥʳʤ ʧʦ ʟʘʧʨʦʩʫ ʙʝʟ ʦʨʜʝʨʘ. 

ʅ ʥrʝʰʥʝʝ ʚʦʝʥʥʦʝ ʧʨʘʚʠʪʝʣʴʩʪʚʦ, ʥʘʟʚʘʚʰʝʝ ʩʝʙʷ ʉʦʚʝʪʦʤ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ 

ʫʧʨʘʚʣʝʥʠʷ, ʧʨʝʜʩʪʘʚʠʣʦ ʧʨʝʜʣʘʛʘʝʤʳʡ ʟʘʢʦʥ ʢʘʢ ʥʝʦʙʭʦʜʠʤʳʡ ʜʣʷ ʙʦʨʴʙʳ ʩ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ ʠ ʨʘʟʣʠʯʥʳʤʠ ʜʝʡʩʪʚʠʷʤʠ ʚ ʀʥʪʝʨʥʝʪʝ, ʢʦʪʦʨʳʝ ʩʯʠʪʘʶʪʩʷ 

ʚʨʝʜʥʳʤʠ ʜʣʷ ʩʪʨʘʥʳ.  

ʆʜʥʘʢʦ ʨʘʟʣʠʯʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ ʚʳʩʪʫʧʠʣʠ ʩ ʦʩʫʞʜʝʥʠʝʤ ʧʨʘʚʠʣ ʢʘʢ 

ʨʝʧʨʝʩʩʠʚʥʳʭ, ʩʦʜʝʨʞʘʱʠʭ ʨʘʩʧʣʳʚʯʘʪʳʝ ʪʝʨʤʠʥʳ, ʢʦʪʦʨʳʝ ʜʘʜʫʪ ʧʨʘʚʠʪʝʣʴʩʪʚʫ 

ʧʦʣʥʦʤʦʯʠʷ ʦʙʲʷʚʣʷʪʴ ʢʦʥʪʝʥʪ ʚʥʝ ʟʘʢʦʥʘ ʠ ʧʨʝʩʣʝʜʦʚʘʪʴ ʝʛʦ ʘʚʪʦʨʘ. ʄʥʦʛʠʝ 

ʩʯʠʪʘʶʪ, ʯʪʦ ʵʪʦ ʪʘʢʞʝ ʟʥʘʤʝʥʫʝʪ ʩʦʙʦʡ ʟʥʘʯʠʪʝʣʴʥʳʡ ʰʘʛ ʥʘʟʘʜ ʧʦʩʣʝ ʤʥʦʛʠʭ ʣʝʪ 

ʵʢʦʥʦʤʠʯʝʩʢʦʛʦ ʠ ʩʦʮʠʘʣʴʥʦʛʦ ʧʨʦʛʨʝʩʩʘ ʚ ʄʴʷʥʤʝ.  

ɺ ʩʚʦʝʤ ʟʘʷʚʣʝʥʠʠ ʎʝʥʪʨ ʦʪʚʝʪʩʪʚʝʥʥʦʛʦ ʙʠʟʥʝʩʘ ʄʴʷʥʤʳ (MCRB) 

ʧʨʝʜʫʧʨʝʜʠʣ, ʯʪʦ ʪʘʢʠʝ ʟʘʢʦʥʳ ʥʝ ʪʦʣʴʢʦ ʧʦʚʣʠʷʶʪ ʥʘ ʛʨʘʞʜʘʥʩʢʦʝ ʦʙʱʝʩʪʚʦ, ʥʦ ʠ 

ʤʦʛʫʪ ʦʪʪʦʣʢʥʫʪʴ ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʠʥʚʝʩʪʦʨʦʚ ʠ ʧʦʤʝʰʘʪʴ ʨʦʩʪʫ ʤʝʩʪʥʦʛʦ ʙʠʟʥʝʩʘ, 

ʦʩʦʙʝʥʥʦ ʚ ʩʝʢʪʦʨʝ ʀʂʊ.  

MCRB ʚʳʜʝʣʠʣ ʘʢʮʝʥʪ ʟʘʢʦʥʘ ʥʘ ʣʦʢʘʣʠʟʘʮʠʠ ʜʘʥʥʳʭ, ʪʨʝʙʫʶʱʠʡ ʭʨʘʥʝʥʠʷ 

ʜʘʥʥʳʭ ʥʘ ʩʘʡʪʘʭ, ʦʙʦʟʥʘʯʝʥʥʳʭ ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ, ʯʪʦ, ʧʦ ʝʛʦ ʩʣʦʚʘʤ, ʩʜʝʣʘʝʪ 

ʤʝʩʪʥʳʡ ʙʠʟʥʝʩ ʫʷʟʚʠʤʳʤ. ʕʪʦ ʦʩʦʙʝʥʥʦ ʚʝʨʥʦ ʜʣʷ ʙʘʥʢʦʚ ʠ ʢʦʤʧʘʥʠʡ 

ʵʣʝʢʪʨʦʥʥʦʡ ʢʦʤʤʝʨʮʠʠ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ ʟʥʘʯʠʪʝʣʴʥʳʝ ʦʙʲʝʤʳ ʜʘʥʥʳʭ, 

ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʥʝ ʩʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʬʫʥʢʮʠʠ, ʧʨʝʜʣʘʛʘʝʤʳʝ 

ʛʣʦʙʘʣʴʥʳʤʠ ʦʙʣʘʯʥʳʤʠ ʩʝʨʚʠʩʘʤʠ, ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ. 

ʄʝʞʜʫ ʪʝʤ, ʬʠʥʘʥʩʦʚʳʝ ʫʯʨʝʞʜʝʥʠʷ ʥʝ ʩʤʦʛʫʪ ʩʥʠʟʠʪʴ ʨʠʩʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʦʙʝʩʧʝʯʠʪʴ ʫʧʨʘʚʣʝʥʠʝ, ʘ ʵʪʦ ʦʪʪʦʣʢʥʝʪ ʠʥʦʩʪʨʘʥʥʳʭ ʠʥʚʝʩʪʦʨʦʚ ʠ ʥʘʥʝʩʝʪ ʫʱʝʨʙ 

ʤʝʩʪʥʳʤ ʧʨʝʜʧʨʠʷʪʠʷʤ, ʢʦʪʦʨʳʝ ʫʞʝ ʧʳʪʘʶʪʩʷ ʩʧʨʘʚʠʪʴʩʷ ʩ ʢʨʠʟʠʩʦʤ COVID-19. 

ʉʧʦʩʦʙʥʦʩʪʴ ʄʴʷʥʤʳ ʩʦʟʜʘʚʘʪʴ ʨʘʙʦʯʠʝ ʤʝʩʪʘ ʠ ʙʳʪʴ ʮʝʥʪʨʦʤ ʦʬʰʦʨʥʳʭ 

ʫʩʣʫʛ ʥʘ ʦʩʥʦʚʝ ʜʘʥʥʳʭ, ʪʘʢʠʭ ʢʘʢ ʮʝʥʪʨʳ ʦʙʨʘʙʦʪʢʠ ʚʳʟʦʚʦʚ ʠ ʦʙʱʠʝ ʮʝʥʪʨʳ 
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ʦʙʩʣʫʞʠʚʘʥʠʷ, ʪʘʢʞʝ ʙʫʜʝʪ ʧʦʜʦʨʚʘʥʘ, ʧʦʩʢʦʣʴʢʫ ʧʨʝʜʣʘʛʘʝʤʳʡ ʟʘʢʦʥ ʥʝ ʙʫʜʝʪ 

ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʤʝʞʜʫʥʘʨʦʜʥʳʤ ʧʨʘʚʠʣʘʤ ʟʘʱʠʪʳ ʜʘʥʥʳʭ, ʚʢʣʶʯʘʷ ʆʙʱʫʶ 

ʟʘʱʠʪʫ ʜʘʥʥʳʭ ɽʉ. ʈʝʛʣʘʤʝʥʪ (GDPR), ʩʢʘʟʘʣ MCRB.  

ʆʥ ʦʪʤʝʪʠʣ, ʯʪʦ ʌʝʜʝʨʘʮʠʷ ʢʦʤʧʴʶʪʝʨʦʚ ʄʴʷʥʤʳ, ɸʩʩʦʮʠʘʮʠʷ 

ʢʦʤʧʴʶʪʝʨʥʦʡ ʠʥʜʫʩʪʨʠʠ ʄʴʷʥʤʳ ʠ ɸʩʩʦʮʠʘʮʠʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʧʝʮʠʘʣʠʩʪʦʚ 

ʄʴʷʥʤʳ ʫʞʝ ʚʳʩʢʘʟʘʣʠ ʩʚʦʠ ʚʦʟʨʘʞʝʥʠʷ ʧʨʦʪʠʚ ʟʘʢʦʥʦʧʨʦʝʢʪʘ.  

ʅʦʨʚʝʞʩʢʘʷ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʘʷ ʛʨʫʧʧʘ Telenor ʟʘʷʚʠʣʘ ʚʦ ʚʪʦʨʥʠʢ ʚ 

ʩʚʦʝʤ ʟʘʷʚʣʝʥʠʠ, ʯʪʦ ʟʘʢʦʥ ʩʣʝʜʫʝʪ ʦʙʩʫʜʠʪʴ ʚ ʧʘʨʣʘʤʝʥʪʝ ʠ ʧʨʦʢʦʥʩʫʣʴʪʠʨʦʚʘʪʴʩʷ 

ʩ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʤʠ ʩʪʦʨʦʥʘʤʠ ʚ ʦʪʨʘʩʣʠ, ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʦʥ çʩʦʦʪʚʝʪʩʪʚʫʝʪ 

ʥʘʟʥʘʯʝʥʠʶè ʠ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʢʦʥʩʪʠʪʫʮʠʠ ʄʴʷʥʤʳ.  

ʆʧʠʩʳʚʘʷ ʝʛʦ ʢʘʢ ʰʠʨʦʢʠʡ ʧʦ ʩʚʦʝʤʫ ʦʭʚʘʪʫ, ʢʦʤʧʘʥʠʷ ʟʘʷʚʠʣʘ, ʯʪʦ 

ʧʨʝʜʣʦʞʝʥʥʳʡ ʟʘʢʦʥ ʧʨʝʜʦʩʪʘʚʠʪ ʰʠʨʦʢʠʝ ʧʦʣʥʦʤʦʯʠʷ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

çʩʫʱʝʩʪʚʝʥʥʦ ʧʦʚʣʠʷʪʴ ʥʘ ʤʥʦʛʠʭè. ʂʦʤʧʘʥʠʷ ʩʦʦʙʱʠʣʘ, ʯʪʦ ʩ 2013 ʛʦʜʘ ʝʝ 

ʦʧʝʨʘʮʠʠ ʥʘ ʤʝʩʪʘʭ ʙʳʣʠ ʦʩʥʦʚʘʥʳ ʥʘ ʦʙʷʟʘʪʝʣʴʩʪʚʘʭ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʄʴʷʥʤʳ ʦ 

ʪʦʤ, ʯʪʦ ʝʝ ʥʦʨʤʘʪʠʚʥʦ-ʧʨʘʚʦʚʘʷ ʙʘʟʘ ʙʫʜʝʪ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʧʝʨʝʜʦʚʦʡ 

ʤʝʞʜʫʥʘʨʦʜʥʦʡ ʧʨʘʢʪʠʢʝ. ʉʶʜʘ ʚʭʦʜʠʣʦ ʩʦʟʜʘʥʠʝ ʥʝʟʘʚʠʩʠʤʦʛʦ ʨʝʛʫʣʠʨʫʶʱʝʛʦ 

ʦʨʛʘʥʘ ʚ ʩʬʝʨʝ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʡ.  

çʄʳ ʦʙʝʩʧʦʢʦʝʥʳ ʪʝʤ, ʯʪʦ ʧʨʝʜʣʘʛʘʝʤʳʡ ʟʘʢʦʥʦʧʨʦʝʢʪ ʥʝ ʩʧʦʩʦʙʩʪʚʫʝʪ 

ʨʘʟʚʠʪʠʶ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʥʦʨʤʘʪʠʚʥʦ-ʧʨʘʚʦʚʦʡ ʙʘʟʳ ʠ ʟʘʢʦʥʘ ʜʣʷ ʮʠʬʨʦʚʦʛʦ 

ʙʫʜʫʱʝʛʦ, [ʪʘʢʞʝ ʦʥ] ʥʝ ʩʧʦʩʦʙʩʪʚʫʝʪ ʠ ʥʝ ʟʘʱʠʱʘʝʪ ʮʠʬʨʦʚʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ 

ʧʨʘʚʘè, - ʟʘʷʚʠʣʘ Telenor, ʜʦʙʘʚʠʚ, ʯʪʦ ʧʨʠʥʷʪʠʝ ʟʘʢʦʥʦʧʨʦʝʢʪʘ çʥʝʫʤʝʩʪʥʦè. ʩ 

ʪʘʢʠʤʠ ʰʠʨʦʢʠʤʠ ʧʦʣʥʦʤʦʯʠʷʤʠ ʚʨʝʤʝʥʥʦʡ ʘʜʤʠʥʠʩʪʨʘʮʠʠ ʚʦ ʚʨʝʤʷ 

ʯʨʝʟʚʳʯʘʡʥʦʛʦ ʧʦʣʦʞʝʥʠʷ.  

ʆʥ ʪʘʢʞʝ ʧʨʠʟʚʘʣ ʢ ʧʨʝʜʣʦʞʝʥʥʦʤʫ ʟʘʢʦʥʦʧʨʦʝʢʪʫ ʦʙʝʩʧʝʯʠʪʴ ʧʨʦʟʨʘʯʥʦʩʪʴ 

ʠ çʧʨʘʚʦʚʫʶ ʦʧʨʝʜʝʣʝʥʥʦʩʪʴè ʚ ʦʪʥʦʰʝʥʠʠ ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʧʦʣʥʦʤʦʯʠʡ ʠ 

ʠʩʢʣʶʯʠʪʴ ʧʦʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʫʧʦʨʷʜʦʯʠʚʘʥʠʷ 

ʧʝʨʝʭʚʘʪʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʆʥ ʦʪʤʝʪʠʣ, ʯʪʦ ʟʘʢʦʥʳ, ʨʝʛʫʣʠʨʫʶʱʠʝ 

ʟʘʱʠʪʫ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ, ʵʣʝʢʪʨʦʥʥʳʝ ʪʨʘʥʟʘʢʮʠʠ ʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ, 

ʜʦʣʞʥʳ ʭʨʘʥʠʪʴʩʷ ʦʪʜʝʣʴʥʦ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʫʧʨʘʚʣʝʥʠʷ.  

ʅʘʟʳʚʘʷ ʧʨʝʜʣʘʛʘʝʤʳʡ ʟʘʢʦʥ çʜʨʘʢʦʥʦʚʩʢʠʤè, ʍʴʶʤʘʥ ʈʘʡʪʩ ɺʦʪʯ ʧʨʠʟʚʘʣʘ 

ʢ ʦʪʤʝʥʝ ʟʘʢʦʥʦʚ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ çʫʢʨʝʧʷʪè ʩʧʦʩʦʙʥʦʩʪʴ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʧʨʦʚʦʜʠʪʴ 

ʧʦʚʩʝʤʝʩʪʥʦʝ ʥʘʙʣʶʜʝʥʠʝ ʠ ʦʛʨʘʥʠʯʘʪ ʜʦʩʪʫʧ ʢ ʦʩʥʦʚʥʳʤ ʫʩʣʫʛʘʤ. ɺ ʟʘʢʦʥʘʭ 

ʪʘʢʞʝ ʥʝ ʫʢʘʟʘʥʦ, ʢʘʢ ʚʣʘʩʪʠ ʙʫʜʫʪ ʦʧʨʝʜʝʣʷʪʴ, ʯʪʦ ʩʯʠʪʘʝʪʩʷ ʜʝʟʠʥʬʦʨʤʘʮʠʝʡ, ʠ 

ʥʝ ʧʨʝʜʫʩʤʦʪʨʝʥʦ ʥʠʢʘʢʠʭ ʚʘʨʠʘʥʪʦʚ ʜʣʷ ʪʝʭ, ʯʝʡ ʢʦʥʪʝʥʪ ʙʳʣ ʟʘʙʣʦʢʠʨʦʚʘʥ ʠʣʠ 

ʫʜʘʣʝʥ ʜʣʷ ʧʦʜʘʯʠ ʘʧʝʣʣʷʮʠʠ, ʩʦʦʙʱʠʣʘ ʦʨʛʘʥʠʟʘʮʠʷ. 

ʖʨʠʩʢʦʥʩʫʣʴʪ Human Rights Watch ʧʦ ɸʟʠʠ ʃʠʥʜʘ ʃʘʭʜʭʠʨ ʟʘʷʚʠʣʘ: çʇʨʦʝʢʪ 

ʟʘʢʦʥʘ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʝʜʦʩʪʘʚʠʪ ʚʦʝʥʥʳʤ, ʪʦʣʴʢʦ ʯʪʦ ʫʩʪʨʦʠʚʰʠʤ 

ʧʝʨʝʚʦʨʦʪ, ʧʝʯʘʣʴʥʦ ʠʟʚʝʩʪʥʦ, ʯʪʦ ʢʨʠʪʠʢʠ ʩʘʞʘʶʪ ʚ ʪʶʨʴʤʫ ʧʨʘʢʪʠʯʝʩʢʠ 

ʥʝʦʛʨʘʥʠʯʝʥʥʳʝ ʧʨʘʚʘ ʜʦʩʪʫʧʘ ʢ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʤ ʜʘʥʥʳʤ, ʧʦʜʚʝʨʛʘʷ ʦʧʘʩʥʦʩʪʠ 

ʣʶʙʦʛʦ, ʢʪʦ ʚʳʩʢʘʟʳʚʘʝʪʩʷè.  

ʉʦʛʣʘʩʥʦ ʧʨʝʜʣʦʞʝʥʥʳʤ ʧʨʘʚʠʣʘʤ ʢʦʤʧʘʥʠʠ, ʢʦʪʦʨʳʝ ʥʝ ʩʦʙʣʶʜʘʶʪ 

ʧʨʘʚʠʣʘ, ʤʦʛʫʪ ʙʳʪʴ ʧʨʠʛʦʚʦʨʝʥʳ ʢ ʣʠʰʝʥʠʶ ʩʚʦʙʦʜʳ ʩʨʦʢʦʤ ʜʦ ʪʨʝʭ ʣʝʪ ʠʣʠ 

ʰʪʨʘʬʫ ʚ ʨʘʟʤʝʨʝ 10 ʤʠʣʣʠʦʥʦʚ ʢʴʷʪʦʚ (7 009 ʜʦʣʣʘʨʦʚ ʉʐɸ).  

çʇʦʣʦʞʝʥʠʷ ʥʘʩʪʦʷʱʝʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʢʦʥʘ ʧʨʝʜʩʪʘʚʣʷʶʪ ʷʚʥʫʶ 

ʫʛʨʦʟʫ ʧʨʘʚʘ ʛʨʘʞʜʘʥ ʄʴʷʥʤʳ ʢ ʜʦʩʪʦʚʝʨʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 
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ʞʫʨʥʘʣʠʩʪʦʚ ʠ ʙʣʦʛʛʝʨʳ ʜʘʥʥʳʭ,è ʩʢʘʟʘʣʘ ɼʵʥʠʝʣ Bastard, ɸʟʠʘʪʩʢʦ-

ʊʠʭʦʦʢʝʘʥʩʢʠʡ ʨʝʛʠʦʥ ʛʣʘʚʘ ʈʝʧʦʨʪʝʨʦʚ ʙʝʟ ʛʨʘʥʠʮ (RSF) ʚ ʟʘʷʚʣʝʥʠʝ. çʄʳ 

ʧʨʠʟʳʚʘʝʤ ʮʠʬʨʦʚʳʭ ʠʛʨʦʢʦʚ, ʜʝʡʩʪʚʫʶʱʠʭ ʚ ʄʴʷʥʤʝ, ʥʘʯʠʥʘʷ ʩ Facebook, 

ʦʪʢʘʟʘʪʴʩʷ ʦʪ ʵʪʦʡ ʰʦʢʠʨʫʶʱʝʡ ʧʦʧʳʪʢʠ ʧʦʜʯʠʥʠʪʴ ʠʭ. ʋ ʵʪʦʡ ʭʫʥʪʳ ʥʝʪ 

ʘʙʩʦʣʶʪʥʦ ʥʠʢʘʢʦʡ ʜʝʤʦʢʨʘʪʠʯʝʩʢʦʡ ʣʝʛʠʪʠʤʥʦʩʪʠ, ʠ ʜʣʷ ʧʣʘʪʬʦʨʤ ʙʳʣʦ ʙʳ ʦʯʝʥʴ 

ʨʘʟʨʫʰʠʪʝʣʴʥʦ ʧʦʜʯʠʥʷʪʴʩʷ ʝʝ ʪʠʨʘʥʠʯʝʩʢʠʤ ʫʩʪʘʥʦʚʢʘʤè. 

ʇʦ ʜʘʥʥʳʤ RSF, ʫ Facebook ʧʦʯʪʠ 25 ʤʠʣʣʠʦʥʦʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʩʪʨʘʥʝ ʠʣʠ 

45% ʤʝʩʪʥʦʛʦ ʥʘʩʝʣʝʥʠʷ. ʆʥ ʜʦʙʘʚʠʣ, ʯʪʦ ʜʦʩʪʫʧ ʢ ʧʣʘʪʬʦʨʤʝ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡ, ʘ 

ʪʘʢʞʝ ʢ ʜʨʫʛʠʤ, ʪʘʢʠʤ ʢʘʢ Twitter ʠ Instagram, ʙʳʣ ʟʘʙʣʦʢʠʨʦʚʘʥ ʚʩʢʦʨʝ ʧʦʩʣʝ 

ʧʝʨʝʚʦʨʦʪʘ 1 ʬʝʚʨʘʣʷ.  

UNI Global Union ʪʘʢʞʝ ʧʨʠʟʚʘʣ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʝ ʩʪʦʨʦʥʳ ʦʪʨʘʩʣʠ 

ʚʳʩʪʫʧʠʪʴ ʧʨʦʪʠʚ ʟʘʢʦʥʘ, ʚʳʜʝʣʠʚ ʷʧʦʥʩʢʫʶ KDDI, ʢʘʪʘʨʩʢʫʶ Ooredoo ʠ Telenor, 

ʧʦʩʢʦʣʴʢʫ ʵʪʠ ʪʨʠ ʪʨʘʥʩʥʘʮʠʦʥʘʣʴʥʳʝ ʢʦʨʧʦʨʘʮʠʠ ʠʤʝʶʪ ʩʠʣʴʥʦʝ ʧʨʠʩʫʪʩʪʚʠʝ ʚ 

ʄʴʷʥʤʝ.  

ɻʝʥʝʨʘʣʴʥʳʡ ʩʝʢʨʝʪʘʨʴ ɻʣʦʙʘʣʴʥʦʛʦ ʩʦʶʟʘ UNI ʂʨʠʩʪʠ ʍʦʬʬʤʘʥ, 

ʧʨʝʜʩʪʘʚʣʷʷ ʦʢʦʣʦ 3 ʤʠʣʣʠʦʥʦʚ ʩʦʪʨʫʜʥʠʢʦʚ ʚ ʩʝʢʪʦʨʝ ʫʩʣʫʛ ʀʂʊ, ʟʘʷʚʠʣʘ: çʕʪʦʪ 

ʪʘʢ ʥʘʟʳʚʘʝʤʳʡ ʟʘʢʦʥ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʪʦʣʴʢʦ ʟʘʱʠʱʘʝʪ ʚʣʘʩʪʴ ʧʨʘʚʠʪʝʣʴʩʪʚʘ 

ʠ ʩʪʘʥʝʪ ʤʦʱʥʳʤ ʦʨʫʞʠʝʤ ʧʨʦʪʠʚ ʧʨʦʬʩʦʶʟʥʳʭ ʜʝʷʪʝʣʝʡ, ʩʪʫʜʝʥʪʦʚ, ʫʯʠʪʝʣʝʡ ʠ 

ʜʨʫʛʠʭ ʣʶʜʝʡ. ʰʠʨʦʢʠʡ ʢʨʫʛ ʛʨʘʞʜʘʥʩʢʦʛʦ ʦʙʱʝʩʪʚʘ ʚʳʩʢʘʟʳʚʘʝʪʩʷ. 

ʄʝʞʜʫʥʘʨʦʜʥʦʝ ʩʦʦʙʱʝʩʪʚʦ ʜʦʣʞʥʦ ʚʩʪʘʪʴ, ʯʪʦʙʳ ʦʪʚʝʨʛʥʫʪʴ ʵʪʦʪ ʟʘʢʦʥ... 

ʊʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʝ ʢʦʤʧʘʥʠʠ ʪʘʢʞʝ ʜʦʣʞʥʳ ʚʳʩʪʫʧʠʪʴ ʧʨʦʪʠʚ ʵʪʦʛʦ ʟʘʢʦʥʘ, 

ʠʥʘʯʝ ʦʥʠ ʨʠʩʢʥʫʪ ʩʪʘʪʴ ʦʨʫʞʠʝʤ ʵʪʦʡ ʚʦʝʥʥʦʡ ʭʫʥʪʳ ʧʨʦʪʠʚ ʜʝʤʦʢʨʘʪʠʠè. 

ʇʦ ʜʘʥʥʳʤ ʛʨʫʧʧʳ ʘʢʪʠʚʠʩʪʦʚ Access Now, ʚʦ ʚʪʦʨʥʠʢ ʭʫʥʪʘ ʄʴʷʥʤʳ 

ʧʨʠʢʘʟʘʣʘ ʝʱʝ ʨʘʟ ʦʪʢʣʶʯʠʪʴ ʀʥʪʝʨʥʝʪ ʥʘ ʬʦʥʝ ʫʚʝʣʠʯʝʥʠʷ ʚʦʝʥʥʦʛʦ ʧʨʠʩʫʪʩʪʚʠʷ 

ʠ ʧʨʠʤʝʥʝʥʠʷ ʩʠʣʳ ʧʨʦʪʠʚ ʜʝʤʦʥʩʪʨʘʥʪʦʚ. ɺ ʥʝʤ ʦʧʠʩʳʚʘʝʪʩʷ "ʚʦʦʨʫʞʝʥʠʝ" 

ʦʪʢʣʶʯʝʥʠʡ ʠʥʪʝʨʥʝʪʘ ʚʦʝʥʥʳʤʠ, ʯʪʦʙʳ ʟʘʩʪʘʚʠʪʴ ʟʘʤʦʣʯʘʪʴ ʠʥʘʢʦʤʳʩʣʠʝ, 

"ʥʝʧʨʠʝʤʣʝʤʳʤ ʠ ʛʨʫʙʳʤ ʥʘʨʫʰʝʥʠʝʤ ʟʘʢʦʥʦʚ ʦ ʧʨʘʚʘʭ ʯʝʣʦʚʝʢʘ".  

ɼʠʨʝʢʪʦʨ ʧʦ ʘʟʠʘʪʩʢʦ-ʪʠʭʦʦʢʝʘʥʩʢʦʡ ʧʦʣʠʪʠʢʝ ʠ ʩʪʘʨʰʠʡ ʤʝʞʜʫʥʘʨʦʜʥʳʡ 

ʩʦʚʝʪʥʠʢ Access Now ɼʞʠʪ ʉʠʥʛʭ ʏʠʤʘ ʩʢʘʟʘʣ: çɿʘʢʦʥʦʧʨʦʝʢʪ ʄʴʷʥʤʳ ʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʫʞʝ ʚʩʝʣʷʝʪ ʩʪʨʘʭ ʧʝʨʝʜ ʩʣʝʞʢʦʡ ʠ ʧʨʝʩʣʝʜʦʚʘʥʠʝʤ ʟʘ ʪʦ, ʯʪʦ 

ʚʳ ʛʦʚʦʨʠʪʝ ʠ ʜʝʣʘʝʪʝ ʚ ʀʥʪʝʨʥʝʪʝ. ʚʦʟʤʦʞʥʦʩʪʴ ʩʦʦʙʱʘʪʴ ʦ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ 

ʟʘʢʘʟʘʭ, ʢʘʩʘʶʱʠʭʩʷ ʦʪʢʣʶʯʝʥʠʷ ʀʥʪʝʨʥʝʪʘ, ʚʝʙ-ʮʝʥʟʫʨʳ ʠʣʠ ʩʣʝʞʢʠ ʟʘ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, ʚʳʟʳʚʘʝʪ ʙʦʣʴʰʦʝ ʙʝʩʧʦʢʦʡʩʪʚʦ. ʋʯʠʪʳʚʘʷ ʨʘʟʚʠʚʘʶʱʫʶʩʷ 

ʩʠʪʫʘʮʠʶ ʠ ʧʦʜʘʚʣʝʥʠʝ ʙʝʩʧʣʘʪʥʳʭ ʉʄʀ ʥʘ ʤʝʩʪʘʭ, ʩʧʦʩʦʙʥʦʩʪʴ 

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʢʦʤʧʘʥʠʡ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʭ ʜʠʨʝʢʪʠʚʘʭ, ʢʦʪʦʨʳʝ ʦʥʠ ʧʦʣʫʯʘʶʪ, ʷʚʣʷʝʪʩʷ ʢʣʶʯʝʚʳʤ 

ʬʘʢʪʦʨʦʤ.è (Eileen Yu. Myanmar's proposed cybersecurity Bill draws wide 

condemnation // ZDNet (https://www.zdnet.com/article/myanmars-proposed-

cybersecurity-bill -draws-wide-condemnation/). 16.02.2021). 

***  

 

çɺʴʝʪʥʘʤ ʧʦʧʦʣʥʠʣ ʨʷʜʳ ʧʨʘʚʠʪʝʣʴʩʪʚ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʰʧʠʦʥʩʢʦʝ ʇʆ 

ʜʣʷ ʙʦʨʴʙʳ ʩ ʧʨʘʚʦʟʘʱʠʪʥʠʢʘʤʠ. 
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ʂʘʢ ʫʪʚʝʨʞʜʘʝʪ ʃʘʙʦʨʘʪʦʨʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ Amnesty International, 

ʧʨʘʚʦʟʘʱʠʪʥʠʢʠ ʧʦʜʚʝʨʛʘʶʪʩʷ ʢʠʙʝʨʘʪʘʢʘʤ ʚ ʨʘʤʢʘʭ ʙʦʣʝʝ ʰʠʨʦʢʠʭ ʫʩʠʣʠʡ 

ʚʴʝʪʥʘʤʩʢʦʛʦ ʛʦʩʫʜʘʨʩʪʚʘ ʧʦ ʮʝʥʟʫʨʝ ʚʩʝʭ, ʢʪʦ ʚʳʩʪʫʧʘʝʪ ʧʨʦʪʠʚ ʧʨʘʚʠʪʝʣʴʩʪʚʘ. 

Ocean Lotus, ʠʟʚʝʩʪʥʳʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢ, ʧʦʷʚʠʚʰʠʡʩʷ ʝʱʝ ʚ 2013 ʛʦʜʫ, ʩʪʦʠʪ 

ʟʘ ʢʘʤʧʘʥʠʝʡ ʰʧʠʦʥʩʢʦʛʦ ʇʆ ʧʨʦʪʠʚ ʧʨʘʚʦʟʘʱʠʪʥʠʢʦʚ ʠ ʜʦʣʛʦʝ ʚʨʝʤʷ ʩʯʠʪʘʣʩʷ 

ʧʨʝʩʣʝʜʫʶʱʠʤ ʮʝʣʠ, çʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʠʥʪʝʨʝʩʘʤ ʚʴʝʪʥʘʤʩʢʦʛʦ ʛʦʩʫʜʘʨʩʪʚʘè, 

ʩʦʛʣʘʩʥʦ ʜʦʢʣʘʜʫ Amnesty International ʦ ʩʠʪʫʘʮʠʠ. 

ɺ ʜʦʢʣʘʜʝ ʧʦʷʩʥʷʝʪʩʷ, ʯʪʦ ʰʧʠʦʥʩʢʦʝ ʇʆ - ʵʪʦ ʚʩʝʛʦ ʣʠʰʴ ʧʦʩʣʝʜʥʠʡ 

ʠʥʩʪʨʫʤʝʥʪ, ʥʘʧʨʘʚʣʝʥʥʳʡ ʧʨʦʪʠʚ ʥʝʩʦʛʣʘʩʥʳʭ ʙʣʦʛʛʝʨʦʚ ʠ ʘʢʪʠʚʠʩʪʦʚ ʩʦ ʩʪʦʨʦʥʳ 

ʚʴʝʪʥʘʤʩʢʦʛʦ ʧʨʘʚʠʪʝʣʴʩʪʚʘ, ʘʨʩʝʥʘʣ, ʢʦʪʦʨʳʡ ʪʘʢʞʝ ʚʢʣʶʯʘʝʪ ʧʨʝʩʣʝʜʦʚʘʥʠʷ, 

ʥʘʧʘʜʝʥʠʷ, ʟʘʧʨʝʪʳ ʥʘ ʧʦʝʟʜʢʠ ʠ ʪʶʨʝʤʥʦʝ ʟʘʢʣʶʯʝʥʠʝ. 

ʎʠʬʨʦʚʘʷ ʮʝʥʟʫʨʘ ɺʴʝʪʥʘʤʘ 

ʉʦʛʣʘʩʥʦ Amnesty International, ʟʘʢʦʥ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʠʥʷʪʳʡ ʚ 2019 

ʛʦʜʫ, ʜʘʣ ʧʨʘʚʠʪʝʣʴʩʪʚʫ ʍʘʥʦʷ ʧʦʣʥʳʡ ʢʦʥʪʨʦʣʴ ʥʘʜ ʪʝʤ, ʢʪʦ ʠʤʝʝʪ ʜʦʩʪʫʧ ʢ 

ʀʥʪʝʨʥʝʪʫ. ʅʦ ʪʝ ʧʨʘʚʦʟʘʱʠʪʥʠʢʠ, ʢʦʪʦʨʳʝ ʦʩʪʘʶʪʩʷ ʚ ʩʝʪʠ, ʩʪʘʣʠ ʤʠʰʝʥʷʤʠ ʜʣʷ 

ʘʪʘʢ Ocean Lotus, ʛʦʚʦʨʠʪʩʷ ʚ ʦʪʯʝʪʝ. 

ʉʦʛʣʘʩʥʦ ʨʘʩʩʣʝʜʦʚʘʥʠʶ Amnesty International, ʧʝʨʚʳʝ ʘʪʘʢʠ ʰʧʠʦʥʩʢʦʛʦ ʇʆ 

ʥʘ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʭ ʜʠʩʩʠʜʝʥʪʦʚ ʥʘʯʘʣʠʩʴ ʚ ʬʝʚʨʘʣʝ 2018 ʛʦʜʘ. 

ɺ ʯʠʩʣʦ ʤʠʰʝʥʝʡ ʚʭʦʜʠʣʠ ʘʢʪʠʚʠʩʪ ʜʝʤʦʢʨʘʪʠʯʝʩʢʦʛʦ ʜʚʠʞʝʥʠʷ ɹʫʡ ʊʭʘʥʴ 

ʍʠʝʫ, ʥʳʥʝ ʧʨʦʞʠʚʘʶʱʠʡ ʚ ɻʝʨʤʘʥʠʠ; ɺʴʝʪʥʘʤʩʢʘʷ ʟʘʨʫʙʝʞʥʘʷ ʠʥʠʮʠʘʪʠʚʘ ʧʦ 

ʨʘʩʰʠʨʝʥʠʶ ʧʨʘʚ ʠ ʚʦʟʤʦʞʥʦʩʪʝʡ ʩʦʚʝʩʪʠ (VOICE) (ʥʝʢʦʤʤʝʨʯʝʩʢʘʷ ʦʨʛʘʥʠʟʘʮʠʷ, 

ʧʦʜʜʝʨʞʠʚʘʶʱʘʷ ʚʴʝʪʥʘʤʩʢʠʭ ʙʝʞʝʥʮʝʚ ʠ ʧʨʘʚʘ ʯʝʣʦʚʝʢʘ); ʠ ʥʝʦʧʦʟʥʘʥʥʳʡ 

ʙʣʦʛʛʝʨ ʚʦ ɺʴʝʪʥʘʤʝ, ʢʨʠʪʠʢʫʶʱʠʡ ʧʨʘʚʠʪʝʣʴʩʪʚʦ. ʇʦ ʩʣʦʚʘʤ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, ʚʩʝ 

ʦʥʠ ʧʦʣʫʯʘʣʠ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʩʦ ʰʧʠʦʥʩʢʠʤ ʇʆ ʚ ʚʠʜʝ ʚʣʦʞʝʥʠʷ ʠʣʠ ʩʩʳʣʢʠ. 

ʂʦʤʘʥʜʘ Security Lab ʚʳʷʚʠʣʘ ʰʧʠʦʥʩʢʦʝ ʇʆ ʜʣʷ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ 

macOS ʠ Windows. 

çʐʧʠʦʥʩʢʦʝ ʇʆ ʜʣʷ Windows ʙʳʣʦ ʨʘʟʥʦʚʠʜʥʦʩʪʴʶ ʩʝʤʝʡʩʪʚʘ ʚʨʝʜʦʥʦʩʥʳʭ 

ʧʨʦʛʨʘʤʤ Kerrdown ʠ ʠʩʧʦʣʴʟʦʚʘʣʦʩʴ ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʛʨʫʧʧʦʡ Ocean Lotusè, - 

ʧʦʷʩʥʷʝʪʩʷ ʚ ʦʪʯʝʪʝ. çKerrdown - ʵʪʦ ʟʘʛʨʫʟʯʠʢ, ʢʦʪʦʨʳʡ ʫʩʪʘʥʘʚʣʠʚʘʝʪ 

ʜʦʧʦʣʥʠʪʝʣʴʥʦʝ ʰʧʠʦʥʩʢʦʝ ʇʆ ʩ ʩʝʨʚʝʨʘ ʚ ʩʠʩʪʝʤʝ ʞʝʨʪʚʳ ʠ ʦʪʢʨʳʚʘʝʪ ʣʦʞʥʳʡ 

ʜʦʢʫʤʝʥʪè. 

ʇʦ ʩʩʳʣʢʝ ʙʳʣ ʟʘʛʨʫʞʝʥ ʥʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʣʷ ʪʝʩʪʠʨʦʚʘʥʠʷ 

ʧʨʦʥʠʢʥʦʚʝʥʠʷ Cobalt Strike, ʢʦʪʦʨʳʡ ʜʘʝʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʢʦʥʪʨʦʣʴ ʥʘʜ 

ʮʝʣʝʚʦʡ ʩʠʩʪʝʤʦʡ ʠ ʜʘʝʪ ʠʤ ʚʦʟʤʦʞʥʦʩʪʴ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴʩʷ ʚʙʦʢ. 

ɺʝʨʩʠʷ Cobalt Strike ʜʣʷ macOS - ʵʪʦ ʩʧʝʮʠʘʣʴʥʘʷ ʚʝʨʩʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, 

ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʪʦʣʴʢʦ Ocean Lotus, ʛʦʚʦʨʠʪʩʷ ʚ ʦʪʯʝʪʝ. 

Amnesty International ʧʨʝʜʣʘʛʘʝʪ ʚʩʝʤ, ʢʪʦ ʤʦʞʝʪ ʩʪʘʪʴ ʮʝʣʴʶ ʘʪʘʢ ʵʪʦʛʦ ʪʠʧʘ 

ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ, ʫʜʝʣʷʪʴ ʧʨʠʩʪʘʣʴʥʦʝ ʚʥʠʤʘʥʠʝ ʩʩʳʣʢʘʤ, ʚʢʣʶʯʘʪʴ 

ʜʚʫʭʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ (2FA), ʠʩʧʦʣʴʟʦʚʘʪʴ ʘʥʪʠʚʠʨʫʩʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ 

ʦʙʝʩʧʝʯʝʥʠʝ ʠ ʟʘʧʫʩʢʘʪʴ ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

ʂʠʙʝʨʘʪʘʢʠ ʥʘ ʧʨʘʚʦʟʘʱʠʪʥʠʢʦʚ  

ʕʪʦʪ ʧʦʩʣʝʜʥʠʡ ʦʪʯʝʪ - ʝʱʝ ʦʜʠʥ ʧʨʠʤʝʨ ʚ ʜʣʠʥʥʦʤ ʩʧʠʩʢʝ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ 

ʢʘʤʧʘʥʠʡ, ʦʨʛʘʥʠʟʦʚʘʥʥʳʭ ʧʨʦʪʠʚ ʧʨʘʚʦʟʘʱʠʪʥʠʢʦʚ ʠ ʛʨʘʞʜʘʥʩʢʦʛʦ ʦʙʱʝʩʪʚʘ. 

ʅʘ ʵʪʦʡ ʥʝʜʝʣʝ ʪʠʙʝʪʩʢʠʝ ʩʦʦʙʱʝʩʪʚʘ ʩʪʘʣʠ ʤʠʰʝʥʴʶ ʜʣʷ ʥʘʩʪʨʦʝʥʥʦʛʦ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʨʘʩʰʠʨʝʥʠʷ Firefox, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʜʦʩʪʫʧ ʠ ʢʦʥʪʨʦʣʴ 
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ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ, ʨʘʙʦʪʘʶʱʠʤ ʩ ʢʦʤʤʫʥʠʩʪʠʯʝʩʢʦʡ ʧʘʨʪʠʝʡ ʂʠʪʘʷ, ʧʦ ʩʣʦʚʘʤ 

ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʠʟ Proofpoint. 

ɸ ʧʨʦʰʣʳʤ ʣʝʪʦʤ ʰʧʠʦʥʩʢʦʝ ʇʆ ʜʣʷ Android ʧʦʜ ʥʘʟʚʘʥʠʝʤ ActionSpy ʙʳʣʦ 

ʨʘʟʦʩʣʘʥʦ ʞʝʨʪʚʘʤ ʚ ʊʠʙʝʪʝ, ʊʫʨʮʠʠ ʠ ʊʘʡʚʘʥʝ ʩ ʮʝʣʴʶ ʩʙʦʨʘ ʜʘʥʥʳʭ ʦʙ ʫʡʛʫʨʩʢʠʭ 

ʤʝʥʴʰʠʥʩʪʚʘʭ, ʞʝʨʪʚʘʭ ʥʘʨʫʰʝʥʠʡ ʧʨʘʚ ʯʝʣʦʚʝʢʘ, ʩʧʦʥʩʠʨʫʝʤʳʭ ʂʠʪʘʝʤ. 

ɼʨʫʛʠʝ ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʦʛʨʘʤʤʳ, ʚ ʪʦʤ ʯʠʩʣʝ ʠʥʩʪʨʫʤʝʥʪʳ ʥʘʙʣʶʜʝʥʠʷ ʜʣʷ 

Android ʧʦʜ ʥʘʟʚʘʥʠʝʤ SilkBean, GoldenEagle, CarbonSteal ʠ Double-Agent, ʪʘʢʞʝ 

ʙʳʣʠ ʨʘʟʚʝʨʥʫʪʳ ʣʠʮʘʤʠ, ʦʨʠʝʥʪʠʨʦʚʘʥʥʳʤʠ ʥʘ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʂʠʪʘʷ, ʚ ʠʶʣʝ ʚ 

ʨʘʤʢʘʭ ʧʨʦʜʦʣʞʘʶʱʝʡʩʷ ʢʘʤʧʘʥʠʠ ʩʣʝʞʢʠ ʟʘ ʤʫʩʫʣʴʤʘʥʘʤʠ-ʫʡʛʫʨʘʤʠ, ʢʦʪʦʨʘʷ 

ʥʘʯʘʣʘʩʴ ʝʱʝ ʚ 2013 ʛʦʜʫ. 

ʀʥʜʫʩʪʨʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʤʝʩʪʝ ʩ Amnesty International ʠ ʜʨʫʛʠʤʠ ʛʨʫʧʧʘʤʠ, 

ʪʘʢʠʤʠ ʢʘʢ Electronic Frontier Foundation, ʧʨʦʜʦʣʞʘʶʪ ʙʠʪʴ ʪʨʝʚʦʛʫ ʧʦ ʧʦʚʦʜʫ 

ʨʝʘʣʴʥʳʭ ʧʦʩʣʝʜʩʪʚʠʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʞʠʟʥʠ ʠ ʩʤʝʨʪʠ, ʢʦʛʜʘ ʠʥʩʪʨʫʤʝʥʪʳ 

ʦʙʨʘʱʘʶʪʩʷ ʧʨʦʪʠʚ ʥʘʠʙʦʣʝʝ ʫʷʟʚʠʤʳʭ ʛʨʫʧʧ ʥʘʩʝʣʝʥʠʷ ʧʣʘʥʝʪʳ. 

çʂʦʛʜʘ ʤʳ ʛʦʚʦʨʠʤ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʤʳ ʜʦʣʞʥʳ ʩʧʨʦʩʠʪʴ: çɹʝʟʦʧʘʩʥʦʩʪʴ ʜʣʷ 

ʢʦʛʦ?è, - ʦʙʲʷʩʥʠʣʘ ɽʚʘ ɻʘʣʴʧʝʨʠʥ ʠʟ EFF ʥʘ ʩʝʩʩʠʠ Black Hat 2019 ʛʦʜʘ ʧʦʜ 

ʥʘʟʚʘʥʠʝʤ çɺʟʣʦʤ ʚʦ ʙʣʘʛʦ: ʨʘʩʰʠʨʝʥʠʝ ʚʦʟʤʦʞʥʦʩʪʝʡ ʪʝʭʥʦʣʦʛʦʚ ʜʣʷ ʫʢʨʝʧʣʝʥʠʷ 

ʮʠʬʨʦʚʦʛʦ ʦʙʱʝʩʪʚʘè. çʆʙʳʯʥʦ ʵʪʦ ʜʣʷ ʧʨʘʚʠʪʝʣʴʩʪʚ ʠʣʠ ʢʦʨʧʦʨʘʮʠʡ. ʄʳ ʥʝ 

ʛʦʚʦʨʠʤ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʣʶʜʝʡ, ʦʩʦʙʝʥʥʦ ʪʝʭ, ʫ ʢʦʛʦ ʤʘʣʦ ʜʝʥʝʛè. (Becky Bracken. 

Cyberattacks Launch Against Vietnamese Human-Rights Activists // Threatpost 

(https://threatpost.com/cyberattacks-vietnam-human-rights-activists/164284/). 

25.02.2021). 

***  

 

 
 

ʇʨʦʪʠʜʽʷ ʟʦʚʥʽʰʥʽʡ ʢʽʙʝʨʥʝʪʠʯʥʽʡ ʘʛʨʝʩʽʾ 

 

çʇʨʝʩʩ-ʩʝʢʨʝʪʘʨʴ ʧʨʝʟʠʜʝʥʪʘ ʈʦʩʩʠʠ ɼʤʠʪʨʠʡ ʇʝʩʢʦʚ ʩʯʠʪʘʝʪ ʘʙʩʫʨʜʥʦʡ 

ʬʦʨʤʫʣʠʨʦʚʢʫ ʠʟ ʜʦʢʣʘʜʘ ʩʧʝʮʩʣʫʞʙ ʌʨʘʥʮʠʠ ʦ ʧʨʠʯʘʩʪʥʦʩʪʠ ʈʌ ʢ 

ʢʠʙʝʨʘʪʘʢʘʤ ʥʘ ʧʨʝʜʧʨʠʷʪʠʷ ʵʪʦʡ ʩʪʨʘʥʳ.  
"ɼʘ, ʪʘʤ ʩʦʜʝʨʞʘʪʩʷ ʦʙʚʠʥʝʥʠʷ ʚ ʥʝʢʠʭ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʷʭ ʩʦ ʩʪʦʨʦʥʳ 

ʥʝʢʦʡ ʛʨʫʧʧʳ ʭʘʢʝʨʦʚ. ɹʝʟʫʩʣʦʚʥʦ, ʈʦʩʩʠʷ ʥʝ ʠʤʝʣʘ, ʥʝ ʠʤʝʝʪ ʠ ʥʝ ʤʦʞʝʪ ʠʤʝʪʴ 

ʥʠʢʘʢʦʡ ʧʨʠʯʘʩʪʥʦʩʪʠ ʢ ʢʘʢʠʤ-ʣʠʙʦ ʧʨʦʷʚʣʝʥʠʷʤ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ", - ʩʢʘʟʘʣ 

ʇʝʩʢʦʚ. "ɺ ʵʪʦʤ ʢʦʥʪʝʢʩʪʝ ʭʦʪʝʣ ʙʳ ʥʘʧʦʤʥʠʪʴ, ʯʪʦ ʠʤʝʥʥʦ ʈʦʩʩʠʷ ʧʦʩʪʦʷʥʥʦ 

ʛʦʚʦʨʠʪ ʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʤʝʞʜʫʥʘʨʦʜʥʦʛʦ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʚ ʨʘʤʢʘʭ 

ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʢʠʙʝʨʦʧʘʩʥʦʩʪʠ", - ʟʘʢʣʶʯʠʣ ʦʥ.  

ʉʦʛʣʘʩʥʦ ʥʦʚʦʤʫ ʦʪʯʝʪʫ ANSSI, ʟʘ ʘʪʘʢʘʤʠ ʩʪʦʠʪ ʠʟʚʝʩʪʥʘʷ APT-ʛʨʫʧʧʘ 

Sandworm, ʩʚʷʟʳʚʘʝʤʘʷ ʀɹ-ʵʢʩʧʝʨʪʘʤʠ ʩ ʈʦʩʩʠʝʡ. ɾʝʨʪʚʘʤʠ ʚʨʝʜʦʥʦʩʥʦʡ 

ʢʘʤʧʘʥʠʠ ʧʨʝʠʤʫʱʝʩʪʚʝʥʥʦ ʷʚʣʷʶʪʩʷ ʧʦʩʪʘʚʱʠʢʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʚ 

ʯʘʩʪʥʦʩʪʠ, ʧʨʦʚʘʡʜʝʨʳ web-ʭʦʩʪʠʥʛʘ. ʇʝʨʚʘʷ ʞʝʨʪʚʘ ʙʳʣʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʘ ʚ 

ʢʦʥʮʝ 2017 ʛʦʜʘ, ʘ ʚ ʮʝʣʦʤ ʦʧʝʨʘʮʠʷ ʧʨʦʜʦʣʞʘʣʘʩʴ ʜʦ 2020 ʛʦʜʘè. (ʇʝʩʢʦʚ 

ʩʯʠʪʘʝʪ ʘʙʩʫʨʜʥʦʡ ʬʦʨʤʫʣʠʨʦʚʢʫ ʦ ʧʨʠʯʘʩʪʥʦʩʪʠ ʈʦʩʩʠʠ ʢ ʢʠʙʝʨʘʪʘʢʘʤ ʚʦ 

ʌʨʘʥʮʠʠ // SecurityLab.ru (https://www.securitylab.ru/news/516699.php). 

17.02.2021). 
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çʇʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ ʚʝʜʦʤʩʪʚʘ ʆɸʕ ʩʪʘʣʠ ʮʝʣʷʤʠ ʥʦʚʦʡ ʢʘʤʧʘʥʠʠ 

ʢʠʙʝʨʰʧʠʦʥʘʞʘ, ʧʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦ ʦʨʛʘʥʠʟʦʚʘʥʥʦʡ ʠʨʘʥʩʢʠʤʠ ʭʘʢʝʨʘʤʠ.  

ʂʘʢ ʧʦʣʘʛʘʶʪ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʟ Anomali, ʟʘ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʡ 

ʦʧʝʨʘʮʠʝʡ ʩʪʦʠʪ ʛʨʫʧʧʠʨʦʚʢʘ Static Kitten (ʪʘʢʞʝ ʠʟʚʝʩʪʥʘʷ ʢʘʢ MERCURY ʠʣʠ 

MuddyWater). ʎʝʣʴʶ ʧʨʝʩʪʫʧʥʠʢʦʚ ʷʚʣʷʝʪʩʷ ʫʩʪʘʥʦʚʢʘ ʠʥʩʪʨʫʤʝʥʪʘ ʫʜʘʣʝʥʥʦʛʦ 

ʫʧʨʘʚʣʝʥʠʷ ʧʦʜ ʥʘʟʚʘʥʠʝʤ ScreenConnect (ʪʝʧʝʨʴ ʥʘʟʳʚʘʝʪʩʷ ConnectWise Control) 

ʩ ʫʥʠʢʘʣʴʥʳʤʠ ʧʘʨʘʤʝʪʨʘʤʠ ʟʘʧʫʩʢʘ. ɺʨʝʜʦʥʦʩʥʳʝ ʠʩʧʦʣʥʷʝʤʳʝ ʬʘʡʣʳ ʠ URL-

ʘʜʨʝʩʘ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʚ ʵʪʦʡ ʢʘʤʧʘʥʠʠ, ʟʘʤʘʩʢʠʨʦʚʘʥʳ ʧʦʜ ʨʝʩʫʨʩʳ ʄʠʥʠʩʪʝʨʩʪʚʘ 

ʠʥʦʩʪʨʘʥʥʳʭ ʜʝʣ ʂʫʚʝʡʪʘ ʠ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʩʦʚʝʪʘ ʆɸʕ.  

ʉʧʝʮʠʘʣʠʩʪʳ ʦʙʥʘʨʫʞʠʣʠ ʜʚʘ ʨʘʟʤʝʱʝʥʥʳʭ ʥʘ Onehub ZIP-ʬʘʡʣʘ, ʷʢʦʙʳ 

ʩʦʜʝʨʞʘʱʠʝ ʦʪʯʝʪ ʦʙ ʦʪʥʦʰʝʥʠʷʭ ʤʝʞʜʫ ʘʨʘʙʩʢʠʤʠ ʩʪʨʘʥʘʤʠ ʠ ʀʟʨʘʠʣʝʤ ʠʣʠ 

ʜʦʢʫʤʝʥʪ, ʢʘʩʘʶʱʠʡʩʷ ʩʪʠʧʝʥʜʠʡ. ɸʪʘʢʘ ʥʘʯʠʥʘʝʪʩʷ ʩ ʨʘʩʩʳʣʢʠ ʬʠʰʠʥʛʦʚʳʭ 

ʧʠʩʝʤ ʩ ʬʘʣʴʰʠʚʳʤʠ ʜʦʢʫʤʝʥʪʘʤʠ, ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪ URL-ʘʜʨʝʩʘ ʜʣʷ ʟʘʛʨʫʟʢʠ 

ZIP-ʬʘʣʦʚ. ɺ ZIP-ʘʨʭʠʚʘʭ ʩʦʜʝʨʞʘʪʩʷ ʟʘʤʘʩʢʠʨʦʚʘʥʥʳʝ ʧʦʜ ʦʪʯʝʪʳ ʠ ʜʦʢʫʤʝʥʪʳ 

EXE-ʬʘʡʣʳ, ʢʦʪʦʨʳʝ ʧʨʠ ʟʘʧʫʩʢʝ ʥʘʯʠʥʘʶʪ ʧʨʦʮʝʩʩ ʫʩʪʘʥʦʚʢʠ ScreenConnect. 

çURL-ʘʜʨʝʩʘ, ʨʘʩʧʨʦʩʪʨʘʥʷʝʤʳʝ ʯʝʨʝʟ ʬʠʰʠʥʛʦʚʳʝ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ, 

ʧʝʨʝʥʘʧʨʘʚʣʷʶʪ ʧʦʣʫʯʘʪʝʣʝʡ ʚ ʤʝʩʪʦ ʭʨʘʥʝʥʠʷ ʬʘʡʣʦʚ ʥʘ ʣʝʛʠʪʠʤʥʦʤ ʩʝʨʚʠʩʝ 

Onehub, ʢʦʪʦʨʳʡ ʨʘʥʝʝ ʠʩʧʦʣʴʟʦʚʘʣʩʷ Static Kitten ʚ ʟʣʦʥʘʤʝʨʝʥʥʳʭ ʮʝʣʷʭ. Static 

Kitten ʧʨʦʜʦʣʞʘʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ Onehub ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʬʘʡʣʘ, ʩʦʜʝʨʞʘʱʝʛʦ 

ScreenConnectè, ð ʦʪʤʝʪʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. 

ʇʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦ, ʢʦʥʝʯʥʦʡ ʮʝʣʴʶ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʷʚʣʷʝʪʩʷ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʢʦʥʝʯʥʳʤ ʪʦʯʢʘʤ ʚ 

ʢʣʠʝʥʪʩʢʠʭ ʩʝʪʷʭ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʠʤ ʦʩʫʱʝʩʪʚʣʷʪʴ ʜʘʣʴʥʝʡʰʝʝ ʧʝʨʝʤʝʱʝʥʠʝ ʧʦ 

ʩʝʪʠ ʠ ʚʳʧʦʣʥʷʪʴ ʧʨʦʠʟʚʦʣʴʥʳʝ ʢʦʤʘʥʜʳ ʚ ʮʝʣʝʚʳʭ ʩʨʝʜʘʭ, ʦʙʣʝʛʯʘʷ ʢʨʘʞʫ 

ʜʘʥʥʳʭ.  

ConnectWise Control ð ʘʚʪʦʥʦʤʥʦʝ ʧʨʠʣʦʞʝʥʠʝ ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ ʨʘʙʦʯʝʛʦ 

ʩʪʦʣʘ ʩ ʧʦʜʜʝʨʞʢʦʡ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʜʦʩʪʫʧʘ ʠ ʧʨʦʚʝʜʝʥʠʷ ʩʦʙʨʘʥʠʡ ʩ ʬʫʥʢʮʠʷʤʠ 

ʩʦʚʤʝʩʪʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʵʢʨʘʥʘè. (ʀʨʘʥʩʢʠʝ ʭʘʢʝʨʳ ʠʩʧʦʣʴʟʫʶʪ ʠʥʩʪʨʫʤʝʥʪ 

ScreenConnect ʚ ʮʝʣʷʭ ʢʠʙʝʨʰʧʠʦʥʘʞʘ // SecurityLab.ru 

(https://www.securitylab.ru/news/516538.php). 12.02.2021). 

***  

 

çʅʽʜʝʨʣʘʥʜʩʴʢʽʡ ʝʢʦʥʦʤʽʮʽ ʟʘʛʨʦʞʫʻ ʮʠʬʨʦʚʝ ʰʧʠʛʫʥʩʪʚʦ ʟ ʙʦʢʫ ʂʠʪʘʶ 

ʪʘ ʈʦʩʽʾ, ʯʝʨʝʟ ʮʝ ʩʧʝʮʩʣʫʞʙʠ ʭʦʯʫʪʴ ʙʽʣʴʰʦʛʦ ʬʽʥʘʥʩʫʚʘʥʥʷ ʪʘ ʢʨʘʱʦʾ 

ʩʧʽʚʧʨʘʮʽ ʟ ʫʨʷʜʘʤʠ, ʢʦʤʧʘʥʽʷʤʠ ʪʘ ʫʥʽʚʝʨʩʠʪʝʪʘʤʠé 
ʉʧʝʮʩʣʫʞʙʠ AIVD, MIVD ʪʘ ʅʘʮʽʦʥʘʣʴʥʠʡ ʢʦʦʨʜʠʥʘʪʦʨ ʟ ʧʠʪʘʥʴ ʙʦʨʦʪʴʙʠ ʟ 

ʪʝʨʦʨʠʟʤʦʤ ʪʘ ʙʝʟʧʝʢʦʶ (NCTV) ʧʦʚʽʜʦʤʠʣʠ, ʱʦ ʚʦʥʠ ʱʦʜʥʷ ʣʦʚʣʷʪʴ ʢʠʪʘʡʩʴʢʠʭ 

ʪʘ ʨʦʩʽʡʩʴʢʠʭ ʭʘʢʝʨʽʚ, ʱʦ ʟʣʘʤʫʶʪʴ ʢʦʤʧʘʥʽʾ ʪʘ ʫʥʽʚʝʨʩʠʪʝʪʠ. 

ʊʘʢʦʞ ʨʝʛʫʣʷʨʥʦ ʧʨʦʚʦʜʷʪʴʩʷ ʥʘʧʘʜʠ ʥʘ ʪʘʢ ʟʚʘʥʫ ʞʠʪʪʻʚʦ ʚʘʞʣʠʚʫ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʫ ʅʽʜʝʨʣʘʥʜʽʚ, ʪʘʢʫ ʷʢ ʦʙ'ʻʢʪʠ ʝʥʝʨʛʝʪʠʢʠ ʪʘ ʧʠʪʥʦʾ ʚʦʜʠ, ʙʘʥʢʠ ʪʘ 

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʽ ʤʝʨʝʞʽ. 

ɿʘ ʩʣʦʚʘʤʠ ʰʝʬʘ MIVD ʗʥʘ ʉʚʽʣʣʝʥʩʘ, ʢʠʪʘʡʮʽ ʪʘ ʨʦʩʽʷʥʠ ʥʝ ʙʦʷʪʴʩʷ ʨʦʙʠʪʠ 

ʢʽʙʝʨʘʪʘʢʠ: "ɺʦʥʠ ʭʦʯʫʪʴ ʮʴʦʛʦ, ʤʦʞʫʪʴ ʽ ʨʦʙʣʷʪʴ". 
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ʅʘʧʘʜʠ ʥʘ ʚʘʞʣʠʚʽ ʝʣʝʤʝʥʪʠ ʝʢʦʥʦʤʽʢʠ ʟʘʛʨʦʞʫʶʪʴ "ʥʘʮʽʦʥʘʣʴʥʽʡ 

ʩʧʨʦʤʦʞʥʦʩʪʽ ʟʘʨʦʙʣʷʪʠ", ʛʦʚʦʨʠʪʴ ʥʘʯʘʣʴʥʠʢ AIVD ɽʨʽʢ ɸʢʝʨʙʫʤ. 

ɸʢʝʨʙʫʤ ʩʪʚʝʨʜʞʫʻ, ʱʦ ʥʝʙʝʟʧʝʢʘ ʟ ʙʦʢʫ ʂʠʪʘʶ ʥʝʜʦʦʮʽʥʶʻʪʴʩʷ. ʊʦʤʫ ʚʽʥ 

ʭʦʯʝ, ʱʦʙ ʚʽʜʪʝʧʝʨ ʽʥʦʟʝʤʥʽ ʽʥʚʝʩʪʠʮʽʾ ʚ ʅʽʜʝʨʣʘʥʜʘʭ ʦʮʽʥʶʚʘʣʠʩʴ ʥʘ ʧʨʝʜʤʝʪ 

ʧʦʪʝʥʮʽʡʥʠʭ ʟʘʛʨʦʟ ʥʘʮʽʦʥʘʣʴʥʽʡ ʙʝʟʧʝʮʽ. 

ʋ ʛʨʫʜʥʽ ʱʝ ʜʚʦʭ ʨʦʩʽʡʩʴʢʠʭ ʜʠʧʣʦʤʘʪʽʚ ʙʫʣʦ ʦʛʦʣʦʰʝʥʦ ʧʝʨʩʦʥʘʤʠ ʥʦʥ-

ʛʨʘʪʘ ʪʘ ʚʠʩʣʘʥʦ ʟ ʢʨʘʾʥʠ ʧʽʩʣʷ ʪʦʛʦ, ʷʢ AIVD ʚʠʢʨʠʣʘ ʾʭ ʷʢ ʰʧʠʛʫʥʽʚ. ɺʦʥʠ 

ʚʠʰʫʢʫʚʘʣʠ ʢʦʥʬʽʜʝʥʮʽʡʥʫ ʽʥʬʦʨʤʘʮʽʶ ʚʽʜ ʛʦʣʣʘʥʜʩʴʢʠʭ ʚʠʩʦʢʦʪʝʭʥʦʣʦʛʽʯʥʠʭ 

ʢʦʤʧʘʥʽʡ ʪʘ ʫʩʪʘʥʦʚ. 

ʉʧʝʮʩʣʫʞʙʠ ʪʘʢʦʞ ʥʘʛʦʣʦʰʫʶʪʴ ʥʘ ʧʦʪʨʝʙʽ ʤʘʪʠ ʙʽʣʴʰʝ ʚʣʘʩʥʠʭ ʭʘʢʝʨʽʚ. 

ʊʦʤʫ ʙʶʜʞʝʪ ʜʣʷ ʥʠʭ ʧʦʚʠʥʝʥ ʟʙʽʣʴʰʫʚʘʪʠʩʷ. ɿʘʟʥʘʯʘʻʪʴʩʷ, ʱʦ ʫ ɹʨʠʪʘʥʽʾ ʪʘ 

ʌʨʘʥʮʽʾ ʥʝʱʦʜʘʚʥʦ ʚʽʜʧʦʚʽʜʥʽ ʙʶʜʞʝʪʠ ʟʙʽʣʴʰʠʣʠ ʥʘ 5 ʪʘ 8 ʚʽʜʩʦʪʢʽʚ. 

ʑʦʨʽʯʥʦ AIVD ʦʪʨʠʤʫʻ ʧʦʥʘʜ 316 ʤʽʣʴʡʦʥʽʚ ʻʚʨʦ. ɹʶʜʞʝʪ MIVD ʻ 

ʜʝʨʞʘʚʥʦʶ ʪʘʻʤʥʠʮʝʶè. (ʉʧʝʮʩʣʫʞʙʠ ʅʽʜʝʨʣʘʥʜʽʚ ʚʠʤʘʛʘʶʪʴ ʙʽʣʴʰʝ 

ʬʽʥʘʥʩʫʚʘʥʥʷ ʯʝʨʝʟ ʢʽʙʝʨʘʪʘʢʠ ʂʠʪʘʶ ʽ ʈʌ // ɭʚʨʦʧʝʡʩʴʢʘ ʧʨʘʚʜʘ 

(https://www.eurointegration.com.ua/news/2021/02/11/7119671/). 11.02.2021). 

***  

 

çʉʦʚʝʪ ɽʚʨʦʧʝʡʩʢʦʛʦ ʉʦʶʟʘ ʥʘ ʫʨʦʚʥʝ ʤʠʥʠʩʪʨʦʚ ʠʥʦʩʪʨʘʥʥʳʭ ʜʝʣ 

ʦʧʨʝʜʝʣʠʣ ʪʨʠ ʥʘʧʨʘʚʣʝʥʠʷ ʜʝʡʩʪʚʠʡ ʚ ʦʪʥʦʰʝʥʠʷʭ ʩ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʝʡ. 

ʆʙ ʵʪʦʤ ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ ɽʚʨʦʧʝʡʩʢʦʡ ʂʦʤʠʩʩʠʠ, ɺʳʩʦʢʠʡ ʧʨʝʜʩʪʘʚʠʪʝʣʴ ɽʉ 

ʧʦ ʚʦʧʨʦʩʘʤ ʚʥʝʰʥʝʡ ʧʦʣʠʪʠʢʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ɾʦʟʝʧ ɹʦʨʨʝʣʴ ʟʘʷʚʠʣ ʥʘ ʙʨʠʬʠʥʛʝ 

ʧʦʩʣʝ ʟʘʩʝʜʘʥʠʷ ʉʦʚʝʪʘ ɽʚʨʦʩʦʶʟʘ ʥʘ ʫʨʦʚʥʝ ʤʠʥʠʩʪʨʦʚ ʠʥʦʩʪʨʘʥʥʳʭ ʜʝʣ ʩʪʨʘʥ-

ʯʣʝʥʦʚ ɽʉ. (ɹʨʠʬʠʥʛ ʪʨʘʥʩʣʠʨʦʚʘʣʩʷ ʥʘ ʩʘʡʪʝ ʘʫʜʠʦʚʠʟʫʘʣʴʥʳʭ ʫʩʣʫʛ 

ɽʚʨʦʢʦʤʠʩʩʠʠ). 

"ɺ ʉʦʚʝʪʝ ɽʉ ʩʯʠʪʘʶʪ, ʯʪʦ ʈʦʩʩʠʷ ʜʚʠʞʝʪʩʷ ʚ ʥʘʧʨʘʚʣʝʥʠʠ ʘʚʪʦʨʠʪʘʨʥʦʛʦ 

ʛʦʩʫʜʘʨʩʪʚʘ ʠ ʦʪʜʘʣʷʝʪʩʷ ʦʪ ɽʚʨʦʧʳ", - ʧʦʜʯʝʨʢʥʫʣ ɹʦʨʨʝʣʴ. 

ɺ ʯʘʩʪʥʦʩʪʠ, ʧʦ ʝʛʦ ʩʣʦʚʘʤ, ʛʣʘʚʳ ʄʀɼ ʩʪʨʘʥ-ʯʣʝʥʦʚ ɽʉ ʝʜʠʥʦʜʫʰʥʦ 

ʩʯʠʪʘʶʪ, ʯʪʦ ʧʦʩʣʝʜʥʠʝ ʜʝʡʩʪʚʠʷ ʈʦʩʩʠʠ ʠ ʨʝʘʢʮʠʷ ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʪ ʦ ʯʝʪʢʦʤ 

ʩʠʛʥʘʣʝ, ʯʪʦ ʦʥʘ ʥʝ ʟʘʠʥʪʝʨʝʩʦʚʘʥʘ ʚ ʩʦʪʨʫʜʥʠʯʝʩʪʚʝ ʩ ɽʚʨʦʩʦʶʟʦʤ, ʘ, ʥʘʦʙʦʨʦʪ, 

ʟʘʠʥʪʝʨʝʩʦʚʘʥʘ ʚ ʢʦʥʬʨʦʥʪʘʮʠʠ ʠ ʦʪʩʪʨʘʥʝʥʥʦʩʪʠ ʦʪ ɽʉ. 

ɺ ʩʚʷʟʠ ʩ ʵʪʠʤ ʩʝʛʦʜʥʷ ʛʣʘʚʳ ʄʀɼ ʨʝʰʠʣʠ ʩʣʝʜʦʚʘʪʴ ʪʨʝʤ ʦʩʥʦʚʥʳʤ 

ʥʘʧʨʘʚʣʝʥʠʷʤ ʚ ʦʪʥʦʰʝʥʠʷʭ ʩ ʈʦʩʩʠʝʡ. 

ɺ ʯʘʩʪʥʦʩʪʠ, ɽʉ "ʙʫʜʝʪ ʜʘʚʘʪʴ ʦʪʧʦʨ, ʝʩʣʠ ʈʦʩʩʠʷ ʙʫʜʝʪ ʥʘʨʫʰʘʪʴ 

ʤʝʞʜʫʥʘʨʦʜʥʦʝ ʧʨʘʚʦ ʠ ʧʨʘʚʘ ʯʝʣʦʚʝʢʘ". 

ɺʪʦʨʦʝ ʥʘʧʨʘʚʣʝʥʠʝ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩʪʨʘʥ ɽʚʨʦʩʦʶʟʘ ʟʘʢʣʶʯʘʝʪʩʷ ʚ 

ʩʜʝʨʞʠʚʘʥʠʠ, ʝʩʣʠ ʈʦʩʩʠʷ ʙʫʜʝʪ ʧʳʪʘʪʴʩʷ ʫʩʠʣʠʪʴ ʜʘʚʣʝʥʠʝ ʥʘ ɽʚʨʦʩʦʶʟ, ʚ ʪʦʤ 

ʯʠʩʣʝ ʩ ʧʦʤʦʱʴʶ ʜʝʟʠʥʬʦʨʤʘʮʠʠ ʠ ʢʠʙʝʨʘʪʘʢ, ʠ ʪʨʝʪʴʝ ï ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʚ 

ʚʦʧʨʦʩʘʭ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ʠʥʪʝʨʝʩ ɽʉéè (ɹʫʜʝʪ ʜʘʚʘʪʴ ʦʪʧʦʨ: ʉʦʚʝʪ 

ɽʚʨʦʩʦʶʟʘ ʦʧʨʝʜʝʣʠʣ ʪʨʠ ʥʘʧʨʘʚʣʝʥʠʷ ʜʝʡʩʪʚʠʡ ʚ ʦʪʥʦʰʝʥʠʷʭ ʩ ʈʌ // ʋʅʀɸʅ 

(https://www.unian.net/world/otnosheniya-es-i-rf -sovet-evrosoyuza-opredelil-tri -

napravleniya-deystviy-novosti-mira-11330576.html). 22.02.2021). 

***  
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ʉʪʚʦʨʝʥʥʷ ʪʘ ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʢʽʙʝʨʚʽʡʩʴʢ 

 

çɺ ʈʦʩʩʠʠ ʟʘʷʚʠʣʠ, ʯʪʦ ʢʠʙʝʨʧʦʜʨʘʟʜʝʣʝʥʠʷ ʉʐɸ ʫʞʝ ʥʘʭʦʜʷʪʩʷ ʧʦ 

ʚʩʝʤʫ ʤʠʨʫ, ʚ ʪʦʤ ʯʠʩʣʝ ʚ ʋʢʨʘʠʥʝ, ʏʝʨʥʦʛʦʨʠʠ ʠ ʉʝʚʝʨʥʦʡ ʄʘʢʝʜʦʥʠʠ. ʆʙ 

ʵʪʦʤ ʚ ʯʝʪʚʝʨʛ, 4 ʬʝʚʨʘʣʷ, ʩʦʦʙʱʘʝʪ ʊɸʉʉ ʩʦ ʩʩʳʣʢʦʡ ʥʘ ʩʣʦʚʘ ʟʘʤʜʠʨʝʢʪʦʨʘ 

ʨʦʩʩʠʡʩʢʦʛʦ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʢʦʦʨʜʠʥʘʮʠʦʥʥʦʛʦ ʮʝʥʪʨʘ ʧʦ ʢʦʤʧʴʶʪʝʨʥʳʤ 

ʠʥʮʠʜʝʥʪʘʤ (ʅʂʎʂʀ) ʅʠʢʦʣʘʷ ʄʫʨʘʰʦʚʘ. 

çʇʦʜ ʧʨʝʜʣʦʛʦʤ ʟʘʱʠʪʳ ʚʳʙʦʨʦʚ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘʤʠ ʩʦʶʟʥʠʢʦʚ ʚ ʥʘʩʪʦʷʱʝʝ 

ʚʨʝʤʷ ʧʦ ʚʩʝʤʫ ʤʠʨʫ ʨʘʟʚʦʨʘʯʠʚʘʶʪʩʷ ʘʤʝʨʠʢʘʥʩʢʠʝ ʢʠʙʝʨʧʦʜʨʘʟʜʝʣʝʥʠʷ. 

ʉʦʛʣʘʩʥʦ ʦʬʠʮʠʘʣʴʥʳʤ ʜʘʥʥʳʤ ʚʦʝʥʥʳʭ ʚʝʜʦʤʩʪʚ, ʘʤʝʨʠʢʘʥʩʢʠʝ ʢʠʙʝʨʢʦʤʘʥʜʳ 

ʨʘʟʤʝʩʪʠʣʠ ʩʚʦʠʭ ʩʧʝʮʠʘʣʠʩʪʦʚ ʥʘ ʪʝʨʨʠʪʦʨʠʠ ʏʝʨʥʦʛʦʨʠʠ, ʄʘʢʝʜʦʥʠʠ, ʋʢʨʘʠʥʳè, 

ð ʩʢʘʟʘʣ ʄʫʨʘʰʦʚ. 

ʇʦ ʝʛʦ ʩʣʦʚʘʤ, ʬʦʨʤʫʣʠʨʦʚʢʘ ʠʭ ʟʘʷʚʣʝʥʠʡ ʧʦʟʚʦʣʷʝʪ ʧʨʝʜʧʦʣʦʞʠʪʴ, ʯʪʦ 

ʵʪʦʪ ʩʧʠʩʦʢ ʥʝ ʷʚʣʷʝʪʩʷ ʧʦʣʥʳʤ. 

ʊʘʢʞʝ ʄʫʨʘʰʦʚ ʟʘʷʚʠʣ, ʯʪʦ ʢʠʙʝʨʢʦʤʘʥʜʳ ʉʐɸ ʦʪʢʨʳʪʦ ʧʨʠʟʥʘʶʪ, ʯʪʦ ʵʪʠ 

ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʦʙʣʘʜʘʶʪ ʩʠʣʘʤʠ ʠ ʩʨʝʜʩʪʚʘʤʠ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ, 

ʢʦʪʦʨʳʝ ʫʩʧʝʰʥʦ ʧʨʠʤʝʥʷʶʪʩʷ ʥʘ ʧʨʘʢʪʠʢʝ ʧʨʦʪʠʚ ʣʶʙʦʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʠʟ ʢʦʪʦʨʦʡ, ʧʦ ʠʭ ʤʥʝʥʠʶ, ʠʩʭʦʜʠʪ ʫʛʨʦʟʘ. ʊʘʢʞʝ, ʧʦ ʝʛʦ ʩʣʦʚʘʤ, 

ʥʘ ʪʝʨʨʠʪʦʨʠʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʨʘʟʚʝʨʥʫʪʘ ʛʨʫʧʧʘ ʧʦ ʙʦʨʴʙʝ ʩ 

ʢʠʙʝʨʤʦʰʝʥʥʠʯʝʩʪʚʦʤ, ʩʦʟʜʘʥʥʘʷ ʩʝʢʨʝʪʥʦʡ ʩʣʫʞʙʦʡ ʉʐɸ. 

ʄʫʨʘʰʦʚ ʧʦʜʯʝʨʢʥʫʣ, ʯʪʦ ʚ ʟʘʜʘʯʫ ʧʦʜʨʘʟʜʝʣʝʥʠʡ ʚʭʦʜʠʪ ʚʳʷʚʣʝʥʠʝ, 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʠ ʣʠʢʚʠʜʘʮʠʷ ʧʦʩʣʝʜʩʪʚʠʡ ʢʦʤʧʴʶʪʝʨʥʳʭ ʘʪʘʢ ʩ ʮʝʣʴʶ ʘʨʝʩʪʘ ʠ 

ʦʩʫʞʜʝʥʠʷ ʩʦʚʝʨʰʘʶʱʠʭ ʠʭ ʣʠʮè. (ɺ ʈʌ ʟʘʷʚʠʣʠ, ʯʪʦ ʚ ʋʢʨʘʠʥʝ ʨʘʙʦʪʘʶʪ 

ʢʠʙʝʨʧʦʜʨʘʟʜʝʣʝʥʠʷ ʉʐɸ // ɺʝʨʩʠʠ.com (https://versii.com/news/v-rf -zajavili-chto-

v-ukraine-rabotajut-kiberpodrazdelenija-ssha/). 04.02.2021). 

***  

 

ʂʽʙʝʨʘʪʘʢʘ ʥʘ SolarWinds  

 

çɻʨʫʧʧʘ ʙʝʟʦʧʘʩʥʦʩʪʠ Microsoft ʟʘʷʚʠʣʘ ʩʝʛʦʜʥʷ, ʯʪʦ ʦʬʠʮʠʘʣʴʥʦ 

ʟʘʚʝʨʰʠʣʘ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʚʟʣʦʤʘ, ʩʚʷʟʘʥʥʦʛʦ ʩ SolarWinds, ʠ ʥʝ ʥʘʰʣʘ 

ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʪʦʛʦ, ʯʪʦ ʭʘʢʝʨʳ ʟʣʦʫʧʦʪʨʝʙʣʷʣʠ ʝʝ ʚʥʫʪʨʝʥʥʠʤʠ ʩʠʩʪʝʤʘʤʠ 

ʠʣʠ ʦʬʠʮʠʘʣʴʥʳʤʠ ʧʨʦʜʫʢʪʘʤʠ ʜʣʷ ʨʘʟʚʦʨʦʪʘ ʠ ʘʪʘʢʠ ʥʘ ʢʦʥʝʯʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʙʠʟʥʝʩ-ʢʣʠʝʥʪʦʚ. 
ʇʨʦʠʟʚʦʜʠʪʝʣʴ ʆʉ ʥʘʯʘʣ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʚʟʣʦʤʘ ʚ ʩʝʨʝʜʠʥʝ ʜʝʢʘʙʨʷ ʧʦʩʣʝ 

ʪʦʛʦ, ʢʘʢ ʙʳʣʦ ʦʙʥʘʨʫʞʝʥʦ, ʯʪʦ ʭʘʢʝʨʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʈʦʩʩʠʝʡ, ʚʟʣʦʤʘʣʠ ʧʦʩʪʘʚʱʠʢʘ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ SolarWinds ʠ ʚʥʝʜʨʠʣʠ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʚ ʧʣʘʪʬʦʨʤʫ 

ʤʦʥʠʪʦʨʠʥʛʘ Orion, ʧʨʦʜʫʢʪ, ʢʦʪʦʨʳʡ Microsoft ʪʘʢʞʝ ʨʘʟʚʝʨʥʫʣʘ ʚʥʫʪʨʠ 

ʢʦʤʧʘʥʠʠ. 

ɺ ʩʦʦʙʱʝʥʠʠ ʚ ʙʣʦʛʝ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʤ 31 ʜʝʢʘʙʨʷ, Microsoft ʟʘʷʚʠʣʘ, ʯʪʦ 

ʦʙʥʘʨʫʞʠʣʘ, ʯʪʦ ʭʘʢʝʨʳ ʠʩʧʦʣʴʟʦʚʘʣʠ ʜʦʩʪʫʧ, ʧʦʣʫʯʝʥʥʳʡ ʯʝʨʝʟ ʧʨʠʣʦʞʝʥʠʝ 

SolarWinds Orion, ʜʣʷ ʧʝʨʝʭʦʜʘ ʚʦ ʚʥʫʪʨʝʥʥʶʶ ʩʝʪʴ Microsoft, ʛʜʝ ʦʥʠ ʧʦʣʫʯʠʣʠ 

ʜʦʩʪʫʧ ʢ ʠʩʭʦʜʥʦʤʫ ʢʦʜʫ ʥʝʩʢʦʣʴʢʠʭ ʚʥʫʪʨʝʥʥʠʭ ʧʨʦʝʢʪʦʚ. 
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çʅʘʰ ʘʥʘʣʠʟ ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʝʨʚʳʡ ʧʨʦʩʤʦʪʨ ʬʘʡʣʘ ʚ ʠʩʭʦʜʥʦʤ 

ʨʝʧʦʟʠʪʦʨʠʠ ʙʳʣ ʚ ʢʦʥʮʝ ʥʦʷʙʨʷ ʠ ʟʘʢʦʥʯʠʣʩʷ, ʢʦʛʜʘ ʤʳ ʦʙʝʟʦʧʘʩʠʣʠ ʟʘʪʨʦʥʫʪʳʝ 

ʫʯʝʪʥʳʝ ʟʘʧʠʩʠè, - ʟʘʷʚʠʣʘ ʢʦʤʧʘʥʠʷ ʩʝʛʦʜʥʷ ʚ ʩʚʦʝʤ ʟʘʢʣʶʯʠʪʝʣʴʥʦʤ ʦʪʯʝʪʝ ʦ 

ʚʟʣʦʤʝ, ʩʚʷʟʘʥʥʦʤ ʩ SolarWinds. 

Microsoft ʟʘʷʚʠʣʘ, ʯʪʦ ʧʦʩʣʝ ʧʝʨʝʢʨʳʪʠʷ ʜʦʩʪʫʧʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʭʘʢʝʨʳ 

ʧʨʦʜʦʣʞʘʣʠ ʧʦʧʳʪʢʠ ʜʦʩʪʫʧʘ ʢ ʫʯʝʪʥʳʤ ʟʘʧʠʩʷʤ Microsoft ʚ ʪʝʯʝʥʠʝ ʜʝʢʘʙʨʷ ʠ 

ʜʘʞʝ ʜʦ ʥʘʯʘʣʘ ʷʥʚʘʨʷ 2021 ʛʦʜʘ, ʯʝʨʝʟ ʥʝʩʢʦʣʴʢʦ ʥʝʜʝʣʴ ʧʦʩʣʝ ʨʘʩʢʨʳʪʠʷ ʚʟʣʦʤʘ 

SolarWinds, ʠ ʜʘʞʝ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ Microsoft ʜʘʣʘ ʧʦʥʷʪʴ, ʯʪʦ ʨʘʩʩʣʝʜʫʶʪ ʠʥʮʠʜʝʥʪ. 

çʅʝ ʙʳʣʦ ʩʣʫʯʘʷ, ʯʪʦʙʳ ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʨʝʧʦʟʠʪʦʨʠʷʤ, ʦʪʥʦʩʷʱʠʤʩʷ ʢ 

ʢʘʢʦʤʫ-ʣʠʙʦ ʦʪʜʝʣʴʥʦʤʫ ʧʨʦʜʫʢʪʫ ʠʣʠ ʫʩʣʫʛʝ, ʙʳʣ ʦʪʢʨʳʪè, - ʟʘʷʚʠʣʘ ʩʝʛʦʜʥʷ 

ʩʣʫʞʙʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ. çʅʝ ʙʳʣʦ ʜʦʩʪʫʧʘ ʢ ʧʦʜʘʚʣʷʶʱʝʤʫ ʙʦʣʴʰʠʥʩʪʚʫ 

ʠʩʭʦʜʥʦʛʦ ʢʦʜʘè. 

ɺʤʝʩʪʦ ʵʪʦʛʦ, ʧʦ ʩʣʦʚʘʤ ʧʨʦʠʟʚʦʜʠʪʝʣʷ ʆʉ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʨʦʩʤʦʪʨʝʣʠ 

çʪʦʣʴʢʦ ʥʝʩʢʦʣʴʢʦ ʦʪʜʝʣʴʥʳʭ ʬʘʡʣʦʚ [...] ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʦʠʩʢʘ ʚ ʨʝʧʦʟʠʪʦʨʠʠè. 

Microsoft ʟʘʷʚʠʣʘ, ʯʪʦ, ʩʫʜʷ ʧʦ ʧʦʠʩʢʦʚʳʤ ʟʘʧʨʦʩʘʤ, ʚʳʧʦʣʥʝʥʥʳʤ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ ʚʥʫʪʨʠ ʩʚʦʠʭ ʨʝʧʦʟʠʪʦʨʠʝʚ ʢʦʜʘ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʧʦʭʦʞʝ, 

ʙʳʣʠ ʩʦʩʨʝʜʦʪʦʯʝʥʳ ʥʘ ʦʙʥʘʨʫʞʝʥʠʠ ʩʝʢʨʝʪʦʚ (ʪʘʢʞʝ ʥʘʟʳʚʘʝʤʳʭ ʪʦʢʝʥʘʤʠ 

ʜʦʩʪʫʧʘ), ʢʦʪʦʨʳʝ ʦʥʠ ʤʦʛʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʨʘʩʰʠʨʝʥʠʷ ʩʚʦʝʛʦ ʜʦʩʪʫʧʘ ʢ 

ʜʨʫʛʠʤ ʩʠʩʪʝʤʘʤ Microsoft. 

ʂʦʤʧʘʥʠʷ Redmond ʟʘʷʚʠʣʘ, ʯʪʦ ʵʪʠ ʧʦʠʩʢʠ ʥʝ ʫʚʝʥʯʘʣʠʩʴ ʫʩʧʝʭʦʤ ʠʟ-ʟʘ 

ʚʥʫʪʨʝʥʥʝʡ ʧʨʘʢʪʠʢʠ ʢʦʜʠʨʦʚʘʥʠʷ, ʢʦʪʦʨʘʷ ʟʘʧʨʝʱʘʣʘ ʨʘʟʨʘʙʦʪʯʠʢʘʤ ʭʨʘʥʠʪʴ 

ʩʝʢʨʝʪʳ ʚʥʫʪʨʠ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ. 

ʊɸʂɾɽ ɹʓʃ ɿɸɻʈʋɾɽʅ ʅɽʂʆʊʆʈʓʁ ʀʉʍʆɼʅʓʁ ʂʆɼ 

ʅʦ ʧʦʤʠʤʦ ʧʨʦʩʤʦʪʨʘ ʬʘʡʣʦʚ ʭʘʢʝʨʘʤ ʪʘʢʞʝ ʫʜʘʣʦʩʴ ʟʘʛʨʫʟʠʪʴ ʥʝʢʦʪʦʨʳʡ 

ʢʦʜ. ʆʜʥʘʢʦ Microsoft ʟʘʷʚʠʣʘ, ʯʪʦ ʜʘʥʥʳʝ ʥʝ ʙʳʣʠ ʦʙʰʠʨʥʳʤʠ ʠ ʯʪʦ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʟʘʛʨʫʟʠʣʠ ʪʦʣʴʢʦ ʠʩʭʦʜʥʳʡ ʢʦʜ ʥʝʩʢʦʣʴʢʠʭ ʢʦʤʧʦʥʝʥʪʦʚ, 

ʩʚʷʟʘʥʥʳʭ ʩ ʥʝʢʦʪʦʨʳʤʠ ʠʟ ʝʝ ʦʙʣʘʯʥʳʭ ʧʨʦʜʫʢʪʦʚ. 

ʉʦʛʣʘʩʥʦ Microsoft, ʵʪʠ ʨʝʧʦʟʠʪʦʨʠʠ ʩʦʜʝʨʞʘʣʠ ʢʦʜ ʜʣʷ: 

ʥʝʙʦʣʴʰʦʝ ʧʦʜʤʥʦʞʝʩʪʚʦ ʢʦʤʧʦʥʝʥʪʦʚ Azure (ʧʦʜʤʥʦʞʝʩʪʚʘ ʫʩʣʫʛ, 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʫʜʦʩʪʦʚʝʨʝʥʠʡ) 

ʥʝʙʦʣʴʰʦʝ ʧʦʜʤʥʦʞʝʩʪʚʦ ʢʦʤʧʦʥʝʥʪʦʚ Intune 

ʥʝʙʦʣʴʰʦʝ ʧʦʜʤʥʦʞʝʩʪʚʦ ʢʦʤʧʦʥʝʥʪʦʚ Exchange 

ɺ ʮʝʣʦʤ, ʠʥʮʠʜʝʥʪ ʥʝ ʧʨʠʚʝʣ ʢ ʧʦʚʨʝʞʜʝʥʠʶ ʧʨʦʜʫʢʪʦʚ Microsoft ʠʣʠ ʢ 

ʧʦʣʫʯʝʥʠʶ ʭʘʢʝʨʘʤʠ ʦʙʰʠʨʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʤ ʜʘʥʥʳʤè. (Catalin 

Cimpanu. Microsoft says SolarWinds hackers downloaded some Azure, Exchange, and 

Intune source code // ZDNet (https://www.zdnet.com/article/microsoft-says-solarwinds-

hackers-downloaded-some-azure-exchange-and-intune-source-code/). 18.02.2021). 
***  

 

çʂʦʤʘʥʜʘ ɹʝʣʦʛʦ ʜʦʤʘ, ʚʝʜʫʱʘʷ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʚʟʣʦʤʘ SolarWinds, 

ʦʙʝʩʧʦʢʦʝʥʘ ʪʝʤ, ʯʪʦ ʚʟʣʦʤ 100 ʘʤʝʨʠʢʘʥʩʢʠʭ ʢʦʤʧʘʥʠʡ ʤʦʞʝʪ ʧʨʝʚʨʘʪʠʪʴ 

ʧʝʨʚʦʥʘʯʘʣʴʥʳʡ ʢʦʤʧʨʦʤʠʩʩ ʚ ʛʦʣʦʚʥʫʶ ʙʦʣʴ ʚ ʙʫʜʫʱʝʤ. 

ʕʥʥ ʅʦʡʙʝʨʛʝʨ, ʟʘʤʝʩʪʠʪʝʣʴ ʩʦʚʝʪʥʠʢʘ ʧʦ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ɹʝʣʦʛʦ 

ʜʦʤʘ ʧʦ ʚʦʧʨʦʩʘʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʟʘʷʚʠʣʘ ʥʘ ʙʨʠʬʠʥʛʝ ʜʣʷ 

ʧʨʝʩʩʳ, ʯʪʦ ʙʳʣʠ ʚʟʣʦʤʘʥʳ ʜʝʚʷʪʴ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʭ ʘʛʝʥʪʩʪʚ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ 
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ʤʥʦʛʠʝ ʠʟ 100 ʦʨʛʘʥʠʟʘʮʠʡ ʯʘʩʪʥʦʛʦ ʩʝʢʪʦʨʘ ʉʐɸ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʚʟʣʦʤʘʥʳ, ʙʳʣʠ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤʠ ʢʦʤʧʘʥʠʷʤʠ.  

çʄʥʦʛʠʝ ʢʦʤʧʨʦʤʠʩʩʳ ʯʘʩʪʥʦʛʦ ʩʝʢʪʦʨʘ ʩʚʷʟʘʥʳ ʩ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤʠ 

ʢʦʤʧʘʥʠʷʤʠ, ʚʢʣʶʯʘʷ ʩʝʪʠ ʢʦʤʧʘʥʠʡ, ʧʨʦʜʫʢʪʳ ʢʦʪʦʨʳʭ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ 

ʜʣʷ ʟʘʧʫʩʢʘ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʚʪʦʨʞʝʥʠʡè, - ʩʢʘʟʘʣ ʅʦʡʙʝʨʛʝʨ, ʙʳʚʰʠʡ ʜʠʨʝʢʪʦʨ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ɸʛʝʥʪʩʪʚʘ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʢʦʪʦʨʳʝ, ʧʦ ʫʪʚʝʨʞʜʝʥʠʷʤ ʉʐɸ, ʠʤʝʶʪ "ʚʝʨʦʷʪʥʦ 

ʨʦʩʩʠʡʩʢʦʝ ʧʨʦʠʩʭʦʞʜʝʥʠʝ", ʚʟʣʦʤʘʣʠ ʩʠʩʪʝʤʫ ʩʙʦʨʢʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ 

ʘʤʝʨʠʢʘʥʩʢʦʛʦ ʧʦʩʪʘʚʱʠʢʘ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ SolarWinds ʠ ʚʥʝʜʨʠʣʠ 

ʙʵʢʜʦʨ Sunburst ʚ ʝʛʦ ʰʠʨʦʢʦ ʠʩʧʦʣʴʟʫʝʤʳʡ ʧʨʦʜʫʢʪ Orion ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ 

ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʩʝʪʝʡ.  

ʊʦ, ʯʪʦ ʚ ʨʝʟʫʣʴʪʘʪʝ ʘʪʘʢʠ ʙʳʣʠ ʚʟʣʦʤʘʥʳ 100 ʢʦʤʧʘʥʠʡ ʯʘʩʪʥʦʛʦ ʩʝʢʪʦʨʘ, 

ʨʠʩʫʝʪ ʠʥʫʶ ʢʘʨʪʠʥʫ, ʯʝʤ ʪʦ, ʯʪʦ ʙʳʣʦ ʠʟʚʝʩʪʥʦ ʚ ʜʝʢʘʙʨʝ, ʢʦʛʜʘ Microsoft ʠ 

FireEye, ʢʦʪʦʨʳʝ ʙʳʣʠ ʚʟʣʦʤʘʥʳ, ʨʘʩʢʨʳʣʠ ʘʪʘʢʫ.  

ʅʘ ʵʪʦʤ ʵʪʘʧʝ ʙʳʣʦ ʧʦʜʪʚʝʨʞʜʝʥʦ, ʯʪʦ ʙʳʣʠ ʚʟʣʦʤʘʥʳ ʚʦʩʝʤʴ ʬʝʜʝʨʘʣʴʥʳʭ 

ʘʛʝʥʪʩʪʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʄʠʥʠʩʪʝʨʩʪʚʦ ʬʠʥʘʥʩʦʚ ʉʐɸ, ʄʠʥʠʩʪʝʨʩʪʚʦ ʚʥʫʪʨʝʥʥʝʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ɻʦʩʫʜʘʨʩʪʚʝʥʥʳʡ ʜʝʧʘʨʪʘʤʝʥʪ ʉʐɸ, ʄʠʥʠʩʪʝʨʩʪʚʦ ʵʥʝʨʛʝʪʠʢʠ 

ʉʐɸ ʠ ʅʘʮʠʦʥʘʣʴʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʷʜʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ.   

ʆʜʥʘʢʦ ʚ ʪʦ ʚʨʝʤʷ Microsoft ʠ FireEye ʙʳʣʠ ʜʚʫʤʷ ʥʘʠʙʦʣʝʝ ʟʥʘʯʠʪʝʣʴʥʳʤʠ 

ʢʦʤʧʘʥʠʷʤʠ ʯʘʩʪʥʦʛʦ ʩʝʢʪʦʨʘ, ʢʦʪʦʨʳʝ, ʢʘʢ ʠʟʚʝʩʪʥʦ, ʙʳʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ 

ʠʩʧʦʨʯʝʥʥʳʤ ʦʙʥʦʚʣʝʥʠʝʤ Orion (ʦʙʥʦʚʣʝʥʠʷ Orion ʙʳʣʠ ʥʝ ʝʜʠʥʩʪʚʝʥʥʳʤ 

ʩʧʦʩʦʙʦʤ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʢʦʤʧʘʥʠʡ ʚʦ ʚʨʝʤʷ ʢʘʤʧʘʥʠʠ, ʚ ʢʦʪʦʨʦʡ ʪʘʢʞʝ 

ʫʯʘʩʪʚʦʚʘʣʠ ʭʘʢʝʨʳ, ʧʦʣʫʯʠʚʰʠʝ ʜʦʩʪʫʧ ʚ ʦʙʣʘʯʥʳʝ ʧʨʠʣʦʞʝʥʠʷ). 

"ʂʦʛʜʘ ʧʨʦʠʩʭʦʜʠʪ ʢʦʤʧʨʦʤʠʩʩ ʪʘʢʦʛʦ ʤʘʩʰʪʘʙʘ ʠ ʤʘʩʰʪʘʙʘ ʢʘʢ ʚ 

ʧʨʘʚʠʪʝʣʴʩʪʚʝ, ʪʘʢ ʠ ʚʦ ʚʩʝʤ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʩʝʢʪʦʨʝ ʉʐɸ, ʯʪʦʙʳ ʧʨʠʚʝʩʪʠ ʢ 

ʧʦʩʣʝʜʫʶʱʠʤ ʚʪʦʨʞʝʥʠʷʤ, ʵʪʦ ʙʦʣʴʰʝ, ʯʝʤ ʝʜʠʥʠʯʥʳʡ ʠʥʮʠʜʝʥʪ ʰʧʠʦʥʘʞʘ. ʕʪʦ 

ʧʨʠʥʮʠʧʠʘʣʴʥʦ ʚʘʞʥʦ, ʯʪʦʙʳ ʵʪʦ ʤʦʛʣʦ ʩʪʘʪʴ ʨʘʟʨʫʰʠʪʝʣʴʥʳʤ, - ʧʦʷʩʥʠʣ 

ʅʦʡʙʝʨʛʝʨ ʚʦ ʚʨʝʤʷ ʜʦʧʨʦʩʘ.  

ʆʥʘ ʧʦʜʯʝʨʢʥʫʣʘ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʙʳʣʠ çʧʨʦʜʚʠʥʫʪʳʤʠè, ʧʦʪʦʤʫ ʯʪʦ 

çʫʨʦʚʝʥʴ ʟʥʘʥʠʡ, ʢʦʪʦʨʳʝ ʦʥʠ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʣʠ ʦ ʪʝʭʥʦʣʦʛʠʠ ʠ ʩʧʦʩʦʙʘʭ ʝʝ 

ʢʦʤʧʨʦʤʝʪʘʮʠʠ, ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʙʳʣ ʚʳʩʦʢʠʤè. 

çʂʘʢ ʩʪʨʘʥʘ, ʤʳ ʚʳʙʨʘʣʠ ʢʘʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ, ʪʘʢ ʠ ʙʝʟʦʧʘʩʥʦʩʪʴ, 

ʧʦʵʪʦʤʫ ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʦʝ ʩʦʦʙʱʝʩʪʚʦ ʚ ʦʩʥʦʚʥʦʤ ʥʝ ʠʤʝʝʪ ʜʦʩʪʫʧʘ ʢ ʩʝʪʷʤ 

ʯʘʩʪʥʦʛʦ ʩʝʢʪʦʨʘ. ʍʘʢʝʨʳ ʥʘʯʘʣʠ ʚʟʣʦʤ ʠʟʥʫʪʨʠ ʉʦʝʜʠʥʝʥʥʳʭ ʐʪʘʪʦʚ, ʯʪʦ ʝʱʝ 

ʙʦʣʴʰʝ ʫʩʣʦʞʥʠʣʦ ʜʣʷ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʉʐɸ ʥʘʙʣʶʜʝʥʠʝ ʟʘ ʠʭ ʜʝʷʪʝʣʴʥʦʩʪʴʶ.," ʦʥʘ 

ʩʢʘʟʘʣʘ. 

ʇʨʝʟʠʜʝʥʪ Microsoft ɹʨʵʜ ʉʤʠʪ ʩʢʘʟʘʣ 60 Minutes ʥʘ ʧʨʦʰʣʦʡ ʥʝʜʝʣʝ, ʯʪʦ 

çʙʳʣʦ ʙʳ ʩʧʨʘʚʝʜʣʠʚʦ ʩʢʘʟʘʪʴ, ʯʪʦ ʵʪʦ ʩʘʤʘʷ ʢʨʫʧʥʘʷ ʠ ʩʘʤʘʷ ʠʟʦʱʨʝʥʥʘʷ ʘʪʘʢʘ, 

ʢʦʪʦʨʫʶ ʢʦʛʜʘ-ʣʠʙʦ ʚʠʜʝʣ ʤʠʨè. 

ʈʘʥʝʝ ʉʤʠʪ ʩʢʘʟʘʣ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ çʠʩʧʦʣʴʟʦʚʘʣʠ ʤʝʪʦʜ, ʢʦʪʦʨʳʡ 

ʧʦʩʪʘʚʠʣ ʧʦʜ ʫʛʨʦʟʫ ʮʝʧʦʯʢʫ ʧʦʩʪʘʚʦʢ ʪʝʭʥʦʣʦʛʠʡ ʜʣʷ ʵʢʦʥʦʤʠʢʠ ʚ ʮʝʣʦʤè. 

çʄʳ ʧʦʣʘʛʘʝʤ, ʯʪʦ [ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ] ʧʦʪʨʝʙʦʚʘʣʠʩʴ ʤʝʩʷʮʳ, ʯʪʦʙʳ 

ʩʧʣʘʥʠʨʦʚʘʪʴ ʠ ʚʳʧʦʣʥʠʪʴ ʵʪʦʪ ʚʟʣʦʤ. ʅʘʤ ʧʦʪʨʝʙʫʝʪʩʷ ʚʨʝʤʷ, ʯʪʦʙʳ ʨʘʩʢʨʳʪʴ ʝʛʦ 

ʩʣʦʡ ʟʘ ʩʣʦʝʤè, - ʩʢʘʟʘʣ ʅʦʡʙʝʨʛʝʨ. 



 82 

ʅʦʡʙʝʨʛʝʨ ʩʢʘʟʘʣʘ, ʯʪʦ ʦʞʠʜʘʝʪ, ʯʪʦ ʨʘʩʩʣʝʜʦʚʘʥʠʝ, ʘ ʪʘʢʞʝ ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʠ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʟʘʪʨʦʥʫʪʳʭ ʩʝʪʝʡ ʟʘʡʤʫʪ ʤʝʩʷʮʳ, ʥʦ ʥʝ ʛʦʜʳè. (Liam Tung. 

SolarWinds attack hit 100 companies and took months of planning, says White Hous // 

ZDNet (https://www.zdnet.com/article/solarwinds-attack-hit-100-companies-and-took-

months-of-planning-says-white-house/). 18.02.2021). 
***  

 

çMicrosoft ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʦʪʢʨʳʪʳʡ ʠʩʭʦʜʥʳʡ ʢʦʜ ʜʣʷ ʟʘʧʨʦʩʦʚ CodeQL, 

ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʜʣʷ ʠʩʩʣʝʜʦʚʘʥʠʷ ʚʣʠʷʥʠʷ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ 

Sunburst ʠʣʠ Solarigate, ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʚ ʦʙʥʦʚʣʝʥʠʷʭ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ SolarWinds Orion. ɼʨʫʛʠʝ ʦʨʛʘʥʠʟʘʮʠʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʟʘʧʨʦʩʳ 

ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʘʥʘʣʦʛʠʯʥʦʛʦ ʘʥʘʣʠʟʘ.  

Microsoft ʦʧʫʙʣʠʢʦʚʘʣʘ ʟʘʧʨʦʩʳ ʢʘʢ ʯʘʩʪʴ ʩʚʦʝʛʦ ʦʪʚʝʪʘ ʥʘ ʘʪʘʢʫ ʥʘ 

ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʩʝʪʠ SolarWinds Orion, ʢʦʪʦʨʦʝ 

ʠʩʧʦʣʴʟʦʚʘʣʦʩʴ ʜʣʷ ʚʳʙʦʨʦʯʥʦʛʦ ʚʟʣʦʤʘ ʜʝʚʷʪʠ ʬʝʜʝʨʘʣʴʥʳʭ ʘʛʝʥʪʩʪʚ ʉʐɸ ʠ 100 

ʢʦʤʧʘʥʠʡ ʯʘʩʪʥʦʛʦ ʩʝʢʪʦʨʘ, ʤʥʦʛʠʝ ʠʟ ʢʦʪʦʨʳʭ ʙʳʣʠ ʠʟ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʝʢʪʦʨʘ.  

ʇʦʜʦʟʨʝʚʘʝʤʳʝ ʧʨʠ ʧʦʜʜʝʨʞʢʝ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʈʦʩʩʠʠ ʭʘʢʝʨʳ ʚʟʣʦʤʘʣʠ 

ʩʠʩʪʝʤʫ ʩʙʦʨʢʠ SolarWinds ʚ ʥʘʯʘʣʝ 2020 ʛʦʜʘ, ʯʪʦʙʳ ʦʪʨʘʟʠʪʴ ʘʪʘʢʫ ʥʘ ʮʝʧʦʯʢʫ 

ʧʦʩʪʘʚʦʢ, ʦʙʥʘʨʫʞʝʥʥʫʶ Microsoft ʠ FireEye - ʧʦʜʚʠʛ, ʥʘ ʢʦʪʦʨʳʡ, ʧʦ ʦʮʝʥʢʘʤ 

Microsoft, ʧʦʪʨʝʙʦʚʘʣʦʩʴ ʥʝ ʤʝʥʝʝ 1000 ʠʥʞʝʥʝʨʦʚ. 

çʂʣʶʯʝʚʳʤ ʘʩʧʝʢʪʦʤ ʘʪʘʢʠ Solorigate ʷʚʣʷʝʪʩʷ ʢʦʤʧʨʦʤʝʪʘʮʠʷ ʮʝʧʦʯʢʠ 

ʧʦʩʪʘʚʦʢ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʠʣʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʤʦʜʠʬʠʮʠʨʦʚʘʪʴ ʜʚʦʠʯʥʳʝ ʬʘʡʣʳ ʚ 

ʧʨʦʜʫʢʪʝ Orion SolarWindsè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ ʩʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʩʪʠ 

Microsoft.  

çʕʪʠ ʤʦʜʠʬʠʮʠʨʦʚʘʥʥʳʝ ʜʚʦʠʯʥʳʝ ʬʘʡʣʳ ʨʘʩʧʨʦʩʪʨʘʥʷʣʠʩʴ ʯʝʨʝʟ ʨʘʥʝʝ 

ʟʘʢʦʥʥʳʝ ʢʘʥʘʣʳ ʦʙʥʦʚʣʝʥʠʷ ʠ ʧʦʟʚʦʣʷʣʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʫʜʘʣʝʥʥʦ ʚʳʧʦʣʥʷʪʴ 

ʚʨʝʜʦʥʦʩʥʳʝ ʜʝʡʩʪʚʠʷ, ʪʘʢʠʝ ʢʘʢ ʢʨʘʞʘ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ, ʧʦʚʳʰʝʥʠʝ ʧʨʠʚʠʣʝʛʠʡ ʠ 

ʛʦʨʠʟʦʥʪʘʣʴʥʦʝ ʧʝʨʝʤʝʱʝʥʠʝ, ʜʣʷ ʢʨʘʞʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʕʪʦʪ 

ʠʥʮʠʜʝʥʪ ʥʘʧʦʤʥʠʣ ʦʨʛʘʥʠʟʘʮʠʷʤ, ʯʪʦ ʦʥʠ ʜʦʣʞʥʳ ʟʘʜʫʤʘʪʴʩʷ ʥʝ ʪʦʣʴʢʦ ʦ ʩʚʦʝʡ 

ʛʦʪʦʚʥʦʩʪʠ ʜʣʷ ʦʪʚʝʪʘ ʥʘ ʠʟʦʱʨʝʥʥʳʝ ʘʪʘʢʠ, ʘ ʪʘʢʞʝ ʫʩʪʦʡʯʠʚʦʩʪʴ ʩʦʙʩʪʚʝʥʥʦʡ 

ʢʦʜʦʚʦʡ ʙʘʟʳè. 

Microsoft ʠʩʧʦʣʴʟʦʚʘʣʘ ʟʘʧʨʦʩʳ CodeQL ʜʣʷ ʘʥʘʣʠʟʘ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ ʠ 

ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʦʪʩʫʪʩʪʚʠʷ ʚ ʠʩʭʦʜʥʦʤ ʢʦʜʝ ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ (IoC) ʠ 

ʰʘʙʣʦʥʦʚ ʢʦʜʠʨʦʚʘʥʠʷ, ʩʚʷʟʘʥʥʳʭ ʩ ʚʨʝʜʦʥʦʩʥʳʤ ʇʆ Solorigate, ʪʘʢʞʝ ʠʟʚʝʩʪʥʳʤ 

ʢʘʢ Sunburst.  

ʈʘʥʝʝ ʚ ʵʪʦʤ ʤʝʩʷʮʝ Microsoft ʧʨʠʟʥʘʣʘ, ʯʪʦ ʭʘʢʝʨʳ SolarWinds ʟʘʛʨʫʟʠʣʠ 

ʥʝʢʦʪʦʨʳʡ ʠʩʭʦʜʥʳʡ ʢʦʜ Azure, Exchange ʠ Intune ʚ ʭʦʜʝ ʦʛʨʘʥʠʯʝʥʥʦʡ ʘʪʘʢʠ. ʆʥ ʠ 

FireEye ʙʳʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ ʠʩʧʦʨʯʝʥʥʳʤ ʦʙʥʦʚʣʝʥʠʝʤ Orion. 

ʉʪʘʪʠʯʝʩʢʠʡ ʠ ʜʠʥʘʤʠʯʝʩʢʠʡ ʘʥʘʣʠʟ ʢʦʜʘ ʷʚʣʷʶʪʩʷ ʯʘʩʪʴʶ ʩʠʩʪʝʤʳ ʟʘʱʠʪʳ, 

ʢʦʪʦʨʫʶ ʦʨʛʘʥʠʟʘʮʠʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʧʨʦʛʨʘʤʤʥʳʭ ʘʪʘʢ.  

Microsoft ʧʨʝʜʫʧʨʝʞʜʘʝʪ, ʯʪʦ ʨʝʟʫʣʴʪʘʪʳ ʟʘʧʨʦʩʦʚ ʥʝʦʙʭʦʜʠʤʦ ʙʫʜʝʪ 

ʧʝʨʝʩʤʦʪʨʝʪʴ, ʧʦʪʦʤʫ ʯʪʦ ʠʥʜʠʢʘʪʦʨʳ çʤʦʛʫʪ ʩʣʫʯʘʡʥʦ ʧʦʷʚʠʪʴʩʷ ʚ 

ʜʦʙʨʦʢʘʯʝʩʪʚʝʥʥʦʤ ʢʦʜʝè. 

ɺ ʥʝʤ ʜʦʙʘʚʣʝʥʦ: çʂʨʦʤʝ ʪʦʛʦ, ʥʝʪ ʛʘʨʘʥʪʠʠ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʦʛʨʘʥʠʯʝʥ 

ʪʦʡ ʞʝ ʬʫʥʢʮʠʦʥʘʣʴʥʦʩʪʴʶ ʠʣʠ ʩʪʠʣʝʤ ʢʦʜʠʨʦʚʘʥʠʷ ʚ ʜʨʫʛʠʭ ʦʧʝʨʘʮʠʷʭ, ʧʦʵʪʦʤʫ 
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ʵʪʠ ʟʘʧʨʦʩʳ ʤʦʛʫʪ ʥʝ ʦʙʥʘʨʫʞʠʚʘʪʴ ʜʨʫʛʠʝ ʠʤʧʣʘʥʪʘʪʳ, ʢʦʪʦʨʳʝ ʟʥʘʯʠʪʝʣʴʥʦ 

ʦʪʢʣʦʥʷʶʪʩʷ ʦʪ ʪʘʢʪʠʢʠ, ʥʘʙʣʶʜʘʝʤʦʡ ʚ ʠʤʧʣʘʥʪʘʪʝ Solorigateè. 

ʂʦʤʧʘʥʠʷ ʪʘʢʞʝ ʧʦʜʝʣʠʣʘʩʴ ʩʚʦʝʡ ʬʠʣʦʩʦʬʠʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ.  

çMicrosoft ʜʘʚʥʦ ʠʩʧʦʣʴʟʫʝʪ ʩʨʝʜʩʪʚʘ ʢʦʥʪʨʦʣʷ ʮʝʣʦʩʪʥʦʩʪʠ, ʯʪʦʙʳ 

ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʬʠʥʘʣʴʥʳʝ ʩʢʦʤʧʠʣʠʨʦʚʘʥʥʳʝ ʜʚʦʠʯʥʳʝ ʬʘʡʣʳ, ʨʘʩʧʨʦʩʪʨʘʥʷʝʤʳʝ 

ʥʘ ʥʘʰʠ ʩʝʨʚʝʨʳ ʠ ʥʘʰʠʤ ʢʣʠʝʥʪʘʤ, ʥʝ ʙʳʣʠ ʟʣʦʥʘʤʝʨʝʥʥʦ ʠʟʤʝʥʝʥʳ ʥʠ ʥʘ ʦʜʥʦʤ 

ʵʪʘʧʝ ʮʠʢʣʘ ʨʘʟʨʘʙʦʪʢʠ ʠ ʚʳʧʫʩʢʘ. ʅʘʧʨʠʤʝʨ, ʤʳ ʧʨʦʚʝʨʷʝʤ, ʯʪʦ ʭʵʰʠ ʠʩʭʦʜʥʳʭ 

ʬʘʡʣʦʚ ʩʛʝʥʝʨʠʨʦʚʘʥʳ ʢʦʤʧʠʣʷʪʦʨʦʤ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʠʩʭʦʜʥʳʤ ʬʘʡʣʘʤ. ʊʝʤ ʥʝ 

ʤʝʥʝʝ, ʚ Microsoft ʤʳ ʞʠʚʝʤ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʬʠʣʦʩʦʬʠʝʡ çʧʨʝʜʧʦʣʘʛʘʪʴ 

ʥʘʨʫʰʝʥʠʝè, ʢʦʪʦʨʘʷ ʛʦʚʦʨʠʪ ʥʘʤ, ʯʪʦ ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʥʘʩʢʦʣʴʢʦ ʫʩʝʨʜʥʳ ʠ 

ʦʙʰʠʨʥʳ ʥʘʰʠ ʤʝʪʦʜʳ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʪʝʥʮʠʘʣʴʥʳʝ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʙʳʪʴ ʩʪʦʣʴ ʞʝ ʫʤʥʳ ʠ ʨʘʩʧʦʣʘʛʘʪʴ ʨʝʩʫʨʩʘʤʠè. 

ʇʨʦʮʝʩʩʳ ʩʙʦʨʢʠ SolarWinds ʙʳʣʠ ʥʝ ʝʜʠʥʩʪʚʝʥʥʳʤ ʩʣʘʙʳʤ ʤʝʩʪʦʤ, ʢʦʪʦʨʦʝ 

ʠʩʧʦʣʴʟʦʚʘʣʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ. ʅʘ ʩʣʫʰʘʥʠʷʭ ʚ ʉʝʥʘʪʝ ʉʐɸ ʥʘ ʵʪʦʡ ʥʝʜʝʣʝ 

ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ CrowdStrike ɼʞʦʨʜʞ ʂʫʨʮ ʨʘʩʢʨʠʪʠʢʦʚʘʣ Microsoft ʟʘ 

çʩʠʩʪʝʤʥʳʝ ʥʝʜʦʩʪʘʪʢʠ ʚ ʘʨʭʠʪʝʢʪʫʨʝ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ Windowsè, ʩʦʩʣʘʚʰʠʩʴ ʥʘ 

Active Directory ʠ Azure Active Directory, ʩʦʦʙʱʘʝʪ Reuters. ʕʪʦ ʧʦʟʚʦʣʷʣʦ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʧʝʨʝʤʝʱʘʪʴʩʷ ʚ ʩʪʦʨʦʥʫ ʧʦʩʣʝ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʩʝʪʠ. 

CrowdStrike ʩʪʘʣ ʮʝʣʴʶ ʚʦ ʚʨʝʤʷ ʘʪʘʢʠ, ʥʦ ʚ ʜʝʢʘʙʨʝ ʟʘʷʚʠʣ, ʯʪʦ çʥʝ ʧʦʩʪʨʘʜʘʣè. 

ʄʘʡʢ ʍʵʥʣʠ, ʥʝʜʘʚʥʦ ʥʘʟʥʘʯʝʥʥʳʡ ʜʠʨʝʢʪʦʨ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ (CSO) GitHub, 

ʧʨʠʥʘʜʣʝʞʘʱʝʛʦ Microsoft, ʩʢʘʟʘʣ, ʯʪʦ CodeQL ʦʙʝʩʧʝʯʠʚʘʝʪ çʢʣʶʯʝʚʳʝ 

ʦʛʨʘʞʜʝʥʠʷ, ʢʦʪʦʨʳʝ ʧʦʤʦʛʘʶʪ ʨʘʟʨʘʙʦʪʯʠʢʘʤ ʠʟʙʝʛʘʪʴ ʠʥʮʠʜʝʥʪʦʚ ʠ ʫʷʟʚʠʤʦʩʪʝʡ 

ʜʦʩʪʘʚʢʠè (Liam Tung. Microsoft: We've open-sourced this tool we used to hunt for 

code by SolarWinds hackers // ZDNet (https://www.zdnet.com/article/microsoft-weve-

open-sourced-this-tool-we-used-to-hunt-for-code-by-solarwinds-hackers/). 26.02.2021). 
***  

 

 
ʂʽʙʝʨʟʘʭʠʩʪ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ 

 

çɸʚʩʪʨʘʣʠʡʩʢʦʝ ʫʧʨʘʚʣʝʥʠʝ ʩʠʛʥʘʣʦʚ (ASD) ʦʞʠʜʘʝʪ, ʯʪʦ 

ʚʤʝʰʘʪʝʣʴʩʪʚʦ ʚ ʦʪʚʝʪ ʥʘ ʢʠʙʝʨʘʪʘʢʠ ʢʦʤʧʘʥʠʡ, ʩʯʠʪʘʶʱʠʭʩʷ ʢʨʠʪʠʯʝʩʢʠ 

ʚʘʞʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ, ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʪʦʣʴʢʦ ʚ çʨʝʜʢʠʭ 

ʦʙʩʪʦʷʪʝʣʴʩʪʚʘʭè. 
ʂʘʢ ʦʧʠʩʘʥʦ ʚ ʥʳʥʝʰʥʝʡ ʬʦʨʤʝ ʟʘʢʦʥʦʧʨʦʝʢʪʘ ʦ ʚʥʝʩʝʥʠʠ ʧʦʧʨʘʚʦʢ ʚ 

ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʢʨʠʪʠʯʝʩʢʘʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ) 2020 ʛʦʜʘ, 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʘʷ ʧʦʤʦʱʴ ʙʫʜʝʪ ʧʨʝʜʦʩʪʘʚʣʷʪʴʩʷ ʦʨʛʘʥʠʟʘʮʠʷʤ ʚ ʦʪʚʝʪ ʥʘ ʩʝʨʴʝʟʥʳʝ 

ʢʠʙʝʨʘʪʘʢʠ ʥʘ ʘʚʩʪʨʘʣʠʡʩʢʠʝ ʩʠʩʪʝʤʳ. ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʛʠʛʘʥʪʳ, ʨʘʙʦʪʘʶʱʠʝ ʚ 

ɸʚʩʪʨʘʣʠʠ, ʪʘʢʠʝ ʢʘʢ Amazon Web Services, Cisco, Microsoft ʠ Salesforce, ʥʝ 

ʩʦʛʣʘʩʥʳ ʩ ʵʪʠʤʠ ʧʦʣʥʦʤʦʯʠʷʤʠ çʚ ʢʨʘʡʥʝʤ ʩʣʫʯʘʝè. 

çɺ ʨʝʜʢʠʭ ʩʣʫʯʘʷʭ ʩʝʨʴʝʟʥʦʛʦ ʠʥʮʠʜʝʥʪʘ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʚʣʠʷʶʱʝʛʦ ʥʘ ʜʦʩʪʫʧʥʦʩʪʴ ʢʣʶʯʝʚʳʭ ʦʙʲʝʢʪʦʚ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʯʘʩʪʴ 3A, ʨʘʟʜʝʣ 5 ʟʘʢʦʥʦʧʨʦʝʢʪʘ ʦʙʝʩʧʝʯʠʚʘʝʪ ʤʝʭʘʥʠʟʤ, 

ʧʦʟʚʦʣʷʶʱʠʡ ʧʨʘʚʠʪʝʣʴʩʪʚʫ ʥʘʧʨʷʤʫʶ ʧʦʤʦʯʴ ʚʣʘʜʝʣʴʮʫ ʠʣʠ ʦʧʝʨʘʪʦʨʫ ʘʢʪʠʚʦʚ 

ʙʳʩʪʨʦ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʠʥʮʠʜʝʥʪʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʠ ʫʩʪʨʘʥʷʪʴ 
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ʠʭ., "ASD ʦʙʲʷʩʥʷʝʪ ʚ ʩʚʦʝʤ ʧʨʝʜʩʪʘʚʣʝʥʠʠ [PDF] ʚ ʆʙʲʝʜʠʥʝʥʥʳʡ ʧʘʨʣʘʤʝʥʪʩʢʠʡ 

ʢʦʤʠʪʝʪ ʧʦ ʨʘʟʚʝʜʢʝ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ (PJCIS). 

ʉʝʢʨʝʪʘʨʴ ʄʠʥʠʩʪʝʨʩʪʚʘ ʚʥʫʪʨʝʥʥʠʭ ʜʝʣ ʤʦʞʝʪ ʟʘʧʨʦʩʠʪʴ ASD ʜʣʷ ʦʢʘʟʘʥʠʷ 

ʧʦʤʦʱʠ ʚ ʨʝʘʛʠʨʦʚʘʥʠʠ ʥʘ ʩʝʨʴʝʟʥʳʡ ʠʥʮʠʜʝʥʪ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʄʠʥʠʩʪʨ 

ʚʥʫʪʨʝʥʥʠʭ ʜʝʣ ʜʦʣʞʝʥ ʧʨʦʢʦʥʩʫʣʴʪʠʨʦʚʘʪʴʩʷ ʩ ʚʣʘʜʝʣʴʮʝʤ ʠʣʠ ʦʧʝʨʘʪʦʨʦʤ 

ʘʢʪʠʚʦʚ, ʧʨʝʞʜʝ ʯʝʤ ʨʘʟʨʝʰʠʪʴ ʩʝʢʨʝʪʘʨʶ ʟʘʧʨʦʩʠʪʴ ʧʦʤʦʱʴ ASD, ʘ 

ʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʝ ʤʝʨʳ ʜʦʣʞʥʳ ʙʳʪʴ çʩʦʨʘʟʤʝʨʥʳʤʠ ʠ ʪʝʭʥʠʯʝʩʢʠ 

ʦʩʫʱʝʩʪʚʠʤʳʤʠè. 

ʇʨʝʞʜʝ ʯʝʤ ʚʤʝʰʘʪʴʩʷ, ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʜʦʣʞʥʦ ʫʜʦʩʪʦʚʝʨʠʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ 

ʠʥʮʠʜʝʥʪ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʦʠʟʦʰʝʣ, ʧʨʦʠʩʭʦʜʠʪ ʠʣʠ ʥʝʠʟʙʝʞʝʥ; ʯʪʦ ʠʥʮʠʜʝʥʪ 

ʦʢʘʟʳʚʘʝʪ ʩʫʱʝʩʪʚʝʥʥʦʝ ʥʝʛʘʪʠʚʥʦʝ ʚʣʠʷʥʠʝ ʥʘ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʝ ʢʨʠʪʠʯʝʩʢʠ 

ʚʘʞʥʦʛʦ ʦʙʲʝʢʪʘ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ; ʠʥʮʠʜʝʥʪ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʫʱʝʩʪʚʝʥʥʳʡ ʨʠʩʢ ʜʣʷ 

ʩʦʮʠʘʣʴʥʦʡ ʠʣʠ ʵʢʦʥʦʤʠʯʝʩʢʦʡ ʩʪʘʙʠʣʴʥʦʩʪʠ ɸʚʩʪʨʘʣʠʠ, ʝʝ ʥʘʨʦʜʘ, ʥʘʮʠʦʥʘʣʴʥʦʡ 

ʦʙʦʨʦʥʳ ʠʣʠ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ; ʩʦʦʪʚʝʪʩʪʚʫʶʱʘʷ ʦʨʛʘʥʠʟʘʮʠʷ ʠʣʠ 

ʦʨʛʘʥʠʟʘʮʠʠ ʥʝ ʞʝʣʘʶʪ ʠʣʠ ʥʝ ʤʦʛʫʪ ʧʨʝʜʧʨʠʥʷʪʴ ʚʩʝ ʨʘʟʫʤʥʳʝ ʰʘʛʠ ʜʣʷ 

ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪ; ʠ ʥʠʢʘʢʠʭ ʜʨʫʛʠʭ ʚʘʨʠʘʥʪʦʚ ʧʨʘʢʪʠʯʝʩʢʦʛʦ ʠ 

ʵʬʬʝʢʪʠʚʥʦʛʦ ʦʪʚʝʪʘ ʥʝ ʩʫʱʝʩʪʚʫʝʪ. 

çɺʤʝʰʘʪʝʣʴʩʪʚʘ ʚ ʨʘʤʢʘʭ ʵʪʦʛʦ ʧʦʣʦʞʝʥʠʷ ʦʛʨʘʥʠʯʝʥʳè, - ʩʢʘʟʘʣ ASD. çʇʨʠ 

ʨʝʘʛʠʨʦʚʘʥʠʠ ʥʘ ʢʨʠʪʠʯʝʩʢʠʡ ʢʠʙʝʨʠʥʮʠʜʝʥʪ ʛʨʫʧʧʳ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ 

ASD ʩʤʦʛʫʪ ʧʨʝʜʧʨʠʥʠʤʘʪʴ ʪʦʣʴʢʦ ʜʝʡʩʪʚʠʷ, ʫʢʘʟʘʥʥʳʝ ʚ ʨʘʟʨʝʰʝʥʠʠ 

ʤʠʥʠʩʪʝʨʩʪʚʘè. 

ʆʜʥʘʢʦ ʵʪʦ ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʚ ʩʝʙʷ ʜʦʩʪʫʧ, ʠʟʤʝʥʝʥʠʝ ʠʣʠ ʠʟʤʝʥʝʥʠʝ 

ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʢʦʤʧʴʶʪʝʨʦʚ ʠ ʨʝʘʣʠʟʘʮʠʶ ʤʝʨ ʧʦ ʩʥʠʞʝʥʠʶ ʨʠʩʢʘ, 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʠʟ ʨʝʟʝʨʚʥʳʭ ʢʦʧʠʡ ʠ ʫʩʪʘʥʦʚʢʫ çʠʥʩʪʨʫʤʝʥʪʦʚ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 

ʠʥʮʠʜʝʥʪʳè. 

ʕʪʦ ʪʘʢʞʝ ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʜʦʩʪʫʧ, ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ, ʢʦʧʠʨʦʚʘʥʠʝ, ʠʟʤʝʥʝʥʠʝ 

ʠʣʠ ʫʜʘʣʝʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

ʊʝʭʥʠʯʝʩʢʦʝ ʩʦʦʙʱʝʩʪʚʦ ʦʙʝʩʧʦʢʦʝʥʦ ʪʘʢʠʤ ʚʤʝʰʘʪʝʣʴʩʪʚʦʤ ʧʨʘʚʠʪʝʣʴʩʪʚʘ, 

ʢʦʪʦʨʦʝ ʧʦʜʦʨʚʝʪ ʮʝʣʠ ʟʘʱʠʪʳ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ. Microsoft, ʥʘʧʨʠʤʝʨ, ʩʯʠʪʘʝʪ, ʯʪʦ 

ʵʪʦ ʧʨʠʚʝʜʝʪ ʢ ʚʦʟʥʠʢʥʦʚʝʥʠʶ çʪʫʤʘʥʘ ʚʦʡʥʳè, ʯʪʦ ʝʱʝ ʙʦʣʴʰʝ ʫʩʣʦʞʥʠʪ ʣʶʙʫʶ 

ʧʦʧʳʪʢʫ ʩʤʷʛʯʠʪʴ ʨʝʘʢʮʠʶ ʢʠʙʝʨʘʪʘʢ. 

ʇʨʦʝʢʪ ʟʘʢʦʥʘ, ʢʦʪʦʨʳʡ ʚ ʧʘʨʣʘʤʝʥʪ ʚ ʜʝʢʘʙʨʝ, ʪʘʢʞʝ ʚʚʦʜʠʪ ʧʦʟʠʪʠʚʥʦʝ 

ʦʙʷʟʘʪʝʣʴʩʪʚʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʭ ʦʙʲʝʢʪʦʚ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʧʨʠ 

ʧʦʜʜʝʨʞʢʝ ʪʨʝʙʦʚʘʥʠʡ ʩʝʢʪʦʨʘ ʢʦʥʢʨʝʪʥʳʭ ʪʨʝʙʦʚʘʥʠʡ ʠ ʦʙʷʟʘʪʝʣʴʥʳʭ ʦʪʯʝʪʦʚ ʚ 

ASD, ʘ ʪʘʢʞʝ ʨʘʩʰʠʨʝʥʥʳʝ ʦʙʷʟʘʪʝʣʴʩʪʚʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʪʝʭ ʩʫʙʲʝʢʪʦʚ 

ʫʩʣʦʚʥʦʡ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ. 

ɺ ʩʚʦʝʤ ʟʘʷʚʣʝʥʠʠ ASD ʟʘʷʚʠʣʘ, ʯʪʦ ʝʝ ʟʥʘʥʠʝ ʚʥʫʪʨʝʥʥʠʭ ʫʛʨʦʟ ʠ 

ʫʷʟʚʠʤʦʩʪʝʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʚʠʩʠʪ ʦʪ ʘʚʩʪʨʘʣʠʡʩʢʦʛʦ ʩʦʦʙʱʝʩʪʚʘ ʠ ʦʪʨʘʩʣʠ, 

ʢʦʪʦʨʳʝ ʜʦʙʨʦʚʦʣʴʥʦ ʩʦʦʙʱʘʶʪ ʦʙ ʠʥʮʠʜʝʥʪʘʭ. 

çɹʦʣʴʰʝ ʩʦʦʙʱʝʥʠʡ ʦʙ ʠʥʮʠʜʝʥʪʘʭ ʚ ASD ʩ ʧʦʤʦʱʴʶ ʧʦʣʦʞʝʥʠʡ, 

ʧʨʝʜʣʦʞʝʥʥʳʭ ʚ ʟʘʢʦʥʦʧʨʦʝʢʪʝ, ʙʫʜʝʪ ʩʧʦʩʦʙʩʪʚʦʚʘʪʴ ʧʦʚʳʰʝʥʠʶ ʫʨʦʚʥʷ 

ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ ʦ ʩʠʪʫʘʮʠʠ ʥʘ ʥʘʮʠʦʥʘʣʴʥʦʤ ʫʨʦʚʥʝ ʠ ʧʦʟʚʦʣʠʪ ASD ʚʳʷʚʣʷʪʴ 

ʪʝʥʜʝʥʮʠʠ ʠ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʮʝʣʝʚʳʝ ʩʦʚʝʪʳ ʜʨʫʛʠʤ, ʯʪʦʙʳ ʧʦʤʦʯʴ ʦʨʛʘʥʠʟʘʮʠʷʤ 

ʣʫʯʰʝ ʧʦʜʛʦʪʦʚʠʪʴ ʠ ʟʘʱʠʪʠʪʴ ʩʚʦʠ ʩʝʪʠ ʠ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ 

ɸʚʩʪʨʘʣʠʠ.è, - ʩʢʘʟʘʣ PJCIS. 
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ɺ ʥʝʤ ʛʦʚʦʨʠʪʩʷ, ʯʪʦ ʯʫʪʴ ʙʦʣʝʝ ʪʨʝʪʠ ʚʩʝʭ ʠʥʮʠʜʝʥʪʦʚ, ʦ ʢʦʪʦʨʳʭ 

ʩʦʦʙʱʘʣʦʩʴ ʚ ɸʚʩʪʨʘʣʠʡʩʢʠʡ ʮʝʥʪʨ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ASD ʟʘ ʧʦʩʣʝʜʥʠʝ 12 

ʤʝʩʷʮʝʚ, ʙʳʣʠ ʩʚʷʟʘʥʳ ʩ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʤʠ ʩʝʢʪʦʨʘʤʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ 

ɸʚʩʪʨʘʣʠʠ. 

çʆʞʠʜʘʝʪʩʷ, ʯʪʦ ʵʪʦ ʣʠʰʴ ʥʝʙʦʣʴʰʘʷ ʯʘʩʪʴ ʯʠʩʣʘ ʠʥʮʠʜʝʥʪʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʟʘʪʨʘʛʠʚʘʶʱʠʭ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ, 

ʫʯʠʪʳʚʘʷ ʜʦʙʨʦʚʦʣʴʥʳʡ ʭʘʨʘʢʪʝʨ ʦʪʯʝʪʥʦʩʪʠè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ. 

ʉʦʛʣʘʩʥʦ ʧʨʝʜʣʦʞʝʥʠʶ, ʢʘʢ ʪʦʣʴʢʦ ʦʪʚʝʪʩʪʚʝʥʥʦʝ ʣʠʮʦ ʫʟʥʘʝʪ ʦʙ ʠʥʮʠʜʝʥʪʝ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʙ ʵʪʦʤ ʜʦʣʞʥʦ ʙʳʪʴ ʩʦʦʙʱʝʥʦ ʚ ʪʝʯʝʥʠʝ 12 ʯʘʩʦʚ, ʝʩʣʠ 

ʠʥʮʠʜʝʥʪ ʦʢʘʟʳʚʘʝʪ ʟʥʘʯʠʪʝʣʴʥʦʝ ʚʣʠʷʥʠʝ ʥʘ ʜʦʩʪʫʧʥʦʩʪʴ ʘʢʪʠʚʘ; ʠʣʠ 72 ʯʘʩʘ, ʝʩʣʠ 

ʠʥʮʠʜʝʥʪ ʚʣʠʷʝʪ ʥʘ ʜʦʩʪʫʧʥʦʩʪʴ, ʮʝʣʦʩʪʥʦʩʪʴ ʠʣʠ ʥʘʜʝʞʥʦʩʪʴ ʘʢʪʠʚʘ ʠʣʠ ʥʘ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʘʢʪʠʚʝ ʠʣʠ ʭʨʘʥʠʤʦʡ ʠʤ ʠʥʬʦʨʤʘʮʠʠ. 

çʆʩʥʦʚʥʘʷ ʮʝʣʴ ʧʦʣʫʯʝʥʠʷ ASD ʠʥʬʦʨʤʘʮʠʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʏʘʩʪʴʶ 2B 

ʙʫʜʝʪ ʟʘʢʣʶʯʘʪʴʩʷ ʚ ʫʣʫʯʰʝʥʠʠ ʥʘʮʠʦʥʘʣʴʥʦʡ ʩʠʪʫʘʮʠʦʥʥʦʡ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ, 

ʧʦʟʚʦʣʷʷ ʧʨʦʠʟʚʦʜʠʪʴ ʘʥʦʥʠʤʥʳʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʩʤʷʛʯʝʥʠʶ ʧʦʩʣʝʜʩʪʚʠʡ, ʯʪʦʙʳ 

ʧʦʤʦʯʴ ʦʪʜʝʣʴʥʳʤ ʩʝʢʪʦʨʘʤ ʠʣʠ ʦʨʛʘʥʠʟʘʮʠʷʤ ʚ ʙʦʣʝʝ ʰʠʨʦʢʦʤ ʩʤʳʩʣʝ ʧʨʠʥʷʪʴ 

ʤʝʨʳ ʜʣʷ ʟʘʱʠʪʳè, - ʧʠʰʝʪ ASDè. (Asha Barbaschow. ASD says cyber attack 

intervention will be 'rare' under critical infrastructure Bill // ZDNet 

(https://www.zdnet.com/article/asd-says-cyber-attack-intervention-will -be-rare-under-

critical-infrastructure-bill/). 15.02.2021). 

***  

 

çʇʦʩʣʝ ʠʥʮʠʜʝʥʪʘ ʚ Oldsmar, ʢʦʛʜʘ ʥʝʫʩʪʘʥʦʚʣʝʥʥʳʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢ 

ʧʦʣʫʯʠʣ ʜʦʩʪʫʧ ʢ ʩʝʪʠ ʚʦʜʦʦʯʠʩʪʥʳʭ ʩʦʦʨʫʞʝʥʠʡ ʠ ʠʟʤʝʥʠʣ ʜʦʟʠʨʦʚʢʫ 

ʭʠʤʠʢʘʪʦʚ ʜʦ ʦʧʘʩʥʳʭ ʫʨʦʚʥʝʡ, ʌɹʈ ʚʦ ʚʪʦʨʥʠʢ ʨʘʟʦʩʣʘʣʦ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ, 

ʦʙʨʘʪʠʚ ʚʥʠʤʘʥʠʝ ʥʘ ʪʨʠ ʧʨʦʙʣʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʟʘʤʝʯʝʥʳ ʥʘ 

ʩʝʪʴ ʟʘʚʦʜʘ ʧʦʩʣʝ ʚʟʣʦʤʘ ʥʘ ʧʨʦʰʣʦʡ ʥʝʜʝʣʝ. 
ʋʚʝʜʦʤʣʝʥʠʝ, ʥʘʟʳʚʘʝʤʦʝ ʋʚʝʜʦʤʣʝʥʠʝʤ ʯʘʩʪʥʦʡ ʦʪʨʘʩʣʠ ʠʣʠ ʇʀʅ-ʢʦʜʦʤ 

ʌɹʈ, ʧʨʝʜʫʧʨʝʞʜʘʝʪ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʫʩʪʘʨʝʚʰʠʭ ʩʠʩʪʝʤ Windows 7, ʥʝʚʝʨʥʳʭ 

ʧʘʨʦʣʷʭ ʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʜʣʷ ʩʦʚʤʝʩʪʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʨʘʙʦʯʝʛʦ 

ʩʪʦʣʘ TeamViewer, ʧʨʠʟʳʚʘʷ ʯʘʩʪʥʳʝ ʢʦʤʧʘʥʠʠ, ʬʝʜʝʨʘʣʴʥʳʝ ʠ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ 

ʦʨʛʘʥʠʟʘʮʠʠ ʧʨʦʚʝʨʷʪʴ ʚʥʫʪʨʝʥʥʠʝ ʩʝʪʠ ʠ ʜʦʩʪʫʧ ʢ ʥʠʤ. ʧʦʣʠʪʠʢʠ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. 

TEAMVIEWER ʇʆʉʏʀʊɸʃ ʊʆʏʂʋ ɺʍʆɼɸ 

ʇʀʅ-ʢʦʜ ʌɹʈ ʩʧʝʮʠʘʣʴʥʦ ʥʘʟʳʚʘʝʪ TeamViewer ʧʨʦʛʨʘʤʤʥʳʤ ʦʙʝʩʧʝʯʝʥʠʝʤ 

ʜʣʷ ʩʦʚʤʝʩʪʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʨʘʙʦʯʝʛʦ ʩʪʦʣʘ, ʟʘ ʢʦʪʦʨʳʤ ʩʣʝʜʫʝʪ ʩʣʝʜʠʪʴ ʧʦʩʣʝ 

ʪʦʛʦ, ʢʘʢ ʧʨʠʣʦʞʝʥʠʝ ʙʳʣʦ ʧʦʜʪʚʝʨʞʜʝʥʦ ʢʘʢ ʪʦʯʢʘ ʚʭʦʜʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʚ ʩʝʪʴ 

ʚʦʜʦʦʯʠʩʪʥʦʡ ʩʪʘʥʮʠʠ Oldsmar. 

ʉʦʛʣʘʩʥʦ ʩʦʦʙʱʝʥʠʶ Reuters, ʦʬʠʮʠʘʣʴʥʳʝ ʣʠʮʘ ʟʘʷʚʠʣʠ, ʯʪʦ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʜʚʘʞʜʳ ʧʦʜʢʣʶʯʘʣʩʷ ʢ ʢʦʤʧʴʶʪʝʨʫ ʚ ʩʝʪʠ ʚʦʜʦʦʯʠʩʪʥʦʡ ʩʪʘʥʮʠʠ 

Oldsmar ʯʝʨʝʟ TeamViewer ʚ ʧʨʦʰʣʫʶ ʧʷʪʥʠʮʫ. 

ɺʦ ʚʪʦʨʦʤ ʩʣʫʯʘʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʘʢʪʠʚʥʦ ʢʦʥʪʨʦʣʠʨʦʚʘʣ ʤʳʰʴ ʦʧʝʨʘʪʦʨʘ, 

ʧʝʨʝʤʝʱʘʣ ʝʝ ʧʦ ʵʢʨʘʥʫ ʠ ʚʥʦʩʠʣ ʠʟʤʝʥʝʥʠʷ ʚ ʫʨʦʚʥʠ ʛʠʜʨʦʢʩʠʜʘ ʥʘʪʨʠʷ (ʱʝʣʦʢʘ), 

ʢʦʪʦʨʳʝ ʜʦʙʘʚʣʷʣʠʩʴ ʚ ʧʠʪʴʝʚʫʶ ʚʦʜʫ. 
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ʆʧʝʨʘʪʦʨ ʧʦʯʪʠ ʩʨʘʟʫ ʦʪʤʝʥʠʣ ʠʟʤʝʥʝʥʠʷ, ʚʥʝʩʝʥʥʳʝ ʭʘʢʝʨʦʤ, ʥʦ ʠʥʮʠʜʝʥʪ 

ʤʛʥʦʚʝʥʥʦ ʩʪʘʣ ʧʨʝʜʤʝʪʦʤ ʩʧʦʨʘ ʠ ʦʙʩʫʞʜʝʥʠʷ ʩʨʝʜʠ ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʉʨʝʜʠ ʥʘʠʙʦʣʝʝ ʯʘʩʪʳʭ ʪʝʤ, ʢʦʪʦʨʳʝ ʧʦʜʥʠʤʘʣʠʩʴ ʚ ʦʥʣʘʡʥ-ʦʙʩʫʞʜʝʥʠʷʭ, 

ʙʳʣʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʠʣʦʞʝʥʠʷ TeamViewer ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʨʝʩʫʨʩʘʤ ʢʨʠʪʠʯʝʩʢʠ 

ʚʘʞʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʉʐɸ. 

ɺ ʦʧʫʙʣʠʢʦʚʘʥʥʦʤ ʚʦ ʚʪʦʨʥʠʢ ʦʪʯʝʪʝ ʧʦ ʤʘʪʝʨʠʥʩʢʦʡ ʧʣʘʪʝ ʥʝʩʢʦʣʴʢʦ 

ʠʟʚʝʩʪʥʳʭ ʵʢʩʧʝʨʪʦʚ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʨʘʩʢʨʠʪʠʢʦʚʘʣʠ ʢʦʤʧʘʥʠʠ ʠ ʩʦʪʨʫʜʥʠʢʦʚ, 

ʢʦʪʦʨʳʝ ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʶʪ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ, ʥʘʟʚʘʚ 

ʝʛʦ ʥʝʙʝʟʦʧʘʩʥʳʤ ʠ ʥʝʘʜʝʢʚʘʪʥʳʤ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤʠ ʨʝʩʫʨʩʘʤʠ. 

ʍʦʪʷ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʌɹʈ ʧʦ PIN-ʢʦʜʫ ʥʝ ʩʦʜʝʨʞʠʪ ʢʨʠʪʠʯʝʩʢʦʛʦ ʪʦʥʘ ʠʣʠ 

ʧʦʟʠʮʠʠ ʚ ʦʪʥʦʰʝʥʠʠ TeamViewer, ʌɹʈ ʭʦʪʝʣʦ ʙʳ, ʯʪʦʙʳ ʬʝʜʝʨʘʣʴʥʳʝ ʠ ʯʘʩʪʥʳʝ 

ʦʨʛʘʥʠʟʘʮʠʠ ʧʨʠʥʷʣʠ ʢ ʩʚʝʜʝʥʠʶ ʧʨʠʣʦʞʝʥʠʝ. 

çʇʦʤʠʤʦ ʟʘʢʦʥʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ, TeamViewer ʧʦʟʚʦʣʷʝʪ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤ ʦʩʫʱʝʩʪʚʣʷʪʴ ʫʜʘʣʝʥʥʳʡ ʢʦʥʪʨʦʣʴ ʥʘʜ ʢʦʤʧʴʶʪʝʨʥʳʤʠ 

ʩʠʩʪʝʤʘʤʠ ʠ ʧʝʨʝʜʘʚʘʪʴ ʬʘʡʣʳ ʥʘ ʢʦʤʧʴʶʪʝʨʳ-ʞʝʨʪʚʳ, ʯʪʦ ʜʝʣʘʝʪ ʝʛʦ 

ʬʫʥʢʮʠʦʥʘʣʴʥʦ ʧʦʭʦʞʠʤ ʥʘ ʪʨʦʷʥʦʚ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ (RAT)è, - ʟʘʷʚʠʣʦ ʌɹʈ. 

çʆʜʥʘʢʦ ʟʘʢʦʥʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ TeamViewer ʜʝʣʘʝʪ ʘʥʦʤʘʣʴʥʳʝ ʜʝʡʩʪʚʠʷ 

ʤʝʥʝʝ ʧʦʜʦʟʨʠʪʝʣʴʥʳʤʠ ʜʣʷ ʢʦʥʝʯʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʩʠʩʪʝʤʥʳʭ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʦʙʳʯʥʳʤʠ RAT. 

ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ ʌɹʈ ʢʦʥʢʨʝʪʥʦ ʥʝ ʩʦʦʙʱʘʝʪ ʦʨʛʘʥʠʟʘʮʠʷʤ ʦʙ ʫʜʘʣʝʥʠʠ 

TeamViewer ʠʣʠ ʣʶʙʦʛʦ ʜʨʫʛʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʜʣʷ ʩʦʚʤʝʩʪʥʦʛʦ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʨʘʙʦʯʝʛʦ ʩʪʦʣʘ, ʥʦ ʧʨʝʜʫʧʨʝʞʜʘʝʪ, ʯʪʦ TeamViewer ʠ ʜʨʫʛʦʝ 

ʘʥʘʣʦʛʠʯʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ 

ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʡ, ʝʩʣʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʦʣʫʯʘʪ ʜʦʩʪʫʧ ʢ ʫʯʝʪʥʳʤ ʜʘʥʥʳʤ 

ʩʦʪʨʫʜʥʠʢʦʚ ʠʣʠ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ (ʥʘʧʨʠʤʝʨ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ 

ɼʦʩʪʫʧ ʢ Windows RDP) ʟʘʱʠʱʝʥʳ ʩʣʘʙʳʤʠ ʧʘʨʦʣʷʤʠ. 

ʌɹʈ ʇʈɽɼʋʇʈɽɾɼɸɽʊ ʆɹ ʀʉʇʆʃʔɿʆɺɸʅʀʀ WINDOWS 7... ʉʅʆɺɸ 

ʂʨʦʤʝ ʪʦʛʦ, ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʌɹʈ ʪʘʢʞʝ ʧʨʝʜʫʧʨʝʞʜʘʝʪ ʦ ʧʨʦʜʦʣʞʘʶʱʝʤʩʷ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ Windows 7, ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʩʨʦʢ ʩʣʫʞʙʳ ʢʦʪʦʨʦʡ ʠʩʪʝʢ ʚ 

ʧʨʦʰʣʦʤ ʛʦʜʫ, 14 ʷʥʚʘʨʷ 2020 ʛʦʜʘ, ʦ ʧʨʦʙʣʝʤʝ, ʦ ʢʦʪʦʨʦʡ ʌɹʈ ʪʘʢʞʝ 

ʧʨʝʜʫʧʨʝʞʜʘʣʦ ʘʤʝʨʠʢʘʥʩʢʠʝ ʢʦʤʧʘʥʠʠ ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ. 

ʕʪʘ ʯʘʩʪʴ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʙʳʣʘ ʚʢʣʶʯʝʥʘ, ʧʦʪʦʤʫ ʯʪʦ ʚʦʜʦʦʯʠʩʪʥʘʷ ʩʪʘʥʮʠʷ 

Oldsmar ʚʩʝ ʝʱʝ ʠʩʧʦʣʴʟʦʚʘʣʘ ʩʠʩʪʝʤʳ Windows 7 ʚ ʩʚʦʝʡ ʩʝʪʠ, ʩʦʛʣʘʩʥʦ ʦʪʯʝʪʫ 

ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʄʘʩʩʘʯʫʩʝʪʩʘ. 

ʍʦʪʷ ʥʝʪ ʥʠʢʘʢʠʭ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʪʦʛʦ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʟʣʦʫʧʦʪʨʝʙʣʷʣʠ 

ʦʰʠʙʢʘʤʠ, ʩʧʝʮʠʬʠʯʥʳʤʠ ʜʣʷ Windows 7, ʌɹʈ ʟʘʷʚʣʷʝʪ, ʯʪʦ ʧʨʦʜʦʣʞʘʪʴ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʪʘʨʫʶ ʦʧʝʨʘʮʠʦʥʥʫʶ ʩʠʩʪʝʤʫ ʦʧʘʩʥʦ, ʧʦʩʢʦʣʴʢʫ ʆʉ ʥʝ 

ʧʦʜʜʝʨʞʠʚʘʝʪʩʷ ʠ ʥʝ ʧʦʣʫʯʘʝʪ ʦʙʥʦʚʣʝʥʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ 

ʦʩʪʘʚʣʷʝʪ ʤʥʦʛʠʝ ʩʠʩʪʝʤʳ ʫʷʟʚʠʤʳʤʠ ʜʣʷ ʘʪʘʢ ʯʝʨʝʟ ʥʝʜʘʚʥʦ ʦʙʥʘʨʫʞʝʥʥʳʝ 

ʫʷʟʚʠʤʦʩʪʠ. 

ʆʜʥʘʢʦ ʦʧʫʙʣʠʢʦʚʘʥʥʳʡ ʩʝʛʦʜʥʷ ʦʪʯʝʪ Cyberscoop ʧʦʜʯʝʨʢʠʚʘʝʪ ʪʦʪ ʬʘʢʪ, 

ʯʪʦ ʟʘʚʦʜ Oldsmar, ʢʘʢ ʠ ʤʥʦʛʠʝ ʜʨʫʛʠʝ ʚʦʜʦʦʯʠʩʪʥʳʝ ʩʦʦʨʫʞʝʥʠʷ ʚ ʉʐɸ, ʯʘʩʪʦ 

ʥʝʜʦʬʠʥʘʥʩʠʨʫʝʪʩʷ ʠ ʫʢʦʤʧʣʝʢʪʦʚʘʥ ʧʝʨʩʦʥʘʣʦʤ. 
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ʍʦʪʷ ʌɹʈ ʧʨʝʜʦʩʪʝʨʝʛʘʝʪ ʦʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ Windows 7 ʧʦ ʫʚʘʞʠʪʝʣʴʥʳʤ 

ʧʨʠʯʠʥʘʤ, ʤʥʦʛʠʝ ʢʦʤʧʘʥʠʠ, ʘ ʪʘʢʞʝ ʬʝʜʝʨʘʣʴʥʳʝ ʘʛʝʥʪʩʪʚʘ ʠ ʘʛʝʥʪʩʪʚʘ ʰʪʘʪʦʚ 

ʉʐɸ ʤʦʛʫʪ ʙʳʪʴ ʥʝ ʚ ʩʦʩʪʦʷʥʠʠ ʯʪʦ-ʣʠʙʦ ʩ ʵʪʠʤ ʧʦʜʝʣʘʪʴ, ʠʩʢʣʶʯʘʷ ʩʝʨʴʝʟʥʳʝ 

ʬʠʥʘʥʩʦʚʳʝ ʚʣʦʞʝʥʠʷ ʚ ʤʦʜʝʨʥʠʟʘʮʠʶ ʀʊ-ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʩʦ ʩʪʦʨʦʥʳ ʚʳʩʰʝʛʦ 

ʨʫʢʦʚʦʜʩʪʚʘ, ʯʝʛʦ ʥʝ ʦʞʠʜʘʝʪʩʷ ʚ ʣʶʙʦʝ ʚʨʝʤʷ. ʩʢʦʨʦ ʚʦ ʤʥʦʛʠʭ ʤʝʩʪʘʭ. 

ɺ ʵʪʠʭ ʩʣʫʯʘʷʭ ʌɹʈ ʨʝʢʦʤʝʥʜʫʝʪ ʨʷʜ ʦʩʥʦʚʥʳʭ ʧʝʨʝʜʦʚʳʭ ʧʨʘʢʪʠʢ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʢʘʯʝʩʪʚʝ ʧʨʦʤʝʞʫʪʦʯʥʦʛʦ ʩʧʦʩʦʙʘ ʩʤʷʛʯʝʥʠʷ ʫʛʨʦʟ, ʪʘʢʠʭ ʢʘʢ: 

ʀʩʧʦʣʴʟʫʡʪʝ ʤʥʦʛʦʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ; 

ʀʩʧʦʣʴʟʫʡʪʝ ʥʘʜʝʞʥʳʝ ʧʘʨʦʣʠ ʜʣʷ ʟʘʱʠʪʳ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʧʨʦʪʦʢʦʣʘ 

ʫʜʘʣʝʥʥʦʛʦ ʨʘʙʦʯʝʛʦ ʩʪʦʣʘ (RDP); 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʘʥʪʠʚʠʨʫʩʥʳʝ, ʩʧʘʤ-ʬʠʣʴʪʨʳ ʠ ʙʨʘʥʜʤʘʫʵʨʳ ʦʙʥʦʚʣʝʥʳ, 

ʧʨʘʚʠʣʴʥʦ ʥʘʩʪʨʦʝʥʳ ʠ ʙʝʟʦʧʘʩʥʳ; 

ɸʫʜʠʪ ʩʝʪʝʚʳʭ ʢʦʥʬʠʛʫʨʘʮʠʡ ʠ ʠʟʦʣʷʮʠʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʠʩʪʝʤ, ʢʦʪʦʨʳʝ ʥʝ 

ʤʦʛʫʪ ʙʳʪʴ ʦʙʥʦʚʣʝʥʳ; 

ʇʨʦʚʝʜʠʪʝ ʘʫʜʠʪ ʚʘʰʝʡ ʩʝʪʠ ʥʘ ʧʨʝʜʤʝʪ ʥʘʣʠʯʠʷ ʩʠʩʪʝʤ, ʠʩʧʦʣʴʟʫʶʱʠʭ 

RDP, ʟʘʢʨʳʪʠʷ ʥʝʠʩʧʦʣʴʟʫʝʤʳʭ ʧʦʨʪʦʚ RDP, ʧʨʠʤʝʥʝʥʠʷ ʜʚʫʭʬʘʢʪʦʨʥʦʡ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʛʜʝ ʵʪʦ ʚʦʟʤʦʞʥʦ, ʠ ʨʝʛʠʩʪʨʘʮʠʠ ʧʦʧʳʪʦʢ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ RDP; 

ɾʫʨʥʘʣʳ ʘʫʜʠʪʘ ʜʣʷ ʚʩʝʭ ʧʨʦʪʦʢʦʣʦʚ ʫʜʘʣʝʥʥʦʛʦ ʧʦʜʢʣʶʯʝʥʠʷ; 

ʆʙʫʯʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚʳʷʚʣʷʪʴ ʧʦʧʳʪʢʠ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ ʠ ʩʦʦʙʱʘʪʴ 

ʦ ʥʠʭ; 

ɺʳʷʚʣʷʪʴ ʠ ʧʨʠʦʩʪʘʥʘʚʣʠʚʘʪʴ ʜʦʩʪʫʧ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʨʦʷʚʣʷʶʱʠʭ 

ʥʝʦʙʳʯʥʫʶ ʘʢʪʠʚʥʦʩʪʴ; 

ʆʙʥʦʚʣʷʡʪʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝè. (Catalin Cimpanu. Following 

Oldsmar attack, FBI warns about using TeamViewer and Windows 7 // ZDNet 

(https://www.zdnet.com/article/following-oldsmar-attack-fbi-warns-about-using-

teamviewer-and-windows-7/). 10.02.2021). 

***  

 

 
ɿʘʭʠʩʪ ʧʝʨʩʦʥʘʣʴʥʠʭ ʜʘʥʠʭ 

 

çRIPE NCC, ʦʨʛʘʥʠʟʘʮʠʷ, ʢʦʪʦʨʘʷ ʫʧʨʘʚʣʷʝʪ ʠ ʥʘʟʥʘʯʘʝʪ ʘʜʨʝʩʘ IPv4 ʠ 

IPv6 ʜʣʷ ɽʚʨʦʧʳ, ɹʣʠʞʥʝʛʦ ɺʦʩʪʦʢʘ ʠ ʙʳʚʰʝʛʦ ʉʦʚʝʪʩʢʦʛʦ ʉʦʶʟʘ, ʩʝʛʦʜʥʷ 

ʨʘʩʢʨʳʣʘ ʥʝʫʜʘʚʰʫʶʩʷ ʢʠʙʝʨʘʪʘʢʫ ʥʘ ʩʚʦʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ. 

çɺ ʧʨʦʰʣʳʝ ʚʳʭʦʜʥʳʝ RIPE NCC Access, ʥʘʰʘ ʩʣʫʞʙʘ ʝʜʠʥʦʛʦ ʚʭʦʜʘ (SSO), 

ʧʦʩʪʨʘʜʘʣʘ ʦʪ ʪʦʛʦ, ʯʪʦ, ʧʦ ʚʩʝʡ ʚʠʜʠʤʦʩʪʠ, ʙʳʣʦ ʧʨʝʜʥʘʤʝʨʝʥʥʦʡ ʘʪʘʢʦʡ ʩ 

ʟʘʧʦʣʥʝʥʠʝʤ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ, ʯʪʦ ʧʨʠʚʝʣʦ ʢ ʥʝʢʦʪʦʨʦʤʫ ʧʨʦʩʪʦʶè, - ʛʦʚʦʨʠʪʩʷ ʚ 

ʩʦʦʙʱʝʥʠʠ ʦʨʛʘʥʠʟʘʮʠʠ, ʨʘʟʤʝʱʝʥʥʦʤ ʨʘʥʝʝ ʥʘ ʝʝ ʚʝʙ-ʩʘʡʪʝ. ʩʝʛʦʜʥʷ. 

ɸʛʝʥʪʩʪʚʦ ʟʘʷʚʠʣʦ, ʯʪʦ ʩʤʷʛʯʠʣʦ ʘʪʘʢʫ ʠ ʦʙʥʘʨʫʞʠʣʦ, ʯʪʦ ʥʠ ʦʜʥʘ ʫʯʝʪʥʘʷ 

ʟʘʧʠʩʴ ʥʝ ʙʳʣʘ ʚʟʣʦʤʘʥʘ, ʥʦ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʚʩʝ ʝʱʝ ʧʨʦʜʦʣʞʘʝʪʩʷ. 

çɽʩʣʠ ʤʳ ʦʙʥʘʨʫʞʠʤ, ʯʪʦ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʙʳʣʘ ʟʘʪʨʦʥʫʪʘ ʚ ʭʦʜʝ ʥʘʰʝʛʦ 

ʨʘʩʩʣʝʜʦʚʘʥʠʷ, ʤʳ ʩʚʷʞʝʤʩʷ ʩ ʚʣʘʜʝʣʴʮʝʤ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʠʥʜʠʚʠʜʫʘʣʴʥʦ, ʯʪʦʙʳ 

ʧʨʦʠʥʬʦʨʤʠʨʦʚʘʪʴ ʠʭè. 
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ʆʩʥʦʚʘʥʥʘʷ ʚ 1992 ʛʦʜʫ, RIPE NCC ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʢʦʥʪʨʦʣʠʨʫʝʪ 

ʨʘʩʧʨʝʜʝʣʝʥʠʝ ʨʝʩʫʨʩʦʚ ʥʫʤʝʨʘʮʠʠ ʀʥʪʝʨʥʝʪʘ (ʘʜʨʝʩʦʚ IPv4, ʘʜʨʝʩʦʚ IPv6 ʠ 

ʥʦʤʝʨʦʚ ʘʚʪʦʥʦʤʥʳʭ ʩʠʩʪʝʤ) ʮʝʥʪʨʘʤ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ, ʭʦʩʪʠʥʛʦʚʳʤ ʢʦʤʧʘʥʠʷʤ, 

ʦʧʝʨʘʪʦʨʘʤ ʩʚʷʟʠ ʠ ʧʦʩʪʘʚʱʠʢʘʤ ʠʥʪʝʨʥʝʪ-ʫʩʣʫʛ ʚ ʨʝʛʠʦʥʝ EMEA. 

ʂʦʤʧʨʦʤʝʪʘʮʠʷ ʣʶʙʦʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ RIPE NCC ʩʦʟʜʘʩʪ ʙʦʣʴʰʠʝ ʧʨʦʙʣʝʤʳ 

ʢʘʢ ʜʣʷ RIPE, ʪʘʢ ʠ ʜʣʷ ʚʣʘʜʝʣʴʮʝʚ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʧʦʩʢʦʣʴʢʫ ʵʪʦ ʧʦʟʚʦʣʠʪ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʧʝʨʝʥʘʟʥʘʯʠʪʴ, ʜʘʞʝ ʝʩʣʠ ʚʨʝʤʝʥʥʦ, ʠʥʪʝʨʥʝʪ-ʨʝʩʫʨʩʳ ʪʨʝʪʴʠʤ 

ʣʠʮʘʤ. 

ɸʜʨʝʩʘ IPv4 ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʧʦʣʴʟʫʶʪʩʷ ʦʯʝʥʴ ʚʳʩʦʢʠʤ ʩʧʨʦʩʦʤ ʚʦ ʚʩʝʤ 

ʤʠʨʝ, ʠ ʟʘ ʧʦʩʣʝʜʥʝʝ ʜʝʩʷʪʠʣʝʪʠʝ ʩʬʦʨʤʠʨʦʚʘʣʩʷ ʧʨʦʮʚʝʪʘʶʱʠʡ ʯʝʨʥʳʡ ʨʳʥʦʢ. 

ʕʪʦʪ ʨʳʥʦʢ ʧʦʜʧʠʪʳʚʘʝʪʩʷ ʟʘʭʚʘʯʝʥʥʳʤʠ ʙʣʦʢʘʤʠ ʘʜʨʝʩʦʚ IPv4, ʠ ʝʛʦ ʥʘʠʙʦʣʝʝ 

ʯʘʩʪʳʤʠ ʢʣʠʝʥʪʘʤʠ ʷʚʣʷʶʪʩʷ ʙʘʥʜʳ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ 

ʝʛʦ ʜʣʷ ʘʨʝʥʜʳ ʜʦʩʪʫʧʘ ʢ ʟʘʭʚʘʯʝʥʥʳʤ ʘʜʨʝʩʥʳʤ ʧʨʦʩʪʨʘʥʩʪʚʘʤ IPv4, ʯʪʦʙʳ ʦʥʠ 

ʤʦʛʣʠ ʨʘʩʩʳʣʘʪʴ ʩʧʘʤ ʠ ʦʙʭʦʜʠʪʴ ʙʣʦʢ-ʩʧʠʩʢʠ ʩʧʘʤʘ. 

ʉʦʛʣʘʩʥʦ ʨʘʩʩʣʝʜʦʚʘʥʠʶ AFRINIC, ʚ 2019 ʛʦʜʫ ʙʳʣ ʦʙʥʘʨʫʞʝʥ ʦʜʠʥ ʠʟ 

ʩʘʤʳʭ ʛʨʦʤʢʠʭ ʚʟʣʦʤʦʚ ʘʜʨʝʩʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ IPv4, ʢʦʛʜʘ ʙʦʣʝʝ 4,1 ʤʠʣʣʠʦʥʘ 

ʘʜʨʝʩʦʚ IPv4 ʙʳʣʠ ʧʝʨʝʜʘʥʳ ʶʞʥʦʘʬʨʠʢʘʥʩʢʠʤʠ ʢʦʤʧʘʥʠʷʤʠ ʥʦʚʳʤ ʚʣʘʜʝʣʴʮʘʤ. 

ʋ RIPE NCC ʦʬʠʮʠʘʣʴʥʦ ʟʘʢʦʥʯʠʣʠʩʴ ʘʜʨʝʩʘ IPv4 ʚ ʥʦʷʙʨʝ 2019 ʛʦʜʘ, ʯʪʦ 

ʦʙʲʷʩʥʷʝʪ, ʧʦʯʝʤʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʪʝʧʝʨʴ ʦʭʦʪʷʪʩʷ ʟʘ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ 

ʫʯʘʩʪʥʠʢʦʚ ʚ ʥʘʜʝʞʜʝ ʟʘʭʚʘʪʠʪʴ ʩʫʱʝʩʪʚʫʶʱʠʝ ʧʫʣʳ ʘʜʨʝʩʦʚ. 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ RIPE ʧʨʦʩʠʪ ʚʩʝʭ ʩʚʦʠʭ ʯʣʝʥʦʚ, ʯʠʩʣʝʥʥʦʩʪʴ ʢʦʪʦʨʳʭ 

ʩʦʩʪʘʚʣʷʝʪ ʦʢʦʣʦ 20 000 ʦʨʛʘʥʠʟʘʮʠʡ, ʚʢʣʶʯʠʪʴ ʜʚʫʭʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ 

ʜʣʷ ʩʚʦʠʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ Access, ʯʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʧʦʣʫʯʝʥʠʝ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʜʦʩʪʫʧʘ ʢ ʵʪʠʤ ʨʝʩʫʨʩʘʤ ʩ ʧʦʤʦʱʴʶ ʧʨʦʩʪʳʭ ʘʪʘʢ ʪʠʧʘ ʛʨʫʙʦʡ 

ʩʠʣèr. (Catalin Cimpanu. RIPE NCC discloses failed brute-force attack on its SSO 

service // ZDNet (https://www.zdnet.com/article/ripe-discloses-failed-brute-force-attack-

on-its-sso-service/). 18.02.2021). 
***  

 

çʇʦ ʤʥʝʥʠʶ ʘʥʘʣʠʪʠʢʦʚ, ʥʝʚʠʜʠʤʳʝ ʧʠʢʩʝʣʠ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ 

ʦʪʩʣʝʞʠʚʘʥʠʷ ʘʢʪʠʚʥʦʩʪʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʪʝʧʝʨʴ ʷʚʣʷʶʪʩʷ 

"ʧʦʚʩʝʤʝʩʪʥʦʡ" ʧʨʦʙʣʝʤʦʡ, ʥʘʨʫʰʘʶʱʝʡ ʥʘʰʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ.  

ʅʘ ʵʪʦʡ ʥʝʜʝʣʝ ʩʣʫʞʙʘ ʦʙʤʝʥʘ ʩʦʦʙʱʝʥʠʷʤʠ Hey ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʣʘ ʩʚʦʡ 

ʪʨʘʬʠʢ ʧʦ ʟʘʧʨʦʩʫ BBC ʠ ʦʙʥʘʨʫʞʠʣʘ, ʯʪʦ ʧʨʠʤʝʨʥʦ ʜʚʝ ʪʨʝʪʠ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ, 

ʦʪʧʨʘʚʣʝʥʥʳʭ ʥʘ ʣʠʯʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʝʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 

ʩʦʜʝʨʞʘʪ ʪʘʢ ʥʘʟʳʚʘʝʤʳʝ çʰʧʠʦʥʩʢʠʝ ʧʠʢʩʝʣʠè. 

ʐʧʠʦʥʩʢʠʝ ʧʠʢʩʝʣʠ, ʪʘʢʞʝ ʠʟʚʝʩʪʥʳʝ ʢʘʢ ʧʠʢʩʝʣʠ ʦʪʩʣʝʞʠʚʘʥʠʷ ʠʣʠ ʚʝʙ-

ʤʘʷʢʠ, ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʥʝʚʠʜʠʤʳʝ ʢʨʦʰʝʯʥʳʝ ʬʘʡʣʳ ʠʟʦʙʨʘʞʝʥʠʡ, ʚʢʣʶʯʘʷ 

ʬʘʡʣʳ.PNG ʠ.GIF, ʢʦʪʦʨʳʝ ʚʩʪʘʚʣʷʶʪʩʷ ʚ ʪʝʣʦ ʩʦʜʝʨʞʠʤʦʛʦ ʵʣʝʢʪʨʦʥʥʦʛʦ ʧʠʩʴʤʘ.  

ʆʥʠ ʤʦʛʫʪ ʙʳʪʴ ʧʨʦʟʨʘʯʥʳʤʠ, ʙʝʣʳʤʠ ʠʣʠ ʜʨʫʛʦʛʦ ʮʚʝʪʘ, ʩʣʠʚʘʪʴʩʷ ʩ 

ʩʦʜʝʨʞʠʤʳʤ ʠ ʦʩʪʘʚʘʪʴʩʷ ʥʝʚʠʜʠʤʳʤʠ ʜʣʷ ʧʦʣʫʯʘʪʝʣʷ, ʠ ʯʘʩʪʦ ʠʤʝʶʪ ʨʘʟʤʝʨ ʚʩʝʛʦ 

1 x 1 ʧʠʢʩʝʣʴ. 

ʇʦʣʫʯʘʪʝʣʶ ʵʣʝʢʪʨʦʥʥʦʛʦ ʧʠʩʴʤʘ ʥʝ ʥʫʞʥʦ ʥʘʧʨʷʤʫʶ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ 

ʧʠʢʩʝʣʝʤ, ʯʪʦʙʳ ʦʥ ʤʦʛ ʦʪʩʣʝʞʠʚʘʪʴ ʦʧʨʝʜʝʣʝʥʥʳʝ ʜʝʡʩʪʚʠʷ. ɺʤʝʩʪʦ ʵʪʦʛʦ, ʢʦʛʜʘ 

ʦʪʢʨʳʚʘʝʪʩʷ ʵʣʝʢʪʨʦʥʥʦʝ ʧʠʩʴʤʦ, ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʟʘʛʨʫʞʘʝʪʩʷ ʧʠʢʩʝʣʴ 
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ʦʪʩʣʝʞʠʚʘʥʠʷ - ʠ ʵʪʦ ʧʦʟʚʦʣʷʝʪ ʩʝʨʚʝʨʫ, ʧʨʠʥʘʜʣʝʞʘʱʝʤʫ ʤʘʨʢʝʪʦʣʦʛʫ, ʟʥʘʪʴ, ʯʪʦ 

ʧʠʩʴʤʦ ʙʳʣʦ ʧʨʦʯʠʪʘʥʦ. ʉʝʨʚʝʨʳ ʪʘʢʞʝ ʤʦʛʫʪ ʟʘʧʠʩʳʚʘʪʴ ʢʦʣʠʯʝʩʪʚʦ ʦʪʢʨʳʪʠʡ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, IP-ʘʜʨʝʩ, ʩʚʷʟʘʥʥʳʡ ʩ ʤʝʩʪʦʧʦʣʦʞʝʥʠʝʤ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʫʩʪʨʦʡʩʪʚʘ.  

ʇʦʜʦʙʥʳʝ ʧʠʢʩʝʣʠ ʪʘʢʞʝ ʰʠʨʦʢʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʚʝʙ-ʜʦʤʝʥʘʭ ʜʣʷ 

ʦʪʩʣʝʞʠʚʘʥʠʷ ʧʦʩʝʪʠʪʝʣʝʡ.  

ʇʠʢʩʝʣʠ ʦʪʩʣʝʞʠʚʘʥʠʷ ʩʫʱʝʩʪʚʫʶʪ ʫʞʝ ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ, ʥʦ ʦ ʥʠʭ ʤʘʣʦ ʯʪʦ 

ʠʟʚʝʩʪʥʦ. ɼʣʷ ʤʘʨʢʝʪʦʣʦʛʦʚ ʧʠʢʩʝʣʠ ʤʦʛʫʪ ʙʳʪʴ ʙʝʩʮʝʥʥʳʤ ʤʝʪʦʜʦʤ ʠʟʤʝʨʝʥʠʷ 

ʫʨʦʚʥʝʡ ʚʦʚʣʝʯʝʥʥʦʩʪʠ, ʦʮʝʥʢʠ ʫʩʧʝʭʘ ʤʘʨʢʝʪʠʥʛʦʚʳʭ ʢʘʤʧʘʥʠʡ ʠ, ʚʦʟʤʦʞʥʦ, ʜʣʷ 

ʦʪʧʨʘʚʢʠ ʧʦʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʡ ʠ ʙʦʣʝʝ ʧʝʨʩʦʥʘʣʠʟʠʨʦʚʘʥʥʳʭ ʟʘʤʝʪʦʢ, ʢʦʛʜʘ 

ʩʦʦʙʱʝʥʠʝ ʙʳʣʦ ʧʨʦʯʠʪʘʥʦ, ʥʦ ʥʘ ʥʝʛʦ ʥʝ ʦʪʚʝʪʠʣʠ.  

ʆʜʥʘʢʦ, ʧʦ ʩʣʦʚʘʤ ʩʦʫʯʨʝʜʠʪʝʣʷ Hey ɼʵʚʠʜʘ ʍʘʡʥʝʤʝʡʝʨʘ ʍʘʥʩʩʦʥʘ, ʦʥʠ 

ʪʘʢʞʝ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ çʛʨʦʪʝʩʢʥʦʝ ʚʪʦʨʞʝʥʠʝ ʚ ʯʘʩʪʥʫʶ ʞʠʟʥʴè. 

ʍʘʥʩʩʦʥ ʩʦʦʙʱʠʣ ʠʟʜʘʥʠʶ, ʯʪʦ ʚ ʩʨʝʜʥʝʤ ʢʦʤʧʘʥʠʷ ʦʙʨʘʙʘʪʳʚʘʝʪ ʦʜʠʥ 

ʤʠʣʣʠʦʥ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ ʠ ʢʘʞʜʳʡ ʜʝʥʴ ʙʣʦʢʠʨʫʝʪʩʷ ʙʦʣʝʝ 600 000 ʧʦʧʳʪʦʢ 

ʦʪʩʣʝʞʠʚʘʥʠʷ ʧʠʢʩʝʣʝʡ. ɽʩʣʠ ʚʳ ʜʦʚʝʜʝʪʝ ʵʪʠ ʫʨʦʚʥʠ ʜʦ ʤʠʣʣʠʦʥʦʚ ʠ ʤʠʣʣʠʦʥʦʚ 

ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ, ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʪʘʢʠʤʠ ʩʣʫʞʙʘʤʠ, ʢʘʢ Gmail ʠʣʠ Outlook, 

ʧʨʝʜʧʦʣʦʞʝʥʠʝ ʦ ʪʦʤ, ʯʪʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʠʢʩʝʣʴʥʦʛʦ ʪʨʝʢʝʨʘ ʷʚʣʷʝʪʩʷ 

çʵʥʜʝʤʠʯʝʩʢʠʤè, ʤʦʞʝʪ ʙʳʪʴ ʨʝʘʣʠʩʪʠʯʥʳʤ.  

ɺ ɽʚʨʦʧʝ GDPR ʪʨʝʙʫʝʪ, ʯʪʦʙʳ ʦʨʛʘʥʠʟʘʮʠʠ ʩʦʦʙʱʘʣʠ ʧʦʣʫʯʘʪʝʣʷʤ ʦʙ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʪʘʢʠʭ ʧʠʢʩʝʣʝʡ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʚʦʢʨʫʛ ʧʨʦʟʨʘʯʥʦʩʪʠ, ʥʝʦʙʭʦʜʠʤʦʡ 

ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʦʪʩʣʝʞʠʚʘʥʠʷ ʧʠʢʩʝʣʝʡ, ʙʳʣʘ ʥʝʷʩʥʦʩʪʴ, ʧʦʩʢʦʣʴʢʫ ʩʦʛʣʘʩʠʝ ʥʝ 

ʚʩʝʛʜʘ ʪʨʝʙʫʝʪʩʷ - ʠ ʢʦʛʜʘ ʦʥʦ ʪʨʝʙʫʝʪʩʷ, ʦʥʦ ʤʦʞʝʪ ʙʳʪʴ `` ʧʦʣʫʯʝʥʦ '' 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʢʦʛʜʘ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʦʜʧʠʩʳʚʘʝʪʩʷ ʥʘ ʩʣʫʞʙʫ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ 

ʝʛʦ ʧʨʦʩʷʪ ʧʨʦʯʠʪʘʪʴ ʫʚʝʜʦʤʣʝʥʠʝ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʝ ʥʘ ʚʝʙ-

ʩʘʡʪʝ. 

ʂʘʢ ʦʪʤʝʯʘʝʪʩʷ ʚ ʧʫʙʣʠʢʘʮʠʠ, ʋʧʨʘʚʣʝʥʠʝ ʢʦʤʠʩʩʘʨʘ ʧʦ ʠʥʬʦʨʤʘʮʠʠ 

ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ (ICO), ʢʦʪʦʨʦʝ ʜʝʡʩʪʚʫʝʪ ʢʘʢ ʩʪʦʨʦʞʝʚʦʡ ʪʘʡʤʝʨ ʟʘʱʠʪʳ ʜʘʥʥʳʭ, 

ʠʩʧʦʣʴʟʫʝʪ ʧʠʢʩʝʣʠ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʦʪʢʨʳʪʠʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʚ ʩʚʦʝʤ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʤ ʙʶʣʣʝʪʝʥʝ. ʇʦʣʴʟʦʚʘʪʝʣʠ ʯʝʪʢʦ ʩʦʦʙʱʘʶʪ ʦ ʪʨʝʢʝʨʘʭ ʧʨʠ 

ʨʝʛʠʩʪʨʘʮʠʠ; ʦʜʥʘʢʦ ICO ʥʘʤʝʨʝʚʘʝʪʩʷ ʚʩʢʦʨʝ ʫʜʘʣʠʪʴ ʵʪʫ ʬʫʥʢʮʠʶ.  

ʄʦʞʥʦ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʩʨʘʙʘʪʳʚʘʥʠʝ ʧʠʢʩʝʣʝʡ ʦʪʩʣʝʞʠʚʘʥʠʷ, ʟʘʧʨʝʪʠʚ 

ʘʚʪʦʤʘʪʠʯʝʩʢʫʶ ʟʘʛʨʫʟʢʫ ʠʟʦʙʨʘʞʝʥʠʡ ʚ ʚʘʰʝʤ ʚʝʙ-ʙʨʘʫʟʝʨʝ ʠʣʠ ʟʘʛʨʫʟʠʚ 

ʥʘʜʩʪʨʦʡʢʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʙʨʘʫʟʝʨʘ ʜʣʷ ʙʣʦʢʠʨʦʚʢʠ ʪʨʝʢʝʨʦʚè. (Charlie 

Osborne. Tracker pixels in emails are now an óendemicô privacy concern // ZDNet 

(https://www.zdnet.com/article/spy-pixels-in-emails-to-track-recipient-activity-are-now-

an-endemic-privacy-concern/). 17.02.2021). 
***  

 

çSingtel ʧʦʜʪʚʝʨʜʠʣʘ, ʯʪʦ ʣʠʯʥʳʝ ʜʘʥʥʳʝ 129 000 ʢʣʠʝʥʪʦʚ, ʘ ʪʘʢʞʝ 

ʬʠʥʘʥʩʦʚʘʷ ʠʥʬʦʨʤʘʮʠʷ ʝʛʦ ʙʳʚʰʠʭ ʩʦʪʨʫʜʥʠʢʦʚ ʙʳʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ 

ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʟʣʦʤʘ, ʩʚʷʟʘʥʥʦʛʦ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʪʦʨʦʥʥʝʡ ʩʠʩʪʝʤʳ ʦʙʤʝʥʘ 

ʬʘʡʣʘʤʠ. ɼʘʥʥʳʝ ʢʨʝʜʠʪʥʦʡ ʢʘʨʪʳ, ʧʨʠʥʘʜʣʝʞʘʱʠʝ ʧʝʨʩʦʥʘʣʫ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ 

ʢʣʠʝʥʪʘ, ʠ ʠʥʬʦʨʤʘʮʠʷ, ʩʚʷʟʘʥʥʘʷ ʩ 23 ʧʨʝʜʧʨʠʷʪʠʷʤʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʦʩʪʘʚʱʠʢʘʤʠ 

ʠ ʧʘʨʪʥʝʨʘʤʠ, ʪʘʢʞʝ ʧʨʦʩʦʯʠʣʠʩʴ ʚʦ ʚʨʝʤʷ ʠʥʮʠʜʝʥʪʘ.  
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ʆʙʲʷʚʣʝʥʠʝ ʚ ʩʨʝʜʫ ʙʳʣʦ ʩʜʝʣʘʥʦ ʤʝʥʝʝ ʯʝʤ ʯʝʨʝʟ ʥʝʜʝʣʶ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ 

ʩʠʥʛʘʧʫʨʩʢʘʷ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʘʷ ʢʦʤʧʘʥʠʷ ʩʦʦʙʱʠʣʘ, ʯʪʦ çʬʘʡʣʳ ʙʳʣʠ 

ʟʘʭʚʘʯʝʥʳè ʚ ʨʝʟʫʣʴʪʘʪʝ ʘʪʘʢʠ, ʟʘʪʨʦʥʫʚʰʝʡ ʬʘʡʣʦʚʫʶ ʩʠʩʪʝʤʫ ʧʦʜ ʥʘʟʚʘʥʠʝʤ 

FTA, ʨʘʟʨʘʙʦʪʘʥʥʫʶ ʜʚʘ ʜʝʩʷʪʠʣʝʪʠʷ ʥʘʟʘʜ ʢʦʤʧʘʥʠʝʡ Accellion. Singtel ʟʘʷʚʠʣʘ, 

ʯʪʦ ʠʩʧʦʣʴʟʦʚʘʣʘ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʚʥʫʪʨʝʥʥʠʭ ʮʝʣʝʡ ʠ ʩ ʚʥʝʰʥʠʤʠ 

ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʤʠ ʩʪʦʨʦʥʘʤʠ.  

ʇʦʩʣʝ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʢʦʤʧʘʥʠʷ ʩʦʦʙʱʠʣʘ, ʯʪʦ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʝ ʣʠʯʥʳʝ 

ʜʘʥʥʳʝ, ʧʨʠʥʘʜʣʝʞʘʱʠʝ 129 000 ʢʣʠʝʥʪʦʚ, ʩʦʜʝʨʞʘʣʠ ʠʭ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʡ 

ʥʦʤʝʨ ʥʘʨʷʜʫ ʩ ʥʝʢʦʪʦʨʳʤʠ ʜʨʫʛʠʤʠ ʜʘʥʥʳʤʠ, ʚʢʣʶʯʘʷ ʠʤʷ, ʜʘʪʫ ʨʦʞʜʝʥʠʷ, ʥʦʤʝʨ 

ʤʦʙʠʣʴʥʦʛʦ ʪʝʣʝʬʦʥʘ ʠ ʬʠʟʠʯʝʩʢʠʡ ʘʜʨʝʩ.  

ʊʘʢʞʝ ʧʨʦʩʦʯʠʣʠʩʴ ʜʘʥʥʳʝ ʙʘʥʢʦʚʩʢʠʭ ʩʯʝʪʦʚ 28 ʙʳʚʰʠʭ ʩʦʪʨʫʜʥʠʢʦʚ 

Singtel ʠ ʜʘʥʥʳʝ ʢʨʝʜʠʪʥʳʭ ʢʘʨʪ 45 ʩʦʪʨʫʜʥʠʢʦʚ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʢʣʠʝʥʪʘ ʩ 

ʤʦʙʠʣʴʥʳʤʠ ʣʠʥʠʷʤʠ Singtel. ʂʨʦʤʝ ʪʦʛʦ, ʙʳʣʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʘ çʥʝʢʦʪʦʨʘʷ 

ʠʥʬʦʨʤʘʮʠʷè ʦʪ 23 ʧʨʝʜʧʨʠʷʪʠʡ, ʚʢʣʶʯʘʷ ʧʦʩʪʘʚʱʠʢʦʚ, ʧʘʨʪʥʝʨʦʚ ʠ 

ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʢʣʠʝʥʪʦʚ.  

Singtel ʥʝ ʧʨʝʜʦʩʪʘʚʠʣʘ ʙʦʣʝʝ ʧʦʜʨʦʙʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʦʤ, ʯʪʦ ʵʪʦ ʟʘ 

ʠʥʬʦʨʤʘʮʠʷ, ʩʩʳʣʘʷʩʴ ʥʘ ʩʦʦʙʨʘʞʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ.  

ʊʝʣʝʬʦʥʥʘʷ ʢʦʤʧʘʥʠʷ ʟʘʷʚʠʣʘ, ʯʪʦ ʙʦʣʴʰʘʷ ʯʘʩʪʴ ʫʪʝʯʢʠ ʜʘʥʥʳʭ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʣʘ ʚʥʫʪʨʝʥʥʶʶ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʥʝ ʙʳʣʘ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ, ʥʘʧʨʠʤʝʨ, ʞʫʨʥʘʣʳ ʜʘʥʥʳʭ, ʪʝʩʪʦʚʳʝ ʜʘʥʥʳʝ, ʦʪʯʝʪʳ ʠ 

ʩʦʦʙʱʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ.  

ʆʥ ʟʘʷʚʠʣ, ʯʪʦ ʥʘʯʘʣ ʫʚʝʜʦʤʣʷʪʴ ʧʦʩʪʨʘʜʘʚʰʠʭ ʣʠʮ ʠ ʧʨʝʜʧʨʠʷʪʠʷ ʦ 

ʥʘʨʫʰʝʥʠʠ ʠ ʧʨʝʜʣʘʛʘʣ ʧʦʤʦʱʴ ʚ ʩʥʠʞʝʥʠʠ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʨʠʩʢʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʥʘʨʫʰʝʥʠʝʤ. ʕʪʦ ʚʢʣʶʯʘʣʦ ʧʦʣʦʞʝʥʠʷ ʦ ʪʦʤ, ʯʪʦ ʧʦʩʪʘʚʱʠʢ ʫʩʣʫʛ ʧʝʨʝʜʘʯʠ 

ʜʘʥʥʳʭ ʤʦʞʝʪ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʫʩʣʫʛʠ ʤʦʥʠʪʦʨʠʥʛʘ ʠʜʝʥʪʠʯʥʦʩʪʠ ʙʝʟ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʟʘʪʨʘʪ ʟʘʪʨʦʥʫʪʳʤ ʢʣʠʝʥʪʘʤ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʧʨʦʠʥʩʪʨʫʢʪʠʨʦʚʘʥʳ 

ʦ ʪʦʤ, ʢʘʢ ʧʦʜʧʠʩʘʪʴʩʷ ʥʘ ʫʩʣʫʛʫ. 

ɻʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ ʛʨʫʧʧʳ Singtel ʖʵʥʴ ʂʫʘʥ ʄʫʥ ʩʢʘʟʘʣ: çʍʦʪʷ ʵʪʘ 

ʢʨʘʞʘ ʜʘʥʥʳʭ ʙʳʣʘ ʩʦʚʝʨʰʝʥʘ ʥʝʠʟʚʝʩʪʥʳʤʠ ʩʪʦʨʦʥʘʤʠ, ʤʥʝ ʦʯʝʥʴ ʞʘʣʴ, ʯʪʦ ʵʪʦ 

ʧʨʦʠʟʦʰʣʦ ʩ ʥʘʰʠʤʠ ʢʣʠʝʥʪʘʤʠ, ʠ ʷ ʙʝʟʦʛʦʚʦʨʦʯʥʦ ʠʟʚʠʥʷʶʩʴ ʧʝʨʝʜ ʚʩʝʤʠ, ʢʦʛʦ 

ʵʪʦ ʢʦʩʥʫʣʦʩʴ. ʂʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʜʘʥʥʳʭ ʠʤʝʝʪ ʧʝʨʚʦʩʪʝʧʝʥʥʦʝ ʟʥʘʯʝʥʠʝ. ʄʳ 

ʨʘʟʦʯʘʨʦʚʘʣʠ ʥʘʰʠʭ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʭ ʩʪʦʨʦʥ ʠ ʥʝ ʚʩʪʨʝʪʠʣʠʩʴ ʩʪʘʥʜʘʨʪʳ, 

ʢʦʪʦʨʳʝ ʤʳ ʜʣʷ ʩʝʙʷ ʫʩʪʘʥʦʚʠʣʠ. 

çʋʯʠʪʳʚʘʷ ʩʣʦʞʥʦʩʪʴ ʠ ʜʝʣʠʢʘʪʥʦʩʪʴ ʥʘʰʠʭ ʨʘʩʩʣʝʜʦʚʘʥʠʡ, ʤʳ ʤʘʢʩʠʤʘʣʴʥʦ 

ʧʨʦʟʨʘʯʥʳ ʠ ʧʨʝʜʦʩʪʘʚʣʷʝʤ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʷʚʣʷʝʪʩʷ ʪʦʯʥʦʡ, ʥʘʩʢʦʣʴʢʦ ʥʘʤ 

ʠʟʚʝʩʪʥʦè, - ʩʢʘʟʘʣ Yuen, ʜʦʙʘʚʠʚ, ʯʪʦ ʝʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʧʨʦʜʦʣʞʘʝʪʩʷ, ʯʪʦʙʳ 

ʫʩʪʘʥʦʚʠʪʴ ʧʦʣʥʫʶ ʩʪʝʧʝʥʴ ʥʘʨʫʰʝʥʠʷ.  

ʆʥ ʦʪʤʝʪʠʣ, ʯʪʦ ʦʩʥʦʚʥʳʝ ʦʧʝʨʘʮʠʠ ʠ ʬʫʥʢʮʠʠ Singtel ʥʝ ʧʦʩʪʨʘʜʘʣʠ, ʠ 

ʢʦʤʧʘʥʠʷ ʧʨʦʚʦʜʠʪ çʪʱʘʪʝʣʴʥʫʶ ʧʨʦʚʝʨʢʫè ʩʚʦʠʭ ʩʠʩʪʝʤ ʠ ʧʨʦʮʝʩʩʦʚ.  

TELCO ʊʆʃʔʂʆ ʅɽɼɸɺʅʆ ʉʆʆɹʑʀʃɸ ʆ ɼɸʊɽ ʆʂʆʅʏɸʅʀʗ 

ɾʀɿʅɽʅʅʆɻʆ ʎʀʂʃɸ ʇʈʆɼʋʂʊɸ. 

ʅʘ ʧʨʦʰʣʦʡ ʥʝʜʝʣʝ ZDNet ʩʧʨʦʩʠʣ Singtel, ʧʦʯʝʤʫ ʦʥ ʚʩʝ ʝʱʝ ʠʩʧʦʣʴʟʫʝʪ 

FTA, 20-ʣʝʪʥʠʡ ʧʨʦʜʫʢʪ ʜʣʷ ʦʙʤʝʥʘ ʬʘʡʣʘʤʠ, ʞʠʟʥʝʥʥʳʡ ʮʠʢʣ ʢʦʪʦʨʦʛʦ, ʧʦ ʩʣʦʚʘʤ 

Accellion, ʧʨʠʙʣʠʞʘʝʪʩʷ ʢ ʢʦʥʮʫ, ʥʦ ʪʝʣʝʬʦʥʥʘʷ ʢʦʤʧʘʥʠʷ ʥʝ ʦʪʚʝʪʠʣʘ ʥʘ ʵʪʦʪ 

ʚʦʧʨʦʩ.  
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ɺ ʦʙʥʦʚʣʝʥʥʦʤ FAQ, ʨʘʟʤʝʱʝʥʥʦʤ ʥʘ ʝʛʦ ʚʝʙ-ʩʘʡʪʝ, Singtel ʦʪʤʝʪʠʣʘ, ʯʪʦ 

ʧʨʦʜʦʣʞʘʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʧʦʩʢʦʣʴʢʫ ʦʥʦ çʚʩʝ ʝʱʝ 

ʷʚʣʷʝʪʩʷ ʪʝʢʫʱʠʤ ʧʨʦʜʫʢʪʦʤ, ʧʨʝʜʣʘʛʘʝʤʳʤ ʠ ʧʦʜʜʝʨʞʠʚʘʝʤʳʤ Accellionè. 

ʂʦʤʧʘʥʠʷ ʩʦʦʙʱʠʣʘ, ʯʪʦ Accellion ʦʙʲʷʚʠʣʘ ʦʙ ʦʢʦʥʯʘʥʠʠ ʩʨʦʢʘ ʩʣʫʞʙʳ ʧʨʦʜʫʢʪʘ 

ʪʦʣʴʢʦ 28 ʷʥʚʘʨʷ ʵʪʦʛʦ ʛʦʜʘ, ʥʘʯʠʥʘʷ ʩ 30 ʘʧʨʝʣʷ.  

1 ʬʝʚʨʘʣʷ Accellion ʦʧʫʙʣʠʢʦʚʘʣ ʟʘʷʚʣʝʥʠʝ, ʚ ʢʦʪʦʨʦʤ ʛʦʚʦʨʠʣʦʩʴ, ʯʪʦ ʝʛʦ 

ʩʠʩʪʝʤʘ FTA ʷʚʣʷʝʪʩʷ ʫʩʪʘʨʝʚʰʝʡ ʧʨʦʛʨʘʤʤʦʡ ʜʣʷ ʧʝʨʝʜʘʯʠ ʙʦʣʴʰʠʭ ʬʘʡʣʦʚ, 

ʞʠʟʥʝʥʥʳʡ ʮʠʢʣ ʢʦʪʦʨʦʡ ʧʨʠʙʣʠʞʘʝʪʩʷ ʢ ʢʦʥʮʫ.  

Singtel ʩʢʘʟʘʣ: çʂ ʩʦʞʘʣʝʥʠʶ, ʘʪʘʢʘ ʧʨʦʠʟʦʰʣʘ, ʢʦʛʜʘ ʤʳ ʧʨʦʚʦʜʠʣʠ ʦʙʟʦʨ 

ʜʣʷ ʦʙʥʦʚʣʝʥʠʷ ʠʣʠ ʟʘʤʝʥʳ ʧʨʦʜʫʢʪʘ. ʀ, ʥʝʩʤʦʪʨʷ ʥʘ ʩʚʦʝʚʨʝʤʝʥʥʦʝ ʦʙʥʦʚʣʝʥʠʝ 

ʠʩʧʨʘʚʣʝʥʠʡ ʫʷʟʚʠʤʦʩʪʝʡ, ʧʨʝʜʦʩʪʘʚʣʝʥʥʳʭ Accellion, ʠʩʧʨʘʚʣʝʥʠʷ ʥʝ ʫʜʘʣʦʩʴè. 

ʅʘ ʧʨʦʰʣʦʡ ʥʝʜʝʣʝ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʘʷ ʢʦʤʧʘʥʠʷ ʩʦʦʙʱʠʣʘ, ʯʪʦ ʧʝʨʚʦʝ 

ʠʩʧʨʘʚʣʝʥʠʝ Accellion ʙʳʣʦ ʨʘʟʚʝʨʥʫʪʦ 24 ʜʝʢʘʙʨʷ, ʘ ʚʪʦʨʦʝ ʠʩʧʨʘʚʣʝʥʠʝ ʙʳʣʦ 

ʧʨʠʤʝʥʝʥʦ 27 ʜʝʢʘʙʨʷ. 23 ʷʥʚʘʨʷ Accellion ʚʳʧʫʩʪʠʣ ʝʱʝ ʦʜʥʦ ʫʚʝʜʦʤʣʝʥʠʝ, 

ʩʩʳʣʘʷʩʴ ʥʘ ʥʦʚʫʶ ʫʷʟʚʠʤʦʩʪʴ, ʧʨʦʪʠʚ ʢʦʪʦʨʦʡ ʠʩʧʨʘʚʣʝʥʠʝ ʦʪ 27 ʜʝʢʘʙʨʷ 

ʦʢʘʟʘʣʦʩʴ ʥʝʵʬʬʝʢʪʠʚʥʳʤ, ʩʦʛʣʘʩʥʦ Singtel. ʆʥ ʩʢʘʟʘʣ, ʯʪʦ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʫʟʥʘʣ ʦʙ 

ʵʪʦʤ, ʦʥ ʦʪʢʣʶʯʠʣ ʩʠʩʪʝʤʫ FTA.  

ʇʦʩʣʝʜʫʶʱʠʡ ʧʘʪʯ ʙʳʣ ʧʨʝʜʦʩʪʘʚʣʝʥ 30 ʷʥʚʘʨʷ ʜʣʷ ʫʩʪʨʘʥʝʥʠʷ ʥʦʚʦʡ 

ʫʷʟʚʠʤʦʩʪʠ, ʢʦʪʦʨʘʷ, ʧʦ ʩʣʦʚʘʤ ʦʧʝʨʘʪʦʨʘ, ʚʳʟʚʘʣʘ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦʙ ʘʥʦʤʘʣʠʠ, 

ʢʦʛʜʘ ʙʳʣʠ ʧʨʝʜʧʨʠʥʷʪʳ ʧʦʧʳʪʢʠ ʝʝ ʨʘʟʚʝʨʥʫʪʴ. ʂʦʤʧʘʥʠʷ Accellion ʫʚʝʜʦʤʠʣʘ 

ʝʛʦ ʦ ʪʦʤ, ʯʪʦ ʝʛʦ ʩʠʩʪʝʤʘ ʤʦʛʣʘ ʙʳʪʴ ʚʟʣʦʤʘʥʘ 20 ʷʥʚʘʨʷ, ʘ ʧʦʩʣʝ ʨʘʩʩʣʝʜʦʚʘʥʠʷ 

Singtel 9 ʬʝʚʨʘʣʷ ʧʦʜʪʚʝʨʜʠʣʘ, ʯʪʦ ʜʘʥʥʳʝ ʙʳʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳè. (Eileen Yu. 

Singtel breach compromises data of customers, former employees // ZDNet 

(https://www.zdnet.com/article/singtel-breach-compromises-data-of-customers-former-

employees/). 17.02.2021). 
***  

 

çɸʚʩʪʨʘʣʠʡʩʢʦʝ ʧʨʘʚʦ ʥʘ ʜʘʥʥʳʝ ʦ ʧʦʪʨʝʙʠʪʝʣʷʭ (CDR) ʦʬʠʮʠʘʣʴʥʦ 

ʟʘʧʫʱʝʥʦ 1 ʠʶʣʷ ʩ ʧʝʨʚʳʤ ʪʨʘʥʰʝʤ, ʨʝʞʠʤʦʤ ʦʪʢʨʳʪʦʛʦ ʙʘʥʢʦʚʩʢʦʛʦ 

ʦʙʩʣʫʞʠʚʘʥʠʷ, ʪʨʝʙʫʶʱʠʤ ʦʪ ʧʦʩʪʘʚʱʠʢʦʚ ʬʠʥʘʥʩʦʚʳʭ ʫʩʣʫʛ 

ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʜʘʥʥʳʭ ʦ ʢʣʠʝʥʪʘʭ ʧʦ ʟʘʧʨʦʩʫ ʢʣʠʝʥʪʘ. 
ʍʦʪʷ ʧʝʨʚʳʡ ʪʨʘʥʰ CDR ʦʪʥʦʩʠʪʩʷ ʢ ʦʪʨʘʩʣʠ ʬʠʥʘʥʩʦʚʳʭ ʫʩʣʫʛ, ʚʩʢʦʨʝ ʢ 

ʵʪʦʤʫ ʨʝʞʠʤʫ ʧʨʠʩʦʝʜʠʥʷʪʩʷ ʵʥʝʨʛʝʪʠʢʘ ʠ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʠ. 

ɼʘʥʥʳʝ ʤʦʛʫʪ ʙʳʪʴ ʧʝʨʝʜʘʥʳ ʪʦʣʴʢʦ ʘʢʢʨʝʜʠʪʦʚʘʥʥʳʤ ʧʦʣʫʯʘʪʝʣʷʤ ʜʘʥʥʳʭ 

(ADR). ʅʦ ʫʧʦʣʥʦʤʦʯʝʥʥʦʛʦ ʧʦ ʠʥʬʦʨʤʘʮʠʠ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ɸʚʩʪʨʘʣʠʠ 

ɸʥʛʝʣʠʥ ʌʘʣʴʢ ʙʝʩʧʦʢʦʠʪ ʪʦ, ʯʪʦ çʙʦʣʴʰʠʝ ʪʝʭʥʦʣʦʛʠʠè ʠʤʝʶʪ ʚʦʟʤʦʞʥʦʩʪʴ 

ʧʦʜʘʪʴ ʟʘʷʚʢʫ ʥʘ ʧʦʣʫʯʝʥʠʝ ʩʪʘʪʫʩʘ ADR. 

çɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʢʨʫʧʥʳʝ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʢʦʤʧʘʥʠʠ ʠ ʢʦʤʧʘʥʠʠ 

ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡ ʤʦʛʫʪ ʧʦʜʘʪʴ ʟʘʷʚʢʫ ʥʘ ʘʢʢʨʝʜʠʪʘʮʠʶ ʚ ʢʘʯʝʩʪʚʝ ʧʦʣʫʯʘʪʝʣʝʡ 

ʜʘʥʥʳʭ ʚ ʩʭʝʤʝ CDR, ʦʜʥʘʢʦ ʷ ʧʦʥʠʤʘʶ, ʯʪʦ ʥʠ ʦʜʠʥ ʠʟ ʥʠʭ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʥʝ 

ʘʢʢʨʝʜʠʪʦʚʘʥ, ʠ ʤʥʝ ʥʝ ʠʟʚʝʩʪʥʳ ʢʘʢʠʝ-ʣʠʙʦ ʢʦʥʢʨʝʪʥʳʝ ʚʘʨʠʘʥʪʳ ʠʩʧʦʣʴʟʦʚʘʥʠʷ, 

ʧʦʯʝʤʫ ʦʥʠ ʤʦʛʫʪ ʧʦʞʝʣʘʪʴ ʜʣʷ ʚʦʚʣʝʯʝʥʠʷ, ʧʦʵʪʦʤʫ ʚ ʥʝʢʦʪʦʨʦʤ ʩʤʳʩʣʝ ʷ ʛʦʚʦʨʶ 

ʘʙʩʪʨʘʢʪʥʦè, - ʩʢʘʟʘʣʘ ʦʥʘ. 

ɺʳʩʪʫʧʘʷ ʧʝʨʝʜ ʉʧʝʮʠʘʣʴʥʳʤ ʢʦʤʠʪʝʪʦʤ ʉʝʥʘʪʘ ʧʦ ʬʠʥʘʥʩʦʚʳʤ 

ʪʝʭʥʦʣʦʛʠʷʤ ʠ ʨʝʛʫʣʷʪʦʨʥʳʤ ʪʝʭʥʦʣʦʛʠʷʤ ʚ ʧʷʪʥʠʮʫ, ʌʘʣʴʢ ʩʢʘʟʘʣ, ʯʪʦ ʦʜʥʦʡ ʠʟ 
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ʥʘʜʝʞʥʳʭ ʟʘʱʠʪ ʚ ʩʠʩʪʝʤʝ CDR ʷʚʣʷʝʪʩʷ ʩʦʛʣʘʩʠʝ ʧʦʪʨʝʙʠʪʝʣʝʡ ʠ ʚʦʟʤʦʞʥʦʩʪʴ 

ʦʪʜʝʣʴʥʳʭ ʣʠʮ ʚʳʙʠʨʘʪʴ ʠ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʪʦ, ʢʘʢ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʠʭ ʜʘʥʥʳʝ. 

ʆʥʘ ʦʙʝʩʧʦʢʦʝʥʘ ʪʝʤ, ʯʪʦ ʵʪʦ ʪʘʢʞʝ ʤʦʞʝʪ ʜʘʪʴ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤ ʛʠʛʘʥʪʘʤ 

ʜʦʩʪʫʧ ʢ ʙʦʣʴʰʝʤʫ ʢʦʣʠʯʝʩʪʚʫ ʜʘʥʥʳʭ, ʯʝʤ ʫ ʥʠʭ ʫʞʝ ʝʩʪʴ. 

çʗ ʜʫʤʘʶ, ʯʪʦ ʠʟ-ʟʘ ʦʙʰʠʨʥʳʭ ʤʘʩʩʠʚʦʚ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʭʨʘʥʷʪʩʷ ʥʘ 

ʥʝʢʦʪʦʨʳʭ ʧʣʘʪʬʦʨʤʘʭ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡ, ʥʝʦʙʭʦʜʠʤʦ ʙʫʜʝʪ ʧʦʟʘʙʦʪʠʪʴʩʷ ʦ ʪʦʤ, 

ʯʪʦʙʳ ʣʶʜʠ ʧʦʥʠʤʘʣʠ, ʥʘ ʯʪʦ ʦʥʠ ʩʦʛʣʘʰʘʶʪʩʷ, ʝʩʣʠ ʠʭ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʨʘʚʘʭ 

ʧʦʪʨʝʙʠʪʝʣʝʡ ʙʫʜʝʪ ʦʙʲʝʜʠʥʝʥʘ ʩ ʵʪʠʤ [ʯʪʦ] ʚʦʟʤʦʞʥʦ, ʝʩʪʴ ʚ ʠʭ ʧʨʦʬʠʣʝ ʚ 

ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭè, - ʩʢʘʟʘʣ ʌʘʣʴʢ. 

çʅʝʢʦʪʦʨʳʝ ʠʟ ʨʠʩʢʦʚ, ʷ ʜʫʤʘʶ, ʩʚʷʟʘʥʳ ʩ ʚʳʚʦʜʘʤʠ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʠʟʚʣʝʯʴ 

ʠʟ ʵʪʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʠ ʦʥʘ ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʧʦʩʦʙʘʤʠ, ʢʦʪʦʨʳʭ ʣʶʜʠ ʤʦʛʫʪ ʥʝ ʦʞʠʜʘʪʴè. 

ʆʥʘ ʟʘʜʫʤʘʣʘʩʴ, ʩʯʠʪʘʝʪ ʣʠ ʢʦʤʠʪʝʪ, ʯʪʦ ʮʠʬʨʦʚʘʷ ʧʣʘʪʬʦʨʤʘ ʜʦʣʞʥʘ ʠʤʝʪʴ 

ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʜʘʥʥʳʤ, ʠʣʠ ʝʩʪʴ ʫʩʣʦʚʠʝ, ʯʪʦ ʦʥʘ ʥʝ ʙʫʜʝʪ ʦʙʲʝʜʠʥʝʥʘ ʩ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤʠ ʜʘʥʥʳʤʠ, ʢʦʪʦʨʳʝ ʦʨʛʘʥʠʟʘʮʠʷ ʤʦʞʝʪ ʫʞʝ ʠʤʝʪʴ. 

çɽʩʪʴ ʠ ʜʨʫʛʠʝ ʧʨʦʙʣʝʤʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʘʣʛʦʨʠʪʤʦʚ ʠ 

ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʧʨʠ ʦʙʲʝʜʠʥʝʥʠʠ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ 

ʥʝʧʨʦʟʨʘʯʥʳʤʠ ʜʣʷ ʧʦʪʨʝʙʠʪʝʣʝʡ ʠ ʪʨʫʜʥʳʤʠ ʜʣʷ ʦʙʲʷʩʥʝʥʠʷ... [ʵʪʦ] ʥʝʢʦʪʦʨʳʝ ʠʟ 

ʧʨʦʙʣʝʤ, ʩʚʷʟʘʥʥʳʭ ʩ ʧʦʣʫʯʝʥʠʝʤ ʧʦʣʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʩʚʦʙʦʜʥʳʤ 

ʧʨʝʜʦʩʪʘʚʣʝʥʠʝʤ ʩʦʛʣʘʩʠʷ, ʢʦʛʜʘ ʚʳ ʚʭʦʜʠʪʝ ʚ ʦʯʝʥʴ ʩʣʦʞʥʳʝ ʤʝʭʘʥʠʟʤʳ 

ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭè, - ʜʦʙʘʚʠʣʘ ʦʥʘ. 

ʏʘʩʪʥʳʝ ʣʠʮʘ ʠʤʝʶʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʜʘʪʴ ʞʘʣʦʙʫ, ʝʩʣʠ ʦʥʠ ʩʯʠʪʘʶʪ, ʯʪʦ ʠʭ 

ʣʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʥʝ ʦʙʨʘʙʘʪʳʚʘʣʘʩʴ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ 

ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ, ʠ ʫ OAIC ʙʳʣʦ 20 çʢʦʥʪʘʢʪʦʚè ʚ ʦʪʥʦʰʝʥʠʠ ʩʠʩʪʝʤʳ CDR. 

çʋ ʥʘʩ ʝʩʪʴ ʨʦʣʴ ʩʦʨʪʠʨʦʚʢʠ, ʪʘʢ ʯʪʦ ʧʦʪʨʝʙʠʪʝʣʷʤ, ʢʦʪʦʨʳʝ ʫʯʘʩʪʚʫʶʪ ʚ 

ʩʠʩʪʝʤʝ, ʥʝ ʥʫʞʥʦ ʦʨʠʝʥʪʠʨʦʚʘʪʴʩʷ ʚ ʧʨʘʚʠʪʝʣʴʩʪʚʝ, ʯʪʦʙʳ ʧʦʜʘʪʴ ʞʘʣʦʙʫ ʠʣʠ 

ʩʜʝʣʘʪʴ ʟʘʧʨʦʩ, ʧʦʵʪʦʤʫ ʦʥʠ ʧʨʠʜʫʪ ʚ ʥʘʰ ʦʬʠʩ, ʠ ʤʳ ʦʪʩʦʨʪʠʨʫʝʤ ʠʭ ʧʦ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤè, - ʧʦʷʩʥʠʣʘ ʟʘʤʝʩʪʠʪʝʣʴ ʢʦʤʠʩʩʘʨʘ ʕʣʠʟʘʙʝʪ ʍʵʤʧʪʦʥ. 

ʇʦ ʝʝ ʩʣʦʚʘʤ, ʠʟ ʵʪʠʭ 20 ʢʦʥʪʘʢʪʦʚ ʫ OAIC ʙʳʣʦ ʜʚʝ ʞʘʣʦʙʳ ʠ ʚʦʩʝʤʴ 

ʟʘʧʨʦʩʦʚ ʚ ʩʚʦʡ ʦʬʠʩ; ʠ ʜʝʚʷʪʴ ʟʘʧʨʦʩʦʚ ʠ ʦʜʠʥ çʦʪʯʝʪè, ʢʦʪʦʨʳʝ ʙʳʣʠ ʦʪʧʨʘʚʣʝʥʳ 

ʚ ACCC. 

ʍʦʪʷ ʵʪʠ ʮʠʬʨʳ ʥʝʚʝʣʠʢʠ, ʌʘʣʴʢ ʩʢʘʟʘʣ, ʯʪʦ ʦʥʠ ʦʪʨʘʞʘʶʪ ʢʦʣʠʯʝʩʪʚʦ 

ʣʶʜʝʡ, ʟʘʜʝʡʩʪʚʦʚʘʥʥʳʭ ʚ ʩʠʩʪʝʤʝ, ʦʞʠʜʘʷ, ʯʪʦ ʵʪʦ ʯʠʩʣʦ ʙʫʜʝʪ ʨʘʩʪʠ ʚʤʝʩʪʝ ʩ 

ʚʥʝʜʨʝʥʠʝʤ ʩʭʝʤʳè. (Asha Barbaschow. OAIC cautions giving big tech access to 

information under the Consumer Data Right // ZDNet 

(https://www.zdnet.com/article/oaic-cautions-giving-big-tech-access-to-information-

under-the-consumer-data-right/). 12.02.2021). 
***  

 

çʇʨʠʥʷʪʠʝ ʋʦʣʣ-ʩʪʨʠʪ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʠ çʫʩʪʘʣʦʩʪʠè ʠʥʚʝʩʪʦʨʦʚ 

ʟʘʤʦʨʦʟʠʣʦ ʨʝʘʢʮʠʶ ʪʨʝʡʜʝʨʦʚ ʥʘ ʠʥʮʠʜʝʥʪ ʩ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʢʘʢ 

ʧʦʢʘʟʳʚʘʶʪ ʥʦʚʳʝ ʠʩʩʣʝʜʦʚʘʥʠʷ. 

ɿʘ ʧʦʩʣʝʜʥʝʝ ʜʝʩʷʪʠʣʝʪʠʝ ʩʪʨʝʤʣʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʘʥʥʳʝ ʜʣʷ ʫʣʫʯʰʝʥʠʷ 

ʙʠʟʥʝʩ-ʦʧʝʨʘʮʠʡ, ʫʧʨʘʚʣʝʥʠʷ ʠ ʚʟʘʠʤʦʦʪʥʦʰʝʥʠʡ ʩ ʢʣʠʝʥʪʘʤʠ ʥʝ ʧʨʦʠʩʭʦʜʠʣʦ 

ʦʜʥʦʚʨʝʤʝʥʥʦ ʩ ʫʣʫʯʰʝʥʠʝʤ ʛʠʛʠʝʥʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʟʘʱʠʪʳ ʵʪʠʭ ʜʘʥʥʳʭ 
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- ʠ ʦʨʛʘʥʠʟʘʮʠʠ ʧʦ-ʧʨʝʞʥʝʤʫ ʩʪʨʝʤʷʪʩʷ ʢ ʦʛʨʦʤʥʳʤ ʨʠʩʢʘʤ ʜʣʷ ʩʪʦʠʤʦʩʪʠ ʩʚʦʠʭ 

ʘʢʮʠʡ. ʜʝʥʴ ʚ ʨʝʟʫʣʴʪʘʪʝ.  

ʉʦʛʣʘʩʥʦ ʧʦʩʣʝʜʥʝʤʫ ʦʪʯʝʪʫ IBM ʦ ʩʪʦʠʤʦʩʪʠ ʫʪʝʯʢʠ ʜʘʥʥʳʭ, 

ʢʦʨʧʦʨʘʪʠʚʥʳʡ ʩʝʢʪʦʨ ʤʦʞʝʪ ʨʘʩʩʯʠʪʳʚʘʪʴ ʥʘ ʩʨʝʜʥʠʡ ʩʯʝʪ ʚ ʨʘʟʤʝʨʝ 3,86 

ʤʠʣʣʠʦʥʘ ʜʦʣʣʘʨʦʚ - ʥʦ ʚ ʩʣʫʯʘʝ ʢʨʫʧʥʳʭ ʠʥʮʠʜʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʟʘʧʠʩʷʤʠ ʧʦʪʨʝʙʠʪʝʣʝʡ, ʦʥ ʤʦʞʝʪ ʚʳʨʘʩʪʠ ʜʦ 392 ʤʠʣʣʠʦʥʦʚ ʜʦʣʣʘʨʦʚ - ʟʘ 

ʫʩʪʨʘʥʝʥʠʝ ʥʘʨʫʰʝʥʠʷ.  

ʅʝʢʦʪʦʨʳʝ ʢʦʤʧʘʥʠʠ ʧʨʷʯʫʪ ʛʦʣʦʚʫ ʚ ʧʝʩʦʢ, ʢʦʛʜʘ ʠʤ ʩʦʦʙʱʘʶʪ ʦʙ ʫʪʝʯʢʝ 

ʜʘʥʥʳʭ, ʙʫʜʴ ʪʦ ʦʪʢʨʳʪʘʷ ʢʦʨʟʠʥʘ, ʚʪʦʨʞʝʥʠʝ, ʠʥʩʘʡʜʝʨʩʢʠʝ ʦʧʝʨʘʮʠʠ ʠʣʠ 

ʩʣʫʯʘʡʥʘʷ ʧʦʪʝʨʷ ʠʥʬʦʨʤʘʮʠʠ.  

ʆʜʥʘʢʦ ʜʣʷ ʧʨʝʜʧʨʠʷʪʠʡ, ʪʦʨʛʫʶʱʠʭ ʥʘ ʧʫʙʣʠʯʥʳʭ ʧʣʘʪʬʦʨʤʘʭ ʬʦʥʜʦʚʦʛʦ 

ʨʳʥʢʘ, ʥʝʩʧʦʩʦʙʥʦʩʪʴ ʨʘʩʧʦʟʥʘʪʴ ʫʪʝʯʢʫ ʜʘʥʥʳʭ ʠʣʠ ʧʦʧʳʪʢʠ ʝʝ ʩʢʨʳʪʴ ʤʦʛʫʪ 

ʠʤʝʪʴ ʨʝʘʣʴʥʳʝ ʜʦʣʛʦʩʨʦʯʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ.  

ʅʘ ʵʪʦʡ ʥʝʜʝʣʝ Comparitech ʦʧʫʙʣʠʢʦʚʘʣʘ ʩʚʦʡ ʛʦʜʦʚʦʡ ʦʪʯʝʪ ʦ ʪʦʤ, ʢʘʢ 

ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʤʦʛʫʪ ʧʦʚʣʠʷʪʴ ʥʘ ʮʝʥʳ ʘʢʮʠʡ, ʢʦʪʦʨʳʡ ʧʦʢʘʟʘʣ, ʯʪʦ ʠʥʮʠʜʝʥʪʳ, 

ʩʚʷʟʘʥʥʳʝ ʩ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʥʝ ʠʤʝʶʪ ʪʘʢʠʭ ʞʝ ʨʘʟʚʝʪʚʣʝʥʠʡ ʜʣʷ ʬʦʥʜʦʚʦʛʦ 

ʨʳʥʢʘ, ʢʘʢ ʧʦʯʪʠ ʜʝʩʷʪʴ ʣʝʪ ʥʘʟʘʜ. 

ɺ ʵʪʦʤ ʛʦʜʫ ʠʩʩʣʝʜʦʚʘʥʠʝ ʚʳʷʚʠʣʦ 34 ʢʦʤʧʘʥʠʠ ʠ 40 ʧʫʙʣʠʯʥʦ ʨʘʩʢʨʳʪʳʭ 

ʫʪʝʯʝʢ ʜʘʥʥʳʭ. ʂʦʤʧʘʥʠʠ ʙʳʣʠ ʚʳʙʨʘʥʳ ʥʘ ʦʩʥʦʚʘʥʠʠ ʫʪʝʯʢʠ ʜʘʥʥʳʭ, 

ʚʢʣʶʯʘʶʱʝʡ ʥʝ ʤʝʥʝʝ ʦʜʥʦʛʦ ʤʠʣʣʠʦʥʘ ʟʘʧʠʩʝʡ, ʧʦʩʣʝʜʫʶʱʝʛʦ ʧʫʙʣʠʯʥʦʛʦ 

ʨʘʩʢʨʳʪʠʷ ʠʥʬʦʨʤʘʮʠʠ ʠ ʘʢʪʠʚʥʦʛʦ ʣʠʩʪʠʥʛʘ ʥʘ NYSE.  

ɽʩʪʴ ʥʝʢʦʪʦʨʳʝ ʦʛʨʘʥʠʯʝʥʠʷ ʠʩʩʣʝʜʦʚʘʥʠʷ, ʚʢʣʶʯʘʷ ʚʦʟʤʦʞʥʳʝ ʨʘʟʤʝʨʳ 

ʚʳʙʦʨʢʠ ʥʘ ʦʩʥʦʚʝ ʢʨʠʪʝʨʠʝʚ Comparitech, ʘ ʪʘʢʞʝ ʚʣʠʷʥʠʝ ʬʠʥʘʥʩʦʚʳʭ ʦʪʯʝʪʦʚ ʠ 

ʧʨʦʙʣʝʤʫ ʢʦʣʣʝʢʪʠʚʥʳʭ ʠʩʢʦʚ.  

çɽʩʣʠ ʫʪʝʯʢʘ ʜʘʥʥʳʭ ʧʨʠʚʦʜʠʪ ʢ ʫʪʝʯʢʝ ʦʩʦʙʝʥʥʦ ʦʧʘʩʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, 

ʢʦʪʦʨʘʷ ʚ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʧʨʠʚʦʜʠʪ ʢ ʬʠʥʘʥʩʦʚʦʤʫ ʫʱʝʨʙʫ ʜʣʷ ʢʣʠʝʥʪʦʚ 

ʢʦʤʧʘʥʠʠ, ʠ ʙʳʣʦ ʜʦʢʘʟʘʥʦ, ʯʪʦ ʢʦʤʧʘʥʠʷ ʥʝ ʦʙʝʩʧʝʯʠʣʘ ʥʘʜʣʝʞʘʱʫʶ ʟʘʱʠʪʫ 

ʠʥʬʦʨʤʘʮʠʠ, ʧʨʦʩʦʯʠʚʰʝʡʩʷ ʚ ʨʝʟʫʣʴʪʘʪʝ ʵʪʦʡ ʫʪʝʯʢʠ, ʢʣʠʝʥʪʳ ʯʘʩʪʦ ʧʦʜʘʶʪ ʚ ʩʫʜ 

[..]è, - ʦʪʤʝʯʘʶʪ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. "ʆʙʳʯʥʦ ʵʪʦ ʧʨʠʚʦʜʠʪ ʢ ʨʘʩʯʝʪʘʤ, ʚ ʢʦʪʦʨʳʭ 

ʢʦʤʧʘʥʠʷ ʚʳʢʣʘʜʳʚʘʝʪ ʤʠʣʣʠʦʥʳ ʜʦʣʣʘʨʦʚ, ʯʪʦʙʳ ʚʦʟʤʝʩʪʠʪʴ ʢʣʠʝʥʪʘʤ ʫʱʝʨʙ. 

ʕʪʦ ʥʝ ʚʩʝʛʜʘ ʧʨʦʠʩʭʦʜʠʪ, ʠ ʚʳʧʣʘʯʠʚʘʝʤʳʝ ʩʫʤʤʳ ʚʘʨʴʠʨʫʶʪʩʷ, ʧʦʵʪʦʤʫ ʫ ʥʘʩ 

ʧʨʦʩʪʦ ʥʝ ʭʚʘʪʘʝʪ ʜʘʥʥʳʭ, ʯʪʦʙʳ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʧʨʘʢʪʠʯʝʩʢʦʡ ʤʦʜʝʣʠ, ʢʦʪʦʨʘʷ 

ʧʦʢʘʟʳʚʘʝʪ ʢʘʢ ʵʪʠ ʨʘʩʯʝʪʳ ʚʣʠʷʶʪ ʥʘ ʮʝʥʳ ʘʢʮʠʡè. 

ʆʜʥʘʢʦ ʠʩʩʣʝʜʦʚʘʥʠʝ ʚʩʝ ʞʝ ʚʳʷʚʣʷʝʪ ʥʝʢʦʪʦʨʳʝ ʠʥʪʝʨʝʩʥʳʝ ʪʝʥʜʝʥʮʠʠ. 

ʎʝʥʘ ʘʢʮʠʡ ʚʟʣʦʤʘʥʥʦʡ ʢʦʤʧʘʥʠʠ ʪʝʧʝʨʴ ʧʘʜʘʝʪ ʚ ʩʨʝʜʥʝʤ ʥʘ 3,5% ʚ ʪʝʯʝʥʠʝ 14 

ʜʥʝʡ ʩ ʤʦʤʝʥʪʘ ʨʘʩʢʨʳʪʠʷ ʠʥʬʦʨʤʘʮʠʠ ʠ ʜʦʩʪʠʛʥʝʪ ʤʠʥʠʤʘʣʴʥʦʡ ʦʪʤʝʪʢʠ 

ʧʨʠʤʝʨʥʦ ʯʝʨʝʟ 110 ʨʳʥʦʯʥʳʭ ʜʥʝʡ. ʇʨʝʜʚʘʨʠʪʝʣʴʥʳʡ ʘʥʘʣʠʟ ʧʨʦʚʝʜʝʥ ʚ 2019 

ʛʦʜʫ ʧʨʝʜʧʦʣʦʞʠʣ, ʯʪʦ ʮʝʥʳ ʥʘ ʘʢʮʠʠ ʙʫʜʫʪ ʧʘʜʘʪʴ ʚ ʩʨʝʜʥʝʤ ʥʘ 7,27%. 

ʅʠʟʢʘʷ ʜʦʭʦʜʥʦʩʪʴ Nasdaq ʚ ʩʨʝʜʥʝʤ ʥʘʭʦʜʠʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ -3,5%, ʠ 21 ʠʟ 40 

ʥʘʨʫʰʝʥʠʡ ʧʨʠʚʝʣʠ ʢ ʫʭʫʜʰʝʥʠʶ ʧʦʢʘʟʘʪʝʣʝʡ ʘʢʮʠʡ ʚ ʪʝʯʝʥʠʝ ʰʝʩʪʠ ʤʝʩʷʮʝʚ 

ʧʦʩʣʝ ʥʘʨʫʰʝʥʠʷ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʰʝʩʪʴʶ ʤʝʩʷʮʘʤʠ ʨʘʥʝʝ. ɺ ʩʨʝʜʥʝʤ ʮʝʥʳ ʥʘ 

ʘʢʮʠʠ ʚʳʨʦʩʣʠ ʥʘ 2,6% ʜʦ ʥʘʨʫʰʝʥʠʷ ʠ ʫʧʘʣʠ ʥʘ 3% ʧʦʩʣʝ ʵʪʦʛʦ. 

ʆʜʥʘ ʧʨʠʤʝʯʘʪʝʣʴʥʘʷ ʪʝʥʜʝʥʮʠʷ ʩʦʩʪʦʠʪ ʚ ʪʦʤ, ʯʪʦ çʩʪʘʨʳʝ ʥʘʨʫʰʝʥʠʷè 

ʢʦʛʜʘ-ʪʦ ʙʳʣʠ ʚʩʪʨʝʯʝʥʳ ʋʦʣʣ-ʩʪʨʠʪ ʙʦʣʝʝ ʥʝʤʝʜʣʝʥʥʦʡ ʠ ʥʝʛʘʪʠʚʥʦʡ ʨʝʘʢʮʠʝʡ. 

ʎʝʥʳ ʥʘ ʘʢʮʠʠ ʫʧʘʣʠ ʙʦʣʝʝ ʩʫʱʝʩʪʚʝʥʥʦ, ʠ, ʩʦʛʣʘʩʥʦ ʠʩʩʣʝʜʦʚʘʥʠʶ, ʥʘ 
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ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʘʢʮʠʡ ʪʨʝʙʦʚʘʣʦʩʴ ʚ ʩʨʝʜʥʝʤ 109 ʜʥʝʡ, ʢʦʛʜʘ ʚ 2012 ʛʦʜʫ ʠ ʨʘʥʝʝ 

ʧʨʦʠʟʦʰʣʘ ʫʪʝʯʢʘ.  

ɼʣʷ ʫʪʝʯʝʢ ʜʘʥʥʳʭ, ʧʨʦʠʟʦʰʝʜʰʠʭ ʚ ʧʝʨʠʦʜ ʩ 2013 ʧʦ 2016 ʛʦʜʳ, ʧʘʜʝʥʠʝ 

ʮʝʥʳ ʘʢʮʠʡ ʙʳʣʦ çʤʝʥʝʝ ʩʝʨʴʝʟʥʳʤè, ʯʝʤ ʚ ʙʦʣʝʝ ʨʘʥʥʝʡ ʢʘʪʝʛʦʨʠʠ, ʠ ʨʘʟʥʠʮʘ ʚ 

ʩʪʦʠʤʦʩʪʠ ʤʝʞʜʫ ʰʝʩʪʴʶ ʤʝʩʷʮʘʤʠ ʜʦ ʠ ʧʦʩʣʝ ʨʘʩʢʨʳʪʠʷ ʠʥʮʠʜʝʥʪʘ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʩʦʩʪʘʚʣʷʣʘ ʤʝʥʝʝ 1%.  

ʏʪʦ ʢʘʩʘʝʪʩʷ ʥʘʨʫʰʝʥʠʡ, ʦ ʢʦʪʦʨʳʭ ʩʦʦʙʱʘʣʦʩʴ ʚ 2017 ʛʦʜʫ ʠ ʧʦʟʞʝ, ʜʣʷ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʮʝʥ ʧʦʪʨʝʙʦʚʘʣʦʩʴ ʧʨʠʤʝʨʥʦ 100 ʜʥʝʡ, ʘ ʦʙʱʠʝ ʧʦʢʘʟʘʪʝʣʠ ʙʳʣʠ 

ʣʠʰʴ çʥʝʤʥʦʛʦ ʭʫʞʝè ʚ ʪʝʯʝʥʠʝ ʰʝʩʪʠ ʤʝʩʷʮʝʚ ʧʦʩʣʝ ʥʘʨʫʰʝʥʠʷ.  

ʉʦʛʣʘʩʥʦ Comparitech, ʥʘ ʩʝʛʦʜʥʷʰʥʝʤ ʨʳʥʢʝ ʙʦʣʴʰʝ ʚʩʝʛʦ ʧʦʩʪʨʘʜʘʣʠ ʦʪ 

ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʢʦʤʧʘʥʠʠ, ʦʢʘʟʳʚʘʶʱʠʝ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʠ ʬʠʥʘʥʩʦʚʳʝ ʫʩʣʫʛʠ, 

ʪʦʛʜʘ ʢʘʢ ʢʦʤʧʘʥʠʠ ʵʣʝʢʪʨʦʥʥʦʡ ʢʦʤʤʝʨʮʠʠ ʠ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡ ʧʦʩʪʨʘʜʘʣʠ 

çʤʝʥʴʰʝ ʚʩʝʛʦè.  

çʅʘʨʫʰʝʥʠʷ, ʢʦʪʦʨʳʝ ʧʨʠʚʦʜʷʪ ʢ ʫʪʝʯʢʝ ʦʯʝʥʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ, ʪʘʢʦʡ ʢʘʢ ʥʦʤʝʨʘ ʢʨʝʜʠʪʥʳʭ ʢʘʨʪ ʠ ʩʦʮʠʘʣʴʥʦʛʦ ʩʪʨʘʭʦʚʘʥʠʷ, ʚ 

ʩʨʝʜʥʝʤ ʧʨʠʚʦʜʷʪ ʢ ʙʦʣʝʝ ʙʳʩʪʨʦʤʫ ʧʘʜʝʥʠʶ ʮʝʥ ʥʘ ʘʢʮʠʠ, ʯʝʤ ʢʦʤʧʘʥʠʠ, ʢʦʪʦʨʳʝ 

ʫʪʝʢʘʶʪ ʤʝʥʝʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʥʦ ʚ ʜʦʣʛʦʩʨʦʯʥʦʡ ʧʝʨʩʧʝʢʪʠʚʝ 

ʦʥʠ ʥʝ ʦʙʷʟʘʪʝʣʴʥʦ ʧʦʩʪʨʘʜʘʶʪ ʙʦʣʴʰʝè, - ʦʪʤʝʪʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ.  

ɺʣʠʷʥʠʝ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʥʘ ʮʝʥʳ ʘʢʮʠʡ ʢʦʤʧʘʥʠʠ, ʧʦʭʦʞʝ, ʩʦ ʚʨʝʤʝʥʝʤ 

ʫʤʝʥʴʰʘʝʪʩʷ ʧʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʧʘʤʷʪʴ ʠʩʯʝʟʘʝʪ, ʠ ʝʩʪʴ ʤʥʦʛʦ ʜʨʫʛʠʭ ʬʘʢʪʦʨʦʚ, 

ʢʦʪʦʨʳʝ ʪʘʢʞʝ ʤʦʛʫʪ ʦʪʨʠʮʘʪʝʣʴʥʦ ʧʦʚʣʠʷʪʴ ʥʘ ʩʪʦʠʤʦʩʪʴ ʘʢʮʠʡ ʦʨʛʘʥʠʟʘʮʠʠ, 

ʥʘʧʨʠʤʝʨ, ʩʙʦʡ, ʚʳʟʚʘʥʥʳʡ COVID-19, ʥʝʩʚʷʟʘʥʥʳʝ ʩʫʜʝʙʥʳʝ ʧʨʦʮʝʩʩʳ ʠ 

ʨʫʢʦʚʦʜʩʪʚʦ. ʠʟʤʝʥʝʥʠʷè. (Charlie Osborne. Investor data breach 'fatigue' reduces 

Wall Street punishment for cybersecurity failures // ZDNet 

(https://www.zdnet.com/article/investor-data-breach-fatigue-reduces-wall-street-

punishment-for-cybersecurity-failures/). 10.02.2021). 

***  

 

çɻʠʛʘʥʪ ʩʫʧʝʨʤʘʨʢʝʪʦʚ Kroger ʧʦʩʪʨʘʜʘʣ ʦʪ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʧʦʩʣʝ ʪʦʛʦ, 

ʢʘʢ ʩʣʫʞʙʘ, ʠʩʧʦʣʴʟʫʝʤʘʷ ʜʣʷ ʙʝʟʦʧʘʩʥʦʡ ʧʝʨʝʜʘʯʠ ʬʘʡʣʦʚ, ʙʳʣʘ ʚʟʣʦʤʘʥʘ, ʘ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʫʢʨʘʣʠ ʬʘʡʣʳ. 
Kroger - ʦʜʠʥ ʠʟ ʢʨʫʧʥʝʡʰʠʭ ʨʦʟʥʠʯʥʳʭ ʪʦʨʛʦʚʮʝʚ ʚ ʤʠʨʝ ʩ ʧʦʯʪʠ 2800 

ʤʘʛʘʟʠʥʘʤʠ ʚ 35 ʰʪʘʪʘʭ. ɺ Kroger ʨʘʙʦʪʘʝʪ ʦʢʦʣʦ 500000 ʯʝʣʦʚʝʢ, ʘ ʦʙʲʝʤ ʧʨʦʜʘʞ ʚ 

2019 ʛʦʜʫ ʩʦʩʪʘʚʠʣ ʙʦʣʝʝ 122 ʤʠʣʣʠʘʨʜʦʚ ʜʦʣʣʘʨʦʚ. 

ɺʯʝʨʘ ʂʨʦʛʝʨ ʩʦʦʙʱʠʣ, ʯʪʦ ʦʥʠ ʙʳʣʠ ʧʦʩʣʝʜʥʝʡ ʢʦʤʧʘʥʠʝʡ, ʧʦʩʪʨʘʜʘʚʰʝʡ ʦʪ 

ʫʷʟʚʠʤʦʩʪʠ ʚ ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ Accellion FTA, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʣʘ ʭʘʢʝʨʘʤ 

ʢʨʘʩʪʴ ʜʘʥʥʳʝ ʫ ʢʦʤʧʘʥʠʡ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʵʪʫ ʫʩʣʫʛʫ. 

ʉʦʛʣʘʩʥʦ ʩʦʦʙʱʝʥʠʶ ʦʙ ʫʪʝʯʢʝ ʜʘʥʥʳʭ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʤʫ ʚʯʝʨʘ, ʂʨʦʛʝʨ ʙʳʣ 

ʧʨʦʠʥʬʦʨʤʠʨʦʚʘʥ Accellion ʦʙ ʠʭ ʥʘʨʫʰʝʥʠʠ 23 ʷʥʚʘʨʷ 2021 ʛʦʜʘ ʠ ʥʝʤʝʜʣʝʥʥʦ 

ʧʨʝʢʨʘʪʠʣ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʝʨʚʠʩʘ. 

ɺ ʨʘʤʢʘʭ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʘʪʘʢʠ ʂʨʦʛʝʨ ʫʩʪʘʥʦʚʠʣ, ʯʪʦ ʥʘʨʫʰʝʥʠʝ ʥʝ ʧʦʚʣʠʷʣʦ 

ʥʘ ʜʘʥʥʳʝ ʧʨʦʜʫʢʪʦʚʦʛʦ ʤʘʛʘʟʠʥʘ, ʚʢʣʶʯʘʷ ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʣʘʪʝʞʘʭ. ʆʜʥʘʢʦ ʚ 

ʨʝʟʫʣʴʪʘʪʝ ʚʟʣʦʤʘ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʜʘʥʥʳʝ ʦ ʣʶʜʩʢʠʭ ʨʝʩʫʨʩʘʭ ʠ ʘʧʪʝʢʠ. 

çɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ, ʦʩʥʦʚʳʚʘʷʩʴ ʥʘ ʠʥʬʦʨʤʘʮʠʠ, ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʡ 

Accellion, ʠ ʥʘ ʥʘʰʝʤ ʩʦʙʩʪʚʝʥʥʦʤ ʨʘʩʩʣʝʜʦʚʘʥʠʠ, ʂʨʦʛʝʨ ʧʦʣʘʛʘʝʪ, ʯʪʦ ʢʘʪʝʛʦʨʠʠ 
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ʟʘʪʨʦʥʫʪʳʭ ʜʘʥʥʳʭ ʤʦʛʫʪ ʚʢʣʶʯʘʪʴ ʜʘʥʥʳʝ ʧʦ ʧʝʨʩʦʥʘʣʫ ʦʧʨʝʜʝʣʝʥʥʳʭ ʧʘʨʪʥʝʨʦʚ, 

ʦʧʨʝʜʝʣʝʥʥʳʝ ʟʘʧʠʩʠ ʘʧʪʝʢ ʠ ʦʧʨʝʜʝʣʝʥʥʳʝ ʟʘʧʠʩʠ ʜʝʥʝʞʥʳʭ ʫʩʣʫʛè. 

çɺʘʞʥʦ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʵʪʦ ʥʝ ʧʦʚʣʠʷʣʦ ʥʘ ʜʘʥʥʳʝ ʠʣʠ ʩʠʩʪʝʤʳ ʧʨʦʜʫʢʪʦʚʦʛʦ 

ʤʘʛʘʟʠʥʘ; ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʨʝʜʠʪʥʳʭ ʠʣʠ ʜʝʙʝʪʦʚʳʭ ʢʘʨʪʘʭ; ʠʣʠ ʧʘʨʦʣʠ ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʝʡ ʢʣʠʝʥʪʦʚè, - ʧʦʷʩʥʠʣ ʂʨʦʛʝʨ ʚ ʩʚʦʝʤ ʩʦʦʙʱʝʥʠʠ ʦʙ ʫʪʝʯʢʝ ʜʘʥʥʳʭ. 

ʂʨʦʛʝʨ ʟʘʷʚʣʷʝʪ, ʯʪʦ ʦʥʠ ʩʚʷʟʳʚʘʶʪʩʷ ʩ ʧʦʩʪʨʘʜʘʚʰʠʤʠ ʧʦ ʧʦʯʪʝ. ɼʣʷ 

ʧʦʩʪʨʘʜʘʚʰʠʭ Kroger ʧʨʝʜʣʘʛʘʝʪ ʛʦʜ ʙʝʩʧʣʘʪʥʦʛʦ ʢʨʝʜʠʪʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ. 

ɸʪʘʢʠ Accellion ʠʤʝʶʪ ʰʠʨʦʢʦʝ ʚʣʠʷʥʠʝ 

Kroger - ʣʠʰʴ ʦʜʥʘ ʠʟ ʪʝʭ, ʯʪʦ ʧʦʧʦʣʥʷʝʪʩʷ ʜʣʠʥʥʳʤ ʩʧʠʩʢʦʤ ʢʦʤʧʘʥʠʡ, 

ʧʦʩʪʨʘʜʘʚʰʠʭ ʦʪ ʫʷʟʚʠʤʦʩʪʠ ʚ ʩʝʨʚʠʩʝ Accellion FTA, ʢʦʪʦʨʫʶ ʭʘʢʝʨʳ 

ʠʩʧʦʣʴʟʦʚʘʣʠ ʚ ʧʦʩʣʝʜʥʠʝ ʥʝʩʢʦʣʴʢʦ ʤʝʩʷʮʝʚ. 

ɺ ʩʝʨʝʜʠʥʝ ʜʝʢʘʙʨʷ Accellion ʩʦʦʙʱʠʣʘ, ʯʪʦ ʦʥʠ ʫʟʥʘʣʠ ʦʙ ʘʢʪʠʚʥʦ 

ʵʢʩʧʣʫʘʪʠʨʫʝʤʦʡ ʫʷʟʚʠʤʦʩʪʠ ʥʫʣʝʚʦʛʦ ʜʥʷ ʚ ʠʭ ʩʣʫʞʙʝ ʙʝʟʦʧʘʩʥʦʡ ʧʝʨʝʜʘʯʠ 

ʬʘʡʣʦʚ FTA. ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʦʚʘʣʠ ʵʪʫ ʫʷʟʚʠʤʦʩʪʴ ʜʣʷ ʢʨʘʞʠ ʜʘʥʥʳʭ ʫ 

ʢʦʤʧʘʥʠʡ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʦʚʘʣʠ ʩʝʨʚʠʩ ʜʣʷ ʙʝʟʦʧʘʩʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ 

ʢʣʠʝʥʪʘʤʠ ʠ ʧʘʨʪʥʝʨʘʤʠ. 

Accellion ʚʳʧʫʩʪʠʣ ʧʘʪʯ ʥʘ ʈʦʞʜʝʩʪʚʦ, ʥʦ ʢ ʪʦʤʫ ʚʨʝʤʝʥʠ, ʢʦʛʜʘ ʢʦʤʧʘʥʠʠ 

ʧʦʣʫʯʠʣʠ ʦʙʥʦʚʣʝʥʠʝ ʠ ʧʨʠʤʝʥʠʣʠ ʝʛʦ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʫʞʝ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʢ 

ʩʚʦʠʤ ʜʘʥʥʳʤ. 

ʅʝʢʦʪʦʨʳʝ ʠʟ ʪʝʭ, ʢʪʦ ʧʦʩʪʨʘʜʘʣ ʦʪ ʚʟʣʦʤʘ Accellion, ʧʦʣʫʯʠʣʠ ʟʘʧʠʩʢʠ ʩ 

ʪʨʝʙʦʚʘʥʠʝʤ ʚʳʢʫʧʘ ʦʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ, ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʠʭ ʜʘʥʥʳʝ ʙʫʜʫʪ 

ʦʧʫʙʣʠʢʦʚʘʥʳ.  

ʇʦʩʢʦʣʴʢʫ ʩʝʨʚʠʩ Accellion FTA ʠʩʧʦʣʴʟʫʝʪʩʷ ʤʥʦʛʠʤʠ ʢʦʤʧʘʥʠʷʤʠ, 

ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʤʠ ʫʯʨʝʞʜʝʥʠʷʤʠ ʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤʠ ʫʯʨʝʞʜʝʥʠʷʤʠ, ʤʳ 

ʧʨʦʜʦʣʞʠʤ ʧʦʣʫʯʘʪʴ ʩʦʦʙʱʝʥʠʷ ʦ ʚʟʣʦʤʝ ʜʘʥʥʳʭ ʩʦ ʚʨʝʤʝʥʝʤ. 

ʇʨʝʜʳʜʫʱʠʝ ʥʘʨʫʰʝʥʠʷ ʜʘʥʥʳʭ, ʩʚʷʟʘʥʥʳʝ ʩ Accellion, ʚʢʣʶʯʘʶʪ Singtel, 

QIMR Berghofer Medical Research Institute, ʈʝʟʝʨʚʥʳʡ ʙʘʥʢ ʅʦʚʦʡ ɿʝʣʘʥʜʠʠ, 

ɸʚʩʪʨʘʣʠʡʩʢʫʶ ʢʦʤʠʩʩʠʶ ʧʦ ʮʝʥʥʳʤ ʙʫʤʘʛʘʤ ʠ ʠʥʚʝʩʪʠʮʠʷʤ (ASIC) ʠ ʋʧʨʘʚʣʝʥʠʝ 

ʘʫʜʠʪʦʨʘ ʰʪʘʪʘ ɺʘʰʠʥʛʪʦʥ (çSAOè)è. (Lawrence Abrams. Kroger data breach 

exposes pharmacy and employee data // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/kroger-data-breach-exposes-

pharmacy-and-employee-data/). 20.02.2021). 

***  

 

ʅʘʨʫʰʝʥʠʝ ʜʘʥʥʳʭ Singtel 
Singtel, ʢʨʫʧʥʝʡʰʠʡ ʦʧʝʨʘʪʦʨ ʤʦʙʠʣʴʥʦʡ ʩʚʷʟʠ ʚ ʉʠʥʛʘʧʫʨʝ, ʦʙʲʷʚʠʣ ʩʝʛʦʜʥʷ 

ʦ ʚʟʣʦʤʝ ʜʘʥʥʳʭ, ʚʳʟʚʘʥʥʦʤ ʫʷʟʚʠʤʦʩʪʴʶ ʩʣʫʞʙʳ Accellion FTA. 

çʉʪʦʨʦʥʥʷʷ ʩʠʩʪʝʤʘ ʦʙʤʝʥʘ ʬʘʡʣʘʤʠ, ʧʨʝʜʦʩʪʘʚʣʷʝʤʘʷ Accellion ʧʦʜ 

ʥʘʟʚʘʥʠʝʤ FTA, ʙʳʣʘ ʧʦʜʚʝʨʛʥʫʪʘ ʥʝʟʘʢʦʥʥʦʤʫ ʜʦʩʪʫʧʫ ʯʝʨʝʟ ʫʷʟʚʠʤʦʩʪʴ ʥʫʣʝʚʦʛʦ 

ʜʥʷ ʠʣʠ ʨʘʥʝʝ ʥʝʠʟʚʝʩʪʥʫʶ ʫʷʟʚʠʤʦʩʪʴ. Singtel ʠʩʧʦʣʴʟʫʝʪ ʵʪʫ ʩʠʩʪʝʤʫ ʜʣʷ ʦʙʤʝʥʘ 

ʠʥʬʦʨʤʘʮʠʝʡ ʚʥʫʪʨʠ ʢʦʤʧʘʥʠʠ, ʘ ʪʘʢʞʝ ʩ ʚʥʝʰʥʠʤʠ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʤʠ 

ʩʪʦʨʦʥʘʤʠ ʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠè, - ʟʘʷʚʠʣʘ Singtel ʚ ʩʚʦʝʤ ʟʘʷʚʣʝʥʠʠ. ʫʚʝʜʦʤʣʝʥʠʝ ʦʙ 

ʠʥʮʠʜʝʥʪʝ ʙʝʟʦʧʘʩʥʦʩʪʠ. 
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ʊʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʘʷ ʢʦʤʧʘʥʠʷ ʥʝ ʨʘʩʢʨʳʚʘʝʪ, ʢ ʢʘʢʠʤ ʜʘʥʥʳʤ ʙʳʣ 

ʧʦʣʫʯʝʥ ʜʦʩʪʫʧ ʚ ʭʦʜʝ ʘʪʘʢʠ, ʠ ʟʘʷʚʣʷʝʪ, ʯʪʦ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʚʳʷʩʥʷʝʪ, ʢʪʦ 

ʧʦʩʪʨʘʜʘʣ. 

"ʋʯʠʪʳʚʘʷ ʩʣʦʞʥʦʩʪʴ ʨʘʩʩʣʝʜʦʚʘʥʠʡ, ʧʦʪʨʝʙʫʝʪʩʷ ʚʨʝʤʷ, ʯʪʦʙʳ ʧʨʦʚʝʩʪʠ 

ʦʮʝʥʢʫ ʚʦʟʜʝʡʩʪʚʠʷ. ʄʳ ʨʘʙʦʪʘʝʤ ʚ ʩʨʦʯʥʦʤ ʧʦʨʷʜʢʝ, ʯʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ ʭʘʨʘʢʪʝʨ ʠ 

ʦʙʲʝʤ ʜʘʥʥʳʭ, ʢ ʢʦʪʦʨʳʤ ʧʦʪʝʥʮʠʘʣʴʥʦ ʙʳʣ ʜʦʩʪʫʧ. ʄʳ ʩʚʷʞʝʤʩʷ ʩ ʦʪʜʝʣʴʥʳʤʠ 

ʣʠʮʘʤʠ ʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠ, ʠʥʬʦʨʤʘʮʠʷ ʢʦʪʦʨʳʭ ʤʦʞʝʪ ʙʳʣʠ ʩʢʘʯʘʥʳ ʥʝʟʘʢʦʥʥʦè, - 

ʧʨʦʜʦʣʞʠʣ ʉʠʥʛʪʝʣ. 

ɺ ʪʦ ʚʨʝʤʷ ʢʘʢ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʧʨʦʜʦʣʞʘʝʪʩʷ, Singtel ʟʘʷʚʣʷʝʪ, ʯʪʦ ʦʥʠ 

ʦʪʢʣʶʯʠʣʠ ʩʠʩʪʝʤʫ FTA, ʧʦʢʘ ʧʨʦʚʦʜʷʪ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʥʘʨʫʰʝʥʠʷ. 

ʂʘʢ ʪʦʣʴʢʦ ʙʫʜʝʪ ʦʧʨʝʜʝʣʝʥʦ, ʢ ʯʝʤʫ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʦʥʠ 

ʥʘʯʥʫʪ ʩʚʷʟʳʚʘʪʴʩʷ ʩ ʟʘʪʨʦʥʫʪʳʤʠ ʣʶʜʴʤʠ. 

QIMR Berghofer ʪʘʢʞʝ ʧʦʩʪʨʘʜʘʣ 

ʄʝʜʠʮʠʥʩʢʠʡ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʡ ʠʥʩʪʠʪʫʪ QIMR Berghofer ʪʘʢʞʝ ʦʙʲʷʚʠʣ 

ʩʝʛʦʜʥʷ ʦʙ ʫʪʝʯʢʝ ʜʘʥʥʳʭ, ʚʳʟʚʘʥʥʦʡ ʩʣʫʞʙʦʡ Accellion FTA, ʠ ʧʨʝʜʦʩʪʘʚʠʣ ʙʦʣʝʝ 

ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʪʦʤ, ʢ ʢʘʢʦʡ ʠʥʬʦʨʤʘʮʠʠ ʙʳʣ ʧʦʣʫʯʝʥ ʜʦʩʪʫʧ. 

ʇʦ ʜʘʥʥʳʤ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʛʦ ʠʥʩʪʠʪʫʪʘ, ʫʪʝʯʢʘ ʜʘʥʥʳʭ ʧʨʦʠʟʦʰʣʘ 25 

ʜʝʢʘʙʨʷ 2020 ʛʦʜʘ, ʢʦʛʜʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʧʨʠʤʝʨʥʦ ʢ 4 

ʧʨʦʮʝʥʪʘʤ, ʠʣʠ 620 ʄɹ, ʜʘʥʥʳʭ, ʭʨʘʥʷʱʠʭʩʷ ʚ ʩʝʨʚʠʩʝ Accellion FTA. 

QIMR Berghofer ʟʘʷʚʣʷʝʪ, ʯʪʦ ʦʥʠ ʧʦʣʫʯʠʣʠ ʩʚʦʝ ʧʝʨʚʦʝ ʫʚʝʜʦʤʣʝʥʠʝ ʦʙ 

ʫʩʪʘʥʦʚʢʝ ʧʘʪʯʘ Accellion 4 ʷʥʚʘʨʷ 2021 ʛʦʜʘ. ʊʦʣʴʢʦ 2 ʬʝʚʨʘʣʷ 2021 ʛʦʜʘ Accellion 

ʫʚʝʜʦʤʠʣ ʠʭ ʦ ʪʦʤ, ʯʪʦ ʫ ʥʠʭ ʧʨʦʠʟʦʰʣʘ ʫʪʝʯʢʘ ʜʘʥʥʳʭ. 

çʇʝʨʚʦʝ ʫʚʝʜʦʤʣʝʥʠʝ QIMR Berghofer ʧʦʣʫʯʠʣʦ ʦʪ Accellion 4 ʷʥʚʘʨʷ 2021 

ʛʦʜʘ, ʢʦʛʜʘ ʢʦʤʧʘʥʠʷ ʧʦʩʦʚʝʪʦʚʘʣʘ ʀʥʩʪʠʪʫʪʫ ʧʨʠʤʝʥʠʪʴ ʠʩʧʨʘʚʣʝʥʠʝ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. ʀʥʩʪʠʪʫʪ ʥʝʤʝʜʣʝʥʥʦ ʦʪʢʣʶʯʠʣ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʠ 

ʧʨʠʤʝʥʠʣ ʠʩʧʨʘʚʣʝʥʠʝè. 

çAccellion ʫʚʝʜʦʤʠʣ QIMR Berghofer ʚʦ ʚʪʦʨʥʠʢ, 2 ʬʝʚʨʘʣʷ 2021 ʛʦʜʘ, ʯʪʦ, ʧʦ 

ʝʛʦ ʤʥʝʥʠʶ, ʀʥʩʪʠʪʫʪ ʧʦʩʪʨʘʜʘʣ ʦʪ ʫʪʝʯʢʠ ʜʘʥʥʳʭ, ʢʦʪʦʨʘʷ ʪʘʢʞʝ ʟʘʪʨʦʥʫʣʘ ʨʷʜ 

ʜʨʫʛʠʭ ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʠ ʤʝʞʜʫʥʘʨʦʜʥʳʭ ʢʣʠʝʥʪʦʚ Accellionè, - ʩʦʦʙʱʠʣ QIMR 

Berghofer ʚ ʫʚʝʜʦʤʣʝʥʠʠ ʦʙ ʫʪʝʯʢʝ ʜʘʥʥʳʭ ʥʘ ʩʚʦʝʤ ʚʝʙ-ʩʘʡʪʝ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʡ ʠʥʩʪʠʪʫʪ ʟʘʷʚʣʷʝʪ, ʯʪʦ ʦʥʠ ʠʩʧʦʣʴʟʫʶʪ ʩʣʫʞʙʫ FTA ʜʣʷ 

ʧʦʣʫʯʝʥʠʷ ʠ ʦʪʧʨʘʚʢʠ ʜʘʥʥʳʭ ʦ ʢʣʠʥʠʯʝʩʢʠʭ ʠʩʧʳʪʘʥʠʷʭ ʧʨʦʪʠʚʦʤʘʣʷʨʠʡʥʳʭ 

ʧʨʝʧʘʨʘʪʦʚ, ʘ ʪʘʢʞʝ ʜʣʷ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ ʩ ʂʦʤʠʪʝʪʦʤ ʧʦ ʠʩʩʣʝʜʦʚʘʥʠʷʤ ʢʦʤʘʨʦʚ ʠ 

ʘʨʙʦʚʠʨʫʩʦʚ.  

ʆʜʥʘʢʦ ʧʝʨʝʜ ʩʦʭʨʘʥʝʥʠʝʤ ʚ Accellion ʦʙʱʠʝ ʜʘʥʥʳʝ ʘʥʦʥʠʤʠʟʠʨʫʶʪʩʷ, ʠ 

ʫʯʘʩʪʥʠʢʘʤ ʠʩʧʳʪʘʥʠʡ ʧʨʠʩʚʘʠʚʘʶʪʩʷ ʢʦʜʳ ʜʣʷ ʠʭ ʠʜʝʥʪʠʬʠʢʘʮʠʠ. 

çʆʙʝʟʣʠʯʝʥʥʘʷè ʠʥʬʦʨʤʘʮʠʷ, ʭʨʘʥʷʱʘʷʩʷ ʠʤʠ ʥʘ Accellion, ʚʢʣʶʯʘʝʪ 

ʠʥʠʮʠʘʣʳ, ʜʘʪʫ ʨʦʞʜʝʥʠʷ, ʚʦʟʨʘʩʪ, ʧʦʣ ʠ ʵʪʥʠʯʝʩʢʫʶ ʛʨʫʧʧʫ ʫʯʘʩʪʥʠʢʦʚ 

ʢʣʠʥʠʯʝʩʢʠʭ ʠʩʧʳʪʘʥʠʡ, ʘ ʪʘʢʞʝ ʢʦʜʳ ʫʯʘʩʪʥʠʢʦʚ. ʅʝʢʦʪʦʨʳʝ ʜʦʢʫʤʝʥʪʳ ʪʘʢʞʝ 

ʩʦʜʝʨʞʘʪ ʘʥʘʤʥʝʟ ʥʝʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʭʘʨʘʢʪʝʨʘ. 

QIMR Berghofer ʪʘʢʞʝ ʟʘʷʚʣʷʝʪ, ʯʪʦ ʨʝʟʶʤʝ ʧʨʠʤʝʨʥʦ ʜʣʷ 30 ʩʦʪʨʫʜʥʠʢʦʚ 

ʩʣʫʞʙʳ Accellion FTA. 

ʆʪʩʫʪʩʪʚʠʝ ʠʜʝʥʪʠʬʠʮʠʨʫʶʱʝʡ ʠʥʬʦʨʤʘʮʠʠ ʚ ʜʘʥʥʳʭ, ʭʨʘʥʷʱʠʭʩʷ ʥʘ 

ʫʩʪʨʦʡʩʪʚʝ FTA, - ʧʘʣʢʘ ʦ ʜʚʫʭ ʢʦʥʮʘʭ.  
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ʍʦʪʷ ʥʠʢʘʢʘʷ ʣʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʥʝ ʙʳʣʘ ʨʘʩʢʨʳʪʘ, ʧʦʩʢʦʣʴʢʫ ʢʘʞʜʳʡ 

ʫʯʘʩʪʥʠʢ ʠʩʧʳʪʘʥʠʷ ʙʳʣ ʜʝʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥ ʠ ʝʤʫ ʙʳʣʠ ʧʨʠʩʚʦʝʥʳ ʢʦʜʳ ʜʣʷ 

ʦʙʦʟʥʘʯʝʥʠʷ ʝʛʦ, QIMR Berghofer ʥʝ ʠʤʝʝʪ ʚʦʟʤʦʞʥʦʩʪʠ ʩʚʷʟʘʪʴʩʷ ʩ ʥʠʤʠ. 

çʄʳ ʥʝ ʤʦʞʝʤ ʩʚʷʟʘʪʴʩʷ ʩ ʵʪʠʤʠ ʫʯʘʩʪʥʠʢʘʤʠ ʢʣʠʥʠʯʝʩʢʠʭ ʠʩʧʳʪʘʥʠʡ, 

ʧʦʪʦʤʫ ʯʪʦ ʤʳ ʥʝ ʟʥʘʝʤ, ʢʪʦ ʦʥʠ, ʠ ʥʝ ʟʥʘʝʤ ʠʭ ʠʤʝʥ ʠʣʠ ʢʦʥʪʘʢʪʥʳʭ ʜʘʥʥʳʭ. ʊʝʤ 

ʥʝ ʤʝʥʝʝ, ʝʩʣʠ ʫ ʢʦʛʦ-ʪʦ ʝʩʪʴ ʢʘʢʠʝ-ʣʠʙʦ ʧʨʦʙʣʝʤʳ ʠʣʠ ʝʤʫ ʥʫʞʥʘ ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ 

ʠʥʬʦʨʤʘʮʠʷ, ʦʥ ʤʦʞʝʪ ʩʚʷʟʘʪʴʩʷ ʩ ʥʘʤʠ, ʠʩʧʦʣʴʟʫʷ ʫʢʘʟʘʥʥʳʝ ʥʠʞʝ ʜʘʥʥʳʝ. 

çʄʳ ʩʚʷʟʳʚʘʝʤʩʷ ʩ ʥʘʰʠʤʠ ʧʘʨʪʥʝʨʘʤʠ ʧʦ ʢʣʠʥʠʯʝʩʢʠʤ ʠʩʧʳʪʘʥʠʷʤ ʠ 

ʜʨʫʛʠʤʠ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʤʠ ʩʪʦʨʦʥʘʤʠ, ʯʪʦʙʳ ʩʦʦʙʱʠʪʴ ʠʤ, ʯʪʦ ʧʨʦʠʟʦʰʣʦ ʠ ʯʪʦ 

ʤʳ ʜʝʣʘʝʤ ʜʣʷ ʫʩʪʨʘʥʝʥʠʷ ʵʪʦʡ ʚʝʨʦʷʪʥʦʡ ʫʪʝʯʢʠ ʜʘʥʥʳʭè, - ʧʦʷʩʥʷʝʪ QIMR 

Berghoferè. (Lawrence Abrams. Singtel, QIMR Berghofer report Accellion-related data 

breaches // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/singtel-qimr-berghofer-report-

accellion-related-data-breaches/). 11.02.2021). 

***  

 

çʇʨʦʬʝʩʩʠʦʥʘʣʴʥʦʝ ʚʝʙ-ʩʦʦʙʱʝʩʪʚʦ SitePoint ʦʙʥʘʨʫʞʠʣʦ ʫʪʝʯʢʫ ʜʘʥʥʳʭ 

ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʠʭ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʘʷ ʙʘʟʘ ʜʘʥʥʳʭ ʙʳʣʘ ʧʨʦʜʘʥʘ ʠ ʚ ʢʦʥʝʯʥʦʤ 

ʠʪʦʛʝ ʙʝʩʧʣʘʪʥʦ ʧʨʦʩʦʯʠʣʘʩʴ ʥʘ ʭʘʢʝʨʩʢʠʡ ʬʦʨʫʤ. 
SitePoint - ʵʪʦ ʚʝʙ-ʩʘʡʪ, ʟʘʧʫʱʝʥʥʳʡ ʚ 1999 ʛʦʜʫ, ʢʦʪʦʨʳʡ ʧʨʝʜʣʘʛʘʝʪ ʢʦʥʪʝʥʪ 

ʠ ʩʦʦʙʱʝʩʪʚʦ, ʧʦʩʚʷʱʝʥʥʦʝ ʚʝʙ-ʧʨʦʬʝʩʩʠʦʥʘʣʘʤ ʠ ʨʘʟʨʘʙʦʪʯʠʢʘʤ. ʉʘʡʪ ʧʨʝʜʣʘʛʘʝʪ 

ʧʨʝʤʠʫʤ-ʯʣʝʥʩʪʚʦ, ʢʦʪʦʨʦʝ ʦʙʝʩʧʝʯʠʚʘʝʪ ʜʦʩʪʫʧ ʢ ʙʦʣʝʝ ʯʝʤ 600 ʢʥʠʛʘʤ, ʢʫʨʩʘʤ ʠ 

ʚʳʩʪʫʧʣʝʥʠʷʤ. 

ɺ ʢʦʥʮʝ ʜʝʢʘʙʨʷ 2020 ʛʦʜʘ BleepingComputer ʫʟʥʘʣʘ ʦ ʙʨʦʢʝʨʝ ʧʦ ʫʪʝʯʢʝ 

ʜʘʥʥʳʭ. 

ʆʜʥʘ ʠʟ ʙʘʟ ʜʘʥʥʳʭ ʙʳʣʘ ʜʣʷ SitePoint.com, ʢʦʪʦʨʳʡ, ʧʦ ʟʘʷʚʣʝʥʠʶ ʙʨʦʢʝʨʘ, 

ʩʦʜʝʨʞʘʣ ʤʠʣʣʠʦʥ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʟʘʧʠʩʝʡ. 

ɺ ʪʦ ʚʨʝʤʷ BleepingComputer ʩʚʷʟʘʣʩʷ ʩ SitePoint ʩ ʵʪʦʡ ʠʥʬʦʨʤʘʮʠʝʡ, ʥʦ ʤʳ 

ʪʘʢ ʠ ʥʝ ʧʦʣʫʯʠʣʠ ʦʪʚʝʪʘ ʥʘ ʥʘʰʠ ʧʦʚʪʦʨʷʶʱʠʝʩʷ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ. 

26 ʷʥʚʘʨʷ 2021 ʛʦʜʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢ, ʠʟʚʝʩʪʥʳʡ ʢʘʢ ShinyHunters, ʙʝʩʧʣʘʪʥʦ 

ʧʦʜʝʣʠʣʩʷ ʙʘʟʦʡ ʜʘʥʥʳʭ Learnable.com ʥʘ ʭʘʢʝʨʩʢʦʤ ʬʦʨʫʤʝ. Learnable.com 

ʧʝʨʝʥʘʧʨʘʚʣʷʝʪ ʥʘ ʜʦʤʝʥ Sitepoint.com. 

ʕʪʘ ʙʘʟʘ ʜʘʥʥʳʭ ʩʦʜʝʨʞʠʪ 1 020 959 ʯʝʣʦʚʝʢ, ʚʢʣʶʯʘʷ ʠʤʝʥʘ ʫʯʘʩʪʥʠʢʦʚ, 

ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʭʝʰʠʨʦʚʘʥʥʳʝ ʧʘʨʦʣʠ bcrypt, ʜʘʪʫ ʨʦʞʜʝʥʠʷ, ʩʪʨʘʥʫ, 

IP-ʘʜʨʝʩ, ʠʩʧʦʣʴʟʦʚʘʥʥʳʡ ʧʨʠ ʨʝʛʠʩʪʨʘʮʠʠ, ʠ ʜʨʫʛʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

SitePoint ʨʘʩʢʨʳʚʘʝʪ ʫʪʝʯʢʫ ʜʘʥʥʳʭ 

ʅʘ ʵʪʦʡ ʥʝʜʝʣʝ ʧʦʣʴʟʦʚʘʪʝʣʠ SitePoint ʩʦʦʙʱʠʣʠ BleepingComputer, ʯʪʦ ʦʥʠ 

ʧʦʣʫʯʘʣʠ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʩ ʚʳʤʦʛʘʪʝʣʴʩʪʚʦʤ ʠ ʧʦʜʜʝʣʴʥʳʤʠ ʨʘʟʜʘʯʝʡ 

ʢʨʠʧʪʦʚʘʣʶʪʳ ʥʘ ʘʜʨʝʩʘ, ʢʦʪʦʨʳʝ, ʧʦ ʠʭ ʫʪʚʝʨʞʜʝʥʠʶ, ʙʳʣʠ ʩʧʝʮʠʘʣʴʥʦ ʩʦʟʜʘʥʳ ʠ 

ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʪʦʣʴʢʦ ʚ SitePoint. 

ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʵʪʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʧʦʞʘʣʦʚʘʣʠʩʴ SitePoint, ʢʦʤʧʘʥʠʷ ʨʘʩʢʨʳʣʘ 

ʫʪʝʯʢʫ ʜʘʥʥʳʭ, ʧʦʜʪʚʝʨʜʠʚ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʚʟʣʦʤʘʣʠ ʠʭ ʩʠʩʪʝʤʳ ʠ ʫʢʨʘʣʠ 

ʜʘʥʥʳʝ ʫʯʘʩʪʥʠʢʦʚ. 
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çʅʝʜʘʚʥʦ ʤʳ ʧʦʜʪʚʝʨʜʠʣʠ, ʯʪʦ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ SitePoint ʙʳʣʘ ʚʟʣʦʤʘʥʘ 

ʪʨʝʪʴʝʡ ʩʪʦʨʦʥʦʡ, ʠ ʚ ʭʦʜʝ ʵʪʦʡ ʘʪʘʢʠ ʙʳʣ ʧʦʣʫʯʝʥ ʜʦʩʪʫʧ ʢ ʥʝʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤ 

ʜʘʥʥʳʤ ʢʣʠʝʥʪʦʚè. 

çɺ ʢʘʯʝʩʪʚʝ ʤʝʨʳ ʧʨʝʜʦʩʪʦʨʦʞʥʦʩʪʠ, ʧʦʢʘ ʤʳ ʧʨʦʜʦʣʞʘʝʤ ʨʘʩʩʣʝʜʦʚʘʥʠʝ, 

ʤʳ ʩʙʨʦʩʠʣʠ ʧʘʨʦʣʠ ʜʣʷ ʚʩʝʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʠ ʫʚʝʣʠʯʠʣʠ ʪʨʝʙʫʝʤʫʶ ʜʣʠʥʫ ʜʦ 10 

ʩʠʤʚʦʣʦʚ. ɺ ʩʣʝʜʫʶʱʠʡ ʨʘʟ, ʢʦʛʜʘ ʚʳ ʚʦʡʜʝʪʝ ʚ SitePoint, ʚʘʤ ʥʫʞʥʦ ʙʫʜʝʪ ʩʦʟʜʘʪʴ 

ʥʦʚʳʡ ʧʘʨʦʣʴè, - ʟʘʷʚʣʷʝʪ SitePoint ʚ ʫʪʝʯʢʝ ʜʘʥʥʳʭ. ʫʚʝʜʦʤʣʝʥʠʝ ʦʪʧʨʘʚʣʝʥʦ 

BleepingComputer. 

SitePoint ʩʦʦʙʱʘʝʪ, ʯʪʦ ʭʘʢʝʨʳ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʩ ʧʦʤʦʱʴʶ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʛʦ ʩʪʦʨʦʥʥʝʛʦ ʠʥʩʪʨʫʤʝʥʪʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ 

ʠʭ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ GitHub. SitePoint ʩʯʠʪʘʝʪ, ʯʪʦ ʩ ʧʦʤʦʱʴʶ ʵʪʦʛʦ ʠʥʩʪʨʫʤʝʥʪʘ ʠ 

ʫʢʨʘʜʝʥʥʳʭ ʢʣʶʯʝʡ API ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʠʭ ʢʦʜʦʚʦʡ 

ʙʘʟʝ ʠ ʩʠʩʪʝʤʝ. 

ʍʦʪʷ SitePoint ʥʝ ʨʘʩʢʨʳʚʘʝʪ ʠʤʷ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʛʦ ʩʪʦʨʦʥʥʝʛʦ 

ʠʥʩʪʨʫʤʝʥʪʘ, ʦʥʦ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʦʧʠʩʘʥʠʶ ʚʟʣʦʤʘ ʧʨʠʣʦʞʝʥʠʷ Waydev, ʢʦʪʦʨʦʝ 

ʭʘʢʝʨʳ ʠʩʧʦʣʴʟʦʚʘʣʠ ʜʣʷ ʚʟʣʦʤʘ ʜʨʫʛʠʭ ʩʘʡʪʦʚ ʟʘ ʧʦʩʣʝʜʥʠʡ ʛʦʜ. 

SitePoint ʟʘʷʚʣʷʝʪ, ʯʪʦ ʦʥʠ ʩʙʨʦʩʠʣʠ ʧʘʨʦʣʠ ʜʣʷ ʚʩʝʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʥʦ ʪʝ 

ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ, ʢʦʪʦʨʳʝ ʥʘʩʪʨʦʝʥʳ ʥʘ ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʚʭʦʜ, ʚʩʝ ʨʘʚʥʦ ʙʫʜʫʪ 

ʜʝʣʘʪʴ ʵʪʦ. ɼʣʷ ʵʪʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ SitePoint ʨʝʢʦʤʝʥʜʫʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʚʨʫʯʥʫʶ 

ʠʟʤʝʥʠʪʴ ʩʚʦʡ ʧʘʨʦʣʴ ʯʝʨʝʟ çʋʯʝʪʥʘʷ ʟʘʧʠʩʴ> ʇʨʦʬʠʣʴ ʠ ʥʘʩʪʨʦʡʢʠè.  

ʅʠʢʘʢʘʷ ʬʠʥʘʥʩʦʚʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʪʘʢʘʷ ʢʘʢ ʢʨʝʜʠʪʥʳʝ ʢʘʨʪʳ, ʥʝ ʭʨʘʥʠʪʩʷ ʚ 

ʠʭ ʩʠʩʪʝʤʝ, ʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʥʝ ʧʦʣʫʯʠʣ ʜʦʩʪʫʧʘ ʢ ʥʝʡéè. (Lawrence Abrams. 

SitePoint discloses data breach after stolen info used in attacks // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/sitepoint-discloses-data-breach-

after-stolen-info-used-in-attacks/). 05.02.2021). 
***  

 

çéɿʘʤʝʩʪʠʪʝʣʠ ʧʦʩʣʦʚ ɽʉ ʚ ʩʨʝʜʫ ʧʦʜʧʠʩʘʣʠ ʈʝʛʣʘʤʝʥʪ ʵʣʝʢʪʨʦʥʥʦʡ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʢʦʪʦʨʳʡ ʥʘʧʨʘʚʣʝʥ ʥʘ ʟʘʱʠʪʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

ʦʥʣʘʡʥ-ʢʦʤʤʫʥʠʢʘʮʠʡ ʧʫʪʝʤ ʨʝʛʫʣʠʨʦʚʘʥʠʷ ʪʦʛʦ, ʢʘʢ ʦʧʝʨʘʪʦʨʳ ʩʚʷʟʠ, 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʢʦʤʧʘʥʠʠ ʠ ʠʥʜʫʩʪʨʠʷ ʦʥʣʘʡʥ-ʨʝʢʣʘʤʳ ʠʩʧʦʣʴʟʫʶʪ ʣʠʯʥʳʝ 

ʜʘʥʥʳʝ. 

ʅʝʩʤʦʪʨʷ ʥʘ ʜʦʣʛʠʡ ʧʫʪʴ ʢ ʧʨʠʥʷʪʠʶ ʟʘʢʦʥʘ - ʦʢʦʥʯʘʪʝʣʴʥʳʡ ʚʘʨʠʘʥʪ 

ʟʘʢʦʥʦʧʨʦʝʢʪʘ ʜʦʣʞʝʥ ʙʳʪʴ ʩʦʛʣʘʩʦʚʘʥ ʤʝʞʜʫ ʧʨʝʜʩʪʘʚʠʪʝʣʷʤʠ ʉʦʚʝʪʘ ɽʉ, 

ɽʚʨʦʧʝʡʩʢʦʡ ʢʦʤʠʩʩʠʠ ʠ ɽʚʨʦʧʝʡʩʢʦʛʦ ʧʘʨʣʘʤʝʥʪʘ - ʦʜʦʙʨʝʥʠʝ ʥʘ ʵʪʦʡ ʥʝʜʝʣʝ 

ʷʚʣʷʝʪʩʷ ʙʦʣʴʰʠʤ ʰʘʛʦʤ ʚʧʝʨʝʜ ʧʦʩʣʝ ʤʥʦʛʠʭ ʣʝʪ ʩʧʦʨʦʚ ʤʝʞʜʫ ʥʘʮʠʦʥʘʣʴʥʳʤʠ 

ʩʪʦʣʠʮʘʤʠ ʙʝʟ ʙʦʣʴʰʦʡ ʧʨʦʛʨʝʩʩ. 

çʇʫʪʴ ʢ ʧʦʟʠʮʠʠ ʚ ʉʦʚʝʪʝ ʙʳʣ ʥʝʣʝʛʢʠʤ, ʥʦ ʪʝʧʝʨʴ ʫ ʥʘʩ ʝʩʪʴ ʤʘʥʜʘʪ, 

ʢʦʪʦʨʳʡ ʦʙʝʩʧʝʯʠʚʘʝʪ ʭʦʨʦʰʠʡ ʙʘʣʘʥʩ ʤʝʞʜʫ ʥʘʜʝʞʥʦʡ ʟʘʱʠʪʦʡ ʯʘʩʪʥʦʡ ʞʠʟʥʠ 

ʣʶʜʝʡ ʠ ʩʦʜʝʡʩʪʚʠʝʤ ʨʘʟʚʠʪʠʶ ʥʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ ʠ ʠʥʥʦʚʘʮʠʡè, - ʩʢʘʟʘʣ ʤʠʥʠʩʪʨ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʇʦʨʪʫʛʘʣʠʠ ʇʝʜʨʦ ʅʫʥʦ ʉʘʥʪʦʩ., ʢʦʪʦʨʳʡ ʧʨʦʚʝʣ ʚʩʪʨʝʯʫ ʚ ʩʨʝʜʫ, 

ʧʦʪʦʤʫ ʯʪʦ ʇʦʨʪʫʛʘʣʠʷ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʧʨʝʜʩʝʜʘʪʝʣʴʩʪʚʫʝʪ ʚ ʉʦʚʝʪʝ. 

ʊʝʢʩʪ ʙʳʣ ʚʧʝʨʚʳʝ ʧʨʝʜʩʪʘʚʣʝʥ ʂʦʤʠʩʩʠʝʡ ʚ ʷʥʚʘʨʝ 2017 ʛʦʜʘ, ʯʝʨʝʟ 

ʥʝʩʢʦʣʴʢʦ ʤʝʩʷʮʝʚ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʙʳʣʘ ʟʘʚʝʨʰʝʥʘ ʬʣʘʛʤʘʥʩʢʘʷ ʨʝʬʦʨʤʘ ʟʘʱʠʪʳ 

ʜʘʥʥʳʭ ʚ ɽʚʨʦʧʝ - ʆʙʱʠʡ ʨʝʛʣʘʤʝʥʪ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ (GDPR). 
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ʇʨʘʚʠʣʘ ʵʣʝʢʪʨʦʥʥʦʡ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʙʳʣʠ ʦʜʦʙʨʝʥʳ ʧʘʨʣʘʤʝʥʪʦʤ, 

ʢʦʪʦʨʳʡ ʧʨʠʥʷʣ ʩʚʦʶ ʚʝʨʩʠʶ ʚ ʦʢʪʷʙʨʝ 2017 ʛʦʜʘ, ʠ ʟʘʱʠʪʥʠʢʘʤʠ ʮʠʬʨʦʚʳʭ ʧʨʘʚ, 

ʥʦ ʩʨʘʟʫ ʞʝ ʧʦʜʥʷʣʠ ʪʨʝʚʦʛʫ ʚ ʝʚʨʦʧʝʡʩʢʠʭ ʩʪʦʣʠʮʘʭ ʠ ʚ ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ.  

ɼʦ ʩʨʝʜʳ ʚʦʩʝʤʴ ʩʪʨʘʥ, ʚʦʟʛʣʘʚʣʷʶʱʠʭ ʉʦʚʝʪ ɽʉ, ʧʳʪʘʣʠʩʴ, ʥʦ ʙʝʟʫʩʧʝʰʥʦ, 

ʥʘʡʪʠ ʩʦʛʣʘʰʝʥʠʝ ʤʝʞʜʫ ʧʨʘʚʠʪʝʣʴʩʪʚʘʤʠ. ʅʝ ʧʦʤʦʛʣʦ ʠ ʪʦ, ʯʪʦ ʟʘʢʦʥʦʧʨʦʝʢʪ ʩʪʘʣ 

ʦʙʲʝʢʪʦʤ ʦʜʥʦʡ ʠʟ ʩʘʤʳʭ ʠʥʪʝʥʩʠʚʥʳʭ ʢʘʤʧʘʥʠʡ ʧʦ ʚʣʠʷʥʠʶ, ʢʦʛʜʘ-ʣʠʙʦ 

ʩʫʱʝʩʪʚʦʚʘʚʰʠʭ ʚ ʦʪʥʦʰʝʥʠʠ ʮʠʬʨʦʚʳʭ ʬʘʡʣʦʚ. Big Tech, ʝʚʨʦʧʝʡʩʢʠʝ ʦʧʝʨʘʪʦʨʳ 

ʩʚʷʟʠ ʠ ʠʟʜʘʪʝʣʠ ʧʨʝʩʩʳ ʠʥʪʝʥʩʠʚʥʦ ʣʦʙʙʠʨʦʚʘʣʠ ʵʪʦʪ ʪʝʢʩʪ, ʫʪʚʝʨʞʜʘʷ, ʯʪʦ ʦʥ 

ʙʫʜʝʪ ʧʨʝʧʷʪʩʪʚʦʚʘʪʴ ʠʥʥʦʚʘʮʠʷʤ ʠ ʦʛʨʘʥʠʯʠʪʴ ʧʣʶʨʘʣʠʟʤ ʉʄʀ. 

ʇʦ ʩʣʦʚʘʤ ʜʠʧʣʦʤʘʪʦʚ ɽʉ, ʢʦʪʦʨʳʝ ʨʘʙʦʪʘʣʠ ʥʘʜ ʧʝʨʝʛʦʚʦʨʘʤʠ, 

ʟʘʢʦʥʦʧʨʦʝʢʪ ʧʦʚʣʠʷʣ ʥʘ ʦʯʝʥʴ ʤʥʦʛʦ ʨʘʟʥʳʭ ʚʝʱʝʡ, ʚʢʣʶʯʘʷ ʦʥʣʘʡʥ-ʨʝʢʣʘʤʫ, 

ʉʄʀ, ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʠ ʠ ʥʘʮʠʦʥʘʣʴʥʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ, ʯʪʦ ʙʳʣʦ ʪʨʫʜʥʦ ʥʘʡʪʠ 

ʢʦʤʧʨʦʤʠʩʩ, ʢʦʪʦʨʳʡ ʨʘʙʦʪʘʣ ʙʳ ʜʣʷ ʙʦʣʴʰʠʥʩʪʚʘ ʩʪʦʣʠʮ. 

ʂʘʞʜʳʡ ʨʘʟ, ʢʦʛʜʘ ʧʨʝʜʩʝʜʘʪʝʣʴʩʪʚʦ ʚ ɽʉ ʧʳʪʘʣʦʩʴ ʫʛʦʜʠʪʴ ʥʝʢʦʪʦʨʳʤ 

ʥʝʜʦʚʦʣʴʥʳʤ ʩʪʦʣʠʮʘʤ, ʠʟʤʝʥʷʷ ʪʝʢʩʪ, ʦʥʠ ʪʝʨʷʣʠ ʧʦʜʜʝʨʞʢʫ ʜʨʫʛʠʭ, ʢʦʪʦʨʳʝ 

ʯʫʚʩʪʚʦʚʘʣʠ, ʯʪʦ ʙʘʣʘʥʩ ʥʘʨʫʰʝʥ.  

çʕʪʦ ʥʝʤʥʦʛʦ ʧʨʦʢʣʷʪʳʡ ʪʝʢʩʪè, - ʩʢʘʟʘʣ ʦʜʠʥ ʯʠʥʦʚʥʠʢ ɽʉ. 

ɼʣʠʪʝʣʴʥʳʝ ʧʝʨʝʛʦʚʦʨʳ ʚʳʩʚʝʪʠʣʠ ʩʣʦʞʥʦʩʪʴ ʧʦʠʩʢʘ ʢʦʤʧʨʦʤʠʩʩʘ ʤʝʞʜʫ 

ʟʘʱʠʪʦʡ ʜʘʥʥʳʭ ʠ ʠʥʥʦʚʘʮʠʷʤʠ, ʘ ʪʘʢʞʝ ʪʦ, ʢʘʢ ʤʥʦʛʠʝ ʢʦʤʧʘʥʠʠ, ʢʦʪʦʨʳʝ ʥʘʯʘʣʠ 

ʩʦʛʣʘʩʦʚʘʥʥʫʶ ʙʦʨʴʙʫ, ʯʪʦʙʳ ʫʙʠʪʴ ʠʣʠ ʭʦʪʷ ʙʳ ʦʩʣʘʙʠʪʴ ʟʘʢʦʥ, ʧʦʣʘʛʘʶʪʩʷ ʥʘ 

ʩʙʦʨ ʣʠʯʥʳʭ ʜʘʥʥʳʭ. ʇʦʩʢʦʣʴʢʫ ʠʟʥʫʨʠʪʝʣʴʥʳʝ ʧʝʨʝʛʦʚʦʨʳ ʧʦ ʜʦʨʘʙʦʪʢʝ GDPR 

ʝʱʝ ʥʝ ʟʘʢʦʥʯʠʣʠʩʴ, ʉʦʚʝʪ ʚ ʢʘʢʦʡ-ʪʦ ʤʦʤʝʥʪ ʚʳʜʦʭʩʷ. 

ɺʝʩʥʦʡ 2018 ʛʦʜʘ ʩʪʘʣʦ ʦʯʝʚʠʜʥʦ, ʯʪʦ ʚ ʪʘʢʠʭ ʤʦʛʫʱʝʩʪʚʝʥʥʳʭ ʩʪʦʣʠʮʘʭ, ʢʘʢ 

ʇʘʨʠʞ, ʥʝʪ ʛʦʪʦʚʥʦʩʪʠ ʟʘʚʝʨʰʠʪʴ ʧʝʨʝʛʦʚʦʨʳ ʜʦ ʦʢʦʥʯʘʥʠʷ ʩʨʦʢʘ ɾʘʥ-ʂʣʦʜʘ 

ʖʥʢʝʨʘ ʥʘ ʧʦʩʪʫ ʧʨʝʟʠʜʝʥʪʘ ʂʦʤʠʩʩʠʠ, ʥʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʜʦ ʢʦʥʮʘ ʦʩʪʘʣʦʩʴ 

ʧʦʣʪʦʨʘ ʛʦʜʘ. ɺ ʥʦʷʙʨʝ ʪʦʛʦ ʞʝ ʛʦʜʘ, ʚʩʝ ʥʘʜʝʞʜʳ ʙʳʣʠ ʤʝʨʪʚʳ ʜʦʩʪʠʞʝʥʠʷ 

ʩʦʛʣʘʰʝʥʠʷ ʦ ʬʘʡʣʝ ʧʝʨʝʜ ʥʦʚʳʤ ʧʘʨʣʘʤʝʥʪʦʤ ʠ ʂʦʤʠʩʩʠʝʡ ʙʫʜʝʪ ʚʟʷʪʴ ʥʘ ʩʝʙʷ. 

ʈʝʛʣʘʤʝʥʪ ʵʣʝʢʪʨʦʥʥʦʡ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʪʘʢʞʝ ʷʚʣʷʝʪʩʷ 

ʭʨʝʩʪʦʤʘʪʠʡʥʳʤ ʧʨʠʤʝʨʦʤ ʪʦʛʦ, ʢʘʢ ʩʣʦʞʥʦ ʧʨʠʥʷʪʴ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ, ʢʦʛʜʘ 

ʌʨʘʥʮʠʷ ʠ ɻʝʨʤʘʥʠʷ, ʜʚʘ ʪʷʞʝʣʦʚʝʩʘ ɽʉ, ʥʝ ʩʠʥʭʨʦʥʠʟʠʨʦʚʘʥʳ. ʇʦʜʭʦʜ ɹʝʨʣʠʥʘ, 

ʦʨʠʝʥʪʠʨʦʚʘʥʥʳʡ ʥʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ, ʨʘʟʦʰʝʣʩʷ ʩ ʇʘʨʠʞʝʤ, ʢʦʪʦʨʳʡ ʭʦʪʝʣ 

ʙʦʣʝʝ ʤʷʛʢʠʭ ʧʨʘʚʠʣ ʜʣʷ ʠʟʜʘʪʝʣʝʡ ʧʨʝʩʩʳ ʠ ʦʧʝʨʘʪʦʨʦʚ ʩʚʷʟʠ, ʘ ʪʘʢʞʝ 

ʧʦʣʥʦʤʦʯʠʡ ʥʘʜʟʦʨʘ ʜʣʷ ʩʝʙʷ, ʯʪʦʙʳ ʧʦʤʦʯʴ ʩʚʦʝʡ ʙʦʨʴʙʝ ʩ ʧʨʝʩʪʫʧʥʦʩʪʴʶ ʠ 

ʪʝʨʨʦʨʠʟʤʦʤ. 

ʇʨʠ ʧʦʩʣʝʜʥʝʤ ʛʦʣʦʩʦʚʘʥʠʠ ʥʘ ʵʪʦʡ ʥʝʜʝʣʝ ʇʘʨʠʞ ʧʦʜʜʝʨʞʘʣ ʪʝʢʩʪ ʧʦʩʣʝ 

ʥʝʢʦʪʦʨʳʭ ʠʟʤʝʥʝʥʠʡ ʚ ʧʦʩʣʝʜʥʶʶ ʤʠʥʫʪʫ, ʘ ɹʝʨʣʠʥ ʚʦʟʜʝʨʞʘʣʩʷ. 

ʕʪʦ ʠʩʪʦʨʠʷ ʧʝʨʝʛʦʚʦʨʦʚ, ʦʩʥʦʚʘʥʥʘʷ ʥʘ ʙʝʩʝʜʘʭ ʠ ʠʥʪʝʨʚʴʶ ʩ ʜʝʩʷʪʢʘʤʠ 

ʦʬʠʮʠʘʣʴʥʳʭ ʣʠʮ ɽʉ, ʧʨʦʤʳʰʣʝʥʥʳʤʠ ʣʦʙʙʠʩʪʘʤʠ, ʘʢʪʠʚʠʩʪʘʤʠ ʠ ʧʦʣʠʪʠʢʘʤʠ ʟʘ 

ʯʝʪʳʨʝ ʛʦʜʘ ʥʘʧʨʷʞʝʥʥʳʭ ʧʝʨʝʛʦʚʦʨʦʚ. ʄʥʦʛʠʝ ʛʦʚʦʨʠʣʠ ʩ POLITICO ʥʘ ʫʩʣʦʚʠʷʭ 

ʘʥʦʥʠʤʥʦʩʪʠ, ʯʪʦʙʳ ʦʙʩʫʜʠʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʧʝʨʝʛʦʚʦʨʳ ʙʦʣʝʝ ʦʪʢʨʦʚʝʥʥʦ. 

ʉ 2017 ʛʦʜʘ ʟʘʢʦʥʦʧʨʦʝʢʪ ʧʝʨʝʞʠʣ ʚʦʩʝʤʴ ʧʨʝʟʠʜʝʥʪʩʪʚ ɽʉ ʠ ʜʚʝ ʢʦʤʠʩʩʠʠ ʠ 

ʧʘʨʣʘʤʝʥʪʘ ʜʦ ʛʦʣʦʩʦʚʘʥʠʷ ʚ ʩʨʝʜʫ ʧʦʜ ʧʨʝʜʩʝʜʘʪʝʣʴʩʪʚʦʤ ʇʦʨʪʫʛʘʣʠʠ. 

ʈʝʛʣʘʤʝʥʪ ʵʣʝʢʪʨʦʥʥʦʡ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʫʞʝ ʥʘʭʦʜʠʣʩʷ ʚ ʨʝʞʠʤʝ 

ʞʠʟʥʝʦʙʝʩʧʝʯʝʥʠʷ, ʢʦʛʜʘ ʦʥ ʚʧʝʨʚʳʝ ʧʦʩʪʫʧʠʣ ʚ ʉʦʚʝʪ. 
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ɽʱʝ ʜʦ ʪʦʛʦ, ʢʘʢ ʂʦʤʠʩʩʠʷ ʦʬʠʮʠʘʣʴʥʦ ʧʨʝʜʩʪʘʚʠʣʘ ʝʛʦ, ʧʨʦʤʳʰʣʝʥʥʦʩʪʴ 

ʣʦʙʙʠʨʦʚʘʣʘ ʦʪʢʘʟ ʦʪ ʩʚʦʝʡ ʧʨʝʜʰʝʩʪʚʝʥʥʠʮʳ - ɼʠʨʝʢʪʠʚʳ ʦʙ ʵʣʝʢʪʨʦʥʥʦʡ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. ʆʧʝʨʘʪʦʨʳ ʩʚʷʟʠ ʭʦʪʝʣʠ ʙʦʣʝʝ ʩʚʦʙʦʜʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʤʝʪʘʜʘʥʥʳʝ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ; ʠʟʜʘʪʝʣʠ ʭʦʪʝʣʠ ʧʨʦʜʦʣʞʘʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʘʡʣʳ 

cookie ʚ ʮʝʣʷʭ ʮʝʣʝʚʦʡ ʨʝʢʣʘʤʳ; Big Tech ʦʧʘʩʘʣʠʩʴ ʩʚʦʝʡ ʙʠʟʥʝʩ-ʤʦʜʝʣʠ, 

ʦʩʥʦʚʘʥʥʦʡ ʥʘ ʣʠʯʥʳʭ ʜʘʥʥʳʭ. 

ʄʝʞʜʫ ʪʝʤ ʚ ʉʦʚʝʪʝ, ʧʦʪʨʘʪʠʚ ʛʦʜʳ ʥʘ ʧʝʨʝʛʦʚʦʨʳ ʦ ʧʨʘʚʠʣʘʭ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʣʷ GDPR, ʩʪʦʣʠʮʳ ʩʪʨʘʥ, ʚʢʣʶʯʘʷ ɺʘʨʰʘʚʫ ʠ ɼʫʙʣʠʥ, 

ʟʘʷʚʠʣʠ, ʯʪʦ ʥʝ ʧʦʥʠʤʘʶʪ, ʢʘʢ ʥʦʚʳʝ ʧʨʘʚʠʣʘ ʂʦʤʠʩʩʠʠ ʙʫʜʫʪ ʨʘʙʦʪʘʪʴ ʚʤʝʩʪʝ ʩ 

ʟʘʢʦʥʦʤ, ʢʦʪʦʨʳʡ ʦʥʠ ʪʦʣʴʢʦ ʯʪʦ ʧʨʠʥʷʣʠ. ʕʪʦ ʩʪʘʣʦ ʙʳ ʦʜʥʠʤ ʠʟ ʛʣʘʚʥʳʭ 

ʘʨʛʫʤʝʥʪʦʚ ʚ ʉʦʚʝʪʝ, ʯʪʦʙʳ ʟʘʜʝʨʞʘʪʴ ʧʨʠʥʷʪʠʝ ʟʘʢʦʥʘ. 

çʇʝʨʚʳʝ ʛʦʜʳ ʨʘʙʦʪʳ ʥʘʜ ʨʝʬʦʨʤʦʡ ʚ ʉʦʚʝʪʝ ʙʳʣʠ ʧʦʩʚʷʱʝʥʳ ʜʝʤʦʥʩʪʨʘʮʠʠ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʵʪʦʛʦ ʨʝʛʫʣʠʨʦʚʘʥʠʷ, - ʩʢʘʟʘʣʘ ʕʩʪʝʣʴ ʄʘʩʩʝ, ʩʪʘʨʰʠʡ 

ʧʦʣʠʪʠʯʝʩʢʠʡ ʘʥʘʣʠʪʠʢ ʅʇʆ çɼʦʩʪʫʧ ʩʝʡʯʘʩè ʚ ʦʙʣʘʩʪʠ ʮʠʬʨʦʚʳʭ ʧʨʘʚ. çɺ 

ʪʝʯʝʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʣʝʪ ʦʪʩʫʪʩʪʚʦʚʘʣʘ ʧʦʣʠʪʠʯʝʩʢʘʷ ʚʦʣʷ ʜʣʷ ʧʨʦʜʚʠʞʝʥʠʷ ʵʪʘ 

ʨʝʬʦʨʤʘè. 

ɿʘʜʘʯʘ ʫʩʣʦʞʥʷʣʘʩʴ ʝʱʝ ʠ ʪʝʤ, ʯʪʦ ʥʝʢʦʪʦʨʳʝ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʥʝ ʤʦʛʣʠ 

ʦʧʨʝʜʝʣʠʪʴʩʷ ʩ ʧʦʟʠʮʠʝʡ, ʟʘʷʚʠʣʠ ʥʝʩʢʦʣʴʢʦ ʜʠʧʣʦʤʘʪʦʚ ɽʉ.  

ɺ ɹʝʨʣʠʥʝ ʤʠʥʠʩʪʝʨʩʪʚʘ ʵʢʦʥʦʤʠʢʠ ʠ ʶʩʪʠʮʠʠ ʩʧʦʨʠʣʠ ʠʟ-ʟʘ ʵʪʦʛʦ 

ʧʨʝʜʣʦʞʝʥʠʷ - ʜʘʞʝ ʢʦʛʜʘ ʩʘʤʘ ɻʝʨʤʘʥʠʷ ʧʳʪʘʣʘʩʴ ʟʘʢʣʶʯʠʪʴ ʩʦʛʣʘʰʝʥʠʝ ʚʦ ʚʨʝʤʷ 

ʩʚʦʝʛʦ ʧʨʝʜʩʝʜʘʪʝʣʴʩʪʚʘ ʚ ɽʉ ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ. ʄʠʥʠʩʪʝʨʩʪʚʦ ʵʢʦʥʦʤʠʢʠ ʭʦʪʝʣʦ 

ʙʦʣʝʝ ʤʷʛʢʠʭ ʧʨʘʚʠʣ, ʢʦʪʦʨʳʝ, ʧʦ ʝʛʦ ʤʥʝʥʠʶ, ʙʫʜʫʪ ʩʧʦʩʦʙʩʪʚʦʚʘʪʴ ʠʥʥʦʚʘʮʠʷʤ ʠ 

ʨʘʟʚʠʪʠʶ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ; ʄʠʥʶʩʪ ʥʘʩʪʘʠʚʘʣ ʥʘ ʚʳʩʦʢʦʤ ʫʨʦʚʥʝ 

ʟʘʱʠʪʳ ʜʘʥʥʳʭ. (ʉʧʨʘʚʝʜʣʠʚʦʩʪʴ ʧʦʙʝʜʠʣʘ: ʧʨʝʟʠʜʝʥʪʩʪʚʦ ɻʝʨʤʘʥʠʠ ʩʥʷʣʦ ʧʫʥʢʪ, 

ʧʦʟʚʦʣʷʶʱʠʡ ʦʙʨʘʙʘʪʳʚʘʪʴ ʤʝʪʘʜʘʥʥʳʝ çʜʘʣʴʰʝè.) 

ʃʦʙʙʠʩʪʩʢʘʷ ʩʫʝʪʘ 

ʉʦʚʝʪ ʪʘʢʞʝ ʟʘʰʝʣ ʚ ʪʫʧʠʢ ʠʟ-ʟʘ ʦʰʝʣʦʤʣʷʶʱʝʛʦ ʣʦʙʙʠʨʦʚʘʥʠʷ ʟʘʢʦʥʘ ʚ 

ʦʪʨʘʩʣʠ. 

ɺ ʪʝʯʝʥʠʝ ʤʥʦʛʠʭ ʣʝʪ ʦʪʨʘʩʣʝʚʳʝ ʛʨʫʧʧʳ, ʪʘʢʠʝ ʢʘʢ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʝ ʣʦʙʙʠ 

DigitalEurope, ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʝ ʣʦʙʙʠ ETNO ʠ GSMA, ʣʦʙʙʠ ʧʫʙʣʠʢʘʮʠʡ 

ʧʨʝʩʩʳ EMMA / ENPA (ʚʢʣʶʯʘʷ ɸʢʩʝʣʷ ʉʧʨʠʥʛʝʨʘ, ʩʦʚʣʘʜʝʣʴʮʘ POLITICO 

Europe) ʠ ʤʥʦʛʠʝ, ʤʥʦʛʠʝ ʜʨʫʛʠʝ ʦʪʧʨʘʚʣʷʣʠ ʙʝʩʯʠʩʣʝʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʧʠʩʝʤ ʢʘʢ ʚ 

ɹʨʶʩʩʝʣʴ, ʪʘʢ ʠ ʚ ʥʘʮʠʦʥʘʣʴʥʳʝ ʧʨʘʚʠʪʝʣʴʩʪʚʘ. ʧʦʧʳʪʘʪʴʩʷ ʧʦʚʣʠʷʪʴ ʥʘ ʧʦʣʠʪʠʢʦʚ. 

ʆʧʝʨʘʪʦʨʳ ʩʚʷʟʠ ʠ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʢʦʤʧʘʥʠʠ ʧʳʪʘʣʠʩʴ ʜʦʙʠʪʴʩʷ ʧʦʣʥʦʡ ʦʪʤʝʥʳ 

ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ. 

çʆʜʥʘ ʠʟ ʭʫʜʰʠʭ ʣʦʙʙʠʩʪʩʢʠʭ ʢʘʤʧʘʥʠʡ, ʢʦʪʦʨʳʝ ʷ ʢʦʛʜʘ-ʣʠʙʦ ʚʠʜʝʣè, - ʪʘʢ 

ʦʧʠʩʘʣ ʝʝ ʦʜʠʥ ʧʘʨʣʘʤʝʥʪʩʢʠʡ ʠʥʩʘʡʜʝʨ, ʮʠʪʠʨʫʝʤʳʡ ʚ ʦʪʯʝʪʝ ʂʦʨʧʦʨʘʪʠʚʥʦʡ 

ʝʚʨʦʧʝʡʩʢʦʡ ʦʙʩʝʨʚʘʪʦʨʠʠ ʟʘ 2018 ʛʦʜ, ʥʝʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ ʧʦ 

ʚʦʧʨʦʩʘʤ ʧʨʦʟʨʘʯʥʦʩʪʠ. 

ɽʚʨʦʧʝʡʩʢʠʝ ʢʦʤʧʘʥʠʠ ʫʩʧʝʰʥʦ ʠʩʧʦʣʴʟʦʚʘʣʠ ʪʘʢʪʠʢʫ, ʯʪʦʙʳ ʜʦʢʘʟʘʪʴ, ʯʪʦ 

ʪɻʦ ʧʨʝʜʣʦʞʝʥʠʝ ʤʦʞʝʪ ʝʱʝ ʙʦʣʴʰʝ ʫʢʨʝʧʠʪʴ ʘʤʝʨʠʢʘʥʩʢʠʭ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ 

ʛʠʛʘʥʪʦʚ.  

ʀʩʭʦʜʥʳʡ ʪʝʢʩʪ ʂʦʤʠʩʩʠʠ ʧʦʟʚʦʣʷʣ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʫʩʪʘʥʘʚʣʠʚʘʪʴ ʥʘʩʪʨʦʡʢʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʚ ʩʚʦʠʭ ʠʥʪʝʨʥʝʪ-ʙʨʘʫʟʝʨʘʭ. ʅʦ ʩ ʧʨʝʦʙʣʘʜʘʥʠʝʤ ʙʨʘʫʟʝʨʦʚ, 

ʧʨʠʥʘʜʣʝʞʘʱʠʭ Google, Apple ʠ Microsoft, ʝʚʨʦʧʝʡʩʢʠʝ ʦʪʨʘʩʣʠ ʫʪʚʝʨʞʜʘʣʠ, ʯʪʦ 
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ʪʝʢʩʪ ʧʨʝʜʦʩʪʘʚʠʣ ʙʳ ʘʤʝʨʠʢʘʥʩʢʠʤ ʢʦʤʧʘʥʠʷʤ ʙʦʣʴʰʠʡ ʢʦʥʪʨʦʣʴ ʥʘʜ ʦʥʣʘʡʥ-

ʦʧʳʪʦʤ ʝʚʨʦʧʝʡʩʢʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ɽʉ ʠʩʢʣʶʯʠʣʠ ʠʟ ʪʝʢʩʪʘ ʧʦʣʦʞʝʥʠʷ ʦ ʥʘʩʪʨʦʡʢʘʭ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʥʝʩʤʦʪʨʷ ʥʘ ʧʨʦʪʝʩʪʳ ʟʘʱʠʪʥʠʢʦʚ ʮʠʬʨʦʚʳʭ ʧʨʘʚ.  

ɼʨʫʛʘʷ ʪʘʢʪʠʢʘ ʟʘʢʣʶʯʘʣʘʩʴ ʚ ʪʦʤ, ʯʪʦʙʳ ʨʘʟʜʝʣʷʪʴ ʠ ʚʣʘʩʪʚʦʚʘʪʴ. 

ʉʦʛʣʘʩʥʦ ʜʦʢʫʤʝʥʪʫ ʦʪ 2017 ʛʦʜʘ, ʩ ʢʦʪʦʨʳʤ ʦʟʥʘʢʦʤʠʣʩʷ POLITICO, ʛʠʛʘʥʪ 

ʵʣʝʢʪʨʦʥʥʦʡ ʢʦʤʤʝʨʮʠʠ Amazon ʭʚʘʩʪʘʣʩʷ ʪʝʤ, ʯʪʦ ʦʩʣʘʙʠʣ ʧʦʜʜʝʨʞʢʫ ʵʪʦʛʦ 

ʧʨʝʜʣʦʞʝʥʠʷ ʝʚʨʦʧʝʡʩʢʠʤʠ ʟʘʢʦʥʦʜʘʪʝʣʷʤʠ. ʈʘʟʜʝʣʠʚ ʜʝʧʫʪʘʪʦʚ ɽʚʨʦʧʘʨʣʘʤʝʥʪʘ, 

Amazon ʥʘʜʝʝʪʩʷ, ʯʪʦ çʦʩʣʘʙʠʪ ʧʦʟʠʮʠʶ ʧʘʨʣʘʤʝʥʪʘ ʥʘ ʧʝʨʝʛʦʚʦʨʘʭ ʩ ʉʦʚʝʪʦʤ, 

ʢʦʪʦʨʳʡ ʙʦʣʝʝ ʙʣʘʛʦʩʢʣʦʥʝʥ ʢ ʦʟʘʙʦʯʝʥʥʦʩʪʠ ʦʪʨʘʩʣʠè, ʛʦʚʦʨʠʪʩʷ ʚ ʜʦʢʫʤʝʥʪʝ. 

çʅʘʰʘ ʢʘʤʧʘʥʠʷ ʛʘʨʘʥʪʠʨʫʝʪ, ʯʪʦ ʧʨʝʜʣʦʞʝʥʠʝ ʦʙ ʵʣʝʢʪʨʦʥʥʦʡ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʥʝ ʧʦʣʫʯʠʪ ʰʠʨʦʢʦʡ ʧʦʜʜʝʨʞʢʠ ʚ ɽʚʨʦʧʝʡʩʢʦʤ ʧʘʨʣʘʤʝʥʪʝè, 

- ʛʦʚʦʨʠʪʩʷ ʚ ʜʦʢʫʤʝʥʪʝ. 

ʂʦʨʧʦʨʘʪʠʚʥʘʷ ʝʚʨʦʧʝʡʩʢʘʷ ʦʙʩʝʨʚʘʪʦʨʠʷ ʦʪʤʝʪʠʣʘ ʟʥʘʯʠʪʝʣʴʥʳʡ ʠʥʪʝʨʝʩ ʢ 

ʧʨʘʚʠʣʘʤ ʩʦ ʩʪʦʨʦʥʳ ʪʘʢʠʭ ʨʘʟʣʠʯʥʳʭ ʩʝʢʪʦʨʦʚ, ʢʘʢ ʠʥʪʝʨʥʝʪ-ʤʘʛʘʟʠʥʳ ʤʦʜʥʦʡ 

ʦʜʝʞʜʳ, ʩʘʡʪʳ ʙʨʦʥʠʨʦʚʘʥʠʷ ʦʪʝʣʝʡ ʠ ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʠʛʨʫʰʝʢ, ʧʦʤʠʤʦ ʨʝʢʣʘʤʥʦʡ 

ʠʥʜʫʩʪʨʠʠ ʠ ʢʨʫʧʥʳʭ ʪʝʭʥʦʣʦʛʠʡ. 

ɼʘʣʴʥʝʡʰʠʝ ʦʩʣʦʞʥʝʥʠʷ 

ʇʦʧʫʪʥʦ ʥʦʚʳʝ ʚʦʧʨʦʩʳ ʝʱʝ ʙʦʣʴʰʝ ʦʩʣʦʞʥʠʣʠ ʧʝʨʝʛʦʚʦʨʳ ʚ ʉʦʚʝʪʝ. 

ʉ 2018 ʛʦʜʘ ʩʪʦʣʠʮʳ, ʚʢʣʶʯʘʷ ʃʦʥʜʦʥ ʠ ɼʫʙʣʠʥ, ʧʦʜʩʪʨʝʢʘʝʤʳʝ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʡ ʠʥʜʫʩʪʨʠʝʡ, ʚ ʪʦʤ ʯʠʩʣʝ Facebook, ʫʪʚʝʨʞʜʘʣʠ, ʯʪʦ ʧʨʘʚʠʣʘ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʙʫʜʫʪ ʧʨʝʧʷʪʩʪʚʦʚʘʪʴ ʙʦʨʴʙʝ ʩ ʩʝʢʩʫʘʣʴʥʳʤ ʥʘʩʠʣʠʝʤ ʥʘʜ 

ʜʝʪʴʤʠ ʚ ʀʥʪʝʨʥʝʪʝ, ʯʪʦ ʝʱʝ ʙʦʣʴʰʝ ʦʪʦʜʚʠʥʫʣʦ ʦʙʩʫʞʜʝʥʠʝ ʉʦʚʝʪʘ, ʟʘʷʚʠʣʠ ʜʚʘ 

ʧʨʝʜʩʪʘʚʠʪʝʣʷ ɽʉ. 

ʂʦʤʠʩʩʠʷ ʟʘʷʚʠʣʘ, ʯʪʦ ʵʪʦ ʥʝ ʪʘʢ, ʥʦ ʚ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʚ ʩʝʥʪʷʙʨʝ ʧʨʦʰʣʦʛʦ 

ʛʦʜʘ ʧʨʠʰʣʦʩʴ ʧʦʡʪʠ ʥʘ ʦʪʩʪʫʧʣʝʥʠʝ ʦʪ ʧʨʘʚʠʣ, ʯʪʦʙʳ ʧʦʟʚʦʣʠʪʴ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤ 

ʢʦʤʧʘʥʠʷʤ ʦʙʥʘʨʫʞʠʚʘʪʴ ʠ ʫʜʘʣʷʪʴ ʤʘʪʝʨʠʘʣʳ ʦ ʩʝʢʩʫʘʣʴʥʦʤ ʥʘʩʠʣʠʠ ʥʘʜ ʜʝʪʴʤʠ 

ʙʝʟ ʩʦʛʣʘʩʠʷ. 

ʂʦʤʠʩʩʠʷ ʨʘʟʨʘʙʦʪʘʣʘ ʦʪʩʪʫʧʣʝʥʠʝ ʦʪʯʘʩʪʠ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʫʩʪʨʘʥʠʪʴ ʪʦ, ʯʪʦ 

ʩʪʘʣʦ ʦʜʥʦʡ ʠʟ ʩʘʤʳʭ ʦʩʪʨʳʭ ʧʨʦʙʣʝʤ ʈʝʛʣʘʤʝʥʪʘ ʵʣʝʢʪʨʦʥʥʦʡ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʠ ʦʪʢʨʳʪʴ ʧʫʪʴ ʢ ʦʜʦʙʨʝʥʠʶ ʟʘʢʦʥʦʧʨʦʝʢʪʘ, ʩʢʘʟʘʣ 

ʧʨʝʜʩʪʘʚʠʪʝʣʴ ʂʦʤʠʩʩʠʠ. 

çʀʥʪʝʨʥʝʪ-ʤʘʪʝʨʠʘʣʳ ʦ ʩʝʢʩʫʘʣʴʥʦʤ ʥʘʩʠʣʠʠ ʥʘʜ ʜʝʪʴʤʠ ʙʳʣʠ ʦʜʥʦʡ ʠʟ 

ʩʘʤʳʭ ʩʣʦʞʥʳʭ ʧʨʦʙʣʝʤ ʚʦ ʚʨʝʤʷ ʧʨʝʟʠʜʝʥʪʩʪʚʘ ʌʠʥʣʷʥʜʠʠè, - ʩʢʘʟʘʣ ʦʜʠʥ ʠʟ 

ʦʬʠʮʠʘʣʴʥʳʭ ʣʠʮ ɽʉ. ç[ʇʨʝʜʣʦʞʝʥʠʝ ʂʦʤʠʩʩʠʠ] ʨʝʰʠʣʦ ʵʪʫ ʧʨʦʙʣʝʤʫ ʠ ʩʪʝʨʣʦ ʝʝ 

ʩʦ ʩʪʦʣʘè.  

ɺʦʧʨʦʩ ʦ ʪʦʤ, ʢʘʢ ʜʦʣʛʦ ʢʦʤʧʘʥʠʠ ʜʦʣʞʥʳ ʭʨʘʥʠʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʛʨʘʞʜʘʥʘʭ 

ʜʣʷ ʜʦʩʪʫʧʘ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʠ ʧʦʣʠʮʠʠ, ʠʟʚʝʩʪʥʳʡ ʢʘʢ ʭʨʘʥʝʥʠʝ ʜʘʥʥʳʭ, ʦʩʪʘʚʘʣʩʷ 

ʢʘʤʥʝʤ ʧʨʝʪʢʥʦʚʝʥʠʷ ʜʦ ʩʘʤʦʛʦ ʢʦʥʮʘ. 

ɺ ʬʝʚʨʘʣʝ 2019 ʛʦʜʘ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʝ ʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʛʦʩʫʜʘʨʩʪʚʘ, ʚʢʣʶʯʘʷ 

ɹʝʣʴʛʠʶ, ʕʩʪʦʥʠʶ, ɼʘʥʠʶ, ʌʨʘʥʮʠʶ ʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʶ, ʥʘʧʠʩʘʣʠ 

ʥʝʦʙʷʟʘʪʝʣʴʥʳʡ ʜʦʢʫʤʝʥʪ, ʚ ʢʦʪʦʨʦʤ ʫʪʚʝʨʞʜʘʣʠ, ʯʪʦ ʈʝʛʣʘʤʝʥʪ ʵʣʝʢʪʨʦʥʥʦʡ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʦʣʞʝʥ ʜʦʧʫʩʢʘʪʴ çʚʦʟʤʦʞʥʦʩʪʴ ʜʣʷ ʩʫʱʝʩʪʚʫʶʱʠʭ ʠ 

ʙʫʜʫʱʠʭ ʨʝʞʠʤʦʚ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭè. ʆʥʠ ʫʪʚʝʨʞʜʘʣʠ, ʯʪʦ ʧʦʣʦʞʝʥʠʝ ʦ ʭʨʘʥʝʥʠʠ 
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ʜʘʥʥʳʭ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ çʧʨʝʜʦʪʚʨʘʱʝʥʠʷ, ʨʘʩʩʣʝʜʦʚʘʥʠʷ, ʦʙʥʘʨʫʞʝʥʠʷ ʠʣʠ 

ʧʨʝʩʣʝʜʦʚʘʥʠʷ ʫʛʦʣʦʚʥʳʭ ʧʨʝʩʪʫʧʣʝʥʠʡè. 

ʂʦʛʜʘ ʚ ʦʢʪʷʙʨʝ ʧʨʦʰʣʦʛʦ ʛʦʜʘ ʉʫʜ ɽʉ ʧʦʩʪʘʥʦʚʠʣ, ʯʪʦ ʩʭʝʤʳ ʭʨʘʥʝʥʠʷ 

ʜʘʥʥʳʭ ʚʦ ʌʨʘʥʮʠʠ ʠ ɹʝʣʴʛʠʠ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʜʝʡʩʪʚʫʶʱʝʤʫ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʫ 

ɽʉ, ʵʪʦ ʫʩʠʣʠʣʦ ʜʘʚʣʝʥʠʝ ʥʘ ʧʝʨʝʛʦʚʦʨʳ ʦʙ ʵʣʝʢʪʨʦʥʥʦʡ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

ɺ ʩʨʝʜʫ ʌʨʘʥʮʠʷ ʚʦʟʜʝʨʞʘʣʘʩʴ ʦʪ ʧʦʜʜʝʨʞʢʠ ʪʝʢʩʪʘ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ 

ʧʦʨʪʫʛʘʣʴʩʢʦʝ ʧʨʝʟʠʜʝʥʪʩʪʚʦ ʥʝ ʚʥʝʩʝʪ ʚ ʧʦʩʣʝʜʥʠʡ ʤʦʤʝʥʪ ʥʝʢʦʪʦʨʳʝ ʠʟʤʝʥʝʥʠʷ, 

ʢʦʪʦʨʳʝ ʦʪʢʨʦʶʪ ʜʚʝʨʠ ʜʣʷ ʩʪʨʘʥ ɽʉ, ʯʪʦʙʳ ʩʦʭʨʘʥʠʪʴ ʜʘʥʥʳʝ. ʆʢʦʥʯʘʪʝʣʴʥʦʝ 

ʧʨʝʜʣʦʞʝʥʠʝ ʉʦʚʝʪʘ ʦʪʨʘʞʘʝʪ ʧʦʞʝʣʘʥʠʷ ʇʘʨʠʞʘ, ʩʦʛʣʘʩʥʦ ʚʥʫʪʨʝʥʥʝʡ ʟʘʧʠʩʢʝ 

ʬʨʘʥʮʫʟʩʢʠʭ ʚʣʘʩʪʝʡ, ʧʦʣʫʯʝʥʥʦʡ ʅʇʆ ʧʦ ʮʠʬʨʦʚʳʤ ʧʨʘʚʘʤ Access Now ʯʝʨʝʟ 

ʟʘʧʨʦʩ ʜʦʩʪʫʧʘ ʢ ʜʦʢʫʤʝʥʪʫ ʠ ʧʝʨʝʜʘʥʥʦʡ POLITICO. 

ʌʠʥʩʢʠʡ ʢʦʤʧʨʦʤʠʩʩ 

ɺ ʢʦʥʮʝ ʧʨʦʰʣʦʛʦ ʛʦʜʘ ʩʪʘʣʦ ʷʩʥʦ, ʯʪʦ ʝʜʠʥʩʪʚʝʥʥʳʡ ʩʧʦʩʦʙ ʧʦʣʫʯʠʪʴ 

ʙʦʣʴʰʠʥʩʪʚʦ - ʵʪʦ ʚʝʨʥʫʪʴʩʷ ʢ ʪʝʢʩʪʫ, ʧʨʝʜʣʦʞʝʥʥʦʤʫ ʬʠʥʩʢʠʤ ʧʨʝʜʩʝʜʘʪʝʣʴʩʪʚʦʤ 

ʦʩʝʥʴʶ 2019 ʛʦʜʘ.  

ʍʝʣʴʩʠʥʢʠ ʪʘʢʞʝ ʥʝ ʩʤʦʛ ʧʨʠʡʪʠ ʢ ʩʦʛʣʘʰʝʥʠʶ - ʭʦʪʷ ʦʥ ʩʪʘʣ ʙʣʠʞʝ, ʯʝʤ 

ʢʪʦ-ʣʠʙʦ ʜʨʫʛʦʡ.  

ɺ ʥʦʷʙʨʝ 2019 ʛʦʜʘ ʌʠʥʣʷʥʜʠʷ ʥʘʜʝʷʣʘʩʴ, ʯʪʦ ʝʝ ʢʦʤʧʨʦʤʠʩʩʥʳʡ ʪʝʢʩʪ 

ʧʦʣʫʯʠʪ ʜʦʩʪʘʪʦʯʥʫʶ ʧʦʜʜʝʨʞʢʫ, ʥʦ ʙʦʣʝʝ ʜʶʞʠʥʳ ʩʪʨʘʥ, ʚʢʣʶʯʘʷ ʌʨʘʥʮʠʶ ʠ 

ɻʝʨʤʘʥʠʶ, ʦʪʢʣʦʥʠʣʠ ʵʪʦ ʧʨʝʜʣʦʞʝʥʠʝ - ʥʝʢʦʪʦʨʳʝ ʠʟ-ʟʘ ʪʦʛʦ, ʯʪʦ ʩʯʠʪʘʣʠ, ʯʪʦ 

ʪʝʢʩʪ ʧʦʩʪʘʚʠʪ ʢʦʤʧʘʥʠʠ ʚ ʪʫʧʠʢ, ʜʨʫʛʠʝ ʠʟ-ʟʘ ʦʧʘʩʝʥʠʡ, ʯʪʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ 

ʥʝ ʙʫʜʝʪ ʥʘʨʫʰʝʥʘ. ʙʳʪʴ ʜʦʩʪʘʪʦʯʥʦ ʟʘʱʠʱʝʥʥʳʤ.  

ʅʦ ʙʳʣʠ ʠ ʜʨʫʛʠʝ ʬʘʢʪʦʨʳ, ʢʘʢ ʧʦʷʩʥʠʣ ʦʜʠʥ ʠʟ ʦʬʠʮʠʘʣʴʥʳʭ 

ʧʨʝʜʩʪʘʚʠʪʝʣʝʡ ɽʉ, ʫʯʘʩʪʚʦʚʘʚʰʠʡ ʚ ʧʝʨʝʛʦʚʦʨʘʭ. ɼʝʣʝʛʘʮʠʠ ɽʉ ʚʩʝ ʝʱʝ 

ʥʘʜʝʷʣʠʩʴ, ʯʪʦ ʥʝʜʘʚʥʦ ʩʦʟʜʘʥʥʘʷ ʂʦʤʠʩʩʠʷ ʬʦʥ ʜʝʨ ʃʷʡʝʥʘ ʚʥʝʩʝʪ ʥʦʚʦʝ 

ʧʨʝʜʣʦʞʝʥʠʝ, ʠ ʦʥʠ ʞʜʘʣʠ, ʧʦʢʘ ʉʫʜ ɽʉ ʚʳʥʝʩʝʪ ʨʝʰʝʥʠʝ ʧʦ ʜʝʣʫ ʦ ʩʦʭʨʘʥʝʥʠʠ 

ʜʘʥʥʳʭ. ɼʠʩʢʫʩʩʠʠ ʦ ʩʝʢʩʫʘʣʴʥʦʤ ʥʘʩʠʣʠʠ ʥʘʜ ʜʝʪʴʤʠ ʚ ʀʥʪʝʨʥʝʪʝ - ʜʦ ʪʦʛʦ, ʢʘʢ 

ʂʦʤʠʩʩʠʷ ʧʨʠʜʫʤʘʣʘ ʦʪʩʪʫʧʣʝʥʠʝ - ʪʘʢʞʝ ʫʩʣʦʞʥʠʣʠ ʩʠʪʫʘʮʠʶ.  

ʀ çʦʯʝʥʴ ʙʦʣʴʰʦʡ ʣʦʙʙʠʩʪʩʢʠʡ ʪʦʣʯʦʢè ʠʥʜʫʩʪʨʠʠ ʧʦʙʫʜʠʣ ʩʪʦʣʠʮʳ 

ʦʪʢʣʦʥʠʪʴ ʪʝʢʩʪ, ʜʦʙʘʚʠʣ ʯʠʥʦʚʥʠʢ. 

ʍʦʨʚʘʪʠʷ, ʧʨʠʥʷʚʰʘʷ ʧʨʝʜʩʝʜʘʪʝʣʴʩʪʚʦ ʚ ʷʥʚʘʨʝ 2020 ʛʦʜʘ, ʨʝʰʠʣʘ ʩʜʝʣʘʪʴ 

ʪʝʢʩʪ ʙʦʣʝʝ ʜʨʫʞʝʩʪʚʝʥʥʳʤ ʢ ʦʪʨʘʩʣʠ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʥʝʜʦʣʛʦʡ ʧʦʙʝʜʳ ʜʣʷ 

ʠʟʜʘʪʝʣʴʩʢʦʡ, ʪʝʭʥʠʯʝʩʢʦʡ ʠ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ ʦʪʨʘʩʣʝʡ ɿʘʛʨʝʙ ʚʳʜʚʠʥʫʣ 

ʥʦʚʳʝ ʧʨʝʜʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʠʣʠ ʙʳ ʢʦʤʧʘʥʠʷʤ ʦʙʨʘʙʘʪʳʚʘʪʴ ʤʝʪʘʜʘʥʥʳʝ ʠ 

ʩʦʙʠʨʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʩ ʵʣʝʢʪʨʦʥʥʳʭ ʫʩʪʨʦʡʩʪʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʙʝʟ ʠʭ ʩʦʛʣʘʩʠʷ, 

çʝʩʣʠ ʵʪʦ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʮʝʣʝʡ ʟʘʢʦʥʥʦʡ ʠʥʪʝʨʝʩ." ʕʪʦ ʧʦʣʦʞʝʥʠʝ ʥʝ ʧʦʥʨʘʚʠʣʦʩʴ 

ʉʦʚʝʪʫ. 

ɻʝʨʤʘʥʠʷ, ʢʦʪʦʨʘʷ ʧʨʠʥʷʣʘ ʧʨʝʜʩʝʜʘʪʝʣʴʩʪʚʦ ʚ ʉʦʚʝʪʝ ʚ ʠʶʣʝ 2020 ʛʦʜʘ, 

ʧʦʰʣʘ ʚ ʧʨʦʪʠʚʦʧʦʣʦʞʥʦʤ ʥʘʧʨʘʚʣʝʥʠʠ ʠ ʧʨʝʜʩʪʘʚʠʣʘ ʪʝʢʩʪ, ʙʦʣʝʝ ʜʨʫʞʝʩʪʚʝʥʥʳʡ 

ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. ɹʝʨʣʠʥ ʫʜʘʣʠʣ ʧʫʥʢʪ ʦ ʟʘʢʦʥʥʳʭ ʠʥʪʝʨʝʩʘʭ ʍʦʨʚʘʪʠʠ, ʘ 

ʪʘʢʞʝ ʠʩʢʣʶʯʠʣ ʧʦʣʦʞʝʥʠʝ, ʢʦʪʦʨʦʝ ʧʦʟʚʦʣʷʣʦ ʢʦʤʧʘʥʠʷʤ ʦʙʨʘʙʘʪʳʚʘʪʴ 

ʤʝʪʘʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʙʝʟ ʠʭ ʩʦʛʣʘʩʠʷ, ʝʩʣʠ ʮʝʣʴ ʩʦʚʤʝʩʪʠʤʘ ʩ ʪʝʤ, ʥʘ ʯʪʦ 

ʧʦʣʴʟʦʚʘʪʝʣʠ ʠʟʥʘʯʘʣʴʥʦ ʩʦʛʣʘʰʘʣʠʩʴ. ʅʦ ʠ ʵʪʦ ʥʝ ʧʦʥʨʘʚʠʣʦʩʴ ʉʦʚʝʪʫ.  

çʊʘʢ ʦʢʘʟʘʣʦʩʴ, ʯʪʦ ʬʠʥʩʢʠʡ ʢʦʤʧʨʦʤʠʩʩ ʙʳʣ ʣʫʯʰʠʤè, - ʩʢʘʟʘʣ 

ʧʨʝʜʩʪʘʚʠʪʝʣʴ ɽʉ. 
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ʇʨʝʜʣʦʞʝʥʠʝ ʧʦʨʪʫʛʘʣʴʩʢʦʛʦ ʧʨʝʜʩʝʜʘʪʝʣʴʩʪʚʘ ʵʬʬʝʢʪʠʚʥʦ 

ʧʝʨʝʢʦʤʧʦʥʦʚʘʣʦ ʬʠʥʩʢʠʡ ʢʦʤʧʨʦʤʠʩʩ ʩ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤʠ ʧʦʧʨʘʚʢʘʤʠ, ʢʦʪʦʨʳʝ, 

ʧʦ ʠʭ ʤʥʝʥʠʶ, ʙʳʣʠ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʫʪʚʝʨʞʜʝʥʠʷ ʟʘʢʦʥʦʧʨʦʝʢʪʘ. 

ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʥʝʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ, ʟʘʥʠʤʘʶʱʠʝʩʷ 

ʮʠʬʨʦʚʳʤʠ ʧʨʘʚʘʤʠ, ʠ ʚʝʜʫʱʠʡ ʧʝʨʝʛʦʚʦʨʱʠʢ ɽʚʨʦʧʝʡʩʢʦʛʦ ʧʘʨʣʘʤʝʥʪʘ ʩʯʠʪʘʶʪ, 

ʯʪʦ ʪʝʢʩʪ ʉʦʚʝʪʘ ʥʝʜʦʩʪʘʪʦʯʥʦ ʟʘʱʠʱʘʝʪ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ, ʥʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ 

ʠʭ ʥʘʟʳʚʘʶʪ ʧʨʦʤʝʞʫʪʦʯʥʳʤʠ. ʅʘʩʪʨʦʡʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʚ ʙʨʘʫʟʝʨʘʭ ʧʦ-

ʧʨʝʞʥʝʤʫ ʦʪʩʫʪʩʪʚʫʶʪ, ʢʦʤʧʘʥʠʠ ʧʦ-ʧʨʝʞʥʝʤʫ ʤʦʛʫʪ ʦʪʢʘʟʳʚʘʪʴ ʚ ʜʦʩʪʫʧʝ ʢ 

ʩʚʦʠʤ ʚʝʙ-ʩʘʡʪʘʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʢʦʪʦʨʳʝ ʥʝ ʧʨʠʥʠʤʘʶʪ ʬʘʡʣʳ cookie, ʘ 

ʧʦʣʦʞʝʥʠʝ ʦʙ ʦʙʨʘʙʦʪʢʝ ʤʝʪʘʜʘʥʥʳʭ, ʦʪʙʨʦʰʝʥʥʦʝ ʥʝʤʮʘʤʠ, ʚʝʨʥʫʣʦʩʴ ʚ ʪʝʢʩʪ. 

çʆʯʝʚʠʜʥʦ, ʯʪʦ ʧʦʟʠʮʠʷ ʧʘʨʣʘʤʝʥʪʘ ʧʦ-ʧʨʝʞʥʝʤʫ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʤʳ 

ʜʦʣʞʥʳ ʟʘʱʠʱʘʪʴ ʯʘʩʪʥʫʶ ʞʠʟʥʴ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʩʦʦʙʱʝʥʠʡ. ʉʫʜʷ ʧʦ 

ʪʦʤʫ, ʯʪʦ ʤʳ ʩʣʳʰʠʤ ʦʪ ʉʦʚʝʪʘ, ʷ ʥʝ ʫʚʝʨʝʥ, ʯʪʦ ʠʭ ʧʦʟʠʮʠʷ ʧʦʡʜʝʪ ʚ ʵʪʦʤ 

ʥʘʧʨʘʚʣʝʥʠʠè, - ʟʘʷʚʠʣʘ ʜʝʧʫʪʘʪ ɽʚʨʦʧʘʨʣʘʤʝʥʪʘ ɹʠʨʛʠʪ ʉʠʧʧʝʣʴ ʨʘʥʝʝ ʥʘ ʵʪʦʡ 

ʥʝʜʝʣʝ, ʧʝʨʝʜ ʚʳʩʪʫʧʣʝʥʠʝʤ ʚ ʩʨʝʜʫ. ʩʦʛʣʘʰʝʥʠʝ. 

ʌʝʜʝʨʘʣʴʥʳʡ ʨʝʛʫʣʷʪʦʨ ʟʘʱʠʪʳ ʜʘʥʥʳʭ ɻʝʨʤʘʥʠʠ ʟʘʷʚʠʣ, ʯʪʦ ʟʘʢʦʥʦʧʨʦʝʢʪ 

ʉʦʚʝʪʘ ʷʚʣʷʝʪʩʷ çʩʝʨʴʝʟʥʳʤ ʫʜʘʨʦʤ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭè. 

ʇʨʠʥʷʪʠʝ ʟʘʢʦʥʦʧʨʦʝʢʪʘ ʟʥʘʤʝʥʫʝʪ ʣʠʰʴ ʢʦʥʝʮ ʥʘʯʘʣʘ ʜʣʷ ʪʝʢʩʪʘ, ʢʦʪʦʨʳʡ 

ʪʝʧʝʨʴ ʩʪʘʥʝʪ ʧʨʝʜʤʝʪʦʤ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʧʝʨʝʛʦʚʦʨʦʚ, ʣʦʙʙʠʨʦʚʘʥʠʷ ʠ ʧʦʚʦʨʦʪʦʚ 

ʩʶʞʝʪʘ, ʧʦʩʢʦʣʴʢʫ ʝʚʨʦʧʝʡʩʢʠʝ ʟʘʢʦʥʦʜʘʪʝʣʠ ʠ ʥʘʮʠʦʥʘʣʴʥʳʝ ʩʪʦʣʠʮʳ ʛʦʪʦʚʷʪʩʷ ʢ 

ʟʘʢʣʶʯʠʪʝʣʴʥʳʤ ʧʝʨʝʛʦʚʦʨʘʤ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʨʦʜʣʠʪʴʩʷ ʜʦ ʩʣʝʜʫʶʱʝʛʦ ʛʦʜʘ. 

"ʗ ʥʝ ʤʦʛʫ ʩʢʘʟʘʪʴ ʚʘʤ, ʩʤʦʞʝʤ ʣʠ ʤʳ ʧʦʣʫʯʠʪʴ ʦʢʦʥʯʘʪʝʣʴʥʳʡ ʪʝʢʩʪ ʫʞʝ ʚ 

ʪʝʯʝʥʠʝ ʵʪʦʛʦ ʛʦʜʘ, ʧʦʪʦʤʫ ʯʪʦ ʥʘʤ ʥʫʞʥʦ ʙʦʣʝʝ ʧʦʜʨʦʙʥʦ ʠʟʫʯʠʪʴ ʜʝʪʘʣʠ, ʯʪʦʙʳ 

ʚʳʷʩʥʠʪʴ, ʛʜʝ ʧʨʠ ʚʩʝʭ ʨʘʟʣʠʯʥʳʭ ʧʦʟʠʮʠʷʭ ʤʳ, ʪʝʤ ʥʝ ʤʝʥʝʝ, ʤʦʞʝʤ ʥʘʡʪʠ ʦʙʱʝʝ 

ʧʦʥʠʤʘʥʠʝ - ʧʝʨʝʛʦʚʦʨʳ ʙʫʜʫʪ ʥʝʧʨʦʩʪʳʤʠ, "ʉʢʘʟʘʣ ʉʠʧʧʝʣʴ. 

çʅʦ ʚʩʝʛʜʘ ʝʩʪʴ ʰʘʥʩ ʥʘ ʢʦʤʧʨʦʤʠʩʩè. (LAURA KAYALI, VINCENT 

MANANCOURT. How Europeôs new privacy rules survived years of negotiations, 

lobbying and drama // POLITICO (https://www.politico.eu/article/europe-privacy-

rules-survived-years-of-negotiations-lobbying/). 10.02.2021). 
***  

 

çʂʠʙʝʨʘʪʘʢʠ ʫʯʘʱʘʶʪʩʷ, ʫʩʠʣʠʚʘʷ ʫʛʨʦʟʳ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ, 

ʢʦʪʦʨʳʝ ʦʥʠ ʧʨʝʜʩʪʘʚʣʷʶʪ ʢʘʢ ʜʣʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʫʯʨʝʞʜʝʥʠʡ, ʪʘʢ ʠ ʜʣʷ 
ʧʨʝʜʧʨʠʷʪʠʡ. ʇʨʘʚʠʪʝʣʴʩʪʚʘʤ ʢʘʢ ʚʥʫʪʨʠ ʩʪʨʘʥʳ, ʪʘʢ ʠ ʟʘ ʨʫʙʝʞʦʤ ʥʝʦʙʭʦʜʠʤʦ 

ʘʢʪʠʚʠʟʠʨʦʚʘʪʴ ʫʩʠʣʠʷ ʧʦ ʧʨʠʥʷʪʠʶ ʚ ʵʪʦʤ ʛʦʜʫ ʟʘʢʦʥʘ, ʢʦʪʦʨʳʡ ʫʢʨʝʧʣʷʝʪ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʫʶ ʟʘʱʠʪʫ, ʧʨʝʜʫʧʨʝʞʜʘʶʪ ʛʨʫʧʧʳ ʧʦ ʚʦʧʨʦʩʘʤ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

ɹʦʣʝʝ ʞʝʩʪʢʠʝ ʟʘʢʦʥʳ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʧʦʩʪʝʧʝʥʥʦ ʧʝʨʝʩʤʘʪʨʠʚʘʶʪʩʷ 

ʠ ʧʨʠʥʠʤʘʶʪʩʷ ʥʘ ʨʳʥʢʝ ʉʐɸ. ʅʦ ʚ ʦʩʥʦʚʥʦʤ ʵʪʦʪ ʧʨʦʮʝʩʩ ʧʨʦʠʩʭʦʜʠʪ ʥʘ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʤ ʫʨʦʚʥʝ. 

ʄʝʞʜʫ ʪʝʤ ʢʠʙʝʨʘʪʘʢʠ ʧʨʝʜʩʪʘʚʣʷʶʪ ʜʣʷ ʀʊ-ʵʢʩʧʝʨʪʦʚ ʠ ʟʘʢʦʥʦʜʘʪʝʣʝʡ 

ʚʦʡʥʫ ʥʘ ʜʚʘ ʬʨʦʥʪʘ. ʀʥʜʫʩʪʨʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʙʦʨʝʪʩʷ ʩ ʧʨʦʙʣʝʤʘʤʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʜʝʣʘʶʪ ʢʠʙʝʨʘʪʘʢʠ ʞʠʟʥʝʩʧʦʩʦʙʥʳʤʠ. ɻʦʩʫʜʘʨʩʪʚʝʥʥʳʝ 

ʯʠʥʦʚʥʠʢʠ ʠ ʨʫʢʦʚʦʜʠʪʝʣʠ ʧʨʝʜʧʨʠʷʪʠʡ ʙʦʨʶʪʩʷ ʩʦ ʩʣʦʞʥʳʤʠ ʶʨʠʜʠʯʝʩʢʠʤʠ 
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ʚʦʧʨʦʩʘʤʠ, ʩʚʷʟʘʥʥʳʤʠ ʩ ʫʩʪʘʨʝʚʰʠʤʠ ʠʣʠ ʦʪʩʫʪʩʪʚʫʶʱʠʤʠ ʩʨʝʜʩʪʚʘʤʠ ʟʘʱʠʪʳ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

ɹʦʣʝʝ ʢʨʫʧʥʳʝ ʠ ʫʩʧʝʰʥʳʝ ʚʪʦʨʞʝʥʠʷ ʚ ʧʨʘʚʠʪʝʣʴʩʪʚʦ, ʙʠʟʥʝʩ ʠ 

ʧʝʨʩʦʥʘʣʴʥʳʝ ʢʦʤʧʴʶʪʝʨʳ - ʦʙʳʯʥʦʝ ʜʝʣʦ. ʌʠʰʠʥʛʦʚʳʝ ʢʘʤʧʘʥʠʠ ʠ ʘʪʘʢʠ 

ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʨʝʛʫʣʷʨʥʦ ʥʘʭʦʜʷʪ ʥʦʚʳʭ ʞʝʨʪʚ. ʉʠʪʫʘʮʠʷ ʦʯʝʥʴ ʧʦʭʦʞʘ ʥʘ 

ʠʛʨʫ Whack-a-Mole. 

ɿʘʱʠʪʥʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʚʠʜʷʪ ʙʦʣʴʰʝ ʚʦʟʤʦʞʥʦʩʪʝʡ ʜʣʷ ʚʩʪʫʧʣʝʥʠʷ 

ʚ ʩʠʣʫ ʟʘʢʦʥʦʚ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʩʦʩʨʝʜʦʪʦʯʝʥʳ ʥʘ ʪʦʤ, ʯʪʦʙʳ 

ʧʦʜʪʦʣʢʥʫʪʴ ʬʝʜʝʨʘʣʴʥʳʭ ʟʘʢʦʥʦʜʘʪʝʣʝʡ ʢ ʧʨʠʥʷʪʠʶ ʙʦʣʝʝ ʩʪʨʦʛʠʭ ʟʘʢʦʥʦʚ ʦ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʧʦʪʨʝʙʠʪʝʣʝʡ ʚ ʙʣʠʞʘʡʰʠʝ ʛʦʜʳ. ʕʪʠ ʥʦʚʳʝ ʟʘʢʦʥʳ ʜʦʣʞʥʳ 

ʫʜʝʣʷʪʴ ʧʝʨʚʦʦʯʝʨʝʜʥʦʝ ʚʥʠʤʘʥʠʝ ʥʦʚʳʤ ʪʝʭʥʦʣʦʛʠʷʤ, ʪʘʢʠʤ ʢʘʢ ʠʩʢʫʩʩʪʚʝʥʥʳʡ 

ʠʥʪʝʣʣʝʢʪ (AI), ʤʘʰʠʥʥʦʝ ʦʙʫʯʝʥʠʝ (ML), ʦʙʣʘʯʥʳʝ ʚʳʯʠʩʣʝʥʠʷ ʠ ʙʣʦʢʯʝʡʥ. 

çʗ ʦʞʠʜʘʶ ʫʩʠʣʝʥʠʷ ʨʝʛʫʣʠʨʦʚʘʥʠʷ, ʦʩʦʙʝʥʥʦ ʢʦʛʜʘ ʨʝʯʴ ʠʜʝʪ ʦ ʟʘʢʦʥʘʭ 

ʰʪʘʪʦʚ, ʢʘʩʘʶʱʠʭʩʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭè, - ʛʦʚʦʨʠʪ ʉʢʦʪʪ 

ʇʠʥʢ, ʩʧʝʮʠʘʣʴʥʳʡ ʩʦʚʝʪʥʠʢ ʚ ʦʬʠʩʝ ʤʝʞʜʫʥʘʨʦʜʥʦʡ ʶʨʠʜʠʯʝʩʢʦʡ ʬʠʨʤʳ 

O'Melveny & Myers ʚ ʂʨʝʤʥʠʝʚʦʡ ʜʦʣʠʥʝ ʠ ʯʣʝʥ ʦʪʜʝʣʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʥʥʳʭ 

ʬʠʨʤʳ. ʠ Privacy Group. 

Pink ʨʝʛʫʣʷʨʥʦ ʢʦʥʩʫʣʴʪʠʨʫʝʪ ʉʄʀ ʠ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʢʦʤʧʘʥʠʠ ʦ ʪʦʤ, ʢʘʢ 

ʩʦʙʣʶʜʘʪʴ ʪʝʢʫʱʠʝ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʠ ʦʪʨʘʩʣʝʚʳʝ ʧʨʘʚʠʣʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

ʆʥ ʩʯʠʪʘʝʪ, ʯʪʦ 2021 ʛʦʜ ʤʦʞʝʪ ʦʟʥʘʤʝʥʦʚʘʪʴ ʥʦʚʫʶ ʵʨʫ ʚ ʟʘʢʦʥʘʭ ʦ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʟʘʱʠʪʫ ʰʠʨʦʢʦʛʦ ʩʧʝʢʪʨʘ ʮʝʥʥʦʡ 

ʮʠʬʨʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

çɼʘʥʥʳʝ ʦ ʩʦʩʪʦʷʥʠʠ ʟʜʦʨʦʚʴʷ COVID-19 ʚʳʟʳʚʘʶʪ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʫʶ 

ʦʟʘʙʦʯʝʥʥʦʩʪʴ ʧʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʤʳ ʧʝʨʝʭʦʜʠʤ ʢ ʩʣʝʜʫʶʱʝʡ ʬʘʟʝ ʧʘʥʜʝʤʠʠ. 

ʇʨʘʚʠʪʝʣʴʩʪʚʘ ʠ ʩʠʩʪʝʤʳ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʩʦʙʠʨʘʶʪ ʦʛʨʦʤʥʳʝ ʦʙʲʝʤʳ 

ʦʪʩʣʝʞʠʚʘʝʤʳʭ ʢʦʥʪʘʢʪʦʚ ʠ ʠʥʬʦʨʤʘʮʠʠ, ʩʚʷʟʘʥʥʦʡ ʩ ʚʘʢʮʠʥʘʤʠ. ɺʥʝʜʨʝʥʠʝ 

ʟʘʢʦʥʦʚ, ʧʦʣʠʪʠʢ ʠ ʧʨʦʮʝʜʫʨ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʮʝʣʦʩʪʥʦʩʪʠ ʵʪʠʭ ʜʘʥʥʳʭ ʜʘʥʥʳʝ 

ʙʫʜʫʪ ʠʤʝʪʴ ʢʣʶʯʝʚʦʝ ʟʥʘʯʝʥʠʝè, - ʩʢʘʟʘʣ ʇʠʥʢ TechNewsWorld. 

ʆʥ ʧʦʜʯʝʨʢʥʫʣ, ʯʪʦ ʢʠʙʝʨʘʪʘʢʠ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʟʥʘʯʠʪʝʣʴʥʳʡ ʨʠʩʢ, 

ʦʩʦʙʝʥʥʦ ʩ ʫʯʝʪʦʤ ʪʦʛʦ, ʯʪʦ ʫʜʘʣʝʥʥʘʷ ʨʘʙʦʪʘ ʠ ʨʘʩʪʫʱʘʷ ʠʟʦʱʨʝʥʥʦʩʪʴ ʬʠʰʠʥʛʘ ʠ 

ʘʪʘʢ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ ʩʦʟʜʘʶʪ ʙʦʣʴʰʝ ʫʷʟʚʠʤʦʩʪʝʡ, ʯʝʤ ʢʦʛʜʘ-ʣʠʙʦ ʧʨʝʞʜʝ. 

ʂʠʙʝʨʘʪʘʢʠ ʠ ʠʭ ʚʣʠʷʥʠʝ ʥʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʜʘʥʥʳʭ ʤʦʛʫʪ ʩʝʨʴʝʟʥʦ ʧʦʚʣʠʷʪʴ 

ʥʘ ʜʝʷʪʝʣʴʥʦʩʪʴ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʫʯʨʝʞʜʝʥʠʡ, ʢʦʤʧʘʥʠʡ, ʰʢʦʣ ʠ ʜʨʫʛʠʭ 

ʦʨʛʘʥʠʟʘʮʠʡ. 

ʂʨʳʩʳ ʚ ʘʪʘʢʫʶʱʝʤ ʤʠʢʩʝ 

ʉʘʤʳʤʠ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤʠ ʫʛʨʦʟʘʤʠ, ʩʢʨʳʚʘʶʱʠʤʠʩʷ ʚ 2021 ʛʦʜʫ, 

ʷʚʣʷʶʪʩʷ ʟʘʨʘʞʝʥʠʷ RAT. ɸʙʙʨʝʚʠʘʪʫʨʘ RAT ʦʟʥʘʯʘʝʪ çʪʨʦʷʥ ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ 

ʜʦʩʪʫʧʘè - ʨʘʟʥʦʚʠʜʥʦʩʪʴ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʢʦʪʦʨʦʝ ʧʦʟʚʦʣʷʝʪ ʭʘʢʝʨʘʤ ʫʜʘʣʝʥʥʦ 

ʫʧʨʘʚʣʷʪʴ ʫʩʪʨʦʡʩʪʚʘʤʠ. 

ʂʘʢ ʪʦʣʴʢʦ ʧʨʦʛʨʘʤʤʘ RAT ʧʦʜʢʣʶʯʝʥʘ ʢ ʢʦʤʧʴʶʪʝʨʫ, ʭʘʢʝʨ ʤʦʞʝʪ 

ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʣʦʢʘʣʴʥʳʝ ʬʘʡʣʳ, ʧʦʣʫʯʘʪʴ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʜʣʷ ʚʭʦʜʘ ʠ ʜʨʫʛʫʶ 

ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʦʝʜʠʥʝʥʠʝ ʜʣʷ ʟʘʛʨʫʟʢʠ ʚʠʨʫʩʦʚ, ʢʦʪʦʨʳʝ 

ʟʘʪʝʤ ʤʦʛʫʪ ʙʝʟ ʚʝʜʦʤʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʨʘʩʧʨʦʩʪʨʘʥʷʪʴʩʷ ʩʨʝʜʠ ʜʨʫʛʠʭ. 
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çɺʪʦʨʞʝʥʠʝ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʙʣʝʤʘʪʠʯʥʳʤ, ʦʩʦʙʝʥʥʦ ʩ 

ʫʯʝʪʦʤ ʪʦʛʦ, ʯʪʦ ʤʠʣʣʠʦʥʳ ʣʶʜʝʡ ʩʝʡʯʘʩ ʨʘʙʦʪʘʶʪ ʠʟ ʜʦʤʘè, - ʦʪʤʝʪʠʣ ʈʦʙʝʨʪ 

ʉʠʮʠʣʠʘʥʦ, ʠʥʩʪʨʫʢʪʦʨ ʧʦ ʢʠʙʝʨʩʦʮʠʘʣʴʥʦʡ ʟʘʱʠʪʝ ʣʠʯʥʦʩʪʠ ʚ ProtectNow. 

çʇʨʦʪʦʢʦʣ ʫʜʘʣʝʥʥʦʛʦ ʨʘʙʦʯʝʛʦ ʩʪʦʣʘ Microsoft ʠ ʤʥʦʛʦʯʠʩʣʝʥʥʳʝ ʩʪʦʨʦʥʥʠʝ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʩʝʨʚʠʩʳ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʟʥʘʯʠʪʝʣʴʥʦ ʫʚʝʣʠʯʠʚʘʶʪ 

ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʜʣʷ ʭʘʢʝʨʦʚ, ʞʝʣʘʶʱʠʭ ʧʨʦʥʠʢʥʫʪʴ ʚ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʠ 

ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ ʩʝʪʠè, - ʩʢʘʟʘʣ ʦʥ TechNewsWorld. 

ʆʥ ʦʪʤʝʪʠʣ, ʯʪʦ ʥʝʢʦʪʦʨʳʝ ʠʟ ʢʠʙʝʨʘʪʘʢ ʦʩʥʦʚʘʥʳ ʥʘ ʫʩʠʣʝʥʥʦʡ ʪʘʢʪʠʢʝ, 

ʜʦʩʪʫʧʥʦʡ ʧʦʩʣʝ ʧʘʥʜʝʤʠʠ, ʠ ʦʪʣʠʯʘʶʪʩʷ ʦʪ ʪʘʢʦʚʳʭ ʜʦ ʧʨʦʰʣʦʛʦ ʛʦʜʘ. ʅʠ 

ʢʦʨʧʦʨʘʪʠʚʥʘʷ ɸʤʝʨʠʢʘ, ʥʠ ʤʝʩʪʥʳʝ, ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʠ ʬʝʜʝʨʘʣʴʥʳʝ 

ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʥʠʢʦʛʜʘ ʥʝ ʦʞʠʜʘʣʠ ʵʪʦʛʦ. 

ʌʘʢʪʦʨ ʦʙʣʘʯʥʦʩʪʠ ʪʦʞʝ ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ 

ʊʝʤ ʥʝ ʤʝʥʝʝ, ʭʘʢʝʨʳ ʥʝ ʜʦʙʠʚʘʶʪʩʷ ʫʩʧʝʭʘ ʪʦʣʴʢʦ ʩ ʧʦʤʦʱʴʶ ʩʦʚʨʝʤʝʥʥʳʭ 

ʚʳʩʦʢʦʪʝʭʥʦʣʦʛʠʯʥʳʭ ʪʘʢʪʠʢ. ʇʦ ʩʣʦʚʘʤ ʅʘʘʤʳ ɹʝʥ ɼʦʚ, ʩʦʪʨʫʜʥʠʢʘ YL Ventures, 

ʘʤʝʨʠʢʘʥʦ-ʠʟʨʘʠʣʴʩʢʦʡ ʬʠʨʤʳ ʚʝʥʯʫʨʥʦʛʦ ʢʘʧʠʪʘʣʘ, ʩʝʛʦʜʥʷʰʥʠʝ ʫʛʨʦʟʳ 

ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʵʩʢʘʣʘʮʠʶ ʩʫʱʝʩʪʚʫʶʱʠʭ ʤʝʪʦʜʦʚ ʫʛʨʦʟ, ʢʦʪʦʨʳʝ 

ʩʫʱʝʩʪʚʫʶʪ ʫʞʝ ʤʥʦʛʦ ʣʝʪ ʠ ʢʦʪʦʨʳʝ ʙʳʣʠ ʫʩʢʦʨʝʥʳ ʟʘ ʩʯʝʪ ʝʱʝ ʙʦʣʝʝ ʰʠʨʦʢʦʛʦ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʦʙʣʘʯʥʳʭ ʚʳʯʠʩʣʝʥʠʡ ʠ ʛʠʙʢʦʡ ʨʘʟʨʘʙʦʪʢʠ. ʢʦʪʦʨʘʷ 

ʩʧʝʮʠʘʣʠʟʠʨʫʝʪʩʷ ʥʘ ʠʥʚʝʩʪʠʮʠʷʭ ʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʥʘ ʥʘʯʘʣʴʥʦʤ ʵʪʘʧʝ. 

ʄʠʛʨʘʮʠʷ ʚ ʦʙʣʘʢʦ - ʵʪʦ ʙʦʣʴʰʘʷ ʯʘʩʪʴ ʧʨʦʙʣʝʤ ʩ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴʶ 

ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʤʳ ʥʘʙʣʶʜʘʝʤ ʩʝʛʦʜʥʷ. ɼʘʥʥʳʝ ʦʩʪʘʶʪʩʷ ʛʣʘʚʥʦʡ ʮʝʣʴʶ ʜʣʷ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʢʨʘʞʘ ʜʘʥʥʳʭ ʷʚʣʷʝʪʩʷ ʩʘʤʦʡ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʦʡ ʫʛʨʦʟʦʡ ʚ ʵʪʦʤ ʛʦʜʫ, ʥʘʩʪʘʠʚʘʝʪ ʕʣʴʜʘʜ ʏʘʡ, ʩʦʫʯʨʝʜʠʪʝʣʴ ʠ 

ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ Satori Cyber, ʬʠʨʤʳ ʧʦ ʜʦʩʪʫʧʫ ʢ ʜʘʥʥʳʤ ʠ ʫʧʨʘʚʣʝʥʠʶ ʚ 

ʊʝʣʴ-ɸʚʠʚʝ, ʢʦʪʦʨʘʷ ʚʭʦʜʠʪ ʚ ʧʦʨʪʬʝʣʴ YL Ventures. 

çʇʦʩʨʝʜʩʪʚʦʤ ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ ʢʦʨʧʦʨʘʮʠʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʥʘʥʝʩʪʠ 

ʨʝʧʫʪʘʮʠʦʥʥʳʡ, ʧʨʘʚʦʚʦʡ ʠ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʡ ʫʱʝʨʙ, ʥʝʩʦʨʘʟʤʝʨʥʳʡ ʣʶʙʦʤʫ 

ʜʨʫʛʦʤʫ ʚʝʢʪʦʨʫ ʘʪʘʢʠè, - ʩʢʘʟʘʣ ʦʥ TechNewsWorld. 

ʂʦʥʝʯʥʦ, ʙʦʣʴʰʘʷ ʯʘʩʪʴ ʵʪʠʭ ʜʘʥʥʳʭ ʥʘʭʦʜʠʪʩʷ ʚ ʦʙʣʘʢʝ. ʊʝʥʜʝʥʮʠʷ 

ʧʝʨʝʤʝʱʝʥʠʷ ʜʘʥʥʳʭ ʚ ʦʙʣʘʢʦ ʟʘ ʧʦʩʣʝʜʥʠʝ ʛʦʜʳ ʫʩʠʣʠʣʘʩʴ ʠ ʩʝʡʯʘʩ ʜʦʩʪʠʛʣʘ 

ʨʝʢʦʨʜʥʦʛʦ ʫʨʦʚʥʷ ʙʣʘʛʦʜʘʨʷ ʫʩʧʝʭʫ ʪʘʢʠʭ ʧʣʘʪʬʦʨʤ, ʢʘʢ Snowflake, ʠ ʫʩʢʦʨʝʥʠʶ 

2020, ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʤʫ ʧʨʦʛʨʘʤʤʘʤ ʤʠʛʨʘʮʠʠ ʚ ʦʙʣʘʢʦ, ʦʪʤʝʪʠʣ ʏʘʡ. 

çʄʘʩʩʦʚʘʷ ʤʠʛʨʘʮʠʷ ʜʘʥʥʳʭ ʚ ʦʙʣʘʢʦ, ʜʝʤʦʢʨʘʪʠʟʘʮʠʷ ʜʘʥʥʳʭ ʚʥʫʪʨʠ 

ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʩʨʝʜʘ ʨʘʙʦʪʳ ʠʟ ʜʦʤʘ ʨʘʩʰʠʨʠʣʠ ʧʦʚʝʨʭʥʦʩʪʴ ʜʣʷ ʘʪʘʢ ʥʘ ʜʘʥʥʳʝ ʠ 

ʯʨʝʟʚʳʯʘʡʥʦ ʟʘʪʨʫʜʥʠʣʠ ʚʳʧʦʣʥʝʥʠʝ ʵʬʬʝʢʪʠʚʥʦʡ ʧʨʦʛʨʘʤʤʳ ʟʘʱʠʪʳ ʜʘʥʥʳʭè, - 

ʩʢʘʟʘʣ ʏʘʡ. 

WFH ʪʘʢʞʝ ʧʨʦʙʣʝʤʘʪʠʯʝʥ 

ʉʮʝʥʘʨʠʡ çʨʘʙʦʪʘ ʥʘ ʜʦʤʫè ʟʥʘʯʠʪʝʣʴʥʦ ʫʧʨʦʩʪʠʣ ʨʘʙʦʪʫ ʭʘʢʝʨʫ. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʣʝʜʷʪ ʟʘ ʩʚʦʠʤʠ ʮʝʣʷʤʠ, ʟʘʤʝʪʠʣ ɹʝʥ ɼʦʚ. ʉʝʡʯʘʩ, ʙʦʣʝʝ ʯʝʤ 

ʢʦʛʜʘ-ʣʠʙʦ, ʵʪʠ ʜʘʥʥʳʝ ʧʝʨʝʤʝʱʘʶʪʩʷ ʤʝʞʜʫ ʢʦʤʧʴʶʪʝʨʘʤʠ ʜʦʤʘʰʥʠʭ 

ʨʘʙʦʪʥʠʢʦʚ, ʨʘʙʦʯʠʤʠ ʤʝʩʪʘʤʠ ʚ ʦʬʠʩʝ ʠ ʙʘʥʢʘʤʠ ʦʙʣʘʯʥʳʭ ʭʨʘʥʠʣʠʱ. 

ʇʨʠʥʷʪʦ ʩʯʠʪʘʪʴ, ʯʪʦ ʚ ʦʬʠʩʝ ʨʘʙʦʪʥʠʢʠ ʙʦʣʝʝ ʧʨʦʜʫʢʪʠʚʥʳ; ʇʦ ʩʣʦʚʘʤ 

ʉʠʮʠʣʠʘʥʦ, ʢʦʛʜʘ ʨʘʟʨʘʟʠʣʩʷ COVID, ʀʊ-ʤʝʥʝʜʞʝʨʳ ʙʳʣʠ ʧʦ ʙʦʣʴʰʝʡ ʯʘʩʪʠ 

ʥʝʧʦʜʛʦʪʦʚʣʝʥʥʳʤʠ. 
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ʍʦʪʷ ʥʝʢʦʪʦʨʳʝ ʢʦʤʧʘʥʠʠ ʨʘʟʚʝʨʥʫʣʠ ʪʝʭʥʠʯʝʩʢʫʶ ʧʦʤʦʱʴ ʩʚʦʠʤ 

ʩʦʪʨʫʜʥʠʢʘʤ, ʠʩʧʦʣʴʟʫʶʱʠʤ ʩʚʦʠ ʩʦʙʩʪʚʝʥʥʳʝ ʢʦʤʧʴʶʪʝʨʳ ʠ ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ 

ʜʦʤʘ, ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʩʪʨʦʡʩʪʚ ʚʥʝ ʩʝʪʠ, ʵʪʦʛʦ ʙʳʣʦ ʥʝʜʦʩʪʘʪʦʯʥʦ. 

çʈʘʙʦʪʘʪʴ ʜʦʤʘ ʩ ʫʩʪʨʦʡʩʪʚʘʤʠ, ʧʦʜʢʣʶʯʝʥʥʳʤʠ ʢ ʢʦʨʧʦʨʘʪʠʚʥʳʤ ʩʝʪʷʤ ʩ 

ʥʝʧʨʘʚʠʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʝʡ, - ʵʪʦ ʩʘʤʳʡ ʙʦʣʴʰʦʡ ʩʪʨʘʭ ʀʊ-ʤʝʥʝʜʞʝʨʘè, - ʩʢʘʟʘʣ 

ʦʥ. 

ʉʣʠʰʢʦʤ ʤʘʣʝʥʴʢʠʡ, ʩʣʠʰʢʦʤ ʧʦʟʜʥʦ 

ɺ ʉʐɸ ʩʫʱʝʩʪʚʫʶʱʠʝ ʬʝʜʝʨʘʣʴʥʳʝ ʟʘʢʦʥʳ, ʪʘʢʠʝ ʢʘʢ ɿʘʢʦʥ ʦ ʨʘʩʰʠʨʝʥʠʠ 

ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ ʦʪ 2010 ʛʦʜʘ, ʥʠʢʦʛʜʘ ʥʝ ʧʨʝʜʫʩʤʘʪʨʠʚʘʣʠ, ʥʘʧʨʠʤʝʨ, ʪʘʢʦʛʦ 

ʫʨʦʚʥʷ ʨʘʙʦʪʳ ʜʦʤʘ. ʇʦ ʤʥʝʥʠʶ ʉʠʮʠʣʠʘʥʦ, ʬʝʜʝʨʘʣʴʥʦʝ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʚʨʷʜ ʣʠ ʚ 

ʙʣʠʞʘʡʰʝʝ ʚʨʝʤʷ ʚʥʝʩʝʪ ʢʘʢʠʝ-ʣʠʙʦ ʩʫʱʝʩʪʚʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʠʟ-ʟʘ ʤʥʦʞʝʩʪʚʘ 

ʜʨʫʛʠʭ ʦʧʘʩʥʳʭ ʜʣʷ ʞʠʟʥʠ ʧʨʦʙʣʝʤ. 

ʆʜʥʘ ʠʟ ʨʘʩʪʫʱʠʭ ʫʛʨʦʟ ʥʘʨʫʰʝʥʠʷʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ - 

ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ. ʅʦ ʵʪʦ ʩʣʝʜʩʪʚʠʝ, ʘ ʥʝ ʧʨʠʯʠʥʘ ʧʦʪʝʨʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. ʆʥ ʦʪʤʝʪʠʣ, ʯʪʦ ʚ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ 

ʩʪʘʥʦʚʷʪʩʷ ʨʝʟʫʣʴʪʘʪʦʤ ʨʘʙʦʪʳ ʪʨʦʷʥʘ ʠʣʠ ʪʝʭʥʦʣʦʛʠʠ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ. 

çʀʊ-ʤʝʥʝʜʞʝʨʳ ʜʦʣʞʥʳ ʧʨʦʷʚʣʷʪʴ ʙʦʣʴʰʫʶ ʘʢʪʠʚʥʦʩʪʴ, ʧʨʝʜʣʘʛʘʷ 

ʦʙʦʨʫʜʦʚʘʥʠʝ, ʢʦʥʬʠʛʫʨʘʮʠʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʦʙʫʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

- ʩʢʘʟʘʣ ʉʠʮʠʣʠʘʥʦ ʦ ʧʨʝʜʦʪʚʨʘʱʝʥʠʠ ʨʘʟʛʣʘʰʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ. 

ʅʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ ʫʛʨʦʞʘʶʪ ʵʬʬʝʢʪʠʚʥʦʩʪʠ 

ʇʦ ʩʣʦʚʘʤ ɹʝʥʘ ɼʦʚʘ ʠʟ YL Ventures, ʩʨʝʜʠ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ 

ʫʛʨʦʟ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʩ ʢʦʪʦʨʳʤʠ ʤʳ ʩʪʦʣʢʥʫʣʠʩʴ ʚ 2021 ʛʦʜʫ, ʩʪʘʣʘ 

ʟʘʚʠʩʠʤʦʩʪʴ ʦʪ ʩʪʦʨʦʥʥʠʭ ʀʊ-ʩʝʨʚʠʩʦʚ, ʢʦʪʦʨʳʝ ʚʩʝ ʯʘʱʝ ʚʳʪʝʩʥʷʶʪ ʠʣʠ 

ʟʘʤʝʥʷʶʪ ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʝ ʠʩʪʦʨʠʯʝʩʢʠ ʨʘʟʚʝʨʪʳʚʘʣʠʩʴ ʣʦʢʘʣʴʥʦ. 

çʂʘʢ ʠ ʚ ʩʣʫʯʘʝ ʩ SolarWinds, ʤʥʦʛʠʝ ʘʪʘʢʠ ʥʘ ʮʝʧʦʯʢʠ ʧʦʩʪʘʚʦʢ ʥʘʮʝʣʝʥʳ ʥʘ 

ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʀʊ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʟʘʜʦʣʛʦ ʜʦ ʧʦʷʚʣʝʥʠʷ ʦʙʣʘʢʘ. 

ʆʨʛʘʥʠʟʘʮʠʠ ʧʦ-ʧʨʝʞʥʝʤʫ ʟʘʚʠʩʷʪ ʦʪ ʵʪʦʡ ʪʘʢʪʠʢʠ, ʠ ʵʪʘ ʘʪʘʢʘ ʟʘʩʪʘʚʠʪ 

ʧʝʨʝʦʩʤʳʩʣʠʪʴ ʩʪʝʧʝʥʴ ʚʦʟʜʝʡʩʪʚʠʷ ʀʊ ʥʘ ʮʝʧʦʯʢʫ ʧʦʩʪʘʚʦʢ, "ʩʢʘʟʘʣʘ ʦʥʘ 

TechNewsWorld. 

ʊʦ ʞʝ ʩʘʤʦʝ ʦʪʥʦʩʠʪʩʷ ʠ ʢ ʧʨʦʛʨʘʤʤʥʳʤ ʧʨʠʣʦʞʝʥʠʷʤ, ʧʨʦʜʦʣʞʠʣʘ ʦʥʘ. ɺ 

ʧʦʩʣʝʜʥʠʝ ʛʦʜʳ ʥʘʙʣʶʜʘʝʪʩʷ ʩʪʨʝʤʠʪʝʣʴʥʳʡ ʨʦʩʪ ʢʦʣʠʯʝʩʪʚʘ ʩʪʦʨʦʥʥʝʛʦ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. ʕʪʘ ʨʝʘʣʴʥʦʩʪʴ ʟʘʩʪʘʚʣʷʝʪ ʦʨʛʘʥʠʟʘʮʠʠ ʪʝʨʷʪʴ 

ʚʠʜʠʤʦʩʪʴ ʨʠʩʢʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʚʦʟʜʝʡʩʪʚʠʝʤ ʫʢʘʟʘʥʥʳʭ ʩʪʦʨʦʥʥʠʭ ʢʦʤʧʦʥʝʥʪʦʚ. 

ɹʝʥ ɼʦʚ ʧʨʝʜʫʧʨʝʜʠʣ, ʯʪʦ ʵʪʘ ʩʠʪʫʘʮʠʷ, ʥʝʩʦʤʥʝʥʥʦ, ʫʭʫʜʰʠʪʩʷ, ʧʨʝʞʜʝ ʯʝʤ 

ʩʪʘʥʝʪ ʣʫʯʰʝ. ɺʩʝ ʙʦʣʴʰʝ ʠ ʙʦʣʴʰʝ ʫʚʝʣʠʯʠʚʘʝʪʩʷ ʢʦʣʠʯʝʩʪʚʦ ʥʘʨʫʰʝʥʠʡ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ, ʦʩʦʙʝʥʥʦ ʣʠʯʥʳʭ ʜʘʥʥʳʭ. 

çɼʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʦʪʩʫʪʩʪʚʫʶʪ ʟʥʘʯʠʤʳʝ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʧʦʜʭʦʜʳ ʢ 

ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʠ ʟʘʱʠʪʝ ʜʘʥʥʳʭ, ʥʝʠʟʙʝʞʥʦ ʧʨʦʠʟʦʡʜʝʪ ʤʥʦʞʝʩʪʚʦ ʫʪʝʯʝʢè, - 

ʩʢʘʟʘʣʘ ʦʥʘ. 

ʀʩʧʨʘʚʠʪʴ ʪʦ, ʯʪʦ ʩʣʦʤʘʥʦ 

ʄʥʦʛʠʝ ʩʫʱʝʩʪʚʫʶʱʠʝ ʨʝʰʝʥʠʷ ʦʨʠʝʥʪʠʨʦʚʘʥʳ ʥʘ ʫʧʨʘʚʣʝʥʠʝ ʜʘʥʥʳʤʠ ʠ 

ʩʦʙʣʶʜʝʥʠʝ ʥʦʨʤʘʪʠʚʥʳʭ ʪʨʝʙʦʚʘʥʠʡ. ʕʪʠ ʮʝʣʠ ʚʘʞʥʳ, ʥʦ ʥʝ ʥʘʮʝʣʝʥʳ ʥʘ ʢʦʨʝʥʴ 

ʧʨʦʙʣʝʤʳ. ʇʦ ʩʣʦʚʘʤ ɹʝʥ ɼʦʚ, ʦʥʠ ʭʦʨʦʰʠ ʪʦʣʴʢʦ ʚ ʪʦʡ ʤʝʨʝ, ʚ ʢʘʢʦʡ ʜʝʡʩʪʚʫʶʪ 

ʦʧʨʝʜʝʣʝʥʥʳʝ ʧʨʘʚʠʣʘ. 
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çʅʘʤ ʥʫʞʥʳ ʨʝʰʝʥʠʷ, ʢʦʪʦʨʳʝ ʩʧʦʩʦʙʥʳ ʦʪʩʣʝʞʠʚʘʪʴ ʠ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ 

ʜʘʥʥʳʝ ʥʘ ʧʨʦʪʷʞʝʥʠʠ ʚʩʝʛʦ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ ʦʥʠ ʙʳʣʠ 

ʟʥʘʯʠʤʦ ʠʥʪʝʛʨʠʨʦʚʘʥʳ ʩ ʩʫʱʝʩʪʚʫʶʱʠʤʠ ʙʠʟʥʝʩ-ʧʦʜʨʘʟʜʝʣʝʥʠʷʤʠ ʦʨʛʘʥʠʟʘʮʠʡ ʠ 

ʧʦʟʚʦʣʷʣʠ ʠʤ ʚʳʧʦʣʥʷʪʴ, ʘ ʥʝ ʩʜʝʨʞʠʚʘʪʴ ʅʀʆʂʈ, ʧʨʦʜʘʞʠ ʠ ʤʘʨʢʝʪʠʥʛ. 

ɹʝʟʦʧʘʩʥʦʩʪʴ ʜʦʣʞʥʘ ʙʳʪʴ ʧʝʨʝʢʨʝʩʪʥʦʡ - ʠʥʪʝʨʝʩ ʧʨʝʜʧʨʠʷʪʠʷ ʠ ʮʝʣʴ, ʢʦʪʦʨʘʷ 

ʧʦʜʜʝʨʞʠʚʘʝʪ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʳè, - ʚʦʟʨʘʟʠʣʘ ʦʥʘ. 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʟʘʢʦʥʦʜʘʪʝʣʴ ʚ ʦʩʥʦʚʥʦʤ ʩʦʩʨʝʜʦʪʦʯʝʥ ʥʘ ʥʘʰʠʭ ʧʨʘʚʘʭ 

ʣʠʯʥʦʩʪʠ ʥʘ ʥʝʧʨʠʢʦʩʥʦʚʝʥʥʦʩʪʴ ʯʘʩʪʥʦʡ ʞʠʟʥʠ. ʍʦʪʷ ʵʪʦ ʧʨʠʚʝʪʩʪʚʫʝʪʩʷ ʠ 

ʥʝʦʙʭʦʜʠʤʦ, ʧʨʠ ʵʪʦʤ ʥʝ ʫʯʠʪʳʚʘʝʪʩʷ ʨʝʘʣʠʟʘʮʠʷ ʧʨʦʛʨʘʤʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, 

ʠ ʢʘʞʜʘʷ ʢʦʤʧʘʥʠʷ ʠʤʝʝʪ ʩʚʦʡ ʩʦʙʩʪʚʝʥʥʳʡ ʩʧʦʩʦʙ ʩʦʙʣʶʜʝʥʠʷ ʪʨʝʙʦʚʘʥʠʡ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʧʨʝʜʣʘʛʘʝʤʳʭ Satori Cyber's Chai. 

çʉʦʩʨʝʜʦʪʦʯʝʥʠʝ ʟʘʢʦʥʦʚ ʥʘ ʨʝʟʫʣʴʪʘʪʘʭ, ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʜʘʥʥʳʝ ʧʦʪʝʨʷʥʳ, 

ʚʘʩ ʦʰʪʨʘʬʫʶʪ, ʥʝ ʨʝʰʘʝʪ ʤʥʦʛʠʝ ʠʟ ʦʩʥʦʚʥʳʭ ʧʨʦʙʣʝʤ, ʩʚʷʟʘʥʥʳʭ ʩ ʬʘʢʪʠʯʝʩʢʦʡ 

ʟʘʱʠʪʦʡ ʯʘʩʪʥʦʡ ʞʠʟʥʠ ʣʶʜʝʡè, - ʩʢʘʟʘʣ ʦʥ. 

ʏʘʡ ʥʝ ʫʚʝʨʝʥ, ʯʪʦ ʵʪʦ ʧʨʦʠʟʦʡʜʝʪ ʚ ʵʪʦʤ ʛʦʜʫ. ʅʦ ʦʥ ʥʘʜʝʝʪʩʷ, ʯʪʦ 

ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʙʫʜʫʪ ʣʫʯʰʝ ʩʧʨʘʚʣʷʪʴʩʷ ʩ ʦʧʨʝʜʝʣʝʥʠʝʤ ʠ ʩʪʘʥʜʘʨʪʠʟʘʮʠʝʡ 

ʧʨʦʛʨʘʤʤ ʟʘʱʠʪʳ ʜʘʥʥʳʭ ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ ʦʥʠ ʧʦʤʦʛʣʠ ʦʪʨʘʩʣʠ ʚ ʨʝʘʣʠʟʘʮʠʠ 

ʵʬʬʝʢʪʠʚʥʳʭ ʠ ʫʩʪʦʡʯʠʚʳʭ ʧʨʦʛʨʘʤʤ. 

ʅʦʚʘʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ, ʧʨʦʙʣʝʤʳ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ 

ʉ ʚʥʝʜʨʝʥʠʝʤ ʢʘʢ ʦʙʣʘʯʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʪʘʢ ʠ ʦʙʣʘʯʥʳʭ ʩʝʨʚʠʩʦʚ (SaaS) 

ʙʫʜʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʙʦʣʴʰʝ ʘʪʘʢ, ʘʜʘʧʪʠʨʦʚʘʥʥʳʭ ʠ ʥʘʩʪʨʦʝʥʥʳʭ ʜʣʷ ʦʙʭʦʜʘ 

ʩʫʱʝʩʪʚʫʶʱʠʭ ʦʛʨʘʞʜʝʥʠʡ ʦʙʣʘʢʘ. ʇʦ ʤʥʝʥʠʶ ɹʝʥ ɼʦʚ, ʭʘʢʝʨʳ ʙʫʜʫʪ ʠʩʢʘʪʴ 

ʩʧʦʩʦʙʳ ʦʙʦʡʪʠ ʤʝʭʘʥʠʟʤʳ ʦʙʣʘʯʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ʉʚʷʟʘʥʥʘʷ ʩ ʵʪʠʤ ʧʨʦʙʣʝʤʘ ʩʚʷʟʘʥʘ ʩ ʪʝʥʜʝʥʮʠʝʡ ʢʦʤʧʘʥʠʡ, 

ʨʘʟʨʘʙʘʪʳʚʘʶʱʠʭ ʩʚʦʠ ʩʦʙʩʪʚʝʥʥʳʝ ʚʥʫʪʨʝʥʥʠʝ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʝʚʨʘʱʘʷʩʴ ʚ 

ʩʦʙʩʪʚʝʥʥʫʶ ʢʦʤʧʘʥʠʶ ʧʦ ʨʘʟʨʘʙʦʪʢʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. ʆʥʘ 

ʧʨʝʜʫʧʨʝʜʠʣʘ, ʯʪʦ ʵʪʦ ʦʪʢʨʳʚʘʝʪ ʜʚʝʨʠ ʜʣʷ ʘʪʘʢ ʥʘ ʢʦʥʢʨʝʪʥʳʝ ʧʨʠʣʦʞʝʥʠʷ. 

çʍʘʢʝʨʳ ʚʩʝʛʜʘ ʙʫʜʫʪ ʚʳʙʠʨʘʪʴ ʩʘʤʳʡ ʧʨʦʩʪʦʡ ʧʫʪʴ, ʠ ʜʦ 2020 ʛʦʜʘ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʰʠʙʦʢ ʚ ʩʪʘʨʳʭ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤʘʭ ʜʣʷ ʫʩʪʘʥʦʚʢʠ 

ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʠʣʠ ʣʶʜʝʡ, ʟʘʥʠʤʘʶʱʠʭʩʷ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʝʡ, ʜʣʷ 

ʫʩʪʘʥʦʚʢʠ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʥʘ ʩʚʦʠ ʥʦʫʪʙʫʢʠ ʙʳʣʦ ʣʝʛʢʠʤ ʧʫʪʝʤè, - ʜʦʙʘʚʠʣ ʏʘʡ. 

çʉ ʧʝʨʝʤʝʱʝʥʠʝʤ ʜʘʥʥʳʭ ʠ ʩʝʨʚʝʨʦʚ ʚ ʦʙʣʘʢʦ, ʤʳ ʩʦ ʚʨʝʤʝʥʝʤ ʫʚʠʜʠʤ ʤʝʥʴʰʝ 

ʪʘʢʠʭ ʘʪʘʢ ʠ ʙʦʣʴʰʝ ʘʪʘʢ, ʩʦʩʨʝʜʦʪʦʯʝʥʥʳʭ ʥʘ ʦʙʣʘʯʥʳʭ ʩʨʝʜʘʭè. 

ʇʦ ʩʣʦʚʘʤ ʉʠʮʠʣʠʘʥʦ, ʢʣʶʯʝʚʳʤ ʵʣʝʤʝʥʪʦʤ, ʢʦʪʦʨʳʡ ʥʝʦʙʭʦʜʠʤʦ ʨʝʰʠʪʴ, 

ʷʚʣʷʝʪʩʷ ʦʪʩʫʪʩʪʚʠʝ ʚʥʠʤʘʥʠʷ ʢ ʨʦʣʠ, ʢʦʪʦʨʫʶ ʜʦʣʞʥʳ ʠʛʨʘʪʴ ʩʦʪʨʫʜʥʠʢʠ ʚ ʩʬʝʨʝ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. ʆʩʦʙʝʥʥʦ ʵʪʦ ʢʘʩʘʝʪʩʷ ʬʠʰʠʥʛʘ. ʉʦʪʨʫʜʥʠʢʘʤ ʥʝʦʙʭʦʜʠʤʦ ʣʫʯʰʝ 

ʧʦʥʠʤʘʪʴ, ʢʘʢ ʠʭ ʥʝʵʬʬʝʢʪʠʚʥʦʩʪʴ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʢʘʪʘʩʪʨʦʬʝ. 

çʊʨʝʥʠʥʛʠ ʧʦ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʦʪʥʦʩʷʪʩʷ ʢ 

ʩʠʤʫʣʷʮʠʠ ʬʠʰʠʥʛʘ, ʩʘʤʠ ʧʦ ʩʝʙʝ ʘʙʩʦʣʶʪʥʦ ʥʝʜʦʩʪʘʪʦʯʥʳ ʠ ʥʝ ʨʝʰʘʪ ʧʨʦʙʣʝʤʫ. 

ʆʙʩʫʞʜʝʥʠʝ ʥʝʦʙʭʦʜʠʤʦ ʩʤʝʩʪʠʪʴ ʩ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢ ʦʮʝʥʢʝ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʩʝʡʯʘʩ ʙʦʣʴʰʠʥʩʪʚʦ ʦʨʛʘʥʠʟʘʮʠʡ ʵʪʦʛʦ ʥʝ ʜʝʣʘʶʪè, - ʧʦʞʘʣʦʚʘʣʩʷ 

ʦʥ. 

ʇʦʩʣʝʜʥʠʝ ʤʳʩʣʠ 

ɻʣʘʚʥʳʡ ʧʨʦʙʝʣ, ʢʦʪʦʨʳʡ ʩʝʛʦʜʥʷ ʚʠʜʠʪ ʏʘʡ ʚ ʦʪʥʦʰʝʥʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ, ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʩʫʱʝʩʪʚʫʶʱʠʝ ʨʝʰʝʥʠʷ ʥʝ 
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ʧʦʜʭʦʜʷʪ ʜʣʷ ʤʦʜʝʣʠ, ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪ ʧʨʘʚʦʚʦʡ ʢʦʥʪʝʢʩʪ ʜʘʥʥʳʭ. ʄʦʜʝʣʠ ʜʣʷ 

ʩʫʱʝʩʪʚʫʶʱʠʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʟʘʱʠʪʳ ʜʘʥʥʳʭ ʚ ʦʩʥʦʚʥʦʤ ʯʝʨʥʳʝ ʠʣʠ ʙʝʣʳʝ. çʃʠʙʦ 

ʫ ʚʘʩ ʝʩʪʴ, ʣʠʙʦ ʥʝʪ ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤè, - ʧʦʷʩʥʠʣ ʦʥ. 

ʆʜʥʘʢʦ, ʧʦ ʝʛʦ ʤʥʝʥʠʶ, ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʠ ʧʨʘʚʦʚʦʡ ʢʦʥʪʝʢʩʪ ʜʘʥʥʳʭ 

ʥʘʤʥʦʛʦ ʩʣʦʞʥʝʝ. ʏʘʩʪʴ ʜʘʥʥʳʭ ʤʦʞʝʪ ʙʳʪʴ ʘʚʪʦʨʠʟʦʚʘʥʘ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʥʘ 

ʦʩʥʦʚʘʥʠʠ ʩʦʛʣʘʩʠʷ, ʜʘʥʥʦʛʦ ʧʨʠ ʩʙʦʨʝ ʜʘʥʥʳʭ, ʛʝʦʛʨʘʬʠʯʝʩʢʦʛʦ ʨʘʩʧʦʣʦʞʝʥʠʷ 

ʜʘʥʥʳʭ, ʨʘʟʤʝʨʘ ʠ ʭʘʨʘʢʪʝʨʘ ʥʘʙʦʨʘ ʜʘʥʥʳʭ, ʩʧʦʩʦʙʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʜʘʥʥʳʭ ʠ ʨʷʜʘ 

ʜʨʫʛʠʭ ʩʦʦʙʨʘʞʝʥʠʡ. 

çʇʦʢʘ ʶʨʠʜʠʯʝʩʢʠʡ ʢʦʥʪʝʢʩʪ ʠ ʢʦʥʪʝʢʩʪ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʥʝ ʙʫʜʫʪ 

ʠʥʪʝʛʨʠʨʦʚʘʥʳ ʚ ʩʫʱʝʩʪʚʫʶʱʠʝ ʤʦʜʝʣʠ ʟʘʱʠʪʳ ʜʘʥʥʳʭ, ʤʳ ʚʩʝ ʨʘʚʥʦ ʙʫʜʝʤ 

ʦʪʩʪʘʚʘʪʴè, - ʩʢʘʟʘʣ ʦʥ. 

ʕʪʦʪ ʧʨʦʮʝʩʩ ʧʦʪʨʝʙʫʝʪ ʨʘʩʰʠʨʝʥʠʷ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʠ ʧʘʨʪʥʝʨʩʪʚʘ ʤʝʞʜʫ 

ʦʪʨʘʩʣʴʶ, ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ ʠ ʘʢʘʜʝʤʠʯʝʩʢʠʤʠ ʢʨʫʛʘʤʠ ʜʣʷ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ, 

ʢʘʩʘʶʱʠʤʠʩʷ ʫʛʨʦʟ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ɼʣʷ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʠʤ ʪʘʢʞʝ 

ʧʦʪʨʝʙʫʶʪʩʷ ʟʥʘʥʠʷ ʦʙ ʫʛʨʦʟʝ, ʜʦʙʘʚʠʣ ɹʝʥ ɼʦʚè. (Jack M. Germain. Is 2021 the 

Year Cyberattacks Force Privacy Laws to Grow Some Teeth? // ECT News Network 

(https://www.technewsworld.com/story/87008.html). 04.02.2021). 
***  

 

çʐʪʘʪ ɺʠʨʜʞʠʥʠʷ ʤʦʞʝʪ ʩʪʘʪʴ ʩʣʝʜʫʶʱʠʤ ʰʪʘʪʦʤ, ʢʦʪʦʨʳʡ ʧʨʠʤʝʪ 

ʟʘʢʦʥ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. ɿʘʢʦʥʦʧʨʦʝʢʪ ˉ 1392 ʉʝʥʘʪʘ ʥʝʜʘʚʥʦ ʙʳʣ ʧʨʠʥʷʪ 

ʉʝʥʘʪʦʤ ʠ, ʚʝʨʦʷʪʥʦ, ʥʘʭʦʜʠʪʩʷ ʥʘ ʧʫʪʠ ʢ ʛʫʙʝʨʥʘʪʦʨʫ ʈʘʣʴʬʫ ʅʦʨʪʘʤʫ. 

ɿʘʢʦʥʦʧʨʦʝʢʪ ʜʦʙʘʚʣʷʝʪ ɿʘʢʦʥ ʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʧʦʪʨʝʙʠʪʝʣʝʡ ʚ ʂʦʜʝʢʩ ɺʠʨʜʞʠʥʠʠ 

ʠ ʚʢʣʶʯʘʝʪ ʦʧʨʝʜʝʣʝʥʠʷ ʙʠʦʤʝʪʨʠʯʝʩʢʠʭ ʜʘʥʥʳʭ, ʪʦʯʥʳʭ ʜʘʥʥʳʭ ʛʝʦʣʦʢʘʮʠʠ, 

ʧʨʦʬʠʣʠʨʦʚʘʥʠʷ, ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ ʠ ʮʝʣʝʚʦʡ ʨʝʢʣʘʤʳ. ɼʘʪʘ ʚʩʪʫʧʣʝʥʠʷ 

ʚ ʩʠʣʫ ʟʘʢʦʥʘ - 1 ʷʥʚʘʨʷ 2023 ʛʦʜʘ. 

ɿʘʢʦʥʦʧʨʦʝʢʪ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʢ ʣʠʮʘʤ, ʢʦʪʦʨʳʝ ʚʝʜʫʪ ʙʠʟʥʝʩ ʚ 

ʉʦʜʨʫʞʝʩʪʚʝ ʠʣʠ ʧʨʦʠʟʚʦʜʷʪ ʧʨʦʜʫʢʪʳ ʠʣʠ ʫʩʣʫʛʠ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʝ ʜʣʷ ʞʠʪʝʣʝʡ 

ʉʦʜʨʫʞʝʩʪʚʘ, ʠ ʢʦʪʦʨʳʝ (i) ʚ ʪʝʯʝʥʠʝ ʢʘʣʝʥʜʘʨʥʦʛʦ ʛʦʜʘ ʢʦʥʪʨʦʣʠʨʫʶʪ ʠʣʠ 

ʦʙʨʘʙʘʪʳʚʘʶʪ ʜʘʥʥʳʝ ʥʝ ʤʝʥʝʝ 100000 ʧʦʪʨʝʙʠʪʝʣʝʡ ʠʣʠ (ii) ʢʦʥʪʨʦʣʠʨʫʶʪ ʠʣʠ 

ʦʙʨʘʙʘʪʳʚʘʪʴ ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ ʥʝ ʤʝʥʝʝ 25 000 ʧʦʪʨʝʙʠʪʝʣʝʡ ʠ ʧʦʣʫʯʘʪʴ 

ʙʦʣʝʝ 50 ʧʨʦʮʝʥʪʦʚ ʚʘʣʦʚʦʛʦ ʜʦʭʦʜʘ ʦʪ ʧʨʦʜʘʞʠ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ. ɿʘʢʦʥ ʥʝ 

ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʢ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʠʣʠ ʤʝʩʪʥʳʤ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ 

ʫʯʨʝʞʜʝʥʠʷʤ, ʬʠʥʘʥʩʦʚʳʤ ʫʯʨʝʞʜʝʥʠʷʤ, ʧʦʜʧʘʜʘʶʱʠʤ ʧʦʜ ʜʝʡʩʪʚʠʝ ɿʘʢʦʥʘ 

ɻʨʵʤʤʘ-ʃʠʯʘ-ɹʣʘʡʣʠ, ʘ ʪʘʢʞʝ ʢ ʶʨʠʜʠʯʝʩʢʠʤ ʣʠʮʘʤ ʠʣʠ ʙʠʟʥʝʩ-ʧʘʨʪʥʝʨʘʤ, 

ʧʦʜʧʘʜʘʶʱʠʤ ʧʦʜ ʜʝʡʩʪʚʠʝ ɿʘʢʦʥʘ ʦ ʧʝʨʝʥʦʩʠʤʦʩʪʠ ʠ ʧʦʜʦʪʯʝʪʥʦʩʪʠ 

ʤʝʜʠʮʠʥʩʢʦʛʦ ʩʪʨʘʭʦʚʘʥʠʷ (HIPAA) ʠ ʤʝʜʠʮʠʥʩʢʠʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ 

ʜʣʷ ɿʘʢʦʥ ʦʙ ʵʢʦʥʦʤʠʯʝʩʢʦʤ ʠ ʢʣʠʥʠʯʝʩʢʦʤ ʟʜʦʨʦʚʴʝ (HITECH Act). 

ʇʨʘʚʘ ʧʦʪʨʝʙʠʪʝʣʝʡ ʚʢʣʶʯʘʶʪ ʩʣʝʜʫʶʱʝʝ: 

ʇʨʘʚʦ ʟʥʘʪʴ, ʦʙʨʘʙʘʪʳʚʘʝʪ ʣʠ ʢʦʥʪʨʦʣʣʝʨ ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ ʧʦʪʨʝʙʠʪʝʣʷ, 

ʠ ʧʨʘʚʦ ʥʘ ʜʦʩʪʫʧ ʢ ʪʘʢʠʤ ʧʝʨʩʦʥʘʣʴʥʳʤ ʜʘʥʥʳʤ; 

ʇʨʘʚʦ ʥʘ ʠʩʧʨʘʚʣʝʥʠʝ ʥʝʪʦʯʥʦʩʪʝʡ ʚ ʣʠʯʥʳʭ ʜʘʥʥʳʭ ʧʦʪʨʝʙʠʪʝʣʷ; 

ʇʨʘʚʦ ʥʘ ʫʜʘʣʝʥʠʝ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ, ʧʨʝʜʦʩʪʘʚʣʝʥʥʳʭ ʠʣʠ ʧʦʣʫʯʝʥʥʳʭ 

ʦ ʧʦʪʨʝʙʠʪʝʣʝ; 

ʇʨʘʚʦ ʥʘ ʧʝʨʝʥʦʩʠʤʦʩʪʴ ʜʘʥʥʳʭ; ʠ 
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ʇʨʘʚʦ ʦʪʢʘʟʘʪʴʩʷ ʦʪ ʦʙʨʘʙʦʪʢʠ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʚ ʮʝʣʷʭ (i) ʮʝʣʝʚʦʡ 

ʨʝʢʣʘʤʳ, (ii) ʧʨʦʜʘʞʠ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʠʣʠ (iii) ʧʨʦʬʠʣʠʨʦʚʘʥʠʷ ʚʦ 

ʠʩʧʦʣʥʝʥʠʝ ʨʝʰʝʥʠʡ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʶʨʠʜʠʯʝʩʢʠʝ ʠʣʠ ʘʥʘʣʦʛʠʯʥʳʝ ʟʥʘʯʠʤʳʝ 

ʧʦʩʣʝʜʩʪʚʠʷ ʜʣʷ ʧʦʪʨʝʙʠʪʝʣʷ. 

ɿʘʢʦʥʦʧʨʦʝʢʪ ʧʨʝʜʥʘʟʥʘʯʝʥ ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʢʦʥʪʨʦʣʣʝʨʦʚ ʜʘʥʥʳʭ ʠ 

ʦʙʨʘʙʦʪʯʠʢʦʚ ʜʘʥʥʳʭ ʠ ʦʨʛʘʥʠʟʫʝʪ ʧʨʘʚʘ ʠ ʦʙʷʟʘʥʥʦʩʪʠ ʢʘʞʜʦʛʦ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʵʪʠʤʠ ʨʦʣʷʤʠ. ɺ ʵʪʦʤ ʟʘʢʦʥʦʧʨʦʝʢʪʝ ʥʝʪ ʯʘʩʪʥʦʛʦ ʧʨʘʚʘ ʥʘ ʧʨʝʜʲʷʚʣʝʥʠʝ ʠʩʢʘ, 

ʧʦʩʢʦʣʴʢʫ ɻʝʥʝʨʘʣʴʥʦʤʫ ʧʨʦʢʫʨʦʨʫ ʧʦʨʫʯʝʥʦ ʦʙʝʩʧʝʯʠʚʘʪʴ ʩʦʙʣʶʜʝʥʠʝ ʧʨʘʚʠʣ. 

ɻʝʥʝʨʘʣʴʥʳʡ ʧʨʦʢʫʨʦʨ ʙʫʜʝʪ ʦʙʣʘʜʘʪʴ ʠʩʢʣʶʯʠʪʝʣʴʥʳʤʠ ʧʦʣʥʦʤʦʯʠʷʤʠ ʧʦ 

ʦʙʝʩʧʝʯʝʥʠʶ ʩʦʙʣʶʜʝʥʠʷ ʥʘʨʫʰʝʥʠʡ ʦʪ ʠʤʝʥʠ ʉʦʜʨʫʞʝʩʪʚʘ ʠʣʠ ʦʪ ʠʤʝʥʠ 

ʦʪʜʝʣʴʥʳʭ ʣʠʮ, ʧʨʦʞʠʚʘʶʱʠʭ ʚ ʉʦʜʨʫʞʝʩʪʚʝè. (Deborah George. Virginia Might Be 

the Next State to Enact a Privacy Law // Robinson & Cole LLP 

(https://www.dataprivacyandsecurityinsider.com/2021/02/virginia-might-be-the-next-

state-to-enact-a-privacy-

law/?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+DataPr

ivacyAndSecurityInsider+%28Data+Privacy+%2B+Security+Insider%29). 

18.02.2021). 
***  

 

çʉʦʦʙʱʘʝʪʩʷ, ʯʪʦ ʋʧʨʘʚʣʝʥʠʝ ʘʫʜʠʪʦʨʘ ʰʪʘʪʘ ɺʘʰʠʥʛʪʦʥ (SAO) 

ʨʘʩʩʣʝʜʫʝʪ ʠʥʮʠʜʝʥʪ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦ ʚʳʟʚʘʥʥʳʡ ʩʪʦʨʦʥʥʠʤ 

ʧʦʩʪʘʚʱʠʢʦʤ, ʢʦʪʦʨʳʡ, ʚʦʟʤʦʞʥʦ, ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʣ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ 

ʜʦ 1,6 ʤʠʣʣʠʦʥʘ ʞʠʪʝʣʝʡ ʰʪʘʪʘ ɺʘʰʠʥʛʪʦʥ, ʢʦʪʦʨʳʝ ʧʦʜʘʣʠ ʆʙʨʘʱʝʥʠʷ ʧʦ 

ʙʝʟʨʘʙʦʪʠʮʝ ʚ 2020 ʛʦʜʫ. 

SAO ʨʘʩʩʣʝʜʫʝʪ ʤʦʰʝʥʥʠʯʝʩʢʠʝ ʟʘʷʚʣʝʥʠʷ ʦ ʙʝʟʨʘʙʦʪʠʮʝ, ʧʦʜʘʥʥʳʝ ʚ 

ɺʘʰʠʥʛʪʦʥʝ ʚ 2020 ʛʦʜʫ, ʢʦʪʦʨʳʝ, ʢʘʢ ʩʦʦʙʱʘʝʪʩʷ, ʦʙʦʰʣʠʩʴ ʰʪʘʪʫ ʚ 600 

ʤʠʣʣʠʦʥʦʚ ʜʦʣʣʘʨʦʚ. ʇʨʠ ʟʘʚʝʨʰʝʥʠʠ ʘʫʜʠʪʘ ʰʪʘʪ ʠʩʧʦʣʴʟʦʚʘʣ ʩʪʦʨʦʥʥʝʛʦ 

ʧʦʩʪʘʚʱʠʢʘ Accellion ʜʣʷ ʧʝʨʝʜʘʯʠ ʢʦʤʧʴʶʪʝʨʥʳʭ ʬʘʡʣʦʚ ʜʣʷ ʨʘʩʩʣʝʜʦʚʘʥʠʷ. 

ʉʦʛʣʘʩʥʦ SAO, çʚ ʪʝʯʝʥʠʝ ʥʝʜʝʣʠ ʩ 25 ʷʥʚʘʨʷ 2021 ʛʦʜʘ Accellion 

ʧʦʜʪʚʝʨʜʠʣ, ʯʪʦ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʦʝ ʣʠʮʦ ʧʦʣʫʯʠʣʦ ʜʦʩʪʫʧ ʢ ʬʘʡʣʘʤ SAO, 

ʚʦʩʧʦʣʴʟʦʚʘʚʰʠʩʴ ʫʷʟʚʠʤʦʩʪʴʶ ʚ ʩʣʫʞʙʝ ʧʝʨʝʜʘʯʠ ʬʘʡʣʦʚ Accellionè. SAO 

ʦʧʫʙʣʠʢʦʚʘʣʦ ʥʘ ʩʚʦʝʤ ʚʝʙ-ʩʘʡʪʝ ʠʥʬʦʨʤʘʮʠʶ ʦ ʪʦʤ, ʯʪʦ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʦʝ ʣʠʮʦ 

çʩʤʦʛʣʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʷʟʚʠʤʦʩʪʴ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʚ ʩʣʫʞʙʝ ʧʝʨʝʜʘʯʠ 

ʬʘʡʣʦʚ Accellion ʠ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʬʘʡʣʘʤ, ʢʦʪʦʨʳʝ ʧʝʨʝʜʘʚʘʣʠʩʴ ʩ ʧʦʤʦʱʴʶ 

ʩʣʫʞʙʳ Accellionè, ʯʪʦ ʧʨʦʠʟʦʰʣʦ ʚ ʜʝʢʘʙʨʝ 2020 ʛʦʜʘ. 

ɼʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʤʦʛʣʠ ʙʳʪʴ ʟʘʪʨʦʥʫʪʳ, ʚʢʣʶʯʘʶʪ 1,6 ʤʠʣʣʠʦʥʘ ʠʩʢʦʚ 

ʬʠʟʠʯʝʩʢʠʭ ʣʠʮ, ʧʦʜʘʥʥʳʭ ʚ ʧʝʨʠʦʜ ʩ 1 ʷʥʚʘʨʷ 2020 ʛʦʜʘ ʧʦ 10 ʜʝʢʘʙʨʷ 2020 ʛʦʜʘ, 

ʚʢʣʶʯʘʷ ʠʩʢʠ, ʧʦʜʘʥʥʳʝ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤʠ ʩʣʫʞʘʱʠʤʠ. ʉʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʘʷ 

ʠʥʬʦʨʤʘʮʠʷ ʚʢʣʶʯʘʝʪ ʠʤʝʥʘ ʣʶʜʝʡ, ʥʦʤʝʨʘ ʩʦʮʠʘʣʴʥʦʛʦ ʩʪʨʘʭʦʚʘʥʠʷ ʠ / ʠʣʠ 

ʚʦʜʠʪʝʣʴʩʢʠʝ ʧʨʘʚʘ ʠʣʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʝ ʥʦʤʝʨʘ, ʙʘʥʢʦʚʩʢʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʠ ʤʝʩʪʦ ʨʘʙʦʪʳ. ʂʨʦʤʝ ʪʦʛʦ, ʙʳʣʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʘ ʣʠʯʥʘʷ 

ʠʥʬʦʨʤʘʮʠʷ ʥʝʢʦʪʦʨʳʭ ʣʠʮ, ʠʥʬʦʨʤʘʮʠʷ ʦ ʢʦʪʦʨʳʭ ʥʘʭʦʜʠʣʘʩʴ ʚ ʨʘʩʧʦʨʷʞʝʥʠʠ 

ɼʝʧʘʨʪʘʤʝʥʪʘ ʧʦ ʜʝʣʘʤ ʜʝʪʝʡ, ʤʦʣʦʜʝʞʠ ʠ ʩʝʤʴʠ. 

ʂʘʢʠʝ ʫʞʘʩʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ ʜʣʷ ʪʝʭ, ʢʪʦ ʟʘʢʦʥʥʦ ʧʦʪʝʨʷʣ ʨʘʙʦʪʫ ʠ ʧʦʜʘʣ 

ʟʘʷʚʣʝʥʠʝ ʥʘ ʧʦʩʦʙʠʝ ʧʦ ʙʝʟʨʘʙʦʪʠʮʝ. ɼʣʷ ʪʝʭ, ʯʴʷ ʣʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʙʳʣʘ 
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ʠʩʧʦʣʴʟʦʚʘʥʘ ʜʣʷ ʧʦʜʘʯʠ ʤʦʰʝʥʥʠʯʝʩʢʦʛʦ ʟʘʷʚʣʝʥʠʷ ʦ ʧʦʩʦʙʠʠ ʥʘ ʧʦʩʦʙʠʝ ʧʦ 

ʙʝʟʨʘʙʦʪʠʮʝ, ʵʪʘ ʥʦʚʦʩʪʴ ʙʨʦʩʘʝʪ ʩʝʨʴʝʟʥʳʡ ʫʜʘʨ ʚ ʨʘʥʫ ʪʦʛʦ, ʯʪʦ ʦʥʠ ʩʪʘʣʠ 

ʞʝʨʪʚʦʡ ʢʨʘʞʠ ʣʠʯʥʳʭ ʜʘʥʥʳʭè. (Linn Foster Freedman. Ransomware Incident 

Compromises Unemployment Claim Information of 1.6M in WA // Robinson & Cole 

LLP (https://www.dataprivacyandsecurityinsider.com/2021/02/ransomware-incident-

compromises-unemployment-claim-information-of-1-6m-in-

wa/?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+DataPri

vacyAndSecurityInsider+%28Data+Privacy+%2B+Security+Insider%29). 04.02.2021). 

***  

 

ç13 ʷʥʚʘʨʷ ʜʝʣʝʛʘʪ ʇʘʣʘʪʳ ʧʨʝʜʩʪʘʚʠʪʝʣʝʡ ʉʘʨʘ ʃʘʚ ʧʨʝʜʩʪʘʚʠʣʘ 

çɿʘʢʦʥ ʦ ʙʠʦʤʝʪʨʠʯʝʩʢʠʭ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘʭ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

ʙʠʦʤʝʪʨʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʠè (çɿʘʢʦʥè), ʚ ʟʥʘʯʠʪʝʣʴʥʦʡ ʩʪʝʧʝʥʠ ʩʦʟʜʘʥʥʳʡ 

ʧʦ ʦʙʨʘʟʮʫ ɿʘʢʦʥʘ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʙʠʦʤʝʪʨʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚ 

ʀʣʣʠʥʦʡʩʝ, 740 ILCS 14 et seq. (çBIPAè). ʇʨʠʥʷʪʳʡ ʚ 2008 ʛʦʜʫ BIPA ʰʪʘʪʘ 

ʀʣʣʠʥʦʡʩ ʪʦʣʴʢʦ ʥʝʜʘʚʥʦ ʚʳʟʚʘʣ ʣʘʚʠʥʫ ʢʦʣʣʝʢʪʠʚʥʳʭ ʠʩʢʦʚ ʚ ʰʪʘʪʝ ʀʣʣʠʥʦʡʩ, 

ʧʦʜʩʪʝʛʥʫʚ ʜʨʫʛʫʶ ʟʘʢʦʥʦʜʘʪʝʣʴʥʫʶ ʜʝʷʪʝʣʴʥʦʩʪʴ, ʚ ʪʦʤ ʯʠʩʣʝ ʚ ʅʴ-ʁʁʦʨʢʝ. ɺ 

ʩʣʫʯʘʝ ʧʨʠʥʷʪʠʷ ɸʢʪ ʄʵʨʠʣʝʥʜʘ ʚʩʪʫʧʠʪ ʚ ʩʠʣʫ 1 ʷʥʚʘʨʷ 2022 ʛʦʜʘ. 

ʊʘʢ ʞʝ, ʢʘʢ BIPA ʠ ʧʨʝʜʣʦʞʝʥʥʳʡ ʟʘʢʦʥ ʚ ʕʤʧʘʡʨ-ʉʪʝʡʪ, ɿʘʢʦʥ ʫʩʪʘʥʦʚʠʪ 

ʧʨʘʚʠʣʘ ʜʣʷ çʯʘʩʪʥʳʭ ʣʠʮè, ʦʙʣʘʜʘʶʱʠʭ çʙʠʦʤʝʪʨʠʯʝʩʢʠʤʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘʤʠè ʠ 

çʙʠʦʤʝʪʨʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʝʡè ʯʝʣʦʚʝʢʘ, ʪʘʢʠʤʠ ʢʘʢ: 

ʈʘʟʨʘʙʦʪʢʘ ʦʙʱʝʜʦʩʪʫʧʥʦʡ ʧʦʣʠʪʠʢʠ, ʫʩʪʘʥʘʚʣʠʚʘʶʱʝʡ ʧʨʘʚʠʣʘ ʭʨʘʥʝʥʠʷ ʠ 

ʫʥʠʯʪʦʞʝʥʠʷ, 

ʆʙʷʟʘʥʥʳʝ ʨʘʟʫʤʥʳʝ ʤʝʨʳ ʧʨʝʜʦʩʪʦʨʦʞʥʦʩʪʠ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ ʭʨʘʥʝʥʠʶ, 

ʧʝʨʝʜʘʯʝ ʠ ʨʘʩʢʨʳʪʠʶ ʪʘʢʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʪʘʢʠʤ ʞʝ ʦʙʨʘʟʦʤ, ʢʘʢ 

ʠ ʜʣʷ çʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠè, ʪʘʢʠʭ ʢʘʢ ʥʦʤʝʨʘ 

ʩʦʮʠʘʣʴʥʦʛʦ ʩʪʨʘʭʦʚʘʥʠʷ ʠ ʥʦʤʝʨʘ ʩʯʝʪʦʚ, 

ɿʘʧʨʝʱʝʥʠʝ ʯʘʩʪʥʳʤ ʦʨʛʘʥʠʟʘʮʠʷʤ ʠʟʚʣʝʢʘʪʴ ʚʳʛʦʜʫ ʠʟ ʠʥʬʦʨʤʘʮʠʠ, ʠ 

ʆʛʨʘʥʠʯʝʥʥʦʝ ʧʨʘʚʦ ʥʘ ʨʘʩʢʨʳʪʠʝ ʠʥʬʦʨʤʘʮʠʠ ʙʝʟ ʩʦʛʣʘʩʠʷ. 

ɺ ʦʪʣʠʯʠʝ ʦʪ BIPA, ʟʘʢʦʥʦʧʨʦʝʢʪ ʄʵʨʠʣʝʥʜʘ ʨʘʟʲʷʩʥʷʝʪ, ʯʪʦ ʧʦʣʠʪʠʢʘ ʥʝ 

ʦʙʷʟʘʪʝʣʴʥʦ ʜʦʣʞʥʘ ʙʳʪʴ ʦʙʱʝʜʦʩʪʫʧʥʦʡ, ʝʩʣʠ ʦʥʘ ʧʨʠʤʝʥʷʝʪʩʷ ʪʦʣʴʢʦ ʢ 

ʩʦʪʨʫʜʥʠʢʘʤ ʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʪʦʣʴʢʦ ʜʣʷ ʚʥʫʪʨʝʥʥʠʭ ʦʧʝʨʘʮʠʡ. 

ʅʘʠʙʦʣʝʝ ʚʘʞʥʦ ʪʦ, ʯʪʦ ɿʘʢʦʥ ʪʘʢʞʝ ʩʦʟʜʘʩʪ ʯʘʩʪʥʦʝ ʧʨʘʚʦ ʥʘ ʧʨʝʜʲʷʚʣʝʥʠʝ 

ʠʩʢʘ ʜʣʷ ʣʠʮ, çʧʦʩʪʨʘʜʘʚʰʠʭè ʦʪ ʥʘʨʫʰʝʥʠʡ ɿʘʢʦʥʘ, ʠʩʧʦʣʴʟʫʷ ʬʦʨʤʫʣʠʨʦʚʢʫ, 

ʘʥʘʣʦʛʠʯʥʫʶ BIPA, ʧʦʟʚʦʣʷʷ ʣʠʮʘʤ ʚʟʳʩʢʘʪʴ ʙʦʣʴʰʫʶ ʠʟ (i) ʫʩʪʘʥʦʚʣʝʥʥʳʭ 

ʟʘʢʦʥʦʤ ʫʙʳʪʢʦʚ ʚ ʨʘʟʤʝʨʝ ʥʝ ʤʝʥʝʝ 1000 ʜʦʣʣʘʨʦʚ ʉʐɸ ʟʘ ʢʘʞʜʫʶ ʥʝʙʨʝʞʥʦʩʪʴ 

ʥʘʨʫʰʝʥʠʝ ʠʣʠ 5000 ʜʦʣʣʘʨʦʚ ʟʘ ʢʘʞʜʦʝ ʫʤʳʰʣʝʥʥʦʝ ʠʣʠ ʥʝʦʩʪʦʨʦʞʥʦʝ 

ʥʘʨʫʰʝʥʠʝ, ʠ (ii) ʬʘʢʪʠʯʝʩʢʠʡ ʫʱʝʨʙ. 

ʄʳ ʟʥʘʝʤ, ʯʪʦ ɺʝʨʭʦʚʥʳʡ ʩʫʜ ʰʪʘʪʘ ʀʣʣʠʥʦʡʩ ʧʦʩʪʘʥʦʚʠʣ, ʯʪʦ, ʢʘʢ ʧʨʘʚʠʣʦ, 

ʣʠʮʘʤ, ʧʦʜʘʶʱʠʤ ʠʩʢ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ BIPA, ʥʝ ʥʫʞʥʦ ʟʘʷʚʣʷʪʴ ʦ ʬʘʢʪʠʯʝʩʢʠʭ 

ʪʨʘʚʤʘʭ ʠʣʠ ʥʝʙʣʘʛʦʧʨʠʷʪʥʳʭ ʧʦʩʣʝʜʩʪʚʠʷʭ, ʧʦʤʠʤʦ ʥʘʨʫʰʝʥʠʷ ʠʭ ʧʨʘʚ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ BIPA, ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʢʚʘʣʠʬʠʮʠʨʦʚʘʪʴʩʷ ʢʘʢ çʧʦʪʝʨʧʝʚʰʝʝè ʣʠʮʦ 

ʠ ʠʤʝʪʴ ʧʨʘʚʦ ʪʨʝʙʦʚʘʪʴ ʟʘʨʘʥʝʝ ʦʮʝʥʝʥʥʳʭ ʫʙʳʪʢʦʚ, ʛʦʥʦʨʘʨʦʚ ʠ ʨʘʩʭʦʜʦʚ 

ʘʜʚʦʢʘʪʦʚ, ʘ ʪʘʢʞʝ ʩʫʜʝʙʥʦʛʦ ʟʘʧʨʝʪʘ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ BIPA. ʉʤ. ɼʝʣʦ ʈʦʟʝʥʙʘʭ 

ʧʨʦʪʠʚ Six Flags Entertainment Corp. 
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ʂʘʢ ʠ ʚ ʩʣʫʯʘʝ ʩ ʧʨʝʜʣʦʞʝʥʥʳʤ BPA ʚ ʅʴʶ-ʁʦʨʢʝ, ʟʘʢʦʥ ʄʵʨʠʣʝʥʜʘ ʝʱʝ ʥʝ 

ʧʨʠʥʷʪ. ʆʜʥʘʢʦ ʚ ʩʣʫʯʘʝ ʝʛʦ ʧʨʠʥʷʪʠʷ ʯʘʩʪʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ, ʧʦʜʧʘʜʘʶʱʠʝ ʧʦʜ 

ʜʝʡʩʪʚʠʝ ɿʘʢʦʥʘ, ʜʦʣʞʥʳ ʥʝʟʘʤʝʜʣʠʪʝʣʴʥʦ ʧʨʠʥʷʪʴ ʤʝʨʳ ʜʣʷ ʝʛʦ ʩʦʙʣʶʜʝʥʠʷ. ʊʦ 

ʝʩʪʴ ʦʥʠ ʜʦʣʞʥʳ ʧʝʨʝʩʤʦʪʨʝʪʴ ʩʚʦʠ ʪʘʡʤ-ʤʝʥʝʜʞʤʝʥʪ, ʪʦʯʢʠ ʧʦʢʫʧʢʠ, ʬʠʟʠʯʝʩʢʫʶ 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʠʣʠ ʜʨʫʛʠʝ ʩʠʩʪʝʤʳ, ʢʦʪʦʨʳʝ ʧʦʣʫʯʘʶʪ, ʠʩʧʦʣʴʟʫʶʪ ʠʣʠ ʨʘʩʢʨʳʚʘʶʪ 

ʙʠʦʤʝʪʨʠʯʝʩʢʠʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʠʣʠ ʙʠʦʤʝʪʨʠʯʝʩʢʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ ɿʘʢʦʥʘ. ɹʠʦʤʝʪʨʠʯʝʩʢʠʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ɿʘʢʦʥʦʤ ʚʢʣʶʯʘʶʪ ʜʘʥʥʳʝ ʯʝʣʦʚʝʢʘ, ʧʦʣʫʯʝʥʥʳʝ ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠʭ ʠʟʤʝʨʝʥʠʡ ʙʠʦʣʦʛʠʯʝʩʢʠʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʵʪʦʛʦ ʯʝʣʦʚʝʢʘ, ʪʘʢʠʭ ʢʘʢ 

ʦʪʧʝʯʘʪʦʢ ʧʘʣʴʮʘ, ʦʪʧʝʯʘʪʦʢ ʛʦʣʦʩʘ., ʛʝʥʝʪʠʯʝʩʢʠʡ ʦʪʧʝʯʘʪʦʢ, ʠʟʦʙʨʘʞʝʥʠʝ 

ʩʝʪʯʘʪʢʠ ʠʣʠ ʨʘʜʫʞʥʦʡ ʦʙʦʣʦʯʢʠ ʠʣʠ ʣʶʙʳʝ ʜʨʫʛʠʝ ʫʥʠʢʘʣʴʥʳʝ ʙʠʦʣʦʛʠʯʝʩʢʠʝ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʦʜʥʦʟʥʘʯʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ 

ʣʠʯʥʦʩʪʠ. ɺ ʵʪʦʤ ʦʪʥʦʰʝʥʠʠ ɿʘʢʦʥ ʙʫʜʝʪ ʰʠʨʝ, ʯʝʤ BIPA - ʚ ʀʣʣʠʥʦʡʩʝ 

ʙʠʦʤʝʪʨʠʯʝʩʢʠʡ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʦʛʨʘʥʠʯʝʥ ʩʢʘʥʠʨʦʚʘʥʠʝʤ ʩʝʪʯʘʪʢʠ ʠʣʠ ʨʘʜʫʞʥʦʡ 

ʦʙʦʣʦʯʢʠ ʛʣʘʟʘ, ʦʪʧʝʯʘʪʢʦʤ ʧʘʣʴʮʘ, ʦʪʧʝʯʘʪʢʦʤ ʛʦʣʦʩʘ ʠʣʠ ʩʢʘʥʠʨʦʚʘʥʠʝʤ 

ʛʝʦʤʝʪʨʠʠ ʨʫʢʠ ʠʣʠ ʣʠʮʘ. ʆʜʥʘʢʦ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ɿʘʢʦʥʦʤ ʩʫʱʝʩʪʚʫʶʪ 

ʠʩʢʣʶʯʝʥʠʷ ʠʟ ʙʠʦʤʝʪʨʠʯʝʩʢʠʭ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ, ʪʘʢʠʭ ʢʘʢ ʦʙʨʘʟʮʳ ʧʠʩʴʤʝʥʥʳʭ 

ʧʨʠʥʘʜʣʝʞʥʦʩʪʝʡ, ʬʦʪʦʛʨʘʬʠʠ, ʜʝʤʦʛʨʘʬʠʯʝʩʢʠʝ ʜʘʥʥʳʝ, ʬʠʟʠʯʝʩʢʠʝ 

ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ (ʪʘʢʠʝ ʢʘʢ ʨʦʩʪ ʠ ʚʝʩ) ʠ ʟʘʱʠʱʝʥʥʘʷ ʤʝʜʠʮʠʥʩʢʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʥʘ 

ʢʦʪʦʨʫʶ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ HIPAA. 

ɺ ʩʣʫʯʘʝ, ʝʩʣʠ ʯʘʩʪʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ ʦʙʥʘʨʫʞʠʚʘʶʪ ʪʝʭʥʠʯʝʩʢʠʝ ʠʣʠ 

ʧʨʦʮʝʜʫʨʥʳʝ ʧʨʦʙʝʣʳ ʚ ʩʦʙʣʶʜʝʥʠʠ ʪʨʝʙʦʚʘʥʠʡ, ʪʘʢʠʝ ʢʘʢ ʦʪʩʫʪʩʪʚʠʝ ʧʦʣʠʪʠʢʠ 

ʭʨʘʥʝʥʠʷ ʠ ʫʥʠʯʪʦʞʝʥʠʷ ʪʘʢʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠʣʠ ʧʦʣʫʯʝʥʠʝ ʩʦʛʣʘʩʠʷ ʥʘ 

ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʙʠʦʤʝʪʨʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʠ ʪʨʝʪʴʝʡ ʩʪʦʨʦʥʝ, ʦʥʠ ʜʦʣʞʥʳ ʙʳʩʪʨʦ 

ʫʩʪʨʘʥʠʪʴ ʵʪʠ ʧʨʦʙʝʣʳ. 

ʅʝʷʩʥʦ, ʙʫʜʫʪ ʣʠ ʩʫʜʳ ʚ ʄʵʨʠʣʝʥʜʝ ʪʦʣʢʦʚʘʪʴ ʜʦʩʪʫʧʥʦʩʪʴ ʩʨʝʜʩʪʚ ʧʨʘʚʦʚʦʡ 

ʟʘʱʠʪʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ɿʘʢʦʥʦʤ, ʝʩʣʠ ʦʥ ʙʫʜʝʪ ʧʨʠʥʷʪ, ʪʘʢ ʞʝ, ʢʘʢ ɺʝʨʭʦʚʥʳʡ ʩʫʜ 

ʀʣʣʠʥʦʡʩʘ ʚ ʈʦʟʝʥʙʘʭʝ. ʆʜʥʘʢʦ, ʝʩʣʠ ʦʥʠ ʵʪʦ ʩʜʝʣʘʶʪ, ʦʙʷʟʘʥʥʦʩʪʠ, ʚʦʟʣʦʞʝʥʥʳʝ 

ʥʘ ʯʘʩʪʥʳʝ ʣʠʮʘ, ʧʦʜʧʘʜʘʶʱʠʝ ʧʦʜ ʜʝʡʩʪʚʠʝ ʟʘʢʦʥʘ, ʚ ʦʪʥʦʰʝʥʠʠ ʚʣʘʜʝʥʠʷ, 

ʭʨʘʥʝʥʠʷ, ʨʘʩʢʨʳʪʠʷ, ʟʘʱʠʪʳ ʠ ʫʥʠʯʪʦʞʝʥʠʷ ʙʠʦʤʝʪʨʠʯʝʩʢʠʭ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ 

ʯʝʣʦʚʝʢʘ ʠʣʠ ʙʠʦʤʝʪʨʠʯʝʩʢʦʡ ʠʥʬʦʨʤʘʮʠʠ ʙʫʜʫʪ ʦʧʨʝʜʝʣʷʪʴ ʫʩʪʘʥʦʚʣʝʥʥʳʝ 

ʟʘʢʦʥʦʤ ʧʨʘʚʘ ʣʠʮ, ʟʘʱʠʱʘʝʤʳʭ ʟʘʢʦʥʦʤ. ʉʦʦʪʚʝʪʩʪʚʝʥʥʦ, ʢʦʛʜʘ ʯʘʩʪʥʦʝ ʣʠʮʦ ʥʝ 

ʩʦʙʣʶʜʘʝʪ ʦʜʥʦ ʠʟ ʪʨʝʙʦʚʘʥʠʡ ɿʘʢʦʥʘ, ʵʪʦ ʥʘʨʫʰʝʥʠʝ ʤʦʞʝʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʩʦʙʦʡ 

ʚʪʦʨʞʝʥʠʝ, ʥʘʨʫʰʝʥʠʝ ʠʣʠ ʦʪʢʘʟ ʚ ʧʨʘʚʝ, ʧʨʝʜʫʩʤʦʪʨʝʥʥʦʤ ɿʘʢʦʥʦʤ, ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʯʝʛʦ ʣʠʮʦ ʙʫʜʝʪ çʦʙʠʞʝʥʦè ʠ ʧʦʣʫʯʠʪ ʧʨʘʚʦ ʪʨʝʙʦʚʘʪʴ ʚʦʟʤʝʱʝʥʠʷè. (Joseph J. 

Lazzarotti. Maryland Joins New York with a BIPA-like Biometric Privacy Bill // 

Jackson Lewis P.C.. 

(https://www.workplaceprivacyreport.com/2021/02/articles/biometric-

information/maryland-joins-new-york-with-a-bipa-like-biometric-privacy-

bill/?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+Workpl

acePrivacyDataManagementSecurityReport+%28Workplace+Privacy%2C+Data+Man

agement+%26+Security+Report%29#page=1). 21.02.2021). 

***  
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çɺ ʵʧʦʭʫ, ʢʦʛʜʘ ʜʘʥʥʳʝ ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʙʦʣʝʝ ʮʝʥʥʳʤʠ, ʟʘʱʠʪʘ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʣʠʯʥʳʭ ʜʘʥʥʳʭ ʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʩʪʘʣʠ 

ʧʨʠʦʨʠʪʝʪʥʳʤʠ ʜʣʷ ʤʥʦʛʠʭ ʢʦʨʧʦʨʘʮʠʡ. ʊʝʤʧʳ ʨʦʩʪʘ ʜʘʥʥʳʭ ʙʳʣʠ 

ʵʢʩʧʦʥʝʥʮʠʘʣʴʥʳʤʠ: ʧʦ ʪʝʢʫʱʠʤ ʦʮʝʥʢʘʤ, ʦʙʲʝʤ ʜʘʥʥʳʭ ʧʨʝʚʳʰʘʝʪ 40 

ʪʨʠʣʣʠʦʥʦʚ ʛʠʛʘʙʘʡʪ (40 ʟʝʪʘʙʘʡʪ). ʋʯʠʪʳʚʘʷ ʨʘʩʪʫʱʠʡ ʨʠʩʢ ʢʠʙʝʨʫʛʨʦʟ, ʩʫʜʳ 

ʠʱʫʪ ʧʦʜʭʦʜʷʱʠʝ ʩʨʝʜʩʪʚʘ ʧʨʘʚʦʚʦʡ ʟʘʱʠʪʳ ʦʪ ʢʨʫʧʥʦʤʘʩʰʪʘʙʥʳʭ ʫʪʝʯʝʢ 

ʜʘʥʥʳʭ. 

ʀʩʪʮʳ ʚʩʝ ʯʘʱʝ ʧʳʪʘʣʠʩʴ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʦʣʣʝʢʪʠʚʥʳʝ ʠʩʢʠ ʚ ʢʘʯʝʩʪʚʝ 

ʩʨʝʜʩʪʚʘ ʨʘʟʨʝʰʝʥʠʷ ʠʩʢʦʚ ʦ ʥʘʨʫʰʝʥʠʷʭ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. ʆʜʥʘʢʦ ʚ ʨʷʜʝ ʠʟ 

ʵʪʠʭ ʜʝʣ ʩʫʜʳ ʦʪʢʘʟʘʣʠ ʚ ʧʦʜʪʚʝʨʞʜʝʥʠʠ ʧʦʪʝʥʮʠʘʣʴʥʦʛʦ ʛʨʫʧʧʦʚʦʛʦ ʠʩʢʘ (ʩʤ. 

ʅʘ h ɹʶʣʣʝʪʝʥʴ ɹʣʝʡʢʩʘ: ʇʨʝʜʣʘʛʘʝʤʳʡ ʛʨʫʧʧʦʚʦʡ ʠʩʢ ʚ ʦʪʥʦʰʝʥʠʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ çʨʫʰʠʪʩʷ ʚʦ ʚʩʝʡ ʩʚʦʝʡ ʧʦʣʥʦʪʝè ʧʦ ʚʦʧʨʦʩʫ ʦʙʱʥʦʩʪʠ). ɺ 

ʥʝʜʘʚʥʝʤ ʨʝʰʝʥʠʠ ʚʉʝʪʦʛʫʯʠ ʧʨʦʪʠʚ Uber CV, 2021 ABQB 18 (ʉʝʪʦʛʫʯʠ), 

ʧʦʤʦʱʥʠʢ ʧʨʝʜʩʝʜʘʪʝʣʷ ʩʫʜʘ ʢʦʨʦʣʝʚʩʢʦʡ ʩʢʘʤʴʠ ɸʣʴʙʝʨʪʳ, ʦʪʢʘʟʘʣ ʚ 

ʧʦʜʪʚʝʨʞʜʝʥʠʠ ʛʨʫʧʧʦʚʦʛʦ ʠʩʢʘ ʦ ʧʨʝʜʧʦʣʘʛʘʝʤʦʤ ʥʘʨʫʰʝʥʠʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. ʇʨʠ ʵʪʦʤ ʩʫʜ ʧʦʜʯʝʨʢʥʫʣ ʩʚʦʶ ʚʘʞʥʫʶ ʨʦʣʴ ʚ ʦʪʩʝʯʝʥʠʠ 

ʥʝʦʙʦʩʥʦʚʘʥʥʳʭ ʠʩʢʦʚ ʥʘ ʨʘʥʥʝʤ ʵʪʘʧʝ. ɺ ʯʘʩʪʥʦʩʪʠ, ʩʫʜ ʧʦʜʯʝʨʢʥʫʣ 

ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʥʘʣʠʯʠʷ ʟʥʘʯʠʤʳʭ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʫʱʝʨʙʘ ʠʣʠ ʫʱʝʨʙʘ, 

ʧʨʠʯʠʥʝʥʥʦʛʦ ʧʨʝʜʧʦʣʘʛʘʝʤʳʤ ʥʘʨʫʰʝʥʠʝʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

ʍʦʪʷ ʦʞʠʜʘʝʪʩʷ, ʯʪʦ ʧʨʝʜʧʦʣʘʛʘʝʤʳʝ ʛʨʫʧʧʦʚʳʝ ʠʩʢʠ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

ʦʩʪʘʥʫʪʩʷ ʦʙʳʯʥʳʤ ʷʚʣʝʥʠʝʤ ʚ ʂʘʥʘʜʝ ʚ ʦʙʦʟʨʠʤʦʤ ʙʫʜʫʱʝʤ ʜʣʷ ʫʩʪʨʘʥʝʥʠʷ 

ʟʘʷʚʣʝʥʥʳʭ ʥʘʨʫʰʝʥʠʡ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʨʝʰʝʥʠʝ ʚ ʉʝʪʦʛʫʯʠ ʧʦʜʯʝʨʢʠʚʘʝʪ 

ʨʘʩʪʫʱʫʶ ʛʦʪʦʚʥʦʩʪʴ ʩʫʜʦʚ ʚʥʠʤʘʪʝʣʴʥʦ ʠʟʫʯʘʪʴ ʠʩʢʠ ʠʩʪʮʦʚ, ʯʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ, 

ʷʚʣʷʶʪʩʷ ʣʠ ʢʦʣʣʝʢʪʠʚʥʳʝ ʠʩʢʠ ʧʦʜʭʦʜʷʱʠʤ ʬʦʨʫʤʦʤ ʜʣʷ ʨʝʰʝʥʠʷ 

ʢʨʫʧʥʦʤʘʩʰʪʘʙʥʳʭ ʥʘʨʫʰʝʥʠʡ ʜʘʥʥʳʭ. 

ʈɽʐɽʅʀɽ 

ʇʨʝʜʣʘʛʘʝʤʳʡ ʧʨʝʜʩʪʘʚʠʪʝʣʴ ʠʩʪʮʘ ʠ ʧʨʝʜʩʪʘʚʠʪʝʣʠ ʧʨʝʜʣʘʛʘʝʤʦʡ 

ʥʘʮʠʦʥʘʣʴʥʦʡ ʢʘʪʝʛʦʨʠʠ ʙʳʣʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʠʣʠ ʚʦʜʠʪʝʣʷʤʠ, ʢʦʪʦʨʳʝ 

ʠʩʧʦʣʴʟʦʚʘʣʠ ʧʣʘʪʬʦʨʤʫ Uber, ʠ ʧʦʵʪʦʤʫ ʯʘʩʪʴ ʠʭ ʜʘʥʥʳʭ ʭʨʘʥʠʣʘʩʴ ʚ ʨʘʟʣʠʯʥʳʭ 

ʢʦʤʧʘʥʠʷʭ Uber. 

ʈʝʘʣʴʥʳʡ ʚʦʧʨʦʩ ʚ ʵʪʦʤ ʜʝʣʝ ʟʘʢʣʶʯʘʣʩʷ ʚ ʪʦʤ, ʠʤʝʣʠʩʴ ʣʠ, ʜʘʞʝ ʝʩʣʠ 

ʧʨʝʜʧʦʣʦʞʠʪʴ ʥʘʣʠʯʠʝ ʠʥʳʤ ʦʙʨʘʟʦʤ ʜʦʢʘʟʫʝʤʦʡ ʧʨʠʯʠʥʳ ʠʩʢʘ (ʚ ʢʦʥʪʨʘʢʪʝ, 

ʭʘʣʘʪʥʦʩʪʴ, ʥʘʨʫʰʝʥʠʝ ʟʘʢʦʥʘ ʠ ʪ. ɼ.), ɹʳʣʠ ʣʠ çʥʝʢʦʪʦʨʳʝ ʜʦʢʘʟʘʪʝʣʴʩʪʚʘè ʠʣʠ 

çʥʝʢʦʪʦʨʳʝ ʬʘʢʪʠʯʝʩʢʠʝ ʦʩʥʦʚʘʥʠʷè ʜʣʷ ʣʶʙʦʛʦ ʨʝʘʣʴʥʦʛʦ ʥʘʥʝʩʝʥʥʦʛʦ ʫʱʝʨʙʘ, 

ʧʦʪʝʨʷ ʠʣʠ ʧʦʚʨʝʞʜʝʥʠʝ ʚ ʨʝʟʫʣʴʪʘʪʝ ʟʘʷʚʣʝʥʥʳʭ ʥʦʨʤ ʦʙʱʝʛʦ ʧʨʘʚʘ ʠʣʠ 

ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʟʘʢʦʥʦʤ ʥʘʨʫʰʝʥʠʡ. ɺ ʪʦ ʚʨʝʤʷ ʢʘʢ Uber ʧʨʠʟʥʘʣ, ʯʪʦ ʥʘʨʫʰʝʥʠʝ 

ʟʘʷʚʣʝʥʥʳʭ ʩʪʘʥʜʘʨʪʦʚ ʦʙʩʣʫʞʠʚʘʥʠʷ ʤʦʞʝʪ ʧʦʚʣʝʯʴ ʟʘ ʩʦʙʦʡ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ, 

Uber ʫʪʚʝʨʞʜʘʣ, ʯʪʦ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʪʘʢʠʝ ʧʨʝʪʝʥʟʠʠ ʙʳʣʠ ʫʩʧʝʰʥʳʤʠ, ʜʦʣʞʥʦ 

ʙʳʪʴ ʜʦʢʘʟʘʪʝʣʴʩʪʚʦ ʫʱʝʨʙʘ ʠʣʠ ʫʙʳʪʢʦʚ. 

ʆʮʝʥʠʚʘʷ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʙʳʣʘ ʚʟʣʦʤʘʥʘ, ʧʦʤʦʱʥʠʢ ʛʣʘʚʥʦʛʦ ʩʫʜʴʠ 

ʈʫʢ ʦʪʤʝʪʠʣ, ʯʪʦ, ʭʦʪʷ ʠʥʬʦʨʤʘʮʠʷ, ʢ ʢʦʪʦʨʦʡ ʙʳʣ ʧʦʣʫʯʝʥ ʜʦʩʪʫʧ, ʙʳʣʘ ʯʘʩʪʥʦʡ, 

ʦʥʘ ʥʝ ʦʙʷʟʘʪʝʣʴʥʦ ʙʳʣʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ, ʧʦʩʢʦʣʴʢʫ ʦʥʘ ʚʢʣʶʯʘʣʘ 

ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʙʳʣʘ ʙʳ ʜʦʩʪʫʧʥʘ ʚ çʪʠʧʠʯʥʦʤ ʪʝʣʝʬʦʥʥʦʤ ʩʧʨʘʚʦʯʥʠʢʝè 

ʧʨʦʰʣʦʛʦ. 
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ʆʜʥʘʢʦ, ʯʪʦ ʝʱʝ ʙʦʣʝʝ ʚʘʞʥʦ, ʩʫʜ ʫʩʪʘʥʦʚʠʣ, ʯʪʦ ʥʝ ʪʦʣʴʢʦ ʦʪʩʫʪʩʪʚʦʚʘʣʠ 

ʢʘʢʠʝ-ʣʠʙʦ ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ ʫʱʝʨʙʘ ʠʣʠ ʫʙʳʪʢʦʚ, ʥʦ ʠ ʚʝʨʥʦ ʦʙʨʘʪʥʦʝ, ʘ ʠʤʝʥʥʦ, ʯʪʦ 

ʧʨʦʪʦʢʦʣ ʧʦʢʘʟʘʣ, ʯʪʦ ʥʝ ʙʳʣʦ ʥʠʢʘʢʦʛʦ ʫʱʝʨʙʘ ʠʣʠ ʫʙʳʪʢʦʚ ʜʣʷ ʧʨʝʜʧʦʣʘʛʘʝʤʦʛʦ 

ʢʣʘʩʩʘ. ʕʪʦ ʦʪʢʨʳʪʠʝ ʚ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʦʢʘʟʘʣʦʩʴ ʬʘʪʘʣʴʥʳʤ ʧʨʠ ʧʦʧʳʪʢʝ 

ʩʝʨʪʠʬʠʢʘʮʠʠ ʧʨʝʜʣʦʞʝʥʥʦʛʦ ʛʨʫʧʧʦʚʦʛʦ ʠʩʢʘ. ʂʘʢ ʦʪʤʝʪʠʣ ʩʫʜ, çʜʦʣʞʥʳ ʙʳʪʴ 

ʢʘʢʠʝ-ʪʦ ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ ʠʣʠ ʬʘʢʪʠʯʝʩʢʠʝ ʦʩʥʦʚʘʥʠʷ ʜʣʷ ʫʪʨʘʪʳ ʠʣʠ 

ʧʦʚʨʝʞʜʝʥʠʷé ʇʨʝʜʩʪʘʚʠʪʝʣʴ ʠʩʪʮʘ ʜʦʣʞʝʥ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʪʴ ʭʦʪʷ ʙʳ 

ʥʝʢʦʪʦʨʫʶ ʟʥʘʯʠʤʫʶ ʩʫʱʥʦʩʪʴ ʜʝʣʘ, ʧʨʝʞʜʝ ʯʝʤ ʜʦʣʞʥʦ ʙʳʪʴ ʧʨʝʜʦʩʪʘʚʣʝʥʦ 

ʩʚʠʜʝʪʝʣʴʩʪʚʦè. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ, ʢʘʢ ʟʘʤʝʪʠʣ ʩʫʜ, ʧʣʘʥʢʘ ʙʳʣʘ ʙʳ ʫʩʪʘʥʦʚʣʝʥʘ 

ʥʘʩʪʦʣʴʢʦ ʥʠʟʢʦʡ, ʯʪʦ ʧʨʘʢʪʠʯʝʩʢʠ ʣʶʙʘʷ ʢʦʨʧʦʨʘʮʠʷ, ʧʦʩʪʨʘʜʘʚʰʘʷ ʦʪ ʫʪʝʯʢʠ 

ʜʘʥʥʳʭ, ʤʦʛʣʘ ʙʳ ʩʪʘʪʴ ʦʙʲʝʢʪʦʤ ʢʦʣʣʝʢʪʠʚʥʦʛʦ ʠʩʢʘ ʙʝʟ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʜʣʷ 

ʠʩʪʮʦʚ ʜʦʢʘʟʳʚʘʪʴ ʫʱʝʨʙ. 

ʉʫʜ ʧʨʦʚʝʣ ʦʙʰʠʨʥʳʡ ʦʙʟʦʨ ʫʩʪʘʥʦʚʣʝʥʥʦʡ ʩʫʜʝʙʥʦʡ ʧʨʘʢʪʠʢʠ, ʩʚʷʟʘʥʥʦʡ ʩ 

ʫʪʝʯʢʦʡ ʜʘʥʥʳʭ, ʠ ʦʧʠʨʘʣʩʷ ʥʘ ʨʷʜ ʯʝʪʢʦ ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʧʨʠʥʮʠʧʦʚ ʚ ʦʪʢʘʟʝ ʚ 

ʩʝʨʪʠʬʠʢʘʮʠʠ. ʂʨʦʤʝ ʪʦʛʦ, ʩʫʜ ʫʯʝʣ ʠ ʚʢʣʶʯʠʣ ʧʨʠʥʮʠʧ ʩʦʨʘʟʤʝʨʥʦʩʪʠ, 

ʩʬʦʨʤʫʣʠʨʦʚʘʥʥʳʡ ɺʝʨʭʦʚʥʳʤ ʩʫʜʦʤ ʂʘʥʘʜʳ ʚ ʜʝʣʝ Hryniak v Mauldin, 2014 SCC 

7 (Hryniak), ʯʪʦʙʳ ʧʨʠʟʥʘʪʴ, ʯʪʦ ʢʦʣʣʝʢʪʠʚʥʳʡ ʠʩʢ ʥʝ ʷʚʣʷʝʪʩʷ ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʦʡ 

ʧʨʦʮʝʜʫʨʦʡ. ɻʨʠʥʷʢ ʠ ʝʛʦ ʧʦʪʦʤʢʠ ʧʦʜʯʝʨʢʠʚʘʶʪ ʚʘʞʥʦʩʪʴ ʬʫʥʢʮʠʠ ʩʫʜʘ ʧʨʠ 

ʨʘʩʩʤʦʪʨʝʥʠʠ ʥʝʦʙʦʩʥʦʚʘʥʥʳʭ ʠʩʢʦʚ ʥʘ ʨʘʥʥʝʡ ʩʪʘʜʠʠ. ʉʩʳʣʘʷʩʴ ʥʘ ɻʨʠʥʷʢʘ, ʩʫʜ 

ʟʘʷʚʠʣ, ʯʪʦ çʧʨʠʰʣʦ ʚʨʝʤʷ ʩʫʜʫ ʩʝʨʴʝʟʥʦ ʦʪʥʝʩʪʠʩʴ ʢ ʩʚʦʝʡ ʬʫʥʢʮʠʠ ʦʭʨʘʥʳ ʚʦʨʦʪ 

ʠ ʧʨʝʢʨʘʪʠʪʴ ʵʪʦʪ ʩʫʜʝʙʥʳʡ ʧʨʦʮʝʩʩ ʢʘʢ ʛʨʫʧʧʦʚʦʝ ʨʘʟʙʠʨʘʪʝʣʴʩʪʚʦ ʩʝʡʯʘʩéè. 

ʆʉʅʆɺʅʓɽ ɺʓɺʆɼʓ 

ɺ ʨʝʰʝʥʠʠ ʧʦ ʜʝʣʫ ʉʝʪʦʛʫʯʠ ʧʦʜʯʝʨʢʠʚʘʝʪʩʷ ʨʦʣʴ ʩʫʜʦʚ ʧʨʠ ʦʮʝʥʢʝ 

ʧʨʝʜʧʦʣʘʛʘʝʤʳʭ ʛʨʫʧʧʦʚʳʭ ʠʩʢʦʚ ʠ ʜʘʝʪʩʷ ʙʦʣʝʝ ʪʱʘʪʝʣʴʥʳʡ ʘʥʘʣʠʟ ʪʘʢʠʭ ʠʩʢʦʚ 

ʥʘ ʨʘʥʥʝʡ ʩʪʘʜʠʠ. ɺ ʯʘʩʪʥʦʩʪʠ, ʚ ʨʝʰʝʥʠʠ ʫʯʪʝʥʳ ʥʘʩʪʨʦʝʥʠʷ ɻʨʠʥʷʢʘ, ʚ ʪʦʤ ʯʠʩʣʝ 

ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʥʘ ʨʘʥʥʝʤ ʵʪʘʧʝ ʦʪʩʝʷʪʴ ʥʝʦʙʦʩʥʦʚʘʥʥʳʝ ʧʨʝʪʝʥʟʠʠ ʠ ʧʨʝʪʝʥʟʠʠ de 

minimis. ʂʨʦʤʝ ʪʦʛʦ, ʨʝʰʝʥʠʝ ʪʨʝʙʫʝʪ, ʯʪʦʙʳ ʙʳʣʠ ʧʨʝʜʩʪʘʚʣʝʥʳ ʜʦʩʪʘʪʦʯʥʳʝ 

ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ, ʯʪʦʙʳ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʪʴ ʧʦʜʣʝʞʘʱʠʡ ʢʦʤʧʝʥʩʘʮʠʠ ʫʱʝʨʙ ʠʣʠ 

ʫʙʳʪʦʢ ʚ ʩʚʷʟʠ ʩ ʣʶʙʳʤ ʟʘʷʚʣʝʥʥʳʤ ʥʘʨʫʰʝʥʠʝʤ, ʯʪʦʙʳ ʧʦʜʜʝʨʞʘʪʴ 

ʩʝʨʪʠʬʠʢʘʮʠʶ ʛʨʫʧʧʦʚʦʛʦ ʠʩʢʘ. 

ʋʯʠʪʳʚʘʷ ʚʳʩʦʢʠʝ ʩʪʘʚʢʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʨʘʩʪʫʱʠʝ ʨʠʩʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ 

ʫʪʝʯʢʦʡ ʜʘʥʥʳʭ, ʧʦʜʭʦʜ ʩʫʜʦʚ ʢ ʛʨʫʧʧʦʚʳʤ ʠʩʢʘʤ ʩʪʘʥʦʚʠʪʩʷ ʚʩʝ ʙʦʣʝʝ ʚʘʞʥʳʤ 

ʚʦʧʨʦʩʦʤ. ʇʦʜʭʦʜ ʩʫʜʘ ʚ ʉʝʪʦʛʫʯʠʧʨʝʜʧʦʣʘʛʘʝʪ, ʯʪʦ ʠʩʪʮʳ ʤʦʛʫʪ ʩʪʦʣʢʥʫʪʴʩʷ ʩ 

ʧʦʚʳʰʝʥʥʳʤ ʚʥʠʤʘʥʠʝʤ ʧʨʠ ʧʦʧʳʪʢʘʭ ʫʜʦʩʪʦʚʝʨʠʪʴ ʩʚʦʠ ʪʨʝʙʦʚʘʥʠʷ ʢʘʢ 

ʛʨʫʧʧʦʚʳʝ ʠʩʢʠè. (Dalton W. McGrath, Q.C., FCIArb., Birch Miller, Michael 

O'Brien. Uber Denial of Class Action ï Alberta Court Denies Certification of Privacy 

Class Action // Blake, Cassels & Graydon LLP 

(https://www.blakes.com/insights/bulletins/2021/uber-denial-of-class-action-

%E2%80%93-alberta-court-denies). 18.02.2021). 

***  

 

çéʄʠʥʠʩʪʝʨʩʪʚʦ ʦʙʱʝʩʪʚʝʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ɺʴʝʪʥʘʤʘ (çMPSè) 

ʥʝʜʘʚʥʦ ʦʧʫʙʣʠʢʦʚʘʣʦ ʜʦʣʛʦʞʜʘʥʥʳʡ ʧʨʦʝʢʪ ʋʢʘʟʘ ʦ ʟʘʱʠʪʝ ʣʠʯʥʳʭ ʜʘʥʥʳʭ 

ʜʣʷ ʦʙʱʝʩʪʚʝʥʥʳʭ ʢʦʥʩʫʣʴʪʘʮʠʡ. ʇʨʦʝʢʪ ʋʢʘʟʘ ʚʧʝʨʚʳʝ ʧʨʝʜʣʘʛʘʝʪ 

ʨʝʛʫʣʠʨʦʚʘʥʠʝ ʢʦʥʢʨʝʪʥʳʭ ʧʨʘʚ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ, ʪʨʘʥʩʛʨʘʥʠʯʥʦʡ ʧʝʨʝʜʘʯʠ 
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ʜʘʥʥʳʭ, ʦʙʨʘʙʦʪʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʠ ʜʨʫʛʠʭ ʩʚʷʟʘʥʥʳʭ 

ʪʝʤ. 

ɺ ʵʪʦʡ ʩʪʘʪʴʝ ʤʳ ʚʳʜʝʣʷʝʤ ʩʣʝʜʫʶʱʠʝ ʚʘʞʥʳʝ ʤʦʤʝʥʪʳ ʧʨʦʝʢʪʘ ʋʢʘʟʘ. 

ʈʫʢʦʚʦʜʷʱʠʝ ʧʨʠʥʮʠʧʳ ʟʘʱʠʪʳ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ 

ʉʫʱʝʩʪʚʫʝʪ ʚʦʩʝʤʴ ʧʨʠʥʮʠʧʦʚ ʟʘʱʠʪʳ ʣʠʯʥʳʭ ʜʘʥʥʳʭ (çʇɼè). 

ɿʘʢʦʥʥʦʩʪʴ. ʇɼ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ ʪʦʣʴʢʦ ʚ ʥʝʦʙʭʦʜʠʤʳʭ ʩʣʫʯʘʷʭ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ. 

ʅʘʟʥʘʯʝʥʠʝ ʆʛʨʘʥʠʯʝʥʠʷ. ʇɼ ʤʦʛʫʪ ʦʙʨʘʙʘʪʳʚʘʪʴʩʷ ʪʦʣʴʢʦ ʜʣʷ ʮʝʣʝʡ, 

ʢʦʪʦʨʳʝ ʙʳʣʠ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʠʣʠ ʟʘʷʚʣʝʥʳ. 

ʄʠʥʠʤʠʟʘʮʠʷ ʜʘʥʥʳʭ. ʇɼ ʤʦʛʫʪ ʙʳʪʴ ʧʦʣʫʯʝʥʳ ʪʦʣʴʢʦ ʚ ʪʦʡ ʩʪʝʧʝʥʠ, ʚ 

ʢʦʪʦʨʦʡ ʵʪʦ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʧʦʩʪʘʚʣʝʥʥʦʡ ʮʝʣʠ. 

ʆʛʨʘʥʠʯʝʥʠʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. ʇɼ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʧʨʠ ʥʘʣʠʯʠʠ 

ʩʦʛʣʘʩʠʷ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ ʠʣʠ ʢʦʛʜʘ ʵʪʦ ʪʨʝʙʫʝʪʩʷ ʚʣʘʩʪʷʤʠ. 

ʂʘʯʝʩʪʚʦ ʜʘʥʥʳʭ. ʇɼ ʩʣʝʜʫʝʪ ʦʙʥʦʚʣʷʪʴ ʠ ʜʦʧʦʣʥʷʪʴ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʝʛʦ 

ʦʙʨʘʙʦʪʢʫ. 

ɹʝʟʦʧʘʩʥʦʩʪʴ. ʅʝʦʙʭʦʜʠʤʦ ʧʨʠʤʝʥʷʪʴ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʟʘʱʠʪʳ ʇɼ ʦʪ 

ʦʙʨʘʙʦʪʢʠ. 

ʀʥʬʦʨʤʠʨʦʚʘʥʥʳʝ ʩʫʙʲʝʢʪʳ ʜʘʥʥʳʭ. ʉʫʙʲʝʢʪʳ ʜʘʥʥʳʭ ʠʤʝʶʪ ʧʨʘʚʦ ʟʥʘʪʴ ʠ 

ʧʦʣʫʯʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʜʝʡʩʪʚʠʷʭ ʧʦ ʦʙʨʘʙʦʪʢʝ ʩʚʦʠʭ ʇɼ. 

ʂʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ. ʇɼ ʩʣʝʜʫʝʪ ʭʨʘʥʠʪʴ ʚ ʪʘʡʥʝ ʚʦ ʚʨʝʤʷ ʦʙʨʘʙʦʪʢʠ. 

ʅʝʢʦʪʦʨʳʝ ʠʟ ʵʪʠʭ ʧʨʠʥʮʠʧʦʚ ʚ ʯʝʤ-ʪʦ ʧʦʭʦʞʠ ʥʘ ʪʝ, ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪʩʷ ʚ 

ʆʙʱʝʤ ʨʝʛʣʘʤʝʥʪʝ ʟʘʱʠʪʳ ʜʘʥʥʳʭ (çGDPRè), ʢʦʪʦʨʳʡ ʚʢʣʶʯʘʝʪ ʧʦʣʦʞʝʥʠʷ ʦ 

ʤʠʥʠʤʠʟʘʮʠʠ ʜʘʥʥʳʭ ʠ ʦʛʨʘʥʠʯʝʥʠʠ ʮʝʣʝʡ. 

ʐʠʨʦʢʘʷ ʠ ʪʨʘʥʩʛʨʘʥʠʯʥʘʷ ʩʬʝʨʘ ʫʧʨʘʚʣʝʥʠʷ 

ʇʨʦʝʢʪ ʋʢʘʟʘ ʧʨʝʜʣʘʛʘʝʪ ʦʙʨʘʱʘʪʴʩʷ ʢ ʣʶʙʦʡ ʦʨʛʘʥʠʟʘʮʠʠ ʠʣʠ ʬʠʟʠʯʝʩʢʦʤʫ 

ʣʠʮʫ, ʠʤʝʶʱʝʤʫ ʦʪʥʦʰʝʥʠʝ ʢ ʇɼ. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʦʙʨʘʙʦʪʢʘ ʜʘʥʥʳʭ ʞʠʪʝʣʝʡ 

ɺʴʝʪʥʘʤʘ ʤʝʩʪʥʳʤʠ ʠʣʠ ʠʥʦʩʪʨʘʥʥʳʤʠ ʢʦʤʧʘʥʠʷʤʠ (ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, 

ʙʘʟʠʨʫʶʪʩʷ ʣʠ ʦʥʠ ʚʦ ɺʴʝʪʥʘʤʝ ʠʣʠ ʥʝʪ) ʙʫʜʝʪ ʨʝʛʫʣʠʨʦʚʘʪʴʩʷ ʵʪʠʤ ʋʢʘʟʦʤ. 

ʆʩʦʙʳʝ ʧʨʘʚʘ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ 

ʇʨʦʝʢʪ ʋʢʘʟʘ ʚʧʝʨʚʳʝ ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ ʢʦʥʢʨʝʪʥʳʝ ʧʨʘʚʘ ʥʘ ʦʙʨʘʙʦʪʢʫ 

ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ. ʉʫʙʲʝʢʪʳ ʜʘʥʥʳʭ ʠʤʝʶʪ ʧʨʘʚʦ: 

ɼʘʪʴ ʩʦʛʣʘʩʠʝ ʥʘ ʦʙʨʘʙʦʪʢʫ ʩʚʦʠʭ ʇɼ; 

ʇʦʣʫʯʘʪʴ ʫʚʝʜʦʤʣʝʥʠʝ ʦʙʨʘʙʦʪʯʠʢʘ ʜʘʥʥʳʭ ʚʦ ʚʨʝʤʷ ʦʙʨʘʙʦʪʢʠ ʠʣʠ ʢʘʢ 

ʤʦʞʥʦ ʩʢʦʨʝʝ; 

ʇʨʦʩʠʪʴ ʦʙʨʘʙʦʪʯʠʢʘ ʠʩʧʨʘʚʠʪʴ, ʧʦʢʘʟʘʪʴ ʠ ʧʨʝʜʦʩʪʘʚʠʪʴ ʢʦʧʠʶ ʩʚʦʠʭ ʇɼ; 

ʊʨʝʙʦʚʘʪʴ ʦʪ ʦʙʨʘʙʦʪʯʠʢʘ ʧʨʝʢʨʘʪʠʪʴ ʦʙʨʘʙʦʪʢʫ ʩʚʦʠʭ ʇɼ, ʦʛʨʘʥʠʯʠʪʴ 

ʜʦʩʪʫʧ ʢ ʩʚʦʠʤ ʇɼ, ʧʨʝʢʨʘʪʠʪʴ ʨʘʩʢʨʳʪʠʝ ʠʣʠ ʜʦʩʪʫʧ ʢ ʩʚʦʠʤ ʇɼ, ʫʜʘʣʠʪʴ ʠʣʠ 

ʟʘʢʨʳʪʴ ʠʭ ʇɼ; 

ʇʦʜʘʚʘʪʴ ʞʘʣʦʙʫ ʚ ʂʦʤʠʪʝʪ ʧʦ ʟʘʱʠʪʝ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʚ ʩʣʫʯʘʝ 

ʥʘʨʫʰʝʥʠʷ ʠʣʠ ʥʝʧʨʘʚʦʤʝʨʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʜʘʥʥʳʭ; ʠ 

ʊʨʝʙʦʚʘʪʴ ʚʦʟʤʝʱʝʥʠʷ ʫʱʝʨʙʘ ʚ ʨʝʟʫʣʴʪʘʪʝ ʥʘʨʫʰʝʥʠʷ ʇɼ. 

ʇʨʦʝʢʪ ʋʢʘʟʘ ʪʨʝʙʫʝʪ ʩʦʛʣʘʩʠʷ ʩʫʙʲʝʢʪʘ ʜʘʥʥʳʭ ʚ ʬʦʨʤʘʪʝ, ʢʦʪʦʨʳʡ ʤʦʞʥʦ 

ʨʘʩʧʝʯʘʪʘʪʴ ʠʣʠ ʩʢʦʧʠʨʦʚʘʪʴ ʚ ʧʠʩʴʤʝʥʥʦʡ ʬʦʨʤʝ. 

ʉʦʟʜʘʥʠʝ ʢʦʤʠʪʝʪʘ ʧʦ ʟʘʱʠʪʝ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ 
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ɺ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʛʣʘʚʦʡ IV ʧʨʦʝʢʪʘ ʋʢʘʟʘ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʵʪʦʛʦ 

ʧʦʩʪʘʥʦʚʣʝʥʠʷ ʙʫʜʝʪ ʩʦʟʜʘʥ ʂʦʤʠʪʝʪ ʧʦ ʟʘʱʠʪʝ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ. ʕʪʦ ʥʦʚʦʝ 

ʘʛʝʥʪʩʪʚʦ ʷʚʣʷʝʪʩʷ ʥʝʟʘʚʠʩʠʤʳʤ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʤ ʦʨʛʘʥʦʤ ʧʨʠ ɼʝʧʘʨʪʘʤʝʥʪʝ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʚʳʩʦʢʦʪʝʭʥʦʣʦʛʠʯʥʳʭ ʧʨʝʩʪʫʧʣʝʥʠʡ 

ʄʠʥʠʩʪʝʨʩʪʚʘ ʦʙʱʝʩʪʚʝʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ɼʝʧʘʨʪʘʤʝʥʪ A05). ɼʠʨʝʢʪʦʨ 

ɼʝʧʘʨʪʘʤʝʥʪʘ A05 ʧʨʝʜʣʘʛʘʝʪʩʷ ʩʪʘʪʴ ʇʨʝʜʩʝʜʘʪʝʣʝʤ ʵʪʦʛʦ ʂʦʤʠʪʝʪʘ. ʆʩʥʦʚʥʘʷ 

ʬʫʥʢʮʠʷ ʢʦʤʠʪʝʪʘ ʚʢʣʶʯʘʝʪ ʦʮʝʥʢʫ ʧʦʣʠʪʠʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʦʙʨʘʙʦʪʯʠʢʦʚ 

ʜʘʥʥʳʭ ʜʦ ʠʭ ʦʙʲʷʚʣʝʥʠʷ, ʨʘʩʩʤʦʪʨʝʥʠʝ ʠ ʫʪʚʝʨʞʜʝʥʠʝ ʟʘʷʚʦʢ ʥʘ ʪʨʘʥʩʛʨʘʥʠʯʥʫʶ 

ʧʝʨʝʜʘʯʫ ʇɼ ʠ ʟʘʷʚʦʢ ʥʘ ʦʙʨʘʙʦʪʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ, ʘ ʪʘʢʞʝ ʦʙʨʘʱʝʥʠʝ 

ʢ ɼʝʧʘʨʪʘʤʝʥʪʫ A05 ʩ ʧʨʦʩʴʙʦʡ ʧʨʠʥʷʪʴ ʨʝʰʝʥʠʝ ʦ ʧʨʦʚʝʨʢʝ ʠ ʠʟʫʯʝʥʠʠ ʜʘʥʥʳʭ. 

ʜʝʷʪʝʣʴʥʦʩʪʴ ʧʦ ʟʘʱʠʪʝ ʠ ʨʘʩʩʤʦʪʨʝʥʠʝ ʞʘʣʦʙ ʥʘ ʥʘʨʫʰʝʥʠʝ ʠʣʠ ʥʝʧʨʘʚʦʤʝʨʥʦʝ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʜʘʥʥʳʭ. 

ʊʨʘʥʩʛʨʘʥʠʯʥʘʷ ʧʝʨʝʜʘʯʘ ʜʘʥʥʳʭ 

ʋʢʘʟ ʩʪʘʥʝʪ ʧʝʨʚʳʤ ʠʥʩʪʨʫʤʝʥʪʦʤ, ʢʦʥʢʨʝʪʥʦ ʨʝʛʫʣʠʨʫʶʱʠʤ ʵʪʫ ʩʬʝʨʫ. 

ʇʨʝʜʣʘʛʘʝʤʳʝ ʪʨʝʙʦʚʘʥʠʷ ʜʣʷ ʪʨʘʥʩʛʨʘʥʠʯʥʦʡ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ ʚʢʣʶʯʘʶʪ (i) 

ʩʦʛʣʘʩʠʝ ʩʫʙʲʝʢʪʘ ʜʘʥʥʳʭ; (ii) ʠʩʭʦʜʥʳʝ ʜʘʥʥʳʝ ʭʨʘʥʷʪʩʷ ʚʦ ɺʴʝʪʥʘʤʝ; (iii) 

ʠʤʝʶʪʩʷ ʧʠʩʴʤʝʥʥʳʝ ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ ʪʦʛʦ, ʯʪʦ ʶʨʠʩʜʠʢʮʠʷ, ʚ ʢʦʪʦʨʦʡ ʧʦʣʫʯʝʥʳ 

ʜʘʥʥʳʝ, ʧʨʝʜʣʘʛʘʝʪ ʪʘʢʦʡ ʞʝ ʠʣʠ ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ ʜʘʥʥʳʭ ʧʦ 

ʩʨʘʚʥʝʥʠʶ ʩ ɺʴʝʪʥʘʤʦʤ; ʠ (iv) ʂʦʤʠʪʝʪ ʧʦ ʟʘʱʠʪʝ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʚʳʜʘʣ 

ʧʠʩʴʤʝʥʥʦʝ ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʧʝʨʝʜʘʯʫ. 

ɿʘʷʚʢʘ ʥʘ ʪʨʘʥʩʛʨʘʥʠʯʥʫʶ ʧʝʨʝʜʘʯʫ ʜʘʥʥʳʭ ʜʦʣʞʥʘ ʚʢʣʶʯʘʪʴ: (i) ʬʦʨʤʫ ʩ 

ʧʦʜʨʦʙʥʳʤʠ ʩʚʝʜʝʥʠʷʤʠ ʦʙ ʦʙʨʘʙʦʪʯʠʢʝ ʜʘʥʥʳʭ, ʶʨʠʜʠʯʝʩʢʠʝ ʦʩʥʦʚʘʥʠʷ ʜʣʷ 

ʧʝʨʝʜʘʯʠ, ʮʝʣʠ ʧʝʨʝʜʘʯʠ, ʪʠʧʳ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʙʳʪʴ ʧʝʨʝʜʘʥʳ, 

ʠʩʪʦʯʥʠʢʠ ʜʘʥʥʳʭ, ʤʝʩʪʦʧʦʣʦʞʝʥʠʝ ʠ ʫʩʣʦʚʠʷ ʧʝʨʝʜʘʯʠ, ʧʦʜʨʦʙʥʦʝ ʦʧʠʩʘʥʠʝ ʤʝʨ 

ʟʘʱʠʪʳ; (ii) ʦʪʯʝʪ ʦʙ ʦʮʝʥʢʝ ʚʦʟʜʝʡʩʪʚʠʷ ʪʨʘʥʩʛʨʘʥʠʯʥʦʡ ʧʝʨʝʜʘʯʠ ʜʘʥʥʳʭ, 

ʚʢʣʯʁʘʷ ʦʧʠʩʘʥʠʝ ʧʝʨʝʜʘʯʠ, ʮʝʣʠ ʧʝʨʝʜʘʯʠ, ʦʮʝʥʢʫ ʨʠʩʢʦʚ ʠ ʚʨʝʜʘ ʠ ʤʝʨʳ ʧʦ 

ʩʥʠʞʝʥʠʶ ʠʣʠ ʫʩʪʨʘʥʝʥʠʶ ʪʘʢʠʭ ʨʠʩʢʦʚ ʠʣʠ ʚʨʝʜʘ; (iii) ʜʦʢʫʤʝʥʪʳ, ʦʪʥʦʩʷʱʠʝʩʷ ʢ 

ʠʥʬʦʨʤʘʮʠʠ ʚ ʟʘʷʚʢʝ ʠ ʦʪʯʝʪʝ ʦʙ ʦʮʝʥʢʝ ʚʦʟʜʝʡʩʪʚʠʷ ʥʘ ʦʙʨʘʙʦʪʢʫ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ. ʂʦʤʠʪʝʪ ʧʦ ʟʘʱʠʪʝ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʤʦʞʝʪ 

ʧʨʝʜʧʨʠʥʷʪʴ ʰʘʛʠ ʜʣʷ ʧʨʦʚʝʨʢʠ ʠʥʬʦʨʤʘʮʠʠ ʚ ʧʨʠʣʦʞʝʥʠʠ. 

ʂʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʣʠʯʥʳʝ ʜʘʥʥʳʝ 

ɺ ʧʨʦʝʢʪʝ ʋʢʘʟʘ ʚ ʢʘʯʝʩʪʚʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʫʢʘʟʳʚʘʶʪʩʷ 

ʩʣʝʜʫʶʱʠʝ ʪʠʧʳ ʠʥʬʦʨʤʘʮʠʠ: ʧʦʣʠʪʠʯʝʩʢʠʝ ʠ ʨʝʣʠʛʠʦʟʥʳʝ ʚʟʛʣʷʜʳ; ʣʠʯʥʳʝ 

ʜʘʥʥʳʝ ʦ ʟʜʦʨʦʚʴʝ; ʧʝʨʩʦʥʘʣʴʥʳʝ ʛʝʥʝʪʠʯʝʩʢʠʝ ʜʘʥʥʳʝ; ʣʠʯʥʳʝ ʙʠʦʤʝʪʨʠʯʝʩʢʠʝ 

ʜʘʥʥʳʝ; ʇɼ ʧʦ ʛʝʥʜʝʨʥʦʤʫ ʩʪʘʪʫʩʫ; ʇɼ ʦ ʞʠʟʥʠ, ʩʝʢʩʫʘʣʴʥʦʡ ʦʨʠʝʥʪʘʮʠʠ; ʇɼ ʦ 

ʧʨʝʩʪʫʧʥʠʢʘʭ ʠ ʧʨʝʩʪʫʧʣʝʥʠʷʭ, ʩʦʙʠʨʘʝʤʳʭ ʠ ʭʨʘʥʠʤʳʭ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ 

ʦʨʛʘʥʘʤʠ; ʣʠʯʥʳʝ ʬʠʥʘʥʩʦʚʳʝ ʜʘʥʥʳʝ; ʜʘʥʥʳʝ ʦ ʣʠʯʥʦʤ ʤʝʩʪʦʥʘʭʦʞʜʝʥʠʠ; ʇɼ ʧʦ 

ʩʦʮʠʘʣʴʥʳʤ ʦʪʥʦʰʝʥʠʷʤ; ʜʨʫʛʠʝ ʇɼ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ, 

ʪʨʝʙʫʶʱʠʝ ʥʝʦʙʭʦʜʠʤʳʭ ʤʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʆʙʨʘʙʦʪʢʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʇɼ ʪʘʢʞʝ ʜʦʣʞʥʘ ʙʳʪʴ ʦʜʦʙʨʝʥʘ ʂʦʤʠʪʝʪʦʤ 

ʧʦ ʟʘʱʠʪʝ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ, ʧʨʠ ʵʪʦʤ ʧʨʠʣʦʞʝʥʠʝ ʜʦʣʞʥʦ ʚʢʣʶʯʘʪʴ ʬʦʨʤʫ ʠ 

ʦʪʯʝʪ ʦʙ ʦʮʝʥʢʝ ʚʦʟʜʝʡʩʪʚʠʷ, ʩʦʜʝʨʞʘʥʠʝ ʢʦʪʦʨʳʭ ʘʥʘʣʦʛʠʯʥʦ ʪʨʘʥʩʛʨʘʥʠʯʥʦʡ 

ʧʝʨʝʜʘʯʝ ʜʘʥʥʳʭ. 

ʉʘʥʢʮʠʠ ʟʘ ʥʘʨʫʰʝʥʠʝ 
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ɺ ʧʨʦʝʢʪʝ ʋʢʘʟʘ ʧʨʝʜʣʘʛʘʝʪʩʷ ʧʨʠʤʝʥʠʪʴ ʜʝʥʝʞʥʳʡ ʰʪʨʘʬ ʚ ʨʘʟʤʝʨʝ ʦʪ 50 ʜʦ 

80 ʤʠʣʣʠʦʥʦʚ ʜʦʥʛʦʚ (ʧʨʠʤʝʨʥʦ ʦʪ 2170 ʜʦ 3480 ʜʦʣʣʘʨʦʚ ʉʐɸ) ʟʘ ʥʘʨʫʰʝʥʠʷ 

ʧʨʘʚ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ, ʭʨʘʥʝʥʠʝ, ʫʥʠʯʪʦʞʝʥʠʝ, ʨʘʩʢʨʳʪʠʝ, ʦʙʨʘʙʦʪʢʫ ʜʘʥʥʳʭ (ʚ 

ʪʦʤ ʯʠʩʣʝ ʩ ʧʦʤʦʱʴʶ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʦʟʥʘʯʘʝʪ), ʪʦʯʥʦʩʪʴ ʠ ʜʘʥʥʳʝ, ʢʘʩʘʶʱʠʝʩʷ 

ʜʝʪʝʡ. ʈʘʟʤʝʨ ʜʝʥʝʞʥʦʛʦ ʰʪʨʘʬʘ ʙʫʜʝʪ ʫʚʝʣʠʯʝʥ ʜʦ 80ï100 ʤʣʥ ʚʴʝʪʥʘʤʩʢʠʭ 

ʜʦʥʛʦʚ (ʧʨʠʤʝʨʥʦ ʦʪ 3480 ʜʦ 4350 ʜʦʣʣʘʨʦʚ ʉʐɸ) ʟʘ ʥʘʨʫʰʝʥʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ 

ʪʨʘʥʩʛʨʘʥʠʯʥʦʡ ʧʝʨʝʜʘʯʝʡ ʇɼ, ʦʙʨʘʙʦʪʢʦʡ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ ʠ 

ʥʝʧʨʠʤʝʥʝʥʠʝʤ ʪʝʭʥʠʯʝʩʢʠʭ ʤʝʨ. ɿʘ ʧʦʩʣʝʜʥʠʝ ʥʘʨʫʰʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʩʘʥʢʮʠʠ ʤʦʛʫʪ ʪʘʢʞʝ ʚʢʣʶʯʘʪʴ ʧʨʠʦʩʪʘʥʦʚʣʝʥʠʝ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʥʘ ʩʨʦʢ ʦʪ 

ʦʜʥʦʛʦ ʜʦ ʪʨʝʭ ʤʝʩʷʮʝʚ ʠ ʦʪʟʳʚ ʧʨʘʚ ʥʘ ʦʙʨʘʙʦʪʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ ʠ 

ʪʨʘʥʩʛʨʘʥʠʯʥʫʶ ʧʝʨʝʜʘʯʫ. ɿʘ ʧʦʚʪʦʨʥʳʝ ʥʘʨʫʰʝʥʠʷ ʤʦʞʝʪ ʙʳʪʴ ʥʘʣʦʞʝʥ 

ʜʝʥʝʞʥʳʡ ʰʪʨʘʬ ʚ ʨʘʟʤʝʨʝ 5% ʦʪ ʦʙʱʝʡ ʚʳʨʫʯʢʠ ʥʘʨʫʰʠʪʝʣʷ. 

ɺʳʚʦʜ 

ʇʦʤʠʤʦ ʚʳʰʝʠʟʣʦʞʝʥʥʦʛʦ, ʧʨʦʝʢʪ ʋʢʘʟʘ ʪʘʢʞʝ ʦʭʚʘʪʳʚʘʝʪ: 

ʦʙʩʪʦʷʪʝʣʴʩʪʚʘ, ʧʨʠ ʢʦʪʦʨʳʭ ʇɼ ʤʦʛʫʪ ʙʳʪʴ ʦʙʨʘʙʦʪʘʥʳ ʠʣʠ ʨʘʩʢʨʳʪʳ ʙʝʟ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʛʦ ʩʦʛʣʘʩʠʷ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ, ʘʚʪʦʤʘʪʠʯʝʩʢʘʷ ʦʙʨʘʙʦʪʢʘ ʇɼ; 

ʥʝʦʙʭʦʜʠʤʳʝ ʪʝʭʥʠʯʝʩʢʠʝ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʫʙʣʠʢʘʮʠʷ ʧʦʣʠʪʠʢ ʟʘʱʠʪʳ 

ʇɼ; 

ʭʨʘʥʝʥʠʝ, ʫʜʘʣʝʥʠʝ ʠ ʫʥʠʯʪʦʞʝʥʠʝ ʇɼ; 

ʦʙʨʘʙʦʪʢʘ ʇɼʥ ʚ ʦʪʥʦʰʝʥʠʠ ʜʝʪʝʡ; ʠ 

ʆʙʨʘʙʦʪʢʘ ʇɼ ʜʣʷ ʥʘʫʯʥʳʭ ʠʩʩʣʝʜʦʚʘʥʠʡ ʠ ʩʪʘʪʠʩʪʠʯʝʩʢʠʭ ʮʝʣʝʡ. 

ɺ ʧʨʦʝʢʪʝ ʋʢʘʟʘ ʝʩʪʴ ʦʧʨʝʜʝʣʝʥʥʳʝ ʦʙʣʘʩʪʠ, ʢʦʪʦʨʳʝ, ʧʦ-ʚʠʜʠʤʦʤʫ, 

ʯʘʩʪʠʯʥʦ ʩʦʚʧʘʜʘʶʪ ʩ ʜʨʫʛʠʤʠ ʫʢʘʟʘʤʠ (ʥʘʧʨʠʤʝʨ, ʋʢʘʟ ˉ 52/2013 / ND-CP ʦʪ 16 

ʤʘʷ 2013 ʛ. ʦʙ ʵʣʝʢʪʨʦʥʥʦʡ ʪʦʨʛʦʚʣʝ ʠ ʋʢʘʟ ˉ 72/2013 / ND-CP ʦʪ 15 ʠʶʣʷ 2013 ʛ. 

ʦʙ ʫʧʨʘʚʣʝʥʠʠ, ʧʨʝʜʦʩʪʘʚʣʝʥʠʠ ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʠʥʪʝʨʥʝʪ-ʩʝʨʚʠʩʦʚ ʠ ʦʥʣʘʡʥ-

ʠʥʬʦʨʤʘʮʠʠ), ʘ ʪʘʢʞʝ ʥʘʭʦʜʷʱʝʛʦʩʷ ʥʘ ʨʘʩʩʤʦʪʨʝʥʠʠ ʧʨʦʝʢʪʘ ʫʢʘʟʘ, 

ʨʝʛʫʣʠʨʫʶʱʝʛʦ ʚʳʧʦʣʥʝʥʠʝ ʚʴʝʪʥʘʤʩʢʦʛʦ ʟʘʢʦʥʘ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ɽʱʝ 

ʧʨʝʜʩʪʦʠʪ ʫʚʠʜʝʪʴ, ʢʘʢ ʄʆɹ ʫʩʪʨʘʥʠʪ ʨʘʟʣʠʯʠʷ ʤʝʞʜʫ ʧʨʦʝʢʪʦʤ ʋʢʘʟʘ ʠ ʜʨʫʛʠʤʠ 

ʩʫʱʝʩʪʚʫʶʱʠʤʠ ʧʨʘʚʦʚʳʤʠ ʠʥʩʪʨʫʤʝʥʪʘʤʠ. MPS ʩʪʨʝʤʠʪʩʷ ʜʦʨʘʙʦʪʘʪʴ ʧʨʦʝʢʪ ʠ 

ʧʨʝʜʩʪʘʚʠʪʴ ʝʛʦ ʚ ʇʨʘʚʠʪʝʣʴʩʪʚʦ ʚ ʪʝʯʝʥʠʝ ʧʝʨʚʦʛʦ ʢʚʘʨʪʘʣʘ 2021 ʛʦʜʘè. (Yen Vu. 

Vietnam: Draft Decree on Personal Data Protection Issued for Public Consultation // 

Rouse International Limited (https://rouse.com/insights/news/2021/vietnam-draft-

decree-on-personal-data-protection-issued-for-public-consultation). 16.02.2021). 
***  

 

çʉʪʝʥʳ ʜʣʷ ʚʩʪʨʝʯ ʠ ʯʘʪʳ Zoom, ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ COVID 

ʠ ʪʨʝʙʦʚʘʥʠʷ ʢ ʨʘʙʦʪʝ ʠʟ ʜʦʤʘ ʚ 2020 ʛʦʜʫ ʧʦʜʥʷʣʠ ʧʨʦʙʣʝʤʳ ʪʝʭʥʦʣʦʛʠʡ ʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʥʘ ʩʦʚʝʨʰʝʥʥʦ ʥʦʚʳʡ ʫʨʦʚʝʥʴ ʦʩʦʟʥʘʥʠʷ ʚ ʥʘʰʝʤ 

ʙʠʟʥʝʩʝ ʠ ʯʘʩʪʥʦʡ ʞʠʟʥʠ. 

ɺ ʩʦʯʝʪʘʥʠʠ ʩ ʚʩʪʫʧʠʚʰʠʤ ʚ ʩʠʣʫ ʚ ʅʦʚʦʡ ɿʝʣʘʥʜʠʠ ɿʘʢʦʥʦʤ ʦ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 2020 ʛʦʜʘ ʠ ʧʨʦʜʦʣʞʘʶʱʠʤʠʩʷ ʛʣʦʙʘʣʴʥʳʤʠ ʪʝʥʜʝʥʮʠʷʤʠ ʚ 

ʦʪʥʦʰʝʥʠʠ ʩʫʨʦʚʳʭ ʥʘʢʘʟʘʥʠʡ ʜʣʷ ʣʠʮ, ʥʘʨʫʰʘʶʱʠʭ ʟʘʢʦʥʳ ʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ, ʚ 

2021 ʛʦʜʫ ʅʦʚʘʷ ɿʝʣʘʥʜʠʷ, ʧʦʭʦʞʝ, ʥʘʢʦʥʝʮ ʧʨʠʩʦʝʜʠʥʠʪʩʷ ʢ ʤʘʨʰʫ ʢ ʙʦʣʴʰʝʡ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠ ʫʧʨʘʚʣʝʥʠʶ ʢʠʙʝʨʨʠʩʢʘʤʠ ʠ ʦʙʝʩʧʝʯʝʥʠʶ ʩʦʙʣʶʜʝʥʠʷ. 
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ʋʞʝ ʥʝʩʢʦʣʴʢʦ ʣʝʪ ʤʳ ʥʘʙʣʶʜʘʝʤ ʵʢʩʧʦʥʝʥʮʠʘʣʴʥʳʡ ʨʦʩʪ ʦʙʲʝʤʦʚ ʩʙʦʨʘ, 

ʭʨʘʥʝʥʠʷ ʠ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ ʚ ʥʦʚʦʟʝʣʘʥʜʩʢʠʭ ʦʨʛʘʥʠʟʘʮʠʷʭ. ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ 

ʙʫʤ 2020 ʛʦʜʘ, ʩʚʷʟʘʥʥʳʡ ʩ ʨʘʙʦʪʦʡ ʥʘ ʜʦʤʫ, ʪʦʣʴʢʦ ʫʩʫʛʫʙʠʣ ʵʪʦʪ ʨʦʩʪ, ʢʘʢ ʚ 

ʦʪʥʦʰʝʥʠʠ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʪʘʢ ʠ ʮʝʥʥʳʭ ʢʦʤʤʝʨʯʝʩʢʠʭ ʜʘʥʥʳʭ. ʏʪʦʙʳ 

ʩʧʨʘʚʠʪʴʩʷ ʩ ʦʙʲʝʤʘʤʠ ʠ ʪʨʝʙʦʚʘʥʠʷʤʠ ʨʳʥʢʘ, ʧʨʝʜʧʨʠʷʪʠʷ ʧʦʩʪʝʧʝʥʥʦ ʧʝʨʝʰʣʠ 

ʥʘ ʮʠʬʨʦʚʳʝ ʧʣʘʪʬʦʨʤʳ, ʨʝʰʝʥʠʷ ʜʣʷ ʵʣʝʢʪʨʦʥʥʦʡ ʢʦʤʤʝʨʮʠʠ ʠ ʮʠʬʨʦʚʳʝ 

ʭʨʘʥʠʣʠʱʘ ʠʥʬʦʨʤʘʮʠʠ. ʊʝʤʧʳ ʵʪʦʛʦ ʧʝʨʝʭʦʜʘ ʥʝ ʟʘʤʝʜʣʷʶʪʩʷ. 

ʇʦʵʪʦʤʫ ʥʝʫʜʠʚʠʪʝʣʴʥʦ, ʯʪʦ ʢʠʙʝʨʘʪʘʢʠ ʠ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʩʪʘʣʠ ʨʝʛʫʣʷʨʥʳʤʠ 

ʥʦʚʦʩʪʷʤʠ. CERT NZ ʩʦʦʙʱʠʣ ʦ 3102 çʠʥʮʠʜʝʥʪʘʭ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠè ʟʘ ʰʝʩʪʴ 

ʤʝʩʷʮʝʚ ʜʦ ʢʦʥʮʘ ʠʶʥʷ 2020 ʛʦʜʘ; ʨʦʩʪ ʥʘ 42% ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʘʥʘʣʦʛʠʯʥʳʤ 

ʧʝʨʠʦʜʦʤ ʧʨʦʰʣʦʛʦ ʛʦʜʘ. ʊʦʣʴʢʦ ʚ ʘʧʨʝʣʝ 2020 ʛʦʜʘ (ʢʦʛʜʘ ʅʦʚʘʷ ɿʝʣʘʥʜʠʷ 

ʥʘʭʦʜʠʣʘʩʴ ʚ ʠʟʦʣʷʮʠʠ) ʙʳʣʦ ʧʦʣʫʯʝʥʦ 820 ʩʦʦʙʱʝʥʠʡ ʦʙ ʠʥʮʠʜʝʥʪʘʭ. ʕʪʦ ʙʳʣ 

ʩʘʤʳʡ ʚʳʩʦʢʠʡ ʝʞʝʤʝʩʷʯʥʳʡ ʦʙʲʝʤ ʦʪʯʝʪʦʚ ʦʙ ʠʥʮʠʜʝʥʪʘʭ ʩ ʤʦʤʝʥʪʘ ʩʦʟʜʘʥʠʷ 

ʘʛʝʥʪʩʪʚʘ ʚ 2017 ʛʦʜʫ. ɺ ʪʨʝʪʴʝʤ ʢʚʘʨʪʘʣʝ 2020 ʛʦʜʘ CERT ʧʦʣʫʯʠʣ ʚ ʦʙʱʝʡ 

ʩʣʦʞʥʦʩʪʠ 2610 ʦʪʯʝʪʦʚ ʦʙ ʠʥʮʠʜʝʥʪʘʭ, ʯʪʦ ʥʘ 33% ʙʦʣʴʰʝ, ʯʝʤ ʚʦ ʚʪʦʨʦʤ 

ʢʚʘʨʪʘʣʝ. 

ʉ ʫʯʝʪʦʤ ɿʘʢʦʥʘ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 2020 ʛʦʜʘ ʤʳ ʦʞʠʜʘʝʤ ʫʚʠʜʝʪʴ 

ʦʱʫʪʠʤʦʝ ʫʚʝʣʠʯʝʥʠʝ ʚ ʪʝʯʝʥʠʝ ʩʣʝʜʫʶʱʠʭ 12-24 ʤʝʩʷʮʝʚ ʜʝʡʩʪʚʠʡ ʧʦ 

ʦʙʝʩʧʝʯʝʥʠʶ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʚ ʅʦʚʦʡ ɿʝʣʘʥʜʠʠ. ʕʪʦ, ʚ ʯʘʩʪʥʦʩʪʠ, ʷʚʣʷʝʪʩʷ 

ʨʝʟʫʣʴʪʘʪʦʤ ʦʙʷʟʘʪʝʣʴʥʦʡ ʦʪʯʝʪʥʦʩʪʠ ʦ ʥʘʨʫʰʝʥʠʷʭ ʠ ʜʨʫʛʠʭ ʤʝʭʘʥʠʟʤʦʚ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʦʙʣʶʜʝʥʠʷ, ʧʨʠʟʚʘʥʥʳʭ ʥʘʜʝʣʠʪʴ ʙʦʣʝʝ ʰʠʨʦʢʠʤʠ ʧʦʣʥʦʤʦʯʠʷʤʠ 

ʨʝʛʫʣʠʨʫʶʱʠʡ ʦʨʛʘʥ ʅʦʚʦʡ ɿʝʣʘʥʜʠʠ - ʋʧʨʘʚʣʝʥʠʝ ʫʧʦʣʥʦʤʦʯʝʥʥʦʛʦ ʧʦ ʚʦʧʨʦʩʘʤ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. ʈʝʬʦʨʤʳ ʫʚʝʣʠʯʠʚʘʶʪ ʩʫʜʝʙʥʳʡ ʨʠʩʢ ʜʣʷ ʥʦʚʦʟʝʣʘʥʜʩʢʠʭ 

ʘʛʝʥʪʩʪʚ ʠ ʣʶʙʦʛʦ ʘʛʝʥʪʩʪʚʘ, ʚʝʜʫʱʝʛʦ ʙʠʟʥʝʩ ʚ ʅʦʚʦʡ ɿʝʣʘʥʜʠʠ, ʠ ʧʦʚʣʠʷʶʪ ʥʘ ʪʦ, 

ʢʘʢ ʦʨʛʘʥʠʟʘʮʠʠ, ʚʝʜʫʱʠʝ ʙʠʟʥʝʩ ʚ ʅʦʚʦʡ ɿʝʣʘʥʜʠʠ, ʨʝʰʘʶʪ ʚʦʧʨʦʩʳ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʥʥʳʭ. 

ʄʠʨʦʚʳʝ ʪʝʥʜʝʥʮʠʠ 

ɽʩʣʠ ʟʘʨʫʙʝʞʥʳʝ ʪʝʥʜʝʥʮʠʠ ʙʫʜʫʪ ʧʦʚʪʦʨʷʪʴʩʷ ʚ ʅʦʚʦʡ ɿʝʣʘʥʜʠʠ, ʆʬʠʩ 

ʫʧʦʣʥʦʤʦʯʝʥʥʦʛʦ ʧʦ ʚʦʧʨʦʩʘʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʙʫʜʝʪ ʚʳʥʫʞʜʝʥ ʦʪʢʘʟʘʪʴʩʷ ʦʪ 

ʩʚʦʝʡ ʨʘʙʦʪʳ. 

ɸʚʩʪʨʘʣʠʷ 

ɺ ɸʚʩʪʨʘʣʠʠ ʋʧʨʘʚʣʝʥʠʝ ʂʦʤʠʩʩʘʨʘ ʧʦ ʠʥʬʦʨʤʘʮʠʠ ɸʚʩʪʨʘʣʠʠ (OAIC) 

ʩʦʦʙʱʠʣʦ ʦʙ ʫʚʝʣʠʯʝʥʠʠ ʢʦʣʠʯʝʩʪʚʘ ʫʚʝʜʦʤʣʝʥʠʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʠʭ ʩʭʝʤʦʡ 

ʦʙʥʘʨʫʞʝʥʠʷ ʫʪʝʯʝʢ ʜʘʥʥʳʭ ʥʘ 11% ʩ 2018-2019 (950) ʧʦ 2019-2020 (1050). OAIC 

ʪʘʢʞʝ ʚʧʝʨʚʳʝ ʚ ʵʪʦʤ ʛʦʜʫ ʠʥʠʮʠʠʨʦʚʘʣ ʛʨʘʞʜʘʥʩʢʠʡ ʠʩʢ ʧʨʦʪʠʚ Facebook ʟʘ 

ʧʨʠʣʦʞʝʥʠʝ This is Your Digital Life. 

ʆʙʲʝʜʠʥʝʥʥʦʝ ʂʦʨʦʣʝʚʩʪʚʦ 

ɺ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʋʧʨʘʚʣʝʥʠʝ ʢʦʤʠʩʩʘʨʘ ʧʦ ʠʥʬʦʨʤʘʮʠʠ (ICO) ʥʘʣʦʞʠʣʦ 

ʜʚʘ ʩʘʤʳʭ ʢʨʫʧʥʳʭ ʰʪʨʘʬʘ ʟʘ ʫʪʝʯʢʫ ʜʘʥʥʳʭ ʚ ʠʩʪʦʨʠʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ. 16 

ʦʢʪʷʙʨʷ 2020 ʛʦʜʘ ICO ʦʰʪʨʘʬʦʚʘʣʘ British Airways ʥʘ 20 ʤʠʣʣʠʦʥʦʚ ʬʫʥʪʦʚ 

ʩʪʝʨʣʠʥʛʦʚ (25,8 ʤʠʣʣʠʦʥʘ ʥʦʚʦʟʝʣʘʥʜʩʢʠʭ ʜʦʣʣʘʨʦʚ). ɼʚʝ ʥʝʜʝʣʠ ʩʧʫʩʪʷ, 30 

ʦʢʪʷʙʨʷ 2020 ʛʦʜʘ, ICO ʦʰʪʨʘʬʦʚʘʣʦ Marriott ʥʘ 18,4 ʤʠʣʣʠʦʥʘ ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ 

(23,7 ʤʠʣʣʠʦʥʘ ʥʦʚʦʟʝʣʘʥʜʩʢʠʭ ʜʦʣʣʘʨʦʚ). 

ʐʪʨʘʬ British Airways ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʘʤʳʡ ʢʨʫʧʥʳʡ ʰʪʨʘʬ, 

ʥʘʣʦʞʝʥʥʳʡ ʥʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʟʘ ʥʘʨʫʰʝʥʠʝ ʆʙʱʝʛʦ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ ʦ 
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ʟʘʱʠʪʝ ʜʘʥʥʳʭ (GDPR). ʆʜʥʘʢʦ ʰʪʨʘʬʳ British Airways ʠ Marriott ʧʨʝʜʩʪʘʚʣʷʶʪ 

ʩʦʙʦʡ ʩʥʠʞʝʥʠʝ ʧʦʯʪʠ ʥʘ 90% ʠ 81% ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʦʪ ʧʨʝʜʣʦʞʝʥʥʳʭ ʰʪʨʘʬʦʚ. 

ʕʪʦ ʜʝʤʦʥʩʪʨʠʨʫʝʪ, ʯʪʦ ICO ʞʝʣʘʝʪ ʩʥʠʟʠʪʴ ʰʪʨʘʬʳ, ʝʩʣʠ ʦʨʛʘʥʠʟʘʮʠʠ 

ʜʝʤʦʥʩʪʨʠʨʫʶʪ ʵʬʬʝʢʪʠʚʥʳʝ ʤʝʨʳ ʧʦ ʩʤʷʛʯʝʥʠʶ ʧʦʩʣʝʜʩʪʚʠʡ ʠ ʢʦʨʨʝʢʪʠʨʫʶʱʠʝ 

ʜʝʡʩʪʚʠʷ. ʈʝʛʫʣʠʨʫʶʱʠʝ ʦʨʛʘʥʳ ʚ ʜʨʫʛʠʭ ʶʨʠʩʜʠʢʮʠʷʭ ʥʝ ʧʨʦʷʚʠʣʠ ʪʘʢʦʛʦ 

ʜʨʫʞʝʩʢʦʛʦ ʧʦʜʭʦʜʘ. ɺ ɻʝʨʤʘʥʠʠ ʢʦʤʧʘʥʠʷ H&M ʥʝʜʘʚʥʦ ʧʦʣʫʯʠʣʘ ʰʪʨʘʬ ʚ 

ʨʘʟʤʝʨʝ 35 ʤʠʣʣʠʦʥʦʚ ʝʚʨʦ ʟʘ ʯʨʝʟʤʝʨʥʦʝ ʥʘʙʣʶʜʝʥʠʝ ʟʘ ʩʦʪʨʫʜʥʠʢʘʤʠ ʚ ʝʝ 

ʩʝʨʚʠʩʥʦʤ ʮʝʥʪʨʝ ʚ ʅʶʨʥʙʝʨʛʝ. 

ʈʝʛʫʣʷʪʦʨʥʦʝ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ 

ʐʪʨʘʬʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʥʘʰʠʤ ɿʘʢʦʥʦʤ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

ʩʫʱʝʩʪʚʝʥʥʦ ʤʝʥʴʰʝ, ʯʝʤ ʚ ʜʨʫʛʠʭ ʶʨʠʩʜʠʢʮʠʷʭ (ʤʘʢʩʠʤʘʣʴʥʘʷ ʩʫʤʤʘ ʥʦʚʳʭ 

ʬʠʥʘʥʩʦʚʳʭ ʩʘʥʢʮʠʡ ʩʦʩʪʘʚʣʷʝʪ 10 000 ʥʦʚʦʟʝʣʘʥʜʩʢʠʭ ʜʦʣʣʘʨʦʚ). ʕʪʦ ʜʝʣʘʝʪ 

ʚʝʨʦʷʪʥʳʤ, ʯʪʦ ʤʳ ʫʚʠʜʠʤ ʨʘʟʫʤʥʳʡ ʫʨʦʚʝʥʴ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʤʝʞʜʫ 

ʨʝʛʫʣʠʨʫʶʱʠʤʠ ʦʨʛʘʥʘʤʠ ʅʦʚʦʡ ɿʝʣʘʥʜʠʠ ʚ ʦʪʥʦʰʝʥʠʠ ʧʦʜʭʦʜʘ ʢ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦʙʳ ʦʧʨʘʚʜʘʪʴ ʦʞʠʜʘʥʠʷ 

ʦʙʱʝʩʪʚʝʥʥʦʩʪʠ ʚ ʦʪʥʦʰʝʥʠʠ ʟʘʢʦʥʦʚ ʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ. 

ɺ ʧʨʦʰʣʦʤ ʛʦʜʫ ʤʳ ʦʪʤʝʪʠʣʠ, ʯʪʦ ʂʦʤʠʩʩʠʷ ʧʦ ʪʦʨʛʦʚʣʝ ʥʘʯʠʥʘʝʪ ʫʜʝʣʷʪʴ 

ʚʥʠʤʘʥʠʝ ʥʘʨʫʰʝʥʠʷʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʢʘʢ ʧʨʦʙʣʝʤʝ ʟʘʱʠʪʳ ʧʦʪʨʝʙʠʪʝʣʝʡ. 

ʅʘ ʧʝʨʚʦʤ ʩʘʤʤʠʪʝ ʄʝʞʜʫʥʘʨʦʜʥʦʡ ʘʩʩʦʮʠʘʮʠʠ ʧʨʦʬʝʩʩʠʦʥʘʣʦʚ ʚ ʦʙʣʘʩʪʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ɸʚʩʪʨʘʣʠʠ ʠ ʅʦʚʦʡ ɿʝʣʘʥʜʠʠ ʚ ʉʠʜʥʝʝ (ʚ 2019 ʛʦʜʫ) 

ʢʦʤʠʩʩʘʨ ʧʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʧʨʠʟʥʘʣ, ʯʪʦ ʟʜʝʩʴ ʦʜʥʠʭ ʟʘʢʦʥʦʚ ʦ ʟʘʱʠʪʝ 

ʜʘʥʥʳʭ ʤʦʞʝʪ ʙʳʪʴ ʥʝʜʦʩʪʘʪʦʯʥʦ ʜʣʷ ʙʦʨʴʙʳ ʩ ʧʦʪʝʥʮʠʘʣʴʥʳʤ ʚʨʝʜʦʤ. ʆʥ 

ʧʦʠʥʪʝʨʝʩʦʚʘʣʩʷ, ʥʫʞʥʳ ʣʠ ʥʘʤ ʙʦʣʝʝ ʛʠʙʢʠʝ ʤʝʭʘʥʠʟʤʳ ʟʘʱʠʪʳ ʧʦʪʨʝʙʠʪʝʣʝʡ, 

ʯʪʦʙʳ ʨʝʛʫʣʷʪʦʨʳ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʤʦʛʣʠ ʨʘʙʦʪʘʪʴ ʚʤʝʩʪʝ ʩ ʨʝʛʫʣʷʪʦʨʘʤʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʪʨʝʙʠʪʝʣʝʡ. ʋ ʂʦʤʠʩʩʠʠ ʧʦ ʪʦʨʛʦʚʣʝ, ʙʝʟʫʩʣʦʚʥʦ, ʝʩʪʴ 

ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʛʠʙʢʦʩʪʠ ʩʚʦʠʭ ʧʨʘʚʦʧʨʠʤʝʥʠʪʝʣʴʥʳʭ ʧʦʣʥʦʤʦʯʠʡ, ʯʪʦʙʳ 

ʛʘʨʘʥʪʠʨʦʚʘʪʴ, ʯʪʦ ʣʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʧʦʪʨʝʙʠʪʝʣʝʡ ʥʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚʚʦʜʷʱʠʤʠ ʚ 

ʟʘʙʣʫʞʜʝʥʠʝ ʠʣʠ ʚʚʦʜʷʱʠʤʠ ʚ ʟʘʙʣʫʞʜʝʥʠʝ ʩʧʦʩʦʙʘʤʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ɿʘʢʦʥʦʤ ʦ 

ʜʦʙʨʦʩʦʚʝʩʪʥʦʡ ʪʦʨʛʦʚʣʝ. 

ʂʨʦʤʝ ʪʦʛʦ, ʋʧʦʣʥʦʤʦʯʝʥʥʳʡ ʧʦ ʚʦʧʨʦʩʘʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʤʦʞʝʪ 

ʦʙʨʘʪʠʪʴʩʷ ʢ ʋʧʨʘʚʣʝʥʠʶ ʧʦ ʬʠʥʘʥʩʦʚʳʤ ʨʳʥʢʘʤ (FMA) ʟʘ ʧʦʜʜʝʨʞʢʦʡ ʚ 

ʚʦʧʨʦʩʘʭ ʧʨʘʚʦʧʨʠʤʝʥʝʥʠʷ ʠ ʦʙʝʩʧʝʯʝʥʠʷ ʪʦʛʦ, ʯʪʦʙʳ ʘʛʝʥʪʩʪʚʘ, ʨʝʛʫʣʠʨʫʝʤʳʝ 

FMA, ʧʨʠʤʝʥʷʣʠ ʨʘʟʫʤʥʳʝ ʤʝʪʦʜʳ ʦʙʝʩʧʝʯʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʣʷ ʟʘʱʠʪʳ 

ʢʘʢ ʦʨʛʘʥʠʟʘʮʠʡ, ʪʘʢ ʠ ʧʦʪʨʝʙʠʪʝʣʝʡ ʬʠʥʘʥʩʦʚʳʭ ʧʨʦʜʫʢʪʦʚ. ɺ ʪʝʯʝʥʠʝ ʧʦʩʣʝʜʥʠʭ 

12 ʤʝʩʷʮʝʚ ʤʳ ʥʘʙʣʶʜʘʣʠ ʥʝʢʦʪʦʨʫʶ ʘʢʪʠʚʥʦʩʪʴ ʚ ʵʪʦʡ ʦʙʣʘʩʪʠ: FMA ʚʳʧʫʩʢʘʝʪ 

ʫʚʝʜʦʤʣʝʥʠʷ ʧʦ ʨʘʟʜʝʣʫ 25 ʜʣʷ ʩʙʦʨʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʤʝʪʦʜʘʭ ʦʙʝʩʧʝʯʝʥʠʷ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɸʚʩʪʨʘʣʠʷ ʫʞʝ ʧʨʝʜʧʨʠʥʷʣʘ ʰʘʛʠ ʚ ʵʪʦʤ ʥʘʧʨʘʚʣʝʥʠʠ, ʢʦʛʜʘ ɸʚʩʪʨʘʣʠʡʩʢʘʷ 

ʢʦʤʠʩʩʠʷ ʧʦ ʮʝʥʥʳʤ ʙʫʤʘʛʘʤ ʠ ʠʥʚʝʩʪʠʮʠʷʤ (ASIC) ʚʦʟʙʫʜʠʣʘ ʜʝʣʦ ʚ 

ʌʝʜʝʨʘʣʴʥʦʤ ʩʫʜʝ ɸʚʩʪʨʘʣʠʠ ʧʨʦʪʠʚ RI Advice Group Pty Ltd (RI), ʚʣʘʜʝʣʴʮʘ 

ʣʠʮʝʥʟʠʠ ʥʘ ʬʠʥʘʥʩʦʚʳʝ ʫʩʣʫʛʠ ɸʚʩʪʨʘʣʠʠ (AFS), ʟʘ ʪʦ, ʯʪʦ ʠʤʝʪʴ ʘʜʝʢʚʘʪʥʳʝ 

ʩʠʩʪʝʤʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ASIC ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ Frontier Financial Group, 

ʫʧʦʣʥʦʤʦʯʝʥʥʳʡ ʧʨʝʜʩʪʘʚʠʪʝʣʴ RI, ʧʦʜʚʝʨʛʣʘʩʴ ʘʪʘʢʝ ʤʝʪʦʜʦʤ çʛʨʫʙʦʡ ʩʠʣʳè, ʚ 

ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʦʛʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʫʩʧʝʰʥʦ ʧʦʣʫʯʠʣ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ʢ 

ʩʝʨʚʝʨʫ Frontier ʠ ʧʨʦʚʝʣ ʙʦʣʝʝ 155 ʯʘʩʦʚ, ʘʚʪʦʨʠʟʦʚʘʚʰʠʩʴ ʥʘ ʩʝʨʚʝʨʝ, ʢʦʪʦʨʳʡ 
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ʩʦʜʝʨʞʘʣ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʣʠʝʥʪʝ, ʚʢʣʶʯʘʷ ʜʦʢʫʤʝʥʪʳ, 

ʫʜʦʩʪʦʚʝʨʷʶʱʠʝ ʣʠʯʥʦʩʪʴ. ASIC ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ RI ʥʝ ʩʤʦʛʣʘ ʨʝʘʣʠʟʦʚʘʪʴ 

ʘʜʝʢʚʘʪʥʳʝ ʧʦʣʠʪʠʢʠ, ʩʠʩʪʝʤʳ ʠ ʨʝʩʫʨʩʳ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʨʘʟʫʤʥʦ ʧʦʜʭʦʜʷʱʠʤʠ 

ʜʣ̫ ʫʧʨʘʚʣʝʥʠʷ ʨʠʩʢʘʤʠ ʚ ʦʪʥʦʰʝʥʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʠʙʝʨʫʩʪʦʡʯʠʚʦʩʪʠ. 

ASIC ʜʦʙʠʚʘʝʪʩʷ ʟʘʷʚʣʝʥʠʡ ʦ ʪʦʤ, ʯʪʦ RI ʥʘʨʫʰʠʣʘ ʧʦʣʦʞʝʥʠʷ ɿʘʢʦʥʘ ʦ 

ʢʦʨʧʦʨʘʮʠʷʭ, ʘ ʪʘʢʞʝ ʨʘʩʧʦʨʷʞʝʥʠʡ ʦ ʩʦʙʣʶʜʝʥʠʠ ʪʨʝʙʦʚʘʥʠʡ ʦ ʪʦʤ, ʯʪʦ RI 

ʚʥʝʜʨʷʝʪ ʩʠʩʪʝʤʳ, ʢʦʪʦʨʳʝ ʨʘʟʫʤʥʦ ʧʦʜʭʦʜʷʪ ʜʣʷ ʘʜʝʢʚʘʪʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʨʠʩʢʘʤʠ 

ʚ ʦʪʥʦʰʝʥʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʠʙʝʨʫʩʪʦʡʯʠʚʦʩʪʠ, ʠ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʦʪʯʝʪ 

ʥʝʟʘʚʠʩʠʤʦʛʦ ʵʢʩʧʝʨʪʘ ʩ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ ʢʚʘʣʠʬʠʢʘʮʠʝʡ, ʧʦʜʪʚʝʨʞʜʘʶʱʠʡ, ʯʪʦ 

ʪʘʢʠʝ ʩʠʩʪʝʤʳ ʙʳʣʠ ʨʝʘʣʠʟʦʚʘʥʳ. 

ʉʪʨʘʪʝʛʠʯʝʩʢʠʡ ʬʦʢʫʩ 

ʋʧʨʘʚʣʝʥʠʝ ʫʧʦʣʥʦʤʦʯʝʥʥʦʛʦ ʧʦ ʚʦʧʨʦʩʘʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʚʩʪʫʧʠʣʦ ʚ 

2021 ʛʦʜ (ʠ ʜʘʣʝʝ) ʩ ʦʙʥʦʚʣʝʥʥʦʡ ʥʘʧʨʘʚʣʝʥʥʦʩʪʴʶ ʠ ʫʚʝʣʠʯʝʥʠʝʤ ʨʝʩʫʨʩʦʚ ʜʣʷ 

ʩʦʦʪʚʝʪʩʪʚʠʷ. ʄʳ ʦʞʠʜʘʝʤ, ʯʪʦ ʩʥʘʯʘʣʘ ʙʫʜʝʪ ʩʬʦʢʫʩʠʨʦʚʘʥʦ ʜʚʦʡʥʦʝ ʦʙʨʘʟʦʚʘʥʠʝ 

/ ʩʫʜʝʙʥʦʝ ʨʘʟʙʠʨʘʪʝʣʴʩʪʚʦ (ʩ ʫʧʦʨʦʤ ʥʘ ʦʙʨʘʟʦʚʘʥʠʝ, ʚ ʯʘʩʪʥʦʩʪʠ, ʚ 2021 ʛʦʜʫ), 

ʯʪʦ ʜʘʩʪ ʘʛʝʥʪʩʪʚʘʤ ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ, ʯʪʦʙʳ ʘʜʘʧʪʠʨʦʚʘʪʴʩʷ ʢ ʪʨʝʙʦʚʘʥʠʷʤ ɿʘʢʦʥʘ 

ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. 

ʆʜʥʘʢʦ ʤʳ ʦʞʠʜʘʝʤ, ʯʪʦ ʋʧʦʣʥʦʤʦʯʝʥʥʳʡ ʧʦ ʚʦʧʨʦʩʘʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

ʙʫʜʝʪ ʩʪʨʝʤʠʪʴʩʷ ʫʙʝʜʠʪʝʣʴʥʦ ʟʘʷʚʠʪʴ ʦ ʩʦʙʣʶʜʝʥʠʠ ʠ ʠʩʢʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ 

ʩʣʫʯʘʠ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʩʦʙʣʶʜʝʥʠʷ ʥʦʚʳʭ ʩʪʘʥʜʘʨʪʦʚ ɿʘʢʦʥʘ. ʄʳ ʪʘʢʞʝ 

ʧʨʝʜʧʦʣʘʛʘʝʤ, ʯʪʦ ʂʦʤʠʩʩʘʨ ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ ʩ ʜʨʫʛʠʤʠ, ʙʦʣʝʝ ʩʝʨʴʝʟʥʳʤʠ 

ʨʝʛʫʣʠʨʫʶʱʠʤʠ ʦʨʛʘʥʘʤʠ, ʯʪʦʙʳ ʛʘʨʘʥʪʠʨʦʚʘʪʴ, ʯʪʦ ʘʛʝʥʪʩʪʚʘ, ʚʝʜʫʱʠʝ ʙʠʟʥʝʩ ʚ 

ʅʦʚʦʡ ɿʝʣʘʥʜʠʠ, ʩʦʙʣʶʜʘʶʪ ʩʚʦʠ ʦʙʷʟʘʪʝʣʴʩʪʚʘ ʚ ʦʪʥʦʰʝʥʠʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʷʚʣʷʶʪʩʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʳʤʠ ʠ ʫʩʪʦʡʯʠʚʳʤʠè. (2021 

Litigation Forecast - Cyber and privacy risk: Back in the spotlight // 

MinterEllisonRuddWatts (https://www.minterellison.co.nz/our-view/2021-litigation-

forecast-cyber-and-privacy-risk-back-in-the-spotlight). 11.02.2021). 
***  

 

çɽʚʨʦʧʝʡʩʢʠʡ ʩʦʚʝʪ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ (çEDPBè) ʦʧʫʙʣʠʢʦʚʘʣ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʨʫʢʦʚʦʜʷʱʠʝ ʧʨʠʥʮʠʧʳ (çʋʢʘʟʘʥʠʷè) ʢ ʩʫʱʝʩʪʚʫʶʱʠʤ 

ʨʫʢʦʚʦʜʷʱʠʤ ʫʢʘʟʘʥʠʷʤ ʧʦ ʫʚʝʜʦʤʣʝʥʠʶ ʦʙ ʫʪʝʯʢʝ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ, 

ʚʳʧʫʱʝʥʥʳʤ ʝʛʦ ʧʨʝʜʰʝʩʪʚʝʥʥʠʮʝʡ ʈʘʙʦʯʝʡ ʛʨʫʧʧʦʡ ʧʦ ʩʪʘʪʴʝ 29. 
ʈʫʢʦʚʦʜʷʱʠʝ ʧʨʠʥʮʠʧʳ ʚʢʣʶʯʘʶʪ 18 ʪʝʤʘʪʠʯʝʩʢʠʭ ʠʩʩʣʝʜʦʚʘʥʠʡ, ʦʩʥʦʚʘʥʥʳʭ ʥʘ 

ʢʦʣʣʝʢʪʠʚʥʦʤ ʦʧʳʪʝ ʦʨʛʘʥʦʚ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ɽʉ, ʦʭʚʘʪʳʚʘʶʱʠʭ ʫʪʝʯʢʠ ʜʘʥʥʳʭ, 

ʩʚʷʟʘʥʥʳʝ ʩ ʧʨʦʛʨʘʤʤʘʤʠ-ʚʳʤʦʛʘʪʝʣʷʤʠ, ʘʪʘʢʘʤʠ ʩ ʢʨʘʞʝʡ ʜʘʥʥʳʭ, ʯʝʣʦʚʝʯʝʩʢʠʤʠ 

ʦʰʠʙʢʘʤʠ ʠʣʠ ʨʠʩʢʘʤʠ, ʧʦʪʝʨʝʡ ʫʩʪʨʦʡʩʪʚ ʠʣʠ ʜʦʢʫʤʝʥʪʦʚ, ʦʰʠʙʢʘʤʠ ʧʫʙʣʠʢʘʮʠʠ 

ʠ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʝʡ. ʂʨʦʤʝ ʪʦʛʦ, ʚ ʈʫʢʦʚʦʜʩʪʚʝ ʠʟʣʦʞʝʥʦ ʦʙʦʩʥʦʚʘʥʠʝ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʫʚʝʜʦʤʣʝʥʠʷ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ ʠ / ʠʣʠ ʥʘʜʟʦʨʥʳʭ ʦʨʛʘʥʦʚ ʚ 

ʦʪʥʦʰʝʥʠʠ ʥʘʨʫʰʝʥʠʡ ʚ ʢʘʞʜʦʤ ʢʦʥʢʨʝʪʥʦʤ ʠʩʩʣʝʜʦʚʘʥʠʠ, ʘ ʪʘʢʞʝ ʧʨʝʜʣʦʞʝʥʳ 

ʤʝʨʳ ʧʦ ʩʤʷʛʯʝʥʠʶ ʧʦʩʣʝʜʩʪʚʠʡ ʠ ʧʝʨʝʜʦʚʦʡ ʦʧʳʪ ʧʦʩʣʝ ʫʪʝʯʢʠ ʜʘʥʥʳʭ. 

ɿʘʯʝʤ ʥʫʞʥʳ ʈʫʢʦʚʦʜʷʱʠʝ ʧʨʠʥʮʠʧʳ ʠ ʘʢʪʫʘʣʴʥʦ ʜʣʷ ʙʨʠʪʘʥʩʢʦʛʦ ʙʠʟʥʝʩʘ 

ʉʫʱʝʩʪʚʫʶʱʝʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʫʚʝʜʦʤʣʝʥʠʶ ʦʙ ʫʪʝʯʢʝ ʜʘʥʥʳʭ ʧʦʷʚʠʣʦʩʴ 

ʨʘʥʴʰʝ ʆʙʱʠʭ ʧʨʘʚʠʣ ʟʘʱʠʪʳ ʜʘʥʥʳʭ (GDPR). ɺ ʪʝʯʝʥʠʝ ʜʚʫʭ ʩ ʧʦʣʦʚʠʥʦʡ ʣʝʪ ʩ 

GDPR ʙʳʣ ʨʝʘʣʠʟʦʚʘʥ, ʤʥʦʛʠʝ ʢʦʥʪʨʦʣʠʨʫʶʱʠʝ ʦʨʛʘʥʳ ʠʩʧʳʪʘʣʠ ʟʘʚʳʰʘʷ 



 120 

ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʥʘʨʫʰʝʥʠʷ ʜʘʥʥʳʭ, ʥʦ ʥʝʢʦʪʦʨʳʝ ʠʟ ʥʘʠʙʦʣʝʝ ʩʝʨʴʝʟʥʳʭ 

ʥʘʨʫʰʝʥʠʡ ʥʝ ʙʳʣʠ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʚ ʢʨʘʪʯʘʡʰʠʭ ʩʨʦʢʘʭ. ʇʘʥʜʝʤʠʷ COVID-19 

ʪʘʢʞʝ ʫʩʢʦʨʠʣʘ ʪʝʭʥʦʣʦʛʠʯʝʩʢʫʶ ʪʨʘʥʩʬʦʨʤʘʮʠʶ ʧʦʯʪʠ ʚʦ ʚʩʝʭ ʩʝʢʪʦʨʘʭ, ʯʪʦ 

ʧʨʠʚʝʣʦ ʢ ʧʦʚʳʰʝʥʠʶ ʨʠʩʢʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. ʊʘʢʠʤ 

ʦʙʨʘʟʦʤ, ʦʙʥʦʚʣʝʥʥʳʝ, ʦʙʥʦʚʣʝʥʥʳʝ ʠ ʦʩʥʦʚʘʥʥʳʝ ʥʘ ʩʮʝʥʘʨʠʷʭ ʨʫʢʦʚʦʜʷʱʠʝ 

ʧʨʠʥʮʠʧʳ, ʦʪʨʘʞʘʶʱʠʝ ʤʝʥʷʶʱʠʡʩʷ ʣʘʥʜʰʘʬʪ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʫʪʝʯʢʠ 

ʣʠʯʥʳʭ ʜʘʥʥʳʭ, ʙʫʜʫʪ ʧʨʠʚʝʪʩʪʚʦʚʘʪʴʩʷ ʧʨʝʜʧʨʠʷʪʠʷʤʠ ʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʩʝʢʪʦʨʘ ʚ ɽʉ ʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ. 

ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ɺʝʣʠʢʦʙʨʠʪʘʥʠʷ ʚʳʰʣʘ ʠʟ ɽʚʨʦʧʝʡʩʢʦʛʦ ʉʦʶʟʘ, 

ʙʨʠʪʘʥʩʢʠʝ ʢʦʤʧʘʥʠʠ, ʧʦʧʘʚʰʠʝ ʚ ʵʢʩʪʨʘʪʝʨʨʠʪʦʨʠʘʣʴʥʳʡ ʦʭʚʘʪ GDPR, ʥʘʧʨʠʤʝʨ, 

ʥʘʮʝʣʝʥʥʳʝ ʥʘ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ ɽʉ ʠ ʧʨʦʜʘʞʫ ʠʤ ʪʦʚʘʨʦʚ ʠʣʠ ʫʩʣʫʛ, ʚʩʝ ʨʘʚʥʦ 

ʜʦʣʞʥʳ ʙʫʜʫʪ ʩʦʙʣʶʜʘʪʴ GDPR. ʇʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ ɽʕɿ, 

ʩʦʙʨʘʥʥʳʝ ʜʦ 31 ʜʝʢʘʙʨʷ 2020 ʛʦʜʘ, ʪʘʢʞʝ ʧʨʦʜʦʣʞʘʶʪ ʨʝʛʫʣʠʨʦʚʘʪʴʩʷ GDPR ʚ ʪʦʤ 

ʚʠʜʝ, ʚ ʢʘʢʦʤ ʦʥ ʜʝʡʩʪʚʦʚʘʣ ʥʘ ʵʪʫ ʜʘʪʫ. ɼʘʞʝ ʚ ʦʪʥʦʰʝʥʠʠ ʣʠʯʥʳʭ ʜʘʥʥʳʭ, 

ʦʙʥʘʨʫʞʝʥʥʳʭ ʪʦʣʴʢʦ ʪʝʧʝʨʴ ʙʨʠʪʘʥʩʢʦʡ ʚʝʨʩʠʝʡ GDPR, ʙʨʠʪʘʥʩʢʦʝ ICO ʧʨʠʟʥʘʣʦ, 

ʯʪʦ ʙʦʣʴʰʠʥʩʪʚʦ ʨʘʥʝʝ ʩʫʱʝʩʪʚʦʚʘʚʰʠʭ ʨʫʢʦʚʦʜʷʱʠʭ ʧʨʠʥʮʠʧʦʚ EDPB ʦʩʪʘʶʪʩʷ 

ʧʦʣʝʟʥʳʤʠ ʠ ʫʙʝʜʠʪʝʣʴʥʳʤʠ ʜʣʷ ʙʨʠʪʘʥʩʢʦʛʦ ʨʝʞʠʤʘ ʠ ʚʦ ʠʟʙʝʞʘʥʠʝ ʨʠʩʢʘ ʪʦʛʦ, 

ʯʪʦ ɺʝʣʠʢʦʙʨʠʪʘʥʠʷ ʥʝ ʧʦʣʫʯʠʪ ʘʜʝʢʚʘʪʥʦʩʪʴ. ʇʦ ʨʝʰʝʥʠʶ ɽʉ, ɺʝʣʠʢʦʙʨʠʪʘʥʠʷ, 

ʚʝʨʦʷʪʥʦ, ʚ ʢʨʘʪʢʦʩʨʦʯʥʦʡ ʧʝʨʩʧʝʢʪʠʚʝ ʚʦʩʧʦʣʴʟʫʝʪʩʷ ʘʥʘʣʦʛʠʯʥʳʤʠ ʧʦʜʭʦʜʘʤʠ ʢ 

ʨʫʢʦʚʦʜʩʪʚʘʤ EDPB ʥʘ ʧʨʘʢʪʠʢʝ. 

ʆʩʥʦʚʥʳʝ ʚʳʚʦʜʳ ʠʟ ʈʫʢʦʚʦʜʩʪʚʘ 

ʇʦʩʢʦʣʴʢʫ ʈʫʢʦʚʦʜʷʱʠʝ ʧʨʠʥʮʠʧʳ ʦʩʥʦʚʘʥʳ ʥʘ ʩʮʝʥʘʨʠʷʭ, ʢʘʞʜʳʡ ʩʮʝʥʘʨʠʡ 

ʩʦʜʝʨʞʠʪ ʥʶʘʥʩʳ ʚ ʩʚʦʝʡ ʬʘʢʪʠʯʝʩʢʦʡ ʤʘʪʨʠʮʝ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʈʫʢʦʚʦʜʩʪʚʦ ʩʪʦʠʪ 

ʚʥʠʤʘʪʝʣʴʥʦ ʧʨʦʯʠʪʘʪʴ ʧʨʦʬʝʩʩʠʦʥʘʣʘʤ ʚ ʦʙʣʘʩʪʠ ʟʘʱʠʪʳ ʜʘʥʥʳʭ ʠ DPO. ʆʜʥʘʢʦ 

ʚ ʈʫʢʦʚʦʜʩʪʚʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʥʝʩʢʦʣʴʢʦ ʦʙʱʠʭ ʪʝʤ, ʢʦʪʦʨʳʝ ʤʳ ʢʨʘʪʢʦ ʠʟʣʦʞʠʣʠ 

ʥʠʞʝ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʘʢʪʫʘʣʴʥʦ ʜʣʷ ʧʨʠʥʫʜʠʪʝʣʴʥʳʭ ʜʝʡʩʪʚʠʡ: ʉʬʝʨʘ ʧʨʠʤʝʥʝʥʠʷ 

ʈʫʢʦʚʦʜʩʪʚʘ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʥʘ ʰʘʛʠ ʧʦ ʩʤʷʛʯʝʥʠʶ ʧʦʩʣʝʜʩʪʚʠʡ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʧʨʝʜʧʨʠʥʷʪʴ ʧʨʝʜʧʨʠʷʪʠʷ, ʠ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʙʳʪʴ 

ʨʝʘʣʠʟʦʚʘʥʳ ʧʦʩʣʝ ʫʪʝʯʢʠ ʜʘʥʥʳʭ, ʘ ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʈʫʢʦʚʦʜʩʪʚʦ ʪʘʢʞʝ ʤʦʞʝʪ 

ʠʤʝʪʴ ʟʥʘʯʝʥʠʝ, ʢʦʛʜʘ ʥʘʜʟʦʨʥʳʝ ʦʨʛʘʥʳ ʦʧʨʝʜʝʣʷʶʪ, ʙʳʣʠ ʣʠ ʧʨʠʥʷʪʳ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠ ʧʨʠʥʷʪʠʠ ʨʝʰʝʥʠʷ ʦ ʤʝʨʘʭ ʧʦ 

ʦʙʝʩʧʝʯʝʥʠʶ ʩʦʙʣʶʜʝʥʠʷ. ɺ ʯʘʩʪʥʦʩʪʠ, EDPB ʧʦʜʯʝʨʢʥʫʣʘ ʚʘʞʥʦʩʪʴ ʥʘʣʠʯʠʷ ʚ 

ʦʨʛʘʥʠʟʘʮʠʷʭ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʧʨʦʮʝʜʫʨ ʟʘʱʠʪʳ ʦʪ ʥʘʨʫʰʝʥʠʡ ʠ ʝʱʝ ʨʘʟ 

ʧʦʜʯʝʨʢʥʫʣʘ ʚʘʞʥʦʩʪʴ ʨʝʛʫʣʷʨʥʳʭ ʫʯʝʙʥʳʭ ʟʘʥʷʪʠʡ. EDPB ʪʘʢʞʝ ʦʪʤʝʪʠʣ, ʯʪʦ 

ʂʦʥʪʨʦʣʣʝʨʳ, ʨʘʙʦʪʘʶʱʠʝ ʩ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤʠ ʜʘʥʥʳʤʠ (ʚʢʣʶʯʘʷ ʬʠʥʘʥʩʦʚʫʶ 

ʠʥʬʦʨʤʘʮʠʶ), ʥʝʩʫʪ ʙʦʣʝʝ ʚʳʩʦʢʫʶ ʩʪʝʧʝʥʴ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʟʘ ʦʙʝʩʧʝʯʝʥʠʝ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʨʘʙʘʪʳʚʘʝʤʳʭ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʠ ʯʪʦ ʥʝʩʦʙʣʶʜʝʥʠʝ ʵʪʠʭ 

ʙʦʣʝʝ ʚʳʩʦʢʠʭ ʩʪʘʥʜʘʨʪʦʚ ʧʨʠʚʝʜʝʪ ʢ ʙʦʣʝʝ ʩʝʨʴʝʟʥʳʤ ʤʝʨʘʤ, ʧʨʠʥʠʤʘʝʤʳʤ 

ʥʘʜʟʦʨʥʳʤʠ ʦʨʛʘʥʘʤʠ.  

ʈʘʩʩʤʦʪʨʠʤ ʚʣʠʷʥʠʝ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʥʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ, ʮʝʣʦʩʪʥʦʩʪʴ ʠ 

ʜʦʩʪʫʧʥʦʩʪʴ ʜʘʥʥʳʭ: ʥʘ ʧʨʦʪʷʞʝʥʠʠ ʚʩʝʛʦ ʈʫʢʦʚʦʜʩʪʚʘ EDPB ʨʘʩʩʤʘʪʨʠʚʘʣ 

ʚʣʠʷʥʠʝ ʢʘʞʜʦʡ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʥʘ ʵʪʠ ʪʨʠ ʘʩʧʝʢʪʘ ʟʘʪʨʦʥʫʪʳʭ ʜʘʥʥʳʭ. ɺ 

ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʥʘʨʫʰʝʥʠʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ 

ʙʦʣʝʝ ʚʳʩʦʢʠʤ ʨʠʩʢʘʤ, ʯʝʤ ʧʨʦʩʪʦʝ ʥʘʨʫʰʝʥʠʝ ʜʦʩʪʫʧʥʦʩʪʠ. ɺ ʈʫʢʦʚʦʜʷʱʠʭ 
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ʧʨʠʥʮʠʧʘʭ ʧʨʠʚʦʜʷʪʩʷ ʧʨʠʤʝʨʳ, ʢʦʛʜʘ ʧʨʦʩʪʘʷ ʥʝʜʦʩʪʫʧʥʦʩʪʴ ʜʘʥʥʳʭ ʤʦʞʝʪ 

ʚʳʟʚʘʪʴ ʦʙʷʟʘʪʝʣʴʩʪʚʘ ʧʦ ʫʚʝʜʦʤʣʝʥʠʶ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ GDPR. ʅʘʧʨʠʤʝʨ, 

ʩʯʠʪʘʝʪʩʷ, ʯʪʦ ʥʝʜʦʩʪʫʧʥʦʩʪʴ ʤʝʜʠʮʠʥʩʢʠʭ ʟʘʧʠʩʝʡ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ 

ʩʫʱʝʩʪʚʝʥʥʳʤ ʧʦʩʣʝʜʩʪʚʠʷʤ ʜʣʷ ʟʘʪʨʦʥʫʪʳʭ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ (ʥʘʧʨʠʤʝʨ, 

ʟʘʜʝʨʞʢʘ ʚ ʣʝʯʝʥʠʠ) ʠ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʚʦʟʥʠʢʥʦʚʝʥʠʶ 

ʦʙʷʟʘʪʝʣʴʩʪʚ ʧʦ ʫʚʝʜʦʤʣʝʥʠʶ GDPR. 

ʌʘʢʪʦʨʳ, ʠʤʝʶʱʠʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʪʦʛʦ, ʷʚʣʷʝʪʩʷ ʣʠ ʥʘʨʫʰʝʥʠʝ 

ʚʳʩʦʢʠʤ ʨʠʩʢʦʤ ʠ ʧʦʵʪʦʤʫ ʦ ʥʝʤ ʩʣʝʜʫʝʪ ʫʚʝʜʦʤʣʷʪʴ, ʥʝ ʷʚʣʷʶʪʩʷ 

ʠʩʯʝʨʧʳʚʘʶʱʠʤʠ, ʦʜʥʘʢʦ ʤʳ ʦʧʨʝʜʝʣʠʣʠ ʩʣʝʜʫʶʱʠʝ ʤʦʤʝʥʪʳ, ʢʦʪʦʨʳʝ ʩʣʝʜʫʝʪ 

ʦʪʤʝʪʠʪʴ: 

ʭʘʨʘʢʪʝʨ, ʦʙʲʝʤ ʠ ʢʦʥʪʝʢʩʪ ʟʘʪʨʦʥʫʪʳʭ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʠ 

ʧʦʪʝʥʮʠʘʣʴʥʦʝ ʚʣʠʷʥʠʝ ʥʘ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ: ʥʘʧʨʠʤʝʨ, ʧʦʪʝʨʷ ʜʘʥʥʳʭ 

ʩʧʝʮʠʘʣʴʥʦʡ ʢʘʪʝʛʦʨʠʠ, ʜʘʥʥʳʭ, ʨʘʩʢʨʳʚʘʶʱʠʭ ʣʠʯʥʫʶ ʞʠʟʥʴ ʯʝʣʦʚʝʢʘ, ʠʣʠ 

ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʢʨʘʞʝ ʣʠʯʥʳʭ ʜʘʥʥʳʭ ʠʣʠ ʬʠʥʘʥʩʦʚʳʤ ʧʦʪʝʨʷʤ 

ʩʫʙʲʝʢʪʘ ʜʘʥʥʳʭ. ʙʦʣʝʝ ʚʝʨʦʷʪʥʦ, ʯʪʦ ʚʦʟʥʠʢʥʫʪ ʦʙʷʟʘʪʝʣʴʩʪʚʘ ʧʦ ʫʚʝʜʦʤʣʝʥʠʶ. 

ʭʘʨʘʢʪʝʨ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʠʤʝʝʪ ʟʥʘʯʝʥʠʝ: ʥʘʧʨʠʤʝʨ, ʙʳʣʠ ʣʠ 

ʜʘʥʥʳʝ, ʢ ʢʦʪʦʨʳʤ ʙʳʣ ʧʦʣʫʯʝʥ ʜʦʩʪʫʧ ʙʝʟ ʘʚʪʦʨʠʟʘʮʠʠ, ʪʘʢʞʝ ʙʳʣʠ ʩʢʦʧʠʨʦʚʘʥʳ 

ʠʣʠ ʦʪʬʠʣʴʪʨʦʚʘʥʳ. ɺ ʮʝʣʦʤ ʩʯʠʪʘʝʪʩʷ, ʯʪʦ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʙʝʟ 

ʫʪʝʯʢʠ ʤʝʥʝʝ ʦʧʘʩʝʥ. 

ʙʳʣʠ ʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʝ ʜʘʥʥʳʝ ʟʘʰʠʬʨʦʚʘʥʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʩʦʚʨʝʤʝʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʙʳʣ ʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥ ʢʣʶʯ ʨʘʩʰʠʬʨʦʚʢʠ, ʘ ʚ ʩʣʫʯʘʝ 

ʧʘʨʦʣʝʡ ʧʨʠʤʝʥʷʣʠʩʴ ʣʠ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʦʝ ʭʝʰʠʨʦʚʘʥʠʝ ʠ ʩʦʣʝʥʠʝ. ɽʩʣʠ ʪʘʢʠʝ 

ʪʝʭʥʠʯʝʩʢʠʝ ʤʝʨʳ ʥʝ ʧʨʠʥʷʪʳ, ʫʪʝʯʢʘ ʜʘʥʥʳʭ ʩ ʙʦʣʴʰʝʡ ʚʝʨʦʷʪʥʦʩʪʴʶ ʩʦʟʜʘʩʪ 

ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʨʠʩʢ ʜʣʷ ʣʶʜʝʡ. 

ʤʦʞʥʦ ʣʠ ʩʤʷʛʯʠʪʴ ʥʝʙʣʘʛʦʧʨʠʷʪʥʳʡ ʵʬʬʝʢʪ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʚ ʧʨʝʜʝʣʘʭ 

ʩʨʦʢʦʚ ʩʨʦʯʥʦʛʦ ʫʚʝʜʦʤʣʝʥʠʷ: ʥʘʧʨʠʤʝʨ, ʧʫʪʝʤ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʭ ʜʘʥʥʳʭ ʠʟ ʭʦʨʦʰʦ ʦʙʩʣʫʞʠʚʘʝʤʳʭ ʨʝʟʝʨʚʥʳʭ ʢʦʧʠʡ ʚ 

ʧʨʝʜʝʣʘʭ 72-ʯʘʩʦʚʦʛʦ ʩʨʦʢʘ ʜʣʷ ʫʚʝʜʦʤʣʝʥʠʷ ʦ ʚʟʣʦʤʝ ʜʘʥʥʳʭ. ʊʨʫʜʥʦʩʪʠ ʩ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʝʤ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʭ ʜʘʥʥʳʭ ʚ ʪʝʯʝʥʠʝ ʪʘʢʦʛʦ ʧʝʨʠʦʜʘ 

ʫʚʝʣʠʯʠʚʘʶʪ ʨʠʩʢʠ, ʢʦʪʦʨʳʝ ʥʘʨʫʰʝʥʠʝ ʜʘʥʥʳʭ ʧʨʝʜʩʪʘʚʣʷʝʪ ʜʣʷ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭè. (David Varney, Yunzhe Zhang. EDPB 

publishes detailed guidelines on data breach notification // Burges Salmon 

(https://www.burges-salmon.com/news-and-insight/legal-updates/data-protection/edpb-

publishes-detailed-guidelines-on-data-breach-notification/). 08.02.2021). 

***  

 

çTikTok ʩʥʦʚʘ ʚ ʮʝʥʪʨʝ ʚʥʠʤʘʥʠʷ ʠʟ-ʟʘ ʪʦʛʦ, ʢʘʢ ʧʦʧʫʣʷʨʥʦʝ 

ʧʨʠʣʦʞʝʥʠʝ ʜʣʷ ʦʙʤʝʥʘ ʚʠʜʝʦ ʩʦʙʠʨʘʝʪ ʠ ʧʝʨʝʜʘʝʪ ʜʘʥʥʳʝ, ʦʩʦʙʝʥʥʦ ʦʪ 

ʥʝʩʦʚʝʨʰʝʥʥʦʣʝʪʥʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ɿʦʥʪʠʯʥʘʷ ʛʨʫʧʧʘ, ʩʦʩʪʦʷʱʘʷ ʠʟ 44 ʦʨʛʘʥʠʟʘʮʠʡ ʧʦ ʥʘʜʟʦʨʫ ʟʘ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴʶ ʧʦʪʨʝʙʠʪʝʣʝʡ, ʧʦʜʘʣʘ ʞʘʣʦʙʫ ʥʘ TikTok, ʟʘʷʚʠʚ, ʯʪʦ 

ʯʨʝʟʚʳʯʘʡʥʦ ʧʦʧʫʣʷʨʥʘʷ ʧʣʘʪʬʦʨʤʘ ʦʙʤʝʥʘ ʚʠʜʝʦ ʠʤʝʝʪ çʚʚʦʜʷʱʫʶ ʚ 

ʟʘʙʣʫʞʜʝʥʠʝè ʧʦʣʠʪʠʢʫ ʩʙʦʨʘ ʜʘʥʥʳʭ. 

ʇʦʧʫʣʷʨʥʦʩʪʴ TikTok, ʧʨʠʥʘʜʣʝʞʘʱʝʛʦ ByteDance, ʨʝʟʢʦ ʚʦʟʨʦʩʣʘ: ʙʦʣʝʝ 2 

ʤʠʣʣʠʘʨʜʦʚ ʟʘʛʨʫʟʦʢ ʥʘ ʪʦʨʛʦʚʳʭ ʧʣʦʱʘʜʢʘʭ Google Play ʠ Apple App Store. 
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ɾʘʣʦʙʘ ʙʳʣʘ ʧʦʜʘʥʘ ɽʚʨʦʧʝʡʩʢʦʡ ʦʨʛʘʥʠʟʘʮʠʝʡ ʧʦʪʨʝʙʠʪʝʣʝʡ (BEUC), ʚ ʢʦʪʦʨʫʶ 

ʚʭʦʜʷʪ ʛʨʫʧʧʳ ʧʦ ʥʘʜʟʦʨʫ ʟʘ ʩʦʙʣʶʜʝʥʠʝʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʧʦʪʨʝʙʠʪʝʣʝʡ ʠʟ 

32 ʩʪʨʘʥ. BEUC ʟʘʷʚʣʷʝʪ, ʯʪʦ ʝʛʦ ʮʝʣʴ - ʦʙʝʩʧʝʯʠʪʴ ʧʨʠʥʷʪʠʝ ɽʚʨʦʧʝʡʩʢʠʤ ʩʦʶʟʦʤ 

ʧʦʣʠʪʠʯʝʩʢʠʭ ʨʝʰʝʥʠʡ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ çʫʣʫʯʰʝʥʠʝ ʞʠʟʥʠ ʧʦʪʨʝʙʠʪʝʣʝʡè. 

ʉʦʛʣʘʩʥʦ ʞʘʣʦʙʝ, ʦʪʩʫʪʩʪʚʠʝ TikTok ʦ ʧʨʦʟʨʘʯʥʦʩʪʠ ʩʙʦʨʘ ʜʘʥʥʳʭ - ʚ 

ʯʘʩʪʥʦʩʪʠ, ʢʘʢ ʵʪʦ ʚʣʠʷʝʪ ʥʘ ʙʦʣʴʰʦʡ ʶʚʝʥʠʣʴʥʳʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʠʩʪʝʤʳ ʥʘ 

ʜʘʥʥʦʡ ʧʣʘʪʬʦʨʤʝ - ʵʪʦ, ʚʦʟʤʦʞʥʦ, ʚ ʥʘʨʫʰʝʥʠʝ ɽʉ ʆʙʱʠʝ ʜʘʥʥʳʝ ʈʝʛʫʣʠʨʦʚʘʥʠʝ 

ʟʘʱʠʪʳ (GDPR) ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ ʧʨʘʚʠʣ. ɾʘʣʦʙʘ ʙʳʣʘ ʧʦʜʘʥʘ ʚ 

ɽʚʨʦʧʝʡʩʢʫʶ ʢʦʤʠʩʩʠʶ (ʠʩʧʦʣʥʠʪʝʣʴʥʫʶ ʚʝʪʚʴ ɽʚʨʦʧʝʡʩʢʦʛʦ ʉʦʶʟʘ, ʦʪʚʝʯʘʶʱʫʶ 

ʟʘ ʚʥʝʩʝʥʠʝ ʧʨʝʜʣʦʞʝʥʠʡ ʚ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦ ʠ ʚʳʧʦʣʥʝʥʠʝ ʨʝʰʝʥʠʡ) ʠ ʚ çʩʝʪʴ 

ʦʨʛʘʥʦʚ ʧʦ ʟʘʱʠʪʝ ʧʨʘʚ ʧʦʪʨʝʙʠʪʝʣʝʡè. 

çTikTok ʯʝʪʢʦ ʥʝ ʠʥʬʦʨʤʠʨʫʝʪ ʩʚʦʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʦʩʦʙʝʥʥʦ ʜʝʪʝʡ ʠ 

ʧʦʜʨʦʩʪʢʦʚ, ʦ ʪʦʤ, ʢʘʢʠʝ ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ ʩʦʙʠʨʘʶʪʩʷ, ʩ ʢʘʢʦʡ ʮʝʣʴʶ ʠ ʧʦ 

ʢʘʢʦʡ ʶʨʠʜʠʯʝʩʢʦʡ ʧʨʠʯʠʥʝè, - ʛʦʚʦʨʠʪʩʷ ʚ ʦʪʯʝʪʝ BEUC, ʦʧʫʙʣʠʢʦʚʘʥʥʦʤ ʚʦ 

ʚʪʦʨʥʠʢ ʚʤʝʩʪʝ ʩ ʞʘʣʦʙʦʡ. çʕʪʠ ʤʝʪʦʜʳ ʧʨʦʙʣʝʤʘʪʠʯʥʳ, ʚ ʯʘʩʪʥʦʩʪʠ, ʧʦʩʢʦʣʴʢʫ 

ʦʥʠ ʥʝ ʧʦʟʚʦʣʷʶʪ ʧʦʪʨʝʙʠʪʝʣʷʤ ʧʨʠʥʠʤʘʪʴ ʧʦʣʥʦʩʪʴʶ ʠʥʬʦʨʤʠʨʦʚʘʥʥʦʝ ʨʝʰʝʥʠʝ 

ʦ ʪʦʤ, ʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ ʣʠ ʚ ʧʨʠʣʦʞʝʥʠʠ ʠ / ʠʣʠ ʦʩʫʱʝʩʪʚʣʷʪʴ ʩʚʦʠ ʧʨʘʚʘ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ GDPRè. 

ʇʨʝʜʩʪʘʚʠʪʝʣʴ TikTok ʩʦʦʙʱʠʣ Threatpost, ʯʪʦ ʚʥʫʪʨʝʥʥʝʝ ʨʝʟʶʤʝ ʇʦʣʠʪʠʢʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ TikTok ʙʳʣʦ ʨʘʟʨʘʙʦʪʘʥʦ çʩʦ ʩʣʦʚʘʨʥʳʤ ʟʘʧʘʩʦʤ ʠ ʪʦʥʦʤ 

ʛʦʣʦʩʘ, ʢʦʪʦʨʳʝ ʧʦʤʦʛʘʶʪ ʧʦʜʨʦʩʪʢʘʤ ʧʦʥʷʪʴ ʥʘʰ ʧʦʜʭʦʜ ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠè. 

çʄʳ ʚʩʝʛʜʘ ʦʪʢʨʳʪʳ, ʯʪʦʙʳ ʫʩʣʳʰʘʪʴ, ʢʘʢ ʤʳ ʤʦʞʝʤ ʫʣʫʯʰʠʪʴ ʩʠʪʫʘʮʠʶ, ʠ 

ʤʳ ʩʚʷʟʘʣʠʩʴ ʩ BEUC, ʧʦʩʢʦʣʴʢʫ ʤʳ ʧʨʠʚʝʪʩʪʚʫʝʤ ʚʩʪʨʝʯʫ, ʯʪʦʙʳ ʚʳʩʣʫʰʘʪʴ ʠʭ 

ʦʧʘʩʝʥʠʷè, - ʩʢʘʟʘʣ Threatpost ʧʨʝʜʩʪʘʚʠʪʝʣʴ TikTok. 

TikTok: ʇʦʣʠʪʠʢʘ ʩʙʦʨʘ çʥʝʷʩʥʳʭè ʜʘʥʥʳʭ 

ɺ ʞʘʣʦʙʝ ʫʪʚʝʨʞʜʘʝʪʩʷ, ʯʪʦ ʫʩʣʦʚʠʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʠ ʧʦʣʠʪʠʢʘ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ TikTok ʩʦʜʝʨʞʘʪ ʥʝʯʝʪʢʠʝ ʟʘʷʚʣʝʥʠʷ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʦ 

ʪʦʤ, ʢʘʢ ʦʥ ʩʦʙʠʨʘʝʪ ʠ ʧʝʨʝʜʘʝʪ ʜʘʥʥʳʝ. ʅʘʧʨʠʤʝʨ, ʧʦʣʠʪʠʢʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

TikTok ʥʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ çʪʦʯʥʳʡ ʩʧʠʩʦʢè ʢʦʤʧʘʥʠʡ, ʢʦʪʦʨʳʝ ʧʦʣʫʯʘʶʪ ʜʘʥʥʳʝ, 

ʢʦʪʦʨʳʝ TikTok ʩʦʙʠʨʘʝʪ ʠ ʧʝʨʝʜʘʝʪ (ʧʦʤʠʤʦ ʫʢʘʟʘʥʠʷ, ʯʪʦ ʜʘʥʥʳʝ ʧʝʨʝʜʘʶʪʩʷ 

ʰʠʨʦʢʠʤ ʢʘʪʝʛʦʨʠʷʤ ʧʦʩʪʘʚʱʠʢʦʚ ʦʙʣʘʯʥʳʭ ʭʨʘʥʠʣʠʱ, ʙʠʟʥʝʩ-ʧʘʨʪʥʝʨʦʚ, ʩʣʫʞʙ 

ʤʦʜʝʨʘʮʠʠ ʢʦʥʪʝʥʪʘ ʠ ʪ. ɼ.). 

ɼʨʫʛʠʝ ʜʝʪʘʣʠ ʥʝ ʫʢʘʟʘʥʳ ʚ ʧʦʣʠʪʠʢʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ TikTok, ʩʢʘʟʘʣ 

BEUC - ʥʘʧʨʠʤʝʨ, ʦʥ ʥʝ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʪʨʘʥʘʭ, ʚ ʢʦʪʦʨʳʝ 

ʧʝʨʝʜʘʶʪʩʷ ʜʘʥʥʳʝ (ʢʨʦʤʝ ʫʢʘʟʘʥʠʷ, ʯʪʦ ʜʘʥʥʳʝ ʙʫʜʫʪ ʭʨʘʥʠʪʴʩʷ ʚ ʤʝʩʪʝ 

ʥʘʟʥʘʯʝʥʠʷ ʟʘ ʧʨʝʜʝʣʘʤʠ çɽʚʨʦʧʝʡʩʢʦʡ ʵʢʦʥʦʤʠʯʝʩʢʦʡ ʟʦʥʳè.); ʠ ʥʘ ʢʘʢʦʤ 

ʧʨʘʚʦʚʦʤ ʦʩʥʦʚʘʥʠʠ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʜʘʥʥʳʝ ʦ ʤʝʩʪʦʧʦʣʦʞʝʥʠʠ. 

BEUC ʪʘʢʞʝ ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʧʦʣʠʪʠʢʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ TikTok 

(ʦʩʦʙʝʥʥʦ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʚʦʟʨʘʩʪʝ ʦʪ 13 ʜʦ 18 ʣʝʪ) ʪʨʫʜʥʦʜʦʩʪʫʧʥʘ. 

ʅʘʧʨʠʤʝʨ, ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʧʦʣʠʪʠʢʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʜʦʣʞʥʳ 

ʠʤʝʪʴ ʩʫʱʝʩʪʚʫʶʱʫʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ - ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ çʚʘʞʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʥʝ 

ʧʨʝʜʦʩʪʘʚʣʷʝʪʩʷ ʜʝʪʷʤ ʠ ʧʦʜʨʦʩʪʢʘʤ ʧʨʠ ʨʝʛʠʩʪʨʘʮʠʠ ʠ ʥʘ ʧʨʝʜʜʦʛʦʚʦʨʥʦʡ 

ʩʪʘʜʠʠè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ BEUC. 

ɺʣʠʷʥʠʝ ʥʘ ʙʘʟʫ ʤʦʣʦʜʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ TikTok 
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ɺ ʦʪʯʝʪʝ ʧʦʜʯʝʨʢʠʚʘʝʪʩʷ, ʯʪʦ ʙʦʣʴʰʫʶ ʯʘʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʡ ʙʘʟʳ TikTok 

ʩʦʩʪʘʚʣʷʶʪ ʜʝʪʠ. ʅʘʧʨʠʤʝʨ, ʚ ʉʐɸ ʦʪʯʝʪ ʧʦʢʘʟʘʣ, ʯʪʦ ʙʦʣʝʝ ʪʨʝʪʠ ʝʞʝʜʥʝʚʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ TikTok ʩʦʩʪʘʚʣʷʶʪ 14 ʣʝʪ ʠ ʤʣʘʜʰʝ, ʧʨʠʯʝʤ ʤʥʦʛʠʝ ʚʠʜʝʦ, ʧʦ ʚʩʝʡ 

ʚʠʜʠʤʦʩʪʠ, ʠʩʭʦʜʷʪ ʦʪ ʜʝʪʝʡ ʤʣʘʜʰʝ 13 ʣʝʪ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, TikTok ʜʦʣʞʝʥ çʯʝʪʢʦ ʠʥʬʦʨʤʠʨʦʚʘʪʴ ʩʚʦʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 

ʦʩʦʙʝʥʥʦ ʚ ʧʦʥʷʪʥʦʡ ʜʣʷ ʜʝʪʝʡ ʠ ʧʦʜʨʦʩʪʢʦʚ ʬʦʨʤʝ, ʦ ʪʦʤ, ʢʘʢʠʝ ʧʝʨʩʦʥʘʣʴʥʳʝ 

ʜʘʥʥʳʝ ʩʦʙʠʨʘʶʪʩʷ, ʩ ʢʘʢʦʡ ʮʝʣʴʶ ʠ ʧʦ ʢʘʢʠʤ ʶʨʠʜʠʯʝʩʢʠʤ ʧʨʠʯʠʥʘʤè, ʩʦʛʣʘʩʥʦ 

BEUC. 

çʄʳ ʩʯʠʪʘʝʤ, ʯʪʦ ʥʝʢʦʪʦʨʳʝ ʠʟ ʵʪʠʭ, ʘ ʪʘʢʞʝ ʜʨʫʛʠʝé ʧʨʘʢʪʠʢʠ 

ʧʦʪʝʥʮʠʘʣʴʥʦ ʥʘʨʫʰʘʶʪ ʆʙʱʠʝ ʧʨʘʚʠʣʘ ʟʘʱʠʪʳ ʜʘʥʥʳʭ ʠ ʧʨʠʚʣʝʢʣʠ ʢ ʥʠʤ 

ʚʥʠʤʘʥʠʝ ʦʨʛʘʥʦʚ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʚ ʢʦʥʪʝʢʩʪʝ ʠʭ ʪʝʢʫʱʠʭ ʨʘʩʩʣʝʜʦʚʘʥʠʡ ʚ 

ʦʪʥʦʰʝʥʠʠ ʢʦʤʧʘʥʠʠè, - ʟʘʷʚʠʣʠ ʚ BEUC. 

TikTok ʨʘʥʝʝ ʦʢʘʟʘʣʩʷ ʚ ʛʦʨʷʯʝʡ ʚʦʜʝ, ʢʦʛʜʘ ʜʝʣʦ ʢʘʩʘʣʦʩʴ ʝʛʦ ʙʦʣʝʝ ʤʦʣʦʜʦʡ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʡ ʙʘʟʳ. ɺ ʤʘʝ ʛʨʫʧʧʘ ʟʘʱʠʪʥʠʢʦʚ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʧʦʜʘʣʘ 

ʞʘʣʦʙʫ ʚ ʌʝʜʝʨʘʣʴʥʫʶ ʪʦʨʛʦʚʫʶ ʢʦʤʠʩʩʠʶ (FTC), ʫʪʚʝʨʞʜʘʷ, ʯʪʦ ʧʣʘʪʬʦʨʤʘ ʥʝ ʚ 

ʩʦʩʪʦʷʥʠʠ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ ʟʘʱʠʪʠʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʜʝʪʝʡ. 

ʅʦ ʧʣʘʪʬʦʨʤʘ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡ ʪʘʢʞʝ ʩʪʨʝʤʠʣʘʩʴ ʫʣʫʯʰʠʪʴ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʜʣʷ ʩʚʦʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ-ʧʦʜʨʦʩʪʢʦʚ, ʠʟʤʝʥʠʚ ʥʘʩʪʨʦʡʢʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʣʷ ʚʩʝʭ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʚ ʚʦʟʨʘʩʪʝ ʜʦ 

16 ʣʝʪ, ʯʪʦʙʳ ʦʥʠ ʙʳʣʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʆʛʨʘʥʠʯʝʥʦ 

ʧʨʠʣʦʞʝʥʠʝ TikTok ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʤʣʘʜʰʝ 13 ʣʝʪ ʪʘʢʞʝ ʙʳʣ ʟʘʧʫʱʝʥ ʚ 

ʧʨʦʰʣʦʤ ʛʦʜʫ ʠ ʚ ʧʘʨʪʥʝʨʩʪʚʝ ʩ ʨʦʜʠʪʝʣʴʩʢʠʤ ʩʪʦʨʦʞʝʚʦʡ ʛʨʫʧʧʳ ʟʜʨʘʚʦʛʦ ʩʤʳʩʣʘ 

ʚ ʧʦʧʳʪʢʝ ʜʦʩʪʘʚʠʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʚʠʜʝʦ ʜʣʷ ʤʦʣʦʜʳʭ TikTok-ERS. 

çʆʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʰʝʛʦ ʩʦʦʙʱʝʩʪʚʘ, ʦʩʦʙʝʥʥʦ ʥʘʰʠʭ ʤʦʣʦʜʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʠ ʩʦʙʣʶʜʝʥʠʝ ʟʘʢʦʥʦʚ, ʚ ʢʦʪʦʨʳʭ ʤʳ ʨʘʙʦʪʘʝʤ, - ʵʪʦ ʦʙʷʟʘʥʥʦʩʪʠ, ʢ 

ʢʦʪʦʨʳʤ ʤʳ ʦʪʥʦʩʠʤʩʷ ʥʝʚʝʨʦʷʪʥʦ ʩʝʨʴʝʟʥʦè, - ʩʢʘʟʘʣ Threatpost ʧʨʝʜʩʪʘʚʠʪʝʣʴ 

TikTok. çʂʘʞʜʳʡ ʜʝʥʴ ʤʳ ʫʩʝʨʜʥʦ ʨʘʙʦʪʘʝʤ ʥʘʜ ʟʘʱʠʪʦʡ ʥʘʰʝʛʦ ʩʦʦʙʱʝʩʪʚʘ, 

ʧʦʵʪʦʤʫ ʤʳ ʧʨʝʜʧʨʠʥʷʣʠ ʨʷʜ ʚʘʞʥʳʭ ʰʘʛʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʩʜʝʣʘʣʠ ʚʩʝ ʫʯʝʪʥʳʝ 

ʟʘʧʠʩʠ, ʧʨʠʥʘʜʣʝʞʘʱʠʝ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʤʣʘʜʰʝ 16 ʣʝʪ, ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʧʨʠʚʘʪʥʳʤʠè. 

ɼʨʫʛʠʝ ʨʘʙʦʪʳ ʚ TikTok, ʦʧʠʩʘʥʥʳʝ ʥʘʙʣʶʜʘʪʝʣʷʤʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

ɺ ʞʘʣʦʙʝ ʙʳʣ ʦʧʠʩʘʥ ʨʷʜ ʜʨʫʛʠʭ ʧʨʦʙʣʝʤ ʩ ʧʨʠʣʦʞʝʥʠʝʤ TikTok, ʚʳʭʦʜʷʱʠʭ 

ʟʘ ʨʘʤʢʠ ʝʛʦ ʧʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. ʅʘʧʨʠʤʝʨ, BEUC ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ 

TikTok ʥʝ ʦʯʝʥʴ ʭʦʨʦʰʦ ʜʝʣʘʝʪ ʤʘʨʢʝʪʠʥʛʦʚʳʝ ʫʩʠʣʠʷ ʦʯʝʚʠʜʥʳʤʠ ʜʣʷ ʩʚʦʝʡ 

ʙʦʣʝʝ ʤʦʣʦʜʦʡ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʡ ʙʘʟʳ. ʂʨʦʤʝ ʪʦʛʦ, ʦʥ ʧʦʪʝʥʮʠʘʣʴʥʦ ʥʝʩʧʦʩʦʙʝʥ 

ʧʨʦʚʦʜʠʪʴ ʜʦʣʞʥʫʶ ʦʩʤʦʪʨʠʪʝʣʴʥʦʩʪʴ, ʢʦʛʜʘ ʜʝʣʦ ʜʦʭʦʜʠʪ ʜʦ ʟʘʱʠʪʳ ʜʝʪʝʡ ʦʪ 

ʥʝʧʨʠʝʤʣʝʤʦʛʦ ʢʦʥʪʝʥʪʘ, ʪʘʢʦʛʦ ʢʘʢ ʚʠʜʝʦʨʦʣʠʢʠ, ʜʝʤʦʥʩʪʨʠʨʫʶʱʠʝ 

ʥʝʧʨʠʩʪʦʡʥʳʡ ʢʦʥʪʝʥʪ, ʫʪʚʝʨʞʜʘʝʪ BEUC. 

BEUC ʪʘʢʞʝ ʥʝ ʩʦʛʣʘʩʠʣʩʷ ʩ çʧʦʣʠʪʠʢʦʡ ʚʠʨʪʫʘʣʴʥʳʭ ʧʨʝʜʤʝʪʦʚè TikTok, 

ʩʦʛʣʘʩʥʦ ʢʦʪʦʨʦʡ ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʧʦʢʫʧʘʪʴ ʤʦʥʝʪʳ, ʢʦʪʦʨʳʝ ʦʥʠ ʤʦʛʫʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʢʘʯʝʩʪʚʝ ʚʠʨʪʫʘʣʴʥʳʭ ʧʦʜʘʨʢʦʚ ʜʣʷ ʟʥʘʤʝʥʠʪʦʩʪʝʡ TikTok, 

ʚʳʩʪʫʧʣʝʥʠʷ ʢʦʪʦʨʳʭ ʠʤ ʥʨʘʚʷʪʩʷ. TikTok ʟʘʷʚʣʷʝʪ ʦ ʩʚʦʝʤ çʘʙʩʦʣʶʪʥʦʤ ʧʨʘʚʝè 

ʠʟʤʝʥʷʪʴ ʦʙʤʝʥʥʳʡ ʢʫʨʩ ʤʝʞʜʫ ʤʦʥʝʪʘʤʠ ʠ ʧʦʜʘʨʢʘʤʠ, ʯʪʦ, ʧʦ ʤʥʝʥʠʶ BEUC, 

çʚʚʦʜʠʪ ʚ ʟʘʙʣʫʞʜʝʥʠʝè ʠ ʧʦʪʝʥʮʠʘʣʴʥʦ ʤʦʞʝʪ ʧʦʟʚʦʣʠʪʴ ʢʦʤʧʘʥʠʠ ʠʩʢʘʟʠʪʴ 

ʬʠʥʘʥʩʦʚʳʝ ʪʨʘʥʟʘʢʮʠʠ ʚ ʩʚʦʶ ʧʦʣʴʟʫ. 
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ʅʘʢʦʥʝʮ, ʫʩʣʦʚʠʷ ʦʙʩʣʫʞʠʚʘʥʠʷ TikTok çʥʝʷʩʥʳ, ʜʚʫʩʤʳʩʣʝʥʥʳ ʠ ʦʪʜʘʶʪ 

ʧʨʝʜʧʦʯʪʝʥʠʝ TikTok ʚ ʫʱʝʨʙ ʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷʤè, - ʟʘʷʚʠʣʠ ʚ BEUC. çʋʩʣʦʚʠʷ ʝʛʦ 

ʘʚʪʦʨʩʢʦʛʦ ʧʨʘʚʘ ʪʘʢʞʝ ʥʝʩʧʨʘʚʝʜʣʠʚʳ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʜʘʶʪ TikTok ʙʝʟʦʪʟʳʚʥʦʝ 

ʧʨʘʚʦ ʠʩʧʦʣʴʟʦʚʘʪʴ, ʨʘʩʧʨʦʩʪʨʘʥʷʪʴ ʠ ʚʦʩʧʨʦʠʟʚʦʜʠʪʴ ʚʠʜʝʦ, ʦʧʫʙʣʠʢʦʚʘʥʥʳʝ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, ʙʝʟ ʚʦʟʥʘʛʨʘʞʜʝʥʠʷè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ BEUC. 

ʏʪʦ ʞʜʝʪ TikTok ʜʘʣʴʰʝ 

ɺ ʨʘʤʢʘʭ ʩʚʦʝʡ ʞʘʣʦʙʳ BEUC ʪʨʝʙʫʝʪ, ʯʪʦʙʳ ʚʣʘʩʪʠ ʥʘʯʘʣʠ ʚʩʝʩʪʦʨʦʥʥʝʝ 

ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʧʦʣʠʪʠʢʠ ʠ ʧʨʘʢʪʠʢʠ TikTok. 

çɺʤʝʩʪʝ ʩ ʥʘʰʠʤʠ ʯʣʝʥʘʤʠ - ʛʨʫʧʧʘʤʠ ʧʦʪʨʝʙʠʪʝʣʝʡ ʩʦ ʚʩʝʡ ɽʚʨʦʧʳ - ʤʳ 

ʧʨʠʟʳʚʘʝʤ ʚʣʘʩʪʠ ʧʨʠʥʷʪʴ ʥʝʟʘʤʝʜʣʠʪʝʣʴʥʳʝ ʤʝʨʳè, - ʛʦʚʦʨʠʪʩʷ ʚ ʟʘʷʚʣʝʥʠʠ 

ʛʝʥʝʨʘʣʴʥʦʛʦ ʜʠʨʝʢʪʦʨʘ BEUC ʄʦʥʠʢ ɻʦʡʝʥʩ. çʆʥʠ ʜʦʣʞʥʳ ʜʝʡʩʪʚʦʚʘʪʴ ʩʝʡʯʘʩ, 

ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ TikTok - ʵʪʦ ʤʝʩʪʦ, ʛʜʝ ʧʦʪʨʝʙʠʪʝʣʠ, ʦʩʦʙʝʥʥʦ ʜʝʪʠ, ʤʦʛʫʪ 

ʨʘʟʚʣʝʢʘʪʴʩʷ, ʥʝ ʙʫʜʫʯʠ ʣʠʰʝʥʥʳʤʠ ʩʚʦʠʭ ʧʨʘʚè. 

TikTok ʨʘʥʝʝ ʧʦʜʚʝʨʛʘʣʩʷ ʢʨʠʪʠʢʝ ʠʟ-ʟʘ ʨʘʟʣʠʯʥʳʭ ʧʨʦʙʣʝʤ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ 

ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴʶ - ʜʘʞʝ ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ ʩʪʦʣʢʥʫʣʩʷ ʩ ʫʛʨʦʟʦʡ ʟʘʧʨʝʪʘ ʚ 

ʉʦʝʜʠʥʝʥʥʳʭ ʐʪʘʪʘʭ ʠʟ-ʟʘ ʦʧʘʩʝʥʠʡ, ʯʪʦ ʧʨʠʣʦʞʝʥʠʝ ʪʘʡʥʦ ʩʦʙʠʨʘʝʪ ʜʘʥʥʳʝ ʦ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʩʣʫʞʘʱʠʭ ʠ ʧʦʜʨʷʜʯʠʢʘʭ ʉʐɸ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʢʠʙʝʨ-

ʜʝʷʪʝʣʴʥʦʩʪʠ ʂʠʪʘʷ ʧʨʦʪʠʚ ʉʦʝʜʠʥʝʥʥʳʝ ʐʪʘʪʳ. 

ʋʷʟʚʠʤʦʩʪʴ ʚ TikTok, ʦʙʥʘʨʫʞʝʥʥʘʷ ʚ ʷʥʚʘʨʝ, ʤʦʛʣʘ ʧʦʟʚʦʣʠʪʴ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʣʝʛʢʦ ʩʦʙʠʨʘʪʴ ʪʝʣʝʬʦʥʥʳʝ ʥʦʤʝʨʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʫʥʠʢʘʣʴʥʳʝ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʜʨʫʛʠʝ ʜʘʥʥʳʝ, ʛʦʪʦʚʳʝ ʜʣʷ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ. ɺ 

ʩʝʥʪʷʙʨʝ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʦʙʥʘʨʫʞʠʣʠ ʯʝʪʳʨʝ ʩʝʨʴʝʟʥʳʭ ʥʝʜʦʩʪʘʪʢʘ ʚ Android-

ʚʝʨʩʠʠ TikTok, ʢʦʪʦʨʳʝ ʤʦʛʣʠ ʙʳʪʴ ʣʝʛʢʦ ʠʩʧʦʣʴʟʦʚʘʥʳ ʚʥʝʰʥʝ ʙʝʟʦʙʠʜʥʳʤ 

ʩʪʦʨʦʥʥʠʤ Android-ʧʨʠʣʦʞʝʥʠʝʤ. 

ʏʪʦ ʢʘʩʘʝʪʩʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʪʦ ʚ ʘʚʛʫʩʪʝ ʙʳʣʦ ʦʙʥʘʨʫʞʝʥʦ, ʯʪʦ TikTok 

ʩʦʙʠʨʘʝʪ ʫʥʠʢʘʣʴʥʳʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʩ ʤʠʣʣʠʦʥʦʚ ʫʩʪʨʦʡʩʪʚ Android ʙʝʟ ʚʝʜʦʤʘ 

ʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʠʩʧʦʣʴʟʫʷ ʪʘʢʪʠʢʫ, ʨʘʥʝʝ ʟʘʧʨʝʱʝʥʥʫʶ Google, ʧʦʩʢʦʣʴʢʫ ʵʪʦ 

ʥʘʨʫʰʘʣʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʣʶʜʝʡ. 

çTikTok ʠʜʝʪ ʧʦ ʧʨʦʪʦʨʝʥʥʦʤʫ ʧʫʪʠ ʜʨʫʛʠʭ ʧʨʦʜʫʢʪʦʚ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡ, 

ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʜʦʩʪʫʧ ʢ ʦʛʨʦʤʥʳʤ ʦʙʲʝʤʘʤ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʠʤʝʶʪ 

ʦʛʨʘʥʠʯʝʥʥʳʝ ʦʧʨʘʚʜʘʥʠʷ, ʢʨʦʤʝ ʟʘʢʦʥʥʳʭ ʠʥʪʝʨʝʩʦʚ, ʢʦʪʦʨʳʝ ʯʘʩʪʦ ʫʧʦʤʠʥʘʶʪʩʷ 

ʢʘʢ ʦʪʚʝʪ ʥʘ GDPR, ʥʦ ʩʪʘʥʦʚʷʪʩʷ ʙʦʣʝʝ ʩʣʦʞʥʳʤʠ, ʢʦʛʜʘ ʜʘʥʥʳʝ ʥʝ ʧʦʩʪʫʧʘʶʪè 

ʆʥʠ ʢʘʩʘʶʪʩʷ ʚʟʨʦʩʣʳʭè, - ʩʢʘʟʘʣ Threatpost ʕʥʜʨʶ ɹʘʨʨʘʪʪ, ʫʧʨʘʚʣʷʶʱʠʡ 

ʜʠʨʝʢʪʦʨ ʦʪʜʝʣʘ ʨʝʰʝʥʠʡ ʠ ʨʘʩʩʣʝʜʦʚʘʥʠʡ Coalfire. çɺ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʙʳʣʦ ʙʳ 

ʧʦʣʝʟʥʦ, ʝʩʣʠ ʙʳ ʨʝʛʫʣʠʨʫʶʱʠʝ ʦʨʛʘʥʳ ʠʩʧʦʣʴʟʦʚʘʣʠ ʧʦʜʭʦʜ ʢ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʦʩʥʦʚʘʥʥʳʡ ʥʘ ʩʪʘʥʜʘʨʪʘʭ, ʘ ʥʝ ʩʣʦʞʥʫʶ ʜʦʛʦʚʦʨʥʫʶ ʠ 

ʶʨʠʜʠʯʝʩʢʫʶ ʧʦʟʠʮʠʶè, - ʜʦʙʘʚʠʣ ʦʥè. (Lindsey O'Donnell. Complaint Blasts 

TikTokôs óMisleadingô Privacy Policies // Threatpost (https://threatpost.com/tiktok-

complaint-data-collection/163991/). 16.02.2021). 

***  

 

çʂʦʤʧʘʥʠʷ Jones Day, ʢʦʪʦʨʘʷ ʧʨʝʜʩʪʘʚʣʷʣʘ ʊʨʘʤʧʘ, ʟʘʷʚʠʣʘ, ʯʪʦ 

ʧʦʜʚʝʨʛʘʝʪʩʷ ʘʪʘʢʝ Accellion ʩ ʜʝʢʘʙʨʷ. 

ɻʨʫʧʧʘ ʚʳʤʦʛʘʪʝʣʝʡ Clop, ʢʘʢ ʩʦʦʙʱʘʝʪʩʷ, ʥʘʯʘʣʘ ʧʫʙʣʠʢʦʚʘʪʴ ʜʘʥʥʳʝ ʚ Dark 

Web, ʦʯʝʚʠʜʥʦ, ʫʢʨʘʜʝʥʥʳʝ ʫ ʶʨʠʜʠʯʝʩʢʦʡ ʬʠʨʤʳ Jones Day, ʢʦʪʦʨʘʷ ʧʨʝʜʩʪʘʚʣʷʝʪ 



 125 

ʤʥʦʛʠʭ ʠʟ ʩʘʤʳʭ ʚʣʠʷʪʝʣʴʥʳʭ ʣʶʜʝʡ ʤʠʨʘ, ʚʢʣʶʯʘʷ ʙʳʚʰʝʛʦ ʧʨʝʟʠʜʝʥʪʘ ɼʦʥʘʣʴʜʘ 

ʊʨʘʤʧʘ, ʚ ʝʛʦ ʫʩʠʣʠʷʭ ʧʦ ʦʪʤʝʥʝ ʚʳʙʦʨʦʚ 2020 ʛʦʜʘ. 

ʅʦ ʘʪʘʢʘ ʥʝ ʠʤʝʣʘ ʥʠʯʝʛʦ ʦʙʱʝʛʦ ʩ ʧʦʣʠʪʠʢʦʡ, ʩʢʘʟʘʣ Vice ʯʝʣʦʚʝʢ, 

ʫʪʚʝʨʞʜʘʶʱʠʡ, ʯʪʦ ʦʥ ʠʟ ʭʘʢʝʨʩʢʦʡ ʛʨʫʧʧʳ. ʅʘ ʚʦʧʨʦʩ ʦ ʤʦʪʠʚʘʮʠʠ ʦʥʠ ʦʪʚʝʪʠʣʠ: 

çɸ ʢʘʢ ʚʳ ʜʫʤʘʝʪʝ?  ʬʠʥʘʥʩʦʚʳʝ, ʢʦʥʝʯʥʦè. 

ʉʘʡʪ DataBreached.net ʧʝʨʚʳʤ ʩʦʦʙʱʠʣ ʦʙ ʠʥʮʠʜʝʥʪʝ ʠ ʦʧʫʙʣʠʢʦʚʘʣ 

ʩʢʨʠʥʰʦʪʳ ʫʢʨʘʜʝʥʥʳʭ ʬʘʡʣʦʚ Jones Day, ʢʦʪʦʨʳʝ ʛʨʫʧʧʘ Clop ʨʘʟʤʝʩʪʠʣʘ ʚ Dark 

Web ʚ ʢʘʯʝʩʪʚʝ ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ ʪʦʛʦ, ʯʪʦ ʫ ʥʝʝ ʝʩʪʴ ʪʦʚʘʨʳ. ɻʨʫʧʧʘ ʩʦʦʙʱʠʣʘ 

DataBreaches.net, ʯʪʦ ʥʝ ʰʠʬʨʦʚʘʣʘ ʬʘʡʣʳ, ʘ ʧʨʦʩʪʦ ʢʨʘʣʘ ʢʦʧʠʠ ʠʥʬʦʨʤʘʮʠʠ. 

ʂʦʤʘʥʜʘ Clop ʪʘʢʞʝ ʩʦʦʙʱʠʣʘ, ʯʪʦ Jones Day ʥʝ ʦʪʚʝʪʠʣʘ ʥʘ ʝʝ ʟʘʧʨʦʩʳ. 

çʇʨʠʚʝʪ, ʦʥʠ ʠʛʥʦʨʠʨʫʶʪ ʥʘʩ, ʧʦʵʪʦʤʫ ʙʫʜʫʪ ʦʧʫʙʣʠʢʦʚʘʥʳè, - ʩʦʦʙʱʠʣ 

DataBreaches.net, ʯʪʦ ʛʨʫʧʧʘ ʦʪʚʝʪʠʣʘ. 

ʇʨʝʜʧʦʣʘʛʘʝʤʳʡ ʭʘʢʝʨ-ʚʳʤʦʛʘʪʝʣʴ Clop ʩʦʦʙʱʠʣ Wall Street Journal, ʯʪʦ 3 

ʬʝʚʨʘʣʷ Jones Day ʙʳʣ ʫʚʝʜʦʤʣʝʥ ʦ ʢʨʘʞʝ ʜʘʥʥʳʭ, ʠ ʧʦ ʩʦʩʪʦʷʥʠʶ ʥʘ ʚʪʦʨʥʠʢ Clop 

ʥʝ ʧʦʣʫʯʠʣ ʠʟʚʝʩʪʠʡ ʦʪ ʬʠʨʤʳ ʠ ʥʝ ʦʙʩʫʞʜʘʣ ʢʘʢʠʝ-ʣʠʙʦ ʚʳʧʣʘʪʳ ʚʳʢʫʧʘ. 

Jones Day ʥʝ ʦʪʚʝʪʠʣ ʥʘ ʟʘʧʨʦʩ Threatpost ʦ ʢʦʤʤʝʥʪʘʨʠʠ. 

Accellion FTA ʥʘʨʫʰʝʥʠʝ 

ɻʨʫʧʧʘ ʚʳʤʦʛʘʪʝʣʝʡ ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʫʢʨʘʣʘ ʠʥʬʦʨʤʘʮʠʶ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʩ 

ʩʝʨʚʝʨʦʚ Jones Day, ʥʦ ʬʠʨʤʘ ʦʪʨʠʮʘʣʘ ʵʪʦ ʚ Wall Street Journal, ʚʤʝʩʪʦ ʵʪʦʛʦ 

ʫʢʘʟʳʚʘʷ ʥʘ ʰʠʨʦʢʦ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʫʶ ʢʦʤʧʨʦʤʝʪʘʮʠʶ ʬʘʡʣʦʚʦʡ ʩʣʫʞʙʳ FTA ʦʪ 

Accellion, ʢʦʪʦʨʘʷ ʩʪʘʣʘ ʪʦʯʢʦʡ ʘʪʘʢʠ ʚ ʜʝʢʘʙʨʝ ʧʨʦʰʣʦʛʦ ʛʦʜʘ. 

ɾʫʨʥʘʣ ʜʦʙʘʚʠʣ, ʯʪʦ ʶʨʠʜʠʯʝʩʢʘʷ ʬʠʨʤʘ Goodwin Procter LLP ʪʘʢʞʝ ʙʳʣʘ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʘ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʟʣʦʤʘ Accellion. ʅʝʩʢʦʣʴʢʦ ʜʨʫʛʠʭ 

ʪʨʘʥʩʥʘʮʠʦʥʘʣʴʥʳʭ ʢʦʤʧʘʥʠʡ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʩʣʫʞʙʫ ʧʝʨʝʜʘʯʠ ʬʘʡʣʦʚ Accellion, 

ʪʘʢʞʝ ʙʳʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ, ʚ ʪʦʤ ʯʠʩʣʝ ʦʧʝʨʘʪʦʨ ʩʚʷʟʠ ʧʝʨʚʦʛʦ ʫʨʦʚʥʷ Singtel 

ʠ ʘʚʩʪʨʘʣʠʡʩʢʘʷ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʘʷ ʢʦʤʧʘʥʠʷ Optus. 

Accellion ʩʦʦʙʱʠʣʘ, ʯʪʦ 23 ʜʝʢʘʙʨʷ ʝʡ ʩʪʘʣʦ ʠʟʚʝʩʪʥʦ ʦʙ ʫʷʟʚʠʤʦʩʪʠ ʥʫʣʝʚʦʛʦ 

ʜʥʷ ʚ ʩʚʦʝʡ ʩʠʩʪʝʤʝ 20-ʣʝʪʥʝʡ ʜʘʚʥʦʩʪʠ, ʥʦ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʢʦʤʧʘʥʠʷ ʧʦʜʚʝʨʛʣʘʩʴ 

ʘʪʘʢʝ, ʧʦʩʣʝʜʦʚʘʣ ʢʘʩʢʘʜ ʦʰʠʙʦʢ. ʅʦ ʢ ʬʝʚʨʘʣʶ ʢʦʤʧʘʥʠʷ ʟʘʷʚʠʣʘ, ʯʪʦ ʩʠʩʪʝʤʘ 

ʧʦʣʥʦʩʪʴʶ ʠʩʧʨʘʚʣʝʥʘ. 

çAccellion ʧʨʦʚʦʜʠʪ ʧʦʣʥʫʶ ʦʮʝʥʢʫ ʠʥʮʠʜʝʥʪʘ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʜʘʥʥʳʭ FTA 

ʩ ʚʝʜʫʱʝʡ ʚ ʦʪʨʘʩʣʠ ʬʠʨʤʦʡ ʧʦ ʢʨʠʤʠʥʘʣʠʩʪʠʢʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠè, - ʛʦʚʦʨʠʪʩʷ ʚ 

ʟʘʷʚʣʝʥʠʠ ʢʦʤʧʘʥʠʠ ʚ ʦʪʚʝʪ ʥʘ ʟʘʧʨʦʩ Threatpost ʦ ʚʟʣʦʤʝ Jones Day. çʄʳ 

ʧʦʜʝʣʠʤʩʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ, ʢʦʛʜʘ ʵʪʘ ʦʮʝʥʢʘ ʙʫʜʝʪ ʟʘʚʝʨʰʝʥʘ. ɺ 

ʮʝʣʷʭ ʠʭ ʟʘʱʠʪʳ ʤʳ ʥʝ ʢʦʤʤʝʥʪʠʨʫʝʤ ʢʦʥʢʨʝʪʥʳʭ ʢʣʠʝʥʪʦʚ. ʄʳ ʨʘʙʦʪʘʝʤ ʩʦ 

ʚʩʝʤʠ ʟʘʪʨʦʥʫʪʳʤʠ ʢʣʠʝʥʪʘʤʠ FTA, ʯʪʦʙʳ ʧʦʥʷʪʴ ʠ ʩʤʷʛʯʠʪʴ ʣʶʙʳʝ ʧʦʩʣʝʜʩʪʚʠʷ 

ʵʪʦʛʦ ʠʥʮʠʜʝʥʪʘ, ʘ ʪʘʢʞʝ ʢʘʢ ʤʦʞʥʦ ʩʢʦʨʝʝ ʧʝʨʝʥʝʩʪʠ ʠʭ ʥʘ ʥʘʰʫ ʩʦʚʨʝʤʝʥʥʫʶ 

ʧʣʘʪʬʦʨʤʫ ʙʨʘʥʜʤʘʫʵʨʘ ʜʣʷ ʢʦʥʪʝʥʪʘ Kiteworksè 

Wall Street Journal ʩʦʦʙʱʠʣ, ʯʪʦ ʦʥ ʧʨʦʚʝʨʠʣ ʫʢʨʘʜʝʥʥʳʝ ʂʣʦʧʦʤ ʬʘʡʣʳ 

Jones Day, ʢʦʪʦʨʳʝ ʚʢʣʶʯʘʣʠ çʬʘʡʣʳ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ ʞʫʨʥʘʣʳ Accellion ʩʦ 

ʩʩʳʣʢʘʤʠ ʥʘ ʵʣʝʢʪʨʦʥʥʫʶ ʧʦʯʪʫ ʠ ʚʝʙ-ʘʜʨʝʩʘ Jones Dayè, ʘ ʪʘʢʞʝ ʥʝʩʚʷʟʘʥʥʳʝ 

ʬʘʡʣʳ, ʫʢʨʘʜʝʥʥʳʝ ʠʟ ʙʦʣʴʥʠʮʳ ʚ ʂʘʣʠʬʦʨʥʠʠ ʚ 2016 ʛʦʜʫ. 

ʋʷʟʚʠʤʘʷ ʮʝʧʦʯʢʘ ʧʦʩʪʘʚʦʢ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ 
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ʅʦ ʃʘʤʘʨ ɹʝʡʣʠ, ʩʪʘʨʰʠʡ ʜʠʨʝʢʪʦʨ ʧʦ ʠʩʩʣʝʜʦʚʘʥʠʷʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 

Tripwire, ʩʢʘʟʘʣ Threatpost, ʯʪʦ, ʚʦʟʤʦʞʥʦ, ʭʘʢʝʨʳ ʦʙʥʘʨʫʞʠʣʠ ʝʱʝ ʦʜʥʫ 

ʫʷʟʚʠʤʦʩʪʴ. 

çɽʩʣʠ çɼʞʦʥʩ ɼʵʡè ʦʧʫʙʣʠʢʫʝʪ ʨʝʟʫʣʴʪʘʪʳ ʨʘʩʩʣʝʜʦʚʘʥʠʷ, ʢʦʪʦʨʦʝ ʚʩʝ ʝʱʝ 

ʧʨʦʜʦʣʞʘʝʪʩʷ, ʵʪʦ ʜʦʣʞʥʦ ʫʢʘʟʘʪʴ ʥʘ ʧʨʠʯʠʥʫè, - ʩʢʘʟʘʣ ɹʝʡʣʠ. çɺʦʟʤʦʞʥʦ, 

ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʜʝʡʩʪʚʫʶʱʠʡ, ʠ çɼʞʦʥʩ ɼʵʡè ʝʱʝ ʥʝ ʦʙʥʘʨʫʞʠʣ ʧʝʨʚʦʧʨʠʯʠʥʫ, 

ʥʦ ʵʪʦ ʝʱʝ ʧʨʝʜʩʪʦʠʪ ʜʦʢʘʟʘʪʴè. 

ʊʝʤ ʥʝ ʤʝʥʝʝ, ʜʦʙʘʚʠʣ ɹʝʡʣʠ, ʵʪʦ ʜʦʣʞʥʦ ʩʣʫʞʠʪʴ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝʤ ʜʣʷ 

ʦʨʛʘʥʠʟʘʮʠʡ, ʯʪʦʙʳ ʦʥʠ ʥʘʯʘʣʠ ʙʦʣʝʝ ʧʨʠʩʪʘʣʴʥʦ ʩʤʦʪʨʝʪʴ ʥʘ ʩʚʦʠ ʮʝʧʦʯʢʠ 

ʧʦʩʪʘʚʦʢ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

çʉʪʘʨʘʷ ʧʦʛʦʚʦʨʢʘ çʮʝʧʴ ʥʘʩʪʦʣʴʢʦ ʩʠʣʴʥʘ, ʥʘʩʢʦʣʴʢʦ ʝʝ ʩʘʤʦʝ ʩʣʘʙʦʝ ʟʚʝʥʦè 

ʩʧʨʘʚʝʜʣʠʚʦ ʠ ʜʣʷ ʩʝʛʦʜʥʷʰʥʠʭ ʦʙʰʠʨʥʳʭ ʮʝʧʦʯʝʢ ʧʦʩʪʘʚʦʢè, - ʩʢʘʟʘʣ ɹʝʡʣʠ. ɽʩʣʠ 

ʦʜʠʥ ʠʟ ʧʨʦʜʫʢʪʦʚ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʦʨʛʘʥʠʟʘʮʠʝʡ, ʙʫʜʝʪ ʵʢʩʧʣʫʘʪʠʨʦʚʘʪʴʩʷ, ʵʪʦ 

ʪʘʢʞʝ ʩʜʝʣʘʝʪ ʦʨʛʘʥʠʟʘʮʠʶ ʫʷʟʚʠʤʦʡè. 

ɹʝʡʣʠ ʨʝʢʦʤʝʥʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʧʨʝʞʜʘʶʱʠʝ ʩʣʫʞʙʳ ʘʥʘʣʠʟʘ ʫʛʨʦʟ ʜʣʷ 

ʙʳʩʪʨʦʛʦ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʫʩʪʨʘʥʝʥʠʷ ʫʛʨʦʟ. 

çʂʦʛʜʘ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʧʦʣʫʯʝʥʦ ʙʳʩʪʨʦ, ʦʮʝʥʠʪʝ, ʠʩʧʦʣʴʟʫʶʪʩʷ ʣʠ 

ʫʷʟʚʠʤʳʝ ʚʝʨʩʠʠ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠʣʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʠ ʧʨʠʤʠʪʝ ʤʝʨʳ ʧʦ 

ʠʩʧʨʘʚʣʝʥʠʶ ʧʦʣʦʞʝʥʠʷè, - ʧʦʷʩʥʠʣ ɹʝʡʣʠ. çɽʩʣʠ ʧʦʩʪʘʚʱʠʢ ʙʳʣ ʚʟʣʦʤʘʥ, 

ʦʮʝʥʠʪʝ, ʢʘʢʦʡ ʜʦʩʪʫʧ ʧʦʩʪʘʚʱʠʢ ʠʤʝʣ ʚ ʩʝʪʠ ʠ ʢʘʢʠʝ ʜʘʥʥʳʝ ʙʳʣʠ ʜʦʩʪʫʧʥʳ, ʘ 

ʟʘʪʝʤ ʧʨʠʤʠʪʝ ʤʝʨʳ, ʯʪʦʙʳ ʟʘʙʣʦʢʠʨʦʚʘʪʴ ʝʛʦ, ʧʦʢʘ ʥʝ ʙʫʜʫʪ ʧʨʠʥʷʪʳ ʤʝʨʳè. 

ɺʝʨʦʷʪʥʦ ʙʦʣʴʰʝ ʞʝʨʪʚ ʚʟʣʦʤʘ Accellion  

ʅʠʘʤ ʄʘʣʜʫʥ, ʩʧʝʮʠʘʣʠʩʪ ʧʦ ʛʣʦʙʘʣʴʥʦʡ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʚ OneLogin, ʩʢʘʟʘʣ, 

ʯʪʦ ʵʪʦ, ʚʝʨʦʷʪʥʦ, ʥʝ ʙʫʜʝʪ ʧʦʩʣʝʜʥʠʤ ʠʟ ʧʦʩʣʝʜʩʪʚʠʡ ʚʟʣʦʤʘ Accellion. 

çɺ ʙʣʠʞʘʡʰʠʝ ʤʝʩʷʮʳ ʤʳ, ʚʝʨʦʷʪʥʦ, ʫʚʠʜʠʤ ʙʦʣʴʰʝ ʩʣʫʯʘʝʚ ʨʘʩʢʨʳʪʠʷ 

ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʘʨʫʰʝʥʠʷʭ, ʩʚʷʟʘʥʥʳʭ ʩ ʫʪʝʯʢʦʡ ʜʘʥʥʳʭ Accellion, - ʩʢʘʟʘʣ 

ʄʘʣʜʫʥ. 

ʄʘʣʜʫʥ ʦʙʲʷʩʥʠʣ, ʯʪʦ ʜʣʷ ʢʦʤʧʘʥʠʡ, ʩʪʘʚʰʠʭ ʞʝʨʪʚʘʤʠ ʢʦʤʧʨʦʤʠʩʩʘ, 

ʢʨʘʡʥʝ ʚʘʞʥʦ ʚʝʩʪʠ ʧʨʦʟʨʘʯʥʫʶ ʢʦʤʤʫʥʠʢʘʮʠʶ ʩ ʧʘʨʪʥʝʨʘʤʠ ʠ ʢʣʠʝʥʪʘʤʠ ʦ 

ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʨʠʩʢʘʭ. 

çʈʫʢʦʚʦʜʠʪʝʣʠ ʙʠʟʥʝʩʘ ʤʦʛʫʪ ʧʨʠʥʷʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʤʝʨʳ ʫʞʝ ʩʝʡʯʘʩ, 

ʯʪʦʙʳ ʧʦʜʜʝʨʞʘʪʴ ʜʦʚʝʨʠʝ ʩʚʦʠʭ ʢʣʠʝʥʪʦʚ, ʧʘʨʪʥʝʨʦʚ ʠ ʩʦʪʨʫʜʥʠʢʦʚè, - ʜʦʙʘʚʠʣ 

ʄʘʣʜʫʥ. çʆʥʠ ʤʦʛʫʪ ʜʦʙʠʪʴʩʷ ʵʪʦʛʦ, ʧʨʦʚʝʜʷ ʢʦʤʧʣʝʢʩʥʫʶ ʧʨʦʚʝʨʢʫ ʩʚʦʝʡ 

ʦʨʛʘʥʠʟʘʮʠʠ, ʯʪʦʙʳ ʧʦʥʷʪʴ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʣʠ ʠʥʩʪʨʫʤʝʥʪ ʦʙʤʝʥʘ ʬʘʡʣʘʤʠ ʜʘʥʥʳʭ 

Accellion ʠ / ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʣʠ ʦʥ ʚ ʧʨʦʰʣʦʤ. ʆʪʢʨʳʪʦʩʪʴ ʜʣʷ ʢʣʠʝʥʪʦʚ, 

ʧʘʨʪʥʝʨʦʚ ʠ ʩʦʪʨʫʜʥʠʢʦʚ ʚ ʦʪʥʦʰʝʥʠʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʵʪʦʛʦ ʠʥʩʪʨʫʤʝʥʪʘ ʠ 

ʧʦʪʝʥʮʠʘʣʴʥʦʛʦ ʚʦʟʜʝʡʩʪʚʠʷ ʧʦʟʚʦʣʷʝʪ ʧʨʠʥʠʤʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʤʝʨʳè. (Becky 

Bracken. Stolen Jones Day Law Firm Files Posted on Dark Web // Threatpost 

(https://threatpost.com/stolen-jones-day-law-firm-files-posted/164066/). 17.02.2021). 

***  

 

çʆʢʦʣʦ 3,27 ʤʠʣʣʠʘʨʜʘ ʫʢʨʘʜʝʥʥʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʙʳʣʠ 

ʦʧʫʙʣʠʢʦʚʘʥʳ ʚ ʘʥʛʣʦʷʟʳʯʥʦʤ ʩʦʦʙʱʝʩʪʚʝ RaidForums, ʟʘʥʠʤʘʶʱʝʤʩʷ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ, ʚ ʢʦʣʣʝʢʮʠʠ çCOMBè. 
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ʇʦ ʩʣʦʚʘʤ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, ʚ ʢʠʙʝʨʧʦʜʧʦʣʴʝ ʧʨʦʩʦʯʠʣʘʩʴ çʢʦʤʧʠʣʷʮʠʷ 

ʤʥʦʞʝʩʪʚʘ ʚʟʣʦʤʦʚè - ʩʦʢʨʘʱʝʥʥʦ COMB. ʊʘʢ ʥʘʟʳʚʘʝʤʳʡ COMB ʩʦʜʝʨʞʠʪ 

ʦʰʝʣʦʤʣʷʶʱʠʝ 3,27 ʤʠʣʣʠʘʨʜʘ ʫʥʠʢʘʣʴʥʳʭ ʢʦʤʙʠʥʘʮʠʡ ʘʜʨʝʩʦʚ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ ʠ ʧʘʨʦʣʝʡ ʚ ʦʪʢʨʳʪʦʤ ʚʠʜʝ. 

ʕʪʦ ʩʦʚʦʢʫʧʥʘʷ ʙʘʟʘ ʜʘʥʥʳʭ, ʢʦʪʦʨʘʷ ʦʙʲʝʜʠʥʷʝʪ ʩʪʘʨʳʝ ʫʢʨʘʜʝʥʥʳʝ ʜʘʥʥʳʝ 

ʠʟ ʧʨʦʰʣʳʭ ʥʘʨʫʰʝʥʠʡ, ʚʢʣʶʯʘʷ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʠʟ Netflix, LinkedIn, Exploit ʠ 

ʜʨʫʛʠʭ. COMB, ʥʘʟʚʘʥʠʝ ʢʦʪʦʨʦʤʫ ʜʘʣ ʯʝʣʦʚʝʢ, ʨʘʟʤʝʩʪʠʚʰʠʡ ʝʛʦ ʚ ʀʥʪʝʨʥʝʪʝ, 

ʚʧʝʨʚʳʝ ʙʳʣ ʦʙʥʘʨʦʜʦʚʘʥ 2 ʬʝʚʨʘʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʩ ʠʤʝʥʝʤ Singularity0x01, 

ʩʦʦʙʱʠʣ Threatpost ʠʩʩʣʝʜʦʚʘʪʝʣʴ. 

ç2 ʬʝʚʨʘʣʷ 2020 ʛʦʜʘ ʧʦʣʴʟʦʚʘʪʝʣʴ Singularity0x01 ʩʦʟʜʘʣ ʚʝʪʢʫ ʥʘ 

ʧʦʧʫʣʷʨʥʦʤ ʘʥʛʣʦʷʟʳʯʥʦʤ ʬʦʨʫʤʝ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ RaidForums ʧʦʜ ʥʘʟʚʘʥʠʝʤ 

çCompilation of Many Breaches (COMB) 3,8 ʤʠʣʣʠʘʨʜʘ (ʦʙʱʝʜʦʩʪʫʧʥʘʷ)è, - ʀʚʘʥ 

ʈʠʛʠ, ʘʥʘʣʠʪʠʢ ʧʦ ʢʠʙʝʨʫʛʨʦʟʘʤ ʠʟ Digital Shadows, ʩʢʘʟʘʣ. 

ʆʥ ʜʦʙʘʚʠʣ: çSingularity0x01 ʟʘʷʚʠʣ, ʯʪʦ ʢʦʣʣʝʢʮʠʷ ʙʳʣʘ ʩʦʟʜʘʥʘ ʥʘ ʦʩʥʦʚʝ 

ʧʨʝʜʳʜʫʱʝʡ ʢʦʤʧʠʣʷʮʠʠ, ʢʦʪʦʨʘʷ ʩʦʜʝʨʞʘʣʘ 1,4 ʤʠʣʣʠʘʨʜʘ ʟʘʧʠʩʝʡ, ʠ ʯʪʦ ʝʝ 

ʩʦʜʝʨʞʠʤʦʝ ʙʳʣʦ ʚ ʦʩʥʦʚʥʦʤ ʦʙʱʝʜʦʩʪʫʧʥʳʤ. ʇʦʣʴʟʦʚʘʪʝʣʴ ʪʘʢʞʝ ʩʢʘʟʘʣ, ʯʪʦ 

ʜʘʥʥʳʝ ʙʳʣʠ ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ ʘʣʬʘʚʠʪʥʦʤ ʧʦʨʷʜʢʝ ʠ ʚ ʜʨʝʚʦʚʠʜʥʦʡ ʩʪʨʫʢʪʫʨʝè. 

ʆʥ ʜʦʙʘʚʠʣ, ʯʪʦ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʩʩʳʣʢʠ ʜʣʷ ʟʘʛʨʫʟʢʠ ʟʘʱʠʱʝʥʥʦʛʦ ʧʘʨʦʣʝʤ 

ʬʘʡʣʘ.ZIP, ʩʦʜʝʨʞʘʱʝʛʦ ʜʘʥʥʳʝ, ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʬʦʨʫʤʘ ʧʦʧʨʦʩʠʣʠ ʧʦʪʨʘʪʠʪʴ 8 

ʢʨʝʜʠʪʦʚ RaidForums (ʦʢʦʣʦ 2 ʜʦʣʣʘʨʦʚ). ɿʘʪʝʤ ʦʥʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʚʩʪʨʦʝʥʥʳʡ ʚ ʙʘʟʫ ʜʘʥʥʳʭ ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʟʘʧʨʦʩʘ ʠ ʩʦʨʪʠʨʦʚʢʠ ʠʥʬʦʨʤʘʮʠʠ, 

ʯʪʦʙʳ ʨʘʟʨʝʟʘʪʴ ʠ ʨʘʟʨʝʟʘʪʴ ʜʘʥʥʳʝ. 

ʅʘʩʢʦʣʴʢʦ ʩʝʨʴʝʟʝʥ ʜʘʤʧ ʜʘʥʥʳʭ COMB? 

ʈʠʛʠ ʦʪʤʝʪʠʣ, ʯʪʦ ʩʘʤʠ ʜʘʥʥʳʝ ʥʝ ʦʯʝʥʴ ʭʦʨʦʰʦ ʚʦʩʧʨʠʥʠʤʘʣʠʩʴ 

ʦʙʠʪʘʪʝʣʷʤʠ ʧʦʜʧʦʣʴʷ. 

çʅʝʢʦʪʦʨʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʫʪʚʝʨʞʜʘʣʠ, ʯʪʦ ʬʘʡʣʳ ʙʳʣʠ ʧʦʚʨʝʞʜʝʥʳ, ʬʘʡʣʳ 

ʦʪʩʫʪʩʪʚʦʚʘʣʠ, ʦʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʙʳʣʦ ʤʝʥʴʰʝ, ʯʝʤ ʟʘʷʚʣʝʥʦ, ʠ 

ʜʘʥʥʳʝ ʙʳʣʠ ʥʠʟʢʦʛʦ ʢʘʯʝʩʪʚʘè, - ʧʦʷʩʥʠʣ ʦʥ, - ʚʩʝ ʵʪʦ ʧʨʠʚʝʣʦ ʢ ʪʦʤʫ, ʯʪʦ 

Singularity0x01 ʧʦʣʫʯʠʣ ʦʪʨʠʮʘʪʝʣʴʥʫʶ ʨʝʧʫʪʘʮʠʶ ʥʘ ʢʨʠʤʠʥʘʣʴʥʦʤ ʬʦʨʫʤʝ.  

çSingularity0x01 ʪʘʢʞʝ ʩʦʟʜʘʣ ʜʚʝ ʠʜʝʥʪʠʯʥʳʝ ʪʝʤʳ ʥʘ ʬʦʨʫʤʝ, ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʯʝʛʦ ʥʝʢʦʪʦʨʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʪʨʘʪʷʪ ʩʚʦʠ ʪʦʢʝʥʳ ʜʚʘʞʜʳè, - ʩʢʘʟʘʣ ʠʩʩʣʝʜʦʚʘʪʝʣʴ. 

çSingularity0x01 ʙʳʣ ʥʘʚʩʝʛʜʘ ʟʘʙʣʦʢʠʨʦʚʘʥ ʥʘ RaidForums 8 ʬʝʚʨʘʣʷ 2021 ʛʦʜʘ ʟʘ 

çʫʪʝʯʢʫ ʩʢʨʳʪʦʛʦ ʢʦʥʪʝʥʪʘè, ʭʦʪʷ ʤʦʜʝʨʘʪʦʨʳ ʩʘʡʪʘ ʥʝ ʧʨʝʜʦʩʪʘʚʠʣʠ ʥʠʢʘʢʦʡ 

ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠè. 

ɼʘʩʪʠʥ ʋʦʨʨʝʥ, ʩʪʘʨʰʠʡ ʠʩʩʣʝʜʦʚʘʪʝʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ SpyCloud, ʪʘʢʞʝ 

ʠʟʫʯʠʣ ʜʘʥʥʳʝ ʠ ʦʧʨʝʜʝʣʠʣ, ʯʪʦ ʢʦʤʙʠʥʘʮʠʠ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʫʞʝ ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ 

ʮʠʨʢʫʣʠʨʫʶʪ ʚ Dark Web. 

çʏʠʩʣʦ 3,2 ʤʠʣʣʠʘʨʜʘ ʩʘʤʦ ʧʦ ʩʝʙʝ ʚʳʛʣʷʜʠʪ ʦʰʝʣʦʤʣʷʶʱʠʤ, ʥʦ ʤʳ ʜʦʣʞʥʳ 

ʧʦʤʥʠʪʴ çʢʘʯʝʩʪʚʦ ʧʨʦʪʠʚ ʢʦʣʠʯʝʩʪʚʘè, - ʩʢʘʟʘʣ ʦʥ Threatpost. çɼʘʥʥʳʝ, ʧʦʭʦʞʝ, 

ʩʦʜʝʨʞʘʪ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʯʘʩʪʴʶ ʨʘʥʝʝ ʠʟʚʝʩʪʥʳʭ ʥʘʨʫʰʝʥʠʡ. 

ʌʘʢʪʠʯʝʩʢʠ, ʵʪʦ ʧʦʭʦʞʝ ʥʘ ʧʝʨʝʠʟʜʘʥʠʝ ʫʪʝʯʢʠ Collection Combos ʠʟ 2019 ʛʦʜʘ, 

ʩʧʠʩʢʘ Anti Public Combo ʠʟ 2016 ʛʦʜʘ ʠ, ʚʦʟʤʦʞʥʦ, ʜʨʫʛʠʭ, ʥʦ ʚʳʧʫʱʝʥʥʦʛʦ ʩ 

ʥʝʢʦʪʦʨʳʤʠ ʠʥʩʪʨʫʤʝʥʪʘʤʠ ʜʣʷ ʜʝʜʫʧʣʠʢʘʮʠʠ, ʩʦʨʪʠʨʦʚʢʠ ʠ ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ, 

ʯʪʦʙʳ ʫʧʨʦʩʪʠʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ. ɼʨʫʛʠʤʠ ʩʣʦʚʘʤʠ, ʟʜʝʩʴ ʥʝʪ ʥʠʯʝʛʦ ʥʦʚʦʛʦè. 

ɸʪʘʢʠ ʩ ʟʘʧʦʣʥʝʥʠʝʤ ʚʝʨʠʪʝʣʴʥʳʭ ʛʨʘʤʦʪ ʚ ʙʣʠʞʘʡʰʝʝ ʚʨʝʤʷ 
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ɼʘʥʥʳʝ ʤʦʛʫʪ ʙʳʪʴ ʩʪʘʨʳʤʠ, ʥʦ ʦʥʠ ʥʝ ʣʠʰʝʥʳ ʮʝʥʥʦʩʪʠ. ɹʣʘʛʦʜʘʨʷ 

ʧʦʚʪʦʨʥʦʤʫ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʧʘʨʦʣʷ ʭʘʢʝʨʳ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʘʥʥʳʝ ʜʣʷ 

ʧʨʦʚʝʜʝʥʠʷ ʘʪʘʢ ʤʝʪʦʜʦʤ ʧʝʨʝʙʦʨʘ ʠʣʠ ʧʦʜʙʦʨʘ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ, ʯʪʦʙʳ ʟʘʭʚʘʪʠʪʴ 

ʣʶʙʦʝ ʢʦʣʠʯʝʩʪʚʦ ʪʠʧʦʚ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ. ʀ ʦʪʪʫʜʘ ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ 

ʩʪʘʥʦʚʷʪʩʷ ʟʘʤʝʪʥʳʤʠ. 

çʕʪʦ ʚʘʞʥʦʝ ʥʘʧʦʤʠʥʘʥʠʝ ʦ ʪʦʤ, ʯʪʦ ʩʪʘʨʳʝ ʧʘʨʦʣʠ ʤʦʛʫʪ ʚʦʟʚʨʘʱʘʪʴʩʷ ʠ 

ʧʨʝʩʣʝʜʦʚʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʧʦʚʪʦʨʥʦ ʠʩʧʦʣʴʟʫʶʪ ʠʭ ʚ ʨʘʟʥʳʭ ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʷʭ, ʧʦʵʪʦʤʫ ʜʘʞʝ ʩʪʘʨʳʝ ʜʘʥʥʳʝ ʤʦʛʫʪ ʙʳʪʴ ʧʦʣʝʟʥʳ ʧʨʝʩʪʫʧʥʠʢʘʤè, - ʩʢʘʟʘʣ 

ʋʦʨʨʝʥ. çɿʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʥʝʩʦʤʥʝʥʥʦ, ʧʨʦʚʦʜʷʪ ʘʪʘʢʠ ʩ ʟʘʧʦʣʥʝʥʠʝʤ ʫʯʝʪʥʳʭ 

ʜʘʥʥʳʭ ʩ ʵʪʠʤʠ ʜʘʥʥʳʤʠ, ʧʦʵʪʦʤʫ ʣʶʙʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʪʝ ʞʝ 

ʣʦʛʠʥʳ ʠ ʧʘʨʦʣʠ, ʚʩʝ ʝʱʝ ʤʦʛʫʪ ʦʢʘʟʘʪʴʩʷ ʧʦʜ ʫʛʨʦʟʦʡè. 

ʀʥʪʝʨʥʝʪ-ʙʘʥʢʠʥʛ, ʩʦʮʠʘʣʴʥʳʝ ʩʝʪʠ, ʧʦʨʪʘʣʳ ʜʣʷ ʧʘʮʠʝʥʪʦʚ, ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 

ʜʣʷ ʙʦʥʫʩʥʳʭ ʙʘʣʣʦʚ ʠ ʪ. ɼ. - ʚʩʝ ʩʦʜʝʨʞʘʪ ʦʛʨʦʤʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʠʥʬʦʨʤʘʮʠʠ, 

ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ, ʥʘʧʨʠʤʝʨ, ʜʣʷ ʬʠʥʘʥʩʦʚʦʛʦ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʠʣʠ 

ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʫʙʝʜʠʪʝʣʴʥʦʡ ʧʦʩʣʝʜʫʶʱʝʡ ʬʠʰʠʥʛ-ʘʪʘʢʠ. ʂʨʦʤʝ ʪʦʛʦ, 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʝ ʨʘʙʦʯʠʝ ʚʭʦʜʳ ʠ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʤʦʛʫʪ 

ʧʨʠʚʝʩʪʠ ʢ ʧʦʧʳʪʢʘʤ ʰʧʠʦʥʘʞʘ ʠʣʠ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ (BEC). 

ʂʘʢ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʘʪʘʢʠ COMB ʠ ʧʘʨʦʣʷ 

ʂʘʢ ʚʩʝʛʜʘ, ʨʝʘʣʠʟʘʮʠʷ ʤʥʦʛʦʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ (MFA) ʠ 

ʧʦʜʜʝʨʞʘʥʠʝ ʭʦʨʦʰʝʡ ʛʠʛʠʝʥʳ ʧʘʨʦʣʝʡ (ʥʘʜʝʞʥʳʝ, ʫʥʠʢʘʣʴʥʳʝ ʧʘʨʦʣʠ ʜʣʷ ʚʩʝʭ 

ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʠ ʨʝʛʫʣʷʨʥʘʷ ʨʦʪʘʮʠʷ ʧʘʨʦʣʝʡ) ʤʦʛʫʪ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʙʦʣʴʰʫʶ 

ʯʘʩʪʴ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʧʦʩʣʝʜʩʪʚʠʡ ʦʪ ʵʪʦʛʦ ʠʥʮʠʜʝʥʪʘ. 

çɿʥʘʯʠʪʝʣʴʥʦʝ ʯʠʩʣʦ ʚʟʣʦʤʦʚ ʧʦ-ʧʨʝʞʥʝʤʫ ʩʚʷʟʘʥʦ ʩʦ ʩʣʘʙʳʤʠ ʧʘʨʦʣʷʤʠ ʠ 

ʦʪʩʫʪʩʪʚʠʝʤ MFAè, - ʩʢʘʟʘʣ Threatpost ʊʝʨʝʥʩ ɼʞʝʢʩʦʥ, ʜʠʨʝʢʪʦʨ ʧʦ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ Thycotic. çʀʩʧʦʣʴʟʦʚʘʥʠʝ ʜʠʩʧʝʪʯʝʨʘ ʧʘʨʦʣʝʡ ʠ 

MFA ʧʦ-ʧʨʝʞʥʝʤʫ ʷʚʣʷʶʪʩʷ ʜʚʫʤʷ ʠʟ ʣʫʯʰʠʭ ʩʧʦʩʦʙʦʚ ʟʘʱʠʪʳ ʦʥʣʘʡʥ-ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʝʡ ʦʪ ʘʪʘʢ ʤʝʪʦʜʦʤ ʧʦʜʙʦʨʘ ʧʘʨʦʣʷ ʠ ʚʟʣʦʤʘ ʧʘʨʦʣʷ. ʕʪʠ çʢʣʶʯʠ ʦʪ 

ʢʦʨʦʣʝʚʩʪʚʘè - ʵʪʦ ʪʦ, ʯʝʛʦ ʞʘʞʜʫʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʧʦʪʦʤʫ ʯʪʦ ʦʥʠ ʜʘʶʪ ʠʤ 

ʚʦʟʤʦʞʥʦʩʪʴ ʩʝʷʪʴ ʭʘʦʩè. 

çʍʦʪʷ MFA ʤʦʞʝʪ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʧʨʷʤʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʚ 

ʪʘʢʠʭ ʩʣʫʞʙʘʭ, ʢʘʢ Office 365, ʚʘʞʥʦ ʧʦʤʥʠʪʴ, ʯʪʦ MFA - ʥʝ ʩʝʨʝʙʨʷʥʘʷ ʧʫʣʷ. 

çʇʨʦʩʪʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʚʩʝ ʨʘʚʥʦ ʙʫʜʫʪ ʧʦʣʝʟʥʳ ʚ ʩʦʯʝʪʘʥʠʠ ʩ 

ʥʝʢʦʪʦʨʳʤʠ ʜʨʫʛʠʤʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʤʠ ʘʢʪʠʚʘʤʠ, ʧʦʩʢʦʣʴʢʫ ʵʪʦ ʧʦʟʚʦʣʠʪ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʧʨʝʦʜʦʣʝʪʴ MFAè, - ʩʢʘʟʘʣ Threatpost ʆʣʠʚʝʨ ʊʘʚʘʢʦʣʠ, 

ʪʝʭʥʠʯʝʩʢʠʡ ʜʠʨʝʢʪʦʨ Vectra. çʂʦʥʝʯʥʦ, ʵʪʦ ʫʢʘʟʳʚʘʝʪ ʥʘ ʚʘʞʥʦʩʪʴ ʚʢʣʶʯʝʥʠʷ (ʠ 

ʪʨʝʙʦʚʘʥʠʷ) MFA ʜʣʷ ʣʶʙʦʡ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ - ʦʩʦʙʝʥʥʦ ʜʣʷ ʩʣʫʞʙ (ʪʘʢʠʭ 

ʢʘʢ Office 365), ʥʘʧʨʷʤʫʶ ʜʦʩʪʫʧʥʳʭ ʠʟ ʀʥʪʝʨʥʝʪʘè. (Tara Seals. Billions of 

Passwords Offered for $2 in Cyber-Underground // Threatpost 

(https://threatpost.com/billions-passwords-cyber-underground/163738/). 08.02.2021). 
***  

 

çɼʦ 100 000 ʢʣʠʝʥʪʦʚ ʩʝʨʚʠʩʘ ʧʦʪʦʢʦʚʦʡ ʧʝʨʝʜʘʯʠ ʤʫʟʳʢʠ ʤʦʛʫʪ 

ʩʪʦʣʢʥʫʪʴʩʷ ʩ ʟʘʭʚʘʪʦʤ ʘʢʢʘʫʥʪʦʚ. 
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ʇʦʢʣʦʥʥʠʢʠ ʧʦʪʦʢʦʚʦʡ ʤʫʟʳʢʠ Spotify ʦʢʘʟʘʣʠʩʴ ʧʦʜ ʧʨʠʮʝʣʦʤ ʝʱʝ ʦʜʥʦʡ 

ʢʠʙʝʨʘʪʘʢʠ, ʥʘʧʦʣʥʝʥʥʦʡ ʫʯʝʪʥʳʤʠ ʜʘʥʥʳʤʠ, ʚʩʝʛʦ ʯʝʨʝʟ ʪʨʠ ʤʝʩʷʮʘ ʧʦʩʣʝ 

ʧʦʩʣʝʜʥʝʡ. ʉʣʫʞʙʘ ʧʨʠʥʫʜʠʪʝʣʴʥʦ ʩʙʨʦʩʠʣʘ ʧʘʨʦʣʠ ʜʣʷ ʟʘʪʨʦʥʫʪʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ, ʚʳʧʦʣʥʷʶʱʠʝ ʚʚʦʜ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ, ʠʩʧʦʣʴʟʫʶʪ ʣʶʜʝʡ, 

ʢʦʪʦʨʳʝ ʧʦʚʪʦʨʥʦ ʠʩʧʦʣʴʟʫʶʪ ʦʜʥʠ ʠ ʪʝ ʞʝ ʧʘʨʦʣʠ ʜʣʷ ʥʝʩʢʦʣʴʢʠʭ ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʝʡ ʚ ʀʥʪʝʨʥʝʪʝ. ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʨʦʩʪʦ ʩʦʟʜʘʶʪ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʝ 

ʩʢʨʠʧʪʳ, ʢʦʪʦʨʳʝ ʩʠʩʪʝʤʘʪʠʯʝʩʢʠ ʧʨʦʚʝʨʷʶʪ ʫʢʨʘʜʝʥʥʳʝ ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʠ 

ʧʘʨʦʣʠ (ʧʦʣʫʯʝʥʥʳʝ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʟʣʦʤʘ ʜʨʫʛʦʡ ʢʦʤʧʘʥʠʠ ʠʣʠ ʚʝʙ-ʩʘʡʪʘ ʠʣʠ 

ʢʫʧʣʝʥʥʳʝ ʚ ʀʥʪʝʨʥʝʪʝ) ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʪʠʧʦʚ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ. 

ʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʫʩʧʝʰʥʦ ʠʩʧʦʣʴʟʦʚʘʣʠ ʵʪʦʪ ʧʦʜʭʦʜ ʜʣʷ ʢʨʘʞʠ ʜʘʥʥʳʭ ʫ 

ʢʣʠʝʥʪʦʚ ʨʘʟʣʠʯʥʳʭ ʧʦʧʫʣʷʨʥʳʭ ʢʦʤʧʘʥʠʡ, ʚ ʪʦʤ ʯʠʩʣʝ ʪʘʢʠʭ ʛʨʦʤʢʠʭ ʠʤʝʥ, ʢʘʢ 

North Face, Dunkin Donuts (ʢʦʪʦʨʳʡ ʪʘʢʞʝ ʜʚʘʞʜʳ ʧʦʩʪʨʘʜʘʣ ʟʘ ʪʨʠ ʤʝʩʷʮʘ) ʠ 

ʧʦʧʫʣʷʨʥʦʡ ʩʝʪʠ ʟʘʢʫʩʦʯʥʳʭ Nandoôs. ɸ ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ ʦʬʠʮʠʘʣʴʥʳʡ ʘʢʢʘʫʥʪ 

ʬʫʪʙʦʣʴʥʦʛʦ ʢʣʫʙʘ çɹʘʨʩʝʣʦʥʘè ʚ ʊʚʠʪʪʝʨʝ ʙʳʣ ʚʟʣʦʤʘʥ ʚ ʨʝʟʫʣʴʪʘʪʝ ʦʯʝʚʠʜʥʦʡ 

ʘʪʘʢʠ ʧʦ ʧʦʜʙʦʨʫ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ. 

Replay: ɺʪʦʨʘʷ ʘʪʘʢʘ ʩ ʟʘʧʦʣʥʝʥʠʝʤ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʜʣʷ Spotify 

ɽʱʝ ʚ ʥʦʷʙʨʝ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʘʪʘʢʦʚʘʣʠ ʩʦʪʥʠ ʪʳʩʷʯ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

Spotify, ʠʩʧʦʣʴʟʫʷ ʵʪʦʪ ʧʦʜʭʦʜ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʯʝʛʦ ʩʣʫʞʙʘ ʧʦʪʦʢʦʚʦʡ ʤʫʟʳʢʠ 

ʦʪʧʨʘʚʠʣʘ ʫʚʝʜʦʤʣʝʥʠʷ ʦ ʩʙʨʦʩʝ ʧʘʨʦʣʷ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʴ ɹʦʙ ɼʴʷʯʝʥʢʦ ʥʘʧʠʩʘʣ ʚ ʊʚʠʪʪʝʨʝ ʦ ʥʦʚʦʡ ʘʪʘʢʝ Spotify ʚ 

ʯʝʪʚʝʨʛ: çʗ ʦʙʥʘʨʫʞʠʣ ʚʨʝʜʦʥʦʩʥʫʶ ʙʘʟʫ ʜʘʥʥʳʭ ʨʝʛʠʩʪʨʘʪʦʨʘ #Spotify, ʚ ʢʦʪʦʨʦʡ 

ʙʳʣʠ ʠʩʧʦʣʴʟʦʚʘʥʳ ʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ ʙʦʣʝʝ 100 ʪʳʩʷʯ ʜʘʥʥʳʭ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ 

(ʧʨʦʩʦʯʠʚʰʠʝʩʷ ʚ ʜʨʫʛʦʤ ʤʝʩʪʝ ʚ ʀʥʪʝʨʥʝʪʝ) ʚ ʨʘʤʢʘʭ ʘʪʘʢʠ ʩ ʟʘʧʦʣʥʝʥʠʝʤ 

ʫʯʝʪʥʳʭ ʜʘʥʥʳʭè. 

ʆʥ ʪʘʢʞʝ ʦʧʫʙʣʠʢʦʚʘʣ ʟʘʷʚʣʝʥʠʝ Spotify ʦʙ ʠʥʮʠʜʝʥʪʝ, ʧʦʜʪʚʝʨʞʜʘʶʱʝʝ 

ʘʪʘʢʫ. 

çʅʝʜʘʚʥʦ ʤʳ ʟʘʱʠʪʠʣʠ ʥʝʢʦʪʦʨʳʭ ʥʘʰʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʪ [ʘʪʘʢʠ ʩ 

ʟʘʧʦʣʥʝʥʠʝʤ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ]è, - ʛʦʚʦʨʠʪʩʷ ʚ ʫʚʝʜʦʤʣʝʥʠʠ. çʂʘʢ ʪʦʣʴʢʦ ʥʘʤ ʩʪʘʣʦ 

ʠʟʚʝʩʪʥʦ ʦ ʩʠʪʫʘʮʠʠ, ʤʳ ʩʙʨʦʩʠʣʠ ʧʘʨʦʣʠ ʜʣʷ ʚʩʝʭ ʟʘʪʨʦʥʫʪʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʯʪʦ 

ʩʜʝʣʘʣʦ ʦʙʱʝʜʦʩʪʫʧʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʥʝʜʝʡʩʪʚʠʪʝʣʴʥʳʤʠè. 

ʂʦʤʧʘʥʠʷ ʪʘʢʞʝ ʦʪʤʝʪʠʣʘ, ʯʪʦ ʘʪʘʢʠ ʧʨʦʚʦʜʠʣʠʩʴ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʥʝʟʘʢʦʥʥʦ ʧʦʣʫʯʝʥʥʦʛʦ ʥʘʙʦʨʘ ʜʘʥʥʳʭ: çʄʳ ʨʘʙʦʪʘʣʠ ʥʘʜ ʫʜʘʣʝʥʠʝʤ 

ʤʦʰʝʥʥʠʯʝʩʢʦʡ ʙʘʟʳ ʜʘʥʥʳʭ ʫ ʧʨʦʚʘʡʜʝʨʘ, ʥʘ ʢʦʪʦʨʦʤ ʦʥʘ ʨʘʟʤʝʱʝʥʘè. 

ʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʪʦʞʝ ʥʝʧʨʘʚʠʣʴʥʦ ʥʘʩʪʨʘʠʚʘʶʪ ʦʙʣʘʢʦ 

ɺʦ ʚʨʝʤʷ ʧʝʨʚʦʛʦ ʠʥʮʠʜʝʥʪʘ ʩʦ Spotify ʚ ʥʦʷʙʨʝ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʦʙʥʘʨʫʞʠʣʠ 

ʥʝʚʝʨʥʦ ʥʘʩʪʨʦʝʥʥʫʶ ʠ ʦʪʢʨʳʪʫʶ ʦʙʣʘʯʥʫʶ ʙʘʟʫ ʜʘʥʥʳʭ Elasticsearch, 

ʩʦʜʝʨʞʘʱʫʶ ʙʦʣʝʝ 380 ʤʠʣʣʠʦʥʦʚ ʠʥʜʠʚʠʜʫʘʣʴʥʳʭ ʟʘʧʠʩʝʡ, ʚʢʣʶʯʘʷ ʫʯʝʪʥʳʝ 

ʜʘʥʥʳʝ ʜʣʷ ʚʭʦʜʘ ʠ ʩʪʨʘʥʳ ʧʨʦʞʠʚʘʥʠʷ ʜʣʷ ʨʘʟʣʠʯʥʳʭ ʣʶʜʝʡ, ʢʦʪʦʨʳʝ ʘʢʪʠʚʥʦ 

ʧʨʦʚʝʨʷʶʪʩʷ ʥʘ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ Spotify. ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʟʘʷʚʠʣʠ, ʯʪʦ ʙʘʟʘ ʜʘʥʥʳʭ 

ʧʨʠʥʘʜʣʝʞʘʣʘ ʟʣʦʥʘʤʝʨʝʥʥʦʡ ʪʨʝʪʴʝʡ ʩʪʦʨʦʥʝ. 

ʕʪʘ ʚʪʦʨʘʷ ʘʪʘʢʘ ʦʯʝʥʴ ʧʦʭʦʞʘ, ʧʨʠ ʵʪʦʤ ʜʘʥʥʳʝ ʜʣʷ ʚʭʦʜʘ ʪʘʢʞʝ 

ʦʪʦʙʨʘʞʘʶʪʩʷ ʚ ʦʙʱʝʜʦʩʪʫʧʥʦʤ ʵʢʟʝʤʧʣʷʨʝ Elasticsearch. 

çɽʩʪʴ ʩʭʦʜʩʪʚʘ, ʥʦ ʵʪʦʪ ʚʳʛʣʷʜʠʪ ʧʦ-ʜʨʫʛʦʤʫ, ʢʘʢ ʙʫʜʪʦ ʠʟ ʢʦʥʢʫʨʠʨʫʶʱʝʡ 

ʛʨʫʧʧʳè, - ʥʘʧʠʩʘʣ ɼʴʷʯʝʥʢʦ ʚ ʊʚʠʪʪʝʨʝ. ʆʥ ʩʢʘʟʘʣ Threatpost ʯʝʨʝʟ Twitter DM, 

ʯʪʦ ʥʘʙʦʨʳ ʜʘʥʥʳʭ ʙʳʣʠ ʫʥʠʢʘʣʴʥʳʤʠ ʜʣʷ ʵʪʦʡ ʘʪʘʢʠ. 
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çʇʝʨʚʦʥʘʯʘʣʴʥʦ ʵʪʠ ʜʘʥʥʳʝ ʙʳʣʠ ʨʘʩʢʨʳʪʳ ʚʥʫʪʨʠ ʥʝʧʨʘʚʠʣʴʥʦ 

ʥʘʩʪʨʦʝʥʥʦʛʦ (ʪʘʢʠʤ ʦʙʨʘʟʦʤ ʦʙʱʝʜʦʩʪʫʧʥʦʛʦ) ʢʣʘʩʪʝʨʘ Elasticsearch, ʢʦʪʦʨʳʡ, 

ʩʢʦʨʝʝ ʚʩʝʛʦ, ʫʧʨʘʚʣʷʣʩʷ ʩʘʤʠʤʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠè, - ʩʢʘʟʘʣ ʦʥ. çʆʥ ʩʦʜʝʨʞʘʣ 

ʧʦʣʥʳʝ ʞʫʨʥʘʣʳ ʠʭ ʦʧʝʨʘʮʠʡ, ʘ ʪʘʢʞʝ ʧʘʨʳ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ / ʧʘʨʦʣʷ, ʢʦʪʦʨʳʝ 

ʦʥʠ ʠʩʧʦʣʴʟʦʚʘʣʠ [ʜʣʷ ʘʪʘʢʠ]è. 

ɼʘʥʥʳʝ ʩʥʦʚʘ, ʚʝʨʦʷʪʥʦ, ʙʳʣʠ ʧʦʯʝʨʧʥʫʪʳ ʠʟ ʧʨʝʜʳʜʫʱʠʭ ʥʘʨʫʰʝʥʠʡ. 

çʗ ʧʦʣʘʛʘʶ, ʯʪʦ ʧʘʨʳ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʧʦʷʚʠʣʠʩʴ ʠʟ-ʟʘ ʨʘʥʝʝ ʩʦʦʙʱʝʥʥʳʭ 

ʥʘʨʫʰʝʥʠʡ ʠʣʠ ʩʙʦʨʘ ʜʘʥʥʳʭ, ʧʦʵʪʦʤʫ ʦʥʠ ʧʨʦʩʪʦ ʧʦʚʪʦʨʥʦ ʠʩʧʦʣʴʟʫʶʪ ʠʭ ʜʣʷ 

ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ Spotify, ʯʪʦʙʳ ʩʪʘʪʴ ʯʘʩʪʴʶ ʵʪʦʛʦ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʛʦ 

ʧʨʦʮʝʩʩʘè, - ʩʢʘʟʘʣ ɼʴʷʯʝʥʢʦ. 

ɺ ʯʝʤ ʦʧʘʩʥʦʩʪʴ ʟʘʧʦʣʥʝʥʠʷ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ? 

ʅʘ ʧʝʨʚʳʡ ʚʟʛʣʷʜ, ʚʦʟʤʦʞʥʦʩʪʴ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘ ʚʦʡʪʠ ʚ ʯʴʶ-ʪʦ ʫʯʝʪʥʫʶ 

ʟʘʧʠʩʴ Spotify ʤʦʞʝʪ ʜʦʩʪʘʚʣʷʪʴ ʙʦʣʴʰʝ ʥʝʫʜʦʙʩʪʚ, ʯʝʤ ʯʪʦ-ʣʠʙʦ ʝʱʝ. ʉʦʟʜʘʥʠʝ 

ʤʦʰʝʥʥʠʯʝʩʢʠʭ ʩʧʠʩʢʦʚ ʚʦʩʧʨʦʠʟʚʝʜʝʥʠʷ, ʫʜʘʣʝʥʠʝ ʩʦʭʨʘʥʝʥʥʳʭ ʧʝʩʝʥ ʠʣʠ 

ʧʨʷʤʦʡ ʟʘʭʚʘʪ ʚʦʟʤʦʞʥʦʩʪʠ ʩʣʫʰʘʪʴ ʤʫʟʳʢʫ - ʚʦʪ ʥʝʢʦʪʦʨʳʝ ʠʟ ʧʦʪʝʥʮʠʘʣʴʥʳʭ 

ʛʦʣʦʚʥʳʭ ʙʦʣʝʡ. 

ʆʜʥʘʢʦ ʝʩʪʴ ʦ ʯʝʤ ʧʦʜʫʤʘʪʴ, ʦʪʤʝʪʠʣ ɼʴʷʯʝʥʢʦ: ʜʣʷ ʪʝʭ, ʢʪʦ ʧʦʚʪʦʨʥʦ 

ʠʩʧʦʣʴʟʫʝʪ ʧʘʨʦʣʠ, ʧʨʦʚʝʨʝʥʥʘʷ ʢʦʤʙʠʥʘʮʠʷ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ Spotify ʤʦʞʝʪ ʧʨʦʩʪʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚ ʜʨʫʛʠʝ, ʙʦʣʝʝ ʚʘʞʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ. 

çʊʝʭʥʠʯʝʩʢʠ, ʵʪʦ ʥʝ ʪʘʢ ʦʧʘʩʥʦ, ʝʩʣʠ ʢʪʦ-ʪʦ ʚʟʣʦʤʘʝʪ ʚʘʰʫ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ 

Spotify (ʢʨʦʤʝ ʤʦʨʘʣʴʥʦʡ ʯʘʩʪʠ, ʢʦʥʝʯʥʦ)è, - ʩʢʘʟʘʣ ʦʥ. çʆʜʥʘʢʦ ʚ ʭʫʜʰʝʤ ʩʣʫʯʘʝ 

ʚʘʰʠ ʜʘʥʥʳʝ ʙʫʜʫʪ ʧʨʦʜʘʥʳ ʧʦʜʧʦʣʴʥʦ ʠʣʠ ʜʘʞʝ ʧʫʙʣʠʯʥʦ (ʷ ʟʥʘʶ, ʯʪʦ ʜʣʷ ʵʪʦʛʦ 

ʝʩʪʴ ʤʥʦʛʦ ʨʝʩʝʣʣʝʨʦʚ eBay)è. 

ɺʟʣʦʤʘʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʤʦʛʫʪ ʩʦʜʝʨʞʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʨʝʜʠʪʥʳʭ 

ʢʘʨʪʘʭ, ʙʘʣʣʳ ʣʦʷʣʴʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʫʢʨʘʜʝʥʳ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʥʳ, ʠʣʠ 

ʬʠʟʠʯʝʩʢʠʝ ʘʜʨʝʩʘ ʜʦʩʪʘʚʢʠ. ʂʨʦʤʝ ʪʦʛʦ, ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʤʦʛʫʪ ʩʦʜʝʨʞʘʪʴ ʪʘʢʫʶ 

ʠʥʬʦʨʤʘʮʠʶ, ʢʘʢ ʜʥʠ ʨʦʞʜʝʥʠʷ, ʧʨʝʜʧʦʯʪʝʥʠʷ (ʥʘʧʨʠʤʝʨ, ʧʣʝʡʣʠʩʪʳ Spotify) ʠ 

ʜʨʫʛʠʝ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʡ, ʢʦʛʜʘ ʨʝʯʴ 

ʠʜʝʪ ʦ ʨʘʟʨʘʙʦʪʢʝ ʧʨʠʝʤʦʚ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ ʜʣʷ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ. 

ʏʪʦʙʳ ʟʘʱʠʪʠʪʴ ʩʝʙʷ ʦʪ ʘʪʘʢ ʩ ʟʘʧʦʣʥʝʥʠʝʤ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ, ʧʦʣʴʟʦʚʘʪʝʣʠ 

ʜʦʣʞʥʳ ʚʢʣʶʯʠʪʴ ʤʥʦʛʦʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ (MFA) ʜʣʷ ʩʚʦʠʭ ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʝʡ ʠ ʠʟʙʝʛʘʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʘʨʦʣʝʡ ʙʦʣʝʝ ʦʜʥʦʛʦ ʨʘʟʘè. (Tara Seals. Spotify 

Suffers Second Credential-Stuffing Cyberattack in 3 Months // Threatpost 

(https://threatpost.com/spotify-credential-stuffing-cyberattack/163672/). 04.02.2021). 

***  

 

çʂʦʤʧʘʥʠʷ çʗʥʜʝʢʩè ʩʦʦʙʱʘʝʪ, ʯʪʦ ʚʦ ʚʨʝʤʷ ʨʝʛʫʣʷʨʥʦʡ ʧʨʦʚʝʨʢʠ ʝʝ 

ʩʣʫʞʙʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʳʷʚʠʣʘ ʬʘʢʪ ʚʥʫʪʨʝʥʥʝʡ ʫʪʝʯʢʠ ʜʘʥʥʳʭ. 
ʈʘʩʩʣʝʜʦʚʘʥʠʝ ʧʦʢʘʟʘʣʦ, ʯʪʦ ʦʜʠʥ ʠʟ ʩʦʪʨʫʜʥʠʢʦʚ ʢʦʤʧʘʥʠʠ ʧʨʝʜʦʩʪʘʚʣʷʣ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʢ ʧʦʯʪʦʚʳʤ ʷʱʠʢʘʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʕʪʦ ʙʳʣ ʦʜʠʥ ʠʟ 

ʪʨʝʭ ʩʠʩʪʝʤʥʳʭ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ, çʦʙʣʘʜʘʚʰʠʭ ʪʘʢʠʤʠ ʧʨʘʚʘʤʠ ʜʦʩʪʫʧʘ, 

ʥʝʦʙʭʦʜʠʤʳʤʠ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʨʘʙʦʯʠʭ ʟʘʜʘʯ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʪʝʭʥʠʯʝʩʢʦʡ 

ʧʦʜʜʝʨʞʢʠ ʩʝʨʚʠʩʘè. ɺ ʨʝʟʫʣʴʪʘʪʝ ʝʛʦ ʜʝʡʩʪʚʠʡ ʦʢʘʟʘʣʠʩʴ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ 

4887 ʧʦʯʪʦʚʳʭ ʷʱʠʢʦʚ. 



 131 

ʉʦʦʙʱʘʝʪʩʷ, ʯʪʦ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʚ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʝ ʷʱʠʢʠ ʫʞʝ ʟʘʙʣʦʢʠʨʦʚʘʥ, ʘ ʚʩʝ ʧʦʩʪʨʘʜʘʚʰʠʝ ʧʦʣʫʯʠʣʠ 

ʫʚʝʜʦʤʣʝʥʠʷ ʦ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʩʤʝʥʳ ʧʘʨʦʣʷ. ʊʘʢʞʝ ʢʦʤʧʘʥʠʷ ʫʞʝ ʦʙʨʘʪʠʣʘʩʴ ʚ 

ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ ʦʨʛʘʥʳ. 

çʇʦ ʚʳʷʚʣʝʥʥʦʤʫ ʠʥʮʠʜʝʥʪʫ ʧʨʦʚʦʜʠʪʩʷ ʚʥʫʪʨʝʥʥʝʝ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʠ ʙʫʜʫʪ 

ʧʝʨʝʩʤʦʪʨʝʥʳ ʧʨʦʮʝʩʩʳ ʨʘʙʦʪʳ ʩʦʪʨʫʜʥʠʢʦʚ, ʦʙʣʘʜʘʶʱʠʭ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʤʠ 

ʧʨʘʚʘʤʠ ʪʘʢʦʛʦ ʫʨʦʚʥʷ ʜʦʩʪʫʧʘ. ʕʪʦ ʧʦʤʦʞʝʪ ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʚʣʠʷʥʠʝ 

ʯʝʣʦʚʝʯʝʩʢʦʛʦ ʬʘʢʪʦʨʘ ʥʘ ʙʝʟʦʧʘʩʥʦʩʪʴ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʄʳ ʦʯʝʥʴ ʩʦʞʘʣʝʝʤ ʦ ʩʣʫʯʠʚʰʝʤʩʷ ʠ ʧʨʠʥʦʩʠʤ ʠʟʚʠʥʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, 

ʢʦʪʦʨʳʝ ʧʦʩʪʨʘʜʘʣʠ ʠʟ-ʟʘ ʵʪʦʛʦ ʠʥʮʠʜʝʥʪʘè, ð ʧʠʰʫʪ ʧʨʝʜʩʪʘʚʠʪʝʣʠ çʗʥʜʝʢʩʘè. 

(ʄʘʨʠʷ ʅʝʬʸʜʦʚʘ. ɺ çʗʥʜʝʢʩʝè ʦʙʥʘʨʫʞʠʣʠ ʚʥʫʪʨʝʥʥʶʶ ʫʪʝʯʢʫ ʜʘʥʥʳʭ // 

Xakep (https://xakep.ru/2021/02/12/ya-leak/). 12.02.2021). 

***  

 

çʀʩʩʣʝʜʦʚʘʪʝʣʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʊʘʣʘʣ ʍʘʜʞ ɹʘʢʨʠ (Talal Haj Bakry) ʠ 

ʊʦʤʤʠ ʄʠʩʢ (Tommy Mysk) ʫʪʚʝʨʞʜʘʶʪ, ʯʪʦ ʤʦʙʠʣʴʥʳʝ ʧʨʠʣʦʞʝʥʠʷ 

Facebook Messenger ʠ Instagram ʩʦʙʠʨʘʶʪ ʠ ʠʩʧʦʣʴʟʫʶʪ ʜʘʥʥʳʝ, ʜʦʩʪʫʧʥʳʝ ʧʦ 

ʧʝʨʝʜʘʚʘʝʤʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʩʩʳʣʢʘʤ, ʥʘʨʫʰʘʷ ʝʚʨʦʧʝʡʩʢʠʡ ʟʘʢʦʥ ʦ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ (ɼʠʨʝʢʪʠʚʘ 2002/58/ɽʉ).  
ʂʘʢ ʦʙʥʘʨʫʞʠʣʠ ʩʧʝʮʠʘʣʠʩʪʳ, ʤʦʙʠʣʴʥʳʝ ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤ Facebook 

Messenger ʠ Instagram ʚʝʜʫʪ ʩʝʙʷ ʥʝ ʪʘʢ, ʢʘʢ ʜʨʫʛʠʝ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʦʙʤʝʥʘ 

ʩʦʦʙʱʝʥʠʷʤʠ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʟʘʛʨʫʞʘʶʪ ʚʩʝ ʩʦʜʝʨʞʠʤʦʝ ʣʶʙʦʡ ʩʩʳʣʢʠ ʥʘ ʩʚʦʠ 

ʩʝʨʚʝʨʳ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʝʝ ʨʘʟʤʝʨʘ. ʂʦʧʠʠ ʜʘʥʥʳʭ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʛʦ ʧʨʦʩʤʦʪʨʘ 

ʩʩʳʣʦʢ, ʭʨʘʥʷʱʠʝʩʷ ʥʘ ʚʥʝʰʥʠʭ ʩʝʨʚʝʨʘʭ, ʤʦʛʫʪ ʙʳʪʴ ʧʦʭʠʱʝʥʳ ʠʣʠ 

ʥʝʧʨʘʚʦʤʝʨʥʦ ʠʩʧʦʣʴʟʦʚʘʥʳ, ʧʦʜʚʝʨʛʘʷ ʨʠʩʢʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʦʪʧʨʘʚʣʷʶʪ 

ʩʩʳʣʢʠ ʥʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʠʣʠ ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ, ʪʘʢʠʝ ʢʘʢ ʜʝʣʦʚʳʝ 

ʜʦʢʫʤʝʥʪʳ, ʩʯʝʪʘ, ʢʦʥʪʨʘʢʪʳ ʠʣʠ ʤʝʜʠʮʠʥʩʢʠʝ ʟʘʧʠʩʠ.  

ɺ ʜʝʢʘʙʨʝ 2020 ʛʦʜʘ ʢʦʤʧʘʥʠʷ Facebook ʦʙʲʷʚʠʣʘ ʦʙ ʠʟʤʝʥʝʥʠʷʭ ʚ ʩʚʦʠʭ 

ʫʩʣʫʛʘʭ ʚ ɽʚʨʦʧʝ, ʦʪʢʣʶʯʠʚ ʦʧʨʝʜʝʣʝʥʥʳʝ ʬʫʥʢʮʠʠ, ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʟʘʢʦʥʫ ʦ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. ʍʦʪʷ ʚ Facebook ʥʝ ʫʪʦʯʥʠʣʠ, ʢʘʢʠʝ ʠʤʝʥʥʦ ʬʫʥʢʮʠʠ ʙʳʣʠ 

ʦʪʢʣʶʯʝʥʳ, ʵʢʩʧʝʨʪʳ ʚʳʷʩʥʠʣʠ, ʯʪʦ ʧʨʝʜʚʘʨʠʪʝʣʴʥʳʡ ʧʨʦʩʤʦʪʨ ʩʩʳʣʦʢ ʙʦʣʴʰʝ ʥʝ 

ʜʦʩʪʫʧʝʥ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ɽʚʨʦʧʝ. ʕʪʦ ʪʘʢʞʝ ʢʘʩʘʝʪʩʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʟʘ 

ʧʨʝʜʝʣʘʤʠ ʜʘʥʥʦʛʦ ʨʝʛʠʦʥʘ, ʢʦʪʦʨʳʝ ʦʙʱʘʶʪʩʷ ʩ ʝʚʨʦʧʝʡʮʘʤʠ.  

ʇʦ ʩʣʦʚʘʤ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, ʜʘʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʷʚʣʷʶʪʩʷ ʥʝʷʚʥʳʤ 

ʧʦʜʪʚʝʨʞʜʝʥʠʝʤ ʪʦʛʦ, ʯʪʦ ʦʙʨʘʙʦʪʢʘ Facebook ʧʨʝʜʚʘʨʠʪʝʣʴʥʳʭ ʧʨʦʩʤʦʪʨʦʚ 

ʩʩʳʣʦʢ ʚ Messenger ʠ Instagram ʥʝ ʩʦʦʪʚʝʪʩʪʚʦʚʘʣʘ ʝʚʨʦʧʝʡʩʢʠʤ ʥʦʨʤʘʤ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʧʦʩʢʦʣʴʢʫ ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝʤ ʪʝʭʥʦʛʠʛʘʥʪ ʥʝ ʩʪʘʣ ʙʳ ʯʪʦ-

ʣʠʙʦ ʤʝʥʷʪʴ. ʆʩʪʘʥʦʚʢʘ ʨʘʙʦʪʳ ʜʘʥʥʦʡ ʩʣʫʞʙʳ ʚ ɽʚʨʦʧʝ ʷʚʥʦ ʥʘʤʝʢʘʝʪ ʥʘ ʪʦ, ʯʪʦ 

Facebook ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʦʜʦʙʥʳʡ ʢʦʥʪʝʥʪ ʜʣʷ ʜʨʫʛʠʭ ʮʝʣʝʡ, ʢʨʦʤʝ ʩʦʟʜʘʥʠʷ 

ʧʨʝʚʴʶ.  

ʇʨʝʜʚʘʨʠʪʝʣʴʥʳʡ ʧʨʦʩʤʦʪʨ ʩʩʳʣʦʢ ʧʦ-ʧʨʝʞʥʝʤʫ ʜʦʩʪʫʧʝʥ ʚ Messenger ʠ 

Instagram ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʟʘ ʧʨʝʜʝʣʘʤʠ ɽʚʨʦʧʳ. ʊʝʢʫʱʠʝ çʋʩʣʦʚʠʷ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷè Facebook ʛʣʘʩʷʪ, ʯʪʦ ʣʶʙʦʡ ʢʦʥʪʝʥʪ, ʢʦʪʦʨʳʤ ʧʦʣʴʟʦʚʘʪʝʣʠ 

ʜʝʣ̫ʪʩʷ ʯʝʨʝʟ ʣʶʙʫʶ ʠʟ ʩʣʫʞʙ Facebook, ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʨʘʟʣʠʯʥʳʭ 

ʮʝʣʝʡ, ʪʘʢʠʭ ʢʘʢ ʧʝʨʩʦʥʘʣʠʟʘʮʠʷ ʢʦʥʪʝʥʪʘ, ʨʝʢʣʘʤʘ, ʚʥʝʩʝʥʠʝ ʧʨʝʜʣʦʞʝʥʠʡ ʠ 



 132 

ʠʟʫʯʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢʘʢ ʚ ʧʨʦʜʫʢʪʘʭ Facebook, ʪʘʢ ʠ ʟʘ ʠʭ ʧʨʝʜʝʣʘʤʠè. 

(Facebook ʠ Instagram ʟʘʧʦʜʦʟʨʝʥʳ ʚ ʥʘʨʫʰʝʥʠʠ ʟʘʢʦʥʘ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

ɽʉ // SecurityLab.ru (https://www.securitylab.ru/news/516428.php). 10.02.2021). 
***  

 

çɸʤʝʨʠʢʘʥʩʢʠʡ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʡ ʧʨʦʚʘʡʜʝʨ T-Mobile ʨʘʩʢʨʳʣ 

ʫʪʝʯʢʫ ʜʘʥʥʳʭ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʥʝʠʟʚʝʩʪʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʢʣʠʝʥʪʦʚ, ʦʯʝʚʠʜʥʦ, 

ʧʦʩʪʨʘʜʘʣʠ ʦʪ ʘʪʘʢ ʩ ʟʘʤʝʥʦʡ SIM-ʢʘʨʪ. 

ʄʦʰʝʥʥʠʯʝʩʪʚʦ ʩ ʟʘʤʝʥʦʡ SIM-ʢʘʨʪʳ (ʠʣʠ ʫʛʦʥ SIM-ʢʘʨʪʳ) ʧʦʟʚʦʣʷʝʪ 

ʤʦʰʝʥʥʠʢʘʤ ʧʦʣʫʯʠʪʴ ʢʦʥʪʨʦʣʴ ʥʘʜ ʪʝʣʝʬʦʥʥʳʤʠ ʥʦʤʝʨʘʤʠ ʮʝʣʝʡ ʧʦʩʣʝ ʧʝʨʝʥʦʩʘ 

ʠʭ ʩ ʧʦʤʦʱʴʶ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ ʠʣʠ ʧʦʩʣʝ ʧʦʜʢʫʧʘ ʩʦʪʨʫʜʥʠʢʦʚ ʤʦʙʠʣʴʥʦʛʦ 

ʦʧʝʨʘʪʦʨʘ ʥʘ SIM-ʢʘʨʪʫ, ʢʦʥʪʨʦʣʠʨʫʝʤʫʶ ʤʦʰʝʥʥʠʢʘʤʠ. 

ɺʧʦʩʣʝʜʩʪʚʠʠ ʦʥʠ ʧʦʣʫʯʘʶʪ ʩʦʦʙʱʝʥʠʷ ʠ ʟʚʦʥʢʠ ʞʝʨʪʚ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʣʝʛʢʦ 

ʦʙʦʡʪʠ ʤʥʦʛʦʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ (MFA) ʥʘ ʦʩʥʦʚʝ SMS, ʫʢʨʘʩʪʴ ʫʯʝʪʥʳʝ 

ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʘ ʪʘʢʞʝ ʟʘʭʚʘʪʠʪʴ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʦʥʣʘʡʥ-ʩʝʨʚʠʩʦʚ ʞʝʨʪʚ. 

ɿʘʪʝʤ ʧʨʝʩʪʫʧʥʠʢʠ ʤʦʛʫʪ ʚʦʡʪʠ ʚ ʙʘʥʢʦʚʩʢʠʝ ʩʯʝʪʘ ʞʝʨʪʚ, ʯʪʦʙʳ ʫʢʨʘʩʪʴ 

ʜʝʥʴʛʠ, ʠʟʤʝʥʠʪʴ ʧʘʨʦʣʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʠ ʜʘʞʝ ʟʘʙʣʦʢʠʨʦʚʘʪʴ ʜʦʩʪʫʧ ʞʝʨʪʚ ʢ ʠʭ 

ʩʦʙʩʪʚʝʥʥʳʤ ʩʯʝʪʘʤ. 

ʌɹʈ ʧʦʜʝʣʠʣʦʩʴ ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ ʦ ʪʦʤ, ʢʘʢ ʟʘʱʠʪʠʪʴʩʷ ʦʪ ʧʦʜʤʝʥʳ SIM-

ʢʘʨʪ ʧʦʩʣʝ ʫʚʝʣʠʯʝʥʠʷ ʯʠʩʣʘ ʘʪʘʢ ʩ ʧʝʨʝʭʚʘʪʦʤ SIM-ʢʘʨʪ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ 

ʧʨʠʚʝʨʞʝʥʮʝʚ ʢʨʠʧʪʦʚʘʣʶʪʳ ʠ ʠʥʚʝʩʪʦʨʦʚ. 

ʅʝʠʟʚʝʩʪʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʘʪʘʢ ʧʦʜʤʝʥʳ SIM-ʢʘʨʪʳ 

ɺ ʫʚʝʜʦʤʣʝʥʠʠ ʦʙ ʫʪʝʯʢʝ ʜʘʥʥʳʭ, ʦʪʧʨʘʚʣʝʥʥʦʤ ʧʦʩʪʨʘʜʘʚʰʠʤ ʢʣʠʝʥʪʘʤ 9 

ʬʝʚʨʘʣʷ 2021 ʛʦʜʘ ʠ ʧʦʜʘʥʥʦʤ ʚ ʦʬʠʩ ʛʝʥʝʨʘʣʴʥʦʡ ʧʨʦʢʫʨʘʪʫʨʳ ʉʐɸ, T-Mobile 

ʩʦʦʙʱʠʣʘ, ʯʪʦ ʥʝʠʟʚʝʩʪʥʳʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʦʣʫʯʠʣ ʜʦʩʪʫʧ ʢ ʠʥʬʦʨʤʘʮʠʠ 

ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʢʣʠʝʥʪʦʚ, ʚʢʣʶʯʘʷ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʣʠʯʥʳʝ 

ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʝ ʥʦʤʝʨʘ (PIN-ʢʦʜʳ).  

ʇʦʩʢʦʣʴʢʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʤʦʛʣʠ ʧʝʨʝʥʝʩʪʠ ʥʦʤʝʨʘ, ʥʝʷʩʥʦ, ʧʦʣʫʯʠʣʠ ʣʠ 

ʦʥʠ ʜʦʩʪʫʧ ʢ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʩʦʪʨʫʜʥʠʢʘ ʠʣʠ ʩʜʝʣʘʣʠ ʵʪʦ ʯʝʨʝʟ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 

ʚʟʣʦʤʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʇʨʝʜʩʪʘʚʠʪʝʣʴ T-Mobile ʥʝ ʙʳʣ ʜʦʩʪʫʧʝʥ ʜʣʷ ʢʦʤʤʝʥʪʘʨʠʝʚ, ʢʦʛʜʘ ʩʝʛʦʜʥʷ ʩ 

ʥʠʤ ʩʚʷʟʘʣʠʩʴ ʧʨʝʜʩʪʘʚʠʪʝʣʠ BleepingComputer. 

ç[A] ʅʝʠʟʚʝʩʪʥʳʡ ʩʫʙʲʝʢʪ ʧʦʣʫʯʠʣ ʜʦʩʪʫʧ ʢ ʦʧʨʝʜʝʣʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ 

ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. ʇʦʭʦʞʝ, ʯʪʦ ʩʫʙʲʝʢʪ ʤʦʛ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʫ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ 

ʧʝʨʝʥʦʩʘ ʚʘʰʝʡ ʣʠʥʠʠ ʥʘ ʜʨʫʛʦʛʦ ʦʧʝʨʘʪʦʨʘ ʙʝʟ ʚʘʰʝʛʦ ʨʘʟʨʝʰʝʥʠʷè, - ʩʢʘʟʘʣ T-

Mobile. 

çT-Mobile ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʣʘ ʵʪʫ ʜʝʷʪʝʣʴʥʦʩʪʴ - ʧʨʝʢʨʘʪʠʣʘ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʠ ʧʨʠʥʷʣʘ ʤʝʨʳ ʜʣʷ ʟʘʱʠʪʳ ʦʪ ʧʦʚʪʦʨʝʥʠʷè. 

ʀʥʬʦʨʤʘʮʠʷ, ʢ ʢʦʪʦʨʦʡ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʭʘʢʝʨʳ, ʤʦʛʣʘ ʚʢʣʶʯʘʪʴ ʧʦʣʥʳʝ 

ʠʤʝʥʘ ʢʣʠʝʥʪʦʚ, ʘʜʨʝʩʘ, ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʥʦʤʝʨʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, 

ʥʦʤʝʨʘ ʩʦʮʠʘʣʴʥʦʛʦ ʩʪʨʘʭʦʚʘʥʠʷ (SSN), ʣʠʯʥʳʝ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʝ ʥʦʤʝʨʘ 

ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ (PIN), ʚʦʧʨʦʩʳ ʠ ʦʪʚʝʪʳ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʜʘʪʫ 

ʨʦʞʜʝʥʠʷ, ʠʥʬʦʨʤʘʮʠʶ ʦ ʧʣʘʥʝ, ʠ ʢʦʣʠʯʝʩʪʚʦ ʣʠʥʠʡ, ʥʘ ʢʦʪʦʨʳʝ ʧʦʜʧʠʩʘʥʳ ʠʭ 

ʘʢʢʘʫʥʪʳ. 
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çT-Mobile ʙʳʩʪʨʦ ʦʙʥʘʨʫʞʠʣʘ ʠ ʧʨʝʢʨʘʪʠʣʘ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʝ ʜʝʡʩʪʚʠʷ; 

ʦʜʥʘʢʦ ʤʳ ʨʝʢʦʤʝʥʜʫʝʤ ʚʘʤ ʠʟʤʝʥʠʪʴ PIN-ʢʦʜ ʚʘʰʝʡ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠè, - ʟʘʷʚʠʣʠ ʚ 

ʢʦʤʧʘʥʠʠ. 

ɿʘʪʨʦʥʫʪʳʤ ʢʣʠʝʥʪʘʤ T-Mobile ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʠʟʤʝʥʠʪʴ ʧʘʨʦʣʴ ʩʚʦʝʡ 

ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, PIN-ʢʦʜ, ʘ ʪʘʢʞʝ ʚʦʧʨʦʩʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʦʪʚʝʪʳ. 

T-Mobile ʧʨʝʜʣʘʛʘʝʪ ʜʚʘ ʛʦʜʘ ʙʝʩʧʣʘʪʥʦʛʦ ʢʨʝʜʠʪʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʫʩʣʫʛ 

ʧʦ ʦʙʥʘʨʫʞʝʥʠʶ ʢʨʘʞʠ ʣʠʯʥʳʭ ʜʘʥʥʳʭ ʯʝʨʝʟ myTrueIdentity ʦʪ Transunion. 

ʇʷʪʦʝ ʥʘʨʫʰʝʥʠʝ ʜʘʥʥʳʭ ʟʘ ʯʝʪʳʨʝ ʛʦʜʘ 

ʕʪʦ ʧʷʪʘʷ ʫʪʝʯʢʘ ʜʘʥʥʳʭ, ʦʙʥʘʨʫʞʝʥʥʘʷ T-Mobile ʟʘ ʧʦʩʣʝʜʥʠʝ ʯʝʪʳʨʝ ʛʦʜʘ, 

ʠ ʚʩʝ ʦʥʠ ʙʳʣʠ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʭʘʢʝʨʳ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʢ 

ʜʘʥʥʳʤ ʢʣʠʝʥʪʦʚ. 

ʈʘʥʝʝ T-Mobile ʩʪʨʘʜʘʣʘ ʦʪ ʚʟʣʦʤʦʚ ʚ 2018 ʛʦʜʫ, ʢʦʛʜʘ ʭʘʢʝʨʳ ʧʦʣʫʯʠʣʠ 

ʜʦʩʪʫʧ ʢ ʠʥʬʦʨʤʘʮʠʠ ʦ ʤʠʣʣʠʦʥʘʭ ʢʣʠʝʥʪʦʚ, ʘ ʚ 2019 ʛʦʜʫ - ʧʦʩʣʝ ʨʘʩʢʨʳʪʠʷ 

ʜʘʥʥʳʭ ʧʨʝʜʦʧʣʘʯʝʥʥʳʭ ʢʣʠʝʥʪʦʚéè. (Sergiu Gatlan. T-Mobile discloses data 

breach after SIM swapping attacks // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/t-mobile-discloses-data-breach-

after-sim-swapping-attacks/). 26.02.2021). 
***  

 

çɸʤʝʨʠʢʘʥʩʢʘʷ ʚʝʥʯʫʨʥʘʷ ʢʦʤʧʘʥʠʷ Sequoia Capital ʨʘʩʢʨʳʣʘ ʫʪʝʯʢʫ 

ʜʘʥʥʳʭ ʧʦʩʣʝ ʪʦʛʦ, ʯʪʦ ʚʳʛʣʷʜʝʣʦ ʢʘʢ ʥʝʫʜʘʯʥʘʷ ʘʪʘʢʘ ʩ ʮʝʣʴʶ ʚʟʣʦʤʘ 

ʜʝʣʦʚʦʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ (BEC) ʩ ʷʥʚʘʨʷ. 

ʉ ʤʦʤʝʥʪʘ ʩʚʦʝʛʦ ʦʩʥʦʚʘʥʠʷ ʚ 1972 ʛʦʜʫ ʚʝʥʯʫʨʥʘʷ ʢʦʤʧʘʥʠʷ Sequoia 

ʠʥʚʝʩʪʠʨʦʚʘʣʘ ʚ ʜʣʠʥʥʳʡ ʩʧʠʩʦʢ ʠʟʚʝʩʪʥʳʭ ʢʦʤʧʘʥʠʡ (ʥʘʧʨʠʤʝʨ, Apple, NVIDIA, 

Google, Oracle, Yahoo, LinkedIn, YouTube, Paypal, Electronic Arts ʠ Cisco). 

ɻʠʛʘʥʪ ʚʝʥʯʫʨʥʦʛʦ ʢʘʧʠʪʘʣʘ ʪʘʢʞʝ ʧʦʜʜʝʨʞʘʣ ʤʥʦʞʝʩʪʚʦ ʩʪʘʨʪʘʧʦʚ, ʚʢʣʶʯʘʷ 

Airbnb, Dropbox, FireEye, Palo Alto Networks, Stripe, Square ʠ WhatsApp. 

ɺ ʮʝʣʦʤ ʢʦʤʧʘʥʠʠ, ʚ ʢʦʪʦʨʳʝ Sequoia ʠʥʚʝʩʪʠʨʦʚʘʣʘ ʥʘ ʧʨʦʪʷʞʝʥʠʠ ʤʥʦʛʠʭ 

ʣʝʪ, ʪʝʧʝʨʴ ʠʤʝʶʪ çʩʦʚʦʢʫʧʥʫʶ ʨʳʥʦʯʥʫʶ ʩʪʦʠʤʦʩʪʴ ʙʦʣʝʝ 3,3 ʪʨʠʣʣʠʦʥʘ 

ʜʦʣʣʘʨʦʚè. 

ɼʚʘ ʤʝʩʷʮʘ ʥʘʟʘʜ ʌɹʈ ʧʨʝʜʫʧʨʝʜʠʣʦ ʘʤʝʨʠʢʘʥʩʢʠʝ ʢʦʤʧʘʥʠʠ ʦ ʪʦʤ, ʯʪʦ 

ʤʦʰʝʥʥʠʢʠ ʘʢʪʠʚʥʦ ʟʣʦʫʧʦʪʨʝʙʣʷʶʪ ʧʨʘʚʠʣʘʤʠ ʘʚʪʦʤʘʪʠʯʝʩʢʦʡ ʧʝʨʝʩʳʣʢʠ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʯʪʦʙʳ ʧʦʚʳʩʠʪʴ ʫʩʧʝʰʥʦʩʪʴ ʘʪʘʢ BEC. 

ʄʦʰʝʥʥʠʢʠ BEC ʠʩʧʦʣʴʟʫʶʪ ʩʦʯʝʪʘʥʠʝ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ, ʬʠʰʠʥʛʘ ʠ 

ʚʟʣʦʤʘ ʜʣʷ ʚʟʣʦʤʘ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʩ ʢʦʥʝʯʥʦʡ 

ʮʝʣʴʶ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʧʣʘʪʝʞʝʡ ʥʘ ʙʘʥʢʦʚʩʢʠʝ ʩʯʝʪʘ, ʥʘʭʦʜʷʱʠʝʩʷ ʧʦʜ ʠʭ 

ʢʦʥʪʨʦʣʝʤ. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʢ ʧʦʯʪʦʚʦʤʫ ʷʱʠʢʫ ʩʦʪʨʫʜʥʠʢʘ 

çʇʨʠʤʝʨʥʦ 20 ʷʥʚʘʨʷ 2021 ʛʦʜʘ ʤʳ ʫʟʥʘʣʠ, ʯʪʦ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʘʷ ʪʨʝʪʴʷ 

ʩʪʦʨʦʥʘ ʧʦʣʫʯʠʣʘ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ʢ ʩʣʫʞʝʙʥʦʤʫ ʧʦʯʪʦʚʦʤʫ ʷʱʠʢʫ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ ʦʜʥʦʛʦ ʩʦʪʨʫʜʥʠʢʘ Sequoia ʩ ʦʯʝʚʠʜʥʦʡ ʮʝʣʴʶ ʧʨʦʚʝʜʝʥʠʷ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʩ 

ʧʨʦʚʦʜʥʦʡ ʚʝʨʩʠʝʡè, - ʧʦʷʩʥʷʝʪ Sequoia Capital ʚ ʫʚʝʜʦʤʣʝʥʠʠ ʦ ʜʘʥʥʳʭ. 

ʥʘʨʫʰʝʥʠʝ ʦʪʧʨʘʚʣʝʥʦ ʧʦʩʪʨʘʜʘʚʰʠʤ ʣʠʮʘʤ. 

ʍʦʪʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʤʦʛʣʠ ʚʟʣʦʤʘʪʴ ʧʦʯʪʦʚʳʡ ʷʱʠʢ ʩʦʪʨʫʜʥʠʢʘ, ʦʥʠ ʥʝ 

ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧʘ ʢ ʜʨʫʛʠʤ ʨʝʩʫʨʩʘʤ ʠʣʠ ʘʢʪʠʚʘʤ ʚ ʩʝʪʠ ʢʦʤʧʘʥʠʠ. 
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çʅʘʰʝ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʥʝ ʥʘʰʣʦ ʥʠʢʘʢʠʭ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ, 

ʢʨʦʤʝ ʵʪʦʛʦ ʝʜʠʥʩʪʚʝʥʥʦʛʦ ʧʦʯʪʦʚʦʛʦ ʷʱʠʢʘè, - ʩʢʘʟʘʣ ʉʝʢʚʦʡʷ. 

ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʠʥʮʠʜʝʥʪ ʟʘʪʨʦʥʫʣ ʝʜʠʥʩʪʚʝʥʥʳʡ ʧʦʯʪʦʚʳʡ ʷʱʠʢ, ʬʠʨʤʘ 

ɺʂ ʧʨʠʟʥʘʣʘ, ʯʪʦ ʵʪʦ ʤʦʛʣʦ ʧʦʟʚʦʣʠʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʠʟʚʣʝʯʴ ʣʠʯʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʧʦʩʪʨʘʜʘʚʰʠʭ. 

çʅʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʢ ʧʦʯʪʦʚʦʤʫ ʷʱʠʢʫ ʤʦʛ ʧʦʟʚʦʣʠʪʴ ʪʨʝʪʴʝʡ 

ʩʪʦʨʦʥʝ ʧʦʣʫʯʠʪʴ ʢʦʧʠʶ ʬʘʡʣʦʚ, ʚʢʣʶʯʘʷ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦʧʨʝʜʝʣʝʥʥʳʭ 

ʣʠʮè, - ʜʦʙʘʚʠʣʘ ʉʝʢʚʦʡʷ. 

çɺ ʨʘʤʢʘʭ ʥʘʰʝʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʤʳ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʣʠ ʩʦʜʝʨʞʠʤʦʝ 

ʟʘʪʨʦʥʫʪʦʛʦ ʧʦʯʪʦʚʦʛʦ ʷʱʠʢʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʦʧʨʝʜʝʣʠʣʠ, ʯʪʦ ʦʥ ʩʦʜʝʨʞʠʪ 

ʚʘʰʫ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʯʪʦ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʘʷ ʪʨʝʪʴʷ ʩʪʦʨʦʥʘ ʤʦʛʣʘ ʧʦʣʫʯʠʪʴ 

ʜʦʩʪʫʧ ʠʣʠ ʧʦʣʫʯʠʪʴ ʝʝ ʢʦʧʠʶè. 

ʄʝʨʳ, ʧʨʠʥʷʪʳʝ ʧʦʩʣʝ ʥʘʧʘʜʝʥʠʷ 

ʇʦʩʣʝ ʦʙʥʘʨʫʞʝʥʠʷ ʘʪʘʢʠ Sequoia Capital ʥʘʥʷʣʘ ʚʥʝʰʥʠʭ ʵʢʩʧʝʨʪʦʚ ʧʦ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠʥʮʠʜʝʥʪʘ ʠ ʟʘʱʠʪʳ ʩʚʦʠʭ ʩʠʩʪʝʤ. 

Sequoia ʟʘʷʚʠʣʘ, ʯʪʦ ʥʝ ʦʙʥʘʨʫʞʠʣʘ ʥʠʢʘʢʠʭ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʪʦʛʦ, ʯʪʦ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʨʦʜʘʶʪ ʠʣʠ ʦʙʤʝʥʠʚʘʶʪ ʫʢʨʘʜʝʥʥʳʝ ʜʘʥʥʳʝ ʚ ʪʝʤʥʦʡ ʩʝʪʠ. 

ʂʦʤʧʘʥʠʷ ʪʘʢʞʝ ʧʨʦʠʥʬʦʨʤʠʨʦʚʘʣʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ 

ʦʨʛʘʥʳ ʦʙ ʘʪʘʢʝ ʠ ʧʨʠʥʷʣʘ ʨʷʜ ʤʝʨ ʚ ʦʪʥʦʰʝʥʠʠ ʘʥʘʣʦʛʠʯʥʳʭ ʠʥʮʠʜʝʥʪʦʚ ʚ 

ʙʫʜʫʱʝʤ, ʪʘʢʠʭ ʢʘʢ: 

ɺʳʷʚʠʣʠ ʠ ʠʩʧʨʘʚʠʣʠ ʢʦʥʬʠʛʫʨʘʮʠʶ, ʨʘʟʨʝʰʠʚʰʫʶ ʧʝʨʚʦʥʘʯʘʣʴʥʳʡ ʜʦʩʪʫʧ; 

ʈʘʟʚʝʨʥʫʪʘ ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ ʪʝʭʥʦʣʦʛʠʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʠ ʦʙʥʘʨʫʞʝʥʠʷ ʥʘ 

ʥʝʩʢʦʣʴʢʠʭ ʫʨʦʚʥʷʭ ʜʣʷ ʫʣʫʯʰʝʥʠʷ ʚʠʜʠʤʦʩʪʠ ʘʥʦʤʘʣʴʥʦʡ ʘʢʪʠʚʥʦʩʪʠ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʚʨʝʜʦʥʦʩʥʦʛʦ ʩʦʜʝʨʞʠʤʦʛʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ; 

ʀʟʫʯʠʣʠ ʤʝʪʦʜʳ, ʢʦʪʦʨʳʝ ʤʳ ʠʩʧʦʣʴʟʫʝʤ ʜʣʷ ʭʨʘʥʝʥʠʷ ʠ ʦʙʤʝʥʘ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʚʥʫʪʨʠ ʠ ʟʘ ʧʨʝʜʝʣʘʤʠ ʢʦʤʧʘʥʠʠ, ʚʢʣʶʯʘʷ 

ʧʨʘʚʠʣʘ ʧʝʨʝʩʳʣʢʠ ʩʦʦʙʱʝʥʠʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ; ʠ 

ʆʙʥʦʚʣʝʥʳ ʥʘʰʠ ʢʫʨʩʳ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤ ʫʧʦʨʦʤ ʥʘ 

ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʴ ʦ ʬʠʰʠʥʛʝ ʠ ʧʨʘʚʠʣʴʥʫʶ ʦʙʨʘʙʦʪʢʫ ʜʘʥʥʳʭ. 

Sequoia ʧʨʝʜʣʘʛʘʝʪ ʧʦʩʪʨʘʜʘʚʰʠʤ ʣʠʮʘʤ 24 ʤʝʩʷʮʘ ʙʝʩʧʣʘʪʥʦʛʦ ʢʨʝʜʠʪʥʦʛʦ 

ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʟʘʱʠʪʫ ʦʪ ʢʨʘʞʠ ʣʠʯʥʳʭ ʜʘʥʥʳʭ ʯʝʨʝʟ Experian. 

ʅʘ ʚʳʭʦʜʥʳʭ Axios ʩʦʦʙʱʠʣʘ ʦ ʪʦʤ, ʯʪʦ ʚʝʥʯʫʨʥʘʷ ʢʦʤʧʘʥʠʷ ʠʥʬʦʨʤʠʨʫʝʪ 

ʠʥʚʝʩʪʦʨʦʚ ʦ ʪʦʤ, ʯʪʦ ʝʝ ʚʟʣʦʤʘʣʠ ʠ ʯʪʦ ʠʭ ʠʥʬʦʨʤʘʮʠʷ ʤʦʛʣʘ ʙʳʪʴ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʘ ʚ ʨʝʟʫʣʴʪʘʪʝ ʫʪʝʯʢʠ ʜʘʥʥʳʭ. 

çʄʳ ʩʦʞʘʣʝʝʤ ʦ ʪʦʤ, ʯʪʦ ʵʪʦʪ ʠʥʮʠʜʝʥʪ ʧʨʦʠʟʦʰʝʣ, ʠ ʫʚʝʜʦʤʠʣʠ 

ʧʦʩʪʨʘʜʘʚʰʠʭ ʣʠʮè, - ʩʢʘʟʘʣ ʧʨʝʜʩʪʘʚʠʪʝʣʴ Sequoia Capital. çʄʳ ʚʣʦʞʠʣʠ 

ʟʥʘʯʠʪʝʣʴʥʳʝ ʩʨʝʜʩʪʚʘ ʚ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʧʨʦʜʦʣʞʠʤ ʜʝʣʘʪʴ ʵʪʦ, ʨʘʙʦʪʘʷ ʥʘʜ 

ʫʩʪʨʘʥʝʥʠʝʤ ʧʦʩʪʦʷʥʥʦ ʨʘʟʚʠʚʘʶʱʠʭʩʷ ʢʠʙʝʨʫʛʨʦʟè. (Sergiu Gatlan. VC giant 

Sequoia Capital discloses data breach after failed BEC attack // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/vc-giant-sequoia-capital-discloses-

data-breach-after-failed-bec-attack/). 25.02.2021). 

***  
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ʂʽʙʝʨʟʣʦʯʠʥʥʽʩʪʴ ʪʘ ʢ̔ ʙʝʨʪʝʨʨʦʨʠʟʤ 

 

çʉʦʟʜʘʥʠʝ ʚʨʝʜʦʥʦʩʥʳʭ ʤʘʢʨʦʩʦʚ Office ʧʦ-ʧʨʝʞʥʝʤʫ ʷʚʣʷʝʪʩʷ ʥʘʠʙʦʣʝʝ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʦʡ ʪʝʭʥʠʢʦʡ ʘʪʘʢʠ, ʧʨʠʤʝʥʷʝʤʦʡ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤʠ, 

ʩʪʨʝʤʷʱʠʤʠʩʷ ʚʟʣʦʤʘʪʴ ʇʂ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʦʥʠ ʦʙʤʘʥʦʤ ʟʘʩʪʘʚʠʣʠ ʞʝʨʪʚ 

ʦʪʢʨʳʪʴ ʬʠʰʠʥʛʦʚʳʝ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ. 

ʌʠʰʠʥʛʦʚʳʝ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʷʚʣʷʶʪʩʷ ʧʝʨʚʳʤ ʵʪʘʧʦʤ ʘʪʘʢʠ ʜʣʷ 

ʙʦʣʴʰʠʥʩʪʚʘ ʢʠʙʝʨ-ʚʪʦʨʞʝʥʠʡ, ʢʦʛʜʘ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ 

ʧʩʠʭʦʣʦʛʠʯʝʩʢʠʝ ʧʨʠʝʤʳ, ʯʪʦʙʳ ʫʙʝʜʠʪʴ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʞʝʨʪʚ ʦʪʢʨʳʪʴ 

ʚʨʝʜʦʥʦʩʥʳʝ ʩʦʦʙʱʝʥʠʷ ʠ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ ʥʠʤʠ. 

ʉʶʜʘ ʤʦʞʝʪ ʚʭʦʜʠʪʴ ʩʦʟʜʘʥʠʝ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ, ʢʦʪʦʨʳʝ ʷʢʦʙʳ ʠʩʭʦʜʷʪ ʦʪ 

ʠʟʚʝʩʪʥʳʭ ʙʨʝʥʜʦʚ, ʧʦʜʜʝʣʴʥʳʭ ʩʯʝʪʦʚ ʠʣʠ ʜʘʞʝ ʩʦʦʙʱʝʥʠʡ, ʢʦʪʦʨʳʝ ʫʪʚʝʨʞʜʘʶʪ, 

ʯʪʦ ʦʥʠ ʠʩʭʦʜʷʪ ʦʪ ʚʘʰʝʛʦ ʥʘʯʘʣʴʥʠʢʘ. 

ʉʫʱʝʩʪʚʫʝʪ ʨʷʜ ʤʝʪʦʜʦʚ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ, 

ʯʪʦʙʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʠʰʠʥʛʦʚʳʝ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʜʣʷ ʧʦʣʫʯʝʥʠʷ 

ʥʝʦʙʭʦʜʠʤʦʛʦ ʜʦʩʪʫʧʘ, ʠ, ʧʦ ʤʥʝʥʠʶ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʠʟ ʢʦʤʧʘʥʠʠ Proofpoint, 

ʟʘʥʠʤʘʶʱʝʡʩʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʤʘʢʨʦʩʳ Office ʷʚʣʷʶʪʩʷ ʥʘʠʙʦʣʝʝ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤ ʩʨʝʜʩʪʚʦʤ ʜʦʩʪʠʞʝʥʠʷ ʵʪʦʡ ʮʝʣʠ. 

ʄʘʢʨʦʩʳ - ʵʪʦ ʬʫʥʢʮʠʷ Microsoft Office, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ 

ʚʢʣʶʯʘʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠʝ ʢʦʤʘʥʜʳ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʯ. ʆʜʥʘʢʦ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʟʣʦʫʧʦʪʨʝʙʣʷʶʪ ʵʪʦʡ ʬʫʥʢʮʠʝʡ. ʇʦʩʢʦʣʴʢʫ ʤʘʢʨʦʩʳ ʯʘʩʪʦ ʧʦ 

ʫʤʦʣʯʘʥʠʶ ʚʢʣʶʯʝʥʳ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʢʦʤʘʥʜ, ʠʭ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ 

ʚʳʧʦʣʥʝʥʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ - ʠ ʪʝʤ ʩʘʤʳʤ ʧʨʝʜʦʩʪʘʚʠʪʴ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤ 

ʩʢʨʳʪʳʡ ʩʧʦʩʦʙ ʧʦʣʫʯʠʪʴ ʢʦʥʪʨʦʣʴ ʥʘʜ ʇʂ. 

ɺʦ ʤʥʦʛʠʭ ʠʟ ʵʪʠʭ ʢʘʤʧʘʥʠʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʦʮʠʘʣʴʥʘʷ ʠʥʞʝʥʝʨʠʷ, 

ʯʪʦʙʳ ʧʦʙʫʜʠʪʴ ʞʝʨʪʚʫ ʚʢʣʶʯʠʪʴ ʤʘʢʨʦʩʳ, ʟʘʷʚʠʚ, ʯʪʦ ʵʪʘ ʬʫʥʢʮʠʷ ʥʝʦʙʭʦʜʠʤʘ 

ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʚʣʦʞʝʥʠʷ Microsoft Word ʠʣʠ Microsoft Excel. ʕʪʦ ʜʦʢʘʟʳʚʘʝʪ, ʯʪʦ 

ʵʪʦ ʫʩʧʝʰʥʳʡ ʤʝʪʦʜ ʘʪʘʢʠ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ: ʥʘ ʤʘʢʨʦʩʳ Office ʧʨʠʭʦʜʠʪʩʷ 

ʧʦʯʪʠ ʦʜʥʘ ʠʟ 10 ʘʪʘʢ ʧʦ ʦʙʲʝʤʫ. 

ʅʦ ʤʘʢʨʦʩʳ Office - ʜʘʣʝʢʦ ʥʝ ʝʜʠʥʩʪʚʝʥʥʘʷ ʪʝʭʥʠʢʘ ʘʪʘʢʠ, ʢʦʪʦʨʫʶ ʦʙʳʯʥʦ 

ʠʩʧʦʣʴʟʫʶʪ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ, ʯʪʦʙʳ ʩʜʝʣʘʪʴ ʭʘʢʝʨʩʢʠʝ ʢʘʤʧʘʥʠʠ ʤʘʢʩʠʤʘʣʴʥʦ 

ʫʩʧʝʰʥʳʤʠ. 

ʋʢʣʦʥʝʥʠʝ ʦʪ ʧʝʩʦʯʥʠʮʳ - ʚʪʦʨʦʡ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʡ ʤʝʪʦʜ ʘʪʘʢ, 

ʠʩʧʦʣʴʟʫʝʤʳʡ ʧʨʝʩʪʫʧʥʠʢʘʤʠ, ʨʘʩʧʨʦʩʪʨʘʥʷʶʱʠʤʠ ʬʠʰʠʥʛʦʚʳʝ ʧʠʩʴʤʘ. 

ʕʪʦ ʢʦʛʜʘ ʨʘʟʨʘʙʦʪʯʠʢʠ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʚʩʪʨʦʠʣʠ ʦʙʥʘʨʫʞʝʥʠʝ ʫʛʨʦʟ, 

ʢʦʪʦʨʦʝ ʦʩʪʘʥʘʚʣʠʚʘʝʪ ʟʘʧʫʩʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ - ʵʬʬʝʢʪʠʚʥʦ ʩʢʨʳʚʘʷ ʝʛʦ - ʝʩʣʠ 

ʝʩʪʴ ʧʦʜʦʟʨʝʥʠʝ, ʯʪʦ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʨʘʙʦʪʘʝʪ ʥʘ ʚʠʨʪʫʘʣʴʥʦʡ ʤʘʰʠʥʝ ʠʣʠ 

ʚʦʨʦʥʢʝ, ʩʦʟʜʘʥʥʦʡ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʎʝʣʴ ʩʦʩʪʦʠʪ ʚ ʪʦʤ, ʯʪʦʙʳ 

ʧʦʤʝʰʘʪʴ ʘʥʘʣʠʪʠʢʘʤ ʠʩʩʣʝʜʦʚʘʪʴ ʘʪʘʢʫ ʠ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʟʘʱʠʪʠʪʴ ʦʪ ʥʝʝ ʜʨʫʛʠʝ 

ʩʠʩʪʝʤʳ. 

PowerShell ʪʘʢʞʝ ʧʦ-ʧʨʝʞʥʝʤʫ ʨʝʛʫʣʷʨʥʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ 

ʢʘʢ ʩʨʝʜʩʪʚʦ ʧʦʣʫʯʝʥʠʷ ʜʦʩʪʫʧʘ ʢ ʩʝʪʷʤ ʧʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʧʝʨʚʦʥʘʯʘʣʴʥʦʡ 

ʧʣʘʮʜʘʨʤʘ ʧʦʩʣʝ ʬʠʰʠʥʛʦʚʦʛʦ ʧʠʩʴʤʘ. ɺ ʦʪʣʠʯʠʝ ʦʪ ʘʪʘʢ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʤʘʢʨʦʩʦʚ, ʦʥʠ ʯʘʩʪʦ ʧʦʣʘʛʘʶʪʩʷ ʥʘ ʦʪʧʨʘʚʢʫ ʞʝʨʪʚʝ, ʯʪʦʙʳ ʱʝʣʢʥʫʪʴ ʩʩʳʣʢʫ ʩ 

ʢʦʜʦʤ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ PowerShell. ɸʪʘʢʠ ʯʘʩʪʦ ʪʨʫʜʥʦ ʦʙʥʘʨʫʞʠʪʴ, ʧʦʪʦʤʫ ʯʪʦ 
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ʦʥʠ ʠʩʧʦʣʴʟʫʶʪ ʟʘʢʦʥʥʫʶ ʬʫʥʢʮʠʶ Windows, ʧʦʵʪʦʤʫ PowerShell ʦʩʪʘʝʪʩʷ 

ʧʦʧʫʣʷʨʥʳʤ ʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. 

ɼʨʫʛʠʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ ʤʝʪʦʜʳ ʘʪʘʢʠ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʧʦʚʳʰʝʥʠʷ 

ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʬʠʰʠʥʛʦʚʳʭ ʧʠʩʝʤ, ʚʢʣʶʯʘʶʪ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ 

ʚʝʙ-ʩʘʡʪʳ, ʩʦʜʝʨʞʘʱʠʝ ʚʨʝʜʦʥʦʩʥʳʡ HTML-ʢʦʜ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʩʙʨʘʩʳʚʘʪʴ 

ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʦʛʨʘʤʤʳ ʥʘ ʢʦʤʧʴʶʪʝʨ ʞʝʨʪʚʳ ʧʨʠ ʠʭ ʧʦʩʝʱʝʥʠʠ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʪʘʢʞʝ ʠʟʚʝʩʪʥʳ ʪʝʤ, ʯʪʦ ʧʨʦʩʪʦ ʟʘʭʚʘʪʳʚʘʶʪ ʧʦʪʦʢʠ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ, ʠʩʧʦʣʴʟʫʷ ʪʦ, ʢʘʢ ʞʝʨʪʚʳ ʙʫʜʫʪ ʜʦʚʝʨʷʪʴ ʠʟʚʝʩʪʥʳʡ ʢʦʥʪʘʢʪ ʠ 

ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʝ ʵʪʠʤ ʜʦʚʝʨʠʝʤ ʚ ʟʣʦʥʘʤʝʨʝʥʥʳʭ ʮʝʣʷʭ, ʥʘʧʨʠʤʝʨ ʦʪʧʨʘʚʢʘ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʠʣʠ ʟʘʧʨʦʩ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ. 

ɼʘʥʥʳʝ ʦ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ ʤʝʪʦʜʘʭ ʘʪʘʢ ʙʳʣʠ ʧʦʣʫʯʝʥʳ ʠʟ 

ʢʘʤʧʘʥʠʡ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʢʣʠʝʥʪʦʚ Proofpoint, ʠ ʘʥʘʣʠʟʘ ʤʠʣʣʠʘʨʜʦʚ ʵʣʝʢʪʨʦʥʥʳʭ 

ʧʠʩʝʤ. 

çʆʙʫʯʠʪʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʙʥʘʨʫʞʠʚʘʪʴ ʚʨʝʜʦʥʦʩʥʫʶ ʵʣʝʢʪʨʦʥʥʫʶ ʧʦʯʪʫ ʠ 

ʩʦʦʙʱʘʪʴ ʦ ʥʝʡ. ʈʝʛʫʣʷʨʥʦʝ ʦʙʫʯʝʥʠʝ ʠ ʠʤʠʪʘʮʠʷ ʘʪʘʢ ʤʦʛʫʪ ʦʩʪʘʥʦʚʠʪʴ ʤʥʦʛʠʝ 

ʘʪʘʢʠ ʠ ʧʦʤʦʯʴ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʣʶʜʝʡ, ʢʦʪʦʨʳʝ ʦʩʦʙʝʥʥʦ ʫʷʟʚʠʤʳ. ʃʫʯʰʠʝ 

ʩʠʤʫʣʷʪʦʨʳ ʠʤʠʪʠʨʫʶʪ ʨʝʘʣʴʥʳʝ ʤʝʪʦʜʳ ʘʪʘʢè, - ʟʘʷʚʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ Proofpoint 

ʚ ʩʚʦʝʤ ʙʣʦʛʝè. (Danny Palmer. Phishing: These are the most common techniques 

used to attack your PC // ZDNet (https://www.zdnet.com/article/phishing-these-are-the-

most-common-techniques-used-to-attack-your-pc/). 17.02.2021). 

***  

 

çɺ ʪʦ ʚʨʝʤʷ ʢʘʢ ʧʨʦʛʨʘʤʤʳ- ʚʳʤʦʛʘʪʝʣʠ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ 

ʢʠʙʝʨʘʪʘʢʠ, ʢʦʪʦʨʳʭ ʙʦʣʴʰʝ ʚʩʝʛʦ ʦʧʘʩʘʶʪʩʷ ʢʦʤʧʘʥʠʠ, ʜʨʫʛʘʷ ʬʦʨʤʘ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ ʫʩʢʦʣʴʟʘʝʪ ʦʪ ʨʘʜʘʨʦʚ, ʢʦʪʦʨʘʷ ʦʢʘʟʳʚʘʝʪʩʷ ʦʯʝʥʴ 

ʧʨʠʙʳʣʴʥʦʡ ʜʣʷ ʠʥʪʝʨʥʝʪ-ʤʦʰʝʥʥʠʢʦʚ ʠ ʜʦʨʦʛʦʩʪʦʷʱʝʡ ʜʣʷ ʙʠʟʥʝʩʘ. 

ɸʪʘʢʘ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʜʝʣʦʚʦʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ (BEC) ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, 

ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʩʦʮʠʘʣʴʥʫʶ ʠʥʞʝʥʝʨʠʶ, ʯʪʦʙʳ ʦʙʤʘʥʦʤ 

ʟʘʩʪʘʚʠʪʴ ʩʦʪʨʫʜʥʠʢʘ ʢʦʤʧʘʥʠʠ ʧʝʨʝʚʝʩʪʠ ʢʨʫʧʥʫʶ ʩʫʤʤʫ ʜʝʥʝʛ ʥʘ ʩʯʝʪ, 

ʢʦʥʪʨʦʣʠʨʫʝʤʳʡ ʤʦʰʝʥʥʠʢʘʤʠ. 

ʏʘʩʪʦ ʵʪʠ ʩʦʦʙʱʝʥʠʷ ʷʢʦʙʳ ʠʩʭʦʜʷʪ ʦʪ ʢʦʛʦ-ʪʦ, ʢʦʛʦ ʞʝʨʪʚʘ ʟʥʘʝʪ, ʥʘʧʨʠʤʝʨ, 

ʦʪ ʝʝ ʥʘʯʘʣʴʥʠʢʘ, ʢʦʣʣʝʛʠ ʠʣʠ ʜʨʫʛʦʛʦ ʠʟʚʝʩʪʥʦʛʦ ʠ ʜʦʚʝʨʝʥʥʦʛʦ ʜʝʣʦʚʦʛʦ 

ʧʘʨʪʥʝʨʘ. ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʫʢʨʘʩʪʴ ʩʦʪʥʠ ʪʳʩʷʯ ʜʦʣʣʘʨʦʚ, ʧʨʦʩʪʦ ʦʪʧʨʘʚʠʚ 

ʥʝʩʢʦʣʴʢʦ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ - ʠ ʢ ʪʦʤʫ ʚʨʝʤʝʥʠ, ʢʦʛʜʘ ʞʝʨʪʚʘ ʧʦʡʤʝʪ, ʯʪʦ ʠʭ 

ʦʙʤʘʥʫʣʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ, ʫʞʝ ʩʣʠʰʢʦʤ ʧʦʟʜʥʦ. 

ʀ ʭʦʪʷ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ ʷʚʣʷʶʪʩʷ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʦʡ ʬʦʨʤʦʡ 

ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʡ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʙʠʟʥʝʩ, ʠʤʝʥʥʦ BEC-ʤʦʰʝʥʥʠʯʝʩʪʚʦ ʥʘʥʦʩʠʪ 

ʥʘʠʙʦʣʴʰʠʡ ʬʠʥʘʥʩʦʚʳʡ ʫʱʝʨʙ. 

çʂʦʛʜʘ ʚʳ ʩʤʦʪʨʠʪʝ ʥʘ ʥʝʢʦʪʦʨʳʝ ʠʟ ʧʦʣʫʯʝʥʥʳʭ ʜʘʥʥʳʭ, ʩʨʘʚʥʠʚʘʷ 

ʢʦʤʧʨʦʤʝʪʘʮʠʶ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʩ ʪʘʢʠʤʠ ʚʝʱʘʤʠ, ʢʘʢ 

ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ, ʢʦʤʧʨʦʤʝʪʘʮʠʷ ʜʝʣʦʚʦʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʙʝʟʫʩʣʦʚʥʦ, 

ʩʦʩʪʘʚʣʷʝʪ ʥʘʠʙʦʣʴʰʠʝ ʬʠʥʘʥʩʦʚʳʝ ʧʦʪʝʨʠ ʜʣʷ ʧʨʝʜʧʨʠʷʪʠʡ ʚʦ ʚʩʝʤ ʤʠʨʝè, - 

ʂʨʝʡʥ ʍʘʩʩʦʣʜ, ʩʪʘʨʰʠʡ ʜʠʨʝʢʪʦʨ ʧʦ ʠʩʩʣʝʜʦʚʘʥʠʶ ʫʛʨʦʟ. ʚ Agari, ʨʘʩʩʢʘʟʘʣʘ 

ʩʝʨʠʷ ʚʠʜʝʦ ZDNet Security Update. 
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ʌɹʈ ʧʝʨʝʯʠʩʣʷʝʪ BEC ʢʘʢ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʝ ʩ ʥʘʠʙʦʣʴʰʠʤ ʦʙʲʝʤʦʤ 

ʟʘʷʚʣʝʥʥʳʭ ʫʙʳʪʢʦʚ, ʩʦʩʪʘʚʠʚ 1,77 ʤʠʣʣʠʘʨʜʘ ʜʦʣʣʘʨʦʚ ʪʦʣʴʢʦ ʟʘ 2019 ʛʦʜ. ʋʙʳʪʢʠ 

ʦʪ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʟʘ ʪʦʪ ʞʝ ʧʝʨʠʦʜ ʩʦʩʪʘʚʣʷʶʪ ʥʝʙʦʣʴʰʫʶ ʩʫʤʤʫ ʧʦ 

ʩʨʘʚʥʝʥʠʶ ʩ 9 ʤʠʣʣʠʦʥʘʤʠ ʜʦʣʣʘʨʦʚ (ʭʦʪʷ ʙʦʣʝʝ ʩʚʝʞʠʝ ʮʠʬʨʳ ʚʳʤʦʛʘʪʝʣʝʡ ʙʫʜʫʪ 

ʟʥʘʯʠʪʝʣʴʥʦ ʚʳʰʝ). 

çʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʭʦʪʷ ʚʩʝ ʥʦʚʦʩʪʠ ʫʟʥʘʶʪ ʦ ʧʨʦʛʨʘʤʤʘʭ-ʚʳʤʦʛʘʪʝʣʷʭ, ʵʪʦ 

ʥʠʯʪʦ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʧʦʪʝʨʷʤʠ, ʚʳʟʚʘʥʥʳʤʠ ʢʦʤʧʨʦʤʝʪʘʮʠʝʡ ʢʦʨʧʦʨʘʪʠʚʥʦʡ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳè, - ʩʢʘʟʘʣ ʍʘʩʩʦʣʜ. 

ʇʨʠʙʳʣʴʥʳʡ ʭʘʨʘʢʪʝʨ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʩ BEC ʜʘʞʝ ʦʪʪʘʣʢʠʚʘʝʪ ʥʝʢʦʪʦʨʳʝ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʳʝ ʦʧʝʨʘʮʠʠ ʦʪ ʘʪʘʢ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʠ ʧʨʦʛʨʘʤʤ-

ʚʳʤʦʛʘʪʝʣʝʡ ʠ ʚ ʩʪʦʨʦʥʫ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʵʣʝʢʪʨʦʥʥʳʭ 

ʧʝʨʝʚʦʜʦʚ. ʆʜʥʘ ʠʟ ʥʠʭ - ʨʦʩʩʠʡʩʢʘʷ ʭʘʢʝʨʩʢʘʷ ʛʨʫʧʧʘ, ʢʦʪʦʨʫʶ ɸʛʘʨʠ 

ʠʜʝʥʪʠʬʠʮʠʨʫʝʪ ʢʘʢ Cosmic Lynx - ʨʘʥʴʰʝ ʦʥʠ ʨʘʩʧʨʦʩʪʨʘʥʷʣʠ ʘʪʘʢʠ ʚʨʝʜʦʥʦʩʥʦʛʦ 

ʇʆ, ʥʦ ʪʝʧʝʨʴ ʦʥʠ ʟʘʨʘʙʘʪʳʚʘʶʪ ʛʦʨʘʟʜʦ ʙʦʣʴʰʝ ʜʝʥʝʛ ʥʘ ʬʠʰʠʥʛʝ ʠ 

ʤʦʰʝʥʥʠʯʝʩʪʚʝ ʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʦʡ. 

çɿʘ ʧʦʩʣʝʜʥʠʝ ʥʝʩʢʦʣʴʢʦ ʣʝʪ ʤʳ ʫʚʠʜʝʣʠ, ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʦʩʦʟʥʘʣʠ, 

ʯʪʦ ʠʭ ʙʦʣʝʝ ʪʝʭʥʠʯʝʩʢʠ ʩʣʦʞʥʳʝ ʘʪʘʢʠ ʩʪʘʣʠ ʤʝʥʝʝ ʫʩʧʝʰʥʳʤʠ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʩʪʘʣʠ ʤʝʥʝʝ ʪʝʭʥʠʯʝʩʢʠ ʠʟʦʱʨʝʥʥʳʤʠ ʚ ʩʚʦʠʭ ʘʪʘʢʘʭè. - ʩʢʘʟʘʣ 

ʍʘʩʩʦʣʴʜ. 

çɽʩʣʠ ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʵʪʦ ʢʘʢ ʙʠʟʥʝʩ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʥʘʢʣʘʜʥʳʭ ʨʘʩʭʦʜʦʚ, ʪʦ ʟʘ 

ʢʫʣʠʩʘʤʠ ʘʪʘʢʠ BEC ʥʝ ʪʘʢ ʫʞ ʤʥʦʛʦ, ʠ ʧʦʵʪʦʤʫ ʩʫʤʤʘ ʧʨʠʙʳʣʠ, ʢʦʪʦʨʫʶ ʚʳ 

ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʦʪ ʵʪʠʭ ʘʪʘʢ, ʟʥʘʯʠʪʝʣʴʥʦ ʚʳʰʝè, - ʜʦʙʘʚʠʣ ʦʥ. 

ʆʜʥʘ ʠʟ ʧʨʠʯʠʥ ʪʘʢʦʛʦ ʫʩʧʝʭʘ BEC ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʧʨʠʨʦʜʘ ʚʝʜʝʥʠʷ 

ʙʠʟʥʝʩʘ ʚ ʀʥʪʝʨʥʝʪʝ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʜʝʡʩʪʚʠʷ ʯʘʩʪʦ ʥʫʞʥʦ ʧʨʝʜʧʨʠʥʠʤʘʪʴ ʙʳʩʪʨʦ - ʘ 

ʧʦʩʢʦʣʴʢʫ ʙʦʣʴʰʝ ʣʶʜʝʡ ʨʘʙʦʪʘʶʪ ʫʜʘʣʝʥʥʦ, ʯʝʤ ʢʦʛʜʘ-ʣʠʙʦ ʧʨʝʞʜʝ, ʧʨʦʚʝʨʠʪʴ, 

ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʣʠ ʵʪʦ ʵʣʝʢʪʨʦʥʥʦʝ ʧʠʩʴʤʦ ʧʨʠʰʣʦ ʦʪ ʚʘʰʝʛʦ ʢʦʣʣʝʛʠ, ʩʣʦʞʥʝʝ. 

ʆʜʥʘʢʦ, ʝʩʣʠ ʦʨʛʘʥʠʟʘʮʠʷ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʳ, ʢʦʪʦʨʳʤ 

ʥʝʦʙʭʦʜʠʤʦ ʩʣʝʜʦʚʘʪʴ, ʠ ʪʨʝʙʫʝʪʩʷ ʦʜʦʙʨʝʥʠʝ ʥʝʩʢʦʣʴʢʠʭ ʣʶʜʝʡ ʜʣʷ ʦʪʧʨʘʚʢʠ 

ʵʣʝʢʪʨʦʥʥʦʛʦ ʧʝʨʝʚʦʜʘ, ʵʪʦ ʤʦʞʝʪ ʠʤʝʪʴ ʙʦʣʴʰʦʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ 

ʘʪʘʢ BEC. 

çɽʩʣʠ ʩʫʱʝʩʪʚʫʝʪ ʫʩʪʘʥʦʚʣʝʥʥʳʡ ʧʨʦʮʝʩʩ ʜʣʷ ʪʝʣʝʛʨʘʬʥʦʛʦ ʧʝʨʝʚʦʜʘ ʠ 

ʟʘʧʨʦʩʦʚ ʥʘ ʪʝʣʝʛʨʘʬʥʳʡ ʧʝʨʝʚʦʜ, ʪʦ ʤʥʦʛʠʝ ʘʪʘʢʠ BEC ʙʫʜʫʪ ʦʩʪʘʥʦʚʣʝʥʳè, - 

ʩʢʘʟʘʣ ʍʘʩʩʦʣʜè. (Danny Palmer. This cybersecurity threat costs business millions. 

And it's the one they often forget about // ZDNet (https://www.zdnet.com/article/this-

cybersecurity-threat-costs-business-millions-and-its-the-one-they-often-forget-about/). 

16.02.2021). 

***  

 

çʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʦʩʪʦʷʥʥʦ ʘʜʘʧʪʠʨʫʶʪ ʤʝʪʦʜʳ ʜʣʷ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ 

ʬʠʰʠʥʛʦʚʳʭ ʧʠʩʝʤ, ʥʦ ʧʨʦʩʪʦʝ ʨʘʩʢʨʳʪʠʝ ʚʘʰʝʛʦ ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ 

ʠʣʠ ʜʨʫʛʠʭ ʣʠʯʥʳʭ ʜʘʥʥʳʭ ʚ ʨʝʟʫʣʴʪʘʪʝ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʧʦʚʳʰʘʝʪ 

ʚʝʨʦʷʪʥʦʩʪʴ ʪʦʛʦ, ʯʪʦ ʚʳ ʩʪʘʥʝʪʝ ʤʠʰʝʥʴʶ ʚ ʧʷʪʴ ʨʘʟ. 

Google ʩʦʚʤʝʩʪʥʦ ʩʦ ʉʪʵʥʬʦʨʜʩʢʠʤ ʫʥʠʚʝʨʩʠʪʝʪʦʤ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʣ ʙʦʣʝʝ 

ʤʠʣʣʠʘʨʜʘ ʬʠʰʠʥʛʦʚʳʭ ʧʠʩʝʤ, ʢʦʪʦʨʳʝ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʳʪʘʣʠʩʴ ʦʪʧʨʘʚʠʪʴ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ Gmail ʚ ʧʝʨʠʦʜ ʩ ʘʧʨʝʣʷ ʧʦ ʘʚʛʫʩʪ ʧʨʦʰʣʦʛʦ ʛʦʜʘ, ʠ ʦʙʥʘʨʫʞʠʣ, ʯʪʦ 
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ʫʪʝʯʢʘ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʫʪʝʯʢʠ ʩʪʦʨʦʥʥʠʭ ʜʘʥʥʳʭ ʧʦʩʣʝ 

ʠʥʮʠʜʝʥʪʘ ʩʦ ʚʟʣʦʤʦʤ ʨʝʟʢʦ ʫʚʝʣʠʯʠʚʘʝʪ ʚʝʨʦʷʪʥʦʩʪʴ ʩʪʘʪʴ ʤʠʰʝʥʴʶ ʜʣʷ 

ʬʠʰʠʥʛʦʚʳʭ ʧʠʩʝʤ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ, ʢʦʪʦʨʳʝ ʥʝ ʦʧʫʙʣʠʢʦʚʘʣʠ 

ʩʚʦʠ ʜʘʥʥʳʝ. 

ɼʨʫʛʠʝ ʬʘʢʪʦʨʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʦʚʳʩʠʪʴ ʚʝʨʦʷʪʥʦʩʪʴ ʪʦʛʦ, ʯʪʦ ʚʳ 

ʧʦʜʚʝʨʛʥʝʪʝʩʴ ʬʠʰʠʥʛʫ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʤʦʜʝʣʴʶ Google, ʚʢʣʶʯʘʶʪ: 

ʊʘʢʞʝ ʠ ʪʘʤ, ʛʜʝ ʚʳ ʞʠʚʝʪʝ: ʚ ɸʚʩʪʨʘʣʠʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʩʪʘʣʢʠʚʘʶʪʩʷ ʩ ʚʜʚʦʝ 

ʙʦʣʴʰʝʡ ʚʝʨʦʷʪʥʦʩʪʴʶ ʘʪʘʢʠ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʉʐɸ, ʭʦʪʷ ʉʐɸ ʷʚʣʷʶʪʩʷ ʩʘʤʦʡ 

ʧʦʧʫʣʷʨʥʦʡ ʮʝʣʴʶ ʧʦ ʦʙʲʝʤʫ (ʥʝ ʥʘ ʜʫʰʫ ʥʘʩʝʣʝʥʠʷ).  

ʐʘʥʩʳ ʧʝʨʝʞʠʪʴ ʧʨʠʩʪʫʧ ʙʳʣʠ ʚ 1,64 ʨʘʟʘ ʚʳʰʝ ʜʣʷ ʣʶʜʝʡ ʚ ʚʦʟʨʘʩʪʝ ʦʪ 55 

ʜʦ 64 ʣʝʪ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʣʶʜʴʤʠ ʦʪ 18 ʜʦ 24 ʣʝʪ. 

ʇʦʣʴʟʦʚʘʪʝʣʠ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʪʦʣʴʢʦ ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ, ʠʩʧʳʪʘʣʠ 

ʤʝʥʴʰʫʶ ʚʝʨʦʷʪʥʦʩʪʴ ʘʪʘʢʠ: 0,80 ʨʘʟʘ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʩ 

ʥʝʩʢʦʣʴʢʠʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ. Google ʟʘʷʚʠʣ, ʯʪʦ ʵʪʦ "ʤʦʞʝʪ ʙʳʪʴ ʩʚʷʟʘʥʦ ʩ 

ʩʦʮʠʘʣʴʥʦ-ʵʢʦʥʦʤʠʯʝʩʢʠʤʠ ʬʘʢʪʦʨʘʤʠ, ʩʚʷʟʘʥʥʳʤʠ ʩ ʚʣʘʜʝʥʠʝʤ ʫʩʪʨʦʡʩʪʚʦʤ ʠ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ, ʥʘʮʝʣʝʥʥʳʤʠ ʥʘ ʙʦʣʝʝ ʩʦʩʪʦʷʪʝʣʴʥʳʝ ʛʨʫʧʧʳ". 

Google ʟʘʷʚʣʷʝʪ, ʯʪʦ ʧʨʝʜʦʪʚʨʘʱʘʝʪ ʧʦʧʘʜʘʥʠʝ ʚ ʧʦʯʪʦʚʳʝ ʷʱʠʢʠ 99% ʠʟ 

ʙʦʣʝʝ ʯʝʤ ʩʪʘ ʤʠʣʣʠʦʥʦʚ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ, ʩʦʜʝʨʞʘʱʠʭ ʩʧʘʤ, ʬʠʰʠʥʛʦʚʳʝ 

ʩʩʳʣʢʠ ʠ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʢʦʪʦʨʳʝ ʝʞʝʜʥʝʚʥʦ ʦʪʧʨʘʚʣʷʶʪʩʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤ, - 

ʥʦ ʝʩʪʴ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ ʫʣʦʚʢʠ, ʢʦʪʦʨʳʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ, ʯʪʦʙʳ 

ʦʙʦʡʪʠ ʟʘʱʠʪʫ. 

ʕʪʦ ʧʨʝʜʧʦʣʘʛʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʙʳʩʪʨʦ ʤʝʥʷʶʱʠʭʩʷ ʢʘʤʧʘʥʠʡ, ʧʨʠ ʵʪʦʤ 

ʦʧʨʝʜʝʣʝʥʥʳʝ ʰʘʙʣʦʥʳ ʧʠʩʝʤ ʨʘʩʩʳʣʘʶʪʩʷ ʪʦʣʴʢʦ ʚ ʪʝʯʝʥʠʝ ʢʦʨʦʪʢʦʛʦ ʧʝʨʠʦʜʘ 

ʚʨʝʤʝʥʠ. ʀʥʦʛʜʘ ʢʘʤʧʘʥʠʠ ʤʦʛʫʪ ʜʣʠʪʴʩʷ ʤʝʥʝʝ ʩʫʪʦʢ, ʧʨʝʞʜʝ ʯʝʤ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʦʧʳʪʘʶʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʨʫʛʦʡ ʰʘʙʣʦʥ ʜʣʷ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʧʦ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ. 

ʊʝʤ ʥʝ ʤʝʥʝʝ, ʚ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʤ ʜʦʢʫʤʝʥʪʝ ʪʘʢʞʝ ʦʪʤʝʯʘʝʪʩʷ, ʯʪʦ ʬʠʰʠʥʛ 

- ʵʪʦ ʧʦʩʪʦʷʥʥʦ ʨʘʟʚʠʚʘʶʱʘʷʩʷ ʦʙʣʘʩʪʴ, ʠ ʥʝʦʙʭʦʜʠʤʳ ʧʦʩʪʦʷʥʥʳʝ ʠʩʩʣʝʜʦʚʘʥʠʷ, 

ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʤʘʢʩʠʤʘʣʴʥʫʶ ʟʘʱʠʪʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʪ ʘʪʘʢ. 

çʅʘʰʠ ʠʟʤʝʨʝʥʠʷ ʩʣʫʞʘʪ ʧʝʨʚʳʤ ʰʘʛʦʤ ʥʘ ʧʫʪʠ ʢ ʧʦʥʠʤʘʥʠʶ ʪʦʛʦ, ʢʘʢ 

ʦʮʝʥʠʚʘʪʴ ʨʠʩʢʠ ʜʣʷ ʣʠʯʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʪʘʢʠʝ ʦʮʝʥʢʠ 

ʧʦʟʚʦʣʷʪ ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʧʨʝʜʝʣʷʪʴ, ʨʝʢʦʤʝʥʜʦʚʘʪʴ ʠ ʘʜʘʧʪʠʨʦʚʘʪʴ ʩʨʝʜʩʪʚʘ 

ʟʘʱʠʪʳ ʜʣʷ ʪʝʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʚ ʵʪʦʤ ʙʦʣʴʰʝ ʚʩʝʛʦ ʥʫʞʜʘʶʪʩʷè, - 

ʛʦʚʦʨʠʪʩʷ ʚ ʜʦʢʫʤʝʥʪʝ. 

ɺ ʪʦ ʚʨʝʤʷ ʢʘʢ ʧʦʣʴʟʦʚʘʪʝʣʠ, ʷʚʣʷʶʱʠʝʩʷ ʤʠʰʝʥʷʤʠ ʬʠʰʠʥʛʦʚʳʭ ʧʠʩʝʤ, 

ʦʙʳʯʥʦ ʤʝʥʷʶʪʩʷ ʦʪ ʥʝʜʝʣʠ ʢ ʥʝʜʝʣʝ, ʭʘʨʘʢʪʝʨ ʘʪʘʢ ʦʩʪʘʝʪʩʷ ʚ ʦʩʥʦʚʥʦʤ 

ʥʝʠʟʤʝʥʥʳʤ. 

ɻʝʦʛʨʘʬʠʷ ʪʘʢʞʝ ʠʛʨʘʝʪ ʙʦʣʴʰʫʶ ʨʦʣʴ ʚ ʪʦʤ, ʧʦʧʳʪʘʶʪʩʷ ʣʠ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʩʦʚʝʨʰʠʪʴ ʬʠʰʠʥʛʦʚʫʶ ʘʪʘʢʫ, ʧʨʠ ʵʪʦʤ ʧʦʣʴʟʦʚʘʪʝʣʠ ʚ ʉʐɸ 

ʷʚʣʷʶʪʩʷ ʥʘʠʙʦʣʝʝ ʧʦʧʫʣʷʨʥʳʤʠ ʮʝʣʷʤʠ, ʥʘ ʢʦʪʦʨʳʝ ʧʨʠʭʦʜʠʪʩʷ 42% ʘʪʘʢ. ɼʘʣʝʝ 

ʩʣʝʜʫʝʪ ɺʝʣʠʢʦʙʨʠʪʘʥʠʷ, ʥʘ ʢʦʪʦʨʫʶ ʥʘʧʨʘʚʣʝʥʘ ʢʘʞʜʘʷ ʜʝʩʷʪʘʷ ʬʠʰʠʥʛʦʚʘʷ 

ʘʪʘʢʘ, ʠ ʗʧʦʥʠʷ, ʥʘ ʢʦʪʦʨʫʶ ʥʘʧʨʘʚʣʷʝʪʩʷ ʢʘʞʜʘʷ 20-ʷ ʬʠʰʠʥʛʦʚʘʷ ʘʪʘʢʘ. 

ʍʦʪʷ ʙʦʣʴʰʠʥʩʪʚʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʥʝ ʣʦʢʘʣʠʟʫʶʪ ʩʚʦʠ ʜʝʡʩʪʚʠʷ ʠ 

ʠʩʧʦʣʴʟʫʶʪ ʘʥʛʣʠʡʩʢʠʡ ʷʟʳʢ ʚ ʩʦʦʙʱʝʥʠʷʭ, ʦʪʧʨʘʚʣʷʝʤʳʭ ʚ ʩʪʨʘʥʳ ʧʦ ʚʩʝʤʫ ʤʠʨʫ, 

ʝʩʪʴ ʨʝʛʠʦʥʳ, ʛʜʝ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʘʜʘʧʪʠʨʦʚʘʥʳ ʜʣʷ ʦʧʨʝʜʝʣʝʥʥʳʭ ʷʟʳʢʦʚ. 
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ʅʘʧʨʠʤʝʨ, 78% ʘʪʘʢ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʗʧʦʥʠʠ, ʧʨʦʠʟʦʰʣʠ ʥʘ 

ʷʧʦʥʩʢʦʤ ʷʟʳʢʝ, ʘ 66% ʘʪʘʢ ʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʟ ɹʨʘʟʠʣʠʠ ʧʨʦʠʟʦʰʣʠ ʥʘ 

ʧʦʨʪʫʛʘʣʴʩʢʦʤ ʷʟʳʢʝ. 

Google ʦʪʤʝʯʘʝʪ, ʯʪʦ ʟʘʱʠʪʘ Gmail ʦʪ ʬʠʰʠʥʛʘ ʠ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ 

ʚʢʣʶʯʝʥʘ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʥʦ ʪʘʢʞʝ ʨʝʢʦʤʝʥʜʫʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʬʫʥʢʮʠʶ ʧʨʦʚʝʨʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʧʝʨʩʦʥʘʣʠʟʠʨʦʚʘʥʥʳʭ ʩʦʚʝʪʦʚ ʦ 

ʪʦʤ, ʢʘʢ ʟʘʱʠʪʠʪʴ ʩʚʦʡ ʧʦʯʪʦʚʳʡ ʷʱʠʢ ʦʪ ʬʠʰʠʥʛʘ ʠ ʜʨʫʛʠʭ ʚʨʝʜʦʥʦʩʥʳʭ ʘʪʘʢ. 

ʂʦʨʧʦʨʘʪʠʚʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʪʘʢʞʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʨʘʟʚʝʨʥʫʪʴ 

ʨʘʩʰʠʨʝʥʥʫʶ ʟʘʱʠʪʫ ʦʪ ʬʠʰʠʥʛʘ ʠ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʦʪ Googleè. (Danny Palmer. 

Google: Here's why some people get more phishing emails and malware spam // ZDNet 

(https://www.zdnet.com/article/google-heres-why-some-people-get-more-phishing-

emails-and-malware-spam/). 10.02.2021). 

***  

 

çɿʘ ʧʦʩʣʝʜʥʠʡ ʛʦʜ ʨʝʟʢʦ ʫʚʝʣʠʯʠʣʦʩʴ ʢʦʣʠʯʝʩʪʚʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ, 

ʧʳʪʘʶʱʠʭʩʷ ʧʨʦʚʝʩʪʠ ʘʪʘʢʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʫʜʘʣʝʥʥʦʛʦ 

ʚʭʦʜʘ, ʧʦʩʢʦʣʴʢʫ ʤʥʦʛʠʝ ʩʦʪʨʫʜʥʠʢʠ ʧʨʦʜʦʣʞʘʶʪ ʨʘʙʦʪʘʪʴ ʠʟ ʜʦʤʘ. 
ɼʣʷ ʤʥʦʛʠʭ ʨʘʙʦʪʘ ʠʟ ʜʦʤʘ ʩʪʘʣʘ ʥʝʦʙʭʦʜʠʤʦʩʪʴʶ, ʠ ʪʦʣʴʢʦ ʫʜʘʣʝʥʥʳʡ ʚʭʦʜ 

ʚ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʩʝʪʠ VPN ʠ ʥʘʙʦʨʳ ʧʨʠʣʦʞʝʥʠʡ ʧʦʟʚʦʣʷʝʪ ʣʶʜʷʤ ʧʨʦʜʦʣʞʘʪʴ 

ʚʳʧʦʣʥʷʪʴ ʩʚʦʶ ʨʘʙʦʪʫ. 

ʆʜʥʘʢʦ ʨʦʩʪ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ ʧʨʝʜʦʩʪʘʚʠʣ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤ ʙʦʣʴʰʝ 

ʚʦʟʤʦʞʥʦʩʪʝʡ ʥʝʟʘʤʝʪʥʦ ʧʨʦʩʢʦʣʴʟʥʫʪʴ ʚ ʩʝʪʠ ʩ ʧʦʤʦʱʴʶ ʟʘʢʦʥʥʳʭ ʫʯʝʪʥʳʭ 

ʜʘʥʥʳʭ - ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʙʳʣʠ ʣʠ ʦʥʠ ʬʠʰʠʥʛʦʚʳʤʠ, ʫʛʘʜʘʥʥʳʤʠ ʠʣʠ 

ʫʢʨʘʜʝʥʥʳʤʠ ʠʥʳʤ ʦʙʨʘʟʦʤ. ʀʩʧʦʣʴʟʫʷ ʟʘʢʦʥʥʳʝ ʜʘʥʥʳʝ ʜʣʷ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ 

ʚʤʝʩʪʦ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʣʝʛʯʝ ʟʘʥʠʤʘʪʴʩʷ 

ʩʚʦʠʤʠ ʜʝʣʘʤʠ, ʥʝ ʙʫʜʫʯʠ ʦʙʥʘʨʫʞʝʥʥʳʤʠ. 

ʇʦ ʜʘʥʥʳʤ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʠʟ ʢʦʤʧʘʥʠʠ ESET, ʟʘʥʠʤʘʶʱʝʡʩʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʪʘʢʘʷ ʣʝʛʢʦʩʪʴ ʧʨʠʚʝʣʘ ʢ ʫʚʝʣʠʯʝʥʠʶ ʯʠʩʣʘ ʘʪʘʢ ʧʦ 

ʧʨʦʪʦʢʦʣʫ ʫʜʘʣʝʥʥʦʛʦ ʨʘʙʦʯʝʛʦ ʩʪʦʣʘ (RDP) ʥʘ 768% ʚ ʪʝʯʝʥʠʝ 2020 ʛʦʜʘ. ɺ ʦʙʱʝʡ 

ʩʣʦʞʥʦʩʪʠ ESET ʦʙʥʘʨʫʞʠʣʘ 29 ʤʠʣʣʠʘʨʜʦʚ ʧʦʧʳʪʦʢ RDP-ʘʪʘʢ ʟʘ ʛʦʜ, ʧʦʩʢʦʣʴʢʫ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʳʪʘʶʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʜʘʣʝʥʥʳʭ ʩʦʪʨʫʜʥʠʢʦʚ. 

ɺ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʧʦʨʪʳ RDP ʜʘʞʝ ʥʝʧʨʘʚʠʣʴʥʦ ʥʘʩʪʨʦʝʥʳ, ʯʪʦ ʜʘʝʪ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʝʱʝ ʙʦʣʴʰʠʡ ʜʦʩʪʫʧ ʢ ʩʝʪʷʤ. 

ɺ ʣʶʙʦʤ ʩʣʫʯʘʝ, ʘʪʘʢʠ RDP ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚ ʩʝʪʴ ʩ 

ʮʝʣʴʶ ʠʟʫʯʝʥʠʷ ʠ ʢʨʘʞʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʘ ʪʘʢʞʝ ʢʘʢ ʩʨʝʜʩʪʚʦ 

ʧʦʣʫʯʝʥʠʷ ʜʦʩʪʘʪʦʯʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʩʝʪʠ ʜʣʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʘʪʘʢ ʧʨʦʛʨʘʤʤ-

ʚʳʤʦʛʘʪʝʣʝʡ. 

ʕʪʦ ʚʩʝ ʚ ʩʨʝʜʘʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʤʝʥʝʝ ʟʘʱʠʱʝʥʳ, ʯʝʤ ʝʩʣʠ ʙʳ 

ʩʦʪʨʫʜʥʠʢʠ ʨʘʙʦʪʘʣʠ ʠʟʥʫʪʨʠ ʦʬʠʩʘ, ʘ ʥʝ ʨʘʙʦʪʘʣʠ ʫʜʘʣʝʥʥʦ. 

çɸʪʘʢʠ RDP ʩʦʩʨʝʜʦʪʦʯʝʥʳ ʥʘ ʪʝʭʥʦʣʦʛʠʷʭ, ʘ ʥʝ ʥʘ ʣʶʜʷʭ, ʧʦʵʪʦʤʫ ʦʪ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʪʨʝʙʫʝʪʩʷ ʤʝʥʴʰʝ ʨʫʯʥʦʡ ʨʘʙʦʪʳ. ʅʝʚʝʨʥʦ ʥʘʩʪʨʦʝʥʥʳʡ RDP ʚʦ 

ʤʥʦʛʠʭ ʩʣʫʯʘʷʭ ʧʨʠʚʦʜʠʪ ʢ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʮʝʥʥʳʭ ʨʝʩʫʨʩʦʚ, ʪʘʢʠʭ ʢʘʢ ʩʝʨʚʝʨʳ 

ʢʦʤʧʘʥʠʠ ʠʣʠ ʫʩʪʨʦʡʩʪʚʘ ʩ ʧʨʘʚʘʤʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ, ʢʦʪʦʨʳʝ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ 

ʪʨʘʤʧʣʠʥ ʜʣʷ ʜʘʣʴʥʝʡʰʝʛʦ, ʯʘʩʪʦ ʩʝʪʝʚʦʛʦ - ʚ ʮʝʣʦʤ, ʢʦʤʧʨʦʤʠʩʩʳè, - ʩʢʘʟʘʣ 

ZDNet ʆʥʜʨʝʡ ʂʫʙʦʚʠʯ, ʩʧʝʮʠʘʣʠʩʪ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ESET. 
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ɺ ʦʪʯʝʪʝ ESET ʦʪʤʝʯʘʝʪʩʷ, ʯʪʦ ʚ ʜʝʢʘʙʨʝ ʢʦʣʠʯʝʩʪʚʦ ʘʪʘʢ RDP ʩʥʠʟʠʣʦʩʴ, ʯʪʦ 

ʦʥʠ ʧʨʠʧʠʩʳʚʘʶʪ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤ, ʢʦʪʦʨʳʝ ʚʟʷʣʠ ʦʪʧʫʩʢ ʥʘ ʈʦʞʜʝʩʪʚʦ. ʅʦ 

ʦʞʠʜʘʝʪʩʷ, ʯʪʦ ʚ 2021 ʛʦʜʫ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʦ-ʧʨʝʞʥʝʤʫ ʙʫʜʫʪ ʧʳʪʘʪʴʩʷ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʘʪʘʢʠ RDP ʜʣʷ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʩʝʪʠ, ʦʩʦʙʝʥʥʦ ʝʩʣʠ 

ʩʦʪʨʫʜʥʠʢʠ ʧʨʦʜʦʣʞʘʶʪ ʨʘʙʦʪʘʪʴ ʫʜʘʣʝʥʥʦ. 

ʆʜʥʘʢʦ ʩʫʱʝʩʪʚʫʶʪ ʜʝʡʩʪʚʠʷ, ʢʦʪʦʨʳʝ ʦʨʛʘʥʠʟʘʮʠʠ ʤʦʛʫʪ ʧʨʝʜʧʨʠʥʷʪʴ, 

ʯʪʦʙʳ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤ ʙʳʣʦ ʥʘʤʥʦʛʦ ʩʣʦʞʥʝʝ ʫʩʧʝʰʥʦ ʚʟʣʦʤʘʪʴ ʩʝʪʴ ʩ 

ʧʦʤʦʱʴʶ RDP-ʘʪʘʢ. 

SEE: ʞʝʨʪʚʳ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʥʝ ʩʦʦʙʱʘʶʪ ʦʙ ʘʪʘʢʘʭ ʚ ʧʦʣʠʮʠʶ. ʕʪʦ 

ʚʳʟʳʚʘʝʪ ʙʦʣʴʰʫʶ ʧʨʦʙʣʝʤʫ 

ʂʦʤʘʥʜʳ ʀʊ-ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʦʣʞʥʳ ʧʦʦʱʨʷʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʥʘʜʝʞʥʳʝ ʧʘʨʦʣʠ, ʢʦʪʦʨʳʝ ʪʨʫʜʥʦ ʫʛʘʜʘʪʴ ʧʨʠ ʘʪʘʢʘʭ ʤʝʪʦʜʦʤ ʛʨʫʙʦʡ ʩʠʣʳ. ʕʪʦʪ 

ʧʘʨʦʣʴ ʥʝ ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʢʘʢʠʭ-ʣʠʙʦ ʜʨʫʛʠʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʯʪʦʙʳ 

ʩʥʠʟʠʪʴ ʨʠʩʢ ʚʟʣʦʤʘ ʚ ʨʝʟʫʣʴʪʘʪʝ ʫʪʝʯʢʠ ʠʣʠ ʚʟʣʦʤʘ ʧʘʨʦʣʷ ʚ ʜʨʫʛʦʤ ʤʝʩʪʝ. 

ʇʨʠʤʝʥʝʥʠʝ ʜʚʫʭʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ ʩʝʪʠ ʪʘʢʞʝ ʙʫʜʝʪ ʠʤʝʪʴ 

ʙʦʣʴʰʦʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʫʩʧʝʰʥʳʭ ʘʪʘʢ RDP ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤʠ, 

ʧʦʩʢʦʣʴʢʫ ʥʘʤʥʦʛʦ ʩʣʦʞʥʝʝ ʧʦʣʫʯʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʫʨʦʚʝʥʴ ʧʨʦʚʝʨʢʠ, 

ʥʝʦʙʭʦʜʠʤʳʡ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʫʯʝʪʥʳʤ ʟʘʧʠʩʷʤ. 

ʆʙʝʩʧʝʯʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʧʦʩʣʝʜʥʠʭ ʚʝʨʩʠʡ 

ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʟʘ ʩʯʝʪ ʥʘʣʠʯʠʷ ʥʘʜʝʞʥʦʡ 

ʩʪʨʘʪʝʛʠʠ ʫʩʪʘʥʦʚʢʠ ʠʩʧʨʘʚʣʝʥʠʡ ʪʘʢʞʝ ʤʦʞʝʪ ʦʙʝʩʧʝʯʠʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ 

ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ ʦʪ ʧʦʧʳʪʦʢ ʘʪʘʢè. (Danny Palmer. Big jump in RDP attacks as 

hackers target staff working from home // ZDNet (https://www.zdnet.com/article/big-

jump-in-rdp-attacks-as-hackers-target-staff-working-from-home/). 08.02.2021). 

***  

 

çʂʦʤʧʘʥʠʷ ʚʝʙ-ʭʦʩʪʠʥʛʘ ʧʦʜ ʥʘʟʚʘʥʠʝʤ No Support Linux Hosting 

ʦʙʲʷʚʠʣʘ ʩʝʛʦʜʥʷ ʦ ʟʘʢʨʳʪʠʠ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʭʘʢʝʨ ʚʟʣʦʤʘʣ ʝʝ ʚʥʫʪʨʝʥʥʠʝ 

ʩʠʩʪʝʤʳ ʠ ʧʦʩʪʘʚʠʣ ʧʦʜ ʫʛʨʦʟʫ ʚʩʶ ʝʝ ʨʘʙʦʪʫ. 
ʉʦʛʣʘʩʥʦ ʩʦʦʙʱʝʥʠʶ, ʨʘʟʤʝʱʝʥʥʦʤʫ ʥʘ ʦʬʠʮʠʘʣʴʥʦʤ ʩʘʡʪʝ [ʚ ʘʨʭʠʚʝ], 

ʢʦʤʧʘʥʠʷ ʟʘʷʚʠʣʘ, ʯʪʦ ʚʟʣʦʤ ʙʳʣʘ ʚʟʣʦʤʘʥʘ ʚ ʧʦʥʝʜʝʣʴʥʠʢ, 8 ʬʝʚʨʘʣʷ. ʇʦʭʦʞʝ, ʯʪʦ 

ʭʘʢʝʨ çʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʣè ʚʩʶ ʜʝʷʪʝʣʴʥʦʩʪʴ ʢʦʤʧʘʥʠʠ, ʚʢʣʶʯʘʷ ʝʝ ʦʬʠʮʠʘʣʴʥʳʡ 

ʚʝʙ-ʩʘʡʪ, ʨʘʟʜʝʣ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠ ʙʘʟʫ ʜʘʥʥʳʭ ʢʣʠʝʥʪʦʚ. 

ʇʨʝʜʩʪʘʚʠʪʝʣʴ No Support Linux Hosting (NSLH) ʥʝ ʦʪʚʝʪʠʣ ʥʘ ʟʘʧʨʦʩ ʦ 

ʢʦʤʤʝʥʪʘʨʠʷʭ ʩ ʧʦʜʨʦʙʥʦʩʪʷʤʠ ʦʙ ʘʪʘʢʝ. ʅʦ ʭʦʪʷ ʧʦʜʨʦʙʥʦʩʪʠ ʦ ʚʪʦʨʞʝʥʠʠ 

ʥʝʷʩʥʳ, ʘʪʘʢʘ, ʧʦʭʦʞʝ, ʠʤʝʣʘ ʨʘʟʨʫʰʠʪʝʣʴʥʳʡ ʭʘʨʘʢʪʝʨ. 

çʄʳ ʙʦʣʴʰʝ ʥʝ ʤʦʞʝʤ ʚʝʩʪʠ ʙʠʟʥʝʩ ʙʝʟ ʧʦʜʜʝʨʞʢʠ Linux Hostingè, - 

ʢʘʪʝʛʦʨʠʯʝʩʢʠ ʟʘʷʚʠʣʘ ʩʝʛʦʜʥʷ ʢʦʤʧʘʥʠʷ. 

çɺʩʝ ʢʣʠʝʥʪʳ ʜʦʣʞʥʳ ʥʝʤʝʜʣʝʥʥʦ ʟʘʛʨʫʟʠʪʴ ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʩʚʦʠʭ ʚʝʙ-

ʩʘʡʪʦʚ ʠ ʙʘʟ ʜʘʥʥʳʭ ʯʝʨʝʟ cPanelè, - ʩʢʘʟʘʣ NSLH, ʧʨʠʟʚʘʚ ʢʣʠʝʥʪʦʚ ʩʜʝʣʘʪʴ ʵʪʦ ʜʦ 

ʪʦʛʦ, ʢʘʢ ʩʝʨʚʝʨʳ ʚʳʡʜʫʪ ʠʟ ʩʪʨʦʷ ʥʘʚʩʝʛʜʘ. 

ʅʘ ʤʦʤʝʥʪ ʥʘʧʠʩʘʥʠʷ ʩʪʘʪʴʠ ʧʨʠʨʦʜʘ NSLH-ʘʪʘʢʠ ʥʝʷʩʥʘ, ʠ ʤʳ ʥʝ ʟʥʘʝʤ, 

ʟʘʛʨʫʟʠʣ ʣʠ ʭʘʢʝʨ ʠ ʩʪʝʨ ʙʘʟʫ ʜʘʥʥʳʭ ʠ ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʢʦʤʧʘʥʠʠ ʠʣʠ ʤʳ ʛʦʚʦʨʠʤ 

ʦ ʢʣʘʩʩʠʯʝʩʢʦʡ ʘʪʘʢʝ ʚʳʤʦʛʘʪʝʣʝʡ, ʢʦʛʜʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʟʘʰʠʬʨʦʚʘʣ ʬʘʡʣʳ ʠ 

ʧʦʪʨʝʙʦʚʘʣ ʚʳʢʫʧ ʟʘ ʢʣʶʯ ʜʝʰʠʬʨʦʚʘʥʠʷ. 
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ɼɺɸ ɼʈʋɻʀʍ ʍʆʉʊʀʅɻ-ʇʈʆɺɸʁɼɽʈɸ ʊɸʂɾɽ ʉʆʆɹʑʀʃʀ ʆ 

ɺɿʃʆʄɸʍ 

ʅʦ ʜʘʞʝ ʝʩʣʠ NSLH ʥʝ ʦʪʚʝʪʠʣʘ ʥʘ ʟʘʧʨʦʩ ʦ ʢʦʤʤʝʥʪʘʨʠʠ, ʧʦʭʦʞʝ, ʯʪʦ ʚ ʵʪʦʡ 

ʘʪʘʢʝ ʝʩʪʴ ʥʘʤʥʦʛʦ ʙʦʣʴʰʝ. 

ʈʘʥʝʝ ʩʝʛʦʜʥʷ TorrentFreak, ʙʣʦʛ, ʧʦʩʚʷʱʝʥʥʳʡ ʮʠʬʨʦʚʳʤ ʧʨʘʚʘʤ ʠ ʥʦʚʦʩʪʷʤ 

ʦ ʧʠʨʘʪʩʪʚʝ, ʩʦʦʙʱʠʣ, ʯʪʦ ʜʚʝ ʙʨʠʪʘʥʩʢʠʝ ʭʦʩʪʠʥʛʦʚʳʝ ʢʦʤʧʘʥʠʠ, ʢʦʪʦʨʳʝ 

ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʫʩʣʫʛʠ IPTV ʧʠʨʘʪʩʢʠʤ ʧʦʪʦʢʦʚʳʤ ʩʘʡʪʘʤ, ʪʘʢʞʝ ʧʦʩʪʨʘʜʘʣʠ ʦʪ 

ʘʥʘʣʦʛʠʯʥʳʭ ʘʪʘʢ. 

ʅʘ ʢʦʨʦʪʢʦʝ ʚʨʝʤʷ ʚ ʧʦʥʝʜʝʣʴʥʠʢ SapphireSecure.net ʠ KS-Hosting.com 

ʧʦʢʘʟʘʣʠ ʥʘ ʩʚʦʝʡ ʧʝʨʚʦʡ ʩʪʨʘʥʠʮʝ ʩʦʦʙʱʝʥʠʝ ʦʪ ʧʨʝʜʧʦʣʘʛʘʝʤʦʛʦ ʭʘʢʝʨʘ. 

ɺ ʩʦʦʙʱʝʥʠʠ ʭʘʢʝʨ ʧʦʜʝʣʠʣʩʷ ʣʠʯʥʳʤʠ ʜʘʥʥʳʤʠ ʯʝʣʦʚʝʢʘ, ʩʪʦʷʱʝʛʦ ʟʘ 

ʜʚʫʤʷ ʩʘʡʪʘʤʠ, ʠ ʧʨʠʛʨʦʟʠʣ ʜʚʫʤ ʢʦʤʧʘʥʠʷʤ ʧʦʜʝʣʠʪʴʩʷ ʩʚʦʠʤʠ ʢʣʠʝʥʪʩʢʠʤʠ 

ʙʘʟʘʤʠ ʜʘʥʥʳʭ ʩ ʧʦʣʠʮʠʝʡ ʠ ʘʛʝʥʪʩʪʚʘʤʠ ʧʦ ʟʘʱʠʪʝ ʘʚʪʦʨʩʢʠʭ ʧʨʘʚ, ʝʩʣʠ ʥʝ ʙʫʜʝʪ 

ʫʧʣʘʯʝʥ ʚʳʢʫʧ ʚ ʨʘʟʤʝʨʝ 2 BTC (~ 92 000 ʜʦʣʣʘʨʦʚ ʉʐɸ). 

ʅʦ ʯʪʦ ʤʦʞʝʪ ʩʚʷʟʘʪʴ ʵʪʫ ʘʪʘʢʫ ʩ ʠʥʮʠʜʝʥʪʦʤ NSLH, ʪʘʢ ʵʪʦ ʪʦʪ ʬʘʢʪ, ʯʪʦ 

ʭʘʢʝʨ SapphireSecure.net ʠ KS-Hosting.com ʪʘʢʞʝ ʜʘʣ ʢʦʤʧʘʥʠʷʤ ʚʦʟʤʦʞʥʦʩʪʴ 

ʥʘʚʩʝʛʜʘ ʧʨʝʢʨʘʪʠʪʴ ʨʘʙʦʪʫ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʧʝʨʝʜʘʯʠ ʠʭ ʜʘʥʥʳʭ ʚʣʘʩʪʷʤ ʠʣʠ 

ʫʧʣʘʪʳ ʚʳʢʫʧʘ. 

ʇʦʩʢʦʣʴʢʫ ʜʚʘ ʚʟʣʦʤʘ ʥʘʭʦʜʷʪʩʷ ʪʘʢ ʙʣʠʟʢʦ ʜʨʫʛ ʢ ʜʨʫʛʫ ʠ ʠʤʝʶʪ ʯʘʩʪʠʯʥʦ 

ʩʦʚʧʘʜʘʶʱʠʝ ʜʝʪʘʣʠ, ʚʦʟʤʦʞʥʦ, ʯʪʦ NSLH ʙʳʣ ʚʟʣʦʤʘʥ ʦʜʥʠʤ ʠ ʪʝʤ ʞʝ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤè. (Catalin Cimpanu. Web hosting provider shuts down after 

cyberattack // ZDNet (https://www.zdnet.com/article/web-hosting-provider-shuts-down-

after-cyber-attack/). 09.02.2021). 
***  

 

çʌʨʘʥʮʫʟʩʢʦʝ ʅʘʮʠʦʥʘʣʴʥʦʝ ʘʛʝʥʪʩʪʚʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ 

(ANSSI), ʥʘʮʠʦʥʘʣʴʥʦʝ ʘʛʝʥʪʩʪʚʦ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʧʨʝʜʝʣʠʣʦ 

ʤʥʦʛʦʣʝʪʥʶʶ ʢʘʤʧʘʥʠʶ ʧʦ ʧʨʦʥʠʢʥʦʚʝʥʠʶ ʥʘ ʧʣʘʪʬʦʨʤʫ ʤʦʥʠʪʦʨʠʥʛʘ ʀʊ 

Centreon. 
Centreon (ʢʦʤʧʘʥʠʷ) ʟʘʷʚʠʣʘ, ʯʪʦ Centreon (ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ) - ʵʪʦ 

ʦʪʣʠʯʥʳʡ ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʀʊ ʩ ʦʪʢʨʳʪʳʤ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ. 

çʆʨʛʘʥʠʟʘʮʠʠ ʜʦʣʞʥʳ ʧʨʠʩʪʘʣʴʥʦ ʩʣʝʜʠʪʴ ʟʘ ʩʚʦʝʡ ʀʊ-ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ ʠ 

ʦʧʝʨʘʮʠʷʤʠ, ʯʪʦʙʳ ʛʘʨʘʥʪʠʨʦʚʘʪʴ ʚʨʝʤʷ ʙʝʟʦʪʢʘʟʥʦʡ ʨʘʙʦʪʳ ʠ ʤʘʢʩʠʤʘʣʴʥʫʶ 

ʜʦʩʪʫʧʥʦʩʪʴ ʩʝʪʠè, - ʛʦʚʦʨʠʪʩʷ ʚ ʨʝʢʣʘʤʥʦʤ ʩʦʦʙʱʝʥʠʠ ʢʦʤʧʘʥʠʠ. ʂʦʤʧʘʥʠʷ 

Centreon ʟʘʷʚʠʣʘ, ʯʪʦ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ Centreon - ʵʪʦ ʪʦʪ ʥʝʤʠʛʘʶʱʠʡ 

ʛʣʘʟ. 

ɸʥʩʠ ʚ ʧʦʥʝʜʝʣʴʥʠʢ ʧʦʢʘʟʘʣ, ʯʪʦ ʠʟʚʝʩʪʥʦ ʦ ʜʚʫʭ ʙʵʢʜʦʨʦʚ ʚ Centreon ʥʘ 

ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʠ ʩʢʘʟʘʣ ʧʨʦʚʘʡʜʝʨʳ ʥʝʩʢʦʣʴʢʦ ʬʨʘʥʮʫʟʩʢʠʭ ʀʊ ʫʩʣʫʛʠ 

ʙʳʣʠ ʧʨʦʥʠʢʘʣʠ ʥʘ ʩʨʦʢ ʜʦ ʪʨʝʭ ʣʝʪ. 

ɺ ʧʦʜʨʦʙʥʦʤ ʦʪʯʝʪʝ [PDF] ʦ ʪʦʤ, ʯʪʦ The Register ʠʩʧʦʣʴʟʦʚʘʣʘ ʟʘʨʞʘʚʝʚʰʠʝ 

ʬʨʘʥʮʫʟʩʢʠʝ ʩʣʫʞʙʳ ʩʨʝʜʥʝʡ ʰʢʦʣʳ ʠ ʦʥʣʘʡʥ-ʧʝʨʝʚʦʜʯʠʢʠ, ANSSI ʩʦʦʙʱʘʝʪ, ʯʪʦ 

ʘʪʘʢʘ ʠʩʧʦʣʴʟʦʚʘʣʘ ʚʝʙ-ʦʙʦʣʦʯʢʫ PAS ʠ ʪʨʦʷʥ-ʙʵʢʜʦʨ Exaramel. 

ʅʠ ʦʜʠʥ ʙʵʢʜʦʨ ʥʝ ʷʚʣʷʝʪʩʷ ʥʦʚʳʤ. ɺʝʙ-ʦʙʦʣʦʯʢʘ PAS ʥʘʭʦʜʠʪʩʷ ʥʘ ʨʘʜʘʨʘʭ 

ʧʦʩʪʘʚʱʠʢʦʚ ʩʨʝʜʩʪʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ 2017 ʛʦʜʘ, ʘ ʫʧʦʤʠʥʘʥʠʷ ʦʙ Exaramel ʤʦʞʥʦ 

ʥʘʡʪʠ ʚ 2018 ʛʦʜʫ. PAS ʜʝʣʘʝʪ ʥʝʧʨʠʷʪʥʳʝ ʚʝʱʠ, ʚʢʣʶʯʘʷ ʘʪʘʢʠ ʛʨʫʙʦʡ ʩʠʣʳ ʥʘ 
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ʙʘʟʳ ʜʘʥʥʳʭ, ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʠʭ ʩʦʜʝʨʞʠʤʦʤʫ. Exaramel - ʵʪʦ ʠʥʩʪʨʫʤʝʥʪ 

ʜʠʩʪʘʥʮʠʦʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ. 

ANSSI ʟʘʷʚʠʣʦ, ʯʪʦ ʘʪʘʢʘ ʚʦʟʤʦʞʥʘ, ʧʦʪʦʤʫ ʯʪʦ ʥʝʢʦʪʦʨʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ 

Centreon ʥʝ ʫʩʪʘʥʦʚʠʣʠ ʠʩʧʨʘʚʣʝʥʠʷ ʜʣʷ ʩʚʦʠʭ ʩʠʩʪʝʤ. ɸʛʝʥʪʩʪʚʦ ʥʝ ʦʧʠʩʘʣʦ 

ʧʦʩʣʝʜʩʪʚʠʡ ʘʪʘʢʠ, ʥʦ ʟʘʷʚʠʣʦ, ʯʪʦ ʢʦʤʙʠʥʘʮʠʷ ʜʚʫʭ ʙʵʢʜʦʨʦʚ ʧʦʟʚʦʣʠʣʘ 

ʧʦʣʥʦʩʪʴʶ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʪʴ Centreon, ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʠ, 

ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʛʦʨʠʟʦʥʪʘʣʴʥʦʝ ʧʝʨʝʤʝʱʝʥʠʝ ʧʦ ʩʝʪʷʤ. 

ʇʦʩʢʦʣʴʢʫ ʘʪʘʢʘ ʙʳʣʘ ʥʘʮʝʣʝʥʘ ʥʘ ʧʦʩʪʘʚʱʠʢʦʚ ʫʩʣʫʛ, ʠ ʪʘʢʠʝ ʦʨʛʘʥʠʟʘʮʠʠ, 

ʚʝʨʦʷʪʥʦ, ʙʫʜʫʪ ʧʨʝʜʣʘʛʘʪʴ ʤʥʦʛʦʧʦʣʴʟʦʚʘʪʝʣʴʩʢʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ, ʚʦʟʤʦʞʥʦ, 

ʤʥʦʛʠʝ ʦʙʲʝʢʪʳ ʙʳʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ. 

ANSSI ʥʝ ʩʢʘʟʘʣ, ʯʪʦ ʈʦʩʩʠʷ ʥʝʩʝʪ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʘʪʘʢʫ, ʥʦ ʩʢʘʟʘʣ, ʯʪʦ 

ʤʝʪʦʜʳ, ʠʩʧʦʣʴʟʦʚʘʥʥʳʝ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʙʵʢʜʦʨʦʚ ʠ ʫʧʨʘʚʣʝʥʠʷ ʠʤʠ, ʦʯʝʥʴ ʧʦʭʦʞʠ 

ʥʘ ʢʦʤʘʥʜʫ çSandwormè, ʢʦʪʦʨʘʷ ʪʘʢʞʝ ʧʦʜʦʟʨʝʚʘʝʪʩʷ ʚ ʧʨʠʯʘʩʪʥʦʩʪʠ ʢ 

ʧʨʦʛʨʘʤʤʝ-ʚʳʤʦʛʘʪʝʣʶ NotPetya. 

ɺ ʦʪʯʝʪʝ ANSSI ʨʝʢʦʤʝʥʜʫʝʪʩʷ, ʯʪʦʙʳ ʚʩʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʠʥʩʪʨʫʤʝʥʪʦʚ 

ʫʧʨʘʚʣʝʥʠʷ ʦʛʨʘʥʠʯʠʣʠ ʜʦʩʪʫʧ ʢ ʩʚʦʠʤ ʚʝʙ-ʠʥʪʝʨʬʝʡʩʘʤ ʠ ʫʢʨʝʧʠʣʠ ʩʝʨʚʝʨʳ 

Linux, ʥʘ ʢʦʪʦʨʳʭ ʦʥʠ ʨʘʙʦʪʘʶʪ. 

ʅʦ ʧʦʩʪʘʚʱʠʢʘʤ ʀʊ-ʫʩʣʫʛ ʠ ʧʦʩʪʘʚʱʠʢʘʤ, ʢʦʪʦʨʳʝ ʫʜʦʚʣʝʪʚʦʨʷʶʪ ʠʭ 

ʧʦʪʨʝʙʥʦʩʪʠ, ʧʦʩʪʦʷʥʥʦ ʥʘʧʦʤʠʥʘʶʪ, ʯʪʦ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝ 

ʧʦʜʣʝʞʠʪ ʦʙʩʫʞʜʝʥʠʶ, ʧʦʪʦʤʫ ʯʪʦ ʦʥʠ ʷʚʣʷʶʪʩʷ ʚʦʨʦʪʘʤʠ ʜʣʷ ʤʥʦʞʝʩʪʚʘ ʜʨʫʛʠʭ 

ʦʨʛʘʥʠʟʘʮʠʡ ʠ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʷʚʣʷʶʪʩʷ ʦʩʥʦʚʥʦʡ ʮʝʣʴʶ ʜʣʷ ʧʨʝʩʪʫʧʥʠʢʦʚ. ʊʝʤ ʥʝ 

ʤʝʥʝʝ, ʥʝʢʦʪʦʨʳʝ ʷʚʥʦ ʠʩʧʦʣʴʟʦʚʘʣʠ ʩʪʘʨʳʝ ʠ ʫʷʟʚʠʤʳʝ ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ Centreon, ʘ ʟʘʪʝʤ ʥʝ ʩʤʦʛʣʠ ʦʙʥʘʨʫʞʠʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ, ʨʦʶʱʠʭʩʷ 

ʚʥʫʪʨʠ. 

ʂʘʢ ʠ ʤʥʦʛʠʝ ʦʨʛʘʥʠʟʘʮʠʠ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʦʚʘʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʝ 

ʚʝʨʩʠʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ Orion ʦʪ SolarWindsè. (Simon 

Sharwood. France's cyber-agency says Centreon IT management software sabotaged 

by Russian Sandworm // The Register 

(https://www.theregister.com/2021/02/16/centreon_sandworm_attack/). 16.02.2021). 
***  

 

çʕʢʩʧʝʨʪʳ ʆʆʅ ʧʨʠʰʣʠ ʢ ʚʳʚʦʜʫ, ʯʪʦ ʂʅɼʈ ʦʙʥʦʚʠʣʘ ʩʦʙʩʪʚʝʥʥʳʡ 

ʨʘʢʝʪʥʳʡ ʠ ʷʜʝʨʥʳʡ ʧʦʪʝʥʮʠʘʣ ʥʘ ʜʝʥʴʛʠ, ʧʦʣʫʯʝʥʥʳʝ ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʢʠʙʝʨʘʪʘʢ ʥʘ ʢʨʠʧʪʦʙʠʨʞʠ ʠ ʬʠʥʘʥʩʦʚʳʝ ʠʥʪʝʨʥʝʪ-ʩʝʨʚʠʩʳ. ʋʢʨʘʜʝʥʥʳʝ 

ʘʢʪʠʚʳ ʧʦʩʣʝ çʦʪʤʳʚʘʥʠʷè ʚ ʂʠʪʘʝ ʨʘʩʭʦʜʫʶʪʩʷ ʥʘ ʟʘʢʫʧʢʠ ʤʘʪʝʨʠʘʣʦʚ ʠ 

ʪʝʭʥʦʣʦʛʠʡ. 

ɹʦʤʙʘ ʩʘʤʘ ʩʝʙʷ ʥʝ ʩʜʝʣʘʝʪ 

ʂʦʨʝʡʩʢʘʷ ʥʘʨʦʜʥʦ-ʜʝʤʦʢʨʘʪʠʯʝʩʢʘʷ ʨʝʩʧʫʙʣʠʢʘ (ʂʅɼʈ) ʚ ʦʙʭʦʜ ʩʘʥʢʮʠʡ 

ʆʨʛʘʥʠʟʘʮʠʠ ʦʙʲʝʜʠʥʝʥʥʳʭ ʥʘʮʠʡ (ʆʆʅ) ʤʦʜʝʨʥʠʟʠʨʦʚʘʣʘ ʩʚʦʝ ʷʜʝʨʥʦʝ ʦʨʫʞʠʝ ʟʘ 

ʩʯʝʪ ʩʨʝʜʩʪʚ, ʫʢʨʘʜʝʥʥʳʭ, ʚ ʪʦʤ ʯʠʩʣʝ, ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʤʠ ʭʘʢʝʨʘʤʠ. ʊʘʢʠʝ 

ʚʳʚʦʜʳ ʠʟʣʦʞʝʥʳ ʚ ʥʦʚʦʤ ʦʪʯʝʪʝ ʛʨʫʧʧʳ ʵʢʩʧʝʨʪʦʚ, ʥʘʧʨʘʚʣʝʥʥʦʤ ʯʣʝʥʘʤ ʉʦʚʝʪʘ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʆʆʅ.  

ʇʦ ʤʥʝʥʠʶ ʵʢʩʧʝʨʪʦʚ, ʩʚʷʟʘʥʥʳʝ ʩ ʉʝʚʝʨʥʦʡ ʂʦʨʝʝʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʘ 

ʧʨʦʪʷʞʝʥʠʠ ʚʩʝʛʦ 2020 ʛ. ʧʨʦʜʦʣʞʘʣʠ ʧʨʦʚʦʜʠʪʴ ʢʠʙʝʨʘʪʘʢʠ ʥʘ ʬʠʥʘʥʩʦʚʳʝ 

ʫʯʨʝʞʜʝʥʠʷ ʠ ʚʠʨʪʫʘʣʴʥʳʝ ʦʙʤʝʥʥʳʝ ʧʫʥʢʪʳ. ʋʢʨʘʜʝʥʥʳʝ ʪʘʢʠʤ ʦʙʨʘʟʦʤ 
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ʬʠʥʘʥʩʦʚʳʝ ʘʢʪʠʚʳ, ʚ ʪʦʤ ʯʠʩʣʝ ʢʨʠʧʪʦʚʘʣʶʪʘ, ʥʘʧʨʘʚʣʷʣʠʩʴ ʥʘ ʧʦʜʜʝʨʞʢʫ 

ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʭ ʧʨʦʛʨʘʤʤ ʂʅɼʈ ʚ ʦʙʣʘʩʪʠ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʷ ʦʨʫʞʠʷ 

ʤʘʩʩʦʚʦʛʦ ʫʥʠʯʪʦʞʝʥʠʷ ʠ ʙʘʣʣʠʩʪʠʯʝʩʢʠʭ ʨʘʢʝʪ, ʘ ʪʘʢʞʝ ʥʘ ʧʨʠʦʙʨʝʪʝʥʠʝ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʤʘʪʝʨʠʘʣʦʚ ʠ ʪʝʭʥʦʣʦʛʠʡ ʟʘ ʨʫʙʝʞʦʤ.  

ʂʨʠʧʪʦʚʘʣʶʪʥʳʝ ʘʢʪʠʚʳ, ʫʢʨʘʜʝʥʥʳʝ ʩʝʚʝʨʦʢʦʨʝʡʩʢʠʤʠ ʭʘʢʝʨʘʤʠ, ʧʨʦʭʦʜʷʪ 

ʧʨʦʮʝʩʩ çʦʪʤʳʚʢʠè ʯʝʨʝʟ ʢʠʪʘʡʩʢʠʭ ʚʥʝʙʠʨʞʝʚʳʭ ʙʨʦʢʝʨʦʚ ʠ ʟʘʪʝʤ 

ʢʦʥʚʝʨʪʠʨʫʶʪʩʷ ʚ ʬʠʘʪʥʳʝ (ʦʙʝʩʧʝʯʝʥʥʳʝ ʛʦʩʫʜʘʨʩʪʚʦʤ) ʚʘʣʶʪʳ, ʥʘʧʨʠʤʝʨ, ʚ 

ʜʦʣʣʘʨ ʉʐɸ, ʩʦʦʙʱʠʣʦ ʘʛʝʥʪʩʪʚʦ Associated Press ʩʦ ʩʩʳʣʢʦʡ ʥʘ ʜʦʢʣʘʜ ʵʢʩʧʝʨʪʦʚ 

ʆʆʅ. 

ʊʘʢ, ʪʦʣʴʢʦ ʚ ʧʝʨʠʦʜ ʩ 2019 ʛ. ʧʦ ʥʦʷʙʨʴ 2020 ʛ., ʧʦ ʜʘʥʥʳʤ ʵʢʩʧʝʨʪʦʚ, 

ʩʫʤʤʘʨʥʳʡ ʫʱʝʨʙ ʦʪ ʩʝʚʝʨʦʢʦʨʝʡʩʢʠʭ ʢʠʙʝʨʘʪʘʢ ʩʦʩʪʘʚʠʣ ʧʨʠʤʝʨʥʦ $316,4 ʤʣʥ. ɺ 

ʘʚʛʫʩʪʝ 2019 ʛ. ʢʦʤʠʩʩʠʷ ʆʆʅ ʪʘʢʞʝ ʦʙʚʠʥʠʣʘ ʩʝʚʝʨʦʢʦʨʝʡʩʢʠʭ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʚ ʥʝʟʘʢʦʥʥʦʤ ʧʦʣʫʯʝʥʠʠ ʜʦʭʦʜʦʚ ʥʘ ʩʫʤʤʫ ʧʦʨʷʜʢʘ $2 ʤʣʨʜ, 

ʢʦʪʦʨʳʝ ʪʘʢʞʝ ʙʳʣʠ ʥʘʧʨʘʚʣʝʥʳ ʥʘ ʬʠʥʘʥʩʠʨʦʚʘʥʠʝ ʛʦʩʧʨʦʛʨʘʤʤ ʧʦ ʨʘʟʨʘʙʦʪʢʝ 

ʦʨʫʞʠʷ. 

ɺʟʣʦʤ ʧʦ-ʩʝʚʝʨʦʢʦʨʝʡʩʢʠ 

ɺ ʩʚʦʝʤ ʦʪʯʝʪʝ ʵʢʩʧʝʨʪʳ ʆʆʅ ʧʨʝʜʩʪʘʚʠʣʠ ʨʘʩʩʣʝʜʦʚʘʥʠʝ çʫʤʳʰʣʝʥʥʦ 

ʚʨʝʜʠʪʝʣʴʩʢʦʡè ʜʝʷʪʝʣʴʥʦʩʪʠ ɻʣʘʚʥʦʛʦ ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʦʛʦ ʙʶʨʦ (Reconnaissance 

General Bureau) ʉʝʚʝʨʥʦʡ ʂʦʨʝʠ, ʢʦʪʦʨʦʝ ʫʞʝ ʥʘʭʦʜʠʪʩʷ ʚ ʩʘʥʢʮʠʦʥʥʦʤ ʩʧʠʩʢʝ 

ʆʆʅ, ʚ ʯʘʩʪʥʦʩʪʠ, ʟʘ ʘʪʘʢʠ ʥʘ ʚʠʨʪʫʘʣʴʥʳʝ ʘʢʪʠʚʳ, ʥʘ ʧʦʩʪʘʚʱʠʢʦʚ ʚʠʨʪʫʘʣʴʥʳʭ 

ʬʠʥʘʥʩʦʚʳʭ ʫʩʣʫʛ ʠ ʥʘ ʦʙʦʨʦʥʥʳʝ ʢʦʤʧʘʥʠʠ. 

ɺ ʢʘʯʝʩʪʚʝ ʧʨʠʤʝʨʘ ʵʢʩʧʝʨʪʳ ʆʆʅ ʧʨʠʚʝʣʠ ʩʣʫʯʘʡ ʚʟʣʦʤʘ ʢʨʠʧʪʦʚʘʣʶʪʥʦʡ 

ʙʠʨʞʠ ʚ ʩʝʥʪʷʙʨʝ 2020 ʛ. ʢʦʛʜʘ ʙʳʣʘ ʫʢʨʘʜʝʥʘ ʢʨʠʧʪʦʚʘʣʶʪʘ ʥʘ ʩʫʤʤʫ ʧʦʨʷʜʢʘ 

$281 ʤʣʥ. ʉʚʷʟʘʥʥʳʝ ʩ ʵʪʠʤ ʵʧʠʟʦʜʦʤ ʙʣʦʢʯʝʡʥ-ʪʨʘʥʟʘʢʮʠʠ ʪʘʢʞʝ ʧʦʢʘʟʘʣʠ ʩʚʷʟʴ 

ʚʟʣʦʤʘ ʥʘ $281 ʤʣʥ ʩʦ ʚʪʦʨʳʤ ʚʟʣʦʤʦʤ ʥʘ $23 ʤʣʥ ʚ ʦʢʪʷʙʨʝ 2020 ʛ.  

ʇʦ ʤʥʝʥʠʶ ʵʢʩʧʝʨʪʦʚ, ʧʨʝʜʚʘʨʠʪʝʣʴʥʳʡ ʘʥʘʣʠʟ ʵʪʠʭ ʩʦʙʳʪʠʡ, ʦʩʥʦʚʘʥʥʳʡ ʥʘ 

ʚʝʢʪʦʨʘʭ ʘʪʘʢ ʠ ʧʦʩʣʝʜʫʶʱʠʭ ʜʝʡʩʪʚʠʷʭ ʧʦ ʦʪʤʳʚʘʥʠʶ ʥʝʟʘʢʦʥʥʳʭ ʜʦʭʦʜʦʚ, 

ʫʙʝʜʠʪʝʣʴʥʦ ʩʚʠʜʝʪʝʣʴʩʪʚʫʝʪ ʦ ʩʚʷʟʷʭ ʩ ʂʅɼʈ. 

ɽʱʝ ʦʜʥʠʤ ʩʧʦʩʦʙʦʤ ʜʦʙʳʯʠ ʥʝʟʘʢʦʥʥʳʭ ʜʦʭʦʜʦʚ ʩʝʚʝʨʦʢʦʨʝʡʩʢʠʤʠ 

ʢʠʙʝʨʤʦʰʝʥʥʠʢʘʤʠ, ʧʦ ʩʣʦʚʘʤ ʵʢʩʧʝʨʪʦʚ, ʪʘʢʞʝ ʷʚʣʷʝʪʩʷ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʀʊ-

ʧʣʘʪʬʦʨʤ ʜʣʷ ʬʨʠʣʘʥʩʝʨʦʚ, ʛʜʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʪʝ ʞʝ ʤʝʪʦʜʳ, ʯʪʦ ʠ ʜʣʷ ʜʦʩʪʫʧʘ ʢ 

ʤʠʨʦʚʦʡ ʬʠʥʘʥʩʦʚʦʡ ʩʠʩʪʝʤʝ ï ʬʘʣʴʰʠʚʘʷ ʠʜʝʥʪʠʬʠʢʘʮʠʷ, ʩʝʨʚʠʩʳ VPN ʠ 

ʧʦʜʩʪʘʚʥʳʝ ʢʦʤʧʘʥʠʠ ʚ ɻʦʥʢʦʥʛʝ. 

ɺ ʘʚʛʫʩʪʝ 2020 ʛ. CNews ʨʘʩʩʢʘʟʘʣ ʦ ʜʝʡʩʪʚʠʷʭ ʩʝʚʝʨʦʢʦʨʝʡʩʢʦʡ 

ʢʠʙʝʨʛʨʫʧʧʠʨʦʚʢʠ Lazarus, ʢʦʪʦʨʘʷ ʧʝʨʝʢʣʶʯʠʣʘʩʴ ʩ ʪʨʘʜʠʮʠʦʥʥʳʭ ʬʠʥʘʥʩʦʚʳʭ 

ʫʯʨʝʞʜʝʥʠʡ ʥʘ ʢʨʠʧʪʦʙʠʨʞʠ. ʄʝʭʘʥʠʟʤ ʚʟʣʦʤʘ ʚʢʣʶʯʘʝʪ ʨʘʩʩʳʣʢʫ ʩʠʩʘʜʤʠʥʘʤ 

ʢʨʠʧʪʦʙʠʨʞ ʬʘʣʴʰʠʚʳʭ ʧʨʝʜʣʦʞʝʥʠʡ ʦ ʨʘʙʦʪʝ ʯʝʨʝʟ Linkedin ʩ ʚʨʝʜʦʥʦʩʥʳʤ 

ʜʦʢʫʤʝʥʪʦʤ Word.  

ʉʘʤʦʠʟʦʣʷʮʠʷ ʚ ʵʧʦʭʫ ʛʣʦʙʘʣʴʥʦʡ ʠʟʦʣʷʮʠʠ 

ʉʦʚʝʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʆʆʅ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ ʧʨʦʚʦʜʠʪ ʧʦʣʠʪʠʢʫ ʫʞʝʩʪʦʯʝʥʠʷ 

ʵʢʦʥʦʤʠʯʝʩʢʠʭ ʩʘʥʢʮʠʠ ʧʨʦʪʠʚ ʉʝʚʝʨʥʦʡ ʂʦʨʝʠ, ʥʘʯʠʥʘʷ ʩ ʧʝʨʚʦʛʦ 

ʠʩʧʳʪʘʪʝʣʴʥʦʛʦ ʚʟʨʳʚʘ ʷʜʝʨʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʚ ʩʪʨʘʥʝ, ʧʨʦʚʝʜʝʥʥʦʛʦ, ʢʘʢ ʧʠʩʘʣ 

CNews, ʚ 2006 ʛ. ʇʳʪʘʷʩʴ ʟʘʩʪʘʚʠʪʴ ʇʭʝʥʴʷʥ ʦʪʢʘʟʘʪʴʩʷ ʦʪ ʧʨʦʛʨʘʤʤ ʧʦ ʩʦʟʜʘʥʠʶ 

ʷʜʝʨʥʦʛʦ ʦʨʫʞʠʷ ʠ ʙʘʣʣʠʩʪʠʯʝʩʢʠʭ ʨʘʢʝʪ, ʆʆʅ ʚʚʝʣʘ ʟʘʧʨʝʪ ʥʘ ʙʦʣʴʰʫʶ ʯʘʩʪʴ 

ʵʢʩʧʦʨʪʘ ʠ ʠʤʧʦʨʪʘ ʩʪʨʘʥʳ. 
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ʗʜʝʨʥʳʡ ʘʨʩʝʥʘʣ ʂʅɼʈ ʧʨʝʚʨʘʪʠʣʩʷ ʚ ʩʝʨʴʝʟʥʫʶ ʫʛʨʦʟʫ ʧʦʩʣʝ ʠʩʧʳʪʘʥʠʡ ʚ 

2017 ʛ., ʢʦʛʜʘ ʚʣʘʩʪʠ ʩʪʨʘʥʳ ʦʙʲʷʚʠʣʠ ʦ ʧʦʜʨʳʚʝ ʪʝʨʤʦʷʜʝʨʥʦʡ ʙʦʝʛʦʣʦʚʢʠ ʠ 

ʣʝʪʥʳʭ ʠʩʧʳʪʘʥʠʷʭ ʤʝʞʢʦʥʪʠʥʝʥʪʘʣʴʥʳʭ ʙʘʣʣʠʩʪʠʯʝʩʢʠʭ ʨʘʢʝʪ, ʢʦʪʦʨʳʝ 

ʪʝʦʨʝʪʠʯʝʩʢʠ ʤʦʛʫʪ ʜʦʩʪʠʛʘʪʴ ʢʦʥʪʠʥʝʥʪʘʣʴʥʦʡ ʯʘʩʪʠ ʪʝʨʨʠʪʦʨʠʠ ʉʐɸ. 

ʅʘʩʣʝʜʥʳʡ ʨʫʢʦʚʦʜʠʪʝʣʴ ʂʅɼʈ ʂʠʤ ʏʝʥ ʓʥ (Kim Jong Un) ʨʘʥʝʝ ʫʞʝ 

ʦʙʲʷʚʠʣ ʦ ʧʨʦʚʝʜʝʥʥʦʡ ʤʦʜʝʨʥʠʟʘʮʠʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʙʘʣʣʠʩʪʠʯʝʩʢʠʭ ʨʘʢʝʪ, 

ʨʘʟʨʘʙʦʪʢʝ ʪʘʢʪʠʯʝʩʢʦʛʦ ʷʜʝʨʥʦʛʦ ʦʨʫʞʠʷ ʠ ʧʦʜʛʦʪʦʚʢʝ ʢ ʠʩʧʳʪʘʥʠʷʤ ʠ 

ʧʨʦʠʟʚʦʜʩʪʚʫ ʙʦʝʛʦʣʦʚʦʢ ʙʘʣʣʠʩʪʠʯʝʩʢʠʭ ʨʘʢʝʪ ʥʦʚʦʛʦ ʪʠʧʘ, ʦʪʤʝʯʘʶʪ ʵʢʩʧʝʨʪʳ.  

ʅʘ ʧʦʩʣʝʜʥʠʭ ʚʦʝʥʥʳʭ ʧʘʨʘʜʘʭ ʨʫʢʦʚʦʜʩʪʚʦ ʩʪʨʘʥʳ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʣʦ 

ʥʦʚʳʝ ʩʠʩʪʝʤʳ ʙʘʣʣʠʩʪʠʯʝʩʢʠʭ ʨʘʢʝʪ ʤʘʣʦʡ ʠ ʩʨʝʜʥʝʡ ʜʘʣʴʥʦʩʪʠ ʠ ʜʣʷ ʧʦʜʚʦʜʥʳʭ 

ʣʦʜʦʢ, ʘ ʪʘʢʞʝ ʤʝʞʢʦʥʪʠʥʝʥʪʘʣʴʥʳʭ ʙʘʣʣʠʩʪʠʯʝʩʢʠʭ ʨʘʢʝʪ. ʂʨʦʤʝ ʪʦʛʦ, ʫ 

ʵʢʩʧʝʨʪʦʚ ʆʆʅ ʠʤʝʝʪʩʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʥʘʣʘʞʝʥʥʦʤ ʚ ʂʅɼʈ ʧʨʦʠʟʚʦʜʩʪʚʝ 

ʨʘʩʱʝʧʣʷʶʱʠʭʩʷ ʤʘʪʝʨʠʘʣʦʚ ʜʣʷ ʷʜʝʨʥʦʛʦ ʦʨʫʞʠʷ. 

ɺ 2020 ʛ. ʧʣʦʭʦʝ ʩʦʩʪʦʷʥʠʝ ʵʢʦʥʦʤʠʢʠ ʉʝʚʝʨʥʦʡ ʂʦʨʝʠ ʝʱʝ ʙʦʣʝʝ 

ʫʭʫʜʰʠʣʦʩʴ ʠʟ-ʟʘ ʧʘʥʜʝʤʠʠ COVID-19. ʂʠʤ ʏʝʥ ʓʥ ʙʳʣ ʚʳʥʫʞʜʝʥ ʟʘʢʨʳʪʴ 

ʛʨʘʥʠʮʳ ʩʪʨʘʥʳ, ʯʪʦ ʤʘʢʩʠʤʘʣʴʥʦ ʦʛʨʘʥʠʯʠʣʦ ʧʝʨʝʤʝʱʝʥʠʝ ʪʦʚʘʨʦʚ ʠ ʣʶʜʝʡ ï ʢʘʢ 

ʟʘʢʦʥʥʳʭ, ʪʘʢ ʠ ʥʝʟʘʢʦʥʥʳʭ. 

ɺ ʷʥʚʘʨʝ 2021 ʛ. ʥʘ ʩʲʝʟʜʝ ʧʨʘʚʷʱʝʡ ʈʘʙʦʯʝʡ ʧʘʨʪʠʠ ʂʠʤ ʏʝʥ ʓʥ ʧʨʠʟʚʘʣ ʢ 

ʫʩʠʣʝʥʠʶ ʛʦʩʢʦʥʪʨʦʣʷ ʥʘʜ ʵʢʦʥʦʤʠʢʦʡ ʠ ʧʦʦʙʝʱʘʣ ʧʨʦʜʦʣʞʠʪʴ ʚʩʝʩʪʦʨʦʥʥʝʝ 

ʨʘʟʚʠʪʠʝ ʷʜʝʨʥʦʡ ʧʨʦʛʨʘʤʤʳ. ʇʦʟʞʝ, ʚ ʨʘʤʢʘʭ ʧʦʣʠʪʠʯʝʩʢʦʡ ʢʦʥʬʝʨʝʥʮʠʠ ʦʥ 

ʪʘʢʞʝ ʦʙʨʫʰʠʣʩʷ ʩ ʨʝʟʢʦʡ ʢʨʠʪʠʢʦʡ ʥʘ ʵʢʦʥʦʤʠʯʝʩʢʦʝ ʢʨʳʣʦ ʩʚʦʝʛʦ ʧʨʘʚʠʪʝʣʴʩʪʚʘ 

ʟʘ ʧʘʩʩʠʚʥʦʩʪʴ. 

ɺ 2018 ʛ. ʂʠʤ ʏʝʥ ʓʥ ʥʘʯʘʣ ʜʠʧʣʦʤʘʪʠʯʝʩʢʠʝ ʧʝʨʝʛʦʚʦʨʳ ʩ ʖʞʥʦʡ ʂʦʨʝʝʡ ʠ 

ʉʐɸ, ʦʜʥʘʢʦ ɼʦʥʘʣʴʜ ʊʨʘʤʧ (Donald Trump), ʟʘʥʠʤʘʚʰʠʡ ʚ ʪʦ ʚʨʝʤʷ ʜʦʣʞʥʦʩʪʴ 

ʧʨʝʟʠʜʝʥʪʘ ʉʐɸ, ʦʪʢʣʦʥʠʣ ʚ 2019 ʛ. ʪʨʝʙʦʚʘʥʠʷ ʉʝʚʝʨʥʦʡ ʂʦʨʝʠ ʦ ʟʥʘʯʠʪʝʣʴʥʦʤ 

ʦʩʣʘʙʣʝʥʠʠ ʩʘʥʢʮʠʡ ʚ ʦʙʤʝʥ ʥʘ ʯʘʩʪʠʯʥʦʝ ʩʦʢʨʘʱʝʥʠʝ ʷʜʝʨʥʦʛʦ ʘʨʩʝʥʘʣʘ ʂʅɼʈ. 

ʅʳʥʝʰʥʠʡ ʧʨʝʟʠʜʝʥʪ ʉʐɸ ɼʞʦ ɹʘʡʜʝʥ (Joe Biden) ʨʘʥʝʝ ʥʘʟʳʚʘʣ ʂʠʤ ʏʝʥ 

ʓʥʘ çʛʦʣʦʚʦʨʝʟʦʤè (Thug) ʠ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ ʢʨʠʪʠʢʦʚʘʣ ʊʨʘʤʧʘ ʟʘ çʩʘʤʤʠʪʳ-

ʩʧʝʢʪʘʢʣʠè ʥʘ ʚʳʩʰʝʤ ʫʨʦʚʥʝ ʚʤʝʩʪʦ ʨʝʘʣʴʥʳʭ ʫʩʠʣʠʡ ʧʦ ʩʦʢʨʘʱʝʥʠʶ ʷʜʝʨʥʳʭ 

ʚʦʦʨʫʞʝʥʠʡ ʂʅɼʈè. (ɺʣʘʜʠʤʠʨ ɹʘʭʫʨ. ʉʝʚʝʨʥʘʷ ʂʦʨʝʷ ʨʝʟʢʦ ʥʘʨʘʩʪʠʣʘ ʷʜʝʨʥʳʡ 

ʧʦʪʝʥʮʠʘʣ ʥʘ ʜʝʥʴʛʠ, ʫʢʨʘʜʝʥʥʳʝ ʝʝ ʭʘʢʝʨʘʤʠ // CNews 

(https://safe.cnews.ru/news/top/2021-02-09_severnaya_koreya_tratit_kradennuyu). 

09.02.2021). 
***  

 

çʅʝʢʦʪʦʨʳʝ ʵʢʩʧʝʨʪʳ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦʛʣʘʰʘʶʪʩʷ ʩ ʦʪʯʝʪʦʤ 

Cybersecurity Ventures ʠ ʦʞʠʜʘʶʪ, ʯʪʦ ʢ ʢʦʥʮʫ ʵʪʦʛʦ ʛʦʜʘ ʬʠʥʘʥʩʦʚʳʡ ʫʱʝʨʙ 
ʦʪ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ ʜʦʩʪʠʛʥʝʪ 6 ʪʨʠʣʣʠʦʥʦʚ ʜʦʣʣʘʨʦʚ. ʆʪʨʘʩʣʝʚʳʝ 

ʠʩʩʣʝʜʦʚʘʥʠʷ ʧʦʢʘʟʳʚʘʶʪ, ʯʪʦ ʢʠʙʝʨʘʪʘʢʠ ʷʚʣʷʶʪʩʷ ʦʜʥʠʤʠ ʠʟ ʩʘʤʳʭ 

ʙʳʩʪʨʦʨʘʩʪʫʱʠʭ ʧʨʝʩʪʫʧʣʝʥʠʡ ʚ ʉʐɸ. 

ʂʦʣʠʯʝʩʪʚʦ ʢʠʙʝʨʘʪʘʢ ʧʦʩʪʦʷʥʥʦ ʨʘʩʪʝʪ. ʇʦ ʩʣʦʚʘʤ ʈʦʙʝʨʪʘ ʄʘʢʢʝʷ, 

ʩʪʘʨʰʝʛʦ ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪʘ ʢʦʤʧʘʥʠʠ Neustar ʧʦ ʨʝʰʝʥʠʷʤ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʨʠʩʢʘʤʠ, 

ʥʘ ʦʩʥʦʚʝ ʚʩʝʛʦ, ʯʪʦ ʤʳ ʟʥʘʝʤ, ʠ ʢʘʞʜʦʛʦ ʘʥʘʣʠʪʠʢʘ, ʩ ʢʦʪʦʨʳʤ ʤʳ ʨʘʟʛʦʚʘʨʠʚʘʣʠ, 

ʢʦʣʠʯʝʩʪʚʦ ʘʪʘʢ ʚʦʟʨʘʩʪʘʝʪ. 
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çʕʢʩʧʝʨʪʳ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʦʛʥʦʟʠʨʫʶʪ, ʯʪʦ ʚ 2021 ʛʦʜʫ ʢʠʙʝʨʘʪʘʢʠ 

ʙʫʜʫʪ ʧʨʦʠʩʭʦʜʠʪʴ ʢʘʞʜʳʝ 11 ʩʝʢʫʥʜ. ʕʪʦ ʧʦʯʪʠ ʚʜʚʦʝ ʙʦʣʴʰʝ, ʯʝʤ ʙʳʣʦ ʚ 2019 

ʛʦʜʫ (ʢʘʞʜʳʝ 19 ʩʝʢʫʥʜ), ʠ ʚ ʯʝʪʳʨʝ ʨʘʟʘ ʙʦʣʴʰʝ, ʯʝʤ ʧʷʪʴ ʣʝʪ ʥʘʟʘʜ (ʢʘʞʜʳʝ 40 

ʩʝʢʫʥʜ ʚ 2016 ʛʦʜʫ)è, - ʩʢʘʟʘʣ ʦʥ. ʩʦʦʙʱʠʣ TechNewsWorld. 

ɹʳʩʪʨʦ ʨʘʩʪʫʱʠʡ ʨʦʩʪ ʢʠʙʝʨʘʪʘʢ ʚʦ ʚʩʝʤ ʤʠʨʝ ʜʦʨʦʛʦ ʦʙʭʦʜʠʪʩʷ ʢʦʤʧʘʥʠʷʤ, 

ʢʦʪʦʨʳʝ ʩʪʨʝʤʷʪʩʷ ʣʫʯʰʝ ʟʘʱʠʪʠʪʴ ʩʚʦʠ ʢʦʤʧʴʶʪʝʨʥʳʝ ʩʝʪʠ ʦʪ ʚʪʦʨʞʝʥʠʡ. 

ʂʠʙʝʨʘʪʘʢʠ ʥʝ ʪʦʣʴʢʦ ʫʯʘʱʘʶʪʩʷ, ʥʦ ʠ ʧʨʠʥʦʩʷʪ ʞʝʨʪʚʘʤ ʙʦʣʴʰʠʝ ʬʠʥʘʥʩʦʚʳʝ 

ʧʦʪʝʨʠ. 

ʈʘʩʪʫʱʘʷ ʮʝʥʘ ʢʠʙʝʨʨʠʩʢʘ 

ʉʦʛʣʘʩʥʦ ʜʘʥʥʳʤ, ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʥʥʳʤ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤʠ Atlas VPN, ʚʦ ʚʩʝʤ 

ʤʠʨʝ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ ʦʙʭʦʜʠʪʩʷ ʧʨʝʜʧʨʠʷʪʠʷʤ, ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʤ 

ʫʯʨʝʞʜʝʥʠʷʤ ʠ ʧʦʪʨʝʙʠʪʝʣʷʤ ʚ ʮʝʣʦʤ ʙʦʣʝʝ ʯʝʤ ʚ 1 ʪʨʠʣʣʠʦʥ ʜʦʣʣʘʨʦʚ ʚ 2020 

ʛʦʜʫ. ʕʪʦ ʦʢʦʣʦ ʦʜʥʦʛʦ ʧʨʦʮʝʥʪʘ ʤʠʨʦʚʦʛʦ ɺɺʇ. 

ɺ ʪʦ ʚʨʝʤʷ ʢʘʢ 945 ʤʠʣʣʠʘʨʜʦʚ ʜʦʣʣʘʨʦʚ ʙʳʣʦ ʧʦʪʝʨʷʥʦ ʠʟ-ʟʘ 

ʢʠʙʝʨʠʥʮʠʜʝʥʪʦʚ, 145 ʤʠʣʣʠʘʨʜʦʚ ʜʦʣʣʘʨʦʚ ʙʳʣʦ ʧʦʪʨʘʯʝʥʦ ʥʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ. 

ʕʪʠ ʟʘʪʨʘʪʳ ʫʚʝʣʠʯʠʣʠʩʴ ʙʦʣʝʝ ʯʝʤ ʥʘ 50 ʧʨʦʮʝʥʪʦʚ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ 2018 ʛʦʜʦʤ, 

ʢʦʛʜʘ ʥʘ ʙʦʨʴʙʫ ʩ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ ʙʳʣʦ ʧʦʪʨʘʯʝʥʦ ʙʦʣʝʝ 600 ʤʠʣʣʠʘʨʜʦʚ 

ʜʦʣʣʘʨʦʚ. 

ʅʦ, ʩʦʛʣʘʩʥʦ ʦʪʯʝʪʫ Atlas VPN, ʜʚʘʜʮʘʪʴ ʧʨʦʮʝʥʪʦʚ ʦʨʛʘʥʠʟʘʮʠʡ ʚʦ ʚʩʝʤ 

ʤʠʨʝ ʥʝ ʠʤʝʶʪ ʧʣʘʥʦʚ ʧʦ ʟʘʱʠʪʝ ʦʪ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʡ. ʕʪʦ ʦʩʪʘʚʣʷʝʪ ʟʠʷʶʱʫʶ 

ʜʳʨʫ ʚ ʩʝʪʷʭ, ʧʦʟʚʦʣʷʶʱʫʶ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤ ʨʘʩʰʠʨʠʪʴ ʩʚʦʠ ʩʪʨʘʪʝʛʠʠ ʘʪʘʢ, 

ʯʪʦʙʳ ʫʢʨʘʩʪʴ ʝʱʝ ʤʠʣʣʠʦʥʳ ʜʦʣʣʘʨʦʚ. 

ɽʜʠʥʩʪʚʝʥʥʘʷ ʥʘʜʝʞʥʘʷ ʟʘʱʠʪʘ, ʧʨʝʜʫʧʨʝʞʜʘʶʪ ʵʢʩʧʝʨʪʳ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, - ʵʪʦ ʘʢʪʠʚʠʟʠʨʦʚʘʪʴ ʫʩʠʣʠʷ ʧʦ ʧʨʠʥʷʪʠʶ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ, 

ʢʦʪʦʨʦʝ ʫʢʨʝʧʣʷʝʪ ʪʝʭʥʦʣʦʛʠʯʝʩʢʫʶ ʟʘʱʠʪʫ. ɺʦʟʤʦʞʥʦ, ʵʪʦ ʝʜʠʥʩʪʚʝʥʥʳʡ ʩʧʦʩʦʙ 

ʠʟʤʝʥʠʪʴ ʭʦʜ ʧʨʦʜʦʣʞʘʶʱʠʭʩʷ ʢʠʙʝʨʘʪʘʢ. 

ʅʝʩʤʦʪʨʷ ʥʘ ʚʩʝ ʫʩʠʣʠʷ ʧʦ ʟʘʱʠʪʝ ʩʠʩʪʝʤ ʠ ʜʘʥʥʳʭ, ʚʟʣʦʤʳ ʦʙʣʘʯʥʳʭ 

ʚʯrʠʩʣʝʥʠʡ, ʚʝʨʦʷʪʥʦ, ʙʫʜʫʪ ʫʚʝʣʠʯʠʚʘʪʴʩʷ ʢʘʢ ʧʦ ʩʢʦʨʦʩʪʠ, ʪʘʢ ʠ ʧʦ ʤʘʩʰʪʘʙʫ, 

ʩʢʘʟʘʣ ɼʞʦʥ ʂʠʥʩʝʣʣʘ, ʛʣʘʚʥʳʡ ʘʨʭʠʪʝʢʪʦʨ Accurics, ʦ ʣʝʪʥʝʤ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʤ 

ʦʪʯʝʪʝ ʝʛʦ ʢʦʤʧʘʥʠʠ ʦ ʩʦʩʪʦʷʥʠʠ DevSecOps ʚ 2020 ʛʦʜʫ. 

çʕʪʦʪ [ʘʥʘʣʠʟ] ʧʨʦʚʦʜʠʪʩʷ ʧʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʚ ʧʦʩʣʝʜʥʠʝ ʜʚʘ ʛʦʜʘ 

ʥʘʙʣʶʜʘʝʪʩʷ ʩʚʠʨʝʧʦʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʦʙʣʘʯʥʳʭ ʘʪʘʢ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʥʝʧʨʘʚʠʣʴʥʦʡ 

ʢʦʥʬʠʛʫʨʘʮʠʠ ʦʙʣʘʯʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʦʙʥʘʨʫʞʝʥʦ ʙʦʣʝʝ 30 ʤʠʣʣʠʘʨʜʦʚ 

ʟʘʧʠʩʝʡè, - ʩʢʘʟʘʣ ʦʥ TechNewsWorld. 

ʆʥ ʜʦʙʘʚʠʣ, ʯʪʦ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʠʜʪʠ ʚ ʥʦʛʫ ʩ ʨʘʟʚʠʚʘʶʱʝʡʩʷ ʵʢʦʥʦʤʠʢʦʡ, 

ʢʦʪʦʨʘʷ ʪʨʝʙʫʝʪ ʙʦʣʴʰʝʡ ʮʠʬʨʦʚʦʡ ʪʨʘʥʩʬʦʨʤʘʮʠʠ, ʦʨʛʘʥʠʟʘʮʠʠ ʜʦʣʞʥʳ 

ʧʦʩʪʘʚʠʪʴ ʢʠʙʝʨʫʩʪʦʡʯʠʚʦʩʪʴ ʠ ʧʨʘʢʪʠʢʫ DevSecOps ʚʦ ʛʣʘʚʫ ʩʚʦʠʭ ʧʨʠʦʨʠʪʝʪʦʚ. 

ʅʝ ʪʦʣʴʢʦ ʚ ʦʙʣʘʢʘʭ 

ʈʦʩʪ ʢʠʙʝʨʘʪʘʢ ʧʨʠʚʦʜʠʪ ʢ ʛʦʨʘʟʜʦ ʙʦʣʴʰʝʤʫ ʫʩʧʝʭʫ, ʯʝʤ ʙʝʟʫʜʝʨʞʥʘʷ 

ʤʠʛʨʘʮʠʷ ʚ ʦʙʣʘʯʥʦʝ ʭʨʘʥʠʣʠʱʝ ʠ ʥʝʚʝʨʥʦ ʥʘʩʪʨʦʝʥʥʘʷ ʦʙʣʘʯʥʘʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ. 

ʊʝʤ ʥʝ ʤʝʥʝʝ, ʥʝʧʨʘʚʠʣʴʥʘʷ ʢʦʥʬʠʛʫʨʘʮʠʷ ʚ ʦʙʣʘʯʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʧʨʠʚʦʜʠʪ ʢ 

ʨʘʩʢʨʳʪʠʶ ʜʘʥʥʳʭ ʠ ʷʚʣʷʝʪʩʷ ʦʜʥʦʡ ʠʟ ʩʘʤʳʭ ʩʝʨʴʝʟʥʳʭ ʢʠʙʝʨʫʛʨʦʟ, ʩ ʢʦʪʦʨʳʤʠ 

ʩʝʛʦʜʥʷ ʩʪʘʣʢʠʚʘʶʪʩʷ ʙʠʟʥʝʩ ʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʫʯʨʝʞʜʝʥʠʷ, - ʦʪʤʝʪʠʣ ʂʠʥʩʝʣʣʘ. 

ʇʦʯʪʠ 98 ʧʨʦʮʝʥʪʦʚ ʚʩʝʭ ʢʠʙʝʨʘʪʘʢ ʦʩʥʦʚʳʚʘʶʪʩʷ ʥʘ ʪʦʡ ʠʣʠ ʠʥʦʡ ʬʦʨʤʝ 

ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ ʜʣʷ ʜʦʩʪʘʚʢʠ ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʠ, ʪʘʢʦʡ ʢʘʢ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ 
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ʠʣʠ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ. ʆʜʠʥ ʠʟ ʥʘʠʙʦʣʝʝ ʫʩʧʝʰʥʳʭ ʬʦʨʤʘʪʦʚ ʘʪʘʢ, ʢʦʪʦʨʳʝ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʨʝʛʫʣʷʨʥʦ ʠʩʧʦʣʴʟʫʶʪ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʘʪʘʢ ʩʦʮʠʘʣʴʥʦʡ 

ʠʥʞʝʥʝʨʠʠ, - ʵʪʦ ʬʠʰʠʥʛʦʚʳʝ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʨʘʩʧʨʦʩʪʨʘʥʷʶʪ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ 

ʧʨʠʤʝʨʥʦ ʚ 92 ʧʨʦʮʝʥʪʘʭ ʩʣʫʯʘʝʚ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʦʙʣʘʢʘ ʠ ʧʦʩʪʦʷʥʥʦʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʦʙʣʘʯʥʳʭ ʩʝʨʚʠʩʦʚ 

ʥʠʢʫʜʘ ʥʝ ʜʝʥʫʪʩʷ. ʕʪʠʤ ʧʨʦʜʦʣʞʘʶʱʠʤʩʷ ʩʜʚʠʛʦʤ ʚ ʚʳʯʠʩʣʠʪʝʣʴʥʦʡ ʧʨʘʢʪʠʢʝ 

ʥʝʦʙʭʦʜʠʤʦ ʫʧʨʘʚʣʷʪʴ ʩ ʙʦʣʴʰʝʡ ʙʜʠʪʝʣʴʥʦʩʪʴʶ. 

COVID ʫʩʢʦʨʠʣ ʮʠʬʨʦʚʫʶ ʪʨʘʥʩʬʦʨʤʘʮʠʶ ʦʨʛʘʥʠʟʘʮʠʡ. ʉʣʝʜʦʚʘʪʝʣʴʥʦ, 

ʚʦʟʤʦʞʥʦʩʪʴ ʩʦʟʜʘʚʘʪʴ ʨʘʙʦʯʠʝ ʥʘʛʨʫʟʢʠ ʚ ʦʙʣʘʢʝ ʠ ʨʝʰʘʪʴ ʧʨʦʙʣʝʤʳ ʩʦʦʪʚʝʪʩʪʚʠʷ 

ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʷʚʣʷʝʪʩʷ ʚʦʩʪʨʝʙʦʚʘʥʥʦʡ, - ʦʪʤʝʪʠʣ ʄʦʭʠʪ ʊʠʚʘʨʠ, ʩʦʫʯʨʝʜʠʪʝʣʴ ʠ 

ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ Symmetry Systems. 

çʆʪʯʘʩʪʠ ʧʨʠʯʠʥʘ ʚ ʪʦʤ, ʯʪʦ ʨʘʙʦʯʠʝ ʥʘʛʨʫʟʢʠ, ʢʦʪʦʨʳʝ ʩʦʧʨʦʪʠʚʣʷʣʠʩʴ 

ʧʝʨʝʭʦʜʫ ʚ ʦʙʣʘʢʦ, ʙʳʣʠ ʩʪʨʦʛʦ ʨʝʛʫʣʠʨʫʝʤʳʤʠ, ʘ ʚʳʥʫʞʜʝʥʥʳʡ ʫʭʦʜ ʠʟ 

ʣʦʢʘʣʴʥʳʭ ʮʝʥʪʨʦʚ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ, ʫʧʨʘʚʣʷʝʤʳʭ ʀʊ-ʧʝʨʩʦʥʘʣʦʤ, ʧʦʚʳʰʘʝʪ 

ʩʧʨʦʩ ʥʘ ʦʙʣʘʯʥʳʝ ʥʘʚʳʢʠ ʩʦʦʪʚʝʪʩʪʚʠʷ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ.è, - ʩʢʘʟʘʣ ʦʥ 

TechNewsWorld. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʦʙʣʘʯʥʳʝ ʤʝʪʦʜʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʫʪ ʠʤʝʪʴ ʞʠʟʥʝʥʥʦ 

ʚʘʞʥʦʝ ʟʥʘʯʝʥʠʝ ʚ ʙʦʨʴʙʝ ʩ ʫʭʫʜʰʘʶʱʠʤʩʷ ʣʘʥʜʰʘʬʪʦʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʂ 

ʥʠʤ ʦʪʥʦʩʷʪʩʷ ʦʙʫʯʝʥʠʝ ʨʘʙʦʪʝ ʩ ʦʙʣʘʯʥʦʡ ʠʜʝʥʪʠʬʠʢʘʮʠʝʡ ʠ ʫʧʨʘʚʣʝʥʠʝʤ 

ʜʦʩʪʫʧʦʤ (IAM), ʦʪʤʝʪʠʣ ʦʥ. 

çʊʝʤ, ʢʪʦ ʟʘʙʦʪʠʪʩʷ ʦ ʦʙʣʘʯʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʝʦʙʭʦʜʠʤʦ ʚ ʮʝʣʦʤ ʥʘʫʯʠʪʴʩʷ 

ʫʧʨʘʚʣʷʪʴ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ ʩ ʧʦʤʦʱʴʶ ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʥʳʭ ʧʨʦʛʨʘʤʤ, ʘ ʥʝ 

ʩʮʝʥʘʨʠʝʚ ʦʙʦʣʦʯʢʠ, ʩʦʙʨʘʥʥʳʭ ʚʤʝʩʪʝ. ʇʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʩʝʪʠ ʠ ʫʨʦʚʥʠ 

ʧʨʠʣʦʞʝʥʠʡ ʩʪʘʥʦʚʷʪʩʷ ʵʬʝʤʝʨʥʳʤʠ, ʥʘʠʙʦʣʝʝ ʚʘʞʥʳʤ ʧʦʩʪʦʷʥʥʳʤ ʘʢʪʠʚʦʤ ʜʣʷ 

ʣʶʙʦʛʦ ʧʨʝʜʧʨʠʷʪʠʷ, ʚʝʨʦʷʪʥʦ, ʙʫʜʫʪ ʦʥʠ ʩʘʤʠ ʠ ʠʭ ʢʣʠʝʥʪʳ çʊʘʢʠʤ ʦʙʨʘʟʦʤ, 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʜʘʥʥʳʭ ʚ ʦʙʣʘʢʝ ʙʫʜʝʪ ʛʣʘʚʥʦʡ ʪʝʤʦʡ ʚ ʙʫʜʫʱʝʤè, - ʧʨʝʜʫʧʨʝʜʠʣ ʦʥ. 

ʆʙʝʩʧʝʯʝʥʠʝ ʦʙʣʘʯʥʦʛʦ ʧʦʢʨʦʚʘ 

ʄʠʨʦʚʘʷ ʧʘʥʜʝʤʠʷ ʫʩʢʦʨʠʣʘ ʢʠʙʝʨ-ʚʪʦʨʞʝʥʠʷ. ʊʘʢ ʞʝ, ʢʘʢ ʠ 

ʩʘʤʦʫʩʧʦʢʦʝʥʥʦʩʪʴ, ʧʣʦʭʘʷ ʧʦʜʛʦʪʦʚʢʘ ʦʬʠʩʥʳʭ ʨʘʙʦʪʥʠʢʦʚ ʠ ʥʝʘʜʝʢʚʘʪʥʦʝ 

ʥʘʙʣʶʜʝʥʠʝ ʟʘ ʀʊ. 

ʆʨʛʘʥʠʟʘʮʠʠ ʜʦʣʞʥʳ ʨʘʩʩʤʦʪʨʝʪʴ ʩʙʘʣʘʥʩʠʨʦʚʘʥʥʳʡ ʧʦʜʭʦʜ ʢ ʦʙʫʯʝʥʠʶ 

ʩʚʦʠʭ ʩʦʪʨʫʜʥʠʢʦʚ ʠ ʠʥʚʝʩʪʠʨʦʚʘʥʠʶ ʩʨʝʜʩʪʚ ʚ ʩʨʝʜʩʪʚʘ ʘʚʪʦʤʘʪʠʟʘʮʠʠ, ʯʪʦʙʳ 

ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʨʠʩʢʠ ʢʠʙʝʨʘʪʘʢ, - ʧʨʝʜʣʦʞʠʣ ɹʨʝʥʜʘʥ ʆ'ʂʦʥʥʦʨ, ʛʝʥʝʨʘʣʴʥʳʡ 

ʜʠʨʝʢʪʦʨ ʠ ʩʦʫʯʨʝʜʠʪʝʣʴ AppOmni. ʅʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚ ʦʙʰʠʨʥʦʤ ʦʙʫʯʝʥʠʠ ʠ 

ʢʨʫʛʣʦʩʫʪʦʯʥʦʤ ʨʫʯʥʦʤ ʤʦʥʠʪʦʨʠʥʛʝ, ʝʩʣʠ ʧʨʘʚʠʣʴʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ 

ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʤʦʛʫʪ ʜʦʧʦʣʥʷʪʴ ʀʊ-ʧʝʨʩʦʥʘʣ ʧʦ ʤʝʨʝ ʝʛʦ ʧʦʚʳʰʝʥʠʷ. 

çʀʊ-ʩʧʝʮʠʘʣʠʩʪʘʤ, ʩʧʝʮʠʘʣʠʟʠʨʫʶʱʠʤʩʷ ʥʘ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʝʦʙʭʦʜʠʤʦ 

ʧʝʨʝʢʣʶʯʠʪʴ ʩʚʦʝ ʚʥʠʤʘʥʠʝ ʥʘ ʧʦʜʜʝʨʞʢʫ ʥʦʚʦʡ ʤʦʜʝʣʠ ʙʠʟʥʝʩʘ, ʢʦʪʦʨʫʶ 

ʚʥʝʜʨʷʶʪ ʤʥʦʛʠʝ ʧʨʝʜʧʨʠʷʪʠʷ. ʅʝʢʦʪʦʨʳʝ ʧʨʝʜʧʨʠʷʪʠʷ ʤʝʥʷʶʪ ʩʚʦʶ ʙʠʟʥʝʩ-

ʤʦʜʝʣʴ, ʯʪʦʙʳ ʩʦʩʨʝʜʦʪʦʯʠʪʴʩʷ ʥʘ ʚʠʨʪʫʘʣʴʥʦʡ ʨʘʙʦʯʝʡ ʩʠʣʝ, ʥʝ ʦʙʨʘʱʘʷ ʚʥʠʤʘʥʠʷ 

ʥʘ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʟʘʱʠʪʳ ʦʬʠʩʥʳʭ ʩʝʪʝʡè, - ʆ'ʂʦʥʥʦʨ ʩʦʦʙʱʠʣ TechNewsWorld. 

ɺ ʜʨʫʛʠʭ ʩʣʫʯʘʷʭ ʦʬʠʩʳ ʣʠʢʚʠʜʠʨʫʶʪ ʩʦʚʩʝʤ. ʆʥ ʧʨʦʜʦʣʞʠʣ, ʯʪʦ ʀʊ-

ʩʧʝʮʠʘʣʠʩʪʘʤ ʥʝʦʙʭʦʜʠʤʦ ʩʤʝʥʠʪʴ ʬʦʢʫʩ ʩ ʪʨʘʜʠʮʠʦʥʥʦʡ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʢʘʤʧʫʩʘ / ʦʬʠʩʘ ʥʘ ʙʝʟʦʧʘʩʥʦʩʪʴ ʧʨʠʣʦʞʝʥʠʡ ʤʦʜʝʣʠ çʨʘʙʦʪʘ ʚ ʣʶʙʦʤ ʤʝʩʪʝè. 
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çʇʦʩʢʦʣʴʢʫ ʤʝʩʪʦʥʘʭʦʞʜʝʥʠʝ ʩʦʪʨʫʜʥʠʢʦʚ ʠ ʫʩʪʨʦʡʩʪʚʘ ʧʦʩʪʦʷʥʥʦ 

ʤʝʥʷʶʪʩʷ, ʦʨʛʘʥʠʟʘʮʠʠ ʙʫʜʫʪ ʧʦʣʘʛʘʪʴʩʷ ʥʘ ʩʦʛʣʘʩʦʚʘʥʥʦʩʪʴ ʠ ʙʝʟʦʧʘʩʥʦʩʪʴ 

ʧʨʠʣʦʞʝʥʠʡ ʦʙʣʘʯʥʳʭ ʩʝʨʚʠʩʦʚ. ʀʊ-ʨʘʙʦʪʥʠʢʘʤ ʩʣʝʜʫʝʪ ʨʘʩʩʤʘʪʨʠʚʘʪʴ 

ʫʧʨʘʚʣʝʥʠʝ ʠ ʙʝʟʦʧʘʩʥʦʩʪʴ ʵʪʠʭ ʧʨʠʣʦʞʝʥʠʡ SaaS (ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʢʘʢ 

ʫʩʣʫʛʘ) ʢʘʢ ʥʦʚʳʝ ʥʘʚʳʢʠ ʠ ʪʝʭʥʦʣʦʛʠʠ, ʢʦʪʦʨʳʝ ʩʣʝʜʫʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴ, "ʉʢʘʟʘʣ 

ʆ'ʂʦʥʥʦʨ. 

ʅʘʜʚʠʛʘʶʱʠʝʩʷ ʫʛʨʦʟʳ 

ɺ ʪʝʯʝʥʠʝ ʩʣʝʜʫʶʱʝʛʦ ʛʦʜʘ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ ʙʫʜʫʪ ʦʩʪʘʚʘʪʴʩʷ ʩʘʤʦʡ 

ʙʦʣʴʰʦʡ ʫʛʨʦʟʦʡ ʠ ʬʠʥʘʥʩʦʚʳʤ ʨʠʩʢʦʤ ʜʣʷ ʧʨʝʜʧʨʠʷʪʠʡ, ʟʘʤʝʪʠʣ ɼʞʦʟʝʬ ʂʘʨʩʦʥ, 

ʛʣʘʚʥʳʡ ʩʧʝʮʠʘʣʠʩʪ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʦʥʩʫʣʴʪʘʥʪ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ Thycotic. ʆʥ ʧʦʩʦʚʝʪʦʚʘʣ ʙʦʣʴʰʠʥʩʪʚʫ ʦʨʛʘʥʠʟʘʮʠʡ ʙʳʪʴ 

ʦʯʝʥʴ ʦʙʝʩʧʦʢʦʝʥʳ ʧʨʦʛʨʘʤʤʘʤʠ-ʚʳʤʦʛʘʪʝʣʷʤʠ ʢʘʢ ʩʘʤʦʡ ʙʦʣʴʰʦʡ ʧʨʦʙʣʝʤʦʡ ʠ 

ʫʛʨʦʟʦʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

çʆʨʛʘʥʠʟʘʮʠʠ ʜʦʣʞʥʳ ʫʜʝʣʷʪʴ ʧʝʨʚʦʦʯʝʨʝʜʥʦʝ ʚʥʠʤʘʥʠʝ ʠʥʚʝʩʪʠʮʠʷʤ ʚ 

ʨʝʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʧʦʤʦʛʘʶʪ ʩʥʠʟʠʪʴ ʨʠʩʢʠ, ʘ ʪʘʢʞʝ ʧʣʘʥʠʨʦʚʘʪʴ ʠ 

ʪʝʩʪʠʨʦʚʘʪʴ ʧʣʘʥ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ, ʯʪʦʙʳ ʛʘʨʘʥʪʠʨʦʚʘʪʴ ʫʩʪʦʡʯʠʚʦʩʪʴ 

ʙʠʟʥʝʩʘ ʢ ʘʪʘʢʘʤ ʩ ʚʳʩʦʢʠʤ ʨʠʩʢʦʤè, - ʩʢʘʟʘʣ ʦʥ TechNewsWorld. 

ʇʨʦʛʨʘʤʤʘ-ʚʳʤʦʛʘʪʝʣʴ ʧʨʦʜʦʣʞʘʝʪ ʧʨʝʚʨʘʱʘʪʴʩʷ ʚ ʥʝʯʪʦ ʙʦʣʴʰʝʝ, ʯʝʤ 

ʧʨʦʩʪʦ ʥʘʨʫʰʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʪʝʧʝʨʴ ʠʱʫʪ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʩ 

ʦʨʛʘʥʠʟʦʚʘʥʥʳʤʠ ʛʨʫʧʧʘʤʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ, ʯʪʦʙʳ ʫʢʨʘʩʪʴ ʜʘʥʥʳʝ, ʧʨʝʞʜʝ 

ʯʝʤ ʦʥʠ ʙʫʜʫʪ ʟʘʰʠʬʨʦʚʘʥʳ ʥʘ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʩʝʨʚʝʨʘʭ. ʂʦʤʧʘʥʠʠ ʙʝʩʧʦʢʦʷʪʩʷ ʥʝ 

ʪʦʣʴʢʦ ʦ ʪʦʤ, ʯʪʦʙʳ ʚʝʨʥʫʪʴ ʩʚʦʠ ʜʘʥʥʳʝ, ʥʦ ʠ ʦ ʪʦʤ, ʢʦʤʫ ʦʥʠ ʙʫʜʫʪ 

ʧʨʝʜʦʩʪʘʚʣʝʥʳ ʧʫʙʣʠʯʥʦ. 

ʇʦ ʩʣʦʚʘʤ ʂʘʨʩʦʥʘ, ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ, 

ʯʪʦʙʳ ʘʪʘʢʦʚʘʪʴ ʢʦʛʦ ʫʛʦʜʥʦ, ʣʶʙʫʶ ʢʦʤʧʘʥʠʶ ʠ ʣʶʙʦʝ ʧʨʘʚʠʪʝʣʴʩʪʚʦ, ʚʢʣʶʯʘʷ 

ʙʦʣʴʥʠʮʳ ʠ ʪʨʘʥʩʧʦʨʪʥʫʶ ʦʪʨʘʩʣʴ, ʚ ʪʦ ʚʨʝʤʷ, ʢʦʛʜʘ ʦʥʠ ʥʘʭʦʜʷʪʩʷ ʧʦʜ ʩʠʣʴʥʳʤ 

ʜʘʚʣʝʥʠʝʤ. 

ɽʱʝ ʦʜʥʘ ʩʝʨʴʝʟʥʘʷ ʪʝʥʜʝʥʮʠʷ ʘʪʘʢ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦʩʨʝʜʦʪʦʯʝʥʘ ʥʘ 

ʩʨʝʜʩʪʚʘʭ ʟʘʱʠʪʳ ʠ ʧʦʩʪʘʚʱʠʢʘʭ ʩʨʝʜʩʪʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʦʪʨʘʩʣʠ, - ʦʪʤʝʪʠʣ 

ɹʨʵʥʜʦʥ ʍʦʬʬʤʘʥ, ʜʠʨʝʢʪʦʨ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ Netenrich. 

ʀʥʩʪʨʫʤʝʥʪʳ, ʥʘ ʢʦʪʦʨʳʝ ʧʦʣʘʛʘʝʪʩʷ ʦʪʨʘʩʣʴ, ʠ ʠʭ ʧʦʩʪʘʚʱʠʢʠ ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ 

ʙʦʣʝʝ ʮʝʣʷʤʠ ʘʪʘʢ. 

çʕʪʦ ʩʝʨʴʝʟʥʘʷ ʧʨʦʙʣʝʤʘ, ʧʦʪʦʤʫ ʯʪʦ ʧʨʘʢʪʠʢʘʤ ʥʫʞʥʳ ʠʥʩʪʨʫʤʝʥʪʳ, ʥʘ 

ʢʦʪʦʨʳʝ ʦʥʠ ʤʦʛʫʪ ʧʦʣʦʞʠʪʴʩʷ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʟʘʱʠʪʳ. ʇʦʜʘʚʣʷʷ ʠʣʠ 

ʧʝʨʝʧʨʦʬʠʣʠʨʫʷ ʪʝ ʩʘʤʳʝ ʠʥʩʪʨʫʤʝʥʪʳ, ʢʦʪʦʨʳʝ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʵʪʠʭ ʧʦʧʳʪʦʢ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʧʦʣʫʯʠʪʴ ʧʦʣʥʦʝ 

ʧʨʝʠʤʫʱʝʩʪʚʦ ʚ ʧʨʦʜʦʣʞʘʶʱʝʡʩʷ ʙʠʪʚʝ ʧʦ ʙʦʨʴʙʝ ʩ ʢʠʙʝʨʫʛʨʦʟʘʤʠ, "ʍʦʬʬʤʘʥ 

ʩʢʘʟʘʣ TechNewsWorld. 

çɸʪʘʢʠ, ʥʘʮʝʣʝʥʥʳʝ ʥʘ ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʧʦʩʪʘʚʱʠʢʦʚ, ʟʘʥʠʤʘʶʱʠʭʩʷ 

ʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʚʩʝʛʜʘ ʟʘʥʠʤʘʣʠ ʧʝʨʚʦʝ ʤʝʩʪʦ ʚ ʩʧʠʩʢʝ ʧʨʦʪʠʚʥʠʢʦʚ, ʥʦ ʫʩʧʝʭ 

ʧʦʨʦʞʜʘʝʪ ʜʘʣʴʥʝʡʰʠʡ ʫʩʧʝʭè. 

ɹʦʨʴʙʘ ʩ ʙʠʪʚʦʡ 

ʌʘʢʪʦʨ ʜʦʚʝʨʠʷ - ʵʪʦ ʩʚʦʝʛʦ ʨʦʜʘ ʚʥʫʪʨʝʥʥʷʷ ʙʠʪʚʘ ʤʝʞʜʫ ʧʦʩʪʘʚʱʠʢʘʤʠ 

ʩʨʝʜʩʪʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʦʨʧʦʨʘʮʠʷʤʠ, ʥʘʥʠʤʘʶʱʠʤʠ ʠʭ ʜʣʷ ʢʠʙʝʨʟʘʱʠʪʳ. çʕʪʦ 
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ʜʦʚʝʨʠʝ ʥʝʦʙʭʦʜʠʤʦ ʧʦʩʪʦʷʥʥʦ ʧʝʨʝʩʤʘʪʨʠʚʘʪʴè, - ʧʨʝʜʣʦʞʠʣ ʊʠʤ ʋʵʡʜ, 

ʪʝʭʥʠʯʝʩʢʠʡ ʜʠʨʝʢʪʦʨ ʛʨʫʧʧʳ ʪʝʭʥʠʯʝʩʢʦʛʦ ʜʠʨʝʢʪʦʨʘ Vectra AI. 

çɺ ʩʪʨʘʪʝʛʠʯʝʩʢʦʤ ʧʣʘʥʝ ʩʧʝʮʠʘʣʠʩʪʳ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʦʣʞʥʳ ʧʨʦʜʦʣʞʘʪʴ 

ʧʝʨʝʭʦʜʠʪʴ ʦʪ ʧʨʝʚʝʥʪʠʚʥʦʡ ʘʨʭʠʪʝʢʪʫʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢ ʘʨʭʠʪʝʢʪʫʨʝ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʩʥʦʚʘʥʥʦʡ ʥʘ ʫʩʪʦʡʯʠʚʦʩʪʠè, - ʩʢʘʟʘʣ ʋʵʡʜ TechNewsWorld. 

ʀʤʝʥʥʦ ʟʜʝʩʴ ʘʢʮʝʥʪ ʩʤʝʱʘʝʪʩʷ ʥʘ ʧʨʠʟʥʘʥʠʝ ʨʝʘʣʴʥʦʩʪʠ ʪʦʛʦ, ʯʪʦ ʯʪʦ-ʪʦ 

ʧʦʡʜʝʪ ʥʝ ʪʘʢ, ʥʦ ʢʦʛʜʘ ʵʪʦ ʧʨʦʠʟʦʡʜʝʪ, ʚʣʠʷʥʠʝ ʩʚʝʜʝʥʦ ʢ ʤʠʥʠʤʫʤʫ ʟʘ ʩʯʝʪ 

ʙʳʩʪʨʦʛʦ ʦʙʥʘʨʫʞʝʥʠʷ, ʨʝʘʛʠʨʦʚʘʥʠʷ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ, ʜʦʙʘʚʠʣ ʦʥ. ʇʨʦʜʘʚʮʳ ʠ 

ʧʦʩʪʘʚʱʠʢʠ ʚʩʝʛʜʘ ʙʳʣʠ ʧʨʠʙʳʣʴʥʦʡ ʮʝʣʴʶ ʜʣʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. 

ʄʥʦʛʠʝ ʢʠʙʝʨʘʪʘʢʠ ʧʨʠʥʘʜʣʝʞʘʪ ʢ ʦʨʛʘʥʠʟʦʚʘʥʥʳʤ ʧʨʝʩʪʫʧʥʳʤ 

ʛʨʫʧʧʠʨʦʚʢʘʤ, ʧʦʜʧʘʜʘʶʱʠʤ ʧʦʜ ʩʘʥʢʮʠʠ ʠʥʦʩʪʨʘʥʥʳʭ ʛʦʩʫʜʘʨʩʪʚ. ʃʫʯʰʘʷ 

ʟʘʱʠʪʘ ʪʘʢʠʭ ʧʨʦʪʠʚʥʠʢʦʚ - ʵʪʦ ʧʨʠʟʥʘʥʠʝ ʪʦʛʦ, ʯʪʦ ʚʳ ʥʝ ʤʦʞʝʪʝ ʠʭ ʦʩʪʘʥʦʚʠʪʴ. 

ʅʦ ʟʘʪʝʤ ʩʦʩʨʝʜʦʪʦʯʴʪʝʩʴ ʥʘ ʪʦʤ, ʯʪʦʙʳ ʩʜʝʣʘʪʴ ʠʭ ʞʠʟʥʴ ʢʘʢ ʤʦʞʥʦ ʙʦʣʝʝ 

ʩʣʦʞʥʦʡ, - ʩʢʘʟʘʣ ʋʵʡʜ. 

ʂʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ɺʳʩʰʝʝ ʦʙʨʘʟʦʚʘʥʠʝ 

ʆʜʥʠʤ ʠʟ ʯʘʩʪʦ ʥʝʛʣʘʩʥʳʭ ʩʧʦʩʦʙʦʚ ʟʘʱʠʪʳ ʦʪ ʘʪʘʢ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʷʚʣʷʝʪʩʷ ʦʙʨʘʟʦʚʘʥʠʝ. ʕʪʦʪ ʧʦʜʭʦʜ ʚʳʭʦʜʠʪ ʟʘ ʨʘʤʢʠ ʦʙʫʯʝʥʠʷ ʩʦʪʨʫʜʥʠʢʦʚ 

ʢʦʤʧʘʥʠʠ ʣʫʯʰʝʤʫ ʧʦʥʠʤʘʥʠʶ ʠʜʝʘʣʦʚ ʙʝʟʦʧʘʩʥʳʭ ʚʳʯʠʩʣʝʥʠʡ. ʉʢʦʨʝʝ, ʥʘʡʤ 

ʩʣʝʜʫʶʱʝʛʦ ʧʦʢʦʣʝʥʠʷ ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʧʝʮʠʘʣʠʩʪʦʚ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʩʪʝʧʝʥʠ ʚ 

ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʂʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʧʨʦʮʚʝʪʘʝʪ, ʧʦʪʦʤʫ ʯʪʦ ʪʘʢ ʤʥʦʛʦ ʧʨʦʬʝʩʩʠʦʥʘʣʦʚ ʠʤʝʶʪ 

ʨʘʟʥʳʡ ʦʧʳʪ ʠ ʥʘʚʳʢʠ, ʦʪʤʝʪʠʣʘ ʍʠʟʝʨ ʇʘʫʥʝʪ, ʩʪʘʨʰʠʡ ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ Untangle. 

çɻʨʫʧʧʳ, ʢʦʪʦʨʳʝ ʪʨʘʜʠʮʠʦʥʥʦ ʤʘʨʛʠʥʘʣʠʟʠʨʫʶʪʩʷ ʚ ʜʨʫʛʠʭ ʦʪʨʘʩʣʷʭ, ʢʦʛʜʘ 

ʥʘʯʠʥʘʶʪ ʢʘʨʴʝʨʫ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʥʘʯʠʥʘʶʪ ʢʘʨʴʝʨʫ ʚ ʩʬʝʨʝ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʤʦʛʫʪ ʧʦʣʫʯʠʪʴ ʚʳʛʦʜʫ ʦʪ ʥʝʩʢʦʣʴʢʠʭ ʚʝʜʫʱʠʭ ʦʨʛʘʥʠʟʘʮʠʡ, 

ʧʨʝʜʣʘʛʘʶʱʠʭ ʧʨʦʛʨʘʤʤʳ ʩʝʨʪʠʬʠʢʘʮʠʠè, - ʩʢʘʟʘʣʘ ʦʥʘ TechNewsWorld. 

çʈʘʟʚʠʚʘʶʱʘʷʩʷ ʩʬʝʨʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ - ʦʯʝʥʴ ʞʠʟʥʝʩʧʦʩʦʙʥʳʡ 

ʢʘʨʴʝʨʥʳʡ ʧʫʪʴè, - ʦʪʤʝʪʠʣ ʄʘʡʢʣ ʂʘʯʤʘʨʝʢ, ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ ʧʦ ʫʧʨʘʚʣʝʥʠʶ 

ʧʨʦʜʫʢʪʘʤʠ Neustar. ʆʪʨʘʩʣʝʚʳʝ ʦʪʯʝʪʳ ʧʦʢʘʟʳʚʘʶʪ, ʯʪʦ ʢʦʣʠʯʝʩʪʚʦ 

ʥʝʟʘʧʦʣʥʝʥʥʳʭ ʚʘʢʘʥʩʠʡ ʚ ʩʬʝʨʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚʳʨʘʩʪʝʪ ʥʘ 35 ʧʨʦʮʝʥʪʦʚ. 

çʋʯʠʪʳʚʘʷ ʨʦʩʪ ʘʪʘʢ ʠ ʠʟʤʝʥʝʥʠʝ ʪʘʢʪʠʢʠ, ʠʩʧʦʣʴʟʫʝʤʦʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ 

ʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠ, ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ, ʙʝʟʫʩʣʦʚʥʦ, ʩʪʘʥʝʪ ʚʳʙʦʨʦʤ ʢʘʨʴʝʨʳ, 

ʢʦʪʦʨʳʡ ʦʙʝʩʧʝʯʠʪ ʯʠʩʪʫʶ ʟʘʥʷʪʦʩʪʴ ʚ ʜʦʣʛʦʩʨʦʯʥʦʡ ʧʝʨʩʧʝʢʪʠʚʝè, - ʩʢʘʟʘʣ ʦʥ 

TechNewsWorld. 

ʉʧʨʦʩ ʥʘ ʚʘʢʘʥʩʠʠ ʚ ʩʬʝʨʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʙʝʟʫʩʣʦʚʥʦ, ʫʚʝʣʠʯʠʣʩʷ ʟʘ 

ʧʦʩʣʝʜʥʠʡ ʛʦʜ, ʩʦʛʣʘʩʝʥ ɼʦʚ ʃʝʨʥʝʨ, ʨʫʢʦʚʦʜʠʪʝʣʴ ʠʩʩʣʝʜʦʚʘʥʠʡ ʚ ʦʙʣʘʩʪʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ Sixgill. ʂʘʨʴʝʨʥʳʡ ʧʫʪʴ ʚ ʵʪʦʡ ʩʬʝʨʝ - ʦʪʣʠʯʥʳʡ ʚʳʙʦʨ ʜʣʷ ʪʝʭ, ʢʪʦ 

ʠʥʪʝʨʝʩʫʝʪʩʷ ʀʊ ʠ ʙʝʟʦʧʘʩʥʦʩʪʴʶ. 

çʋʚʝʣʠʯʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʠʩʧʦʣʴʟʫʝʤʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʫʚʝʣʠʯʠʚʘʝʪ 

ʩʣʦʞʥʦʩʪʴ ʦʧʝʨʘʮʠʡ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʘʥʘʣʠʪʠʢʠ ʠ ʪʨʝʙʫʝʪ 

ʫʚʝʣʠʯʝʥʠʷ ʧʝʨʩʦʥʘʣʘ. ʆʜʥʘʢʦ, ʩʦʛʣʘʩʥʦ ʥʝʜʘʚʥʝʤʫ ʦʧʨʦʩʫ ESG, ʧʦʯʪʠ 70 

ʧʨʦʮʝʥʪʦʚ ʛʨʫʧʧ ʙʝʟʦʧʘʩʥʦʩʪʠ ʛʦʚʦʨʷʪ, ʯʪʦ ʪʨʫʜʥʦ ʥʘʥʷʪʴ ʠ ʥʘʥʷʪʴ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ SOC (ʦʧʝʨʘʮʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ center)è, - ʩʢʘʟʘʣ ʃʝʨʥʝʨ 
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ɸʥʘʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʤʝʶʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʚʣʠʷʪʴ ʥʝ ʪʦʣʴʢʦ ʥʘ ʩʚʦʶ 

ʦʪʨʘʩʣʴ. ʂʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʧʨʦʥʠʢʘʝʪ ʚ ʤʠʨ ʧʦʣʠʪʠʢʠ, ʵʢʦʥʦʤʠʢʠ ʠ ʜʨʫʛʠʭ 

ʩʝʢʪʦʨʦʚ ʤʠʨʘ. çʇʨʦʙʠʪʴʩʷ ʥʘ ʧʦʣʝ ʙʦʷ ʤʦʞʝʪ ʙʳʪʴ ʥʝʧʨʦʩʪʦ, ʥʦ ʵʪʦ ʥʝʚʝʨʦʷʪʥʦ 

ʧʦʣʝʟʥʦè, - ʟʘʢʣʶʯʠʣ ʦʥè. (Jack M. Germain. The Future of Cybersecurity in 2021 

and Beyond // ECT News Network (https://www.technewsworld.com/story/The-Future-

of-Cybersecurity-in-2021-and-Beyond-87018.html). 16.02.2021). 

***  

 

çʂʘʥʘʜʩʢʠʡ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʡ ʫʥʠʚʝʨʩʠʪʝʪ ʜʣʷ ʩʪʫʜʝʥʪʦʚ ʃʝʡʢʭʝʜ 

ʩʪʦʣʢʥʫʣʩʷ ʩ ʢʠʙʝʨʘʪʘʢʦʡ, ʢʦʪʦʨʘʷ ʚʳʥʫʜʠʣʘ ʫʯʨʝʞʜʝʥʠʝ ʚ ʥʘʯʘʣʝ ʵʪʦʡ 

ʥʝʜʝʣʠ ʧʝʨʝʢʨʳʪʴ ʜʦʩʪʫʧ ʢ ʩʚʦʠʤ ʩʝʨʚʝʨʘʤ. 
ʉʣʫʞʙʳ ʰʢʦʣʳ, ʚ ʪʦʤ ʯʠʩʣʝ ʝʝ ʚʝʙ-ʩʘʡʪ, ʙʳʣʠ ʦʪʢʣʶʯʝʥʳ ʩʦ ʚʪʦʨʥʠʢʘ, 

ʩʦʪʨʫʜʥʠʢʠ ʦʪʢʣʶʯʠʣʠ ʢʦʤʧʴʶʪʝʨʳ ʚ ʢʘʤʧʫʩʘʭ ʊʘʥʜʝʨ-ɹʝʡ ʠ ʆʨʠʣʣʠʠ, ʯʪʦʙʳ 

ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʘʪʘʢʠ. 

ʋʩʣʫʛʠ ʧʦ-ʧʨʝʞʥʝʤʫ ʥʝ ʨʘʙʦʪʘʶʪ 

ɺ ʩʦʦʙʱʝʥʠʠ ʚ ʯʝʪʚʝʨʛ ʫʥʠʚʝʨʩʠʪʝʪ ʃʝʡʢʭʝʜ ʧʨʝʜʦʩʪʘʚʠʣ ʥʝʢʦʪʦʨʳʝ 

ʧʦʜʨʦʙʥʦʩʪʠ ʦʙ ʘʪʘʢʝ, ʟʘʷʚʠʚ, ʯʪʦ ʦʥʘ ʙʳʣʘ ʥʘʮʝʣʝʥʘ ʥʘ ʝʛʦ ʩʝʨʚʝʨʳ ʦʙʱʝʛʦ 

ʜʦʩʪʫʧʘ ʢ ʬʘʡʣʘʤ. ʆʜʥʘʢʦ ʚ ʰʢʦʣʝ ʥʝ ʨʘʩʢʨʳʚʘʶʪ ʧʨʠʨʦʜʫ ʧʨʦʠʩʰʝʩʪʚʠʷ. 

çʂʘʢ ʪʦʣʴʢʦ ʎʝʥʪʨ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʫʩʣʫʛ Lakehead (TSC) ʫʟʥʘʣ ʦ 

ʧʦʪʝʥʮʠʘʣʴʥʦʡ ʫʛʨʦʟʝ ʜʣʷ ʥʘʰʠʭ ʩʝʨʚʝʨʦʚ, TSC ʧʦʣʥʦʩʪʴʶ ʟʘʢʨʳʣ ʢ ʥʠʤ ʜʦʩʪʫʧè, - 

ʟʘʷʚʠʣʠ ʚ ʫʥʠʚʝʨʩʠʪʝʪʝ. 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʧʨʦʚʦʜʠʪʩʷ ʨʘʩʩʣʝʜʦʚʘʥʠʝ, ʧʳʪʘʷʩʴ ʦʧʨʝʜʝʣʠʪʴ, ʢʘʢʠʝ 

ʩʝʨʚʝʨʳ ʠ ʠʥʬʦʨʤʘʮʠʷ ʙʳʣʠ ʟʘʪʨʦʥʫʪʳ ʠʥʮʠʜʝʥʪʦʤ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʦʢʘ ʦʮʝʥʢʘ ʥʝ 

ʙʫʜʝʪ ʟʘʚʝʨʰʝʥʘ, çʚʩʷ ʠʥʬʦʨʤʘʮʠʷ, ʠʩʧʦʣʴʟʫʝʤʘʷ ʠ ʭʨʘʥʠʤʘʷ ʥʘ ʥʘʰʠʭ ʦʙʱʠʭ 

ʬʘʡʣʦʚʳʭ ʩʝʨʚʝʨʘʭ, ʙʫʜʝʪ ʥʝʜʦʩʪʫʧʥʘ, ʘ ʢʦʤʧʴʶʪʝʨʳ ʚ ʢʘʤʧʫʩʝ ʥʝ ʙʫʜʫʪ ʜʦʩʪʫʧʥʳ 

ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷè. 

ʋʥʠʚʝʨʩʠʪʝʪ ʨʝʢʦʤʝʥʜʫʝʪ ʚʩʝʤ, ʢʪʦ ʭʨʘʥʠʪ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʚ ʜʦʢʫʤʝʥʪʘʭ ʚ 

ʩʚʦʝʡ ʩʠʩʪʝʤʝ ʦʙʤʝʥʘ ʬʘʡʣʘʤʠ ʠʣʠ ʥʘ ʦʬʠʩʥʦʤ ʢʦʤʧʴʶʪʝʨʝ ʫʥʠʚʝʨʩʠʪʝʪʩʢʦʛʦ 

ʛʦʨʦʜʢʘ, ʠʟʤʝʥʠʪʴ ʩʚʦʠ ʧʘʨʦʣʠ ʚ ʢʘʯʝʩʪʚʝ ʤʝʨʳ ʧʨʝʜʦʩʪʦʨʦʞʥʦʩʪʠ. 

ʍʦʪʷ ʵʪʦ ʨʘʟʫʤʥʘʷ ʨʝʢʦʤʝʥʜʘʮʠʷ ʚ ʩʣʫʯʘʝ ʚʟʣʦʤʘ, ʪʦʪ ʬʘʢʪ, ʯʪʦ ʘʪʘʢʘ 

ʨʘʩʧʨʦʩʪʨʘʥʠʣʘʩʴ ʥʘ ʦʬʠʩʥʳʝ ʢʦʤʧʴʶʪʝʨʳ ʢʘʤʧʫʩʘ, ʤʦʞʝʪ ʫʢʘʟʳʚʘʪʴ ʥʘ ʘʪʘʢʫ 

ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʷ. ʆʜʥʘʢʦ, ʢʘʢ ʫʧʦʤʠʥʘʣʦʩʴ ʨʘʥʝʝ, ʫʥʠʚʝʨʩʠʪʝʪ ʥʝ ʨʘʩʢʨʳʣ 

ʥʠ ʭʘʨʘʢʪʝʨʘ ʘʪʘʢʠ, ʥʠ ʝʝ ʤʘʩʰʪʘʙʦʚ. 

ʅʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʦʬʠʮʠʘʣʴʥʳʝ ʣʠʮʘ ʰʢʦʣʳ ʥʝ ʩʦʦʙʱʠʣʠ, ʟʘʪʨʦʥʫʣʘ ʣʠ 

ʘʪʘʢʘ ʣʠʯʥʫʶ ʠʣʠ ʬʠʥʘʥʩʦʚʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʦʙʨʘʙʘʪʳʚʘʝʤʫʶ ʫʥʠʚʝʨʩʠʪʝʪʦʤ. 

ɿʘʪʨʦʥʫʪʘ ʫʩʧʝʚʘʝʤʦʩʪʴ 

ʋʥʠʚʝʨʩʠʪʝʪ ʃʝʡʢʭʝʜ ʦʪʤʝʥʠʣ ʚʩʝ ʩʚʦʠ ʤʝʨʦʧʨʠʷʪʠʷ, ʚ ʪʦʤ ʯʠʩʣʝ ʚʝʙʠʥʘʨʳ ʠ 

ʚʠʨʪʫʘʣʴʥʳʝ ʪʫʨʳ ʧʦ ʢʘʤʧʫʩʫ ʊʘʥʜʝʨ-ɹʝʡ ʠ ʆʨʠʣʣʠʠ, ʟʘʧʣʘʥʠʨʦʚʘʥʥʳʝ ʥʘ ʵʪʫ 

ʧʷʪʥʠʮʫ. 

ʀʟ-ʟʘ ʪʦʛʦ, ʯʪʦ ʚʩʝ ʩʣʫʞʙʳ ʥʝ ʨʘʙʦʪʘʶʪ, ʥʝʢʦʪʦʨʳʝ ʩʪʫʜʝʥʪʳ ʥʝ ʤʦʛʫʪ 

ʦʙʱʘʪʴʩʷ ʩʦ ʩʚʦʠʤʠ ʠʥʩʪʨʫʢʪʦʨʘʤʠ, ʧʦʣʫʯʘʪʴ ʘʢʘʜʝʤʠʯʝʩʢʠʡ ʢʘʣʝʥʜʘʨʴ, 

ʧʦʣʴʟʦʚʘʪʴʩʷ ʙʠʙʣʠʦʪʝʢʦʡ, ʧʦʜʘʚʘʪʴ ʜʦʢʫʤʝʥʪʳ ʠʣʠ ʧʣʘʪʝʞʠ ʚ ʫʩʪʘʥʦʚʣʝʥʥʳʡ 

ʩʨʦʢ. 

ɺ ʧʷʪʥʠʮʫ ʚ ʪʚʠʪʝ ʃʝʡʢʭʝʜʩʢʠʡ ʫʥʠʚʝʨʩʠʪʝʪ ʧʨʝʜʣʦʞʠʣ ʩʪʫʜʝʥʪʘʤ, 

ʧʨʝʧʦʜʘʚʘʪʝʣʷʤ ʠ ʩʦʪʨʫʜʥʠʢʘʤ ʚʦʟʤʦʞʥʦʝ ʨʝʰʝʥʠʝ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʵʣʝʢʪʨʦʥʥʦʡ 
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ʧʦʯʪʝ. ʆʜʥʘʢʦ ʵʪʦʪ ʤʝʪʦʜ ʨʘʙʦʪʘʝʪ ʥʝ ʚʦ ʚʩʝʭ ʩʣʫʯʘʷʭ. ɺ ʰʢʦʣʝ ʟʘʷʚʠʣʠ, ʯʪʦ ʝʩʣʠ ʚ 

ʙʨʘʫʟʝʨʝ ʜʦʩʪʫʧʥʘ ʠʥʬʦʨʤʘʮʠʷ ʜʣʷ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ, ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʫʪ ʟʘʛʨʫʞʘʪʴ 

ʧʦʯʪʦʚʳʡ ʷʱʠʢ Gmail. 

ʋʯʘʱʠʝʩʷ ʧʦʣʘʛʘʶʪʩʷ ʥʘ ʫʩʣʫʛʠ ʰʢʦʣʳ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʧʣʘʪʬʦʨʤʘʤ ʦʥʣʘʡʥ-

ʦʙʫʯʝʥʠʷ. ʉʩʳʣʢʠ ʥʘ ʢʫʨʩʳ, ʩʝʨʚʠʩʳ Google (Gmail, Docs) ʠ ʫʥʠʚʝʨʩʠʪʝʪʩʢʘʷ 

ʙʠʙʣʠʦʪʝʢʘ ʥʝʦʙʭʦʜʠʤʳ ʠʤ ʜʣʷ ʧʦʜʛʦʪʦʚʢʠ ʢ ʧʨʦʤʝʞʫʪʦʯʥʳʤ ʵʢʟʘʤʝʥʘʤ. 

ʅʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʨʫʢʦʚʦʜʩʪʚʦ ʫʥʠʚʝʨʩʠʪʝʪʘ ʥʝ ʧʨʠʥʷʣʦ ʨʝʰʝʥʠʷ ʦ ʧʝʨʝʥʦʩʝ 

ʩʨʦʢʦʚ ʚʳʧʦʣʥʝʥʠʷ ʟʘʜʘʥʠʡ, ʧʝʨʝʥʦʩʝ ʵʢʟʘʤʝʥʦʚ ʠʣʠ ʧʨʦʜʣʝʥʠʠ ʥʝʜʝʣʠ ʯʪʝʥʠʷ, 

ʥʝʩʤʦʪʨʷ ʥʘ ʭʦʜʘʪʘʡʩʪʚʦ ʩʪʫʜʝʥʪʦʚ, ʥʦ ʥʝ ʠʩʢʣʶʯʘʝʪ ʵʪʦʛʦ. ʆʥʠ ʥʘʤʝʨʝʥʳ ʚ 

ʙʣʠʞʘʡʰʝʝ ʚʨʝʤʷ ʚʦʩʩʪʘʥʦʚʠʪʴ ʫʩʣʫʛʠ ʠ ʥʘʯʘʪʴ ʟʘʥʷʪʠʷ ʚ ʧʦʥʝʜʝʣʴʥʠʢè. (Ionut 

Ilascu. Lakehead University shuts down campus network after cyberattack // Bleeping 

ComputerÈ (https://www.bleepingcomputer.com/news/security/lakehead-university-

shuts-down-campus-network-after-cyberattack/). 21.02.2021). 
***  

 

çɻʨʫʧʧʘ ʚʨʝʜʦʥʦʩʥʦʡ ʨʝʢʣʘʤʳ ScamClub ʠʩʧʦʣʴʟʦʚʘʣʘ ʫʷʟʚʠʤʦʩʪʴ 

ʥʫʣʝʚʦʛʦ ʜʥʷ ʚ ʜʚʠʞʢʝ ʚʝʙ-ʙʨʘʫʟʝʨʘ WebKit ʜʣʷ ʦʪʧʨʘʚʢʠ ʧʦʣʝʟʥʳʭ ʜʘʥʥʳʭ, 

ʢʦʪʦʨʳʝ ʧʝʨʝʥʘʧʨʘʚʣʷʣʠʩʴ ʥʘ ʤʦʰʝʥʥʠʯʝʩʪʚʦ ʩ ʧʦʜʘʨʦʯʥʳʤʠ ʢʘʨʪʘʤʠ. 

ɺʦ ʚʨʝʤʷ ʠʭ ʢʘʤʧʘʥʠʡ ʟʘ ʧʦʩʣʝʜʥʠʝ ʪʨʠ ʤʝʩʷʮʘ ʢʦʣʠʯʝʩʪʚʦ ʧʦʢʘʟʦʚ 

ʟʣʦʥʘʤʝʨʝʥʥʦʡ ʨʝʢʣʘʤʳ ʟʘ ʜʝʥʴ ʜʦʩʪʠʛʣʦ 16 ʤʠʣʣʠʦʥʦʚ. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ScamClub ʧʝʯʘʣʴʥʦ ʠʟʚʝʩʪʥʳ ʩʚʦʝʡ ʰʫʤʥʦʡ ʪʘʢʪʠʢʦʡ, 

ʟʘʢʣʶʯʘʶʱʝʡʩʷ ʚ ʥʘʚʦʜʥʝʥʠʠ ʨʝʢʣʘʤʥʦʡ ʵʢʦʩʠʩʪʝʤʳ ʚʨʝʜʦʥʦʩʥʦʡ ʨʝʢʣʘʤʦʡ ʚ 

ʥʘʜʝʞʜʝ, ʯʪʦ ʯʝʨʝʟ ʥʝʝ ʧʨʦʡʜʝʪ ʤʝʥʴʰʠʡ ʧʨʦʮʝʥʪ. 

ɼʘʞʝ ʝʩʣʠ ʙʦʣʴʰʘʷ ʯʘʩʪʴ ʨʝʢʣʘʤʳ ʟʘʙʣʦʢʠʨʦʚʘʥʘ, ʝʝ ʦʙʲʝʤ ʥʘʩʪʦʣʴʢʦ ʚʝʣʠʢ, 

ʯʪʦ ʥʝʦʙʥʘʨʫʞʝʥʥʳʝ ʦʙʲʷʚʣʝʥʠʷ ʧʨʠʚʦʜʷʪ ʢ ʟʥʘʯʠʪʝʣʴʥʦʤʫ ʢʦʣʠʯʝʩʪʚʫ 

ʟʣʦʥʘʤʝʨʝʥʥʳʭ ʧʦʢʘʟʦʚ ʚ ʪʝʯʝʥʠʝ ʦʜʥʦʡ ʢʘʤʧʘʥʠʠ. 

ʆʧʠʩʳʚʘʷ çʩʪʨʘʪʝʛʠʶ ʙʦʤʙʘʨʜʠʨʦʚʢʠè ScamClub, ʢʦʤʧʘʥʠʷ Confiant, 

ʟʘʥʠʤʘʶʱʘʷʩʷ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʨʝʢʣʘʤʳ ʠ ʢʦʥʪʨʦʣʝʤ ʢʘʯʝʩʪʚʘ, ʛʦʚʦʨʠʪ, ʯʪʦ 

ʫʣʫʯʰʝʥʠʝ ʢʦʵʬʬʠʮʠʝʥʪʘ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʚʩʝʛʦ ʥʘ 1% ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ 

çʜʝʩʷʪʢʘʤ ʪʳʩʷʯ ʟʘʪʨʦʥʫʪʳʭ ʧʦʢʘʟʦʚè ʚ ʪʝʯʝʥʠʝ ʦʜʥʦʡ ʢʘʤʧʘʥʠʠ. 

ʃʘʟʝʡʢʘ 

ʅʘʙʣʶʜʘʷ ʟʘ ʜʝʷʪʝʣʴʥʦʩʪʴʶ ScamClub, ʚ ʠʶʥʝ 2020 ʛʦʜʘ Confiant ʟʘʤʝʪʠʣ ʚ 

ʟʘʧʫʪʘʥʥʦʤ ʢʦʜʝ ʧʦʣʝʟʥʦʡ ʥʘʛʨʫʟʢʠ ʯʝʪʳʨʝ ʩʪʨʦʢʠ ʩʦ ʩʣʫʰʘʪʝʣʝʤ ʩʦʙʳʪʠʡ, ʯʪʦ 

ʚʳʟʚʘʣʦ ʣʶʙʦʧʳʪʩʪʚʦ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ. 

ɺ ʙʣʦʛʝ ʧʦʩ ʪ ʩʝʛʦʜʥʷ, Confiant ʠʥʞʝʥʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʠʩʩʣʝʜʦʚʘʪʝʣʴ ʕʣʠʷ 

ʐʪʝʡʥ ʦʙʥʘʨʫʞʠʣ, ʯʪʦ malvertiser ʧʦʣʘʛʘʣʠʩʴ ʥʘ ʫʷʟʚʠʤʦʩʪʠ ʚ WebKit, ʢʦʪʦʨʳʡ 

ʦʙʭʦʜʠʣ ʇʝʩʦʯʥʠʮʘ ʧʦʣʠʪʠʢʫ IFrame. 

ʇʨʦʜʦʣʞʘʷ ʨʘʩʩʣʝʜʦʚʘʥʠʝ, ʠʩʩʣʝʜʦʚʘʪʝʣʴ ʫʜʘʣʠʣ ʥʝʥʫʞʥʳʡ ʢʦʜ ʠ 

ʧʦʜʛʦʪʦʚʠʣ ʧʨʦʩʪʦʡ HTML-ʬʘʡʣ ʩ ʠʟʦʣʠʨʦʚʘʥʥʳʤ ʬʨʝʡʤʦʤ ʠʟ ʨʘʟʥʳʭ ʠʩʪʦʯʥʠʢʦʚ 

ʠ ʢʥʦʧʢʦʡ, ʢʦʪʦʨʘʷ ʦʪʧʨʘʚʠʣʘ ʩʦʙʳʪʠʝ, ʧʨʠ ʵʪʦʤ ʧʦʣʝʟʥʘʷ ʥʘʛʨʫʟʢʘ ʙʳʣʘ 

ʩʣʫʰʘʪʝʣʝʤ. 

ʉʪʝʡʥ ʦʪʤʝʯʘʝʪ, ʯʪʦ ʘʪʨʠʙʫʪ ʧʝʩʦʯʥʠʮʳ çallow-top-navigation-by-user-

activateè ʚ ʧʨʠʚʝʜʝʥʥʦʤ ʚʳʰʝ ʜʦʢʘʟʘʪʝʣʴʩʪʚʝ ʢʦʜʘ ʢʦʥʮʝʧʮʠʠ ʜʦʣʞʝʥ 

ʧʨʝʜʦʪʚʨʘʱʘʪʴ ʣʶʙʦʝ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ. ʕʪʦ ʜʝʡʩʪʚʠʪʝʣʴʥʦ, ʝʩʣʠ ʥʝ ʧʨʦʠʩʭʦʜʠʪ 

ʧʨʘʚʠʣʴʥʦʡ ʘʢʪʠʚʘʮʠʠ, ʯʪʦ ʚ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʦʟʥʘʯʘʝʪ ʱʝʣʯʦʢ ʚʥʫʪʨʠ ʨʘʤʢʠ. 
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çʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʥʘʰʝ ʜʦʢʘʟʘʪʝʣʴʩʪʚʦ ʢʦʥʮʝʧʮʠʠ ʥʝ ʜʦʣʞʥʦ ʨʘʙʦʪʘʪʴ ʥʠ 

ʧʨʠ ʢʘʢʠʭ ʦʙʩʪʦʷʪʝʣʴʩʪʚʘʭ. ɺ ʢʦʥʮʝ ʢʦʥʮʦʚ, ʢʥʦʧʢʘ clickMe ʥʘʭʦʜʠʪʩʷ ʟʘ 

ʧʨʝʜʝʣʘʤʠ ʠʟʦʣʠʨʦʚʘʥʥʦʛʦ ʬʨʝʡʤʘ. ʆʜʥʘʢʦ, ʝʩʣʠ ʦʥʘ ʚʳʧʦʣʥʷʝʪ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʝ, 

ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʫ ʥʘʩ ʚ ʨʫʢʘʭ ʦʰʠʙʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʙʨʘʫʟʝʨʘ, ʢʦʪʦʨʘʷ ʦʢʘʟʘʣʘʩʴ 

ʙʫʜʝʪ ʚ ʩʣʫʯʘʝ ʪʝʩʪʠʨʦʚʘʥʠʷ ʚ ʙʨʘʫʟʝʨʘʭ ʥʘ ʦʩʥʦʚʝ WebKit, ʘ ʠʤʝʥʥʦ ʚ Safari ʜʣʷ 

ʇʂ ʠ iOSè, - ʕʣʠʷ ʉʪʝʡʥ 

ʍʦʪʷ ʪʝʦʨʝʪʠʯʝʩʢʠ ʵʪʦ ʜʦʣʞʥʦ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʟʣʦʥʘʤʝʨʝʥʥʳʝ 

ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ, ʠʩʩʣʝʜʦʚʘʪʝʣʴ ʜʘʣʝʝ ʦʙʲʷʩʥʷʝʪ, ʯʪʦ ʩʦʦʙʱʝʥʠʷ ʩ 

ʧʦʜʩʪʘʥʦʚʦʯʥʳʤʠ ʟʥʘʢʘʤʠ ʥʘʟʥʘʯʝʥʠʷ ʚ ʩʦʚʨʝʤʝʥʥʳʭ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷʭ ʷʚʣʷʶʪʩʷ 

ʦʙʳʯʥʳʤ ʷʚʣʝʥʠʝʤ ʠ ʯʘʩʪʦ ʚʦʟʥʠʢʘʶʪ ʧʨʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʠ ʩ ʧʦʣʴʟʦʚʘʪʝʣʝʤ. 

ʋʯʠʪʳʚʘʷ ʰʠʨʦʢʠʡ ʪʘʨʛʝʪʠʥʛ SscamClub ʠ ʙʦʣʴʰʠʝ ʦʙʲʝʤʳ ʚʨʝʜʦʥʦʩʥʦʡ 

ʨʝʢʣʘʤʳ, ʢʦʪʦʨʫʶ ʦʥʠ ʨʘʟʤʝʱʘʶʪ, ʥʝʢʦʪʦʨʳʝ ʠʟ ʥʠʭ ʚʩʝ ʞʝ ʧʨʦʩʢʘʣʴʟʳʚʘʶʪ ʠ 

ʦʢʘʟʳʚʘʶʪ ʟʥʘʯʠʪʝʣʴʥʦʝ ʚʣʠʷʥʠʝ. ʅʠʞʝ ʧʨʠʚʝʜʝʥʳ ʜʦʤʝʥʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʚ 

ʨʝʢʣʘʤʥʳʭ ʢʘʤʧʘʥʠʷʭ ScamClub. 

ɼʣʷ ʩʨʘʚʥʝʥʠʷ: Confiant ʧʨʠʧʠʩʳʚʘʝʪ ʛʨʫʧʧʝ ScamClub ʙʦʣʝʝ 50 ʤʠʣʣʠʦʥʦʚ 

ʚʨʝʜʦʥʦʩʥʳʭ ʧʦʢʘʟʦʚ ʟʘ ʧʦʩʣʝʜʥʠʝ 90 ʜʥʝʡ, ʧʨʠʯʝʤ ʧʠʢʠ ʟʘʪʨʦʥʫʪʦʡ ʨʝʢʣʘʤʳ 

ʜʦʩʪʠʛʣʠ 16 ʤʠʣʣʠʦʥʦʚ ʚ ʜʝʥʴ. 

ʇʦʩʢʦʣʴʢʫ WebKit ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ Chrome ʥʘ iOS ʠ Safari, ʐʪʘʡʥ ʧʨʝʜʩʪʘʚʠʣ 

ʩʚʦʠ ʚʳʚʦʜʳ ʢʘʢ ʚ Apple Security, ʪʘʢ ʠ ʚ ʢʦʤʘʥʜʫ Google Chrome. 2 ʜʝʢʘʙʨʷ 2020 

ʛʦʜʘ WebKit ʧʦʣʫʯʠʣ ʧʘʪʯ, ʠ ʫʷʟʚʠʤʦʩʪʠ ʙʳʣ ʧʨʠʩʚʦʝʥ ʠʜʝʥʪʠʬʠʢʘʪʦʨ CVE-2021-

1801. 

Confiant ʚʳʧʫʩʪʠʣʘ ʠʥʜʠʢʘʪʦʨʳ ʢʦʤʧʨʦʤʝʪʘʮʠʠ (IoC) ʚ ʩʚʦʝʤ ʨʝʧʦʟʠʪʦʨʠʠ 

GitHub, ʢʦʪʦʨʳʝ ʚʢʣʶʯʘʶʪ ʨʘʟʤʝʱʝʥʠʝ ʧʦʣʝʟʥʳʭ ʥʘʛʨʫʟʦʢ ʚ ʦʙʣʘʢʝ Amazon ʠ 

ʜʦʤʝʥʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʚ ʥʝʜʘʚʥʠʭ ʢʘʤʧʘʥʠʷʭ ScamClubè. (Ionut Ilascu. 

Malvertisers exploited browser zero-day to redirect users to scams // Bleeping 

ComputerÈ (https://www.bleepingcomputer.com/news/security/malvertisers-exploited-

browser-zero-day-to-redirect-users-to-scams/). 16.02.2021). 
***  

 

ç2020 ʛʦʜ ʙʳʣ ʥʝʫʜʘʯʥʳʤ ʜʣʷ ʤʝʜʠʮʠʥʩʢʠʭ ʦʨʛʘʥʠʟʘʮʠʡ ʚ ʉʐɸ, 

ʢʦʪʦʨʳʤ ʧʨʠʰʣʦʩʴ ʩʪʦʣʢʥʫʪʴʩʷ ʩ ʨʝʢʦʨʜʥʳʤ ʢʦʣʠʯʝʩʪʚʦʤ ʠʥʮʠʜʝʥʪʦʚ ʚ 

ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʬʦʥʝ ʧʘʥʜʝʤʠʠ COVID-19. 

ʍʘʢʝʨʩʢʠʝ ʘʪʘʢʠ ʠ ʀʊ-ʠʥʮʠʜʝʥʪʳ ʚ ʙʦʣʴʰʝʡ ʩʪʝʧʝʥʠ ʧʦʚʣʠʷʣʠ ʥʘ ʦʪʨʘʩʣʴ ʚ 

ʧʨʦʰʣʦʤ ʛʦʜʫ, ʩʦʩʪʘʚʠʚ ʙʦʣʝʝ 67% ʚʩʝʭ ʚʟʣʦʤʦʚ ʠ ʨʘʩʢʨʳʚʘʷ ʣʠʯʥʳʝ ʜʘʥʥʳʝ 

ʜʝʩʷʪʢʦʚ ʤʠʣʣʠʦʥʦʚ ʣʶʜʝʡ. 

ʅʘʠʙʦʣʴʰʝʝ ʢʦʣʠʯʝʩʪʚʦ ʥʘʨʫʰʝʥʠʡ 

ɸʥʘʣʠʟ ʜʘʥʥʳʭ ʦʪ ʄʠʥʠʩʪʝʨʩʪʚʘ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʠ ʩʦʮʠʘʣʴʥʳʭ ʩʣʫʞʙ 

ʉʐɸ, ʢʦʤʧʘʥʠʠ ʧʦ ʟʘʱʠʪʝ ʦʪ ʫʛʨʦʟ. 

Bitglass ʦʙʥʘʨʫʞʠʣʘ, ʯʪʦ ʢʦʣʠʯʝʩʪʚʦ ʥʘʨʫʰʝʥʠʡ ʚ ʩʬʝʨʝ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʚ 2020 ʛʦʜʫ, ʫʚʝʣʠʯʠʣʦʩʴ ʜʦ 599, ʯʪʦ ʙʦʣʝʝ ʯʝʤ ʥʘ 50% ʧʦ 

ʩʨʘʚʥʝʥʠʶ ʩ ʧʨʝʜʳʜʫʱʠʤ ʛʦʜʦʤ (386). 

ɹʦʣʴʰʠʥʩʪʚʦ ʥʘʨʫʰʝʥʠʡ ʙʳʣʦ ʚʳʟʚʘʥʦ ʭʘʢʝʨʩʢʠʤʠ ʘʪʘʢʘʤʠ ʠ ʀʊ-

ʠʥʮʠʜʝʥʪʘʤʠ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʳʭ ʙʳʣʠ ʨʘʩʢʨʳʪʳ ʜʘʥʥʳʝ 24,1 ʤʠʣʣʠʦʥʘ ʯʝʣʦʚʝʢ, 

ʯʪʦ ʩʜʝʣʘʣʦ ʠʭ ʫʷʟʚʠʤʳʤʠ ʜʣʷ ʢʨʘʞʠ ʣʠʯʥʳʭ ʜʘʥʥʳʭ ʠ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ. 
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ʆʜʥʘʢʦ, ʥʝʩʤʦʪʨʷ ʥʘ ʨʦʩʪ ʯʠʩʣʘ ʠʥʮʠʜʝʥʪʦʚ, ʦʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ 

ʧʦʩʪʨʘʜʘʚʰʠʭ ʥʝʩʢʦʣʴʢʦ ʥʠʞʝ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ 2019 ʛʦʜʦʤ. 

ʈʘʟʙʠʚʢʘ ʥʘʨʫʰʝʥʠʡ ʧʦ ʰʪʘʪʘʤ ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʥʘʠʙʦʣʴʰʝʝ ʢʦʣʠʯʝʩʪʚʦ 

ʠʥʮʠʜʝʥʪʦʚ ʙʳʣʦ ʚ ʂʘʣʠʬʦʨʥʠʠ, 49 ʠʥʮʠʜʝʥʪʦʚ, ʟʘ ʥʝʡ ʩʣʝʜʫʝʪ ʊʝʭʘʩ ʩ 43. 

ʉʣʝʜʫʶʱʠʝ ʪʨʠ ʧʦʟʠʮʠʠ ʟʘʥʠʤʘʶʪ ʅʴʶ-ʁʦʨʢ ʩ 39 ʥʘʨʫʰʝʥʠʷʤʠ, ʌʣʦʨʠʜʘ ʠ 

ʇʝʥʩʠʣʴʚʘʥʠʷ, ʢʘʞʜʘʷ ʩ 38 ʥʘʨʫʰʝʥʠʷʤʠ. 

ɽʩʣʠ ʧʦʩʤʦʪʨʝʪʴ ʥʘ ʰʪʘʪʳ, ʚ ʢʦʪʦʨʳʭ ʧʦʩʪʨʘʜʘʣʦ ʥʘʠʙʦʣʴʰʝʝ ʢʦʣʠʯʝʩʪʚʦ 

ʣʶʜʝʡ, ʄʠʯʠʛʘʥ ʟʘʥʠʤʘʝʪ ʧʝʨʚʦʝ ʤʝʩʪʦ, ʚ ʦʩʥʦʚʥʦʤ ʠʟ-ʟʘ ʝʜʠʥʩʪʚʝʥʥʦʛʦ 

ʠʥʮʠʜʝʥʪʘ ʚ ʩʠʩʪʝʤʝ ʦʢʘʟʘʥʠʷ ʤʝʜʠʮʠʥʩʢʠʭ ʫʩʣʫʛ Trinity Health, ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʢʦʪʦʨʦʛʦ ʧʦʩʪʨʘʜʘʣʠ 3,3 ʯʝʣʦʚʝʢʘ. 

ʇʦ ʜʘʥʥʳʤ Ponemon Institute, ʫʩʪʨʘʥʝʥʠʝ ʥʘʨʫʰʝʥʠʡ, ʟʘʪʨʘʛʠʚʘʶʱʠʭ 

ʤʝʜʠʮʠʥʩʢʠʝ ʦʨʛʘʥʠʟʘʮʠʠ, ʷʚʣʷʝʪʩʷ ʥʘʠʙʦʣʝʝ ʜʦʨʦʛʦʩʪʦʷʱʠʤ ʠ ʪʨʝʙʫʝʪ ʩʘʤʦʛʦ 

ʜʣʠʪʝʣʴʥʦʛʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ. 

ɺ ʩʨʝʜʥʝʤ ʩʪʦʠʤʦʩʪʴ ʥʘʨʫʰʝʥʥʦʡ ʟʘʧʠʩʠ ʚ 2020 ʛʦʜʫ ʩʦʩʪʘʚʠʣʘ 499 

ʜʦʣʣʘʨʦʚ, ʘ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʟʘʥʷʣʦ ʦʢʦʣʦ 236 ʜʥʝʡ. ɽʱʝ ʦʜʥʠʤ ʥʝʜʦʩʪʘʪʢʦʤ 

ʷʚʣʷʝʪʩʷ ʪʦʪ ʬʘʢʪ, ʯʪʦ ʤʝʜʠʮʠʥʩʢʠʤ ʫʯʨʝʞʜʝʥʠʷʤ ʪʨʝʙʫʝʪʩʷ 96 ʜʥʝʡ ʥʘ ʚʳʷʚʣʝʥʠʝ 

ʥʘʨʫʰʝʥʠʷ, ʙʦʣʴʰʝ, ʯʝʤ ʚ ʣʶʙʦʡ ʜʨʫʛʦʡ ʦʪʨʘʩʣʠ. 

ɸʪʘʢʠ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ 

ʍʦʪʷ ʚ ʦʪʯʝʪʝ Bitglass ʠʥʮʠʜʝʥʪʳ ʚʟʣʦʤʘ ʥʝ ʨʘʟʙʠʚʘʶʪʩʷ ʧʦ ʠʭ ʪʠʧʘʤ, ʥʘ 

ʘʪʘʢʠ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ, ʚʝʨʦʷʪʥʦ, ʧʨʠʭʦʜʠʪʩʷ ʟʥʘʯʠʪʝʣʴʥʘʷ ʯʘʩʪʴ. 

Maze, Ryuk, REvil (Sodinokibi), SunCrypt, Snake ʠ Clop - ʵʪʦ ʣʠʰʴ ʥʝʢʦʪʦʨʳʝ 

ʠʟ ʛʨʫʧʧ ʚʳʤʦʛʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʘʪʘʢʦʚʘʣʠ ʙʦʣʴʥʠʮʳ ʠ ʤʝʜʠʮʠʥʩʢʠʝ ʫʯʨʝʞʜʝʥʠʷ. 

ɺ ʦʪʯʝʪʝ Check Point ʨʘʥʝʝ ʚ ʵʪʦʤ ʛʦʜʫ Ryuk ʠ REvil ʙʳʣʠ ʥʘʟʚʘʥʳ ʛʣʘʚʥʳʤʠ 

ʫʛʨʦʟʘʤʠ ʜʣʷ ʩʝʢʪʦʨʘ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʥʘ ʛʣʦʙʘʣʴʥʦʤ ʫʨʦʚʥʝ. 

ɺ ʢʦʥʮʝ ʦʢʪʷʙʨʷ 2020 ʛʦʜʘ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʉʐɸ ʚʳʧʫʩʪʠʣʦ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ 

ʦʙ ʘʪʘʢʘʭ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ Ryuk, ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʙʦʣʴʥʠʮʳ ʠ ʧʦʩʪʘʚʱʠʢʦʚ 

ʤʝʜʠʮʠʥʩʢʠʭ ʫʩʣʫʛ. ʈʘʥʝʝ ʫʚʝʜʦʤʣʝʥʠʝ, ʚ ʘʧʨʝʣʝ, ʟʘʙʠʣʦ ʪʨʝʚʦʛʫ ʦ ʚʳʤʦʛʘʪʝʣʷʭ 

ʛʨʫʧʧ ʥʘʨʫʰʘʶʱʠʭ ʙʦʣʴʥʠʮ, ʠʩʧʦʣʴʟʫʷ ʫʷʟʚʠʤʦʩʪʴ ʫʜʘʣʝʥʥʦʛʦ ʚʳʧʦʣʥʝʥʠʷ ʚ 

ʠʤʧʫʣʴʩʥʦ Secure VPN ʩʝʨʚʝʨʦʚ. 

ʅʦʚʦʩʪʠ ʦ ʧʨʦʛʨʘʤʤʘʭ-ʚʳʤʦʛʘʪʝʣʷʭ, ʧʦʨʘʞʘʶʱʠʭ ʨʘʟʣʠʯʥʳʝ ʙʦʣʴʥʠʮʳ ʚ 

ʉʐɸ, ʧʨʦʩʘʯʠʚʘʣʠʩʴ ʚ ʪʝʯʝʥʠʝ ʚʩʝʛʦ 2020 ʛʦʜʘ, ʙʦʣʴʰʠʥʩʪʚʦ ʠʟ ʥʠʭ - ʢ ʢʦʥʮʫ ʛʦʜʘ 

(1, 2, 3, 4, 5), ʘ ʥʝʢʦʪʦʨʳʝ ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʧʣʘʪʠʣʠ ʭʘʢʝʨʘʤ ʩʦʪʥʠ 

ʪʳʩʷʯ ʜʦʣʣʘʨʦʚ ʉʐɸ. ʚʝʨʥʫʪʴʩʷ ʢ ʥʦʨʤʘʣʴʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠè. (Ionut Ilascu. Rising 

healthcare breaches driven by hacking and unsecured servers // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/rising-healthcare-breaches-driven-

by-hacking-and-unsecured-servers/). 17.02.2021). 

***  

 

çʌʝʜʝʨʘʣʴʥʦʝ ʙʶʨʦ ʨʘʩʩʣʝʜʦʚʘʥʠʡ (ʌɹʈ) ʧʨʝʜʫʧʨʝʜʠʣʦ ʦ ʪʷʞʝʣʳʭ 

ʧʦʩʣʝʜʩʪʚʠʷʭ ʪʝʣʝʬʦʥʥʳʭ ʘʪʘʢ ʪʠʧʘ çʦʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠè (TDoS), ʘ ʪʘʢʞʝ 

ʧʨʝʜʦʩʪʘʚʠʣʦ ʤʝʨʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʩʤʷʛʯʝʥʠʷ ʠʭ ʚʦʟʜʝʡʩʪʚʠʷ. 

ʌɹʈ ʦʧʫʙʣʠʢʦʚʘʣʦ ʵʪʦ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʚ ʩʨʝʜʫ ʚ ʢʘʯʝʩʪʚʝ ʦʙʲʷʚʣʝʥʠʷ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʩʣʫʞʙʳ IC3 ʠ ʫʚʝʜʦʤʣʝʥʠʷ ʯʘʩʪʥʦʛʦ ʩʝʢʪʦʨʘ, ʚʳʧʫʱʝʥʥʦʛʦ ʜʣʷ 

ʦʨʛʘʥʠʟʘʮʠʡ ʯʘʩʪʥʦʛʦ ʩʝʢʪʦʨʘ ʚ ʢʦʦʨʜʠʥʘʮʠʠ ʩ DHS-CISA. 

ʅʘʧʘʜʝʥʠʷ ʥʘ ʩʣʫʞʙʳ ʵʢʩʪʨʝʥʥʦʡ ʧʦʤʦʱʠ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʛʠʙʝʣʠ ʣʶʜʝʡ 
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TDoS-ʘʪʘʢʠ - ʵʪʦ ʨʫʯʥʳʝ ʠʣʠ ʘʚʪʦʤʘʪʠʯʝʩʢʠʝ ʟʣʦʥʘʤʝʨʝʥʥʳʝ ʧʦʧʳʪʢʠ 

ʩʜʝʣʘʪʴ ʪʝʣʝʬʦʥʥʳʝ ʩʠʩʪʝʤʳ ʥʝʜʦʩʪʫʧʥʳʤʠ ʧʫʪʝʤ ʙʣʦʢʠʨʦʚʢʠ ʚʭʦʜʷʱʠʭ ʠ 

ʠʩʭʦʜʷʱʠʭ ʚʳʟʦʚʦʚ, ʯʪʦ ʤʦʞʝʪ ʠʤʝʪʴ ʫʞʘʩʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ, ʝʩʣʠ ʦʥʠ ʙʫʜʫʪ 

ʥʘʧʨʘʚʣʝʥʳ ʥʘ ʩʣʫʞʙʫ 911 ʠʣʠ ʘʥʘʣʦʛʠʯʥʳʝ ʩʣʫʞʙʳ ʮʝʥʪʨʘ ʵʢʩʪʨʝʥʥʦʛʦ ʚʳʟʦʚʘ. 

çʎʝʣʴ ʩʦʩʪʦʠʪ ʚ ʪʦʤ, ʯʪʦʙʳ ʢʘʢ ʤʦʞʥʦ ʜʦʣʴʰʝ ʫʜʝʨʞʠʚʘʪʴ ʦʪʚʣʝʢʘʶʱʠʝ 

ʟʚʦʥʢʠ ʘʢʪʠʚʥʳʤʠ, ʯʪʦʙʳ ʧʝʨʝʛʨʫʟʠʪʴ ʪʝʣʝʬʦʥʥʫʶ ʩʠʩʪʝʤʫ ʞʝʨʪʚʳ, ʯʪʦ ʤʦʞʝʪ 

ʟʘʜʝʨʞʘʪʴ ʠʣʠ ʟʘʙʣʦʢʠʨʦʚʘʪʴ ʟʘʢʦʥʥʳʝ ʟʚʦʥʢʠ ʚ ʩʣʫʞʙʫ ʧʦʜʜʝʨʞʢʠè, - ʟʘʷʚʠʣʠ ʚ 

ʌɹʈ. 

çʋʚʝʣʠʯʝʥʠʝ ʚʨʝʤʝʥʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʩʣʫʞʙ ʵʢʩʪʨʝʥʥʦʡ ʧʦʤʦʱʠ ʤʦʞʝʪ ʠʤʝʪʴ 

ʫʞʘʩʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ, ʚʢʣʶʯʘʷ ʛʠʙʝʣʴ ʣʶʜʝʡè. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʢʦʦʨʜʠʥʠʨʦʚʘʪʴ ʪʘʢʠʝ ʘʪʘʢʠ ʧʦ ʨʘʟʥʳʤ ʧʨʠʯʠʥʘʤ, 

ʚʢʣʶʯʘʷ ʭʘʢʪʠʚʠʟʤ, ʬʠʥʘʥʩʦʚʫʶ ʚʳʛʦʜʫ ʠʣʠ ʧʨʝʩʣʝʜʦʚʘʥʠʝ. 

ɺ ʪʦ ʚʨʝʤʷ ʢʘʢ ʭʘʢʪʠʚʠʩʪʳ ʤʦʛʫʪ ʟʣʦʫʧʦʪʨʝʙʣʷʪʴ ʠʤʠ ʜʣʷ ʧʨʦʧʘʛʘʥʜʳ ʩʚʦʠʭ 

ʩʦʮʠʘʣʴʥʳʭ ʠʣʠ ʧʦʣʠʪʠʯʝʩʢʠʭ ʫʙʝʞʜʝʥʠʡ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʠ ʥʘʯʘʣʠ ʘʪʘʢʠ 

TDoS ʜʣʷ ʚʳʤʦʛʘʪʝʣʴʩʪʚʘ ʫ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠ ʯʘʩʪʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ. 

ʆʥʠ ʪʘʢʞʝ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʚ ʧʨʦʰʣʦʤ, ʯʪʦʙʳ ʧʦʤʝʰʘʪʴ ʩʣʫʞʙʘʤ ʵʢʩʪʨʝʥʥʦʡ 

ʧʦʤʦʱʠ ʦʪʚʝʯʘʪʴ ʥʘ ʟʚʦʥʢʠ ʥʘ ʟʘʢʦʥʥʳʝ ʧʨʦʩʴʙʳ ʦ ʧʦʤʦʱʠ. 

ɸʛʝʥʪʩʪʚʘ ʵʢʩʪʨʝʥʥʦʡ ʧʦʤʦʱʠ ʪʘʢʞʝ ʧʦʜʚʝʨʛʘʣʠʩʴ ʥʘʧʘʜʝʥʠʷʤ ʚ ʧʨʦʰʣʦʤ 

çIC3 ʩʪʘʣʦ ʠʟʚʝʩʪʥʦ ʦʙ ʫʩʠʣʝʥʠʠ ʪʘʢʪʠʢʠ ʧʨʠʥʫʞʜʝʥʠʷ, ʧʨʠʤʝʥʷʝʤʦʡ 

ʩʫʙʲʝʢʪʘʤʠ, ʢʦʪʦʨʘʷ ʩʦʟʜʘʣʘ ʫʛʨʦʟʫ ʜʣʷ ʩʣʫʞʙ ʵʢʩʪʨʝʥʥʦʡ ʧʦʤʦʱʠ ʧʦ ʚʩʝʡ ʩʪʨʘʥʝè, 

- ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ ʌɹʈ ʦʪ ʷʥʚʘʨʷ 2013 ʛʦʜʘ. 

çɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʫʛʨʦʟʳ ʧʝʨʝʨʦʩʣʠ ʚ ʘʪʘʢʠ ʪʠʧʘ çʦʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠè 

ʪʝʣʝʬʦʥʥʦʡ ʩʚʷʟʠ (TDoS) ʧʨʦʪʠʚ ʨʘʙʦʪʦʜʘʪʝʣʝʡ ʞʝʨʪʚ, ʥʝʢʦʪʦʨʳʝ ʠʟ ʢʦʪʦʨʳʭ ʙʳʣʠ 

ʘʛʝʥʪʩʪʚʘʤʠ ʵʢʩʪʨʝʥʥʳʭ ʩʣʫʞʙ. 

çɺ ʨʝʟʫʣʴʪʘʪʝ ʘʪʘʢ TDoS ʙʳʣʠ ʟʘʙʣʦʢʠʨʦʚʘʥʳ ʪʝʣʝʬʦʥʥʳʝ ʣʠʥʠʠ ʩʣʫʞʙ 

ʵʢʩʪʨʝʥʥʦʡ ʧʦʤʦʱʠ, ʯʪʦ ʥʝ ʧʦʟʚʦʣʠʣʦ ʠʤ ʧʨʠʥʠʤʘʪʴ ʠ ʦʪʚʝʯʘʪʴ ʥʘ ʟʘʢʦʥʥʳʝ 

ʚʳʟʦʚʳ ʩʣʫʞʙʳ ʵʢʩʪʨʝʥʥʦʡ ʧʦʤʦʱʠè. 

ɺ ʦʪʜʝʣʴʥʦʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʤ ʦʧʦʚʝʱʝʥʠʠ, ʨʘʟʦʩʣʘʥʥʦʤ ʚ ʧʫʥʢʪʳ ʧʨʠʝʤʘ 

ʟʚʦʥʢʦʚ ʦʙʱʝʩʪʚʝʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (PSAP), ʮʝʥʪʨʳ ʵʢʩʪʨʝʥʥʦʡ ʩʚʷʟʠ ʠ ʧʝʨʩʦʥʘʣ ʚ 

ʤʘʨʪʝ 2013 ʛʦʜʘ, ʛʦʚʦʨʠʣʦʩʴ, ʯʪʦ ç[ʷ] ʧʨʝʜʧʦʣʘʛʘʝʪʩʷ, ʯʪʦ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ 

ʫʯʨʝʞʜʝʥʠʷ / ʩʣʫʞʙʳ ʵʢʩʪʨʝʥʥʦʡ ʧʦʤʦʱʠ ʩʪʘʥʦʚʷʪʩʷ çʤʠʰʝʥʴʶè ʠʟ-ʟʘ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʥʘʣʠʯʠʷ ʬʫʥʢʮʠʦʥʘʣʴʥʳʭ ʪʝʣʝʬʦʥʥʳʭ ʣʠʥʠʡ.è 

ʂʘʢ ʜʘʣʝʝ ʜʦʙʘʚʠʣʦ ʌɹʈ ʚʦ ʚʯʝʨʘʰʥʝʤ ʧʨʝʜʫʧʨʝʞʜʝʥʠʠ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ 

ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʫʩʣʫʛʠ ʠ ʠʥʩʪʨʫʤʝʥʪʳ TDoS ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʩ ʨʘʟʣʠʯʥʳʤ 

ʫʨʦʚʥʝʤ ʦʧʳʪʘ, ʯʪʦ ʨʝʟʢʦ ʩʥʠʞʘʝʪ ʫʨʦʚʝʥʴ ʥʘʚʳʢʦʚ, ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʟʘʧʫʩʢʘ 

ʪʘʢʠʭ ʘʪʘʢ. 

TDoS-ʘʪʘʢʠ ʪʘʢʞʝ ʩʣʦʞʥʦ ʦʙʥʘʨʫʞʠʪʴ, ʧʦʩʢʦʣʴʢʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ 

ʧʦʜʜʝʣʳʚʘʶʪ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʚʳʟʳʚʘʶʱʝʛʦ ʘʙʦʥʝʥʪʘ ʧʨʠ ʢʘʞʜʦʤ ʟʚʦʥʢʝ (ʚ 

ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʧʨʝʜʧʦʯʠʪʘʷ ʧʦʜʜʝʣʳʚʘʪʴ ʪʝʣʝʬʦʥʥʳʝ ʥʦʤʝʨʘ ʦʪʜʝʣʝʥʠʡ 

ʧʦʣʠʮʠʠ). 

ʕʪʦ ʜʝʣʘʝʪ ʧʨʘʢʪʠʯʝʩʢʠ ʥʝʚʦʟʤʦʞʥʳʤ ʨʘʟʣʠʯʝʥʠʝ ʟʣʦʥʘʤʝʨʝʥʥʳʭ ʠ 

ʟʘʢʦʥʥʳʭ ʚʳʟʦʚʦʚéè (Sergiu Gatlan. FBI: Telephony denial-of-service attacks can 

lead to loss of lives // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/fbi-telephony-denial-of-service-

attacks-can-lead-to-loss-of-lives/). 18.02.2021). 
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***  

 

çʂʦʣʠʯʝʩʪʚʦ ʧʨʝʜʣʦʞʝʥʠʡ ʦ ʜʦʩʪʫʧʝ ʢ ʩʝʪʠ ʠ ʠʭ ʤʝʜʠʘʥʥʳʝ ʮʝʥʳ ʚ 

ʧʫʙʣʠʯʥʳʭ ʧʫʙʣʠʢʘʮʠʷʭ ʥʘ ʭʘʢʝʨʩʢʠʭ ʬʦʨʫʤʘʭ ʫʧʘʣʠ ʚ ʧʦʩʣʝʜʥʝʤ ʢʚʘʨʪʘʣʝ 

ʧʨʦʰʣʦʛʦ ʛʦʜʘ, ʥʦ ʩʪʘʪʠʩʪʠʢʘ ʥʝ ʦʪʨʘʞʘʝʪ ʨʝʘʣʴʥʳʡ ʨʘʟʤʝʨ ʨʳʥʢʘ 

ʥʘʯʘʣʴʥʦʛʦ ʜʦʩʪʫʧʘ. 

ɼʘʥʥʳʝ ʢʦʤʧʘʥʠʠ Kela ʧʦ ʨʘʟʚʝʜʢʝ ʫʛʨʦʟ ʧʦʢʘʟʳʚʘʶʪ, ʯʪʦ ʤʥʦʛʠʝ ʩʜʝʣʢʠ 

ʬʘʢʪʠʯʝʩʢʠ ʟʘʢʨʳʚʘʣʠʩʴ ʟʘ ʟʘʢʨʳʪʳʤʠ ʜʚʝʨʷʤʠ, ʠ ʵʪʘ ʪʝʥʜʝʥʮʠʷ ʩʬʦʨʤʠʨʦʚʘʣʘʩʴ ʚ 

ʧʦʩʣʝʜʥʠʝ ʤʝʩʷʮʳ. 

ʆʙʤʘʥʯʠʚʦ ʤʘʣʝʥʴʢʦʝ ʧʨʝʜʣʦʞʝʥʠʝ 

ʇʦ ʜʘʥʥʳʤ ʢʦʤʧʘʥʠʠ, ʙʦʣʝʝ 240 ʧʨʝʜʣʦʞʝʥʠʡ ʦ ʧʨʦʜʘʞʝ ʧʝʨʚʦʥʘʯʘʣʴʥʦʛʦ 

ʜʦʩʪʫʧʘ ʢ ʩʝʪʠ ʚʦʟʥʠʢʣʠ ʚ ʧʫʙʣʠʯʥʳʭ ʦʙʩʫʞʜʝʥʠʷʭ ʥʘ ʪʨʝʭ ʧʦʜʧʦʣʴʥʳʭ ʬʦʨʫʤʘʭ. 

ʏʝʪʚʝʨʪʴ ʠʟ ʥʠʭ ʙʳʣʘ ʧʨʦʠʟʚʝʜʝʥʘ ʙʝʟ ʮʝʥʥʠʢʘ, ʯʪʦ ʷʚʥʦ ʩʚʠʜʝʪʝʣʴʩʪʚʦʚʘʣʦ ʦ ʪʦʤ, 

ʯʪʦ ʪʨʘʥʟʘʢʮʠʠ ʩʦʚʝʨʰʘʶʪʩʷ ʚ ʯʘʩʪʥʳʭ ʙʝʩʝʜʘʭ. 

ʆʜʥʘʢʦ ʵʪʦ ʯʠʩʣʦ ʥʝ ʚʢʣʶʯʘʝʪ ʧʨʝʜʣʦʞʝʥʠʝ ʦ ʜʦʩʪʫʧʝ ʢ ʙʦʣʝʝ ʯʝʤ 500 

ʩʝʪʷʤ.gov ʠ.edu (ʧʨʦʜʘʥʦ ʥʘ ʘʫʢʮʠʦʥʝ ʟʘ 25 ʙʠʪʢʦʡʥʦʚ) ʠ ʝʱʝ ʦʜʥʦ ʧʨʝʜʣʦʞʝʥʠʝ 

ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʢʠʪʘʡʩʢʦʤʫ ʧʨʦʠʟʚʦʜʠʪʝʣʶ ʵʣʝʢʪʨʦʥʠʢʠ (ʧʨʦʩʠʣʠ 150 ʙʠʪʢʦʡʥʦʚ). 

ʅʠ ʦʜʠʥ ʠʟ ʥʠʭ, ʧʦʭʦʞʝ, ʥʝ ʙʳʣ ʟʘʢʨʳʪ ʠʟ-ʟʘ ʙʝʟʫʤʥʦ ʚʳʩʦʢʠʭ ʮʝʥ. 

ɿʘ 1500ï2000 ʜʦʣʣʘʨʦʚ ʧʦʢʫʧʘʪʝʣʴ ʤʦʛ ʧʦʣʫʯʠʪʴ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʜʦʤʝʥʘ ʚ 

ʢʦʤʧʘʥʠʠ ʩʨʝʜʥʝʛʦ ʨʘʟʤʝʨʘ ʩ ʥʝʩʢʦʣʴʢʠʤʠ ʩʦʪʥʷʤʠ ʩʦʪʨʫʜʥʠʢʦʚ. ʆʜʥʘʢʦ ʩʨʝʜʥʷʷ 

ʮʝʥʘ ʚ ʯʝʪʚʝʨʪʦʤ ʢʚʘʨʪʘʣʝ ʩʦʩʪʘʚʠʣʘ 6 684 ʜʦʣʣʘʨʘ, ʯʪʦ ʙʦʣʴʰʝ, ʯʝʤ 4960 ʜʦʣʣʘʨʦʚ, 

ʢʦʪʦʨʳʝ Kela ʫʚʠʜʝʣʘ ʚ ʩʝʥʪʷʙʨʝ 2020 ʛʦʜʘ. 

ʉʦʚʦʢʫʧʥʘʷ ʩʫʤʤʘ ʚʩʝʭ ʧʨʝʜʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʝ Kela ʥʘʙʣʶʜʘʣʘ ʟʘ ʦʪʯʝʪʥʳʡ 

ʧʝʨʠʦʜ, ʩʦʩʪʘʚʠʣʘ 1 209 880 ʜʦʣʣʘʨʦʚ ʉʐɸ. ʀʟ ʥʠʭ ʨʘʟʥʦʩʯʠʢʠ ʩʦʦʙʱʠʣʠ ʚ 

ʦʪʢʨʳʪʳʭ ʨʘʟʛʦʚʦʨʘʭ ʦ ʟʘʢʣʶʯʝʥʠʠ ʩʜʝʣʦʢ ʥʘ ʩʫʤʤʫ ʚʩʝʛʦ 133 900 ʜʦʣʣʘʨʦʚ, ʯʪʦ 

ʩʦʩʪʘʚʣʷʝʪ ʪʦʣʴʢʦ 14% ʦʪ ʚʩʝʛʦ ʧʨʝʜʣʦʞʝʥʠʷ ʩʝʪʠ, ʢʦʪʦʨʦʝ ʫʚʠʜʝʣʘ ʢʦʤʧʘʥʠʷ. 

ʏʘʩʪʥʳʝ ʜʝʣʘ 

ʇʦ ʩʨʘʚʥʝʥʠʶ ʩ ʧʨʝʜʳʜʫʱʠʤʠ ʜʘʥʥʳʤʠ, ʩʦʙʨʘʥʥʳʤʠ ʚ ʩʝʥʪʷʙʨʝ, ʵʪʦ ʥʘ 23% 

ʥʠʞʝ. ʆʜʥʘʢʦ ʵʪʦ ʥʝ ʜʘʝʪ ʪʦʯʥʦʛʦ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʦ ʤʘʩʰʪʘʙʘʭ ʥʘʯʘʣʴʥʦʛʦ 

ʪʦʨʛʦʚʦʛʦ ʜʦʩʪʫʧʘ ʢ ʩʝʪʠ. ʂʘʢ Kela ʫʧʦʤʠʥʘʝʪ, ʧʦʣʫʯʘʷ ʠʩʪʠʥʥʦʝ ʯʫʚʩʪʚʦ, 

ʥʘʩʢʦʣʴʢʦ ʙʦʣʴʰʦʡ ʵʪʦʪ ʨʳʥʦʢ çʟʘʚʠʩʠʪ ʪʦʣʴʢʦ ʦʪ ʙʨʦʢʝʨʦʚ ʠ ʠʭ ʙʫʜʝʪ ʫʢʘʟʘʪʴ 

ʧʨʦʜʘʶʱʠʝʩʷ ʜʦʩʪʫʧʳ ʠʣʠ ʥʝʪ.è 

ʄʝʩʷʮ ʟʘ ʤʝʩʷʮʝʤ ʚ ʯʝʪʚʝʨʪʦʤ ʢʚʘʨʪʘʣʝ 2020 ʛʦʜʘ ʙʳʣʦ ʦʢʦʣʦ 80 ʦʙʨʘʱʝʥʠʡ 

ʢ ʩʝʪʠ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʚ ʧʨʝʜʳʜʫʱʝʤ ʧʝʨʠʦʜʝ ʠʭ ʙʳʣʦ 108, ʯʪʦ ʩʦʩʪʘʚʣʷʝʪ 25% 

ʨʘʟʨʳʚ, ʢʦʪʦʨʳʡ, ʚʝʨʦʷʪʥʦ, ʙʳʣ ʚʳʟʚʘʥ ʪʝʤ, ʯʪʦ ʙʨʦʢʝʨʳ ʧʝʨʝʚʦʜʠʣʠ ʧʝʨʝʛʦʚʦʨʳ ʩ 

ʧʦʩʨʝʜʥʠʢʘʤʠ ʠʣʠ ʧʦʢʫʧʘʪʝʣʷʤʠ ʚ ʯʘʩʪʥʳʝ ʢʘʥʘʣʳ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʚʟʛʣʷʜʦʚ 

ʧʦʩʪʦʨʦʥʥʠʭ. ʠʩʩʣʝʜʦʚʘʪʝʣʠ. 

çʕʪʘ ʛʠʧʦʪʝʟʘ ʦʩʥʦʚʘʥʘ ʥʘ ʪʦʤ ʬʘʢʪʝ, ʯʪʦ ʤʥʦʛʠʝ ʙʨʦʢʝʨʳ ʧʝʨʚʠʯʥʦʛʦ 

ʜʦʩʪʫʧʘ ʦʙʳʯʥʦ ʧʠʰʫʪ, ʯʪʦʙʳ ʩʚʷʟʘʪʴʩʷ ʩ ʥʠʤʠ ʚ ʯʘʩʪʥʦʤ ʧʦʨʷʜʢʝ, ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʜʨʫʛʠʭ ʜʦʩʪʫʧʘʭ, ʢʦʪʦʨʳʝ ʦʥʠ ʛʦʪʦʚʳ ʧʨʦʜʘʪʴ. ʍʦʪʷ ʪʘʢʦʝ 

ʧʦʚʝʜʝʥʠʝ ʩʫʱʝʩʪʚʦʚʘʣʦ ʚʩʝʛʜʘ, ʚ ʧʦʩʣʝʜʥʠʝ ʧʘʨʫ ʤʝʩʷʮʝʚ ʧʦʷʚʠʣʘʩʴ ʙʦʣʝʝ ʩʚʝʞʘʷ 

ʪʝʥʜʝʥʮʠʷ - ʙʨʦʢʝʨʳ ʯʘʩʪʦ ʧʨʝʜʣʘʛʘʶʪ ʥʝʩʢʦʣʴʢʦ ʚʘʨʠʘʥʪʦʚ ʜʦʩʪʫʧʘ ʚ ʦʜʥʦʤ 

ʧʦʪʦʢʝ ʠ ʧʨʦʩʷʪ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʧʦʢʫʧʘʪʝʣʝʡ ʩʚʷʟʘʪʴʩʷ ʩ ʥʠʤʠ ʚ ʯʘʩʪʥʦʤ ʧʦʨʷʜʢʝ, 

ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ ʚʝʩʴ ʩʧʠʩʦʢè - Kela 
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ɺ ʢʘʯʝʩʪʚʝ ʘʣʴʪʝʨʥʘʪʠʚʳ, ʢʘʢ ʠ ʚ ʩʣʫʯʘʝ ʩ ʙʠʟʥʝʩʦʤ ʚʳʤʦʛʘʪʝʣʝʡ, ʥʝʢʦʪʦʨʳʝ 

ʧʨʦʜʘʚʮʳ ʥʘʯʘʣʴʥʦʛʦ ʜʦʩʪʫʧʘ ʦʙʲʷʚʣʷʶʪ ʪʠʧ ʜʦʩʪʫʧʘ, ʢʦʪʦʨʳʡ ʠʤ ʥʫʞʝʥ ʜʣʷ 

ʧʨʠʚʣʝʯʝʥʠʷ ʧʘʨʪʥʝʨʦʚ, ʠ ʩʪʘʥʦʚʷʪʩʷ ʬʠʣʠʘʣʘʤʠ, ʨʘʙʦʪʘʶʱʠʤʠ ʟʘ ʧʨʦʮʝʥʪ. 

ʇʦʜʦʙʥʳʝ ʧʨʝʜʣʦʞʝʥʠʷ ʥʝ ʨʝʜʢʦʩʪʴ. ɺ ʜʨʫʛʦʤ ʙʨʦʢʝʨ ʩʦʦʙʱʠʣ, ʯʪʦ ʫ ʥʠʭ 

ʙʳʣʦ ç70 ʦʙʨʘʱʝʥʠʡ ʢ Citrix ʠʟ ʩʪʨʘʥ ʧʝʨʚʦʛʦ ʫʨʦʚʥʷè, ʯʪʦʙʳ ʧʨʝʜʣʦʞʠʪʴ 

ʧʨʠʙʳʣʴʥʳʝ ʮʝʣʠ. 

ʍʦʪʷ ʠ ʥʦʚʳʝ, ʠ ʩʪʘʨʳʝ ʙʨʦʢʝʨʳ ʧʝʨʚʠʯʥʦʛʦ ʜʦʩʪʫʧʘ ʦʧʫʙʣʠʢʦʚʘʣʠ ʩʚʦʠ 

ʧʨʝʜʣʦʞʝʥʠʷ ʚ ʯʝʪʚʝʨʪʦʤ ʢʚʘʨʪʘʣʝ 2020 ʛʦʜʘ, Kela ʛʦʚʦʨʠʪ, ʯʪʦ ʥʝʢʦʪʦʨʳʝ 

ʠʟʚʝʩʪʥʳʝ ʠʛʨʦʢʠ ʧʝʨʝʰʣʠ ʥʘ ʯʘʩʪʥʳʝ ʩʜʝʣʢʠ ʠ ʣʠʰʴ ʠʟʨʝʜʢʘ ʦʙʲʷʚʣʷʣʠ ʦ ʮʝʥʥʳʭ 

ʠ ʜʦʨʦʛʠʭ ʧʨʝʜʣʦʞʝʥʠʷʭ. 

ʆʜʠʥ ʠʟ ʵʪʠʭ ʫʯʘʩʪʥʠʢʦʚ, ʢʦʪʦʨʳʡ ʙʳʣ ʦʯʝʥʴ ʘʢʪʠʚʝʥ ʚ ʪʝʯʝʥʠʝ ʣʝʪʘ, 

ʧʝʨʝʯʠʩʣʠʣ ʪʦʣʴʢʦ ʜʚʘ ʧʨʝʜʣʦʞʝʥʠʷ ʚ ʦʢʪʷʙʨʝ ʠ ʜʝʢʘʙʨʝ: 35 000 ʜʦʣʣʘʨʦʚ ʟʘ ʜʦʩʪʫʧ 

ʢ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʤʫ ʫʯʨʝʞʜʝʥʠʶ ʠ 20 000 ʜʦʣʣʘʨʦʚ ʟʘ ʰʢʦʣʴʥʳʡ ʦʢʨʫʛ ʚ ʉʐɸ. 

ʊʘʢʦʝ ʧʦʚʝʜʝʥʠʝ ʭʘʨʘʢʪʝʨʥʦ ʜʣʷ ʙʨʦʢʝʨʦʚ, ʢʦʪʦʨʳʝ ʥʘʰʣʠ ʧʦʩʪʦʷʥʥʳʭ 

ʧʦʢʫʧʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʧʝʨʝʜʘʣʠ ʥʝʢʦʪʦʨʳʝ ʧʨʝʜʣʦʞʝʥʠʷ. ʇʦʵʪʦʤʫ ʦʥʠ ʦʙʨʘʪʠʣʠʩʴ 

ʢ ʧʫʙʣʠʯʥʦʡ ʯʘʩʪʠ ʬʦʨʫʤʘ, ʯʪʦʙʳ ʟʘʢʨʳʪʴ ʩʜʝʣʢʫ. 

ɺ ʦʩʥʦʚʥʦʤ ʜʦʩʪʫʧ RDP, VPN, RCE 

ʏʪʦ ʢʘʩʘʝʪʩʷ ʧʨʝʜʦʩʪʘʚʣʷʝʤʦʛʦ ʜʦʩʪʫʧʘ, ʪʦ ʚ ʚʝʨʭʥʝʡ ʯʘʩʪʠ ʩʧʠʩʢʘ ʥʘʭʦʜʷʪʩʷ 

ʵʢʩʧʣʦʡʪʳ ʫʜʘʣʝʥʥʦʛʦ ʨʘʙʦʯʝʛʦ ʩʪʦʣʘ (RDP), VPN, ʫʜʘʣʝʥʥʦʝ ʚʳʧʦʣʥʝʥʠʝ ʢʦʜʘ ʠ 

ʧʨʦʜʫʢʪʳ Citrix. ʕʪʦ ʙʦʣʝʝ 45% ʚʩʝʭ ʚʠʜʦʚ. 

ʉʨʝʜʠ ʤʝʥʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ ʪʠʧʦʚ ʜʦʩʪʫʧʘ ʘʥʘʣʠʪʠʢ Kela ʧʦ ʘʥʘʣʠʟʫ 

ʫʛʨʦʟ ɺʠʢʪʦʨʠʷ ʂʠʚʠʣʝʚʠʯ ʦʙʥʘʨʫʞʠʣʘ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ 

ʠ ʫʩʪʨʘʥʝʥʠʷ ʥʝʠʩʧʨʘʚʥʦʩʪʝʡ DX NetOps ʠ DX Spectrum, ʧʨʠʥʘʜʣʝʞʘʱʝʝ 

ʢʦʤʧʘʥʠʠ, ʢʦʪʦʨʘʷ ʫʧʨʘʚʣʷʣʘ ʘʵʨʦʧʦʨʪʦʤ. 

ʇʦʩʢʦʣʴʢʫ ʦʥ ʤʦʞʝʪ ʫʧʨʘʚʣʷʪʴ ʚʩʝʡ ʀʊ-ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ, ʝʛʦ ʤʦʞʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʙʦʢʦʚʦʛʦ ʧʝʨʝʤʝʱʝʥʠʷ, ʯʪʦʙʳ ʧʦʩʪʘʚʠʪʴ ʧʦʜ ʫʛʨʦʟʫ ʚʩʶ ʩʝʪʴ. 

ɼʦʩʪʫʧ ʯʝʨʝʟ ʵʪʦ ʇʆ ʙʳʣ ʧʨʦʜʘʥ ʟʘ ʯʝʪʳʨʝ ʜʥʷ. 

ʉʘʤʳʝ ʜʦʨʦʛʠʝ ʜʦʩʪʫʧʳ (ʙʦʣʝʝ 100 000 ʜʦʣʣʘʨʦʚ), ʢʦʪʦʨʳʝ Kela ʫʚʠʜʝʣʘ ʚ 

ʯʝʪʚʝʨʪʦʤ ʢʚʘʨʪʘʣʝ 2020 ʛʦʜʘ, ʢʘʩʘʣʠʩʴ ʢʘʢ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ, ʪʘʢ ʠ ʯʘʩʪʥʳʭ 

ʦʨʛʘʥʠʟʘʮʠʡ ʚ ʉʐɸ, ɸʚʩʪʨʘʣʠʠ, ʄʝʢʩʠʢʝ, ʀʥʜʠʠ ʠ ɽʚʨʦʧʝ. 

ʉʨʝʜʠ ʧʦʩʪʨʘʜʘʚʰʠʭ ʙʳʣʠ ʀʊ-ʢʦʤʧʘʥʠʠ - ʩʢʦʨʝʝ ʚʩʝʛʦ, ʧʦʩʪʘʚʱʠʢʠ 

ʫʧʨʘʚʣʷʝʤʳʭ ʫʩʣʫʛ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʜʦʩʪʫʧ ʢ ʩʚʦʠʤ ʢʣʠʝʥʪʘʤ, 

ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʝ ʢʦʤʧʘʥʠʠ, ʠʥʪʝʨʥʝʪ-ʧʨʦʚʘʡʜʝʨʳ, ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ 

ʫʯʨʝʞʜʝʥʠʷ ʠ ʢʨʫʧʥʘʷ ʥʝʬʪʝʛʘʟʦʚʘʷ ʢʦʤʧʘʥʠʷ. 

ʅʝʢʦʪʦʨʳʝ ʠʟ ʞʝʨʪʚ ʙʳʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ ʯʝʨʝʟ ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ ʧʦʩʣʝ 

ʧʝʨʚʦʥʘʯʘʣʴʥʦʛʦ ʧʨʝʜʣʦʞʝʥʠʷ ʜʦʩʪʫʧʘ, ʢʘʢ, ʥʘʧʨʠʤʝʨ, ʚ ʩʣʫʯʘʝ ʩ ʅʘʮʠʦʥʘʣʴʥʦʡ 

ʢʦʤʠʩʩʠʝʡ ʧʦ ʩʪʨʘʭʦʚʘʥʠʶ ʠ ʛʘʨʘʥʪʠʷʤ ʄʝʢʩʠʢʠ, ʦʙʲʷʚʣʝʥʥʦʡ ʥʘ ʜʚʫʭ ʬʦʨʫʤʘʭ ʥʘ 

ʩʫʤʤʫ ʥʝ ʤʝʥʝʝ 70 000 ʜʦʣʣʘʨʦʚ. ɺ ʥʘʯʘʣʝ ʜʝʢʘʙʨʷ ʧʨʦʛʨʘʤʤʘ-ʚʳʤʦʛʘʪʝʣʴ LockBit 

ʟʘʰʠʬʨʦʚʘʣʘ ʠʭ ʢʦʤʧʴʶʪʝʨʳ. 

ʊʦʨʛʦʚʮʳ ʜʦʩʪʫʧʦʤ ʢ ʩʝʪʠ ʧʨʦʜʦʣʞʘʶʪ ʨʘʟʞʠʛʘʪʴ ʢʠʙʝʨʘʪʘʢʠ ʚʩʝʭ ʚʠʜʦʚ, ʚ 

ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ. ʉʨʝʜʠ ʥʘʠʙʦʣʝʝ ʘʢʪʠʚʥʳʭ ʠʟ ʥʠʭ: 

Crasty - ʚ ʦʩʥʦʚʥʦʤ ʧʨʝʜʣʘʛʘʝʪ ʜʦʩʪʫʧ ʢ Citrix / RDWeb ʦʨʛʘʥʠʟʘʮʠʷʤ 

ɸʚʩʪʨʘʣʠʠ, ʌʨʘʥʮʠʠ, ʉʐɸ, ʘ ʪʘʢʞʝ ʢʦʤʧʘʥʠʷʤ ʠʟ ʜʨʫʛʠʭ ʩʪʨʘʥ, ʤʥʦʛʠʝ ʠʟ 

ʢʦʪʦʨʳʭ ʷʚʣʷʶʪʩʷ ʫʥʠʚʝʨʩʠʪʝʪʘʤʠ. 
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pshmm - ʧʨʦʜʘʞʘ ʜʦʩʪʫʧʘ ʢ RMM ʚ ʦʩʥʦʚʥʦʤ ʘʤʝʨʠʢʘʥʩʢʠʤ ʢʦʤʧʘʥʠʷʤ, 

ʠʩʧʦʣʴʟʫʶʱʠʤ Zoho's ManageEngine Desktop Central 

drumrlu / 3lv4n: ʦʙʝʩʧʝʯʠʚʘʝʪ ʤʥʦʞʝʩʪʚʝʥʥʳʡ ʜʦʩʪʫʧ, ʫʪʚʝʨʞʜʘʷ, ʯʪʦ ʪʘʢʞʝ 

ʩʢʦʤʧʨʦʤʝʪʠʨʫʝʪ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ VMware ESXi ʟʘʪʨʦʥʫʪʳʭ 

ʦʨʛʘʥʠʟʘʮʠʡ. 

Barf: ʦʙʳʯʥʦ ʧʨʦʜʘʝʪ ʪʠʧ ʜʦʩʪʫʧʘ RDP ʩ ʧʨʘʚʘʤʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʢʦʤʧʘʥʠʷʤ ʠʟ 

ʌʨʘʥʮʠʠ, ʉʐɸ, ɹʨʘʟʠʣʠʠ, ʀʩʧʘʥʠʠ, ʀʪʘʣʠʠ ʠ ɻʝʨʤʘʥʠʠ. 

7h0rf1nn: ʦʙʳʯʥʦ ʧʨʝʜʣʘʛʘʝʪ RCE ʠ ʚʝʙ-ʦʙʦʣʦʯʢʠ ʚ ʩʝʪʷʭ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʭ ʢʦʤʧʘʥʠʡ ʠʟ ʦʙʨʘʟʦʚʘʪʝʣʴʥʦʛʦ, ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʛʦ, 

ʬʠʥʘʥʩʦʚʦʛʦ, ʩʪʨʘʭʦʚʦʛʦ ʠ ʩʧʦʨʪʠʚʥʦʛʦ ʩʝʢʪʦʨʦʚè. (Ionut Ilascu. Hackers ask only 

$1,500 for access to breached company networks // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/hackers-ask-only-1-500-for-access-

to-breached-company-networks/). 11.02.2021). 
***  

 

çɺʝʜʫʱʘʷ ʬʨʘʥʮʫʟʩʢʘʷ ʢʦʤʧʘʥʠʷ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ StormShield 

ʩʦʦʙʱʠʣʘ, ʯʪʦ ʠʭ ʩʠʩʪʝʤʳ ʙʳʣʠ ʚʟʣʦʤʘʥʳ, ʯʪʦ ʧʦʟʚʦʣʠʣʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ 

ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʩʠʩʪʝʤʝ ʟʘʷʚʦʢ ʚ ʩʣʫʞʙʫ ʧʦʜʜʝʨʞʢʠ ʢʦʤʧʘʥʠʠ ʠ ʫʢʨʘʩʪʴ 

ʠʩʭʦʜʥʳʡ ʢʦʜ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʤʝʞʩʝʪʝʚʦʛʦ ʵʢʨʘʥʘ Stormshield 

Network Security. 

StormShield - ʬʨʘʥʮʫʟʩʢʘʷ ʢʦʤʧʘʥʠʷ, ʟʘʥʠʤʘʶʱʘʷʩʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, 

ʢʦʪʦʨʘʷ ʨʘʟʨʘʙʘʪʳʚʘʝʪ ʙʨʘʥʜʤʘʫʵʨʳ UTM (Unified Threat Management), ʨʝʰʝʥʠʷ 

ʜʣʷ ʟʘʱʠʪʳ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ ʠ ʨʝʰʝʥʠʷ ʜʣʷ ʙʝʟʦʧʘʩʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʬʘʡʣʘʤʠ. 

SNi40 ʦʪ StormShield - ʝʜʠʥʩʪʚʝʥʥʳʡ ʧʨʦʤʳʰʣʝʥʥʳʡ ʤʝʞʩʝʪʝʚʦʡ ʵʢʨʘʥ, 

ʧʦʣʫʯʠʚʰʠʡ ʩʝʨʪʠʬʠʢʘʪ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʝʨʚʦʛʦ ʫʨʦʚʥʷ (CSPN) ʦʪ ʌʨʘʥʮʫʟʩʢʦʛʦ 

ʥʘʮʠʦʥʘʣʴʥʦʛʦ ʘʛʝʥʪʩʪʚʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ (ANSSI). 

StormShield ʨʘʩʢʨʳʚʘʝʪ ʫʪʝʯʢʫ ʜʘʥʥʳʭ 

ɺ ʥʦʚʦʤ ʩʦʦʙʱʝʥʠʠ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʳʧʫʱʝʥʥʦʤ ʩʝʛʦʜʥʷ, StormShield 

ʩʦʦʙʱʠʣʘ, ʯʪʦ ʠʭ ʪʝʭʥʠʯʝʩʢʠʡ ʧʦʨʪʘʣ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʚ ʢʘʯʝʩʪʚʝ ʩʠʩʪʝʤʳ ʟʘʷʚʦʢ ʚ 

ʩʣʫʞʙʫ ʧʦʜʜʝʨʞʢʠ, ʙʳʣ ʚʟʣʦʤʘʥ ʠ, ʚʦʟʤʦʞʥʦ, ʧʦʟʚʦʣʷʣ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ 

ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʪʝʭʥʠʯʝʩʢʠʝ ʦʙʤʝʥʳ. 

çʅʝʜʘʚʥʦ ʛʨʫʧʧʳ Stormshield ʦʙʥʘʨʫʞʠʣʠ ʠʥʮʠʜʝʥʪ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʡ 

ʧʨʠʚʝʣ ʢ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʤʫ ʜʦʩʪʫʧʫ ʢ ʪʝʭʥʠʯʝʩʢʦʤʫ ʧʦʨʪʘʣʫ, ʢʦʪʦʨʳʡ 

ʠʩʧʦʣʴʟʫʝʪʩʷ, ʚ ʯʘʩʪʥʦʩʪʠ, ʥʘʰʠʤʠ ʢʣʠʝʥʪʘʤʠ ʠ ʧʘʨʪʥʝʨʘʤʠ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

ʩʚʦʠʤʠ ʙʠʣʝʪʘʤʠ ʚ ʩʣʫʞʙʫ ʧʦʜʜʝʨʞʢʠ ʧʦ ʥʘʰʠʤ ʧʨʦʜʫʢʪʘʤè. 

çɺʦʟʤʦʞʥʦ, ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʣʠʯʥʳʝ ʜʘʥʥʳʝ ʠ ʪʝʭʥʠʯʝʩʢʠʝ ʦʙʤʝʥʳ, 

ʩʚʷʟʘʥʥʳʝ ʩ ʦʧʨʝʜʝʣʝʥʥʳʤʠ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ. ʄʳ ʥʝʤʝʜʣʝʥʥʦ ʫʚʝʜʦʤʠʣʠ 

ʚʣʘʜʝʣʴʮʝʚ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʥʘ ʧʦʨʪʘʣʝ ʠ ʫʚʝʜʦʤʠʣʠ ʬʨʘʥʮʫʟʩʢʠʝ ʚʣʘʩʪʠ. ɺ 

ʢʘʯʝʩʪʚʝ ʤʝʨʳ ʧʨʝʜʦʩʪʦʨʦʞʥʦʩʪʠ ʤʳ ʩʙʨʦʩʠʣʠ ʧʘʨʦʣʠ ʚʩʝʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʠ ʤʳ 

ʧʨʠʤʝʥʠʣʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʤʝʨʳ ʢ ʧʦʨʪʘʣʫ ʯʪʦʙʳ ʫʢʨʝʧʠʪʴ ʩʚʦʶ ʙʝʟʦʧʘʩʥʦʩʪʴè. 

çɺʩʝ ʟʘʷʚʢʠ ʥʘ ʧʦʜʜʝʨʞʢʫ ʠ ʪʝʭʥʠʯʝʩʢʠʝ ʦʙʤʝʥʳ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ 

ʫʯʝʪʥʳʭ ʟʘʧʠʩʷʭ ʙʳʣʠ ʨʘʩʩʤʦʪʨʝʥʳ, ʠ ʨʝʟʫʣʴʪʘʪʳ ʜʦʚʝʜʝʥʳ ʜʦ ʩʚʝʜʝʥʠʷ 

ʢʣʠʝʥʪʦʚè, - ʩʦʦʙʱʠʣ StormShield ʚ ʫʚʝʜʦʤʣʝʥʠʠ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

StormShield ʦʙʥʘʨʫʞʠʣ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʢ ʥʝʢʦʪʦʨʦʤʫ 

ʠʩʭʦʜʥʦʤʫ ʢʦʜʫ ʜʣʷ ʩʚʦʝʛʦ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ SNS (Stormshield Network Security) ʚʦ 
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ʚʨʝʤʷ ʘʪʘʢʠ ʧʦʩʣʝ ʜʘʣʴʥʝʡʰʝʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʷ. ʀʭ ʠʩʩʣʝʜʦʚʘʥʠʷ ʥʝ ʫʢʘʟʳʚʘʶʪ ʥʘ 

ʪʦ, ʯʪʦ ʠʩʭʦʜʥʳʡ ʢʦʜ ʙʳʣ ʠʟʤʝʥʝʥ. 

çɼʘʣʴʥʝʡʰʝʝ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʵʪʦʛʦ ʠʥʮʠʜʝʥʪʘ ʚʳʷʚʠʣʦ ʫʪʝʯʢʫ ʥʝʢʦʪʦʨʳʭ 

ʯʘʩʪʝʡ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ SNS (Stormshield Network Security). ʕʪʘ ʠʥʬʦʨʤʘʮʠʷ ʪʘʢʞʝ 

ʙʳʣʘ ʧʝʨʝʜʘʥʘ ʥʘʰʠʤ ʢʣʠʝʥʪʘʤè, - ʧʨʝʜʫʧʨʝʜʠʣ StormShield ʩʚʦʠʭ ʢʣʠʝʥʪʦʚ. 

ʇʦʩʢʦʣʴʢʫ ʧʨʦʰʠʚʢʘ Stormshield Network Security (SNS) ʧʦʜʜʝʨʞʠʚʘʝʪ 

ʙʨʘʥʜʤʘʫʵʨʳ UTM ʢʦʤʧʘʥʠʠ, ʫʪʝʯʢʘ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ ʢʦʤʧʘʥʠʠ ʤʦʞʝʪ ʦʙʣʝʛʯʠʪʴ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʧʦʠʩʢ ʦʰʠʙʦʢ, ʢʦʪʦʨʳʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʫʩʪʨʦʡʩʪʚ. ʕʪʘ ʫʪʝʯʢʘ ʚʳʟʳʚʘʝʪ ʦʩʦʙʫʶ ʦʟʘʙʦʯʝʥʥʦʩʪʴ, 

ʧʦʩʢʦʣʴʢʫ ʫʩʪʨʦʡʩʪʚʘ StormShield SNS ʦʙʳʯʥʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ 

ʌʨʘʥʮʠʠ, ʦʙʦʨʦʥʥʳʤʠ ʚʝʜʦʤʩʪʚʘʤʠ ʠ ʝʚʨʦʧʝʡʩʢʠʤ ʨʳʥʢʦʤ ʤʘʣʦʛʦ ʠ ʩʨʝʜʥʝʛʦ 

ʙʠʟʥʝʩʘ. 

ɺ ʮʝʣʷʭ ʙʝʟʦʧʘʩʥʦʩʪʠ StormShield ʧʨʝʜʧʦʣʘʛʘʝʪ ʠʟʤʝʥʝʥʠʝ ʩʝʨʪʠʬʠʢʘʪʘ 

ʧʦʜʧʠʩʠ ʢʦʜʘ, ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʮʝʣʦʩʪʥʦʩʪʠ ʚʳʧʫʩʢʦʚ ʠ ʦʙʥʦʚʣʝʥʠʡ 

ʧʨʦʰʠʚʢʠ SNS (Stormshield Network Security). 

ʇʦʣʫʯʠʚ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʘʪʘʢʝ, ANSSI ʚʳʧʫʩʪʠʣʦ ʨʝʢʦʤʝʥʜʘʮʠʶ ʧʦ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚ ʢʦʪʦʨʦʡ ʟʘʷʚʣʷʝʪ, ʯʪʦ çʨʝʰʠʣʠ ʧʦʩʪʘʚʠʪʴ ʧʦʜ ʥʘʙʣʶʜʝʥʠʝ 

ʢʚʘʣʠʬʠʢʘʮʠʠ ʠ ʦʜʦʙʨʝʥʠʷ ʧʨʦʜʫʢʪʦʚ SNS ʠ SNIè. 

BleepingComputer ʦʙʨʘʪʠʣʩʷ ʚ StormShield ʩ ʚʦʧʨʦʩʘʤʠ ʦʙ ʘʪʘʢʝè. (Lawrence 

Abrams. Hackers steal StormShield firewall source code in data breach // Bleeping 

ComputerÈ (https://www.bleepingcomputer.com/news/security/hackers-steal-

stormshield-firewall-source-code-in-data-breach/). 04.02.2021). 

***  

 

çʂʘʢ ʠ ʣʶʙʘʷ ʜʨʫʛʘʷ ʢʦʤʧʘʥʠʷ ʚ ʜʝʣʦʚʦʤ ʤʠʨʝ, ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ 

ʩʪʨʝʤʷʪʩʷ ʫʚʝʣʠʯʠʪʴ ʩʚʦʠ ʧʨʦʜʘʞʠ. ʉ ʧʦʤʦʱʴʶ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʦʥʠ 

ʥʘʰʣʠ ʩʧʦʩʦʙ ʟʘʩʪʘʚʠʪʴ ʞʝʨʪʚ ʧʣʘʪʠʪʴ. ʀ ʚ ʩʚʦʝʤ ʩʪʨʝʤʣʝʥʠʠ ʢʠʙʝʨʘʪʘʢʠ 

ʟʘʠʤʩʪʚʫʶʪ ʤʝʪʦʜʠʢʫ ʫ ʦʪʜʝʣʦʚ ʧʨʦʜʘʞ ʟʘʢʦʥʥʳʭ ʧʨʝʜʧʨʠʷʪʠʡ. ʗ ʟʘʤʝʪʠʣ 

ʩʭʦʜʩʪʚʦ ʤʝʞʜʫ ʪʘʢʪʠʢʦʡ ʧʨʝʩʪʫʧʥʠʢʦʚ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʠ 

ʢʦʨʧʦʨʘʪʠʚʥʳʤʠ ʧʨʦʜʘʞʘʤʠ. ɺʘʞʥʦ ʧʦʥʠʤʘʪʴ ʩʭʦʜʩʪʚʦ, ʧʦʪʦʤʫ ʯʪʦ ʘʪʘʢʠ 

ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʥʝ ʧʨʝʢʨʘʪʷʪʩʷ ʚ ʙʣʠʞʘʡʰʝʝ ʚʨʝʤʷ.  

ʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʛʦʜʘʤʠ ʧʝʨʝʭʦʜʷʪ ʢ ʟʘʢʦʥʥʳʤ ʙʠʟʥʝʩ-ʤʦʜʝʣʷʤ. 

ʂʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ ʢʘʢ ʫʩʣʫʛʘ ʧʦʟʚʦʣʷʝʪ ʥʝʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʤ ʧʨʝʩʪʫʧʥʠʢʘʤ 

ʧʝʨʝʜʘʚʘʪʴ ʩʚʦʠ ʙʦʪ-ʩʝʪʠ, ʬʠʰʠʥʛʦʚʳʝ ʘʪʘʢʠ ʠ ʘʪʘʢʠ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʙʦʣʝʝ 

ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʤ ʭʘʢʝʨʘʤ. ʉʧʨʘʚʦʯʥʳʝ ʩʣʫʞʙʳ, ʩʯʝʪʘ-ʬʘʢʪʫʨʳ ʠ ʜʘʞʝ 

ʛʘʨʘʥʪʠʠ ʚʦʟʚʨʘʪʘ ʜʝʥʝʛ ʩʪʘʣʠ ʥʦʨʤʦʡ ʚ ʢʨʠʤʠʥʘʣʴʥʦʤ ʧʦʜʧʦʣʴʝ. ʇʨʦʛʨʘʤʤʳ-

ʚʳʤʦʛʘʪʝʣʠ ʩʘʤʠ ʧʦ ʩʝʙʝ ʩʪʘʣʠ ʥʘʩʪʦʣʴʢʦ ʙʦʣʴʰʠʤ ʙʠʟʥʝʩʦʤ, ʯʪʦ ʢʠʙʝʨʙʘʥʜʳ 

ʧʦʜʚʝʨʛʘʶʪ ʝʛʦ ʣʝʯʝʥʠʶ. ɺʦʪ ʥʝʩʢʦʣʴʢʦ ʩʧʦʩʦʙʦʚ, ʢʦʪʦʨʳʤʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ 

ʢʦʧʠʨʫʶʪ ʪʨʘʜʠʮʠʦʥʥʳʝ ʤʝʪʦʜʳ ʧʨʦʜʘʞ: 

ʇʦʠʩʢ ʠ ʨʘʟʚʝʜʢʘ 

ʇʝʨʚʳʡ ʰʘʛ ʚ ʧʨʠʚʣʝʯʝʥʠʠ ʢʣʠʝʥʪʦʚ - ʵʪʦ ʦʧʨʝʜʝʣʝʥʠʝ ʚʘʰʝʡ ʮʝʣʝʚʦʡ 

ʘʫʜʠʪʦʨʠʠ. ɼʣʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ-ʚʳʤʦʛʘʪʝʣʝʡ ʨʘʟʚʝʜʢʘ ʧʦʭʦʞʘ ʥʘ ʪʨʘʜʠʮʠʦʥʥʳʡ 

ʧʦʠʩʢ, ʢʦʛʜʘ ʦʥʠ ʧʳʪʘʶʪʩʷ ʥʘʡʪʠ ʞʝʨʪʚ, ʢʦʪʦʨʳʭ ʤʦʞʥʦ ʟʘʩʪʘʚʠʪʴ ʧʦʜʫʤʘʪʴ ʦ 

ʧʣʘʪʝʞʝ. ʇʦʜʦʙʥʦ ʟʘʢʦʥʥʳʤ ʧʨʝʜʧʨʠʷʪʠʷʤ, ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʩʪʘʨʘʶʪʩʷ 

ʚʳʷʩʥʠʪʴ, ʢʘʢʠʝ ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʚ ʢʘʢʠʭ ʩʝʢʪʦʨʘʭ ʩ ʥʘʠʙʦʣʴʰʝʡ ʚʝʨʦʷʪʥʦʩʪʴʶ ʚ 
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ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʟʘʧʣʘʪʷʪ ʚʳʢʫʧ, ʯʪʦʙʳ ʚʝʨʥʫʪʴ ʩʚʦʠ ʜʘʥʥʳʝ ʠ ʫʩʣʫʛʠ ʧʦʜ ʩʚʦʡ 

ʢʦʥʪʨʦʣʴ. ʆʥʠ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʦʮʠʘʣʴʥʳʝ ʩʝʪʠ, ʪʘʢʠʝ ʢʘʢ LinkedIn ʠ Twitter, 

ʯʪʦʙʳ ʥʘʡʪʠ ʩʦʪʨʫʜʥʠʢʦʚ ʜʣʷ ʪʘʨʛʝʪʠʥʛʘ. 

ɿʘʧʫʩʢ ʢʘʤʧʘʥʠʠ 

ʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤ ʥʝʦʙʭʦʜʠʤʦ ʛʣʫʙʦʢʦ ʨʘʟʙʠʨʘʪʴʩʷ ʚ ʦʨʛʘʥʠʟʘʮʠʠ, ʥʘ 

ʢʦʪʦʨʫʶ ʦʥʠ ʥʘʮʝʣʝʥʳ. ʂʘʢ ʠ ʩʪʘʥʜʘʨʪʥʳʝ ʢʘʤʧʘʥʠʠ ʧʦ ʧʨʦʜʘʞʘʤ, ʦʥʠ ʦʙʳʯʥʦ 

ʥʘʯʠʥʘʶʪʩʷ ʩ ʧʨʝʢʨʘʩʥʦʛʦ ʧʨʝʜʣʦʛʘ. ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʠʩʯʝʟʥʝʪ, ʦʥʠ 

ʧʨʦʚʝʜʫʪ ʨʘʟʚʝʜʢʫ ʚ ʩʝʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. ʆʥʠ ʠʱʫʪ ʫʷʟʚʠʤʦʩʪʠ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ 

ʠʩʧʦʣʴʟʦʚʘʪʴ, ʠ ʛʜʝ ʥʘʭʦʜʷʪʩʷ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʝ ʘʢʪʠʚʳ ʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ. 

ʌʠʰʠʥʛʦʚʦʝ ʵʣʝʢʪʨʦʥʥʦʝ ʧʠʩʴʤʦ ʜʦʣʞʥʦ ʙʳʪʴ ʪʱʘʪʝʣʴʥʦ ʦʙʨʘʙʦʪʘʥʦ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʪʦʣʴʢʦ ʧʨʘʚʠʣʴʥʦʛʦ ʩʦʦʙʱʝʥʠʷ, ʧʦʙʫʞʜʘʶʱʝʛʦ ʢ ʜʝʡʩʪʚʠʶ - 

ʧʦʣʫʯʘʪʝʣʴ ʜʦʣʞʝʥ ʦʪʢʨʳʪʴ ʝʛʦ ʠ ʣʠʙʦ ʟʘʛʨʫʟʠʪʴ ʚʣʦʞʝʥʠʝ, ʣʠʙʦ ʱʝʣʢʥʫʪʴ ʩʩʳʣʢʫ. 

ʉʨʝʜʥʷʷ ʦʪʢʨʳʪʘʷ ʩʪʘʚʢʘ ʜʣʷ ʩʪʘʥʜʘʨʪʥʳʭ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ ʤʘʨʢʝʪʠʥʛʦʚʳʭ 

ʢʘʤʧʘʥʠʡ 15% -25% ʩ ʱʝʣʯʢʦʤ ʧʦ ʩʪʘʚʢʝ 2,5% ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ 30% ʬʠʰʠʥʛʦʚʳʭ 

ʧʠʩʝʤ, ʢʦʪʦʨʳʝ ʦʪʢʨʳʪʳ.  

ʇʨʝʜʦʩʪʘʚʴʪʝ ʦʙʨʘʟʝʮ  

ʏʪʦʙʳ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʝ ʢʣʠʝʥʪʳ ʧʨʝʚʨʘʪʠʣʠʩʴ ʚ ʨʝʘʣʴʥʳʭ ʧʦʢʫʧʘʪʝʣʝʡ, 

ʤʘʨʢʝʪʦʣʦʛʠ ʯʘʩʪʦ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʦʙʨʘʟʮʳ ʧʨʦʜʫʢʪʘ ʠʣʠ ʧʨʦʙʥʫʶ ʚʝʨʩʠʶ. ɺ 

ʘʪʘʢʘʭ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʜʦʢʘʟʳʚʘʶʪ ʞʝʨʪʚʘʤ, ʯʪʦ ʦʥʠ 

ʚʟʣʦʤʘʣʠ ʩʝʪʴ, ʧʨʝʜʦʩʪʘʚʠʚ ʦʙʨʘʟʝʮ ʫʢʨʘʜʝʥʥʳʭ ʜʘʥʥʳʭ. ʏʘʩʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ 

ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ ʪʦʛʦ, ʯʪʦ ʢʣʶʯʠ ʜʣʷ ʨʘʟʙʣʦʢʠʨʦʚʢʠ ʟʘʰʠʬʨʦʚʘʥʥʳʭ 

ʜʘʥʥʳʭ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʨʘʙʦʪʘʶʪ. ʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʦʙʳʯʥʦ ʜʝʨʞʘʪ ʩʚʦʝ ʩʣʦʚʦ ʠ 

ʚʦʟʚʨʘʱʘʶʪ ʜʘʥʥʳʝ, ʯʪʦʙʳ ʥʝ ʧʦʜʦʨʚʘʪʴ ʩʚʦʶ ʨʝʧʫʪʘʮʠʶ. ʆʜʥʦ ʠʩʩʣʝʜʦʚʘʥʠʝ 

ʧʦʢʘʟʘʣʦ, ʯʪʦ 58% ʞʝʨʪʚ ʧʣʘʪʷʪ ʚʳʢʫʧ, ʘ ʜʨʫʛʦʝ ʧʦʢʘʟʘʣʦ, ʯʪʦ ʧʨʝʩʪʫʧʥʠʢʠ ʥʝ 

ʨʘʩʰʠʬʨʦʚʳʚʘʶʪ ʜʘʥʥʳʝ ʧʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʧʣʘʪʝʞʘ ʚʩʝʛʦ ʚ 1% ʩʣʫʯʘʝʚ.  

ʇʝʨʝʛʦʚʦʨʳ  

ʍʦʪʷ ʤʥʦʛʠʝ ʧʨʦʜʘʚʮʳ ʥʝʯʘʩʪʦ ʩʥʠʞʘʶʪ ʮʝʥʳ ʧʦ ʧʨʦʩʴʙʝ ʧʦʢʫʧʘʪʝʣʷ, ʵʪʦ 

ʧʨʦʠʩʭʦʜʠʪ ʚ ʩʠʪʫʘʮʠʷʭ, ʢʦʛʜʘ ʨʳʥʦʢ ʙʦʣʝʝ ʧʦʜʚʠʞʝʥ, ʘ ʚʦʨʦʥʢʘ ʧʨʦʜʘʞ 

ʦʛʨʘʥʠʯʝʥʘ. ʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ-ʚʳʤʦʛʘʪʝʣʠ ʨʘʩʩʯʠʪʳʚʘʶʪ ʜʦʛʦʚʦʨʠʪʴʩʷ ʦ ʮʝʥʝ, 

ʧʦʪʦʤʫ ʯʪʦ ʟʥʘʶʪ, ʯʪʦ ʜʘʥʥʳʝ ʥʝ ʪʘʢ ʮʝʥʥʳ ʜʣʷ ʢʦʛʦ-ʪʦ ʝʱʝ. ɽʩʣʠ ʦʨʛʘʥʠʟʘʮʠʷ ʥʝ 

ʧʣʘʪʠʪ, ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢ ʤʦʞʝʪ ʦʧʫʙʣʠʢʦʚʘʪʴ ʜʘʥʥʳʝ, ʯʪʦ ʩʤʫʱʘʝʪ ʞʝʨʪʚʫ. ʅʦ 

ʧʨʝʩʪʫʧʥʠʢʠ ʧʨʝʜʧʦʯʣʠ ʙʳ ʩʥʠʟʠʪʴ ʮʝʥʫ, ʯʝʤ ʚʦʦʙʱʝ ʥʝ ʧʦʣʫʯʠʪʴ ʜʝʥʴʛʠ - 

ʙʦʣʴʰʘʷ ʧʦʪʝʨʷ, ʢʦʛʜʘ ʩʨʝʜʥʷʷ ʮʝʥʘ ʚʳʤʦʛʘʪʝʣʷ ʧʨʝʚʳʰʘʝʪ 110 000 ʜʦʣʣʘʨʦʚ.  

ɺʦʪ ʥʝʩʢʦʣʴʢʦ ʨʝʢʦʤʝʥʜʘʮʠʡ, ʢʦʪʦʨʳʝ ʧʦʤʦʛʫʪ ʦʨʛʘʥʠʟʘʮʠʷʤ ʠʟʙʝʞʘʪʴ 

ʧʦʧʘʜʘʥʠʷ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʠ ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʫʱʝʨʙ, ʝʩʣʠ ʦʥʠ ʝʩʪʴ:  

ɿʘʜʨʘʠʪʴ ʣʶʢʠ 

ʆʨʛʘʥʠʟʘʮʠʠ ʜʦʣʞʥʳ ʩʪʘʨʘʪʴʩʷ ʥʝ ʜʦʧʫʩʢʘʪʴ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚʨʝʜʦʥʦʩʥʳʭ 

ʧʨʦʛʨʘʤʤ ʚ ʩʚʦʠ ʩʝʪʠ. ʇʦ ʜʘʥʥʳʤ Verizon, ʢʘʞʜʦʝ ʧʷʪʦʝ ʥʘʨʫʰʝʥʠʝ ʩʚʷʟʘʥʦ ʩ 

ʬʠʰʠʥʛʦʤ, ʧʦʵʪʦʤʫ ʦʙʫʯʝʥʠʝ ʩʦʪʨʫʜʥʠʢʦʚ ʨʘʩʧʦʟʥʘʚʘʥʠʶ ʬʠʰʠʥʛʦʚʳʭ ʧʠʩʝʤ ʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ʦʪ ʬʠʰʠʥʛʘ ʠ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʠʤʝʝʪ 

ʨʝʰʘʶʱʝʝ ʟʥʘʯʝʥʠʝ. ʂʨʦʤʝ ʪʦʛʦ, ʩʣʝʜʠʪʝ ʟʘ ʦʙʥʦʚʣʝʥʠʷʤʠ ʠ ʠʩʧʨʘʚʣʝʥʠʷʤʠ 

ʧʨʠʣʦʞʝʥʠʡ ʠ ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ, ʯʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʧʨʦʥʠʢʥʦʚʝʥʠʝ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʯʝʨʝʟ ʫʷʟʚʠʤʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ - 60% ʥʘʨʫʰʝʥʠʡ 

ʩʚʷʟʘʥʳ ʩ ʧʨʦʛʨʘʤʤʥʳʤ ʦʙʝʩʧʝʯʝʥʠʝʤ ʙʝʟ ʠʩʧʨʘʚʣʝʥʠʡ.  

ʅʘʟʘʜ ʢ ʦʩʥʦʚʘʤ 
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ʅʝ ʟʘʙʳʚʘʡʪʝ ʜʝʣʘʪʴ ʯʘʩʪʳʝ ʠ ʨʝʛʫʣʷʨʥʳʝ ʨʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʜʘʥʥʳʭ ʠ ʭʨʘʥʠʪʴ 

ʠʭ ʦʪʜʝʣʴʥʦ ʦʪ ʦʙʳʯʥʳʭ ʩʝʪʝʡ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʦʜʚʝʨʛʥʫʪʴʩʷ ʘʪʘʢʘʤ ʧʨʦʛʨʘʤʤ-

ʚʳʤʦʛʘʪʝʣʝʡ. ʈʝʟʝʨʚʥʳʝ ʢʦʧʠʠ ʜʦʣʞʥʳ ʥʘʭʦʜʠʪʴʩʷ ʚ ʤʝʩʪʝ, ʥʝʜʦʩʪʫʧʥʦʤ ʜʣʷ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ, ʥʘʧʨʠʤʝʨ, ʚ ʚʦʟʜʫʰʥʦʤ ʟʘʟʦʨʝ ʠʣʠ ʬʠʟʠʯʝʩʢʠ ʦʪʜʝʣʝʥʥʦʤ ʦʪ 

ʩʝʪʠ, ʧʦʜʢʣʶʯʝʥʥʦʡ ʢ ʀʥʪʝʨʥʝʪʫ. ʕʪʦ ʪʨʝʙʫʝʪ ʦʙʥʦʚʣʝʥʠʡ ʚʨʫʯʥʫʶ, ʥʦ ʵʪʦ ʩʘʤʳʡ 

ʙʝʟʦʧʘʩʥʳʡ ʧʦʜʭʦʜ.  

ʅʘʩʪʦʣʴʥʳʝ ʫʧʨʘʞʥʝʥʠʷ 

ʆʨʛʘʥʠʟʘʮʠʠ ʜʦʣʞʥʳ ʧʨʘʢʪʠʢʦʚʘʪʴ ʧʣʘʥʠʨʦʚʘʥʠʝ ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʙʠʟʥʝʩʘ, 

ʯʪʦʙʳ ʙʳʪʴ ʛʦʪʦʚʳʤʠ ʢ ʘʪʘʢʝ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʠ ʙʳʩʪʨʦ ʚʦʩʩʪʘʥʦʚʠʪʴʩʷ. ʕʪʦ 

ʦʟʥʘʯʘʝʪ, ʯʪʦ ʚʩʝ, ʦʪ ʪʝʭʥʠʯʝʩʢʠʭ ʩʧʝʮʠʘʣʠʩʪʦʚ ʠ ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʦ 

ʶʨʠʩʪʦʚ, ʬʠʥʘʥʩʦʚ ʠ PR, ʥʘ ʦʜʥʦʡ ʩʪʨʘʥʠʮʝ. ʂʦʤʘʥʜʳ ʜʦʣʞʥʳ ʧʨʦʨʘʙʦʪʘʪʴ ʨʘʟʥʳʝ 

ʩʮʝʥʘʨʠʠ ʠ ʦʪʨʘʙʦʪʘʪʴ ʰʘʛʠ, ʢʦʪʦʨʳʝ ʠʤ ʥʝʦʙʭʦʜʠʤʦ ʙʫʜʝʪ ʧʨʝʜʧʨʠʥʷʪʴ ʚ ʩʣʫʯʘʝ 

ʘʪʘʢʠ. ʕʪʠ ʥʘʩʪʦʣʴʥʳʝ ʫʧʨʘʞʥʝʥʠʷ ʩʣʝʜʫʝʪ ʚʳʧʦʣʥʷʪʴ ʥʝ ʨʝʞʝ ʦʜʥʦʛʦ ʨʘʟʘ ʚ 

ʢʚʘʨʪʘʣ. ʂʦʤʘʥʜʳ ʪʘʢʞʝ ʜʦʣʞʥʳ ʧʦʧʨʘʢʪʠʢʦʚʘʪʴʩʷ ʚ ʚʦʩʩʪʘʥʦʚʣʝʥʠʠ ʜʘʥʥʳʭ ʠʟ 

ʨʝʟʝʨʚʥʦʡ ʢʦʧʠʠ ʠ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʦʥʠ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʧʦʣʫʯʘʶʪ ʜʘʥʥʳʝ, ʢʦʛʜʘ ʠʤ 

ʥʫʞʥʦ, ʠ ʯʪʦ ʦʥʠ ʟʥʘʶʪ, ʛʜʝ ʭʨʘʥʷʪʩʷ ʢʣʶʯʝʚʳʝ ʜʘʥʥʳʝ. 

ɼʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʦʙʱʠʡ ʘʜʨʝʩʥʳʡ ʨʳʥʦʢ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ 

ʪʨʫʜʥʦ ʠʟʤʝʨʠʪʴ, ʥʦ ʦʥ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʚʝʣʠʢ - ʧʦʪʝʥʮʠʘʣʴʥʦʡ ʮʝʣʴʶ ʤʦʞʝʪ ʙʳʪʴ 

ʣʶʙʘʷ ʢʦʤʧʘʥʠʷ. ʇʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ ʧʨʷʤʦ ʩʝʡʯʘʩ ʤʦʛʫʪ ʧʦʨʘʟʠʪʴ ʪʘʢʠʝ 

ʚʘʞʥʳʝ ʦʪʨʘʩʣʠ, ʢʘʢ ʧʨʘʚʠʪʝʣʴʩʪʚʦ, ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʝ ʠ ʦʙʨʘʟʦʚʘʥʠʝ, ʥʦ ʫ ʢʘʞʜʦʡ 

ʦʨʛʘʥʠʟʘʮʠʠ ʝʩʪʴ ʩʚʦʡ ʧʦʨʦʛ ʚ ʦʪʥʦʰʝʥʠʠ ʙʠʟʥʝʩ-ʦʧʝʨʘʮʠʡ ʠ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʦʥʠ 

ʛʦʪʦʚʳ ʧʣʘʪʠʪʴ, ʯʪʦʙʳ ʥʝ ʧʦʪʝʨʷʪʴè. (Marcus J. Carey. How cybercriminals use sales 

best practices in ransomware attacks // BNP Media 

(https://www.securitymagazine.com/blogs/14-security-blog/post/94392-how-

cybercriminals-use-sales-best-practices-in-ransomware-attacks). 21.02.2021). 
***  

 

çʋʜʘʣʝʥʥʘʷ ʨʘʙʦʪʘ ʧʨʦʜʦʣʞʘʝʪ ʩʧʦʩʦʙʩʪʚʦʚʘʪʴ ʨʦʩʪʫ ʬʠʰʠʥʛʘ ʠ 

ʢʠʙʝʨʘʪʘʢ, ʦʩʦʙʝʥʥʦ ʚ ʉʐɸ. 
ʂʦʛʜʘ ʜʝʣʦ ʜʦʭʦʜʠʪ ʜʦ ʫʧʣʘʪʳ ʚʳʢʫʧʘ ʧʨʠ ʘʪʘʢʝ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʷ, 

ʪʨʝʙʦʚʘʥʠʷ ʨʘʩʪʫʪ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʩʦʛʣʘʩʥʦ ʦʧʨʦʩʫ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʤʫ ʚ 

ʧʦʥʝʜʝʣʴʥʠʢ, ʤʥʦʛʠʝ ʢʦʤʧʘʥʠʠ, ʟʘʧʣʘʪʠʚʰʠʝ ʚʳʢʫʧ, ʥʝ ʧʦʣʫʯʠʣʠ ʢʣʶʯ 

ʜʝʰʠʬʨʦʚʘʥʠʷ. 

ʅʘ ʩʘʤʦʤ ʜʝʣʝ, ʩʦʛʣʘʩʥʦ ʦʪʯʝʪʫ, ʬʠʰʠʥʛʦʚʳʝ ʘʪʘʢʠ ʥʘ ʪʝʤʫ ʧʘʥʜʝʤʠʠ, 

ʧʦʩʪʦʷʥʥʦʝ ʥʘʧʘʜʝʥʠʝ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʠ ʨʦʩʪ ʯʠʩʣʘ ʫʜʘʣʝʥʥʳʭ ʩʦʪʨʫʜʥʠʢʦʚ 

ʧʦ ʚʩʝʤʫ ʤʠʨʫ - ʚʩʝ ʵʪʦ ʚʤʝʩʪʝ ʩʜʝʣʘʣʦ ʧʦʩʣʝʜʥʠʝ 12 ʤʝʩʷʮʝʚ ʦʩʦʙʝʥʥʦ ʞʝʩʪʦʢʠʤʠ 

ʜʣʷ ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺ ʦʪʯʝʪʝ Proofpoint State of the Phish ʟʘ 2021 ʛʦʜ ʦʧʨʦʰʝʥʦ 600 

ʧʨʦʬʝʩʩʠʦʥʘʣʦʚ ʚ ʦʙʣʘʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʩʝʤʠ ʩʪʨʘʥʘʭ: 

ɸʚʩʪʨʘʣʠʠ, ʌʨʘʥʮʠʠ, ɻʝʨʤʘʥʠʠ, ʗʧʦʥʠʠ, ʀʩʧʘʥʠʠ, ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʠ ʉʐɸ; 

ʚʢʣʶʯʝʥʳ ʦʩʥʦʚʥʳʝ ʤʦʤʝʥʪʳ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ ʦʧʨʦʩʘ 3 500 ʚʟʨʦʩʣʳʭ ʨʘʙʦʪʥʠʢʦʚ 

ʠʟ ʪʝʭ ʞʝ ʩʪʨʘʥ, ʧʨʦʚʝʜʝʥʥʦʛʦ ʪʨʝʪʴʝʡ ʩʪʦʨʦʥʦʡ; ʠ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʣʠ ʙʦʣʝʝ 60 

ʤʠʣʣʠʦʥʦʚ ʩʤʦʜʝʣʠʨʦʚʘʥʥʳʭ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ, ʯʪʦʙʳ ʧʨʠʡʪʠ ʢ ʟʘʢʣʶʯʝʥʠʶ, 

ʩʦʦʙʱʠʣʘ ʢʦʤʧʘʥʠʷ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʡ ʚʩʧʣʝʩʢ ʪʨʝʙʦʚʘʥʠʡ ʦ ʚʳʢʫʧʝ 
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ʇʦ ʩʣʦʚʘʤ Proofpoint, ʠʟ 75 ʧʨʦʮʝʥʪʦʚ ʢʦʤʧʘʥʠʡ, ʢʦʪʦʨʳʝ ʦʪʚʝʪʠʣʠ ʥʘ ʦʪʯʝʪ 

State of the Phish, ʟʘʷʚʠʚ, ʯʪʦ ʦʥʠ ʙʳʣʠ ʟʘʨʘʞʝʥʳ ʧʨʦʛʨʘʤʤʦʡ- ʚʳʤʦʛʘʪʝʣʝʤ, ʙʦʣʝʝ 

ʧʦʣʦʚʠʥʳ ʨʝʰʠʣʠ ʟʘʧʣʘʪʠʪʴ ʚʳʢʫʧ, ʯʪʦʙʳ ʚʝʨʥʫʪʴ ʩʚʦʠ ʜʘʥʥʳʝ. ʀʟ ʪʦʡ ʧʦʣʦʚʠʥʳ, 

ʢʪʦ ʟʘʧʣʘʪʠʣ, ʪʦʣʴʢʦ 60% ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʢ ʩʚʦʠʤ ʜʘʥʥʳʤ. ʆʩʪʘʣʴʥʳʝ 40 

ʧʨʦʮʝʥʪʦʚ ʧʦʣʫʯʠʣʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʚʳʢʫʧ, ʯʪʦ ʥʘ 320 ʧʨʦʮʝʥʪʦʚ ʙʦʣʴʰʝ, ʯʝʤ ʚ 

ʧʨʦʣhʦʤ ʛʦʜʫ. 

ɺʤʝʩʪʦ ʪʦʛʦ ʯʪʦʙʳ ʨʝʘʛʠʨʦʚʘʪʴ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʦʥʠ ʧʦʪʝʨʷʣʠ ʢʦʥʪʨʦʣʴ ʥʘʜ 

ʩʚʦʠʤʠ ʜʘʥʥʳʤʠ, ɻʨʝʪʝʣʴ ʀʛʘʥ, ʩʪʘʨʰʠʡ ʩʧʝʮʠʘʣʠʩʪ ʧʦ ʚʦʧʨʦʩʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʩʪʨʘʪʝʛ ʧʦ ʦʙʫʯʝʥʠʶ ʚ Proofpoint, ʩʢʘʟʘʣʘ Threatpost, ʯʪʦ ʦʨʛʘʥʠʟʘʮʠʷʤ ʥʝʦʙʭʦʜʠʤʦ 

ʧʨʠʥʠʤʘʪʴ ʨʝʰʝʥʠʷ ʦ ʪʦʤ, ʢʘʢ ʨʝʘʛʠʨʦʚʘʪʴ ʟʘʜʦʣʛʦ ʜʦ ʚʟʣʦʤʘ. 

çʈʝʘʢʮʠʷ ʥʘ ʟʘʨʘʞʝʥʠʝ ʧʨʦʛʨʘʤʤʦʡ-ʚʳʤʦʛʘʪʝʣʝʤ - ʦʯʝʥʴ ʠʥʜʠʚʠʜʫʘʣʴʥʳʡ 

ʚʦʧʨʦʩ, - ʩʢʘʟʘʣ ʀʛʘʥ. çʄʘʩʰʪʘʙ ʟʘʨʘʞʝʥʠʷ, ʚʣʠʷʥʠʝ ʥʘ ʦʧʝʨʘʮʠʠ ʠ ʨʘʟʤʝʨ ʚʳʢʫʧʘ, 

ʚʝʨʦʷʪʥʦ, ʧʦʚʣʠʷʶʪ ʥʘ ʦʢʦʥʯʘʪʝʣʴʥʦʝ ʨʝʰʝʥʠʝ ʦ ʪʦʤ, ʢʘʢ ʙʦʨʦʪʴʩʷ ʩ ʘʪʘʢʦʡ. ʅʦ 

ʧʝʨʝʜʦʚʦʡ ʧʨʘʢʪʠʢʦʡ ʷʚʣʷʝʪʩʷ ʥʘʣʠʯʠʝ ʪʱʘʪʝʣʴʥʦ ʧʦʜʛʦʪʦʚʣʝʥʥʦʛʦ ʠ 

ʧʨʦʪʝʩʪʠʨʦʚʘʥʥʦʛʦ ʦʪʚʝʪʘ ʜʦ ʪʦʛʦ, ʢʘʢ ʥʘʯʥʝʪʩʷ ʘʪʘʢʘ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʷ, 

ʢʦʪʦʨʘʷ ʫʯʠʪʳʚʘʝʪ ʨʷʜ ʨʘʟʣʠʯʥʳʭ ʩʮʝʥʘʨʠʝʚ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʦʛʨʘʤʤ-

ʚʳʤʦʛʘʪʝʣʝʡ. ʆʯʝʥʴ ʚʘʞʥʦ ʦʮʝʥʠʪʴ ʨʠʩʢ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʚʦʟʥʘʛʨʘʞʜʝʥʠʝʤ ʟʘ 

ʩʦʚʝʨʰʝʥʠʝ ʧʣʘʪʝʞʘ ʠ ʘʣʴʪʝʨʥʘʪʠʚʳ, ʢʦʪʦʨʳʝ ʦʥʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ. 

ʂʦʣʠʯʝʩʪʚʦ ʧʦʧʳʪʦʢ ʬʠʰʠʥʛʘ ʢʦʤʧʘʥʠʡ 

ʆʪʯʝʪ ʧʦʢʘʟʳʚʘʝʪ ʨʝʟʢʠʡ ʨʦʩʪ ʧʦʧʳʪʦʢ ʬʠʰʠʥʛʘ, ʦʩʦʙʝʥʥʦ ʚ ʉʐɸ, ʛʜʝ 

ʢʦʣʠʯʝʩʪʚʦ ʘʪʘʢ ʫʚʝʣʠʯʠʣʦʩʴ ʥʘ 14 ʧʨʦʮʝʥʪʦʚ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʧʨʦʰʣʳʤ ʛʦʜʦʤ ʠ ʥʘ 

30 ʧʨʦʮʝʥʪʦʚ ʙʦʣʴʰʝ, ʯʝʤ ʚ ʦʩʪʘʣʴʥʦʤ ʤʠʨʝ. 

ʀ ʧʦʢʘ ʨʘʟʚʝʨʪʳʚʘʶʪʩʷ ʤʘʩʩʦʚʳʝ ʬʠʰʠʥʛʦʚʳʝ ʘʪʘʢʠ ʧʦ ʰʠʨʦʢʦʡ ʩʝʪʠ, 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʪʘʥʦʚʷʪʩʷ ʝʱʝ ʣʫʯʰʝ ʚ ʙʦʨʴʙʝ ʩ ʙʦʣʝʝ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʤʠ 

ʤʘʭʠʥʘʮʠʷʤʠ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ, ʪʘʢʠʤʠ ʢʘʢ ʮʝʣʝʚʦʡ ʬʠʰʠʥʛ, ʢʠʪʦʙʦʡʥʳʡ 

ʧʨʦʤʳʩʝʣ ʠ ʘʪʘʢʠ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʜʝʣʦʚʦʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ (BEC). 

ʕʣʝʢʪʨʦʥʥʘʷ ʧʦʯʪʘ ʧʦ-ʧʨʝʞʥʝʤʫ ʷʚʣʷʝʪʩʷ ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʳʤ ʢʘʥʘʣʦʤ ʜʣʷ 

ʬʠʰʝʨʦʚ, ʧʦʪʦʤʫ ʯʪʦ ʥʝʜʦʩʪʘʪʦʯʥʦ ʦʙʫʯʝʥʥʳʝ ʩʦʪʨʫʜʥʠʢʠ ʫʧʨʦʱʘʶʪ ʵʪʫ ʟʘʜʘʯʫ, 

ʧʦʷʩʥʷʝʪʩʷ ʚ ʦʪʯʝʪʝ, ʥʦ ʩʧʝʮʠʘʣʠʩʪʘʤ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʘʢʞʝ ʥʝʦʙʭʦʜʠʤʦ 

ʫʯʠʪʳʚʘʪʴ ʜʨʫʛʠʝ ʩʭʝʤʳ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ, ʩ ʢʦʪʦʨʳʤʠ ʩʪʘʣʢʠʚʘʶʪʩʷ 

ʦʨʛʘʥʠʟʘʮʠʠ, ʪʘʢʠʝ ʢʘʢ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡ, ʛʦʣʦʩʦʚʘʷ ʧʦʯʪʘ 

çʚʠʰʠʥʛè, SMS / text ʬʠʰʠʥʛ ʠʣʠ çsmishingè, ʠ ʜʘʞʝ ʚʨʝʜʦʥʦʩʥʳʝ USB-ʬʘʡʣʳ. 

çʆʨʛʘʥʠʟʘʪʦʨʳ ʫʛʨʦʟ ʧʦ ʚʩʝʤʫ ʤʠʨʫ ʧʨʦʜʦʣʞʘʶʪ ʥʘʮʝʣʠʚʘʪʴʩʷ ʥʘ ʣʶʜʝʡ ʩ 

ʧʦʤʦʱʴʶ ʛʠʙʢʠʭ, ʘʢʪʫʘʣʴʥʳʭ ʠ ʩʣʦʞʥʳʭ ʢʦʤʤʫʥʠʢʘʮʠʡ, ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʯʝʨʝʟ 

ʢʘʥʘʣ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʢʦʪʦʨʳʡ ʦʩʪʘʝʪʩʷ ʦʩʥʦʚʥʳʤ ʚʝʢʪʦʨʦʤ ʫʛʨʦʟè, - ʩʢʘʟʘʣ 

ɸʣʘʥ ʃʝʌʦʨʪ, ʩʪʘʨʰʠʡ ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ ʠ ʛʝʥʝʨʘʣʴʥʳʡ ʤʝʥʝʜʞʝʨ ʦʪʜʝʣʘ ʦʙʫʯʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ Proofpoint. çʆʙʝʩʧʝʯʝʥʠʝ ʧʦʥʠʤʘʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ ʪʦʛʦ, ʢʘʢ 

ʚʳʷʚʣʷʪʴ ʧʦʧʳʪʢʠ ʢʠʙʝʨʘʪʘʢ ʠ ʩʦʦʙʱʘʪʴ ʦ ʥʠʭ, ʥʝʩʦʤʥʝʥʥʦ, ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦ ʜʣʷ 

ʙʠʟʥʝʩʘ, ʦʩʦʙʝʥʥʦ ʢʦʛʜʘ ʧʦʣʴʟʦʚʘʪʝʣʠ ʧʨʦʜʦʣʞʘʶʪ ʨʘʙʦʪʘʪʴ ʫʜʘʣʝʥʥʦ - ʯʘʩʪʦ ʚ 

ʤʝʥʝʝ ʟʘʱʠʱʝʥʥʦʡ ʩʨʝʜʝ. ʍʦʪʷ ʤʥʦʛʠʝ ʦʨʛʘʥʠʟʘʮʠʠ ʟʘʷʚʣʷʶʪ, ʯʪʦ ʧʨʦʚʦʜʷʪ 

ʦʙʫʯʝʥʠʝ ʩʚʦʠʭ ʩʦʪʨʫʜʥʠʢʦʚ ʧʦ ʚʦʧʨʦʩʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʘʰʠ ʜʘʥʥʳʝ ʧʦʢʘʟʳʚʘʶʪ, 

ʯʪʦ ʙʦʣʴʰʠʥʩʪʚʦ ʠʟ ʥʠʭ ʜʝʣʘʝʪ ʥʝʜʦʩʪʘʪʦʯʥʦè. 

ʊʨʝʥʠʥʛʠ ʧʦ ʚʦʧʨʦʩʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ɺ ʪʦ ʚʨʝʤʷ ʢʘʢ 90 ʧʨʦʮʝʥʪʦʚ ʨʝʩʧʦʥʜʝʥʪʦʚ ʚ ʉʐɸ ʫʢʘʟʘʣʠ, ʯʪʦ ʠʭ 

ʩʦʪʨʫʜʥʠʢʠ ʧʝʨʝʰʣʠ ʥʘ ʫʜʘʣʝʥʥʫʶ ʨʘʙʦʪʫ ʚ 2020 ʛʦʜʫ, ʪʦʣʴʢʦ 29 ʧʨʦʮʝʥʪʦʚ ʠʟ ʥʠʭ 
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ʧʨʝʜʣʦʞʠʣʠ ʩʦʪʨʫʜʥʠʢʘʤ ʢʘʢʦʝ-ʣʠʙʦ ʦʙʫʯʝʥʠʝ ʙʝʟʦʧʘʩʥʳʤ ʧʨʠʚʳʯʢʘʤ ʫʜʘʣʝʥʥʦʡ 

ʨʘʙʦʪʳ, ʩʢʘʟʘʣ Proofpoint, ʩʦʟʜʘʚ ʩʦʚʝʨʰʝʥʥʦ ʥʦʚʦʝ ʤʝʩʪʦ ʜʣʷ ʦʭʦʪʳ ʥʘ 

ʬʠʰʠʥʛʦʚʳʭ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʧʨʘʢʪʠʯʝʩʢʠ ʚ ʤʛʥʦʚʝʥʠʝ ʦʢʘ. 

ɺ ʦʪʯʝʪʝ ʛʦʚʦʨʠʪʩʷ, ʯʪʦ ʟʘ 12-ʤʝʩʷʯʥʳʡ ʧʝʨʠʦʜ Proofpoint ʙʳʣʦ 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʦ ʙʦʣʝʝ 800 000 ʘʢʪʠʚʥʳʭ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʠ 35 000 ʬʠʰʠʥʛʦʚʳʭ ʧʠʩʝʤ, ʩʦʜʝʨʞʘʱʠʭ ʚʨʝʜʦʥʦʩʥʳʝ 

ʧʨʦʛʨʘʤʤʳ, ʚʢʣʶʯʘʷ ʪʨʦʷʥʦʚ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ (RAT), ʢʣʘʚʠʘʪʫʨʥʳʭ ʰʧʠʦʥʦʚ ʠ 

ʧʦʩʪʦʷʥʥʳʝ ʫʛʨʦʟʳ ʧʦʚʳʰʝʥʥʦʡ ʩʣʦʞʥʦʩʪʠ (APT). 

çʈʝʟʫʣʴʪʘʪʳ, ʢʘʩʘʶʱʠʝʩʷ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ ʚ ʉʐɸ, ʦʪʢʨʳʚʘʶʪ ʛʣʘʟʘè, - 

ʜʦʙʘʚʠʣ ʃʝʌʦʨʪ. çʇʦʯʪʠ ʚʩʝ ʦʧʨʦʰʝʥʥʳʝ ʥʘʤʠ ʘʤʝʨʠʢʘʥʩʢʠʝ ʩʧʝʮʠʘʣʠʩʪʳ ʚ 

ʦʙʣʘʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʷʚʠʣʠ, ʯʪʦ ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ ʦʥʠ 

ʧʦʜʜʝʨʞʘʣʠ ʥʦʚʫʶ ʤʦʜʝʣʴ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ ʢʘʢ ʤʠʥʠʤʫʤ ʜʣʷ ʧʦʣʦʚʠʥʳ 

ʩʦʪʨʫʜʥʠʢʦʚ ʩʚʦʝʡ ʦʨʛʘʥʠʟʘʮʠʠ. ʀ ʚʩʝ ʞʝ ʤʝʥʝʝ ʪʨʝʪʠ ʵʪʠʭ ʨʝʩʧʦʥʜʝʥʪʦʚ ʟʘʷʚʠʣʠ, 

ʯʪʦ ʨʘʙʦʯʠʭ ʦʙʫʯʠʣʠ ʤʝʪʦʜʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʚʷʟʘʥʥʳʤ ʩ ʨʘʙʦʪʦʡ ʠʟ ʜʦʤʘè. 

ɺ ʪʦ ʞʝ ʚʨʝʤʷ ʪʨʠ ʯʝʪʚʝʨʪʠ ʘʤʝʨʠʢʘʥʩʢʠʭ ʨʘʙʦʯʠʭ ʟʘʷʚʠʣʠ, ʯʪʦ ʦʥʠ 

ʧʦʟʚʦʣʷʶʪ ʩʚʦʠʤ ʜʨʫʟʴʷʤ ʠ ʨʦʜʩʪʚʝʥʥʠʢʘʤ ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʢ ʩʣʫʞʝʙʥʳʤ 

ʫʩʪʨʦʡʩʪʚʘʤ, ʯʪʦʙʳ ʜʝʣʘʪʴ ʪʘʢʠʝ ʚʝʱʠ, ʢʘʢ ʜʝʣʘʪʴ ʧʦʢʫʧʢʠ ʚ ʀʥʪʝʨʥʝʪʝ ʠ ʠʛʨʘʪʴ ʚ 

ʠʛʨʳ. 

çʕʪʠ ʧʨʦʙʝʣʳ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʟʥʘʯʠʪʝʣʴʥʳʡ ʨʠʩʢ ʠ ʫʩʠʣʠʚʘʶʪ 

ʧʦʪʨʝʙʥʦʩʪʴ ʚ ʠʥʠʮʠʘʪʠʚʘʭ ʧʦ ʦʙʫʯʝʥʠʶ ʚʦʧʨʦʩʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʨʠʝʥʪʠʨʦʚʘʥʥʳʭ 

ʥʘ ʫʜʘʣʝʥʥʫʶ ʨʘʙʦʯʫʶ ʩʠʣʫè, - ʩʢʘʟʘʣ ʃʝʌʦʨʪ. 

ɺ ʦʪʯʝʪʝ ʧʦʜʯʝʨʢʠʚʘʝʪʩʷ, ʯʪʦ ʪʨʝʥʠʥʛ ʧʦ ʚʦʧʨʦʩʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʨʘʙʦʪʘʝʪ. 

Proofpoint ʦʙʥʘʨʫʞʠʣ, ʯʪʦ 80 ʧʨʦʮʝʥʪʦʚ ʦʨʛʘʥʠʟʘʮʠʡ, ʫʯʘʩʪʚʦʚʘʚʰʠʭ ʚ ʦʧʨʦʩʝ, 

ʦʙʥʘʨʫʞʠʣʠ, ʯʪʦ ʦʙʫʯʝʥʠʝ çʩʥʠʞʘʝʪ ʫʷʟʚʠʤʦʩʪʴ ʢ ʬʠʰʠʥʛʫè. ʇʨʠ ʪʝʩʪʠʨʦʚʘʥʠʠ, 

ʢʘʢ ʚʳʷʩʥʠʣ Proofpoint, ʙʦʣʴʰʝ ʚʩʝʛʦ ʟʘʙʦʪʠʣʠʩʴ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʛʨʫʧʧʳ ʟʘʢʫʧʦʢ, 

ʪʦʛʜʘ ʢʘʢ ʩʦʪʨʫʜʥʠʢʠ ʪʝʭʥʠʯʝʩʢʦʛʦ ʦʙʩʣʫʞʠʚʘʥʠʷ ʠ ʦʙʦʨʫʜʦʚʘʥʠʷ ʧʦʣʫʯʠʣʠ 

ʭʫʜʰʠʝ ʦʮʝʥʢʠ. 

ʂʘʢ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ ʠ ʬʠʰʠʥʛ 

ʀʛʘʥ ʪʘʢʞʝ ʧʨʝʜʣʦʞʠʣ ʧʨʝʚʝʥʪʠʚʥʳʝ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʘʢʠʝ ʢʘʢ 

ʩʧʝʮʠʘʣʴʥʳʡ ʨʘʩʰʠʨʝʥʥʳʡ ʰʣʶʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʥʘʜʝʞʥʦʝ 

ʨʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʜʘʥʥʳʭ ʠ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʝ ʚʥʝʩʝʥʠʝ ʠʩʧʨʘʚʣʝʥʠʡ ʜʣʷ 

ʦʙʥʦʚʣʝʥʠʷ ʩʠʩʪʝʤ. 

çʂʨʦʤʝ ʪʦʛʦ, ʜʣʷ ʫʩʧʝʭʘ ʙʦʣʴʰʠʥʩʪʚʘ ʘʪʘʢ ʪʨʝʙʫʝʪʩʷ ʯʝʣʦʚʝʯʝʩʢʦʝ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ - ʠ ʦʥʠ ʚ ʦʩʥʦʚʥʦʤ ʥʘʮʝʣʝʥʳ ʥʘ ʢʦʥʢʨʝʪʥʳʭ ʣʶʜʝʡè, - ʧʦʷʩʥʠʣ 

ʀʛʘʥ. çʄʳ ʨʝʢʦʤʝʥʜʫʝʤ ʧʨʦʚʦʜʠʪʴ ʥʝʧʨʝʨʳʚʥʦʝ ʦʙʫʯʝʥʠʝ ʧʦ ʚʦʧʨʦʩʘʤ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʢʘʞʜʦʛʦ ʩʦʪʨʫʜʥʠʢʘ ʠ ʧʦʜʨʷʜʯʠʢʘ, ʠʤʝʶʱʝʛʦ ʜʦʩʪʫʧ ʢ 

ʢʦʨʧʦʨʘʪʠʚʥʳʤ ʩʠʩʪʝʤʘʤ. ʅʝʢʦʪʦʨʳʝ ʚʘʨʠʘʥʪʳ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʙʫʜʫʪ 

ʟʘʧʨʘʰʠʚʘʪʴ ʦʧʣʘʪʫ ʫ ʯʝʣʦʚʝʢʘ, ʧʦʵʪʦʤʫ ʚʘʞʥʦ, ʯʪʦʙʳ ʩʦʪʨʫʜʥʠʢʠ ʟʥʘʣʠ, ʯʪʦ 

ʥʝʣʴʟʷ ʜʝʣʘʪʴ ʥʠʢʘʢʠʭ ʧʣʘʪʝʞʝʡ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ, ʠ ʩʦʦʙʱʘʪʴ ʦ ʥʠʭ ʩʚʦʠʤ 

ʨʫʢʦʚʦʜʠʪʝʣʷʤè. 

ɽʩʪʴ ʭʦʨʦʰʠʝ ʥʦʚʦʩʪʠ. ʆʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʩʣʫʯʘʝʚ 

ʟʘʨʘʞʝʥʠʷ ʧʨʦʛʨʘʤʤʘʤʠ-ʚʳʤʦʛʘʪʝʣʷʤʠ ʦʩʪʘʣʦʩʴ ʧʨʠʤʝʨʥʦ ʥʘ ʪʦʤ ʞʝ ʫʨʦʚʥʝ, ʠ 

Proofpoint ʩʦʦʙʱʠʣʘ, ʯʪʦ ʢʦʣʠʯʝʩʪʚʦ ʟʘʨʘʞʝʥʠʡ ʚʨʝʜʦʥʦʩʥʳʤ ʇʆ ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʬʠʰʠʥʛʘ ʩʥʠʟʠʣʦʩʴ ʥʘ 17 ʧʨʦʮʝʥʪʦʚ. ɹʦʣʝʝ ʪʦʛʦ, ʢʦʣʠʯʝʩʪʚʦ ʨʝʩʧʦʥʜʝʥʪʦʚ, 

ʩʦʦʙʱʘʶʱʠʭ ʦ ʧʨʷʤʳʭ ʬʠʥʘʥʩʦʚʳʭ ʧʦʪʝʨʷʭ, ʩʥʠʟʠʣʦʩʴ ʥʘ 47%, ʯʪʦ, ʢʘʢ ʜʦʙʘʚʣʝʥʦ 
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ʚ ʦʪʯʝʪʝ, çʤʦʞʝʪ ʫʢʘʟʳʚʘʪʴ ʥʘ ʪʦ, ʯʪʦ ʦʨʛʘʥʠʟʘʮʠʠ ʚʥʝʜʨʠʣʠ ʙʦʣʝʝ ʩʪʨʦʛʠʝ 

ʧʨʝʚʝʥʪʠʚʥʳʝ ʤʝʨʳ ʧʨʦʪʠʚ ʵʪʠʭ ʪʠʧʦʚ ʘʪʘʢè, ʠ, ʯʪʦ ʝʱʝ ʣʫʯʰʝ, ʵʪʠ ʤʝʨʳ 

ʨʘʙʦʪʘʶʪè. (Becky Bracken. Ransomware Demands Spike 320%, Payments Rise // 

Threatpost (https://threatpost.com/ransomware-demands-spike-payments-rise/163744/). 

08.02.2021). 
***  

 

çʇʦʩʪʘʚʱʠʢ ʘʥʪʠʚʠʨʫʩʥʳʭ ʨʝʰʝʥʠʡ, ʢʦʤʧʘʥʠʷ Emsisoft ʩʦʦʙʱʘʝʪ, ʯʪʦ 

ʥʝʠʟʚʝʩʪʥʘʷ ʪʨʝʪʴʷ ʩʪʦʨʦʥʘ ʧʦʣʫʯʠʣʘ ʜʦʩʪʫʧ ʢ ʙʘʟʝ ʜʘʥʥʳʭ, ʩʦʜʝʨʞʘʱʝʡ 

ʪʝʭʥʠʯʝʩʢʠʝ ʣʦʛʠ. 

ʇʨʦʙʣʝʤʘ ʟʘʢʣʶʯʘʣʘʩʴ ʚ ʪʦʤ, ʯʪʦ ʪʝʩʪʦʚʘʷ ʩʠʩʪʝʤʘ ʦʢʘʟʘʣʘʩʴ ʥʝʚʝʨʥʦ 

ʩʢʦʥʬʠʛʫʨʠʨʦʚʘʥʘ ʠ ʜʦʩʪʫʧʥʘ ʯʝʨʝʟ ʠʥʪʝʨʥʝʪ, ʘ ʚʤʝʩʪʝ ʩ ʥʝʡ ʫʧʦʤʷʥʫʪʘʷ ɹɼ. ʕʪʘ 

ʩʠʩʪʝʤʘ ʠʩʧʦʣʴʟʦʚʘʣʘʩʴ ʜʣʷ ʦʮʝʥʢʠ ʠ ʩʨʘʚʥʠʪʝʣʴʥʦʛʦ ʘʥʘʣʠʟʘ ʭʨʘʥʝʥʠʷ ʠ 

ʫʧʨʘʚʣʝʥʠʷ ʜʘʥʥʳʤʠ ʣʦʛʦʚ, ʢʦʪʦʨʳʝ ʛʝʥʝʨʠʨʫʶʪ ʧʨʦʜʫʢʪʳ ʠ ʩʝʨʚʠʩʳ Emsisoft. ʀʟ-

ʟʘ ʦʰʠʙʢʠ ʩʦʪʨʫʜʥʠʢʦʚ, ɹɼ ʩʪʘʣʘ ʜʦʩʪʫʧʥʘ ʜʣʷ ʚʩʝʭ ʞʝʣʘʶʱʠʭ 18 ʷʥʚʘʨʷ 2021 

ʛʦʜʘ, ʘ ʫʪʝʯʢʫ ʦʙʥʘʨʫʞʠʣʠ ʠ ʫʩʪʨʘʥʠʣʠ ʪʦʣʴʢʦ 3 ʬʝʚʨʘʣʷ 2021 ʛʦʜʘ. 

ʉʦʦʙʱʘʝʪʩʷ, ʯʪʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚ ʙʘʟʝ ʙʳʣʦ ʥʝʤʥʦʛʦ: 14 

ʘʜʨʝʩʦʚ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʧʨʠʥʘʜʣʝʞʘʱʠʝ ʩʝʤʠ ʨʘʟʣʠʯʥʳʤ ʦʨʛʘʥʠʟʘʮʠʷʤ. 

ʆʜʥʘʢʦ ɹɼ ʭʨʘʥʠʣʘ ʤʥʦʞʝʩʪʚʦ ʧʨʦʜʘʢʰʝʥ-ʣʦʛʦʚ, ʘ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʧʦʢʘʟʘʣʦ, ʯʪʦ ʧʦ 

ʤʝʥʴʰʝʡ ʤʝʨʝ ʦʜʠʥ ʯʝʣʦʚʝʢ çʧʦʣʫʯʠʣ ʜʦʩʪʫʧ ʢ ʥʝʢʦʪʦʨʳʤ ʠʣʠ ʚʩʝʤ ʜʘʥʥʳʤ, 

ʩʦʜʝʨʞʘʱʠʤʩʷ ʚ ʵʪʦʡ ʙʘʟʝ ʜʘʥʥʳʭè. 

çʋʢʨʘʜʝʥʥʳʝ ʜʘʥʥʳʝ ʩʦʩʪʦʷʪ ʠʟ ʪʝʭʥʠʯʝʩʢʠʭ ʣʦʛʦʚ, ʩʦʟʜʘʚʘʝʤʳʭ ʥʘʰʠʤ 

ʟʘʱʠʪʥʳʤ ʇʆ ʚ ʭʦʜʝ ʦʙʳʯʥʦʡ ʨʘʙʦʪʳ, ʥʘʧʨʠʤʝʨ, ʧʨʦʪʦʢʦʣʦʚ ʦʙʥʦʚʣʝʥʠʷ. ʆʙʳʯʥʦ 

[ʪʘʢʠʝ ʣʦʛʠ] ʥʝ ʩʦʜʝʨʞʘʪ ʥʠʢʘʢʦʡ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʚʢʣʶʯʘʷ ʧʘʨʦʣʠ, ʭʵʰʠ 

ʧʘʨʦʣʝʡ, ʠʤʝʥʘ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʚʳʩʪʘʚʣʝʥʠʷ 

ʩʯʝʪʦʚ, ʘʜʨʝʩʘ ʠ ʪʘʢ ʜʘʣʝʝè, ð ʫʚʝʨʷʶʪ ʚ ʢʦʤʧʘʥʠʠ. 

ɺʳʰʝʫʧʦʤʷʥʫʪʳʝ 14 ʘʜʨʝʩʦʚ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʢʦʪʦʨʳʝ ʭʨʘʥʠʣʠʩʴ ʚ ʙʘʟʝ 

ʜʘʥʥʳʭ, ʧʦʧʘʣʠ ʪʫʜʘ ʯʝʨʝʟ ʣʦʛʠ ʩʢʘʥʝʨʦʚ, ʪʘʢ ʢʘʢ ʚ ʧʦʯʪʦʚʳʭ ʢʣʠʝʥʪʘʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʚʨʝʜʦʥʦʩʥʳʝ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘè. (ʄʘʨʠʷ 

ʅʝʬʸʜʦʚʘ. ʂʦʤʧʘʥʠʷ Emsisoft ʩʦʦʙʱʠʣʘ ʦʙ ʫʪʝʯʢʝ ʜʘʥʥʳʭ // Xakep 

(https://xakep.ru/2021/02/11/emsisoft-leak/). 11.02.2021). 
***  

 

çʉʧʝʮʠʘʣʠʩʪʳ Group-IB ʦʙʥʘʨʫʞʠʣʠ 706 ʤʦʰʝʥʥʠʯʝʩʢʠʭ ʩʘʡʪʦʚ, 

ʩʪʠʣʠʟʦʚʘʥʥʳʭ ʧʦʜ ʦʬʠʮʠʘʣʴʥʳʡ ʨʝʩʫʨʩ Rakuten Viber, ʛʜʝ ʤʦʰʝʥʥʠʢʠ 

ʦʙʝʱʘʣʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʨʦʟʳʛʨʳʰʠ ʠ ʧʨʠʟʳ (ʥʘ ʩʘʤʦʤ ʜʝʣʝ ʩʪʨʝʤʷʩʴ 

ʧʦʭʠʪʠʪʴ ʠʭ ʜʝʥʴʛʠ). 
ʊʘʢ ʢʘʢ Group-IB ʟʘʢʣʶʯʠʣʘ ʩ Rakuten Viber ʧʘʨʪʥʝʨʩʢʦʝ ʩʦʛʣʘʰʝʥʠʝ ʜʣʷ 

ʟʘʱʠʪʳ ʙʨʝʥʜʘ, ʢʦʤʧʘʥʠʷ ʚʝʜʝʪ ʤʦʥʠʪʦʨʠʥʛ ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ ʘʢʪʠʚʥʦʩʪʠ ʩ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʙʨʝʥʜʘ Viber, ʦʪʩʣʝʞʠʚʘʷ ʪʘʢʠʝ ʠʩʪʦʯʥʠʢʠ, ʢʘʢ ʜʦʤʝʥʥʳʝ ʠʤʝʥʘ, 

ʢʦʥʪʝʢʩʪʥʫʶ ʨʝʢʣʘʤʫ, ʧʦʠʩʢʦʚʫʶ ʚʳʜʘʯʫ, ʤʘʛʘʟʠʥʳ ʤʦʙʠʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, 

ʩʦʮʩʝʪʠ, ʙʘʟʳ ʩ ʫʪʝʯʢʘʤʠ ʜʘʥʥʳʭ ʠ ʜʘʨʢʥʝʪ. ʂʨʦʤʝ ʪʦʛʦ, ʥʘ ʚʨʝʜʦʥʦʩʥʳʝ ʨʝʩʫʨʩʳ 

ʞʘʣʫʶʪʩʷ ʩʘʤʠ ʧʦʣʴʟʦʚʘʪʝʣʠ, ʦʪʤʝʯʘʷ ʘʢʢʘʫʥʪʳ, ʨʘʩʩʳʣʘʶʱʠʝ ʩʧʘʤ ʠʣʠ ʩʩʳʣʢʠ ʥʘ 

ʤʦʰʝʥʥʠʯʝʩʢʠʝ ʩʘʡʪʳ. 
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ɺ ʠʪʦʛʝ ʙʳʣʦ ʧʦʜʩʯʠʪʘʥʦ, ʯʪʦ ʚ 2020 ʛʦʜʫ ʢʦʣʠʯʝʩʪʚʦ ʤʦʰʝʥʥʠʯʝʩʢʠʭ 

ʨʝʩʫʨʩʦʚ, ʠʤʠʪʠʨʫʶʱʠʭ ʩʘʡʪ Viber, ʚʳʨʦʩʣʦ ʥʘ 190% ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʧʨʝʜʳʜʫʱʠʤ 

ʛʦʜʦʤ. ɺʩʝʛʦ ʞʝ ʥʘ ʪʝʨʨʠʪʦʨʠʠ ʈʌ ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ ʙʳʣʦ ʦʙʥʘʨʫʞʝʥʦ ʙʦʣʝʝ 706 

ʤʦʰʝʥʥʠʯʝʩʢʠʭ ʩʘʡʪʦʚ, ʯʴʶ ʜʝʷʪʝʣʴʥʦʩʪʴ ʧʨʘʢʪʠʯʝʩʢʠ ʧʦʣʥʦʩʪʴʶ ʫʜʘʣʦʩʴ 

ʧʨʝʢʨʘʪʠʪʴ ð ʙʳʣʦ ʟʘʢʨʳʪʦ 98% ʠʟ ʵʪʠʭ ʨʝʩʫʨʩʦʚ. 

ʇʝʨʚʘʷ ʚʦʣʥʘ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʥʘʯʘʣʘʩʴ ʚ ʬʝʚʨʘʣʝ ʠ ʙʳʣʘ ʩʚʷʟʘʥʘ ʩ 

ʧʘʥʜʝʤʠʝʡ, ʦʩʪʘʣʴʥʳʝ ʚʳʷʚʣʝʥʥʳʝ ʩʣʫʯʘʠ ʚ ʙʦʣʴʰʝʡ ʩʪʝʧʝʥʠ ʢʘʩʘʣʠʩʴ ʛʦʜʦʚʱʠʥʳ 

ʢʦʤʧʘʥʠʠ Rakuten Viber ð ʚ 2020 ʛʦʜʫ ʤʝʩʩʝʥʜʞʝʨ ʦʪʧʨʘʟʜʥʦʚʘʣ ʩʚʦʝ ʜʝʩʷʪʠʣʝʪʠʝ. 

ʄʦʰʝʥʥʠʢʠ ʩʦʟʜʘʚʘʣʠ ʩʘʡʪʳ ʩ ʣʦʞʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʨʦʟʳʛʨʳʰʘʭ ʚ ʤʝʩʩʝʥʜʞʝʨʝ 

ʠ ʜʝʣʠʣʠʩʴ ʩʩʳʣʢʘʤʠ ʥʘ ʥʠʭ ʚ ʛʨʫʧʧʦʚʳʭ ʠ ʣʠʯʥʳʭ ʯʘʪʘʭ Viber, ʘ ʪʘʢʞʝ ʟʘ ʝʛʦ 

ʧʨʝʜʝʣʘʤʠ. 

ɼʣʷ ʧʨʠʚʣʝʯʝʥʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢ ʩʚʦʠʤ ʩʘʡʪʘʤ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʦʙʳʯʥʦ 

ʠʩʧʦʣʴʟʫʶʪ ʮʝʣʝʚʫʶ ʨʘʩʩʳʣʢʫ ʩʦʦʙʱʝʥʠʡ ʩ çʧʨʠʤʘʥʢʦʡè ʚ ʚʠʜʝ ʢʦʥʢʫʨʩʘ, 

ʨʦʟʳʛʨʳʰʘ ʧʨʠʟʦʚ ʠʣʠ ʣʦʪʝʨʝʠ. ʇʨʠʯʝʤ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʤʝʩʪʘ ʥʘʭʦʞʜʝʥʠʷ 

ʧʦʪʝʥʮʠʘʣʴʥʦʡ ʞʝʨʪʚʳ (ʤʦʰʝʥʥʠʢʠ ʩʯʠʪʳʚʘʶʪ IP, ʜʦʤʝʥʥʫʶ ʟʦʥʫ ʠ ʜʨʫʛʠʝ 

ʜʘʥʥʳʝ) çʧʨʠʤʘʥʢʘè ʨʘʩʩʳʣʘʝʪʩʷ ʥʘ ʷʟʳʢʝ ʞʝʨʪʚʳ ʠ ʠʜʝʪ ʦʪ ʠʤʝʥʠ ʧʦʧʫʣʷʨʥʦʛʦ ʚ 

ʩʪʨʘʥʝ ʙʨʝʥʜʘ ʠʣʠ ʧʝʨʩʦʥʳ. 

ʉʦʛʣʘʩʥʦ ʦʮʝʥʢʘʤ Group-IB, ʥʘ ʘʪʘʢʠ ʠ ʤʦʰʝʥʥʠʯʝʩʪʚʦ ʩ ʥʝʟʘʢʦʥʥʳʤ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʙʨʝʥʜʦʚ ʚ ʤʠʨʝ ʧʨʠʰʣʦʩʴ 54% ʦʪ ʚʩʝʭ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʡ, 

ʢʦʪʦʨʳʝ ʙʳʣʠ ʩʦʚʝʨʰʝʥʳ ʚ ʧʝʨʠʦʜ ʟʘ ʧʝʨʚʳʝ 9 ʤʝʩʷʮʝʚ 2020 ʛʦʜʘ. ɺ ʥʠʭ 

ʚʳʜʝʣʷʝʪʩʷ ʜʚʝ ʛʨʫʧʧʳ: ʬʠʰʠʥʛʦʚʳʝ ʨʝʩʫʨʩʳ, ʢʦʪʦʨʳʝ ʩʦʙʠʨʘʶʪ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ 

ʠʣʠ ʧʣʘʪʝʞʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʞʝʨʪʚ (16%) ʠ ʠʥʪʝʨʥʝʪ-ʤʦʰʝʥʥʠʯʝʩʪʚʦ, 

ʤʦʪʠʚʠʨʫʶʱʝʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʦʙʨʦʚʦʣʴʥʦ ʧʝʨʝʚʦʜʠʪʴ ʜʝʥʴʛʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ 

ʧʦʜ ʚʠʜʦʤ ʦʧʣʘʪʳ ʠʥʪʝʨʥʝʪ-ʟʘʢʘʟʦʚ, ʧʦʣʫʯʝʥʠʷ ʢʦʤʧʝʥʩʘʮʠʡ, ʨʦʟʳʛʨʳʰʝʡ ʧʨʠʟʦʚ 

ʠʣʠ ʬʝʡʢʦʚʳʭ ʘʢʮʠʡ ʦʪ ʠʟʚʝʩʪʥʳʭ ʙʨʝʥʜʦʚ (38%)è. (ʄʘʨʠʷ ʅʝʬʸʜʦʚʘ. ɹʦʣʝʝ 700 

ʤʦʰʝʥʥʠʯʝʩʢʠʭ ʨʝʩʫʨʩʦʚ ʠʤʠʪʠʨʦʚʘʣʠ ʩʘʡʪ Viber // Xakep 

(https://xakep.ru/2021/02/08/viber-scam/). 08.02.2021). 
***  

 

çʉʧʝʮʠʘʣʠʩʪʘʤ ʀɹ-ʢʦʤʧʘʥʠʠ Cisco Talos ʫʜʘʣʦʩʴ ʧʦʦʙʱʘʪʴʩʷ ʩ 

ʦʧʝʨʘʪʦʨʦʤ ʚʳʤʦʛʘʪʝʣʴʩʢʦʛʦ ʇʆ LockBit, ʢʦʪʦʨʳʡ ʧʨʦʚʦʜʠʣ ʚʩʝ ʚʨʝʜʦʥʦʩʥʳʝ 
ʦʧʝʨʘʮʠʠ ʚ ʦʜʠʥʦʯʢʫ. ʍʘʢʝʨ ʨʘʩʩʢʘʟʘʣ ʦ ʩʚʦʝʤ modus operandi (ʞʝʨʪʚʘʭ, 

ʠʥʩʪʨʫʤʝʥʪʘʭ ʠ ʧʨ.) ʠ ʦ ʪʦʤ, ʯʪʦ ʪʦʣʢʥʫʣʦ ʝʛʦ ʥʘ ʧʫʪʴ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ. ʂʨʦʤʝ 

ʪʦʛʦ, ʦʥ ʧʦʚʝʜʘʣ ʦ ʥʝʣʝʛʢʦʡ ʩʫʜʴʙʝ ʠʩʩʣʝʜʦʚʘʪʝʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʝʛʦ ʨʦʜʥʦʡ 

ʩʪʨʘʥʝ, ʢʦʪʦʨʦʡ, ʧʦ ʤʥʝʥʠʶ Cisco Talos, ʷʚʣʷʝʪʩʷ ʈʦʩʩʠʷ.  

ɺ ʭʦʜʝ ʠʥʪʝʨʚʴʶ ʦʧʝʨʘʪʦʨ LockBit, ʥʘʟʚʘʚʰʠʡʩʷ ɸʣʝʢʩʦʤ (ʧʦ ʤʥʝʥʠʶ Cisco 

Talos, ʦʥ ʞʠʚʝʪ ʚ ʉʠʙʠʨʠ ʠ ʝʤʫ ʥʝʤʥʦʛʦ ʟʘ ʪʨʠʜʮʘʪʴ), ʩʦʦʙʱʠʣ, ʯʪʦ ʷʚʣʷʝʪʩʷ 

ʠʩʩʣʝʜʦʚʘʪʝʣʝʤ-ʩʘʤʦʫʯʢʦʡ, ʩʧʝʮʠʘʣʠʟʠʨʫʶʱʠʤʩʷ ʥʘ ʪʝʩʪʠʨʦʚʘʥʠʠ ʥʘ 

ʧʨʦʥʠʢʥʦʚʝʥʠʝ, ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʨʘʟʚʝʜʢʝ.  

ɹʫʜʫʯʠ ʝʱʝ ʩʪʫʜʝʥʪʦʤ, ɸʣʝʢʩ ʧʦʣʫʯʠʣ ʨʘʙʦʪʫ ʚ IT-ʢʦʤʧʘʥʠʠ, ʥʦ ʙʳʩʪʨʦ 

ʨʘʟʦʯʘʨʦʚʘʣʩʷ, ʪʘʢ ʢʘʢ ʧʦʯʫʚʩʪʚʦʚʘʣ, ʯʪʦ çʨʦʩʩʠʡʩʢʘʷ ʢʠʙʝʨʠʥʜʫʩʪʨʠʷ ʥʝ ʦʮʝʥʠʣʘ 

ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤè ʝʛʦ ʩʧʦʩʦʙʥʦʩʪʠ.  

çɽʛʦ ʨʘʟʦʯʘʨʦʚʘʥʠʝ ʩʪʘʣʦ ʦʯʝʚʠʜʥʳʤ, ʢʦʛʜʘ ʚʦ ʚʨʝʤʷ ʥʘʰʠʭ ʨʘʟʛʦʚʦʨʦʚ ʦʥ 

ʧʨʝʥʝʙʨʝʞʠʪʝʣʴʥʦ ʦʪʦʟʚʘʣʩʷ ʦ ʥʝʩʢʦʣʴʢʠʭ ʠʟʚʝʩʪʥʳʭ ʨʦʩʩʠʡʩʢʠʭ ʢʦʤʧʘʥʠʷʭ, 

ʟʘʥʠʤʘʶʱʠʭʩʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ. ʆʥ ʪʘʢʞʝ ʟʘʤʝʪʠʣ, ʯʪʦ ñʥʘ ɿʘʧʘʜʝ ʷ, ʚʝʨʦʷʪʥʦ, 
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ʤʦʛ ʙʳ ʨʘʙʦʪʘʪʴ ʧʦ ʙʝʣʦʤʫ ʠ ʣʝʛʢʦ ʟʘʨʘʙʘʪʳʚʘʪʴéò ʧʨʝʜʧʦʣʘʛʘʷ, ʯʪʦ ʠʤʝʥʥʦ 

ʥʝʜʦʦʮʝʥʢʘ ʝʛʦ ʩʧʦʩʦʙʥʦʩʪʝʡ ʠ ʥʠʟʢʘʷ ʟʘʨʘʙʦʪʥʘʷ ʧʣʘʪʘ ʟʘʩʪʘʚʠʣʠ ʝʛʦ ʫʯʘʩʪʚʦʚʘʪʴ 

ʚ ʥʝʵʪʠʯʥʦʡ ʠ ʧʨʝʩʪʫʧʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠè, ï ʩʦʦʙʱʘʝʪʩʷ ʚ ʦʪʯʝʪʝ Cisco Talos.  

ɸʣʝʢʩ ʜʘʞʝ ʧʨʠʚʝʣ ʥʝʩʢʦʣʴʢʦ ʧʨʠʤʝʨʦʚ ʪʘʢʦʡ çʥʝʜʦʦʮʝʥʢʠè ï ʦʪʢʘʟ 

ʧʨʠʥʠʤʘʪʴ ʝʛʦ ʦʪʯʝʪʳ ʦ ʧʨʦʙʣʝʤʘʭ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʩʘʡʪʘʭ, ʚ ʪʦʤ 

ʯʠʩʣʝ ʚ ʨʦʩʩʠʡʩʢʦʡ ʩʦʮʠʘʣʴʥʦʡ ʩʝʪʠ. ɽʛʦ çʙʣʘʛʠʝ ʥʘʤʝʨʝʥʠʷ ʙʳʣʠ 

ʧʨʦʠʛʥʦʨʠʨʦʚʘʥʳè, ʟʘʷʚʠʣ ɸʣʝʢʩ, ʯʪʦ ʠ ʪʦʣʢʥʫʣʦ ʝʛʦ ʥʘ ʧʫʪʴ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ.  

ɿʘʥʠʤʘʪʴʩʷ ʧʦʠʩʢʦʤ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʫʯʘʩʪʚʦʚʘʪʴ ʚ ʧʨʦʛʨʘʤʤʘʭ bug bounty 

ɸʣʝʢʩ ʪʘʢʞʝ ʩʯʠʪʘʝʪ ʛʠʙʣʳʤ ʜʝʣʦʤ, ʪʘʢ ʢʘʢ ʢʦʤʧʘʥʠʠ ʜʝʣʘʶʪ ʚʩʝ ʚʦʟʤʦʞʥʦʝ ʜʣʷ 

ʪʦʛʦ, ʯʪʦʙʳ ʥʝ ʧʣʘʪʠʪʴ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤ. ʅʦ ʩʧʝʮʠʘʣʠʩʪʳ Cisco Talos ʫʚʝʨʝʥʳ, ʯʪʦ 

ʤʦʣʦʜʦʡ ʯʝʣʦʚʝʢ ʦʰʠʙʘʝʪʩʷ, ʧʦʩʢʦʣʴʢʫ ʝʛʦ ʟʘʷʚʣʝʥʠʝ ʩʦʚʩʝʤ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ 

ʨʝʟʫʣʴʪʘʪʘʤ ʠʭ ʥʘʙʣʶʜʝʥʠʡ. ɺʝʨʦʷʪʥʝʝ ʚʩʝʛʦ, ʦʥ ʧʨʦʩʪʦ ʥʘʩʣʫʰʘʣʩʷ ʥʝʧʨʘʚʜʠʚʳʭ 

ʨʘʩʩʢʘʟʦʚ ʜʨʫʛʠʭ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ.  

ʇʨʠʤʝʯʘʪʝʣʴʥʦ, ʯʪʦ ʨʝʰʝʥʠʝ ɸʣʝʢʩʘ ʩʪʘʪʴ ʦʧʝʨʘʪʦʨʦʤ ʚʳʤʦʛʘʪʝʣʴʩʢʦʛʦ ʇʆ 

ʙʳʣʦ ʚʳʟʚʘʥʦ ʥʝ ʪʦʣʴʢʦ ʞʝʣʘʥʠʝʤ ʬʠʥʘʥʩʦʚʦʡ ʚʳʛʦʜʳ. ʍʦʪʷ ʢʠʙʝʨʚʳʤʦʛʘʪʝʣʴʩʪʚʦ 

ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʧʨʠʥʦʩʠʪ ʙʦʣʴʰʫʶ ʧʨʠʙʳʣʴ, ʤʦʣʦʜʦʡ ʯʝʣʦʚʝʢ ʪʘʢʞʝ ʭʦʪʝʣ ʧʦʢʘʟʘʪʴ 

ʢʦʤʧʘʥʠʷʤ, ʯʝʤ ʯʨʝʚʘʪʦ ʥʝʜʦʩʪʘʪʦʯʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʥʥʳʭ.  

ʂʘʢ ʦʪʤʝʪʠʣ ɸʣʝʢʩ, çʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʣʫʯʰʝʡ ʩʪʨʘʥʦʡ ʷʚʣʷʝʪʩʷ 

ʈʦʩʩʠʷè, ʘ ʣʫʯʰʠʤʠ ʞʝʨʪʚʘʤʠ ï ʢʦʤʧʘʥʠʠ ʚ ʉʐɸ ʠ ɽʚʨʦʧʝ, ʢʦʪʦʨʳʝ ʧʣʘʪʷʪ 

çʙʳʩʪʨʝʝ ʠ ʙʦʣʴʰʝè, ʯʝʤ ʢʦʤʧʘʥʠʠ ʚ ʧʦʩʪʩʦʚʝʪʩʢʦʤ ʧʨʦʩʪʨʘʥʩʪʚʝ. ɼʝʣʦ ʚ ʪʦʤ, ʯʪʦ 

ʚ ʩʣʫʯʘʝ ʩ ʟʘʧʘʜʥʳʤʠ ʢʦʤʧʘʥʠʷʤʠ ʚʳʧʣʘʪʳ ʚʳʤʦʛʘʪʝʣʷʤ ʧʦʢʨʳʚʘʝʪ ʩʪʨʘʭʦʚʢʘ. 

ʂʨʦʤʝ ʪʦʛʦ, ʞʝʨʪʚʳ ʚ ɽʚʨʦʧʝ ʙʦʷʪʩʷ ʫʪʝʯʢʠ ʩʚʦʠʭ ʜʘʥʥʳʭ ʠʟ-ʟʘ ʰʪʨʘʬʦʚ, 

ʢʦʪʦʨʳʤʠ ʵʪʦ ʛʨʦʟʠʪ ʚ ʨʘʤʢʘʭ çʆʙʱʝʛʦ ʨʝʛʣʘʤʝʥʪʘ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭè (GDPR).  

ʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʯʘʩʪʦ ʩʢʣʦʥʥʳ ʦʧʨʘʚʜʳʚʘʪʴ ʩʚʦʠ ʜʝʡʩʪʚʠʷ ʧʦʩʪʬʘʢʪʫʤ, 

ʜʘʞʝ ʝʩʣʠ ʚ ʧʨʝʩʪʫʧʣʝʥʠʠ ʥʝ ʙʳʣʦ ʨʝʘʣʴʥʦʡ ʤʦʨʘʣʴʥʦʡ ʜʚʫʩʤʳʩʣʝʥʥʦʩʪʠ. çɺ 

ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʥʘ ʧʫʪʴ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ ʝʛʦ (ɸʣʝʢʩʘ ï ʨʝʜ.) ʪʦʣʢʥʫʣʦ ʦʪʩʫʪʩʪʚʠʝ 

ʨʘʙʦʪʳ, ʢʦʪʦʨʘʷ ʩʦʦʪʚʝʪʩʪʚʦʚʘʣʘ ʙʳ ʝʛʦ ʟʘʧʨʦʩʘʤ. ʅʝʜʦʦʮʝʥʢʘ ʩʧʦʩʦʙʥʦʩʪʝʡ, 

ʥʝʛʦʜʦʚʘʥʠʝ ʠ ʦʪʩʫʪʩʪʚʠʝ ʵʢʦʥʦʤʠʯʝʩʢʦʛʦ ʩʪʠʤʫʣʘ ʯʘʩʪʦ ʷʚʣʷʶʪʩʷ ʧʨʠʯʠʥʘʤʠ, 

ʪʦʣʢʘʶʱʠʤʠ ʥʘ ʧʫʪʴ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ, ʠ ʵʪʦ ʠʩʪʦʨʠʷ ʷʚʣʷʝʪʩʷ ʷʨʢʠʤ ʧʨʠʤʝʨʦʤè, 

ï ʧʦʜʳʪʦʞʠʣʠ ʵʢʩʧʝʨʪʳè. (ʆʧʝʨʘʪʦʨ LockBit: ʃʫʯʰʝʡ ʩʪʨʘʥʦʡ ʜʣʷ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘ ʷʚʣʷʝʪʩʷ ʈʦʩʩʠʷ // SecurityLab.ru 

(https://www.securitylab.ru/news/516256.php). 05.02.2021). 

***  

 

çɻʦʩʫʜʘʨʩʪʚʝʥʥʳʡ ʩʝʢʨʝʪʘʨʴ ʧʦ ʮʠʬʨʦʚʦʤʫ ʧʝʨʝʭʦʜʫ ʉʝʜʨʠʢ ʆ ʟʘʷʚʠʣ ʚ 

ʩʨʝʜʫ, ʯʪʦ ʬʨʘʥʮʫʟʩʢʠʝ ʙʦʣʴʥʠʮʳ ʧʦʜʚʝʨʛʣʠʩʴ 27 ʢʨʫʧʥʳʤ ʢʠʙʝʨʘʪʘʢʘʤ ʚ 

2020 ʛʦʜʫ, ʥʘʧʦʤʥʠʚ, ʦʜʥʘʢʦ, ʯʪʦ ʚʩʝ ʬʨʘʥʮʫʟʩʢʦʝ ʦʙʱʝʩʪʚʦ ʠ ʵʢʦʥʦʤʠʢʘ 
ʞʠʚʫʪ ʧʦʜ ʵʪʦʡ ʫʛʨʦʟʦʡ. ɺʦ ʌʨʘʥʮʠʠ çʚ 2020 ʛʦʜʫ ʙʳʣʦ 27 ʢʨʫʧʥʳʭ ʥʘʧʘʜʝʥʠʡ ʥʘ 

ʙʦʣʴʥʠʮʳ, ʩ 2021 ʛʦʜʘ ʧʨʦʠʩʭʦʜʠʣʦ ʦʜʥʦ ʥʘʧʘʜʝʥʠʝ ʚ ʥʝʜʝʣʶè, - ʦʪʚʝʪʠʣ ʉʝʜʨʠʢ ʆ, 

ʦʧʨʦʰʝʥʥʳʡ ʚ ʉʝʥʘʪʝ ʚʦ ʚʨʝʤʷ ʚʦʧʨʦʩʦʚ ʧʨʘʚʠʪʝʣʴʩʪʚʫ ʦʙ ʘʪʘʢʝ, ʥʘʧʨʘʚʣʝʥʥʦʡ ʥʘ 

ʙʦʣʴʥʠʯʥʳʡ ʮʝʥʪʨ. ʀʟ ɼʘʢʩʘ (ʃʘʥʜʳ) ʚ ʥʦʯʴ ʩ 8 ʥʘ 9 ʬʝʚʨʘʣʷ. "ʉ 9 ʬʝʚʨʘʣʷ ʘʛʝʥʪʳ 

ɸʥʩʩʠ (ʅʘʮʠʦʥʘʣʴʥʦʝ ʘʛʝʥʪʩʪʚʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ) ʧʨʠʙʳʣʠ ʚ 

ʙʦʣʴʥʠʮʫ ɼʘʢʩ ʥʘ ʤʝʩʪʝ. ɼʚʘ ʜʥʷ ʥʘʟʘʜ ʦʥʠ ʦʪʧʨʘʚʠʣʠʩʴ ʚ ɺʠʣʴʬʨʘʥʰ-ʩʶʨ-ʉʦʥ 

(ʈʦʥʘ, ʞʝʨʪʚʘ ʚʳʤʦʛʘʪʝʣʷ RIUK ʚ ʧʦʥʝʜʝʣʴʥʠʢ ʫʪʨʦʤ), ʛʜʝ ʷ ʙʫʜʫ ʯʝʨʝʟ ʥʝʩʢʦʣʴʢʦ 

ʜʥʝʡè, - ʜʦʙʘʚʠʣ ʦʥ. 
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ʇʦ ʩʣʦʚʘʤ ʛʦʩʩʝʢʨʝʪʘʨʷ, 110 ʬʨʘʥʮʫʟʩʢʠʭ ʙʦʣʴʥʠʮ ʧʨʦʰʣʠ çʘʫʜʠʪʳ 

ʙʝʟʦʧʘʩʥʦʩʪʠè ʙʣʘʛʦʜʘʨʷ ʧʦʜʜʝʨʞʢʝ ɸʥʩʩʠ, ʘ ç11 ʠʟ ʥʠʭ ʩʦʧʨʦʚʦʞʜʘʶʪʩʷ ʥʘ 

ʧʦʚʩʝʜʥʝʚʥʦʡ ʦʩʥʦʚʝè. ʉʪʦʣʢʥʫʚʰʠʩʴ ʩ ʙʳʩʪʨʳʤ ʨʘʟʚʠʪʠʝʤ ʫʛʨʦʟʳ, ʢʦʪʦʨʘʷ ʪʘʢʞʝ 

ʟʘʪʨʘʛʠʚʘʝʪ ʧʨʝʜʧʨʠʷʪʠʷ, ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʫʯʨʝʞʜʝʥʠʷ ʠ ʩʦʦʙʱʝʩʪʚʘ ʚ ʥʝʩʢʦʣʴʢʠʭ 

ʩʪʨʘʥʘʭ, ʠʩʧʦʣʥʠʪʝʣʴʥʘʷ ʚʣʘʩʪʴ ʛʦʪʦʚʠʪʩʷ ʦʙʲʷʚʠʪʴ ʦ ʥʦʚʳʭ ʤʝʨʘʭ ʚ ʯʝʪʚʝʨʛ. çʏʪʦ 

ʢʘʩʘʝʪʩʷ ʶʨʠʜʠʯʝʩʢʦʛʦ ʦʪʚʝʪʘ, ʷ ʭʦʪʝʣ ʙʳ ʚʳʜʝʣʠʪʴ ʜʚʘ ʥʝʜʘʚʥʠʭ ʫʩʧʝʭʘ, - 

ʧʨʦʜʦʣʞʠʣ ʉʝʜʨʠʢ ʆ, ʠʤʝʷ ʚ ʚʠʜʫ ʜʝʤʦʥʪʘʞ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ Emotet ʚ ʢʦʥʮʝ 

ʷʥʚʘʨʷ ʠ ʘʨʝʩʪ ʥʘ ʧʨʦʰʣʦʡ ʥʝʜʝʣʝ ʭʘʢʝʨʦʚ, ʧʦʜʦʟʨʝʚʘʝʤʳʭ ʚ ʩʚʷʟʷʭ ʩ ʧʨʦʛʨʘʤʤʦʡ-

ʚʳʤʦʛʘʪʝʣʝʤ Egregor.ʙʣʘʛʦʜʘʨʷ ʩʦʪʨʫʜʥʠʯʝʩʪʚʫ ʤʝʞʜʫ ʬʨʘʥʮʫʟʩʢʠʤʠ ʩʣʫʞʙʘʤʠ, 

ʬʨʘʥʮʫʟʩʢʠʤʠ ʠ ʘʤʝʨʠʢʘʥʩʢʠʤʠ ʩʫʜʘʤʠ ʠ ʥʘʰʠʤʠ ʝʚʨʦʧʝʡʩʢʠʤʠ ʧʘʨʪʥʝʨʘʤʠè. 

Emotet, ʚ ʯʘʩʪʥʦʩʪʠ, ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʚʦ ʌʨʘʥʮʠʠ ʜʣʷ ʥʘʧʘʜʝʥʠʷ ʥʘ 

ʦʧʨʝʜʝʣʝʥʥʳʝ ʩʣʫʞʙʳ ʄʠʥʠʩʪʝʨʩʪʚʘ ʶʩʪʠʮʠʠ, ʤʘʛʠʩʪʨʘʪʦʚ ʠ ʶʨʠʩʪʦʚ ʚ ʇʘʨʠʞʝ ʚ 

ʩʝʥʪʷʙʨʝ ʧʨʦʰʣʦʛʦ ʛʦʜʘ ʠ ʩʯʠʪʘʝʪʩʷ ʦʜʥʠʤ ʠʟ ʢʨʫʧʥʝʡʰʠʭ ʚʝʢʪʦʨʦʚ ʟʘʨʘʞʝʥʠʷ 

ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ. Egregor, ʩʦ ʩʚʦʝʡ ʩʪʦʨʦʥʳ, ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʚ ʘʪʘʢʝ ʥʘ 

ʝʞʝʜʥʝʚʥʫʶ ʛʘʟʝʪʫ Ouest France ʚ ʢʦʥʮʝ ʥʦʷʙʨʷ, ʩʢʘʟʘʣ ʉʝʜʨʠʢ ʆ. çɸʪʘʢʠ ʥʘ 

ʙʦʣʴʥʠʮʳ ʧʦʢʘʟʳʚʘʶʪ, ʯʪʦ ʘʪʘʢʘ ʚʳʤʦʛʘʪʝʣʷ ʤʦʞʝʪ ʠʤʝʪʴ ʧʦʩʣʝʜʩʪʚʠʷ ʜʣʷ ʞʠʟʥʠ 

ʣʶʜʝʡ. ʇʘʮʠʝʥʪʳ ʚ ʨʝʘʣʴʥʦʡ ʞʠʟʥʠ ʤʠʨʝ, ʧʦʜʚʝʨʛʘʷ ʦʧʘʩʥʦʩʪʠ ʞʠʟʥʠ ʧʘʮʠʝʥʪʦʚè, 

- ʟʘʷʚʠʣ ɸʥʩʩʠ ʚ ʥʘʯʘʣʝ ʬʝʚʨʘʣʷ ʚ ʩʚʦʝʤ ʦʪʯʝʪʝè. (Cybers®curit® des h¹pitaux: ç27 

attaques majeures en 2020 et une par semaine en 2021è // Le Figaro 

(https://www.lefigaro.fr/flash-eco/cybersecurite-des-hopitaux-27-attaques-majeures-en-

2020-et-une-par-semaine-en-2021-20210217). 17.02.2021). 
***  

 

çʉʧʠʩʦʢ ʬʨʘʥʮʫʟʩʢʠʭ ʙʦʣʴʥʠʮ, ʤʝʩʪʥʳʭ ʚʣʘʩʪʝʡ ʠ ʢʦʤʧʘʥʠʡ, 

ʧʦʩʪʨʘʜʘʚʰʠʭ ʦʪ ʢʠʙʝʨʘʪʘʢ, ʩʝʡʯʘʩ ʨʘʩʪʝʪ ʩ ʢʘʞʜʳʤ ʜʥʝʤ. ɺ 2020 ʛʦʜʫ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ ʫʚʝʣʠʯʠʣʘʩʴ ʚ ʯʝʪʳʨʝ ʨʘʟʘ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʧʨʝʜʳʜʫʱʠʤ ʛʦʜʦʤ, 

ʝʩʣʠ ʤʳ ʧʦʩʤʦʪʨʠʤ ʥʘ ʢʦʣʠʯʝʩʪʚʦ ʚʤʝʰʘʪʝʣʴʩʪʚ ʩʦ ʩʪʦʨʦʥʳ ʅʘʮʠʦʥʘʣʴʥʦʛʦ 

ʘʛʝʥʪʩʪʚʘ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ (Anssi), ʦʪʚʝʯʘʶʱʝʛʦ ʟʘ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʫʶ ʢʠʙʝʨʟʘʱʠʪʫ. 

ʂʨʠʟʠʩ ʩʦ ʟʜʦʨʦʚʴʝʤ, ʢʦʥʝʯʥʦ, ʥʠʯʝʤʫ ʥʝ ʧʦʤʦʛ, ʥʦ ʦʥ ʥʝ ʷʚʣʷʝʪʩʷ ʧʨʠʯʠʥʦʡ 

ʵʪʦʛʦ ʫʩʢʦʨʝʥʠʷ. ɺʩʝ ʩʪʨʘʥʳ ʠ ʦʪʨʘʩʣʠ ʩʪʘʣʢʠʚʘʶʪʩʷ ʩ ʵʪʠʤ ʧʦ ʪʦʡ ʧʨʦʩʪʦʡ 

ʧʨʠʯʠʥʝ, ʯʪʦ ʧʨʝʩʪʫʧʥʠʢʠ ʚ ʪʝʯʝʥʠʝ ʤʥʦʛʠʭ ʣʝʪ ʥʘʭʦʜʠʣʠ ʚ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ 

ʦʪʥʦʩʠʪʝʣʴʥʦ ʥʝʜʦʨʦʛʠʝ, ʥʦ, ʩ ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, ʦʯʝʥʴ ʧʨʠʙʳʣʴʥʳʝ ʩʨʝʜʩʪʚʘ 

ʦʩʫʱʝʩʪʚʣʝʥʠʷ ʥʝʟʘʢʦʥʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ. ʇʨʠʤʝʥʷʷ ʩʝʡʯʘʩ ʧʨʦʤʳʰʣʝʥʥʦ ʨʘʟʚʠʪʳʝ 

ʤʝʪʦʜʳ ʘʪʘʢ, ʯʘʩʪʦ ʠʟʦʱʨʝʥʥʳʝ, ʠʥʦʛʜʘ ʧʦʜʢʨʝʧʣʝʥʥʳʝ ʛʝʦʧʦʣʠʪʠʯʝʩʢʠʤʠ 

ʩʦʦʙʨʘʞʝʥʠʷʤʠ, ʦʥʠ ʥʘʥʦʩʷʪ ʫʜʘʨʳ ʣʶʙʦʡ ʮʝʥʦʡ, ʠʩʧʦʣʴʟʫʷ ʚ ʩʚʦʠʭ ʠʥʪʝʨʝʩʘʭ 

ʭʨʫʧʢʦʩʪʴ ʧʨʝʜʧʨʠʷʪʠʡ, ʤʝʜʠʮʠʥʩʢʠʭ ʫʯʨʝʞʜʝʥʠʡ, ʩʦʦʙʱʝʩʪʚ, ʘʩʩʦʮʠʘʮʠʡ ʠʣʠ 

ʧʨʦʩʪʳʭ ʣʶʜʝʡ. ʉ ʩʝʨʴʝʟʥʳʤʠ ʵʢʩʧʣʫʘʪʘʮʠʦʥʥʳʤʠ ʠ ʵʢʦʥʦʤʠʯʝʩʢʠʤʠ 

ʧʦʩʣʝʜʩʪʚʠʷʤʠ ʜʣʷ ʚʩʝʭ ʧʦʩʪʨʘʜʘʚʰʠʭ. 

ʇʦʵʪʦʤʫ, ʯʪʦʙʳ ʦʪʚʝʪʠʪʴ ʥʘ ʵʢʩʧʦʥʝʥʮʠʘʣʴʥʳʡ ʨʦʩʪ ʵʪʠʭ ʩʝʨʴʝʟʥʳʭ ʫʛʨʦʟ, 

ʬʨʘʥʮʫʟʩʢʦʝ ʛʦʩʫʜʘʨʩʪʚʦ ʨʝʰʠʣʦ ʫʩʢʦʨʠʪʴ ʩʚʦʶ ʩʪʨʘʪʝʛʠʶ ʢʠʙʝʨʟʘʱʠʪʳ. 

ʇʨʝʜʩʪʘʚʣʝʥʥʳʡ ʚ ʯʝʪʚʝʨʛ ʧʨʝʟʠʜʝʥʪʦʤ ʕʤʤʘʥʫʵʣʝʤ ʄʘʢʨʦʥʦʤ, ʦʥ ʥʘʧʨʘʚʣʝʥ ʥʘ 

ʧʦʚʳʰʝʥʠʝ ʦʙʱʝʛʦ ʫʨʦʚʥʷ ʟʘʱʠʪʳ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠ ʯʘʩʪʥʳʭ ʩʫʙʲʝʢʪʦʚ, ʘ ʪʘʢʞʝ 

ʥʘ ʩʪʠʤʫʣʠʨʦʚʘʥʠʝ ʨʘʟʚʠʪʠʷ ʩʝʢʪʦʨʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚʦ ʌʨʘʥʮʠʠ. 

ʋʩʠʣʝʥʠʝ ʦʙʥʘʨʫʞʝʥʠʷ 
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ɺ ʨʘʤʢʘʭ ʧʣʘʥʘ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʠ ʠʥʚʝʩʪʠʮʠʦʥʥʦʡ ʧʨʦʛʨʘʤʤʳ ʥʘ ʙʫʜʫʱʝʝ 

ʌʨʘʥʮʠʷ ʠʥʚʝʩʪʠʨʫʝʪ ʢ 2025 ʛʦʜʫ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʤʠʣʣʠʘʨʜ ʝʚʨʦ ʚ ʵʪʫ 

ʥʘʮʠʦʥʘʣʴʥʫʶ ʩʪʨʘʪʝʛʠʶ. ʆʥʠ ʙʫʜʫʪ ʜʦʙʘʚʣʝʥʳ ʢ ʬʠʥʘʥʩʠʨʦʚʘʥʠʶ, ʫʞʝ 

ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʤʫ ʜʣʷ ʧʦʤʦʱʠ ʚ ʮʠʬʨʦʚʦʤ ʧʝʨʝʭʦʜʝ ʘʜʤʠʥʠʩʪʨʘʮʠʡ. 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʨʝʩʫʨʩʳ (136 ʤʠʣʣʠʦʥʦʚ ʝʚʨʦ) ʙʫʜʫʪ ʚʳʜʝʣʝʥʳ ʢʦʤʧʘʥʠʠ Anssi, ʚ 

ʯʘʩʪʥʦʩʪʠ, ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʜʠʘʛʥʦʩʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʤʝʜʠʮʠʥʩʢʠʤʠ 

ʫʯʨʝʞʜʝʥʠʷʤʠ ʠ ʤʝʩʪʥʳʤʠ ʚʣʘʩʪʷʤʠ, ʧʦʣʘʛʘʷʩʴ ʥʘ ʜʦʚʝʨʝʥʥʳʭ ʤʝʩʪʥʳʭ ʠʛʨʦʢʦʚ. 

ʈʝʰʝʥʠʷ ʙʫʜʫʪ ʧʨʦʪʝʩʪʠʨʦʚʘʥʳ ʥʘ ʧʠʣʦʪʥʳʭ ʦʙʲʝʢʪʘʭ (ʪʝʨʨʠʪʦʨʠʷ, ʙʦʣʴʥʠʮʘ), ʘ 

ʟʘʪʝʤ ʪʠʨʘʞʠʨʦʚʘʥʳ ʚ ʥʘʮʠʦʥʘʣʴʥʦʤ ʤʘʩʰʪʘʙʝ. ɸʥʩʩʠ ʪʘʢʞʝ ʭʦʯʝʪ ʫʩʠʣʠʪʴ 

ʩʨʝʜʩʪʚʘ ʦʙʥʘʨʫʞʝʥʠʷ ʘʪʘʢ, ʩʦʟʜʘʚ ʨʝʛʠʦʥʘʣʴʥʳʝ CERT (Computer Emergency 

Response Team), 

ɼʣʷ ʨʘʟʚʠʪʠʷ ʩʚʦʠʭ ʟʘʱʠʪʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ ʌʨʘʥʮʠʷ ʪʘʢʞʝ ʨʘʩʩʯʠʪʳʚʘʝʪ ʥʘ 

ʨʘʟʨʘʙʦʪʢʫ ʧʝʨʝʜʦʚʳʭ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʨʝʰʝʥʠʡ. ʅʘ ʵʪʦ ʙʫʜʝʪ ʥʘʧʨʘʚʣʝʥʦ ʧʷʪʴʩʦʪ 

ʤʠʣʣʠʦʥʦʚ ʝʚʨʦ ʟʘ ʩʯʝʪ ʬʠʥʘʥʩʠʨʦʚʘʥʠʷ ʧʨʦʝʢʪʦʚ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʭ ʮʝʥʪʨʦʚ 

(Inria, CNRS, CEA ʠ ʜʨ.) ʀʣʠ ʩʦʚʤʝʩʪʥʳʭ ʧʨʦʝʢʪʦʚ ʩ ʯʘʩʪʥʳʤʠ ʢʦʤʧʘʥʠʷʤʠ. 

ʊʦʣʴʢʦ ʧʝʨʝʜʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ ʩʤʦʛʫʪ, ʥʘʧʨʠʤʝʨ, ʧʦʤʦʯʴ ʤʘʣʳʤ ʠ ʩʨʝʜʥʠʤ 

ʧʨʝʜʧʨʠʷʪʠʷʤ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʚʦʠʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ, 

ʵʬʬʝʢʪʠʚʥʦ ʟʘʱʠʱʘʪʴ ʧʦʜʢʣʶʯʝʥʥʳʝ ʦʙʲʝʢʪʳ ʠʣʠ ʨʝʰʘʪʴ ʩʧʝʮʠʬʠʯʝʩʢʠʝ 

ʧʨʦʙʣʝʤʳ ʦʧʨʝʜʝʣʝʥʥʳʭ ʩʝʢʪʦʨʦʚ. 

ɼʣʷ ʛʦʩʫʜʘʨʩʪʚʘ ʵʪʦ ʪʘʢʞʝ ʚʘʞʥʳʡ ʚʦʧʨʦʩ ʵʢʦʥʦʤʠʯʝʩʢʦʛʦ ʨʘʟʚʠʪʠʷ ʠ 

ʩʫʚʝʨʝʥʠʪʝʪʘ. ʂ 2025 ʛʦʜʫ ʦʥ ʭʦʯʝʪ ʚ ʯʝʪʳʨʝ ʨʘʟʘ ʫʚʝʣʠʯʠʪʴ ʦʙʦʨʦʪ ʩʝʢʪʦʨʘ (ʜʦ 25 

ʤʠʣʣʠʘʨʜʦʚ ʝʚʨʦ) ʠ ʫʜʚʦʠʪʴ ʢʦʣʠʯʝʩʪʚʦ ʩʦʟʜʘʥʥʳʭ ʨʘʙʦʯʠʭ ʤʝʩʪ. ʉʝʢʪʦʨ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩʪʨʘʜʘʝʪ ʦʪ ʥʝʭʚʘʪʢʠ ʧʨʦʬʠʣʝʡ ʠ ʦʧʨʝʜʝʣʝʥʥʦʡ 

ʥʝʧʨʠʚʣʝʢʘʪʝʣʴʥʦʩʪʠ, ʦʩʦʙʝʥʥʦ ʩʨʝʜʠ ʜʝʚʦʯʝʢ. ʏʪʦʙʳ ʠʩʧʨʘʚʠʪʴ ʵʪʦ, ʚ ʩʪʨʘʪʝʛʠʠ 

ʦʩʦʙʦʝ ʚʥʠʤʘʥʠʝ ʫʜʝʣʷʝʪʩʷ ʪʨʝʥʠʨʦʚʢʘʤ. ʂʘʢ ʪʦʣʴʢʦ ʙʫʜʫʪ ʦʧʨʝʜʝʣʝʥʳ 

ʧʨʠʦʨʠʪʝʪʥʳʝ ʧʦʪʨʝʙʥʦʩʪʠ, ʙʫʜʫʪ ʩʦʟʜʘʥʳ ʠ ʧʨʦʬʠʥʘʥʩʠʨʦʚʘʥʳ ʥʦʚʳʝ ʫʯʝʙʥʳʝ 

ʢʫʨʩʳ ʠ ʥʦʚʳʝ ʤʘʛʠʩʪʨʳè. (Ingrid Vergara. Face ¨ la multiplication des attaques, la 

France acc®l¯re sa strat®gie de cybers®curit® // Le Figaro 

(https://www.lefigaro.fr/secteur/high-tech/face-a-la-multiplication-des-attaques-la-

france-accelere-sa-strategie-de-cybersecurite-20210217). 17.02.2021). 

***  

 

çʇʦʜʨʘʟʜʝʣʝʥʠʝ IBM Security ʧʨʝʜʩʪʘʚʠʣʦ ʝʞʝʛʦʜʥʳʡ ʠʥʜʝʢʩ ʫʛʨʦʟ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ çX-Force Threat Intelligence Index 2021è, 

ʢʦʪʦʨʳʡ ʧʦʢʘʟʳʚʘʝʪ, ʢʘʢ ʤʝʥʷʣʩʷ ʭʘʨʘʢʪʝʨ ʢʠʙʝʨʘʪʘʢ ʚ 2020 ʛ. ï ʚ ʧʝʨʠʦʜ 

ʧʘʥʜʝʤʠʠ Covid-19, ʢʦʛʜʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʳʪʘʣʠʩʴ ʠʟʚʣʝʯʴ ʚʳʛʦʜʫ ʠʟ 

ʙʝʩʧʨʝʮʝʜʝʥʪʥʦʡ ʩʦʮʠʘʣʴʥʦ-ʵʢʦʥʦʤʠʯʝʩʢʦʡ ʩʠʪʫʘʮʠʠ ʠ ʚʳʟʦʚʦʚ 

ʧʦʣʠʪʠʯʝʩʢʦʛʦ ʠ ʜʝʣʦʚʦʛʦ ʭʘʨʘʢʪʝʨʘ. 
ʉʦʛʣʘʩʥʦ ʥʘʙʣʶʜʝʥʠʷʤ IBM Security X-Force, ʚ ʤʠʥʫʚʰʝʤ ʛʦʜʫ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʯʘʱʝ ʘʪʘʢʦʚʘʣʠ ʪʝ ʦʨʛʘʥʠʟʘʮʠʠ, ʢʦʪʦʨʳʝ ʠʛʨʘʶʪ ʥʘʠʙʦʣʝʝ 

ʚʘʞʥʫʶ ʨʦʣʴ ʚ ʛʣʦʙʘʣʴʥʦʡ ʙʦʨʴʙʝ ʩ Covid-19. ʊʘʢ ʢʦʣʠʯʝʩʪʚʦ ʢʠʙʝʨʘʪʘʢ ʚ ʩʬʝʨʝ 

ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʵʥʝʨʛʝʪʠʢʠ ʫʜʚʦʠʣʦʩʴ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ 

ʧʨʝʜʳʜʫʱʠʤ ʛʦʜʦʤ. ʇʨʠʯʝʤ ʦʩʥʦʚʥʦʡ ʮʝʣʴʶ ʩʪʘʣʠ ʢʦʤʧʘʥʠʠ, ʜʣʷ ʢʦʪʦʨʳʭ ʜʘʞʝ 

ʥʝʙʦʣʴʰʘʷ ʦʩʪʘʥʦʚʢʘ ʜʝʷʪʝʣʴʥʦʩʪʠ ʤʦʞʝʪ ʦʢʘʟʘʪʴʩʷ ʢʨʠʪʠʯʥʦʡ, ʧʦʪʦʤʫ ʯʪʦ ʩʚʝʜʝʪ 

ʥʘ ʥʝʪ ʫʩʠʣʠʷ ʚʨʘʯʝʡ ʠʣʠ ʧʨʝʨʚʝʪ ʞʠʟʥʝʥʥʦ ʚʘʞʥʳʝ ʧʦʩʪʘʚʢʠ. ʇʨʦʠʟʚʦʜʩʪʚʦ ʠ 
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ʵʥʝʨʛʝʪʠʢʘ ʚʳʰʣʠ ʚ ʯʠʩʣʦ ʦʪʨʘʩʣʝʚʳʭ ʣʠʜʝʨʦʚ ʩʨʝʜʠ ʤʠʰʝʥʝʡ ʚ 2020 ʛ., ʫʩʪʫʧʠʚ 

ʧʦ ʢʦʣʠʯʝʩʪʚʫ ʢʠʙʝʨʘʪʘʢ ʪʦʣʴʢʦ ʬʠʥʘʥʩʦʚʦʤʫ ʩʝʢʪʦʨʫ ʠ ʩʬʝʨʝ ʩʪʨʘʭʦʚʘʥʠʷ (PDF, 

RU). ʆʪʯʘʩʪʠ ʵʪʦʤʫ ʩʧʦʩʦʙʩʪʚʦʚʘʣ ʧʨʘʢʪʠʯʝʩʢʠ 50% ʨʦʩʪ ʯʠʩʣʘ ʫʷʟʚʠʤʦʩʪʝʡ ʚ 

ʧʨʦʤʳʰʣʝʥʥʳʭ ʩʠʩʪʝʤʘʭ ʫʧʨʘʚʣʝʥʠʷ (Industrial Control Systems, ICS), ʢʦʪʦʨʳʝ 

ʘʢʪʠʚʥʦ ʠʩʧʦʣʴʟʫʶʪʩʷ ʠ ʚ ʧʨʦʠʟʚʦʜʩʪʚʝ, ʠ ʚ ʵʥʝʨʛʝʪʠʢʝ. 

ʆʪʯʝʪ X-Force Threat Intelligence Index ʩʦʩʪʘʚʣʷʝʪʩʷ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ 

ʝʞʝʜʥʝʚʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ ʙʦʣʝʝ 150 ʤʣʨʜ ʩʦʙʳʪʠʡ ʠʟ ʩʬʝʨʳ ʀɹ ʙʦʣʝʝ ʯʝʤ ʚ 130 

ʩʪʨʘʥʘʭ ʤʠʨʘ. ɺ ʜʦʧʦʣʥʝʥʠʝ ʢ ʵʪʦʤʫ ʜʘʥʥʳʝ ʧʦʩʪʫʧʘʶʪ ʠʟ ʨʘʟʥʳʭ ʠʩʪʦʯʥʠʢʦʚ 

ʚʥʫʪʨʠ IBM, ʚʢʣʶʯʘʷ IBM Security X-Force and Incident Response, X-Force Red, IBM 

Managed Security Services, ʘ ʪʘʢʞʝ ʧʨʝʜʦʩʪʘʚʣʷʶʪʩʷ ʢʦʤʧʘʥʠʷʤʠ Quad9 ʠ Intezer, 

ʢʦʪʦʨʳʝ ʫʯʘʩʪʚʦʚʘʣʠ ʚ ʩʦʩʪʘʚʣʝʥʠʠ ʦʪʯʝʪʘ ʟʘ 2021 ʛ. 

ʂʣʶʯʝʚʳʝ ʚʳʚʦʜʳ ʦʪʯʝʪʘ: 

ʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʚʳʩʪʨʘʠʚʘʶʪ ʪʘʢʪʠʢʠ ʥʘ ʙʘʟʝ ʦʙʱʝʧʨʠʥʷʪʳʭ ʧʨʠʥʮʠʧʦʚ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʛʠʙʨʠʜʥʳʭ ʦʙʣʘʢʦʚ. ʉʦʛʣʘʩʥʦ ʜʘʥʥʳʤ Intezer, ʢʦʣʠʯʝʩʪʚʦ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʥʘ ʙʘʟʝ Linux ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ ʫʚʝʣʠʯʠʣʦʩʴ ʥʘ 40%, ʘ ʢʦʣʠʯʝʩʪʚʦ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʥʘ ʙʘʟʝ Go ʚʳʨʦʩʣʦ ʚ ʰʝʩʪʴ ʨʘʟ ʟʘ ʧʝʨʚʦʝ ʧʦʣʫʛʦʜʠʝ 2020 ʛ. ʕʪʦ 

ʛʦʚʦʨʠʪ ʦ ʪʦʤ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʫʩʢʦʨʝʥʥʳʤʠ ʪʝʤʧʘʤʠ ʦʩʚʘʠʚʘʶʪ ʘʪʘʢʠ, 

ʠʩʧʦʣʴʟʫʷ Linux. ʉʣʝʜʫʷ ʧʨʠʥʮʠʧʫ ʜʣʷ ʛʠʙʨʠʜʥʳʭ ʦʙʣʘʯʥʳʭ ʩʨʝʜ çʧʠʰʠ ʢʦʜ ʦʜʠʥ 

ʨʘʟ, ʟʘʧʫʩʢʘʡ ʛʜʝ ʫʛʦʜʥʦè, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʦʟʜʘʶʪ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʢʦʪʦʨʦʝ 

ʣʝʛʢʦ ʟʘʧʫʩʢʘʪʴ ʥʘ ʨʘʟʥʳʭ ʧʣʘʪʬʦʨʤʘʭ, ʚ ʪʦʤ ʯʠʩʣʝ ʠ ʚ ʦʙʣʘʯʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ. 

ʇʘʥʜʝʤʠʷ ʚʳʜʝʣʠʣʘ ʩʘʤʳʝ ʧʦʜʜʝʣʳʚʘʝʤʳʝ ʙʨʝʥʜʳ. ɺ 2020 ʛ. ʣʶʜʠ ʙʳʣʠ 

ʚʳʥʫʞʜʝʥʳ ʩʦʙʣʶʜʘʪʴ ʜʠʩʪʘʥʮʠʶ ʠ ʨʘʙʦʪʘʪʴ ʠʟ ʜʦʤʘ, ʘ ʚ ʜʝʩʷʪʢʫ ʩʘʤʳʭ 

ʧʦʜʜʝʣʳʚʘʝʤʳʭ ʙʨʝʥʜʦʚ ʚʦʰʣʠ ʨʘʟʨʘʙʦʪʯʠʢʠ ʩʨʝʜʩʪʚ ʜʣʷ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ, 

ʪʘʢʠʝ ʢʘʢ Google, Dropbox ʠ Microsoft, ʘ ʪʘʢʞʝ ʦʥʣʘʡʥ-ʤʘʛʘʟʠʥʳ ʠ ʩʦʧʫʪʩʪʚʫʶʱʠʝ 

ʢʦʤʧʘʥʠʠ, ʪʘʢʠʝ ʢʘʢ Amazon ʠ PayPal. YouTube ʠ Facebook ï ʦʩʥʦʚʥʳʝ ʠʩʪʦʯʥʠʢʠ 

ʥʦʚʦʩʪʝʡ ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ ï ʪʦʞʝ ʦʢʘʟʘʣʠʩʴ ʚ ʥʘʯʘʣʝ ʩʧʠʩʢʘ. ɺʧʝʨʚʳʝ ʚ ʠʩʪʦʨʠʠ 

ʢʦʤʧʘʥʠʠ ʚ ʨʝʡʪʠʥʛʝ ʩʘʤʳʭ ʧʦʜʜʝʣʳʚʘʝʤʳʭ ʙʨʝʥʜʦʚ ʚ 2020 ʛ. ʥʘ ʩʝʜʴʤʦʤ ʤʝʩʪʝ 

ʦʢʘʟʘʣʩʷ ʙʨʝʥʜ Adidas. ʉʢʦʨʝʝ ʚʩʝʛʦ, ʧʨʠʯʠʥʦʡ ʪʦʤʫ ʙʳʣ ʚʳʩʦʢʠʡ ʩʧʨʦʩ ʥʘ ʜʚʝ 

ʣʠʥʝʡʢʠ ʢʨʦʩʩʦʚʦʢ. 

ɺʣʘʜʝʣʴʮʳ ʚʠʨʫʩʦʚ-ʰʠʬʨʦʚʘʣʴʱʠʢʦʚ ʠʱʫʪ ʙʦʣʝʝ ʚʳʛʦʜʥʳʝ ʙʠʟʥʝʩ-ʤʦʜʝʣʠ. 

ʊʘʢʠʝ ʚʨʝʜʦʥʦʩʳ ʙʳʣʠ ʟʘʜʝʡʩʪʚʦʚʘʥʳ ʧʨʘʢʪʠʯʝʩʢʠ ʚ ʢʘʞʜʦʡ ʯʝʪʚʝʨʪʦʡ ʘʪʘʢʝ, 

ʚʳʷʚʣʝʥʥʦʡ ʩʧʝʮʠʘʣʠʩʪʘʤʠ X-Force ʚ 2020 ʛ. ʇʨʠʯʝʤ ʚʩʸ ʯʘʱʝ ʚ ʥʠʭ ʧʨʠʤʝʥʷʝʪʩʷ 

ʪʘʢʪʠʢʘ ʜʚʦʡʥʦʛʦ ʚʳʤʦʛʘʪʝʣʴʩʪʚʘ. ʇʦ ʦʮʝʥʢʝ X-Force, ʩʘʤʦʡ ʘʢʪʠʚʥʦʡ ʛʨʫʧʧʦʡ 

ʚʠʨʫʩʦʚ-ʰʠʬʨʦʚʘʣʴʱʠʢʦʚ ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ ʩʪʘʣʘ Sodinokibi, ʠʩʧʦʣʴʟʦʚʘʚʰʘʷ ʵʪʫ 

ʪʘʢʪʠʢʫ. ʉ ʝʝ ʧʦʤʦʱʴʶ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʦʙʨʘʣʠ ʩʚʳʰʝ 123 ʤʣʥ. ʜʦʣʣ., ʧʨʠʯʝʤ 

ʧʦʯʪʠ ʜʚʝ ʪʨʝʪʠ ʞʝʨʪʚ ʩʦʛʣʘʰʘʣʠʩʴ ʟʘʧʣʘʪʠʪʴ ʚʳʢʫʧ. 

ɺ ʫʩʣʦʚʠʷʭ ʧʘʥʜʝʤʠʠ Covid-19 ʤʥʦʛʠʝ ʢʦʤʧʘʥʠʠ ʩʪʨʝʤʠʣʠʩʴ ʫʩʢʦʨʠʪʴ 

ʧʝʨʝʭʦʜ ʚ ʦʙʣʘʢʦ. ʉʦʛʣʘʩʥʦ ʥʝʜʘʚʥʝʤʫ ʠʩʩʣʝʜʦʚʘʥʠʶ Gartner, ʧʦʯʪʠ 70% 

ʦʨʛʘʥʠʟʘʮʠʡ, ʫʞʝ ʠʩʧʦʣʴʟʫʶʱʠʭ ʦʙʣʘʯʥʳʝ ʩʝʨʚʠʩʳ, ʧʣʘʥʠʨʫʶʪ ʫʚʝʣʠʯʠʪʴ ʨʘʩʭʦʜʳ 

ʥʘ ʦʙʣʘʯʥʳʝ ʪʝʭʥʦʣʦʛʠʠ ʧʦʩʣʝ ʩʙʦʝʚ ʚ ʨʘʙʦʪʝ, ʚʳʟʚʘʥʥʳʭ Covid-19. ʅʘʜʦ ʦʪʤʝʪʠʪʴ, 

ʯʪʦ 90% ʚʩʝʭ ʦʙʣʘʯʥʳʭ ʚʳʯʠʩʣʝʥʠʡ ʩʝʡʯʘʩ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʥʘ ʙʘʟʝ Linux, ʘ ʦʪʯʝʪ 

X-Force ʧʦʢʘʟʘʣ, ʯʪʦ ʟʘ ʧʦʩʣʝʜʥʝʝ ʜʝʩʷʪʠʣʝʪʠʝ ʢʦʣʠʯʝʩʪʚʦ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʜʣʷ 

Linux ʚʳʨʦʩʣʦ ʚ ʰʝʩʪʴ ʨʘʟ. ʕʪʦ ʟʥʘʯʠʪ, ʯʪʦ ʦʙʣʘʯʥʳʝ ʩʨʝʜʳ ʤʦʛʫʪ ʩʪʘʪʴ ʦʩʥʦʚʥʦʡ 

ʮʝʣʴʶ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. 
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ʇʦ ʦʮʝʥʢʘʤ IBM, ʩ ʨʘʟʚʠʪʠʝʤ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʩ ʦʪʢʨʳʪʳʤ ʢʦʜʦʤ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʠʩʢʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʫʚʝʣʠʯʝʥʠʷ ʤʘʨʞʠ ʟʘ 

ʩʯʝʪ ʚʦʟʤʦʞʥʦʛʦ ʩʦʢʨʘʱʝʥʠʷ ʨʘʩʭʦʜʦʚ, ʧʦʚʳʰʝʥʠʷ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʠ 

ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʷ ʥʘʠʙʦʣʝʝ ʫʩʧʝʰʥʳʭ ʚʘʨʠʘʥʪʦʚ ʘʪʘʢ. ʆʪʯʝʪ ʧʦʢʘʟʘʣ, ʯʪʦ 

ʨʘʟʣʠʯʥʳʝ ʘʪʘʢʫʶʱʠʝ ʛʨʫʧʧʳ, ʪʘʢʠʝ ʢʘʢ APT28, APT29 ʠ Carbanak, 

ʧʝʨʝʢʣʶʯʘʶʪʩʷ ʥʘ ʇʆ ʩ ʦʪʢʨʳʪʳʤ ʢʦʜʦʤ, ʘ ʟʥʘʯʠʪ ʢʦʣʠʯʝʩʪʚʦ ʘʪʘʢ ʥʘ ʦʙʣʘʯʥʳʝ 

ʩʨʝʜʳ ʚ ʙʣʠʞʘʡʰʝʤ ʛʦʜʫ ʚʦʟʨʘʩʪʝʪ. 

ʈʝʟʫʣʴʪʘʪʳ ʦʪʯʝʪʘ ʪʘʢʞʝ ʧʦʢʘʟʘʣʠ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ 

ʨʘʩʰʠʨʷʝʤʳʝ ʚʳʯʠʩʣʠʪʝʣʴʥʳʝ ʤʦʱʥʦʩʪʠ ʦʙʣʘʯʥʳʭ ʩʨʝʜ, ʩʠʣʴʥʦ ʫʚʝʣʠʯʠʚʘʷ ʧʣʘʪʫ 

ʟʘ ʦʙʣʘʯʥʦʝ ʧʦʪʨʝʙʣʝʥʠʝ ʫ ʩʚʦʠʭ ʞʝʨʪʚ. ɺ 2020 ʛ. ʩʧʝʮʠʘʣʠʩʪʳ Intezer ʦʙʥʘʨʫʞʠʣʠ 

ʙʦʣʝʝ 13% ʥʦʚʦʛʦ ʢʦʜʘ ʚ ʢʘʪʝʛʦʨʠʠ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʥʘ ʙʘʟʝ Linux ʜʣʷ 

ʢʨʠʧʪʦʤʘʡʥʝʨʦʚ. 

ʇʦʩʢʦʣʴʢʫ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʦʙʨʘʪʠʣʠ ʧʨʠʩʪʘʣʴʥʦʝ ʚʥʠʤʘʥʠʝ ʥʘ ʦʙʣʘʯʥʳʝ 

ʪʝʭʥʦʣʦʛʠʠ, X-Force ʨʝʢʦʤʝʥʜʫʝʪ ʦʨʛʘʥʠʟʘʮʠʷʤ ʚʩʝʨʴʝʟ ʨʘʩʩʤʦʪʨʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ 

ʧʨʠʤʝʥʝʥʠʷ ʩʪʨʘʪʝʛʠʠ ʥʫʣʝʚʦʛʦ ʜʦʚʝʨʠʷ ʚ ʮʝʣʷʭ ʟʘʱʠʪʳ ʜʘʥʥʳʭ. 

ʆʪʯʝʪ ʧʦʢʘʟʘʣ, ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʨʝʜʧʦʯʠʪʘʶʪ ʚʳʜʘʚʘʪʴ ʩʝʙʷ ʟʘ 

ʙʨʝʥʜʳ, ʢʦʪʦʨʳʤ ʜʦʚʝʨʷʶʪ ʧʦʪʨʝʙʠʪʝʣʠ. Adidas ʩʯʠʪʘʝʪʩʷ ʦʜʥʠʤ ʠʟ ʩʘʤʳʭ 

ʚʣʠ̫ʪʝʣʴʥʳʭ ʙʨʝʥʜʦʚ ʚ ʤʠʨʝ, ʠ ʵʪʠʤ ʚʦʩʧʦʣʴʟʦʚʘʣʠʩʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ. 

ʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʳʪʘʣʠʩʴ ʟʘʤʘʥʠʪʴ ʧʦʢʫʧʘʪʝʣʝʡ, ʤʝʯʪʘʶʱʠʭ ʦ ʢʨʦʩʩʦʚʢʘʭ 

ʙʨʝʥʜʘ, ʥʘ ʧʦʜʜʝʣʴʥʳʝ ʩʘʡʪʳ. ʂʘʢ ʪʦʣʴʢʦ ʞʝʨʪʚʘ ʧʦʧʘʜʘʣʘ ʥʘ ʩʘʡʪ-ʧʦʜʜʝʣʢʫ, ʝʝ 

ʫʙʝʞʜʘʣʠ ʩʦʚʝʨʰʠʪʴ ʧʦʢʫʧʢʫ ʠ ʧʨʝʜʦʩʪʘʚʠʪʴ ʙʘʥʢʦʚʩʢʠʝ ʠʣʠ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ï 

ʣʠʙʦ ʧʨʠ ʧʦʩʝʱʝʥʠʠ ʩʘʡʪʘ ʥʘ ʫʩʪʨʦʡʩʪʚʦ ʞʝʨʪʚʳ ʫʩʪʘʥʘʚʣʠʚʘʣʦʩʴ ʚʨʝʜʦʥʦʩʥʦʝ 

ʇʆ. 

ɺ ʦʪʯʝʪʝ ʛʦʚʦʨʠʪʩʷ ʦ ʪʦʤ, ʯʪʦ ʙʦʣʴʰʘʷ ʯʘʩʪʴ ʩʣʫʯʘʝʚ ʦʙʤʘʥʘ ʩ ʙʨʝʥʜʦʤ 

Adidas ʩʚʷʟʘʥʘ ʩ ʢʨʦʩʩʦʚʢʘʤʠ ʩʝʨʠʡ Yeezy ʠ Superstar. ʂʘʢ ʩʦʦʙʱʘʣʦʩʴ ʨʘʥʝʝ, 

ʦʙʝ̡ʤ ʧʨʦʜʘʞ ʤʦʜʝʣʠ Yeezy ʜʦʩʪʠʛ 1,3 ʤʣʨʜ. ʜʦʣʣ. ʚ 2019 ʛ. ʕʪʦ ʦʜʥʘ ʠʟ ʩʘʤʳʭ 

ʧʨʦʜʘʚʘʝʤʳʭ ʣʠʥʝʝʢ ʫ ʢʦʤʧʘʥʠʠ Adidas. ʉʢʦʨʝʝ ʚʩʝʛʦ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʫʯʣʠ 

ʘʞʠʦʪʘʞ, ʩʚʷʟʘʥʥʳʡ ʩ ʚʳʧʫʩʢʦʤ ʥʦʚʦʡ ʩʝʨʠʠ ʢʨʦʩʩʦʚʦʢ ʚ ʥʘʯʘʣʝ 2020 ʛ., ʠ ʨʝʰʠʣʠ 

ʧʦʣʫʯʠʪʴ ʩ ʥʝʛʦ ʩʚʦʶ ʜʦʣʶ ʚʳʨʫʯʢʠ. 

ʉʦʛʣʘʩʥʦ ʦʪʯʝʪʫ, ʚ 2020 ʛ. ʩʪʘʣʦ ʙʦʣʴʰʝ ʘʪʘʢ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʚʠʨʫʩʦʚ-

ʰʠʬʨʦʚʘʣʴʱʠʢʦʚ, ʯʝʤ ʙʳʣʦ ʚ 2019 ʛ. ʇʨʠʯʝʤ ʧʦʯʪʠ 60% ʚʩʝʭ ʚʳʤʦʛʘʪʝʣʴʩʢʠʭ ʘʪʘʢ, 

ʚʳʷʚʣʝʥʥʳʭ ʩʧʝʮʠʘʣʠʩʪʘʤʠ X-Force, ʧʨʠʤʝʥʷʣʠʩʴ ʧʦ ʧʨʠʥʮʠʧʫ ʜʚʦʡʥʦʛʦ 

ʚʳʤʦʛʘʪʝʣʴʩʪʚʘ, ʢʦʛʜʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʥʝ ʧʨʦʩʪʦ ʰʠʬʨʫʝʪ ʜʘʥʥʳʝ, ʥʦ ʝʱʝ ʠ 

ʫʛʨʦʞʘʝʪ ʦʧʫʙʣʠʢʦʚʘʪʴ ʠʭ ʚ ʩʝʪʠ, ʝʩʣʠ ʚʳʢʫʧ ʥʝ ʙʫʜʝʪ ʚʳʧʣʘʯʝʥ. ɺ 2020 ʛ. 36% 

ʩʣʫʯʘʝʚ ʫʪʝʯʢʠ ʜʘʥʥʳʭ, ʦʙʥʘʨʫʞʝʥʥʳʭ X-Force, ʙʳʣʠ ʩʚʷʟʘʥʳ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʚʠʨʫʩʦʚ-ʰʠʬʨʦʚʘʣʴʱʠʢʦʚ, ʠ ʩʶʜʘ ʞʝ ʦʪʥʦʩʷʪʩʷ ʩʣʫʯʘʠ ʧʨʝʜʧʦʣʘʛʘʝʤʦʡ ʢʨʘʞʠ 

ʜʘʥʥʳʭ. ʊʦ ʝʩʪʴ ʘʪʘʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʢʨʘʞʝʡ ʜʘʥʥʳʭ, ʠ ʚʳʤʦʛʘʪʝʣʴʩʢʠʝ ʘʪʘʢʠ 

ʥʘʯʠʥʘʶʪ ʩʣʠʚʘʪʴʩʷ ʚ ʦʜʥʫ ʢʘʪʝʛʦʨʠʶ. 

ɼʣʷ ʧʨʦʪʠʚʦʩʪʦʷʥʠʷ ʧʦʜʦʙʥʳʤ ʘʛʨʝʩʩʠʚʥʳʤ ʥʘʧʘʜʝʥʠʷʤ X-Force 

ʨʝʢʦʤʝʥʜʫʝʪ ʢʦʤʧʘʥʠʷʤ ʦʛʨʘʥʠʯʠʚʘʪʴ ʜʦʩʪʫʧ ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ 

ʟʘʱʠʱʘʪʴ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʩ ʙʦʣʴʰʠʤʠ ʧʦʣʥʦʤʦʯʠʷʤʠ, 

ʠʩʧʦʣʴʟʫʷ ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʧʨʘʚʘʤʠ ʜʦʩʪʫʧʘ (PAM) ʠ ʫʧʨʘʚʣʝʥʠʷ ʫʯʝʪʥʳʤʠ 

ʟʘʧʠʩʷʤʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ (IAM).  

ɼʨʫʛʠʝ ʚʘʞʥʳʝ ʚʳʚʦʜʳ X-Force Threat Intelligence Index: 
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ʋʷʟʚʠʤʦʩʪʠ ʯʘʱʝ ʩʪʘʥʦʚʷʪʩʷ ʧʨʠʯʠʥʦʡ ʚʟʣʦʤʘ, ʯʝʤ ʬʠʰʠʥʛ. ʆʪʯʝʪ ʧʦʢʘʟʘʣ, 

ʯʪʦ ʯʘʱʝ ʚʩʝʛʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʫʜʘʚʘʣʦʩʴ ʧʨʦʥʠʢʥʫʪʴ ʚ ʩʠʩʪʝʤʳ ʞʝʨʪʚʳ, 

ʠʩʧʦʣʴʟʫʷ ʫʷʟʚʠʤʦʩʪʠ (35%), ʠ ʵʪʦʪ ʤʝʪʦʜ ʚʧʝʨʚʳʝ ʟʘ ʤʥʦʛʠʝ ʛʦʜʳ ʩʪʘʣ ʙʦʣʝʝ 

ʵʬʬʝʢʪʠʚʥʳʤ, ʯʝʤ ʬʠʰʠʥʛ (31%). 

ɽʚʨʦʧʘ ʩʠʣʴʥʝʝ ʧʦʩʪʨʘʜʘʣʘ ʦʪ ʢʠʙʝʨʘʪʘʢ ʚ 2020 ʛ. ʅʘ ʝʝ ʜʦʣʶ ʧʨʠʰʝʣʩʷ 31% 

ʚʩʝʭ ʘʪʘʢ, ʚʳʷʚʣʝʥʥʳʭ ʩʧʝʮʠʘʣʠʩʪʘʤʠ X-Force ï ʵʪʦ ʙʦʣʴʰʝ, ʯʝʤ ʚ ʣʶʙʦʤ ʜʨʫʛʦʤ 

ʨʝʛʠʦʥʝ. ɸ ʯʠʩʣʦ ʘʪʘʢ ʚʠʨʫʩʦʚ-ʰʠʬʨʦʚʘʣʴʱʠʢʦʚ ʚ ɽʚʨʦʧʝ ʨʝʟʢʦ ʚʳʨʦʩʣʦ. ʂʨʦʤʝ 

ʪʦʛʦ, ʚ ɽʚʨʦʧʝ ʙʳʣʦ ʙʦʣʴʰʝ ʘʪʘʢ ʩʦ ʩʪʦʨʦʥʳ ʠʥʩʘʡʜʝʨʦʚ, ʯʝʤ ʚ ʜʨʫʛʠʭ ʨʝʛʠʦʥʘʭ ï ʚ 

ʜʚʘ ʨʘʟʘ ʙʦʣʴʰʝ, ʯʝʤ ʚ ʉʝʚʝʨʥʦʡ ɸʤʝʨʠʢʝ ʠ ʚ ɸʟʠʠ ʚʤʝʩʪʝ ʚʟʷʪʳʭè. (ʋʷʟʚʠʤʦʩʪʠ 

ʚʧʝʨʚʳʝ ʟʘ ʤʥʦʛʦ ʣʝʪ ʦʙʦʰʣʠ ʬʠʰʠʥʛ ʚ ʨʝʡʪʠʥʛʝ ʤʝʪʦʜʦʚ ʚʟʣʦʤʘ // 

ʂʦʤʧʴʶʪʝʨʥʦʝ ʆʙʦʟʨʝʥʠʝ 

(https://ko.com.ua/uyazvimosti_vpervye_za_mnogo_let_oboshli_fishing_v_rejtinge_met

odov_vzloma_136442). 24.02.2021). 
***  

 

çɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʧʨʦʚʦʜʠʪʩʷ ʧʦʯʪʦʚʘʷ ʬʠʰʠʥʛʦʚʘʷ ʢʘʤʧʘʥʠʷ AOL ʩ 

ʮʝʣʴʶ ʢʨʘʞʠ ʣʦʛʠʥʘ ʠ ʧʘʨʦʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʫʪʝʤ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ 

ʧʦʣʫʯʘʪʝʣʝʡ ʦ ʪʦʤ, ʯʪʦ ʠʭ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ ʙʫʜʝʪ ʟʘʢʨʳʪʘ. 

ɺ ʪʦ ʚʨʝʤʷ ʢʘʢ ʙʦʣʴʰʠʥʩʪʚʦ ʣʶʜʝʡ ʠʩʧʦʣʴʟʫʶʪ Gmail, Outlook ʠʣʠ ʜʨʫʛʠʝ 

ʩʦʚʨʝʤʝʥʥʳʝ ʙʝʩʧʣʘʪʥʳʝ ʧʦʯʪʦʚʳʝ ʩʣʫʞʙʳ, ʤʥʦʛʠʝ ʧʦʞʠʣʳʝ ʣʶʜʠ ʧʨʦʜʦʣʞʘʶʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ AOL ʧʨʦʩʪʦ ʧʦʪʦʤʫ, ʯʪʦ ʦʥʠ ʧʨʠʚʳʢʣʠ ʢ ʵʪʦʡ ʩʣʫʞʙʝ ʠ ʩʯʠʪʘʶʪ ʝʝ 

ʩʣʠʰʢʦʤ ʩʣʦʞʥʦʡ ʜʣʷ ʧʝʨʝʭʦʜʘ ʥʘ ʥʦʚʫʶ ʧʦʯʪʦʚʫʶ ʩʣʫʞʙʫ. 

ʂ ʩʦʞʘʣʝʥʠʶ, ʵʪʦ ʪʘʢʞʝ ʜʝʣʘʝʪ ʠʭ ʦʩʥʦʚʥʳʤʠ ʮʝʣʷʤʠ ʜʣʷ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ, 

ʢʦʪʦʨʳʝ, ʧʦ ʤʦʝʤʫ ʦʧʳʪʫ, ʠʤʝʶʪ ʪʝʥʜʝʥʮʠʶ ʣʝʛʯʝ ʧʨʦʩʢʘʣʴʟʳʚʘʪʴ ʯʝʨʝʟ ʬʠʣʴʪʨʳ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ AOL, ʯʝʤ ʬʠʣʴʪʨʳ ʜʨʫʛʠʭ ʩʝʨʚʠʩʦʚ, ʪʘʢʠʭ ʢʘʢ Gmail. 

ʅʘ ʵʪʦʡ ʥʝʜʝʣʝ ʩʦ ʤʥʦʡ ʩʚʷʟʘʣʠʩʴ ʜʚʦʝ ʩʪʘʨʰʠʭ ʯʣʝʥʦʚ ʩʝʤʴʠ, ʧʦʣʫʯʠʚʰʠʝ 

ʧʠʩʴʤʦ ʩʦ ʩʪʨʘʰʥʦʡ ʪʝʤʦʡ, ʚ ʢʦʪʦʨʦʤ ʛʦʚʦʨʠʣʦʩʴ, ʯʪʦ ʠʭ çʇʦʯʪʦʚʳʡ ʷʱʠʢ 

ʟʘʢʨʦʝʪʩʷ ʯʝʨʝʟ 3 ʜʥʷ, ʚʦʡʜʠʪʝ ʚ ʩʠʩʪʝʤʫ ʜʣʷ ʧʦʚʪʦʨʥʦʡ ʘʢʪʠʚʘʮʠʠè. 

ɹʦʷʩʴ, ʯʪʦ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʢʦʪʦʨʳʝ ʦʥʠ ʠʩʧʦʣʴʟʦʚʘʣʠ 

ʧʦʯʪʠ 25 ʣʝʪ, ʙʫʜʫʪ ʟʘʢʨʳʪʳ, ʦʥʠ ʧʝʨʝʩʣʘʣʠ ʤʥʝ ʧʠʩʴʤʦ ʠ ʧʦʧʨʦʩʠʣʠ ʩʦʚʝʪʘ. 

ɺ ʵʣʝʢʪʨʦʥʥʦʤ ʧʠʩʴʤʝ ʛʦʚʦʨʠʣʦʩʴ, ʯʪʦ ʠʤ ʥʝʦʙʭʦʜʠʤʦ ʚʦʡʪʠ ʚ ʩʠʩʪʝʤʫ ʠ 

ʧʦʜʪʚʝʨʜʠʪʴ ʩʚʦʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʚ ʪʝʯʝʥʠʝ 72 ʯʘʩʦʚ, ʠʥʘʯʝ AOL ʜʝʘʢʪʠʚʠʨʫʝʪ ʠʭ 

ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ. 

"ʄʳ ʥʝ ʭʦʪʠʤ ʧʨʦʱʘʪʴʩʷ!" 

çʄʳ ʟʘʤʝʪʠʣʠ, ʯʪʦ ʚʳ ʚ ʧʦʩʣʝʜʥʝʝ ʚʨʝʤʷ ʥʝ ʦʙʥʦʚʣʷʣʠ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʚʦʝʡ 

ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʠ, ʧʦʩʢʦʣʴʢʫ ʚʘʰʘ ʙʝʟʦʧʘʩʥʦʩʪʴ ʷʚʣʷʝʪʩʷ ʥʘʰʠʤ ʛʣʘʚʥʳʤ 

ʧʨʠʦʨʠʪʝʪʦʤ, ʤʳ ʧʣʘʥʠʨʫʝʤ ʟʘʢʨʳʪʴ ʵʪʫ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʢʘʢ ʤʦʞʥʦ ʩʢʦʨʝʝ. ɽʩʣʠ 

ʚʳ ʥʝ ʧʨʝʜʧʨʠʤʝʪʝ ʥʠʢʘʢʠʭ ʜʝʡʩʪʚʠʡ ʚ ʙʣʠʞʘʡʰʝʝ ʚʨʝʤʷ, ʵʪʦ ʟʘʡʤʝʪ 3 ʜʥʷ. ɽʩʣʠ 

ʚr  ʥʝ ʧʦʜʪʚʝʨʜʠʪʝ ʵʪʫ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ, ʦʥ ʙʫʜʝʪ ʟʘʢʨʳʪ ʯʝʨʝʟ 72 ʯʘʩʘè, - 

ʧʨʝʜʫʧʨʝʞʜʘʝʪ ʬʠʰʠʥʛʦʚʦʝ ʧʠʩʴʤʦ AOL. 

ɺ ʧʠʩʴʤʝ ʙʳʣʘ ʩʩʳʣʢʘ ʥʘ ʧʣʦʭʦ ʩʢʦʥʩʪʨʫʠʨʦʚʘʥʥʫʶ ʬʠʰʠʥʛʦʚʫʶ ʮʝʣʝʚʫʶ 

ʩʪʨʘʥʠʮʫ AOL, ʧʨʝʜʣʘʛʘʶʱʫʶ ʧʦʩʝʪʠʪʝʣʷʤ ʚʦʡʪʠ ʚ AOL. 

ʇʦʩʣʝ ʦʪʧʨʘʚʢʠ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ AOL ʚ ʬʦʨʤʫ ʫʢʨʘʜʝʥʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ 

ʦʪʧʨʘʚʣʷʶʪʩʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ, ʘ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʝʨʝʥʘʧʨʘʚʣʷʝʪʩʷ ʥʘ ʩʪʘʥʜʘʨʪʥʫʶ 

ʩʪʨʘʥʠʮʫ ʚʭʦʜʘ ʚ AOL. 
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ʇʦʩʢʦʣʴʢʫ ʷ ʩʪʘʨʘʣʩʷ ʨʘʩʩʢʘʟʘʪʴ ʯʣʝʥʘʤ ʩʝʤʴʠ ʦ ʬʠʰʠʥʛ-ʤʦʰʝʥʥʠʯʝʩʪʚʝ ʠ ʦ 

ʪʦʤ, ʥʘ ʯʪʦ ʩʣʝʜʫʝʪ ʦʙʨʘʱʘʪʴ ʚʥʠʤʘʥʠʝ, ʯʣʝʥʳ ʤʦʝʡ ʩʝʤʴʠ ʥʝ ʧʦʧʘʣʠ ʥʘ ʵʪʫ ʘʬʝʨʫ. 

ʂ ʩʦʞʘʣʝʥʠʶ, ʤʥʦʛʠʝ ʣʶʜʠ, ʚʦʟʤʦʞʥʦ, ʥʝ ʧʦʣʫʯʠʣʠ ʪʘʢʦʛʦ ʞʝ ʦʙʨʘʟʦʚʘʥʠʷ ʠ, 

ʩʢʦʨʝʝ ʚʩʝʛʦ, ʚʚʝʜʫʪ ʩʚʦʠ ʜʘʥʥʳʝ ʜʣʷ ʚʭʦʜʘ ʚ AOLéè. (Lawrence Abrams. Beware: 

AOL phishing email states your account will be closed // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/beware-aol-phishing-email-states-

your-account-will -be-closed/). 28.02.2021). 
***  

 

çʀʩʩʣʝʜʦʚʘʪʝʣʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘʥʘʣʠʟʠʨʫʶʱʠʝ ʥʝʩʢʦʣʴʢʦ ʥʘʙʦʨʦʚ 

ʚʨʝʜʦʥʦʩʥʳʭ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ, ʩʯʠʪʘʶʪ, ʯʪʦ ʦʥʠ ʦʙʥʘʨʫʞʠʣʠ ʘʢʪʠʚʥʦʩʪʴ, 

ʧʨʠʥʘʜʣʝʞʘʱʫʶ ʨʘʥʝʝ ʥʝ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʥʦʤʫ ʩʫʙʲʝʢʪʫ, ʢʦʪʦʨʳʡ 

ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʦʧʠʩʘʥʠʶ ʧʦʚʳʰʝʥʥʦʡ ʧʦʩʪʦʷʥʥʦʡ ʫʛʨʦʟʳ (APT). 
ɸʢʪʝʨ ʧʦʣʫʯʠʣ ʠʤʷ LazyScripter ʠ ʚʝʜʝʪ ʘʢʪʠʚʥʫʶ ʜʝʷʪʝʣʴʥʦʩʪʴ ʩ 2018 ʛʦʜʘ, 

ʠʩʧʦʣʴʟʫʷ ʬʠʰʠʥʛ ʜʣʷ ʥʘʮʝʣʠʚʘʥʠʷ ʥʘ ʣʠʮ, ʠʱʫʱʠʭ ʠʤʤʠʛʨʘʮʠʶ ʚ ʂʘʥʘʜʫ ʜʣʷ 

ʨʘʙʦʪʳ, ʘʚʠʘʢʦʤʧʘʥʠʡ ʠ ʄʝʞʜʫʥʘʨʦʜʥʦʡ ʘʩʩʦʮʠʘʮʠʠ ʚʦʟʜʫʰʥʦʛʦ ʪʨʘʥʩʧʦʨʪʘ 

(IATA).  

ʀʥʬʨʘʩʪʨʫʢʪʫʨʘ, ʧʦʜʜʝʨʞʠʚʘʶʱʘʷ ʵʪʫ ʜʦʣʛʦʩʨʦʯʥʫʶ ʢʘʤʧʘʥʠʶ, ʚʩʝ ʝʱʝ 

ʘʢʪʠʚʥʘ, ʠ ʩʫʙʲʝʢʪ ʧʨʦʜʦʣʞʘʝʪ ʨʘʟʚʠʚʘʪʴʩʷ, ʦʙʥʦʚʣʷʷ ʩʚʦʠ ʥʘʙʦʨʳ ʠʥʩʪʨʫʤʝʥʪʦʚ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʧʨʦʝʢʪʦʚ ʩ ʦʪʢʨʳʪʳʤ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ 

ʇʦʩʣʝʜʥʷʷ ʜʝʷʪʝʣʴʥʦʩʪʴ LazyScripter ʚʢʣʶʯʘʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʚʦʙʦʜʥʦ 

ʨʘʩʧʨʦʩʪʨʘʥʷʝʤʳʭ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ Octopus ʠ Koadic. ʆʙʘ ʙʳʣʠ ʜʦʩʪʘʚʣʝʥʳ 

ʯʝʨʝʟ ʚʨʝʜʦʥʦʩʥʳʝ ʜʦʢʫʤʝʥʪʳ ʠ ZIP-ʘʨʭʠʚʳ, ʩʦʜʝʨʞʘʱʠʝ ʚʩʪʨʦʝʥʥʳʝ ʦʙʲʝʢʪʳ 

(VBScript ʠʣʠ ʧʘʢʝʪʥʳʝ ʬʘʡʣʳ), ʘ ʥʝ ʤʘʢʨʦʢʦʜ, ʯʘʩʪʦ ʚʩʪʨʝʯʘʶʱʠʡʩʷ ʧʨʠ 

ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢʘʭ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʠʟ Malwarebytes ʪʘʢʞʝ ʦʙʥʘʨʫʞʠʣʠ ʜʨʫʛʠʝ ʧʨʠʤʝʨʳ, ʢʦʛʜʘ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʩʙʨʘʩʳʚʘʣ ʜʨʫʛʠʝ ʪʨʦʷʥʳ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ (RAT), ʦʙʱʠʝ ʜʣʷ 

ʥʝʩʢʦʣʴʢʠʭ ʭʘʢʝʨʩʢʠʭ ʛʨʫʧʧ: LuminosityLink, RMS, Quasar, njRat ʠ Remcos. 

ʇʦ ʩʣʦʚʘʤ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, LazyScripter ʧʝʨʝʰʝʣ ʥʘ ʪʘʢʪʠʢʫ ʜʚʦʡʥʦʛʦ RAT 

ʧʦʩʣʝ ʧʝʨʚʦʥʘʯʘʣʴʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʦʩʪʵʢʩʧʣʫʘʪʘʮʠʦʥʥʦʡ ʩʪʨʫʢʪʫʨʳ 

PowerShell Empire. ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʥʘʟʚʘʣʠ ʧʦʛʨʫʟʯʠʢʠ ʜʣʷ ʵʪʠʭ ʛʨʫʟʦʚ KOCTOPUS 

ʠ Empoder ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. 

ʂʘʢ ʧʨʘʚʠʣʦ, ʚʨʝʜʦʥʦʩʥʳʝ ʜʦʢʫʤʝʥʪʳ ʩʦʜʝʨʞʘʪ ʦʜʠʥ ʠʣʠ ʜʚʘ ʚʩʪʨʦʝʥʥʳʭ 

ʦʙʲʝʢʪʘ ʩʦ ʟʥʘʯʢʘʤʠ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʤʠ ʩʦʙʦʡ ʬʘʡʣʳ PDF, Microsoft Word / Excel; 

ʥʘ ʩʘʤʦʤ ʜʝʣʝ ʵʪʦ ʧʘʢʝʪʥʳʝ, ʠʩʧʦʣʥʷʝʤʳʝ ʠʣʠ VBScript-ʚʘʨʠʘʥʪʳ ʟʘʛʨʫʟʯʠʢʦʚ 

KOCTOPUS ʠ Empoder. 

KOCTOPUS, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ Octopus ʠ Koadic ʠ 

ʦʙʝʩʧʝʯʝʥʠʷ ʠʭ ʧʦʩʪʦʷʥʩʪʚʘ ʚ ʩʠʩʪʝʤʝ, ʩʠʣʴʥʦ ʟʘʧʫʪʳʚʘʝʪʩʷ ʩ ʧʦʤʦʱʴʶ 

ʠʥʩʪʨʫʤʝʥʪʘ BatchEncryption. 

ʆʙʱʠʡ ʧʨʦʮʝʩʩ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʯʝʨʝʟ KOCTOPUS ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʦʙʭʦʜ 

ʬʫʥʢʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʥʪʨʦʣʷ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ (UAC) ʚ Windows, ʦʪʢʣʶʯʝʥʠʝ 

ʧʨʦʜʫʢʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ Microsoft ʠ ʟʘʛʨʫʟʢʫ RMS ʠʣʠ LuminosityLink RAT. 

ʅʘʙʦʨʳ ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʣʷ ʭʦʩʪʠʥʛʘ ʥʘ GitHub 

ʀʥʪʝʨʝʩʥʦ, ʯʪʦ LazyScripter ʨʘʟʤʝʩʪʠʣ ʩʚʦʠ ʥʘʙʦʨʳ ʠʥʩʪʨʫʤʝʥʪʦʚ ʥʘ GitHub - 

ʪʘʢʪʠʢʘ, ʠʩʧʦʣʴʟʦʚʘʚʰʘʷʩʷ ʚ ʧʨʦʰʣʦʤ ʛʨʫʧʧʦʡ APT, ʩʚʷʟʘʥʥʦʡ ʩ ʀʨʘʥʦʤ. 
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Malwarebytes ʦʙʥʘʨʫʞʠʣ ʪʨʠ ʘʢʢʘʫʥʪʘ, ʩʚʷʟʘʥʥʳʭ ʩ LazyScripter. ɼʚʘ ʠʟ ʥʠʭ - 

LIZySARA ʠ Axella49 - ʙʳʣʠ ʫʜʘʣʝʥʳ ʚ ʷʥʚʘʨʝ, ʥʦ ʪʨʝʪʠʡ (OB2021) ʧʦʷʚʠʣʩʷ ʚ 

ʥʘʯʘʣʝ ʤʝʩʷʮʘ, 2 ʬʝʚʨʘʣʷ, ʠ ʧʨʦʜʦʣʞʘʝʪ ʜʝʡʩʪʚʦʚʘʪʴ. 

ʅʝʢʦʪʦʨʳʝ ʠʟ ʵʣʝʢʪʨʦʥʥʳʭ ʧʨʠʤʘʥʦʢ, ʧʦ-ʚʠʜʠʤʦʤʫ, ʩʧʝʮʠʘʣʴʥʦ ʨʘʟʨʘʙʦʪʘʥʳ 

ʜʣʷ ʘʚʠʘʢʦʤʧʘʥʠʡ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ BSPLink, 

ʨʝʰʝʥʠʝ IATA ʜʣʷ ʩʚʦʝʛʦ ʧʣʘʥʘ ʙʠʣʣʠʥʛʘ ʠ ʨʘʩʯʝʪʦʚ (BSP), ʢʦʪʦʨʦʝ ʧʦʟʚʦʣʷʝʪ 

ʢʦʤʧʘʥʠʷʤ: 

ʋʧʨʘʚʣʷʡʪʝ ʩʙʦʨʦʤ ʠ ʧʣʘʪʝʞʘʤʠ ʧʦ ʚʩʝʤʫ ʤʠʨʫ ʚ ʝʜʠʥʦʤ ʧʨʦʮʝʩʩʝ 

ɸʚʪʦʤʘʪʠʯʝʩʢʦʝ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʜʘʥʥʳʭ ʩʚʝʨʢʠ ʜʦʭʦʜʦʚ ʟʘ ʩʯʝʪ ʧʝʨʝʜʘʯʠ 

ʦʜʥʦʛʦ ʬʘʡʣʘ 

ɸʚʪʦʤʘʪʠʟʠʨʫʡʪʝ ʫʧʨʘʚʣʝʥʠʝ ADM / ACM ʠʣʠ ʚʦʟʚʨʘʪʘʤʠ 

ʋʧʨʘʚʣʷʡʪʝ ʩʪʠʤʫʣʘʤʠ ʧʨʦʜʘʞ ʩ ʧʦʤʦʱʴʶ ʜʦʧʦʣʥʠʪʝʣʴʥʦʡ ʫʩʣʫʛʠ Global 

Net Remit 5 ʩ ʧʦʤʦɦɹʶ ʪʦʛʦ ʞʝ ʧʨʦʮʝʩʩʘ ʨʘʩʯʝʪʦʚ 

ʈʘʟʥʦʦʙʨʘʟʠʝ ʧʨʠʤʘʥʦʢ 

ʇʨʠʤʘʥʢʘ ʠʟʤʝʥʠʣʘʩʴ ʥʝʜʘʚʥʦ, çʯʪʦʙʳ ʠʤʠʪʠʨʦʚʘʪʴ ʥʦʚʫʶ ʬʫʥʢʮʠʶ, 

ʥʝʜʘʚʥʦ ʧʨʝʜʩʪʘʚʣʝʥʥʫʶ IATA, ʢʦʪʦʨʘʷ ʥʘʟʳʚʘʝʪʩʷ IATA ONE ID (ʠʥʩʪʨʫʤʝʥʪ 

ʙʝʩʢʦʥʪʘʢʪʥʦʡ ʦʙʨʘʙʦʪʢʠ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʘʩʩʘʞʠʨʘʭ)è, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʝʛʦʜʥʷʰʥʝʤ 

ʧʦʜʨʦʙʥʦʤ ʪʝʭʥʠʯʝʩʢʦʤ ʦʪʯʝʪʝ Malwarebytes. 

ʂʦʤʧʘʥʠʷ ʜʦʙʘʚʣʷʝʪ, ʯʪʦ ʵʪʦ ʧʦʢʘʟʘʪʝʣʴ ʪʦʛʦ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢ 

ʘʜʘʧʪʠʨʫʝʪ ʩʚʦʡ ʥʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʣʷ ʨʘʙʦʪʳ ʩ ʥʦʚʳʤʠ ʩʠʩʪʝʤʘʤʠ, 

ʨʘʟʨʘʙʦʪʘʥʥʳʤʠ IATA. ɹʦʣʝʝ ʦʙʰʠʨʥʘʷ ʢʦʣʣʝʢʮʠʷ ʧʨʠʤʘʥʦʢ LazyScripter ʚʢʣʶʯʘʝʪ 

ʩʣʝʜʫʶʱʝʝ: 

Å ɹʝʟʦʧʘʩʥʦʩʪʴ IATA (ʙʝʟʦʧʘʩʥʦʩʪʴ ʄʝʞʜʫʥʘʨʦʜʥʦʡ ʘʩʩʦʮʠʘʮʠʠ ʚʦʟʜʫʰʥʦʛʦ 

ʪʨʘʥʩʧʦʨʪʘ) 

Å BSPlink Updater ʠʣʠ Upgrade (BSPlink - ʵʪʦ ʛʣʦʙʘʣʴʥʳʡ ʠʥʪʝʨʬʝʡʩ ʜʣʷ 

ʪʫʨʠʩʪʠʯʝʩʢʠʭ ʘʛʝʥʪʩʪʚ ʠ ʘʚʠʘʢʦʤʧʘʥʠʡ ʜʣʷ ʜʦʩʪʫʧʘ ʢ IATA BSP) 

Å IATA ONE ID 

Å ʂʦʤʧʣʝʢʪʳ ʧʦʜʜʝʨʞʢʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ IATA 

Å ʊʫʨʠʟʤ (ʖʅɺʊʆ) 

Å COVID-19 

Å ʆʙʥʦʚʣʝʥʠʷ Microsoft 

Å ʀʥʬʦʨʤʘʮʠʷ ʦ ʚʘʢʘʥʩʠʠ 

Å ʂʘʥʘʜʩʢʘʷ ʧʨʦʛʨʘʤʤʘ ʧʦʚʳʰʝʥʠʷ ʢʚʘʣʠʬʠʢʘʮʠʠ 

Å ɺʠʟʘ ʚ ʂʘʥʘʜʫ (CanadaVisa.com - ʵʪʦ ʦʥʣʘʡʥ-ʧʨʝʜʩʪʘʚʠʪʝʣʴʩʪʚʦ 

ʠʤʤʠʛʨʘʮʠʦʥʥʦʡ ʶʨʠʜʠʯʝʩʢʦʡ ʬʠʨʤʳ Campbell Cohen)é 

ɼʣʷ ʫʧʨʘʚʣʝʥʠʷ ʠ ʢʦʥʪʨʦʣʷ (C2) LazyScripter ʠʩʧʦʣʴʟʫʝʪ ʧʷʪʴ ʧʦʜʜʦʤʝʥʦʚ ʥʘ 

ʯʝʪʳʨʝʭ ʨʘʟʥʳʭ ʦʙʱʠʭ ʜʦʤʝʥʘʭ, ʨʘʟʤʝʱʝʥʥʳʭ ʙʝʩʧʣʘʪʥʳʤʠ ʧʦʩʪʘʚʱʠʢʘʤʠ 

ʜʠʥʘʤʠʯʝʩʢʠʭ DNS Duck DNS ʠ FreeDNS : 

kasperskylab.ignorelist.com 

hpsj.firewall-gateway.net 

googlechromeupdater.twilightparadox.com 

iatassl-telechargementsecurity.duckdns.org 

stub.ignorelist.com 

ʅʝʜʦʩʪʘʪʦʯʥʦ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʜʣʷ ʘʪʨʠʙʫʮʠʠ 
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ʀʩʧʦʣʴʟʫʷ ʠʥʩʪʨʫʤʝʥʪʳ ʩ ʦʪʢʨʳʪʳʤ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ ʜʣʷ ʧʦʩʪʵʢʩʧʣʫʘʪʘʮʠʠ 

ʠ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʢʦʪʦʨʦʝ ʰʠʨʦʢʦ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʭʘʢʝʨʩʢʠʭ ʦʧʝʨʘʮʠʷʭ 

ʥʝʩʢʦʣʴʢʠʤʠ ʫʯʘʩʪʥʠʢʘʤʠ, LazyScripter ʦʩʪʘʚʣʷʝʪ ʤʘʣʦ ʧʦʜʩʢʘʟʦʢ ʦʪʥʦʩʠʪʝʣʴʥʦ 

ʘʪʨʠʙʫʮʠʠ. 

ʆʜʥʘʢʦ Malwarebytes ʦʪʤʝʯʘʝʪ, ʯʪʦ ʧʫʙʣʠʯʥʳʝ ʠʩʩʣʝʜʦʚʘʥʠʷ ʧʦʢʘʟʳʚʘʶʪ, 

ʯʪʦ ʪʦʣʴʢʦ ʜʚʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʠʩʧʦʣʴʟʦʚʘʣʠ ʠʥʩʪʨʫʤʝʥʪ ʪʝʩʪʠʨʦʚʘʥʠʷ ʥʘ 

ʧʨʦʥʠʢʥʦʚʝʥʠʝ Koadic ʚ ʩʚʦʠʭ ʢʘʤʧʘʥʠʷʭ: ʩʚʷʟʘʥʥʳʡ ʩ ʀʨʘʥʦʤ MuddyWater ʠ 

ʨʦʩʩʠʡʩʢʠʡ APT28 (Fancy Bear / Sofacy / Strontium / Sednit). 

ʂʦʤʧʘʥʠʷ ʟʘʷʚʣʷʝʪ, ʯʪʦ ʥʝ ʥʘʰʣʘ ʩʚʷʟʠ ʩ APT28, ʥʦ ʟʘʤʝʪʠʣʘ ʩʭʦʜʩʪʚʦ ʩ 

MuddyWater ʚ ʪʦʤ, ʯʪʦ ʚ ʠʭ ʧʨʦʰʣʳʭ ʢʘʤʧʘʥʠʷʭ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʢʘʢ Koadic, ʪʘʢ ʠ 

PowerShell Empire, ʠ ʦʥʠ ʧʦʣʘʛʘʣʠʩʴ ʥʘ GitHub ʜʣʷ ʨʘʟʤʝʱʝʥʠʷ ʩʚʦʝʛʦ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʥʘʙʦʨʘ ʠʥʩʪʨʫʤʝʥʪʦʚ. 

ʆʜʥʘʢʦ ʝʩʪʴ ʥʝʢʦʪʦʨʳʝ ʘʩʧʝʢʪʳ, ʢʦʪʦʨʳʝ ʥʝ ʜʦʧʫʩʢʘʶʪ ʚʳʩʦʢʦʥʘʜʝʞʥʦʡ 

ʘʪʨʠʙʫʮʠʠ ʠ ʧʦʙʫʜʠʣʠ Malwarebytes ʧʦʤʝʪʠʪʴ LazyScripter ʢʘʢ ʥʦʚʫʶ ʛʨʫʧʧʫ APT: 

ʂʘʤʧʘʥʠʠ MuddyWater ʥʘʮʝʣʝʥʳ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ LazyScripter's ʧʦʣʘʛʘʝʪʩʷ ʥʘ 

ʩʧʘʤ ʜʣʷ ʦʭʚʘʪʘ ʞʝʨʪʚ 

ʥʠ ʦʜʥʦ ʠʟ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʢʘʤʧʘʥʠʷʭ LazyScripter, ʚ 

ʧʨʦʰʣʦʤ ʥʝ ʙʳʣʦ ʩʚʷʟʘʥʦ ʩ MuddyWater 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʚʩʪʨʦʝʥʥʳʭ ʜʦʢʫʤʝʥʪʦʚ ʥʝ ʭʘʨʘʢʪʝʨʥʦ ʜʣʷ MuddyWater, 

ʢʦʪʦʨʳʡ ʦʙʳʯʥʦ ʠʩʧʦʣʴʟʫʝʪ ʚʨʝʜʦʥʦʩʥʳʝ ʤʘʢʨʦʩʳ 

ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʪʦʣʴʢʦ ʰʠʨʦʢʦ ʜʦʩʪʫʧʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ 

MuddyWater ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʝʪ ʩʧʝʮʠʘʣʴʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʚ ʩʚʦʠʭ ʦʧʝʨʘʮʠʷʭ.è 

(Ionut Ilascu. LazyScripter hackers target airlines with remote access Trojans // 

Bleeping ComputerÈ (https://www.bleepingcomputer.com/news/security/lazyscripter-

hackers-target-airlines-with-remote-access-trojans/). 24.02.2021). 
***  

 

ɼʽʷʣʴʥʽʩʪʴ ʭʘʢʝʨʽʚ ʪʘ ʭʘʢʝʨʩʴʢʽ ʫʛʨʫʧʦʚʫʚʘʥʥʷ 

 

çʊʘʠʥʩʪʚʝʥʥʘʷ ʛʨʫʧʧʘ ʭʘʢʪʠʚʠʩʪʦʚ ʚ ʩʫʙʙʦʪʫ ʦʪʨʘʚʠʣʘ ʟʘʧʠʩʠ DNS 

ʥʝʩʢʦʣʴʢʠʭ ʚʝʙ-ʩʘʡʪʦʚ ʰʨʠ-ʣʘʥʢʠʡʮʝʚ (.lk) ʠ ʧʝʨʝʥʘʧʨʘʚʠʣʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʥʘ ʚʝʙ-ʩʪʨʘʥʠʮʫ, ʛʜʝ ʧʦʜʨʦʙʥʦ ʦʧʠʩʘʥʳ ʨʘʟʣʠʯʥʳʝ ʩʦʮʠʘʣʴʥʳʝ ʧʨʦʙʣʝʤʳ, 

ʚʣʠʷʶʱʠʝ ʥʘ ʤʝʩʪʥʦʝ ʥʘʩʝʣʝʥʠʝ. 
ʍʦʪʷ ʙʦʣʴʰʠʥʩʪʚʦ ʟʘʪʨʦʥʫʪʳʭ ʜʦʤʝʥʦʚ ʙʳʣʠ ʚʝʙ-ʩʘʡʪʘʤʠ ʤʝʩʪʥʳʭ 

ʧʨʝʜʧʨʠʷʪʠʡ ʠ ʥʦʚʦʩʪʥʳʤʠ ʩʘʡʪʘʤʠ, ʧʦʩʪʨʘʜʘʣʠ ʪʘʢʞʝ ʜʚʘ ʠʟʚʝʩʪʥʳʭ ʜʦʤʝʥʘ ʜʣʷ 

Google.lk ʠ Oracle.lk, ʩʦʦʙʱʠʣʠ ZDNet ʯʠʪʘʪʝʣʠ ʚ ʩʫʙʙʦʪʫ. 

ʉʣʝʜʫʶʱʝʝ ʩʦʦʙʱʝʥʠʝ ʙʳʣʦ ʦʪʦʙʨʘʞʝʥʦ ʥʘ Google.lk ʚ ʪʝʯʝʥʠʝ ʥʝʩʢʦʣʴʢʠʭ 

ʯʘʩʦʚ, ʧʨʝʞʜʝ ʯʝʤ ʚʤʝʰʘʣʠʩʴ ʚʣʘʩʪʠ. ɺ ʩʦʦʙʱʝʥʠʠ ʦʩʚʝʱʘʶʪʩʷ ʧʨʦʙʣʝʤʳ, 

ʩʚʷʟʘʥʥʳʝ ʩ ʤʝʩʪʥʦʡ ʯʘʡʥʦʡ ʧʨʦʤʳʰʣʝʥʥʦʩʪʴʶ, ʩʚʦʙʦʜʦʡ ʧʨʝʩʩʳ, 

ʧʨʝʜʧʦʣʘʛʘʝʤʳʤ ʢʦʨʨʫʤʧʠʨʦʚʘʥʥʳʤ ʧʦʣʠʪʠʯʝʩʢʠʤ ʢʣʘʩʩʦʤ ʠ ʩʫʜʝʙʥʦʡ ʩʠʩʪʝʤʦʡ, 

ʘ ʪʘʢʞʝ ʧʨʦʙʣʝʤʘʤʠ ʨʘʩʳ, ʤʝʥʴʰʠʥʩʪʚ ʠ ʨʝʣʠʛʠʠ. 

ʕʪʦ ʥʘʧʘʜʝʥʠʝ ʧʨʦʠʟʦʰʣʦ ʚ ʩʫʙʙʦʪʫ, 6 ʬʝʚʨʘʣʷ, ʚʩʝʛʦ ʯʝʨʝʟ ʜʚʘ ʜʥʷ ʧʦʩʣʝ 

ʦʬʠʮʠʘʣʴʥʦʛʦ ʜʥʷ ʥʘʮʠʦʥʘʣʴʥʦʡ ʥʝʟʘʚʠʩʠʤʦʩʪʠ ʐʨʠ-ʃʘʥʢʠ, 4 ʬʝʚʨʘʣʷ, ʯʪʦ 

ʦʙʲʷʩʥʷʝʪ ʥʘʮʠʦʥʘʣʠʩʪʠʯʝʩʢʠʡ ʧʦʩʳʣ. 
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NIC.lk, ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʥʘʮʠʦʥʘʣʴʥʦʛʦ ʜʦʤʝʥʥʦʛʦ ʧʨʦʩʪʨʘʥʩʪʚʘ LK ʚʝʨʭʥʝʛʦ 

ʫʨʦʚʥʷ ʩʪʨʘʥʳ, ʧʦʜʪʚʝʨʜʠʣʘ ʘʪʘʢʫ ʚ ʩʫʙʙʦʪʫ ʚ ʩʦʦʙʱʝʥʠʠ, ʨʘʟʤʝʱʝʥʥʦʤ ʥʘ ʝʝ ʚʝʙ-

ʩʘʡʪʝ. 

çʇʨʦʙʣʝʤʘ ʩ ʩʠʩʪʝʤʦʡ ʨʝʛʠʩʪʨʘʮʠʠ ʜʦʤʝʥʦʚ.LK ʚʦʟʥʠʢʣʘ ʨʘʥʦ ʫʪʨʦʤ ʚ 

ʩʫʙʙʦʪʫ, 6 ʬʝʚʨʘʣʷ, ʠ ʟʘʪʨʦʥʫʣʘ ʥʝʩʢʦʣʴʢʦ ʜʦʤʝʥʦʚ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʚ.LKè, - 

ʟʘʷʚʠʣʠ ʚ ʦʨʛʘʥʠʟʘʮʠʠ. çʕʪʦʪ ʚʦʧʨʦʩ ʙʳʣ ʨʝʰʝʥ ʚ ʩʨʦʯʥʦʤ ʧʦʨʷʜʢʝ, ʠ ʚʦʧʨʦʩ ʙʳʣ 

ʨʝʰʝʥ ʧʨʠʤʝʨʥʦ ʢ 8.30è. 

ʂʦʤʠʩʩʠʷ ʧʦ ʨʝʛʫʣʠʨʦʚʘʥʠʶ ʵʣʝʢʪʨʦʩʚʷʟʠ ʐʨʠ-ʃʘʥʢʠ ʪʘʢʞʝ ʧʦʜʪʚʝʨʜʠʣʘ 

ʠʥʮʠʜʝʥʪ ʚ ʪʚʠʪʝ ʥʘ ʩʚʦʝʤ ʘʢʢʘʫʥʪʝ. 

ʇʦʜʨʦʙʥʦʩʪʠ ʦʙ ʘʪʘʢʝ ʠ ʢʦʣʠʯʝʩʪʚʝ ʟʘʪʨʦʥʫʪʳʭ ʜʦʤʝʥʦʚ ʥʝ ʨʘʟʛʣʘʰʘʶʪʩʷ. 

ʇʨʝʜʩʪʘʚʠʪʝʣʴ NIC.lk ʥʝ ʦʪʚʝʪʠʣ ʥʘ ʟʘʧʨʦʩ ʦ ʢʦʤʤʝʥʪʘʨʠʠ, ʦʪʧʨʘʚʣʝʥʥʳʡ ZDNet ʚ 

ʚʦʩʢʨʝʩʝʥʴʝ. 

ɸʪʘʢʘ ʥʝ ʦʩʪʘʣʘʩʴ ʥʝʟʘʤʝʯʝʥʥʦʡ ʚ ʐʨʠ-ʃʘʥʢʝ, ʠ ʥʝʩʢʦʣʴʢʦ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʥʘʧʠʩʘʣʠ ʦʙ ʵʪʦʤ ʚ ʊʚʠʪʪʝʨʝ ʥʘ ʚʳʭʦʜʥʳʭ, ʜʘʞʝ ʝʩʣʠ ʠʥʮʠʜʝʥʪ ʧʨʦʜʦʣʞʘʣʩʷ ʚʩʝʛʦ 

ʥʝʩʢʦʣʴʢʦ ʯʘʩʦʚ. 

ʕʪʦ ʚʪʦʨʦʡ ʠʥʮʠʜʝʥʪ, ʩʚʷʟʘʥʥʳʡ ʩ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʢʦʪʦʨʳʡ ʟʘʪʨʦʥʫʣ 

ʦʨʛʘʥʠʟʘʮʠʶ NIC.lk. ɺ 2013 ʛʦʜʫ ʭʘʢʝʨʳ ʠʩʧʦʣʴʟʦʚʘʣʠ ʘʪʘʢʫ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

SQL-ʠʥʲʝʢʮʠʠ, ʯʪʦʙʳ ʚʟʣʦʤʘʪʴ ʙʘʟʫ ʜʘʥʥʳʭ ʠ ʫʢʨʘʩʪʴ ʜʘʥʥʳʝ ʦ ʚʣʘʜʝʣʴʮʘʭ 

ʜʦʤʝʥʦʚ.lkè. (Catalin Cimpanu. Hacktivists deface multiple Sri Lankan domains, 

including Google.lk // ZDNet (https://www.zdnet.com/article/hacktivists-deface-

multiple-sri-lankan-domains-including-google-lk/). 07.02.2021). 
***  

 

çʀʩʩʣʝʜʦʚʘʪʝʣʠ ʨʘʩʢʨʳʣʠ ʚʥʫʪʨʝʥʥʠʝ ʤʝʭʘʥʠʟʤʳ ʩʣʝʞʢʠ ʭʘʢʝʨʩʢʦʡ 

ʛʨʫʧʧʳ çDomestic Kittenè.  
Domestic Kitten, ʪʘʢʞʝ ʦʙʦʟʥʘʯʘʝʤʳʡ ʢʘʢ APT-C-50, ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 

ʛʨʫʧʧʫ ʧʦʚʳʰʝʥʥʦʡ ʧʦʩʪʦʷʥʥʦʡ ʫʛʨʦʟʳ (APT). APT, ʚʧʝʨʚʳʝ ʦʙʥʘʨʫʞʝʥʥʳʡ ʚ 

2018 ʛʦʜʫ, ʩʚʷʟʘʥ ʩ ʠʨʘʥʩʢʠʤ ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ ʠ ʙʳʣ ʩʚʷʟʘʥ ʩ ʥʘʧʘʜʝʥʠʷʤʠ ʥʘ 

ʤʝʩʪʥʳʭ ʛʨʘʞʜʘʥ, çʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʨʝʜʩʪʘʚʣʷʪʴ ʫʛʨʦʟʫ ʩʪʘʙʠʣʴʥʦʩʪʠ ʠʨʘʥʩʢʦʛʦ 

ʨʝʞʠʤʘè, ʩʦʛʣʘʩʥʦ Check Point.  

ʎʝʣʝʚʳʝ ʣʠʮʘ ʤʦʛʫʪ ʚʢʣʶʯʘʪʴ ʜʠʩʩʠʜʝʥʪʦʚ ʨʝʞʠʤʘ, ʙʦʨʮʦʚ ʟʘ ʛʨʘʞʜʘʥʩʢʠʝ 

ʧʨʘʚʘ, ʞʫʨʥʘʣʠʩʪʦʚ ʠ ʶʨʠʩʪʦʚ.  

ɺ ʩʦʦʙʱʝʥʠʠ ʚ ʙʣʦʛʝ ʚ ʧʦʥʝʜʝʣʴʥʠʢ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʘʷ ʛʨʫʧʧʘ Check Point 

ʩʦʦʙʱʠʣʘ, ʯʪʦ Domestic Kitten ʚ ʪʝʯʝʥʠʝ ʧʦʩʣʝʜʥʠʭ ʯʝʪʳʨʝʭ ʣʝʪ ʧʨʦʚʦʜʠʣ 

ʰʠʨʦʢʦʤʘʩʰʪʘʙʥʦʝ ʥʘʙʣʶʜʝʥʠʝ, ʟʘʧʫʩʪʠʚ ʥʝ ʤʝʥʝʝ 10 ʦʪʜʝʣʴʥʳʭ ʢʘʤʧʘʥʠʡ ʠ 

ʧʦʜʜʝʨʞʠʚʘʷ ʢʘʢ ʤʠʥʠʤʫʤ 1200 ʯʝʣʦʚʝʢ ʚ ʮʝʣʝʚʦʤ ʩʧʠʩʢʝ.  

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʦ ʯʝʪʳʨʝ ʘʢʪʠʚʥʳʭ ʢʘʤʧʘʥʠʠ, ʧʦʩʣʝʜʥʷʷ 

ʠʟ ʢʦʪʦʨʳʭ, ʧʦʭʦʞʝ, ʥʘʯʘʣʘʩʴ ʚ ʥʦʷʙʨʝ ʠ ʧʨʦʜʦʣʞʘʝʪʩʷ. ɾʝʨʪʚʳ ʜʦʤʘʰʥʠʭ ʢʦʪʷʪ 

ʥʘʭʦʜʷʪʩʷ ʧʦ ʚʩʝʤʫ ʤʠʨʫ, ʚ ʪʦʤ ʯʠʩʣʝ ʚ ʪʘʢʠʭ ʩʪʨʘʥʘʭ, ʢʘʢ ʀʨʘʥ, ʉʐɸ, ʇʘʢʠʩʪʘʥ ʠ 

ʊʫʨʮʠʷ. 

APT ʠʩʧʦʣʴʟʫʝʪ ʤʦʙʠʣʴʥʦʝ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ FurBall. ɺʨʝʜʦʥʦʩʥʘʷ ʧʨʦʛʨʘʤʤʘ 

ʦʩʥʦʚʘʥʘ ʥʘ ʢʦʤʤʝʨʯʝʩʢʠ ʜʦʩʪʫʧʥʦʤ ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ 

ʧʦʜ ʥʘʟʚʘʥʠʝʤ KidLogger, ʠ, ʧʦ ʩʣʦʚʘʤ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, çʧʦʭʦʞʝ, ʯʪʦ ʨʘʟʨʘʙʦʪʯʠʢʠ 

ʣʠʙʦ ʧʦʣʫʯʠʣʠ ʠʩʭʦʜʥʳʡ ʢʦʜ KidLogger, ʣʠʙʦ ʧʝʨʝʧʨʦʝʢʪʠʨʦʚʘʣʠ ʦʙʨʘʟʝʮ ʠ 

ʫʜʘʣʠʣʠ ʚʩʝ ʧʦʩʪʦʨʦʥʥʠʝ ʯʘʩʪʠ, ʘ ʟʘʪʝʤ ʜʦʙʘʚʠʣʠ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠè. 
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FurBall ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʩ ʧʦʤʦʱʴʶ ʨʘʟʣʠʯʥʳʭ ʚʝʢʪʦʨʦʚ ʘʪʘʢ, ʚʢʣʶʯʘʷ 

ʬʠʰʠʥʛ, ʠʨʘʥʩʢʠʝ ʚʝʙ-ʩʘʡʪʳ, ʢʘʥʘʣʳ Telegram, ʘ ʪʘʢʞʝ ʧʦʩʨʝʜʩʪʚʦʤ SMS-

ʩʦʦʙʱʝʥʠʡ, ʩʦʜʝʨʞʘʱʠʭ ʩʩʳʣʢʫ ʥʘ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ. ɺʨʝʜʦʥʦʩʥʘʷ ʧʨʦʛʨʘʤʤʘ 

ʠʩʧʦʣʴʟʫʝʪ ʨʘʟʣʠʯʥʳʝ ʤʘʩʢʠʨʦʚʢʠ, ʯʪʦʙʳ ʦʙʤʘʥʦʤ ʟʘʩʪʘʚʠʪʴ ʞʝʨʪʚʫ ʚʳʧʦʣʥʠʪʴ 

ʫʩʪʘʥʦʚʢʫ; ʥʘʧʨʠʤʝʨ, ʦʥʠ ʫʧʘʢʦʚʘʥʳ ʢʘʢ ʤʦʙʠʣʴʥʘʷ ʩʠʩʪʝʤʘ ʙʝʟʦʧʘʩʥʦʩʪʠ 

çVIPREè, ʤʘʩʢʠʨʫʶʪʩʷ ʧʦʜ ʥʦʚʦʩʪʥʦʝ ʧʨʠʣʦʞʝʥʠʝ, ʜʝʡʩʪʚʫʶʪ ʢʘʢ 

ʧʝʨʝʫʧʘʢʦʚʘʥʥʳʝ ʟʘʢʦʥʥʳʝ ʤʦʙʠʣʴʥʳʝ ʠʛʨʳ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʥʘʡʪʠ ʚ Google Play, 

ʤʘʛʘʟʠʥʘʭ ʧʨʠʣʦʞʝʥʠʡ, ʨʝʩʪʦʨʘʥʘʭ ʠ ʧʨʠʣʦʞʝʥʠʷʭ ʜʣʷ ʦʙʦʝʚ.  

ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ʥʘ ʮʝʣʝʚʦʝ ʫʩʪʨʦʡʩʪʚʦ, FurBall ʤʦʞʝʪ ʧʝʨʝʭʚʘʪʳʚʘʪʴ SMS-

ʩʦʦʙʱʝʥʠʷ, ʟʘʭʚʘʪʳʚʘʪʴ ʞʫʨʥʘʣʳ ʚʳʟʦʚʦʚ, ʩʦʙʠʨʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʫʩʪʨʦʡʩʪʚʝ, 

ʟʘʧʠʩʳʚʘʪʴ ʩʦʦʙʱʝʥʠʷ, ʢʨʘʩʪʴ ʤʝʜʠʘʬʘʡʣʳ ʠ ʩʦʭʨʘʥʝʥʥʳʝ ʬʘʡʣʳ, ʦʪʩʣʝʞʠʚʘʪʴ 

ʢʦʦʨʜʠʥʘʪʳ GPS ʫʩʪʨʦʡʩʪʚʘ ʠ, ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʦʪʩʣʝʞʠʚʘʪʴ ʜʚʠʞʝʥʠʷ ʩʚʦʠʭ ʮʝʣʝʡ 

ʠ ʤʥʦʛʦʝ ʜʨʫʛʦʝ.  

ʀʥʬʦʨʤʘʮʠʷ, ʩʦʙʨʘʥʥʘʷ ʩʦ ʚʟʣʦʤʘʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ, ʤʦʞʝʪ ʙʳʪʴ ʦʪʧʨʘʚʣʝʥʘ 

ʥʘ ʩʝʨʚʝʨʳ ʫʧʨʘʚʣʝʥʠʷ ʠ ʢʦʥʪʨʦʣʷ (C2), ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʢʦʤʧʘʥʠʝʡ 

Domestic Kitten ʩ 2018 ʛʦʜʘ. ʉʚʷʟʘʥʥʳʝ IP-ʘʜʨʝʩʘ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʚ ʀʨʘʥʝ, ʢʘʢ ʚ 

ʊʝʛʝʨʘʥʝ, ʪʘʢ ʠ ʚ ʂʘʨʘʜʞʝ. 

ɺ ʧʦʥʝʜʝʣʴʥʠʢ ʠʩʩʣʝʜʦʚʘʪʝʣʠ Check Point ʚʤʝʩʪʝ ʩ SafeBreach ʪʘʢʞʝ 

ʨʘʩʢʨʳʣʠ ʜʝʷʪʝʣʴʥʦʩʪʴ ʚʪʦʨʦʡ ʛʨʫʧʧʳ ʫʛʨʦʟ, ʢʦʪʦʨʘʷ ʘʢʪʠʚʥʦ ʥʘʮʝʣʝʥʘ ʥʘ 

ʠʨʘʥʩʢʠʭ ʜʠʩʩʠʜʝʥʪʦʚ - ʥʦ ʚʤʝʩʪʦ ʪʦʛʦ, ʯʪʦʙʳ ʩʦʩʨʝʜʦʪʦʯʠʪʴʩʷ ʥʘ ʠʭ ʩʤʘʨʪʬʦʥʘʭ, 

ʠʭ ʇʂ ʧʦʜʚʝʨʛʘʶʪʩʷ ʨʠʩʢʫ. ʅʘʟʚʘʥʥʳʡ Infy, ʵʪʦʪ APT, ʢʦʪʦʨʳʡ, ʢʘʢ ʠʟʚʝʩʪʥʦ, 

ʩʫʱʝʩʪʚʫʝʪ ʩ 2007 ʛʦʜʘ ʠ ʧʦʜʦʟʨʝʚʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʦʥ ʩʧʦʥʩʠʨʫʝʪʩʷ ʛʦʩʫʜʘʨʩʪʚʦʤ, 

ʪʝʧʝʨʴ ʚʦʟʦʙʥʦʚʠʣ ʩʚʦʠ ʫʩʠʣʠʷ, ʜʦʙʘʚʠʚ ʨʘʥʝʝ ʥʝ ʦʙʥʘʨʫʞʝʥʥʳʡ ʰʪʘʤʤ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʦʙʥʦʚʣʝʥʥʫʶ ʦʩʥʦʚʥʫʶ ʧʦʣʝʟʥʫʶ ʥʘʛʨʫʟʢʫ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ 

Infy ʠ ʢʘʧʠʪʘʣʴʥʳʡ ʨʝʤʦʥʪ ʧʨʝʜʳʜʫʱʝʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ C2è. (Charlie Osborne. 

Domestic Kitten hacking group strikes local citizens considered a threat to Iranian 

regime // ZDNet (https://www.zdnet.com/article/domestic-kitten-hacking-group-strikes-

local-citizens-considered-a-threat-to-iranian-regime/). 08.02.2021). 

***  

 

çɻʨʫʧʧʘ ʘʥʪʠʬʘʰʠʩʪʩʢʠʭ ʠʟʨʘʠʣʴʩʢʠʭ ʭʘʢʝʨʦʚ ʚʟʣʦʤʘʣʘ ʚʝʙ-ʩʘʡʪ 

ʛʨʫʧʧʳ, ʩʚʷʟʘʥʥʦʡ ʩ ʩʪʦʨʦʥʥʠʢʦʤ ʧʨʝʚʦʩʭʦʜʩʪʚʘ ʙʝʣʦʡ ʨʘʩʳ ʂʫ-ʢʣʫʢʩ-ʢʣʘʥʦʤ 

(KKK).  
ɺʧʦʩʣʝʜʩʪʚʠʠ ʭʘʢʝʨʳ ʦʧʫʙʣʠʢʦʚʘʣʠ ʚ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ ʠʤʝʥʘ, ʬʦʪʦʛʨʘʬʠʠ ʠ 

ʜʨʫʛʫʶ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʯʣʝʥʘʭ ʇʘʪʨʠʦʪʠʯʝʩʢʦʡ ʙʨʠʛʘʜʳ ʨʳʮʘʨʝʡ, ʢʦʪʦʨʫʶ 

ʦʥʠ ʩʢʦʧʠʨʦʚʘʣʠ. 

ʆʥʠ ʪʘʢʞʝ ʟʘʤʝʥʠʣʠ ʯʘʩʪʴ ʩʦʜʝʨʞʠʤʦʛʦ ʩʘʡʪʘ ʩʚʦʠʤ ʩʦʙʩʪʚʝʥʥʳʤ. 

ʕʪʦ ʚʢʣʶʯʘʣʦ ʧʣʘʢʘʪ ʩ ʥʘʜʧʠʩʴʶ: çʐʘʙʘʪ ʐʘʣʦʤ! ʉʧʦʢʦʡʥʦʡ ʥʦʯʠ, ʙʝʣʘʷ 

ʛʦʨʜʦʩʪʴè. 

ʍʘʢʝʨʳ ʩʦʦʙʱʠʣʠ ʛʘʟʝʪʝ "ɼʞʝʨʫʟʘʣʝʤ ʧʦʩʪ", ʯʪʦ ʦʥʠ ʷʚʣʷʶʪʩʷ ʯʘʩʪʴʶ 

ʜʚʠʞʝʥʠʷ "ɸʥʪʠʬʘ", ʜʝʡʩʪʚʫʶʱʝʛʦ ʧʦʜ ʥʘʟʚʘʥʠʝʤ "ʍʘʷʣʠʤ ʘʣʴʤʦʥʠʤ", ʯʪʦ ʥʘ 

ʠʚʨʠʪʝ ʦʟʥʘʯʘʝʪ "ʘʥʦʥʠʤʥʳʝ ʩʦʣʜʘʪʳ". 

ʀ ʠʭ ʮʝʣʴʶ ʙʳʣʦ çʚʩʝʣʠʪʴ ʫʞʘʩ ʚ ʩʝʨʜʮʘ ʚʨʘʛʦʚ ʯʝʣʦʚʝʯʝʩʪʚʘè. 
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ɸʥʪʠʬʘ - ʩʦʢʨʘʱʝʥʠʝ ʦʪ ʘʥʪʠʬʘʰʠʩʪʩʢʦʛʦ ʜʝʡʩʪʚʠʷ - ʜʚʠʞʝʥʠʝ, ʢʦʪʦʨʦʝ 

ʩʯʠʪʘʝʪʩʷ ʩʣʘʙʦ ʦʨʛʘʥʠʟʦʚʘʥʥʦʡ ʛʨʫʧʧʦʡ ʘʢʪʠʚʠʩʪʦʚ ʙʝʟ ʣʠʜʝʨʦʚ, ʚʳʩʪʫʧʘʝʪ 

ʧʨʦʪʠʚ ʥʝʦʥʘʮʠʩʪʦʚ, ʬʘʰʠʟʤʘ, ʩʪʦʨʦʥʥʠʢʦʚ ʧʨʝʚʦʩʭʦʜʩʪʚʘ ʙʝʣʦʡ ʨʘʩʳ ʠ ʨʘʩʠʟʤʘ. 

ʉʨʝʜʠ ʠʥʬʦʨʤʘʮʠʠ, ʚʟʷʪʦʡ ʩ ʚʝʙ-ʩʘʡʪʘ Patriotic Knight Brigade, ʙʳʣʦ ʠʤʷ, 

ʥʦʤʝʨ ʪʝʣʝʬʦʥʘ ʠ ʘʜʨʝʩ ʧʨʝʜʧʦʣʘʛʘʝʤʦʛʦ ʣʠʜʝʨʘ ʛʨʫʧʧʳ. 

'ʊʝʨʨʦʨʠʩʪʠʯʝʩʢʘʷ ʜʝʷʪʝʣʴʥʦʩʪʴ' 

ʍʘʷʣʠʤ ɸʣʤʦʥʠʤ ʪʘʢʞʝ ʧʦʜʝʣʠʣʩʷ ʩʩʳʣʢʦʡ ʥʘ ɻʦʩʫʜʘʨʩʪʚʝʥʥʳʡ ʨʝʝʩʪʨ ʣʠʮ, 

ʩʦʚʝʨʰʠʚʰʠʭ ʩʝʢʩʫʘʣʴʥʳʝ ʧʨʝʩʪʫʧʣʝʥʠʷ ʚ ʊʝʭʘʩʝ, ʛʜʝ, ʧʦ ʝʛʦ ʩʣʦʚʘʤ, ʩʪʘʨʰʠʡ 

ʯʣʝʥ ʙʳʣ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥ ʟʘ ʩʝʢʩʫʘʣʴʥʦʝ ʥʘʩʠʣʠʝ ʥʘʜ 14-ʣʝʪʥʝʡ ʜʝʚʫʰʢʦʡ. 

çɺʧʝʨʝʜʠ ʝʱʝ ʤʥʦʛʦ ʚʩʝʛʦè, - ʩʢʘʟʘʣ BBC News ʦʜʠʥ ʠʟ ʭʘʢʝʨʦʚ. 

çʄʳ ʥʝ ʩʦʙʠʨʘʝʤʩʷ ʦʩʪʘʥʘʚʣʠʚʘʪʴʩʷ, ʧʦʢʘ ʥʝ ʧʦʢʦʥʯʠʤ ʩ ʂʣʘʥʦʤ ʠ ʥʝ 

ʥʘʥʝʩʝʤ ʩʤʝʨʪʝʣʴʥʳʡ ʫʜʘʨ ʬʘʰʠʟʤʫ ʚ ʉʦʝʜʠʥʝʥʥʳʭ ʐʪʘʪʘʭ. 

çʉʦʜʝʡʩʪʚʠʝ ʬʘʰʠʩʪʩʢʦʡ ʪʝʨʨʦʨʠʩʪʠʯʝʩʢʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʙʦʣʴʰʝ ʥʝ ʙʫʜʝʪ 

ʪʝʨʧʠʤʳʤè. 

ʍʘʢʝʨ ʜʦʙʘʚʠʣ, ʯʪʦ ʝʩʣʠ ʜʨʫʛʠʝ ʘʥʪʠʬʘʰʠʩʪʳ ʧʨʝʜʧʨʠʤʫʪ ʘʥʘʣʦʛʠʯʥʳʝ 

ʜʝʡʩʪʚʠʷ, ʪʦ çʚʨʘʛʠ ʯʝʣʦʚʝʯʝʩʪʚʘ ʟʘʜʨʦʞʘʪ ʦʪ ʩʪʨʘʭʘè. 

ʈʘʥʝʝ ʭʘʢʝʨʳ ʧʨʦʚʝʣʠ ʘʥʘʣʦʛʠʯʥʫʶ ʘʪʘʢʫ ʥʘ ʎʝʨʢʦʚʴ ʂʫ-ʢʣʫʢʩ-ʢʣʘʥʘ, 

ʢʦʪʦʨʘʷ, ʧʦ ʠʭ ʩʣʦʚʘʤ, ʜʝʡʩʪʚʦʚʘʣʘ ʚ 25 ʰʪʘʪʘʭ ʉʐɸè. (Israeli hackers breach 

KKK-affiliated website // BBC (https://www.bbc.com/news/technology-55937133). 

04.02.2021). 

***  

 

çɺ ʯʝʪʚʝʨʛ (18 ʬʝʚʨʘʣʷ) ʭʘʢʝʨʳ ʘʪʘʢʦʚʘʣʠ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ ʩʘʡʪʳ, 

ʫʧʨʘʚʣʷʝʤʳʝ ʭʫʥʪʦʡ ʚ ɹʠʨʤʝ, ʚ ʦʪʚʝʪ ʥʘ ʦʪʢʣʶʯʝʥʠʝ ʀʥʪʝʨʥʝʪʘ, ʚʚʝʜʝʥʥʦʝ 

ʚʣʘʩʪʷʤʠ ʯʝʪʚʝʨʪʫʶ ʥʦʯʴ ʧʦʜʨʷʜ. ɻʨʫʧʧʘ, ʢʦʪʦʨʘʷ ʚʳʜʘʝʪ ʩʝʙʷ ʟʘ çʍʘʢʝʨʳ 

ɹʠʨʤʳè, ʥʘʮʝʣʠʣʘʩʴ ʥʘ ʩʘʡʪʳ ʎʝʥʪʨʘʣʴʥʦʛʦ ʙʘʥʢʘ, ʦʬʠʮʠʘʣʴʥʫʶ ʩʪʨʘʥʠʮʫ 

ʙʠʨʤʘʥʩʢʦʡ ʘʨʤʠʠ, ʩʘʡʪ ʦʙʱʝʩʪʚʝʥʥʦʛʦ ʪʝʣʝʢʘʥʘʣʘ MRTV, ʘʜʤʠʥʠʩʪʨʘʮʠʶ ʧʦʨʪʘ, 

ʘ ʪʘʢʞʝ ʩʘʡʪ ʧʨʦʜʦʚʦʣʴʩʪʚʝʥʥʦʡ ʠ ʘʛʝʥʪʩʪʚʦ ʧʦ ʦʭʨʘʥʝ ʟʜʦʨʦʚʴʷ. çʄʳ ʙʦʨʝʤʩʷ ʟʘ 

ʩʧʨʘʚʝʜʣʠʚʦʩʪʴ ʚ ɹʠʨʤʝè, - ʟʘʷʚʠʣʘ ʭʘʢʝʨʩʢʘʷ ʛʨʫʧʧʘ ʥʘ ʩʚʦʝʡ ʩʪʨʘʥʠʮʝ ʚ Facebook. 

çʕʪʦ ʧʦʭʦʞʝ ʥʘ ʤʘʩʩʦʚʫʶ ʘʢʮʠʶ ʧʨʦʪʝʩʪʘ ʧʝʨʝʜ ʩʘʡʪʘʤʠ ʧʨʘʚʠʪʝʣʴʩʪʚʘè, - ʩʢʘʟʘʣ 

ʦʥ. 

ʂʠʙʝʨʥʘʩʪʫʧʣʝʥʠʝ ʧʨʦʠʟʦʰʣʦ ʧʦʩʣʝ ʧʨʦʪʝʩʪʦʚ, ʢʦʪʦʨʳʝ ʩʦʙʨʘʣʠ ʜʝʩʷʪʢʠ 

ʪʳʩʷʯ ʣʶʜʝʡ ʧʦ ʚʩʝʡ ʩʪʨʘʥʝ ʚ ʩʨʝʜʫ, ʯʪʦʙʳ ʚʳʨʘʟʠʪʴ ʧʨʦʪʝʩʪ ʧʨʦʪʠʚ ʚʦʝʥʥʦʛʦ 

ʧʝʨʝʚʦʨʦʪʘ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʦʛʦ ʙʳʣʦ ʩʚʝʨʛʥʫʪʦ ʛʨʘʞʜʘʥʩʢʦʝ ʧʨʘʚʠʪʝʣʴʩʪʚʦ 

ɸʫʥʛ ʉʘʥ ʉʫ ʏʞʠ ʚ ʥʘʯʘʣʝ ʵʪʦʛʦ ʤʝʩʷʮʘ. ʄʵʪʪ ʋʦʨʨʝʥ, ʵʢʩʧʝʨʪ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠʟ ʘʚʩʪʨʘʣʠʡʩʢʦʛʦ ʫʥʠʚʝʨʩʠʪʝʪʘ RMIT ʚ ʄʝʣʴʙʫʨʥʝ, ʩʢʘʟʘʣ, ʯʪʦ 

ʘʪʘʢʘ, ʧʦ ʚʩʝʡ ʚʠʜʠʤʦʩʪʠ, ʙʳʣʘ ʥʘʧʨʘʚʣʝʥʘ ʥʘ ʧʦʚʳʰʝʥʠʝ ʘʚʪʦʨʠʪʝʪʘ ʧʨʦʪʝʩʪʥʦʛʦ 

ʜʚʠʞʝʥʠʷ. çʊʠʧ ʘʪʘʢ, ʚ ʢʦʪʦʨʳʭ ʦʥʠ ʫʯʘʩʪʚʫʶʪ, - ʵʪʦ ʦʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ ʠʣʠ 

ʦʙʝʟʦʙʨʘʞʠʚʘʥʠʝ ʩʘʡʪʦʚ, ʢʦʪʦʨʳʝ ʷʚʣʷʶʪʩʷ çʭʘʢʪʠʚʠʟʤʦʤè, ʘʢʪʘʤʠ ʚʟʣʦʤʘ, 

ʤʦʪʠʚʠʨʦʚʘʥʥʳʤʠ ʘʢʪʠʚʠʟʤʦʤ, - ʩʢʘʟʘʣ ʦʥ AFP. çɺʦʟʜʝʡʩʪʚʠʝ ʧʦʪʝʥʮʠʘʣʴʥʦ 

ʦʛʨʘʥʠʯʝʥʦ, ʥʦ ʵʪʦ ʧʦʤʦʛʘʝʪ ʧʨʝʜʘʪʴ ʛʣʘʩʥʦʩʪʠ ʠʭ ʧʨʠʯʠʥʫè. 

ʉʦʛʣʘʩʥʦ NetBlocks, ʙʨʠʪʘʥʩʢʦʡ ʦʙʩʝʨʚʘʪʦʨʠʠ ʧʦ ʦʛʨʘʥʠʯʝʥʠʶ ʜʦʩʪʫʧʘ ʚ 

ʀʥʪʝʨʥʝʪ, ʝʱʝ ʦʜʥʦ ʦʪʢʣʶʯʝʥʠʝ ʠʥʪʝʨʥʝʪʘ ʙʳʣʦ ʟʘʬʠʢʩʠʨʦʚʘʥʦ ʚ 1 ʯʘʩ ʥʦʯʠ ʚ 

ʯʝʪʚʝʨʛ ʚ ɹʠʨʤʝ. ʀʥʪʝʨʥʝʪ-ʩʦʝʜʠʥʝʥʠʝ ʫʧʘʣʦ ʜʦ 21% ʦʪ ʠʭ ʦʙʳʯʥʦʛʦ ʫʨʦʚʥʷ, 

ʩʦʦʙʱʠʣʘ ʦʙʩʝʨʚʘʪʦʨʠʷ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʜʦʢʣʘʜʯʠʢ ʆʆʅ ʊʦʤ ʕʥʜʨʶʩ ʩʢʘʟʘʣ, ʯʪʦ 
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ʦʧʘʩʘʝʪʩʷ ʨʦʩʪʘ ʥʘʩʠʣʠʷ ʚ ʩʨʝʜʫ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʝʤʫ ʩʦʦʙʱʠʣʠ ʦʙ ʦʪʧʨʘʚʢʝ ʩʦʣʜʘʪ ʚ 

ʗʥʛʦʥè. (Des hackers ciblent des sites gouvernementaux en Birmanie // Le Figaro 

(https://www.lefigaro.fr/flash-actu/des-hackers-ciblent-des-sites-gouvernementaux-en-

birmanie-20210218). 18.02.2021). 

***  

 

çɺʩʝ ʙʦʣʴʰʝ ʭʘʢʝʨʩʢʠʭ ʛʨʫʧʧ, ʯʝʤ ʢʦʛʜʘ-ʣʠʙʦ ʧʨʝʞʜʝ, ʥʘʮʝʣʝʥʳ ʥʘ 

ʧʨʦʤʳʰʣʝʥʥʳʝ ʩʨʝʜʳ, ʧʦʩʢʦʣʴʢʫ ʢʠʙʝʨʘʪʘʢʠ ʧʳʪʘʶʪʩʷ ʧʨʦʥʠʢʥʫʪʴ ʚ ʩʝʪʠ 

ʢʦʤʧʘʥʠʡ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʠʭ ʞʠʟʥʝʥʥʦ ʚʘʞʥʳʝ ʫʩʣʫʛʠ, ʚʢʣʶʯʘʷ 

ʵʣʝʢʪʨʦʵʥʝʨʛʠʶ, ʚʦʜʫ, ʥʝʬʪʴ ʠ ʛʘʟ ʠ ʧʨʦʠʟʚʦʜʩʪʚʦ. 

ʂ ʫʛʨʦʟʘʤ ʦʪʥʦʩʷʪʩʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʳʝ ʛʨʫʧʧʳ, ʩʪʨʝʤʷʱʠʝʩʷ ʫʢʨʘʩʪʴ 

ʠʥʬʦʨʤʘʮʠʶ ʠʣʠ ʟʘʰʠʬʨʦʚʘʪʴ ʩʠʩʪʝʤʳ ʩ ʧʦʤʦʱʴʶ ʧʨʦʛʨʘʤʤ- ʚʳʤʦʛʘʪʝʣʝʡ, ʘ 

ʪʘʢʞʝ ʭʘʢʝʨʩʢʠʝ ʦʧʝʨʘʮʠʠ ʧʨʠ ʧʦʜʜʝʨʞʢʝ ʛʦʩʫʜʘʨʩʪʚʘ, ʧʳʪʘʶʱʠʝʩʷ ʦʧʨʝʜʝʣʠʪʴ 

ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʥʘʨʫʰʝʥʠʷ, ʢʦʪʦʨʳʝ ʦʥʠ ʤʦʛʫʪ ʚʳʟʚʘʪʴ ʩ ʧʦʤʦʱʴʶ ʢʠʙʝʨʘʪʘʢ ʥʘ 

ʦʧʝʨʘʮʠʦʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ (OT). 

ʇʦ ʜʘʥʥʳʤ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠʟ Dragos, ʟʘ ʧʦʩʣʝʜʥʠʡ ʛʦʜ 

ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʯʝʪʳʨʝ ʥʦʚʳʭ ʭʘʢʝʨʩʢʠʭ ʛʨʫʧʧʳ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʧʨʦʤʳʰʣʝʥʥʳʝ 

ʩʠʩʪʝʤʳ, ʠ ʫʚʝʣʠʯʠʣʩʷ ʦʙʲʝʤ ʠʥʚʝʩʪʠʮʠʡ ʩʦ ʩʪʦʨʦʥʳ ʢʠʙʝʨ-ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ, 

ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʧʨʦʤʳʰʣʝʥʥʦʩʪʴ ʠ ʩʠʩʪʝʤʳ ʧʨʦʤʳʰʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ. 

ʏʝʪʳʨʝ ʥʦʚʳʝ ʛʨʫʧʧʳ, ʚʳʷʚʣʝʥʥʳʝ ʚ ʪʝʯʝʥʠʝ ʧʨʦʰʣʦʛʦ ʛʦʜʘ ʠ ʥʘʟʚʘʥʥʳʝ 

ʠʩʩʣʝʜʦʚʘʪʝʣʷʤʠ ʢʘʢ Stibnite, Talonite, Kamacite ʠ Vanadinite, ʜʦʧʦʣʥʷʶʪ 11 ʨʘʥʝʝ 

ʚʳʷʚʣʝʥʥʳʭ ʭʘʢʝʨʩʢʠʭ ʛʨʫʧʧ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʩʠʩʪʝʤʳ ʧʨʦʤʳʰʣʝʥʥʦʛʦ ʢʦʥʪʨʦʣʷ. 

ʋ ʥʝʢʦʪʦʨʳʭ ʠʟ ʵʪʠʭ ʥʦʚʳʭ ʛʨʫʧʧ ʝʩʪʴ ʦʯʝʥʴ ʢʦʥʢʨʝʪʥʳʝ ʮʝʣʠ - ʥʘʧʨʠʤʝʨ, 

Stibnite ʬʦʢʫʩʠʨʫʝʪʩʷ ʥʘ ʢʦʤʧʘʥʠʷʭ, ʧʨʦʠʟʚʦʜʷʱʠʭ ʚʝʪʨʷʥʳʝ ʪʫʨʙʠʥʳ, ʢʦʪʦʨʳʝ 

ʚʳʨʘʙʘʪʳʚʘʶʪ ʵʣʝʢʪʨʦʵʥʝʨʛʠʶ ʚ ɸʟʝʨʙʘʡʜʞʘʥʝ, ʘ Talonite ʧʦʯʪʠ ʠʩʢʣʶʯʠʪʝʣʴʥʦ 

ʩʦʩʨʝʜʦʪʘʯʠʚʘʝʪʩʷ ʥʘ ʧʦʧʳʪʢʝ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʧʦʩʪʘʚʱʠʢʘʤ ʵʣʝʢʪʨʦʵʥʝʨʛʠʠ ʚ 

ʉʐɸ. 

ʆʩʪʘʣʴʥʳʝ ʥʦʚʳʝ ʭʘʢʝʨʩʢʠʝ ʛʨʫʧʧʳ ʠʤʝʶʪ ʙʦʣʝʝ ʦʙʱʠʝ ʮʝʣʠ; ʂʘʤʘʩʠʪ, 

ʢʦʪʦʨʳʡ ɼʨʘʛʦʩ ʩʚʷʟʳʚʘʝʪ ʩ ʛʨʫʧʧʦʡ Sandworm, ʥʘʮʝʣʝʥ ʥʘ ʧʨʦʤʳʰʣʝʥʥʳʝ 

ʦʧʝʨʘʮʠʠ ʵʥʝʨʛʝʪʠʯʝʩʢʠʭ ʢʦʤʧʘʥʠʡ ʚ ʉʝʚʝʨʥʦʡ ɸʤʝʨʠʢʝ ʠ ɽʚʨʦʧʝ. 

ʊʝʤ ʚʨʝʤʝʥʝʤ Vanadinite ʧʨʦʚʦʜʠʪ ʦʧʝʨʘʮʠʠ ʧʨʦʪʠʚ ʵʥʝʨʛʝʪʠʢʠ, 

ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʪʨʘʥʩʧʦʨʪʘ ʚ ʉʝʚʝʨʥʦʡ ɸʤʝʨʠʢʝ, ɽʚʨʦʧʝ, ɸʚʩʪʨʘʣʠʠ ʠ ɸʟʠʠ, ʫʜʝʣʷʷ 

ʦʩʦʙʦʝ ʚʥʠʤʘʥʠʝ ʩʙʦʨʫ ʠʥʬʦʨʤʘʮʠʠ ʠ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ɸʉʋ ʊʇ. 

ʆʙʥʘʨʫʞʝʥʠʝ ʯʝʪʳʨʝʭ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʦʧʝʨʘʮʠʡ ʚʟʣʦʤʘ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ 

ʧʨʦʤʳʰʣʝʥʥʳʝ ʩʠʩʪʝʤʳ, ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʚʳʟʳʚʘʝʪ ʙʝʩʧʦʢʦʡʩʪʚʦ, ʥʦ ʠʭ 

ʦʙʥʘʨʫʞʝʥʠʝ ʪʘʢʞʝ ʫʢʘʟʳʚʘʝʪ ʥʘ ʪʦ, ʯʪʦ ʫʛʨʦʟʳ ʜʣʷ ʧʨʦʤʳʰʣʝʥʥʳʭ ʩʠʩʪʝʤ 

ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʙʦʣʝʝ ʟʘʤʝʪʥʳʤʠ. ʕʪʠ ʫʛʨʦʟʳ ʤʦʛʣʠ ʙʳʪʴ ʫʧʫʱʝʥʳ ʚ ʧʨʝʜʳʜʫʱʠʝ 

ʛʦʜʳ. 

çʏʝʤ ʙʦʣʴʰʝ ʤʳ ʚʠʜʠʤ ʚ ʧʨʦʩʪʨʘʥʩʪʚʝ ʆʊ, ʪʝʤ ʣʫʯʰʝ ʧʦʥʠʤʘʝʤ ʝʛʦ 

ʣʘʥʜʰʘʬʪ ʫʛʨʦʟ ʠ ʘʢʪʠʚʥʳʭ ʧʨʦʪʠʚʥʠʢʦʚ, ʢʦʪʦʨʳʭ ʤʳ ʤʦʞʝʤ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴè, 

- ʩʢʘʟʘʣ ZDNet ʉʝʨʜʞʠʦ ʂʘʣʴʪʘʜʞʠʨʦʥʝ, ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ ʧʦ ʘʥʘʣʠʟʫ ʫʛʨʦʟ Dragos. 

çʉʝʪʝʚʳʝ ʘʪʘʢʠ ʆʊ ʪʨʝʙʫʶʪ ʠʥʦʛʦ ʧʦʜʭʦʜʘ, ʯʝʤ ʪʨʘʜʠʮʠʦʥʥʘʷ ʀʊ-

ʙʝʟʦʧʘʩʥʦʩʪʴ. ʀʊ-ʠʥʮʠʜʝʥʪʳ ʠʤʝʶʪ ʚʳʩʦʢʫʶ ʯʘʩʪʦʪʫ ʠ ʦʪʥʦʩʠʪʝʣʴʥʦ 

ʤʘʣʦʟʘʪʨʘʪʥʳʝ ʠʥʮʠʜʝʥʪʳ ʠ ʧʦʩʣʝʜʩʪʚʠʷ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʆʊ-ʘʪʘʢʘʤʠ, ʢʦʪʦʨʳʝ 

ʤʝʥʝʝ ʯʘʩʪʳ, ʥʦ ʧʦʪʝʥʮʠʘʣʴʥʦ ʠʤʝʶʪ ʦʯʝʥʴ ʚʳʩʦʢʠʝ ʚʦʟʜʝʡʩʪʚʠʷ ʠ ʵʬʬʝʢʪʳè. 
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ʆʜʥʘʢʦ, ʩʦʛʣʘʩʥʦ ʠʩʩʣʝʜʦʚʘʥʠʶ, ʚʠʜʠʤʦʩʪʴ ʦʩʪʘʝʪʩʷ ʧʨʦʙʣʝʤʦʡ ʜʣʷ 

ʧʨʦʤʳʰʣʝʥʥʳʭ ʩʝʪʝʡ, ʧʦʩʢʦʣʴʢʫ 90% ʦʨʛʘʥʠʟʘʮʠʡ, ʠʩʩʣʝʜʦʚʘʥʥʳʭ ɼʨʘʛʦʩʦʤ, ʥʝ 

ʠʤʝʶʪ ʧʦʣʥʦʛʦ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʦ ʩʚʦʝʡ ʩʦʙʩʪʚʝʥʥʦʡ ʩʝʪʠ OT, ʯʪʦ ʤʦʞʝʪ ʧʦʤʦʯʴ 

ʢʠʙʝʨ-ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʦʩʪʘʪʴʩʷ ʥʝʟʘʤʝʯʝʥʥʳʤʠ. 

ɺʦ ʤʥʦʛʠʭ ʩʣʫʯʘʷʭ ʭʘʢʝʨʳ ʤʦʛʫʪ ʩʦʯʝʪʘʪʴ ʦʪʩʫʪʩʪʚʠʝ ʚʠʜʠʤʦʩʪʠ ʩʦ 

ʩʧʦʩʦʙʥʦʩʪʴʶ ʧʨʷʪʘʪʴʩʷ ʫ ʚʩʝʭ ʥʘ ʚʠʜʫ, ʟʣʦʫʧʦʪʨʝʙʣʷʷ ʟʘʢʦʥʥʳʤʠ ʫʯʝʪʥʳʤʠ 

ʜʘʥʥʳʤʠ, ʯʪʦʙʳ ʧʦʤʦʯʴ ʧʝʨʝʤʝʱʘʪʴʩʷ ʧʦ ʩʝʪʠ. 

ʏʘʩʪʦ ʢʘʤʧʘʥʠʠ, ʥʘʮʝʣʝʥʥʳʝ ʥʘ ʧʨʦʤʳʰʣʝʥʥʳʝ ʩʠʩʪʝʤʳ, ʚʢʣʶʯʘʶʪ 

ʬʠʰʠʥʛʦʚʳʝ ʘʪʘʢʠ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʫʜʘʣʝʥʥʳʭ ʩʝʨʚʠʩʦʚ, ʧʦʟʚʦʣʷʷ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʨʝʘʣʴʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ 

ʟʣʦʥʘʤʝʨʝʥʥʳʭ ʜʝʡʩʪʚʠʡ, ʦʜʥʦʚʨʝʤʝʥʥʦ ʧʦʤʦʛʘʷ ʠʟʙʝʞʘʪʴ ʦʙʥʘʨʫʞʝʥʠʷ 

ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ. 

çʆʪʩʫʪʩʪʚʠʝ ʚʠʜʠʤʦʩʪʠ ʟʥʘʯʠʪʝʣʴʥʦ ʫʚʝʣʠʯʠʚʘʝʪ ʨʠʩʢʠ, ʧʦʪʦʤʫ ʯʪʦ ʜʘʝʪ 

ʧʨʦʪʠʚʥʠʢʫ ʩʚʦʙʦʜʫ ʧʨʦʚʦʜʠʪʴ ʦʧʝʨʘʮʠʠ ʙʝʩʧʨʝʧʷʪʩʪʚʝʥʥʦ, ʚʨʝʤʷ, ʯʪʦʙʳ ʧʦʥʷʪʴ 

ʩʨʝʜʫ ʞʝʨʪʚʳ, ʦʧʨʝʜʝʣʠʪʴ ʩʚʦʠ ʮʝʣʠ, ʜʦʩʪʠʯʴ ʞʝʣʘʝʤʳʭ ʨʝʟʫʣʴʪʘʪʦʚ ʠ 

ʫʜʦʚʣʝʪʚʦʨʠʪʴ ʥʘʤʝʨʝʥʠʝ ʧʦ ʜʦʩʪʠʞʝʥʠʶ ʢʦʤʧʨʦʤʠʩʩʘè, - ʩʢʘʟʘʣ ʂʘʣʴʪʘʜʞʠʨʦʥʝ. 

ʕʪʘ ʜʝʷʪʝʣʴʥʦʩʪʴ ʤʦʞʝʪ ʠʤʝʪʴ ʬʠʟʠʯʝʩʢʠʝ ʵʬʬʝʢʪʳ ʚʥʝ ʩʝʪʝʚʦʡ ʩʨʝʜʳ, ʢʘʢ 

ʥʝʜʘʚʥʦ ʙʳʣʦ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʥʦ, ʢʦʛʜʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʩʤʦʛ ʠʟʤʝʥʠʪʴ 

ʭʠʤʠʯʝʩʢʠʝ ʩʚʦʡʩʪʚʘ ʧʠʪʴʝʚʦʡ ʚʦʜʳ ʧʦʩʣʝ ʚʟʣʦʤʘ ʩʝʪʠ ʚʦʜʦʦʯʠʩʪʥʦʛʦ ʩʦʦʨʫʞʝʥʠʷ 

ʚ ʛʦʨʦʜʝ ʆʣʜʩʤʘʨ, ʰʪʘʪ ʌʣʦʨʠʜʘ. 

ɽʩʪʴ ʪʘʢʞʝ ʧʨʠʤʝʨʳ, ʢʦʛʜʘ ʢʠʙʝʨ-ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʦʣʫʯʘʣʠ ʜʦʩʪʫʧ ʢ 

ʵʣʝʢʪʨʦʩʝʪʷʤ ʜʦ ʪʘʢʦʡ ʩʪʝʧʝʥʠ, ʯʪʦ ʦʥʠ ʤʦʛʣʠ ʦʪʢʣʶʯʠʪʴ ʵʣʝʢʪʨʠʯʝʩʪʚʦ. 

SEE: ʌʠʰʠʥʛ: ʵʪʦ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ ʤʝʪʦʜʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ 

ʘʪʘʢʠ ʥʘ ʚʘʰ ʢʦʤʧʴʶʪʝʨ. 

ʆʜʥʘʢʦ ʩʫʱʝʩʪʚʫʶʪ ʧʨʦʮʝʜʫʨʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʧʨʦʤʳʰʣʝʥʥʳʝ 

ʦʨʛʘʥʠʟʘʮʠʠ ʤʦʛʫʪ ʧʨʝʜʧʨʠʥʷʪʴ, ʯʪʦʙʳ ʧʦʚʳʩʠʪʴ ʚʠʜʠʤʦʩʪʴ ʩʚʦʠʭ ʩʦʙʩʪʚʝʥʥʳʭ 

ʩʝʪʝʡ ʠ ʧʦʤʦʯʴ ʟʘʱʠʪʠʪʴ ʩʠʩʪʝʤʳ ʦʪ ʢʠʙʝʨ-ʚʪʦʨʞʝʥʠʡ. 

ʂ ʥʠʤ ʦʪʥʦʩʷʪʩʷ ʦʧʨʝʜʝʣʝʥʠʝ ʪʦʛʦ, ʢʘʢʠʝ ʘʢʪʠʚʳ ʦʩʫʱʝʩʪʚʣʷʶʪ ʢʦʥʪʨʦʣʴ ʥʘʜ 

ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʤʠ ʦʧʝʨʘʮʠʷʤʠ, ʠ ʦʧʨʝʜʝʣʝʥʠʝ ʧʨʠʦʨʠʪʝʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦʙʳ 

ʧʦʤʦʯʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʧʦʣʫʯʠʪʴ ʢ ʥʠʤ ʙʦʣʝʝ ʩʣʦʞʥʳʡ ʜʦʩʪʫʧ, ʘ ʪʘʢʞʝ 

ʥʘʩʪʨʦʡʢʘ ʧʨʦʮʝʜʫʨ, ʦʙʣʝʛʯʘʶʱʠʭ ʚʳʷʚʣʝʥʠʝ ʘʪʘʢ. 

ʆʨʛʘʥʠʟʘʮʠʷʤ ʪʘʢʞʝ ʩʣʝʜʫʝʪ ʧʦʧʳʪʘʪʴʩʷ ʧʨʠʤʝʥʠʪʴ ʩʝʛʤʝʥʪʘʮʠʶ ʩʝʪʠ, 

ʦʪʜʝʣʷʷ ʦʧʝʨʘʮʠʦʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ ʦʪ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʯʪʦʙʳ ʚ ʩʣʫʯʘʝ 

ʚʟʣʦʤʘ ʀʊ-ʩʝʪʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʙʳʣʦ ʥʝʧʨʦʩʪʦ ʧʝʨʝʡʪʠ ʢ ʵʣʝʤʝʥʪʘʤ 

ʫʧʨʘʚʣʝʥʠʷ OT ʚ ʪʦʡ ʞʝ ʩʝʪʠ. 

ʋʯʝʪʥʳʝ ʜʘʥʥʳʝ ʜʣʷ ʚʭʦʜʘ ʪʘʢʞʝ ʜʦʣʞʥʳ ʙʳʪʴ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ ʟʘʱʠʱʝʥʳ 

ʩ ʧʦʤʦʱʴʶ ʤʥʦʛʦʬʘʢʪʦʨʥʦʡ ʧʨʦʚʝʨʢʠ ʧʦʜʣʠʥʥʦʩʪʠ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʦʨʛʘʥʠʟʘʮʠʷʤ 

ʩʣʝʜʫʝʪ ʠʟʙʝʛʘʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʙʘʨʴʝʨʳ ʜʣʷ ʫʜʘʣʝʥʥʳʭ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚè. (Danny Palmer. These 

four new hacking groups are targeting critical infrastructure, warns security company 

// ZDNet (https://www.zdnet.com/article/these-four-new-hacking-groups-are-targeting-

critical-infrastructure-warns-security-company/). 25.02.2021). 

***  
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çʂʠʪʘʡʩʢʠʝ ʭʘʢʝʨʳ, ʩʧʦʥʩʠʨʫʝʤʳʝ ʛʦʩʫʜʘʨʩʪʚʦʤ, ʧʨʝʩʣʝʜʦʚʘʣʠ 

ʪʠʙʝʪʩʢʠʝ ʦʨʛʘʥʠʟʘʮʠʠ ʧʦ ʚʩʝʤʫ ʤʠʨʫ, ʠʩʧʦʣʴʟʫʷ ʚʨʝʜʦʥʦʩʥʫʶ ʥʘʜʩʪʨʦʡʢʫ 

Firefox, ʢʦʪʦʨʘʷ ʙʳʣʘ ʥʘʩʪʨʦʝʥʘ ʜʣʷ ʢʨʘʞʠ ʜʘʥʥʳʭ ʙʨʘʫʟʝʨʦʚ Gmail ʠ Firefox ʩ 

ʧʦʩʣʝʜʫʶʱʝʡ ʟʘʛʨʫʟʢʦʡ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʚ ʟʘʨʘʞʝʥʥʳʝ ʩʠʩʪʝʤʳ. 

ɸʪʘʢʠ, ʦʙʥʘʨʫʞʝʥʥʳʝ ʚ ʵʪʦʤ ʤʝʩʷʮʝ ʬʠʨʤʦʡ Proofpoint, ʟʘʥʠʤʘʶʱʝʡʩʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʙʳʣʠ ʩʚʷʟʘʥʳ ʩ ʛʨʫʧʧʦʡ, ʢʦʪʦʨʫʶ ʢʦʤʧʘʥʠʷ ʦʪʩʣʝʞʠʚʘʝʪ ʧʦʜ 

ʢʦʜʦʚʳʤ ʥʘʟʚʘʥʠʝʤ TA413. 

ɹʓʃʀ ʅɸʎɽʃɽʅʓ ʊʆʃʔʂʆ ʅɸ ʇʆʃʔɿʆɺɸʊɽʃɽʁ FIREFOX 

Proofpoint ʟʘʷʚʠʣ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʘʮʝʣʠʣʠʩʴ ʥʘ ʪʠʙʝʪʩʢʠʝ 

ʦʨʛʘʥʠʟʘʮʠʠ ʩ ʧʦʤʦʱʴʶ ʮʝʣʝʚʳʭ ʬʠʰʠʥʛʦʚʳʭ ʧʠʩʝʤ, ʢʦʪʦʨʳʝ ʟʘʤʘʥʠʚʘʣʠ 

ʫʯʘʩʪʥʠʢʦʚ ʥʘ ʚʝʙ-ʩʘʡʪʳ, ʛʜʝ ʠʤ ʧʨʝʜʣʘʛʘʣʦʩʴ ʫʩʪʘʥʦʚʠʪʴ ʦʙʥʦʚʣʝʥʠʝ Flash ʜʣʷ 

ʧʨʦʩʤʦʪʨʘ ʩʦʜʝʨʞʠʤʦʛʦ ʩʘʡʪʘ. 

ʕʪʠ ʚʝʙ-ʩʘʡʪʳ ʩʦʜʝʨʞʘʣʠ ʢʦʜ, ʨʘʟʜʝʣʷʶʱʠʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʊʦʣʴʢʦ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ Firefox ʩ ʘʢʪʠʚʥʳʤ ʩʝʘʥʩʦʤ Gmail ʧʨʝʜʣʘʛʘʣʦʩʴ ʫʩʪʘʥʦʚʠʪʴ 

ʚʨʝʜʦʥʦʩʥʦʝ ʜʦʧʦʣʥʝʥʠʝ. 

ʂʦʤʘʥʜʘ Proofpoint ʟʘʷʚʠʣʘ, ʯʪʦ, ʭʦʪʷ ʨʘʩʰʠʨʝʥʠʝ ʙʳʣʦ ʥʘʟʚʘʥʦ 

çʂʦʤʧʦʥʝʥʪʳ ʦʙʥʦʚʣʝʥʠʷ Flashè, ʥʘ ʩʘʤʦʤ ʜʝʣʝ ʦʥʦ ʙʳʣʦ ʚʝʨʩʠʝʡ ʟʘʢʦʥʥʦʡ 

ʥʘʜʩʪʨʦʡʢʠ çʋʚʝʜʦʤʣʝʥʠʝ Gmail (ʙʝʟ ʧʝʨʝʟʘʧʫʩʢʘ)è ʩ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤ 

ʚʨʝʜʦʥʦʩʥʳʤ ʢʦʜʦʤ. ʇʦ ʤʥʝʥʠʶ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʡ ʛʨʫʧʧʳ, ʵʪʦʪ ʢʦʜ ʤʦʞʝʪ 

ʟʣʦʫʧʦʪʨʝʙʣʷʪʴ ʩʣʝʜʫʶʱʠʤʠ ʬʫʥʢʮʠʷʤʠ ʚ ʟʘʨʘʞʝʥʥʳʭ ʙʨʘʫʟʝʨʘʭ: 

Gmail: 

ʀʩʢʘʪʴ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ  

ɸʨʭʠʚʠʨʦʚʘʪʴ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ  

ʇʦʣʫʯʘʪʴ ʫʚʝʜʦʤʣʝʥʠʷ Gmail  

ʏʠʪʘʪʴ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ  

ʀʟʤʝʥʝʥʠʝ ʬʫʥʢʮʠʡ ʟʚʫʢʦʚʳʭ ʠ ʚʠʟʫʘʣʴʥʳʭ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ ʚ ʙʨʘʫʟʝʨʝ 

Firefox 

ʇʦʤʝʪʠʪʴ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ  

ʇʦʤʝʯʘʝʪ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʢʘʢ ʩʧʘʤ  

ʋʜʘʣʠʪʴ ʩʦʦʙʱʝʥʠʷ  

ʆʙʥʦʚʠʪʴ ʧʘʧʢʫ "ɺʭʦʜʷʱʠʝ"  

ʇʝʨʝʩʳʣʢʘ ʧʠʩʝʤ  

ɺʳʧʦʣʥʠʪʝ ʧʦʠʩʢ ʬʫʥʢʮʠʡ  

ʋʜʘʣʷʪʴ ʩʦʦʙʱʝʥʠʷ ʠʟ ʢʦʨʟʠʥʳ Gmail  

ʆʪʧʨʘʚʣʷʪʴ ʧʦʯʪʫ ʩʦ ʚʟʣʦʤʘʥʥʦʛʦ ʘʢʢʘʫʥʪʘ  

Firefox (ʥʘ ʦʩʥʦʚʝ ʧʨʝʜʦʩʪʘʚʣʝʥʥʳʭ ʨʘʟʨʝʰʝʥʠʡ ʙʨʘʫʟʝʨʘ): 

ɼʦʩʪʫʧ ʢ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʤ ʜʘʥʥʳʤ ʜʣʷ ʚʩʝʭ ʩʘʡʪʦʚ 

ʆʪʦʙʨʘʞʘʪʴ ʫʚʝʜʦʤʣʝʥʠʷ 

ʏʠʪʘʪʴ ʠ ʠʟʤʝʥʷʪʴ ʥʘʩʪʨʦʡʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ 

ɼʦʩʪʫʧ ʢ ʚʢʣʘʜʢʘʤ ʙʨʘʫʟʝʨʘ 

ʅʦ ʘʪʘʢʘ ʥʘ ʵʪʦʤ ʥʝ ʟʘʢʦʥʯʠʣʘʩʴ. Proofpoint ʩʦʦʙʱʠʣ, ʯʪʦ ʨʘʩʰʠʨʝʥʠʝ ʪʘʢʞʝ 

ʟʘʛʨʫʞʘʣʦ ʠ ʫʩʪʘʥʘʚʣʠʚʘʣʦ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ScanBox ʚ ʟʘʨʘʞʝʥʥʳʭ ʩʠʩʪʝʤʘʭ. 

ʕʪʘ ʚʨʝʜʦʥʦʩʥʘʷ ʧʨʦʛʨʘʤʤʘ, ʦʩʥʦʚʘʥʥʘʷ ʥʘ PHP ʠ JavaScript, ʧʨʝʜʩʪʘʚʣʷʝʪ 

ʩʦʙʦʡ ʩʪʘʨʳʡ ʠʥʩʪʨʫʤʝʥʪ, ʠʩʧʦʣʴʟʦʚʘʥʥʳʡ ʚ ʧʨʝʜʳʜʫʱʠʭ ʘʪʘʢʘʭ, ʦʩʫʱʝʩʪʚʣʝʥʥʳʭ 

ʢʠʪʘʡʩʢʠʤʠ ʢʠʙʝʨʰʧʠʦʥʘʞʥʳʤʠ ʛʨʫʧʧʘʤʠ. 
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çʉ 2014 ʛʦʜʘ Scanbox ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʚ ʤʥʦʛʦʯʠʩʣʝʥʥʳʭ ʢʘʤʧʘʥʠʷʭ, 

ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʪʠʙʝʪʩʢʫʶ ʜʠʘʩʧʦʨʫ ʠ ʜʨʫʛʠʝ ʵʪʥʠʯʝʩʢʠʝ ʤʝʥʴʰʠʥʩʪʚʘ, ʢʦʪʦʨʳʝ 

ʯʘʩʪʦ ʩʪʘʥʦʚʷʪʩʷ ʤʠʰʝʥʴʶ ʛʨʫʧʧ, ʧʦʜʜʝʨʞʠʚʘʶʱʠʭ ʠʥʪʝʨʝʩʳ ʢʠʪʘʡʩʢʦʛʦ 

ʛʦʩʫʜʘʨʩʪʚʘè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʝʛʦʜʥʷʰʥʝʤ ʜʦʢʣʘʜʝ Proofpoint. 

ʇʦʩʣʝʜʥʠʡ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʡ ʩʣʫʯʘʡ ʘʪʘʢʠ ScanBox ʜʘʪʠʨʫʝʪʩʷ 2019 

ʛʦʜʦʤ, ʢʦʛʜʘ Recorded Future ʩʦʦʙʱʠʣʘ ʦʙ ʘʪʘʢʘʭ ʥʘ ʧʦʩʝʪʠʪʝʣʝʡ ʧʘʢʠʩʪʘʥʩʢʠʭ ʠ 

ʪʠʙʝʪʩʢʠʭ ʚʝʙ-ʩʘʡʪʦʚ. 

ʏʪʦ ʢʘʩʘʝʪʩʷ ʩʚʦʠʭ ʚʦʟʤʦʞʥʦʩʪʝʡ, Proofpoint ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ ScanBox 

çʩʧʦʩʦʙʝʥ ʦʪʩʣʝʞʠʚʘʪʴ ʧʦʩʝʪʠʪʝʣʝʡ ʦʧʨʝʜʝʣʝʥʥʳʭ ʚʝʙ-ʩʘʡʪʦʚ, ʚʳʧʦʣʥʷʪʴ 

ʢʝʡʣʦʛʛʝʨʳ ʠ ʩʦʙʠʨʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ 

ʠʩʧʦʣʴʟʦʚʘʥʳ ʚ ʙʫʜʫʱʠʭ ʧʦʧʳʪʢʘʭ ʚʪʦʨʞʝʥʠʷè, ʯʪʦ ʜʝʣʘʝʪ ʫʩʪʘʥʦʚʢʫ ʵʪʦʡ ʦʧʘʩʥʦʡ 

ʫʛʨʦʟʳ ʚ ʚʘʰʠʭ ʩʠʩʪʝʤʘʭ. 

FLASH EOL ʄʆɻ ʇʆʄʆʏʔ ɿʃʆʋʄʓʐʃɽʅʅʀʂɸʄ 

ɺ ʵʪʦʡ ʢʦʥʢʨʝʪʥʦʡ ʢʘʤʧʘʥʠʠ, ʢʦʪʦʨʫʶ Proofpoint ʥʘʟʚʘʣ FriarFox, ʘʪʘʢʠ 

ʥʘʯʘʣʠʩʴ ʚ ʷʥʚʘʨʝ 2021 ʛʦʜʘ ʠ ʧʨʦʜʦʣʞʘʣʠʩʴ ʚ ʪʝʯʝʥʠʝ ʬʝʚʨʘʣʷ. 

ʍʦʪʷ ʭʘʢʝʨʳ ʛʦʜʘʤʠ ʠʩʧʦʣʴʟʦʚʘʣʠ ʧʦʜʜʝʣʴʥʳʝ ʪʝʤʳ ʦʙʥʦʚʣʝʥʠʡ Flash, ʠ 

ʙʦʣʴʰʠʥʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʟʥʘʶʪ, ʯʪʦ ʠʤ ʩʣʝʜʫʝʪ ʜʝʨʞʘʪʴʩʷ ʧʦʜʘʣʴʰʝ ʦʪ ʚʝʙ-

ʩʘʡʪʦʚ, ʧʨʝʜʣʘʛʘʶʱʠʭ ʦʙʥʦʚʣʝʥʠʷ Flash ʩʦʚʝʨʰʝʥʥʦ ʥʝʦʞʠʜʘʥʥʦ, ʩʯʠʪʘʝʪʩʷ, ʯʪʦ 

ʵʪʠ ʘʪʘʢʠ ʩʨʘʙʦʪʘʣʠ ʥʘʤʥʦʛʦ ʣʫʯʰʝ, ʯʝʤ ʧʨʝʜʳʜʫʱʠʝ. 

ʇʨʠʯʠʥʘ ʚ ʪʦʤ, ʯʪʦ Adobe ʫʜʘʣʠʣʘ Flash Player ʚ ʢʦʥʮʝ 2020 ʛʦʜʘ, ʘ ʚʝʩʴ 

Flash-ʢʦʥʪʝʥʪ ʧʝʨʝʩʪʘʣ ʚʦʩʧʨʦʠʟʚʦʜʠʪʴʩʷ ʚ ʙʨʘʫʟʝʨʘʭ 12 ʷʥʚʘʨʷ 2021 ʛʦʜʘ, ʢʦʛʜʘ 

Proofpoint ʪʘʢʞʝ ʫʚʠʜʝʣ ʧʝʨʚʳʝ ʢʘʤʧʘʥʠʠ TA413 FriarFox, ʥʘʮʝʣʝʥʥʳʝ ʥʘ 

ʪʠʙʝʪʩʢʠʝ ʦʨʛʘʥʠʟʘʮʠʠè. (Catalin Cimpanu. Chinese cyberspies targeted Tibetans 

with a malicious Firefox add-on // ZDNet (https://www.zdnet.com/article/chinese-

cyberspies-targeted-tibetans-with-a-malicious-firefox-add-on/). 25.02.2021). 
***  

 

çʂʠʙʝʨʧʨʝʩʪʫʧʥʳʝ ʭʘʢʝʨʩʢʠʝ ʦʧʝʨʘʮʠʠ ʪʝʧʝʨʴ ʥʘʩʪʦʣʴʢʦ 

ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʳ, ʯʪʦ ʥʘʮʠʦʥʘʣʴʥʳʝ ʛʦʩʫʜʘʨʩʪʚʘ ʠʩʧʦʣʴʟʫʶʪ ʠʭ ʜʣʷ 

ʧʨʦʚʝʜʝʥʠʷ ʘʪʘʢ, ʧʳʪʘʷʩʴ ʩʢʨʳʪʴ ʩʚʦʝ ʩʦʙʩʪʚʝʥʥʦʝ ʫʯʘʩʪʠʝ. 

ɺ ʦʪʯʝʪʝ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ BlackBerry ʩʦʜʝʨʞʠʪʩʷ 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦ ʪʦʤ, ʯʪʦ ʧʦʷʚʣʝʥʠʝ ʩʣʦʞʥʳʭ ʩʭʝʤ çʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ ʢʘʢ 

ʫʩʣʫʛʘè ʦʟʥʘʯʘʝʪ, ʯʪʦ ʥʘʮʠʦʥʘʣʴʥʳʝ ʛʦʩʫʜʘʨʩʪʚʘ ʚʩʝ ʯʘʱʝ ʠʤʝʶʪ ʚʦʟʤʦʞʥʦʩʪʴ 

ʨʘʙʦʪʘʪʴ ʩ ʛʨʫʧʧʘʤʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʨʦʚʦʜʠʪʴ ʟʘ ʥʠʭ ʘʪʘʢʠ. 

ʕʪʘ ʢʠʙʝʨʧʨʝʩʪʫʧʥʘʷ ʦʧʝʨʘʮʠʷ ʦʙʝʩʧʝʯʠʚʘʝʪ ʟʣʦʥʘʤʝʨʝʥʥʳʝ ʭʘʢʝʨʩʢʠʝ 

ʦʧʝʨʘʮʠʠ, ʪʘʢʠʝ ʢʘʢ ʬʠʰʠʥʛ, ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʠʣʠ ʚʟʣʦʤ ʩʝʪʝʡ, ʠ ʧʦʣʫʯʘʝʪ ʜʝʥʴʛʠ 

ʟʘ ʩʚʦʠ ʜʝʡʩʪʚʠʷ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʥʘʮʠʦʥʘʣʴʥʦʝ ʛʦʩʫʜʘʨʩʪʚʦ, ʟʘʢʘʟʘʚʰʝʝ ʦʧʝʨʘʮʠʶ, 

ʧʦʣʫʯʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʠʣʠ ʜʦʩʪʫʧ, ʢʦʪʦʨʳʡ ʝʤʫ ʪʨʝʙʫʝʪʩʷ. 

ʕʪʦ ʪʘʢʞʝ ʜʘʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʙʦʥʫʩ: ʧʦʩʢʦʣʴʢʫ ʘʪʘʢʘ ʙʳʣʘ ʧʨʦʚʝʜʝʥʘ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤʠ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʦʚʘʣʠ ʩʚʦʶ ʩʦʙʩʪʚʝʥʥʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʠ 

ʤʝʪʦʜʳ, ʪʨʫʜʥʦ ʩʚʷʟʘʪʴ ʵʪʫ ʜʝʷʪʝʣʴʥʦʩʪʴ ʩ ʥʘʮʠʦʥʘʣʴʥʳʤ ʛʦʩʫʜʘʨʩʪʚʦʤ, ʢʦʪʦʨʦʝ 

ʟʘʢʘʟʘʣʦ ʦʧʝʨʘʮʠʶ. 

çʇʦʷʚʣʝʥʠʝ, ʠʟʦʱʨʝʥʥʦʩʪʴ ʠ ʘʥʦʥʠʤʥʦʩʪʴ ʢʨʠʤʠʥʘʣʴʥʦʛʦ ʇʆ ʢʘʢ ʫʩʣʫʛʠ 

ʦʟʥʘʯʘʝʪ, ʯʪʦ ʛʦʩʫʜʘʨʩʪʚʘ ʤʦʛʫʪ ʤʘʩʢʠʨʦʚʘʪʴ ʩʚʦʠ ʫʩʠʣʠʷ ʩʪʦʨʦʥʥʠʤʠ 
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ʧʦʜʨʷʜʯʠʢʘʤʠ ʠ ʧʦʯʪʠ ʥʝʧʨʝʦʜʦʣʠʤʦʡ ʩʪʝʥʦʡ ʧʨʘʚʜʦʧʦʜʦʙʥʦʛʦ ʦʪʨʠʮʘʥʠʷè, - 

ʧʨʝʜʫʧʨʝʞʜʘʝʪ BlackBery 2021 Threat Report. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʫʢʘʟʳʚʘʶʪ ʥʘ ʩʫʱʝʩʪʚʦʚʘʥʠʝ ʦʙʰʠʨʥʳʭ ʭʘʢʝʨʩʢʠʭ ʦʧʝʨʘʮʠʡ, 

ʪʘʢʠʭ ʢʘʢ Bahamut, ʚ ʢʘʯʝʩʪʚʝ ʧʨʠʤʝʨʘ ʪʦʛʦ, ʥʘʩʢʦʣʴʢʦ ʠʟʦʱʨʝʥʥʳʤʠ ʩʪʘʣʠ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʳʝ ʢʘʤʧʘʥʠʠ. 

ʇʝʨʚʦʥʘʯʘʣʴʥʦ ʦʧʠʩʘʥʥʳʡ BlackBerry ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ, ɹʘʭʘʤʫʪ ʠʩʧʦʣʴʟʫʝʪ 

ʬʠʰʠʥʛ, ʩʦʮʠʘʣʴʥʫʶ ʠʥʞʝʥʝʨʠʶ, ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʠʣʦʞʝʥʠʷ, ʥʝʩʪʘʥʜʘʨʪʥʳʝ 

ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʦʛʨʘʤʤʳ ʠ ʘʪʘʢʠ ʥʫʣʝʚʦʛʦ ʜʥʷ ʚ ʢʘʤʧʘʥʠʷʭ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ 

ʧʨʘʚʠʪʝʣʴʩʪʚʘ, ʯʘʩʪʥʳʡ ʩʝʢʪʦʨ ʠ ʦʪʜʝʣʴʥʳʭ ʣʠʮ ʧʦ ʚʩʝʤʫ ʤʠʨʫ - ʠ ʜʝʣʘʣ ʵʪʦ ʚ 

ʪʝʯʝʥʠʝ ʤʥʦʛʠʭ ʣʝʪ, ʧʨʝʞʜʝ ʯʝʤ ʙʳʣ ʦʙʥʘʨʫʞʝʥ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʦʪʤʝʯʘʶʪ, ʯʪʦ çʧʨʦʬʠʣʠ ʠ ʛʝʦʛʨʘʬʠʷ ʠʭ ʞʝʨʪʚ ʩʣʠʰʢʦʤ 

ʨʘʟʥʦʦʙʨʘʟʥʳ, ʯʪʦʙʳ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʠʥʪʝʨʝʩʘʤ ʦʜʥʦʛʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘè, 

ʧʨʝʜʧʦʣʘʛʘʷ, ʯʪʦ ɹʘʭʘʤʫʪ ʚʳʧʦʣʥʷʝʪ ʦʧʝʨʘʮʠʠ ʜʣʷ ʨʘʟʥʳʭ ʢʣʠʝʥʪʦʚ, ʩʣʝʜʷ ʟʘ 

ʨʘʙʦʪʦʡ, ʢʦʪʦʨʘʷ ʧʨʠʥʝʩʝʪ ʠʤ ʙʦʣʴʰʝ ʚʩʝʛʦ ʜʝʥʝʛ. ʏʪʦ ʢʘʩʘʝʪʩʷ ʬʠʥʘʥʩʠʨʦʚʘʥʠʷ, 

ʪʦ ʫ ʥʝʢʦʪʦʨʳʭ ʥʘʮʠʦʥʘʣʴʥʳʭ ʛʦʩʫʜʘʨʩʪʚ ʙʦʣʴʰʝ ʚʩʝʛʦ ʜʝʥʝʛ, ʢʦʪʦʨʳʝ ʦʥʠ ʤʦʛʫʪ 

ʧʦʪʨʘʪʠʪʴ ʥʘ ʧʨʦʚʝʜʝʥʠʝ ʢʘʤʧʘʥʠʡ. 

ʄʘʣʦ ʪʦʛʦ, ʯʪʦ ʢʣʠʝʥʪʩʢʦʝ ʥʘʮʠʦʥʘʣʴʥʦʝ ʛʦʩʫʜʘʨʩʪʚʦ ʚ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ 

ʧʦʣʫʯʘʝʪ ʪʨʝʙʫʝʤʳʡ ʜʦʩʪʫʧ ʢ ʚʟʣʦʤʘʥʥʳʤ ʩʝʪʷʤ ʠʣʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ, ʵʪʦ ʧʦʟʚʦʣʷʝʪ ʩʜʝʣʘʪʴ ʵʪʦ ʩ ʤʝʥʴʰʠʤʠ ʰʘʥʩʘʤʠ ʥʘ ʝʛʦ ʦʙʨʘʪʥʫʶ 

ʩʚʷʟʴ ʩ ʥʘʮʠʦʥʘʣʴʥʳʤ ʛʦʩʫʜʘʨʩʪʚʦʤ - ʘ ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʵʪʦ ʧʦʪʝʥʮʠʘʣʴʥʦ 

ʧʦʟʚʦʣʠʪ ʠʟʙʝʞʘʪʴ ʧʦʩʣʝʜʩʪʚʠʡ ʠʣʠ ʦʩʫʞʜʝʥʠʷ. ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʘʪʘʢ. 

çʀʜʝʥʪʠʬʠʢʘʮʠʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʤʦʞʝʪ ʙʳʪʴ ʩʣʦʞʥʦʡ ʟʘʜʘʯʝʡ ʜʣʷ 

ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʫʛʨʦʟ ʠʟ-ʟʘ ʥʝʩʢʦʣʴʢʠʭ ʬʘʢʪʦʨʦʚ, ʪʘʢʠʭ ʢʘʢ ʧʝʨʝʢʨʳʚʘʶʱʘʷʩʷ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ, ʥʝʩʦʧʦʩʪʘʚʠʤʳʝ ʮʝʣʠ ʠ ʥʝʦʙʳʯʥʘʷ ʪʘʢʪʠʢʘ. ʕʪʦ ʦʩʦʙʝʥʥʦ ʚʝʨʥʦ, 

ʢʦʛʜʘ ʪʦʣʴʢʦ ʯʘʩʪʴ ʢʘʤʧʘʥʠʠ ʧʝʨʝʜʘʝʪʩʷ ʥʘ ʘʫʪʩʦʨʩʠʥʛè, - ʛʦʚʦʨʠʪʩʷ ʚ ʦʪʯʝʪʝ. 

ɹʘʭʘʤʫʪ ʧʨʦʜʦʣʞʘʣ ʧʨʦʷʚʣʷʪʴ ʘʢʪʠʚʥʦʩʪʴ ʩ ʤʦʤʝʥʪʘ ʝʛʦ ʧʝʨʚʦʥʘʯʘʣʴʥʦʛʦ 

ʨʘʩʢʨʳʪʠʷ ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ, ʧʨʦʚʦʜʷ ʢʘʤʧʘʥʠʠ, ʥʘʮʝʣʝʥʥʳʝ ʥʘ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ 

ʫʯʨʝʞʜʝʥʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ ʠʥʦʩʪʨʘʥʥʳʤʠ ʜʝʣʘʤʠ ʠ ʦʙʦʨʦʥʦʡ ʥʘ ɹʣʠʞʥʝʤ ɺʦʩʪʦʢʝ. 

ɻʨʫʧʧʘ ʪʘʢʞʝ ʧʨʦʚʦʜʠʪ ʢʘʤʧʘʥʠʠ ʧʨʦʪʠʚ ʮʝʣʝʡ ʚ ʖʞʥʦʡ ɸʟʠʠ, ʫʜʝʣʷʷ ʦʩʦʙʦʝ 

ʚʥʠʤʘʥʠʝ ʘʪʘʢʘʤ ʩʦ ʩʤʘʨʪʬʦʥʦʚ. 

ʍʦʪʷ ʟʘʱʠʪʘ ʩʝʪʝʡ ʦʪ ʨʝʰʠʪʝʣʴʥʳʭ ʢʠʙʝʨʘʪʘʢ ʤʦʞʝʪ ʙʳʪʴ ʩʣʦʞʥʦʡ, 

ʩʫʱʝʩʪʚʫʶʪ ʤʝʪʦʜʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʦʨʛʘʥʠʟʘʮʠʠ ʤʦʛʫʪ ʧʨʠʤʝʥʷʪʴ ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʚʪʦʨʞʝʥʠʡ, ʥʘʧʨʠʤʝʨ, ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʪʦʣʴʢʦ ʪʝʤ, ʢʪʦ ʚ ʥʝʡ ʘʙʩʦʣʶʪʥʦ ʥʫʞʜʘʝʪʩʷ, ʠ 

ʧʦʩʪʦʷʥʥʦʝ ʠʟʫʯʝʥʠʝ ʩʝʪʠ ʥʘ ʧʨʝʜʤʝʪ ʥʝʦʙʳʯʥʦʡ ʘʢʪʠʚʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʙʳʣʦ 

ʙʳ ʢʣʘʩʩʠʬʠʮʠʨʦʚʘʥʦ ʢʘʢ ʧʦʜʦʟʨʠʪʝʣʴʥʦʝè. (Danny Palmer. Cybercrime groups are 

selling their hacking skills. Some countries are buying // ZDNet 

(https://www.zdnet.com/article/cybercrime-groups-are-selling-their-hacking-skills-

some-countries-are-buying/). 26.02.2021). 

***  

 

çʇʦʜʜʝʨʞʠʚʘʝʤʘʷ ʉʝʚʝʨʥʦʡ ʂʦʨʝʝʡ ʭʘʢʝʨʩʢʘʷ ʛʨʫʧʧʘ ʩ ʥʘʯʘʣʘ 2020 ʛʦʜʘ 

ʥʘʮʝʣʝʥʘ ʥʘ ʦʙʦʨʦʥʥʫʶ ʧʨʦʤʳʰʣʝʥʥʦʩʪʴ ʩ ʧʦʤʦʱʴʶ ʩʧʝʮʠʘʣʴʥʦʛʦ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʜʣʷ ʙʵʢʜʦʨʘ, ʧʦʣʫʯʠʚʰʝʛʦ ʥʘʟʚʘʥʠʝ ThreatNeedle, ʩ 

ʢʦʥʝʯʥʦʡ ʮʝʣʴʶ ʩʙʦʨʘ ʦʯʝʥʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 
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ʕʪʘ ʰʧʠʦʥʩʢʘʷ ʢʘʤʧʘʥʠʷ ʟʘʪʨʦʥʫʣʘ ʦʨʛʘʥʠʟʘʮʠʠ ʠʟ ʙʦʣʝʝ ʯʝʤ ʜʝʩʷʪʢʘ ʩʪʨʘʥ ʠ 

ʢʦʦʨʜʠʥʠʨʦʚʘʣʘʩʴ ʧʦʜʜʝʨʞʠʚʘʝʤʳʤʠ ʂʅɼʈ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤʠ ʭʘʢʝʨʘʤʠ, 

ʠʟʚʝʩʪʥʳʤʠ ʢʘʢ Lazarus Group. 

ɺ ʢʘʯʝʩʪʚʝ ʠʩʭʦʜʥʦʛʦ ʚʝʢʪʦʨʘ ʜʦʩʪʫʧʘ ʢ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ ʢʦʤʧʘʥʠʠ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʦʚʘʣʠ ʮʝʣʝʚʳʝ ʬʠʰʠʥʛʦʚʳʝ ʧʠʩʴʤʘ ʥʘ ʪʝʤʫ COVID19 ʩ 

ʚʨʝʜʦʥʦʩʥʳʤʠ ʚʣʦʞʝʥʠʷʤʠ ʠʣʠ ʩʩʳʣʢʘʤʠ. 

ʇʦʩʣʝ ʧʝʨʚʦʥʘʯʘʣʴʥʦʛʦ ʚʟʣʦʤʘ ʦʥʠ ʫʩʪʘʥʦʚʠʣʠ ʩʧʝʮʠʘʣʴʥʦ ʨʘʟʨʘʙʦʪʘʥʥʦʝ 

ʛʨʫʧʧʦʡ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ThreatNeedle ʜʣʷ ʙʵʢʜʦʨʘ, ʢʦʪʦʨʦʝ ʚʧʝʨʚʳʝ 

ʠʩʧʦʣʴʟʦʚʘʣʦʩʴ ʚ 2018 ʛʦʜʫ ʚ ʘʪʘʢʘʭ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʢʨʠʧʪʦʚʘʣʶʪʥʳʝ ʢʦʤʧʘʥʠʠ. 

çʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ ThreatNeedle ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʧʦʣʥʳʡ ʢʦʥʪʨʦʣʴ ʥʘʜ 

ʫʩʪʨʦʡʩʪʚʦʤ ʞʝʨʪʚʳ, ʪʦ ʝʩʪʴ ʦʥ ʤʦʞʝʪ ʜʝʣʘʪʴ ʚʩʝ, ʦʪ ʤʘʥʠʧʫʣʠʨʦʚʘʥʠʷ ʬʘʡʣʘʤʠ ʜʦ 

ʚʳʧʦʣʥʝʥʠʷ ʧʦʣʫʯʝʥʥʳʭ ʢʦʤʘʥʜè, - ʟʘʷʚʠʣʠ ʩʝʛʦʜʥʷ ʠʩʩʣʝʜʦʚʘʪʝʣʠ Kaspersky 

Security. 

ThreatNeedle ʧʦʤʦʛ ʭʘʢʝʨʘʤ Lazarus ʧʝʨʝʤʝʱʘʪʴʩʷ ʧʦ ʩʝʪʷʤ ʦʙʦʨʦʥʥʳʭ 

ʦʨʛʘʥʠʟʘʮʠʡ ʠ ʩʦʙʠʨʘʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʧʝʨʝʜʘʚʘʣʘʩʴ ʥʘ 

ʢʦʥʪʨʦʣʠʨʫʝʤʳʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ ʩʝʨʚʝʨʳ ʩ ʧʦʤʦʱʴʶ ʩʧʝʮʠʘʣʴʥʦʛʦ 

ʠʥʩʪʨʫʤʝʥʪʘ ʪʫʥʥʝʣʠʨʦʚʘʥʠʷ ʯʝʨʝʟ ʪʫʥʥʝʣʠ SSH ʥʘ ʫʜʘʣʝʥʥʳʝ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʝ ʶʞʥʦʢʦʨʝʡʩʢʠʝ ʩʝʨʚʝʨʳ. 

ɹʵʢʜʦʨ ʪʘʢʞʝ ʧʦʟʚʦʣʠʣ ʠʤ ʦʙʦʡʪʠ ʩʝʛʤʝʥʪʘʮʠʶ ʩʝʪʠ ʠ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ 

ʩʝʪʷʤ ʩ ʦʛʨʘʥʠʯʝʥʥʳʤ ʜʦʩʪʫʧʦʤ ʩ ʧʦʤʦʱʴʶ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʥʝ 

ʠʤʝʶʱʠʭ ʜʦʩʪʫʧʘ ʚ ʀʥʪʝʨʥʝʪ. 

çʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʟʘʢʨʝʧʠʣʠʩʴ ʥʘ ʥʘʯʘʣʴʥʦʤ ʵʪʘʧʝ, 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʦʙʨʘʣʠ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʠ ʜʚʠʥʫʣʠʩʴ ʚ ʩʪʦʨʦʥʫ, ʠʱʘ ʚʘʞʥʳʝ 

ʘʢʪʠʚʳ ʚ ʩʨʝʜʝ ʞʝʨʪʚʳè, - ʜʦʙʘʚʠʣ ʂʘʩʧʝʨʩʢʠʡ. 

çʄʳ ʥʘʙʣʶʜʘʣʠ, ʢʘʢ ʦʥʠ ʧʨʝʦʜʦʣʝʣʠ ʩʝʛʤʝʥʪʘʮʠʶ ʩʝʪʠ, ʧʦʣʫʯʠʚ ʜʦʩʪʫʧ ʢ 

ʤʘʰʠʥʝ ʩ ʚʥʫʪʨʝʥʥʠʤ ʤʘʨʰʨʫʪʠʟʘʪʦʨʦʤ ʠ ʥʘʩʪʨʦʠʚ ʝʝ ʚ ʢʘʯʝʩʪʚʝ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ, 

ʯʪʦ ʧʦʟʚʦʣʠʣʦ ʠʤ ʧʝʨʝʩʳʣʘʪʴ ʫʢʨʘʜʝʥʥʳʝ ʜʘʥʥʳʝ ʠʟ ʠʥʪʨʘʩʝʪʠ ʥʘ ʠʭ ʫʜʘʣʝʥʥʳʡ 

ʩʝʨʚʝʨè. 

ɺʦ ʚʨʝʤʷ ʩʚʦʠʭ ʘʪʘʢ ʭʘʢʝʨʳ ʪʘʢʞʝ ʙʳʣʠ ʟʘʤʝʯʝʥʳ ʚʦ ʚʦʨʦʚʩʪʚʝ ʜʦʢʫʤʝʥʪʦʚ ʠ 

ʜʘʥʥʳʭ ʢʘʢ ʠʟ ʦʬʠʩʥʳʭ ʀʊ-ʩʝʪʝʡ (ʩ ʫʩʪʨʦʡʩʪʚ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʭʨʘʥʝʥʠʷ 

ʠʥʬʦʨʤʘʮʠʠ ʦ ʙʠʟʥʝʩʝ ʠ ʢʣʠʝʥʪʘʭ), ʪʘʢ ʠ ʠʟ ʩʝʪʝʡ ʩ ʦʛʨʘʥʠʯʝʥʥʳʤ ʜʦʩʪʫʧʦʤ 

(ʦʙʳʯʥʦ ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʭʨʘʥʝʥʠʷ ʠ ʫʧʨʘʚʣʝʥʠʷ ʚʳʩʦʢʦʯʫʚʩʪʚʠʪʝʣʴʥʳʤʠ 

ʜʘʥʥʳʤʠ). 

ʆʧʝʨʘʪʦʨʳ Lazarus ʚʟʷʣʠ ʧʦʜ ʩʚʦʡ ʢʦʥʪʨʦʣʴ ʨʘʙʦʯʠʝ ʩʪʘʥʮʠʠ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ, ʯʪʦ ʧʦʟʞʝ ʧʦʟʚʦʣʠʣʦ ʠʤ ʫʩʪʘʥʦʚʠʪʴ ʚʨʝʜʦʥʦʩʥʳʝ ʰʣʶʟʳ, 

ʢʦʪʦʨʳʝ ʧʨʝʜʦʩʪʘʚʠʣʠ ʠʤ ʜʦʩʪʫʧ ʢ ʦʛʨʘʥʠʯʝʥʥʳʤ ʩʝʪʷʤ. 

ɺ ʪʦ ʚʨʝʤʷ ʢʘʢ Lazarus Group ʙʳʣʘ ʠʟʚʝʩʪʥʘ ʪʝʤ, ʯʪʦ ʩʦʩʨʝʜʦʪʦʯʠʣʘ ʩʚʦʠ 

ʫʩʠʣʠʷ ʚ ʦʩʥʦʚʥʦʤ ʥʘ ʥʘʮʝʣʠʚʘʥʠʠ ʥʘ ʤʠʨʦʚʳʝ ʬʠʥʘʥʩʦʚʳʝ ʫʯʨʝʞʜʝʥʠʷ, ʥʘʯʠʥʘʷ ʩ 

ʥʘʯʘʣʘ 2020 ʛʦʜʘ, ʢʦʛʜʘ ʥʘʯʘʣʘʩʴ ʵʪʘ ʢʘʤʧʘʥʠʷ, ʦʥʠ ʧʝʨʝʢʣʶʯʠʣʠ ʩʚʦʝ ʚʥʠʤʘʥʠʝ ʥʘ 

çʘʛʨʝʩʩʠʚʥʳʝ ʘʪʘʢʠè ʥʘ ʦʨʛʘʥʠʟʘʮʠʠ ʦʙʦʨʦʥʥʦʡ ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ. 

ʇʦʩʣʝ ʵʪʦʛʦ ʰʘʛʘ ʭʘʢʝʨʳ Lazarus ʧʝʨʝʧʨʦʬʠʣʠʨʦʚʘʣʠ ʩʚʦʝ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ 

ThreatNeedle ʜʣʷ ʢʨʘʞʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚ ʨʘʤʢʘʭ ʮʝʣʝʚʳʭ 

ʰʧʠʦʥʩʢʠʭ ʘʪʘʢ. 
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çLazarus ʙʳʣ, ʧʦʞʘʣʫʡ, ʩʘʤʳʤ ʘʢʪʠʚʥʳʤ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʤ ʚ 2020 ʛʦʜʫ, ʠ ʥʝ 

ʧʦʭʦʞʝ, ʯʪʦ ʵʪʦ ʠʟʤʝʥʠʪʩʷ ʚ ʙʣʠʞʘʡʰʝʝ ʚʨʝʤʷè, - ʩʢʘʟʘʣ ʩʪʘʨʰʠʡ ʠʩʩʣʝʜʦʚʘʪʝʣʴ 

Kaspersky GReAT ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʉʦʥʩʫ ʇʘʢ. 

çʌʘʢʪʠʯʝʩʢʠ, ʫʞʝ ʚ ʷʥʚʘʨʝ ʵʪʦʛʦ ʛʦʜʘ ʛʨʫʧʧʘ ʘʥʘʣʠʟʘ ʫʛʨʦʟ Google ʩʦʦʙʱʠʣʘ, 

ʯʪʦ Lazarus ʠʩʧʦʣʴʟʦʚʘʣʘ ʪʦʪ ʞʝ ʙʵʢʜʦʨ ʜʣʷ ʥʘʮʝʣʠʚʘʥʠʷ ʥʘ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. ʄʳ ʦʞʠʜʘʝʤ ʫʚʠʜʝʪʴ ʙʦʣʴʰʝ ThreatNeedle ʚ ʙʫʜʫʱʝʤ, ʠ ʤʳ ʙʫʜʝʤ 

ʩʣʝʜʠʪʴ ʟʘ ʵʪʠʤ. " 

ʍʘʢʝʨʳ Lazarus ʪʘʢʞʝ ʦʪʩʣʝʞʠʚʘʶʪʩ ̫ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʳʤ ʩʦʦʙʱʝʩʪʚʦʤ ʉʐɸ 

ʢʘʢ HIDDEN COBRA). 

ʕʪʦ ʭʦʨʦʰʦ ʠʟʚʝʩʪʥʘʷ ʬʠʥʘʥʩʦʚʦ ʤʦʪʠʚʠʨʦʚʘʥʥʘʷ ʛʨʫʧʧʘ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ, ʦ ʯʝʤ ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʪ ʠʭ ʢʘʤʧʘʥʠʠ: ʦʥʠ ʚʟʣʦʤʘʣʠ Sony Films 

ʚ ʨʘʤʢʘʭ ʦʧʝʨʘʮʠʠ Blockbuster ʚ 2014 ʛʦʜʫ ʠ ʩʪʦʷʣʠ ʟʘ ʛʣʦʙʘʣʴʥʦʡ ʢʘʤʧʘʥʠʝʡ ʧʦ 

ʚʳʤʦʛʘʪʝʣʴʩʪʚʫ WannaCry ʚ 2017 ʛʦʜʫè. (Sergiu Gatlan. North Korean hackers 

target defense industry with custom malware // Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/north-korean-hackers-target-

defense-industry-with-custom-malware/). 25.02.2021). 

***  

 

çʍʘʢʝʨʩʢʘʷ ʛʨʫʧʧʘ ʧʦʜ ʥʘʟʚʘʥʠʝʤ Hotarus Corp ʚʟʣʦʤʘʣʘ ʄʠʥʠʩʪʝʨʩʪʚʦ 

ʬʠʥʘʥʩʦʚ ʕʢʚʘʜʦʨʘ ʠ ʢʨʫʧʥʝʡʰʠʡ ʙʘʥʢ ʩʪʨʘʥʳ Banco Pichincha, ʛʜʝ ʦʥʠ 

ʫʪʚʝʨʞʜʘʶʪ, ʯʪʦ ʫʢʨʘʣʠ ʚʥʫʪʨʝʥʥʠʝ ʜʘʥʥʳʝ. 
ɺʥʘʯʘʣʝ ʙʘʥʜʘ ʚʳʤʦʛʘʪʝʣʝʡ ʥʘʮʝʣʠʣʘʩʴ ʥʘ ʄʠʥʠʩʪʝʨʩʪʚʦ ʬʠʥʘʥʩʦʚ 

ʕʢʚʘʜʦʨʘ, Ministerio de Econom²a y Finanzas de Ecuador, ʛʜʝ ʦʥʠ ʨʘʟʚʝʨʥʫʣʠ 

ʧʨʦʛʨʘʤʤʫ-ʚʳʤʦʛʘʪʝʣʴ ʥʘ ʦʩʥʦʚʝ PHP ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ ʩʘʡʪʘ, ʥʘ ʢʦʪʦʨʦʤ ʨʘʟʤʝʱʝʥ 

ʦʥʣʘʡʥ-ʢʫʨʩ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʍʝʨʤʘʥ ʌʝʨʥʘʥʜʝʩ ʩʦʦʙʱʠʣ BleepingComputer, 

ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʦʙʳʯʥʫʶ ʧʨʦʛʨʘʤʤʫ- ʚʳʤʦʛʘʪʝʣʴ PHP ʧʦʜ 

ʥʘʟʚʘʥʠʝʤ Ronggolawe (ʠʣʠ AwesomeWare) ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ ʩʦʜʝʨʞʠʤʦʛʦ ʩʘʡʪʘ. 

ɺʩʢʦʨʝ ʧʦʩʣʝ ʘʪʘʢʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʦʧʫʙʣʠʢʦʚʘʣʠ ʥʘ ʭʘʢʝʨʩʢʦʤ ʬʦʨʫʤʝ 

ʪʝʢʩʪʦʚʳʡ ʬʘʡʣ, ʩʦʜʝʨʞʘʱʠʡ 6632 ʠʤʝʥʠ ʚʭʦʜʘ ʠ ʭʝʰʠʨʦʚʘʥʥʳʝ ʢʦʤʙʠʥʘʮʠʠ 

ʧʘʨʦʣʝʡ. 

ɹʘʥʜʘ ʚʳʤʦʛʘʪʝʣʝʡ ʩʦʦʙʱʠʣʘ BleepingComputer, ʯʪʦ ʦʥʠ ʫʢʨʘʣʠ çʩʝʢʨʝʪʥʫʶ 

ʤʠʥʠʩʪʝʨʩʢʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ, ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʦʪʨʫʜʥʠʢʘʭ, 

ʢʦʥʪʨʘʢʪʳè. 

ʎʝʣʝʚʦʡ Banco Pichincha ʩʣʝʜʫʶʱʠʡ 

ʇʦʩʣʝ ʘʪʘʢʠ ʄʠʥʠʩʪʝʨʩʪʚʘ ʬʠʥʘʥʩʦʚ Hotarus Corp ʚʟʣʦʤʘʣʘ ʢʨʫʧʥʝʡʰʠʡ 

ʯʘʩʪʥʳʡ ʙʘʥʢ ʕʢʚʘʜʦʨʘ Banco Pichincha. 

ɹʘʥʢ ʧʦʜʪʚʝʨʜʠʣ ʘʪʘʢʫ ʚ ʦʬʠʮʠʘʣʴʥʦʤ ʟʘʷʚʣʝʥʠʠ, ʥʦ ʟʘʷʚʣʷʝʪ, ʯʪʦ ʵʪʦ ʙʳʣ 

ʚʟʣʦʤʘʥʥʳʡ ʤʘʨʢʝʪʠʥʛʦʚʳʡ ʧʘʨʪʥʝʨ, ʘ ʥʝ ʝʛʦ ʚʥʫʪʨʝʥʥʠʝ ʩʠʩʪʝʤʳ. 

Banco Pichincha ʩʦʦʙʱʘʝʪ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʦʚʘʣʠ ʚʟʣʦʤʘʥʥʫʶ 

ʧʣʘʪʬʦʨʤʫ ʜʣʷ ʨʘʩʩʳʣʢʠ ʬʠʰʠʥʛʦʚʳʭ ʧʠʩʝʤ ʢʣʠʝʥʪʘʤ, ʧʳʪʘʷʩʴ ʫʢʨʘʩʪʴ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ çʥʝʟʘʢʦʥʥʳʭ ʪʨʘʥʟʘʢʮʠʡè. 

ʉ ʧʦʣʥʳʤ ʧʝʨʝʚʦʜʦʤ ʚʳʧʠʩʢʠ ʙʘʥʢʘ ʤʦʞʥʦ ʦʟʥʘʢʦʤʠʪʴʩʷ ʥʠʞʝ. 

çʄʳ ʩʪʨʝʤʠʤʩʷ ʟʘʱʠʱʘʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʜʘʥʥʳʭ ʥʘʰʠʭ ʢʣʠʝʥʪʦʚ. ʄʳ 

ʟʥʘʝʤ, ʯʪʦ ʠʤʝʣ ʤʝʩʪʦ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʢ ʩʠʩʪʝʤʘʤ ʧʦʩʪʘʚʱʠʢʘ, 
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ʢʦʪʦʨʳʡ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʤʘʨʢʝʪʠʥʛʦʚʳʝ ʫʩʣʫʛʠ ʜʣʷ ʧʨʦʛʨʘʤʤʳ Pichincha Miles. ɺ 

ʦʪʥʦʰʝʥʠʠ ʵʪʦʡ ʫʪʝʯʢʠ ʠʥʬʦʨʤʘʮʠʠ ʠ ʥʘ ʦʩʥʦʚʝ ʦʙʰʠʨʥʦʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʷ, ʤʳ ʥʝ 

ʦʙʥʘʨʫʞʠʣʠ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʧʦʚʨʝʞʜʝʥʠʷ ʠʣʠ ʜʦʩʪʫʧʘ ʢ ʩʠʩʪʝʤʘʤ ɹʘʥʢʘ, ʠ, 

ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʬʠʥʘʥʩʦʚʳʭ ʨʝʩʫʨʩʦʚ ʥʘʰʠʭ ʢʣʠʝʥʪʦʚ ʥʝ 

ʧʦʜʚʝʨʛʘʝʪʩʷ ʨʠʩʢʫ. 

ʄʳ ʟʥʘʝʤ, ʯʪʦ ʯʝʨʝʟ ʤʦʰʝʥʥʠʯʝʩʢʦʝ ʵʣʝʢʪʨʦʥʥʦʝ ʧʠʩʴʤʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢ 

ʦʪʧʨʘʚʣʷʝʪ ʩʦʦʙʱʝʥʠʷ ʦʪ ʠʤʝʥʠ Banco Pichincha ʥʝʢʦʪʦʨʳʤ ʢʣʠʝʥʪʘʤ ʫʢʘʟʘʥʥʦʡ 

ʧʨʦʛʨʘʤʤʳ, ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ, ʥʝʦʙʭʦʜʠʤʫʶ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ 

ʥʝʟʘʢʦʥʥʳʭ ʪʨʘʥʟʘʢʮʠʡ. ʄʳ ʥʘʧʦʤʠʥʘʝʤ ʥʘʰʠʤ ʢʣʠʝʥʪʘʤ, ʯʪʦ ʤʳ ʥʠʢʦʛʜʘ ʥʝ 

ʟʘʧʨʘʰʠʚʘʝʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ, ʪʘʢʠʝ ʢʘʢ: ʧʦʣʴʟʦʚʘʪʝʣʠ, ʧʘʨʦʣʠ, ʜʘʥʥʳʝ 

ʢʘʨʪʳ ʠʣʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ, ʧʦ ʪʝʣʝʬʦʥʫ, ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ, ʚ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ 

ʠʣʠ ʪʝʢʩʪʦʚʳʭ ʩʦʦʙʱʝʥʠʷʭ. 

ʄʳ ʧʨʠʥʠʤʘʝʤ ʤʝʨʳ ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʠ ʩʤʷʛʯʝʥʠʷ ʧʦʜʦʙʥʳʭ ʩʠʪʫʘʮʠʡ, 

ʩʚʷʟʘʥʥʳʭ ʩ ʦʙʨʘʙʦʪʢʦʡ ʜʘʥʥʳʭ ʥʘʰʠʤʠ ʧʦʩʪʘʚʱʠʢʘʤʠ. ʄʳ ʧʦʥʠʤʘʝʤ ʠ ʨʘʟʜʝʣʷʝʤ 

ʦʟʘʙʦʯʝʥʥʦʩʪʴ ʣʶʜʝʡ, ʯʴʷ ʠʥʬʦʨʤʘʮʠʷ ʙʳʣʘ ʨʘʩʢʨʳʪʘ, ʠ ʧʦʜʪʚʝʨʞʜʘʝʤ ʥʘʰʫ 

ʧʨʠʚʝʨʞʝʥʥʦʩʪʴ ʠʭ ʙʝʟʦʧʘʩʥʦʩʪʠè, - Banco Pichincha 

ɺ ʠʥʪʝʨʚʴʶ BleepingComputer ʛʨʫʧʧʘ ʭʘʢʝʨʦʚ ʦʩʧʘʨʠʚʘʝʪ ʟʘʷʚʣʝʥʠʝ ʙʘʥʢʘ ʠ 

ʟʘʷʚʣʷʝʪ, ʯʪʦ ʦʥʠ ʠʩʧʦʣʴʟʦʚʘʣʠ ʘʪʘʢʫ ʤʘʨʢʝʪʠʥʛʦʚʦʡ ʢʦʤʧʘʥʠʠ ʚ ʢʘʯʝʩʪʚʝ 

ʩʪʘʨʪʦʚʦʡ ʧʣʦʱʘʜʢʠ ʜʣʷ ʚʥʫʪʨʝʥʥʠʭ ʩʠʩʪʝʤ ʙʘʥʢʘ. ɿʘʪʝʤ ʦʥʠ ʫʢʨʘʣʠ ʜʘʥʥʳʝ ʠ 

ʠʩʧʦʣʴʟʦʚʘʣʠ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ ʜʣʷ ʰʠʬʨʦʚʘʥʠʷ ʫʩʪʨʦʡʩʪʚ. 

"ɺʟʛʣʷʥʠʪʝ ʥʘ ʘʪʘʢʫ ʥʘ ʙʘʥʢ, ʧʝʨʚʦʥʘʯʘʣʴʥʦ ʥʘ ʢʦʤʧʘʥʠʶ, ʢʦʪʦʨʘʷ 

ʨʘʟʨʘʙʘʪʳʚʘʝʪ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷ ʠ ʟʘʥʠʤʘʝʪʩʷ ʤʘʨʢʝʪʠʥʛʦʤ ʜʣʷ ʙʘʥʢʘ. ʇʦʩʣʝ ʘʥʘʣʠʟʘ 

ʢʦʜʦʚ ʠ ʜʘʥʥʳʭ ʦʥʘ ʜʘʣʘ ʥʘʤ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʚʥʫʪʨʝʥʥʠʤ ʩʠʩʪʝʤʘʤ 

ʙʘʥʢʘ, ʠʤʝʥʥʦ ʪʘʤ ʤʳ ʠʩʧʦʣʴʟʦʚʘʣʠ ʧʨʦʛʨʘʤʤʫ-ʚʳʤʦʛʘʪʝʣʴ, ʠʟʚʣʝʢʘʷ ʚʩʝ 

ʚʦʟʤʦʞʥʘʷ ʠʥʬʦʨʤʘʮʠʷè. 

çʆʢʘʟʘʚʰʠʩʴ ʚʥʫʪʨʠ, ʤʳ ʦʙʥʘʨʫʞʠʣʠ ʫʷʟʚʠʤʦʩʪʠ ʚ ʠʭ ʧʨʠʣʦʞʝʥʠʷʭ, 

ʵʢʩʧʣʦʡʪʳ ʚ ʧʦʨʪʘʭ ftp ʠ rdp, ʢʦʪʦʨʳʝ ʧʦʤʦʛʣʠ ʥʘʤ ʧʦʚʳʩʠʪʴ ʧʨʠʚʠʣʝʛʠʠè, - 

ʩʢʘʟʘʣʠ BleepingComputer ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ. 

ɺ ʭʦʜʝ ʵʪʦʡ ʘʪʘʢʠ ʭʘʢʝʨʩʢʘʷ ʛʨʫʧʧʘ ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʧʦʭʠʪʠʣʘ ç31 636 026 

ʤʠʣʣʠʦʥʦʚ ʟʘʧʠʩʝʡ ʦ ʢʣʠʝʥʪʘʭ ʠ 58 456 ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʩʠʩʪʝʤʥʳʭ ʟʘʧʠʩʝʡè, 

ʚʢʣʶʯʘʷ ʥʦʤʝʨʘ ʢʨʝʜʠʪʥʳʭ ʢʘʨʪ. 

ɺ ʢʘʯʝʩʪʚʝ ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ ʩʚʦʝʡ ʘʪʘʢʠ ʭʘʢʝʨʩʢʘʷ ʛʨʫʧʧʘ ʧʨʝʜʦʩʪʘʚʠʣʘ 

ʨʘʟʣʠʯʥʳʝ ʠʟʦʙʨʘʞʝʥʠʷ ʷʢʦʙʳ ʫʢʨʘʜʝʥʥʳʭ ʜʘʥʥʳʭ, ʚʢʣʶʯʘʷ ʩʣʝʜʫʶʱʫʶ ʧʘʧʢʫ ʩ 

ʬʘʡʣʘʤʠ. 

BleepingComputer ʥʝ ʩʤʦʛ ʧʨʦʚʝʨʠʪʴ ʫʪʚʝʨʞʜʝʥʠʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʦ ʢʨʘʞʝ 

ʜʘʥʥʳʭ ʠʟ ʄʠʥʠʩʪʝʨʩʪʚʘ ʬʠʥʘʥʩʦʚ ʠʣʠ Banco Pichincha. 

ɺ ʵʪʦʤ ʟʘ ʜʝʥʴʛʠ 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʦʦʙʱʠʣʠ BleepingComputer, ʯʪʦ ʧʨʦʚʦʜʷʪ ʵʪʠ ʘʪʘʢʠ 

ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʨʘʜʠ ʜʝʥʝʛ. 

ʆʥʠ ʟʘʷʚʣʷʶʪ, ʯʪʦ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʥʝ ʧʨʦʜʘʶʪ ʜʘʥʥʳʝ, ʫʢʨʘʜʝʥʥʳʝ ʫ 

ʄʠʥʠʩʪʝʨʩʪʚʘ ʬʠʥʘʥʩʦʚ, ʘ ʧʨʦʜʘʶʪ ʢʨʝʜʠʪʥʳʝ ʢʘʨʪʳ, ʢʦʪʦʨʳʝ, ʧʦ ʠʭ 

ʫʪʚʝʨʞʜʝʥʠʷʤ, ʙʳʣʠ ʫʢʨʘʜʝʥʳ ʫ Banco Pichincha. 

çɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʧʨʦʜʘʝʪʩʷ ʪʦʣʴʢʦ ʙʘʥʢʦʚʩʢʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʤʳ ʫʞʝ 

ʧʨʦʜʘʣʠ ʦʢʦʣʦ 37 ʪʳʩʷʯ ʢʨʝʜʠʪʥʳʭ ʢʘʨʪ ʛʨʫʧʧʝ, ʟʘʥʠʤʘʶʱʝʡʩʷ ʵʪʠʤ, ʠʥʬʦʨʤʘʮʠʷ 
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ʙʫʜʝʪ ʧʨʦʜʘʥʘ ʥʘ ʘʫʢʮʠʦʥʝ ʠʣʠ ʧʨʦʜʘʥʘ ʧʝʨʚʦʥʘʯʘʣʴʥʦ ʟʘ 250 ʪʳʩʷʯè, - ʩʦʦʙʱʠʣ 

BleepingComputer ʦʧʝʨʘʪʦʨ Hotarus Corp. 

ʄʳ ʩʚʷʟʘʣʠʩʴ ʩ ʄʠʥʠʩʪʝʨʩʪʚʦʤ ʬʠʥʘʥʩʦʚ ʕʢʚʘʜʦʨʘ ʠ Banco Pichincha, ʯʪʦʙʳ 

ʫʟʥʘʪʴ ʙʦʣʴʰʝ ʦʙ ʘʪʘʢʘʭ, ʥʦ ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʥʝ ʧʦʣʫʯʠʣʠ ʦʪʚʝʪʘè. (Lawrence 

Abrams. Ransomware gang hacks Ecuador's largest private bank, Ministry of Finance 

// Bleeping ComputerÈ 

(https://www.bleepingcomputer.com/news/security/ransomware-gang-hacks-ecuadors-

largest-private-bank-ministry-of-finance/). 26.02.2021). 

***  

 

çɺ ʩʝʨʝʜʠʥʝ 2020 ʛʦʜʘ ʵʢʩʧʝʨʪʳ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʦʙʥʘʨʫʞʠʣʠ 
ʥʦʚʫʶ ʚʨʝʜʦʥʦʩʥʫʶ ʢʘʤʧʘʥʠʶAPT-ʛʨʫʧʧʳ Lazarus. ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ 

ʨʘʩʰʠʨʠʣʠ ʩʚʦʸ ʧʦʨʪʬʦʣʠʦ ʘʪʘʢʘʤʠ ʥʘ ʦʙʦʨʦʥʥʫʶ ʧʨʦʤʳʰʣʝʥʥʦʩʪʴ, ʚ ʢʦʪʦʨʳʭ 

ʦʥʠ ʠʩʧʦʣʴʟʦʚʘʣʠ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ThreatNeedle, ʦʪʥʦʩʷʱʝʝʩʷ ʢ ʢʣʘʩʪʝʨʫ 

Manuscrypt. ɺ ʨʝʟʫʣʴʪʘʪʝ ʘʪʘʢʫʶʱʠʤ ʫʜʘʣʦʩʴ ʧʨʝʦʜʦʣʝʪʴ ʩʝʛʤʝʥʪʘʮʠʶ ʩʝʪʠ ʠ 

ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʉʨʝʜʠ ʞʝʨʪʚ ʘʪʘʢ ʙʳʣʠ 

ʧʨʝʜʧʨʠʷʪʠʷ ʠʟ ʈʦʩʩʠʠ. ʊʘʢʞʝ ʙʳʣʠ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʳ ʦʙʨʘʱʝʥʠʷ ʢ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʠʟ ɽʚʨʦʧʳ, ʉʝʚʝʨʥʦʡ ɸʤʝʨʠʢʠ, ɹʣʠʞʥʝʛʦ 

ɺʦʩʪʦʢʘ ʠ ɸʟʠʠ, ʯʪʦ ʤʦʞʝʪ ʛʦʚʦʨʠʪʴ ʦ ʚʦʟʤʦʞʥʳʭ ʞʝʨʪʚʘʭ ʠ ʚ ʵʪʠʭ ʨʝʛʠʦʥʘʭ. 

Lazarus ʚʝʜʸʪ ʩʚʦʶ ʜʝʷʪʝʣʴʥʦʩʪʴ ʢʘʢ ʤʠʥʠʤʫʤ ʩ 2009 ʛʦʜʘ, ʦʨʛʘʥʠʟʫʷ 

ʰʠʨʦʢʦʤʘʩʰʪʘʙʥʳʝ ʢʘʤʧʘʥʠʠ ʢʠʙʝʨʰʧʠʦʥʘʞʘ, ʦʧʝʨʘʮʠʠ ʩ ʧʨʠʤʝʥʝʥʠʝʤ 

ʧʨʦʛʨʘʤʤ-ʰʠʬʨʦʚʘʣʴʱʠʢʦʚ ʠ ʜʘʞʝ ʘʪʘʢʠ ʥʘ ʢʨʠʧʪʦʚʘʣʶʪʥʳʡ ʨʳʥʦʢ. ɺ ʧʦʩʣʝʜʥʠʝ 

ʛʦʜʳ ʛʨʫʧʧʘ ʙʳʣʘ ʩʦʩʨʝʜʦʪʦʯʝʥʘ ʥʘ ʘʪʘʢʘʭ ʥʘ ʬʠʥʘʥʩʦʚʳʝ ʫʯʨʝʞʜʝʥʠʷ ʧʦ ʚʩʝʤʫ 

ʤʠʨʫ. ʆʜʥʘʢʦ ʩ ʥʘʯʘʣʘ 2020 ʛʦʜʘ ʩʨʝʜʠ ʮʝʣʝʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʦʢʘʟʘʣʠʩʴ ʠ 

ʧʨʝʜʧʨʠʷʪʠʷ ʦʙʦʨʦʥʥʦʡ ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ. 

çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè ʧʦʣʫʯʠʣʘ ʚʦʟʤʦʞʥʦʩʪʴ ʙʦʣʝʝ ʜʝʪʘʣʴʥʦ 

ʠʩʩʣʝʜʦʚʘʪʴ ʘʪʘʢʫ, ʢʦʛʜʘ ʦʜʥʘ ʠʟ ʧʦʩʪʨʘʜʘʚʰʠʭ ʦʨʛʘʥʠʟʘʮʠʡ ʦʙʨʘʪʠʣʘʩʴ ʟʘ 

ʧʦʤʦʱʴʶ. ʕʢʩʧʝʨʪʳ ʢʦʤʧʘʥʠʠ ʦʙʥʘʨʫʞʠʣʠ ʚ ʩʝʪʠ ʙʵʢʜʦʨ ThreatNeedle, ʨʘʥʝʝ 

ʟʘʤʝʯʝʥʥʳʡ ʚ ʘʪʘʢʘʭ Lazarus ʥʘ ʢʨʠʧʪʦʚʘʣʶʪʥʳʝ ʢʦʤʧʘʥʠʠ. 

ʅʘʯʘʣʴʥʦʝ ʟʘʨʘʞʝʥʠʝ ʧʨʦʠʩʭʦʜʠʣʦ ʧʫʪʸʤ ʮʝʣʝʚʦʛʦ ʬʠʰʠʥʛʘ: 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʘʧʨʘʚʣʷʣʠ ʧʠʩʴʤʘ ʩ ʚʨʝʜʦʥʦʩʥʳʤʠ ʜʦʢʫʤʝʥʪʘʤʠ Microsoft Word 

ʠʣʠ ʩʩʳʣʢʘʤʠ ʥʘ ʪʘʢʠʝ ʜʦʢʫʤʝʥʪʳ, ʨʘʟʤʝʱʸʥʥʳʝ ʥʘ ʫʜʘʣʝʥʥʦʤ ʩʝʨʚʝʨʝ. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʜʝʣʘʣʠ ʩʪʘʚʢʫ ʥʘ ʘʢʪʫʘʣʴʥʫʶ ʪʝʤʫ ð ʧʨʦʬʠʣʘʢʪʠʢʫ ʠ 

ʜʠʘʛʥʦʩʪʠʢʫ ʢʦʨʦʥʘʚʠʨʫʩʥʦʡ ʠʥʬʝʢʮʠʠ. ʇʠʩʴʤʘ ʙʳʣʠ ʥʘʧʠʩʘʥʳ ʷʢʦʙʳ ʦʪ ʠʤʝʥʠ 

ʩʦʪʨʫʜʥʠʢʘ ʤʝʜʠʮʠʥʩʢʦʛʦ ʮʝʥʪʨʘ, ʚʭʦʜʷʱʝʛʦ ʚ ʩʦʩʪʘʚ ʘʪʘʢʦʚʘʥʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ. 

ɽʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴ ʦʪʢʨʳʚʘʣ ʚʨʝʜʦʥʦʩʥʳʡ ʜʦʢʫʤʝʥʪ ʠ ʨʘʟʨʝʰʘʣ ʚʳʧʦʣʥʝʥʠʝ 

ʤʘʢʨʦʩʦʚ, ʟʣʦʚʨʝʜ ʧʝʨʝʭʦʜʠʣ ʢ ʤʥʦʛʦʵʪʘʧʥʦʡ ʧʨʦʮʝʜʫʨʝ ʨʘʟʚʸʨʪʳʚʘʥʠʷ. ʇʦʩʣʝ 

ʫʩʪʘʥʦʚʢʠ ThreatNeedle ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʦʣʫʯʘʣʠ ʧʨʘʢʪʠʯʝʩʢʠ ʧʦʣʥʳʡ ʢʦʥʪʨʦʣʴ 

ʥʘʜ ʫʩʪʨʦʡʩʪʚʦʤ. 

ʆʜʥʘ ʠʟ ʥʘʠʙʦʣʝʝ ʠʥʪʝʨʝʩʥʳʭ ʜʝʪʘʣʝʡ ʜʘʥʥʦʡ ʢʘʤʧʘʥʠʠ ʩʚʷʟʘʥʘ ʩ ʪʝʤ, ʢʘʢ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʨʝʦʜʦʣʝʣʠ ʩʝʛʤʝʥʪʘʮʠʶ ʩʝʪʠ. ʉʝʪʴ ʘʪʘʢʦʚʘʥʥʦʛʦ ʧʨʝʜʧʨʠʷʪʠʷ 

ʙʳʣʘ ʨʘʟʜʝʣʝʥʘ ʥʘ ʜʚʘ ʩʝʛʤʝʥʪʘ: ʢʦʨʧʦʨʘʪʠʚʥʳʡ (ʩʝʪʴ, ʢʦʤʧʴʶʪʝʨʳ ʢʦʪʦʨʦʡ ʠʤʝʶʪ 

ʜʦʩʪʫʧ ʢ ʠʥʪʝʨʥʝʪʫ) ʠ ʠʟʦʣʠʨʦʚʘʥʥʳʡ (ʩʝʪʴ, ʢʦʤʧʴʶʪʝʨʳ ʢʦʪʦʨʦʡ ʩʦʜʝʨʞʘʪ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ ʠ ʥʝ ʠʤʝʶʪ ʜʦʩʪʫʧʘ ʢ ʠʥʪʝʨʥʝʪʫ). ʇʨʠ ʵʪʦʤ, ʩʦʛʣʘʩʥʦ 

ʧʦʣʠʪʠʢʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʣʶʙʘʷ ʧʝʨʝʜʘʯʘ ʠʥʬʦʨʤʘʮʠʠ ʤʝʞʜʫ ʵʪʠʤʠ ʩʝʛʤʝʥʪʘʤʠ 
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ʟʘʧʨʝʱʝʥʘ, ʪʦ ʝʩʪʴ ʦʥʠ ʜʦʣʞʥʳ ʙʳʪʴ ʧʦʣʥʦʩʪʴʶ ʨʘʟʜʝʣʝʥʳ. ʆʜʥʘʢʦ ʥʘ ʜʝʣʝ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ ʠʤʝʣʠ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʦʙʦʠʤ ʩʝʛʤʝʥʪʘʤ ʜʣʷ 

ʥʘʩʪʨʦʡʢʠ ʠ ʦʢʘʟʘʥʠʷ ʪʝʭʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʚ ʦʙʝʠʭ ʟʦʥʘʭ. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʫʜʘʣʦʩʴ ʧʦʣʫʯʠʪʴ ʫʯʸʪʥʳʝ ʜʘʥʥʳʝ ʦʪ ʤʘʨʰʨʫʪʠʟʘʪʦʨʘ, 

ʠʩʧʦʣʴʟʫʝʤʦʛʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤʠ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʡ ʢ ʠʟʦʣʠʨʦʚʘʥʥʦʡ ʠ 

ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʷʤ. ʀʟʤʝʥʠʚ ʝʛʦ ʥʘʩʪʨʦʡʢʠ ʠ ʫʩʪʘʥʦʚʠʚ ʥʘ ʥʸʤ ʜʦʧʦʣʥʠʪʝʣʴʥʦʝ 

ʇʆ, ʦʥʠ ʩʤʦʛʣʠ ʧʨʝʚʨʘʪʠʪʴ ʝʛʦ ʚ ʭʦʩʪʠʥʛ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʚ ʩʝʪʠ ʧʨʝʜʧʨʠʷʪʠʷ. 

ʇʦʩʣʝ ʵʪʦʛʦ ʤʘʨʰʨʫʪʠʟʘʪʦʨ ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʜʣʷ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚ ʠʟʦʣʠʨʦʚʘʥʥʳʡ 

ʩʝʛʤʝʥʪ, ʚʳʚʦʜʘ ʜʘʥʥʳʭ ʠʟ ʥʝʛʦ ʠ ʦʪʧʨʘʚʢʠ ʠʭ ʥʘ ʢʦʤʘʥʜʥʳʡ ʩʝʨʚʝʨ. 

çLazarus ʙʳʣʘ, ʚʦʟʤʦʞʥʦ, ʩʘʤʦʡ ʘʢʪʠʚʥʦʡ ʢʠʙʝʨʛʨʫʧʧʦʡ ʚ 2020 ʛʦʜʫ ʠ, 

ʧʦʭʦʞʝ, ʦʩʪʘʸʪʩʷ ʪʘʢʦʚʦʡ. ɺ ʷʥʚʘʨʝ 2021 ʛʦʜʘ ʢʦʤʘʥʜʘ ʘʥʘʣʠʟʘ ʫʛʨʦʟ Google Threat 

Analysis Team ʩʦʦʙʱʠʣʘ, ʯʪʦ Lazarus ʠʩʧʦʣʴʟʫʝʪ ʪʦʪ ʞʝ ʙʵʢʜʦʨ ʜʣʷ ʘʪʘʢ ʥʘ 

ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʄʳ ʧʦʣʘʛʘʝʤ, ʯʪʦ ʥʝʦʜʥʦʢʨʘʪʥʦ 

ʫʚʠʜʠʤThreatNeedle ʚ ʙʫʜʫʱʝʤ, ʠ ʧʨʦʜʦʣʞʠʤ ʩʣʝʜʠʪʴ ʟʘ ʵʪʠʤ ʙʵʢʜʦʨʦʤè, ð 

ʢʦʤʤʝʥʪʠʨʫʝʪ ʉʝʦʥʛʩʫ ʇʘʨʢ (Seongsu Park), ʩʪʘʨʰʠʡ ʵʢʩʧʝʨʪ ʢʦʤʘʥʜʳ GReAT. 

çLazarus ð ʥʝ ʪʦʣʴʢʦ ʩʚʝʨʭʘʢʪʠʚʥʘʷ ʛʨʫʧʧʘ, ʥʦ ʠ ʚʝʩʴʤʘ ʧʨʦʜʚʠʥʫʪʘʷ. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʝ ʪʦʣʴʢʦ ʧʨʝʦʜʦʣʝʣʠ ʩʝʛʤʝʥʪʘʮʠʶ ʩʝʪʠ, ʥʦ ʠ ʧʨʦʚʝʣʠ 

ʪʱʘʪʝʣʴʥʦʝ ʠʩʩʣʝʜʦʚʘʥʠʝ, ʯʪʦʙʳ ʩʦʟʜʘʪʴ ʧʝʨʩʦʥʘʣʠʟʠʨʦʚʘʥʥʫʶ ʠ ʵʬʬʝʢʪʠʚʥʫʶ 

ʬʠʰʠʥʛʦʚʫʶ ʨʘʩʩʳʣʢʫ ʠ ʢʘʩʪʦʤʠʟʠʨʦʚʘʥʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʧʝʨʝʜʘʯʠ 

ʫʢʨʘʜʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʫʜʘʣʸʥʥʳʡ ʩʝʨʚʝʨ. ʇʨʝʜʧʨʠʷʪʠʷʤ ʥʝʦʙʭʦʜʠʤʦ 

ʧʨʠʥʠʤʘʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʟʘʱʠʪʳ ʦʪ ʪʘʢʦʛʦ ʨʦʜʘ 

ʢʘʤʧʘʥʠʡ ʢʠʙʝʨʰʧʠʦʥʘʞʘè, ð ʜʦʙʘʚʣʷʝʪ ɺʷʯʝʩʣʘʚ ʂʦʧʝʡʮʝʚ, ʩʪʘʨʰʠʡ ʵʢʩʧʝʨʪ 

Kaspersky ICS CERT. 

ʏʪʦʙʳ ʟʘʱʠʪʠʪʴ ʦʨʛʘʥʠʟʘʮʠʶ ʦʪ ʧʦʜʦʙʥʳʭ ʢʠʙʝʨʘʪʘʢ, çʃʘʙʦʨʘʪʦʨʠʷ 

ʂʘʩʧʝʨʩʢʦʛʦè ʨʝʢʦʤʝʥʜʫʝʪ ʢʦʤʧʘʥʠʷʤ ʨʝʛʫʣʷʨʥʦ ʧʨʦʚʦʜʠʪʴ ʜʣʷ ʩʦʪʨʫʜʥʠʢʦʚ 

ʪʨʝʥʠʥʛʠ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʩʢʦʣʴʢʫ ʮʝʣʝʚʳʝ ʘʪʘʢʠ ʯʘʩʪʦ ʥʘʯʠʥʘʶʪʩʷ ʩ 

ʬʠʰʠʥʛʘ ʠʣʠ ʜʨʫʛʠʭ ʪʝʭʥʠʢ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ; ʝʩʣʠ ʥʘ ʧʨʝʜʧʨʠʷʪʠʠ ʝʩʪʴ 

ʩʝʛʤʝʥʪʳ ʩʝʪʠ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʙʳʪʴ ʠʟʦʣʠʨʦʚʘʥʳ ʦʪ ʧʨʦʯʠʭ ʩʝʪʝʡ ʠ ʠʥʪʝʨʥʝʪʘ, 

ʨʝʛʫʣʷʨʥʦ ʧʨʦʚʝʨʷʪʴ, ʪʘʢ ʣʠ ʵʪʦ ʥʘ ʩʘʤʦʤ ʜʝʣʝ, ʥʘʧʨʠʤʝʨ ʧʨʠ ʧʦʤʦʱʠ 

ʧʝʨʠʦʜʠʯʝʩʢʠʭʘʥʘʣʠʟʦʚ ʟʘʱʠʱʸʥʥʦʩʪʠ ʠ ʪʝʩʪʦʚ ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ; ʜʦʧʦʣʥʠʪʝʣʴʥʦ 

ʨʝʢʦʤʝʥʜʫʝʤ ʫʩʪʘʥʦʚʠʪʴ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʨʝʜʩʪʚʘ ʤʦʥʠʪʦʨʠʥʛʘ ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠ 

ʚʥʫʪʨʠ ʠ ʥʘ ʛʨʘʥʠʮʝ ʧʝʨʠʤʝʪʨʘ ʠʟʦʣʠʨʦʚʘʥʥʦʡ ʩʝʪʠ; ʫʜʦʩʪʦʚʝʨʠʪʴʩʷ, ʯʪʦ 

ʩʦʪʨʫʜʥʠʢʠ ʦʟʥʘʢʦʤʣʝʥʳ ʩ ʧʦʣʠʪʠʢʘʤʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʣʝʜʫʶʪ ʠʤ; 

ʧʨʝʜʦʩʪʘʚʠʪʴ ʩʧʝʮʠʘʣʠʩʪʘʤ SOC-ʮʝʥʪʨʘ ʜʦʩʪʫʧ ʢ ʩʘʤʳʤ ʩʚʝʞʠʤ ʜʘʥʥʳʤ ʦʙ 

ʫʛʨʦʟʘʭ, ʥʘʧʨʠʤʝʨ ʢ ʧʦʨʪʘʣʫ Kaspersky Threat Intelligence Portal, ʥʘ ʢʦʪʦʨʦʤ 

ʩʦʙʨʘʥʳ ʜʘʥʥʳʝ ʦ ʢʠʙʝʨʘʪʘʢʘʭ, ʥʘʢʦʧʣʝʥʥʳʝ ʟʘ ʙʦʣʝʝ 20 ʣʝʪ ʨʘʙʦʪʳ çʃʘʙʦʨʘʪʦʨʠʠ 

ʂʘʩʧʝʨʩʢʦʛʦè, ʚʢʣʶʯʘʷ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʫʛʨʦʟʘʭ ʧʨʦʤʳʰʣʝʥʥʳʤ ʦʨʛʘʥʠʟʘʮʠʷʤ ʠ 

ʩʠʩʪʝʤʘʤ ʧʨʦʤʳʰʣʝʥʥʦʡ ʘʚʪʦʤʘʪʠʟʘʮʠʠè. (ɺʣʘʜʠʤʠʨ ɹʘʭʫʨ. çʃʘʙʦʨʘʪʦʨʠʷ 

ʂʘʩʧʝʨʩʢʦʛʦè: Lazarus ʘʪʘʢʫʝʪ ʦʙʦʨʦʥʥʳʝ ʧʨʝʜʧʨʠʷʪʠʷ ʧʦ ʚʩʝʤʫ ʤʠʨʫ // CNews 

(https://safe.cnews.ru/news/line/2021-02-25_laboratoriya_kasperskogo). 25.02.2021). 
***  
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ɺʽʨʫʩʥʝ ʪʘ ʽʥʰʝ ʰʢʽʜʣʠʚʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ 

 

çɺʘʨʠʘʥʪ ʪʨʦʷʥʮʘ Masslogger ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʘʪʘʢʘʭ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ 

ʢʨʘʞʫ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ Microsoft Outlook, Google Chrome ʠ 

ʩʣʫʞʙ ʦʙʤʝʥʘ ʩʦʦʙʱʝʥʠʷʤʠ.  

ɺ ʩʨʝʜʫ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠʟ Cisco Talos ʟʘʷʚʠʣʠ, ʯʪʦ 

ʢʘʤʧʘʥʠʷ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʦʨʠʝʥʪʠʨʦʚʘʥʘ ʥʘ ʞʝʨʪʚ ʚ ʊʫʨʮʠʠ, ʃʘʪʚʠʠ ʠ ʀʪʘʣʠʠ, 

ʨʘʩʰʠʨʷʷ ʜʝʷʪʝʣʴʥʦʩʪʴ, ʟʘʜʦʢʫʤʝʥʪʠʨʦʚʘʥʥʫʶ ʚ ʢʦʥʮʝ 2020 ʛʦʜʘ, ʢʦʪʦʨʘʷ ʥʘʮʝʣʝʥʘ 

ʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ ʀʩʧʘʥʠʠ, ɹʦʣʛʘʨʠʠ, ʃʠʪʚʝ, ɺʝʥʛʨʠʠ, ʕʩʪʦʥʠʠ ʠ ʈʫʤʳʥʠʠ.  

ʇʦʭʦʞʝ, ʯʪʦ ʮʝʣʠ ʤʝʥʷʶʪʩʷ ʧʦʯʪʠ ʝʞʝʤʝʩʷʯʥʦ. 

ɺʧʝʨʚʳʝ Masslogger ʙʳʣ ʟʘʤʝʯʝʥ ʚ ʜʠʢʦʡ ʧʨʠʨʦʜʝ ʚ ʘʧʨʝʣʝ 2020 ʛʦʜʘ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʣʠʮʝʥʟʠʦʥʥʳʤʠ ʩʦʛʣʘʰʝʥʠʷʤʠ, ʩʦʛʣʘʩʦʚʘʥʥʳʤʠ ʥʘ ʧʦʜʧʦʣʴʥʳʭ 

ʬʦʨʫʤʘʭ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʥʦʚʳʡ ʚʘʨʠʘʥʪ ʩʯʠʪʘʝʪʩʷ çʧʨʠʤʝʯʘʪʝʣʴʥʳʤè Talos ʠʟ-ʟʘ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʢʦʤʧʠʣʠʨʦʚʘʥʥʦʛʦ ʬʦʨʤʘʪʘ ʬʘʡʣʘ HTML ʜʣʷ ʟʘʧʫʩʢʘ ʮʝʧʦʯʢʠ 

ʟʘʨʘʞʝʥʠʷ.  

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʘʯʠʥʘʶʪ ʩʚʦʠ ʘʪʘʢʠ ʦʙʳʯʥʳʤ ʩʧʦʩʦʙʦʤ - ʩ ʧʦʤʦʱʴʶ 

ʬʠʰʠʥʛʦʚʳʭ ʧʠʩʝʤ. ɺ ʵʪʦʡ ʚʦʣʥʝ ʘʪʘʢ ʬʠʰʠʥʛʦʚʳʝ ʩʦʦʙʱʝʥʠʷ ʤʘʩʢʠʨʫʶʪʩʷ ʧʦʜ 

ʙʠʟʥʝʩ-ʟʘʧʨʦʩʳ ʠ ʩʦʜʝʨʞʘʪ ʚʣʦʞʝʥʠʷ.RAR.  

ɽʩʣʠ ʞʝʨʪʚʘ ʦʪʢʨʳʚʘʝʪ ʚʣʦʞʝʥʠʝ, ʦʥʠ ʨʘʟʙʠʚʘʶʪʩʷ ʥʘ ʤʥʦʛʦʪʦʤʥʳʝ ʘʨʭʠʚʳ ʩ 

ʨʘʩʰʠʨʝʥʠʝʤ çr00è, ʯʪʦ, ʧʦ ʤʥʝʥʠʶ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, ʤʦʞʝʪ ʙʳʪʴ ʧʦʧʳʪʢʦʡ 

çʦʙʦʡʪʠ ʣʶʙʳʝ ʧʨʦʛʨʘʤʤʳ, ʢʦʪʦʨʳʝ ʙʣʦʢʠʨʫʶʪ ʚʣʦʞʝʥʠʝ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʥʘ 

ʦʩʥʦʚʝ ʨʘʩʰʠʨʝʥʠʷ ʬʘʡʣʘ. " 

ɿʘʪʝʤ ʠʟʚʣʝʢʘʝʪʩʷ ʩʢʦʤʧʠʣʠʨʦʚʘʥʥʳʡ HTML-ʬʘʡʣ.CHM - ʬʦʨʤʘʪ ʧʦ 

ʫʤʦʣʯʘʥʠʶ ʜʣʷ ʟʘʢʦʥʥʳʭ ʬʘʡʣʦʚ ʩʧʨʘʚʢʠ Windows, ʢʦʪʦʨʳʡ ʩʦʜʝʨʞʠʪ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ HTML-ʬʘʡʣ ʩʦ ʚʩʪʨʦʝʥʥʳʤ ʢʦʜʦʤ JavaScript. ʅʘ ʢʘʞʜʦʤ ʵʪʘʧʝ 

ʢʦʜ ʦʙʬʫʩʮʠʨʫʝʪʩʷ ʠ ʚ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʧʨʠʚʦʜʠʪ ʢ ʨʘʟʚʝʨʪʳʚʘʥʠʶ ʩʮʝʥʘʨʠʷ 

PowerShell, ʢʦʪʦʨʳʡ ʩʦʜʝʨʞʠʪ ʟʘʛʨʫʟʯʠʢ Masslogger.  

ɺʘʨʠʘʥʪ ʪʨʦʷʥʮʘ Masslogger, ʨʘʟʨʘʙʦʪʘʥʥʳʡ ʜʣʷ ʢʦʤʧʴʶʪʝʨʦʚ ʩ Windows ʠ 

ʥʘʧʠʩʘʥʥʳʡ ʥʘ.NET, ʟʘʪʝʤ ʥʘʯʥʝʪ ʢʨʘʞʫ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʥʝ 

ʧʨʠʜʠʨʯʠʚ ʢ ʩʚʦʠʤ ʮʝʣʷʤ - ʨʠʩʢʫ ʧʦʜʚʝʨʛʘʶʪʩʷ ʢʘʢ ʜʦʤʘʰʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʠ, ʪʘʢ ʠ 

ʧʨʝʜʧʨʠʷʪʠʷ, ʭʦʪʷ, ʧʦʭʦʞʝ, ʦʧʝʨʘʪʦʨʳ ʩʦʩʨʝʜʦʪʘʯʠʚʘʶʪʩʷ ʥʘ ʧʦʩʣʝʜʥʠʡ.  

ʇʦʩʣʝ ʩʦʭʨʘʥʝʥʠʷ ʚ ʧʘʤʷʪʠ ʚ ʚʠʜʝ ʙʫʬʝʨʘ, ʩʞʘʪʦʛʦ ʩ ʧʦʤʦʱʴʶ gzip, 

ʚʨʝʜʦʥʦʩʥʘʷ ʧʨʦʛʨʘʤʤʘ ʥʘʯʠʥʘʝʪ ʩʙʦʨ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ. Microsoft Outlook, Google 

Chrome, Firefox, Edge, NordVPN, FileZilla ʠ Thunderbird ʚʭʦʜʷʪ ʚ ʯʠʩʣʦ 

ʧʨʠʣʦʞʝʥʠʡ, ʥʘ ʢʦʪʦʨʳʝ ʥʘʮʝʣʝʥ ʪʨʦʷʥ.  

ʇʦʭʠʱʝʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʤʦʞʝʪ ʙʳʪʴ ʦʪʧʨʘʚʣʝʥʘ ʧʦ ʢʘʥʘʣʘʤ SMTP, FTP ʠʣʠ 

HTTP. ʀʥʬʦʨʤʘʮʠʷ, ʟʘʛʨʫʞʘʝʤʘʷ ʥʘ ʩʝʨʚʝʨ ʵʢʩʬʠʣʴʪʨʘʮʠʠ, ʚʢʣʶʯʘʝʪ ʠʤʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʇʂ ʞʝʨʪʚʳ, ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʩʪʨʘʥʳ, ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʢʦʤʧʴʶʪʝʨʘ ʠ 

ʚʨʝʤʝʥʥʫʶ ʤʝʪʢʫ, ʘ ʪʘʢʞʝ ʟʘʧʠʩʠ, ʢʘʩʘʶʱʠʝʩʷ ʧʘʨʘʤʝʪʨʦʚ ʢʦʥʬʠʛʫʨʘʮʠʠ ʠ 

ʟʘʧʫʱʝʥʥʳʭ ʧʨʦʮʝʩʩʦʚ.  

çʅʘʙʣʶʜʘʝʤʘʷ ʢʘʤʧʘʥʠʷ ʧʦʯʪʠ ʧʦʣʥʦʩʪʴʶ ʚʳʧʦʣʥʷʝʪʩʷ ʠ ʧʨʠʩʫʪʩʪʚʫʝʪ 

ʪʦʣʴʢʦ ʚ ʧʘʤʷʪʠ, ʯʪʦ ʧʦʜʯʝʨʢʠʚʘʝʪ ʚʘʞʥʦʩʪʴ ʧʨʦʚʝʜʝʥʠʷ ʨʝʛʫʣʷʨʥʦʛʦ ʠ ʬʦʥʦʚʦʛʦ 

ʩʢʘʥʠʨʦʚʘʥʠʷ ʧʘʤʷʪʠè, - ʛʦʚʦʨʠʪ ʊʘʣʦʩ. çɽʜʠʥʩʪʚʝʥʥʳʡ ʢʦʤʧʦʥʝʥʪ ʥʘ ʜʠʩʢʝ - ʵʪʦ 

ʚʣʦʞʝʥʠʝ ʠ ʩʢʦʤʧʠʣʠʨʦʚʘʥʥʳʡ HTML-ʬʘʡʣ ʩʧʨʘʚʢʠè. 
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ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʦʪʤʝʯʘʶʪ, ʯʪʦ Masslogger ʪʘʢʞʝ ʤʦʞʝʪ ʜʝʡʩʪʚʦʚʘʪʴ ʢʘʢ 

ʢʝʡʣʦʛʛʝʨ, ʥʦ ʚ ʵʪʦʤ ʚʘʨʠʘʥʪʝ, ʧʦʭʦʞʝ, ʬʫʥʢʮʠʷ ʢʝʡʣʦʛʛʝʨʘ ʙʳʣʘ ʦʪʢʣʶʯʝʥʘ.  

Cisco Talos ʩʯʠʪʘʝʪ, ʯʪʦ ʥʘ ʦʩʥʦʚʝ ʠʥʜʠʢʘʪʦʨʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ (IoC) 

ʢʠʙʝʨʘʪʘʢʠ ʪʘʢʞʝ ʤʦʛʫʪ ʙʳʪʴ ʩʚʷʟʘʥʳ ʩ ʧʨʦʰʣʳʤ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʪʨʦʷʥʦʚ 

AgentTesla, Formbook ʠ AsyncRATè. (Charlie Osborne. Masslogger Trojan reinvented 

in quest to steal Outlook, Chrome credentials // ZDNet 

(https://www.zdnet.com/article/masslogger-trojan-reinvented-to-steal-outlook-chrome-

credentials/). 18.02.2021). 

***  

 

çɺʣʘʜʝʣʴʮʳ ʧʦʧʫʣʷʨʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʰʪʨʠʭ-ʢʦʜʘ, 

ʢʦʪʦʨʦʝ ʩ ʧʦʤʦʱʴʶ ʦʜʥʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʩʪʘʣʦ ʚʨʝʜʦʥʦʩʥʳʤ ʜʣʷ ʤʠʣʣʠʦʥʦʚ 

ʫʩʪʨʦʡʩʪʚ, ʥʘʩʪʘʠʚʘʶʪ ʥʘ ʪʦʤ, ʯʪʦ ʚʠʥʦʚʘʪ ʩʪʦʨʦʥʥʠʡ ʧʦʢʫʧʘʪʝʣʴ.  
ʈʘʥʝʝ ʚ ʵʪʦʤ ʤʝʩʷʮʝ ʢʦʤʧʘʥʠʷ Malwarebytes, ʟʘʥʠʤʘʶʱʘʷʩʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʠʩʩʣʝʜʦʚʘʣʘ, ʢʘʢ ʥʘʜʝʞʥʦʝ ʠ ʧʦʣʝʟʥʦʝ ʧʨʠʣʦʞʝʥʠʝ ʜʣʷ 

ʩʢʘʥʠʨʦʚʘʥʠʷ ʰʪʨʠʭ-ʢʦʜʦʚ ʠ QR-ʢʦʜʦʚ ʚ Google Play, ʥʘ ʢʦʪʦʨʦʝ ʙʳʣʦ ʫʩʪʘʥʦʚʣʝʥʦ 

ʙʦʣʝʝ 10 ʤʠʣʣʠʦʥʦʚ ʫʩʪʘʥʦʚʦʢ, ʩʪʘʣʦ ʚʨʝʜʦʥʦʩʥʳʤ ʚ ʤʛʥʦʚʝʥʠʝ ʦʢʘ.  

ɺ ʧʦʩʣʝʜʥʠʝ ʤʝʩʷʮʳ ʧʦʣʴʟʦʚʘʪʝʣʠ ʥʘʯʘʣʠ ʞʘʣʦʚʘʪʴʩʷ ʥʘ ʪʦ, ʯʪʦ ʠʭ 

ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʚʥʝʟʘʧʥʦ ʥʘʧʦʣʥʠʣʠʩʴ ʥʝʞʝʣʘʪʝʣʴʥʦʡ ʨʝʢʣʘʤʦʡ, ʟʘʚʦʝʚʘʚ 

ʧʦʢʣʦʥʥʠʢʦʚ ʠ ʜʦʣʛʠʝ ʛʦʜʳ ʜʝʡʩʪʚʫʷ ʢʘʢ ʥʝʚʠʥʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ.  

ʉʢʘʥʝʨ ʰʪʨʠʭ-ʢʦʜʘ ʙʳʣ ʥʘʟʚʘʥ ʚʠʥʦʚʥʠʢʦʤ ʠ ʠʩʪʦʯʥʠʢʦʤ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, 

ʦʪʩʣʝʞʠʚʘʝʤʳʤ ʢʘʢ Android / Trojan.HiddenAds.AdQR. ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʦʪʩʣʝʜʠʣʠ 

ʚʨʝʜʦʥʦʩʥʳʝ ʦʙʥʦʚʣʝʥʠʷ ʢʘʢ ʧʨʠʯʠʥʫ - ʩ ʘʛʨʝʩʩʠʚʥʳʤ ʧʨʦʜʚʠʞʝʥʠʝʤ ʨʝʢʣʘʤʳ, 

ʨʝʘʣʠʟʦʚʘʥʥʳʤ ʚ ʢʦʜʝ ʧʨʠʣʦʞʝʥʠʷ.  

ʂʦʜ ʘʥʘʣʠʪʠʢʠ ʧʨʠʣʦʞʝʥʠʷ ʪʘʢʞʝ ʙʳʣ ʠʟʤʝʥʝʥ, ʠ ʦʙʥʦʚʣʝʥʠʷ ʙʳʣʠ ʩʠʣʴʥʦ 

ʟʘʧʫʪʘʥʳ.  

Malwarebytes ʩʢʘʟʘʣ, ʯʪʦ ʚʣʘʜʝʣʝʮ, Lavabird Ltd., ʩʢʦʨʝʝ ʚʩʝʛʦ, ʙʳʣ ʚʠʥʦʚʘʪ 

ʠʟ-ʟʘ ʨʝʛʠʩʪʨʘʮʠʠ ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʥʘ ʤʦʤʝʥʪ ʦʙʥʦʚʣʝʥʠʷ. ʂʘʢ ʪʦʣʴʢʦ ʩʦʦʙʱʠʣʠ, 

ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʙʳʣʦ ʠʟʚʣʝʯʝʥʦ ʠʟ Google Play. 

ɺ ʪʦ ʚʨʝʤʷ Lavabird ʥʝ ʦʪʚʝʪʠʣʘ ʥʘ ʟʘʧʨʦʩʳ ʦ ʢʦʤʤʝʥʪʘʨʠʷʭ. ʆʜʥʘʢʦ 

ʧʦʩʪʘʚʱʠʢ ʪʝʧʝʨʴ ʦʙʨʘʪʠʣʩʷ ʢ Malwarebytes ʩ ʦʙʲʷʩʥʝʥʠʝʤ ʩʠʪʫʘʮʠʠ.  

12 ʬʝʚʨʘʣʷ Malwarebytes ʟʘʷʚʠʣ, ʯʪʦ Lavabird ʦʙʚʠʥʠʣ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʜ 

ʥʘʟʚʘʥʠʝʤ çʢʦʩʤʠʯʝʩʢʘʷ ʢʦʤʘʥʜʘè ʚ ʠʟʤʝʥʝʥʠʷʭ, ʧʨʦʠʟʦʰʝʜʰʠʭ ʧʦʩʣʝ ʩʜʝʣʢʠ ʦ 

ʧʦʢʫʧʢʝ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʦʡ ʧʨʘʚʦ ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʥʘ ʧʨʠʣʦʞʝʥʠʝ ʧʝʨʝʭʦʜʠʪ ʠʟ 

ʨʫʢ ʚ ʨʫʢʠ.  

Lavabird ʧʨʠʦʙʨʝʣʘ ʩʢʘʥʝʨ ʰʪʨʠʭ-ʢʦʜʘ 23 ʥʦʷʙʨʷ, ʠ ʧʦʩʣʝʜʫʶʱʘʷ ʩʜʝʣʢʘ ʩ 

ʢʦʩʤʠʯʝʩʢʦʡ ʢʦʤʘʥʜʦʡ ʙʳʣʘ ʩʦʛʣʘʩʦʚʘʥʘ 25 ʥʦʷʙʨʷ. 

ʍʦʪʷ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʘʷ ʛʨʫʧʧʘ ʥʝ ʩʤʦʛʣʘ ʩʚʷʟʘʪʴʩʷ ʩ çʢʦʩʤʠʯʝʩʢʦʡ 

ʢʦʤʘʥʜʦʡè, Lavabird ʩʢʘʟʘʣ Malwarebytes 10 ʬʝʚʨʘʣʷ, ʯʪʦ ʦʥʠ çʥʝ ʤʝʥʴʰʝ 

ʚʦʟʤʫʱʝʥʳè, ʠ Lavabird ʜʝʡʩʪʚʦʚʘʣ ʪʦʣʴʢʦ ʢʘʢ çʧʦʩʨʝʜʥʠʢè ʤʝʞʜʫ çʧʨʦʜʘʚʮʦʤ ʠ 

ʧʦʢʫʧʘʪʝʣʝʤ ʚ ʵʪʦʡ ʩʠʪʫʘʮʠʠè. "  

ʇʦ ʩʣʦʚʘʤ Lavabird, ʢʦʤʧʘʥʠʷ ʨʘʟʨʘʙʘʪʳʚʘʝʪ, ʧʨʦʜʘʝʪ ʠ ʧʦʢʫʧʘʝʪ ʤʦʙʠʣʴʥʳʝ 

ʧʨʠʣʦʞʝʥʠʷ. ɺ ʵʪʦʤ ʩʣʫʯʘʝ ʢʦʤʧʘʥʠʷ ʥʘʩʪʘʠʚʘʝʪ ʥʘ ʪʦʤ, ʯʪʦʙʳ ʢʦʩʤʠʯʝʩʢʘʷ 

ʢʦʤʘʥʜʘ, ʧʦʢʫʧʘʶʱʘʷ ʩʢʘʥʝʨ ʰʪʨʠʭ-ʢʦʜʘ, ʧʦʣʫʯʠʣʘ ʜʦʩʪʫʧ ʢ ʢʦʥʩʦʣʠ Google Play 
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ʧʨʠʣʦʞʝʥʠʷ ʜʣʷ ʧʨʦʚʝʨʢʠ ʢʣʶʯʘ ʠ ʧʘʨʦʣʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʧʝʨʝʜ 

ʧʦʢʫʧʢʦʡ.  

ʇʦ ʩʣʦʚʘʤ ʃʘʚʘʙʝʨʜ, ʠʤʝʥʥʦ ʧʦʢʫʧʘʪʝʣʴ ʦʪʧʨʘʚʠʣ ʚʨʝʜʦʥʦʩʥʦʝ ʦʙʥʦʚʣʝʥʠʝ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʩʢʘʥʝʨʘ ʰʪʨʠʭ-ʢʦʜʘ.  

çʇʝʨʝʜʘʯʘ ʢʣʶʯʘ ʧʦʜʧʠʩʠ ʧʨʠʣʦʞʝʥʠʷ ʧʨʠ ʧʝʨʝʜʘʯʝ ʧʨʘʚʘ ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʥʘ 

ʧʨʠʣʦʞʝʥʠʝ ʷʚʣʷʝʪʩʷ ʟʘʢʦʥʥʦʡ ʯʘʩʪʴʶ [ʧʨʦʮʝʩʩʘ]è, - ʢʦʤʤʝʥʪʠʨʫʶʪ 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ. çʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʟʘʧʨʦʩ çʢʦʩʤʠʯʝʩʢʦʡ ʢʦʤʘʥʜʳè ʧʨʦʚʝʨʠʪʴ 

ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʴ ʟʘʢʨʳʪʦʛʦ ʢʣʶʯʘ ʧʫʪʝʤ ʟʘʛʨʫʟʢʠ ʦʙʥʦʚʣʝʥʠʷ ʚ Google Play 

ʢʘʞʝʪʩʷ ʧʨʘʚʜʦʧʦʜʦʙʥʳʤè. 

ʇʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ ʦʙʥʦʚʣʝʥʠʷ 7 ʜʝʢʘʙʨʷ ʧʨʠʣʦʞʝʥʠʝ ʙʳʣʦ ʧʝʨʝʥʝʩʝʥʦ ʚ 

ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʧʦʢʫʧʘʪʝʣʷ ʚ Google Play. ʆʜʥʘʢʦ Malwarebytes ʩʦʦʙʱʘʝʪ, ʯʪʦ ʥʘ 

ʤʦʤʝʥʪ ʦʙʥʦʚʣʝʥʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʧʨʘʚʦ ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʚʩʝ ʝʱʝ ʧʨʠʥʘʜʣʝʞʘʣʦ 

Lavabird.  

ʇʝʨʚʦʝ ʚʨʝʜʦʥʦʩʥʦʝ ʦʙʥʦʚʣʝʥʠʝ ʧʨʦʠʟʦʰʣʦ 27 ʥʦʷʙʨʷ, ʘ ʧʦʩʣʝʜʫʶʱʠʝ 

ʦʙʥʦʚʣʝʥʠʷ ʩʢʨʳʚʘʣʠ ʢʦʜ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʜʦ 5 ʷʥʚʘʨʷ, ʧʨʝʞʜʝ ʯʝʤ ʧʨʠʣʦʞʝʥʠʝ 

ʙʳʣʦ ʥʝ ʦʧʫʙʣʠʢʦʚʘʥʦ.  

Lavabird ʥʝ ʧʨʦʚʝʨʠʣʘ ʧʦʢʫʧʘʪʝʣʷ, ʚʳʷʩʥʠʚ ʝʛʦ çʤʦʣʚʘè. ʆʜʥʘʢʦ ʚ ʢʦʤʧʘʥʠʠ 

ʟʘʷʚʠʣʠ, ʯʪʦ çʵʪʦʪ ʫʨʦʢ ʦʩʪʘʥʝʪʩʷ ʩ ʥʘʤʠ ʥʘ ʚʩʶ ʞʠʟʥʴè.  

çʉʫʜʷ ʧʦ ʤʦʝʤʫ ʘʥʘʣʠʟʫ, ʪʦ, ʯʪʦ, ʧʦ-ʚʠʜʠʤʦʤʫ, ʧʨʦʠʟʦʰʣʦ, - ʵʪʦ ʭʠʪʨʳʡ 

ʧʦʜʚʠʛ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ, ʚ ʭʦʜʝ ʢʦʪʦʨʦʛʦ ʨʘʟʨʘʙʦʪʯʠʢʠ ʚʨʝʜʦʥʦʩʥʳʭ 

ʧʨʦʛʨʘʤʤ ʢʫʧʠʣʠ ʫʞʝ ʧʦʧʫʣʷʨʥʦʝ ʧʨʠʣʦʞʝʥʠʝ ʠ ʠʩʧʦʣʴʟʦʚʘʣʠ ʝʛʦè, - 

ʧʨʦʢʦʤʤʝʥʪʠʨʦʚʘʣ ʠʩʩʣʝʜʦʚʘʪʝʣʴ Malwarebytes ʅʘʪʘʥ ʂʦʣʣʠʝʨ. çʇʨʠ ʵʪʦʤ ʦʥʠ 

ʩʤʦʛʣʠ ʚʟʷʪʴ ʧʨʠʣʦʞʝʥʠʝ ʩ 10 ʤʠʣʣʠʦʥʘʤʠ ʫʩʪʘʥʦʚʦʢ ʠ ʧʨʝʚʨʘʪʠʪʴ ʝʛʦ ʚ 

ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ. ɼʘʞʝ ʝʩʣʠ ʯʘʩʪʴ ʵʪʠʭ ʫʩʪʘʥʦʚʦʢ ʦʙʥʦʚʣʷʝʪ ʧʨʠʣʦʞʝʥʠʝ, ʵʪʦ ʫʞʝ 

ʤʥʦʛʦ ʟʘʨʘʞʝʥʠʡ. ʀ, ʠʤʝʷ ʚʦʟʤʦʞʥʦʩʪʴ ʠʟʤʝʥʷʪʴ ʢʦʜ ʧʨʠʣʦʞʝʥʠʷ ʨʘʥʴʰʝ ʧʦʣʥʘʷ 

ʧʦʢʫʧʢʘ ʠ ʧʝʨʝʜʘʯʘ, ʦʥʠ ʩʤʦʛʣʠ ʧʨʦʚʝʨʠʪʴ, ʥʝ ʦʙʥʘʨʫʞʝʥʦ ʣʠ ʠʭ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʚ 

ʘʢʢʘʫʥʪʝ ʜʨʫʛʦʡ ʢʦʤʧʘʥʠʠ Google Playè. 

ɽʩʣʠ ʵʪʦ ʧʨʘʚʜʘ, ʠ ʵʪʦ ʫʪʚʝʨʞʜʝʥʠʝ ʧʨʠʥʷʪʦ ʂʦʣʣʠʝʨʦʤ, ʵʪʦʪ ʩʣʫʯʘʡ 

ʫʢʘʟʳʚʘʝʪ ʥʘ ʠʥʪʝʨʝʩʥʳʡ ʩʧʦʩʦʙ ʜʣʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʧʨʠʣʦʞʝʥʠʡ, ʪʨʝʡʜʝʨʦʚ ʠ ʪʝʩʪʠʨʦʚʘʪʴ ʦʙʥʘʨʫʞʝʥʠʝ ʚʨʝʜʦʥʦʩʥʳʭ 

ʧʨʦʛʨʘʤʤ ʚ Google Play ʯʝʨʝʟ ʫʩʪʘʥʦʚʣʝʥʥʳʝ ʠ ʥʘʜʝʞʥʳʝ ʙʘʟʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ.  

çʅʘʤ ʦʯʝʥʴ ʞʘʣʴ, ʯʪʦ ʧʨʠʣʦʞʝʥʠʝ ʩʪʘʣʦ ʚʠʨʫʩʦʤ, ʜʣʷ ʥʘʩ ʵʪʦ ʥʝ ʪʦʣʴʢʦ ʫʜʘʨ 

ʧʦ ʥʘʰʝʡ ʨʝʧʫʪʘʮʠʠè, - ʩʢʘʟʘʣ ʃʘʚʘʙʝʨʜ Malwarebytes. çʄʳ ʥʘʜʝʝʤʩʷ, ʯʪʦ 

ʧʦʣʴʟʦʚʘʪʝʣʠ ʫʜʘʣʷʪ ʧʨʠʣʦʞʝʥʠʝ ʩ ʚʠʨʫʩʦʤ ʩʦ ʩʚʦʠʭ ʪʝʣʝʬʦʥʦʚè. (Charlie Osborne. 

Owner of app that hijacked millions of devices with one update exposes buy-to-infect 

scam // ZDNet (https://www.zdnet.com/article/owner-of-app-that-hijacked-millions-of-

devices-with-one-update-exposes-buy-to-infect-scheme/). 17.02.2021). 
***  

 

çɹʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʜʚʘ ʚʘʨʠʘʥʪʘ ʰʧʠʦʥʩʢʦʛʦ ʇʆ ʜʣʷ Android, 

ʩʚʷʟʘʥʥʳʝ ʩ ʧʨʦʠʥʜʠʡʩʢʠʤʠ ʭʘʢʝʨʩʢʠʤʠ ʢʘʤʧʘʥʠʷʤʠ, ʩʧʦʥʩʠʨʫʝʤʳʤʠ 

ʛʦʩʫʜʘʨʩʪʚʦʤ.  

ɺʦ ʚʪʦʨʥʠʢ ʢʦʤʧʘʥʠʷ Lookout, ʟʘʥʠʤʘʶʱʘʷʩʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, 

ʩʦʦʙʱʠʣʘ, ʯʪʦ ʜʚʘ ʰʪʘʤʤʘ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ, ʧʦʣʫʯʠʚʰʠʝ ʥʘʟʚʘʥʠʝ Hornbill ʠ 
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SunBird, ʙʳʣʠ ʩʚʷʟʘʥʳ ʩ Confucius, ʛʨʫʧʧʦʡ ʧʨʦʜʚʠʥʫʪʳʭ ʧʦʩʪʦʷʥʥʳʭ ʫʛʨʦʟ (APT), 

ʢʦʪʦʨʘʷ, ʢʘʢ ʩʯʠʪʘʝʪʩʷ, ʩʧʦʥʩʠʨʫʝʪʩʷ ʛʦʩʫʜʘʨʩʪʚʦʤ ʠ ʠʤʝʝʪ ʧʨʦʠʥʜʠʡʩʢʠʝ ʩʚʷʟʠ.  

ʂʦʥʬʫʮʠʡ, ʚʧʝʨʚʳʝ ʦʙʥʘʨʫʞʝʥʥʳʡ ʚ 2013 ʛʦʜʫ, ʙʳʣ ʩʚʷʟʘʥ ʩ ʥʘʧʘʜʝʥʠʷʤʠ ʥʘ 

ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ ʫʯʨʝʞʜʝʥʠʷ ʚ ʖʛʦ-ɺʦʩʪʦʯʥʦʡ ɸʟʠʠ, ʘ ʪʘʢʞʝ ʩ 

ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʤʠ ʫʜʘʨʘʤʠ ʧʦ ʧʘʢʠʩʪʘʥʩʢʠʤ ʚʦʝʥʥʳʤ, ʠʥʜʠʡʩʢʠʤ 

ʠʟʙʠʨʘʪʝʣʴʥʳʤ ʦʨʛʘʥʘʤ ʠ ʷʜʝʨʥʳʤ ʘʛʝʥʪʩʪʚʘʤ.  

ʇʦ ʜʘʥʥʳʤ ʬʠʨʤʳ, ʟʘʥʠʤʘʶʱʝʡʩʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, APT ʤʦʞʝʪ ʙʳʪʴ 

ʨʘʟʫʤʥʦ ʩʚʷʟʘʥ ʩ Hornbill ʠ SunBird, ʜʚʫʤʷ ʬʦʨʤʘʤʠ ʰʧʠʦʥʩʢʦʛʦ ʇʆ ʜʣʷ Android. 

ɺ ʯʘʩʪʥʦʩʪʠ, ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʧʦ-ʚʠʜʠʤʦʤʫ, ʥʘʮʝʣʝʥʦ ʥʘ ʚʟʣʦʤ ʧʣʘʪʬʦʨʤʳ ʦʙʤʝʥʘ 

ʩʦʦʙʱʝʥʠʷʤʠ WhatsApp ʠ ʠʟʚʣʝʯʝʥʠʝ ʩʦʜʝʨʞʠʤʦʛʦ ʨʘʟʛʦʚʦʨʦʚ.  

ɸʥʘʣʠʟ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʧʨʦʚʝʜʝʥʥʳʡ ʢʦʤʘʥʜʦʡ, ʧʨʝʜʧʦʣʘʛʘʝʪ, ʯʪʦ Hornbill 

ʦʩʥʦʚʘʥ ʥʘ MobileSpy, ʢʦʤʤʝʨʯʝʩʢʦʤ ʧʨʠʣʦʞʝʥʠʠ-ʧʨʝʩʣʝʜʦʚʘʪʝʣʝ ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ 

ʤʦʥʠʪʦʨʠʥʛʘ ʫʩʪʨʦʡʩʪʚ Android, ʢʦʪʦʨʦʝ ʙʳʣʦ ʚʳʚʝʜʝʥʦ ʠʟ ʵʢʩʧʣʫʘʪʘʮʠʠ ʚ 2018 

ʛʦʜʫ. SunBird, ʦʜʥʘʢʦ, ʠʤʝʝʪ ʢʦʜʦʚʫʶ ʙʘʟʫ, ʘʥʘʣʦʛʠʯʥʫʶ BuzzOut, ʩʪʘʨʦʡ ʬʦʨʤʝ 

ʰʧʠʦʥʩʢʦʛʦ ʇʆ, ʨʘʟʨʘʙʦʪʘʥʥʦʡ ʚ ʀʥʜʠʠ. 

ɹʳʣʦ ʠʟʚʝʩʪʥʦ, ʯʪʦ Confucius ʠʩʧʦʣʴʟʦʚʘʣ ChatSpy ʜʣʷ ʥʘʙʣʶʜʝʥʠʷ ʝʱʝ ʚ 

2017 ʛʦʜʫ, ʥʦ ʩʯʠʪʘʝʪʩʷ, ʯʪʦ SunBird ʧʦʷʚʠʣʩʷ ʨʘʥʴʰʝ ʵʪʦʛʦ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. 

ʇʦʭʦʞʝ, ʯʪʦ ʥʝ ʙʫʜʝʪ ʥʠʢʘʢʠʭ ʥʦʚʳʭ ʢʘʤʧʘʥʠʡ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ SunBird, ʢʦʪʦʨʳʝ, 

ʢʘʢ ʧʦʣʘʛʘʶʪ, ʘʢʪʠʚʥʦ ʨʘʟʨʘʙʘʪʳʚʘʣʠʩʴ ʩ 2016 ʧʦ ʥʘʯʘʣʦ 2019 ʛʦʜʘ; ʊʝʤ ʥʝ ʤʝʥʝʝ, 

Hornbill ʙʳʣ ʦʙʥʘʨʫʞʝʥ ʚ ʭʦʜʝ ʚʦʣʥʳ ʘʪʘʢ, ʥʘʯʠʥʘʷ ʩ ʜʝʢʘʙʨʷ 2020 ʛʦʜʘ.  

ɸʧʫʨʚʘ ʂʫʤʘʨ, ʠʥʞʝʥʝʨ ʩʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʩʪʠ Lookout, ʛʦʚʦʨʠʪ, ʯʪʦ ʦʙʝ 

ʬʦʨʤʳ ʰʧʠʦʥʩʢʦʛʦ ʇʆ ʠʩʧʦʣʴʟʫʶʪ ʩʣʫʞʙʳ ʩʧʝʮʠʘʣʴʥʳʭ ʚʦʟʤʦʞʥʦʩʪʝʡ Android 

ʜʣʷ ʭʠʱʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʚ Whatsapp ʠ ʵʢʩʬʠʣʴʪʨʘʮʠʠ ʢʦʥʪʝʥʪʘ ʙʝʟ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ root-ʜʦʩʪʫʧʘ ʠʣʠ ʚʟʣʦʤʘʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ.  

ʄʦʙʠʣʴʥʳʝ ʧʨʠʣʦʞʝʥʠʷ, ʩʦʜʝʨʞʘʱʠʝ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʧʦ-ʚʠʜʠʤʦʤʫ, 

ʨʘʟʤʝʱʘʶʪʩʷ ʟʘ ʧʨʝʜʝʣʘʤʠ Google Play ʠ ʧʨʝʜʣʘʛʘʶʪʩʷ ʚ ʚʠʜʝ ʧʘʢʝʪʦʚ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʚʢʣʶʯʘʷ ʧʦʜʜʝʣʴʥʫʶ çGoogle Security Frameworkè, 

ʘʛʨʝʛʘʪʦʨʳ ʤʝʩʪʥʳʭ ʥʦʚʦʩʪʝʡ, ʧʨʠʣʦʞʝʥʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ ʠʩʣʘʤʦʤ, ʠ ʩʧʦʨʪʠʚʥʦʝ 

ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ. ʇʦ ʜʘʥʥʳʤ Lookout, ʙʦʣʴʰʠʥʩʪʚʦ ʵʪʠʭ ʚʨʝʜʦʥʦʩʥʳʭ 

ʧʨʠʣʦʞʝʥʠʡ ʥʘʮʝʣʝʥʳ ʥʘ ʤʫʩʫʣʴʤʘʥʩʢʦʝ ʥʘʩʝʣʝʥʠʝ.  

ʋ Hornbill ʠ SunBird ʨʘʟʥʳʝ ʧʦʜʭʦʜʳ ʢ ʰʧʠʦʥʘʞʫ. Hornbill ʦʧʠʩʳʚʘʝʪʩʷ ʢʘʢ 

çʠʥʩʪʨʫʤʝʥʪ ʩʢʨʳʪʦʛʦ ʥʘʙʣʶʜʝʥʠʷè, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʚʳʙʦʨʦʯʥʦʡ ʢʨʘʞʠ 

ʜʘʥʥʳʭ, ʧʨʝʜʩʪʘʚʣʷʶʱʠʭ ʠʥʪʝʨʝʩ ʜʣʷ ʝʛʦ ʦʧʝʨʘʪʦʨʘ, ʪʦʛʜʘ ʢʘʢ SunBird ʩʦʜʝʨʞʠʪ 

ʬʫʥʢʮʠʶ ʪʨʦʷʥʘ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ (RAT), ʧʦʟʚʦʣʷʶʱʫʶ ʜʦʧʦʣʥʠʪʝʣʴʥʦʝ 

ʨʘʟʚʝʨʪʳʚʘʥʠʝ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʠ ʫʜʘʣʝʥʥʳʡ ʟʘʭʚʘʪ.  

ʆʜʥʘʢʦ ʦʙʘ ʚʘʨʠʘʥʪʘ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʤʦʛʫʪ ʢʨʘʩʪʴ ʜʘʥʥʳʝ, ʚʢʣʶʯʘʷ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ ʫʩʪʨʦʡʩʪʚ, ʞʫʨʥʘʣʳ ʚʳʟʦʚʦʚ, ʛʦʣʦʩʦʚʳʝ ʟʘʤʝʪʢʠ WhatsApp, 

ʩʧʠʩʢʠ ʢʦʥʪʘʢʪʦʚ ʠ ʠʥʬʦʨʤʘʮʠʶ ʦ ʤʝʩʪʦʧʦʣʦʞʝʥʠʠ GPS. ʂʨʦʤʝ ʪʦʛʦ, ʦʥʠ ʤʦʛʫʪ 

ʟʘʧʨʘʰʠʚʘʪʴ ʧʨʘʚʘ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʥʘ ʚʟʣʦʤʘʥʥʦʤ ʫʩʪʨʦʡʩʪʚʝ, ʜʝʣʘʪʴ ʩʥʠʤʢʠ 

ʵʢʨʘʥʘ ʠ ʬʦʪʦʛʨʘʬʠʠ, ʘ ʪʘʢʞʝ ʟʘʧʠʩʳʚʘʪʴ ʟʚʫʢ ʢʘʢ ʚʦ ʚʨʝʤʷ ʟʚʦʥʢʦʚ, ʪʘʢ ʠ ʧʨʦʩʪʦ ʚ 

ʢʘʯʝʩʪʚʝ ʰʫʤʘ ʦʢʨʫʞʘʶʱʝʡ ʩʨʝʜʳ.  

ɺʦʟʤʦʞʥʦʩʪʠ SunBird ʚʳʭʦʜʷʪ ʟʘ ʨʘʤʢʠ ʚʦʟʤʦʞʥʦʩʪʝʡ Hornbill, ʧʦʩʢʦʣʴʢʫ 

ʵʪʦ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʪʘʢʞʝ ʤʦʞʝʪ ʟʘʭʚʘʪʳʚʘʪʴ ʠʩʪʦʨʠʶ ʙʨʘʫʟʝʨʘ, ʠʥʬʦʨʤʘʮʠʶ 

ʢʘʣʝʥʜʘʨʷ, ʢʦʥʪʝʥʪ BlackBerry Messenger (BBM) ʠ ʙʦʣʝʝ ʦʙʰʠʨʥʳʡ ʢʦʥʪʝʥʪ 

WhatsApp, ʚʢʣʶʯʘʷ ʜʦʢʫʤʝʥʪʳ, ʙʘʟʳ ʜʘʥʥʳʭ ʠ ʠʟʦʙʨʘʞʝʥʠʷ. SunBird ʪʘʢʞʝ ʙʫʜʝʪ 
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ʧʳʪʘʪʴʩʷ ʟʘʛʨʫʞʘʪʴ ʫʢʨʘʜʝʥʥʳʝ ʜʘʥʥʳʝ ʥʘ ʩʝʨʚʝʨ ʫʧʨʘʚʣʝʥʠʷ ʠ ʢʦʥʪʨʦʣʷ (C2) ʩ 

ʙʦʣʝʝ ʨʝʛʫʣʷʨʥʳʤʠ ʠʥʪʝʨʚʘʣʘʤʠ, ʯʝʤ Hornbill.  

ʆʜʥʘʢʦ Hornbill ʤʦʞʝʪ ʦʙʥʘʨʫʞʠʚʘʪʴ ʠ ʟʘʧʠʩʳʚʘʪʴ ʘʢʪʠʚʥʳʝ ʟʚʦʥʢʠ ʚ 

WhatsApp, ʟʣʦʫʧʦʪʨʝʙʣʷʷ ʬʫʥʢʮʠʷʤʠ ʜʦʩʪʫʧʥʦʩʪʠ Android.  

çʀʩʧʦʣʴʟʦʚʘʥʠʝ ʩʣʫʞʙ ʜʦʩʪʫʧʥʦʩʪʠ Android ʪʘʢʠʤ ʦʙʨʘʟʦʤ - ʵʪʦ ʪʝʥʜʝʥʮʠʷ, 

ʢʦʪʦʨʫʶ ʤʳ ʯʘʩʪʦ ʥʘʙʣʶʜʘʝʤ ʚ ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ Android ʜʣʷ 

ʥʘʙʣʶʜʝʥʠʷ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʠʟʙʝʞʘʪʴ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʦʚʳʰʝʥʠʷ ʧʨʠʚʠʣʝʛʠʡ ʥʘ 

ʫʩʪʨʦʡʩʪʚʝè, - ʛʦʚʦʨʷʪ ʠʩʩʣʝʜʦʚʘʪʝʣʠè. (Charlie Osborne. Android spyware strains 

linked to state-sponsored Confucius threat group // ZDNet 

(https://www.zdnet.com/article/new-novel-android-spyware-linked-to-pro-india-

confucius-threat-group/). 11.02.2021). 
***  

 

çMicrosoft ʟʘʷʚʣʷʝʪ, ʯʪʦ ʢʦʣʠʯʝʩʪʚʦ ʚʨʝʜʦʥʦʩʥʳʭ ʚʝʙ-ʦʙʦʣʦʯʝʢ, 

ʫʩʪʘʥʦʚʣʝʥʥʳʭ ʥʘ ʚʝʙ-ʩʝʨʚʝʨʘʭ, ʧʦʯʪʠ ʫʜʚʦʠʣʦʩʴ ʩ ʤʦʤʝʥʪʘ ʧʦʩʣʝʜʥʝʛʦ 

ʧʦʜʩʯʝʪʘ ʚ ʘʚʛʫʩʪʝ 2020 ʛʦʜʘ. 

ɺʯʝʨʘ ʚ ʙʣʦʛʝ ʢʦʤʧʘʥʠʷ Redmond ʩʦʦʙʱʠʣʘ, ʯʪʦ ʚ ʧʝʨʠʦʜ ʩ ʘʚʛʫʩʪʘ 2020 ʛʦʜʘ 

ʧʦ ʷʥʚʘʨʴ 2021 ʛʦʜʘ ʦʙʥʘʨʫʞʠʚʘʣʘ ʧʨʠʤʝʨʥʦ 140000 ʚʝʙ-ʦʙʦʣʦʯʝʢ ʚ ʤʝʩʷʮ, ʧʦ 

ʩʨʘʚʥʝʥʠʶ ʩʦ ʩʨʝʜʥʠʤ ʧʦʢʘʟʘʪʝʣʝʤ ʚ 77000, ʢʦʪʦʨʳʡ ʩʦʦʙʱʘʣʦʩʴ ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ. 

ʕʪʦ ʯʠʩʣʦ ʫʚʝʣʠʯʠʣʦʩʴ ʚ ʨʝʟʫʣʴʪʘʪʝ ʠʟʤʝʥʝʥʠʷ ʚʟʛʣʷʜʦʚ ʭʘʢʝʨʦʚ ʥʘ ʚʝʙ-

ʦʙʦʣʦʯʢʠ. ʂʦʛʜʘ-ʪʦ ʩʯʠʪʘʚʰʠʝʩʷ ʠʥʩʪʨʫʤʝʥʪʦʤ ʜʣʷ ʩʢʨʠʧʪʦʚʳʭ ʜʝʪʠʰʝʢ, 

ʜʝʟʦʨʠʝʥʪʠʨʫʶʱʠʭ ʚʝʙ-ʩʘʡʪʳ, ʠ ʠʥʩʪʨʫʤʝʥʪʦʤ ʦʧʝʨʘʪʦʨʦʚ ʙʦʪ-ʩʝʪʝʡ DDoS, ʚʝʙ-

ʦʙʦʣʦʯʢʠ ʪʝʧʝʨʴ ʷʚʣʷʶʪʩʷ ʯʘʩʪʴʶ ʘʨʩʝʥʘʣʘ ʙʘʥʜ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʠ ʭʘʢʝʨʦʚ 

ʥʘʮʠʦʥʘʣʴʥʳʭ ʛʦʩʫʜʘʨʩʪʚ ʠ ʷʚʣʷʶʪʩʷ ʚʘʞʥʝʡʰʠʤʠ ʠʥʩʪʨʫʤʝʥʪʘʤʠ, 

ʠʩʧʦʣʴʟʫʝʤʳʤʠ ʚ ʩʣʦʞʥʳʭ ʚʪʦʨʞʝʥʠʷʭ. 

ɼʚʝ ʠʟ ʧʨʠʯʠʥ, ʧʦ ʢʦʪʦʨʳʤ ʦʥʠ ʩʪʘʣʠ ʪʘʢʠʤʠ ʧʦʧʫʣʷʨʥʳʤʠ, - ʵʪʦ ʠʭ 

ʫʥʠʚʝʨʩʘʣʴʥʦʩʪʴ ʠ ʜʦʩʪʫʧ ʢ ʚʟʣʦʤʘʥʥʳʤ ʩʝʨʚʝʨʘʤ. 

ɺʝʙ-ʦʙʦʣʦʯʢʠ, ʢʦʪʦʨʳʝ ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʥʝ ʯʪʦ ʠʥʦʝ, ʢʘʢ ʧʨʦʩʪʳʝ 

ʩʮʝʥʘʨʠʠ, ʤʦʛʫʪ ʙʳʪʴ ʥʘʧʠʩʘʥʳ ʧʨʘʢʪʠʯʝʩʢʠ ʥʘ ʣʶʙʦʤ ʷʟʳʢʝ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ, 

ʢʦʪʦʨʳʡ ʨʘʙʦʪʘʝʪ ʥʘ ʚʝʙ-ʩʝʨʚʝʨʝ, ʥʘʧʨʠʤʝʨ, PHP, ASP, JSP ʠʣʠ JS, ʠ ʪ. ɼ. ʀ ʤʦʛʫʪ 

ʙʳʪʴ ʣʝʛʢʦ ʩʧʨʷʪʘʥʳ ʚʥʫʪʨʠ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ ʚʝʙ-ʩʘʡʪʘ. ʕʪʦ ʜʝʣʘʝʪ ʠʭ ʦʙʥʘʨʫʞʝʥʠʝ 

ʩʣʦʞʥʦʡ ʦʧʝʨʘʮʠʝʡ, ʢʦʪʦʨʘʷ ʯʘʩʪʦ ʪʨʝʙʫʝʪ ʨʫʯʥʦʛʦ ʘʥʘʣʠʟʘ, ʚʳʧʦʣʥʷʝʤʦʛʦ 

ʯʝʣʦʚʝʢʦʤ-ʦʧʝʨʘʪʦʨʦʤ. 

ʂʨʦʤʝ ʪʦʛʦ, ʚʝʙ-ʦʙʦʣʦʯʢʠ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʭʘʢʝʨʘʤ ʧʨʦʩʪʦʡ ʩʧʦʩʦʙ ʚʳʧʦʣʥʷʪʴ 

ʢʦʤʘʥʜʳ ʥʘ ʚʟʣʦʤʘʥʥʦʤ ʩʝʨʚʝʨʝ ʯʝʨʝʟ ʛʨʘʬʠʯʝʩʢʠʡ ʠʥʪʝʨʬʝʡʩ ʠʣʠ ʠʥʪʝʨʬʝʡʩ 

ʢʦʤʘʥʜʥʦʡ ʩʪʨʦʢʠ, ʧʨʝʜʦʩʪʘʚʣʷʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʧʨʦʩʪʦʡ ʩʧʦʩʦʙ ʵʩʢʘʣʘʮʠʠ 

ʘʪʘʢ. 

ɺɽɹ-ʆɹʆʃʆʏʂʀ ʉʊɸʅʆɺʗʊʉʗ ɺʉɽ ɹʆʃɽɽ ʈɸʉʇʈʆʉʊʈɸʅɽʅʅʓʄʀ, 

ʇʆʉʂʆʃʔʂʋ ɺʉɽ ɹʆʃʔʐɽ ʉɽʈɺɽʈʆɺ ʇʆɼʂʃʖʏɸɽʊʉʗ ʂ ʉɽʊʀ 

ʇʦ ʤʝʨʝ ʪʦʛʦ ʢʘʢ ʢʦʨʧʦʨʘʪʠʚʥʦʝ ʀʊ-ʧʨʦʩʪʨʘʥʩʪʚʦ ʧʝʨʝʤʝʱʘʝʪʩʷ ʚ ʩʪʦʨʦʥʫ 

ʛʠʙʨʠʜʥʳʭ ʦʙʣʘʯʥʳʭ ʩʨʝʜ, ʢʦʣʠʯʝʩʪʚʦ ʢʦʤʧʘʥʠʡ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʚʝʙ-ʩʝʨʚʝʨʳ, ʟʘ 

ʧʦʩʣʝʜʥʠʝ ʥʝʩʢʦʣʴʢʦ ʣʝʪ ʫʚʝʣʠʯʠʣʦʩʴ, ʠ ʚʦ ʤʥʦʛʠʭ ʩʣʫʯʘʷʭ ʦʙʱʝʜʦʩʪʫʧʥʳʝ 

ʩʝʨʚʝʨʳ ʯʘʩʪʦ ʠʤʝʶʪ ʧʨʷʤʳʝ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʚʥʫʪʨʝʥʥʠʤ ʩʝʪʷʤ. 
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ʂʘʢ ʧʦʢʘʟʘʣʘ ʩʪʘʪʠʩʪʠʢʘ Microsoft, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʧʦʭʦʞʝ, ʦʩʦʟʥʘʣʠ ʵʪʦ 

ʠʟʤʝʥʝʥʠʝ ʚ ʩʪʨʫʢʪʫʨʝ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʀʊ-ʩʝʪʝʡ ʠ ʫʩʠʣʠʣʠ ʩʚʦʠ ʘʪʘʢʠ ʥʘ 

ʦʙʱʝʜʦʩʪʫʧʥʳʝ ʩʠʩʪʝʤʳ. 

ɺʝʙ-ʦʙʦʣʦʯʢʠ ʪʝʧʝʨʴ ʠʛʨʘʶʪ ʨʝʰʘʶʱʫʶ ʨʦʣʴ ʚ ʠʭ ʘʪʘʢʘʭ, ʧʨʝʜʦʩʪʘʚʣʷʷ 

ʩʧʦʩʦʙ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʚʟʣʦʤʘʥʥʳʡ ʩʝʨʚʝʨ ʠ ʟʘʪʝʤ ʦʨʛʘʥʠʟʦʚʳʚʘʪʴ ʧʦʚʦʨʦʪ ʚʦ 

ʚʥʫʪʨʝʥʥʶʶ ʩʝʪʴ ʮʝʣʠ. 

ʀʤʝʥʥʦ ʦʙ ʵʪʠʭ ʪʠʧʘʭ ʘʪʘʢ ʠ ʧʨʝʜʫʧʨʝʞʜʘʣʦ ɸʛʝʥʪʩʪʚʦ ʥʘʮʠʦʥʘʣʴʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʉʐɸ ʚ ʘʧʨʝʣʝ 2020 ʛʦʜʘ, ʢʦʛʜʘ ʦʥʦ ʦʧʫʙʣʠʢʦʚʘʣʦ ʩʧʠʩʦʢ ʠʟ 25 

ʫʷʟʚʠʤʦʩʪʝʡ, ʢʦʪʦʨʳʝ ʯʘʩʪʦ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʚʝʙ-ʦʙʦʣʦʯʝʢ. 

ɺ ʦʪʯʝʪʝ ɸʅɹ ʩʦʜʝʨʞʠʪʩʷ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʥʝ ʪʦʣʴʢʦ ʦ ʚʝʙ-ʦʙʦʣʦʯʢʘʭ, 

ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʦʙʱʝʜʦʩʪʫʧʥʳʭ ʩʠʩʪʝʤʘʭ, ʥʦ ʠ ʦʙ ʠʭ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʚʦ ʚʥʫʪʨʝʥʥʠʭ 

ʩʝʪʷʭ, ʛʜʝ ʦʥʠ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʦʚ ʜʣʷ ʧʝʨʝʭʦʜʘ ʢ ʥʝ 

ʦʙʱʝʜʦʩʪʫʧʥʳʤ ʩʠʩʪʝʤʘʤ. 

Microsoft ʧʨʠʟʳʚʘʝʪ ʢʦʤʧʘʥʠʠ ʠʟʤʝʥʠʪʴ ʧʨʠʦʨʠʪʝʪʳ ʩʚʦʝʛʦ ʧʦʜʭʦʜʘ ʢ ʨʘʙʦʪʝ 

ʩ ʚʝʙ-ʦʙʦʣʦʯʢʘʤʠ, ʢʦʪʦʨʳʝ ʧʦʩʪʝʧʝʥʥʦ ʩʪʘʥʦʚʷʪʩʷ ʦʜʥʦʡ ʠʟ ʩʘʤʳʭ ʩʝʨʴʝʟʥʳʭ ʫʛʨʦʟ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ. ɺ ʢʘʯʝʩʪʚʝ ʩʧʦʩʦʙʦʚ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʩʝʪʠ ʧʨʦʠʟʚʦʜʠʪʝʣʴ ʆʉ ʨʝʢʦʤʝʥʜʫʝʪ ʥʝʩʢʦʣʴʢʦ ʦʩʥʦʚʥʳʭ ʜʝʡʩʪʚʠʡ: 

ʀʩʧʨʘʚʣʷʡʪʝ ʦʙʱʝʜʦʩʪʫʧʥʳʝ ʩʠʩʪʝʤʳ, ʧʦʩʢʦʣʴʢʫ ʙʦʣʴʰʠʥʩʪʚʦ ʚʝʙ-ʦʙʦʣʦʯʝʢ 

ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʥʝʟʘʱʠʱʝʥʥʳʝ 

ʫʷʟʚʠʤʦʩʪʠ. 

ʈʘʩʧʨʦʩʪʨʘʥʠʪʝ ʘʥʪʠʚʠʨʫʩʥʫʶ ʟʘʱʠʪʫ ʥʘ ʚʝʙ-ʩʝʨʚʝʨʳ, ʘ ʥʝ ʪʦʣʴʢʦ ʥʘ ʨʘʙʦʯʠʝ 

ʩʪʘʥʮʠʠ ʩʦʪʨʫʜʥʠʢʦʚ. 

ʉʝʛʤʝʥʪʘʮʠʷ ʩʝʪʠ ʜʣʷ ʦʛʨʘʥʠʯʝʥʠʷ ʧʦʚʨʝʞʜʝʥʠʷ ʟʘʨʘʞʝʥʥʦʛʦ ʩʝʨʚʝʨʘ 

ʥʝʙʦʣʴʰʦʛʦ ʤʘʩʩʠʚʘ ʩʠʩʪʝʤ, ʘ ʥʝ ʚʩʝʡ ʩʝʪʠ. 

ʏʘʩʪʦ ʧʨʦʚʝʨʷʡʪʝ ʠ ʧʨʦʩʤʘʪʨʠʚʘʡʪʝ ʞʫʨʥʘʣʳ ʩ ʚʝʙ-ʩʝʨʚʝʨʦʚ, ʦʩʦʙʝʥʥʦ ʜʣʷ 

ʦʙʱʝʜʦʩʪʫʧʥʳʭ ʩʠʩʪʝʤ, ʢʦʪʦʨʳʝ ʙʦʣʝʝ ʫʷʟʚʠʤʳ ʜʣʷ ʩʢʘʥʠʨʦʚʘʥʠʷ ʠ ʘʪʘʢ. 

ʉʦʙʣʶʜʘʡʪʝ ʥʘʜʣʝʞʘʱʫʶ ʫʯʝʪʥʫʶ ʛʠʛʠʝʥʫ. ʆʛʨʘʥʠʯʴʪʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʩ ʧʨʘʚʘʤʠ ʣʦʢʘʣʴʥʦʛʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ ʠʣʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ 

ʜʦʤʝʥʘ. 

ʇʨʦʚʝʨʴʪʝ ʙʨʘʥʜʤʘʫʵʨ ʧʝʨʠʤʝʪʨʘ ʠ ʧʨʦʢʩʠ-ʩʝʨʚʝʨ, ʯʪʦʙʳ ʦʛʨʘʥʠʯʠʪʴ 

ʥʝʥʫʞʥʳʡ ʜʦʩʪʫʧ ʢ ʩʣʫʞʙʘʤ, ʚʢʣʶʯʘʷ ʜʦʩʪʫʧ ʢ ʩʣʫʞʙʘʤ ʯʝʨʝʟ ʥʝʩʪʘʥʜʘʨʪʥʳʝ 

ʧʦʨʪʳè. (Catalin Cimpanu. Microsoft said the number of web shells has doubled since 

last year // ZDNet (https://www.zdnet.com/article/microsoft-said-the-number-of-web-

shells-has-doubled-since-last-year/). 12.02.2021). 

***  

 

çNetlab, ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʠʪʘʡʩʢʦʡ ʦʭʨʘʥʥʦʡ 

ʢʦʤʧʘʥʠʠ Qihoo 360, ʩʦʦʙʱʠʣʦ, ʯʪʦ ʥʘ ʵʪʦʡ ʥʝʜʝʣʝ ʦʙʥʘʨʫʞʠʣʦ ʥʦʚʦʝ 

ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʢʦʪʦʨʦʝ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʟʘʨʘʞʘʝʪ ʫʩʪʨʦʡʩʪʚʘ Android ʩ 

ʮʝʣʴʶ ʩʦʟʜʘʥʠʷ ʙʦʪʥʝʪʘ DDoS. 
ɹʦʪʥʝʪ, ʥʘʟʚʘʥʥʳʡ Matryosh, ʩʦʟʜʘʥ ʜʣʷ ʫʩʪʨʦʡʩʪʚ Android, ʧʨʦʠʟʚʦʜʠʪʝʣʠ 

ʢʦʪʦʨʳʭ ʦʩʪʘʚʠʣʠ ʚʢʣʶʯʝʥʥʳʤ ʠ ʦʧʫʙʣʠʢʦʚʘʥʥʳʤ ʚ ʀʥʪʝʨʥʝʪʝ ʠʥʪʝʨʬʝʡʩ 

ʜʠʘʛʥʦʩʪʠʢʠ ʠ ʦʪʣʘʜʢʠ, ʠʟʚʝʩʪʥʳʡ ʢʘʢ Android Debug Bridge. 

ɸʢʪʠʚʥʳʡ ʧʦʨʪ 5555, ʵʪʦʪ ʠʥʪʝʨʬʝʡʩ ʙʳʣ ʠʟʚʝʩʪʥʳʤ ʠʩʪʦʯʥʠʢʦʤ ʧʨʦʙʣʝʤ 

ʜʣʷ ʫʩʪʨʦʡʩʪʚ Android ʚ ʪʝʯʝʥʠʝ ʤʥʦʛʠʭ ʣʝʪ, ʠ ʥʝ ʪʦʣʴʢʦ ʜʣʷ ʩʤʘʨʪʬʦʥʦʚ, ʥʦ ʠ 




















































































































































































