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s zOydoe Ols MudlsO L O d&jdy¥ " jJ Cdzgafn dgiist dsé
(Seven Points to Know in New Cyberinsurance Guidance that Help Companies and
Insurers // Adams and Reese LLP (https://www.adamsandreese.com/news
knowledge/sevepointsto-know-in-new-cyberinsuranceguidancethat-help-
companiesand-insurers).26.02.2021).

*k*%

chGjdzssmMlsoats dzOydtsdzOdz! dzts?2 B L S OMmdatsmisd
tSHj dz’ BJLEGYOMdesmisd Zero Trust COC d&O
tcjHftedWwIisd?2 s Mtseotej d3j dede" = oM BBdZj jJ dL T
ClsO Ctsdzyj fydw Mmkh j Mise z joldd dapj Cdits tstfictésjj H ot
Ists L dzskzd3" hdzj dgded ¢ k3 j sy jls BT Is! o MmJjlsc
sjHddzj dzdv 3 dzd S SEHO dzgf MdziHEjIs HBo jtow s
s sl Odzed d , L Odzgd 308 h d j v CdB jteB jL 5t Offdzt
jIsd M ekdjEesdgd CO0¢ fjttjrtsH Gls ItOHdYd
ststcOV EZydlsr 9 0dzO Istsdz! Cts odgj " dedj kZcototsL ™ .
SHjd B 2O MSLHOAO © 2010 GEtsHEz 1 ) tdzts
dqdz cdzzdzj otsjy HBo jtodj e, G dzOo dzf d3 0O dzO dzd
' 5 dzj 2 ROYUOLEM! C cabsozpNO dzp dz2 B 8§ dz
fOmdesmisd M dalz dzjoi jde Oyt afj tepdd) it BfSOfig ez H L
tc

OhdlsO M dzdzj o &3 HEse jtod jd3 Hdzv Ctodisdyy
J HO

z h

NS e SG
WQ—

oW g
g+ 0%

o3
as
s Of
Istcj dadzj e s Hftotsj CIs O,Beyprid@opydo h j e s dzOL 9 Odzd
o BEOCO B0 yYjftsySk f§smsOeas¢ Sol
dfmr o Ot Is GtsMkzH OteMmlise j dadzets iz Mkl jCIsk
&3 jMlsea OF Otcrdlsj Clslzter BJdL B OmMdesmiIs
| 2 .
JLqHJdZB Mi crosoft 1tdH o d3dIlstcdov frpls Imfocx
Odzdvr © wjdzOlj vz ¢ wlsdatsmdlsj dz' dets €
j faakyh d2 GSHOEGSH HAEY SttcOddLOydd dd
Offdesmisd dHjdsd¥dSOydd o Mmetsdrm Mmjlswn
W s BJLSBSYIOMdsMIsd §tcOo disg daf dAnfisve | @z
COLOdz: ¢ fMmMdesoade § BIBH" CdBjtecdcd
(edzshls v HAMydyfddds?, sk
Wddwdsd BJLBYOMdsMIsd O©Ocj dzsimise . J B
lsq’ duQgavi, fde@d ddzj cdtetseo Odadz 2 HEsMiskzY
sodzj degdw wtojJHO cdgzdzjotsets HBso jtedw e
Is j dz! dats t]’tsQ(DLra(DBls Ylsts jMmdzd Br 1 Isd
Bf dzdh' ceteOdzedyd dede' 2 EZmPgzdzr 83 €6 Gu3f tc
JdzdWw HBMlskz{ @ ; sttefr]tsc;u@;c{gls@c:y'dzl,sﬁjﬁ Pdzls N
' jets
2

W N = e !

0@ 88

CEN .o NTE B
77 Oﬁq—aq

ot Q. I~

~—
7]

o St

SORNNQOS&H &
SN'UT

FGOIN
G T T o QD

d ¢é1 1, d Microsof't d3J dzH

Hiso Jjted J d3 H dzw Ctedlsdyd Mm< d 80)1er" Mmdlsd

d3d dzd Mils j teMis o tstc s dztz@ % dff tocts BB isdzj dzdzOw B OL O)
ZeroTrustH sdze smtetsydz" 2 ftetsy Cls

t zCsotsHwh g fteddydf Ok + 2 Ctdyjfyd
Oblsjdsd¥dsOoydd ddzd OslsstedL Oydd §d Lo

c
Q-
=t
[« T
35

z
d
Y

44
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monthsof-planning-sayswhite-house/).18.02.2021).
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critical-infrastructure-bill/). 15.02.221).

*k*%k

¢l sfmMdzy ddzydHjdzZs©O o Ol dsmar , CSEHO dzj
fsdzzyddz HtsMiskzy ¢ Mmild eoetHBYdMmisdy = M
~dBdSCOlstse His SfHOMdz = ko dzj 2, | ots ol
sBteOIsdeo odzd 30dzdd dzO Isteqd,  Scsdsdzjcz'y BJ A ©
Mils! LOatsHO fftsMmdz oL dzsdBO dzO ftotsh dzts?2 dzaj H

Lo JjHBHBRIZj dad j , ZOL " 9O d3itsj UL 9 j H IsERHEE tRdSdel3
AN ftejHEZftcjYHOjIs BB dMftsd LtsoOdedd EMmlsOte
fOtesdzv 7 d ftotsc tcOBRBdesc F M sdeg ditf | o f detf dzd 11 =5z (
MstsdzO TeamViewer, ftodL™ 9o Ow yOfmlsdz j ¢ tsd3ff
stec OdedL Oydd ftetso jtewlils! odzzlstcj dadeadj Mmjlsd d

TEAMVI EWER 1 [aYRUG] vl ysv ImJ[r ¢

]} RYEBSH AL
Hdzw Mmtse d3j Mls dzts
stsets, COC { tod dztsy
atSHtstsuo[fnlsdzBQ MlsOdzydd Ol dsmar .

4 56 dzO ) dzts fn sRestérg] dadvéd y d O dz'dadpy O L Ow o ddzd
L dztslzd3" h dzj dgdzd € H O O HT f sHG dz6b yodzmw ¢ C iy
Ol dsmar yjtejL TeamViewer o fftosh dzikzs {wlisda

Is eabttetsd Mazzyoy L dztslzd3r M dzj dzded € OCIsd o
jhOodz jjJ 5 1 CteOdzz do dondssifdimyd HAQ. delig Olis)talz
J HBBOo d&wdzdfm' o Hdlst joky oBHLE.

YydOodz dzte waz® L "f de® 5l O Tizekalan i3
dmMf sdz! L s OdzedV W©WOBBYJ G
jdedj B" dzs ff tsHIso jto) H j dats

J
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[fjtcOste fsylsd MtcOLEkz wlsdj dzddz dL d3j dzj dzd
Be detso j dgdes MOz ftojHBI R MftstedO d ts B fi)
BJLEBYf OMdzsmisd .

stcjHd dOdetdzjj YOMmilsqd &Odedfigy, -6 asisxz® J dedf
dhf sdz L soaOdedjy fGteddztsy j dzgdw TeamVi ewe

2 Jdt tcOMlstczSIlskter wzd.

I s kB dd¢ o Odzdzts dfs sy lasE G Is fo o GiZDEF  dzj MG ¢
Lo jMmlsder 7 1 CMfjtebse 6 BjL S§dNdes st c 2O
Cebster j] yOmkts dMisd Lksls fosctcOkBds] B
Jets dzjBJLBYOMd 05 d dzgj OHJ S 9 Olsdz" d3 Hdzw k1 teC

mslsw ftejHEY ] H jCdiz Adajt fifss jREIN IS Cted s

fsLdydd jedzdtels dEtehba mVi ewer , AJIf naflsjdzts BT ,
stce OdedL Oydd Hteddawdzd € Mmoo jHjded® f tod dztsy j dzd
¢l tsd3q’d3ts L O¢ sdedzts G 5 dimf sdz! L s9 Odad v,
Cdeiteftej Mskf dzdS Odz tMEh j Mise dzv Is ZH Odzj dzdz'
MdMis BORd d (JtejHOBBE! “pfj@Bazr , d2Qlsts HJ
WizdeC ydsdzOdz! dets f sesy dd3 dzO0O IStetsw-dz0¥ o f €26 dzp dzd
Qu[HdZOQIS LOCtdzdetsy dMftsdz L soeOdzdjy TeamVi
d3d dzj J fsHBSLtedIsj dzf dz" d3( H dzw Ctsdzj ydz' ~

OH d3cfdchfr]lsutg@lsﬁt§tm3®saadzc1dzc[5 ff BT ydzr d3d RAT.

ltejHizftiyHjddd At CodeS toj Isdzets dzy Mstss
TeamVi ewer ddzd dze BtsSEts Hickzetsets  totse tcOd3A3
dmf sdz' L s Odzd W tcOBBYJ 68 MlstsdzO, dzts ftoj HIz
O dzO dzts ¢ Y dztaffdzdztfjte 5 eBQ MY J yJ dzd 4 Bsc kzls BI Is
L dzskzf slstcj B dzj dzd 2 , J mdzd L dzslz 3" M dzj deded S f
Mslstczhdzd S tso ddzd Eydlbde J LOfdMmMd EHOdzj dzdatsc
 smiszd ¢ Windows RDP) LOhMdhM jdzr MmdzOBTr o3d
ALt Ytrrvuvdbterfa Ry [T P?271 01 RRR. WHINDIOWS
Sstesd3] Istsg s, fteJHEZfteiYHyJddd Aaf ISOSCYJ

dmMyf sdz! L sea Odzedd Wi ndows 7, s j Oydtsdzdzts?2 1
ftotsh desds esHbEZ, 14 wdoOttw 2020 CEHO,
fejleffnOdks OdjiedS Odeliplsd fehs dfs@ded d o

ClsO yomls! fJtejHlzftejyHjddw B" dZzO o ¢ dztt yj dz
Oldsmar ofj jhj dmitsd Lt OO fdmlstyllyj S8
ftcOoadlsjdzt Mlsea © [ OMMOykzMmjlsmo

mislsw dzjls dzdC OC d % sH s YBLUSO ls jdaiw figds & dds Ezdzd § «
sh de ¢ Ok, M j ydWdyder d&sd H dzw Wi ndows 7,
dimf sdz’ L s9 Ols MlsOtclzs st j tOyd tsdzdzlz © fnd mls
fsSHHjJtydoOjlsmMw d daj §tdzzyO,jls B datse dzj dzd 2
sMmisQodegdsdj MdMmisj d3r EwiLoddr &g Hdzv OlOC
EwiLoddismisd.

{ HdzOE sz B dzd € 59 O dzdiEs IS2y | fig cOxyHpdeM g L0 Do OJ Is IS
Yylsts L OotsH Ol dsmar, COC d ddescedy HtekzcdJ

dzd H 5W d dzO dzfrjzfStddzoE fisainy e lgis alz@diz stz to
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MmMBslsw At ftocJ HBMISjtej cOJIs Bls dhmftsdz L 9
foduddzod3, dBdscd] SBfoddd, O bOSCHJ WiH,
4Z¢ Bkl BT Is! dzjdzdes s i Ist t4svddely dif SHISiEZO IS !
WqddzOdzmser § 9 dztsyL@agdve-d artvtlz@mls oz sz tor mts Ml
czCBsoatsHMISa O, yYdet daJj BYJqHOJ LMW o dz¢¥ BBBJ

) 1 Isdn mMdzz yow a ALt tcj SR dzH 2] Is tcW H
BJLEGBYOMdsmMIisd o ¢Oydmlkej fsd Y kzlssydztsc ts

RMfsdzR s Bt W OCIststedzlzy OklIsj dzlsdW d € Oyc

RN sdzr L 2215 dzOH J ) dz" § f Otc s dzd H dzw L ON
EHOdz dzdzse 5 OBBYJGEGts MssdzO ( RDP) ;

vBjHdIsj M, ybsts oW dofcizmd JjB tc OgfHQARD Iz 1
ftcOo ddz! dets dgOfplstetsjdz d BJL ST OMde ;

dzHdIls MjljoOgdE et e gitkYy ydqvw Sl ¢ Isj ted
Bsekls B Is! B datso dzj dz' ;

lteso jHdIs§ OkzHdIls 90OhMj2 MmMilsd dz2O HtejHAB
RDP, LOCter Isqw dzj d My sdz! L 2§ o™ = f stolstse |
Okl jdsdW¥ dSOydd, cGHJ {Ists odhl dpytas® o friedjfipls

rtcdzOdzr OkZHJdISO H&ZYW ofMmjr ol ks BEH

[ BEZYyOl! f{tdz LtsoOIsjdzj?2 orwodwis! ftsffrisg
s dzd - ;

lrweodzwls! d fedsmMlsOdzOo dzd 9 OlIs! HMiskz{
dzj sB " Yydzze OCIsdo dztsfls: ;

I Bdzso dzff Bis § tc ORBdzdzets |  ets Catditf jCimpatag. jFollowing
Oldsmar attack, FBI warns about using TeamViewer and Windows 7 // ZDNet
(https:/lwww.zdnet.com/article/followirgldsmarattack-fbi-warns-aboutusing-
teamviewerand-windows7/). 10.02.2021).

*k*k

1 OREMY j tMsdzOdz dzd B H Oded A

¢cRI PE NCC, ttteOddL Oydw, CobtttOw EZftcOs
| Pve HzW y[otetst ', 1l dzdydzj es I sMssCO d BT
tcOMC ter dzO dzgj zHOoh ks Mw CdBJjttOISOCE dzO Mo s

¢l ftotsh dzm | R PESHINRC] A@clgdzR Y B @O H d dztsc 5
f csMistcOHOdZO Gls Is6ts, yls ts, fs omMj2 odH(d
L Of sdzdzgj dzad j d3 EZyjlsdzer = HOdzdz =, Yls ¢ fotaxfted] s
fstse " jddd sEeOdyt Pdedetf 5 6IOEZ I§ § dzOM jj d 510 gz .

¢ G J dzlsin® d&sq dzts , Yylsts mMdiweydddzts OOCE d
LOfdMm!y daj B' dzO oL dzs B3O dzO, dets tOMmMdzj Hiso Odz

cr mMdzd o3’ tsB dzOtclz ) d d3, Yylsts kyjlsdzOwv L Of
tOMMmdzy Hise Oded W, &' Mmowy jdsmw M o EHOdejdzs,yj d
ftiosddW stcdzdtctseo Ols! dnr ée.
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[ mMdzs 9 O dzdzO W ) 1992 GBH Iz, RI'PE NCC o
tcOMmYy toj HJ dzj dzd J tc] Mkztcmse dzz d3j tOydd R dzlsj toc
i3] s Oolstsdetsdzdz' = MdMisj dB) yYJj dzlstcOdZ B OE
s J®@®@Bd3 Meowird d ¢ shisPdetl ¢ €O ditc { ctapty dzizi EME A .

sERftesdd] sOydqw d¢EBts?2 Eyjbdts?2 LO0fdmd RI
CO¢ H&v RI PE, sO¢ d HddW o dOH,jd& ydo Bkuyyg
L dzsz 3" N dzj dedzd € O3 § j toj dzOL dzOy d ted-thsj meifyr et
dzd y © 3.

bHtcj MO | Pv4d o dzOfmlstswh jj otejdgy §tsdzr L Iz
Bdey, d LO fomdjHdd] HiMWIisddild] Mistedd
Clisls t" dzgtsC HYssHYdISr 90jIlsmw L Oro OyJ dzdz" i3d B
Yyomlilsrddgfdj dfls ©dsd W o dzw s Isfqw B OdzgH ' ot Hisdesmdz n
JGBS HAYW OtcjdgH' HBMEFO ¢ L ORo Oy j dede" &5 OH
Bscdzd wWOMM" dzOl! MHOBME JshE BEBPl! B dZSS

6 dZzOMdzs tOMMdzy H B9 @dAALE9 AGRSRHIEN | ECf, dz LS B da(
MOz » ce®@BEdr oL zZtiise OHtej Mzt  tosMmistc O
OHtej Mse | Pv4d BT dzd § jtejHOdZ ¢y desOWtced$ Odzfn€

U RIPE NCC 0O¢ pdyddaits)' o OuasjiB®&j | RWA 9
sBl widzv j Is, fsyd B3z fLjdeszdss R Wdg wdddAdC d L B § &z yd
EyoOmlsdzed S tsoe © dzOH XY HJ] LORoOIdIl! MmMkh jMmise kzs

] &Zofmistswh jj otjd3y RIPE ftshmdls ofMmjn f
mMsMisQodzw jIs tsEtsdzs 20 000 StecOdzdL Oyd?2 o ¢
H dzw Mo =sd n @fydi fipjd2 =~ Aacess, YlstsB ' f tcj H
Lz d3" h dzj dedzed S Od3d HBMsEf O € 1 Isdd3 tod MiztemOC
fn d @zr(Catalin Cimpanu. RIPE NCC discloses failed bruferce attack on its SSO
servicel// ZDNet (https://www.zdnet.com/article/ripdisclosesfailed-brute-force-attack
on-its-ssaservice/).18.02.2021).

*k*

¢l s  d3dzj dzd Odz0dzdIsd € s, dzj o dH d d3" j i d
slsfdzj ¥ d o Odad v OCIsdoe dztsmils d 1 dzj € Is tc ts dzdzts 2
"fsofmj i3 Misdets?2 " HtotsBdzj dzsts?2, dzOtclzh O h j 2  dzOb

10 1Ists?2 dzgjHjdz MdzzyBO BBHR) 2O Msse j d
stcO% d¢  BBAJO fus=fclr y O, vyt §teddj tedzs H o
Slsf eOo dzj dzdz" = O d&dudzr §j Eydlkde §j LOfdmd
fMsH jtoy Ols 1SOC dz2OL " 9o Offgstzde ch f dsdzm S dj ¢ d

zfdodmcdy §dSMmjdd, BOSCY] dLejMmlsdr-j ¢
BOWECd, ftjHMmMlsOoadzwels MsBts?2 dzgjodHddr j Ctots
WOREENGGHF, C(tlstster j oafMmlsOQodzvelsmw o Isj dzs MMt

[dzd dsclkzls B Is! jfiAs s3dtc Ofuddal g sz BSE 5 Yo |
MsHjteyd®" &3 d tMisOe Ols! MW dzj o dHd B B Hdzv
1 x 1 fdSMmjdz .

l Sdzz yOlsj oz { dzj Sltetsdzdetse s f ! BO  dzj dzlz»
fdCMmjdzj &3, yYlstsB™ dz @IGse BGlsmdz] B HBIs! + sFEF
slsCter 9 Of Isfw 1 dzj € Is tc ts dzdzts § fdm! d3ts, Qo lsts
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slsmdz] Y FOdzfts fsLotsdzw jIs Mjtco jtokz, § tod dzOH
fdm: dss B Iz f e YUBGIsO®ROS Y dBsckzls L Ofdmr o
1 dzj € Is to 5 dztizts 2-O HRAS s MowL Odedz" 2 M 3 Mistsy tsdz
dmf sdz! L soaOdzedd EMlstes2MmMise O.

] sHtsB dZ" § fd¢mJ dd IsO¢ Y J h d teigCdty dz@Ant ts
slsfdzy Yy do Odzedw ¢ tsmilsdlsyj dzj 2.

1dSéMmjdzd Blsmdzj ¥ do Odedw Mmizh jmiseakzels EyJ
dL o j ifladdisOtcC jIssdzseso S Mmjdzd dBBsclkzls BT Is
Ftoctso dzj 2 oteodzj yj dedesflsd, tyjdSd EMmfjr0O0 &GO
slsftcQoaCd ftmMdzjHkzshdas Hj2Mod?2 d Btdzj J
Mstse jdadj BT dzs f totsyd Isdodeis, dets dzO dzj ¢ s dzj

O[HdZGQ'[S, fs Mzco Oz MskzytejHdIsjdzv Hey
sOCy] fto] Hfr]lsG)adeBIs mMsBts?2 cotetslsj MCdetsy ols:

MmO dzmmts mMsseBh ddz dL HOdzd ¥ , Yyksts o Mmtej H
d3d dzdzd s dz idZJQIStGISdZer: fdMmj d3 sfsdf @ H00 HJOR!
slsfmdz] ydo Odzd Mdedff Cdj dzg Bo jH sy 1 Isd Ektetse dad
Ldazj Cstesdeds” = dMJ o, sSBtcOBOIsT 903" = OC dc
ftoj H sSdztsy | dz

dJ ts Is ts d3, Yls ts dmf sdz L s9 Odz
G4 deH § d3d %Mdlﬂseaf@ tej Odzd Mls d ydz" 3.

J [ ototst j GDPR IstejBlzjlIs, Yylstser stc G Odzgd
q’fr]ijlsdzJLisaOdzc{c{ sE&ddz) § dz§ gy gz 2 o sC ke oL
H dzw '[GJOdZCfLOI{C{Cf slsmdzy ¥y do Odedw §d&MmJ dzg 2, l
omMjecHE ]Iy S SEGHO BGdts ItejBlZJISMW, sdzts ¢
QolstsdzOIsdyj M< d, CSEHO ftdz Lo OIsjdz2 YsHYJ
Jets ftesmwls ftosydlsOls: o JHBRI) ddd t C-d?
mMo2ilsj .

s 0¢ bl yojbmw o o fzikddzy ¢ AYRA.MMOE GO ¢
lddzdisBtedlsOdzdd (1 CO) , Coltstets] HJ2Mlsokzjls
dmMfsdz L zjIs d¢Mmjdzd Hdzw slsmdzy ydo Oded W ts s
d dgW% tstc 30y d s dzdzts d3} tsB? dzdgjolDjlsdjdzd Y jlsS s MtssB N (

t6j ¢ JiNEEPEZOS s | CO dOBjtejo Ojlsmw oMC st ZHC

f 5 dzts ftcJ HBIsatcOIsd Is! McOB OIsT 8 Odzd J td
QolssdigdOIsdyy ME kz s L OctclzL € Iz & UctOEZte Q Mol dzd @ dzd e
ZOHMIstes2Cd 1 dzj Slstetsdzdets? § syls” d ep@akeL j tc
Osborne. Tracker pixels in emails are
(https://www.zdnet.com/article/spyixelsin-emailsto-track-recipientactivity-are-now-
an-endemieprivacy-concern/).17.02.2021).
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¢cSingtel ftsHIso jitgH §z@,Odziglsfs wF9 000 ¢€d
d z0dzitseo OV ddaW sted3Oydw jets B" ahdnmn MmMtslstclzH
tojLizdz sOIsj oL dzsdBO, MowL Odzdesets ) MY tsd
02 dzOz@dzdzr | CtojHdldes?2 € Otelsr | ftod dzOH dzj % C
dzdzls ©, d ddW stedzZOydw, MmeowL OdzdzOW fp 23 f toj
f Otclsdzj OB, kOS] ftesmMyddazdm' ot ot d
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{Bl Wodzjdzd Br ozl WA dets yJ &3 UjtedL daj HJ &z
Mddze Of ztemC Ow Isj dzj € 3Bz dzd € Oy d s dAOY dz' ¢ tsEHEY &
LORoOYjdzr &€ o to) Obtzsidzisf) | DIs®OJ dzso zv  fd Ml
FTA, tcOL tcOBBIsOdzdzlz® HOO HJjMWIsd8E] tegftr e IdzO0L @
Yylsts dmfsdz L soa OdzO fHftesctcOBBdesy B J MY § uj dzd
L Od dzls j tc ] Mfipls ©Otdasalz@3tfd .

1 smdzy tOmMMmdzj Hseo OdedWw S tsd3f Odedw Mstse M d d&zO
HOdzdz' j, HtoddzOHdzj YO dj 129 000 Cdzdj delstso
desd3j e dzQtwWHEZ ) dzgj S slstster di3d Hwlkze ddzsd H Odzdz c
BsBddz dese s Isguzj HSdzd GH K gi.

v OC Yy J ftesmtsyd dzd - H Odzdz" J BOdzC s mMC dn
Singtel d HOdzdzr | SCtojHdlder = ¢COls 45 Mt
d3tsB  dz! dzr d3d dzd dpdteisiglgj S egd,el BT dzO ME s i3 totsd3
ddaW stcedzsOydw e tsls 23 ofwyyuPrdwhkgRlsOah dC tso
(s stcOlsdode" » S dzd j delstso .

Singt el dzJ ftocJ HBMIsOo ddzO B tsdzj J f sHtcsB
d daW tsted3®uq’w mMMmr dzOw m+ dz20 MstsBteOy jdzdW B L T

v J dzj W lsdzdzOW C sl ©Odeq v L OwW 9 d dzO, yls ts B
MS siY tots dsE@s d to tbaddlz Is to | dzdzs qddztf stedBOYyJ s , ¢
CtsdzW dH J dzyd Odz! dzts 2, zOf ted o34 te, N Iz te dzO dz* HO

Msseh jddw { dzjSltesdedzs? § syls' .
[dz LOWadd vyt dOyuOdk ko jHtddvl!' { i
ROwkh jddd d ftjH&OCOdk §deEd o mqm&¢24wm®

ZzOtclzh j dedsjsds.o C dz¥ yOdzs ff tsdztsy j dedWw  fs s a3, Y ls
H O dzdz’ Gy il ftjHEshsOs dvis! tmmt qd &
Hsf sdzdzd s j dz' dzr & L OlstcOls L Oltsdzzls™ o8 S dzd j dzls

s ksdz, ¢OW {lzOH ednfiftixlszf)

] Jdgj eOdz' dzf 2 Hdte]j CIststc ctokzf §r Singtel
CtcOY O HOdzgdzr » B dzO Mo jteh jdzO dzj L o j Misdz o3
ftosdL sh dzts fp dzOh dd&3d € dzd j dzls O i3( , d wW BJL G
L Ists Comdzz dzsyd Odzs trdMIdH J H20dzdz = Jd3d JIs 4 6o
tcOL sYyOtetseo Odzd dzOh d A LOddzls j tej Mise Odzdz” - fls
Colstster J d&3Ff Hdzw MmjBw EMlsOdzstse d dzd .

cuoydlsr 9 OW Mmdztsy detsmils! d HJ dzd ¢ Ol desis! dzO
ftotsL tOydzr d { to jtdeinysGoe, dzw6jtis tfiadgivts w o dzw j Is fipw
dL o j mMsids®L, Odz Yuen, HisB Qo d o, Yylksts Jjets tO
EmMlsOdetso dIs!  sdzdzlze Mmlsj f j dz2 dzOtelzh j ded v .

[dz Blsd3j Isd dz, Yybsts smdtsedzr § s JjteOydd d
CRBf Oz Hoso darqd s f ois Pl dze Mo tsdma MdMmisj o3

TELCO sy ?s{ 1 gl J12R[ O { [
rRYV 1V d4d ArRsS ¢ ] :

10 ftesh dzts?2 dzgj H §

FTA, 20dzj sdzd 2 HtetsHEZC IS
Accel l i on, ftcdB dzdy ©OJ Isf
otsf totsf.
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J SB dzs o BZA @iz dg OL d3j N | dzdAB @32 BiEOn gt cetd  efsjlsedzj |
fiocsHSdZY Ojls dMf sdz L s9 Ols! f ctsc tc ©d3dzdzts § tsB
wWeo dzw j Ismpw speRisthdy, B HEZOCO] &3 &5 ( f SHH
st Odzdw M h ddzO, Yl Accellion tBi wWad(d
stsdz! s 28 wWdzgo OtgW | bts@ts EsHO, daOyddeOw fy

1Wjotedzrel | i on s Izsdzq’ﬂtBls@tdzlsd;G)@/isaﬂzlgstdZdﬁdzE
mMdm®] FTA weodzw jlsfqvw EmMlsOtcjoh j2 f(totsce tcOBBE
ydLdzj dedz 2 yqdedz Cshtstets? ftedBdzdy O sipw € €

Singtel mM¢OL Odz: cs Mtsy Odzj dzd ¥ , OlsO¢ O
dzw B dzs9 dzj dedWw dJdzd L Od3j dz u’tstSHIzQIsOJ.dzo[RJ,
MftcOodzj dzd?2 EwWLodhsMisj2, (o HsSMIsOo dzj dzedz |

10 ftotsh dzts?2 dzjHj dzi Is]j dzj € sdzsd3kz dzd € Oy d ts dzdat
mMftcOoadzjdzdj Accellion BT dzs tOL o9 jtodzkzlsts
tcdd3j dzgj dets 27 HEC ORAcel RBonw d@Of Efmisddz 4 h
mr azOw ! dzO0 detso Iz EwiLeoddismlss |, fteslsd e
COLOdsMm! dej t WWJ SIsdgdz dgc O ©aazO mdzts F itsringid]
ssd3, tdz tslsCdz6 yddz mdmilsy sz FTA.

1 sfdzj Hize h d2 f Ogls O oBdzjodz 3tO] HUWsdzo Ot W H dzw
EwiLoddisfmls d, CRlststcOW fs Mzso Oz Y J tcOIstste
CSGHO Brdzd ftejHfteddwisr sthdRff OdgdY Agc delOLiag
JeGB 8 Isd3, yYlsts jets Mdmlsj &30 &6 dmO fiph) dgj'H s
Singtel 9 WjottOdzw ¢ tHIse jtoH ddzO, e (Eletn Yu.O dzd;
Singtel breach compromises data of customers, former employees // ZDNet
(https://www.zdnet.com/article/singtdreachcompromisesiata-of-customersformer-
emploes/).17.02.2021).
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ChoMmstcOkI2MCtS] fwOots O HOE j 6 {§l
LOfkh jdets 1 dedew @) fjtear ds ltOdh j &5, t6j>
sB kY do Oded v , stcjBlyhdd sl fsmlsOoh d
ftojHisMisOo dzj dzdW HOdzdzr 7 s RS .j dzZsOF 5 L Of
mslsw fjtcer 2 ktOdh CDR tldshdkshmns St sl
LBz ttjyddkz §difgejBde®@isfvis,) dj S sdadBzddS O
[ Odzdz" | dBsekzls BrIs! ffjtejHOdE Ibtsdz ¢ OC!
(ADR).\ 8 Ekf sdkzdsd@ktsyj ddscts {5 J dwsttddy dpde Md t
dbdze jdzddz AOdzr ¢ B MIBEtsdl Ists, Ylsts ¢Btsdz! N
fsHOI! LOWoClk dz® §tsdzkyjdedj MlsOEMO ADR.
cl dzOMmlsswh jj otjdw Ctbfdr j Isj5 detsdzise
MsydOd dr 7 Mjlsj2 dEsckls §sHOl! | @rydk] dz
HOdzdz" = ©® Mnajdj CDR, tHA&OSC W §tsddB30s, vy
OCCtojHdIsso Odg, d Zaigd Bdzgj C dsdas jefjlisdizr j C ®@ Oded Od
fsuj B tdd Ksckls §yj dkols: Hd&Y oo dj uj deg
OB fls COMERE OO t5dz0.
lrfskfO% fjtejn wfjydod d &§ Stdidljls
sjhdsksedvds d ©jcbdvisttedy &3 Isj o dsese v o3
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ZOH Y dz" = LOMNdIs ©® MmMdMmlsjddi CDR WwWodzw jlIlsfqw f
SIsH j dzt dgf = dzdy odzpteticeOdsls @ dIs €, dhls@Is B tc OB Ols'

[0 BBiMicslisjdo Isjd, Yyt 1 OS¢ &
HsMiskzy ¢ Bd " jd@3z SCtdzdyd Mlselz HOdzdz" n, Yd O

CC HEZAGO® ;L Oylsss "dicdz" ~ dBOMMJdo s H Odzdz" n
dzj S Slstster 7 Af dipPesWds@edsOdzr = Mjlsj 2, dzj 5B R SH d A3t
YlstsB’ dz¢ Hd f sdzd BOdzd , ZO Ykt tdd Mt dzOoh
fslstcjBdlsjdzj?2 BEHjI Bl jHddzj dz2O T 1 Isdd3 |
Msydodz: dzr -nCipL OUr &, 0dz! € .

cl1 J SBlststergo ,d LW teH{EINRBOE , Mow L Odzg" ) o' 9 SH (

dL 1?2 dJdaW stedz3Oydd, d tdz0 &y jls o ¢ dzs yol
dmf sdz’ L s Ols! MW MftsMsB OB, SColster ° dz¥ Hd ¢

[ 2O L OHEBROEZOM! , MuyudkOojls dd SSsdidlsjl, 1
HsfMiskzf ¢t ofmjdd HOdzdz o3, ddzd J Mmlis: Emdztse
CdW dHj dzydOdz! dz" &3 HOdzde" B, Ctslstster | 566 Od

¢c[ Mlis: d Htokzcecdj ftcsB dzj d3" Mo w L Odadz" j
dmS kmMmlse j dgdese s ddzlsj dzdzj € Is © ljtgq 133gsiGJz+lsq’dza§
dzj f totsL tcOydz" d©3gd Hdzv f slstejBdlsj dzj 2 [ d sisth z wiageT d
f tctsB dzj d3, Mo w L Odzdz" ~ m f sdzlz y4 ded j 3 i sdzd;
ftej HBMISOo dzj dzgd § )3 Mtse zOMd v, CSGHO orf o nt
sBtcOB 5Is ¢ ¢ ; HHEDBAAR drdz© 5 dzO

YOfr]lsdzf' Zzd yo ddizj s ls otsL sy desfls!  sHOIsH
dzd y dz d dzW stedzOydw dzJ sSBtcOB OIS 9 OdzOM! :

L OC deisHOlstszr]lsaG), d &z OAIC Brdzs 20 ¢ € tsdzgls

cu dzOf JjMis! todz Motclsqadzs ozt d ,C sb@®Gr JYls &
mMdMmisd d&3d , dzy dzzy dzs tStedj dzlsdtetseo Ols! MW o  { te(
fMH j dzOIs L Of totsf, fsi sz ded ftwedHEls o
Mtslse j Ismésafltsswhnflzgd zO L O3 Misdlsj dz@ S sRBdMMOtO

Is JJ MmMdzslbdz, 2¢L CsdzlsOCIssea 2 OAI C BT
LOftesmtse od MojsRw W qUINOf esmse d tHddz ¢ Blsyy

mtslsw Lilsd ydwtsr dzj 9 § dzd ¢ d , AOdzr € ME OL (
dz H j 2, LOHJ 2Mlse tso Odzdz" = oy dfmddsls jsdgjH,] Is s sedoHn®
o dzj H tcJ dzd j.déAsha Bargschow. OAIC cautions giving big tech access to
information under the Consumer Data Right /l ZDNet
(https://www.zdnet.com/article/oaicautionsgiving-big-techraccesgo-information-
under-the-consumerdataright/). 12.02.2021).

*k*

¢l tcddzv Isd j -Misuvtaxfdlsdz EIsj y< d H O dzdz" ~ d clkzfmls
LOBstesL ddzts toj OCyds stcj 2 H jtotso ZzO ddzydH
fcsCOLr 908ls dztsor J dMmMmdzj Hise Odad W .

10 YMmdzjHdejd HiMWisddzjIisdy Mmistej dgazj dad y «
BdLa&ifHtcOyd?, FftcOQodzj dedw d oL Oddstsilsdatsh j ¢
sHdtotc] d3j dedets fm EdzEyh jddj &3 cdedjdzr GCdBj tof
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-d tttcOddf Oyydzj gls Mistcj BW Isw ¢ 56 tesdzde 3
O¢yd?2. HJjda o tjLkzdz IsOIsj .

4 56 dzO M dats f sy jHAB| M3z figls s d dits iy Is Zls,j y< c
Cstof stcOIsdodz" 2 MjSChtste By jls twWOMMydisr o Ols
dB3d dzdzd s dz©@ -HAEsZARO tefippdalz YO Stokzff dz" 7 ddzydH j dzls s
LOfdmMwdsd Y wlstcjBdlsj dzj 2, ts dz dzdizts O3 &z O @ S alzAD ) Is
EmistceOdzj dzd § dzOtelzh j dzd W .

1 4 Stsltster j] Stk Odefoz { SvflEBsds Mstseh O
H Qdzdz =, BlzH ! sts lsCter IsOW CtteL d dz0O, 9 Is ts
Mz yO2 2OV f slsjtew ddaW stedsOydd.

JHBOCt Hdzv ftojHitdWisdYyds BsttdzR W ¢ & z3@D
ter dzb O, dzj MY sMtse dats s tcOMf SL dzOIs - Elsjyck
gdizjIs' tjOdz dzfr | HBdzectsMtesyder | § tsMmdzj Hiflse W

10 1Iss?2 djHJjdkzi] CompgesEtd eclsH st ks tzEH H g
Zlsj wOdzdzr = HBsekzls ff so dzdWiisls s taz@®@ W j=igr O L @Sday d 2
MowLOdzedzr | M CSdBjteB jL B Ofmdetsfyls s, dzj o d3j ¢
ter dz2¢ O, C0O0¢ ftsyld HjMwWIs! dzjls dzOL OH .

l 1lssd3 etsHEz dmMMmdzj HseOdzed] o' wWeoddzts 34
Elsjyj ¢ Hs Ooizttf Chdzd B dzd odztBdc@dia{ d daOIls j |y
9 C dzs yoOs h j2 dzd d3d dzd J SHdEts &ddazdazdsdd L
tcOMCter sdvw ddW sted3Oydd d OSIkdedesets dzd s d dz

[ Mls dzy S Blstster § tetwOdzdyd dedvw dMmMmozy Hiso C
resteCd dz0 tMmdese j € toflsijjte dbjdad WCiadrgp alrdi deCedsft
tesBdzj Bz Ctsdzdzj SIsdodzr = dME o .

crMmMdzd EIsjyc O HOdd -~ ftdeotsHdls & Elsjy
slststcOW ) Cedzj ydesds dlstsae j ftcdotsHdls ¢
sd3f Odzd d, d Brdzt HGBECOL Odsts, YJsxs0 h ez dztf LO@A]
deW stedzgOydd, ftesmsydoh j2mw o twjLEzd sOIsj

-lsds, 3 yO¥ Is  d mfjdeiBH updEsls jidds[s ftedo sHdIs €
13d3u’Odzc{W 9" CAzZOHT 9 0OjIs d3d dzdzd s dz' HisdzdzOtets o
Ists  dzj faefpdym@®HdIls, d o fdzOyde 04 & § MkBR
tesfmMists dzgj r9o90OIOjIs HOdzdz =, Yylsser MmMtslse j |
sCOLT90jIs COC 1 Isd tcOmMeyjlsr odzdwels dzO@ yg

JHBOCtS dMimdzj Hse Odzedjy ofMj MJ o©rweodzwijls
JdZG OCyd?2 oL dzcB3Odzdes?2 CRBf Odedd Isjtf jte!
dzd 2 M Bk dlsO® ttoOmStr Isdw ddW stedzOydd d
ted d3gj tedets yjtejL 1 110tejtsiroddeoufds jrdz' famizPa? | @ dp@zzdoL
SH Iz Ute;rn@’lstﬂsjztsm@@mddjﬂsslzf@HGlsl 9 Mtcj Hdz] d3 dz

1 dL SCOVY HisAatsHddesMis! Nasdaq o -3nthjo%, dzjdds 2dAG
dZzOtelzh jdzed?2 ftedeojdzd € EabkHhjdzdt C0OL Olsj
fsfdzy deOtelzh jdedv 65 McOo dzj dedlt fifife J Hiddg lsy #y
OCyddetsdndzd dz©@ 2, 6% HB dzOtkz" jdedw d Ekf Odzd

JHEO fteddsj yoOlsj dz' dzOW Isj dgH j dzydw MmtsMmilstsd
Csels® B dzd o Mmilsgigf e’ B BEgE dzj d3J H dzj dzdzts?2
A J dg &z 0o0¢ydd Z{ Odzd Btsdzj j Mk g @dzd 4 ,dzdz

Q= T > chcr,nn-—'p.,nn = O
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o sMMlsOdzatso dzj dedj OCyd?2 Istcj Btso Odztsfy! © fMmtcj H
ftosdL sh dzO EklIsj y¢ 0O.

r dzv Eklsjyj $ HOdzdz =~ , ftesdL s jHhda o fjt
yjdzr O0Cyd?2 Brdzs cdgjdaj MmJte! jLdr dge, Ui
Missd Bsmisd dBIxHEz "jiMmiss s &jmMYyyodd Hts d s
MemMisOo d&zw &zO d&3j dzd 4§ 1 %.

ylsts COMOjlmw dOtekzh jdd2, & Ctbtst' o Mt

otsmmlsOdzso dzj dedw yJjdz fslstej BB Odztsf! Gtoed d3d to
dzdh @ ¢ dzj Kzsge o Isjuyudddj "NiMmlsd dBiMYyjoe Yt

#ts56 dzOfMdgs Comparitech, dzg© MmjcetsHdW" dzj 3
blsjySd HOdd = CtsBfOddd, SOL'o0shdj Isjn
5SEHO GCOC CtifOddd djSkttdds? &t@addg
cBddz Nj efmjcetse.

¢l Otelzh j dzed W , Clsste" | ftcdotsHWIs ¢ Zls |
ddeV sted3Oyd d, sSOC B2 C0O0¢C k] tc® SCtjHJId ~
MtejHdz) i3 ftcdoatsHWwlIls & BtsdzjJ B' Mstesdgz § OH j dzo
lsj COs s BjHApJdgy d OEAtztaly 6 d deV sted3sOyd s dzs o |
sdzd dzj tSBWYW L Olsj dz/ dzts- tflsif dsta]@rJO © didh fipdisjde ©ojCElS | dz

] dzd v dzd 4 Zlsj ué¢d HOdedz" = dzO yJ dz 0¢yd?2
Fdzy dz h OjIsqvw 58 dgjtcy Istsc s, COC f Odgmsldg'ts o ( f
Colsste” | OS] Bseckzls lstedyOlsj dz dzts f tso dzd v
dzO0ff ted a3 to, B 52, 49 o Odigiidn W L OC2dd P MizHJjB
tclzC tso sH Mis 9 = (Chdrliedsznaizthvestor data breach ‘fatigue' reduces
Wall Street punishment fo  cybersecurity failures /l ZDNet
(https://www.zdnet.com/article/investalata-breachfatigue-reduceswall-street
punishmentfor-cybersecurityfailures/). 10.02.2021).

*k*k

¢c1dcOdzls Mz JtcdzOteC jIsso Kroger §mlstcOHC
COC MmMbzzxsed,L kg MFPVw HEzY BJLSTOMd?2 §Jjtcj HOY
L dzslzd3r " dzj dgded € ESCteOdzd WO

Kroger- sHddz dL Ctelzf dzj 2N sL dzd ydzr = Istste
BOGOL ddzOd3d b BBo d&sOIs®A@B SISO jIs tsCtsdzs 50000
2019 ctsH =B oigMjls Ao2ddz d3d dzdzd OtcH 58 H sdzdzOtcts 9 .

l yjteO sttsejtc Msseh ddz, vyt ded BF dzd § 5
EwiLroddiismisd o ftsctoOBBzdesdz 5B J Mt J yud dedd Ac
CteOMmilsy HOdzdzr | bk St Oded?2, dMfsdz L 28 hdr 1

e BC zOMdets MstspN G Hzdf Odgde” Azls s 2B dzd € 59 Odzdz
ftosddeW stcdsdtctso Odz Accel |l i on B drn d2Otelzh j dz
ftoj CtcOIsddz dMf sdz! L so Odedj Mjteo dMO.

Il ttOdRE OrR tOmmdzj Hiso Odzd™Y OIOSCd stetse jtc b
dzO HOdzdz' | 1 tots H[ZADIs ts sotLedsy yBO ¢ QlLdzW ts to[d3Odg@® s ts¢
tcjLizdz sOIs] oL dzsd3O B'" dzd BB dZOtelzy j dz" H Odzdz" j

¢l dzOMmilstswh jj o tcj d3w , smdzser 9 OwW fiy! dzO
Accellion, dd dz©O d&Oh jdz M Milse j dzdetsdz tc §fmfmdz
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L Olstetsdzzlsr = HOdzdz" = dBSEkIs o ¢ dzt yOls! HOdzdz J
SfteJHJdzjdzgdz" J LOYdMd OfIsj ¢ d Bfted HJ dzj dedz"
cl Oydes BlsdizjIsdls:, Ykt {1Ists dzgj f tseo dzdw dzts
BZ3OG OL d d&z0O; ddeW stedzOyd ¥ j lasts o¢ ten) HOtelds G- ; d daffdzdH
LOY dmJ 2 G-tz tizhzgazé stetsG jto o mbbu%JMm@M&uw;
st jtc L OWedzv jls, Yybsts tsdzd Mmoo w L " g @zvisfy
f sMistcOHOoahdrn Kroger ftojHEZOGO]jIs 6tsH B MY
dIsOCd iAcnceddgj tls hdqesSCsj oddwdzd g
Kroger - dzd h 4 SHd&ZO dL Isj n, Yybsts §tsff sdzdgw j Isf
MistcOHOo M dn tsls EwiLeoddtsmls d ) mitcoadmi
fsdz LsoOdzd o tsmdzjHdzed] dzgj MEBsdz! €5 d3g Mw

MitdHddzjAcike 27 O oW fiptssts B & daddtd, z Ltp O¢ I
f dzOlsdkzj &3ts? EwiLoddismMisd dzzdzj o seG 8 H dz
zso ) FRAB h dzj dgded € d dMfsdzr L sea Odzd 1 Iskz &z
f Odad 2 , Clsste" | dmf sdz' L soe Odzd MJjtecodm
J&BO@d d ¢ Otclsdzj e O3] .

Accellion orfimsdd 0y dO [ tyHjMlse s
fsdzzyddzd eBdeso dzj dedd d Htedd3sj deddzd J G5, L d
Mo sd d3 H Odzdz" d3.

14 Stsbster § dL  Isj A, Clsts f sMIstcOHOdz tsls ¢
Istcj Bs9o Odzd j d3 tob dfr L fde) dasiss] ¢ isdr, 9 ftotslsdo dztsd3
sf B dzd € s Odz" .

Il smMEsdz €k md tcoa d M Accellion FTA dmt
sBtOL 59 Ols j dz dzr d3qd Zytej y HJ ded W dzd d G sMizH
ftosHsdy B sz yOls: MmMtsseh jdzdw & oL dzsd3i H:

1 i Hh dj dzOtelzh j dzd v  H Acdetlidnre, ¢ dfy sySg@klzdz
QIMR Berghofer Medical Research Institute j L J tc9 dz" 2 BOdzC ,1 59
boMstcOdzd2 ME e Cod3dmmds 5 yJj dzdzdozt &8 @ sz g @&
OzHdIsBteO® h IsOIs(O¢ SIAGD dddzenisetsAlarams. Kroger data breach
exposes phar macy and empl oyee dat
(https://lwww.bleepingcomputer.com/news/security/krogata-breach-exposes
pharmacyand-employeedata/).20.02.2021).

*k*%k

1 Otelz" jdzedj HOdzdzr = Singt el

Singtel, ttht@pdod®ssdd ds2 Meowrd o 4
5 oL dsdj HOddZ R, of LoOddesdE WL odddsihls: ¥

Culbttesdadz" v MdMmlsj GO edj dzO0 % 02 &ZO&J,
ZOL o Oded jd3 FTA, B' &zO ftsHO jtca dzgzls O dzj L @ &sdz
Hdzw ddzd tcOdzj j daj L o jMmlsdzzs EZwL o ddstsmls! . S
Jdzo stedgOYd j2 odzklsted SCtdfOddd, O IsOCY
MssttsdOkd J tocOdald@YydSiBuet el o j s ugizdded
gdzydH jdzlsj BjLBY OMdesflsd
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U JJdE B3k dzd € Oy d s dzdzO W C s3] ©dzeq W dzJ tcOMmEC
fsdzkyjdz Hsmsizy o ~SBH] OLOSCC, d LOwedzv |
f sMistc OH O dz.

"oydlsr e OW Mmdztsy des s tcOfMMmdzj Hise Oded 2 , ]
syj ez oL H]j2MIlsodwvdesdg rf tictOBHSNS|O, | d3y lots Bifte syl tc
sBi jd3 HOdzdzg" n, € Ctlstster &3 f slsj dzyd Odz! dzgts BT
&Zzdyoddd d wtteOdzdL Oydw did, dJdaWW sted3Oydvw el tslis st
ftosHisdzy ddz v ddzclsj dz.

] sts otcj Y GCOC tOMMdzj HostoeDdzd |j O WM atcdr'H jisisiz
slIsC dzg yddzd mMdmlsi s FTA, C0O0 ftosotsHWIs tcOf

sOC Istsdzr €8 BERZHjIs SftejHjdzjdets, ¢ yjkkz
dzOydzzls MewLr 90Ol Mw M L Oltetsdzgkzls™ &3 dz¥ H ! 3] .

Ql MR Berghofer 1OCy] tmMistcOH Oz

Fdndyddzm€ d?2 d igfgdzjohdsplaissiidis M@1 MR Ber gho
mMietsHdzw B EISjySjy HOd ~, 9" L9Odds?2 mMdakz>
fsHtotsB dgzt ddgW stcdzOyde s Istsdz, ¢ COCt2 ddgW t

1 s HOdgdzr &3 dMmMmdzj Hse Olsj dz? ME e ddeMisdIskz
H OB tgW 2020 ¢tsHO, CSGHO L dzskzdgr h dzj dzdzd € d
ftosyj delsOds, dadzd 620 [J1, HOdzdzr R, ~"tcOdgwh =~ f

Ql MR Berghofer LOW o dzw j Is, ylsts dd ¢ sd
EmMlsOdztso &€ j fOyO® Accelli @n W oc@a®c?2 0202 L |
o jHtsddddz dr B btsd3, Yt k ddrs ftesdL sh dzO L

¢l Jjtcots] BkojHBMREZjAdJ] QI MR Berghofer {¢t

R

CBHO, CSEHO Cud@fOddy fshtejlstse OdO k
BjLsi OMmdesflsd. R dalsisSsdeslsy d dzj o teitwiz) tet@ipsds dzts
ftoed 3 deddz dMmy cOo dzj dzd j € .

cAccellion EojHtsddddz QI MR Berghofer ofts

J g5 3dad ded ¥ , RdzMisdlskzls ftsmistcOHOdZz s klsj y¢
Htczedr OofMmltcOdzd2 MSde d AdgjcyeH F-dg@stdseH dffdz Qo
Ber ghab g n tsasdzaz dzd o © glzddzCh Mo sig @R s jj .B

RIMMdz Hso Osj dz2 MEd2 ddemisdlskzls L OWo dzv j Is,
fsdkzyjddw d ®lftctOoCd HOdzdzr = 8 € dzd ded yj f
ftcj  OtcOIlstse, d§ A CHQdzdededyd B s Bl ssd3 § &5
OteBtso qczmse .

JHEOCtS fjtjH MrtcOdzjdzdjds ®© Accellion
byOmlsdzdS O My sOded2 ftedmo Odo O% s s
clBjLddyj dedzOv ¢ dda¥ stekOYdY, 7 tcOda® Ply fi
ddzd ydq odz , HOIlz tsY HJj dad W, otsL eOMmlis, f tsdz

Cdzddzd yud MSdr dMfr sOded?2, 10O BOIEHtgr JC SHE C HayyC
MH j 6 Ols OdzOd3dzj L. dzi dHj dzsdW dydietseo Odzdztsc 5 -
Ql MR Berghofer OGSy} L OWodzv jfifsisls tolsitsizd €
mMizyxer Accellion FTA.
[IsMmizlsMmilse d j dHjdelsdW dydtelzs h j 2 ddeW stedzOy
Eistes2 Mish PzEDAS Hobkn Ctdyon.
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mtslsw  ded ¢ OC OW  dzd ydzOW JdaW stedsOydw  dzj B
Pyofmisdd ¢ dmyrisOdedw B'" dz HJ dHitdelgd &g gy to € asc
sBtsL dzZOyj dzdv Jjcets, QI MR Berghofer dzgj dd3j 4|

¢cfr daj d@BYJB MewL Ol Mmw M Lisddd Eyof
fslss®iz ylsts d3F dzyj L d&zOJj d3, Glsts tsdzd, dquges L
dzj 3 dzj J , -lsitddgdin lsizdBECHf FsB dzj 3F  Jdzd J A3z dzk
qdeW steBOYdY, td Bty jls MoawL Ol v ) dOBd,

¢fr MmewiLreOjamw M dzO" ddi3d § Otelsdzj t6Od3q
Hiczeddsd L Oddzlsjtej Mse Odedz’ d3d s ts tetisfzOmdzts yds
a3z’ Hy dzZOJ d3 Hdzw EMilstcOded ded v 1 Is 5P tsWoljdiptgjWids daR
Berghofee. (Lawrence Abrams. Singtel, QIMR Berghofer report Accellioelated data
breaches /] Bl eeping
(https://www.bleepingcomputer.com/news/security/singj@hr-berghoferreport
accellionrelateddata-breaches/)11.02.2021).

*k%*

cl tosW j Mind s dzdz'tsdegt8 jj Mdspis SitePoint B dzOt
smdzy Issets, C0O0¢ dr B L9 OIlsjdzz MEOW BOL
stsej BJ M dzOIs dzts { tc fiPts WetsdieGArplys. dz0 = OC j e €
SitePoint-1 Is 5 -fipOQj2ds, L Of kh jdedzr 2 © 1999 GEBHIE,
mMetse M jMisos, -fBY ¥HijdhtzpzOdd@e d OBPL G &
tcj dsd|lzzdzmlseo 5, C bttt ttBjMfjydeaOjls HBMIS
"M izy§ dzj dzd ¥ o3
] Ctsdzyd Hy OBt 2020 Get8HO Bl eepi ngCc
H Odzdz" =~ .
JHd&ZO dL BOL HOdzdzr = B" dzO Hdzw Site
MSHjy Oz BB dzdzd sz f sz L 89 Olsj dz2 MEdnm L
l Ists oatjd3dw Bl eepingComput et stclig®W
sO¢ d dzgg ftsdzzyddzd e jlsO dO dOhd e tc
26 WwWdzo Otew 2021 GEBHO L dztskzd3r hdzj dzded €, (
f sH J dzd dzfpw BOL ts2 H Odzdz' n L e ar n aledrnableccamm
fjtoj 2O tcOo dzw jpeintde®. HE5ARj dz Si t e
ClsO BOLO HOdzdzr » MtsHjteydls 1 020 959
OHt] MO 1 dzj Ctesdedzts? f sylsr , nd N dtese Odzdz" §
IP-OHtei , dmMftd Lo Odede 2 ftod wWjcecdmlsteOydd,
SitePoint tOmMCter 9a0jls klsjySk HOdzdz =
10 1 Ists? dzgjHjdz Htsdz LB OIsjdzd SitePoin
i tsdzlz y O dzd 1 dzj Clstetsdedz J fdm! BO M 9" BsSGOIs
Ctcdflsso Odz¢ s dzO OHtej MO, CBlste" J, Tt dn
dmMfsdz L so OdzdMm* Issdz? €ts © SitePoint.
Ismdzy btess, CO0¢C 1Isd ftd LsoOlsjdzd s
Zlsj ySk HOdzdz -, fsHIse jtcHd o, Ylsts L dztslz dgr
HOdzgdz' | BkZyOfmisded ¢ tso .
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Cl1 JdHO9 dzts 3" f sHIse j toH d dzd , Ylsts ddaet cOMmls
Istcd Is+ j 2 Mestsktseizs2{ sg2 OIsOCd B &z f sdzkyd dz +
HOdzdzr d3 S dzd j dzlsts9 e .

¢l COydmlseaj d3j ter ftcj HsMIsstetsy dzsmis d, i 1
B3r MBsmMddzd §Osdzd HEZY oMmir Eydlsde = L Ofc
Mo sdzse . 1 Mmdzj tolzs o SR HIg B, 9CtSEH@PoOi nt ,
dzso " 2 (OOl dv jIs SitePoint ) Zlsj y¢ J HO
BleepingComputer.

SitePoint mMtsseh O Is, Yls ts nOC jter i s
MR esd] Isdetso Odzdztsc 5 Mlis 5t ts dzdig] GHsdzW] dafgits dedzIsiF:
dr EZydldts?2 LOTg&FoiGntt HQdlsOj Is, Yyksts m fts
ECtcOH jdadz" = Szt yj2 API L dzslzd3" h dzj dzdzed €  O3ts
BOLJ d MmdMmisg d3j .

Mmtsilsw SitePoint dzj tcOmMCter 9O0J Is d dzw fn)
d dzmige dzls ©, dzts fiptf O plds[ i Is vola jdiss BO i dmlEss)ig g
~nO0Cjter dMmi sdzL dzis o0 dzg ol d® nf SR jltsdsd 2 G BH.
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Lazzarotti. Maryland Joins New York with a BIPAke Biometric Privacy Bill //
Jackson Lewis P.C..
(https://wwwworkplaceprivacyreport.com/2021/02/articles/biometric
information/marylandjoins-newyork-with-a-bipa-like-biometric-privacy
bill/?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+Workpl
acePrivacyDataManagementSecurityReport+%28Workplace+Pri9a2¢+Data+Man
agement+%26+Security+Report%29#page=2).02.2021).
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O'Brien. Uber Denial of Class Actiori Alberta Court Denies Certification of Privacy
Class Action Il Blake, Cassels & Graydon LLP
(https://www.blakes.com/insights/bulletins/2021/ubdenial-of-classaction
%E2%80®093-alberta-court-denies).18.02.2021).
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Vietnam: Draft Decree on Personal Data Protection Issued for Public Consultation //
Rouse International Limited (https://rouse.com/insights/news/2021/vietrdwaft-
decreeon-personaldataprotectionissuedfor-public-consultation).16.02.202).
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of-Cybersecurityin-2021-and-Beyond87018.html).16.02.2021).
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CtetsHC O, dL d3j dod IS¢ O Unjefridde Jjff Qdpzittalrd f to j H sMistsStc

Mmtslsw 1L Ists teOL EdzdzOw o S tsd3y dzgH Oydw o Mmd
tcOMYf tetsls tc ©dzd dzO M+ O sWdMmder j Ctdi3f! v s ter
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10 HOdzdz 2 Bsdzj dels tckzSC tsotsHMmlsets kdzde j tofmd
MesC s of fsdzdzj dzdW L OH Odzd 2, fjtejdesmy +CL
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llascu. Lakehead University shuts down campus network after cyberattack // Bleeping
ComputerE (https:// www. bl eepi ngriversitp ut e
shutsdown-campusnetwork-after-cyberattack/)21.02.2021).
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Malvertisers exploited browser zenay to redirect users to scams // Bleeping
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browserzeroday-to-redirectusersto-scams/).16.02.2021).
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JHBBOC 1 8B ydmdzs day oG dz¢ yoOjls fftcj H dzts)
My kgayeddu (fBHOdRME d&O OkCydqosdz] LO 25 B(JdI
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1d BHddeddr, §tatsyd,-L@iBpLIEZBEOCE Bsgda YJ

10 15MM0 HBZEZOtttss Y sCkf Olsj dz Btse  f sdzk
CsBf Odzedd MtejHdzl 68 tcOL d3j e O ) dfj inde@dss ¢ g tdzd
Yyjdz0 9 yYjlbo jtolstsdsa CoOtclsOdzp tstigtsfls Qo digz@ @ 96 8
Cslstster j] Kela EZoadHjdzO © Mmjdeswetcy 2020 G BH

o 5SS dZOW MEBBO oMmjr HtojHAsYjd2, CC
fjtedtsH, MsmMisOo ddzO 1 2R0L9 dBBO e eyshS du
SlsCtc IsT 7 tOLESotstcOrn Gz BRE df Myj ead d 1 I3 j 260
MeMisOQodzw jIs Istsdz! €58 14% s eMjcet ftoj HAzsY j d

YyOMmisdz § HJ 2O

15 MtcOodzj dzde M tejHT Hizh Jd3d H Odzdz" &3,
dzdy J HdZOC B 1 Ists dzj HOjIs Istsydetsets {f tagtschips O
sstcctso sG55 H tsEds@Y O Kzefl tsadpdj dg@f.dislz y O v d mis d,dzdzts |
ZOMEtsdz! €5 Bodz! 52 1 Istsls " datsS ¢L OQoadMmdls s
ftesHO8 N djMmw HMlskzyfr ddzd dzjls. e

fdMmMWy LO d@iMWYyjd o Ujbojlssds $o0OlsOdzj
CMmilsd, 9 Ists oatcjd3w COC o HtwjHrHEN jd&B 4 tco
tcOL ter 9, GCltster 2, o j oV Isdzts, BT dz 9" L9oOdz Is_
fsMicj Hded S OB ddzd sCEZfOljdvddd o YyOfMmisds
f smststesdzdzd n. dMMmdzj HisO Olsj dzd .

cBE0 cdftslsjL O MdssOdd dO It WOCIlj,
HsMsEf © B ydes f dh kIls, ylstser MmewL Ols: iMw
dde¥ stedzOyd e s Htkzedn HsMiskzf OF, Ctslstster j
fsojHjddj Mmkh jMmse se Ot b MOy J o i tisedzf) daC
Isj dzH j ez &8 C | tor Yyofmlsts ftoj HdzOc O Is dzj ME sdz! €
fsssCy d fwsmMwls §slsjdydod! drf -~ sz Olsj dz
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I €Oy Mmbej Od IsgAazadgOlsd ) B L @4 Mtbdse o fd3ts
tctsH Qo yr ZOYyodz' detsets HtsMiskzf © tsBI Wodzw b Is
tcdodzj yj dedv  OQtelsdzgj etseo, d MlsOdeseowiIsimw W ddz
] ISH sBdzf J §to] HdzsY Jldzdm tc lmts dic jBHIE tESjlste . M S S
rodzs7 sBtcOn j dzd 2 ¢ Citrix dL MscOdz  J
ted B rOlziolzr‘i yd dzgd .
mtslsw d dztse ' § , d MmO
toj HaztsY J ded W ) u;lsa;tels d3 CoOlsOdzj 2020
Lo dMmisde” § detetsCdz §jBal dz§ddz@®@ whmb JLtejHC

Hstetsednr fftoj Hdztsy j dad W A .

JHddz dL 1 Isdn IzuG)fnlsdzq’lea, Clstster 2 B '
Judmdzd dz Istsdz! € ts 90 ftojHzsyjddY o ¢lIs
sMikzH Otmiseo j dzdzts i3Iz letsx(uztdzc,OxGHscbdzcﬂO d C2s@z' @D @
s O0C 5§ ftsoJHj ddj nOtcOCIsj todzts H dzw Btots ¢
i Oljdzj?2, Ctbtter j fjtcj Otz sdgf ¢ sztf tc B
B dzd ydets?2 yOMmlsd WstekzdkzkG, yYbte' L OCt" Is!
| tfdsodtsds Hisffskzy RDP, VPN, RCE
yIss COMOjIsfmw ftejHBSMISOs dzVv j dBse 5 HBMiskzY C
1 CMtf dzs2 Is EHOdz] dzdzsets tcOBtsYyjets MissdzO ( RO
ftosHEZCISC Is@i tBMsidzg.j 45% ofMmj- ©dHBO.
dtejHd d&BjdzgjJ tOMftetsmMistcOdzj dede’ = Is dtflaga z +
etesL JdSClktstedw sdoddzjody BBdzOtlzy ddzO ftes
d zmilstc Odzd dzd W dzj M tcOo dztsmlis j 2 D X Net Ops
CeRf Odzedd, SCtsltcOv EftcOo dzv dzO O!1 e tstels tsd3.
1 smMsdz S Bdz dBsy s -dqogidddifsddzC sk g 2 ,
d ffdz' L s Ols HdzZw BtSCBotets fjtoj di3jn j dedw, Y
 sMiszf yjtejL 1Its 1 [ Bfrdz ftesHOdz L O yJlsr to
#Od3r | HBWtsedj HBGMIsEZYT (Bdzjj 100 00O
Yyjlseo jolstsdz € o Otcls Odzj 2020 eBHO, ¢ QfH@bzdzin F
stceOdzdL Oyd?2 o wz¢d, o¢ofMmMstcOdzdd, [ JjSMIdCJ,
dtcjHd fMistcOH OaShixfdglf O dzthdzdstc jRju o M j G 5, |
Z{f tcOo dzv j d3" ~ z mdziz ¢, sBjMfjyde O hdj H
Isj dzj ¢ sdsd3z dzd € Oy d ts dzdz” - tstels] @Xzd jdte r , d dastg fiplt
ZutelHj dedY d Stz dzOW dgj W Isj cOL s9 OV C s Odzd
14 Stslstster | dL Y Jwlse B" dzd MEsBY tesdzj Isd to
f jtco s5dzOYyOdz: dztsets ftojHIEzBY JdzdWw HEBMIsEZzY O, ¢ C
CesRdmMmdj 2 5 MscOrRtsoOdzds d 6 OtcOdzslrfds@iz [ digC
Mz dzj d3j dzi § 17 0dz@P@dzjH tHdjdEORes @S cof @ddsjcds O di
LOh W tctso OdzO d.n Sl s Isj ter
sstee o yYyr HBMbizftsd ¢ Mjld ftoHtsdy O ls
fijteolke tsydtej o difste sty @miffizr &zOdB sdzj J OCIsd o dz
Crasty - 9 tihdzso desds ftoj HdzOG OjIs HEMIskzYy ¢
boMmMlstceOdzd d , ANtecOdzyd d, 42 ¢, O OCYJ C tsd3tf «
Clstster » Wodwe sipw Edzdo JemdIsj IsOd3] .
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pshmm- § tsH @@ ISECRAM tBhHdzse dzsdz Od3j ted € Odzm € d
dmyf sdz' L ¢ b d dageEngme DesktopMGemtral

drumrlu / 31 v4dn: sBiMfjydoeo Ojls dgdetsy j Ml
MeisREftecsdzj sdelzy Is f tctsG tc Od3d3zdats § sBJd MY J ud da
st OdzedL Oyd 2.

Barf: B ydes ftesHOJjIs Isdf HtsMiskzf O RDP
AtcOdzwdgdd,, J1tOLddzdd, RMFOddd, RISOddJd d 41
7hOorflnn: sB " Ydzts ftc] HEBBGAZSE S d RCEB
MiBRBftesd3j Isdtetso Odzdz" = S A Oded?2 diL sSBtcOL B¢
WddzOdzhse se 5, MistcOR 59 tscelonit lldgdu sHadkefvadkioalys 1),
$1500 for access t o breached company
(https:/www.bleepingcomputer.com/news/security/hackasgonly-1-500-for-access

to-breachedcompanynetworks/).11.02.2021).
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Network Security.
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SNi 40 ls Stjourdmsils oejldddzr 2 f tesd3r " dzj digz” 2
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StormShield ttOMmMitr a0jIs EklsjySkz HOdzdz =
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mMetse M d dzO, - dzgdssj figfSod 2As jf stels Odz, dMmf sdz! L 2zj dgr 2
mMdzzy B Iz fsHHJjteYCd, Bfdz oL dzsdzOdz d, o BL
ftosmdzOIlstedo Ols+ Isjrdzdud MSdJ B d&J dz .

Cl JHOOo &zt Gtz {fr Stormshield tBdzOtlzy dd
ftcde jdz ¢ dzj ) Getz63lp d Sidsdidstzotf Qedz € Isd -~ dzd 44 MS ts
dmf sdz’ L zj Ismw, o yYyomlsdztsmlisd , dzOh dd&sd € dzd 4
mMosddid BddzjIlsOd © Mzeyslkz HtsHHJteyCd 6 daC

cl L 3y dats, dmf sdz! L s9 Odzd M dzd ydz' J HO
L Odzdz" § foz" &&q 6 Ayl dgfazdzd L Ofdmwdsd. [T«
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otej d@3Y OBOCd fYMmdzi HOAR RUzj @ nfj) dzjsH edOBdgdiri H dzp
sts, Ylsts dMmrtsHdz 2 CtsH BTN dz dL d&3j daj dz.

Cr Odz: dzj 2 M § § tcOMMmdzj H 50O daf"j v oi(Isidse sz Isdj dm§ d
yomlsj?2 dmertsHdtsets CsSHO SNS (Stormshield
B' dzO § jtjHORO dz@hcq dg 2 deqf HatlskOB& ,or mShi el d

I smMetsdzr S22 fesh do SO Stormshield Net w

BtcOdzHaBOZUT M € sdi3f Odzd (, Elsj ys © dMmatsHdzsE s
L dzslzd3" h dzj dgdzed S O3 f sdmME ©hde ¢, Clstster j 1
H dzw dimtf sdz' L s Odedf'© Izfiglg € Dlsdr. L™ 9 Oj Is ts fi) s
fesmMitsdz! S EMts2MmMisa ©® St or mEkilsdnyivd f SSNDD d It
ANteOdzyd d sBtstetsdzdz” d3d o JHBHBMIso O d Jotets
BdL dzj MO.

J YygJ dzv A BJLBYOMdtsMIsd St or mShield i tc
fsHfdmd CStsHO, dhMhisd LkjB@Bsects Hdzv B J MY J Y
u’tslshaﬂSSNS (Stormshield Network Security)

1l sdzz yd e ddeW stedzOy(d © tsB (O} SHON I ANSSI

BJLBfOMdzEBIsfictse L OWo dzvw § Is, ybsts c¢tej h ddzd
CoOzdW S Oydd d tSHBBtoj ddW ftsHEZSIsss SNS
Bl eepingComput er tsatcfhlsd tzff)ts s i@ EdweerscenS O |
Abrams. Hackers steal StormShield firewall source code in data breach // Bleeping
ComputerE (https:// www. bl eepi nsgealo mp
stormshieldfirewall-sourcecodein-databreach/).04.02.2021).
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ftsHoO jted O Is jlotisls dapjul fdas(dz'. € s M stseB tso ¢ s
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I sdmM¢ d wOLO jJHEO
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Ctsdej ydetsds dlstsej L Of dzOlswils o' Ck21, YlstsB T 9 J
Ctodzlstgtdef .B zHEIs dMff sdz L ts9 Ols mMsyd Odz! dzr j
UstsB!" dzO21Isd MilstekzHdzd Ctso Hdzw IsOted jiIsd dzg O.

1 0f EME CORY Oded d
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dzoyd dz0s Isfqpw m o] L eQipfessscthic] B L 0@ jsdatzf
ftcso jHEZI tOLo jHSE fpdadn] &z st ol Odad d diqls(d ,

dimf sdz! L s Ols! d GHJ dzOr SH W Ismw Ctedilsdyg m
Adh ddze B9 5§ 1 dzj € Is tc ts dzdzts § fdm! di3ts H s dzy dzts
dimtf sdz! L s Odzd j dzdz'Isdstslry € ts ) & a9 dad W fsBEYHO
f sz yolsjdzz HBdzy Jdz BIsCter Is? jets d dzdeBts L Oc
Htcj Hdgv W sls ¢ toh ROV MEBRO OWIsdzr ~ 1+ dzj ¢ Is tc ts dadzts 2
CORf Odzd-25 5% M jdzyStsds fftHichs ay GPY d g éac tf ds*
fdmy &3, Ctbter § BlsCtr Isr .
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oL izsdgOdzd Mmjls', HftojHsMsOody OFBEOL gy tcP
ftcJ HSsMIsQoadzw e Is HBSCOL OIsjdzt Mlsoa © Istse 5, Ylsts ¢
HOdzdz" = H j2Milso dlsg dim past tdcjOplasitsiOdedsS.  tsB T ydats +
o tsL 9 tc O @dzdg" j , YlstsB ’ dzfj § tsHGfcwd@is! dMpdf H
ftsC OL Odzts, Ylsts 58 % yHtohodts jif dfogidst Cudri<intstlz,{f dz
tcOMh i tctso" 9 O Is HOdgdz § §tsmdzy ¢ sdzzyj dedvw ¢ d
l jtoj et tstar
Mmislsw dwdesed] HtosHOoa y' " dif 5 Ofilets i mezly P
sdmatsHdls o MdskzOydwa, CBEHO tof dsC B
tc O dzdsud ElgOte f te j fply ftdEdXisdj dzd te OMMydls' o O Is  H
Istsd3lz Ylsts L dzO¥ s, ylsts H Gdedz jitmidiaj stOE O dydiLdL
Bsd Cdjteftej Mszf dzdS @y jls s ks dzd S1ste Ols
j MskzfddScd ftjHftsydd sr MmMddLdls' yjdkZ,
Ihow felsjtew, CBEHO Mtcj HEAN O QQ 0zOH B zdz®
sl dzj MOtdz €65 toj C s dzHsO Yy R ¢ O dfts Omytafrw jol3
OHOdzdV -off IISEOBRAz] 2 d BJddBIL Jtetse Ols!

1 OHtOdIs+ dz¢ € d

JteeOdzdL Oydd HBdzy dg MisOtOIs! Mwv dzj HBHE
ftosctcOdRd3 o 1 figo O dfdEzdsgC. O HisS] fwWistsj dzOtelzh j
W dhogde stiist sz sBlkyj dzdj MslstczHdzd S s wWOMY s
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14 LOBMr 902Isj HJ&OIL: yoOMmlsr j d tjclkzdvtd
n BIsHJ dz dets MBls j B disdstc’ | dBsckls § BHo 6
r tsGOIs*tchdZJDlS!tG.adsz Cfdd Htsdzy dg dZzO- B8H dIs! M
z d3r M dzj dzdzd € ts9 , zOf tod d3J tc, 9 OBLHEI dis
d, §YoHCdz yj dzfizisB [ tc R BB j & dzip|lsidlzts 9 dzjdzzd 2 Iser
s OMmdz" 2 §f SHASH.

1 OfmMistsdz! dz" | Ef Oy dzgj ded W

lteGOdzdLquq H 5 dzy dz' ftcOCIsds 59 Ols! f dzO d:
Yylstser Brils: cBlstsor g dits c@ldsq g 2] tefts Bt ABds s o
5L dOyojls, uybks oM, s fdii-yddodidifiiadse i ued
EticdMmlstse, W ddzOdzmtseo d sPREO RO tHHIHER2dZ" ) IS tdadCmoi]C
Myj dzOtedd d ®lttOBBlsOIs! "Oecd, Ctlsste’ j dd3
OlOCdd doOmlstsdz dz J§ Zf tcOy dzgj ded W fMdzd H Iz jols o
CoOtcs ®BBOAzH T IsOC Y J Hisdzy dz fsftcOCIsdt s9 Ols
tcdLitodes? SCssYdd d EBJHdIs: Mw, Yylsts dzd HJ
dzzy dets, d yYybts Bded L O Ils, GHJ ~teOdvIsmvw Cd

rdzv  SCdejteftejfmiskzydd S so tsB" Qazel3" QiptstasjChrisdg' d
stczHdzs dL d3gJ ed s , dzts  Sfdis IsH) jdyfg[lOedef |iztso2! dafs) d» g
dzs B OW CoBE O BBABSe Olsj dzd §tew dizs Mg 2 yom
90ydz" J BlsttOmdzd, CO¢ fwOoadlsj dz mMise s, L HicC
St OdzdL Oythg s2 M stetsec o -tastfisjdusd Yt dd sH] Q@ ddzle -
Colstsor § dzOIsdls! , e iMarsus J. Caley. Hwcighgraimiisals use sales
best practices in ransomware attacks /l BNP Media
(https://www.securitymagazine.com/blogs/ddcurity-blog/po$/94392how-
cybercriminalsusesalesbestpracticesin-ransomwareattacks).21.02.2021).
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