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ʂʽʙʝʨʙʝʟʧʝʢʘ ʚ ʽʥʬʦʨʤʘʮʽʡʥʦʤʫ ʩʫʩʧʽʣʴʩʪʚʽ: ɯʥʬʦʨʤʘʮʽʡʥʦ-ʘʥʘʣʽʪʠʯʥʠʡ 

ʜʘʡʜʞʝʩʪ / ʚʽʜʧ. ʨʝʜ. ʆ.ɼʦʚʛʘʥʴ; ʫʧʦʨʷʜ. ʆ.ɼʦʚʛʘʥʴ, ʃ.ʃʠʪʚʠʥʦʚʘ, ʉ.ɼʦʨʦʛʠʭ; ɼʝʨʞʘʚʥʘ 

ʥʘʫʢʦʚʘ ʫʩʪʘʥʦʚʘ çɯʥʩʪʠʪʫʪ ʽʥʬʦʨʤʘʮʽʾ, ʙʝʟʧʝʢʠ ʽ ʧʨʘʚʘ ʅɸʇʨʅ ʋʢʨʘʾʥʠè; ʅʘʮʽʦʥʘʣʴʥʘ 

ʙʽʙʣʽʦʪʝʢʘ ʋʢʨʘʾʥʠ ʽʤ. ɺ.ɯ.ɺʝʨʥʘʜʩʴʢʦʛʦ. ï ʂ., 2021.ï ˉ4 (ʢʚʽʪʝʥʴ) . ï 256 ʩ. 

 

 

ɿʘʩʥʦʚʘʥʠʡ ʅʘʫʢʦʚʦ-ʜʦʩʣʽʜʥʠʤ ʽʥʩʪʠʪʫʪʦʤ ʽʥʬʦʨʤʘʪʠʢʠ ʽ ʧʨʘʚʘ ʅʘʮʽʦʥʘʣʴʥʦʾ 

ʘʢʘʜʝʤʽʾ ʧʨʘʚʦʚʠʭ ʥʘʫʢ ʋʢʨʘʾʥʠ ʪʘ ʅʘʮʽʦʥʘʣʴʥʦ ʁ ʙʽʙʣʽʦʪʝʢʦ  ʁ ʋʢʨʘʾʥʠ ʽʤʝʥʽ 

ɺ.ɯ. ɺʝʨʥʘʜʩʴʢʦʛʦ ʫ 2017 ʨ. ɺʠʜʘʻʪʴʩʷ ʱʦʤʽʩʷʮʷ. ɺʽʜʧʦʚʽʜʘʣʴʥʠʡ ʨʝʜʘʢʪʦʨ ʆ. ɼʦʚʛʘʥʴ. 

ʋʧʦʨʷʜʥʠʢʠ ʆ. ɼʦʚʛʘʥʴ, ʃ.ʃʠʪʚʠʥʦʚʘ, ʉ.ɼʦʨʦʛʠʭ. ɼʠʟʘʡʥ ʦʙʢʣʘʜʠʥʢʠ ʉ.ɼʦʨʦʛʠʭ. 

 
 

ɸʥʘʣʽʪʠʯʥʠʡ ʜʘʡʜʞʝʩʪ ʧʦʢʣʠʢʘʥʠʡ ʥʘʜʘʪʠ ʽʥʬʦʨʤʘʮʽʶ ʟ ʧʠʪʘʥʴ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʱʦ ʻ 

ʥʘʜʟʚʠʯʘʡʥʦ ʘʢʪʫʘʣʴʥʠʤʠ ʚ ʢʦʥʪʝʢʩʪʽ ʨʦʟʚʠʪʢʫ ʽʥʬʦʨʤʘʮʽʡʥʦʛʦ ʩʫʩʧʽʣʴʩʪʚʘ, ʟʨʦʩʪʘʥʥʷ 

ʢʽʙʝʨʟʣʦʯʠʥʥʦʩʪʽ, ʚʠʢʦʨʠʩʪʘʥʥʷ ʟʘʩʦʙʽʚ ʢʽʙʝʨʪʝʨʦʨʠʟʤʫ ʫ ʛʽʙʨʽʜʥʠʭ ʚʽʡʥʘʭ ʪʘ 

ʥʝʦʙʭʽʜʥʦʩʪʽ ʨʦʟʙʫʜʦʚʠ ʩʠʩʪʝʤʠ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʥʝʪʠʯʥʦʾ ʙʝʟʧʝʢʠ ʋʢʨʘʾʥʠ ʚʽʜʧʦʚʽʜʥʦ 

ʜʦ ʚʠʟʥʘʯʝʥʠʭ ʩʪʨʘʪʝʛʽʯʥʠʭ ʥʘʧʨʷʤʢʽʚ ʟ ʫʨʘʭʫʚʘʥʥʷʤ ʪʝʥʜʝʥʮʽʡ ʨʦʟʚʠʪʢʫ ʢʽʙʝʨʧʨʦʩʪʦʨʫ, 

ʩʫʯʘʩʥʠʭ ʚʠʢʣʠʢʽʚ ʪʘ ʟʘʛʨʦʟ ʡʦʛʦ ʙʝʟʧʝʮʽ. ʇʨʠʟʥʘʯʝʥʥʷ ʜʘʡʜʞʝʩʪʫ ï ʦʟʥʘʡʦʤʣʝʥʥʷ 

ʰʠʨʦʢʦʛʦ ʢʦʣʘ ʬʘʭʽʚʮʽʚ ʫ ʩʬʝʨʽ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʘ ʪʘʢʦʞ ʽ ʚʩʽʭ ʢʦʨʠʩʪʫʚʘʯʽʚ, ʷʢʽ ʮʽʢʘʚʣʷʪʴʩʷ 

ʮʽʻʶ ʧʨʦʙʣʝʤʘʪʠʢʦʶ, ʟ ʽʥʬʦʨʤʘʮʽʡʥʠʤʠ ʜʞʝʨʝʣʘʤʠ ʤʝʨʝʞʽ ɯʥʪʝʨʥʝʪ ʪʘ ʥʦʚʠʤʠ 

ʥʘʜʭʦʜʞʝʥʥʷʤʠ ʜʦ ʬʦʥʜʽʚ ʅɹʋɺ (ʤʦʥʦʛʨʘʬʽʾ, ʘʚʪʦʨʝʬʝʨʘʪʠ ʜʠʩʝʨʪʘʮʽʡ, ʧʽʜʨʫʯʥʠʢʠ, 

ʟʙʽʨʥʠʢʠ ʥʘʫʢʦʚʠʭ ʧʨʘʮʴ, ʤʘʪʝʨʽʘʣʠ ʤʽʞʥʘʨʦʜʥʠʭ ʢʦʥʬʝʨʝʥʮʽʡ, ʩʪʘʪʪʽ ʟ ʧʝʨʽʦʜʠʯʥʠʭ 

ʚʠʜʘʥʴ), ʱʦ ʚʠʩʚʽʪʣʶʶʪʴ ʩʫʯʘʩʥʽ ʧʨʦʙʣʝʤʠ ʢʽʙʝʨʙʝʟʧʝʢʠ ʚ ʋʢʨʘʾʥʽ ʪʘ ʟʘ ʢʦʨʜʦʥʦʤ. 

ʆʟʥʘʡʦʤʠʪʠʩʷ ʟ ʣʽʪʝʨʘʪʫʨʦʶ ʽʟ ʬʦʥʜʽʚ ʅɹʋɺ ʪʘ ʦʥʣʘʡʥʦʚʠʤʠ ʽʥʬʦʨʤʘʮʽʡʥʠʤʠ 

ʨʝʩʫʨʩʘʤʠ ʤʦʞʥʘ ʟʘ ʘʜʨʝʩʦʶ: ʧʨʦʩʧʝʢʪ ɻʦʣʦʩʽʾʚʩʴʢʠʡ, 3, ʤ. ʂʠʾʚ, 03039. 
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ʉʪʘʥ ʢʽʙʝʨʙʝʟʧʝʢʠ ʚ ʋʢʨʘʾʥʽ 

 

çʆʧʝʨʘʪʦʨ ʟʚ'ʷʟʢʫ çʂʠʾʚʩʪʘʨè ʨʦʟʰʠʨʶʻ ʧʦʨʪʬʝʣʴ ʧʨʦʜʫʢʪʽʚ ʜʣʷ ʙʽʟʥʝʩ-

ʢʣʽʻʥʪʽʚ ʥʦʚʠʤ ʘʢʪʫʘʣʴʥʠʤ ʩʝʨʚʽʩʦʤ AntiDDoS ï ʙʘʛʘʪʦʨʽʚʥʝʚʠʤ ʟʘʭʠʩʪʦʤ ʚʽʜ 

ʩʧʨʷʤʦʚʘʥʦʛʦ ʰʢʽʜʣʠʚʦʛʦ ʪʨʘʬʽʢʫ, ʝʬʝʢʪʠʚʥʽʩʪʴ ʷʢʦʛʦ ʧʝʨʝʚʽʨʝʥʦ ʥʘ ʚʣʘʩʥʠʭ 

IT -ʩʠʩʪʝʤʘʭ ʪʘ ʤʝʨʝʞʽ ʦʧʝʨʘʪʦʨʘ. ɺ ʦʩʥʦʚʽ ʩʝʨʚʽʩʫ ï ʨʽʰʝʥʥʷ FortiDDoS ʚʽʜ 

ʨʦʟʨʦʙʥʠʢʘ Fortinet . 

ʉʝʨʚʽʩ AntiDDoS ʧʨʘʮʶʻ ʚ ʽʥʪʝʨʥʝʪ-ʤʝʨʝʞʽ çʂʠʾʚʩʪʘʨè. ɺʽʥ ʚʽʜʩʪʝʞʫʻ 

ʩʪʨʫʢʪʫʨʫ ʪʨʘʬʽʢʫ, ʱʦ ʥʘʜʭʦʜʠʪʴ ʟ ʽʥʪʝʨʥʝʪʫ ʚ ʧ̔ ʜʤʝʨʝʞʽ (ʨʝʩʫʨʩʠ) ʢʣʽʻʥʪʘ. ʑʦʡʥʦ 

ʩʠʩʪʝʤʘ ʚʠʷʚʣʷʻ ʚʽʜʭʠʣʝʥʥʷ ʚʽʜ ʣʝʛʽʪʠʤʥʦʛʦ ʪʨʘʬʽʢʫ, ʚʽʥ ʘʚʪʦʤʘʪʠʯʥʦ 

ʧʝʨʝʩʧʨʷʤʦʚʫʻʪʴʩʷ ʥʘ ʦʯʠʱʝʥʥʷ ʽ ʪʽʣʴʢʠ ʧʽʩʣʷ ʮʴʦʛʦ ʧʦʪʨʘʧʣʷʻ ʜʦ ʢʣʽʻʥʪʘ. 

ʉʝʨʝʜ ʦʩʥʦʚʥʠʭ ʧʝʨʝʚʘʛ AntiDDoS ʥʘʚʦʜʷʪʴʩʷ: 

ʉʠʩʪʝʤʘ ʧʨʘʮʶʻ ʚ ʘʚʪʦʤʘʪʠʯʥʦʤʫ ʨʝʞʠʤʽ ʙʝʟ ʥʝʦʙʭʽʜʥʦʩʪʽ ʚʪʨʫʯʘʥʥʷ 

ʦʧʝʨʘʪʦʨʘ ï ʥʝʟʘʣʝʞʥʦ ʚʽʜ ʪʠʧʫ ʽ ʤʘʩʰʪʘʙʫ ʘʪʘʢʠ; 

ʈʦʙʦʪʘ ʟ ʪʨʘʬʽʢʦʤ ʙʘʟʫʻʪʴʩʷ ʥʝ ʣʠʰʝ ʥʘ ʩʠʛʥʘʪʫʨʥʦʤʫ ʘʥʘʣʽʟʽ, ʘ ʡ ʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʤʘʰʠʥʥʦʛʦ ʥʘʚʯʘʥʥʷ, ʱʦ ʜʦʟʚʦʣʷʻ ʟʘʭʠʱʘʪʠ ʩʠʩʪʝʤʠ ʷʢ ʚʽʜ ʚʽʜʦʤʠʭ 

ʪʘʢ  ̔ʥʝʚʽʜʦʤʠʭ ʘʪʘʢ ʥʦʚʦʛʦ ʪʠʧʫ; 

ɺʠʩʦʢʦʝʬʝʢʪʠʚʥʝ ʘʧʘʨʘʪʥʝ ʨʽʰʝʥʥʷ. ʇʦʚʥʘ ʧʝʨʝʚʽʨʢʘ ʧʘʢʝʪʽʚ: ʜʚʦʥʘʧʨʘʚʣʝʥʝ 

ʚʠʷʚʣʝʥʥʷ, ʧʨʦʪʠʜʽʷ ʘʪʘʢʘʤ DDoS ʨʽʚʥʽʚ 3, 4 ʪʘ 7, ʚ ʪ.ʯ. çʦʙ'ʻʤʥʠʤè, ʘʪʘʢʘʤ SSL 

Renegotiation/HTTP; 

ɺʠʯʝʨʧʥʘ ʧʝʨʝʚʽʨʢʘ ʚʩʴʦʛʦ DNS-ʪʨʘʬʽʢʫ ʜʣʷ ʟʘʭʠʩʪʫ ʚʽʜ ʰʠʨʦʢʦʛʦ ʩʧʝʢʪʨʘ 

ʦʙ'ʻʤʥʠʭ, ʟʘʩʪʦʩʫʥʢʦʚʠʭ ʪʘ ʘʥʦʤʘʣʴʥʠʭ ʘʪʘʢ ʥʘ ʦʩʥʦʚʽ DNS; 

ɺʙʫʜʦʚʘʥʽ ʟʘʩʦʙʠ ʢʦʤʧʣʝʢʩʥʦʾ ʟʚʽʪʥʦʩʪʽ; 

ɿʨʫʯʥʝ ʨʦʟʛʦʨʪʘʥʥʷ, ʥʘʣʘʰʪʫʚʘʥʥʷ ʪʘ ʚʠʢʦʨʠʩʪʘʥʥʷ. 

ʇʽʜʢʣʶʯʠʪʠ AntiDDoS ʤʦʞʥʘ ʜʦ ʥʘʷʚʥʦʛʦ ʢʘʥʘʣʫ ʽʥʪʝʨʥʝʪ ʚʽʜ çʂʠʾʚʩʪʘʨè. 

ʋʧʨʦʜʦʚʞ 14-30 ʜʥʽʚ ʧʽʩʣʷ ʧʽʜʢʣʶʯʝʥʥʷ ʩʝʨʚʽʩ çʚʠʚʯʘʪʠʤʝè ʪʨʘʬʽʢ ʢʣʽʻʥʪʘ, ʱʦʙ ʫ 

ʧʦʜʘʣʴʰʦʤʫ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʦʪʨʠʤʘʥʽ ʜʘʥʽ ʜʣʷ ʧʦʩʪʽʡʥʦʛʦ ʤʦʥʽʪʦʨʠʥʛʫ. 

çʋ ʥʘʰ ʯʘʩ ʟʘʭʠʩʪ ʚʽʜ ʢʽʙʝʨʟʘʛʨʦʟ ï ʮʝ ʥʝʚʽʜôʻʤʥʘ ʩʢʣʘʜʦʚʘ ʨʦʟʙʫʜʦʚʠ ʙʽʟʥʝʩ-

ʧʨʦʮʝʩʽʚ ʢʦʤʧʘʥʽʾ. ɸʜʞʝ ʤʦʞʥʘ ʩʢʽʣʴʢʠ ʟʘʚʛʦʜʥʦ ʧʨʠʜʽʣʷʪʠ ʯʘʩ ʩʪʨʘʪʝʛʽʾ ʨʦʟʚʠʪʢʫ 

ʙʟ̔ʥʝʩʫ, ʚʧʨʦʚʘʜʞʫʚʘʪʠ ʥʦʚʽ ʤʝʪʦʜʠ ʟʘʨʘʜʠ ʟʙʽʣʴʰʝʥʥʷ ʧʨʠʙʫʪʢʽʚ, ʘʣʝ ʚ ʦʜʥʫ ʤʠʪʴ 

ʚʪʨʘʪʠʪʠ ʚʩʝ ʯʝʨʝʟ ʙʣʦʢʫʚʘʥʥʷ ʨʦʙʦʯʠʭ ʨʝʩʫʨʩʽʚ ʟʣʦʚʤʠʩʥʠʢʘʤʠè, ï ʧʨʦʢʦʤʝʥʪʫʚʘʚ 

ʂʦʩʪʷʥʪʠʥ ɺʝʯʽʨ, ʜʠʨʝʢʪʦʨ ʟ ʨʦʟʚʠʪʢʫ ʙʽʟʥʝʩʫ ʥʘ ʢʦʨʧʦʨʘʪʠʚʥʦʤʫ ʨʠʥʢʫ 

çʂʠʾʚʩʪʘʨè. (çʂʠʾʚʩʪʘʨè ʧʨʦʧʦʥʫʻ ʙʽʟʥʝʩ-ʢʣʽʻʥʪʘʤ ʟʘʭʠʩʪ ʚʽʜ DDoS-ʘʪʘʢ ʥʘ ʙʘʟʽ 

ʨʽʰʝʥʥʷ Fortinet // ʂʦʤʧʴʶʪʝʨʥʦʝ ʆʙʦʟʨʝʥʠʝ 

(https://ko.com.ua/kiyivstar_proponuye_biznes-kliyentam_zahist_vid_ddos-

atak_na_bazi_rishennya_fortinet_137094). 19.04.2021). 
***  

 

ʅʘʮʽʦʥʘʣʴʥʘ ʩʠʩʪʝʤʘ ʢʽʙʝʨʙʝʟʧʝʢʠ 

 

çɺ ʋʢʨʘʠʥʝ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʪ. 10 ɿʘʢʦʥʘ ʋʢʨʘʠʥʳ çʆʙ ʦʩʥʦʚʥʳʭ 

ʧʨʠʥʮʠʧʘʭ ʦʙʝʩʧʝʯʝʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʋʢʨʘʠʥʝ", ʄʝʤʦʨʘʥʜʫʤʘ, 

ʟʘʢʣʶʯʝʥʥʦʛʦ 14 ʜʝʢʘʙʨʷ 2020 ʛʦʜʘ ʤʝʞʜʫ ɸʧʧʘʨʘʪʦʤ ʉʦʚʝʪʘ ʥʘʮʠʦʥʘʣʴʥʦʡ 
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ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʦʙʦʨʦʥʳ ʋʢʨʘʠʥʳ, ʄʠʥʠʩʪʝʨʩʪʚʦʤ ʮʠʬʨʦʚʦʡ ʪʨʘʥʩʬʦʨʤʘʮʠʠ 

ʋʢʨʘʠʥʳ ʠ ɸʜʤʠʥʠʩʪʨʘʮʠʝʡ ɻʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʩʣʫʞʙʳ ʩʧʝʮʠʘʣʴʥʦʡ ʩʚʷʟʠ ʠ 

ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʋʢʨʘʠʥʳ, ʩʦʟʜʘʥ "ʥʝʟʘʚʠʩʠʤʳʡ ʢʦʣʣʝʛʠʘʣʴʥʳʡ 

ʩʦʚʝʱʘʪʝʣʴʥʳʡ ʦʨʛʘʥ, ʚʢʣʶʯʘʶʱʠʡ ʧʨʝʜʩʪʘʚʠʪʝʣʝʡ ʯʘʩʪʥʦʛʦ ʠ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʩʝʢʪʦʨʘ" - ʉʦʚʝʪ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 
ʂʦʥʝʯʥʦ, ʚ ʫʩʣʦʚʠʷʭ ʧʨʦʜʦʣʞʘʶʱʝʡʩʷ ʚʦʡʥʳ ʉʀʂɹ ʜʦʣʞʝʥ ʩʪʘʪʴ 

ʜʝʡʩʪʚʝʥʥʳʤ ʦʨʛʘʥʦʤ ʧʦ ʧʨʝʜʦʪʚʨʘʱʝʥʠʶ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʠ ʢʠʙʝʨʘʪʘʢ. IT 

ʵʢʩʧʝʨʪʳ ʠʨʦʥʠʟʠʨʫʶʪ ʚ ʩʦʮʩʝʪʷʭ ʦ ʩʦʩʪʘʚʝ ʜʘʥʥʦʛʦ ʦʨʛʘʥʘ, ʛʜʝ ʧʨʘʢʪʠʯʝʩʢʠ ʥʝʪ 

ʚʳʩʦʢʦʢʣʘʩʩʥʳʭ ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʜʘ ʠ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʪʦʞʝ. ʋ ʵʪʦʡ ʩʪʨʫʢʪʫʨʳ ʠʤʝʝʪʩʷ ʠ ʩʚʦʡ ʩʘʡʪ ʩ ʚʠʜʝʦ ʤʫʪʥʦʡ ʚʦʜʳ. 

ʉʦʚʝʪ ʜʦʣʞʝʥ ʨʝʰʘʪʴ ʩʣʝʜʫʶʱʠʝ ʚʦʧʨʦʩʳ: 

ʚʦʚʣʝʯʝʥʠʝ ʚ ʧʨʦʮʝʩʩ ʨʘʟʚʠʪʠʷ ʥʘʮʠʦʥʘʣʴʥʦʡ ʩʠʩʪʝʤʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʰʠʨʦʢʦʛʦ ʢʨʫʛʘ ʩʫʙʲʝʢʪʦʚ ʦʙʝʩʧʝʯʝʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʫʙʣʠʯʥʦʛʦ ʠ ʯʘʩʪʥʦʛʦ 

ʩʝʢʪʦʨʦʚ; 

ʫʩʠʣʝʥʠʝ ʨʦʣʠ ʯʘʩʪʥʦʛʦ ʩʝʢʪʦʨʘ ʚ ʧʨʦʮʝʩʩʝ ʬʦʨʤʠʨʦʚʘʥʠʷ ʠ ʨʝʘʣʠʟʘʮʠʠ 

ʧʫʙʣʠʯʥʦʡ ʧʦʣʠʪʠʢʠ ʧʦ ʨʘʟʚʠʪʠʶ ʩʬʝʨʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ; 

ʚʥʝʜʨʝʥʠʝ ʠ ʨʝʘʣʠʟʘʮʠʷ ʧʨʠʥʮʠʧʦʚ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦ-ʯʘʩʪʥʦʛʦ ʧʘʨʪʥʝʨʩʪʚʘ ʚ 

ʩʬʝʨʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ; 

ʨʘʟʚʠʪʠʝ ʜʦʚʝʨʠʷ ʤʝʞʜʫ ʩʫʙʲʝʢʪʘʤʠ ʥʘʮʠʦʥʘʣʴʥʦʡ ʩʠʩʪʝʤʳ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ; 

ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʝ ʫʨʦʚʥʷ ʦʙʦʩʥʦʚʘʥʥʦʩʪʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʫʧʨʘʚʣʝʥʯʝʩʢʠʭ 

ʨʝʰʝʥʠʡ ʚ ʩʬʝʨʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ; 

ʦʩʫʱʝʩʪʚʣʝʥʠʝ ʵʢʩʧʝʨʪʠʟʳ ʧʨʦʝʢʪʦʚ ʢʦʥʮʝʧʮʠʡ, ʩʪʨʘʪʝʛʠʡ, ʧʨʦʛʨʘʤʤ, 

ʟʘʢʦʥʦʜʘʪʝʣʴʥʳʭ ʘʢʪʦʚ ʚ ʩʬʝʨʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ; 

ʦʩʫʱʝʩʪʚʣʝʥʠʝ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʘʥʘʣʠʟʘ ʩʦʩʪʦʷʥʠʷ ʨʘʟʚʠʪʠʷ, ʦʮʝʥʢʘ 

ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʠ ʨʝʟʫʣʴʪʘʪʠʚʥʦʩʪʠ ʧʫʙʣʠʯʥʦʡ ʧʦʣʠʪʠʢʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʉʦʩʪʘʚ ʉʦʚʝʪʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʙʳʣ ʩʬʦʨʤʠʨʦʚʘʥ ʥʘ 

ʢʦʥʢʫʨʩʥʦʡ ʦʩʥʦʚʝ ʠʟ ʯʠʩʣʘ ʣʠʮ, ʧʦʜʘʚʰʠʭ ʩʚʦʠ ʢʘʥʜʠʜʘʪʫʨʳ ʚ ʩʦʩʪʘʚ ʉʦʚʝʪʘ. 

ʏʣʝʥʳ ʉʦʚʝʪʘ ʠʟʙʠʨʘʶʪʩʷ ʥʘ ʩʨʦʢ ʩʨʦʢʦʤ ʜʚʘ ʛʦʜʘ. ʏʣʝʥ ʉʦʚʝʪʘ ʤʦʞʝʪ ʙʳʪʴ ʝʝ 

ʯʣʝʥʦʤ ʥʝ ʙʦʣʝʝ ʜʚʫʭ ʩʨʦʢʦʚ ʧʦʜʨʷʜ. 

ɺʦʪ ʪʦʣʴʢʦ ʥʝʧʦʥʷʪʥʦ, ʯʝʤ ʷʚʣʷʝʪʩʷ ʜʘʥʥʳʡ ʉʦʚʝʪ - ʨʘʩʰʠʨʝʥʥʳʤ ʉʅɹʆ? 

ʊʘʤ ʤʥʦʛʦ ʫʧʨʘʚʣʝʥʮʝʚ ʠ ʤʘʣʦ ʀʊ-ʰʥʠʢʦʚéè. (ɻʝʨʤʘʥ ɹʦʛʘʧʦʚ. ɺ ʋʢʨʘʠʥʝ 

ʩʦʟʜʘʥ ʉʦʚʝʪ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ // InternetUA 

(http://internetua.com/v-ukraine-sozdan-sovet-informacionnoi-i-kiberbezopasnosti). 

07.04.2021). 
***  

 

çʇʨʝʟʠʜʝʥʪ ʋʢʨʘʾʥʠ ɺʦʣʦʜʠʤʠʨ ɿʝʣʝʥʩʴʢʠʡ ʘʥʦʥʩʫʚʘʚ ʚʽʜʢʨʠʪʪʷ 

"ʚʧʨʦʜʦʚʞ ʥʘʡʙʣʠʞʯʦʛʦ ʤʽʩʷʮʷ" ʎʝʥʪʨʫ ʢʽʙʝʨʙʝʟʧʝʢʠ ʚ ʨʘʤʢʘʭ ʧʨʦʪʠʜʽʾ 

ʜʝʟʽʥʬʦʨʤʘʮʽʾ. 

ʇʨʦ ʮʝ ʚʽʥ ʩʧʦʚʽʩʪʠʚ ʚ ʽʥʪʝʨʚôʶ ʬʨʘʥʮʫʟʴʢʦʤʫ ʚʠʜʘʥʥʶ Le Figaro, ʷʢʝ 

ʦʧʨʠʣʶʜʥʠʣʘ ʧʨʝʩʩʣʫʞʙʘ ʆʬʽʩʫ ʧʨʝʟʠʜʝʥʪʘ. 
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ɻʣʘʚʘ ʜʝʨʞʘʚʠ ʟʘʟʥʘʯʠʚ, ʱʦ ʥʘ ʟʘʧʨʦʚʘʜʞʝʥʥʷ ʨʝʬʦʨʤ ʚ ʋʢʨʘʾʥʽ ʚʧʣʠʚʘʻ 

ʨʦʩʽʡʩʴʢʘ ʧʨʦʧʘʛʘʥʜʘ ʪʘ ʜʝʟʽʥʬʦʨʤʘʮʽʷ, ʘ ʪʘʢʦʞ ʚʽʡʥʘ, ʥʘ ʷʢʫ ʚʠʪʨʘʯʘʶʪʴʩʷ ʟʥʘʯʥʽ 

ʢʦʰʪʠ. 

ʋ ʟʚôʷʟʢʫ ʟ ʮʠʤ ʚʽʥ ʥʘʛʘʜʘʚ ʧʨʦ ʧʦʷʚʫ ʚ ʋʢʨʘʾʥʽ ʎʝʥʪʨʫ ʧʨʦʪʠʜʽʾ 

ʜʝʟʽʥʬʦʨʤʘʮʽʾ ʪʘ ʘʥʦʥʩʫʚʘʚ ʚʽʜʢʨʠʪʪʷ ʎʝʥʪʨʫ ʢʽʙʝʨʙʝʟʧʝʢʠ. 

ñɼʝʟʽʥʬʦʨʤʘʮʽʷ, ʧʨʦʧʘʛʘʥʜʘ. ʎʝ ʫ ʥʘʩ ʦʜʥʘ ʟʽ ʩʢʣʘʜʥʠʭ ʩʠʪʫʘʮʽʡ. ɺ ʋʢʨʘʾʥʽ 

ʟôʷʚʠʚʩʷ ʎʝʥʪʨ ʧʨʦʪʠʜʽʾ ʜʝʟʽʥʬʦʨʤʘʮʽʾ, ʡʦʤʫ ʜʚʘ ʪʠʞʥʽ. ʊʘʢʦʞ ʷ ʟʙʠʨʘʶʩʷ 

ʚʧʨʦʜʦʚʞ ʥʘʡʙʣʠʞʯʦʛʦ ʤʽʩʷʮʷ ʦʬʽʮʽʡʥʦ ʚʽʜʢʨʠʪʠ ʥʘʰ ʎʝʥʪʨ ʢʽʙʝʨʙʝʟʧʝʢʠ. ʎʝ ʜʫʞʝ 

ʚʘʞʣʠʚʦ, ʱʦʙ ʧʨʦʪʠʜʽʷʪʠ ʜʝʟʽʥʬʦʨʤʘʮʽʾ. ɼʝʟʽʥʬʦʨʤʘʮʽʷ ʩʴʦʛʦʜʥʽ ʚʙʠʚʘʻ ʚʩʝ ï 

ʚʧʣʠʚʘʻ ʥʘ ʢʫʨʩ ʚʘʣʶʪ, ʥʘ ʽʥʚʝʩʪʢʣʽʤʘʪ ï ʤʠ ʨʦʟʫʤʽʻʤʦ, ʷʢ ʧʝʨʝʪʷʛʫʶʪʴ ʽʥʚʝʩʪʦʨʽʚ, ʽ 

ʯʝʨʝʟ ʮʝ ʤʦʞʫʪʴ ʥʝ ʚʽʜʢʨʠʚʘʪʠʩʷ ʥʦʚʽ ʬʘʙʨʠʢʠ, ʟʘʚʦʜʠ, ʟʥʘʯʠʪʴ, ʥʝ ʙʫʜʫʪʴ 

ʟôʷʚʣʷʪʠʩʷ ʥʦʚʽ ʨʦʙʦʯʽ ʤʽʩʮʷ. ʊʦʙʪʦ ʧʨʦʥʠʢʥʝʥʥʷ ï ʮʝ ʪʘʢʠʡ ʥʦʚʠʡ ʚʠʜ ʢʦʥʢʫʨʝʥʮʽʾ. 

ʅʘ ʞʘʣʴ, ʮʝ ʥʝʯʝʩʥʘ ʢʦʥʢʫʨʝʥʮʽʷ. ɸʣʝ ʮʝ ï ʩʫʯʘʩʥʽ ʚʠʢʣʠʢʠ, ʫ ʷʢʠʭ ʤʠ ʞʠʚʝʤʦ. ʄʠ 

ʨʦʟʫʤʽʻʤʦ, ʱʦ ʚʽʡʥʘ ï ʮʝ ʪʘʢʝ ñʪʝʣʷò, ʷʢʝ ʥʝ ʤʦʞʥʘ ʥʘʛʦʜʫʚʘʪʠ; ʾʡ ʧʦʩʪʽʡʥʦ ʪʨʝʙʘ 

ʜʘʚʘʪʠ ʾʞʫ, ʛʨʦʰʽ, ʽ ʚʦʥʘ ʚʠʩʤʦʢʪʫʻ ʟ ʝʢʦʥʦʤʽʢʠ ʋʢʨʘʾʥʠ ʚʩʝò, ï ʨʦʟʧʦʚʽʚ 

ɿʝʣʝʥʩʴʢʠʡ. 

ɺʽʥ ʜʦʜʘʚ, ʱʦ ʚ ʋʢʨʘʾʥʽ ʯʝʨʝʟ ʜʽʾ ʈʌ ʧʦʩʪʽʡʥʦ ʧʦʚʠʥʥʽ ʙʫʪʠ ʥʘʧʦʛʦʪʦʚʽ 200-

250 ʪʠʩʷʯ ʦʩʽʙ, ʷʢʽ ñʞʠʚʫʪʴ ʚʽʡʥʦʶò. 

ʂʦʤʝʥʪʫʶʯʠ ʧʨʦʙʣʝʤʫ ʨʦʩʽʡʩʴʢʠʭ ʰʧʠʛʫʥʽʚ, ɿʝʣʝʥʩʴʢʠʡ ʟʘʷʚʠʚ, ʱʦ ñʢʝʡʩʠ 

ʻò, ʽ ʚ ʥʠʭ ʨʦʟʙʠʨʘʻʪʴʩʷ ʉɹʋ. 

ñʊʘʢ. ʋ ʥʘʩ ʻ ʢʝʡʩʠ, ʟʥʘʭʦʜʠʤʦ ʾʭ. ɯ ʨʦʟʙʠʨʘʻʪʴʩʷ ʉɹʋ. ɺʦʥʠ ʤʦʞʫʪʴ ʙʫʪʠ ʥʘ 

ʨʽʟʥʠʭ ʧʽʜʧʨʠʻʤʩʪʚʘʭ ʽ ʚ ʜʝʷʢʠʭ ʜʝʨʞʘʚʥʠʭ ʚʝʨʪʠʢʘʣʷʭ, ʷʢʽ ʢʝʨʫʶʪʴ ʪʠʤ ʯʠ ʽʥʰʠʤ 

ʥʘʧʨʷʤʦʤ, ʥʘʧʨʠʢʣʘʜ ʝʥʝʨʛʝʪʠʯʥʠʤ, ʩʝʨʝʜʥʽ ʡ ʤʘʣʽ ʨʽʚʥʽ. ʉɹʋ ʟʥʘʡʰʣʘ ʥʘʚʽʪʴ ʫ 

ʩʝʙʝ. ʄʠ ʥʝ ʟʫʧʠʥʷʻʤʦʩʴ ʽ ʟʥʘʭʦʜʠʤʦ ʥʦʚʽ ʚʠʧʘʜʢʠò, ï ʟʘʧʝʚʥʠʚ ɿʝʣʝʥʩʴʢʠʡè. 

(ɿʝʣʝʥʩʴʢʠʡ ʘʥʦʥʩʫʚʘʚ ʚʽʜʢʨʠʪʪʷ çʚʧʨʦʜʦʚʞ ʤʽʩʷʮʷè ʎʝʥʪʨʫ ʢʽʙʝʨʙʝʟʧʝʢʠ ʜʣʷ 

ʧʨʦʪʠʜʽʾ ʜʝʟʽʥʬʦʨʤʘʮʽʾ // ɹʫʢʚʠ (https://bykvu.com/ru/bukvy/zelenskij-anonsuvav-

vidkrittja-vprodovzh-misjacja-centru-kiberbezpeki-dlja-protidii-dezinformacii/). 

16.04.2021). 

***  

 

çʅʘʮʙʘʥʢ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʟʘʢʦʥʫ ʧʨʦ ʢʽʙʝʨʙʝʟʧʝʢʫ ʫʧʝʨʰʝ ʚʠʟʥʘʯʠʚ 

ʧʝʨʝʣʽʢ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʫ ʙʘʥʢʽʚʩʴʢʽʡ ʩʠʩʪʝʤʽ ʋʢʨʘʾʥʠ. 

ʗʢ ʧʦʚʽʜʦʤʣʷʻ ʧʨʝʩ-ʩʣʫʞʙʘ ʨʝʛʫʣʷʪʦʨʘ, ʅɹʋ ʚʽʜʧʦʚʽʜʥʦ ʜʦ ʧʦʣʦʞʝʥʴ ʟʘʢʦʥʫ 

çʇʨʦ ʦʩʥʦʚʥʽ ʟʘʩʘʜʠ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠ ʋʢʨʘʾʥʠè ʥʘʟʚʘʚ ʙʘʥʢʠ, ʩʪʘʣʝ 

ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʷʢʠʭ ʟʘʙʝʟʧʝʯʫʻ ʩʪʘʙʽʣʴʥʽʩʪʴ ʙʘʥʢʽʚʩʴʢʦʾ ʩʠʩʪʝʤʠ, ʤʘʻ ʩʫʪʪʻʚʝ 

ʟʥʘʯʝʥʥʷ ʜʣʷ ʝʢʦʥʦʤʽʢʠ ʪʘ ʙʝʟʧʝʢʠ ʜʝʨʞʘʚʠ, ʬʫʥʢʮʽʦʥʫʚʘʥʥʷ ʩʫʩʧʽʣʴʩʪʚʘ, ʪʘ ʷʢʽ 

ʩʪʘʥʦʚʣʷʪʴ ʟʥʘʯʥʠʡ ʩʫʩʧʽʣʴʥʠʡ ʽʥʪʝʨʝʩ. ʋ ʩʧʠʩʦʢ ʢʨʠʪʠʯʥʦ ʚʘʞʣʠʚʠʭ ʧʦʪʨʘʧʠʣʠ 

ʙʘʥʢʠ ʟ ʧʝʨʝʣʽʢʫ ʩʠʩʪʝʤʥʦ ʚʘʞʣʠʚʠʭ, ʽ ʪʽ, ʫ ʷʢʠʭ ʜʝʨʞʘʚʘ ʧʨʷʤʦ ʯʠ ʦʧʦʩʝʨʝʜʢʦʚʘʥʦ 

ʚʦʣʦʜʽʻ ʯʘʩʪʢʦʶ ʧʦʥʘʜ 75% ʚʽʜ ʩʪʘʪʫʪʥʦʛʦ ʢʘʧʽʪʘʣʫ. 

ɺ ʮʽʣʦʤʫ ʩʧʠʩʦʢ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʚ ʙʘʥʢʽʚʩʴʢʽʡ ʩʠʩʪʝʤʽ 

ʋʢʨʘʾʥʠ ʚʠʛʣʷʜʘʻ ʥʘʩʪʫʧʥʠʤ ʯʠʥʦʤ: 

ʅʘʮʽʦʥʘʣʴʥʠʡ ʙʘʥʢ ʋʢʨʘʾʥʠ; 

ɸɹ ʋʂʈɻɸɿɹɸʅʂ; 

ɸʢʮʽʦʥʝʨʥʠʡ ʙʘʥʢ çʇʽʚʜʝʥʥʠʠ↑è; 

ɸʊ ʂɹ çʇʨʠʚʘʪɹʘʥʢè; 
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ɸʊ ɸ-ɹɸʅʂ; 

ɸʊ ɸʃʔʌɸ-ɹɸʅʂ; 

ɸʊ ʆʊʇ ɹɸʅʂ; 

ɸʊ çʆʱʘʜʙʘʥʢè; 

ɸʊ ʇʋʄɹ; 

ɸʊ çʈʘʠ↑ʬʬʘʠ↑ʟʝʥ ɹʘʥʢ ɸʚʘʣʴè; 

ɸʊ ʊɸʉʂʆʄɹɸʅʂ; 

ɸʊ çʋʢʨʝʢʩʽʤʙʘʥʢè; 

ɸʊ ʋʂʈʉʀɹɹɸʅʂ; 

ɸʊ ʋʅɯɺɽʈʉɸʃ ɹɸʅʂ. 

ʈʘʥʽʰʝ ʅʘʮʙʘʥʢ ʟʘʧʫʩʪʠʚ ʩʪʦʨʽʥʢʫ ʟ ʦʩʥʦʚʥʠʤʠ ʧʘʨʘʤʝʪʨʘʤʠ 13 ʩʠʩʪʝʤʥʦ 

ʚʘʞʣʠʚʠʭ ʙʘʥʢʽʚ ï ʜʽʷʣʴʥʽʩʪʴ ʪʘʢʠʭ ʬʽʥʫʩʪʘʥʦʚ ʚʧʣʠʚʘʻ ʥʘ ʩʪʘʙʽʣʴʥʽʩʪʴ ʫʩʽʻʾ 

ʙʘʥʢʽʚʩʴʢʦʾ ʩʠʩʪʝʤʠè. (ʅɹʋ ʦʧʨʠʣʶʜʥʠʚ ʧʝʨʝʣʽʢ ʦʙ'ʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʫ ʙʘʥʢʽʚʩʴʢʽʡ ʩʠʩʪʝʤʽ // UA.NEWS (https://ua.news/ua/nbu-

obnarodoval-perechen-obektov-krytycheskoj-ynfrastruktury-v-bankovskoj-systeme/). 

23.04.2021). 

***  

 

ʇʨʘʚʦʚʝ ʟʘʙʝʟʧʝʯʝʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠ ʚ ʋʢʨʘʾʥʽ 

 

çɸʜʤʠʥʠʩʪʨʘʮʠʷ ɻʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʩʣʫʞʙʳ ʩʧʝʮʠʘʣʴʥʦʡ ʩʚʷʟʠ ʠ ʟʘʱʠʪʳ 

ʠʥʬʦʨʤʘʮʠʠ ʋʢʨʘʠʥʳ ʦʙʥʘʨʦʜʦʚʘʣʘ ʧʨʦʝʢʪ ʧʦʩʪʘʥʦʚʣʝʥʠʷ ʂʘʙʠʥʝʪʘ 

ʄʠʥʠʩʪʨʦʚ ʋʢʨʘʠʥʳ çʆʙ ʫʪʚʝʨʞʜʝʥʠʠ ʇʦʨʷʜʢʘ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʫʩʣʫʛ 

ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʮʝʥʪʨʘ ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʨʝʩʫʨʩʦʚè. 

ʇʨʠ ʵʪʦʤ ʧʨʝʜʣʘʛʘʝʪʩʷ ʚʩʝʤ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʤ ʧʦʜʘʪʴ ʩʚʦʠ ʟʘʤʝʯʘʥʠʷ ʠ 

ʧʨʝʜʣʦʞʝʥʠʷ ʚ ɻʉʉʉɿʀ ʜʦ 1 ʤʘʷ 2021 ʛʦʜʘ. 

ɺ ʩʦʦʙʱʝʥʠʠ ʩʣʫʞʙʳ ʛʦʚʦʨʠʪʩʷ: 

ñʇʨʦʝʢʪ ʧʦʩʪʘʥʦʚʣʝʥʠʷ ʂʘʙʠʥʝʪʘ ʄʠʥʠʩʪʨʦʚ ʋʢʨʘʠʥʳ çʆʙ ʫʪʚʝʨʞʜʝʥʠʠ 

ʇʦʨʷʜʢʘ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʫʩʣʫʛ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʮʝʥʪʨʘ ʙʨʦʥʠʨʦʚʘʥʠʷ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚè (ʜʘʣʝʝ - ʧʨʦʝʢʪ ʘʢʪʘ) ʨʘʟʨʘʙʦʪʘʥ 

ɸʜʤʠʥʠʩʪʨʘʮʠʝʡ ɻʦʩʩʧʝʮʩʚʷʟʠ ʚʦ ʠʩʧʦʣʥʝʥʠʝ ʘʙʟʘʮʘ ʪʨʝʪʴʝʛʦ ʧʫʥʢʪʘ 5 

ʧʦʩʪʘʥʦʚʣʝʥʠʷ ʂʘʙʠʥʝʪʘ ʄʠʥʠʩʪʨʦʚ ʋʢʨʘʠʥʳ ˉ 94 çʆ ʨʝʘʣʠʟʘʮʠʠ 

ʵʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦʛʦ ʧʨʦʝʢʪʘ ʧʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʶ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʮʝʥʪʨʘ 

ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚè ʩ ʮʝʣʴʶ 

ʫʩʪʘʥʦʚʣʝʥʠʷ ʯʝʪʢʦʡ ʧʨʦʮʝʜʫʨʳ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʫʩʣʫʛ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʮʝʥʪʨʘ, 

ʦʧʨʝʜʝʣʝʥʠʝ ʧʝʨʝʯʥʷ ʫʩʣʫʛ, ʢʦʪʦʨʳʝ ʠʤ ʙʫʜʫʪ ʧʨʝʜʦʩʪʘʚʣʷʪʴʩʷò. 

ɼʘʥʥʦʝ ʧʦʩʪʘʥʦʚʣʝʥʠʝ ʂʘʙʤʠʥʘ ʜʘʪʠʨʫʝʪʩʷ 8 ʬʝʚʨʘʣʷ ʠ ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ: 

"ɺʚʝʩʪʠ ʩ 1 ʥʦʷʙʨʷ 2021 ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʮʝʥʪʨʘ 

ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ. 

ɸʜʤʠʥʠʩʪʨʘʮʠʠ ɻʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʩʣʫʞʙʳ ʩʧʝʮʠʘʣʴʥʦʡ ʩʚʷʟʠ ʠ ʟʘʱʠʪʳ 

ʠʥʬʦʨʤʘʮʠʠ: 

ʫʪʚʝʨʜʠʪʴ ʚ ʤʝʩʷʯʥʳʡ ʩʨʦʢ ʧʝʨʝʯʝʥʴ ʦʙʲʝʢʪʦʚ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʮʝʥʪʨʘ 

ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ; 
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ʧʦʜʘʪʴ ʚ ʪʨʝʭʤʝʩʷʯʥʳʡ ʩʨʦʢ ʥʘ ʫʪʚʝʨʞʜʝʥʠʝ ʂʘʙʠʥʝʪʘ ʄʠʥʠʩʪʨʦʚ ʋʢʨʘʠʥʳ 

ʧʦʨʷʜʦʢ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʫʩʣʫʛ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʮʝʥʪʨʘ ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ; 

ʧʦʜʘʪʴ ʜʦ 31 ʜʝʢʘʙʨʷ 2022 ʂʘʙʠʥʝʪʫ ʄʠʥʠʩʪʨʦʚ ʋʢʨʘʠʥʳ ʠ ɸʧʧʘʨʘʪʫ ʉʦʚʝʪʘ 

ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʦʙʦʨʦʥʳ ʋʢʨʘʠʥʳ ʦʪʯʝʪ ʦ ʨʝʘʣʠʟʘʮʠʠ 

ʵʢʩʧʝʨʠʤʝʥʪʘʣʴʥʦʛʦ ʧʨʦʝʢʪʘ ʧʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʶ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʮʝʥʪʨʘ 

ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ, ʘ ʪʘʢʞʝ ʧʨʝʜʣʦʞʝʥʠʷ 

ʦ ʚʥʝʩʝʥʠʠ ʠʟʤʝʥʝʥʠʡ ʚ ʘʢʪʳ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ ʧʦ ʨʝʟʫʣʴʪʘʪʘʤ ʝʛʦ ʨʝʘʣʠʟʘʮʠʠ". 

ʂʘʙʤʠʥ ʪʘʢʞʝ ʫʪʚʝʨʜʠʣ ñʇʦʨʷʜʦʢ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʮʝʥʪʨʘ 

ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚò, ʚ ʢʦʪʦʨʦʤ 

ʛʦʚʦʨʠʪʩʷ, ʯʪʦ ʅʘʮʠʦʥʘʣʴʥʳʡ ʮʝʥʪʨʦʤ ñʷʚʣʷʝʪʩʷ ʦʨʛʘʥʠʟʦʚʘʥʥʘʷ ʩʦʚʦʢʫʧʥʦʩʪʴ 

ʦʙʲʝʢʪʦʚ, ʩʦʟʜʘʥʥʳʭ ʩ ʮʝʣʴʶ ʦʙʝʩʧʝʯʝʥʠʷ ʥʘʜʝʞʥʦʩʪʠ ʠ ʙʝʩʧʝʨʝʙʦʡʥʦʩʪʠ ʨʘʙʦʪʳ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ, ʢʠʙʝʨʟʘʱʠʪʳ, ʭʨʘʥʝʥʠʷ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʵʣʝʢʪʨʦʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ, ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ 

ʠʥʬʦʨʤʘʮʠʠ ʠ ʩʚʝʜʝʥʠʡ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʵʣʝʢʪʨʦʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʦʨʛʘʥʦʚ, ʚʦʠʥʩʢʠʭ ʬʦʨʤʠʨʦʚʘʥʠʡ (ʢʨʦʤʝ ɺʦʦʨʫʞʝʥʥʳʭ ʉʠʣ ʠ 

ɻʣʘʚʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʨʘʟʚʝʜʢʠ ʄʠʥʦʙʦʨʦʥʳ), ʦʙʨʘʟʦʚʘʥʥʳʭ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʟʘʢʦʥʘʤʠ, ʧʨʝʜʧʨʠʷʪʠʡ, ʫʯʨʝʞʜʝʥʠʡ ʠ ʦʨʛʘʥʠʟʘʮʠʡò. 

ɺ ʩʪʨʫʢʪʫʨʫ ʅʎʈɻʀʈ ʜʦʣʞʥʳ ʚʭʦʜʠʪʴ ʯʝʪʳʨʝ ʜʘʪʘ-ʮʝʥʪʨʘ, ʢʘʢ ʤʠʥʠʤʫʤ ʜʚʘ 

ʠʟ ʢʦʪʦʨʳʭ ʧʦ ʣʦʛʠʢʝ ʚʝʱʝʡ ʜʦʣʞʥʳ ʙʳʪʴ ʪʝʨʨʠʪʦʨʠʘʣʴʥʦ ʨʘʟʥʝʩʝʥʳ: 

ʝʜʠʥʳʝ ʦʩʥʦʚʥʦʡ ʠ ʨʝʟʝʨʚʥʳʡ ʟʘʱʠʱʝʥʥʳʝ ʮʝʥʪʨʳ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ, 

ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʝ ʜʣʷ ʦʙʨʘʙʦʪʢʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʵʣʝʢʪʨʦʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʨʝʩʫʨʩʦʚ 

ʝʜʠʥʳʝ ʦʩʥʦʚʥʦʡ ʠ ʨʝʟʝʨʚʥʳʡ ʟʘʱʠʱʝʥʳ ʮʝʥʪʨʳ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ, 

ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʝ ʜʣʷ ʩʦʭʨʘʥʝʥʠʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʵʣʝʢʪʨʦʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʨʝʩʫʨʩʦʚ. 

ʆʩʥʦʚʥʳʤʠ ʟʘʜʘʯʘʤʠ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʮʝʥʪʨʘ ʷʚʣʷʶʪʩʷ: 

"1) ʦʙʝʩʧʝʯʝʥʠʝ ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʨʘʙʦʪʳ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʨʝʩʫʨʩʦʚ, ʨʝʟʝʨʚʥʦʛʦ ʢʦʧʠʨʦʚʘʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʠ ʩʚʝʜʝʥʠʡ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ 

ʵʣʝʢʪʨʦʥʥʳʭ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʦʨʛʘʥʦʚ, ʚʦʠʥʩʢʠʭ 

ʬʦʨʤʠʨʦʚʘʥʠʡ (ʢʨʦʤʝ ɺʦʦʨʫʞʝʥʥʳʭ ʉʠʣ ʠ ɻʣʘʚʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʨʘʟʚʝʜʢʠ 

ʄʠʥʦʙʦʨʦʥʳ), ʦʙʨʘʟʦʚʘʥʥʳʭ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʟʘʢʦʥʘʤʠ, ʧʨʝʜʧʨʠʷʪʠʡ, ʫʯʨʝʞʜʝʥʠʡ 

ʠ ʦʨʛʘʥʠʟʘʮʠʡ; 

2) ʦʙʝʩʧʝʯʝʥʠʝ ʥʘʜʝʞʥʦʛʦ ʬʫʥʢʮʠʦʥʠʨʦʚʘʥʠʷ ʩʝʨʚʝʨʥʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, 

ʩʠʩʪʝʤʳ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ, ʘʢʪʠʚʥʦʛʦ ʩʝʪʝʚʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʘʨʭʠʪʝʢʪʫʨʥʦ-

ʪʝʭʥʠʯʝʩʢʠʭ ʨʝʰʝʥʠʡ ʧʦ ʨʝʟʝʨʚʠʨʦʚʘʥʠʶ ʠ ʜʫʙʣʠʨʦʚʘʥʠʶ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʩʠʩʪʝʤ, ʧʦʩʪʦʷʥʥʦ ʨʘʙʦʪʘʶʱʝʡ ʠʥʞʝʥʝʨʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ; ʦʩʫʱʝʩʪʚʣʝʥʠʷ 

ʦʙʷʟʘʪʝʣʴʥʦʛʦ ʢʦʥʪʨʦʣʷ ʧʦ ʩʪʘʪʠʩʪʠʯʝʩʢʠʤ ʜʘʥʥʳʤ ʨʘʙʦʪʳ ʧʦ ʬʠʟʠʯʝʩʢʦʡ ʟʘʱʠʪʝ 

ʦʙʲʝʢʪʦʚ, ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ ʠ ʤʦʥʠʪʦʨʠʥʛʘ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ, ʢʦʤʧʣʝʢʩʘ 

ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʤʝʨʦʧʨʠʷʪʠʡ; 

3) ʦʙʝʩʧʝʯʝʥʠʝ ʧʨʝʠʤʫʱʝʩʪʚʘ ʚ ʫʤʝʥʴʰʝʥʠʠ ʚʨʝʤʝʥʠ ʜʦʩʪʫʧʘ ʢ ʠʥʬʦʨʤʘʮʠʠ, 

ʫʚʝʣʠʯʝʥʠʠ ʜʦʩʪʫʧʥʦʛʦ ʜʣʷ ʢʘʞʜʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʨʝʩʫʨʩʘ ʜʣʷ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ, 

ʫʚʝʣʠʯʝʥʠʠ ʜʦʩʪʫʧʥʦʩʪʠ ʜʘʥʥʳʭ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʦʪʩʫʪʩʪʚʠʷ ʟʘʪʨʘʪ ʚʨʝʤʝʥʠ ʥʘ 

ʨʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʜʘʥʥʳʭ, ʧʦʚʳʰʝʥʠʠ ʟʘʱʠʱʝʥʥʦʩʪʠ 

ʩʠʩʪʝʤʳ ʦʪ ʩʙʦʝʚ ʚ ʨʘʙʦʪʝ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʧʦʪʝʨʠ ʠʥʬʦʨʤʘʮʠʠ.è (ɻʝʨʤʘʥ 
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ɹʦʛʘʧʦʚ. ʂʘʙʤʠʥ ʩʦʟʜʘʩʪ ʅʘʮʠʦʥʘʣʴʥʳʡ ʮʝʥʪʨ ʨʝʟʝʨʚʠʨʦʚʘʥʠʷ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʨʝʩʫʨʩʦʚ // InternetUA (http://internetua.com/kabmin-sozdast-

nacionalnyi-centr-rezervirovaniya-informacionnyh-resursov). 09.04.2021). 
***  

 

ʂʽʙʝʨʚʽʡʥʘ ʧʨʦʪʠ ʋʢʨʘʾʥʠ 

 

çʂʦʤʘʥʜʘ ʨʝʘʛʫʚʘʥʥʷ ʥʘ ʢʦʤʧ'ʶʪʝʨʥʽ ʥʘʜʟʚʠʯʘʡʥʽ ʧʦʜʽʾ ʋʢʨʘʾʥʠ (CERT-

UA) ʚʠʷʚʠʣʘ ʬʘʢʪʠ ʤʘʩʦʚʠʭ ʨʦʟʩʠʣʘʥʴ ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, 

ʟʘʤʘʩʢʦʚʘʥʦʛʦ ʧʽʜ ʩʧʦʚʽʱʝʥʥʷ "ʅʦʚʦʾ ʧʦʰʪʠ". 
ʇʨʦ ʮʝ ʧʨʦʽʥʬʦʨʤʫʚʘʣʠ ʥʘ ʩʪʦʨʽʥʮʽ ʧʽʜʨʦʟʜʽʣʫ ɼʝʨʞʩʧʝʮʟʚôʷʟʢʫ CERT-UA. 

ɿʘʟʥʘʯʘʻʪʴʩʷ, ʱʦ ʤʘʩʦʚʽ ʨʦʟʩʠʣʘʥʥʷ ʣʠʩʪʽʚ ʟʽ ʚʢʣʘʜʝʥʠʤ ʰʢʽʜʣʠʚʠʤ ʇɿ (ʘʙʦ 

ʧʦʩʠʣʘʥʥʷʤʠ ʥʘ ʡʦʛʦ ʟʘʚʘʥʪʘʞʝʥʥʷ) ʚʽʜʙʫʚʘʶʪʴʩʷ ʥʘ ʝʣʝʢʪʨʦʥʥʽ ʧʦʰʪʦʚʽ ʘʜʨʝʩʠ 

ʜʝʨʞʘʚʥʠʭ ʦʨʛʘʥʽʚ ʋʢʨʘʾʥʠ. ɿʣʦʚʤʠʩʥʠʢʠ ʤʘʩʢʫʶʪʴ ʧʦʚʽʜʦʤʣʝʥʥʷ ʧʽʜ ʩʧʦʚʽʱʝʥʥʷ 

ʚʽʜ ʧʦʰʪʦʚʦʛʦ ʦʧʝʨʘʪʦʨʘ ñʅʦʚʘ ʧʦʰʪʘò. 

ñʃʠʩʪʠ ʤʽʩʪʷʪʴ ʽʥʬʦʨʤʘʮʽʶ ʥʘʯʝʙʪʦ ʚʽʜ ñʅʦʚʦʾ ʧʦʰʪʠò ʱʦʜʦ ʥʘʜʩʠʣʘʥʥʷ 

ʚʘʥʪʘʞʫ, ʚʦʥʠ ʩʧʦʥʫʢʘʶʪʴ ʧʝʨʝʡʪʠ ʟʘ ʧʦʩʠʣʘʥʥʷʤ ʜʣʷ ʧʝʨʝʛʣʷʜʫ ʜʝʪʘʣʝʡ 

ʥʘʜʩʠʣʘʥʥʷ. ɿʘ ʧʦʩʠʣʘʥʥʷʤ ʤʽʩʪʠʪʴʩʷ ʘʨʭʽʚ ʟ ʚʤʽʩʪʦʤ ʰʢʽʜʣʠʚʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ Agent Teslaò, ð ʟʘʟʥʘʯʠʣʠ ʚ ʢʦʤʘʥʜʽ ʨʝʘʛʫʚʘʥʥʷ. 

ʅʘ ʧʨʠʢʣʘʜʽ, ʥʘʜʘʥʦʤʫ ʢʦʤʘʥʜʦʶ, ʧʨʠʤʽʪʥʦ ʪʝ, ʱʦ ʽʤôʷ ʢʦʨʠʩʪʫʚʘʯʘ, ʚʽʜ 

ʷʢʦʛʦ ʥʘʜʽʡʰʦʚ ʣʠʩʪ ð ñʅʦʚʘ ʇʦʰʪʘò, ʘʣʝ ʧʦʰʪʦʚʘ ʘʜʨʝʩʘ ð ʟ ʩʘʡʪʫ ʽʩʧʘʥʩʴʢʦʛʦ 

ʚʠʨʦʙʥʠʢʘ ʢʦʥʚʝʻʨʽʚ. 

ɺ CERT-UA ʧʦʷʩʥʠʣʠ, ʱʦ ʧʦʰʠʨʝʥʝ ʫ ʪʘʢʠʡ ʩʧʦʩʽʙ ʰʢʽʜʣʠʚʝ ʇɿ Agent Tesla 

ʚʠʢʦʥʫʻ ʬʫʥʢʮʽʾ ʚʠʢʨʘʜʘʯʘ ʽʥʬʦʨʤʘʮʽʾ ʪʘ ʻ ʚʜʦʩʢʦʥʘʣʝʥʠʤ ʪʨʦʷʥʦʤ ʚʽʜʜʘʣʝʥʦʛʦ 

ʜʦʩʪʫʧʫ. 

Agent Tesla ʟʜʘʪʥʝ ʚʽʜʩʣʽʜʢʦʚʫʚʘʪʠ ʪʘ ʟʙʠʨʘʪʠ ʜʘʥʽ ʚʚʦʜʫ ʟ ʢʣʘʚʽʘʪʫʨʠ, ʨʦʙʠʪʠ 

ʩʢʨʽʥʰʦʪʠ ʪʘ ʦʪʨʠʤʫʚʘʪʠ ʦʙʣʽʢʦʚʽ ʜʘʥʽ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴʩʷ ʚ ʨʽʟʥʠʭ ʧʨʦʛʨʘʤʘʭ 

ʩʠʩʪʝʤʠ. 

ɿôʷʚʠʚʩʷ Agent Tesla ʫ 2014 ʨʦʮʽ ʪʘ ʚʠʢʦʥʫʚʘʚ ʬʫʥʢʮʽʾ ʚʠʢʨʘʜʘʯʘ ʧʘʨʦʣʽʚ. ʎʝ 

ʇɿ ʻ ʢʦʤʝʨʮʽʡʥʠʤ, ʡʦʛʦ ʤʦʞʥʘ ʧʨʠʜʙʘʪʠ ʥʘ ʩʘʡʪʽ ʨʦʟʨʦʙʥʠʢʽʚ. ɯ ʭʦʯʘ ʪʽ ʟʘʢʣʠʢʘʶʪʴ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ Agent Tesla, ʥʝ ʧʦʨʫʰʫʶʯʠ ʟʘʢʦʥ, ʮʽʻʾ ʧʦʨʘʜʠ, ʚʦʯʝʚʠʜʴ, 

ʟʣʦʚʤʠʩʥʠʢʠ ʥʝ ʜʦʩʣʫʭʘʶʪʴʩʷéè (ʇʽʜ ʚʠʛʣʷʜʦʤ çʅʦʚʦʾ ʧʦʰʪʠè: ʟʣʦʚʤʠʩʥʠʢʠ 

ʧʝʨʝʩʠʣʘʶʪʴ ʜʝʨʞʦʨʛʘʥʘʤ ʋʢʨʘʾʥʠ ʥʝʙʝʟʧʝʯʥʠʡ ʚʽʨʫʩ // ɹʫʢʚʠ 

(https://bykvu.com/ru/bukvy/pid-vigljadom-novoi-poshti-zlovmisniki-peresilajut-

derzhorganam-ukraini -nebezpechnij-virus/). 16.04.2021). 
***  

 

çʉʠʪʫʘʮʽʡʥʠʡ ʮʝʥʪʨ ʢʽʙʝʨʙʝʟʧʝʢʠ ʉɹʋ ʬʽʢʩʫʻ ʟʨʦʩʪʘʥʥʷ ʢʽʣʴʢʦʩʪʽ 

ʢʽʙʝʨʘʪʘʢ, ʩʧʨʷʤʦʚʘʥʠʭ ʥʘ ʦʨʛʘʥʠ ʜʝʨʞʘʚʥʦʾ ʚʣʘʜʠ, ʦʙ'ʻʢʪʠ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʘ ʦʨʛʘʥʽʟʘʮʽʾ ʧʨʠʚʘʪʥʦʛʦ ʩʝʢʪʦʨʫ ʋʢʨʘʾʥʠ. ɸʢʪʠʚʽʟʫʚʘʣʠʩʷ 

ʧʝʨʝʚʘʞʥʦ ʭʘʢʝʨʩʴʢʽ ʫʛʨʫʧʦʚʘʥʥʷ, ʧʽʜʧʦʨʷʜʢʦʚʘʥʽ ʩʧʝʮʩʣʫʞʙʘʤ ʈʌ, 

ʧʦʚʽʜʦʤʣʷʻ ʧʨʝʩʩʣʫʞʙʘ ʉɹʋ. 

ʉɹʋ ʧʦʩʪʽʡʥʦ ʚʞʠʚʘʻ ʟʘʭʦʜʠ ʽʟ ʧʦʰʫʢʫ, ʚʠʷʚʣʝʥʥʷ ʪʘ ʣʦʢʘʣʽʟʘʮʽʾ ʟʘʟʥʘʯʝʥʠʭ 

ʢʽʙʝʨʘʪʘʢ ʪʘ ʢʽʙʝʨʽʥʮʠʜʝʥʪʽʚ, ʘ ʪʘʢʦʞ ʧʨʦʪʠʜʽʻ ʢʽʙʝʨʟʘʛʨʦʟʘʤ ʚ ɯʊʉ (ʽʥʬʦʨʤʘʮʽʡʥʦ-
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ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʽ ʩʠʩʪʝʤʠ). ʂʨʽʤ ʪʦʛʦ, ʢʽʙʝʨʬʘʭʽʚʮʽ ʉʣʫʞʙʠ ʥʘʣʘʛʦʜʠʣʠ ʚʟʘʻʤʦʜʽʶ 

ʟʘ ʜʦʧʦʤʦʛʦʶ ʩʠʩʪʝʤʠ ʦʙʤʽʥʫ ʜʘʥʠʤʠ ʧʨʦ ʢʽʙʝʨʘʪʘʢʠ ʥʘ ʙʘʟʽ ʧʣʘʪʬʦʨʤʠ MISP-UA 

ʪʘ ʽʥʰʠʭ ʧʨʦʛʨʘʤʥʦ-ʘʧʘʨʘʪʥʠʭ ʨʽʰʝʥʴ. 

ɺ ʩʣʫʞʙʽ ʟʘʢʣʠʢʘʶʪʴ ʫʢʨʘʾʥʮʽʚ ʙʫʪʠ ʧʠʣʴʥʠʤʠ ʽ ʧʨʦ ʚʩʽ ʬʘʢʪʠ ʤʦʞʣʠʚʠʭ 

ʢʽʙʝʨʘʪʘʢ ʾʤ ʧʦʚʽʜʦʤʣʷʪʠ: 

incident@dis.gov.ua ï ʜʣʷ ʧʦʚʽʜʦʤʣʝʥʴ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʘ 

ʦʨʛʘʥʽʚ ʜʝʨʞʘʚʥʦʾ ʚʣʘʜʠ ʧʨʦ ʚʠʷʚʣʝʥʽ ʢʽʙʝʨʽʥʮʠʜʝʥʪʠ; 

cvd@dis.gov.ua ï ʜʣʷ ʧʦʚʽʜʦʤʣʝʥʴ ʱʦʜʦ ʚʠʷʚʣʝʥʠʭ ʚʨʘʟʣʠʚʦʩʪʝʡ ʚ 

ʽʥʬʦʨʤʘʮʽʡʥʦ-ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ ʦʙôʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʘ 

ʦʨʛʘʥʽʚ ʜʝʨʞʘʚʥʦʾ ʚʣʘʜʠ (ʥʘ ʫʤʦʚʘʭ ʇʫʙʣʽʯʥʦʛʦ ʤʝʤʦʨʘʥʜʫʤʫ); 

misp.gov.ua ï ʧʣʘʪʬʦʨʤʘ ʦʙʤʽʥʫ ʽʥʜʠʢʘʪʦʨʘʤʠ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʤʽʞ ʦʙôʻʢʪʘʤʠ 

ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʘ ʦʨʛʘʥʘʤʠ ʜʝʨʞʘʚʥʦʾ ʚʣʘʜʠ, ʢʦʨʠʩʪʫʚʘʯʽ ʷʢʠʭ 

ʟʘʟʜʘʣʝʛʽʜʴ ʧʽʜʢʣʶʯʝʥʽ (ʟʘ ʫʤʦʚʠ ʫʢʣʘʜʘʥʥʷ ʦʢʨʝʤʦʛʦ ʄʝʤʦʨʘʥʜʫʤʫ). 

ʈʘʟʦʤ ʟ ʪʠʤ, ʉɹʋ ʧʦʯʠʥʘʻ ʘʢʪʠʚʥʝ ʽʥʬʦʨʤʫʚʘʥʥʷ ʛʨʦʤʘʜʩʴʢʦʩʪʽ, ʫ ʪʦʤʫ ʯʠʩʣʽ 

ʯʝʨʝʟ ʧʫʙʣʽʢʫʚʘʥʥʷ ʟʚʽʪʽʚ ʱʦʜʦ ʢʦʥʢʨʝʪʥʠʭ ʢʽʙʝʨʘʪʘʢ ʪʘ ʽʥʜʠʢʘʪʦʨʽʚ ʢʦʤʧʨʦʤʝʪʘʮʽʾ. 

ʎʶ ʽʥʬʦʨʤʘʮʽʶ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʦʨʛʘʥʽʟʘʮʽʾ ʟʘʭʠʩʪʫ ʢʦʤʧôʶʪʝʨʥʠʭ 

ʤʝʨʝʞ ʽ ʩʠʩʪʝʤʥʦʾ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʟʘʛʨʦʟʘʤ ʥʘʮʽʦʥʘʣʴʥʽʡ ʙʝʟʧʝʮʽ ʜʝʨʞʘʚʠ. ʊʘʢʦʞ 

ʦʪʨʠʤʘʥʽ ʜʘʥʽ ʜʦʟʚʦʣʷʪʴ ʧʽʜʚʠʱʠʪʠ ʨʽʚʝʥʴ ʦʙʽʟʥʘʥʦʩʪʽ ʪʝʭʥʽʯʥʠʭ ʩʧʝʮʽʘʣʽʩʪʽʚ 

ʦʨʛʘʥʽʚ ʜʝʨʞʘʚʥʦʾ ʚʣʘʜʠ. 

ʊʘʢ, ʫ ʢʚʽʪʥʽ 2021 ʨʦʢʫ ʚʠʷʚʣʝʥʦ ʢʽʙʝʨʘʪʘʢʫ ʥʘ ɯʊʉ ʦʨʛʘʥʽʚ ʜʝʨʞʘʚʥʦʾ ʚʣʘʜʠ, ʟ 

ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʜʦʢʫʤʝʥʪʽʚ-ʧʨʠʤʘʥʦʢ ʪʝʤʘʪʠʢʠ COVID-19. ɿʘʚʘʥʪʘʞʝʥʥʷ 

ʟʘʟʥʘʯʝʥʠʭ ʬʘʡʣʽʚ ʟ ʤʝʨʝʞʽ ɯʥʪʝʨʥʝʪ (ʯʝʨʝʟ ʧʦʰʪʦʚʽ ʧʦʚʽʜʦʤʣʝʥʥʷ, ʛʨʫʧʠ ʚ 

ʤʝʩʝʥʜʞʝʨʘʭ, ʪʦʱʦ) ʪʘ ʚʟʘʻʤʦʜʽʷ ʟ ʥʠʤʠ ʧʨʠʟʚʦʜʠʣʘ ʜʦ ʫʨʘʞʝʥʥʷ ʢʦʤʧ'ʶʪʝʨʽʚ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʽ ʚʠʚʘʥʪʘʞʝʥʥʷ ʨʦʙʦʯʠʭ ʬʘʡʣʽʚ (ʽʟ ʟʘʟʜʘʣʝʛʽʜʴ ʟʘʜʘʥʠʤʠ 

ʨʦʟʰʠʨʝʥʥʷʤʠ) ʥʘ ʩʝʨʚʝʨʠ ʟʣʦʚʤʠʩʥʠʢʽʚéè (ʉɹʋ ʬʽʢʩʫʻ ʟʨʦʩʪʘʥʥʷ ʢʽʣʴʢʦʩʪʽ 

ʢʽʙʝʨʘʪʘʢ, ʩʧʨʷʤʦʚʘʥʠʭ ʥʘ ʦʨʛʘʥʠ ʜʝʨʞʘʚʥʦʾ ʚʣʘʜʠ, ʦʙ'ʻʢʪʠ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ 

ʪʘ ʧʨʠʚʘʪʥʽ ʬʽʨʤʠ // ɼʟʝʨʢʘʣʦ ʪʠʞʥʷ. ʋʢʨʘʾʥʘ (https://zn.ua/ukr/UKRAINE/sbu-

fiksuje-zrostannja-kilkosti-kiberatak-sprjamovanikh-na-orhani-derzhavnoji-vladi-

objekti-infrastrukturi -ta-privatni-firmi.html). 26.04.2021). 
***  

 

çʌʘʭʽʚʮʽ ʉʣʫʞʙʠ ʙʝʟʧʝʢʠ ʋʢʨʘʾʥʠ ʥʝ ʜʘʣʠ ʩʧʝʮʩʣʫʞʙ ʈʦʩʽʡʩʴʢʦʾ 

ʌʝʜʝʨʘʮʽʾ ʟʜʽʡʩʥʠʪʠ ʚʽʨʫʩʥʫ ʘʪʘʢʫ ʥʘ ʜʝʨʞʦʨʛʘʥʠ ʋʢʨʘʾʥʠ. 
ʇʨʦ ʮʝ ʧʦʚʽʜʦʤʣʷʻ ʧʨʝʩʮʝʥʪʨ ʉɹʋ ʥʘ ʚʽʜʦʤʯʦʤʫ ʩʘʡʪʽ. 

ɿʘ ʜʘʥʠʤʠ ʩʧʝʮʩʣʫʞʙʠ, ʨʦʩʽʡʩʴʢʽ ʢʫʨʘʪʦʨʠ ʜʽʷʣʠ ʯʝʨʝʟ ʟʘʚʝʨʙʦʚʘʥʦʛʦ 

ʫʢʨʘʾʥʩʴʢʦʛʦ ʭʘʢʝʨʘ, ʷʢʠʡ ʧʦʚʠʥʝʥ ʙʫʚ ʧʝʨʝʜʘʪʠ ʫʢʨʘʾʥʩʴʢʠʤ ʯʠʥʦʚʥʠʢʘʤ 

ʟʘʤʘʩʢʦʚʘʥʠʡ ʬʘʡʣ ʟʽ ʰʧʠʛʫʥʩʴʢʠʤ ʧʨʦʛʨʘʤʥʠʤ ʟʘʙʝʟʧʝʯʝʥʥʷʤ. ʄʝʪʦʶ ʘʪʘʢʠ ʙʫʣʠ 

ʦʙʨʘʥʽ ʮʝʥʪʨʘʣʴʥʽ ʦʨʛʘʥʠ ʚʣʘʜʠ ʪʘ ʦʨʛʘʥʠ ʤʽʩʮʝʚʦʛʦ ʩʘʤʦʚʨʷʜʫʚʘʥʥʷ. 

ɿʣʦʚʤʠʩʥʠʢ ʟʙʠʨʘʚʩʷ ʟʘʙʣʦʢʫʚʘʪʠ ʨʦʙʦʪʫ ʦʙ'ʻʢʪʽʚ ʽʥʬʦʨʤʘʮʽʡʥʦʾ ʪʘ ʢʨʠʪʠʯʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. 

ʆʧʝʨʘʪʠʚʥʠʢʠ ʚʩʪʘʥʦʚʠʣʠ, ʱʦ ʩʧʝʮʩʣʫʞʙʠ ʈʌ ʜʽʷʣʠ ʯʝʨʝʟ ʞʠʪʝʣʷ 

ɿʘʧʦʨʽʞʞʷ. ʏʝʨʝʟ ʽʥʪʝʨʥʝʪ ʚʽʥ ʦʪʨʠʤʘʚ ʚʽʜ ʛʨʦʤʘʜʷʥʠʥʘ ʈʌ ʧʨʦʧʦʟʠʮʽʶ 

ʢʦʥʬʽʜʝʥʮʽʡʥʦʛʦ ʩʧʽʚʨʦʙʽʪʥʠʮʪʚʘ. 
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ɿʘ ʟʘʜʫʤʦʤ "ʢʫʨʘʪʦʨʽʚ", ʨʦʟʩʠʣʢʘ ʧʦʚʠʥʥʘ ʙʫʣʘ ʟʘʙʝʟʧʝʯʠʪʠ ʚʽʨʫʩʥʝ 

ʫʨʘʞʝʥʥʷ ʟʘʢʨʠʪʠʭ ʝʣʝʢʪʨʦʥʥʠʭ ʽʥʬʦʨʤʘʮʽʡʥʠʭ ʩʠʩʪʝʤ ʜʝʨʞʘʚʥʠʭ ʫʩʪʘʥʦʚ ʽ 

ʦʨʛʘʥʽʚ ʤʽʩʮʝʚʦʛʦ ʩʘʤʦʚʨʷʜʫʚʘʥʥʷ. 

ɺ ʭʦʜʽ ʧʨʦʚʝʜʝʥʠʭ ʩʣʽʜʯʠʭ ʜʽʡ ʧʨʘʚʦʦʭʦʨʦʥʮʽ ʚʠʣʫʯʠʣʠ ʝʣʝʢʪʨʦʥʥʽ ʥʦʩʽʾ 

ʽʥʬʦʨʤʘʮʽʾ ʟ ʬʘʡʣʘʤʠ ʥʘʜʘʥʦʛʦ ʽʥʦʟʝʤʥʠʤʠ ʩʧʝʮʩʣʫʞʙʘʤʠ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʘ ʪʘʢʦʞ ʣʠʩʪʫʚʘʥʥʷ ʟ ʢʫʨʘʪʦʨʘʤʠ ʈʌ. 

ʆʨʛʘʥʽʟʘʪʦʨʫ ʧʦʚʽʜʦʤʣʝʥʦ ʧʨʦ ʧʽʜʦʟʨʫ ʫ ʜʝʨʞʘʚʥʽʡ ʟʨʘʜʽ. 

ʈʘʥʽʰʝ ʧʦʚʽʜʦʤʣʷʣʦʩʷ, ʱʦ ʩʠʪʫʘʮʽʡʥʠʡ ʮʝʥʪʨ ʢʽʙʝʨʙʝʟʧʝʢʠ ʉɹʋ ʬʽʢʩʫʻ 

ʟʨʦʩʪʘʥʥʷ ʢʽʣʴʢʦʩʪʽ ʢʽʙʝʨʘʪʘʢ, ʩʧʨʷʤʦʚʘʥʠʭ ʥʘ ʦʨʛʘʥʠ ʜʝʨʞʘʚʥʦʾ ʚʣʘʜʠ, ʦʙ'ʻʢʪʠ 

ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʽ ʦʨʛʘʥʽʟʘʮʽʾ ʧʨʠʚʘʪʥʦʛʦ ʩʝʢʪʦʨʘ ʋʢʨʘʾʥʠ. 

ɸʢʪʠʚʽʟʫʚʘʣʠʩʷ ʧʝʨʝʚʘʞʥʦ ʭʘʢʝʨʩʴʢʽ ʫʛʨʫʧʫʚʘʥʥʷ, ʧʽʜʣʝʛʣʽ ʩʧʝʮʩʣʫʞʙʘʤ ʈʌ, 

ʧʦʚʽʜʦʤʣʷʻ ʧʨʝʩʩʣʫʞʙʘ ʉɹʋ. 

ʂʽʙʝʨʩʧʝʮʽʘʣʽʩʪʠ ʉʣʫʞʙʠ ʥʘʣʘʛʦʜʠʣʠ ʚʟʘʻʤʦʜʽʶ ʟ ʜʦʧʦʤʦʛʦʶ ʩʠʩʪʝʤʠ ʦʙʤʽʥʫ 

ʜʘʥʠʤʠ ʧʨʦ ʢʽʙʝʨʘʪʘʢʠ ʥʘ ʙʘʟʽ ʧʣʘʪʬʦʨʤʠ MISP-UA ʪʘ ʽʥʰʠʭ ʧʨʦʛʨʘʤʥʦ-ʘʧʘʨʘʪʥʠʭ 

ʨʽʰʝʥʴ. 

ʋ ʩʣʫʞʙʽ ʟʘʢʣʠʢʘʣʠ ʫʢʨʘʾʥʮʽʚ ʙʫʪʠ ʧʠʣʴʥʠʤʠ ʽ ʧʨʦ ʚʩʽ ʬʘʢʪʠ ʤʦʞʣʠʚʠʭ 

ʢʽʙʝʨʘʪʘʢ ʧʦʚʽʜʦʤʣʷʪʠ ʾʤ: 

incident@dis.gov.ua - ʜʣʷ ʧʦʚʽʜʦʤʣʝʥʴ ʦʙ'ʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʽ 

ʦʨʛʘʥʽʚ ʜʝʨʞʘʚʥʦʾ ʚʣʘʜʠ ʧʨʦ ʚʠʷʚʣʝʥʽ ʢʽʙʝʨʽʥʮʠʜʝʥʪʠ; 

cvd@dis.gov.ua - ʜʣʷ ʧʦʚʽʜʦʤʣʝʥʴ ʧʨʦ ʚʠʷʚʣʝʥʽ ʚʨʘʟʣʠʚʦʩʪʽ ʚ ʽʥʬʦʨʤʘʮʽʡʥʦ-

ʪʝʣʝʢʦʤʫʥʽʢʘʮʽʡʥʠʭ ʩʠʩʪʝʤʘʭ ʦʙ'ʻʢʪʽʚ ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʘ ʦʨʛʘʥʽʚ 

ʜʝʨʞʘʚʥʦʾ ʚʣʘʜʠ (ʥʘ ʫʤʦʚʘʭ ʇʫʙʣʽʯʥʦʛʦ ʤʝʤʦʨʘʥʜʫʤʫ); 

misp.gov.ua - ʧʣʘʪʬʦʨʤʘ ʦʙʤʽʥʫ ʽʥʜʠʢʘʪʦʨʘʤʠ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʤʽʞ ʦʙ'ʻʢʪʘʤʠ 

ʢʨʠʪʠʯʥʦʾ ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ ʪʘ ʦʨʛʘʥʘʤʠ ʜʝʨʞʘʚʥʦʾ ʚʣʘʜʠ, ʢʦʨʠʩʪʫʚʘʯʽ ʷʢʠʭ 

ʟʘʟʜʘʣʝʛʽʜʴ ʧʽʜʢʣʶʯʝʥʽ (ʟʘ ʫʤʦʚʠ ʫʢʣʘʜʝʥʥʷ ʦʢʨʝʤʦʛʦ ʄʝʤʦʨʘʥʜʫʤʫ). 

ʉɹʋ ʧʦʯʠʥʘʻ ʘʢʪʠʚʥʝ ʽʥʬʦʨʤʫʚʘʥʥʷ ʛʨʦʤʘʜʩʴʢʦʩʪʽ, ʚ ʪʦʤʫ ʯʠʩʣʽ ʯʝʨʝʟ 

ʧʫʙʣʽʢʘʮʽʾ ʟʚʽʪʽʚ ʧʨʦ ʢʦʥʢʨʝʪʥʽ ʢʽʙʝʨʘʪʘʢʠ ʽ ʽʥʜʠʢʘʪʦʨʽʚ ʢʦʤʧʨʦʤʝʪʘʮʽʾ. ʎʶ 

ʽʥʬʦʨʤʘʮʽʶ ʤʦʞʥʘ ʚʠʢʦʨʠʩʪʦʚʫʚʘʪʠ ʜʣʷ ʦʨʛʘʥʽʟʘʮʽʾ ʟʘʭʠʩʪʫ ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞ ʽ 

ʩʠʩʪʝʤʥʦʾ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʟʘʛʨʦʟʘʤ ʥʘʮʽʦʥʘʣʴʥʦʾ ʙʝʟʧʝʢʠ ʜʝʨʞʘʚʠ. ʊʘʢʦʞ ʦʪʨʠʤʘʥʽ 

ʜʘʥʽ ʜʦʟʚʦʣʷʪʴ ʧʽʜʚʠʱʠʪʠ ʨʽʚʝʥʴ ʦʙʽʟʥʘʥʦʩʪʽ ʪʝʭʥʽʯʥʠʭ ʬʘʭʽʚʮʽʚ ʦʨʛʘʥʽʚ ʜʝʨʞʘʚʥʦʾ 

ʚʣʘʜʠè. (ʍʘʢʝʨ ʽʟ ɿʘʧʦʨʽʞʞʷ ʟʘ ʚʢʘʟʽʚʢʦʶ ʢʫʨʘʪʦʨʽʚ ʈʌ ʧʣʘʥʫʚʘʚ ʘʪʘʢʫ ʥʘ 

ʩʘʡʪʠ ʜʝʨʞʦʨʛʘʥʽʚ ʋʢʨʘʾʥʠ // ɼʟʝʨʢʘʣʦ ʪʠʞʥʷ. ʋʢʨʘʾʥʘ 

(https://zn.ua/ukr/UKRAINE/khaker-iz-zaporizhzhja-za-vkazivkoju-kuratoriv-rf -

planuvav-ataku-na-sajti-derzhorhaniv-ukrajini.html). 27.04.2021). 

***  

 

çʋʢʨʘʾʥʘ ʤʘʻ ʙʘʛʘʪʠʡ ʜʦʩʚʽʜ ʧʨʦʪʠʩʪʦʷʥʥʷ ʨʦʩʽʡʩʴʢʽʡ ʢʘʤʧʘʥʽʾ 

ʜʝʟʽʥʬʦʨʤʘʮʽʾ, ʘ ʪʘʢʦʞ ʢʽʙʝʨʘʪʘʢʘʤ, ʽ ʤʦʛʣʘ ʙʠ ʧʦʜʽʣʠʪʠʩʷ ʥʠʤ ʟʽ 

ʉʧʦʣʫʯʝʥʠʤʠ ʐʪʘʪʘʤʠ, ʘ ʪʘʢʦʞ ʟ ʽʥʰʠʤʠ ʢʨʘʾʥʘʤʠ ɿʘʭʦʜʫ, ʱʦʙʠ ʧʦʩʠʣʠʪʠ 

ʝʬʝʢʪʠʚʥʽʩʪʴ ʩʧʽʣʴʥʦʾ ʧʨʦʪʠʜʽʾ ʮʴʦʤʫ ʚʠʢʣʠʢʫ. 
ʇʨʦ ʮʝ ʟʘʷʚʠʣʘ ʧʦʩʦʣ ʋʢʨʘʾʥʠ ʚ ʉʐɸ ʆʢʩʘʥʘ ʄʘʨʢʘʨʦʚʘ ʧʽʜ ʯʘʩ ʚʝʙʽʥʘʨʫ, 

ʦʨʛʘʥʽʟʦʚʘʥʦʛʦ ʋʢʨʘʾʥʩʴʢʦ-ɸʤʝʨʠʢʘʥʩʴʢʦʶ ɼʽʣʦʚʦʶ ʨʘʜʦʶ, ʧʝʨʝʜʘʻ ʚʣʘʩʥʠʡ 

ʢʦʨʝʩʧʦʥʜʝʥʪ ʋʢʨʽʥʬʦʨʤʫ. 

çʋ ʮʴʦʤʫ ʧʠʪʘʥʥʽ ʤʠ ʚ ʋʢʨʘʾʥʽ ʤʘʻʤʦ ʙʘʛʘʪʦ ʯʠʤ ʧʦʜʽʣʠʪʠʩʷ. ʄʠ ʤʘʣʠ ʩʧʨʘʚʫ 

ʟ ʚʝʣʠʢʦʶ ʢʽʣʴʢʽʩʪʶ ʢʽʙʝʨʘʪʘʢ (ʟ ʙʦʢʫ ʈʦʩʽʾ ï ʨʝʜ.) ʧʝʨʝʜ ʪʠʤ, ʷʢ ʚʦʥʠ ʙʫʣʠ 
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ʚʠʷʚʣʝʥʽ ʪʫʪ, ʫ ʉʧʦʣʫʯʝʥʠʭ ʐʪʘʪʘʭ, ʽ ʤʠ ʟʥʘʻʤʦ, ʱʦ ʨʦʙʠʪʠ ʚ (ʪʘʢʠʭ ʚʠʧʘʜʢʘʭ ï 

ʨʝʜ.)è, - ʟʘʫʚʘʞʠʣʘ ʄʘʨʢʘʨʦʚʘ. 

ɺʦʥʘ ʪʘʢʦʞ ʟʘʟʥʘʯʠʣʘ, ʱʦ ʋʢʨʘʾʥʘ ʟʘʩʪʦʩʫʚʘʣʘ ʧʝʚʥʽ ʟʘʭʦʜʠ ʜʣʷ ʟʘʭʠʩʪʫ ʽ 

ʛʦʪʦʚʘ ʨʦʙʠʪʠ ʮʝ ʨʘʟʦʤ ʟʽ ʉʐɸ, ʘ ʪʘʢʦʞ ʽʥʰʠʤʠ ʢʨʘʾʥʘʤʠ ɿʘʭʦʜʫ. 

çʄʠ ʤʦʞʝʤʦ ʨʘʟʦʤ ʩʢʣʘʩʪʠ ʧʣʘʥ, ʷʢʠʤ ʯʠʥʦʤ ʧʽʜʚʠʱʠʪʠ ʝʬʝʢʪʠʚʥʽʩʪʴ ʪʘ 

ʜʽʻʚʽʩʪʴ ʫ ʩʢʦʦʨʜʠʥʦʚʘʥʦʤʫ ʨʝʘʛʫʚʘʥʥʽ ʥʘ ʮʝʡ ʚʠʢʣʠʢè,- ʧʽʜʢʨʝʩʣʠʣʘ ʧʦʩʦʣ. 

ʆʢʨʽʤ ʪʦʛʦ, ʟʘ ʾʾ ʩʣʦʚʘʤʠ, ʫʢʨʘʾʥʩʴʢʘ ʩʪʦʨʦʥʘ ʛʦʪʦʚʘ ʨʦʟʚʠʚʘʪʠ ʜʽʘʣʦʛ ʟʽ ʉʐɸ 

ʫ ʙʘʛʘʪʴʦʭ ʽʥʰʠʭ ʩʬʝʨʘʭ, ʫ ʪʦʤʫ ʯʠʩʣʽ ʱʦʜʦ ʽʥʥʦʚʘʮʽʡ ʪʘ ʢʣʽʤʘʪʠʯʥʠʭ ʟʤʽʥéè 

(ʋʢʨʘʾʥʘ ʛʦʪʦʚʘ ʧʦʜʽʣʠʪʠʩʷ ʟʽ ʉʐɸ ʜʦʩʚʽʜʦʤ ʧʨʦʪʠʩʪʦʷʥʥʷ ʨʦʩʽʡʩʴʢʠʤ 

ʢʽʙʝʨʘʪʘʢʘʤ ï ʄʘʨʢʘʨʦʚʘ // ʋʢʨʽʥʬʦʨʤ (https://www.ukrinform.ua/rubric-

polytics/3238067-ukraina-gotova-podilitisa-zi-ssa-dosvidom-protistoanna-rosijskim-

kiberatakam-markarova.html). 30.04.2021). 

***  

 

ɹʦʨʦʪʴʙʘ ʟ ʢʽʙʝʨʟʣʦʯʠʥʥʽʩʪʶ ʚ ʋʢʨʘʾʥʽ 

 

çʑʦʤʽʩʷʯʥʠʡ ʨʫʭ ʢʦʰʪʽʚ ʥʘ ʨʘʭʫʥʢʘʭ ʪʦʚʘʨʠʩʪʚ ʩʷʛʘʚ ʙʣʠʟʴʢʦ 100 ʤʣʥ 

ʛʨʠʚʝʥʴ. ʆʪʨʠʤʘʥʽ ʢʦʰʪʠ ʬʽʛʫʨʘʥʪʠ ʚʠʪʨʘʪʠʣʠ ʥʘ ʥʝʨʫʭʦʤʽʩʪʴ, ʘʚʪʦʤʦʙʽʣʽ, 

ʜʦʨʦʛʽ ʢʦʰʪʦʚʥʦʩʪʽ ʪʘ ʚʢʣʘʜʘʣʠ ʫ ʩʚʽʡ ʥʝʟʘʢʦʥʥʠʡ ʙʽʟʥʝʩ.  

ɿʣʦʯʠʥʥʘ ʜʽʷʣʴʥʽʩʪʴ ʛʨʫʧʠ ʪʨʠʚʘʣʘ ʟ 2016 ʨʦʢʫ ʜʦ ʤʦʤʝʥʪʫ ʾʾ ʚʠʢʨʠʪʪʷ 

ʧʦʣʽʮʝʡʩʴʢʠʤʠ ʫʧʨʘʚʣʽʥʥʷ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʟʣʦʯʠʥʘʤ ʚ ɼʥʽʧʨʦʧʝʪʨʦʚʩʴʢʽʡ ʦʙʣʘʩʪʽ, 

ʩʣʽʜʯʦʛʦ ʫʧʨʘʚʣʽʥʥʷ ɻʋʅʇ ʦʙʣʘʩʪʽ ʧʽʜ ʧʨʦʮʝʩʫʘʣʴʥʠʤ ʢʝʨʽʚʥʠʮʪʚʦʤ 

ɼʥʽʧʨʦʧʝʪʨʦʚʩʴʢʦʾ ʦʙʣʘʩʥʦʾ ʧʨʦʢʫʨʘʪʫʨʠ. 

ɻʨʫʧʫ ʦʨʛʘʥʽʟʫʚʘʣʦ ʢʦʣʠʰʥʻ ʧʦʜʨʫʞʞʷ ʟ ʤ. ɺʝʨʭʥʴʦʜʥʽʧʨʦʚʩʴʢʘ ʪʘ 36-ʨʽʯʥʠʡ 

ʤʝʰʢʘʥʝʮʴ ʤ. ɼʥʽʧʨʦ. ʏʝʨʝʟ ʤʝʨʝʞʫ ʩʧʝʮʽʘʣʴʥʦ ʩʪʚʦʨʝʥʠʭ ʬʽʢʪʠʚʥʠʭ ʩʫʙôʻʢʪʽʚ 

ʛʦʩʧʦʜʘʨʶʚʘʥʥʷ ʚʦʥʠ ʧʨʦʚʦʜʠʣʠ ʙʝʟʪʦʚʘʨʥʽ ʬʽʥʘʥʩʦʚʦ-ʛʦʩʧʦʜʘʨʩʴʢʽ ʦʧʝʨʘʮʽʾ. 

ɿʘʣʫʯʘʶʯʠ ʧʦʩʝʨʝʜʥʠʢʽʚ, ʟʣʦʚʤʠʩʥʠʢʠ ʟʘʨʝʻʩʪʨʫʚʘʣʠ ʧʦʥʘʜ 70 ʧʽʜʧʨʠʻʤʩʪʚ, ʷʢʽ ʥʝ 

ʧʣʘʥʫʚʘʣʠ ʨʝʘʣʴʥʦ ʚʝʩʪʠ ʛʦʩʧʦʜʘʨʩʴʢʫ ʜʽʷʣʴʥʽʩʪʴ. 

ʅʘʜʘʣʽ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʧʝʯʘʪʢʠ ʪʘ ʨʝʢʚʽʟʠʪʠ ʮʠʭ ʪʦʚʘʨʠʩʪʚ ʬʽʛʫʨʘʥʪʠ 

ʥʽʙʠʪʦ ʫʢʣʘʜʘʣʠ ʫʛʦʜʠ ʧʨʦ ʧʦʩʪʘʯʘʥʥʷ ʪʦʚʘʨʽʚ, ʥʘʜʘʥʥʷ ʧʦʩʣʫʛ ʪʘ ʚʠʢʦʥʘʥʥʷ ʨʦʙʽʪ 

ʨʝʘʣʴʥʠʤ ʧʽʜʧʨʠʻʤʮʷʤ ʪʘ ʜʝʨʞʘʚʥʠʤ ʫʩʪʘʥʦʚʘʤ. 

ʇʽʩʣʷ ʥʘʜʭʦʜʞʝʥʥʷ ʙʝʟʛʦʪʽʚʢʦʚʠʭ ʢʦʰʪʽʚ ʥʘ ʨʘʭʫʥʢʠ ʬʽʢʪʠʚʥʠʭ ʧʽʜʧʨʠʻʤʩʪʚ, 

ʾʭ ʚʠʚʦʜʠʣʠ ʫ ʛʦʪʽʚʢʫ ʯʝʨʝʟ ʙʘʥʢʽʚʩʴʢʽ ʢʘʨʪʢʠ, ʦʬʦʨʤʣʝʥʽ ʥʘ ʧʽʜʩʪʘʚʥʠʭ ʦʩʽʙ. 

ʊʘʢʦʞ ʧʦʣʽʮʝʡʩʴʢʽ ʚʩʪʘʥʦʚʠʣʠ, ʱʦ ʜʦ ʥʝʟʘʢʦʥʥʠʭ ʦʙʦʨʫʜʦʢ ʧʨʠʯʝʪʥʽ 

ʧʨʘʮʽʚʥʠʢʠ ʧʽʜʧʨʠʻʤʩʪʚ, ʱʦ ʚʠʩʪʫʧʘʣʠ ʟʘʤʦʚʥʠʢʘʤʠ ʪʦʚʘʨʽʚ ʪʘ ʧʦʩʣʫʛ, ʷʢʽ 

ʚʽʜʧʦʚʽʜʘʣʠ ʟʘ ʬʽʥʘʥʩʦʚʦ-ʙʫʭʛʘʣʪʝʨʩʴʢʫ ʟʚʽʪʥʽʩʪʴ ʪʘ ʤʘʣʠ ʜʦʩʪʫʧʠ ʜʦ ʝʣʝʢʪʨʦʥʥʠʭ 

ʢʘʙʽʥʝʪʽʚ ʧʣʘʪʥʠʢʽʚ ʧʦʜʘʪʢʽʚ ʪʘ ʩʠʩʪʝʤ ʫʧʨʘʚʣʽʥʥʷ ʨʘʭʫʥʢʘʤʠ ʧʽʜʧʨʠʻʤʩʪʚ. ɿʘ 

ʥʘʜʘʥʥʷ ʪʘʢʦʛʦ ʨʦʜʫ çʧʦʩʣʫʛè ʚʦʥʠ ʦʪʨʠʤʫʚʘʣʠ ʧʝʚʥʽ ʚʽʜʩʦʪʢʠ ʚʽʜ ʩʫʤʠ 

ʧʝʨʝʨʘʭʦʚʘʥʠʭ ʢʦʰʪʽʚ ʟʘ ʢʦʞʥʦʶ ʬʽʢʪʠʚʥʦ ʫʢʣʘʜʝʥʦʶ ʫʛʦʜʦʶ. ɿʜʝʙʽʣʴʰʦʛʦ, ʮʝ 

ʙʫʣʠ ʧʦʩʘʜʦʚʽ ʦʩʦʙʠ ʩʽʣʴʩʴʢʦʛʦʩʧʦʜʘʨʩʴʢʠʭ ʪʘ ʬʝʨʤʝʨʩʴʢʠʭ ʪʦʚʘʨʠʩʪʚ, 

ʟʘʨʝʻʩʪʨʦʚʘʥʠʭ ʥʘ ʪʝʨʠʪʦʨʽʾ ɼʥʽʧʨʦʧʝʪʨʦʚʩʴʢʦʾ ʦʙʣʘʩʪʽ, ʘ ʪʘʢʦʞ ʜʝʷʢʠʭ ʙʶʜʞʝʪʥʠʭ 

ʫʩʪʘʥʦʚ. 
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ʌʽʥʘʥʩʦʚʦ-ʛʦʩʧʦʜʘʨʩʴʢʽ ʦʧʝʨʘʮʽʾ ʧʨʦʚʦʜʠʣʠʩʷ ʟ ʚʠʢʦʨʠʩʪʘʥʥʷʤ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʣʷ ʧʦʜʘʯʽ ʧʦʜʘʪʢʦʚʦʾ ʟʚʽʪʥʦʩʪʽ çM.E.Docè, ʘ ʢʦʰʪʠ 

ʧʝʨʝʨʘʭʦʚʫʚʘʣʠʩʷ ʟʘ ʜʦʧʦʤʦʛʦʶ ʩʠʩʪʝʤʠ çʂʣʽʻʥʪ-ɹʘʥʢè. 

14 ʢʚʽʪʥʷ ʟʘ ʤʽʩʮʷʤʠ ʤʝʰʢʘʥʥʷ, ʨʝʻʩʪʨʘʮʽʾ ʬʽʛʫʨʘʥʪʽʚ, ʚ ʦʬʽʩʥʠʭ 

ʧʨʠʤʽʱʝʥʥʷʭ ʥʘ ʪʝʨʠʪʦʨʽʾ ʤ. ɼʥʽʧʨʦ ʪʘ ʤ. ɺʝʨʭʥʴʦʜʥʽʧʨʦʚʩʴʢ ʙʫʣʦ ʧʨʦʚʝʜʝʥʦ 9 

ʦʙʰʫʢʽʚ. ɺ ʨʝʟʫʣʴʪʘʪʽ ʧʨʘʚʦʦʭʦʨʦʥʮʽ ʚʠʣʫʯʠʣʠ ʧʦʥʘʜ 800 ʪʠʩʷʯ ʛʨʠʚʝʥʴ, 

ʢʦʤʧôʶʪʝʨʥʫ ʪʝʭʥʽʢʫ, ʧʝʯʘʪʢʠ ʪʘ ʰʪʘʤʧʠ ʧʦʥʘʜ 70-ʪʠ ʩʪʚʦʨʝʥʠʭ ʬʽʛʫʨʘʥʪʘʤʠ 

ʪʦʚʘʨʠʩʪʚ, ʙʫʭʛʘʣʪʝʨʩʴʢʦ-ʟʚʽʪʥʽ ʤʘʪʝʨʽʘʣʠ ʬʽʢʪʠʚʥʠʭ ʬʽʥʘʥʩʦʚʠʭ ʦʧʝʨʘʮʽʡ, ʘ ʪʘʢʦʞ 

ʙʘʥʢʽʚʩʴʢʽ ʢʘʨʪʢʠ, ʚʠʢʦʨʠʩʪʘʥʽ ʫ ʟʣʦʯʠʥʥʽʡ ʜʽʷʣʴʥʦʩʪʽ. 

ʅʘʨʘʟʽ ʧʨʠʟʥʘʯʝʥʦ ʨʷʜ ʝʢʩʧʝʨʪʠʟ, ʟʘ ʨʝʟʫʣʴʪʘʪʘʤʠ ʷʢʠʭ ʙʫʜʝ ʚʠʟʥʘʯʝʥʘ 

ʩʧʨʠʯʠʥʝʥʘ ʤʘʡʥʦʚʘ ʰʢʦʜʘ. ʇʦʣʽʮʝʡʩʴʢʽ ʚʞʠʚʘʶʪʴ ʟʘʭʦʜʠ ʜʣʷ ʚʩʪʘʥʦʚʣʝʥʥʷ ʚʩʽʭ 

ʫʯʘʩʥʠʢʽʚ ʛʨʫʧʠ. ɺʠʨʽʰʫʻʪʴʩʷ ʧʠʪʘʥʥʷ ʧʨʦ ʧʦʚʽʜʦʤʣʝʥʥʷ ʾʤ ʧʨʦ ʧʽʜʦʟʨʫ ʟʘ ʯ. 3 ʩʪ. 

362 (ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʽ ʜʽʾ ʟ ʽʥʬʦʨʤʘʮʽʻʶ, ʷʢʘ ʦʙʨʦʙʣʶʻʪʴʩʷ ʚ ʝʣʝʢʪʨʦʥʥʦ-

ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʤʘʰʠʥʘʭ (ʢʦʤʧ'ʶʪʝʨʘʭ), ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤʘʭ, 

ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞʘʭ ʘʙʦ ʟʙʝʨʽʛʘʻʪʴʩʷ ʥʘ ʥʦʩʽʷʭ ʪʘʢʦʾ ʽʥʬʦʨʤʘʮʽʾ, ʚʯʠʥʝʥʽ 

ʦʩʦʙʦʶ, ʷʢʘ ʤʘʻ ʧʨʘʚʦ ʜʦʩʪʫʧʫ ʜʦ ʥʝʾ), ʯ. 2 ʩʪ. 366 (ʩʣʫʞʙʦʚʝ ʧʽʜʨʦʙʣʝʥʥʷ), ʯ. 2 ʩʪ. 

364 (ʟʣʦʚʞʠʚʘʥʥʷ ʚʣʘʜʦʶ ʘʙʦ ʩʣʫʞʙʦʚʠʤ ʩʪʘʥʦʚʠʱʝʤ), ʯ. 2 ʩʪ. 364-1 (ʟʣʦʚʞʠʚʘʥʥʷ 

ʧʦʚʥʦʚʘʞʝʥʥʷʤʠ ʩʣʫʞʙʦʚʦʶ ʦʩʦʙʦʶ ʶʨʠʜʠʯʥʦʾ ʦʩʦʙʠ ʧʨʠʚʘʪʥʦʛʦ ʧʨʘʚʘ ʥʝʟʘʣʝʞʥʦ 

ʚʽʜ ʦʨʛʘʥʽʟʘʮʽʡʥʦ-ʧʨʘʚʦʚʦʾ ʬʦʨʤʠ), ʯ. 4 ʩʪ. 190 (ʰʘʭʨʘʡʩʪʚʦ) ʂʨʠʤʽʥʘʣʴʥʦʛʦ 

ʢʦʜʝʢʩʫ ʋʢʨʘʾʥʠè. (ʅʘ ɼʥʽʧʨʦʧʝʪʨʦʚʱʠʥʽ ʧʦʣʽʮʝʡʩʴʢʽ ʟʘʪʨʠʤʘʣʠ ʯʣʝʥʽʚ 

ʟʣʦʯʠʥʥʦʾ ʛʨʫʧʠ, ʷʢʽ ʦʨʛʘʥʽʟʫʚʘʣʠ ʢʦʥʚʝʨʪʘʮʽʡʥʠʡ ʮʝʥʪʨ ʜʣʷ ʚʽʜʤʠʚʘʥʥʷ ʛʨʦʰʝʡ 

// ʂʽʙʝʨʧʦʣʽʮʽʷ ʅʘʮʽʦʥʘʣʴʥʦʾ ʧʦʣʽʮʽʾ ʋʢʨʘʾʥʠ (https://cyberpolice.gov.ua/news/na-

dnipropetrovshhyni-policzejski-zatrymaly-chleniv-zlochynnoyi-grupy-yaki-

organizuvaly-konvertaczijnyj-czentr-dlya-vidmyvannya-groshej-4140/). 16.04.2021). 

***  

 

çʉʧʽʚʨʦʙʽʪʥʠʢʠ ʢʽʙʝʨʧʦʣʽʮʽʾ ʚ ʃʫʛʘʥʩʴʢʽʡ ʦʙʣʘʩʪʽ ʩʧʽʣʴʥʦ ʟʽ ʩʣʽʜʯʠʤʠ 

ʉʪʘʨʦʙʽʣʴʩʴʢʦʛʦ ʨʘʡʦʥʥʦʛʦ ʫʧʨʘʚʣʽʥʥʷ ʪʘ ʢʦʣʝʛʘʤʠ ʟ ʉɹʋ ʧʨʠʧʠʥʠʣʠ 

ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʝ ʚʪʨʫʯʘʥʥʷ ʚ ʨʦʙʦʪʫ ʩʧʝʮʽʘʣʴʥʠʭ ʨʘʜʽʦʝʣʝʢʪʨʦʥʥʠʭ ʤʝʨʝʞ 

ʧʽʜʨʦʟʜʽʣʽʚ ʩʠʣ ʆʧʝʨʘʮʽʾ ʦʙôʻʜʥʘʥʠʭ ʩʠʣ. 

ɺ ʭʦʜʽ ʧʨʦʚʝʜʝʥʥʷ ʩʣʽʜʯʦ-ʦʧʝʨʘʪʠʚʥʠʭ ʜʽʡ ʧʨʘʚʦʦʭʦʨʦʥʮʽ ʚʩʪʘʥʦʚʠʣʠ 

ʽʥʪʝʨʥʝʪ-ʧʨʦʚʘʡʜʝʨʘ, ʷʢʠʡ ʜʽʷʚ ʥʘ ʪʝʨʠʪʦʨʽʾ ʤ. ʉʪʘʨʦʙʽʣʴʩʴʢ ʪʘ ʨʘʜʽʦʝʣʝʢʪʨʦʥʥʝ 

ʦʙʣʘʜʥʘʥʥʷ, ʷʢʝ ʧʨʘʮʶʚʘʣʦ ʥʘ ʨʘʜʽʦʯʘʩʪʦʪʘʭ ʩʧʝʮʽʘʣʴʥʦʛʦ ʢʦʨʠʩʪʫʚʘʥʥʷ ʽ ʻ 

ʟʘʙʦʨʦʥʝʥʠʤ ʜʣʷ ʚʠʢʦʨʠʩʪʘʥʥʷ ʮʠʚʽʣʴʥʠʤʠ ʦʩʦʙʘʤʠ. 

ʇʽʜ ʯʘʩ ʧʨʦʚʝʜʝʥʥʷ ʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʩʫʜʦʤ ʦʙʰʫʢʫ ʚʠʣʫʯʝʥʦ 

ʨʘʜʽʦʝʣʝʢʪʨʦʥʥʝ ʦʙʣʘʜʥʘʥʥʷ, ʱʦ ʧʨʘʮʶʚʘʣʦ ʥʘ ʯʘʩʪʦʪʘʭ ʩʧʝʮʽʘʣʴʥʦʛʦ 

ʢʦʨʠʩʪʫʚʘʥʥʷ. 

ɺ ʨʘʤʢʘʭ ʚʽʜʢʨʠʪʦʛʦ ʢʨʠʤʽʥʘʣʴʥʦʛʦ ʧʨʦʚʘʜʞʝʥʥʷ ʟʘ ʩʪ. 361 ʂʂ ʋʢʨʘʾʥʠ 

çʅʝʩʘʥʢʮʽʦʥʦʚʘʥʝ ʚʪʨʫʯʘʥʥʷ ʚ ʨʦʙʦʪʫ ʝʣʝʢʪʨʦʥʥʦ-ʦʙʯʠʩʣʶʚʘʣʴʥʠʭ ʤʘʰʠʥ 

(ʢʦʤʧ'ʶʪʝʨʽʚ), ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤ, ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞ ʯʠ ʤʝʨʝʞ 

ʝʣʝʢʪʨʦʟʚ'ʷʟʢʫè ʧʽʜ ʧʨʦʮʝʩʫʘʣʴʥʠʤ ʢʝʨʽʚʥʠʮʪʚʦʤ ʧʨʦʢʫʨʘʪʫʨʠ ʪʨʠʚʘʻ ʜʦʩʫʜʦʚʝ 

ʩʣʽʜʩʪʚʦè. (ʅʘ ʃʫʛʘʥʱʠʥʽ ʧʨʘʚʦʦʭʦʨʦʥʮʽ ʚʠʷʚʠʣʠ ʪʘ ʧʨʠʧʠʥʠʣʠ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʝ 

ʚʪʨʫʯʘʥʥʷ ʚ ʨʦʙʦʪʫ ʨʘʜʽʦʝʣʝʢʪʨʦʥʥʠʭ ʤʝʨʝʞ ʧʽʜʨʦʟʜʽʣʽʚ ʆʆʉ // ʂʽʙʝʨʧʦʣʽʮʽʷ 

ʅʘʮʽʦʥʘʣʴʥʦʾ ʧʦʣʽʮʽʾ ʋʢʨʘʾʥʠ (https://cyberpolice.gov.ua/news/na-luganshhyni-
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pravooxoronczi-vyyavyly-ta-prypynyly-nesankczionovane-vtruchannya-v-robotu-

radioelektronnyx-merezh-pidrozdiliv-oos-8266/). 19.04.2021). 

***  

 

çɾʠʪʝʣʴ ʩʪʦʣʠʮʽ ʩʢʦʧʽʶʚʘʚ ʙʘʟʠ ʜʘʥʠʭ ʧʽʜʧʨʠʻʤʩʪʚʘ ʜʣʷ ʧʦʜʘʣʴʰʦʛʦ 

ʧʝʨʝʧʨʦʜʘʞʫ. ɿʙʠʪʢʠ ʥʘʥʝʩʝʥʽ ʧʨʘʚʦʚʣʘʩʥʠʢʫ ʤʦʞʫʪʴ ʩʷʛʘʪʠ ʙʽʣʴʰʝ 2 

ʤʽʣʴʡʦʥʽʚ ʛʨʠʚʝʥʴ. ʌʽʛʫʨʘʥʪʫ ʦʛʦʣʦʩʠʣʠ ʧʨʦ ʧʽʜʦʟʨʫ. 
ʇʨʦʪʠʧʨʘʚʥʫ ʜʽʷʣʴʥʽʩʪʴ 33-ʨʽʯʥʦʛʦ ʤʝʰʢʘʥʮʷ ʂʠʻʚʘ ʚʠʢʨʠʣʠ ʩʧʽʚʨʦʙʽʪʥʠʢʠ 

ɼʝʧʘʨʪʘʤʝʥʪʫ ʢʽʙʝʨʧʦʣʽʮʽʾ ʩʧʽʣʴʥʦ ʟ ɻʦʣʦʚʥʠʤ ʩʣʽʜʯʠʤ ʫʧʨʘʚʣʽʥʥʷʤ ʅʘʮʧʦʣʽʮʽʾ. 

ʏʦʣʦʚʽʢ, ʤʘʶʯʠ ʘʚʪʦʨʠʟʘʮʽʡʥʽ ʜʘʥʽ, ʟʜʽʡʩʥʠʚ ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʝ ʢʦʧʽʶʚʘʥʥʷ ʙʘʟ 

ʜʘʥʠʭ ʪʘ ʥʘʜʘʣʽ ʥʘ ʧʣʘʪʥʽʡ ʦʩʥʦʚʽ ʥʘʜʘʚʘʚ ʜʦʩʪʫʧ ʜʦ ʥʠʭ, ʨʦʟʤʽʩʪʠʚʰʠ ʾʭ ʥʘ 

ʚʽʜʜʘʣʝʥʦʤʫ ʩʝʨʚʝʨʽ. ɹʘʟʠ ʤʽʩʪʠʣʠ ʜʘʥʽ ʱʦʜʦ ʬʘʨʤʘʮʝʚʪʠʯʥʦʛʦ ʨʠʥʢʫ ʋʢʨʘʾʥʠ, ʾʭ 

ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʬʘʨʤʘʮʝʚʪʠʯʥʽ ʢʦʤʧʘʥʽʾ ʜʣʷ ʤʘʨʢʝʪʠʥʛʦʚʠʭ ʜʦʩʣʽʜʞʝʥʴ ʪʘ ʦʮʽʥʢʠ 

ʝʬʝʢʪʠʚʥʦʩʪʽ ʩʚʦʻʾ ʨʦʙʦʪʠ. ɿʦʢʨʝʤʘ ʫ ʥʠʭ ʤʽʩʪʠʣʠʩʷ ʚʽʜʦʤʦʩʪʽ ʧʨʦ ʮʽʥʠ ʪʘ ʦʙʩʷʛʠ 

ʨʦʟʜʨʽʙʥʠʭ ʧʨʦʜʘʞʽʚ ʚʠʨʦʙʽʚ ʤʝʜʠʯʥʦʛʦ ʧʨʠʟʥʘʯʝʥʥʷ, ʢʦʩʤʝʪʠʢʠ, ʙʽʦʣʦʛʽʯʥʦ 

ʘʢʪʠʚʥʠʭ ʨʝʯʦʚʠʥ, ʜʠʪʷʯʦʛʦ ʭʘʨʯʫʚʘʥʥʷ, ʜʝʟʽʥʬʽʢʫʶʯʠʭ ʟʘʩʦʙʽʚ. 

ʌʽʛʫʨʘʥʪ ʧʨʦʜʘʚʘʚ ʾʭ ʟʘ ʮʽʥʦʶ ʫ ʧʦʥʘʜ 10 ʨʘʟʽʚ ʤʝʥʰʦʶ ʚʽʜ ʪʽʻʾ, ʱʦ 

ʧʨʦʧʦʥʫʚʘʚ ʦʬʽʮʽʡʥʠʡ ʧʨʝʜʩʪʘʚʥʠʢ. ɿʘ ʧʦʧʝʨʝʜʥʽʤʠ ʜʘʥʠʤʠ, ʧʨʘʚʦʚʣʘʩʥʠʢʫ 

ʥʘʥʝʩʝʥʦ ʧʦʥʘʜ 2 ʤʽʣʴʡʦʥʠ ʛʨʠʚʝʥʴ ʟʙʠʪʢʽʚ. 

ʇʨʘʚʦʦʭʦʨʦʥʮʽ ʧʨʦʚʝʣʠ ʦʙʫʰʢʠ ʟʘ ʤʽʩʮʝʤ ʤʝʰʢʘʥʥʷ ʪʘ ʨʦʙʦʪʠ ʬʽʛʫʨʘʥʪʘ. 

ɺʠʣʫʯʝʥʦ ʢʦʤʧôʶʪʝʨʥʫ ʪʝʭʥʽʢʫ, ʤʦʙʽʣʴʥʽ ʪʝʣʝʬʦʥʠ, çʯʦʨʥʦʚʽè ʟʘʧʠʩʠ ʪʘ ʛʨʦʰʽ. ʇʽʜ 

ʯʘʩ ʦʛʣʷʜʫ ʪʝʭʥʽʢʠ ʢʽʙʝʨʧʦʣʽʮʝʡʩʴʢʽ ʚʠʷʚʠʣʠ ʢʦʧʽʾ ʙʘʟ ʜʘʥʠʭ, ʷʢʽ ʥʝʟʘʢʦʥʥʦ ʟʙʫʚʘʚ 

ʬʽʛʫʨʘʥʪ. 

ʇʨʘʚʦʧʦʨʫʰʥʠʢʘ ʟʘʪʨʠʤʘʥʦ ʚ ʧʦʨʷʜʢʫ ʩʪ. 208 ʂʨʠʤʽʥʘʣʴʥʦʛʦ ʧʨʦʮʝʩʫʘʣʴʥʦʛʦ 

ʢʦʜʝʢʩʫ ʋʢʨʘʾʥʠ. 

ɿʘ ʜʘʥʠʤ ʬʘʢʪʦʤ ʚʽʜʢʨʠʪʦ ʢʨʠʤʽʥʘʣʴʥʝ ʧʨʦʚʘʜʞʝʥʥʷ ʟʘ ʯ. 3 ʩʪ. 190 

(ʐʘʭʨʘʡʩʪʚʦ), ʯ. 3 ʩʪ. 176 (ʇʦʨʫʰʝʥʥʷ ʘʚʪʦʨʩʴʢʦʛʦ ʧʨʘʚʘ ʽ ʩʫʤʽʞʥʠʭ ʧʨʘʚ), ʯ. 2 ʩʪ. 

361-2 (ʅʝʩʘʥʢʮʽʦʥʦʚʘʥʽ ʟʙʫʪ ʘʙʦ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʟ ʦʙʤʝʞʝʥʠʤ 

ʜʦʩʪʫʧʦʤ, ʷʢʘ ʟʙʝʨʽʛʘʻʪʴʩʷ ʚ ʢʦʤʧ'ʶʪʝʨʘʭ, ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤʘʭ, 

ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞʘʭ ʘʙʦ ʥʘ ʥʦʩʽʷʭ ʪʘʢʦʾ ʽʥʬʦʨʤʘʮʽʾ) ʂʨʠʤʽʥʘʣʴʥʦʛʦ ʢʦʜʝʢʩʫ 

ʋʢʨʘʾʥʠ. ʌʽʛʫʨʘʥʪʫ ʧʦʚʽʜʦʤʣʝʥʦ ʧʨʦ ʧʽʜʦʟʨʫ. 

ʇʨʦʮʝʩʫʘʣʴʥʝ ʢʝʨʽʚʥʠʮʪʚʦ ʫ ʢʨʠʤʽʥʘʣʴʥʦʤʫ ʧʨʦʚʘʜʞʝʥʥʽ ʟʜʽʡʩʥʶʻ ʆʬʽʩ 

ɻʝʥʝʨʘʣʴʥʦʛʦ ʧʨʦʢʫʨʦʨʘè. (ʂʽʙʝʨʧʦʣʽʮʝʡʩʴʢʽ ʚʠʢʨʠʣʠ ʯʦʣʦʚʽʢʘ ʫ ʥʝʟʘʢʦʥʥʦʤʫ 

ʟʙʫʪʽ ʙʘʟ ʜʘʥʠʭ ʧʽʜʧʨʠʻʤʩʪʚʘ // ʂʽʙʝʨʧʦʣʽʮʽʷ ʅʘʮʽʦʥʘʣʴʥʦʾ ʧʦʣʽʮʽʾ ʋʢʨʘʾʥʠ 

(https://cyberpolice.gov.ua/news/kiberpoliczejski-vykryly-cholovika-u-nezakonnomu-

zbuti-baz-danyx-pidpryyemstva-1480/). 19.04.2021). 
***  

 

çʌʽʛʫʨʘʥʪʠ ʟʣʘʤʫʚʘʣʠ ʩʪʦʨʽʥʢʠ ʢʦʨʠʩʪʫʚʘʯʽʚ ʩʦʮʤʝʨʝʞ ʽ ʚʽʜ ʾʭʥʴʦʛʦ 

ʽʤʝʥʽ ʧʨʦʩʠʣʠ ʜʨʫʟʽʚ ʧʨʦ ʬʽʥʘʥʩʦʚʫ ʜʦʧʦʤʦʛʫ. ʊʘʢʠʤ ʯʠʥʦʤ ʚʦʥʠ ʧʨʠʚʣʘʩʥʠʣʠ 

ʧʦʥʘʜ 500 ʪʠʩʷʯ ʛʨʠʚʝʥʴ.  

ɿʣʦʯʠʥʥʫ çʩʭʝʤʫè ʚʠʢʨʠʣʠ ʧʨʘʮʽʚʥʠʢʠ ɼʝʧʘʨʪʘʤʝʥʪʫ ʢʽʙʝʨʧʦʣʽʮʽʾ ʩʧʽʣʴʥʦ ʟ 

ʪʝʨʠʪʦʨʽʘʣʴʥʠʤ ʧʽʜʨʦʟʜʽʣʦʤ ʚ ʉʫʤʩʴʢʽʡ ʦʙʣʘʩʪʽ ʪʘ ʧʨʘʮʽʚʥʠʢʘʤʠ ɻʦʣʦʚʥʦʛʦ 

ʫʧʨʘʚʣʽʥʥʷ ʅʘʮʧʦʣʽʮʽʾ ʦʙʣʘʩʪʽ.  
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ʇôʷʪʝʨʦ ʤʽʩʮʝʚʠʭ ʞʠʪʝʣʽʚ ʟʣʘʤʫʚʘʣʠ ʩʪʦʨʽʥʢʠ ʫ ʩʦʮʤʝʨʝʞʘʭ ʛʨʦʤʘʜʷʥ, 

ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʤʝʪʦʜ ʛʨʫʙʦʛʦ ʧʝʨʝʙʦʨʫ ʧʘʨʦʣʽʚ (ʘʪʘʢʠ Brute Force). ʂʨʽʤ ʮʴʦʛʦ, 

ʚʦʥʠ ʢʫʧʫʚʘʣʠ ʫ ʤʦʙʽʣʴʥʠʭ ʦʧʝʨʘʪʦʨʽʚ ʥʦʤʝʨʠ, ʷʢʽ ʧʝʨʝʚʽʨʷʣʠ ʥʘ ʚʝʨʠʬʽʢʘʮʽʶ ʫ 

ʩʦʮʤʝʨʝʞʘʭ. ɺ ʨʘʟʽ, ʷʢʱʦ ʥʦʤʝʨʠ ʙʫʣʠ ʧʨʠʚôʷʟʘʥʽ ʜʦ ʩʦʮʤʝʨʝʞ, ʟʣʦʚʤʠʩʥʠʢʠ 

ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠ ʬʫʥʢʮʽʶ ʚʽʜʥʦʚʣʝʥʥʷ ʧʘʨʦʣʷ ʟʘ ʜʦʧʦʤʦʛʦʶ SMS.  

ʆʪʨʠʤʘʚʰʠ ʜʦʩʪʫʧ ʜʦ ʘʢʘʫʥʪʽʚ ʧʦʪʝʨʧʽʣʠʭ, ʨʦʟʩʠʣʘʣʠ ʧʦʚʽʜʦʤʣʝʥʥʷ ʾʭʥʽʤ 

ʜʨʫʟʷʤ ʽʟ ʧʨʦʭʘʥʥʷʤ ʧʦʟʠʯʠʪʠ ʛʨʦʰʽ. ɿʘ ʧʦʧʝʨʝʜʥʽʤʠ ʧʽʜʨʘʭʫʥʢʘʤʠ, ʫ ʪʘʢʠʡ ʩʧʦʩʽʙ 

ʟʣʦʚʤʠʩʥʠʢʠ ʧʨʠʚʣʘʩʥʠʣʠ ʧʦʥʘʜ ʧʽʚ ʤʽʣʴʡʦʥʘ ʛʨʠʚʝʥʴ.  

ʇʨʘʚʦʦʭʦʨʦʥʮʽ ʧʨʦʚʝʣʠ ʧôʷʪʴ ʦʙʰʫʢʽʚ ʚ ʦʩʝʣʷʭ ʬʽʛʫʨʘʥʪʽʚ ʪʘ ʚʠʣʫʯʠʣʠ 

ʤʦʙʽʣʴʥʽ ʪʝʣʝʬʦʥʠ, ʢʦʤʧôʶʪʝʨʥʫ ʪʝʭʥʽʢʫ, SIM-ʢʘʨʪʠ, ʱʦ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠʩʷ ʫ 

ʧʨʦʪʠʧʨʘʚʥʽʡ ʜʽʷʣʴʥʦʩʪʽ. 

ɺʽʜʢʨʠʪʦ ʢʨʠʤʽʥʘʣʴʥʝ ʧʨʦʚʘʜʞʝʥʥʷ ʟʘ ʯ. 2 ʩʪ. 361 (ʅʝʩʘʥʢʮʽʦʥʦʚʘʥʝ 

ʚʪʨʫʯʘʥʥʷ ʚ ʨʦʙʦʪʫ ʢʦʤʧ'ʶʪʝʨʽʚ, ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤ, ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞ ʯʠ 

ʤʝʨʝʞ ʝʣʝʢʪʨʦʟʚ'ʷʟʢʫ), ʯ. 3 ʩʪ. 190 (ʐʘʭʨʘʡʩʪʚʦ) ʂʨʠʤʽʥʘʣʴʥʦʛʦ ʢʦʜʝʢʩʫ ʋʢʨʘʾʥʠ. 

ɿʣʦʚʤʠʩʥʠʢʘʤ ʤʦʞʝ ʟʘʛʨʦʞʫʚʘʪʠ ʜʦ ʚʦʩʴʤʠ ʨʦʢʽʚ ʧʦʟʙʘʚʣʝʥʥʷ ʚʦʣʽ. ʉʣʽʜʩʪʚʦ 

ʪʨʠʚʘʻ. 

ʇʨʦʮʝʩʫʘʣʴʥʝ ʢʝʨʽʚʥʠʮʪʚʦ ʟʜʽʡʩʥʶʻ ʧʨʦʢʫʨʘʪʫʨʘ ʉʫʤʩʴʢʦʾ ʦʙʣʘʩʪʽéè. 

(ʂʽʙʝʨʧʦʣʽʮʽʷ ʚʠʢʨʠʣʘ ʟʣʦʚʤʠʩʥʠʢʽʚ ʫ ʰʘʭʨʘʡʩʪʚʽ ʟʘ ʩʭʝʤʦʶ çʜʨʫʛ ʧʨʦʩʠʪʴ ʫ 

ʙʦʨʛè // ʂʽʙʝʨʧʦʣʽʮʽʷ ʅʘʮʽʦʥʘʣʴʥʦʾ ʧʦʣʽʮʽʾ ʋʢʨʘʾʥʠ 

(https://cyberpolice.gov.ua/news/kiberpolicziya-vykryla-zlovmysnykiv-u-shaxrajstvi-za-

sxemoyu-drug-prosyt-u-borg-6750/). 15.04.2021). 
***  

 

çʋ ʨʝʟʫʣʴʪʘʪʽ ʟʣʦʯʠʥʥʦʾ ʜʽʷʣʴʥʦʩʪʽ ʭʘʢʝʨʽʚ ʬʽʥʫʩʪʘʥʦʚʠ ʢʨʘʾʥ ɭʚʨʦʧʠ 

ʟʘʟʥʘʣʠ ʧʦʥʘʜ 100 ʤʽʣʴʡʦʥʽʚ ʛʨʠʚʝʥʴ ʟʙʠʪʢʽʚ. ʇʨʘʚʦʦʭʦʨʦʥʮʽ ʩʢʝʨʫʚʘʣʠ ʜʦ 

ʩʫʜʫ ʦʙʚʠʥʫʚʘʣʴʥʠʡ ʘʢʪ ʱʦʜʦ ʫʯʘʩʥʠʢʘ ʫʛʨʫʧʦʚʘʥʥʷ. 

29-ʨʽʯʥʦʛʦ ʟʣʦʚʤʠʩʥʠʢʘ ʚʠʢʨʠʣʠ ʧʨʘʮʽʚʥʠʢʠ ɼʝʧʘʨʪʘʤʝʥʪʫ ʢʽʙʝʨʧʦʣʽʮʽʾ 

ʩʧʽʣʴʥʦ ʟ ɻʦʣʦʚʥʠʤ ʩʣʽʜʯʠʤ ʫʧʨʘʚʣʽʥʥʷʤ ʅʘʮʧʦʣʽʮʽʾ ʚ ʭʦʜʽ ʤʽʞʥʘʨʦʜʥʦʾ 

ʩʧʝʮʦʧʝʨʘʮʽʾ ʟ ʧʨʘʚʦʦʭʦʨʦʥʮʷʤʠ ɺʝʣʠʢʦʙʨʠʪʘʥʽʾ. 

ʌʽʛʫʨʘʥʪ ʧʨʠʡʤʘʚ ʟʘʤʦʚʣʝʥʥʷ ʥʘ ʤʦʜʠʬʽʢʘʮʽʶ ʰʢʽʜʣʠʚʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ ʪʠʧʫ ʚʽʨʫʩʽʚ-ʰʠʬʨʫʚʘʣʴʥʠʢʽʚ, ʷʢʽ ʚʠʢʦʨʠʩʪʦʚʫʚʘʣʠ ʭʘʢʝʨʩʴʢʽ 

ʫʛʨʫʧʦʚʘʥʥʷ ʫ ʧʨʦʪʠʧʨʘʚʥʽʡ ʜʽʷʣʴʥʦʩʪʽ. ʇʦʪʨʘʧʠʚʰʠ ʥʘ ʢʦʤʧôʶʪʝʨʥʫ ʪʝʭʥʽʢʫ ʪʘʢʽ 

ʧʨʦʛʨʘʤʠ ʟʘʰʠʬʨʦʚʫʶʪʴ ʽʥʬʦʨʤʘʮʽʶ. ʅʘʜʘʣʽ ʟʘ ʚʽʜʥʦʚʣʝʥʥʷ ʜʦʩʪʫʧʫ ʜʦ ʜʘʥʠʭ 

ʟʣʦʚʤʠʩʥʠʢʠ ʚʠʤʘʛʘʶʪʴ ʚʠʢʫʧ. 

ɸʪʘʢʠ ʭʘʢʝʨʽʚ ʙʫʣʠ ʥʘʮʽʣʝʥʽ ʥʘ ʬʽʥʘʥʩʦʚʽ ʫʩʪʘʥʦʚʠ ʢʨʘʾʥ ɭʚʨʦʧʠ. ɿʘ 

ʧʦʧʝʨʝʜʥʽʤʠ ʜʘʥʠʤʠ, ʟʙʠʪʢʠ ʩʷʛʘʶʪʴ ʧʦʥʘʜ 100 ʤʽʣʴʡʦʥʽʚ ʛʨʠʚʝʥʴ. 

ʂʨʽʤ ʮʴʦʛʦ, ʭʘʢʝʨʠ-ʚʠʤʘʛʘʯʽ ʩʪʚʦʨʶʚʘʣʠ ʪʘʢ ʟʚʘʥʽ "ʩʘʡʪʠ ʚʠʪʦʢʫ ʽʥʬʦʨʤʘʮʽʾ", 

ʜʝ ʧʫʙʣʽʢʫʚʘʣʠ ʢʦʥʬʽʜʝʥʮʽʡʥʽ ʜʘʥʽ ʢʦʤʧʘʥʽʡ, ʷʢʽ ʚʽʜʤʦʚʣʷʣʠʩʷ ʧʣʘʪʠʪʠ ʚʠʢʫʧ ʟʘ 

ʨʦʟʰʠʬʨʦʚʢʫ ʜʘʥʠʭ. 

ɿʘ ʨʝʟʫʣʴʪʘʪʘʤʠ ʢʦʤʧ'ʶʪʝʨʥʦ-ʪʝʭʥʽʯʥʠʭ ʝʢʩʧʝʨʪʠʟ ʥʘ ʪʝʭʥʽʮʽ ʟʣʦʚʤʠʩʥʠʢʘ 

ʚʠʷʚʣʝʥʦ ʩʦʪʥʽ ʨʽʟʥʦʤʘʥʽʪʥʠʭ ʰʢʽʜʣʠʚʠʭ ʧʨʦʛʨʘʤʥʠʭ ʧʨʦʜʫʢʪʽʚ, ʷʢʽ 

ʤʦʜʠʬʽʢʫʚʘʣʠʩʷ ʪʘ ʰʠʬʨʫʚʘʣʠʩʷ ʜʣʷ ʦʙʭʦʜʞʝʥʥʷ ʘʥʪʠʚʽʨʫʩʥʠʭ ʧʨʦʛʨʘʤ. 

ʍʘʢʝʨʫ ʧʦʚʽʜʦʤʠʣʠ ʧʨʦ ʧʽʜʦʟʨʫ ʟʘ ʯ. 1 ʩʪ. 361-1 (ʉʪʚʦʨʝʥʥʷ ʟ ʤʝʪʦʶ 

ʚʠʢʦʨʠʩʪʘʥʥʷ, ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʘʙʦ ʟʙʫʪʫ ʰʢʽʜʣʠʚʠʭ ʧʨʦʛʨʘʤʥʠʭ ʯʠ ʪʝʭʥʽʯʥʠʭ 

ʟʘʩʦʙʽʚ, ʘ ʪʘʢʦʞ ʾʭ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʘʙʦ ʟʙʫʪ) ʂʨʠʤʽʥʘʣʴʥʦʛʦ ʢʦʜʝʢʩʫ ʋʢʨʘʾʥʠ. 
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ʇʽʜʦʟʨʶʚʘʥʦʤʫ ʟʘʛʨʦʞʫʻ ʜʦ ʜʚʦʭ ʨʦʢʽʚ ʧʦʟʙʘʚʣʝʥʥʷ ʚʦʣʽ. ɼʦʩʫʜʦʚʝ ʨʦʟʩʣʽʜʫʚʘʥʥʷ 

ʟʘʚʝʨʰʝʥʦ, ʦʙʚʠʥʫʚʘʣʴʥʠʡ ʘʢʪ ʩʢʝʨʦʚʘʥʦ ʜʦ ʩʫʜʫ. 

ʇʨʦʮʝʩʫʘʣʴʥʝ ʢʝʨʽʚʥʠʮʪʚʦ ʫ ʢʨʠʤʽʥʘʣʴʥʦʤʫ ʧʨʦʚʘʜʞʝʥʥʽ ʟʜʽʡʩʥʶʻ ʆʬʽʩ 

ɻʝʥʝʨʘʣʴʥʦʛʦ ʧʨʦʢʫʨʦʨʘ ʋʢʨʘʾʥʠè. (ʋʯʘʩʥʠʢ ʤʽʞʥʘʨʦʜʥʦʛʦ ʭʘʢʝʨʩʴʢʦʛʦ 

ʫʛʨʫʧʦʚʘʥʥʷ ʧʦʩʪʘʥʝ ʧʝʨʝʜ ʩʫʜʦʤ ʟʘ ʚʽʨʫʩʥʽ ʘʪʘʢʠ ʥʘ ʬʽʥʫʩʪʘʥʦʚʠ // 

ʂʽʙʝʨʧʦʣʽʮʽʷ ʅʘʮʽʦʥʘʣʴʥʦʾ ʧʦʣʽʮʽʾ ʋʢʨʘʾʥʠ 

(https://cyberpolice.gov.ua/news/uchasnyk-mizhnarodnogo-xakerskogo-ugrupovannya-

postane-pered-sudom-za-virusni-ataky-na-finustanovy-3424/). 16.04.2021). 

***  

 

çʉʣʽʜʯʽ ʚʽʜʜʽʣʝʥʥʷ ʧʦʣʽʮʽʾ ˉ1 ʍʤʽʣʴʥʠʮʴʢʦʛʦ ʨʘʡʦʥʥʦʛʦ ʚʽʜʜʽʣʫ ʧʦʣʽʮʽʾ 

ʩʧʽʣʴʥʦ ʟ ʩʧʽʚʨʦʙʽʪʥʠʢʘʤʠ ʢʽʙʝʨʧʦʣʽʮʽʾ ʟʘʜʦʢʫʤʝʥʪʫʚʘʣʠ ʟʣʦʯʠʥʥʫ ʜʽʷʣʴʥʽʩʪʴ 

30-ʨʽʯʥʦʛʦ ʢʘʣʠʥʽʚʯʘʥʠʥʘ, ʷʢʠʡ ʥʘ ʭʘʢʝʨʩʴʢʠʭ ʬʦʨʫʤʘʭ ʧʨʦʜʘʚʘʚ ʧʘʨʦʣʽ 

ʜʦʩʪʫʧʫ ʜʦ ʧʣʘʪʽʞʥʠʭ ʩʠʩʪʝʤ ʛʨʦʤʘʜʷʥ. 

ɿʘ ʧʦʧʝʨʝʜʥʴʦʶ ʽʥʬʦʨʤʘʮʽʻʶ, ʟʣʦʚʤʠʩʥʠʢ ʟʘ ʜʦʧʦʤʦʛʦʶ ʩʧʝʮʽʘʣʴʥʦʛʦ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ ʚʠʢʨʘʜʘʚ ʧʘʨʦʣʽ ʜʦ ʦʙʣʽʢʦʚʠʭ ʟʘʧʠʩʽʚ ʧʣʘʪʽʞʥʠʭ ʩʠʩʪʝʤ 

ʪʘ ʝʣʝʢʪʨʦʥʥʠʭ ʛʘʤʘʥʮʽʚ ʛʨʦʤʘʜʷʥ, ʬʦʨʤʫʚʘʚ ʚʽʜʧʦʚʽʜʥʽ ʝʣʝʢʪʨʦʥʥʽ ʙʘʟʠ ʪʘ 

ʧʨʦʜʘʚʘʚ ʾʭ ʥʘ ʬʦʨʫʤʘʭ. ɹʘʟʘ ʬʽʛʫʨʘʥʪʘ ʥʘʣʽʯʫʚʘʣʘ ʙʣʠʟʴʢʦ 20 ʪʠʩʷʯ ʦʙʣʽʢʦʚʠʭ 

ʜʘʥʠʭ ʧʦʪʝʨʧʽʣʠʭ. 

ʇʽʜ ʯʘʩ ʧʨʦʚʝʜʝʥʥʷ ʩʘʥʢʮʽʦʥʦʚʘʥʦʛʦ ʦʙʰʫʢʫ ʟʘ ʤʽʩʮʝʤ ʧʨʦʞʠʚʘʥʥʷ ʯʦʣʦʚʽʢʘ 

ʧʦʣʽʮʝʡʩʴʢʽ ʚʠʣʫʯʠʣʠ ʢʦʤʧôʶʪʝʨʥʫ ʪʝʭʥʽʢʫ ʪʘ ʥʦʩʽʾ ʽʥʬʦʨʤʘʮʽʾ, ʷʢʫ ʥʘʧʨʘʚʠʣʠ ʥʘ 

ʧʨʦʚʝʜʝʥʥʷ ʚʽʜʧʦʚʽʜʥʠʭ ʝʢʩʧʝʨʪʥʠʭ. 

ʅʘʨʘʟʽ ʧʦʣʽʮʝʡʩʴʢʽ ʧʨʦʚʦʜʷʪʴ ʚʩʽ ʥʝʦʙʭʽʜʥʽ ʩʣʽʜʯʽ ʪʘ ʧʨʦʮʝʩʫʘʣʴʥʽ ʜʽʾ, ʜʣʷ 

ʚʩʪʘʥʦʚʣʝʥʥʷ ʢʽʣʴʢʦʩʪʽ ʧʦʪʝʨʧʽʣʠʭ ʪʘ ʨʦʟʤʽʨ ʟʘʚʜʘʥʦʾ ʾʤ ʰʢʦʜʠ. 

ʇʦʣʽʮʽʻʶ ʨʦʟʩʣʽʜʫʻʪʴʩʷ ʢʨʠʤʽʥʘʣʴʥʝ ʧʨʦʚʘʜʞʝʥʥʷ ʟʘ ʯ. 1 ʩʪ. 361-2 

(ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʽ ʟʙʫʪ ʘʙʦ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʽʥʬʦʨʤʘʮʽʾ ʟ ʦʙʤʝʞʝʥʠʤ ʜʦʩʪʫʧʦʤ, ʷʢʘ 

ʟʙʝʨʽʛʘʻʪʴʩʷ ʚ ʢʦʤʧ'ʶʪʝʨʘʭ ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤʘʭ, ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞʘʭ ʘʙʦ 

ʥʘ ʥʦʩʽʷʭ ʪʘʢʦʾ ʽʥʬʦʨʤʘʮʽʾ) ʂʨʠʤʽʥʘʣʴʥʦʛʦ ʢʦʜʝʢʩʫ ʋʢʨʘʾʥʠ. ɿʣʦʚʤʠʩʥʠʢʫ ʟʘʛʨʦʞʫʻ 

ʜʦ ʜʚʦʭ ʨʦʢʽʚ ʧʦʟʙʘʚʣʝʥʥʷ ʚʦʣʽ. 

ʉʣʽʜʯʽ ʜʽʾ ʪʨʠʚʘʶʪʴè. (ʇʦʣʽʮʝʡʩʴʢʽ ʚʠʢʨʠʣʠ ʭʘʢʝʨʘ, ʷʢʠʡ ʢʨʘʚ ʧʘʨʦʣʽ ʜʦ 

ʝʣʝʢʪʨʦʥʥʠʭ ʛʘʤʘʥʮʽʚ ʪʘ ʧʣʘʪʽʞʥʠʭ ʩʠʩʪʝʤ ʛʨʦʤʘʜʷʥ // ʂʽʙʝʨʧʦʣʽʮʽʷ 

ʅʘʮʽʦʥʘʣʴʥʦʾ ʧʦʣʽʮʽʾ ʋʢʨʘʾʥʠ (https://cyberpolice.gov.ua/news/policzejski-vykryly-

xakera-yakyj-krav-paroli-do-elektronnyx-gamancziv-ta-platizhnyx-system-gromadyan-

7585/). 02.04.2021). 

***  

 

çʌʽʛʫʨʘʥʪ ʨʦʟʧʦʚʩʶʜʞʫʚʘʚ ʰʢʽʜʣʠʚʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ, 

ʧʝʨʝʙʫʚʘʶʯʠ ʧʽʜ ʚʘʨʪʦʶ. ɼʣʷ ʮʴʦʛʦ ʯʦʣʦʚʽʢ ʩʪʚʦʨʶʚʘʚ ʬʽʢʪʠʚʥʽ ʦʛʦʣʦʰʝʥʥʷ 

ʧʨʦ ʧʨʦʜʘʞ ʪʦʚʘʨʽʚ ʪʘ ʥʘʜʩʠʣʘʚ ʧʦʢʫʧʮʷʤ ʫ ʤʝʩʝʥʜʞʝʨʽ ʘʨʭʽʚʥʠʡ ʬʘʡʣ ʽʟ 

çʚʽʨʫʩʦʤè. 
ʇʨʘʚʦʧʦʨʫʰʥʠʢʘ ʚʠʢʨʠʣʠ ʩʧʽʚʨʦʙʽʪʥʠʢʠ ʚʽʜʜʽʣʫ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʟʣʦʯʠʥʘʤ 

ʉʫʤʱʠʥʠ ʩʧʽʣʴʥʦ ʟʽ ʩʣʽʜʯʠʤ ʫʧʨʘʚʣʽʥʥʷʤ ʦʙʣʘʩʥʦʾ ʧʦʣʽʮʽʾ ʪʘ ʧʨʘʮʽʚʥʠʢʘʤʠ 

ʉʫʤʩʴʢʦʛʦ ʩʣʽʜʯʦʛʦ ʽʟʦʣʷʪʦʨʫ. 

33-ʨʽʯʥʠʡ ʬʽʛʫʨʘʥʪ, ʧʝʨʝʙʫʚʘʶʯʠ ʧʽʜ ʚʘʨʪʦʶ, ʟ ʤʦʙʽʣʴʥʦʛʦ ʪʝʣʝʬʦʥʘ 

ʨʦʟʧʦʚʩʶʜʞʫʚʘʚ ʰʢʽʜʣʠʚʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ. ɼʣʷ ʮʴʦʛʦ ʯʦʣʦʚʽʢ ʚ ɯʥʪʝʨʥʝʪʽ 
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ʩʪʚʦʨʶʚʘʚ ʦʛʦʣʦʰʝʥʥʷ ʧʨʦ ʧʨʦʜʘʞ ʥʝʽʩʥʫʶʯʠʭ ʪʦʚʘʨʽʚ. ʇʦʪʝʥʮʽʡʥʦʤʫ ʧʦʢʫʧʮʝʚʽ 

ʧʨʦʧʦʥʫʚʘʚ ʧʝʨʝʡʪʠ ʫ ʤʝʩʝʥʜʞʝʨ ʜʣʷ ʦʙʛʦʚʦʨʝʥʥʷ ʜʝʪʘʣʝʡ ʫʛʦʜʠ. ʋ ʣʠʩʪʫʚʘʥʥʷ 

ʟʣʦʚʤʠʩʥʠʢ ʥʘʩʠʣʘʚ ʘʨʭʽʚʥʠʡ ʬʘʡʣ, ʚ ʷʢʦʤʫ ʙʫʣʦ ʟʘʰʠʬʨʦʚʘʥʦ ʰʢʽʜʣʠʚʝ 

ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ. ɸʨʭʽʚ ʤʘʩʢʫʚʘʚ ʧʽʜ ʢʘʪʘʣʦʛ ʪʦʚʘʨʽʚ. 

ʇʽʩʣʷ ʧʦʪʨʘʧʣʷʥʥʷ ʥʘ ʧʨʠʩʪʨʽʡ çʚʽʨʫʩè ʟʙʠʨʘʚ ʘʚʪʦʨʠʟʘʮʽʡʥʽ ʜʘʥʽ ʜʦ ʦʥʣʘʡʥ-

ʙʘʥʢʽʥʛʫ. ʅʘʜʘʣʽ ʟʣʦʚʤʠʩʥʠʢ ʚʠʚʦʜʠʚ ʛʨʦʰʽ ʧʦʪʝʨʧʽʣʠʭ ʥʘ ʧʽʜʢʦʥʪʨʦʣʴʥʠʡ 

ʨʘʭʫʥʦʢ. 

ʋ ʭʦʜʽ ʦʙʰʫʢʫ ʚ ʢʘʤʝʨʽ ʟʘʩʫʜʞʝʥʦʛʦ ʧʦʣʽʮʝʡʩʴʢʽ ʚʠʣʫʯʠʣʠ ʤʦʙʽʣʴʥʽ 

ʪʝʣʝʬʦʥʠ, ʱʦ ʤʽʩʪʠʣʠ ʜʦʢʘʟʠ ʧʨʠʯʝʪʥʦʩʪʽ ʜʦ ʧʨʘʚʦʧʦʨʫʰʝʥʥʷ. ʉʫʤʘ ʟʙʠʪʢʽʚ 

ʚʩʪʘʥʦʚʣʶʻʪʴʩʷ. 

ɺʽʜʢʨʠʪʦ ʢʨʠʤʽʥʘʣʴʥʝ ʧʨʦʚʘʜʞʝʥʥʷ ʟʘ ʯ. 1 ʩʪ. 361-1 (ʉʪʚʦʨʝʥʥʷ ʟ ʤʝʪʦʶ 

ʚʠʢʦʨʠʩʪʘʥʥʷ, ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʘʙʦ ʟʙʫʪʫ ʰʢʽʜʣʠʚʠʭ ʧʨʦʛʨʘʤʥʠʭ ʯʠ ʪʝʭʥʽʯʥʠʭ 

ʟʘʩʦʙʽʚ, ʘ ʪʘʢʦʞ ʾʭ ʨʦʟʧʦʚʩʶʜʞʝʥʥʷ ʘʙʦ ʟʙʫʪ), ʯ. 1 ʩʪ. 361 (ʅʝʩʘʥʢʮʽʦʥʦʚʘʥʝ 

ʚʪʨʫʯʘʥʥʷ ʚ ʨʦʙʦʪʫ ʢʦʤʧ'ʶʪʝʨʽʚ, ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤ, ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞ ʯʠ 

ʤʝʨʝʞ ʝʣʝʢʪʨʦʟʚ'ʷʟʢʫ, ʯ. 3 ʩʪ. 190 (ʐʘʭʨʘʡʩʪʚʦ), ʯ. 2 ʩʪ. 185 (ʂʨʘʜʽʞʢʘ) 

ʂʨʠʤʽʥʘʣʴʥʦʛʦ ʢʦʜʝʢʩʫ ʋʢʨʘʾʥʠ. ɺʠʨʽʰʫʻʪʴʩʷ ʧʠʪʘʥʥʷ ʧʨʦ ʦʛʦʣʦʰʝʥʥʷ ʡʦʤʫ 

ʧʽʜʦʟʨʠ. 

ʇʨʦʮʝʩʫʘʣʴʥʝ ʢʝʨʽʚʥʠʮʪʚʦ ʟʜʽʡʩʥʶʻ ʧʨʦʢʫʨʘʪʫʨʘ ʉʫʤʩʴʢʦʾ ʦʙʣʘʩʪè̔. (ʅʘ 

ʉʫʤʱʠʥʽ ʢʽʙʝʨʧʦʣʽʮʽʷ ʚʠʢʨʠʣʘ ʯʦʣʦʚʽʢʘ ʫ ʨʦʟʧʦʚʩʶʜʞʝʥʥʽ çʚʽʨʫʩʫè ʜʣʷ 

ʧʨʠʚʣʘʩʥʝʥʥʷ ʛʨʦʰʝʡ ʽʟ ʦʥʣʘʡʥ-ʙʘʥʢʽʥʛʫ // ʂʽʙʝʨʧʦʣʽʮʽʷ ʅʘʮʽʦʥʘʣʴʥʦʾ ʧʦʣʽʮʽʾ 

ʋʢʨʘʾʥʠ (https://cyberpolice.gov.ua/news/na-sumshhyni-kiberpolicziya-vykryla-

cholovika-u-rozpovsyudzhenni-virusu-dlya-pryvlasnennya-groshej-iz-onlajn-bankingu-

2109/). 01.04.2021). 
***  

 

çéʇʨʦʪʠʧʨʘʚʥʫ ʜʽʷʣʴʥʽʩʪʴ ʜʚʦʭ ʯʦʣʦʚʽʢʽʚ ʚʠʢʨʠʣʠ ʩʧʽʚʨʦʙʽʪʥʠʢʠ 

ʚʽʜʜʽʣʫ ʧʨʦʪʠʜʽʾ ʢʽʙʝʨʟʣʦʯʠʥʘʤ ʚ ɿʘʧʦʨʽʟʴʢʽʡ ʦʙʣʘʩʪʽ ʩʧʽʣʴʥʦ ʟʽ ʩʣʽʜʯʠʤʠ 

ɿʘʧʦʨʽʟʴʢʦʛʦ ʨʘʡʦʥʥʦʛʦ ʫʧʨʘʚʣʽʥʥʷ ʧʦʣʽʮʽʾ. 

ɼʚʦʻ ʤʝʰʢʘʥʮʽʚ ʤʽʩʪʘ ɼʥʽʧʨʦ ʚʽʢʦʤ 21-24 ʨʦʢʽʚ ʥʘ ʟʘʤʦʚʣʝʥʥʷ ʩʪʚʦʨʶʚʘʣʠ 

ʬʽʰʠʥʛʦʚʽ ʨʝʩʫʨʩʠ ʜʣʷ ʧʨʠʚʣʘʩʥʝʥʥʷ ʛʨʦʰʝʡ ʛʨʦʤʘʜʷʥ. ʌʝʡʢʦʚʽ ʩʘʡʪʠ ʧʦʚʥʽʩʪʶ 

ʢʦʧʽʶʚʘʣʠ ʜʠʟʘʡʥ ʨʝʩʫʨʩʽʚ ʤʘʡʜʘʥʯʠʢʽʚ ʦʛʦʣʦʰʝʥʴ ʪʘ ʩʣʫʞʙ ʜʦʩʪʘʚʢʠ. ʅʘʜʘʣʽ 

ʬʽʛʫʨʘʥʪʠ ʧʝʨʝʜʘʚʘʣʠ ʢʣʽʻʥʪʘʤ ʧʦʩʠʣʘʥʥʷ ʥʘ ʩʪʚʦʨʝʥʽ ʬʝʡʢʦʚʽ ʨʝʩʫʨʩʠ, ʜʝ 

ʢʦʨʠʩʪʫʚʘʯʽ ʚʚʦʜʠʣʠ ʜʘʥʽ ʩʚʦʾʭ ʙʘʥʢʽʚʩʴʢʠʭ ʢʘʨʪ. ɿʘ ʮʽ ʧʦʩʣʫʛʠ ʟʣʦʚʤʠʩʥʠʢʠ 

ʦʪʨʠʤʫʚʘʣʠ ʙʣʠʟʴʢʦ 70% ʚʽʜ ʩʫʤʠ, ʱʦ ʙʫʣʘ ʥʘ ʙʘʥʢʽʚʩʴʢʽʡ ʢʘʨʪʮʽ ʧʦʪʝʨʧʽʣʠʭ. 

ʊʘʢʦʞ ʶʥʘʢʠ ʤʝʪʦʜʦʤ ʛʨʫʙʦʛʦ ʧʝʨʝʙʦʨʫ ʧʘʨʦʣʽʚ ʟʙʠʨʘʣʠ ʙʘʟʠ 

ʘʚʪʦʨʠʟʘʮʽʡʥʠʭ ʜʘʥʠʭ ʢʦʨʠʩʪʫʚʘʯʽʚ ʧʣʘʪʬʦʨʤ ʦʛʦʣʦʰʝʥʴ ʪʘ ʩʣʫʞʙ ʜʦʩʪʘʚʢʠ. 

ɿʽʙʨʘʥʽ ʜʘʥʽ ʚʦʥʠ ʧʝʨʝʧʨʦʜʘʚʘʣʠ. 

ɺʩʪʘʥʦʚʣʝʥʦ, ʱʦ ʟʣʦʚʤʠʩʥʠʢʠ ʦʰʫʢʘʣʠ ʙʽʣʴʰʝ ʩʦʪʥʽ ʛʨʦʤʘʜʷʥ, ʟʘʛʘʣʴʥʘ ʩʫʤʘ 

ʟʙʠʪʢʽʚ ʩʷʛʘʻ ʧʦʥʘʜ 250 ʪʠʩʷʯ ʛʨʠʚʝʥʴ. 

ɺ ʦʩʝʣʷʭ ʧʨʘʚʦʧʦʨʫʰʥʠʢʽʚ ʧʦʣʽʮʝʡʩʴʢʽ ʧʨʦʚʝʣʠ ʦʙʰʫʢʠ. ɺʠʣʫʯʝʥʦ 

ʢʦʤʧôʶʪʝʨʥʫ ʪʝʭʥʽʢʫ ʪʘ ʤʦʙʽʣʴʥʽ ʪʝʣʝʬʦʥʠ, ʙʘʥʢʽʚʩʴʢʽ ʢʘʨʪʢʠ. ɼʦ ʧʨʦʚʝʜʝʥʥʷ 

ʦʙʰʫʢʽʚ ʪʘʢʦʞ ʙʫʣʦ ʟʘʣʫʯʝʥʦ ʙʽʡʮʽʚ ʙʘʪʘʣʴʡʦʥʫ ʦʩʦʙʣʠʚʦʛʦ ʧʨʠʟʥʘʯʝʥʥʷ ʧʦʣʽʮʽʾ 

ɿʘʧʦʨʽʟʴʢʦʾ ʦʙʣʘʩʪʽ. 

ɺʽʜʢʨʠʪʦ ʢʨʠʤʽʥʘʣʴʥʝ ʧʨʦʚʘʜʞʝʥʥʷ ʟʘ ʯ. 1 ʩʪ. 361 (ʅʝʩʘʥʢʮʽʦʥʦʚʘʥʝ 

ʚʪʨʫʯʘʥʥʷ ʚ ʨʦʙʦʪʫ ʢʦʤʧ'ʶʪʝʨʽʚ, ʘʚʪʦʤʘʪʠʟʦʚʘʥʠʭ ʩʠʩʪʝʤ, ʢʦʤʧ'ʶʪʝʨʥʠʭ ʤʝʨʝʞ ʯʠ 
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ʤʝʨʝʞ ʝʣʝʢʪʨʦʟʚ'ʷʟʢʫ) ʂʨʠʤʽʥʘʣʴʥʦʛʦ ʢʦʜʝʢʩʫ ʋʢʨʘʾʥʠ. ʉʘʥʢʮʽʷ ʩʪʘʪʪʽ ʧʝʨʝʜʙʘʯʘʻ 

ʜʦ ʪʨʴʦʭ ʨʦʢʽʚ ʧʦʟʙʘʚʣʝʥʥʷ ʚʦʣʽ. ɼʦʩʫʜʦʚʝ ʨʦʟʩʣʽʜʫʚʘʥʥʷ ʪʨʠʚʘʻè. 

(ʂʽʙʝʨʧʦʣʽʮʝʡʩʴʢʽ ɿʘʧʦʨʽʞʞʷ ʚʠʢʨʠʣʠ ʜʚʦʭ ʶʥʘʢʽʚ ʫ ʩʪʚʦʨʝʥʥʽ ʬʽʰʠʥʛʦʚʠʭ 

ʨʝʩʫʨʩʽʚ ʜʣʷ ʧʨʠʚʣʘʩʥʝʥʥʷ ʛʨʦʰʝʡ ʛʨʦʤʘʜʷʥ // ʅʘʮʽʦʥʘʣʴʥʘ ʧʦʣʽʮʽʷ 

(https://www.npu.gov.ua/news/kiberzlochini/kiberpoliczejski-zaporizhzhya-vikrili -dvox-

yunakiv-u-stvorenni-fishingovix-resursiv-dlya-privlasnennya-groshej-gromadyan/). 

21.04.2021). 
***  

 

 
ʄʽʞʥʘʨʦʜʥʝ ʩʧʽʚʨʦʙʽʪʥʠʮʪʚʦ ʫ ʛʘʣʫʟʽ ʢʽʙʝʨʙʝʟʧʝʢʠ 

 

çʆʪʨʠʤʘʪʠ ʟʥʘʥʥʷ ʚ ʛʘʣʫʟʽ ʢʽʙʝʨʙʝʟʧʝʢʠ, ʘ ʪʘʢʦʞ ʢʦʥʩʫʣʴʪʘʮʽʾ ʶʨʠʩʪʽʚ ʽ 

ʧʩʠʭʦʣʦʛʽʚ, ʜʦʧʦʤʦʛʫ ʚ ʩʦʮʽʘʣʴʥʽʡ ʘʜʘʧʪʘʮʽʾ, ʧʨʘʮʝʚʣʘʰʪʫʚʘʥʥʽ ʡ ʩʪʚʦʨʝʥʥʽ 

ʚʣʘʩʥʦʛʦ ʙʽʟʥʝʩʫ ʤʦʞʫʪʴ ʫʯʘʩʥʠʢʠ ɸʊʆ/ʆʆʉ ʟ ɼʥʽʧʨʦʧʝʪʨʦʚʱʠʥʠ ʚ ʨʘʤʢʘʭ 

ʫʢʨʘʾʥʩʴʢʦ-ʥʦʨʚʝʟʴʢʦʛʦ ʦʩʚʽʪʥʴʦʛʦ ʧʨʦʝʢʪʫ çʅʦʨʚʝʛʽʷ - ʋʢʨʘʾʥʘ.  
ʇʨʦʬʝʩʽʡʥʘ ʘʜʘʧʪʘʮʽʷ. ɯʥʪʝʛʨʘʮʽʷ ʚ ʜʝʨʞʘʚʥʫ ʩʠʩʪʝʤʫ". 

ʇʨʦʝʢʪ ʜʣʷ ʋʢʨʘʾʥʠ ʫʥʽʢʘʣʴʥʠʡ. ɼʦ ʥʴʦʛʦ ʚʞʝ ʧʨʠʻʜʥʘʣʠʩʷ 24 ʚʝʪʝʨʘʥʠ 

ʨʝʛʽʦʥʫ. ɹʝʟʧʣʘʪʥʝ ʥʘʚʯʘʥʥʷ ʧʨʦʪʷʛʦʤ ʪʨʴʦʭ ʤʽʩʷʮʽʚ ʚʦʥʠ ʧʨʦʡʜʫʪʴ ʫ 

ʜʥʽʧʨʦʚʩʴʢʦʤʫ ʋʥʽʚʝʨʩʠʪʝʪʽ ʤʠʪʥʦʾ ʩʧʨʘʚʠ ʪʘ ʬʽʥʘʥʩʽʚ. ɺʠʧʫʩʢʥʠʢʠ ʦʪʨʠʤʘʶʪʴ 

ʩʚʽʜʦʮʪʚʦ ʧʨʦ ʧʨʦʬʝʩʽʡʥʫ ʧʝʨʝʧʽʜʛʦʪʦʚʢʫ, ʟʘʛʘʣʴʥʠʡ ʩʝʨʪʠʬʽʢʘʪ ʫʥʽʚʝʨʩʠʪʝʪʫ 

NORD ʽ ʤʠʪʥʦʾ ʩʧʨʘʚʠ ʪʘ ʬʽʥʘʥʩʽʚ, ʘ ʪʘʢʦʞ ʩʧʽʣʴʥʠʡ ʜʠʧʣʦʤ ʄʽʥʽʩʪʝʨʩʪʚʘ 

ʟʘʢʦʨʜʦʥʥʠʭ ʩʧʨʘʚ ʽ ʄʽʥʽʩʪʝʨʩʪʚʘ ʦʙʦʨʦʥʠ ʅʦʨʚʝʛʽʾè. (ɯʛʦʨ ʊʔʆʄɯʅ. 

ɼʥʽʧʨʦʧʝʪʨʦʚʱʠʥʘ: ɺʝʪʝʨʘʥʽʚ ʥʘʚʯʘʶʪʴ ʢʽʙʝʨʙʝʟʧʝʢʠ // ɻʦʣʦʩ ʋʢʨʘʾʥʠ 

(http://www.golos.com.ua/news/134807). 28.04.2021). 

***  

 

 
ʂʦʨʦʥʘʚʽʨʫʩ COVID-19 ʪʘ ʧʠʪʘʥʥʷ ʢʽʙʝʨʙʝʟʧʝʢʠ 

 

çʇʦ ʩʣʦʚʘʤ Imperva, ʟʣʦʥʘʤʝʨʝʥʥʳʝ ʙʦʪʳ-ʩʢʘʣʴʧʝʨʳ ʥʘʢʘʧʣʠʚʘʣʠ 

ʩʨʝʜʩʪʚʘ ʠʥʜʠʚʠʜʫʘʣʴʥʦʡ ʟʘʱʠʪʳ ʦʪ COVID-19 ʚ 2020 ʛʦʜʫ, ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ 

ʧʨʠʙʳʣʴ ʦʪ ʧʘʥʜʝʤʠʠ, ʠ ʤʦʛʫʪ ʥʘʨʫʰʠʪʴ ʚʘʞʥʝʡʰʠʝ ʮʝʧʦʯʢʠ ʧʦʩʪʘʚʦʢ 

ʚʘʢʮʠʥ ʚ ʵʪʦʤ ʛʦʜʫ. 
ɺ ʦʪʯʝʪʝ Imperva Bad Bot Report ʦʪ ʧʦʩʪʘʚʱʠʢʘ ʩʨʝʜʩʪʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘ 2021 

ʛʦʜ ʫʪʚʝʨʞʜʘʝʪʩʷ, ʯʪʦ ʟʘʬʠʢʩʠʨʦʚʘʥ ʩʘʤʳʡ ʚʳʩʦʢʠʡ ʧʨʦʮʝʥʪ ʚʨʝʜʦʥʦʩʥʦʛʦ ʙʦʪ-

ʪʨʘʬʠʢʘ (26%) ʩ ʤʦʤʝʥʪʘ ʧʫʙʣʠʢʘʮʠʠ ʦʪʯʝʪʘ ʚ 2014 ʛʦʜʫ. ɺ ʧʨʦʰʣʦʤ ʛʦʜʫ ʙʦʣʝʝ 

40% ʚʩʝʭ ʟʘʧʨʦʩʦʚ ʚʝʙ-ʪʨʘʬʠʢʘ ʠʩʭʦʜʠʣʠ ʦʪ ʙʦʪʦʚ. 

ɹʦʣʴʰʘʷ ʯʘʩʪʴ (57%) ʪʨʘʬʠʢʘ çʧʣʦʭʠʭ ʙʦʪʦʚè, ʥʘʙʣʶʜʘʝʤʦʛʦ Imperva ʚ 

ʧʨʦʰʣʦʤ ʛʦʜʫ, ʙʳʣʘ ʩʚʷʟʘʥʘ ʩ ʪʘʢ ʥʘʟʳʚʘʝʤʳʤʠ çʧʨʦʜʚʠʥʫʪʳʤʠ ʧʦʩʪʦʷʥʥʳʤʠ 

ʙʦʪʘʤʠè, ʢʦʪʦʨʳʝ, ʧʦ ʝʛʦ ʩʣʦʚʘʤ, ʪʨʫʜʥʝʝ ʦʙʥʘʨʫʞʠʪʴ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʪʦʯʥʦ 

ʠʤʠʪʠʨʫʶʪ ʧʦʚʝʜʝʥʠʝ ʯʝʣʦʚʝʢʘ. ʆʥʠ ʙʳʣʠ ʚʦʚʣʝʯʝʥʳ ʚ ʨʷʜ ʟʣʦʥʘʤʝʨʝʥʥʳʭ 
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ʜʝʡʩʪʚʠʡ, ʚʢʣʶʯʘʷ ʩʙʦʨ ʮʝʥ, ʩʙʦʨ ʢʦʥʪʝʥʪʘ, ʩʦʟʜʘʥʠʝ ʠ ʟʘʭʚʘʪ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, 

ʤʦʰʝʥʥʠʯʝʩʪʚʦ, ʦʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠ ʠ ʦʪʢʘʟ ʚ ʠʥʚʝʥʪʘʨʠʟʘʮʠʠ. 

ɹʦʪʳ-ʩʢʘʣʴʧʝʨʳ ʥʘʯʘʣʠ ʜʝʡʩʪʚʦʚʘʪʴ ʚ ʢʦʥʮʝ ʛʦʜʘ, ʯʪʦʙʳ ʩʢʫʧʘʪʴ ʙʦʣʴʰʠʝ 

ʦʙʲʝʤʳ ʥʦʚʳʭ ʠʛʨʦʚʳʭ ʢʦʥʩʦʣʝʡ, ʯʪʦ ʩʪʠʤʫʣʠʨʦʚʘʣʦ ʨʳʥʦʯʥʳʡ ʩʧʨʦʩ, ʧʨʝʞʜʝ ʯʝʤ 

ʧʨʦʜʘʚʘʪʴ ʠʭ ʩ ʮʝʣʴʶ ʧʦʣʫʯʝʥʠʷ ʧʨʠʙʳʣʠ. Imperva ʟʘʷʚʠʣʘ, ʯʪʦ ʩ ʩʝʥʪʷʙʨʷ ʧʦ 

ʦʢʪʷʙʨʴ 2020 ʛʦʜʘ ʪʨʘʬʠʢ ʧʣʦʭʠʭ ʙʦʪʦʚ ʥʘ ʨʦʟʥʠʯʥʳʝ ʚʝʙ-ʩʘʡʪʳ ʚʦ ʚʩʝʤ ʤʠʨʝ 

ʚʳʨʦʩ ʥʘ 788%. 

ʆʥʠ ʪʘʢʞʝ ʘʢʪʠʚʥʦ ʩʢʫʧʘʣʠ ʚʦʩʪʨʝʙʦʚʘʥʥʳʝ ʧʨʦʜʫʢʪʳ, ʩʚʷʟʘʥʥʳʝ ʩ COVID, 

ʪʘʢʠʝ ʢʘʢ ʤʘʩʢʠ ʜʣʷ ʣʠʮʘ, ʜʝʟʠʥʬʠʮʠʨʫʶʱʠʝ ʠ ʤʦʶʱʠʝ ʩʨʝʜʩʪʚʘ, ʘ ʪʘʢʞʝ ʜʨʫʛʠʝ 

ʧʨʝʜʤʝʪʳ, ʩʪʘʚʰʠʝ ʧʦʧʫʣʷʨʥʳʤʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʘʥʜʝʤʠʠ, ʪʘʢʠʝ ʢʘʢ ʜʦʤʘʰʥʝʝ 

ʪʨʝʥʠʨʦʚʦʯʥʦʝ ʩʥʘʨʷʞʝʥʠʝ. 

Imperva ʧʨʝʜʫʧʨʝʜʠʣʘ, ʯʪʦ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʝ ʩʮʝʥʘʨʠʠ ʤʦʛʫʪ ʧʦʤʝʰʘʪʴ 

ʨʘʟʚʝʨʪʳʚʘʥʠʶ ʚʘʢʮʠʥʳ. ʆʥ ʟʘʬʠʢʩʠʨʦʚʘʣ 372% -ʥʦʝ ʫʚʝʣʠʯʝʥʠʝ ʪʨʘʬʠʢʘ ʧʣʦʭʠʭ 

ʙʦʪʦʚ ʥʘ ʚʝʙ-ʩʘʡʪʳ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʩ ʩʝʥʪʷʙʨʷ 2020 ʛʦʜʘ ʠ ʟʘʷʚʠʣ, ʯʪʦ ʧʦ ʤʝʨʝ 

ʪʦʛʦ, ʢʘʢ ʚʘʢʮʠʥʳ ʩʪʘʣʠ ʰʠʨʦʢʦ ʜʦʩʪʫʧʥʳ, ʧʦʢʘʟʘʪʝʣʠ ʚʳʨʦʩʣʠ ʜʦ 12000 ʟʘʧʨʦʩʦʚ 

ʚ ʯʘʩ. 

ʇʦ ʝʛʦ ʩʣʦʚʘʤ, ʪʘʢʠʝ ʦʙʲʝʤʳ ʪʨʘʬʠʢʘ ʤʦʛʫʪ ʧʝʨʝʛʨʫʟʠʪʴ ʚʝʙ-ʩʘʡʪʳ 

ʤʝʜʠʮʠʥʩʢʠʭ ʦʨʛʘʥʠʟʘʮʠʡ, ʘʧʪʝʢ ʠ ʨʦʟʥʠʯʥʳʭ ʧʨʦʜʘʚʮʦʚ, ʫʯʘʩʪʚʫʶʱʠʭ ʚ 

ʨʘʟʚʝʨʪʳʚʘʥʠʠ, ʯʪʦ ʟʘʪʨʫʜʥʠʪ ʜʦʩʪʫʧ ʟʘʢʦʥʥʳʭ ʢʣʠʝʥʪʦʚ ʢ ʩʣʫʞʙʘʤ ʟʘʧʠʩʠ ʥʘ 

ʧʨʠʝʤ. 

çʂʘʢ ʤʳ ʥʘʙʣʶʜʘʣʠ ʚ ʪʝʯʝʥʠʝ ʧʦʩʣʝʜʥʠʭ ʚʦʩʴʤʠ ʣʝʪ, ʧʣʦʭʠʝ ʙʦʪʳ 

ʧʨʦʜʦʣʞʘʶʪ ʨʘʟʦʨʷʪʴ ʀʥʪʝʨʥʝʪ, ʘ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ ʘʪʘʢ ʩʦ ʚʨʝʤʝʥʝʤ ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ 

ʙʦʣʝʝ ʧʨʦʜʚʠʥʫʪʳʤʠ ʠ ʜʝʪʘʣʠʟʠʨʦʚʘʥʥʳʤʠè, - ʩʢʘʟʘʣ ʕʜʚʘʨʜ ʈʦʙʝʨʪʩ, ʜʠʨʝʢʪʦʨ ʧʦ 

ʩʪʨʘʪʝʛʠʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡ ʚ Imperva. 

çɺ ʪʝʯʝʥʠʝ ʧʨʦʰʣʦʛʦ ʛʦʜʘ ʠ ʚʦ ʚʨʝʤʷ ʛʣʦʙʘʣʴʥʦʡ ʧʘʥʜʝʤʠʠ ʦʥʠ ʧʨʦʮʚʝʪʘʣʠ, 

ʦʨʠʝʥʪʠʨʫʷʩʴ ʥʘ ʥʦʚʳʝ ʨʳʥʢʠ, ʠ ʪʝʧʝʨʴ ʠʭ ʚʣʠʷʥʠʝ ʦʱʫʱʘʶʪ ʦʙʳʯʥʳʝ 

ʧʦʪʨʝʙʠʪʝʣʠ. ʆʨʛʘʥʠʟʘʮʠʠ ʜʦʣʞʥʳ ʧʨʝʜʧʨʠʥʠʤʘʪʴ ʘʢʪʠʚʥʳʝ ʜʝʡʩʪʚʠʷ ʜʣʷ ʟʘʱʠʪʳ 

ʩʚʦʠʭ ʚʝʙ-ʩʘʡʪʦʚ, ʧʨʠʣʦʞʝʥʠʡ ʠ API ʦʪ ʵʪʠʭ ʫʛʨʦʟ, ʧʦʩʢʦʣʴʢʫ ʙʦʪʳ ʚʩʝ ʯʘʱʝ 

ʫʯʘʩʪʚʫʶʪ ʚ ʤʦʰʝʥʥʠʯʝʩʢʠʭ ʜʝʡʩʪʚʠʷʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʩʪʘʪʴ ʠʩʪʦʯʥʠʢʦʤ 

ʨʝʧʫʪʘʮʠʦʥʥʦʛʦ ʠ ʬʠʥʘʥʩʦʚʦʛʦ ʫʱʝʨʙʘè. (Phil Muncaster. Bad Bots Could Disrupt 

#COVID19 Vaccine Rollout // Reed Exhibitions Ltd (https://www.infosecurity-

magazine.com/news/bad-bots-could-disrupt-covid19/). 14.04.2021). 

***  

 

çʏʫʪʴ ʙʦʣʴʰʝ ʛʦʜʘ ʥʘʟʘʜ ʢʨʫʧʥʳʝ ʠ ʤʝʣʢʠʝ ʧʨʝʜʧʨʠʷʪʠʷ ʙʨʦʩʠʣʠ ʩʚʦʠʭ 

ʩʦʪʨʫʜʥʠʢʦʚ ʥʘ ʫʜʘʣʝʥʥʫʶ ʨʘʙʦʪʫ, ʧʦʩʢʦʣʴʢʫ COVID-19 ʧʨʝʚʨʘʪʠʣʩʷ ʚ 

ʧʦʣʥʦʤʘʩʰʪʘʙʥʫʶ ʧʘʥʜʝʤʠʶ. ʊʝʧʝʨʴ, ʢʦʛʜʘ ʠʩʧʦʣʥʠʣʘʩʴ ʛʦʜʦʚʘʷ ʛʦʜʦʚʱʠʥʘ 

ʵʢʩʧʝʨʠʤʝʥʪʘ ʧʦ ʨʘʙʦʪʝ ʥʘ ʜʦʤʫ, ʢʦʤʧʘʥʠʠ ʠ ʜʘʞʝ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʫʯʨʝʞʜʝʥʠʷ 

ʤʘʥʷʪ ʨʘʙʦʯʠʭ ʚʝʨʥʫʪʴʩʷ ʚ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʦʬʠʩʳ. ʕʪʦ ʦʢʘʞʝʪ ʙʦʣʴʰʦʝ ʠ 

ʥʝʧʨʝʜʩʢʘʟʫʝʤʦʝ ʚʣʠʷʥʠʝ ʥʘ ʤʥʦʛʠʝ ʚʝʱʠ, ʚʢʣʶʯʘʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ. 

ɸʥʘʣʠʪʠʢʠ ʩʯʠʪʘʶʪ, ʯʪʦ ʤʥʦʛʠʝ ʢʨʫʧʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ, ʚʝʨʦʷʪʥʦ, ʧʦʜʦʞʜʫʪ 

ʜʦ ʢʦʥʮʘ ʵʪʦʛʦ ʛʦʜʘ, ʯʪʦʙʳ ʧʦʪʨʝʙʦʚʘʪʴ ʥʝʢʦʪʦʨʳʭ, ʥʦ ʥʝ ʚʩʝʭ ʩʦʪʨʫʜʥʠʢʦʚ, 

ʚʝʨʥʫʪʴʩʷ ʚ ʦʬʠʩ. ʆʜʥʘʢʦ ʚ ʢʦʥʮʝ ʤʘʨʪʘ Microsoft ʚʟʷʣʘ ʥʘ ʩʝʙʷ ʠʥʠʮʠʘʪʠʚʫ, 

ʦʪʢʨʳʚ ʩʚʦʶ ʰʪʘʙ-ʢʚʘʨʪʠʨʫ ʚ ʈʝʜʤʦʥʜʝ, ʘ ʪʘʢʞʝ ʥʝʩʢʦʣʴʢʦ ʩʦʩʝʜʥʠʭ ʢʘʤʧʫʩʦʚ. 
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ɺʩʢʦʨʝ ʧʦʩʣʝ ʵʪʦʛʦ Amazon ʦʪʤʝʪʠʣʘ, ʯʪʦ ʭʦʯʝʪ ʚʝʨʥʫʪʴʩʷ ʢ çʦʬʠʩʥʦ-

ʦʨʠʝʥʪʠʨʦʚʘʥʥʦʡ ʢʫʣʴʪʫʨʝè, ʢʦʛʜʘ ʥʝʢʦʪʦʨʳʝ ʩʦʪʨʫʜʥʠʢʠ ʚʝʨʥʫʪʩʷ ʢ ʣʝʪʫ. 

ʅʝ ʪʦʣʴʢʦ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʢʦʤʧʘʥʠʠ ʥʘʯʠʥʘʶʪ ʧʝʨʝʟʚʘʥʠʚʘʪʴ ʩʦʪʨʫʜʥʠʢʦʚ ʚ 

ʦʬʠʩʳ. ʇʦ ʜʘʥʥʳʤ New York Times, ʤʵʨ ʅʴʶ-ʁʦʨʢʘ ɹʠʣʣ ʜʝ ɹʣʘʟʠʦ ʭʦʯʝʪ, ʯʪʦʙʳ 

ʤʫʥʠʮʠʧʘʣʴʥʳʝ ʩʣʫʞʘʱʠʝ ʚʝʨʥʫʣʠʩʴ ʚ ʦʬʠʩʳ ʢ 3 ʤʘʷ, ʧʦʩʢʦʣʴʢʫ ʧʨʘʚʦ ʥʘ 

ʚʘʢʮʠʥʘʮʠʶ COVID-19 ʨʘʩʰʠʨʷʝʪʩʷ. 

ʅʝ ʚʩʝ ʬʠʨʤʳ (ʪʝʭʥʠʯʝʩʢʠʝ ʠʣʠ ʥʝʪ) ʭʦʪʷʪ ʚʝʨʥʫʪʴʩʷ ʚ ʦʬʠʩʳ. The Wall Street 

Journal ʦʙʥʘʨʫʞʠʣ, ʯʪʦ ʢʦʤʧʘʥʠʠ ʦʪ Salesforce ʜʦ JPMorgan Chase ʪʝʨʷʶʪ ʦʬʠʩʥʳʝ 

ʧʣʦʱʘʜʠ, ʧʦʩʢʦʣʴʢʫ ʚʠʜʷʪ, ʯʪʦ ʫʜʘʣʝʥʥʘʷ ʨʘʙʦʪʘ ʧʨʦʜʦʣʞʘʝʪʩʷ. ɼʘ ʠ ʩʘʤʠ 

ʩʦʪʨʫʜʥʠʢʠ ʥʝ ʛʦʨʷʪ ʞʝʣʘʥʠʝʤ ʚʦʟʚʨʘʱʘʪʴʩʷ ʚ ʦʬʠʩʳ ʥʘ ʧʦʣʥʫʶ ʩʪʘʚʢʫ. ɺ ʠʶʥʝ 

2020 ʛʦʜʘ ʠʩʩʣʝʜʦʚʘʥʠʝ ɺʩʝʤʠʨʥʦʛʦ ʵʢʦʥʦʤʠʯʝʩʢʦʛʦ ʬʦʨʫʤʘ ʧʦʢʘʟʘʣʦ, ʯʪʦ ʪʨʦʝ ʠʟ 

ʯʝʪʳʨʝʭ ʭʦʪʝʣʠ ʩʦʭʨʘʥʠʪʴ ʥʝʢʦʪʦʨʫʶ ʛʠʙʢʦʩʪʴ ʚ ʩʚʦʝʤ ʨʘʩʧʠʩʘʥʠʠ. 

ɺʩʝ ʵʪʠ ʬʘʢʪʦʨʳ ʧʨʠʚʦʜʷʪ ʢ ʪʦʤʫ, ʯʪʦ ʤʥʦʛʠʝ ʦʪʨʘʩʣʝʚʳʝ ʦʙʦʟʨʝʚʘʪʝʣʠ 

ʥʘʟʳʚʘʶʪ ʛʠʙʨʠʜʥʦʡ ʨʘʙʦʯʝʡ ʩʠʣʦʡ, ʢʦʛʜʘ ʩʦʪʨʫʜʥʠʢʠ ʨʘʙʦʪʘʶʪ ʠʟ ʜʦʤʘ ʠ ʚ 

ʢʦʨʧʦʨʘʪʠʚʥʦʤ ʦʬʠʩʝ. ʀ ʭʦʪʷ ʵʪʦʪ ʧʦʜʭʦʜ ʤʦʞʝʪ ʧʦʤʦʯʴ ʧʨʝʜʧʨʠʷʪʠʷʤ ʚʝʨʥʫʪʴʩʷ ʚ 

ʥʦʨʤʘʣʴʥʦʝ ʩʦʩʪʦʷʥʠʝ ʧʦʩʣʝ ʛʦʜʘ ʪʨʘʚʤʳ, ʚʳʟʚʘʥʥʦʡ COVID-19, ʥʝʢʦʪʦʨʳʝ 

ʘʥʘʣʠʪʠʢʠ ʦʧʘʩʘʶʪʩʷ, ʯʪʦ ʵʪʦ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʜʨʫʛʠʤ ʧʨʦʙʣʝʤʘʤ, ʘ ʠʤʝʥʥʦ, ʢ 

ʝʱʝ ʙʦʣʴʰʝʡ ʛʦʣʦʚʥʦʡ ʙʦʣʠ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

çʂʦʛʜʘ ʩʦʪʨʫʜʥʠʢʠ ʚʝʨʥʫʪʩʷ ʚ ʦʬʠʩ, ʥʘʚʝʨʥʷʢʘ ʚʦʟʥʠʢʥʝʪ ʚʩʧʣʝʩʢ ʧʨʦʙʣʝʤ, 

ʩʚʷʟʘʥʥʳʭ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶè, - ʩʢʘʟʘʣ Dice ɼʞʦʥ ʄʦʨʛʘʥ, ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ 

ʦʭʨʘʥʥʦʡ ʬʠʨʤʳ Confluera. çʆʨʛʘʥʠʟʘʮʠʠ, ʦʜʥʘʢʦ, ʜʦʣʞʥʳ ʙʳʪʴ ʝʱʝ ʙʦʣʝʝ 

ʙʜʠʪʝʣʴʥʳʤʠ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʚʦʣʥʘ ʩʪʠʭʥʝʪ, ʧʦʩʢʦʣʴʢʫ ʭʘʢʝʨʳ ʪʝʧʝʨʴ ʟʘʢʨʝʧʠʣʠʩʴ 

ʚ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ ʠ ʧʨʷʯʫʪʩʷ ʧʦʜ ʧʦʢʨʦʚʦʤè. 

ɼʠʨʝʢʪʦʨʘ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʠʭ ʛʨʫʧʧʳ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʨʦʜʦʣʞʘʶʪ ʙʦʨʦʪʴʩʷ ʩ ʧʝʨʝʭʦʜʦʤ ʥʘ ʨʘʙʦʪʫ ʠʟ ʜʦʤʘ; ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʦʪʦʰʣʘ 

ʥʘ ʚʪʦʨʦʡ ʧʣʘʥ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʦʙʱʠʤ ʩʪʨʝʤʣʝʥʠʝʤ ʟʘʩʪʘʚʠʪʴ ʩʦʪʨʫʜʥʠʢʦʚ 

ʨʘʙʦʪʘʪʴ ʢʘʢ ʤʦʞʥʦ ʙʳʩʪʨʝʝ. ʕʪʦ ʚʢʣʶʯʘʣʦ ʙʦʣʴʰʝʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʙʣʘʯʥʳʭ 

ʧʨʠʣʦʞʝʥʠʡ ʠ ʧʨʠʣʦʞʝʥʠʡ SaaS, ʦʩʦʙʝʥʥʦ ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʣʷ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ, ʘ 

ʪʘʢʞʝ ʩʪʨʝʤʣʝʥʠʝ ʧʦʣʫʯʠʪʴ ʫʩʪʨʦʡʩʪʚʘ, ʦʩʦʙʝʥʥʦ ʥʦʫʪʙʫʢʠ, ʚ ʨʫʢʠ ʩʦʪʨʫʜʥʠʢʦʚ, ʥʝ 

ʟʘʜʫʤʳʚʘʷʩʴ ʦʙʦ ʚʩʝʭ ʚʦʟʤʦʞʥʳʭ ʥʝʜʦʩʪʘʪʢʘʭ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʕʪʠ ʫʩʪʨʦʡʩʪʚʘ ʪʝʧʝʨʴ ʚʦʟʚʨʘʱʘʶʪʩʷ ʚ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʩʝʪʠ ʧʦʩʣʝ ʛʦʜʘ 

ʥʝʙʝʟʦʧʘʩʥʦʡ ʠʣʠ ʧʣʦʭʦ ʟʘʱʠʱʝʥʥʦʡ ʨʘʙʦʪʳ. ɺ ʪʦ ʞʝ ʚʨʝʤʷ ʚ ʦʙʣʘʢʦ ʟʘʛʨʫʞʘʝʪʩʷ 

ʙʦʣʴʰʝ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʟʘʛʨʫʞʝʥʳ ʚ ʢʦʨʧʦʨʘʪʠʚʥʫʶ ʠʣʠ ʜʦʤʘʰʥʶʶ 

ʩʝʪʴ ʩʦ ʩʣʘʙʳʤʠ ʩʪʘʥʜʘʨʪʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

çʂʦʛʜʘ ʩʦʪʨʫʜʥʠʢʠ ʚʝʨʥʫʪʩʷ ʚ ʦʬʠʩ, ʠʭ ʩʧʦʩʦʙ ʜʦʩʪʫʧʘ ʢ ʩʚʦʠʤ ʜʘʥʥʳʤ ʠ 

ʢʦʨʧʦʨʘʪʠʚʥʳʤ ʧʨʠʣʦʞʝʥʠʷʤ ʠʟʤʝʥʠʪʩʷè, - ʩʢʘʟʘʣ Dice ʏʘʨʣʴʟ ʍʝʥʜʝʨʩʦʥ, 

ʛʣʦʙʘʣʴʥʳʡ ʛʣʘʚʘ IBM X-Force Red. çʂʨʦʤʝ ʪʦʛʦ, ʩʦʪʨʫʜʥʠʢʠ ʫʞʝ ʜʦʚʦʣʴʥʦ ʜʦʣʛʦʝ 

ʚʨʝʤʷ ʥʘʭʦʜʷʪʩʷ ʚʜʘʣʠ ʦʪ ʮʝʥʪʨʘʣʠʟʦʚʘʥʥʳʭ ʀʊ-ʬʫʥʢʮʠʡ, ʠ ʚʳ ʥʝ ʟʥʘʝʪʝ, ʢʘʢʦʡ 

ʙʘʛʘʞ ʦʥʠ ʧʨʠʥʦʩʷʪ ʩ ʩʦʙʦʡ ʠʟ ʜʦʤʘ - ʦʪ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʜʦ 

ʥʝʜʦʙʨʦʩʦʚʝʩʪʥʳʭ ʧʨʘʢʪʠʢ ʠ ʧʣʦʭʦʡ ʛʠʛʠʝʥʳ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɹʦʣʴʰʠʥʩʪʚʫ 

ʤʝʥʝʜʞʝʨʦʚ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʝʪ ʩʣʦʞʥʦ ʧʨʝʜʩʢʘʟʘʪʴ, ʢʘʢ ʵʪʦ ʧʦʚʣʠʷʝʪ ʥʘ ʠʭ 

ʦʨʛʘʥʠʟʘʮʠʶè. 

ɺʦʪ ʥʝʢʦʪʦʨʳʝ ʠʟ ʧʨʦʙʣʝʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʩ ʢʦʪʦʨʳʤʠ ʩʪʘʣʢʠʚʘʶʪʩʷ 

ʙʦʣʴʰʠʝ ʠ ʤʘʣʳʝ ʦʨʛʘʥʠʟʘʮʠʠ, ʢʦʛʜʘ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʜʚʝʨʠ ʩʥʦʚʘ ʥʘʯʠʥʘʶʪ 

ʦʪʢʨʳʚʘʪʴʩʷ. 



 21 

ʌʠʰʠʥʛ 

ɿʘ ʧʦʩʣʝʜʥʠʡ ʛʦʜ ʬʠʰʠʥʛ ʩʪʘʣ ʚʩʝ ʙʦʣʝʝ ʩʝʨʴʝʟʥʦʡ ʧʨʦʙʣʝʤʦʡ ʜʣʷ 

ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʠʭ ʩʣʫʞʙ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʩʢʦʣʴʢʫ 

ʤʦʰʝʥʥʠʢʠ ʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʚʦʩʧʦʣʴʟʦʚʘʣʠʩʴ ʥʝ ʪʦʣʴʢʦ ʧʣʦʭʦ ʟʘʱʠʱʝʥʥʳʤʠ 

ʜʦʤʘʰʥʠʤʠ ʩʝʪʷʤʠ, ʥʦ ʪʘʢʞʝ ʧʫʪʘʥʠʮʝʡ ʠ ʥʝʦʧʨʝʜʝʣʝʥʥʦʩʪʴʶ, ʚʳʟʚʘʥʥʦʡ COVID-

19. ʕʪʠ ʦʧʘʩʝʥʠʷ, ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʧʦʜʜʘʶʪʩʷ ʚʨʝʜʦʥʦʩʥʳʤ ʩʦʦʙʱʝʥʠʷʤ ʠ ʜʦʤʝʥʘʤ, 

ʟʘʤʘʩʢʠʨʦʚʘʥʥʳʤ ʧʦʜ ʚʘʞʥʳʝ ʦʙʥʦʚʣʝʥʠʷ ʥʦʚʦʩʪʝʡ, ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʠʣʠ ʩʘʡʪʳ, 

ʧʨʝʜʣʘʛʘʶʱʠʝ ʚʘʞʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ɺ ʦʪʯʝʪʝ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʤ ʬʠʨʤʦʡ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Proofpoint, ʛʦʚʦʨʠʪʩʷ, ʯʪʦ 

57 ʧʨʦʮʝʥʪʦʚ ʦʨʛʘʥʠʟʘʮʠʡ ʩʦʦʙʱʠʣʠ ʦʙ ʫʩʧʝʰʥʦʡ ʬʠʰʠʥʛ-ʘʪʘʢʝ ʚ 2020 ʛʦʜʫ, ʯʪʦ 

ʚʳʰʝ 55 ʧʨʦʮʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʩʦʦʙʱʠʣʠ ʦ ʪʦʤ ʞʝ ʚ 2019 ʛʦʜʫ. ɺʦ ʚʨʝʤʷ ʵʪʠʭ 

ʫʩʧʝʰʥʳʭ ʘʪʘʢ 60 ʧʨʦʮʝʥʪʦʚ ʦʨʛʘʥʠʟʘʮʠʡ ʩʦʦʙʱʠʣʠ ʦ ʧʦʪʝʨʝ ʜʘʥʥʳʭ, ʘ 52 

ʧʨʦʮʝʥʪʘ. ʦʙʥʘʨʫʞʠʣ ʧʦʪʝʨʶ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʠʣʠ ʢʦʤʧʨʦʤʝʪʘʮʠʶ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. 

ʉʪʠʚʝʥ ɹʘʥʜʘ, ʩʪʘʨʰʠʡ ʤʝʥʝʜʞʝʨ ʧʦ ʨʝʰʝʥʠʷʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ Lookout, 

ʩʯʠʪʘʝʪ, ʯʪʦ ʨʦʩʪ ʬʠʰʠʥʛʘ, ʚʝʨʦʷʪʥʦ, ʧʨʦʜʦʣʞʠʪʩʷ, ʦʩʦʙʝʥʥʦ ʢʦʛʜʘ ʩʦʪʨʫʜʥʠʢʠ 

ʙʫʜʫʪ ʧʝʨʝʢʣʶʯʘʪʴʩʷ ʤʝʞʜʫ ʜʦʤʘʰʥʝʡ ʠ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʷʤʠ, ʘ ʤʦʰʝʥʥʠʢʠ 

ʚʦʩʧʦʣʴʟʫʶʪʩʷ ʧʨʝʠʤʫʱʝʩʪʚʘʤʠ ʥʦʚʦʡ ʛʠʙʨʠʜʥʦʡ ʩʨʝʜʳ. 

çɻʠʙʨʠʜʥʘʷ ʨʘʙʦʯʘʷ ʩʨʝʜʘ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʥʦʚʳʡ ʢʦʥʪʝʢʩʪ ʜʣʷ ʬʠʰʠʥʛʦʚʳʭ 

ʘʪʘʢè, - ʩʢʘʟʘʣ ɹʘʥʜʘ ɼʘʡʩʫ. çʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʦʪ ʩʮʝʥʘʨʠʡ 

ʛʠʙʨʠʜʥʦʡ ʨʘʙʦʯʝʡ ʩʠʣʳ ʧʦ-ʨʘʟʥʦʤʫ. ʅʘʧʨʠʤʝʨ, ʤʘʩʢʠʨʫʷʩʴ ʧʦʜ ʤʝʥʝʜʞʝʨʘ ʦʪʜʝʣʘ 

ʢʘʜʨʦʚ, ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʞʝʪ ʟʘʧʫʩʪʠʪʴ ʬʠʰʠʥʛʦʚʫʶ ʢʘʤʧʘʥʠʶ, ʢʦʪʦʨʘʷ 

ʚʢʣʶʯʘʝʪ ʜʦʢʫʤʝʥʪ ʧʦʣʠʪʠʢʠ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ. ɺ ʩʦʦʙʱʝʥʠʠ ʤʦʞʝʪ 

ʧʦʪʨʝʙʦʚʘʪʴʩʷ, ʯʪʦʙʳ ʩʦʪʨʫʜʥʠʢʠ ʱʝʣʢʥʫʣʠ ʩʩʳʣʢʫ, ʯʪʦʙʳ ʧʨʠʥʷʪʴ ʧʦʣʠʪʠʢʫ ʠʣʠ 

ʟʘʛʨʫʟʠʪʴ ʜʦʢʫʤʝʥʪ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʩʦʜʝʨʞʘʪʴ ʚʠʨʫʩè. 

ʏʘʩʪʠʯʥʦ ʙʝʩʧʦʢʦʡʩʪʚʦ ʩʚʷʟʘʥʦ ʩ ʚʦʟʨʦʞʜʝʥʠʝʤ ʜʚʠʞʝʥʠʷ BYOD, ʢʦʪʦʨʦʝ 

ʪʝʧʝʨʴ ʚʢʣʶʯʘʝʪ ʫʜʘʣʝʥʥʳʭ ʩʦʪʨʫʜʥʠʢʦʚ, ʢʦʪʦʨʳʝ ʚʦʟʚʨʘʱʘʶʪ ʫʩʪʨʦʡʩʪʚʘ ʠ 

ʧʨʠʣʦʞʝʥʠʷ ʚ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʩʝʪʠ. ʕʪʦ ʤʦʞʝʪ ʩʦʟʜʘʪʴ ʧʨʦʙʣʝʤʳ ʩ ʜʠʨʝʢʪʦʨʘʤʠ ʧʦ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʤ ʪʝʭʥʦʣʦʛʠʷʤ ʠ ʠʭ ʛʨʫʧʧʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ 

ʫʧʨʘʚʣʷʪʴ ʣʠʯʥʳʤʠ, ʘ ʪʘʢʞʝ ʢʦʨʧʦʨʘʪʠʚʥʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ. 

çʋʜʦʙʩʪʚʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʦʜʥʦʛʦ ʠ ʪʦʛʦ ʞʝ ʥʘʙʦʨʘ ʫʩʪʨʦʡʩʪʚ ʜʣʷ 

ʩʦʚʤʝʱʝʥʠʷ ʨʘʙʦʪʳ ʠ ʣʠʯʥʦʡ ʞʠʟʥʠ ʩʣʠʰʢʦʤ ʚʝʣʠʢʦ, ʯʪʦʙʳ ʩ ʥʠʤ ʨʘʩʩʪʘʪʴʩʷ. ʕʪʦ 

ʦʟʥʘʯʘʝʪ, ʯʪʦ ʜʠʨʝʢʪʦʨʘʤ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝʦʙʭʦʜʠʤʦ ʙʫʜʝʪ 

ʠʥʚʝʩʪʠʨʦʚʘʪʴ ʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ, ʢʦʪʦʨʘʷ ʨʘʙʦʪʘʝʪ ʢʘʢ ʥʘ ʫʧʨʘʚʣʷʝʤʳʭ, ʪʘʢ ʠ ʥʘ 

ʥʝʫʧʨʘʚʣʷʝʤʳʭ ʣʠʯʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ. ʕʪʠ ʨʝʰʝʥʠʷ ʜʦʣʞʥʳ ʙʫʜʫʪ ʫʚʘʞʘʪʴ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʨʠ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʦʨʛʘʥʠʟʘʮʠʠè, - ʩʢʘʟʘʣ 

ɹʘʥʜʘ. çɼʠʨʝʢʪʦʨʘʤ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʘʢʞʝ ʥʝʦʙʭʦʜʠʤʦ ʙʫʜʝʪ 

ʫʧʨʘʚʣʷʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʜʣʷ ʙʦʣʝʝ ʰʠʨʦʢʦʛʦ ʩʧʝʢʪʨʘ ʠʩʧʦʣʴʟʫʝʤʳʭ ʦʙʣʘʯʥʳʭ 

ʧʨʠʣʦʞʝʥʠʡ. ɺ ʩʚʷʟʠ ʩʦ ʩʧʨʦʩʦʤ ʥʘ BYOD ʦʨʛʘʥʠʟʘʮʠʠ ʪʝʧʝʨʴ ʩʪʘʣʢʠʚʘʶʪʩʷ ʩ 

ʧʨʦʙʣʝʤʦʡ ʧʦʣʫʯʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʦ ʧʨʠʣʦʞʝʥʠʷʭ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʚ ʠʭ 

ʦʨʛʘʥʠʟʘʮʠʠè. 

ʆʥ ʜʦʙʘʚʠʣ: çʉ ʪʦʯʢʠ ʟʨʝʥʠʷ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʧʨʠʣʦʞʝʥʠʷ ʤʦʛʫʪ ʠʤʝʪʴ 

ʨʘʟʨʝʰʝʥʠʷ ʠ ʚʦʟʤʦʞʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʪʨʝʙʦʚʘʥʠʷʤ ʢʦʤʧʘʥʠʠ. 

ɺʘʞʥʦʝ ʟʥʘʯʝʥʠʝ ʙʫʜʫʪ ʠʤʝʪʴ ʨʝʰʝʥʠʷ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ 

ʧʨʠʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʝ ʩʦʜʝʨʞʘʪ ʫʷʟʚʠʤʦʩʪʠ ʠʣʠ ʧʨʝʜʩʪʘʚʣʷʶʪ ʨʠʩʢ ʜʣʷ 

ʦʨʛʘʥʠʟʘʮʠʠ, ʠ ʧʨʠʤʝʥʷʪʴ ʧʦʣʠʪʠʢʠ ʜʣʷ ʦʛʨʘʥʠʯʝʥʠʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷè. 
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ɹʝʟʦʧʘʩʥʳʡ ʢʦʜ 

ʅʝʢʦʪʦʨʳʝ ʘʥʘʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʘʢʞʝ ʩʯʠʪʘʶʪ, ʯʪʦ ʧʦʷʚʣʷʶʱʘʷʩʷ 

ʛʠʙʨʠʜʥʘʷ ʨʘʙʦʯʘʷ ʩʠʣʘ - ʵʪʦ ʚʨʝʤʷ ʜʣʷ ʧʨʝʜʧʨʠʷʪʠʡ ʠ ʜʨʫʛʠʭ ʦʨʛʘʥʠʟʘʮʠʡ, ʯʪʦʙʳ 

ʣʫʯʰʝ ʩʧʨʘʚʠʪʴʩʷ ʩ ʧʨʦʮʝʩʩʦʤ ʨʘʟʨʘʙʦʪʢʠ, ʚʢʣʶʯʠʚ ʙʝʟʦʧʘʩʥʦʩʪʴ ʚ ʮʠʢʣ DevOps - 

ʜʨʫʛʠʤʠ ʩʣʦʚʘʤʠ, DevSecOps. 

ʍʦʪʷ ʵʪʦ ʥʝ ʩʚʷʟʘʥʦ ʥʘʧʨʷʤʫʶ ʩ COVID-19, ʧʨʝʜʧʦʣʘʛʘʝʤʘʷ ʘʪʘʢʘ ʥʘ 

ʛʦʩʫʜʘʨʩʪʚʦ, ʥʘʮʝʣʝʥʥʘʷ ʥʘ SolarWinds ʠ ʝʝ ʢʣʠʝʥʪʦʚ (ʦʙʥʘʨʫʞʝʥʥʘʷ ʚ ʜʝʢʘʙʨʝ 

2020 ʛʦʜʘ), ʧʦʢʘʟʘʣʘ, ʥʘʩʢʦʣʴʢʦ ʤʦʞʝʪ ʙʳʪʴ ʥʘʨʫʰʝʥ ʧʨʦʮʝʩʩ ʨʘʟʨʘʙʦʪʢʠ ʠ 

ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. ʇʦʩʢʦʣʴʢʫ ʦʞʠʜʘʝʪʩʷ, ʯʪʦ ʨʘʟʨʘʙʦʪʯʠʢʠ 

ʙʫʜʫʪ ʧʨʠʭʦʜʠʪʴ ʚ ʦʬʠʩʳ, ʦʜʥʦʚʨʝʤʝʥʥʦ ʨʘʙʦʪʘʷ ʠʟ ʜʦʤʘ, ʛʠʙʨʠʜʥʘʷ ʤʦʜʝʣʴ 

ʨʘʙʦʪʳ ʤʦʞʝʪ ʦʪʢʨʳʪʴ ʜʣʷ ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʦʟʤʦʞʥʦʩʪʴ ʟʘʥʷʪʴ 

ʤʝʩʪʦ ʟʘ ʩʪʦʣʦʤ ʨʘʟʨʘʙʦʪʢʠ ʧʨʠʣʦʞʝʥʠʡ. ɺ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʵʪʦ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ 

ʙʦʣʝʝ ʩʦʚʝʨʰʝʥʥʳʤ ʤʝʪʦʜʘʤ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʥʝʜʨʝʥʥʳʤ ʚ ʧʨʦʮʝʩʩ 

ʨʘʟʨʘʙʦʪʢʠ ʧʨʠʣʦʞʝʥʠʡ.  

çɹʝʟʦʧʘʩʥʦʩʪʴ ʤʦʞʝʪ ʧʦʤʦʯʴ ʨʘʟʨʘʙʦʪʯʠʢʘʤ ʣʫʯʰʝ ʧʦʥʷʪʴ ʢʘʯʝʩʪʚʦ ʩʚʦʝʛʦ 

ʢʦʜʘ - Kubernetes ʠ ʠʥʩʪʨʫʤʝʥʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʥʪʝʡʥʝʨʦʚ ʤʦʛʫʪ ʚʳʷʚʠʪʴ 

ʥʝʧʨʘʚʠʣʴʥʳʝ ʥʘʩʪʨʦʡʢʠ ʚ ʵʪʠʭ ʢʨʠʪʠʯʝʩʢʠʭ ʢʦʤʧʦʥʝʥʪʘʭ ʨʘʟʨʘʙʦʪʢʠ, ʘ 

ʠʥʩʪʨʫʤʝʥʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ API ʤʦʛʫʪ ʘʥʘʣʦʛʠʯʥʳʤ ʦʙʨʘʟʦʤ ʚʳʷʚʠʪʴ ʫʷʟʚʠʤʦʩʪʠ ʚ 

API ʢʦʤʧʘʥʠʠè, - ʄʠʰʝʣʴ ʄʘʢʣʠʥ, ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ ʢʦʤʧʘʥʠʠ çʉʦʣʴ 

ʙʝʟʦʧʘʩʥʦʩʪʠè, - ʩʢʘʟʘʣ ɼʘʡʩ. 

çɺ ʪʦ ʞʝ ʚʨʝʤʷ, ʢʦʛʜʘ ʙʝʟʦʧʘʩʥʦʩʪʴ ʦʙʝʩʧʝʯʠʚʘʝʪ ʵʪʫ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʩʦʩʪʦʷʥʠʠ, ʦʥʠ ʪʘʢʞʝ ʜʦʣʞʥʳ ʧʦʜʜʝʨʞʠʚʘʪʴ ʨʘʟʨʘʙʦʪʯʠʢʘ ʩ ʧʦʤʦʱʴʶ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʦ ʚʨʝʤʷ ʚʳʧʦʣʥʝʥʠʷ, ʚʳʷʚʣʷʷ ʚʨʝʜʦʥʦʩʥʫʶ ʘʢʪʠʚʥʦʩʪʴ ʚ 

ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʦʡ ʩʨʝʜʝ, ʯʪʦʙʳ ʚʳʷʚʣʷʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʚ ʜʝʡʩʪʚʠʠè, - 

ʧʨʦʜʦʣʞʠʣ ʄʘʢʣʠʥ. çʄʠʩʩʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʦʣʞʥʘ ʦʭʚʘʪʳʚʘʪʴ ʢʘʢ 

ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʫʶ ʧʦʤʦʱʴ ʨʘʟʨʘʙʦʪʯʠʢʘʤ ʚ ʥʘʧʠʩʘʥʠʠ ʙʦʣʝʝ ʙʝʟʦʧʘʩʥʦʛʦ ʢʦʜʘ, ʪʘʢ 

ʠ ʦʜʥʦʚʨʝʤʝʥʥʦʝ ʨʘʟʚʝʨʪʳʚʘʥʠʝ ʘʢʪʠʚʥʳʭ ʵʣʝʤʝʥʪʦʚ ʫʧʨʘʚʣʝʥʠʷ ʚʦ ʚʨʝʤʷ 

ʚʳʧʦʣʥʝʥʠʷ, ʯʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʦʰʠʙʢʫ ʨʘʟʨʘʙʦʪʯʠʢʘ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʩʪʦʠʪʴ 

ʢʦʤʧʘʥʠʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʡ ʜʦʩʪʫʧʥʦʩʪʠ ʠʣʠ ʢʨʘʞʠ ʜʘʥʥʳʭè. 

ʀʜʝʥʪʠʯʥʦʩʪʴ - ʥʦʚʳʡ ʧʝʨʠʤʝʪʨ 

ɼʣʷ ʥʝʢʦʪʦʨʳʭ ʧʦʷʚʣʝʥʠʝ ʛʠʙʨʠʜʥʦʡ ʨʘʙʦʯʝʡ ʩʠʣʳ, ʚʝʨʦʷʪʥʦ, ʦʟʥʘʯʘʝʪ ʢʦʥʝʮ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʝʨʠʤʝʪʨʘ. ʊʝʧʝʨʴ ʥʝʦʙʭʦʜʠʤʦ ʩʦʩʨʝʜʦʪʦʯʠʪʴʩʷ ʥʘ ʚʦʧʨʦʩʘʭ 

ʠʜʝʥʪʠʬʠʢʘʮʠʠ, ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʠ ʦʩʦʟʥʘʥʠʷ ʪʦʛʦ, ʯʪʦ ʥʠ ʦʜʥʦʤʫ 

ʯʝʣʦʚʝʢʫ ʠʣʠ ʧʨʠʣʦʞʝʥʠʶ ʥʝʣʴʟʷ ʜʦʚʝʨʷʪʴ. ʕʪʦ ʦʪʢʨʳʚʘʝʪ ʜʚʝʨʠ ʜʣʷ 

ʧʨʦʬʝʩʩʠʦʥʘʣʦʚ ʚ ʦʙʣʘʩʪʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʭʦʪʷʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʦʚʳʝ 

ʩʪʨʘʪʝʛʠʠ, ʪʘʢʠʝ ʢʘʢ ʘʨʭʠʪʝʢʪʫʨʳ ʥʫʣʝʚʦʛʦ ʜʦʚʝʨʠʷ. 

çʆʨʛʘʥʠʟʘʮʠʠ ʜʦʣʞʥʳ ʘʜʘʧʪʠʨʦʚʘʪʴ ʠ ʨʘʩʩʪʘʚʠʪʴ ʧʨʠʦʨʠʪʝʪʳ ʜʣʷ 

ʫʧʨʘʚʣʝʥʠʷ ʠ ʟʘʱʠʪʳ ʜʦʩʪʫʧʘ ʢ ʙʠʟʥʝʩ-ʧʨʠʣʦʞʝʥʠʷʤ ʠ ʜʘʥʥʳʤ, ʥʘʧʨʠʤʝʨ, 

ʘʥʘʣʦʛʠʯʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ ʪʠʧʘ BYOD, ʘ ʵʪʦ ʦʟʥʘʯʘʝʪ ʜʘʣʴʥʝʡʰʫʶ ʩʝʛʨʝʛʘʮʠʶ 

ʩʝʪʝʡ ʜʣʷ ʥʝʥʘʜʝʞʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʥʦ ʩ ʥʘʜʝʞʥʳʤʠ ʩʨʝʜʩʪʚʘʤʠ ʫʧʨʘʚʣʝʥʠʷ 

ʙʝʟʦʧʘʩʥʳʤ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʤ ʜʦʩʪʫʧʦʤ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʠ 

ʜʦʩʪʫʧʘè, - ʩʢʘʟʘʣ Dice ɼʞʦʟʝʬ ʂʘʨʩʦʥ, ʛʣʘʚʥʳʡ ʩʧʝʮʠʘʣʠʩʪ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʢʦʥʩʫʣʴʪʘʥʪ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʭʨʘʥʥʦʡ ʬʠʨʤʳ Thycotic. 

çʆʨʛʘʥʠʟʘʮʠʠ ʩʪʨʝʤʷʪʩʷ ʢ ʩʪʨʘʪʝʛʠʠ ʥʫʣʝʚʦʛʦ ʜʦʚʝʨʠʷ, ʯʪʦʙʳ ʩʥʠʟʠʪʴ ʨʠʩʢʠ, 

ʩʚʷʟʘʥʥʳʝ ʩ ʛʠʙʨʠʜʥʦʡ ʨʘʙʦʯʝʡ ʩʨʝʜʦʡ. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ 
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ʩʪʨʘʪʝʛʠʠ ʥʫʣʝʚʦʛʦ ʜʦʚʝʨʠʷ ʦʨʛʘʥʠʟʘʮʠʠ ʜʦʣʞʥʳ ʧʨʠʥʷʪʴ ʧʨʠʥʮʠʧ ʥʘʠʤʝʥʴʰʠʭ 

ʧʨʠʚʠʣʝʛʠʡ, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʝʪ ʦʨʛʘʥʠʟʘʮʠʷʤ ʣʫʯʰʝ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʧʨʘʚʘ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʧʨʠʣʦʞʝʥʠʡ, ʧʦʚʳʰʘʷ ʫʨʦʚʝʥʴ ʪʦʣʴʢʦ ʘʚʪʦʨʠʟʦʚʘʥʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡè, - ʜʦʙʘʚʠʣ ʂʘʨʩʦʥ. 

ʍʝʥʜʝʨʩʦʥ ʠʟ IBM ʦʪʤʝʪʠʣ, ʯʪʦ, ʭʦʪʷ ʧʨʝʜʧʨʠʷʪʠʷ ʤʦʛʫʪ ʩʪʨʝʤʠʪʴʩʷ ʢ 

ʚʥʝʜʨʝʥʠʶ ʙʦʣʝʝ ʥʦʚʳʭ ʤʝʪʦʜʦʚ ʠ ʠʥʩʪʨʫʤʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʘʢʠʭ ʢʘʢ ʥʫʣʝʚʦʝ 

ʜʦʚʝʨʠʝ ʠʣʠ ʛʨʘʥʠʮʘ ʩʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʛʦ ʜʦʩʪʫʧʘ (SASE), ʵʪʦ ʜʦʣʛʦʩʨʦʯʥʳʝ 

ʧʨʦʝʢʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʠʩʧʨʘʚʣʝʥʠʷ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʧʨʦʜʦʣʞʘʪʴʩʷ ʥʝʟʘʚʠʩʠʤʦ ʦʪ 

ʪʦʛʦ, ʢʘʢ ʙʫʜʝʪ ʚʳʛʣʷʜʝʪʴ ʨʘʙʦʯʘʷ ʩʠʣʘ ʚ ʙʫʜʫʱʝʤ. ʛʦʜ ʠ ʜʘʣʝʝ. 

çʇʝʨʝʭʦʜ ʢ ʥʫʣʝʚʦʤʫ ʜʦʚʝʨʠʶ, ʚʝʨʦʷʪʥʦ, ʙʫʜʝʪ ʧʨʦʱʝ, ʥʦ ʧʨʦʩʪʦ ʩʢʘʟʘʪʴ, ʯʪʦ 

ʚʳ ʚʥʝʜʨʷʝʪʝ ʥʫʣʝʚʦʝ ʜʦʚʝʨʠʝ, ʥʝ ʨʝʰʠʪ ʚʩʝ - ʵʪʦ ʤʥʦʛʦʛʨʘʥʥʦʝ ʨʝʰʝʥʠʝè, - ʩʢʘʟʘʣ 

ʍʝʥʜʝʨʩʦʥ. çʆʨʛʘʥʠʟʘʮʠʷʤ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʚʦʜʠʪʴ ʦʮʝʥʢʠ, ʯʪʦʙʳ ʫʚʠʜʝʪʴ, ʢʘʢ 

ʚʳʛʣʷʜʠʪ ʠʭ ʚʦʟʜʝʡʩʪʚʠʝ - ʪʝʩʪʠʨʫʡʪʝ, ʘ ʥʝ ʫʛʘʜʘʡʪʝ. ʂʘʢ ʪʦʣʴʢʦ ʚʳ ʧʦʥʠʤʘʝʪʝ, ʯʪʦ 

ʝʩʪʴ ʧʨʦʙʣʝʤʘ, ʥʘʯʠʥʘʪʴ ʦʮʝʥʠʚʘʪʴ ʫʞʝ ʧʦʟʜʥʦ, ʧʦʵʪʦʤʫ ʢʣʶʯʝʚʳʤ ʤʦʤʝʥʪʦʤ 

ʷʚʣʷʝʪʩʷ ʨʘʥʥʝʝ ʦʙʥʘʨʫʞʝʥʠʝ. ɸ ʧʦʩʢʦʣʴʢʫ ʚʦʟʚʨʘʱʝʥʠʝ ʢ ʥʦʨʤʘʣʴʥʦʡ ʞʠʟʥʠ ʚ 

ʨʘʙʦʯʝʡ ʩʠʣʝ ʥʝʠʟʙʝʞʥʦ, ʩʘʤʦʝ ʚʨʝʤʷ ʥʘʯʘʪʴ ʧʦʜʛʦʪʦʚʢʫè. (What the Hybrid 

Workforce Means for Cybersecurity Teams // Dice 

(https://insights.dice.com/2021/04/08/what-the-hybrid-workforce-means-for-

cybersecurity-teams/). 08.04.20021). 
***  

 

çɿʘ ʧʦʩʣʝʜʥʠʡ ʛʦʜ 65% ʣʶʜʝʡ ʚʦ ʚʩʝʤ ʤʠʨʝ ʩʦʦʙʱʠʣʠ, ʯʪʦ ʧʨʦʚʦʜʷʪ ʚ 

ʀʥʪʝʨʥʝʪʝ ʙʦʣʴʰʝ ʚʨʝʤʝʥʠ, ʯʝʤ ʢʦʛʜʘ-ʣʠʙʦ ʧʨʝʞʜʝ, ʚʝʨʦʷʪʥʦ, ʚ ʨʝʟʫʣʴʪʘʪʝ 
ʧʘʥʜʝʤʠʠ COVID-19. ʇʦʩʢʦʣʴʢʫ ʤʳ ʧʦʜʢʣʶʯʘʣʠʩʴ ʢ ʀʥʪʝʨʥʝʪʫ ʜʣʷ ʚʩʝʛʦ, ʦʪ 

ʨʘʙʦʪʳ ʠ ʫʯʝʙʳ ʜʦ ʨʘʟʚʣʝʯʝʥʠʡ, ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡ ʠ ʜʘʞʝ ʧʨʦʜʫʢʪʦʚʳʭ ʤʘʛʘʟʠʥʦʚ, 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʚʦʩʧʦʣʴʟʦʚʘʣʠʩʴ ʵʪʠʤ ʠ ʥʘʯʘʣʠ ʩʢʦʦʨʜʠʥʠʨʦʚʘʥʥʳʝ ʘʪʘʢʠ ʠ 

ʫʙʝʜʠʪʝʣʴʥʦʝ ʤʦʰʝʥʥʠʯʝʩʪʚʦ. 

NortonLifeLock ʧʦʢʘʟʘʣ, ʯʪʦ ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ ʧʦʯʪʠ 330 ʤʠʣʣʠʦʥʦʚ ʯʝʣʦʚʝʢ ʚ 

10 ʩʪʨʘʥʘʭ ʩʪʘʣʠ ʞʝʨʪʚʘʤʠ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʡ ʠ ʙʦʣʝʝ 55 ʤʠʣʣʠʦʥʦʚ ʯʝʣʦʚʝʢ 

ʩʪʘʣʠ ʞʝʨʪʚʘʤʠ ʢʨʘʞʠ ʣʠʯʥʳʭ ʜʘʥʥʳʭ. ɾʝʨʪʚʳ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʡ ʚʤʝʩʪʝ 

ʧʦʪʨʘʪʠʣʠ ʧʦʯʪʠ 2,7 ʤʠʣʣʠʘʨʜʘ ʯʘʩʦʚ, ʧʳʪʘʷʩʴ ʨʝʰʠʪʴ ʩʚʦʠ ʧʨʦʙʣʝʤʳ. 

ʊʝʨʷʶ ʚʨʝʤʷ ʥʘ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ 

ʆʪʯʝʪ, ʧʨʦʚʝʜʝʥʥʳʡ ʦʥʣʘʡʥ- ʦʧʨʦʩʦʤ Harris Poll ʩʨʝʜʠ ʙʦʣʝʝ ʯʝʤ 10 000 

ʚʟʨʦʩʣʳʭ ʚ 10 ʩʪʨʘʥʘʭ, ʚʢʣʶʯʘʷ 1 000 ʚ ʉʐɸ, ʪʘʢʞʝ ʦʙʥʘʨʫʞʠʣ, ʯʪʦ 25% 

ʘʤʝʨʠʢʘʥʮʝʚ ʦʙʥʘʨʫʞʠʣʠ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʢ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʠʣʠ 

ʫʩʪʨʦʡʩʪʚʫ ʟʘ ʧʦʩʣʝʜʥʠʝ 12 ʤʝʩʷʮʝʚ. 

ʀʟ ʧʦʯʪʠ 108 ʤʠʣʣʠʦʥʦʚ ʘʤʝʨʠʢʘʥʮʝʚ, ʢʦʪʦʨʳʝ ʩʪʦʣʢʥʫʣʠʩʴ ʩ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ ʟʘ ʧʦʩʣʝʜʥʠʝ 12 ʤʝʩʷʮʝʚ (41%), ʚ ʩʨʝʜʥʝʤ 6,7 ʯʘʩʦʚ ʙʳʣʦ 

ʧʦʪʨʘʯʝʥʦ ʥʘ ʨʝʰʝʥʠʝ ʚʦʟʥʠʢʰʠʭ ʧʨʦʙʣʝʤ, ʠʟ ʥʠʭ, ʧʦ ʦʮʝʥʢʘʤ, ʙʦʣʝʝ 719 

ʤʠʣʣʠʦʥʦʚ ʯʘʩʦʚ ʚʨʝʤʝʥʠ ʘʤʝʨʠʢʘʥʮʳ ʧʦʪʝʨʷʣʠ ʠʟ-ʟʘ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ. ʉ 

ʨʦʩʪʦʤ ʧʨʝʩʪʫʧʥʦʡ ʘʢʪʠʚʥʦʩʪʠ ʚ ʀʥʪʝʨʥʝʪʝ 47% ʘʤʝʨʠʢʘʥʮʝʚ ʯʫʚʩʪʚʫʶʪ ʩʝʙʷ 

ʙʦʣʝʝ ʫʷʟʚʠʤʳʤʠ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʡ, ʯʝʤ ʜʦ ʥʘʯʘʣʘ ʧʘʥʜʝʤʠʠ COVID-19. 

çʇʨʦʰʝʜʰʠʡ ʛʦʜ ʙʳʣ ʥʝʚʝʨʦʷʪʥʦ ʩʣʦʞʥʳʤ, ʧʦʩʢʦʣʴʢʫ ʤʳ ʩʧʨʘʚʠʣʠʩʴ ʩ 

ʵʤʦʮʠʦʥʘʣʴʥʳʤʠ ʠ ʬʠʟʠʯʝʩʢʠʤʠ ʧʦʩʣʝʜʩʪʚʠʷʤʠ ʛʣʦʙʘʣʴʥʦʡ ʧʘʥʜʝʤʠʠ. ɹʦʣʝʝ ʪʦʛʦ, 

ʩʫʱʝʩʪʚʫʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʘʷ ʦʟʘʙʦʯʝʥʥʦʩʪʴ ʧʦ ʧʦʚʦʜʫ ʦʥʣʘʡʥ-ʟʜʦʨʦʚʴʷ ʠ 
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ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʰʠʭ ʩʝʤʝʡ, ʧʦʩʢʦʣʴʢʫ ʤʳ ʧʨʦʚʦʜʠʤ ʙʦʣʴʰʝ ʚʨʝʤʝʥʠ ʚ ʀʥʪʝʨʥʝʪʝè, 

- ʛʦʚʦʨʠʪ ʇʝʡʜʞ ʍʵʥʩʦʥ, ʨʫʢʦʚʦʜʠʪʝʣʴ ʦʪʜʝʣʘ ʦʙʫʯʝʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

NortonLifeLock. çʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʚʦʩʧʦʣʴʟʦʚʘʣʠʩʴ ʥʘʰʠʤ ʠʟʤʝʥʷʶʱʠʤʩʷ 

ʧʦʚʝʜʝʥʠʝʤ ʠ ʫʚʝʣʠʯʝʥʠʝʤ ʮʠʬʨʦʚʦʛʦ ʩʣʝʜʘè. 

ʂʣʶʯʝʚʳʝ ʬʘʢʪʦʨʳ ʥʝʟʘʱʠʱʝʥʥʦʩʪʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ 

ʋʚʝʣʠʯʝʥʠʝ ʚʨʝʤʝʥʠ ʧʨʝʙʳʚʘʥʠʷ ʘʤʝʨʠʢʘʥʮʝʚ ʚ ʩʝʪʠ ʠ ʥʝʩʧʦʩʦʙʥʦʩʪʴ 

ʦʪʣʠʯʠʪʴ ʬʘʢʪʳ ʦʪ ʚʳʤʳʩʣʘ ʤʦʛʫʪ ʙʳʪʴ ʢʣʶʯʝʚʳʤʠ ʬʘʢʪʦʨʘʤʠ ʥʝʟʘʱʠʱʝʥʥʦʩʪʠ 

ʠʭ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ. ʉʝʤʴʜʝʩʷʪ ʪʨʠ ʧʨʦʮʝʥʪʘ ʘʤʝʨʠʢʘʥʮʝʚ ʛʦʚʦʨʷʪ, ʯʪʦ ʦʥʠ 

ʧʨʦʚʦʜʷʪ ʙʦʣʴʰʝ ʚʨʝʤʝʥʠ ʚ ʀʥʪʝʨʥʝʪʝ, ʯʝʤ ʢʦʛʜʘ-ʣʠʙʦ ʧʨʝʞʜʝ, ʧʨʠ ʵʪʦʤ 59% 

ʛʦʚʦʨʷʪ, ʯʪʦ ʦʥʠ ʙʦʣʴʰʝ, ʯʝʤ ʢʦʛʜʘ-ʣʠʙʦ ʨʘʥʴʰʝ, ʦʙʝʩʧʦʢʦʝʥʳ ʪʝʤ, ʯʪʦ ʤʦʛʫʪ ʩʪʘʪʴ 

ʞʝʨʪʚʦʡ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ, ʘ 56% ʧʨʠʟʥʘʶʪ, ʯʪʦ ʠʤ ʪʨʫʜʥʦ ʦʧʨʝʜʝʣʠʪʴ, ʷʚʣʷʝʪʩʷ 

ʣʠ ʠʥʬʦʨʤʘʮʠʷ, ʢʦʪʦʨʫʶ ʦʥʠ ʚʠʜʷʪ ʚ ʀʥʪʝʨʥʝʪʝ, ʜʦʩʪʦʚʝʨʥʦʡ. ʠʟ ʥʘʜʝʞʥʦʛʦ 

ʠʩʪʦʯʥʠʢʘ. ʂʨʦʤʝ ʪʦʛʦ, 76% ʩʯʠʪʘʶʪ, ʯʪʦ ʫʜʘʣʝʥʥʘʷ ʨʘʙʦʪʘ ʟʥʘʯʠʪʝʣʴʥʦ ʦʙʣʝʛʯʠʣʘ 

ʭʘʢʝʨʘʤ ʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʣʶʜʝʡ. 

çʅʝʩʤʦʪʨʷ ʥʘ ʫʷʟʚʠʤʦʩʪʴ ʠ ʟʘʤʝʰʘʪʝʣʴʩʪʚʦ ʚ ʵʪʦʤ ʛʦʜʫ, ʤʳ ʥʘʯʠʥʘʝʤ ʚʠʜʝʪʴ 

ʧʦʣʦʞʠʪʝʣʴʥʫʶ ʩʪʦʨʦʥʫ, ʢʦʛʜʘ ʧʦʪʨʝʙʠʪʝʣʠ ʩʦʧʨʦʪʠʚʣʷʶʪʩʷ ʠ ʠʛʨʘʶʪ ʙʦʣʝʝ 

ʘʢʪʠʚʥʫʶ ʨʦʣʴ ʚ ʟʘʱʠʪʝ ʩʚʦʝʡ ʮʠʬʨʦʚʦʡ ʞʠʟʥʠè, - ʩʢʘʟʘʣ ʍʵʥʩʦʥ. 

ʀʟ-ʟʘ ʦʧʘʩʝʥʠʡ ʧʦ ʧʦʚʦʜʫ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ 77% ʘʤʝʨʠʢʘʥʮʝʚ ʟʘʷʚʣʷʶʪ, 

ʯʪʦ ʦʥʠ ʧʨʠʥʷʣʠ ʙʦʣʴʰʝ ʤʝʨ ʧʨʝʜʦʩʪʦʨʦʞʥʦʩʪʠ ʚ ʀʥʪʝʨʥʝʪʝ. ʂʨʦʤʝ ʪʦʛʦ, 99% 

ʘʤʝʨʠʢʘʥʮʝʚ, ʦʙʥʘʨʫʞʠʚʰʠʭ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧ ʢ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʠʣʠ 

ʫʩʪʨʦʡʩʪʚʫ ʟʘ ʧʦʩʣʝʜʥʠʝ 12 ʤʝʩʷʮʝʚ, ʧʨʝʜʧʨʠʥʷʣʠ ʥʝʢʦʪʦʨʳʝ ʜʝʡʩʪʚʠʷ ʜʣʷ 

ʧʦʚʳʰʝʥʠʷ ʩʚʦʝʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʢʣʶʯʘʷ ʩʦʟʜʘʥʠʝ ʙʦʣʝʝ ʥʘʜʝʞʥʳʭ ʧʘʨʦʣʝʡ 

(66%) ʠʣʠ ʦʙʨʘʱʝʥʠʝ ʚ ʢʦʤʧʘʥʠʶ, ʠʟ ʢʦʪʦʨʦʡ ʙʳʣʘ ʚʟʣʦʤʘʥʘ ʫʯʝʪʥʘʷ ʟʘʧʠʩʴ (51%). 

33% ʦʙʨʘʪʠʣʠʩʴ ʟʘ ʧʦʤʦʱʴʶ ʢ ʯʣʝʥʘʤ ʩʝʤʴʠ ʠʣʠ ʢ ʀʥʪʝʨʥʝʪʫ (31%), ʘ 18% 

ʚʣʦʞʠʣʠ ʙʦʣʴʰʝ ʩʨʝʜʩʪʚ ʚ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘ ʩʯʝʪ ʧʝʨʚʦʡ ʧʦʢʫʧʢʠ ʠʣʠ ʫʜʚʦʠʣʠ ʩʪʦʠʤʦʩʪʴ ʨʘʥʝʝ 

ʩʫʱʝʩʪʚʦʚʘʚʰʠʭ ʧʦʜʧʠʩʦʢ. 

ɾʝʨʪʚʳ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ 

ʂʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʜʘʥʥʳʭ - ʛʣʘʚʥʘʷ ʧʨʦʙʣʝʤʘ: 88% ʘʤʝʨʠʢʘʥʮʝʚ 

ʦʙʝʩʧʦʢʦʝʥʳ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴʶ ʜʘʥʥʳʭ ʠ 86% ʘʢʪʠʚʥʦ ʧʨʝʜʧʨʠʥʠʤʘʶʪ ʰʘʛʠ, 

ʯʪʦʙʳ ʩʢʨʳʪʴ ʩʚʦʡ ʩʣʝʜ ʚ ʀʥʪʝʨʥʝʪʝ (ʪ. ɽ. ɿʘʱʠʪʠʪʴ ʩʚʦʶ ʦʥʣʘʡʥ-ʜʝʷʪʝʣʴʥʦʩʪʴ ʠ 

ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ), ʚʢʣʶʯʘʷ ʩʦʟʜʘʥʠʝ ʙʦʣʝʝ ʥʘʜʝʞʥʳʭ ʧʘʨʦʣʝʡ (55%) ʠ 

ʦʛʨʘʥʠʯʝʥʠʝ ʠʥʬʦʨʤʘʮʠʷ, ʨʘʩʧʨʦʩʪʨʘʥʷʝʤʘʷ ʚ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ (40%). 

ʅʝʩʤʦʪʨʷ ʥʘ ʫʩʠʣʝʥʠʝ ʤʝʨ ʧʨʝʜʦʩʪʦʨʦʞʥʦʩʪʠ, 40% ʘʤʝʨʠʢʘʥʮʝʚ ʧʨʠʟʥʘʶʪ, 

ʯʪʦ ʥʝ ʟʥʘʶʪ, ʢʘʢ ʟʘʱʠʪʠʪʴ ʩʝʙʷ ʦʪ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʡ. 46% ʘʤʝʨʠʢʘʥʮʝʚ ʥʝ ʟʥʘʣʠ 

ʙʳ, ʯʪʦ ʜʝʣʘʪʴ, ʝʩʣʠ ʠʭ ʣʠʯʥʦʩʪʴ ʙʳʣʘ ʫʢʨʘʜʝʥʘ, ʘ 77% ʭʦʪʝʣʠ ʙʳ ʠʤʝʪʴ ʙʦʣʴʰʝ 

ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʦʤ, ʯʪʦ ʜʝʣʘʪʴ, ʝʩʣʠ ʙʳ ʵʪʦ ʙʳʣʦ. 

ʄʦʣʦʜʦʝ ʧʦʢʦʣʝʥʠʝ ʤʝʥʝʝ ʫʚʝʨʝʥʦ ʚ ʨʝʰʝʥʠʠ ʧʨʦʙʣʝʤʳ ʢʨʘʞʠ ʣʠʯʥʳʭ 

ʜʘʥʥʳʭ: ʣʶʜʠ ʤʣʘʜʰʝ 40 ʣʝʪ ʩ ʙʦʣʴʰʝʡ ʚʝʨʦʷʪʥʦʩʪʴʶ ʩʢʘʞʫʪ, ʯʪʦ ʦʥʠ ʥʝ ʟʥʘʣʠ ʙʳ, 

ʯʪʦ ʜʝʣʘʪʴ, ʝʩʣʠ ʠʭ ʣʠʯʥʳʝ ʜʘʥʥʳʝ ʙʳʣʠ ʫʢʨʘʜʝʥʳ (62% ʧʨʦʪʠʚ 37%), ʠ ʯʪʦ ʦʥʠ 

ʭʦʪʝʣʠ ʙʳ ʠʤʝʪʴ ʙʦʣʴʰʝ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʦʤ, ʯʪʦ ʜʝʣʘʪʴ, ʝʩʣʠ ʠʭ ʣʠʯʥʳʝ ʜʘʥʥʳʝ 

ʙʳʣʠ ʫʢʨʘʜʝʥʳ (87% ʧʨʦʪʠʚ 70%)è. (330 million people across 10 countries were 

victims of cybercrime in 2020 // Help Net Security 

(https://www.helpnetsecurity.com/2021/04/14/victims-of-cybercrime/). 14.04.2021). 
***  
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çʆʪʨʘʩʣʠ ʠ ʦʨʛʘʥʠʟʘʮʠʠ, ʠʤʝʶʱʠʝ ʨʝʰʘʶʱʝʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʙʦʨʴʙʳ ʩ 

COVID -19, ʩʪʦʣʢʥʫʣʠʩʴ ʩ ʨʝʟʢʠʤ ʨʦʩʪʦʤ ʢʠʙʝʨʘʪʘʢ ʠʟ-ʟʘ ʠʭ ʙʳʩʪʨʦʛʦ ʧʝʨʝʭʦʜʘ 

ʥʘ ʦʙʣʘʯʥʳʝ ʧʣʘʪʬʦʨʤʳ ʚ ʩʚʝʪʝ ʧʘʥʜʝʤʠʠ. 

ʂʦʛʜʘ ʤʠʨ ʚʧʝʨʚʳʝ ʥʘʯʘʣ ʦʙʨʘʱʘʪʴ ʚʥʠʤʘʥʠʝ ʥʘ ʛʣʦʙʘʣʴʥʦʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ 

COVID-19, ʦʨʛʘʥʠʟʘʮʠʠ ʧʦ ʚʩʝʤʫ ʤʠʨʫ ʚʥʝʟʘʧʥʦ ʦʢʘʟʘʣʠʩʴ ʥʝ ʚ ʩʦʩʪʦʷʥʠʠ 

ʧʦʜʜʝʨʞʠʚʘʪʴ ʪʠʧʠʯʥʳʝ ʤʝʪʦʜʳ ʨʘʙʦʪʳ.  

ʆʬʠʩʳ ʟʘʢʨʳʚʘʣʠʩʴ, ʥʘʚʷʟʳʚʘʣʠʩʴ ʟʘʢʘʟʳ ʥʘ ʜʦʤʨʘʙʦʪʥʠʮʫ, ʘ ʟʘʧʨʦʩʳ 

ʧʦʪʨʝʙʠʪʝʣʝʡ ʯʘʩʪʦ ʤʦʞʥʦ ʙʳʣʦ ʫʜʦʚʣʝʪʚʦʨʠʪʴ ʪʦʣʴʢʦ ʩ ʧʦʤʦʱʴʶ ʜʦʩʪʘʚʢʠ, 

ʚʠʨʪʫʘʣʴʥʳʭ ʫʩʣʫʛ ʠ ʧʣʘʪʬʦʨʤ ʵʣʝʢʪʨʦʥʥʦʡ ʢʦʤʤʝʨʮʠʠ.  

ɺ ʨʝʟʫʣʴʪʘʪʝ ʢʘʢ ʢʨʫʧʥʳʝ ʧʨʝʜʧʨʠʷʪʠʷ, ʪʘʢ ʠ ʤʘʣʳʝ ʠ ʩʨʝʜʥʠʝ ʧʨʝʜʧʨʠʷʪʠʷ 

ʥʘʯʘʣʠ ʙʳʩʪʨʦ ʧʝʨʝʭʦʜʠʪʴ ʩ ʣʦʢʘʣʴʥʳʭ ʠ ʫʩʪʘʨʝʚʰʠʭ ʩʠʩʪʝʤ ʥʘ ʦʙʣʘʢʦ, ʯʪʦʙʳ 

ʫʧʨʦʩʪʠʪʴ ʤʦʜʝʣʠ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ ʠ ʨʝʘʣʠʟʦʚʘʪʴ ʥʦʚʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ 

ʙʠʟʥʝʩʘ.  

ʇʦ ʦʮʝʥʢʘʤ, ʨʘʩʭʦʜʳ ʥʘ ʢʦʨʧʦʨʘʪʠʚʥʦʝ ʦʙʣʘʢʦ ʪʦʣʴʢʦ ʚʦ ʚʪʦʨʦʤ ʢʚʘʨʪʘʣʝ 

2020 ʛʦʜʘ ʫʚʝʣʠʯʠʣʠʩʴ ʥʘ 28% ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʘʥʘʣʦʛʠʯʥʳʤ ʧʝʨʠʦʜʦʤ ʧʨʦʰʣʦʛʦ 

ʛʦʜʘ. ʆʜʥʘʢʦ, ʩʦʛʣʘʩʥʦ ʧʦʩʣʝʜʥʝʤʫ ʦʪʯʝʪʫ ʦʙ ʦʙʣʘʯʥʳʭ ʫʛʨʦʟʘʭ Palo Alto Networks, 

ʦʧʫʙʣʠʢʦʚʘʥʥʦʤʫ ʚʦ ʚʪʦʨʥʠʢ, ʩʪʦʣʴ ʙʳʩʪʨʳʡ ʧʝʨʝʥʦʩ ʨʘʙʦʯʠʭ ʥʘʛʨʫʟʦʢ ʚ ʦʙʣʘʢʦ 

ʪʘʢʞʝ ʦʟʥʘʯʘʣ, ʯʪʦ ʩʧʫʩʪʷ ʤʝʩʷʮʳ ʧʨʝʜʧʨʠʷʪʠʷ ʠʟʦ ʚʩʝʭ ʩʠʣ ʧʳʪʘʶʪʩʷ ʫʧʨʘʚʣʷʪʴ 

ʦʙʣʘʯʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʠ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ ʝʝ - ʠ ʩʦʟʜʘʣʠ ʧʨʦʧʘʩʪʠ ʚ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ. ʯʪʦ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ.  

ʆʪʨʘʩʣʠ, ʠʤʝʶʱʠʝ ʨʝʰʘʶʱʝʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ COVID-19, ʦʩʦʙʝʥʥʦ 

ʧʦʩʪʨʘʜʘʣʠ ʦʪ ʠʥʮʠʜʝʥʪʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʦʙʣʘʯʥʳʭ ʚʳʯʠʩʣʝʥʠʡ. 

ʉʦʛʣʘʩʥʦ ʦʪʯʝʪʫ, ʙʦʣʴʰʝ ʚʩʝʛʦ ʧʦʩʪʨʘʜʘʣʠ ʧʨʝʜʧʨʠʷʪʠʷ ʨʦʟʥʠʯʥʦʡ ʪʦʨʛʦʚʣʠ, 

ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʧʨʘʚʠʪʝʣʴʩʪʚʘ: ʚʦ ʚʨʝʤʷ ʧʘʥʜʝʤʠʠ ʢʦʣʠʯʝʩʪʚʦ ʘʪʘʢ ʫʚʝʣʠʯʠʣʦʩʴ ʥʘ 

402%, 230% ʠ 205% ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ.  

ʅʝʫʜʠʚʠʪʝʣʴʥʦ, ʯʪʦ ʭʠʤʠʯʝʩʢʠʝ ʧʨʦʠʟʚʦʜʩʪʚʘ ʠ ʥʘʫʯʥʦ-ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʝ 

ʦʨʛʘʥʠʟʘʮʠʠ ʩʪʘʣʠ ʢʣʶʯʝʚʳʤʠ ʤʠʰʝʥʷʤʠ ʜʣʷ ʢʠʙʝʨʘʪʘʢ ʠʟ-ʟʘ COVID-19. ʗʨʢʠʝ 

ʧʨʠʤʝʨʳ ʚʢʣʶʯʘʶʪ ʥʘʧʘʜʝʥʠʷ ʥʘ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʚʘʢʮʠʥ ʠ ɽʚʨʦʧʝʡʩʢʦʝ ʘʛʝʥʪʩʪʚʦ 

ʧʦ ʣʝʢʘʨʩʪʚʝʥʥʳʤ ʩʨʝʜʩʪʚʘʤ (EMA)é 

çʕʪʘ ʪʝʥʜʝʥʮʠʷ ʥʝʫʜʠʚʠʪʝʣʴʥʘ; ʵʪʠ ʞʝ ʦʪʨʘʩʣʠ ʙʳʣʠ ʩʨʝʜʠ ʪʝʭ, ʢʪʦ 

ʩʪʘʣʢʠʚʘʣʩʷ ʩ ʥʘʠʙʦʣʴʰʠʤ ʜʘʚʣʝʥʠʝʤ ʚ ʧʣʘʥʝ ʘʜʘʧʪʘʮʠʠ ʠ ʤʘʩʰʪʘʙʠʨʦʚʘʥʠʷ ʧʝʨʝʜ 

ʣʠʮʦʤ ʧʘʥʜʝʤʠʠ - ʨʦʟʥʠʯʥʳʝ ʧʨʦʜʘʚʮʳ ʧʨʝʜʤʝʪʦʚ ʧʝʨʚʦʡ ʥʝʦʙʭʦʜʠʤʦʩʪʠ, ʘ ʪʘʢʞʝ 

ʧʨʦʠʟʚʦʜʩʪʚʦ ʠ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʜʣʷ ʧʦʩʪʘʚʦʢ ʠ ʧʦʤʦʱʠ COVID-19è, - ʩʦʦʙʱʘʝʪ Unit 

42.. ç[..] ʍʦʪʷ ʦʙʣʘʢʦ ʧʦʟʚʦʣʷʝʪ ʧʨʝʜʧʨʠʷʪʠʷʤ ʙʳʩʪʨʦ ʨʘʩʰʠʨʷʪʴ ʩʚʦʠ ʚʦʟʤʦʞʥʦʩʪʠ 

ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ, ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʝ ʩʨʝʜʩʪʚʘ ʫʧʨʘʚʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʥʘ 

ʦʩʥʦʚʝ DevOps ʠ ʢʦʥʚʝʡʝʨʳ ʥʝʧʨʝʨʳʚʥʦʡ ʠʥʪʝʛʨʘʮʠʠ / ʥʝʧʨʝʨʳʚʥʦʡ ʜʦʩʪʘʚʢʠ (CI / 

CD) ʯʘʩʪʦ ʦʪʩʪʘʶʪ ʦʪ ʵʪʦʛʦ ʙʳʩʪʨʦʛʦ ʜʚʠʞʝʥʠʷè. 

ʆʜʥʘʢʦ ʥʝ ʚʩʝ ʦʪʨʘʩʣʠ ʨʘʚʥʳ, ʠ ʥʝʢʦʪʦʨʳʝ ʠʟ ʥʠʭ ʜʦʙʠʚʘʶʪʩʷ ʙʦʣʴʰʝʛʦ 

ʫʩʧʝʭʘ, ʯʝʤ ʜʨʫʛʠʝ, ʚ ʧʦʧʳʪʢʘʭ ʟʘʱʠʪʠʪʴ ʩʚʦʠ ʦʙʣʘʯʥʳʝ ʨʘʙʦʯʠʝ ʥʘʛʨʫʟʢʠ.  

ʋʧʨʘʚʣʝʥʠʝ ʚʝʜʝʥʠʝʤ ʞʫʨʥʘʣʘ ʜʦʩʪʫʧʘ, ʨʦʪʘʮʠʷ ʢʣʶʯʝʡ ʜʦʩʪʫʧʘ ʠ ʢʦʥʪʨʦʣʴ 

ʚʝʨʩʠʡ ʚ ʢʦʥʪʝʡʥʝʨʘʭ ʦʙʣʘʯʥʦʛʦ ʭʨʘʥʠʣʠʱʘ - ʩʧʦʩʦʙ ʦʪʩʣʝʞʠʚʘʪʴ ʠʟʤʝʥʝʥʠʷ, 

ʚʥʝʜʨʷʪʴ ʠʭ ʠ ʚʳʧʦʣʥʷʪʴ ʦʙʩʣʫʞʠʚʘʥʠʝ ʚ ʦʙʣʘʯʥʳʭ ʩʠʩʪʝʤʘʭ - ʚʦʪ ʥʝʢʦʪʦʨʳʝ ʠʟ 

ʤʝʪʦʜʦʚ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʣʘʢʘé 
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ʆʜʥʘʢʦ ʢʦʤʘʥʜʘ ʦʙʥʘʨʫʞʠʣʘ, ʯʪʦ ʦʙʱʝʜʦʩʪʫʧʥʳʝ ʦʙʣʘʯʥʳʝ ʩʠʩʪʝʤʳ, ʚ 

ʢʦʪʦʨʳʭ ʤʦʞʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʫʪʝʯʢʘ ʠʥʬʦʨʤʘʮʠʠ, ʧʦʟʚʦʣʷʶʱʝʡ ʫʩʪʘʥʦʚʠʪʴ 

ʣʠʯʥʦʩʪʴ (PII), ʧʨʠʥʘʜʣʝʞʘʱʫʶ ʢʣʠʝʥʪʘʤ ʠʣʠ ʩʦʪʨʫʜʥʠʢʘʤ, ʘ ʪʘʢʞʝ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʜʘʥʥʳʭ, ʧʦ-ʧʨʝʞʥʝʤʫ ʷʚʣʷʶʪʩʷ ʧʨʦʙʣʝʤʦʡ. 

ʎʠʬʨʳ ʚʳʩʦʢʠ: ʧʦ ʦʮʝʥʢʘʤ, 30% ʦʨʛʘʥʠʟʘʮʠʡ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʫʩʣʫʛʠ ʦʙʣʘʯʥʦʛʦ 

ʭʦʩʪʠʥʛʘ, ʧʨʦʧʫʩʢʘʶʪ ʢʘʢʦʡ-ʣʠʙʦ ʯʘʩʪʥʳʡ ʢʦʥʪʝʥʪ ʚ ʀʥʪʝʨʥʝʪʝ, ʠ ʧʨʦʙʣʝʤʳ 

ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʷʚʣʷʶʪʩʷ ʧʨʠʯʠʥʦʡ ʪʘʢʦʛʦ ʰʠʨʦʢʦʛʦ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ.  

Unit 42 ʨʝʢʦʤʝʥʜʫʝʪ ʢʦʤʧʘʥʠʷʤ ʩʦʩʨʝʜʦʪʦʯʠʪʴʩʷ ʥʘ ʦʙʝʩʧʝʯʝʥʠʠ 

ʧʨʦʟʨʘʯʥʦʩʪʠ ʩʚʦʠʭ ʦʙʣʘʯʥʳʭ ʨʘʙʦʯʠʭ ʥʘʛʨʫʟʦʢ, ʩʣʝʜʠʪʴ ʟʘ ʢʦʥʬʠʛʫʨʘʮʠʷʤʠ 

ʭʨʘʥʠʣʠʱ, ʘ ʧʨʠʥʷʪʠʝ ʠ ʦʙʝʩʧʝʯʝʥʠʝ ʩʦʙʣʶʜʝʥʠʷ ʩʪʘʥʜʘʨʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 

DevOps ʤʦʞʝʪ ʩʥʠʟʠʪʴ ʫʛʨʦʟʫ ʘʪʘʢʠ ʠʣʠ ʩʣʫʯʘʡʥʦʡ ʫʪʝʯʢʠ ʜʘʥʥʳʭè. (Charlie 

Osborne. Industries critical to COVID-19 response suffer surge in cloud cyberattacks // 

ZDNet (https://www.zdnet.com/article/industries-critical-to-covid-19-response-suffer-

surge-in-cloud-cyberattacks/). 06.04.2021).  

***  

 

çʅʘ ʬʦʥʝ ʧʘʥʜʝʤʠʠ ʢʦʨʦʥʘʚʠʨʫʩʥʦʡ ʠʥʬʝʢʮʠʠ (COVID-19) ʚʦʟʨʦʩʣʦ 

ʢʦʣʠʯʝʩʪʚʦ ʢʠʙʝʨʘʪʘʢʘ ʠʥʦʩʪʨʘʥʥʳʭ ʭʘʢʝʨʦʚ ʥʘ ʨʦʩʩʠʡʩʢʠʝ ʥʘʫʯʥʦ-

ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʝ ʠʥʩʪʠʪʫʪʳ (ʅʀʀ), ʟʘʥʠʤʘʶʱʠʝʩʷ ʨʘʟʨʘʙʦʪʢʦʡ ʚʘʢʮʠʥ ʦʪ 

ʢʦʨʦʥʘʚʠʨʫʩʘ, ʘ ʪʘʢʞʝ ʚʦʝʥʥʳʭ ʠ ʘʚʠʘʮʠʦʥʥʳʭ ʧʨʦʝʢʪʦʚ.  

ʂʘʢ ʩʦʦʙʱʠʣʠ ʠʟʜʘʥʠʶ çʂʦʤʤʝʨʩʘʥʪʒè ʀɹ-ʵʢʩʧʝʨʪʳ ʠʟ ʢʦʤʧʘʥʠʠ Group-IB, 

ʘʪʘʢʠ ʦʩʫʱʝʩʪʚʣʷʶʪʩʷ ʧʨʝʠʤʫʱʝʩʪʚʝʥʥʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ, ʧʦʜʜʝʨʞʠʚʘʝʤʳʤʠ 

ʜʨʫʛʠʤʠ ʛʦʩʫʜʘʨʩʪʚʘʤʠ, ʘ ʧʦʭʠʱʝʥʥʳʝ ʜʘʥʥʳʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʧʦʣʠʪʠʯʝʩʢʠʭ ʮʝʣʷʭ. 

ʈʘʙʦʪʘ ʅʀʀ ʥʘʧʨʷʤʫʶ ʩʚʷʟʘʥʘ ʩ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʨʘʟʣʠʯʥʳʭ 

ʦʪʨʘʩʣʝʡ, ʚʢʣʶʯʘʷ ʩʭʝʤʳ, ʯʝʨʪʝʞʠ ʠʟʜʝʣʠʡ ʠ ʨʘʟʣʠʯʥʳʝ ʟʘʢʨʳʪʳʝ ʠʩʩʣʝʜʦʚʘʥʠʷ.  

ʆʜʥʘʢʦ ʚ ʧʦʩʣʝʜʥʝʝ ʚʨʝʤʷ ʭʘʢʝʨʳ ʜʝʡʩʪʚʫʶʪ ʥʝ ʚ ʮʝʣʷʭ ʰʧʠʦʥʘʞʘ, ʘ ʩ 

ʥʘʤʝʨʝʥʠʝʤ ʥʘʥʝʩʪʠ ʫʱʝʨʙ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ. ɺ ʩʝʥʪʷʙʨʝ 2020 ʛʦʜʘ 

ʩʝʪʴ ʦʜʥʦʛʦ ʠʟ ʠʥʩʪʠʪʫʪʦʚ ʙʳʣʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʘ ʜʚʫʤʷ ʛʨʫʧʧʠʨʦʚʢʘʤʠ. ʂʘʢ 

ʦʪʤʝʪʠʣʠ ʩʧʝʮʠʘʣʠʩʪʳ, ʧʨʝʩʪʫʧʥʠʢʠ ʧʨʦʥʠʢʣʠ ʚ ʩʝʪʴ ʅʀʀ ʚ 2017 ʛʦʜʫ ʠ 

ʦʩʪʘʚʘʣʘʩʴ ʥʝʟʘʤʝʯʝʥʥʳʤʠ ʜʦ 2020 ʛʦʜʘ.  

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʟʘʯʘʩʪʫʶ ʚʥʝʜʨʷʶʪ ʩʨʘʟʫ ʥʝʩʢʦʣʴʢʦ ʚʨʝʜʦʥʦʩʦʚ, 

ʚʳʧʦʣʥʷʶʱʠʭ ʨʘʟʣʠʯʥʳʝ ʬʫʥʢʮʠʠ, ʚʢʣʶʯʘʷ ʙʘʥʢʦʚʩʢʠʝ ʪʨʦʷʥʳ, ʰʧʠʦʥʩʢʠʝ 

ʧʨʦʛʨʘʤʤʳ ʥʘ ʨʘʙʦʯʠʝ ʫʩʪʨʦʡʩʪʚʘ ʠʣʠ ʤʦʙʠʣʴʥʳʝ ʜʝʚʘʡʩʳ ʩʦʪʨʫʜʥʠʢʦʚè. 

(ʀʥʦʩʪʨʘʥʥʳʝ ʭʘʢʝʨʳ ʩʪʘʣʠ ʯʘʱʝ ʘʪʘʢʦʚʘʪʴ ʨʦʩʩʠʡʩʢʠʝ ʅʀʀ // SecurityLab.ru 

(https://www.securitylab.ru/news/518913.php). 14.04.2021). 
***  

 

çéʄʠʥʠʩʪʝʨʩʪʚʦ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʰʪʘʪʘ ɺʘʡʦʤʠʥʛ (WDOH) ʦʙʲʷʚʠʣʦ 

27 ʘʧʨʝʣʷ 2021 ʛʦʜʘ, ʯʪʦ ʦʥ ʥʝʦʩʪʦʨʦʞʥʦ ʧʦʜʚʝʨʛʘʝʪʩʷ 53 ʬʘʡʣʦʚ, ʩʦʜʝʨʞʘʱʠʭ 

COVID -19 ʠ ʜʘʥʥʳʝ ʠʩʧʳʪʘʥʠʡ ʛʨʠʧʧʘ ʠ 1 ʬʘʡʣ, ʩʦʜʝʨʞʘʱʠʡ ʨʝʟʫʣʴʪʘʪʳ 
ʠʩʧʳʪʘʥʠʡ ʩʧʠʨʪʘ ʜʳʭʘʥʠʷ. ʅʝʢʦʪʦʨʳʝ ʬʘʡʣʳ ʙʳʣʠ ʨʘʩʢʨʳʪʳ ʝʱʝ 5 ʥʦʷʙʨʷ 2020 

ʛʦʜʘ, ʥʦ WDOH ʥʝ ʦʙʥʘʨʫʞʠʣ ʠʥʮʠʜʝʥʪ ʜʦ 10 ʤʘʨʪʘ 2021 ʛʦʜʘ. ʉʦʛʣʘʩʥʦ WDOH, 

ʬʘʡʣʳ ʚʢʣʶʯʘʣʠ ʠʤʷ ʠʣʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʧʘʮʠʝʥʪʘ, ʘʜʨʝʩ, ʜʘʪʫ ʨʦʞʜʝʥʠʷ, 

ʨʝʟʫʣʴʪʘʪʳ ʪʝʩʪʘ (-ʦʚ).) ʠ ʜʘʪʳ ʦʢʘʟʘʥʠʷ ʫʩʣʫʛʠ, ʥʦ ʥʝ ʩʦʜʝʨʞʘʣʠ ʥʦʤʝʨʦʚ 

ʩʦʮʠʘʣʴʥʦʛʦ ʩʪʨʘʭʦʚʘʥʠʷ, ʙʘʥʢʦʚʩʢʦʡ, ʬʠʥʘʥʩʦʚʦʡ ʠʣʠ ʤʝʜʠʮʠʥʩʢʦʡ ʠʥʬʦʨʤʘʮʠʠ. 
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ʅʘʨʫʰʝʥʠʝ ʧʨʦʠʟʦʰʣʦ ʚ ʨʝʟʫʣʴʪʘʪʝ çʥʝʧʨʝʜʥʘʤʝʨʝʥʥʦʛʦ ʨʘʩʢʨʳʪʠʷè ʬʘʡʣʦʚ 

ʩʦʪʨʫʜʥʠʢʦʤ WDOH, ʢʦʪʦʨʳʡ ʧʦ ʦʰʠʙʢʝ ʠ ʥʝʜʦʧʫʩʪʠʤʦ ʟʘʛʨʫʟʠʣ ʬʘʡʣʳ ʚ ʯʘʩʪʥʳʝ 

ʠ ʦʙʱʝʜʦʩʪʫʧʥʳʝ ʨʝʧʦʟʠʪʦʨʠʠ GitHub.com, ʯʪʦ ʧʨʠʚʝʣʦ ʢ ʠʭ ʨʘʩʢʨʳʪʠʶ 

ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʤ ʣʠʮʘʤ. ʇʨʠʤʝʯʘʪʝʣʴʥʦ, ʯʪʦ WDOH ʧʨʝʜʧʦʣʘʛʘʣ, ʯʪʦ 

GitHub.com, ʠʥʪʝʨʥʝʪ-ʢʦʤʧʘʥʠʷ ʧʦ ʨʘʟʨʘʙʦʪʢʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʙʫʜʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʝʝ ʩʦʪʨʫʜʥʠʢʘʤʠ ʪʦʣʴʢʦ ʜʣʷ ʭʨʘʥʝʥʠʷ ʠ ʦʙʩʣʫʞʠʚʘʥʠʷ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʢʦʜʘ. 

ʅʝʧʦʥʷʪʥʦ, ʧʦʯʝʤʫ ʩʦʪʨʫʜʥʠʢ WDOH ʟʘʛʨʫʟʠʣ 54 ʬʘʡʣʘ, ʩʦʜʝʨʞʘʱʠʭ 

ʜʘʥʥʳʝ ʨʝʟʫʣʴʪʘʪʦʚ ʪʝʩʪʠʨʦʚʘʥʠʷ ʧʘʮʠʝʥʪʦʚ, ʚ ʪʦʤ ʯʠʩʣʝ ʨʝʟʫʣʴʪʘʪʳ ʪʝʩʪʦʚ ʥʘ 

COVID-19, ʚ ʩʝʨʚʠʩ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ ʢʦʜʠʨʦʚʘʥʠʷ. ʀ ʤʳ ʥʝ 

ʟʥʘʝʤ, ʧʨʦʰʝʣ ʣʠ ʩʦʪʨʫʜʥʠʢ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʦʙʫʯʝʥʠʝ ʧʦ ʥʘʟʥʘʯʝʥʠʶ ʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʶ GitHub.com. ʆʜʥʘʢʦ, ʩʦʛʣʘʩʥʦ ʦʙʲʷʚʣʝʥʠʶ WDOH, ʬʘʡʣʳ ʙʳʣʠ 

ʥʝʟʘʤʝʜʣʠʪʝʣʴʥʦ ʫʜʘʣʝʥʳ ʩ GitHub.com, ʢ ʩʦʪʨʫʜʥʠʢʫ ʙʳʣʠ ʧʨʠʤʝʥʝʥʳ ʩʘʥʢʮʠʠ, ʘ 

WDOH ʧʝʨʝʦʙʫʯʠʣ ʩʚʦʡ ʧʝʨʩʦʥʘʣ ʧʝʨʝʜʦʚʳʤ ʤʝʪʦʜʘʤ ʦʙʝʩʧʝʯʝʥʠʷ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʥʥʳʭ. 

ʂʦʥʝʯʥʦ, ʧʨʠ ʦʙʨʘʙʦʪʢʝ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʙʫʜʫʪ ʧʨʦʠʩʭʦʜʠʪʴ ʦʰʠʙʢʠ, ʠ 

ʥʠʢʘʢʦʝ ʦʙʫʯʝʥʠʝ ʥʝ ʧʨʝʜʦʪʚʨʘʪʠʪ ʚʩʝ ʠʥʮʠʜʝʥʪʳ ʠ ʫʪʝʯʢʠ ʜʘʥʥʳʭ. ʉʝʨʝʙʨʷʥʦʡ 

ʧʫʣʠ ʥʝʪ. ʆʜʥʘʢʦ ʚʘʞʥʳʡ ʚʦʧʨʦʩ, ʢʦʪʦʨʳʡ ʜʦʣʞʥʘ ʟʘʜʘʪʴ ʦʨʛʘʥʠʟʘʮʠʷ, 

ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʧʨʠʥʠʤʘʶʪʩʷ ʣʠ ʨʘʟʫʤʥʳʝ ʤʝʨʳ ʜʣʷ ʤʠʥʠʤʠʟʘʮʠʠ ʨʠʩʢʘ ʜʣʷ 

ʜʘʥʥʳʭ, ʜʘʞʝ ʚ ʦʪʥʦʰʝʥʠʠ ʥʝʧʨʝʜʥʘʤʝʨʝʥʥʳʭ ʦʰʠʙʦʢ ʧʨʠ ʦʙʨʘʙʦʪʢʝ ʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʩʠʩʪʝʤ ʢʦʤʧʘʥʠʠ, ʩʨʝʜʠ ʧʨʦʯʝʛʦ. 

ʆʙʫʯʝʥʠʝ ʤʦʞʝʪ ʙʳʪʴ ʦʜʥʠʤ ʠʟ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʦʨʛʘʥʠʟʘʮʠʠ 

ʠʩʧʦʣʴʟʫʶʪ ʜʣʷ ʩʦʟʜʘʥʠʷ ʢʫʣʴʪʫʨʳ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʇʦʚʳʰʝʥʥʘʷ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʴ ʤʦʞʝʪ ʧʦʤʦʯʴ ʩʚʝʩʪʠ ʢ ʤʠʥʠʤʫʤʫ, ʜʘʞʝ ʝʩʣʠ ʥʝ 

ʫʩʪʨʘʥʠʪʴ, ʥʝʧʨʝʜʥʘʤʝʨʝʥʥʳʝ ʦʰʠʙʢʠ. ɺ ʦʬʠʮʠʘʣʴʥʦʤ ʜʦʢʫʤʝʥʪʝ, ʢʦʪʦʨʳʡ ʤʳ 

ʧʨʝʜʩʪʘʚʠʣʠ ʚ ʥʘʰʝʡ ʧʨʝʜʳʜʫʱʝʡ ʧʫʙʣʠʢʘʮʠʠ, ʠʟʣʦʞʝʥʳ ʥʝʢʦʪʦʨʳʝ ʩʦʦʙʨʘʞʝʥʠʷ 

ʧʦ ʨʘʟʨʘʙʦʪʢʝ ʥʘʜʝʞʥʦʡ ʧʨʦʛʨʘʤʤʳ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʡ ʜʣʷ ʧʦʩʪʦʷʥʥʦʛʦ 

ʥʘʧʦʤʠʥʘʥʠʷ ʩʦʪʨʫʜʥʠʢʫ ʦ ʙʜʠʪʝʣʴʥʦʩʪʠ, ʥʝʦʙʭʦʜʠʤʦʡ ʜʣʷ ʟʘʱʠʪʳ ʣʠʯʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʦʪ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ, ʧʦʣʫʯʝʥʠʷ, ʠʟʤʝʥʝʥʠʷ ʠ 

ʨʘʩʢʨʳʪʠʷ. ʕʪʦ ʝʩʪʴ ʠ ʙʫʜʝʪ ʧʦʩʪʦʷʥʥʦʡ ʧʨʦʙʣʝʤʦʡ, ʦʩʦʙʝʥʥʦ ʚ ʥʳʥʝʰʥʠʭ 

ʫʩʣʦʚʠʷʭ, ʢʦʛʜʘ ʨʘʙʦʯʠʝ ʤʝʩʪʘ ʤʝʥʷʶʪʩʷ ʧʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʤʳ ʚʳʭʦʜʠʤ ʠʟ ʩʘʤʳʭ 

ʪʷʞʝʣʳʭ ʧʦʩʣʝʜʩʪʚʠʡ ʧʘʥʜʝʤʠʠè. (Joseph J. Lazzarotti. DOH Employee Error 

Causes Breach of COVID-19 and Other Health Data Affecting Nearly 165,000 

Individuals // Jackson Lewis P.C. 

(https://www.workplaceprivacyreport.com/2021/04/articles/training/doh-employee-

error-causes-breach-of-covid-19-and-other-health-data-affecting-nearly-165000-

individuals/?utm_source=feedburner&utm_medium=feed&utm_campaign=Feed%3A+

WorkplacePrivacyDataManagementSecurityReport+%28Workplace+Privacy%2C+Dat

a+Management+%26+Security+Report%29#page=1). 28.04.2021). 

***  

 

çɹʦʨʠʩ ɼʞʦʥʩʦʥ ʦʙʲʷʚʠʣ ʦ ʜʦʨʦʞʥʦʡ ʢʘʨʪʝ ʧʨʘʚʠʪʝʣʴʩʪʚʘ 

ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʧʦ ʦʪʤʝʥʝ ʦʛʨʘʥʠʯʝʥʠʡ ʥʘ ʢʦʨʦʥʘʚʠʨʫʩ ʜʣʷ ʙʠʟʥʝʩʘ ʠ 

ʰʠʨʦʢʦʡ ʦʙʱʝʩʪʚʝʥʥʦʩʪʠ ʚ ʥʘʯʘʣʝ ʬʝʚʨʘʣʷ, ʠ ʩ ʪʝʭ ʧʦʨ ʵʪʦ ʚʩʝʣʠʣʦ ʥʘʜʝʞʜʫ 

ʜʣʷ ʤʥʦʛʠʭ ʧʦ ʚʩʝʡ ʩʪʨʘʥʝ. 
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ʆʜʥʘʢʦ ʩ ʥʘʯʘʣʘ ʧʘʥʜʝʤʠʠ ʩʧʦʩʦʙ ʚʝʜʝʥʠʷ ʙʠʟʥʝʩʘ ʥʘʚʩʝʛʜʘ ʠʟʤʝʥʠʣʩʷ, ʠ 

ʤʥʦʛʠʝ ʩʦʪʨʫʜʥʠʢʠ ʭʦʪʷʪ ʧʨʦʜʦʣʞʘʪʴ ʨʘʙʦʪʘʪʴ ʫʜʘʣʝʥʥʦ, ʧʦʩʢʦʣʴʢʫ ʦʛʨʘʥʠʯʝʥʠʷ ʠ 

ʦʛʨʘʥʠʯʝʥʠʷ ʩʦ ʚʨʝʤʝʥʝʤ ʩʥʠʞʘʶʪʩʷ. ʀʪʘʢ, ʧʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʢʦʤʧʘʥʠʠ 

ʨʘʩʩʣʘʙʣʷʶʪʩʷ ʠ ʧʨʘʚʠʣʘ ʩʤʷʛʯʘʶʪʩʷ, ʦʞʠʜʘʝʪʩʷ, ʯʪʦ ʞʠʟʥʴ ʚʝʨʥʝʪʩʷ ʢ ʬʦʨʤʝ 

çʥʦʚʦʡ ʥʦʨʤʘʣʴʥʦʡ ʞʠʟʥʠè. ʅʦ ʧʨʦʙʣʝʤʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, 

ʥʠʢʫʜʘ ʥʝ ʜʝʥʫʪʩʷ, ʠ ʥʝʣʴʟʷ ʦʩʣʘʙʣʷʪʴ ʧʝʜʘʣʴ ʛʘʟʘ, ʦʩʦʙʝʥʥʦ ʩ ʫʯʝʪʦʤ ʧʦʚʳʰʝʥʥʳʭ 

ʨʠʩʢʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʧʨʦʜʦʣʞʝʥʠʝʤ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ. 

ɺʦ ʚʩʷʢʦʤ ʩʣʫʯʘʝ, ʩʝʡʯʘʩ ʙʝʟʦʧʘʩʥʦʩʪʴ ʜʦʣʞʥʘ ʙʳʪʴ ʫʩʠʣʝʥʘ ʝʱʝ ʙʦʣʴʰʝ, 

ʯʝʤ ʢʦʛʜʘ-ʣʠʙʦ ʧʨʝʞʜʝ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ ʚʩʝʭ ʘʩʧʝʢʪʦʚ ʙʠʟʥʝʩʘ. ʅʦ 

ʵʪʦ ʥʝ ʪʘʢ. 

ʈʠʩʢ ʨʘʩʪʝʪ 

ʅʝʩʤʦʪʨʷ ʥʘ ʦʩʣʘʙʣʝʥʠʝ ʦʛʨʘʥʠʯʝʥʠʡ ʥʘ ʠʟʦʣʷʮʠʶ, ʨʠʩʢʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʩʦʭʨʘʥʷʶʪʩʷ ʠ, ʚʝʨʦʷʪʥʦ, ʙʫʜʫʪ ʨʘʩʪʠ, ʧʦʩʢʦʣʴʢʫ COVID-19 ʤʝʥʷʝʪ ʨʘʙʦʯʫʶ ʩʨʝʜʫ. 

ʇʦʩʢʦʣʴʢʫ ʚ ʙʣʠʞʘʡʰʠʝ ʥʝʩʢʦʣʴʢʦ ʤʝʩʷʮʝʚ ʥʘʯʥʫʪ ʦʪʢʨʳʚʘʪʴʩʷ ʟʘʢʨʳʪʳʝ 

ʧʦʤʝʱʝʥʠʷ, ʩʦʪʨʫʜʥʠʢʠ ʟʘʭʦʪʷʪ ʚʳʭʦʜʠʪʴ ʥʘ ʨʘʙʦʪʫ ʚ ʥʦʚʳʝ ʧʦʤʝʱʝʥʠʷ, ʪʘʢʠʝ ʢʘʢ 

ʢʘʬʝ ʠ ʠʥʪʝʨʥʝʪ-ʢʘʬʝ. ʅʦ ʨʘʙʦʪʘ ʚ ʦʪʢʨʳʪʳʭ ʩʝʪʷʭ ʠ ʣʠʯʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ ʩʦʟʜʘʝʪ 

ʥʝʟʘʙʣʦʢʠʨʦʚʘʥʥʳʝ ʰʣʶʟʳ ʜʣʷ ʢʠʙʝʨʘʪʘʢ. ʇʦʩʢʦʣʴʢʫ ʵʪʦʪ ʛʠʙʨʠʜʥʳʡ ʠ ʫʜʘʣʝʥʥʳʡ 

ʩʧʦʩʦʙ ʨʘʙʦʪʳ ʚʳʛʣʷʜʠʪ ʪʘʢ, ʢʘʢ ʙʫʜʪʦ ʦʥ ʥʠʢʫʜʘ ʥʝ ʜʝʥʝʪʩʷ, ʢʦʤʧʘʥʠʠ ʜʦʣʞʥʳ 

ʦʙʝʩʧʝʯʠʪʴ ʥʘʣʠʯʠʝ ʥʝʦʙʭʦʜʠʤʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʜʣʷ ʙʦʨʴʙʳ ʩ ʣʶʙʳʤʠ 

ʢʠʙʝʨʫʛʨʦʟʘʤʠ. 

ʅʘʧʨʠʤʝʨ, ʠʩʩʣʝʜʦʚʘʥʠʝ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʮʝʥʪʨʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʟʘ ʧʦʩʣʝʜʥʠʡ ʛʦʜ ʫʚʝʣʠʯʠʣʦʩʴ ʢʦʣʠʯʝʩʪʚʦ ʢʠʙʝʨʘʪʘʢ, ʩʚʷʟʘʥʥʳʭ ʩ 

COVID-19, ʧʨʠʯʝʤ ʙʦʣʝʝ ʦʜʥʦʡ ʠʟ ʯʝʪʳʨʝʭ ʭʘʢʝʨʩʢʠʭ ʘʪʘʢ ʚ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ 

ʩʚʷʟʘʥʦ ʩ ʧʘʥʜʝʤʠʝʡ. ʀ ʵʪʘ ʪʝʥʜʝʥʮʠʷ ʚʨʷʜ ʣʠ ʚ ʙʣʠʞʘʡʰʝʝ ʚʨʝʤʷ ʦʩʣʘʙʥʝʪ. ʀ ʚ 

ʜʘʣʴʥʝʡʰʝʤ ʭʘʢʝʨʳ ʤʦʛʫʪ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚʟʚʦʣʥʦʚʘʥʥʳʤʠ ʧʫʪʝʰʝʩʪʚʝʥʥʠʢʘʤʠ, 

ʦʞʠʜʘʶʱʠʤʠ ʙʨʦʥʠʨʦʚʘʥʠʷ ʩʣʝʜʫʶʱʝʛʦ ʦʪʧʫʩʢʘ ʧʦʩʣʝ ʩʥʷʪʠʷ ʟʘʧʨʝʪʘ ʥʘ ʧʦʝʟʜʢʠ, 

ʥʘʧʨʠʤʝʨ, ʧʫʪʝʤ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʧʦʜʜʝʣʴʥʳʭ ʪʫʨʠʩʪʠʯʝʩʢʠʭ ʚʝʙ-ʩʘʡʪʦʚ. 

ʇʦʤʠʤʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʚ ʵʪʦʤ ʙʦʣʝʝ ʰʠʨʦʢʦʤ ʩʮʝʥʘʨʠʠ, ʯʘʩʪʴ ʧʨʦʙʣʝʤʳ 

ʟʜʝʩʴ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʤʥʦʛʠʝ ʀʊ-ʢʦʤʘʥʜʳ ʥʝ ʠʩʧʦʣʴʟʫʶʪ ʮʝʣʦʩʪʥʳʡ ʠ 

ʤʥʦʛʦʫʨʦʚʥʝʚʳʡ ʧʦʜʭʦʜ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʶ ʜʘʥʥʳʭ, ʯʪʦ ʤʦʞʝʪ 

ʧʨʠʚʝʩʪʠ ʢ ʨʘʟʨʫʰʠʪʝʣʴʥʳʤ ʧʦʩʣʝʜʩʪʚʠʷʤ, ʧʦʩʢʦʣʴʢʫ ʜʘʥʥʳʝ ʫʢʨʘʜʝʥʳ ʠʟ 

ʦʨʛʘʥʠʟʘʮʠʡ. ʊʘʢʠʝ ʧʨʦʙʣʝʤʳ ʧʦ-ʧʨʝʞʥʝʤʫ ʚʳʟʳʚʘʶʪ ʙʦʣʴʰʦʡ ʨʝʟʦʥʘʥʩ ʚ 

ʢʦʤʧʘʥʠʷʭ ʣʶʙʦʛʦ ʨʘʟʤʝʨʘ, ʧʦʵʪʦʤʫ ʦʥʠ ʦʙʨʘʱʘʶʪʩʷ ʟʘ ʨʝʰʝʥʠʝʤ ʢ ʩʚʦʠʤ MSP. 

ɺʘʞʥʦʩʪʴ ʤʥʦʛʦʫʨʦʚʥʝʚʦʛʦ ʧʦʜʭʦʜʘ 

ʂʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ - ʵʪʦ ʥʝ ʢʦʤʧʣʝʢʩʥʳʡ ʧʦʜʭʦʜ. ɼʣʷ ʜʦʩʪʠʞʝʥʠʷ 

ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʵʬʬʝʢʪʘ ʪʨʝʙʫʝʪʩʷ ʧʦʣʥʘʷ ʪʨʠʣʦʛʠʷ ʨʝʰʝʥʠʡ. ʕʪʦ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ 

ʤʥʦʛʦʫʨʦʚʥʝʚʫʶ ʢʦʤʙʠʥʘʮʠʶ ʩʝʪʝʡ DNS, ʙʝʟʦʧʘʩʥʳʭ ʧʦʜʢʣʶʯʝʥʠʡ ʢ ʢʦʥʝʯʥʳʤ 

ʪʦʯʢʘʤ, ʘ ʪʘʢʞʝ ʦʙʨʘʟʦʚʘʥʥʳʡ ʠ ʫʧʦʣʥʦʤʦʯʝʥʥʳʡ ʯʝʣʦʚʝʯʝʩʢʠʡ ʧʝʨʩʦʥʘʣ. 

ʅʝʣʴʟʷ ʠʛʥʦʨʠʨʦʚʘʪʴ ʧʦʪʨʝʙʥʦʩʪʴ ʚ ʙʝʟʦʧʘʩʥʦʩʪʠ DNS, ʦʩʦʙʝʥʥʦ ʩ ʨʦʩʪʦʤ 

ʯʠʩʣʘ ʫʜʘʣʝʥʥʳʭ ʩʦʪʨʫʜʥʠʢʦʚ, ʯʪʦʙʳ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʠ ʫʧʨʘʚʣʷʪʴ ʧʦʣʠʪʠʢʘʤʠ 

ʜʦʩʪʫʧʘ ʚ ʀʥʪʝʨʥʝʪ, ʘ ʪʘʢʞʝ ʫʤʝʥʴʰʘʪʴ ʢʦʣʠʯʝʩʪʚʦ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ. DNS 

ʯʘʩʪʦ ʩʪʘʥʦʚʠʪʩʷ ʤʠʰʝʥʴʶ ʜʣʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ, ʧʦʵʪʦʤʫ ʟʘʱʠʪʘ ʥʘ ʫʨʦʚʥʝ DNS 

ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʚʩʝ ʯʘʱʝ ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʢʘʢ ʚʘʞʥʳʡ ʵʣʝʤʝʥʪ ʫʧʨʘʚʣʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʡ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ ʫʨʦʚʝʥʴ ʟʘʱʠʪʳ ʤʝʞʜʫ 
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ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʠ ʀʥʪʝʨʥʝʪʦʤ ʧʫʪʝʤ ʙʣʦʢʠʨʦʚʢʠ ʚʨʝʜʦʥʦʩʥʳʭ ʚʝʙ-ʩʘʡʪʦʚ ʠ 

ʬʠʣʴʪʨʘʮʠʠ ʥʝʞʝʣʘʪʝʣʴʥʳʭ ʤʘʪʝʨʠʘʣʦʚ. 

ɸʥʘʣʦʛʠʯʥʳʤ ʦʙʨʘʟʦʤ, ʨʝʰʝʥʠʷ ʜʣʷ ʟʘʱʠʪʳ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ ʧʨʝʜʦʪʚʨʘʱʘʶʪ 

ʬʘʡʣʦʚʳʝ ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʦʛʨʘʤʤʳ, ʦʙʥʘʨʫʞʠʚʘʶʪ ʠ ʙʣʦʢʠʨʫʶʪ ʚʨʝʜʦʥʦʩʥʫʶ 

ʚʥʫʪʨʝʥʥʶʶ ʠ ʚʥʝʰʥʶʶ ʘʢʪʠʚʥʦʩʪʴ ʠ ʨʝʘʛʠʨʫʶʪ ʥʘ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʩʠʩʪʝʤʳ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. 

ʆʜʥʘʢʦ ʵʪʠ ʠʥʥʦʚʘʮʠʦʥʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʠ ʨʝʰʝʥʠʷ ʥʝ ʤʦʛʫʪ ʙʳʪʴ 

ʨʝʘʣʠʟʦʚʘʥʳ ʙʝʟ ʆʙʫʯʝʥʠʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʚʥʝʜʨʝʥʠʝ ʢʫʣʴʪʫʨʳ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ 

ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʧʝʨʩʦʥʘʣ. ʃʶʜʠ ʯʘʩʪʦ ʷʚʣʷʶʪʩʷ ʩʘʤʳʤ ʩʣʘʙʳʤ ʟʚʝʥʦʤ ʚ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʠʯʝʤ 90% ʫʪʝʯʝʢ ʜʘʥʥʳʭ ʧʨʦʠʩʭʦʜʷʪ ʠʟ-ʟʘ ʯʝʣʦʚʝʯʝʩʢʦʡ 

ʦʰʠʙʢʠ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʨʝʜʣʘʛʘʷ ʧʨʘʚʠʣʴʥʦʝ ʦʙʫʯʝʥʠʝ ʠ ʨʝʩʫʨʩʳ, ʢʦʤʧʘʥʠʠ 

ʤʦʛʫʪ ʧʦʤʦʯʴ ʩʚʦʠʤ ʩʦʪʨʫʜʥʠʢʘʤ ʧʦʚʳʩʠʪʴ ʩʚʦʶ ʢʠʙʝʨʫʩʪʦʡʯʠʚʦʩʪʴ ʠ ʟʘʥʷʪʴ 

ʧʨʦʯʥʫʶ ʧʦʟʠʮʠʶ ʥʘ ʧʝʨʝʜʦʚʦʡ ʣʠʥʠʠ ʟʘʱʠʪʳ. ʕʪʘ ʢʦʤʙʠʥʘʮʠʷ ʠʤʝʝʪ ʨʝʰʘʶʱʝʝ 

ʟʥʘʯʝʥʠʝ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʧʨʘʚʠʣʴʥʳʭ ʮʠʬʨʦʚʳʭ ʨʝʰʝʥʠʡ, ʘ ʪʘʢʞʝ ʜʣʷ ʣʫʯʰʝʛʦ 

ʧʦʥʠʤʘʥʠʷ ʩʦʪʨʫʜʥʠʢʘʤʠ ʪʦʡ ʚʘʞʥʦʡ ʨʦʣʠ, ʢʦʪʦʨʫʶ ʦʥʠ ʠʛʨʘʶʪ ʚ ʦʙʝʩʧʝʯʝʥʠʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʠ. ɺ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʵʪʠ ʧʦʪʨʝʙʥʦʩʪʠ ʚ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʨʘʟʣʠʯʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʤʦʥʝʪʠʟʘʮʠʠ ʢʘʥʘʣʘ, ʧʦʩʢʦʣʴʢʫ ʚʩʝ 

ʙʦʣʴʰʝ ʢʦʤʧʘʥʠʡ ʥʫʞʜʘʶʪʩʷ ʚ ʧʨʘʚʠʣʴʥʦʤ ʩʦʯʝʪʘʥʠʠ ʪʝʭʥʦʣʦʛʠʡ ʠ ʦʙʨʘʟʦʚʘʥʠʷ, 

ʯʪʦʙʳ ʩʦʪʨʫʜʥʠʢʠ ʤʦʛʣʠ ʙʳʪʴ ʚ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʈʦʣʴ ʢʘʥʘʣʘ 

ʂʦʤʧʘʥʠʠ, ʦʩʦʙʝʥʥʦ ʤʘʣʳʝ ʠ ʩʨʝʜʥʠʝ ʧʨʝʜʧʨʠʷʪʠʷ, ʙʫʜʫʪ ʦʙʨʘʱʘʪʴʩʷ ʢ MSP, 

ʯʪʦʙʳ ʟʘʱʠʪʠʪʴ ʩʚʦʡ ʙʠʟʥʝʩ ʠ ʧʦʤʦʯʴ ʠʤ ʜʦʩʪʠʯʴ ʢʠʙʝʨʫʩʪʦʡʯʠʚʦʩʪʠ. ʕʪʦ ʩʦʟʜʘʝʪ 

ʫʥʠʢʘʣʴʥʫʶ ʠ ʮʝʥʥʫʶ ʚʦʟʤʦʞʥʦʩʪʴ ʜʣʷ MSP ʧʨʦʚʦʜʠʪʴ ʢʣʠʝʥʪʦʚ ʯʝʨʝʟ ʠʭ ʧʫʪʠ ʢ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʝʜʦʩʪʘʚʣʷʷ ʠʤ ʥʝʦʙʭʦʜʠʤʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʠ ʨʝʰʝʥʠʷ ʜʣʷ 

ʟʘʱʠʪʳ ʜʘʥʥʳʭ, ʯʪʦʙʳ ʤʘʢʩʠʤʘʣʴʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʦʟʤʦʞʥʦʩʪʠ ʜʦʤʘʰʥʝʡ ʨʘʙʦʯʝʡ 

ʩʨʝʜʳ ʩʚʦʠʭ ʩʦʪʨʫʜʥʠʢʦʚ ʥʘʠʙʦʣʝʝ ʙʝʟʦʧʘʩʥʳʤʠ ʩʧʦʩʦʙʘʤʠ. ʅʝ ʤʝʥʝʝ ʚʘʞʥʦ, 

ʯʪʦʙʳ MSP ʙʨʘʣʠ ʥʘ ʩʝʙʷ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʦʙʫʯʝʥʠʝ ʩʚʦʠʭ ʩʦʙʩʪʚʝʥʥʳʭ ʢʦʤʘʥʜ 

ʠ ʢʣʠʝʥʪʦʚ. ʕʪʦ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʫʯʝʙʥʳʭ 

ʤʦʜʫʣʝʡ ʧʦ ʦʥʣʘʡʥ-ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʩʨʝʜʩʪʚʦʤ ʧʦʩʪʦʷʥʥʦʛʦ ʦʙʫʯʝʥʠʷ 

ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʟʘʱʠʪʳ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ ʠ ʚʩʝʛʦ 

ʦʩʪʘʣʴʥʦʛʦ, ʯʪʦ ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʢʠʙʝʨʫʩʪʦʡʯʠʚʦʩʪʠ. 

ɹʦʣʝʝ ʪʦʛʦ, ʨʝʰʝʥʠʷ ʠ ʧʘʢʝʪʳ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʢʠʙʝʨʫʩʪʦʡʯʠʚʦʩʪʠ ʤʦʛʫʪ 

ʙʳʪʴ ʥʘʩʪʨʦʝʥʳ ʠ ʧʝʨʩʦʥʘʣʠʟʠʨʦʚʘʥʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʦʪʨʝʙʥʦʩʪʷʤʠ ʢʣʠʝʥʪʘ, 

ʚʢʣʶʯʘʷ ʟʘʱʠʪʫ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ, ʧʦʩʪʦʷʥʥʦʝ ʦʙʫʯʝʥʠʝ ʢʦʥʝʯʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 

ʘʥʘʣʠʟ ʫʛʨʦʟ, ʘ ʪʘʢʞʝ ʨʝʟʝʨʚʥʦʝ ʢʦʧʠʨʦʚʘʥʠʝ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ. ʇʨʠ ʥʘʣʠʯʠʠ 

ʧʨʘʚʠʣʴʥʳʭ ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʣʷ ʨʦʩʪʘ ʠ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʨʘʟʣʠʯʥʳʭ ʫʩʣʫʛ, 

ʜʦʧʦʣʥʝʥʥʳʭ ʪʝʭʥʠʯʝʩʢʦʡ, ʦʨʛʘʥʠʟʘʮʠʦʥʥʦʡ ʠ ʣʠʯʥʦʡ ʧʦʜʜʝʨʞʢʦʡ, ʧʘʨʪʥʝʨʳ ʧʦ 

ʢʘʥʘʣʘʤ ʧʦʣʫʯʘʪ ʢʣʶʯʠ ʢ ʫʩʧʝʭʫ ʠ ʜʣʷ ʨʘʟʚʠʪʠʷ ʥʦʚʳʭ ʧʦʪʦʢʦʚ ʜʦʭʦʜʦʚ. 

ɿʘʢʣʶʯʝʥʠʝ 

ʍʘʢʝʨʳ ʙʦʣʝʝ ʠʟʦʙʨʝʪʘʪʝʣʴʥʳ, ʯʝʤ ʢʦʛʜʘ-ʣʠʙʦ ʧʨʝʞʜʝ, ʠ ʜʣʷ ʙʦʨʴʙʳ ʩ 

ʨʘʩʪʫʱʠʤʠ ʫʛʨʦʟʘʤʠ ʧʨʝʜʧʨʠʷʪʠʷʤ ʥʝʦʙʭʦʜʠʤʦ ʦʩʪʘʚʘʪʴʩʷ ʥʘ ʰʘʛ ʚʧʝʨʝʜʠ. 

ʂʦʤʧʘʥʠʠ ʜʦʣʞʥʳ ʧʨʦʜʦʣʞʘʪʴ ʫʯʠʪʳʚʘʪʴ ʥʦʚʳʝ ʨʝʘʣʠʠ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ ʠ 

ʦʪʚʣʝʯʝʥʥʦʡ ʨʘʙʦʯʝʡ ʩʠʣʳ, ʠ ʦʥʠ ʜʦʣʞʥʳ ʫʙʝʞʜʘʪʴ ʩʦʪʨʫʜʥʠʢʦʚ ʚ ʪʦʤ, ʯʪʦ 

ʢʠʙʝʨʫʩʪʦʡʯʠʚʦʩʪʴ - ʵʪʦ ʥʝ ʧʨʦʩʪʦ ʨʘʙʦʪʘ ʀʊ-ʢʦʤʘʥʜ - ʵʪʦ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ, 

ʢʦʪʦʨʫʶ ʨʘʟʜʝʣʷʶʪ ʚʩʝ. ʇʨʠʤʝʥʷʷ ʤʥʦʛʦʫʨʦʚʥʝʚʳʡ ʧʦʜʭʦʜ ʢ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, 
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ʢʦʤʧʘʥʠʠ ʤʦʛʫʪ ʨʘʟʨʘʙʦʪʘʪʴ ʮʝʣʦʩʪʥʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦ ʩʚʦʝʡ ʩʪʨʘʪʝʛʠʠ ʟʘʱʠʪʳ ʩ 

ʫʯʝʪʦʤ ʤʥʦʞʝʩʪʚʘ ʚʝʢʪʦʨʦʚ ʜʦʩʪʘʚʢʠ ʩʦʚʨʝʤʝʥʥʳʭ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʠ ʫʛʨʦʟ. 

ɺ ʨʘʤʢʘʭ ʵʪʦʛʦ ʨʘʟʚʠʚʘʶʱʝʛʦʩʷ ʣʘʥʜʰʘʬʪʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʤʘʣʳʭ ʠ 

ʩʨʝʜʥʠʭ ʧʨʝʜʧʨʠʷʪʠʡ ʚʘʞʥʦ ʥʘʡʪʠ ʧʘʨʪʥʝʨʘ MSP, ʢʦʪʦʨʳʡ ʧʨʝʜʣʘʛʘʝʪ 

ʨʘʟʥʦʦʙʨʘʟʥʳʡ ʧʦʨʪʬʝʣʴ ʧʨʝʜʣʦʞʝʥʠʡ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʦʙʫʯʝʥʠʷ, ʘ ʪʘʢʞʝ ʟʥʘʥʠʷ 

ʠ ʧʦʜʜʝʨʞʢʫ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʚʦʠʭ ʙʠʟʥʝʩ-ʜʘʥʥʳʭ, ʩʦʪʨʫʜʥʠʢʦʚ ʠ 

ʩʝʪʠè. (Steve Law, Kelvin Murray. Cybersecurity Is Not a One-Stop-Shop // Channel 

Futures (https://www.channelfutures.com/mssp-insider/cybersecurity-is-not-a-one-

stop-shop). 23.04.2021). 
***  

 

çéʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʠʩʧʦʣʴʟʦʚʘʣʠ ʧʘʥʜʝʤʠʶ COVID-19 ʜʣʷ ʫʩʠʣʝʥʠʷ 

ʩʚʦʠʭ ʘʪʘʢ ʠ ʩʦʟʜʘʥʠʷ ʩʦʙʩʪʚʝʥʥʦʡ ʧʘʥʜʝʤʠʠ. ʇʦ ʜʘʥʥʳʤ ʢʠʙʝʨʦʪʜʝʣʘ ʌɹʈ, 

ʢʦʣʠʯʝʩʪʚʦ ʞʘʣʦʙ ʫʚʝʣʠʯʠʣʦʩʴ ʥʘ 400 ʧʨʦʮʝʥʪʦʚ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʪʝʤ, ʯʪʦ ʦʥʠ 

ʚʠʜʝʣʠ ʜʦ ʢʦʨʦʥʘʚʠʨʫʩʘ. 
ʕʪʘ ʢʠʙʝʨʧʘʥʜʝʤʠʷ - ʣʠʰʴ ʦʜʥʘ ʠʟ ʤʥʦʛʠʭ ʧʨʦʙʣʝʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʘʜ 

ʨʝʰʝʥʠʝʤ ʢʦʪʦʨʳʭ ʨʘʙʦʪʘʶʪ ʩʧʝʮʠʘʣʠʩʪʳ RIT ʚ ʥʦʚʦʤ ɻʣʦʙʘʣʴʥʦʤ ʠʥʩʪʠʪʫʪʝ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ (GCI). 

ɺ ʢʦʥʮʝ ʧʨʦʰʣʦʡ ʦʩʝʥʠ GCI ʦʪʢʨʳʣ ʜʚʝʨʠ ʩʚʦʝʛʦ ʫʣʴʪʨʘʩʦʚʨʝʤʝʥʥʦʛʦ ʟʜʘʥʠʷ 

ʧʣʦʱʘʜʴʶ 52 000 ʢʚʘʜʨʘʪʥʳʭ ʬʫʪʦʚ ʥʘ ʪʝʨʨʠʪʦʨʠʠ ʢʘʤʧʫʩʘ. ɹʣʘʛʦʜʘʨʷ ʠʥʩʪʠʪʫʪʫ 

RIT ʩʪʘʥʦʚʠʪʩʷ ʦʜʥʠʤ ʠʟ ʣʫʯʰʠʭ ʤʝʩʪ ʚ ʤʠʨʝ ʜʣʷ ʦʙʨʘʟʦʚʘʥʠʷ, ʦʙʫʯʝʥʠʷ ʠ 

ʠʩʩʣʝʜʦʚʘʥʠʡ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

çɺʦʟʤʦʞʥʦʩʪʴ ʨʘʙʦʪʘʪʴ ʫʜʘʣʝʥʥʦ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʮʠʬʨʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ ʚʦ 

ʚʩʝʭ ʘʩʧʝʢʪʘʭ ʥʘʰʝʡ ʞʠʟʥʠ ʠʤʝʝʪ ʦʛʨʦʤʥʳʡ ʧʦʪʝʥʮʠʘʣ ʜʣʷ ʫʣʫʯʰʝʥʠʷ ʤʠʨʘ, ʥʦ ʵʪʦ 

ʪʘʢʞʝ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʦʪʢʨʳʚʘʝʪ ʧʦʚʝʨʭʥʦʩʪʴ ʜʣʷ ʘʪʘʢè, - ʩʢʘʟʘʣ ʉʪʠʚ ɻʫʚʝʨ, 

ʠʩʧʦʣʥʠʪʝʣʴʥʳʡ ʜʠʨʝʢʪʦʨ ʂʵʪʨʠʥ ɼʞʦʥʩʦʥ GCI. çɺ GCI ʤʳ ʵʪʦ ʧʦʥʠʤʘʝʤ ʠ 

ʩʪʨʝʤʠʤʩʷ ʩʜʝʣʘʪʴ ʚʘʩ ʠ ʚʘʰʝ ʮʠʬʨʦʚʦʝ ʗ ʚ ʙʦʣʴʰʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠè. 

ɺ ʦʩʥʦʚʝ ʧʨʦʙʣʝʤʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʣʝʞʠʪ ʪʦʪ ʬʘʢʪ, ʯʪʦ ʨʘʙʦʪʦʜʘʪʝʣʠ ʥʝ 

ʤʦʛʫʪ ʥʘʡʪʠ ʜʦʩʪʘʪʦʯʥʦ ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʭ ʩʧʝʮʠʘʣʠʩʪʦʚ ʜʣʷ ʥʘʡʤʘ ʙʦʣʝʝ ʯʝʤ ʥʘ 

1 ʤʠʣʣʠʦʥ ʥʝʟʘʧʦʣʥʝʥʥʳʭ ʨʘʙʦʯʠʭ ʤʝʩʪ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʚʩʝʤʫ 

ʤʠʨʫ. RIT ʨʘʙʦʪʘʝʪ ʥʘʜ ʪʝʤ, ʯʪʦʙʳ ʵʪʦ ʠʟʤʝʥʠʪʴ. 

ɺ ʪʨʝʭʵʪʘʞʥʦʤ ʠʥʩʪʠʪʫʪʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʵʢʩʧʝʨʪʳ ʩʦʙʠʨʘʶʪʩʷ ʚʤʝʩʪʝ, 

ʯʪʦʙʳ ʦʙʫʯʘʪʴ ʥʦʚʳʭ ʩʧʝʮʠʘʣʠʩʪʦʚ ʠ ʩʪʫʜʝʥʪʦʚ, ʘ ʪʘʢʞʝ ʨʘʩʰʠʨʷʪʴ ʛʨʘʥʠʮʳ 

ʠʩʩʣʝʜʦʚʘʥʠʡ. 

ʇʝʨʚʳʡ ʵʪʘʞ: ʎʝʥʪʨ ʢʠʙʝʨ-ʦʙʫʯʝʥʠʷ 

ɺ ʦʩʥʦʚʝ GCI ʥʘʭʦʜʠʪʩʷ Cyber Range and Training Center, ʚʠʨʪʫʘʣʴʥʘʷ 

ʬʠʟʠʯʝʩʢʘʷ ʣʘʙʦʨʘʪʦʨʠʷ ʜʣʷ ʤʦʜʝʣʠʨʦʚʘʥʠʷ ʩʝʪʝʚʳʭ ʢʠʙʝʨʘʪʘʢ ʠ ʩʮʝʥʘʨʠʝʚ 

ʨʝʰʝʥʠʷ ʧʨʦʙʣʝʤ. 

çʂʦʛʜʘ ʚʳ ʚʭʦʜʠʪʝ ʚ ʵʪʫ ʢʦʤʥʘʪʫ, ʚʳ ʤʦʞʝʪʝ ʧʦʯʫʚʩʪʚʦʚʘʪʴ, ʥʘ ʯʪʦ ʥʘ ʩʘʤʦʤ 

ʜʝʣʝ ʧʦʭʦʞʘ ʢʠʙʝʨʘʪʘʢʘ, - ʩʢʘʟʘʣ ɼʞʘʩʪʠʥ ʇʝʣʣʝʪʴʝ, ʜʠʨʝʢʪʦʨ Cyber Range. çɼʣʷ 

ʵʢʩʧʝʨʪʦʚ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʚʩʝʭ, ʢʪʦ ʫʯʘʩʪʚʫʝʪ ʚ ʨʝʘʣʴʥʳʭ ʢʠʙʝʨʘʪʘʢʘʭ, ʵʪʦ 

ʛʠʛʘʥʪʩʢʘʷ ʧʝʩʦʯʥʠʮʘ, ʛʜʝ ʚʳ ʤʦʞʝʪʝ ʧʦʜʛʦʪʦʚʠʪʴʩʷ ʠ ʪʨʝʥʠʨʦʚʘʪʴʩʷ, ʥʝ 

ʧʦʩʪʨʘʜʘʚè. 

ʆʨʛʘʥʠʟʘʪʦʨʳ GCI ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʩʦʟʜʘʶʪ ʠʤʤʝʨʩʠʚʥʳʝ ʩʧʦʩʦʙʳ 

ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ, ʯʪʦʙʳ ʦʨʛʘʥʠʟʘʮʠʠ ʤʦʛʣʠ ʧʨʦʪʠʚʦʩʪʦʷʪʴ 
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ʧʨʦʜʚʠʥʫʪʳʤ ʧʦʩʪʦʷʥʥʳʤ ʫʛʨʦʟʘʤ, ʩʪʨʝʤʷʱʠʤʩʷ ʫʢʨʘʩʪʴ ʮʝʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ 

ʥʘʥʝʩʪʠ ʫʱʝʨʙ. 

çʕʪʦʪ ʦʧʳʪ ʙʫʜʝʪ ʨʘʟʥʦʦʙʨʘʟʥʳʤ ʠ ʠʥʜʠʚʠʜʫʘʣʴʥʳʤ, ʧʦʵʪʦʤʫ ʫʯʘʩʪʥʠʢʠ 

ʥʠʢʦʛʜʘ ʥʝ ʙʫʜʫʪ ʟʥʘʪʴ ʪʦʯʥʦ, ʯʝʛʦ ʦʞʠʜʘʪʴ - ʢʘʢ ʚ ʨʝʘʣʴʥʦʡ ʞʠʟʥʠè, - ʩʢʘʟʘʣ 

ʇʝʣʣʝʪʴʝ. 

ʅʘʧʨʠʤʝʨ, ʫʯʘʩʪʥʠʢʘʤ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʟʘʱʠʪʠʪʴ ʩʝʪʴ ʤʝʜʠʮʠʥʩʢʦʛʦ 

ʮʝʥʪʨʘ ʚʦ ʚʨʝʤʷ ʩʪʠʭʠʡʥʦʛʦ ʙʝʜʩʪʚʠʷ ʠʣʠ ʦʙʥʘʨʫʞʠʪʴ ʘʪʘʢʫ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, 

ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʟʘʪʨʦʥʫʪʴ ʤʠʣʣʠʦʥʳ ʨʦʟʥʠʯʥʳʭ ʢʣʠʝʥʪʦʚ. 

ʃʠʥʝʡʢʘ ʚʢʣʶʯʘʝʪ 30 ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʪʘʥʮʠʡ ʠ ʤʦʞʝʪ ʦʜʥʦʚʨʝʤʝʥʥʦ 

ʦʙʩʣʫʞʠʚʘʪʴ ʙʦʣʝʝ 5000 ʚʠʨʪʫʘʣʴʥʳʭ ʤʘʰʠʥ. ʆʥ ʠʤʝʝʪ ʚʠʜʝʦʩʪʝʥʫ ʩ ʵʢʨʘʥʘʤʠ 

1080p ʠ 4K, ʜʠʩʧʝʪʯʝʨʩʢʫʶ, ʢʦʥʬʝʨʝʥʮ-ʟʘʣ ʠ ʩʪʝʥʳ ʠʟ ʵʣʝʢʪʨʦʩʪʘʪʠʯʝʩʢʦʛʦ ʩʪʝʢʣʘ. 

ʉʚʝʪʦʜʠʦʜʥʳʝ ʬʦʥʘʨʠ, ʦʢʨʫʞʘʶʱʠʝ ʢʦʤʥʘʪʫ, ʤʦʛʫʪ ʠʟʤʝʥʠʪʴ ʥʘʩʪʨʦʝʥʠʝ 

ʪʨʝʥʠʨʦʚʦʯʥʦʛʦ ʩʮʝʥʘʨʠʷ ʦʪ ʧʨʠʚʝʪʣʠʚʦʛʦ ʩʠʥʝʛʦ ʜʦ ʚʳʟʳʚʘʶʱʝʛʦ ʩʪʨʝʩʩ 

ʤʠʛʘʶʱʝʛʦ ʢʨʘʩʥʦʛʦ ʮʚʝʪʘ. ɻʨʦʭʦʯʫʱʠʝ ʛʨʦʤʢʦʛʦʚʦʨʠʪʝʣʠ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʜʣʷ ʠʤʠʪʘʮʠʠ ʩʮʝʥʘʨʠʝʚ ʩʪʠʭʠʡʥʳʭ ʙʝʜʩʪʚʠʡ, ʘ ʢʦʥʪʨʦʣʴ ʪʝʤʧʝʨʘʪʫʨʳ ʤʦʞʝʪ 

ʙʫʢʚʘʣʴʥʦ ʧʦʜʥʷʪʴ ʥʘʢʘʣ ʩʠʪʫʘʮʠʠ. 

ɹʣʘʛʦʜʘʨʷ ʚʢʣʘʜʫ IBM ʚ ʨʘʟʤʝʨʝ ʙʦʣʝʝ 3,3 ʤʠʣʣʠʦʥʘ ʜʦʣʣʘʨʦʚ, 

ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʦ ʪʘʢʞʝ ʙʳʣʦ ʦʩʥʘʱʝʥʦ ʦʜʥʠʤʠ ʠʟ ʣʫʯʰʠʭ ʥʘ ʨʳʥʢʝ ʧʨʦʜʫʢʪʦʚ 

ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʝʡ ʠ ʩʦʙʳʪʠʷʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ (SIEM). 

ʅʘʧʨʦʪʠʚ, Cyber Range ʥʘʭʦʜʠʪʩʷ ʙʦʣʴʰʦʡ ʘʪʨʠʫʤ ʠ ʧʨʦʩʪʦʨʥʦʝ 

ʢʦʥʬʠʛʫʨʠʨʫʝʤʦʝ ʧʨʦʩʪʨʘʥʩʪʚʦ ʜʣʷ ʤʠʥʠ-ʢʦʥʬʝʨʝʥʮʠʡ, ʛʜʝ GCI ʤʦʞʝʪ ʧʨʦʚʦʜʠʪʴ 

ʩʦʨʝʚʥʦʚʘʥʠʷ, ʙʝʩʝʜʳ, ʩʝʤʠʥʘʨʳ ʠ ʭʘʢʘʪʦʥʳ. 

ʅʘ ʧʝʨʚʦʤ ʵʪʘʞʝ ʪʘʢʞʝ ʝʩʪʴ ʩʝʢʮʠʷ ʜʣʷ ʦʙʫʯʝʥʠʷ ʰʠʨʦʢʦʡ ʦʙʱʝʩʪʚʝʥʥʦʩʪʠ 

ʚʦʧʨʦʩʘʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ɺ Cyber Experience Center ʝʩʪʴ ʵʢʩʧʦʥʘʪʳ, 

ʧʦʩʚʷʱʝʥʥʳʝ ʠʩʪʦʨʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʠʙʝʨʛʠʛʠʝʥʳ, ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʤ 

ʧʨʦʝʢʪʘʤ ʩʪʫʜʝʥʪʦʚ ʠ ʧʨʝʧʦʜʘʚʘʪʝʣʝʡ, ʘ ʪʘʢʞʝ ʧʨʘʢʪʠʯʝʩʢʠʤ ʜʝʤʦʥʩʪʨʘʮʠʷʤ. 

ɺʪʦʨʦʡ ʵʪʘʞ: ʥʦʚʦʝ ʧʦʢʦʣʝʥʠʝ ʢʠʙʝʨʟʘʱʠʪʥʠʢʦʚ 

ɺ ʵʪʦʤ ʛʦʜʫ ʚ ʧʨʦʛʨʘʤʤʝ RIT ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʢʦʤʧʴʶʪʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʜʣʷ ʩʪʫʜʝʥʪʦʚ ʙʳʣ ʧʨʦʚʝʜʝʥ ʩʘʤʳʡ ʙʦʣʴʰʦʡ ʟʘ ʚʩʶ ʠʩʪʦʨʠʶ ʚʭʦʜʷʱʠʡ ʢʫʨʩ. ʅʘ 

ʚʪʦʨʦʤ ʵʪʘʞʝ GCI ʙʳʣʦ ʩʦʟʜʘʥʦ ʥʝʩʢʦʣʴʢʦ ʥʦʚʳʭ ʣʘʙʦʨʘʪʦʨʥʳʭ ʧʦʤʝʱʝʥʠʡ, ʯʪʦʙʳ 

ʧʦʤʦʯʴ ʦʙʫʯʠʪʴ ʵʪʦ ʥʦʚʦʝ ʧʦʢʦʣʝʥʠʝ ʟʘʱʠʪʥʠʢʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʍʘʥʠʬ ʈʘʭʙʘʨʠ, ʜʦʮʝʥʪ ʢʘʬʝʜʨʳ ʢʦʤʧʴʶʪʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʵʪʦʡ ʚʝʩʥʦʡ 

ʧʨʝʧʦʜʘʝʪ ʢʫʨʩ ʙʝʩʧʨʦʚʦʜʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʥʦʚʦʡ ʣʘʙʦʨʘʪʦʨʠʠ ʩʝʪʝʚʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ GCI. 

çʉʦʚʨʝʤʝʥʥʳʡ ʜʠʟʘʡʥ ʠ ʥʦʚʝʡʰʝʝ ʦʙʦʨʫʜʦʚʘʥʠʝ ʧʦʟʚʦʣʷʶʪ ʧʨʦʚʦʜʠʪʴ ʙʦʣʝʝ 

ʨʘʟʥʦʦʙʨʘʟʥʳʡ ʥʘʙʦʨ ʣʘʙʦʨʘʪʦʨʥʳʭ ʨʘʙʦʪ, ʧʦʤʠʤʦ ʪʨʘʜʠʮʠʦʥʥʳʭ ʩʝʪʝʚʳʭ 

ʣʘʙʦʨʘʪʦʨʠʡ, ʯʪʦ ʧʦʤʦʛʘʝʪ ʝʱʝ ʙʦʣʴʰʝ ʦʙʦʛʘʪʠʪʴ ʦʙʨʘʟʦʚʘʥʠʝ, ʧʦʣʫʯʘʝʤʦʝ 

ʥʘʰʠʤʠ ʩʪʫʜʝʥʪʘʤʠ ʚ RITè, - ʩʢʘʟʘʣ ʈʘʭʙʘʨʠ. çʊʝʧʝʨʴ ʫ ʥʘʩ ʝʩʪʴ ʙʦʣʝʝ ʫʜʦʙʥʦʝ 

ʧʨʦʩʪʨʘʥʩʪʚʦ ʜʣʷ ʙʝʩʧʨʦʚʦʜʥʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʝʪʝʚʦʛʦ 

ʦʙʦʨʫʜʦʚʘʥʠʷ, ʧʨʦʛʨʘʤʤʥʦ-ʢʦʥʬʠʛʫʨʠʨʫʝʤʳʭ ʨʘʜʠʦʤʦʜʫʣʝʡ ʠ ʘʥʪʝʥʥ, ʩʨʝʜʠ 

ʧʨʦʯʝʛʦè. 

ʇʦʤʠʤʦ ʣʘʙʦʨʘʪʦʨʠʠ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚ GCI ʝʩʪʴ ʜʚʝ ʥʦʚʳʝ ʫʯʝʙʥʳʝ 

ʣʘʙʦʨʘʪʦʨʠʠ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʣʘʙʦʨʘʪʦʨʠʷ Eaton Cybersecurity SAFE 

(ʦʮʝʥʢʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʫʜʝʙʥʘʷ ʵʢʩʧʝʨʪʠʟʘ). ʅʦʚʘʷ ʣʘʙʦʨʘʪʦʨʠʷ Air Gap Lab ʚ 

ʟʜʘʥʠʠ ʪʘʢʞʝ ʜʘʝʪ ʩʪʫʜʝʥʪʘʤ ʚʦʟʤʦʞʥʦʩʪʴ ʨʘʙʦʪʘʪʴ ʩ ʦʧʘʩʥʳʤʠ ʚʨʝʜʦʥʦʩʥʳʤʠ 
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ʧʨʦʛʨʘʤʤʘʤʠ, ʧʨʠ ʵʪʦʤ ʦʩʪʘʚʘʷʩʴ ʥʘʜʝʞʥʦ ʠʟʦʣʠʨʦʚʘʥʥʳʤʠ ʦʪ ʦʩʪʘʣʴʥʦʡ ʯʘʩʪʠ 

ʢʘʤʧʫʩʘ ʠ ʀʥʪʝʨʥʝʪʘ. 

ɹʦʣʝʝ 500 ʩʪʫʜʝʥʪʦʚ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʠʟʫʯʘʶʪ ʢʦʤʧʴʶʪʝʨʥʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ 

ʚ RIT, ʢʦʪʦʨʳʡ ʧʦʣʫʯʠʣ ʥʘʮʠʦʥʘʣʴʥʦʝ ʧʨʠʟʥʘʥʠʝ ʟʘ ʦʙʨʘʟʦʚʘʥʠʝ ʠ ʠʩʩʣʝʜʦʚʘʥʠʷ ʚ 

ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʅʘ ʚʪʦʨʦʤ ʵʪʘʞʝ ʦʪʚʝʜʝʥʦ ʤʝʩʪʦ ʜʣʷ ʩʪʫʜʝʥʪʦʚ, ʦʙʫʯʘʶʱʠʭʩʷ ʧʦ ʧʨʦʛʨʘʤʤʝ 

CyberCorps: Scholarship for Service NSF. 

ʕʪʠ ʩʪʫʜʝʥʪʳ ʧʦʣʫʯʘʶʪ ʩʪʠʧʝʥʜʠʶ, ʧʦʢʨʳʚʘʶʱʫʶ ʠʭ ʨʘʩʭʦʜʳ ʚ RIT, ʚ 

ʦʙʤʝʥ ʥʘ ʩʦʛʣʘʩʠʝ ʨʘʙʦʪʘʪʴ ʥʘ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʜʦʣʞʥʦʩʪʠ ʚ ʦʙʣʘʩʪʠ 

ʢʦʤʧʴʶʪʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʪʝʯʝʥʠʝ ʪʦʛʦ ʞʝ ʢʦʣʠʯʝʩʪʚʘ ʣʝʪ. 

ɺ GCI ʪʘʢʞʝ ʝʩʪʴ ʤʝʩʪʘ ʜʣʷ ʩʪʫʜʝʥʪʦʚ, ʫʯʘʩʪʚʫʶʱʠʭ ʚ ʩʦʨʝʚʥʦʚʘʥʠʷʭ, ʠ 

ʫʥʠʚʝʨʩʠʪʝʪʩʢʠʡ ʢʣʫʙ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ RITSECé 

ʊʨʝʪʠʡ ʵʪʘʞ: ʧʦʚʳʰʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ 

ʊʨʝʪʠʡ ʵʪʘʞ ɻʣʦʙʘʣʴʥʦʛʦ ʠʥʩʪʠʪʫʪʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʩʚʷʱʝʥ 

ʠʩʩʣʝʜʦʚʘʪʝʣʷʤ, ʢʦʪʦʨʳʝ ʨʝʰʘʶʪ ʥʝʢʦʪʦʨʳʝ ʠʟ ʥʘʠʙʦʣʝʝ ʘʢʪʫʘʣʴʥʳʭ ʧʨʦʙʣʝʤ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʛʦʜʥʷ ʠ ʟʘʚʪʨʘ. 

ʄʝʭʜʠ ʄʠʨʘʭʦʨʣʠ - ʦʜʠʥ ʠʟ ʪʝʭ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʭʦʪʷʪ ʩʜʝʣʘʪʴ 

ʢʨʫʧʥʦʤʘʩʰʪʘʙʥʳʝ ʧʨʦʛʨʘʤʤʥʳʝ ʩʠʩʪʝʤʳ ʙʦʣʝʝ ʙʝʟʦʧʘʩʥʳʤʠ, ʙʳʩʪʨʳʤʠ ʠ 

ʥʘʜʝʞʥʳʤʠ. 

ʉ ʤʦʤʝʥʪʘ ʧʨʠʭʦʜʘ ʚ RIT ʚ 2014 ʛʦʜʫ ʄʠʨʘʭʦʨʣʠ, ʜʦʮʝʥʪ ʢʘʬʝʜʨʳ 

ʧʨʦʛʨʘʤʤʥʦʡ ʠʥʞʝʥʝʨʠʠ, ʨʘʙʦʪʘʝʪ ʥʘʜ ʘʥʘʣʠʟʦʤ ʠ ʠʟʤʝʥʝʥʠʝʤ ʪʦʛʦ, ʢʘʢ ʣʶʜʠ 

ʩʦʟʜʘʶʪ ʠ ʧʦʜʜʝʨʞʠʚʘʶʪ ʩʣʦʞʥʳʝ ʧʨʦʛʨʘʤʤʥʳʝ ʩʠʩʪʝʤʳ. ʉʝʛʦʜʥʷ, ʧʦʣʫʯʠʚ ʙʦʣʝʝ 

4 ʤʠʣʣʠʦʥʦʚ ʜʦʣʣʘʨʦʚ ʧʦʜʜʝʨʞʢʠ ʦʪ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʥʘʫʯʥʦʛʦ ʬʦʥʜʘ, ɸʛʝʥʪʩʪʚʘ 

ʧʝʨʩʧʝʢʪʠʚʥʳʭ ʦʙʦʨʦʥʥʳʭ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʭ ʧʨʦʝʢʪʦʚ (DARPA) ʠ ʜʨʫʛʠʭ 

ʦʨʛʘʥʠʟʘʮʠʡ, ʄʠʨʘʭʦʨʣʠ ʠ ʝʛʦ ʢʦʤʘʥʜʘ ʩʪʫʜʝʥʪʦʚ-ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʨʘʙʦʪʘʶʪ ʥʘʜ 

ʠʟʤʝʥʝʥʠʝʤ ʢʫʣʴʪʫʨʳ ʨʘʟʨʘʙʦʪʢʠ. 

çʇʷʪʴʜʝʩʷʪ ʧʨʦʮʝʥʪʦʚ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʩʦʚʨʝʤʝʥʥʳʭ ʧʨʦʛʨʘʤʤʥʳʭ ʩʠʩʪʝʤʘʭ 

ʚʳʟʚʘʥʳ ʥʝʜʦʩʪʘʪʢʘʤʠ ʢʦʥʩʪʨʫʢʮʠʠè, - ʩʢʘʟʘʣ ʄʠʨʘʢʭʦʨʣʠ, ʧʦʣʫʯʠʚʰʠʡ ʟʚʘʥʠʝ 

ʥʘʫʯʥʦʛʦ ʩʦʪʨʫʜʥʠʢʘ Kodak Endowed Scholar ʚ ʂʦʣʣʝʜʞʝ ʚʳʯʠʩʣʠʪʝʣʴʥʳʭ ʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʥʘʫʢ ɻʦʣʠʟʘʥʦ. çʉʝʛʦʜʥʷ ʤʳ ʠʩʧʨʘʚʣʷʝʤ ʦʰʠʙʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʥʦ ʥʝ ʜʦʭʦʜʠʤ ʜʦ ʢʦʨʥʷ ʧʨʦʙʣʝʤʳ ʠ ʥʝ ʚʳʷʚʣʷʝʤ ʘʨʭʠʪʝʢʪʫʨʥʳʝ ʥʝʜʦʩʪʘʪʢʠ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷè. 

çɸʨʭʠʪʝʢʪʫʨʘ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʚʳʭʦʜʠʪ ʟʘ ʨʘʤʢʠ ʧʨʦʩʪʦʛʦ ʢʦʜʘè, - 

ʧʦʷʩʥʠʣ ʄʠʨʘʭʦʨʣʠ. ɹʫʜʴ ʪʦ ʙʘʥʢʦʚʩʢʘʷ ʩʠʩʪʝʤʘ ʠʣʠ ʵʣʝʢʪʨʦʥʥʳʝ ʤʝʜʠʮʠʥʩʢʠʝ 

ʟʘʧʠʩʠ, ʙʦʣʴʰʘʷ ʯʘʩʪʴ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʪʨʝʙʫʝʪ ʥʘʜʝʞʥʦʩʪʠ, 

ʜʦʩʪʫʧʥʦʩʪʠ, ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. ʆʜʥʘʢʦ, ʝʩʣʠ ʯʘʩʪʠ ʥʝ ʧʦʜʭʦʜʷʪ 

ʜʨʫʛ ʢ ʜʨʫʛʫ ʠʜʝʘʣʴʥʦ, ʚʩʷ ʩʠʩʪʝʤʘ ʤʦʞʝʪ ʨʘʩʩʳʧʘʪʴʩʷ. 

çʅʝ ʚʩʝ ʧʨʦʛʨʘʤʤʠʩʪʳ - ʜʠʟʘʡʥʝʨʳ, ʢʦʪʦʨʳʝ ʧʦʥʠʤʘʶʪ ʵʪʠ ʚʘʞʥʳʝ 

ʧʨʠʥʮʠʧʳ ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷè, - ʩʢʘʟʘʣ ʄʠʨʘʭʦʨʣʠ. 

çʆʜʥʘʢʦ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʩʪʘʪʴ ʜʠʟʘʡʥʝʨʦʤ, ʪʨʝʙʫʶʪʩʷ ʛʦʜʳ ʦʧʳʪʘ, ʠ ʦʥʠ ʜʦʨʦʛʠ, 

ʧʦʵʪʦʤʫ ʫ ʥʘʩ ʠʭ ʤʝʥʴʰʝ ʚ ʦʪʨʘʩʣʠè. 

ɺʦʪ ʧʦʯʝʤʫ ʄʠʨʘʭʦʨʣʠ ʧʦʩʪʘʚʠʣ ʩʚʦʝʡ ʜʦʣʛʦʩʨʦʯʥʦʡ ʮʝʣʴʶ ʩʠʥʪʝʟʠʨʦʚʘʪʴ 

ʜʠʟʘʡʥ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʚʦ ʯʪʦ-ʪʦ ʙʦʣʝʝ ʠʥʪʫʠʪʠʚʥʦʝ, ʚ ʯʘʩʪʥʦʩʪʠ, ʜʣʷ 

ʥʦʚʠʯʢʦʚ ʠ ʥʘʯʠʥʘʶʱʠʭ ʧʨʦʛʨʘʤʤʠʩʪʦʚ. 
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ɺ 2020 ʛʦʜʫ ʦʥ ʧʦʣʫʯʠʣ ʧʨʝʩʪʠʞʥʫʶ ʥʘʛʨʘʜʫ NSF Faculty Early Career 

Development (CAREER) ʟʘ ʩʚʦʠ ʫʩʠʣʠʷ ʚ ʦʙʣʘʩʪʠ ʘʨʭʠʪʝʢʪʫʨʳ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ. 

ɽʛʦ ʧʨʦʝʢʪ ʥʘʧʨʘʚʣʝʥ ʥʘ ʪʦ, ʯʪʦʙʳ ʧʨʝʚʨʘʪʠʪʴ ʧʨʦʝʢʪʠʨʦʚʘʥʠʝ ʠ 

ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʠʟ ʯʠʩʪʦ ʨʫʯʥʦʡ ʠ ʵʢʩʢʣʶʟʠʚʥʦʡ 

ʟʘʜʘʯʠ ʚ ʟʘʜʘʯʫ, ʚ ʢʦʪʦʨʦʡ ʧʨʦʛʨʘʤʤʠʩʪ ʠ ʠʥʩʪʨʫʤʝʥʪ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʩʠʥʪʝʟʘ 

ʜʠʟʘʡʥʘ ʤʦʛʫʪ ʩʦʪʨʫʜʥʠʯʘʪʴ ʜʣʷ ʩʦʟʜʘʥʠʷ ʧʨʦʝʢʪʘ ʠ ʨʝʘʣʠʟʘʮʠʠ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ, ʦʪʚʝʯʘʶʱʝʛʦ ʝʛʦ ʩʮʝʥʘʨʠʷʤ ʘʪʨʠʙʫʪʦʚ ʢʘʯʝʩʪʚʘ. 

çʇʦ ʩʫʪʠ, ʷ ʩʦʟʜʘʶ ʥʦʚʳʡ ʷʟʳʢ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʷ, ʢʦʪʦʨʳʡ ʫʧʨʦʱʘʝʪ ʣʶʜʷʤ 

ʚʳʨʘʞʝʥʠʝ ʥʘʤʝʨʝʥʠʡ ʜʠʟʘʡʥʘè, - ʩʢʘʟʘʣ ʄʠʨʘʭʦʨʣʠ. çʕʪʦʪ ʠʥʩʪʨʫʤʝʥʪ ʰʘʛ ʟʘ 

ʰʘʛʦʤ ʧʨʦʚʝʜʝʪ ʧʨʦʛʨʘʤʤʠʩʪʦʚ ʧʦ ʘʨʭʠʪʝʢʪʫʨʝ ʠ ʩʦʦʙʱʠʪ ʠʤ, ʥʘʨʫʰʘʶʪ ʣʠ ʦʥʠ 

ʢʘʢʠʝ-ʣʠʙʦ ʧʨʠʥʮʠʧʳ ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ. ʕʪʦ ʧʨʠʚʝʜʝʪ ʢ ʤʝʥʴʰʝʤʫ ʢʦʣʠʯʝʩʪʚʫ 

ʦʰʠʙʦʢ ʠ ʧʨʦʙʣʝʤ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶè. 

ʅʘʧʨʠʤʝʨ, ʧʨʦʛʨʘʤʤʠʩʪʳ, ʢʦʪʦʨʳʤ ʥʝ ʪʝʨʧʠʪʩʷ ʜʦʙʘʚʠʪʴ ʣʦʛʠʥ ʠ ʧʘʨʦʣʴ ʚ 

ʩʚʦʶ ʩʠʩʪʝʤʫ, ʤʦʛʫʪ ʥʝ ʟʥʘʪʴ ʪʦʯʥʦ, ʛʜʝ ʨʘʟʤʝʩʪʠʪʴ ʩʚʦʶ ʪʝʭʥʦʣʦʛʠʶ. ɽʩʣʠ ʦʥʠ 

ʦʙʥʘʨʫʞʘʪ ʝʛʦ ʥʘ ʩʪʦʨʦʥʝ ʢʣʠʝʥʪʘ, ʦʥʠ ʤʦʛʫʪ ʧʦʜʚʝʨʛʥʫʪʴ ʩʚʦʶ ʩʠʩʪʝʤʫ 

ʫʷʟʚʠʤʦʩʪʠ ʦʙʭʦʜʘ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. 

ʀʤʝʷ ʧʦʜ ʨʫʢʦʡ ʠʥʩʪʨʫʤʝʥʪ ʄʠʨʘʭʦʨʣʠ, ʧʨʦʛʨʘʤʤʠʩʪ ʤʦʛ ʙʳ ʧʦʣʫʯʠʪʴ 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦʙ ʵʪʦʡ ʫʷʟʚʠʤʦʩʪʠ ʠ ʫʟʥʘʪʴ, ʢʘʢ ʝʝ ʫʩʪʨʘʥʠʪʴ. 

ɺ ʨʘʤʢʘʭ ʥʘʛʨʘʜʳ CAREER ʄʠʨʘʭʦʨʣʠ ʨʘʩʩʤʘʪʨʠʚʘʝʪ ʨʘʟʨʘʙʦʪʢʫ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʩ ʢʦʛʥʠʪʠʚʥʦʡ ʪʦʯʢʠ ʟʨʝʥʠʷ. ʆʥ ʚʩʪʨʝʯʘʝʪʩʷ ʩ ʥʦʚʳʤʠ 

ʩʪʫʜʝʥʪʘʤʠ, ʥʘʯʠʥʘʶʱʠʤʠ ʧʨʦʛʨʘʤʤʠʩʪʘʤʠ ʠ ʦʧʳʪʥʳʤʠ ʜʠʟʘʡʥʝʨʘʤʠ, ʯʪʦʙʳ 

ʫʟʥʘʪʴ, ʢʘʢ ʨʘʟʥʳʝ ʣʶʜʠ ʧʦʜʭʦʜʷʪ ʢ ʧʨʦʙʣʝʤʘʤ ʘʨʭʠʪʝʢʪʫʨʳ. ʆʥ ʪʘʢʞʝ ʟʘʥʠʤʘʝʪʩʷ 

ʨʘʟʨʘʙʦʪʢʦʡ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʠʟʫʯʘʪʴ ʧʝʨʝʜʦʚʦʡ ʦʧʳʪ 

ʭʦʨʦʰʠʭ ʧʨʦʛʨʘʤʤʥʳʭ ʩʠʩʪʝʤ, ʩʫʱʝʩʪʚʫʶʱʠʭ ʩʝʛʦʜʥʷ ʚ ʤʠʨʝ. 

ɺ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʤ ʧʨʦʩʪʨʘʥʩʪʚʝ GCI ʄʠʨʘʢʭʦʨʣʠ ʪʘʢʞʝ ʨʫʢʦʚʦʜʠʪ 

ʛʨʫʧʧʦʡ ʩʪʫʜʝʥʪʦʚ-ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʩʦʟʜʘʶʪ ʨʘʟʣʠʯʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʠ 

ʤʝʪʦʜʳ, ʢʦʪʦʨʳʝ ʢʦʜʠʨʦʚʱʠʢʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʩʦʟʜʘʥʠʷ ʙʦʣʝʝ ʥʘʜʝʞʥʦʛʦ ʠ 

ʙʝʟʦʧʘʩʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

çɺ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʤʳ ʥʘʜʝʝʤʩʷ ʩʜʝʣʘʪʴ ʚʩʝ ʥʘʰʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ 

ʙʝʟʦʧʘʩʥʳʤ ʩ ʧʦʤʦʱʴʶ ʢʦʥʩʪʨʫʢʮʠʠè, - ʩʢʘʟʘʣ ʄʠʨʘʭʦʨʣʠ. (Scott Bureau. 

Cybersecurity complex open for business // Rochester Institute of Technology 

(https://www.rit.edu/news/cybersecurity-complex-open-business). 28.04.2021). 
***  

 

çʇʦ ʜʘʥʥʳʤ ʤʝʩʪʥʦʡ ʧʦʣʠʮʠʠ, ʢʦʜʳ ʙʳʩʪʨʦʛʦ ʦʪʚʝʪʘ (QR), 

ʠʩʧʦʣʴʟʫʝʤʳʝ ʧʨʦʛʨʘʤʤʦʡ ʦʪʩʣʝʞʠʚʘʥʠʷ ʢʦʥʪʘʢʪʦʚ COVID-19, ʙʳʣʠ 

ʟʘʭʚʘʯʝʥʳ ʯʝʣʦʚʝʢʦʤ, ʢʦʪʦʨʳʡ ʧʨʦʩʪʦ ʚʙʠʣ ʩʚʝʨʭʫ ʤʦʰʝʥʥʠʯʝʩʢʠʝ QR-ʢʦʜʳ, 

ʯʪʦʙʳ ʧʝʨʝʥʘʧʨʘʚʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ ʚʝʙ-ʩʘʡʪ ʧʨʦʪʠʚ ʚʘʢʮʠʥʘʮʠʠ. 

ʊʝʧʝʨʴ ʝʤʫ ʛʨʦʟʠʪ ʜʚʘ ʦʙʚʠʥʝʥʠʷ ʚ çʧʨʝʧʷʪʩʪʚʦʚʘʥʠʠ ʦʧʝʨʘʮʠʷʤ, 

ʧʨʦʚʦʜʠʤʳʤ ʚ ʩʚʷʟʠ ʩ COVID-19 ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ɿʘʢʦʥʦʤ ʦʙ ʫʧʨʘʚʣʝʥʠʠ 

ʯʨʝʟʚʳʯʘʡʥʳʤʠ ʩʠʪʫʘʮʠʷʤʠè, - ʛʦʚʦʨʠʪʩʷ ʚ ʟʘʷʚʣʝʥʠʠ ʧʦʣʠʮʠʠ ʖʞʥʦʡ ɸʚʩʪʨʘʣʠʠ, 

ʚ ʢʦʪʦʨʦʤ ʦʙʲʷʚʣʷʝʪʩʷ ʦʙ ʘʨʝʩʪʝ. ɽʛʦ ʘʨʝʩʪ, ʚʦʟʤʦʞʥʦ, ʧʨʦʩʪʦ ʢʘʧʣʷ ʚ ʤʦʨʝ: 

ʩʦʦʙʱʝʥʠʡ ʦ ʪʦʤ, ʯʪʦ ʜʨʫʛʠʝ ʘʥʪʠʚʘʢʩʦʚʳʝ ʘʛʝʥʪʳ ʜʝʣʘʶʪ ʪʦ ʞʝ ʩʘʤʦʝ, ʝʩʪʴ ʚ 

ʙʦʣʴʰʦʤ ʢʦʣʠʯʝʩʪʚʝ. 
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ʇʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ ʦʨʛʘʥʳ ʜʦʙʘʚʠʣʠ ʜʦʧʦʣʥʠʪʝʣʴʥʦʝ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ 

ʧʦʪʝʥʮʠʘʣʴʥʳʤ ʤʦʰʝʥʥʠʢʘʤ ʩ QR-ʢʦʜʘʤʠ: çʃʶʙʦʡ ʯʝʣʦʚʝʢ, ʫʣʠʯʝʥʥʳʡ ʚ 

ʧʦʜʜʝʣʢʝ ʠʣʠ ʩʦʟʜʘʥʠʠ ʧʨʝʧʷʪʩʪʚʠʡ ʜʣʷ ʙʠʟʥʝʩ-QR-ʢʦʜʦʚ, ʩʢʦʨʝʝ ʚʩʝʛʦ, ʩʪʦʣʢʥʝʪʩʷ 

ʩ ʘʨʝʩʪʦʤ ʠ ʰʪʨʘʬʦʤ ʚ ʨʘʟʤʝʨʝ ʜʦ 10 000 ʜʦʣʣʘʨʦʚè. 

ʇʦʣʠʮʠʷ ʟʘʷʚʠʣʘ, ʯʪʦ ʥʠʢʘʢʠʝ ʣʠʯʥʳʝ ʜʘʥʥʳʝ ʥʝ ʙʳʣʠ ʚʟʣʦʤʘʥʳ, ʥʦ 

ʠʥʮʠʜʝʥʪ ʧʦʜʯʝʨʢʠʚʘʝʪ, ʯʪʦ ʥʘ ʩʘʤʦʤ ʜʝʣʝ ʚʩʝ, ʯʪʦ ʥʫʞʥʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ, - ʵʪʦ 

ʧʨʠʥʪʝʨ ʠ ʫʧʘʢʦʚʢʘ ʵʪʠʢʝʪʦʢ Avery, ʯʪʦʙʳ ʥʘʥʝʩʪʠ ʨʝʘʣʴʥʳʡ ʫʱʝʨʙ. 

ɺ ʵʪʦʤ ʩʣʫʯʘʝ QR-ʢʦʜʳ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʦʬʠʮʠʘʣʴʥʳʤ ʧʨʠʣʦʞʝʥʠʝʤ 

CovidSafe ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʖʞʥʦʡ ɸʚʩʪʨʘʣʠʠ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʢʘʤʝʨʝ ʫʩʪʨʦʡʩʪʚʘ, 

ʩʢʘʥʠʨʦʚʘʥʠʷ ʢʦʜʘ ʠ ʩʙʦʨʘ ʜʘʥʥʳʭ ʦ ʤʝʩʪʦʧʦʣʦʞʝʥʠʠ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ, ʢʦʪʦʨʳʝ 

ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ ʢʦʥʪʘʢʪʦʚ ʚ ʩʣʫʯʘʝ ʚʩʧʳʰʢʠ COVID-19, 

ABC ʆʙ ʵʪʦʤ ʩʦʦʙʱʘʝʪ News Australia. 

ʕʪʦ ʤʥʦʛʦ ʣʠʯʥʳʭ ʜʘʥʥʳʭ, ʩʚʷʟʘʥʥʳʭ ʩ ʦʜʥʠʤ QR-ʢʦʜʦʤ, ʢʦʪʦʨʳʝ ʞʜʫʪ, 

ʢʦʛʜʘ ʠʭ ʫʢʨʘʜʫʪ. 

çɺ ʵʪʦʤ ʩʣʫʯʘʝ ʣʶʜʠ, ʦʪʩʢʘʥʠʨʦʚʘʚʰʠʝ ʥʝʟʘʢʦʥʥʳʡ QR-ʢʦʜ, ʙʳʣʠ 

ʧʝʨʝʥʘʧʨʘʚʣʝʥʳ ʥʘ ʚʝʙ-ʩʘʡʪ, ʨʘʩʧʨʦʩʪʨʘʥʷʶʱʠʡ ʜʝʟʠʥʬʦʨʤʘʮʠʶ ʦʪ ʘʥʪʠʚʠʨʫʩʥʦʛʦ 

ʩʦʦʙʱʝʩʪʚʘè, - ʩʢʘʟʘʣ Threatpost ɹʠʣʣ ʍʘʨʨʦʜ, ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ ʧʦ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʤʫ ʩʝʢʪʦʨʫ Ivanti. çʍʦʪʷ ʵʪʦ ʚʳʟʳʚʘʝʪ ʙʝʩʧʦʢʦʡʩʪʚʦ, ʨʝʟʫʣʴʪʘʪ ʤʦʛ 

ʙʳʪʴ ʛʦʨʘʟʜʦ ʙʦʣʝʝ ʦʧʘʩʥʳʤè. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ QR-ʢʦʜʘ, ʨʦʩʪ ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʡ 

ʅʝʩʤʦʪʨʷ ʥʘ ʦʯʝʚʠʜʥʫʶ ʣʝʛʢʦʩʪʴ, ʩ ʢʦʪʦʨʦʡ ʠʤʠ ʤʦʞʥʦ ʟʣʦʫʧʦʪʨʝʙʣʷʪʴ, 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ QR-ʢʦʜʦʚ ʨʘʩʪʝʪ. ʊʦʣʴʢʦ ʚ ʵʪʦʤ ʤʝʩʷʮʝ Ivanti ʦʧʫʙʣʠʢʦʚʘʣ ʦʪʯʝʪ, ʚ 

ʢʦʪʦʨʦʤ ʚʳʷʩʥʠʣʦʩʴ, ʯʪʦ 57 ʧʨʦʮʝʥʪʦʚ ʨʝʩʧʦʥʜʝʥʪʦʚ ʚ ʂʠʪʘʝ, ʌʨʘʥʮʠʠ, ɻʝʨʤʘʥʠʠ, 

ʗʧʦʥʠʠ, ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʠ ʉʐɸ ʫʚʝʣʠʯʠʣʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ QR-ʢʦʜʘ ʩ ʤʘʨʪʘ 2020 

ʛʦʜʘ. 

QR-ʢʦʜʳ ʩʪʘʣʠ ʙʳʩʪʨʳʤ ʙʝʩʢʦʥʪʘʢʪʥʳʤ ʩʧʦʩʦʙʦʤ ʯʪʝʥʠʷ ʤʝʥʶ, ʟʘʧʠʩʠ ʥʘ 

ʧʨʠʝʤ ʠ ʤʥʦʛʦʛʦ ʜʨʫʛʦʛʦ ʩ ʥʘʯʘʣʘ ʧʘʥʜʝʤʠʠ COVID-19. ɸ ʪʘʤ, ʛʜʝ ʮʝʥʥʳʝ ʜʘʥʥʳʝ 

ʦʩʪʘʣʠʩʴ ʥʝʟʘʱʠʱʝʥʥʳʤʠ, ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʦʙʷʟʘʪʝʣʴʥʦ ʧʦʷʚʷʪʩʷ ʚʦʚʨʝʤʷ. 

çʀʟʚʝʩʪʥʦ, ʯʪʦ ʭʘʢʝʨʳ ʩʦʟʜʘʶʪ ʥʘʢʣʝʡʢʠ ʩʦ ʟʣʦʥʘʤʝʨʝʥʥʳʤʠ QR-ʢʦʜʘʤʠ ʠ 

ʥʘʢʣʝʠʚʘʶʪ ʠʭ ʥʘ ʟʘʢʦʥʥʳʝ QR-ʢʦʜʳ, ʯʪʦ ʧʦʟʚʦʣʷʝʪ ʠʤ ʧʝʨʝʭʚʘʪʳʚʘʪʴ ʪʨʘʥʟʘʢʮʠʠ 

ʠʣʠ ʥʘʭʦʜʠʪʴʩʷ ʚ ʧʨʦʮʝʩʩʝ ʠʭ ʦʙʨʘʙʦʪʢʠ ʠ ʟʘʭʚʘʪʳʚʘʪʴ ʧʣʘʪʝʞʥʫʶ ʠʥʬʦʨʤʘʮʠʶè, - 

ʩʢʘʟʘʣ ʍʘʨʨʦʜ. 

Ivanti ʦʪʤʝʪʠʣʘ ʚ ʩʚʦʝʤ ʦʪʯʝʪʝ, ʯʪʦ ʵʪʦʪ ʪʠʧ çʣʠʧʢʦʡè ʚʨʝʜʦʥʦʩʥʦʡ ʘʪʘʢʠ ʩ 

ʧʦʤʦʱʴʶ QR-ʢʦʜʘ ʫʞʝ ʥʘʙʣʶʜʘʣʩʷ, ʢʦʛʜʘ ʦʥʘ ʠʩʧʦʣʴʟʦʚʘʣʘʩʴ ʜʣʷ ʢʨʘʞʠ 

ʧʣʘʪʝʞʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʚ ʪʘʢʠʭ ʤʝʩʪʘʭ, ʢʘʢ ʨʝʩʪʦʨʘʥʳ ʠ ʛʘʨʘʞʠ. ɺʨʝʜʦʥʦʩʥʳʝ QR-

ʢʦʜʳ ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʢʨʘʞʠ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʧʨʠ ʬʠʰʠʥʛʦʚʳʭ ʠ 

ʚʨʝʜʦʥʦʩʥʳʭ ʘʪʘʢʘʭ. 

ʉʠʪʫʘʮʠʷ ʥʘʩʪʦʣʴʢʦ ʧʣʦʭʘ, ʯʪʦ ɻʣʘʚʥʦʝ ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʧʦ ʙʦʨʴʙʝ ʩ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ ʘʨʤʠʠ ʚʳʧʫʩʪʠʣʦ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʚ ʤʘʨʪʝ, ʘ ʪʘʢʞʝ 

ʧʨʝʜʫʧʨʝʜʠʣʦ çʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦʧʘʩʘʪʴʩʷ ʧʦʜʦʟʨʠʪʝʣʴʥʳʭ ʢʦʜʦʚ ʙʳʩʪʨʦʛʦ 

ʨʝʘʛʠʨʦʚʘʥʠʷè. 

ɸʨʤʠʷ ʨʝʢʦʤʝʥʜʦʚʘʣʘ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʠʟʙʝʛʘʪʴ ʩʢʘʥʠʨʦʚʘʥʠʷ ʩʣʫʯʘʡʥʳʭ QR-

ʢʦʜʦʚ, ʧʨʦʷʚʣʷʪʴ ʦʩʦʙʫʶ ʦʩʪʦʨʦʞʥʦʩʪʴ ʧʨʠ ʚʚʦʜʝ ʢʘʢʠʭ-ʣʠʙʦ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ 

ʧʦʩʣʝ ʩʢʘʥʠʨʦʚʘʥʠʷ ʠ ʧʨʝʜʣʘʛʘʝʪ, ʝʩʣʠ QR-ʢʦʜ ʥʘʢʣʘʜʳʚʘʝʪʩʷ ʧʦʚʝʨʭ ʜʨʫʛʦʛʦ, 

ʩʧʨʦʩʠʪʴ ʦ ʝʛʦ ʟʘʢʦʥʥʦʩʪʠ. 
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çʇʨʦʙʣʝʤʘ ʚ ʪʦʤ, ʯʪʦ QR-ʢʦʜʳ ʧʦ ʩʚʦʝʡ ʢʦʥʩʪʨʫʢʮʠʠ ʥʝ ʯʠʪʘʶʪʩʷ 

ʯʝʣʦʚʝʢʦʤ, ʠ ʧʦʵʪʦʤʫ ʧʨʘʢʪʠʯʝʩʢʠ ʥʝʚʦʟʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ, ʙʝʟʦʧʘʩʥʘ ʣʠ ʩʩʳʣʢʘ, 

ʥʘ ʢʦʪʦʨʫʶ ʫʢʘʟʳʚʘʝʪ ʙʳʩʪʨʦ ʩʯʠʪʳʚʘʝʤʳʡ ʢʦʜ, ʠʣʠ ʷʚʣʷʝʪʩʷ ʚʨʝʜʦʥʦʩʥʦʡè, - 

ʧʦʷʩʥʠʣ ʍʘʨʨʦʜ ʚ ʵʣʝʢʪʨʦʥʥʦʤ ʧʠʩʴʤʝ. çɺ ʪʝʯʝʥʠʝ ʤʥʦʛʠʭ ʣʝʪ ʤʳ ʧʨʠʟʳʚʘʣʠ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʫʟʥʘʚʘʪʴ ʦ ʩʩʳʣʢʘʭ, ʧʨʝʞʜʝ ʯʝʤ ʦʥʠ ʥʘʞʠʤʘʶʪ ʥʘ ʥʠʭ, ʠ ʠʩʢʘʪʴ ʚ 

URL-ʘʜʨʝʩʘʭ ʢʦʥʪʨʦʣʴʥʳʝ ʧʨʠʟʥʘʢʠ ʪʦʛʦ, ʯʪʦ ʦʥʠ ʥʝ ʟʘʩʣʫʞʠʚʘʶʪ ʜʦʚʝʨʠʷ. ʆʜʥʘʢʦ 

ʩ QR-ʢʦʜʘʤʠ ʫ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʝʪ ʚʦʟʤʦʞʥʦʩʪʠ ʫʟʥʘʪʴ, ʧʨʝʞʜʝ ʯʝʤ ʦʥʠ ʙʫʜʫʪ 

ʧʝʨʝʥʘʧʨʘʚʣʝʥʳè. 

ʇʨʦʚʝʨʴʪʝ QR-ʢʦʜʳ, ʚʝʜʫʱʠʝ ʢ ʩʩʳʣʢʘʤ Bit.ly 

ʍʘʨʨʦʜ ʩʢʘʟʘʣ, ʯʪʦ, ʦʩʥʦʚʳʚʘʷʩʴ ʥʘ ʠʩʩʣʝʜʦʚʘʥʠʠ Ivanti, ʧʦʣʴʟʦʚʘʪʝʣʠ 

ʜʦʣʞʥʳ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʧʨʦʩʤʦʪʨʝʪʴ ʚʩʝ ʩʩʳʣʢʠ bit.ly, ʢʦʪʦʨʳʝ ʧʦʷʚʣʷʶʪʩʷ ʧʦʩʣʝ 

ʩʢʘʥʠʨʦʚʘʥʠʷ QR-ʢʦʜʘ. 

çBit.ly - ʵʪʦ ʙʝʩʧʣʘʪʥʳʡ ʩʝʨʚʠʩ ʩʦʢʨʘʱʝʥʠʷ URL-ʘʜʨʝʩʦʚ, ʢʦʪʦʨʳʡ ʪʘʢʞʝ 

ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʭʘʢʝʨʘʤʠ ʜʣʷ ʤʘʩʢʠʨʦʚʢʠ ʚʨʝʜʦʥʦʩʥʳʭ URL-ʘʜʨʝʩʦʚè, - 

ʩʦʦʙʱʠʣ ʍʘʨʨʦʜ. çʍʦʨʦʰʘʷ ʥʦʚʦʩʪʴ ʚ ʪʦʤ, ʯʪʦ ʚʳ ʤʦʞʝʪʝ ʙʝʟʦʧʘʩʥʦ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʦ ʧʨʦʩʤʦʪʨʝʪʴ ʩʩʳʣʢʫ bit.ly, ʜʦʙʘʚʠʚ ʟʥʘʢ ʧʣʶʩʘ (+) ʚ ʢʦʥʮʝ URL-

ʘʜʨʝʩʘ. ʕʪʦ ʥʘʧʨʘʚʠʪ ʚʘʩ ʥʘ ʩʪʨʘʥʠʮʫ, ʦʪʦʙʨʘʞʘʶʱʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʩʳʣʢʝ, 

ʯʪʦʙʳ ʚʳ ʤʦʛʣʠ ʦʧʨʝʜʝʣʠʪʴ, ʟʘʢʦʥʥʘ ʦʥʘ ʠʣʠ ʥʝʪè. 

ʆʥ ʜʦʙʘʚʠʣ, ʯʪʦ, ʢʦʛʜʘ ʵʪʦ ʚʦʟʤʦʞʥʦ, ʧʦʣʥʦʩʪʴʶ ʠʟʙʝʛʘʡʪʝ ʫʛʨʦʟʳ 

ʙʝʟʦʧʘʩʥʦʩʪʠ QR-ʢʦʜʦʚ, ʦʪʢʨʳʚ ʙʨʘʫʟʝʨ ʠ ʧʨʦʩʤʘʪʨʠʚʘʷ ʠʥʬʦʨʤʘʮʠʶ ʯʝʨʝʟ 

ʢʦʨʧʦʨʘʪʠʚʥʳʡ ʚʝʙ-ʩʘʡʪ. 

ʇʦ ʝʛʦ ʩʣʦʚʘʤ, ʪʘʢʞʝ ʚʘʞʥʦ, ʯʪʦʙʳ ʧʦʣʴʟʦʚʘʪʝʣʠ ʧʦʥʠʤʘʣʠ ʩʨʝʜʩʪʚʘ ʟʘʱʠʪʳ 

ʥʘ ʩʚʦʠʭ ʫʩʪʨʦʡʩʪʚʘʭ, ʜʦʙʘʚʠʚ, ʯʪʦ Ivanti ʦʙʥʘʨʫʞʠʣʘ, ʯʪʦ 49% ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʟʘʷʚʠʣʠ, ʯʪʦ ʥʝ ʟʥʘʶʪ, ʫʩʪʘʥʦʚʣʝʥʳ ʣʠ ʫ ʥʠʭ ʢʘʢʠʝ-ʣʠʙʦ ʩʨʝʜʩʪʚʘ ʟʘʱʠʪʳ. 

çʅʝʜʘʚʥʝʝ ʠʩʩʣʝʜʦʚʘʥʠʝ Ivanti ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʦʣʴʟʦʚʘʪʝʣʠ ʦʙʳʯʥʦ ʥʝ 

ʠʤʝʶʪ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʦ ʪʦʤ, ʢʘʢʦʡ ʪʠʧ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʫʱʝʩʪʚʫʝʪ ʥʘ ʠʭ ʤʦʙʠʣʴʥʳʭ 

ʫʩʪʨʦʡʩʪʚʘʭ, ʯʪʦ ʤʦʞʝʪ ʩʦʟʜʘʪʴ ʦʛʨʦʤʥʳʝ ʙʨʝʰʠ ʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ, 

ʢʦʪʦʨʳʝ ʪʘʢʞʝ ʠʤʝʶʪ ʜʦʩʪʫʧ ʢ ʧʨʠʣʦʞʝʥʠʷʤ ʠ ʜʘʥʥʳʤ ʢʦʤʧʘʥʠʠè, - ʩʢʘʟʘʣ 

ʍʘʨʨʦʜ. çʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʥʘ ʚʘʰʝʤ ʫʩʪʨʦʡʩʪʚʝ ʫʩʪʘʥʦʚʣʝʥʦ ʘʢʪʠʚʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ 

ʦʙʝʩʧʝʯʝʥʠʝ, ʢʦʪʦʨʦʝ ʧʦʤʦʞʝʪ ʦʙʥʘʨʫʞʠʚʘʪʴ ʠ ʫʩʪʨʘʥʷʪʴ ʚʨʝʜʦʥʦʩʥʳʡ ʢʦʜ ʠ 

ʫʛʨʦʟʳ ʜʣʷ ʤʦʙʠʣʴʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘè. (Becky Bracken. Anti-Vaxxer Hijacks QR Codes 

at COVID-19 Check-In Sites // Threatpost (https://threatpost.com/anti-vaxxer-hijacks-

qr-codes-covid19/165701/). 29.04.2021). 
***  

 

 
ʉʚʽʪʦʚʽ ʪʝʥʜʝʥʮʽʾ ʚ ʛʘʣʫʟʽ ʢʽʙʝʨʙʝʟʧʝʢʠ 

 

çéʄʝʞʜʫʥʘʨʦʜʥʳʝ ʨʘʟʨʘʙʦʪʢʠ 

1. EDPB ʧʨʦʚʝʣʘ 45-ʝ ʧʣʝʥʘʨʥʦʝ ʟʘʩʝʜʘʥʠʝ ʠ ʧʨʠʥʷʣʘ ʰʠʨʦʢʠʡ ʩʧʝʢʪʨ 

ʜʦʢʫʤʝʥʪʦʚ. 

2 ʬʝʚʨʘʣʷ ɽʚʨʦʧʝʡʩʢʠʡ ʩʦʚʝʪ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʧʨʦʚʝʣ 45-ʝ ʧʣʝʥʘʨʥʦʝ 

ʟʘʩʝʜʘʥʠʝ. ʆʥ ʧʨʠʥʷʣ ʟʘʷʚʣʝʥʠʝ ʧʦ ʧʨʦʝʢʪʫ ʧʦʣʦʞʝʥʠʡ ʧʨʦʪʦʢʦʣʘ ʢ ʂʦʥʚʝʥʮʠʠ ʦ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ, ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʘʜʝʢʚʘʪʥʦʩʪʠ ʩʩʳʣʦʢ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ɼʠʨʝʢʪʠʚʦʡ ʦ ʧʨʘʚʦʧʨʠʤʝʥʝʥʠʠ (LED), ʟʘʢʣʶʯʝʥʠʝ ʧʦ ʧʨʦʝʢʪʫ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʦʛʦ 



 36 

ʩʦʛʣʘʰʝʥʠʷ (AA) ʜʣʷ ʧʝʨʝʜʘʯʠ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʤʝʞʜʫ Haut Conseil du 

Commissariat aux Comptes (H3C) ʠ ʉʦʚʝʪ ʧʦ ʥʘʜʟʦʨʫ ʟʘ ʙʫʭʛʘʣʪʝʨʩʢʠʤ ʫʯʝʪʦʤ 

ʧʫʙʣʠʯʥʳʭ ʢʦʤʧʘʥʠʡ (PCAOB), ʘ ʪʘʢʞʝ ʦʪʚʝʪ ʥʘ ʘʥʢʝʪʫ ɽʚʨʦʧʝʡʩʢʦʡ ʢʦʤʠʩʩʠʠ ʧʦ 

ʦʙʨʘʙʦʪʢʝ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʜʣʷ ʥʘʫʯʥʳʭ ʠʩʩʣʝʜʦʚʘʥʠʡ ʩ ʫʧʦʨʦʤ ʥʘ 

ʠʩʩʣʝʜʦʚʘʥʠʷ, ʩʚʷʟʘʥʥʳʝ ʩʦ ʟʜʦʨʦʚʴʝʤ. EDPB ʪʘʢʞʝ ʧʨʦʚʝʣ ʦʙʤʝʥ ʤʥʝʥʠʷʤʠ ʦ 

ʥʝʜʘʚʥʝʤ ʦʙʥʦʚʣʝʥʠʠ ʇʦʣʠʪʠʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ Whatsapp. 

2. EDPS ʦʧʫʙʣʠʢʦʚʘʣʘ ʟʘʢʣʶʯʝʥʠʷ ʦ ɿʘʢʦʥʝ ʦ ʮʠʬʨʦʚʳʭ ʫʩʣʫʛʘʭ ʠ ɿʘʢʦʥʝ ʦ 

ʮʠʬʨʦʚʳʭ ʨʳʥʢʘʭ. 

10 ʬʝʚʨʘʣʷ ɽʚʨʦʧʝʡʩʢʠʡ ʥʘʜʟʦʨʥʳʡ ʦʨʛʘʥ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ (EDPS) 

ʦʧʫʙʣʠʢʦʚʘʣ ʟʘʢʣʶʯʝʥʠʷ ʧʦ ɿʘʢʦʥʫ ʦ ʮʠʬʨʦʚʳʭ ʫʩʣʫʛʘʭ ʠ ɿʘʢʦʥʫ ʦ ʮʠʬʨʦʚʳʭ 

ʨʳʥʢʘʭ. ʆʥ ʥʘʧʨʘʚʣʝʥ ʥʘ ʟʘʱʠʪʫ ʦʩʥʦʚʥʳʭ ʧʨʘʚ ʣʶʜʝʡ, ʚʢʣʶʯʘʷ ʟʘʱʠʪʫ ʜʘʥʥʳʭ. 

ʏʪʦ ʢʘʩʘʝʪʩʷ ɿʘʢʦʥʘ ʦ ʮʠʬʨʦʚʳʭ ʫʩʣʫʛʘʭ, EDPS ʨʝʢʦʤʝʥʜʦʚʘʣʘ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ 

ʤʝʨʳ ʜʣʷ ʣʫʯʰʝʡ ʟʘʱʠʪʳ ʣʶʜʝʡ ʚ ʦʪʥʦʰʝʥʠʠ ʤʦʜʝʨʘʮʠʠ ʢʦʥʪʝʥʪʘ, 

ʪʘʨʛʝʪʠʨʦʚʘʥʥʦʡ ʦʥʣʘʡʥ-ʨʝʢʣʘʤʳ ʠ ʨʝʢʦʤʝʥʜʘʪʝʣʴʥʳʭ ʩʠʩʪʝʤ, ʠʩʧʦʣʴʟʫʝʤʳʭ 

ʦʥʣʘʡʥ-ʧʣʘʪʬʦʨʤʘʤʠ, ʪʘʢʠʤʠ ʢʘʢ ʩʦʮʠʘʣʴʥʳʝ ʩʝʪʠ ʠ ʪʦʨʛʦʚʳʝ ʧʣʦʱʘʜʢʠ. ʏʪʦ 

ʢʘʩʘʝʪʩʷ ɿʘʢʦʥʘ ʦ ʮʠʬʨʦʚʳʭ ʨʳʥʢʘʭ, ʦʥ ʨʝʢʦʤʝʥʜʦʚʘʣ ʨʝʛʫʣʠʨʦʚʘʪʴ ʢʨʫʧʥʳʝ 

ʦʥʣʘʡʥ-ʧʣʘʪʬʦʨʤʳ, ʧʨʦʜʚʠʛʘʪʴ ʩʧʨʘʚʝʜʣʠʚʳʝ ʠ ʦʪʢʨʳʪʳʝ ʮʠʬʨʦʚʳʝ ʨʳʥʢʠ ʠ 

ʩʧʨʘʚʝʜʣʠʚʫʶ ʦʙʨʘʙʦʪʢʫ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ, ʯʪʦʙʳ ʩʧʦʩʦʙʩʪʚʦʚʘʪʴ ʨʘʟʚʠʪʠʶ 

ʢʦʥʢʫʨʝʥʪʥʳʭ ʮʠʬʨʦʚʳʭ ʨʳʥʢʦʚ, ʯʪʦʙʳ ʧʨʝʜʦʩʪʘʚʠʪʴ ʣʶʜʷʤ ʜʦʧʦʣʥʠʪʝʣʴʥʳʡ 

ʚʳʙʦʨ. 

3. ɺ ɻʝʨʤʘʥʠʠ ʧʨʠʥʷʪ ʟʘʢʦʥʦʧʨʦʝʢʪ ʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʚ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʷʭ ʠ 

ʪʝʣʝʤʝʜʠʘ. 

10 ʬʝʚʨʘʣʷ ʌʝʜʝʨʘʣʴʥʳʡ ʢʘʙʠʥʝʪ ʤʠʥʠʩʪʨʦʚ ɻʝʨʤʘʥʠʠ ʧʨʠʥʷʣ ʧʨʦʝʢʪ ʟʘʢʦʥʘ 

ʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʚ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʷʭ ʠ ʪʝʣʝʤʝʜʠʘ. ʆʥ 

ʧʣʘʥʠʨʫʝʪ ʟʘʤʝʥʠʪʴ ʩʫʱʝʩʪʚʫʶʱʠʝ ʧʦʣʦʞʝʥʠʷ ɿʘʢʦʥʘ ʦ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʷʭ 2004 

ʛʦʜʘ ʠ ɿʘʢʦʥʘ ʦ ʩʨʝʜʩʪʚʘʭ ʤʘʩʩʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ 2007 ʛʦʜʘ ʠ ʨʝʘʣʠʟʦʚʘʪʴ 

ɼʠʨʝʢʪʠʚʫ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠ ʵʣʝʢʪʨʦʥʥʳʭ ʢʦʤʤʫʥʠʢʘʮʠʷʭ (2002/58 / EC). 

ʇʨʦʝʢʪ ʚʢʣʶʯʘʝʪ ʧʦʣʦʞʝʥʠʷ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʩʚʷʟʠ, ʜʘʥʥʳʭ ʦ 

ʤʝʩʪʦʧʦʣʦʞʝʥʠʠ, ʦʪʦʙʨʘʞʝʥʠʠ ʠ ʧʦʜʘʚʣʝʥʠʠ ʠʜʝʥʪʠʬʠʢʘʪʦʨʦʚ ʚʳʟʳʚʘʶʱʠʭ 

ʘʙʦʥʝʥʪʦʚ, ʩʧʨʘʚʦʯʥʠʢʘʭ ʢʦʥʝʯʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʪʝʭʥʠʯʝʩʢʠʭ ʠ 

ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʤʝʨʘʭ ʧʨʝʜʦʩʪʦʨʦʞʥʦʩʪʠ, ʩʦʛʣʘʩʠʠ ʥʘ ʭʨʘʥʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʚ 

ʦʢʦʥʝʯʥʦʤ ʦʙʦʨʫʜʦʚʘʥʠʠ ʠ ʰʪʨʘʬʘʭ. 

4. ɺʴʝʪʥʘʤ ʦʧʫʙʣʠʢʦʚʘʣ ʧʨʦʝʢʪ ʫʢʘʟʘ ʦ ʟʘʱʠʪʝ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʜʣʷ 

ʦʙʱʝʩʪʚʝʥʥʦʛʦ ʦʙʩʫʞʜʝʥʠʷ. 

9 ʬʝʚʨʘʣʷ ʄʠʥʠʩʪʝʨʩʪʚʦ ʦʙʱʝʩʪʚʝʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ɺʴʝʪʥʘʤʘ 

ʦʧʫʙʣʠʢʦʚʘʣʦ ʚʪʦʨʫʶ ʚʝʨʩʠʶ ʧʨʦʝʢʪʘ ʫʢʘʟʘ ʦ ʟʘʱʠʪʝ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ. ʆʥ 

ʧʣʘʥʠʨʫʝʪ ʫʩʪʘʥʦʚʠʪʴ ʙʦʣʝʝ ʩʪʨʦʛʠʝ ʧʨʘʚʠʣʘ ʠ ʧʨʝʜʦʩʪʘʚʠʪʴ ʧʦʣʦʞʝʥʠʷ ʦ 

ʢʦʥʢʨʝʪʥʳʭ ʧʨʘʚʘʭ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ, ʪʨʘʥʩʛʨʘʥʠʯʥʦʡ ʧʝʨʝʜʘʯʝ ʜʘʥʥʳʭ ʠ 

ʦʙʨʘʙʦʪʢʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʣʠʯʥʳʭ ʜʘʥʥʳʭ. ʅʘʨʫʰʝʥʠʝ ʤʦʞʝʪ ʧʦʚʣʝʯʴ 

ʚʨʝʤʝʥʥʫʶ ʧʨʠʦʩʪʘʥʦʚʢʫ ʨʘʙʦʪʳ, ʦʪʟʳʚ ʨʘʟʨʝʰʝʥʠʷ ʥʘ ʪʨʘʥʩʛʨʘʥʠʯʥʫʶ ʧʝʨʝʜʘʯʫ 

ʜʘʥʥʳʭ ʠ ʜʝʥʝʞʥʳʝ ʰʪʨʘʬʳ. 

5. ɺʠʨʜʞʠʥʠʷ ʧʨʠʥʷʣʘ ɿʘʢʦʥ ʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʧʦʪʨʝʙʠʪʝʣʝʡ. 

2 ʤʘʨʪʘ ʛʫʙʝʨʥʘʪʦʨʦʤ ʙʳʣ ʧʦʜʧʠʩʘʥ ɿʘʢʦʥ ɺʠʨʜʞʠʥʠʠ ʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ 

ʧʦʪʨʝʙʠʪʝʣʝʡ (CDPA), ʢʦʪʦʨʳʡ ʚʩʪʫʧʠʪ ʚ ʩʠʣʫ 1 ʷʥʚʘʨʷ 2023 ʛʦʜʘ. ɿʘʢʦʥ CDPA 

ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʨʘʚʘ ʧʦʪʨʝʙʠʪʝʣʝʡ ɺʠʨʜʞʠʥʠʠ ʥʘ ʢʦʥʪʨʦʣʴ ʪʦʛʦ, ʢʘʢ ʢʦʤʧʘʥʠʠ 
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ʠʩʧʦʣʴʟʫʶʪ ʣʠʯʥʳʝ ʜʘʥʥʳʝ ʬʠʟʠʯʝʩʢʠʭ ʣʠʮ. ʆʥ ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ, ʯʪʦ ʢʦʤʧʘʥʠʠ 

ʜʦʣʞʥʳ ʟʘʱʠʱʘʪʴ ʣʠʯʥʳʝ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʤʠ ʦʥʠ ʚʣʘʜʝʶʪ, ʠ ʦʪʚʝʯʘʪʴ 

ʧʦʪʨʝʙʠʪʝʣʷʤ, ʦʩʫʱʝʩʪʚʣʷʶʱʠʤ ʩʚʦʠ ʧʨʘʚʘ. 

6. ɼʘʪʩʢʠʝ ʦʨʛʘʥʳ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʦʧʫʙʣʠʢʦʚʘʣʠ ʢʨʘʪʢʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ 

ʥʘʩʪʨʦʡʢʝ ʬʘʡʣʦʚ cookie. 

12 ʬʝʚʨʘʣʷ ʉʦʚʝʪ ʧʦ ʮʠʬʨʦʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʋʧʨʘʚʣʝʥʠʝ ʙʠʟʥʝʩʘ ɼʘʥʠʠ ʠ 

ɸʛʝʥʪʩʪʚʦ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ɼʘʥʠʠ ʦʧʫʙʣʠʢʦʚʘʣʠ ʢʨʘʪʢʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ 

ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʬʘʡʣʦʚ cookie. ʂʨʘʪʢʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ 

ʢʘʯʝʩʪʚʝ ʢʦʥʪʨʦʣʴʥʦʛʦ ʩʧʠʩʢʘ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʡ, ʫʩʪʘʥʘʚʣʠʚʘʶʱʠʭ ʬʘʡʣʳ cookie, ʩ 

ʫʢʘʟʘʥʠʝʤ ʪʦʛʦ, ʢʘʢ ʩʦʙʣʶʜʘʪʴ ʧʨʘʚʠʣʘ ʨʘʟʤʝʱʝʥʠʷ ʬʘʡʣʦʚ cookie ɼʠʨʝʢʪʠʚʳ ʦʙ 

ʵʣʝʢʪʨʦʥʥʦʡ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠ ʧʨʘʚʠʣʘ ʦʙʨʘʙʦʪʢʠ ʩʚʷʟʘʥʥʳʭ ʩ ʥʠʤʠ 

ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ ʇʦʣʦʞʝʥʠʷ ʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ. 

7. UK ICO ʦʧʫʙʣʠʢʦʚʘʣ ʥʘʙʦʨ ʠʥʩʪʨʫʤʝʥʪʦʚ ʜʣʷ ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ. 

17 ʬʝʚʨʘʣʷ ʋʧʨʘʚʣʝʥʠʝ ʢʦʤʠʩʩʘʨʘ ʧʦ ʠʥʬʦʨʤʘʮʠʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ (ICO) 

ʦʧʫʙʣʠʢʦʚʘʣʦ Toolkit ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʡ, ʨʘʩʩʤʘʪʨʠʚʘʶʱʠʭ ʚʦʟʤʦʞʥʦʩʪʴ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʘʥʘʣʠʪʠʢʠ ʜʘʥʥʳʭ. ɽʛʦ ʮʝʣʴ - ʧʦʤʦʯʴ ʨʘʩʧʦʟʥʘʪʴ ʨʠʩʢʠ ʜʣʷ ʧʨʘʚ ʠ 

ʩʚʦʙʦʜ ʣʶʜʝʡ, ʩʦʟʜʘʚʘʝʤʳʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʘʥʘʣʠʪʠʢʠ ʜʘʥʥʳʭ, ʩ ʩʘʤʦʛʦ ʥʘʯʘʣʘ 

ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʧʨʦʝʢʪʘ ʘʥʘʣʠʪʠʢʠ ʜʘʥʥʳʭ. ʀʥʩʪʨʫʤʝʥʪʘʨʠʡ ʥʘʯʠʥʘʝʪʩʷ ʩ 

ʚʦʧʨʦʩʦʚ ʜʣʷ ʦʧʨʝʜʝʣʝʥʠʷ ʧʨʘʚʦʚʦʛʦ ʨʝʞʠʤʘ, ʚʢʣʶʯʘʷ ʟʘʢʦʥʥʦʩʪʴ, ʧʦʜʦʪʯʝʪʥʦʩʪʴ ʠ 

ʫʧʨʘʚʣʝʥʠʝ, ʧʨʠʥʮʠʧʳ ʟʘʱʠʪʳ ʜʘʥʥʳʭ ʠ ʧʨʘʚʘ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ. ɿʘʪʝʤ ʦʥ ʩʦʟʜʘʩʪ 

ʦʪʯʝʪ, ʩʦʜʝʨʞʘʱʠʡ ʠʥʜʠʚʠʜʫʘʣʴʥʳʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʜʣʷ ʢʦʥʢʨʝʪʥʦʛʦ ʧʨʦʝʢʪʘ 

ʘʥʘʣʠʟʘ ʜʘʥʥʳʭè. (Mark Robinson, Nanda Lau, James Gong. China ï Cyber security 

and data protection April round up // Herbert Smith Freehills 

(https://hsfnotes.com/data/2021/04/12/china-cyber-security-and-data-protection-april-

round-up/#page=1). 12.04.2021). 
***  

 

çʅʦʚʦʝ ʠʩʩʣʝʜʦʚʘʥʠʝ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʝ ʩʝʛʦʜʥʷ ɺʩʝʤʠʨʥʳʤ 

ʵʢʦʥʦʤʠʯʝʩʢʠʤ ʬʦʨʫʤʦʤ (ɺʕʌ), ʚʳʷʚʠʣʦ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʫʥʠʬʠʢʘʮʠʠ 

ʧʨʘʢʪʠʢʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʘʚʠʘʮʠʦʥʥʦʤ ʩʝʢʪʦʨʝ.  

ɺ ʠʩʩʣʝʜʦʚʘʥʠʠ çʇʫʪʠ ʢ ʢʠʙʝʨʫʩʪʦʡʯʠʚʦʡ ʘʚʠʘʮʠʦʥʥʦʡ ʦʪʨʘʩʣʠè 

ʦʧʠʩʳʚʘʝʪʩʷ, ʢʘʢ ʘʚʠʘʢʦʤʧʘʥʠʠ, ʘʵʨʦʧʦʨʪʳ ʠ ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʩʘʤʦʣʝʪʦʚ ʚ 

ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʠʩʧʦʣʴʟʫʶʪ ʨʘʟʥʳʝ ʧʦʜʭʦʜʳ ʢ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʶ ʢʠʙʝʨʨʠʩʢʘʤ. ʆʥ 

ʚʢʣʶʯʘʝʪ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦ ʪʦʤ, ʯʪʦ ʨʘʩʪʫʱʠʝ ʫʨʦʚʥʠ ʚʟʘʠʤʦʟʘʚʠʩʠʤʦʩʪʠ ʚʥʫʪʨʠ 

ʦʪʨʘʩʣʠ çʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʩʠʩʪʝʤʥʳʤ ʨʠʩʢʘʤ ʠ ʢʘʩʢʘʜʥʳʤ ʵʬʬʝʢʪʘʤè. 

ʏʪʦʙʳ ʟʘʱʠʪʠʪʴʩʷ ʦʪ ʵʪʠʭ ʨʠʩʢʦʚ, ɺʕʌ ʩʚʷʟʘʣʩʷ ʩ ʨʫʢʦʚʦʜʠʪʝʣʷʤʠ 50 

ʦʨʛʘʥʠʟʘʮʠʡ, ʚʢʣʶʯʘʷ ACI, EASA, IATA ʠ Eurocontrol, ʯʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ, ʢʘʢ 

ʘʚʠʘʮʠʦʥʥʳʡ ʩʝʢʪʦʨ ʤʦʞʝʪ ʧʦʜʛʦʪʦʚʠʪʴʩʷ ʢ ʙʫʜʫʱʠʤ ʠʥʮʠʜʝʥʪʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʢʠʙʝʨʘʪʘʢʘʤ.  

ʂʦʘʣʠʮʠʷ ʧʨʠʟʚʘʣʘ ʢ ʛʣʦʙʘʣʴʥʦʤʫ ʧʨʠʥʷʪʠʶ ʜʝʚʷʪʠ ʧʨʠʥʮʠʧʦʚ, ʢʦʪʦʨʳʝ ʦʥʘ 

ʨʘʟʨʘʙʦʪʘʣʘ ʜʣʷ ʫʥʠʬʠʢʘʮʠʠ ʪʨʝʙʦʚʘʥʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʦ ʚʩʝʡ ʦʪʨʘʩʣʠ. 

ʅʘ ʤʝʞʜʫʥʘʨʦʜʥʦʤ ʫʨʦʚʥʝ ʢʦʘʣʠʮʠʷ ʭʦʪʝʣʘ ʙʳ, ʯʪʦʙʳ ʧʨʘʚʠʣʘ ʙʳʣʠ 

ʩʦʛʣʘʩʦʚʘʥʳ ʥʘ ʛʣʦʙʘʣʴʥʦʤ ʫʨʦʚʥʝ ʠ ʙʳʣʠ ʨʘʟʨʘʙʦʪʘʥʳ ʤʝʞʜʫʥʘʨʦʜʥʳʝ ʩʪʘʥʜʘʨʪʳ 

ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ. ʆʥ ʪʘʢʞʝ ʧʨʠʟʚʘʣ ʢ ʩʦʟʜʘʥʠʶ ʩʠʩʪʝʤʳ ʙʝʩʧʨʠʩʪʨʘʩʪʥʦʡ 
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ʦʮʝʥʢʠ ʠ ʩʨʘʚʥʠʪʝʣʴʥʦʛʦ ʘʥʘʣʠʟʘ ʠ ʙʘʟʦʚʳʭ ʧʦʢʘʟʘʪʝʣʝʡ ʢʠʙʝʨʫʩʪʦʡʯʠʚʦʩʪʠ ʚ 

ʮʝʧʦʯʢʝ ʧʦʩʪʘʚʦʢ ʠ ʜʦʙʘʚʣʝʥʥʦʡ ʩʪʦʠʤʦʩʪʠ. 

ʅʘ ʥʘʮʠʦʥʘʣʴʥʦʤ ʫʨʦʚʥʝ ʛʨʫʧʧʘ ʭʦʯʝʪ, ʯʪʦʙʳ ʙʳʣʘ ʚʦʟʤʦʞʥʘ ʧʝʨʝʧʦʜʛʦʪʦʚʢʘ 

ʠ ʧʦʦʱʨʷʣʦʩʴ ʙʦʣʝʝ ʦʪʢʨʳʪʦʝ ʦʙʱʝʥʠʝ ʚ ʦʪʥʦʰʝʥʠʠ ʘʚʠʘʮʠʦʥʥʳʭ ʧʨʦʠʩʰʝʩʪʚʠʡ. 

ʆʨʛʘʥʠʟʘʮʠʦʥʥʳʝ ʧʨʠʦʨʠʪʝʪʳ, ʩʬʦʨʤʫʣʠʨʦʚʘʥʥʳʝ ʢʦʘʣʠʮʠʝʡ, ʚʢʣʶʯʘʣʠ 

ʠʥʪʝʛʨʘʮʠʶ ʢʠʙʝʨʫʩʪʦʡʯʠʚʦʩʪʠ ʚ ʧʨʘʢʪʠʢʠ ʦʙʝʩʧʝʯʝʥʠʷ ʫʩʪʦʡʯʠʚʦʩʪʠ ʙʠʟʥʝʩʘ, 

ʫʣʫʯʰʝʥʠʝ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʠ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʦʙʝʩʧʝʯʝʥʠʷ ʦʮʝʥʢʠ ʨʠʩʢʦʚ ʠ 

ʦʧʨʝʜʝʣʝʥʠʷ ʧʨʠʦʨʠʪʝʪʦʚ ʚ ʦʪʥʦʰʝʥʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

çɸʚʠʘʮʠʦʥʥʘʷ ʦʪʨʘʩʣʴ ʠʤʝʝʪ ʙʦʣʴʰʦʡ ʦʧʳʪ ʚ ʦʙʣʘʩʪʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʫʩʪʦʡʯʠʚʦʩʪʠ ʠ ʟʘʱʠʪʳ ʦʪ ʬʠʟʠʯʝʩʢʠʭ ʫʛʨʦʟ ʠ ʜʦʣʞʥʘ ʠʥʪʝʛʨʠʨʦʚʘʪʴ ʢʠʙʝʨʨʠʩʢʠ ʚ 

ʵʪʫ ʢʫʣʴʪʫʨʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʫʩʪʦʡʯʠʚʦʩʪʠè, - ʩʢʘʟʘʣ ɾʦʨʞ ɼʝ ʄʦʫʨʘ, 

ʨʫʢʦʚʦʜʠʪʝʣʴ ʦʪʨʘʩʣʝʚʳʭ ʨʝʰʝʥʠʡ ʎʝʥʪʨʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ɺʩʝʤʠʨʥʦʛʦ 

ʵʢʦʥʦʤʠʯʝʩʢʦʛʦ ʮʝʥʪʨʘ. ʌʦʨʫʤ.  

çʆʙʱʝʝ ʧʦʥʠʤʘʥʠʝ ʠ ʧʦʜʭʦʜ ʢ ʩʫʱʝʩʪʚʫʶʱʠʤ ʠ ʚʦʟʥʠʢʘʶʱʠʤ ʫʛʨʦʟʘʤ 

ʧʦʟʚʦʣʠʪ ʦʪʨʘʩʣʠ ʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʩʫʙʲʝʢʪʘʤ ʧʨʠʥʷʪʴ ʧʦʜʭʦʜ ʢ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʫʯʝʪʦʤ ʨʠʩʢʦʚ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʡ ʠ ʫʩʪʦʡʯʠʚʦʡ 

ʘʚʠʘʮʠʦʥʥʦʡ ʵʢʦʩʠʩʪʝʤʳè. 

ʂʨʠʩ ɺʝʨʜʦʥʢ, ʧʘʨʪʥʝʨ Deloitte, ɹʝʣʴʛʠʷ, ʩʢʘʟʘʣ, ʯʪʦ ʫʩʪʘʥʦʚʣʝʥʠʝ ʜʦʚʝʨʠʷ 

ʤʝʞʜʫ ʤʝʞʦʪʨʘʩʣʝʚʳʤʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠ ʠ ʥʘʮʠʦʥʘʣʴʥʳʤʠ ʠ ʥʘʜʥʘʮʠʦʥʘʣʴʥʳʤʠ 

ʚʣʘʩʪʷʤʠ, ʘ ʪʘʢʞʝ ʧʨʠʥʷʪʠʝ ʩʦʚʤʝʩʪʥʦʡ ʧʦʟʠʮʠʠ ʢʠʙʝʨʫʩʪʦʡʯʠʚʦʩʪʠ ʙʫʜʝʪ 

çʣʦʛʠʯʝʩʢʠʤ, ʥʦ ʩʣʦʞʥʳʤ ʩʣʝʜʫʶʱʠʤ ʰʘʛʦʤè ʜʣʷ ʘʚʠʘʮʠʦʥʥʦʡ ʦʪʨʘʩʣʠ. 

ʆʥ ʜʦʙʘʚʠʣ: çʆʜʥʘʢʦ, ʝʩʣʠ ʫʩʠʣʠʷ ʥʝ ʙʫʜʫʪ ʢʦʣʣʝʢʪʠʚʥʳʤʠ, ʢʠʙʝʨʨʠʩʢʠ 

ʩʦʭʨʘʥʷʪʩʷ ʜʣʷ ʚʩʝʭ. ɼʘʣʴʥʝʡʰʝʝ ʫʢʨʝʧʣʝʥʠʝ ʦʙʰʠʨʥʦʛʦ ʠ ʠʥʢʣʶʟʠʚʥʦʛʦ 

ʩʦʦʙʱʝʩʪʚʘ, ʘ ʪʘʢʞʝ ʨʘʟʨʘʙʦʪʢʘ ʠ ʚʥʝʜʨʝʥʠʝ ʙʘʟʦʚʦʡ ʣʠʥʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ - ʢʣʶʯ ʢ 

ʘʜʘʧʪʘʮʠʠ ʢ ʥʳʥʝʰʥʝʡ ʮʠʬʨʦʚʦʡ ʨʝʘʣʴʥʦʩʪʠè. (Sarah Coble. Aviation Industry 

Lacks Cohesive Cybersecurity Approach // Reed Exhibitions Ltd 

(https://www.infosecurity-magazine.com/news/aviation-industry-wef-study/). 

14.04.2021). 

** *  

 

çʈʳʥʦʢ ʛʣʦʙʘʣʴʥʦʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʫʩʣʫʛ ʙʫʜʝʪ ʩʪʦʠʪʴ $ 192.7bn 

ʯʝʨʝʟ ʩʝʤʴ ʣʝʪ, ʩʦʛʣʘʩʥʦ ʥʦʚʦʤʫ ʦʪʯʝʪʫ ʧʦ Grand View Research, Inc.  

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʧʦʣʘʛʘʶʪ, ʯʪʦ ʨʘʟʤʝʨ ʨʳʥʢʘ, ʢʦʪʦʨʳʡ ʚ 2020 ʛʦʜʫ ʦʮʝʥʠʚʘʝʪʩʷ 

ʚ 91,15 ʤʠʣʣʠʘʨʜʘ ʜʦʣʣʘʨʦʚ, ʩ 2021 ʧʦ 2028 ʛʦʜ ʙʫʜʝʪ ʫʚʝʣʠʯʠʚʘʪʴʩʷ ʧʨʠ 

ʩʨʝʜʥʝʛʦʜʦʚʦʤ ʪʝʤʧʝ ʨʦʩʪʘ (CAGR) 10,2%.  

ʌʘʢʪʦʨʳ, ʢʦʪʦʨʳʝ, ʢʘʢ ʦʞʠʜʘʝʪʩʷ, ʙʫʜʫʪ ʩʪʠʤʫʣʠʨʦʚʘʪʴ ʨʦʩʪ ʨʘʟʤʝʨʘ ʨʳʥʢʘ, 

ʚʢʣʶʯʘʶʪ ʧʨʦʛʥʦʟʠʨʫʝʤʦʝ ʧʨʦʜʦʣʞʝʥʠʝ ʥʘʨʫʰʝʥʠʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʟʘʪʨʘʛʠʚʘʶʱʠʭ ʧʨʝʜʧʨʠʷʪʠʷ ʠ ʦʪʜʝʣʴʥʳʭ ʣʠʮ ʠ ʧʦʜʧʠʪʳʚʘʶʱʠʭ ʥʝʦʙʭʦʜʠʤʦʩʪʴ 

ʫʩʪʨʘʥʝʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʩʝʪʷʭ, ʧʨʠʣʦʞʝʥʠʷʭ ʠ ʩʠʩʪʝʤʘʭ. 

ʆʞʠʜʘʝʪʩʷ, ʯʪʦ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʩʤʘʨʪʬʦʥʦʚ ʠ ʧʨʦʜʦʣʞʘʶʱʝʝʩʷ 

ʨʘʟʚʝʨʪʳʚʘʥʠʝ ʚʳʩʦʢʦʩʢʦʨʦʩʪʥʳʭ ʠʥʪʝʨʥʝʪ-ʩʝʪʝʡ ʧʨʠʚʝʜʝʪ ʢ ʨʦʩʪʫ ʨʳʥʢʘ ʫʩʣʫʛ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʠʥʠʮʠʠʨʫʷ ʧʨʠʥʷʪʠʝ ʤʦʙʠʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʚʩʝʛʦ, ʦʪ 

ʙʘʥʢʦʚʩʢʦʛʦ ʜʝʣʘ ʜʦ ʤʦʥʠʪʦʨʠʥʛʘ ʟʜʦʨʦʚʴʷ ʠ ʦʙʱʝʥʠʷ.  

çɺʩʝ ʵʪʠ ʧʨʠʣʦʞʝʥʠʷ ʪʘʢʞʝ ʩʪʘʣʠ ʧʦʪʝʥʮʠʘʣʴʥʳʤʠ ʮʝʣʷʤʠ ʜʣʷ ʭʘʢʝʨʦʚ, ʪʝʤ 

ʩʘʤʳʤ ʧʦʙʫʞʜʘʷ ʢʦʤʧʘʥʠʠ ʚʳʙʠʨʘʪʴ ʫʩʣʫʛʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦʙʳ ʚʳʷʚʣʷʪʴ 
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ʣʘʟʝʡʢʠ ʚ ʧʨʠʣʦʞʝʥʠʷʭ, ʟʘʢʨʳʚʘʪʴ ʣʘʟʝʡʢʠ ʠ ʚʧʦʩʣʝʜʩʪʚʠʠ ʩʧʘʩʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʦʪ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʧʦʪʝʨʴè, - ʦʪʤʝʯʘʶʪ ʠʩʩʣʝʜʦʚʘʪʝʣʠ.  

ɼʨʫʛʠʝ ʦʞʠʜʘʝʤʳʝ ʜʨʘʡʚʝʨʳ ʨʦʩʪʘ ʨʳʥʢʘ, ʦʪʤʝʯʝʥʥʳʝ ʚ ʦʪʯʝʪʝ, ʚʢʣʶʯʘʶʪ 

ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʩʦʙʣʶʜʝʥʠʷ ʨʘʟʣʠʯʥʳʭ ʥʦʨʤʘʪʠʚʥʳʭ ʘʢʪʦʚ ʠ ʩʪʘʥʜʘʨʪʦʚ, ʪʘʢʠʭ ʢʘʢ 

HIPAA, FISMA ʠ PCI DSS.  

ʆʩʥʦʚʥʳʝ ʧʨʦʛʥʦʟʳ ʦʪʯʝʪʘ ʟʘʢʣʶʯʘʶʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʦʪʨʘʩʣʴ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, 

ʢʦʪʦʨʘʷ ʩ 2016 ʛʦʜʘ ʧʦʪʝʨʷʣʘ 160 ʤʠʣʣʠʦʥʦʚ ʜʦʣʣʘʨʦʚ ʪʦʣʴʢʦ ʠʟ-ʟʘ ʘʪʘʢ ʧʨʦʛʨʘʤʤ-

ʚʳʤʦʛʘʪʝʣʝʡ, ʙʫʜʝʪ ʜʝʤʦʥʩʪʨʠʨʦʚʘʪʴ ʩʘʤʳʡ ʚʳʩʦʢʠʡ ʩʨʝʜʥʝʛʦʜʦʚʦʡ ʪʝʤʧ ʨʦʩʪʘ ʚ 

11,4% ʟʘ ʧʨʦʛʥʦʟʠʨʫʝʤʳʡ ʧʝʨʠʦʜ.  

çʋʯʘʩʪʠʚʰʠʝʩʷ ʩʣʫʯʘʠ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʡ ʚ ʥʝʜʘʚʥʝʤ ʧʨʦʰʣʦʤ, ʠ ʦʩʦʙʝʥʥʦ 

ʚʦ ʚʨʝʤʷ ʚʩʧʳʰʢʠ ʧʘʥʜʝʤʠʠ COVID-19, ʧʦʙʫʜʠʣʠ ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʤʝʜʠʮʠʥʩʢʠʭ 

ʧʨʠʣʦʞʝʥʠʡ ʫʩʪʨʘʥʠʪʴ ʫʷʟʚʠʤʦʩʪʠ ʧʨʠʣʦʞʝʥʠʡè, - ʦʪʤʝʯʘʶʪ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. 

ʆʥʠ ʜʦʙʘʚʠʣʠ: çʆʞʠʜʘʝʪʩʷ, ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʷ ʧʨʦʪʠʚ ʦʪʨʘʩʣʠ 

ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʙʫʜʫʪ ʫʩʠʣʠʚʘʪʴʩʷ ʚ ʩʚʷʟʠ ʩ ʧʨʦʜʦʣʞʘʶʱʝʡʩʷ ʮʠʬʨʦʚʠʟʘʮʠʝʡ ʠ 

ʚʥʝʜʨʝʥʠʝʤ ʤʝʜʠʮʠʥʩʢʠʭ ʫʩʪʨʦʡʩʪʚ ʥʘ ʦʩʥʦʚʝ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡè. 

ʆʞʠʜʘʝʪʩʷ, ʯʪʦ ɸʟʠʘʪʩʢʦ-ʊʠʭʦʦʢʝʘʥʩʢʠʡ ʨʝʛʠʦʥ ʚʦʟʛʣʘʚʠʪ ʨʝʛʠʦʥʘʣʴʥʳʡ 

ʨʦʩʪ ʢʘʢ ʥʘʠʙʦʣʝʝ ʙʳʩʪʨʦʨʘʩʪʫʱʠʡ ʨʝʛʠʦʥ ʟʘ ʧʨʦʛʥʦʟʠʨʫʝʤʳʡ ʧʝʨʠʦʜ ʩ 

ʧʨʦʛʥʦʟʠʨʫʝʤʳʤ ʩʨʝʜʥʝʛʦʜʦʚʳʤ ʪʝʤʧʦʤ ʨʦʩʪʘ ʙʦʣʝʝ 16,3%.  

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʧʠʩʘʣʠ: çʆʞʠʜʘʝʪʩʷ, ʯʪʦ ɸʟʠʘʪʩʢʦ-ʊʠʭʦʦʢʝʘʥʩʢʠʡ ʨʝʛʠʦʥ 

ʧʨʝʜʣʦʞʠʪ ʤʥʦʛʦʯʠʩʣʝʥʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʚʥʝʜʨʝʥʠʷ ʫʩʣʫʛ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʫʯʠʪʳʚʘʷ ʧʨʦʜʦʣʞʘʶʱʫʶʩʷ ʮʠʬʨʦʚʠʟʘʮʠʶ ʚ ʀʥʜʠʠ, ʄʘʣʘʡʟʠʠ, ʊʘʠʣʘʥʜʝ ʠ 

ʩʪʨʘʥʘʭ ʖʛʦ-ɺʦʩʪʦʯʥʦʡ ɸʟʠʠè. 

Grand View Research - ʵʪʦ ʢʘʣʠʬʦʨʥʠʡʩʢʘʷ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʘʷ ʠ 

ʢʦʥʩʘʣʪʠʥʛʦʚʘʷ ʢʦʤʧʘʥʠʷ ʩʦ ʰʪʘʙ-ʢʚʘʨʪʠʨʦʡ ʚ ʉʘʥ-ʌʨʘʥʮʠʩʢʦ, ʚ ʩʦʩʪʘʚ ʢʦʪʦʨʦʡ 

ʚʭʦʜʷʪ ʙʦʣʝʝ 425 ʘʥʘʣʠʪʠʢʦʚ ʠ ʢʦʥʩʫʣʴʪʘʥʪʦʚè. (Sarah Coble. Cybersecurity Services 

Market to be Worth $192.7bn // Reed Exhibitions Ltd (https://www.infosecurity-

magazine.com/news/cybersecurity-services-market-to/). 13.04.2021). 
***  

 

çɺ ʩʚʷʟʠ ʩ ʪʝʤ, ʯʪʦ ʚʦ ʚʨʝʤʷ ʧʘʥʜʝʤʠʠ Covid-19 ʫʜʘʣʝʥʥʘʷ ʨʘʙʦʪʘ 

ʟʥʘʯʠʪʝʣʴʥʦ ʚʦʟʨʦʩʣʘ, ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʩʪʘʥʦʚʠʪʩʷ ʚʩʝ ʙʦʣʝʝ ʩʣʦʞʥʦʡ. 

ʉʦʛʣʘʩʥʦ ʦʪʯʝʪʫ ʦ ʩʪʦʠʤʦʩʪʠ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʟʘ 2020 ʛʦʜ ʦʪ ʢʦʥʩʘʣʪʠʥʛʦʚʦʡ 

ʬʠʨʤʳ Capita, ʫʜʘʣʝʥʥʘʷ ʨʘʙʦʯʘʷ ʩʠʣʘ ʫʚʝʣʠʯʠʣʘ ʩʨʝʜʥʶʶ ʦʙʱʫʶ ʩʪʦʠʤʦʩʪʴ 
ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʧʦʯʪʠ ʥʘ 137000 ʜʦʣʣʘʨʦʚ. ɼʵʥʥʠ ɼʞʝʥʢʠʥʩ, ʛʝʥʝʨʘʣʴʥʳʡ 

ʜʠʨʝʢʪʦʨ ʧʦʩʪʘʚʱʠʢʘ ʪʝʭʥʦʣʦʛʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ThreatLocker, ʩʯʠʪʘʝʪ, ʯʪʦ ʣʫʯʰʠʡ 

ʩʧʦʩʦʙ ʙʦʨʴʙʳ ʩ ʵʪʠʤ - ʧʦʣʠʪʠʢʘ ʥʫʣʝʚʦʛʦ ʜʦʚʝʨʠʷ.  

çʂʦʥʮʝʧʮʠʷ ʥʫʣʝʚʦʛʦ ʜʦʚʝʨʠʷ ʚ ʦʩʥʦʚʥʦʤ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʥʫʞʥʦ ʥʘʯʠʥʘʪʴ ʙʝʟ 

ʜʦʚʝʨʠʷ ʠ ʧʨʠʤʝʥʷʪʴ ʜʦʚʝʨʠʝ ʪʦʣʴʢʦ ʪʘʤ, ʛʜʝ ʵʪʦ ʥʝʦʙʭʦʜʠʤʦè, - ʛʦʚʦʨʠʪ ʦʥ. 

çʂʘʞʜʳʡ ʨʘʟ, ʢʦʛʜʘ ʚʳ ʦʪʢʨʳʚʘʝʪʝ ʧʨʦʛʨʘʤʤʫ ʥʘ ʩʚʦʝʤ ʢʦʤʧʴʶʪʝʨʝ, ʦʥʘ ʧʦʣʫʯʘʝʪ 

ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʜʘʥʥʳʤ, ʢ ʢʦʪʦʨʳʤ ʫ ʚʘʩ ʝʩʪʴ ʜʦʩʪʫʧ. ʄʳ ʧʨʝʜʧʦʣʘʛʘʝʤ, ʯʪʦ ʵʪʠ 

ʧʨʠʣʦʞʝʥʠʷ ʥʝ ʩʦʙʠʨʘʶʪʩʷ ʢʨʘʩʪʴ ʥʘʰʠ ʜʘʥʥʳʝ, ʠ ʚʥʫʰʘʝʤ ʠʤ ʜʦʚʝʨʠʝ, ʥʦ ʠʥʦʛʜʘ 

ʦʥʠ ʩʪʘʥʦʚʷʪʩʷ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʤʠ. 

çʈʝʘʣʠʟʫʷ ʩʪʨʘʪʝʛʠʶ ʥʫʣʝʚʦʛʦ ʜʦʚʝʨʠʷ, ʤʳ ʦʩʪʘʥʘʚʣʠʚʘʝʤ ʨʘʙʦʪʫ 

ʧʨʠʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʝ ʥʝ ʥʫʞʥʳ ʙʠʟʥʝʩʫ. ʌʠʣʦʩʦʬʠʷ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦʙʳ 



 40 

ʨʘʟʨʝʰʘʪʴ ʪʦʣʴʢʦ ʪʦ, ʯʪʦ ʥʝʦʙʭʦʜʠʤʦ, ʘ ʥʝ ʨʘʟʨʝʰʘʪʴ ʚʩʝ, ʘ ʟʘʪʝʤ ʧʳʪʘʪʴʩʷ ʠʩʢʘʪʴ 

ʪʝ ʚʝʱʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʧʨʦʙʣʝʤʘʪʠʯʥʳʤʠ ʧʦʟʞʝè.  

ʅʝʩʤʦʪʨʷ ʥʘ ʰʠʨʦʢʦʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʥʘ ʥʘʰʠʭ ʫʩʪʨʦʡʩʪʚʘʭ ʠ ʨʝʧʫʪʘʮʠʶ 

ʫʥʠʚʝʨʩʘʣʴʥʦʛʦ ʨʝʰʝʥʠʷ ʜʣʷ ʢʠʙʝʨʘʪʘʢ, ɼʞʝʥʢʠʥʩ ʛʦʚʦʨʠʪ, ʯʪʦ ʦʨʛʘʥʠʟʘʮʠʷʤ ʥʝ 

ʩʣʝʜʫʝʪ ʧʦʣʘʛʘʪʴʩʷ ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʥʘ ʘʥʪʠʚʠʨʫʩʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʚʦʝʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ.  

çɸʥʪʠʚʠʨʫʩʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʧʦ ʩʫʪʠ, ʧʳʪʘʝʪʩʷ ʧʦʥʷʪʴ, ʭʦʨʦʰʦ 

ʯʪʦ-ʪʦ ʠʣʠ ʧʣʦʭʦ, ʘ ʟʘʪʝʤ ʙʣʦʢʠʨʦʚʘʪʴ ʧʣʦʭʦʝè, - ʦʙʲʷʩʥʷʝʪ ʦʥ. çʆʥʠ ʜʝʣʘʶʪ ʵʪʦ, 

ʧʦʣʘʛʘʷʩʴ ʥʘ ʯʝʨʥʳʡ ʩʧʠʩʦʢ ʠ ʠʩʧʦʣʴʟʫʷ ʧʨʦʰʣʳʡ ʦʧʳʪ ʜʣʷ ʩʦʟʜʘʥʠʷ ʧʨʘʚʠʣ, 

ʦʧʨʝʜʝʣʷʶʱʠʭ ʧʨʠʣʦʞʝʥʠʷ ʢʘʢ ʧʣʦʭʠʝ. ʅʦ ʵʪʦ ʩʦʟʜʘʝʪ ʧʨʦʙʣʝʤʳ ʧʦ ʜʚʫʤ 

ʧʨʠʯʠʥʘʤ.  

çɺʦ-ʧʝʨʚʳʭ, ʝʩʣʠ ʘʥʪʠʚʠʨʫʩʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʨʝʰʘʝʪ, ʯʪʦ, 

ʥʘʧʨʠʤʝʨ, ʩʠʥʭʨʦʥʠʟʘʮʠʷ ʩ ʀʥʪʝʨʥʝʪʦʤ ʦʟʥʘʯʘʝʪ ʥʘʜʚʠʛʘʶʱʫʶʩʷ ʢʠʙʝʨʘʪʘʢʫ, 

ʪʦʛʜʘ ʦʥʦ ʙʣʦʢʠʨʫʝʪ ʟʘʢʦʥʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʩʠʥʭʨʦʥʠʟʘʮʠʠ ʬʘʡʣʦʚ. ɸʥʪʠʚʠʨʫʩʫ 

ʦʯʝʥʴ ʩʣʦʞʥʦ ʦʪʣʠʯʠʪʴ ʯʪʦ-ʪʦ ʚʨʦʜʝ Dropbox ʦʪ ʩʧʝʮʠʘʣʴʥʦʡ ʚʨʝʜʦʥʦʩʥʦʡ 

ʧʨʦʛʨʘʤʤʳ. ʆʥʠ ʜʝʣʘʶʪ ʪʦ ʞʝ ʩʘʤʦʝ, ʘ ʠʥʦʛʜʘ ʠ ʩ ʦʜʥʠʤ ʠ ʪʝʤ ʞʝ ʢʦʜʦʤ. ʇʦ ʩʫʪʠ, 

ʵʪʦ ʯʘʩʪʦ ʥʝ ʫʜʘʝʪʩʷè. 

ɼʞʝʥʢʠʥʩ ʛʦʚʦʨʠʪ, ʯʪʦ ʜʨʫʛʘʷ ʧʨʦʙʣʝʤʘ ʘʥʪʠʚʠʨʫʩʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʦʥʦ ʥʝ ʤʦʞʝʪ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʘʪʘʢʠ, ʢʦʪʦʨʳʝ 

ʧʨʝʚʨʘʱʘʶʪ çʙʝʟʦʧʘʩʥʳʝè ʧʨʠʣʦʞʝʥʠʷ ʚ ʦʨʫʞʠʝ. çʅʘʧʨʠʤʝʨ, ʢʪʦ-ʪʦ ʥʝʜʘʚʥʦ 

ʚʟʣʦʤʘʣ ʢʦʤʧʘʥʠʶ ʚʦʜʦʩʥʘʙʞʝʥʠʷ ʚʦ ʌʣʦʨʠʜʝ ʠ ʠʟʤʝʥʠʣ ʫʨʦʚʝʥʴ ʭʣʦʨʠʩʪʦʛʦ 

ʚʦʜʦʨʦʜʘ ʜʦ 11 000 ʯʘʩʪʝʡ ʥʘ ʤʠʣʣʠʦʥ, ʯʪʦ ʧʦ ʩʫʪʠ ʷʚʣʷʝʪʩʷ ʷʜʦʤè, - ʛʦʚʦʨʠʪ ʦʥ. 

çʆʥʠ ʩʜʝʣʘʣʠ ʵʪʦ ʩ ʧʦʤʦʱʴʶ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ. 

ʀʤ ʥʝ ʪʨʝʙʦʚʘʣʦʩʴ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʧʦʵʪʦʤʫ ʘʥʪʠʚʠʨʫʩ ʝʛʦ ʥʝ ʦʙʥʘʨʫʞʠʣè.  

ʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʦʩʪʦʷʥʥʦ ʤʝʥʷʶʪ ʩʚʦʶ ʪʘʢʪʠʢʫ ʠ, ʠʩʧʦʣʴʟʫʷ ʘʪʘʢʠ 

ʥʫʣʝʚʦʛʦ ʜʥʷ, ʠʩʧʦʣʴʟʫʶʪ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʦ ʠʣʠ ʧʦʩʣʝ ʚʳʧʫʩʢʘ ʧʘʪʯʘ.  

çʆʙ ʵʪʠʭ ʘʪʘʢʘʭ ʦʙʳʯʥʦ ʩʪʘʥʦʚʠʪʩʷ ʠʟʚʝʩʪʥʦ ʜʦ ʪʦʛʦ, ʢʘʢ ʧʨʦʛʨʘʤʤʘ ʙʳʣʘ 

ʠʩʧʨʘʚʣʝʥʘè, - ʛʦʚʦʨʠʪ ɼʞʝʥʢʠʥʩ. çʄʥʦʛʠʝ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʷ ʩʚʷʟʘʥʳ ʩ ʪʝʤ, ʯʪʦ 

ʧʨʦʚʘʡʜʝʨʳ ʥʝ ʫʩʪʘʥʘʚʣʠʚʘʶʪ ʠʩʧʨʘʚʣʝʥʠʷ ʚ ʩʚʦʠ ʩʠʩʪʝʤʳ. ʅʦ ʢʦʛʜʘ ʫ ʚʘʩ ʝʩʪʴ 

ʘʪʘʢʘ ʥʫʣʝʚʦʛʦ ʜʥʷ, ʥʝʚʘʞʥʦ, ʥʘʩʢʦʣʴʢʦ ʭʦʨʦʰʘ ʚʘʰʘ ʢʠʙʝʨʛʠʛʠʝʥʘ, ʥʘʩʢʦʣʴʢʦ 

ʭʦʨʦʰʦ ʚʳ ʠʩʧʨʘʚʣʷʝʪʝ ʩʚʦʠ ʩʠʩʪʝʤʳ, ʚʳ ʚʩʝ ʨʘʚʥʦ ʫʷʟʚʠʤʳè.  

ʅʦ ʦʨʛʘʥʠʟʘʮʠʠ ʤʦʛʫʪ ʩʥʠʟʠʪʴ ʨʠʩʢ ʵʪʠʭ ʘʪʘʢ.  

çʍʦʪʷ ʪʘʢʠʝ ʘʪʘʢʠ ʩʫʱʝʩʪʚʫʶʪ, ʚʳ ʚʩʝ ʨʘʚʥʦ ʜʦʣʞʥʳ ʠʩʧʨʘʚʣʷʪʴ ʩʚʦʠ 

ʩʠʩʪʝʤʳ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʘʪʘʢ ʥʝʥʫʣʝʚʦʛʦ ʜʥʷè, - ʛʦʚʦʨʠʪ ɼʞʝʥʢʠʥʩ. çʅʦ ʚʳ ʚʩʝʛʜʘ 

ʜʦʣʞʥʳ ʧʨʝʜʧʦʣʘʛʘʪʴ, ʯʪʦ ʚʘʰʘ ʩʝʪʴ ʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ, ʠ 

ʚʚʦʜʠʪʴ ʵʣʝʤʝʥʪʳ ʫʧʨʘʚʣʝʥʠʷ ʚʥʫʪʨʠ ʚʘʰʝʡ ʩʨʝʜʳ, ʢʦʪʦʨʳʝ ʦʛʨʘʥʠʯʠʚʘʶʪ 

ʜʚʠʞʝʥʠʝ, ʢʦʛʜʘ ʢʪʦ-ʪʦ ʚʭʦʜʠʪè.  

ɺ ʥʘʯʘʣʝ 2020 ʛʦʜʘ ʘʤʝʨʠʢʘʥʩʢʘʷ ʢʦʤʧʘʥʠʷ-ʨʘʟʨʘʙʦʪʯʠʢ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ SolarWinds ʩʪʘʣʘ ʞʝʨʪʚʦʡ ʢʠʙʝʨʘʪʘʢʠ, ʢʦʪʦʨʘʷ ʨʘʩʧʨʦʩʪʨʘʥʠʣʘʩʴ ʥʘ ʝʝ 

ʢʣʠʝʥʪʦʚ. ɼʣʷ ʢʣʠʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʦʚʘʣʠ Ringfencing ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ 

SolarWinds, ʘʪʘʢʘ ʙʳʣʘ ʦʛʨʘʥʠʯʝʥʘ ʘʢʪʠʚʘʤʠ, ʢ ʢʦʪʦʨʳʤ ʦʥʠ ʤʦʛʣʠ ʧʦʣʫʯʠʪʴ 

ʜʦʩʪʫʧ ʚʥʫʪʨʠ ʠʭ ʩʝʪʝʡ.  

çɽʩʣʠ ʚʳ ʦʛʨʘʥʠʯʠʚʘʝʪʝ ʚʦʟʤʦʞʥʦʩʪʠ ʧʨʠʣʦʞʝʥʠʷ, ʧʨʠ ʝʛʦ ʚʟʣʦʤʝ ʨʘʟʤʝʨ 

ʧʦʪʝʥʮʠʘʣʴʥʦʛʦ ʫʱʝʨʙʘ ʦʛʨʘʥʠʯʠʚʘʝʪʩʷ ʪʝʤ, ʢ ʯʝʤʫ ʝʤʫ ʥʫʞʥʦ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧè, - 

ʛʦʚʦʨʠʪ ɼʞʝʥʢʠʥʩ. çʊʘʢ, ʥʘʧʨʠʤʝʨ, ʝʩʣʠ ʙʫʭʛʘʣʪʝʨʩʢʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ 
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QuickBooks ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʦ ʠ ʫ ʥʝʛʦ ʝʩʪʴ ʜʦʩʪʫʧ ʪʦʣʴʢʦ ʢ ʙʘʟʝ ʜʘʥʥʳʭ 

QuickBooks, ʪʦ ʵʪʦ ʝʜʠʥʩʪʚʝʥʥʦʝ, ʯʪʦ ʦʥʦ ʤʦʞʝʪ ʧʦʚʨʝʜʠʪʴ. ʆʛʨʘʥʠʯʴʪʝ ʪʦ, ʯʪʦ 

ʧʨʠʣʦʞʝʥʠʝ ʤʦʞʝʪ ʜʝʣʘʪʴ ʥʘ ʥʝʩʢʦʣʴʢʠʭ ʫʨʦʚʥʷʭ, ʠ ʚʳ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʩʤʦʞʝʪʝ 

ʫʩʠʣʠʪʴ ʩʚʦʶ ʘʪʘʢʫ. 

çʅʝ ʜʦʚʝʨʷʡʪʝ ʥʠʯʝʤʫ, ʢʨʦʤʝ ʪʦʛʦ, ʯʪʦ ʦʥ ʜʦʣʞʝʥ ʜʝʣʘʪʴ, ʠ ʪʦʛʜʘ, ʢʦʛʜʘ ʚʳ 

ʧʦʧʘʜʝʪʝ ʚ ʙʨʝʰʴ, ʚʘʰʘ ʙʨʝʰʴ ʙʫʜʝʪ ʥʘʩʪʦʣʴʢʦ ʥʝʟʥʘʯʠʪʝʣʴʥʦʡ, ʯʪʦ ʥʝ ʠʤʝʝʪ 

ʟʥʘʯʝʥʠʷ. ɽʩʣʠ ʚʳ ʧʨʠʤʝʥʷʝʪʝ ʦʪʢʨʳʪʳʡ ʧʦʜʭʦʜ, ʥʘʨʫʰʝʥʠʷ ʧʨʠʚʦʜʷʪ ʢ 

ʧʨʝʢʨʘʱʝʥʠʶ ʙʠʟʥʝʩʘ. ʅʘʠʙʦʣʝʝ ʚʝʨʦʷʪʥʳʡ ʩʧʦʩʦʙ ʚʳʡʪʠ ʠʟ ʙʠʟʥʝʩʘ ʚ 2021 ʛʦʜʫ - 

ʵʪʦ ʢʠʙʝʨʥʝʪʠʯʝʩʢʘʷ ʫʪʝʯʢʘè. 

ThreatLocker ʧʦʤʦʛʘʝʪ ʩʚʦʠʤ ʢʣʠʝʥʪʘʤ ʚʥʝʜʨʠʪʴ ʵʪʠ ʧʨʦʪʦʢʦʣʳ 

ʙʝʟʦʧʘʩʥʦʩʪʠ.  

çʄʳ ʩʫʱʝʩʪʚʫʝʤ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʜʦʚʝʩʪʠ ʵʪʠ ʵʣʝʤʝʥʪʳ ʫʧʨʘʚʣʝʥʠʷ ʩ 

ʥʫʣʝʚʳʤ ʜʦʚʝʨʠʝʤ, ʢʦʪʦʨʳʝ ʨʘʥʝʝ ʙʳʣʠ ʜʦʩʪʫʧʥʳ ʪʦʣʴʢʦ ʜʣʷ ʦʯʝʥʴ ʢʨʫʧʥʳʭ 

ʧʨʝʜʧʨʠʷʪʠʡ, ʥʘ ʢʦʥʝʯʥʫʶ ʪʦʯʢʫè, - ʛʦʚʦʨʠʪ ɼʞʝʥʢʠʥʩ. çʋ ʤʘʣʦʛʦ ʙʠʟʥʝʩʘ ʠʣʠ ʫ 

ʧʦʩʪʘʚʱʠʢʘ ʫʧʨʘʚʣʷʝʤʳʭ ʫʩʣʫʛ ʤʥʦʛʦ ʢʣʠʝʥʪʦʚ, ʥʘ ʢʦʪʦʨʳʭ ʫʩʪʘʥʦʚʣʝʥʦ 

ʨʘʟʣʠʯʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʠ ʦʙʥʦʚʣʷʝʪʩʷ ʧʦ ʩʦʙʩʪʚʝʥʥʦʤʫ ʨʘʩʧʠʩʘʥʠʶ. 

ʅʘ ʵʪʦʤ ʵʪʘʧʝ ʥʫʣʝʚʦʝ ʜʦʚʝʨʠʝ ʩʪʘʥʦʚʠʪʩʷ ʦʯʝʥʴ ʩʣʦʞʥʳʤ, ʧʦʪʦʤʫ ʯʪʦ ʪʝʧʝʨʴ ʚʘʤ 

ʥʫʞʥʦ ʙʝʩʧʦʢʦʠʪʴʩʷ ʦʙʦ ʚʩʝʭ ʵʪʠʭ ʦʙʥʦʚʣʝʥʠʷʭ.  

çʄʳ ʚʟʷʣʠ ʵʪʫ ʢʦʥʮʝʧʮʠʶ ʥʫʣʝʚʦʛʦ ʜʦʚʝʨʠʷ ʠ ʩʦʟʜʘʣʠ ʧʨʝʜʦʧʨʝʜʝʣʝʥʥʳʝ 

ʧʘʨʘʤʝʪʨʳ ʪʦʛʦ, ʯʪʦ ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʟʘʧʫʩʢʘ ʪʘʢʠʭ ʧʨʦʛʨʘʤʤ, ʢʘʢ Windows ʠʣʠ 

Microsoft Office, ʯʪʦʙʳ ʢʣʠʝʥʪʫ ʥʝ ʥʫʞʥʦ ʙʳʣʦ ʙʝʩʧʦʢʦʠʪʴʩʷ, ʝʩʣʠ ʨʘʟʣʠʯʥʳʝ 

ʦʙʥʦʚʣʝʥʠʷ ʙʫʜʫʪ ʟʘʙʣʦʢʠʨʦʚʘʥʳè.  

ThreatLocker Ringfencing ʟʘʱʠʱʘʝʪ ʧʨʠʣʦʞʝʥʠʷ, ʪʘʢ ʯʪʦ ʦʥʠ ʥʝ ʤʦʛʫʪ 

ʦʪʨʠʮʘʪʝʣʴʥʦ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ ʜʨʫʛʠʤʠ ʯʘʩʪʷʤʠ ʩʠʩʪʝʤʳ.  

çʄʳ ʨʘʟʜʝʣʷʝʤ ʵʪʠ ʘʪʘʢʠ ʥʘ ʯʘʩʪʠ, ʧʦʵʪʦʤʫ, ʝʩʣʠ ʝʩʪʴ ʫʷʟʚʠʤʦʩʪʴ ʚ 

ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ, ʝʩʣʠ ʝʩʪʴ ʫʷʟʚʠʤʦʩʪʴ ʥʫʣʝʚʦʛʦ ʜʥʷ, ʚʝʨʦʷʪʥʦʩʪʴ 

ʵʬʬʝʢʪʠʚʥʦʡ ʘʪʘʢʠ ʟʥʘʯʠʪʝʣʴʥʦ, ʝʩʣʠ ʥʝ ʧʦʣʥʦʩʪʴʶ, ʩʥʠʞʘʝʪʩʷ. ʄʳ ʜʘʝʤ ʢʣʠʝʥʪʘʤ 

ʥʦʚʳʡ ʫʨʦʚʝʥʴ ʚʠʜʠʤʦʩʪʠ ʠ ʢʦʥʪʨʦʣʷè. (Elly Yates-Roberts. The importance of zero-

trust policies in cybersecurity // Tudor Rose 

(https://www.technologyrecord.com/Article/the-importance-of-zero-trust-policies-in-

cybersecurity-121665). 15.04.2021). 
***  

 

çʃʶʜʠ ʛʦʚʦʨʷʪ ʦ ʨʳʥʢʝ ʪʨʫʜʘ ʚ ʩʬʝʨʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʘʢ ʦ 

ʤʦʥʦʣʠʪʝ, ʥʦ ʚ ʨʘʤʢʘʭ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩʫʱʝʩʪʚʫʝʪ ʨʷʜ ʨʘʟʣʠʯʥʳʭ ʨʦʣʝʡ, 

ʟʘʚʠʩʷʱʠʭ ʥʝ ʪʦʣʴʢʦ ʦʪ ʫʨʦʚʥʷ ʚʘʰʠʭ ʥʘʚʳʢʦʚ ʠ ʦʧʳʪʘ, ʥʦ ʠ ʦʪ ʪʦʛʦ, ʯʪʦ ʚʳ 

ʣʶʙʠʪʝ ʜʝʣʘʪʴ. 
ʌʘʢʪʠʯʝʩʢʠ, Cybercrime Magazine ʧʨʝʜʩʪʘʚʠʣ ʩʧʠʩʦʢ ʠʟ 50 ʥʘʠʤʝʥʦʚʘʥʠʡ 

ʜʦʣʞʥʦʩʪʝʡ, ʩʚʷʟʘʥʥʳʭ ʩ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʘ CyberSN, ʨʝʢʨʫʪʠʥʛʦʚʘʷ 

ʦʨʛʘʥʠʟʘʮʠʷ, ʧʨʝʜʩʪʘʚʠʣʘ ʩʦʙʩʪʚʝʥʥʳʡ ʩʧʠʩʦʢ ʠʟ 45 ʢʘʪʝʛʦʨʠʡ ʜʦʣʞʥʦʩʪʝʡ, 

ʩʚʷʟʘʥʥʳʭ ʩ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ. 

ʊʦʯʥʦ ʪʘʢ ʞʝ OnGig.com, ʢʦʤʧʘʥʠʷ, ʢʦʪʦʨʘʷ ʧʦʤʦʛʘʝʪ ʬʠʨʤʘʤ ʧʠʩʘʪʴ 

ʦʙʲʷʚʣʝʥʠʷ ʦ ʚʘʢʘʥʩʠʷʭ, ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʣʘ 150 ʥʘʠʤʝʥʦʚʘʥʠʡ ʚʘʢʘʥʩʠʡ ʚ ʦʙʣʘʩʪʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʦʩʪʘʚʠʣʘ ʩʚʦʡ ʩʦʙʩʪʚʝʥʥʳʡ ʩʧʠʩʦʢ 30 ʣʫʯʰʠʭ. ʕʪʘ ʩʪʘʪʴʷ 

ʦʩʥʦʚʘʥʘ ʥʘ ʠʩʩʣʝʜʦʚʘʥʠʠ, ʢʦʪʦʨʦʝ ʷ ʧʨʦʚʝʣ ʩ ʧʦʤʦʱʴʶ Springboard, ʦʜʥʦʛʦ ʠʟ 
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ʧʝʨʚʳʭ ʫʯʝʙʥʳʭ ʢʫʨʩʦʚ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʛʘʨʘʥʪʠʝʡ ʨʘʙʦʪʳ ʠ 

ʥʘʩʪʘʚʥʠʯʝʩʪʚʦʤ 1: 1. 

ɺ ʯʘʩʪʥʦʩʪʠ, CyberSeek.org, ʩʦʚʤʝʩʪʥʘʷ ʦʪʨʘʩʣʝʚʘʷ ʠʥʠʮʠʘʪʠʚʘ, ʧʦʩʚʷʱʝʥʥʘʷ 

ʨʳʥʢʫ ʪʨʫʜʘ ʚ ʩʬʝʨʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʝʜʣʘʛʘʝʪ ʠʥʪʝʨʘʢʪʠʚʥʳʡ ʩʧʠʩʦʢ ʥʝ 

ʪʦʣʴʢʦ ʨʘʟʣʠʯʥʳʭ ʜʦʣʞʥʦʩʪʝʡ ʚ ʩʬʝʨʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʦ ʠ ʧʨʝʜʣʘʛʘʝʪ ʚʘʤ 

ʢʘʨʴʝʨʥʳʡ ʧʫʪʴ, ʧʦʢʘʟʳʚʘʶʱʠʡ, ʢʘʢ ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʧʦʚʳʰʝʥʠʝ. 

ʉʣʦʞʥʦʩʪʴ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʵʪʠ ʥʘʟʚʘʥʠʷ ʠ ʨʦʣʠ ʦʙʳʯʥʦ ʥʝ 

ʩʪʘʥʜʘʨʪʠʟʠʨʦʚʘʥʳ, ʧʣʶʩ ʦʥʠ ʧʦʩʪʦʷʥʥʦ ʤʝʥʷʶʪʩʷ ʧʦ ʤʝʨʝ ʨʘʟʚʠʪʠʷ ʩʘʤʦʡ 

ʦʪʨʘʩʣʠ. ʅʘʮʠʦʥʘʣʴʥʳʡ ʠʥʩʪʠʪʫʪ ʥʘʫʢʠ ʠ ʪʝʭʥʦʣʦʛʠʡ ʚ ʨʘʤʢʘʭ ʩʚʦʝʡ 

ʅʘʮʠʦʥʘʣʴʥʦʡ ʠʥʠʮʠʘʪʠʚʳ ʧʦ ʦʙʫʯʝʥʠʶ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʳʪʘʝʪʩʷ 

ʩʪʘʥʜʘʨʪʠʟʠʨʦʚʘʪʴ ʜʦʣʞʥʦʩʪʠ, ʠʩʧʦʣʴʟʫʷ ʩʣʝʜʫʶʱʠʝ ʧʦʥʷʪʠʷ: 

ɿʘʜʘʯʠ (ʜʝʡʩʪʚʠʝ, ʚʳʧʦʣʥʷʝʤʦʝ ʯʝʣʦʚʝʢʦʤ) 

ɿʥʘʥʠʷ (ʧʦʥʷʪʠʷ, ʢʦʪʦʨʳʝ ʜʦʣʞʝʥ ʟʥʘʪʴ ʯʝʣʦʚʝʢ) 

ʅʘʚʳʢʠ (ʩʧʦʩʦʙʥʦʩʪʴ ʚʳʧʦʣʥʷʪʴ ʜʝʡʩʪʚʠʝ) 

ʆʨʛʘʥʠʟʘʮʠʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʵʪʠ ʢʦʥʮʝʧʮʠʠ ʜʣʷ ʩʦʟʜʘʥʠʷ ʨʦʣʝʡ ʠ ʢʦʤʘʥʜ 

ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʥʝʦʙʭʦʜʠʤʳʭ ʠʤ ʟʘʜʘʯ. 

ʉʣʝʜʫʝʪ ʠʤʝʪʴ ʚ ʚʠʜʫ ʝʱʝ ʢʦʝ- ʯʪʦ: ʩʦʛʣʘʩʥʦ ʜʘʥʥʳʤ ʦʧʨʦʩʘ SOC Skills 

Survey ʦʪ Cyberbit 2020, ʦʪʜʝʣʳ ʢʘʜʨʦʚ ʤʦʛʫʪ ʥʝ ʧʦʥʠʤʘʪʴ ʨʳʥʦʢ ʪʨʫʜʘ ʚ ʦʙʣʘʩʪʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠʣʠ ʪʦ, ʢʘʢ ʥʘʥʠʤʘʪʴ ʣʶʜʝʡ ʚ ʵʪʦʡ ʦʙʣʘʩʪʠ. 

ɿʜʝʩʴ ʤʳ ʜʦʣʞʥʳ ʧʨʦʚʝʩʪʠ ʥʝʩʢʦʣʴʢʦ ʨʘʟʣʠʯʠʡ. ʈʦʣʠ ʚ ʩʬʝʨʝ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʨʘʟʣʠʯʘʶʪʩʷ ʧʦ ʫʨʦʚʥʶ ʥʝʦʙʭʦʜʠʤʦʛʦ ʦʧʳʪʘ, ʘ ʪʘʢʞʝ ʦʪ ʪʦʛʦ, 

ʷʚʣʷʝʪʝʩʴ ʣʠ ʚʳ ʢʨʘʩʥʦʡ ʢʦʤʘʥʜʦʡ (ʥʘʩʪʫʧʣʝʥʠʝ) ʠʣʠ ʩʠʥʝʡ ʢʦʤʘʥʜʦʡ (ʟʘʱʠʪʦʡ). 

ʅʘʩʪʫʧʘʪʝʣʴʥʳʝ ʨʦʣʠ (ʥʘʧʨʠʤʝʨ, ʪʝʩʪʝʨʳ ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ), ʢʘʢ ʧʨʘʚʠʣʦ, ʪʨʝʙʫʶʪ 

ʙʦʣʴʰʝʛʦ ʦʧʳʪʘ ʧʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʚʳ ʫʛʣʫʙʣʷʝʪʝ ʩʚʦʝ ʧʦʥʠʤʘʥʠʝ ʟʘʱʠʪʥʦʡ 

ʧʨʘʢʪʠʢʠ. 

ʀʪʘʢ, ʢʘʢʠʝ ʜʦʣʞʥʦʩʪʠ ʚ ʩʬʝʨʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʳ 

ʠ ʯʝʤ ʦʥʠ ʦʪʣʠʯʘʶʪʩʷ ʜʨʫʛ ʦʪ ʜʨʫʛʘ? 

ɽʱʝ ʥʝʩʢʦʣʴʢʦ ʜʦʣʞʥʦʩʪʝʡ ʥʘʯʘʣʴʥʦʛʦ ʫʨʦʚʥʷ, ʦʙʳʯʥʦ ʪʨʝʙʫʶʱʠʭ 

ʩʝʨʪʠʬʠʢʘʮʠʠ, ʥʘʧʨʠʤʝʨ, CompTIA Security +, ʚʢʣʶʯʘʶʪ: 

ɸʥʘʣʠʪʠʢ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ: ʘʥʘʣʠʪʠʢ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʦʪʚʝʯʘʝʪ ʟʘ 

ʟʘʱʠʪʫ ʩʝʪʝʡ ʠ ʜʘʥʥʳʭ ʢʦʤʧʘʥʠʠ. ʇʦʤʠʤʦ ʫʧʨʘʚʣʝʥʠʷ ʚʩʝʤʠ ʪʝʢʫʱʠʤʠ ʤʝʨʘʤʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘʥʘʣʠʪʠʢ ʪʘʢʞʝ ʦʪʚʝʯʘʝʪ ʟʘ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʥʘʨʫʰʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʟʘʱʠʪʫ ʦʙʦʨʫʜʦʚʘʥʠʷ ʢʦʤʧʘʥʠʠ, ʥʘʧʨʠʤʝʨ, ʢʦʤʧʴʶʪʝʨʦʚ 

ʩʦʪʨʫʜʥʠʢʦʚ. 

ʀʥʞʝʥʝʨ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ: ʀʥʞʝʥʝʨʳ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʦʣʞʥʳ ʧʣʘʥʠʨʦʚʘʪʴ ʠ 

ʚʳʧʦʣʥʷʪʴ ʩʪʨʘʪʝʛʠʶ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ ʠ ʧʦʜʜʝʨʞʠʚʘʪʴ ʚʩʝ 

ʨʝʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʆʥʠ ʪʘʢʞʝ ʤʦʛʫʪ ʥʝʩʪʠ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ 

ʜʦʢʫʤʝʥʪʠʨʦʚʘʥʠʝ ʩʦʩʪʦʷʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʚʦʝʡ ʢʦʤʧʘʥʠʠ ʠ ʣʶʙʳʭ ʧʨʦʙʣʝʤ ʠʣʠ 

ʤʝʨ, ʧʨʠʥʠʤʘʝʤʳʭ ʧʦʜ ʠʭ ʢʦʥʪʨʦʣʝʤ. ʀʥʞʝʥʝʨʳ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʘʢ ʧʨʘʚʠʣʦ, 

ʟʘʥʠʤʘʶʪ ʙʦʣʝʝ ʦʙʦʨʦʥʠʪʝʣʴʥʫʶ ʧʦʟʠʮʠʶ, ʯʝʤ ʠʭ ʢʦʣʣʝʛʠ-ʘʥʘʣʠʪʠʢʠ. 

ʂʦʥʩʫʣʴʪʘʥʪ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ: ʂʦʥʩʫʣʴʪʘʥʪ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʪʚʝʯʘʝʪ ʟʘ 

ʦʮʝʥʢʫ ʩʦʩʪʦʷʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ ʥʘ ʢʦʥʪʨʘʢʪʥʦʡ ʦʩʥʦʚʝ, ʘ ʪʘʢʞʝ 

ʚʳʩʪʫʧʘʝʪ ʚ ʢʘʯʝʩʪʚʝ ʩʦʚʝʪʥʠʢʘ ʜʣʷ ʜʨʫʛʠʭ ʀʊ-ʩʦʪʨʫʜʥʠʢʦʚ. ʎʝʣʴʶ ʢʦʥʩʫʣʴʪʘʥʪʘ 

ʷʚʣʷʝʪʩʷ ʫʧʨʘʚʣʝʥʠʝ ʫʛʨʦʟʘʤʠ, ʠ ʦʥ ʯʘʩʪʦ ʙʫʜʝʪ ʧʣʘʥʠʨʦʚʘʪʴ, ʪʝʩʪʠʨʦʚʘʪʴ ʠ 

ʫʧʨʘʚʣʷʪʴ ʥʘʯʘʣʴʥʳʤʠ ʠʪʝʨʘʮʠʷʤʠ ʧʨʦʪʦʢʦʣʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ. 
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ʂʦʥʩʫʣʴʪʘʥʪʳ, ʢʘʢ ʧʨʘʚʠʣʦ, ʥʘʭʦʜʷʪʩʷ ʚʥʝ ʦʨʛʘʥʠʟʘʮʠʠ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʘʥʘʣʠʪʠʢʠ 

ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʫʪ ʚʥʫʪʨʝʥʥʠʤʠ. 

ɹʦʣʴʰʝ ʨʦʣʝʡ ʩʨʝʜʥʝʛʦ ʫʨʦʚʥʷ ʠ ʙʦʣʴʰʝ ʘʛʨʝʩʩʠʚʥʳʭ ʨʦʣʝʡ, ʦʙʳʯʥʦ 

ʪʨʝʙʫʶʱʠʭ ʩʝʨʪʠʬʠʢʘʮʠʠ, ʪʘʢʦʡ ʢʘʢ Certified Ethical Hacker, ʚʢʣʶʯʘʶʪ: 

Advanced Threat Analyst: ʧʨʦʜʚʠʥʫʪʳʡ ʘʥʘʣʠʪʠʢ ʫʛʨʦʟ ʙʫʜʝʪ ʦʪʩʣʝʞʠʚʘʪʴ 

ʢʦʤʧʴʶʪʝʨʥʳʝ ʩʝʪʠ ʩ ʮʝʣʴʶ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ 

ʬʘʡʣʘʤ ʠ ʩʠʩʪʝʤʘʤ. ʆʥʠ ʪʘʢʞʝ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʦʪʯʝʪʳ ʚʳʩʰʝʤʫ ʨʫʢʦʚʦʜʩʪʚʫ, 

ʢʘʩʘʶʱʠʝʩʷ ʚʦʟʤʦʞʥʦʩʪʝʡ ʪʝʭʥʠʯʝʩʢʦʡ ʟʘʱʠʪʳ ʢʦʤʧʘʥʠʠ. 

ʆʮʝʥʱʠʢ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ: ʆʮʝʥʱʠʢ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʨʘʩʩʤʘʪʨʠʚʘʝʪ ʠ ʜʘʝʪ ʨʝʢʦʤʝʥʜʘʮʠʠ ʦʪʥʦʩʠʪʝʣʴʥʦ ʩʦʩʪʦʷʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ. ɼʣʷ ʵʪʦʛʦ ʦʥʠ ʧʨʦʚʦʜʷʪ ʩʦʙʝʩʝʜʦʚʘʥʠʷ ʩ ʀʊ-

ʩʦʪʨʫʜʥʠʢʘʤʠ, ʧʨʦʚʝʨʷʶʪ ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʝʪʠ ʠ ʪʝʩʪʠʨʫʶʪ ʫʷʟʚʠʤʦʩʪʠ. ʆʮʝʥʱʠʢ 

ʪʘʢʞʝ ʧʨʦʚʝʨʷʝʪ ʧʦʣʠʪʠʢʫ ʠ ʧʨʦʮʝʜʫʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ. 

ʊʝʩʪʝʨ ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ: ʊʝʩʪʝʨ ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ ʥʘʥʷʪ ʜʣʷ ʣʝʛʘʣʴʥʦʛʦ 

ʚʟʣʦʤʘ ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʝʪʝʡ ʢʦʤʧʘʥʠʠ. ʊʝʩʪʠʨʦʚʱʠʢʠ ʪʘʢʞʝ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʪʘʢʪʠʢʫ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ ʠ ʧʳʪʘʪʴʩʷ ʧʦʣʫʯʠʪʴ ʠʥʬʦʨʤʘʮʠʶ, ʧʨʠʪʚʦʨʷʷʩʴ ʥʘ 

ʩʣʦʚʘʭ ʯʝʣʦʚʝʢʦʤ, ʢʦʪʦʨʦʤʫ ʜʦʚʝʨʷʶʪ. ʇʨʠ ʦʙʥʘʨʫʞʝʥʠʠ ʫʷʟʚʠʤʦʩʪʝʡ ʪʝʩʪʝʨ ʥʘ 

ʧʨʦʥʠʢʥʦʚʝʥʠʝ ʜʘʩʪ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʧʦʚʳʰʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɼʦʣʞʥʦʩʪʠ ʙʦʣʝʝ ʚʳʩʦʢʦʛʦ ʫʨʦʚʥʷ, ʦʙʳʯʥʦ ʪʨʝʙʫʶʱʠʝ ʩʝʨʪʠʬʠʢʘʮʠʠ, 

ʥʘʧʨʠʤʝʨ, ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʥʦʛʦ ʩʧʝʮʠʘʣʠʩʪʘ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ 

ʩʠʩʪʝʤ (CISSP) ʠ ʥʝ ʤʝʥʝʝ ʧʷʪʠ ʣʝʪ ʦʧʳʪʘ, ʚʢʣʶʯʘʶʪ: 

ʀʥʬʦʨʤʘʮʠʦʥʥʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ ɸʥʘʣʠʪʠʢ: ʘʥʘʣʠʪʠʢ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʪʚʝʯʘʝʪ ʟʘ ʟʘʱʠʪʫ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʝʪʠ ʠ ʧʦʜʜʝʨʞʘʥʠʷ ʚʩʝʭ ʩʨʝʜʩʪʚ 

ʟʘʱʠʪʳ ʦʪ ʥʘʧʘʜʝʥʠʷ. ɸʥʘʣʠʪʠʢ ʤʦʞʝʪ ʪʘʢʞʝ ʨʝʘʣʠʟʦʚʘʪʴ ʧʣʘʥ ʘʚʘʨʠʡʥʦʛʦ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʢʦʤʧʘʥʠʠ ʚ ʩʣʫʯʘʝ ʩʙʦʝʚ ʚ ʩʝʪʠ. ʄʝʞʜʫ ʧʨʦʯʠʤ, ʩʦʛʣʘʩʥʦ OnGig, 

ʵʪʦ ʥʘʠʙʦʣʝʝ ʚʦʩʪʨʝʙʦʚʘʥʥʘʷ ʨʘʙʦʪʦʜʘʪʝʣʷʤʠ ʠʥʩʪʨʫʢʮʠʷ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʄʝʥʝʜʞʝʨ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ: ʄʝʥʝʜʞʝʨ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʨʘʟʨʘʙʘʪʳʚʘʝʪ ʧʦʣʠʪʠʢʠ ʠ ʧʨʦʮʝʜʫʨʳ, ʥʘʧʨʘʚʣʝʥʥʳʝ ʥʘ ʦʙʝʩʧʝʯʝʥʠʝ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʪʠ ʢʦʤʧʘʥʠʠ. ʆʥʠ ʥʘʙʣʶʜʘʶʪ ʟʘ ʘʥʘʣʠʪʠʢʘʤʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʛʘʨʘʥʪʠʨʫʷ, ʯʪʦ ʢʦʤʧʘʥʠʷ ʩʦʙʣʶʜʘʝʪ ʩʪʘʥʜʘʨʪʳ ʠ ʥʦʨʤʳ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʂʘʢ ʤʝʥʝʜʞʝʨ, ʦʥʠ ʦʪʚʝʯʘʶʪ ʟʘ ʧʨʠʝʤ ʥʘ ʨʘʙʦʪʫ ʠ 

ʦʙʫʯʝʥʠʝ ʥʦʚʳʭ ʘʥʘʣʠʪʠʢʦʚ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʅʘʢʦʥʝʮ, ʝʩʪʴ ʜʠʨʝʢʪʦʨ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʦ ʨʫʢʦʚʦʜʷʱʘʷ 

ʜʦʣʞʥʦʩʪʴ ʩʨʝʜʥʝʛʦ ʫʨʦʚʥʷ, ʢʦʪʦʨʘʷ ʯʘʩʪʦ ʧʦʜʯʠʥʷʝʪʩʷ ʛʣʘʚʥʦʤʫ ʪʝʭʥʠʯʝʩʢʦʤʫ 

ʜʠʨʝʢʪʦʨʫ, ʛʣʘʚʥʦʤʫ ʠʥʬʦʨʤʘʮʠʦʥʥʦʤʫ ʜʠʨʝʢʪʦʨʫ, ʬʠʥʘʥʩʦʚʦʤʫ ʜʠʨʝʢʪʦʨʫ ʠʣʠ 

ʜʘʞʝ ʛʣʘʚʥʦʤʫ ʠʩʧʦʣʥʠʪʝʣʴʥʦʤʫ ʜʠʨʝʢʪʦʨʫ ʠ ʯʘʩʪʦ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʢʦʥʝʯʥʫʶ 

ʮʝʣʴ ʢʘʨʴʝʨʥʦʛʦ ʨʦʩʪʘ ʚ ʩʬʝʨʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɼʠʨʝʢʪʦʨ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (CISO) ʦʪʚʝʯʘʝʪ ʟʘ ʦʙʱʠʡ ʧʣʘʥ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ. ɺ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʦʥʠ ʥʝʩʫʪ ʧʦʣʥʫʶ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ 

ʥʘʨʫʰʝʥʠʷ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʨʘʙʦʪʘʶʪ ʩ ʜʨʫʛʠʤʠ ʨʫʢʦʚʦʜʠʪʝʣʷʤʠ, ʯʪʦʙʳ 

ʛʘʨʘʥʪʠʨʦʚʘʪʴ, ʯʪʦ ʦʪʜʝʣʳ ʩʦʙʣʶʜʘʶʪ ʩʪʘʥʜʘʨʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʂʘʢ ʚʠʜʠʪʝ, ʩʫʱʝʩʪʚʫʝʪ ʤʥʦʞʝʩʪʚʦ ʚʦʟʤʦʞʥʳʭ ʥʘʟʚʘʥʠʡ ʜʦʣʞʥʦʩʪʝʡ, 

ʩʚʷʟʘʥʥʳʭ ʩ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʠ ʚʘʞʥʦ ʟʥʘʪʴ ʩʘʤʳʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ ʠʟ ʥʠʭ. ɺ 

ʪʦ ʞʝ ʚʨʝʤʷ ʪʘʢʞʝ ʚʘʞʥʦ ʦʙʨʘʱʘʪʴ ʚʥʠʤʘʥʠʝ ʥʘ ʪʦ, ʢʘʢ ʢʦʥʢʨʝʪʥʘʷ ʢʦʤʧʘʥʠʷ 

ʦʧʨʝʜʝʣʷʝʪ ʨʦʣʴ, ʯʪʦʙʳ ʚʳ ʚ ʠʪʦʛʝ ʦʢʘʟʘʣʠʩʴ ʥʘ ʧʦʜʭʦʜʷʱʝʡ ʜʣʷ ʚʘʩ ʨʘʙʦʪʝéè 
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(What are the different roles within cybersecurity? // The Hacker News 

(https://thehackernews.com/2021/04/what-are-different-roles-within.html). 

17.04.2021). 
***  

 

çʅʝʜʘʚʥʦ TalentLMS ʚ ʧʘʨʪʥʝʨʩʪʚʝ ʩ Kenna Security ʦʧʨʦʩʠʣʘ 1200 

ʩʦʪʨʫʜʥʠʢʦʚ ʦʙ ʠʭ ʧʨʠʚʳʯʢʘʭ ʢ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʟʥʘʥʠʠ ʧʝʨʝʜʦʚʳʭ 
ʧʨʘʢʪʠʢ ʠ ʩʧʦʩʦʙʥʦʩʪʠ ʨʘʩʧʦʟʥʘʚʘʪʴ ʫʛʨʦʟʳ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɺʦʪ ʥʝʢʦʪʦʨʳʝ ʠʟ 

ʦʰʝʣʦʤʣʷʶʱʠʭ ʨʝʟʫʣʴʪʘʪʦʚ, ʢʦʪʦʨʳʝ ʧʨʝʜʣʘʛʘʶʪ ʥʝʢʦʪʦʨʦʝ ʦʙʲʷʩʥʝʥʠʝ ʪʦʛʦ, 

ʧʦʯʝʤʫ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ ʧʨʝʚʨʘʪʠʣʘʩʴ ʚ ʪʘʢʦʡ ʧʨʠʙʳʣʴʥʳʡ ʙʠʟʥʝʩ: 

69% ʨʝʩʧʦʥʜʝʥʪʦʚ ʧʨʦʰʣʠ ʦʙʫʯʝʥʠʝ ʧʦ ʚʦʧʨʦʩʘʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʫ ʩʚʦʠʭ 

ʨʘʙʦʪʦʜʘʪʝʣʝʡ, ʠ ʚʩʝ ʞʝ, ʢʦʛʜʘ ʠʭ ʧʦʧʨʦʩʠʣʠ ʧʨʦʡʪʠ ʙʘʟʦʚʫʶ ʚʠʢʪʦʨʠʥʫ, 61% ʥʝ 

ʩʤʦʛʣʠ 

ʊʦʣʴʢʦ 17% ʦʧʨʦʰʝʥʥʳʭ ʩʦʪʨʫʜʥʠʢʦʚ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʣʫʞʙ ʧʨʦʰʣʠ 

ʚʠʢʪʦʨʠʥʫ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ 57% ʨʘʙʦʪʥʠʢʦʚ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ. 

59% ʩʦʪʨʫʜʥʠʢʦʚ ʧʨʦʰʣʠ ʦʙʫʯʝʥʠʝ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʩʚʷʟʠ ʩ ʨʦʩʪʦʤ 

ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ ʚ ʨʝʟʫʣʴʪʘʪʝ ʧʘʥʜʝʤʠʠ COVID-19. 

60% ʩʦʪʨʫʜʥʠʢʦʚ, ʥʝ ʧʨʦʰʝʜʰʠʭ ʪʝʩʪ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʦʦʙʱʘʶʪ, ʯʪʦ 

ʯʫʚʩʪʚʫʶʪ ʩʝʙʷ ʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʪ ʫʛʨʦʟ. 

ɹʦʣʴʰʝ ʩʦʪʨʫʜʥʠʢʦʚ ʭʨʘʥʷʪ ʩʚʦʠ ʧʘʨʦʣʠ ʚ ʚʠʜʝ ʦʪʢʨʳʪʦʛʦ ʪʝʢʩʪʘ, ʯʝʤ ʪʝ, ʢʪʦ 

ʭʨʘʥʠʪ ʠʭ ʚ ʤʝʥʝʜʞʝʨʘʭ ʧʘʨʦʣʝʡ. 

ʉʦʪʨʫʜʥʠʢʠ ʦʬʠʩʘ ʩʦʦʙʱʘʶʪ, ʯʪʦ ʯʫʚʩʪʚʫʶʪ ʩʝʙʷ ʚ ʙʦʣʴʰʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʪ 

ʫʛʨʦʟ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʝʤ ʫʜʘʣʝʥʥʳʝ, ʥʦ ʠʤʝʶʪ ʛʦʨʘʟʜʦ ʭʫʜʰʠʝ ʧʨʠʚʳʯʢʠ ʢ 

ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʕʢʩʧʝʨʪʳ ʧʨʝʜʣʘʛʘʶʪ ʩʦʚʝʪʳ ʦ ʪʦʤ, ʢʘʢ ʫʣʫʯʰʠʪʴ ʠʥʠʮʠʘʪʠʚʳ ʧʦ ʦʙʫʯʝʥʠʶ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʣʫʯʰʠʭ ʨʝʟʫʣʴʪʘʪʦʚ. 

ʕʪʠ ʦʰʝʣʦʤʣʷʶʱʠʝ ʨʝʟʫʣʴʪʘʪʳ ʧʨʠʚʦʜʷʪ ʢ ʚʳʚʦʜʫ, ʯʪʦ ʧʨʦʩʪʦ ʥʘʣʠʯʠʷ 

ʧʨʦʛʨʘʤʤʳ ʦʙʫʯʝʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝʜʦʩʪʘʪʦʯʥʦ. ɹʦʣʴʰʠʥʩʪʚʦ ʩʦʪʨʫʜʥʠʢʦʚ 

ʪʘʢʞʝ ʩʦʦʙʱʘʶʪ, ʯʪʦ ʠʭ ʢʦʤʧʘʥʠʠ ʚʥʝʜʨʠʣʠ ʧʨʘʚʠʣʴʥʳʝ ʬʫʥʜʘʤʝʥʪʘʣʴʥʳʝ ʤʝʨʳ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʙʝʩʧʝʯʠʚʘʶʱʠʝ ʩʫʱʝʩʪʚʝʥʥʫʶ ʟʘʱʠʪʫ ʦʪ ʫʛʨʦʟ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ: 

66% ʪʨʝʙʫʶʪ, ʯʪʦʙʳ ʩʦʪʨʫʜʥʠʢʠ ʠʩʧʦʣʴʟʦʚʘʣʠ ʜʚʫʭʬʘʢʪʦʨʥʫʶ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ 

67% ʠʤʝʶʪ ʫʩʪʘʥʦʚʣʝʥʥʫʶ ʧʦʣʠʪʠʢʫ ʩʦʦʙʱʝʥʠʷ ʦʙ ʫʪʝʨʷʥʥʳʭ ʠ ʫʢʨʘʜʝʥʥʳʭ 

ʫʩʪʨʦʡʩʪʚʘʭ. 

75% ʪʨʝʙʫʶʪ ʦʙʷʟʘʪʝʣʴʥʦʡ ʧʝʨʠʦʜʠʯʝʩʢʦʡ ʩʤʝʥʳ ʧʘʨʦʣʷ 

ʅʝʩʤʦʪʨʷ ʥʘ ʵʪʠ ʮʠʬʨʳ, ʥʝ ʩʝʢʨʝʪ, ʯʪʦ ʮʝʣʝʫʩʪʨʝʤʣʝʥʥʳʝ ʭʘʢʝʨʳ ʥʘʤʥʦʛʦ 

ʦʧʝʨʝʞʘʶʪ ʤʝʨʳ ʟʘʱʠʪʳ, ʚʚʝʜʝʥʥʳʝ ʢʦʤʧʘʥʠʷʤʠ, ʠ ʝʱʝ ʤʥʦʛʦʝ ʧʨʝʜʩʪʦʠʪ ʩʜʝʣʘʪʴ. 

çʕʪʠ ʨʝʟʫʣʴʪʘʪʳ ʦʧʨʦʩʘ ʧʦʢʘʟʳʚʘʶʪ, ʯʪʦ, ʭʦʪʷ ʙʦʣʴʰʠʥʩʪʚʦ ʦʧʨʦʰʝʥʥʳʭ 

ʩʦʪʨʫʜʥʠʢʦʚ ʧʦʢʘʟʳʚʘʶʪ, ʯʪʦ ʠʭ ʢʦʤʧʘʥʠʠ ʜʚʠʞʫʪʩʷ ʚ ʧʨʘʚʠʣʴʥʦʤ ʥʘʧʨʘʚʣʝʥʠʠ, 

ʩʫʱʝʩʪʚʫʝʪ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʢʦʤʧʘʥʠʡ, ʢʦʪʦʨʳʝ ʥʝ ʧʨʦʚʦʜʷʪ ʙʘʟʦʚʦʝ ʦʙʫʯʝʥʠʝ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ (31%) ʠʣʠ ʥʝ ʧʨʝʜʣʘʛʘʶʪ ʤʥʦʛʦʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ 

ʜʣʷ ʩʚʦʠʭ ʩʠʩʪʝʤ. (ʦʪ 18 ʜʦ 34%). ʕʪʠ ʧʨʦʙʝʣʳ ʚ ʙʘʟʦʚʦʡ ʛʠʛʠʝʥʝ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ - ʵʪʦ ʪʦ, ʯʪʦ ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʶʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʠ ʵʪʦ ʭʦʨʦʰʝʝ 

ʥʘʧʦʤʠʥʘʥʠʝ, ʯʪʦ ʥʘʤ ʝʱʝ ʧʨʝʜʩʪʦʠʪ ʧʨʦʜʝʣʘʪʴ ʙʦʣʴʰʫʶ ʨʘʙʦʪʫè, - ʛʦʚʦʨʠʪ 
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ɼʞʝʨʨʠ ɻʘʤʙʣʠʥ, ʜʠʨʝʢʪʦʨ ʧʦ ʠʩʩʣʝʜʦʚʘʥʠʷʤ ʚ ʦʙʣʘʩʪʠ ʙʝʟʦʧʘʩʥʦʩʪʠ Kenna 

Security. 

ʗʥʠʚ ɹʘʨ-ɼʘʷʥ, ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ ʠ ʩʦʫʯʨʝʜʠʪʝʣʴ Vulcan Cyber, ʛʦʚʦʨʠʪ: 

çʅʘ ʧʨʦʪʷʞʝʥʠʠ ʜʝʩʷʪʠʣʝʪʠʡ ʤʳ ʜʦʚʦʣʴʥʦ ʭʦʨʦʰʦ ʚʳʷʚʣʷʣʠ ʠ ʦʧʨʝʜʝʣʷʣʠ 

ʧʨʠʦʨʠʪʝʪʳ ʫʛʨʦʟ ʠ ʫʷʟʚʠʤʦʩʪʝʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʜʥʘʢʦ ʤʳ ʚʩʝ ʝʱʝ ʧʳʪʘʝʤʩʷ 

ʧʨʦʘʢʪʠʚʥʦ ʢʦʦʨʜʠʥʠʨʦʚʘʪʴ ʫʩʠʣʠʷ ʧʦ ʫʩʪʨʘʥʝʥʠʶ ʧʨʦʙʣʝʤ, ʢʦʪʦʨʳʝ ʤʳ ʥʘʡʪʠ. 

ʀʜʝʥʪʠʬʠʢʘʮʠʷ - ʵʪʦ ʪʦʣʴʢʦ ʥʘʯʘʣʦ, ʠ, ʢʘʢ ʧʦʢʘʟʳʚʘʝʪ ʥʦʚʦʝ ʠʩʩʣʝʜʦʚʘʥʠʝ, 

ʠʥʜʫʩʪʨʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʝʜʩʪʦʠʪ ʧʨʦʜʝʣʘʪʴ ʙʦʣʴʰʫʶ ʨʘʙʦʪʫ. ʅʘʰʘ 

ʥʝʩʧʦʩʦʙʥʦʩʪʴ ʠʩʧʨʘʚʠʪʴ ʩʠʪʫʘʮʠʶ ʩʪʘʥʦʚʠʪʩʷ ʝʱʝ ʭʫʞʝ, ʧʨʝʞʜʝ ʯʝʤ ʦʥʘ ʩʪʘʥʝʪ 

ʣʫʯʰʝ, ʦʩʦʙʝʥʥʦ ʧʦʪʦʤʫ, ʯʪʦ ʚʝʢʪʦʨʳ ʘʪʘʢ ʧʨʦʜʦʣʞʘʶʪ ʨʘʟʚʠʚʘʪʴʩʷ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ 

ʤʳ ʠʟʦ ʚʩʝʭ ʩʠʣ ʧʳʪʘʝʤʩʷ ʟʘʱʠʪʠʪʴ ʣʶʜʝʡ, ʧʨʦʮʝʩʩʳ, ʮʝʧʦʯʢʠ ʧʦʩʪʘʚʦʢ ʠ 

ʠʩʧʦʣʴʟʫʝʤʳʝ ʪʝʭʥʦʣʦʛʠʠ. ʏʪʦʙʳ ʦʙʝʟʦʧʘʩʠʪʴ ʚʩʝ ʜʚʠʞʫʱʠʝʩʷ ʯʘʩʪʠ ʥʘʰʝʡ ʥʦʚʦʡ 

ʮʠʬʨʦʚʦʡ ʨʝʘʣʴʥʦʩʪʠ, ʥʝʦʙʭʦʜʠʤʳ ʩʦʛʣʘʩʦʚʘʥʥʳʝ ʫʩʠʣʠʷ, ʧʨʝʜʧʨʠʥʠʤʘʝʤʳʝ ʥʘ 

ʚʳʩʰʝʤ ʫʨʦʚʥʝè. 

çɹʳʩʪʨʳʡ ʧʝʨʝʭʦʜ ʟʘ ʧʦʩʣʝʜʥʠʡ ʛʦʜ ʢ ʤʦʜʝʣʠ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ ʫʚʝʣʠʯʠʣ 

ʥʘʛʨʫʟʢʫ ʥʘ ʚʝʩʴ ʀʊ-ʧʝʨʩʦʥʘʣ. ɼʘʞʝ ʩ ʀʊ-ʧʝʨʩʦʥʘʣʦʤ, ʭʦʨʦʰʦ ʨʘʟʙʠʨʘʶʱʠʤʩʷ ʚ 

ʦʙʣʘʯʥʳʭ ʩʝʨʚʠʩʘʭ ʠ ʧʦʜʜʝʨʞʠʚʘʶʱʝʤ ʚʠʨʪʫʘʣʴʥʫʶ ʨʘʙʦʯʫʶ ʩʠʣʫ, ʦʥʠ ʙʦʣʴʰʝ ʥʝ 

ʤʦʛʫʪ ʵʬʬʝʢʪʠʚʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʚʦʡ ʦʧʳʪ, ʫʯʠʪʳʚʘʷ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʨʘʙʦʯʫʶ 

ʥʘʛʨʫʟʢʫ, - ʛʦʚʦʨʠʪ ɹʨʝʥʜʘʥ ʆ'ʂʦʥʥʦʨ, ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ ʠ ʩʦʫʯʨʝʜʠʪʝʣʴ 

AppOmni. - ʆʨʛʘʥʠʟʘʮʠʷʤ ʩʣʝʜʫʝʪ ʧʦʜʫʤʘʪʴ ʦ ʩʙʘʣʘʥʩʠʨʦʚʘʥʥʦʤ ʧʦʜʭʦʜʝ. ʦʙʫʯʘʪʴ 

ʩʚʦʠʭ ʩʦʪʨʫʜʥʠʢʦʚ ʠ ʚʢʣʘʜʳʚʘʪʴ ʩʨʝʜʩʪʚʘ ʚ ʩʨʝʜʩʪʚʘ ʘʚʪʦʤʘʪʠʟʘʮʠʠ. ʅʝʪ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚ ʦʙʰʠʨʥʦʤ ʦʙʫʯʝʥʠʠ ʠ ʢʨʫʛʣʦʩʫʪʦʯʥʦʤ ʨʫʯʥʦʤ ʤʦʥʠʪʦʨʠʥʛʝ, 

ʢʦʛʜʘ ʧʨʘʚʠʣʴʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʤʦʛʫʪ ʜʦʧʦʣʥʷʪʴ ʀʊ-ʧʝʨʩʦʥʘʣ ʧʦ 

ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʦʥ ʥʘʨʘʱʠʚʘʝʪ ʩʚʦʠ ʥʘʚʳʢʠè. (Cybersecurity training lags, while 

hackers capitalize on the pandemic // BNP Media 

(https://www.securitymagazine.com/articles/95011-cybersecurity-training-lags-while-

hackers-capitalize-on-the-pandemic). 14.04.2021). 
***  

 

çVanson Bourne ʧʦ ʟʘʢʘʟʫ ʢʦʤʧʘʥʠʠ Trend Micro ʧʨʦʚʝʣʘ ʦʥʣʘʡʥ-ʦʧʨʦʩ 

500 ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʀʊ ʠ OT (ʦʧʝʨʘʮʠʦʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ) ʚ ʉʐɸ, ɻʝʨʤʘʥʠʠ ʠ 
ʗʧʦʥʠʠ. ʆʧʨʦʩ ʧʦʢʘʟʘʣ, ʯʪʦ ʧʨʠʤʝʨʥʦ ʪʨʦʝ ʠʟ ʧʷʪʠ (61%) ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ 

ʩʪʘʣʢʠʚʘʣʠʩʴ ʩ ʀɹ-ʠʥʮʠʜʝʥʪʘʤʠ, ʧʨʠʯʸʤ ʚ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ (75%) ʠʭ 

ʨʝʟʫʣʴʪʘʪʦʤ ʩʪʘʣʠ ʩʠʩʪʝʤʥʳʝ ʩʙʦʠ. ʏʘʱʝ, ʯʝʤ ʚ ʜʚʫʭ ʩʣʫʯʘʷʭ ʠʟ ʧʷʪʠ (43%), 

ʧʝʨʝʙʦʠ ʚ ʨʘʙʦʪʝ ʜʣʠʣʠʩʴ ʙʦʣʝʝ ʯʝʪʳʨʸʭ ʜʥʝʡ. 

çʇʨʦʠʟʚʦʜʩʪʚʝʥʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ ʧʦ ʚʩʝʤʫ ʤʠʨʫ ʫʜʚʘʠʚʘʶʪ ʩʢʦʨʦʩʪʴ 

ʮʠʬʨʦʚʦʡ ʪʨʘʥʩʬʦʨʤʘʮʠʠ, ʯʪʦʙʳ ʫʣʫʯʰʠʪʴ ʨʘʙʦʪʫ ñʫʤʥʳʭò ʬʘʙʨʠʢ. ʈʘʟʨʳʚ ʚ 

ʦʩʚʝʜʦʤʣʸʥʥʦʩʪʠ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʀʊ ʠ ʆʊ ʧʨʠʚʦʜʠʪ ʢ ʜʠʩʙʘʣʘʥʩʫ ʤʝʞʜʫ 

ʣʶʜʴʤʠ, ʧʨʦʮʝʩʩʘʤʠ ʠ ʪʝʭʥʦʣʦʛʠʷʤʠ, ʯʪʦ ʜʘʸʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʚʦʟʤʦʞʥʦʩʪʴ 

ʧʨʦʚʦʜʠʪʴ ʘʪʘʢʠ, ð ʛʦʚʦʨʠʪ ɸʢʠʭʠʢʦ ʆʤʠʢʘʚʘ (Akihiko Omikawa), 

ʠʩʧʦʣʥʠʪʝʣʴʥʳʡ ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ Trend Micro ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʪʝʨʥʝʪʘ ʚʝʱʝʡ. ð 

ʀʤʝʥʥʦ ʧʦʵʪʦʤʫ ʢʦʤʧʘʥʠʷ Trend Micro ʦʙʲʝʜʠʥʠʣʘ ʀʊ- ʠ OT-ʘʥʘʣʠʪʠʢʫ ʠ 

ʧʨʝʜʣʘʛʘʝʪ ʢʦʤʧʣʝʢʩʥʦʝ ʨʝʰʝʥʠʝ ñʦʪ ʮʝʭʘ ʜʦ ʦʬʠʩʘò. ʄʳ ʧʦʤʦʛʘʝʤ ʚʝʨʥʫʪʴ 

ʚʠʜʠʤʦʩʪʴ ʠ ʧʦʩʪʦʷʥʥʳʡ ʢʦʥʪʨʦʣʴ ʚ ʨʫʢʠ ʚʣʘʜʝʣʴʮʝʚ ñʫʤʥʳʭò ʬʘʙʨʠʢè. 
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ʉʦʛʣʘʩʥʦ ʨʝʟʫʣʴʪʘʪʘʤ ʦʧʨʦʩʘ ʚʦ ʚʩʝʭ ʪʨʸʭ ʩʪʨʘʥʘʭ, ʪʝʭʥʦʣʦʛʠʠ (78% 

ʦʧʨʦʰʝʥʥʳʭ) ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʢʘʢ ʩʘʤʘʷ ʙʦʣʴʰʘʷ ʧʨʦʙʣʝʤʘ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʭʦʪʷ 

ʣʶʜʠ (68%) ʠ ʧʨʦʮʝʩʩʳ (67%) ʪʘʢʞʝ ʚʭʦʜʷʪ ʚ ʯʠʩʣʦ ʦʩʥʦʚʥʳʭ ʧʨʦʙʣʝʤ. ʇʨʠ ʵʪʦʤ 

ʤʝʥʝʝ ʧʦʣʦʚʠʥʳ ʫʯʘʩʪʥʠʢʦʚ ʦʧʨʦʩʘ ʟʘʷʚʠʣʠ, ʯʪʦ ʧʨʠʥʠʤʘʶʪ ʪʝʭʥʠʯʝʩʢʠʝ ʤʝʨʳ ʜʣʷ 

ʧʦʚʳʰʝʥʠʷ ʫʨʦʚʥʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺʠʟʫʘʣʠʟʘʮʠʷ ʘʢʪʠʚʦʚ (40%) ʠ ʩʝʛʤʝʥʪʘʮʠʷ (39%) ð ʤʝʨʳ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʝʨʦʷʪʥʦʩʪʴ ʨʝʘʣʠʟʘʮʠʠ ʢʦʪʦʨʳʭ ʩʘʤʘʷ ʥʠʟʢʘʷ. ʕʪʦ 

ʩʚʠʜʝʪʝʣʴʩʪʚʦ ʪʦʛʦ, ʯʪʦ ʪʘʢʠʝ ʤʝʨʳ ð ʥʘʠʙʦʣʝʝ ʪʝʭʥʠʯʝʩʢʠ ʩʣʦʞʥʳʝ ʜʣʷ 

ʚʳʧʦʣʥʝʥʠʷ. ʆʨʛʘʥʠʟʘʮʠʠ ʩ ʚʳʩʦʢʦʡ ʩʪʝʧʝʥʴʶ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʀʊ- ʠ ʆʊ-

ʥʘʧʨʘʚʣʝʥʠʡ ʩ ʙʦʣʴʰʝʡ ʚʝʨʦʷʪʥʦʩʪʴʶ ʚʥʝʜʨʷʪ ʪʝʭʥʠʯʝʩʢʠʝ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʝʤ 

ʦʨʛʘʥʠʟʘʮʠʠ ʩ ʤʝʥʴʰʝʡ ʩʧʣʦʯʸʥʥʦʩʪʴʶ. ʆʩʦʙʝʥʥʦ ʙʦʣʴʰʘʷ ʧʨʦʧʘʩʪʴ ʧʨʦʣʝʛʣʘ 

ʤʝʞʜʫ ʦʨʛʘʥʠʟʘʮʠʷʤʠ ʩ ʚʳʩʦʢʠʤ ʫʨʦʚʥʝʤ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʀʊïʆʊ ʠ 

ʦʨʛʘʥʠʟʘʮʠʷʤʠ, ʧʨʘʢʪʠʯʝʩʢʠ ʥʝ ʧʨʘʢʪʠʢʫʶʱʠʭ ʪʘʢʦʝ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ, ʚ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʤʝʞʩʝʪʝʚʳʭ ʵʢʨʘʥʦʚ (66% ʧʨʦʪʠʚ 47%), ʩʠʩʪʝʤ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ 

ʚʪʦʨʞʝʥʠʡ (62% ʧʨʦʪʠʚ 46%) ʠ ʩʝʛʤʝʥʪʘʮʠʠ ʩʝʪʠ (54% ʧʨʦʪʠʚ 37%). 

ʉʪʘʥʜʘʨʪʳ ʠ ʤʝʪʦʜʠʯʝʩʢʠʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʙʳʣʠ ʥʘʟʚʘʥʳ ʦʩʥʦʚʥʳʤ ʬʘʢʪʦʨʦʤ 

ʨʘʩʰʠʨʝʥʠʷ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ ʠ ʚ ʉʐɸ (67%), ʠ ʚ ɻʝʨʤʘʥʠʠ (51%), ʠ ʚ ʗʧʦʥʠʠ 

(57%). ʉʘʤʳʤʠ ʧʦʧʫʣʷʨʥʳʤʠ ʜʠʨʝʢʪʠʚʘʤʠ ʚ ʵʪʦʡ ʦʙʣʘʩʪʠ ʩʪʘʣʠ ʂʦʥʮʝʧʮʠʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ (Cyber Security Framework) ʘʤʝʨʠʢʘʥʩʢʦʛʦ ʅʘʮʠʦʥʘʣʴʥʦʛʦ 

ʠʥʩʪʠʪʫʪʘ ʩʪʘʥʜʘʨʪʦʚ ʠ ʪʝʭʥʦʣʦʛʠʡ (NIST) ʠ ʩʪʘʥʜʘʨʪ ISO27001 (ʚ ʦʪʥʦʰʝʥʠʠ 

ʉʠʩʪʝʤʳ ʤʝʥʝʜʞʤʝʥʪʘ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ð ʉʄʀɹ), ʨʘʟʨʘʙʦʪʘʥʥʳʡ 

ʩʦʚʤʝʩʪʥʦ ʄʝʞʜʫʥʘʨʦʜʥʦʡ ʦʨʛʘʥʠʟʘʮʠʝʡ ʧʦ ʩʪʘʥʜʘʨʪʠʟʘʮʠʠ ʠ ʄʝʞʜʫʥʘʨʦʜʥʦʡ 

ʵʣʝʢʪʨʦʪʝʭʥʠʯʝʩʢʦʡ ʢʦʤʠʩʩʠʝʡ. 

ʉʘʤʳʤ ʨʘʩʧʨʦʩʪʨʘʥʸʥʥʳʤ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʤ ʠʟʤʝʥʝʥʠʝʤ, ʦ ʢʦʪʦʨʦʤ 

ʛʦʚʦʨʠʣʠ ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʚʦ ʚʩʝʭ ʪʨʸʭ ʩʪʨʘʥʘʭ, ʙʳʣʦ ʥʘʟʥʘʯʝʥʠʝ ʜʠʨʝʢʪʦʨʘ ʧʦ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

Trend Micro ʨʝʢʦʤʝʥʜʫʝʪ ʪʨʸʭʵʪʘʧʥʳʡ ʪʝʭʥʠʯʝʩʢʠʡ ʧʦʜʭʦʜ ʢ ʦʙʝʩʧʝʯʝʥʠʶ 

ʙʝʟʦʧʘʩʥʦʩʪʠ çʫʤʥʳʭè ʬʘʙʨʠʢ ʠ ʧʦʜʜʝʨʞʘʥʠʶ ʠʭ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʩʪʠ: 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʟʘ ʩʯʸʪ ʩʥʠʞʝʥʠʷ ʨʠʩʢʦʚ ʚʪʦʨʞʝʥʠʷ ʚ ʪʘʢʠʝ ʪʦʯʢʠ ʦʙʤʝʥʘ 

ʜʘʥʥʳʤʠ, ʢʘʢ ʩʝʪʴ ʠ ʜʝʤʠʣʠʪʘʨʠʟʦʚʘʥʥʘʷ ʟʦʥʘ (DMZ). ʕʪʠ ʨʠʩʢʠ ʤʦʛʫʪ ʚʢʣʶʯʘʪʴ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ USB-ʫʩʪʨʦʡʩʪʚ ʜʣʷ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ, ʥʦʫʪʙʫʢʦʚ, ʧʨʠʚʝʟʸʥʥʳʭ ʥʘ 

ʟʘʚʦʜ ʪʨʝʪʴʠʤʠ ʣʠʮʘʤʠ, ʰʣʶʟʳ ʠʥʪʝʨʥʝʪʘ ʚʝʱʝʡ; 

ʦʙʥʘʨʫʞʝʥʠʝ ʘʥʦʤʘʣʴʥʦʛʦ ʧʦʚʝʜʝʥʠʷ ʩʝʪʠ, ʥʘʧʨʠʤʝʨ, ʦʙʱʝʥʠʷ ʩ ʩʝʨʚʝʨʦʤ 

Command & Control (C&C) ʠ ʤʥʦʞʝʩʪʚʝʥʥʳʭ ʩʙʦʝʚ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ. ʏʝʤ ʨʘʥʴʰʝ 

ʧʨʦʠʩʭʦʜʠʪ ʦʙʥʘʨʫʞʝʥʠʝ, ʪʝʤ ʧʨʦʱʝ ʠ ʙʳʩʪʨʝʝ ʤʦʞʥʦ ʦʩʪʘʥʦʚʠʪʴ ʘʪʘʢʠ ʩ 

ʤʠʥʠʤʘʣʴʥʳʤ ʚʦʟʜʝʡʩʪʚʠʝʤ ʥʘ ʜʝʷʪʝʣʴʥʦʩʪʴ ʦʨʛʘʥʠʟʘʮʠʠ; 

ʧʦʩʪʦʷʥʩʪʚʦ ʠʤʝʝʪ ʨʝʰʘʶʱʝʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʟʘʱʠʪʳ çʫʤʥʳʭè ʬʘʙʨʠʢ ʦʪ 

ʣʶʙʳʭ ʫʛʨʦʟ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʧʨʦʧʫʱʝʥʳ ʥʘ ʵʪʘʧʘʭ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʠ ʦʙʥʘʨʫʞʝʥʠʷ. 

ʈʝʰʝʥʠʷ Trend Micro TXOne Network ʜʣʷ ʟʘʱʠʪʳ ʧʨʦʤʳʰʣʝʥʥʳʭ ʩʝʪʝʡ ʠ 

ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ ʩʧʝʮʠʘʣʴʥʦ ʩʦʟʜʘʥʳ ʜʣʷ ʩʨʝʜ ʆʊ: ʦʥʠ ʨʘʙʦʪʘʶʪ ʚ ʰʠʨʦʢʦʤ 

ʜʠʘʧʘʟʦʥʝ ʪʝʤʧʝʨʘʪʫʨ, ʧʨʦʩʪʳ ʚ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʠ ʤʠʥʠʤʘʣʴʥʦ ʚʣʠʷʶʪ ʥʘ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴè. (ʂʠʙʝʨʘʪʘʢʠ ʥʘ çʫʤʥʳʝè ʬʘʙʨʠʢʠ ʤʦʛʫʪ ʦʩʪʘʥʦʚʠʪʴ 

ʧʨʦʠʟʚʦʜʩʪʚʦ ʥʘ ʥʝʩʢʦʣʴʢʦ ʜʥʝʡ // ʆʆʆ "ʀʂʉ-ʄɽɼʀɸ" 

(https://www.iksmedia.ru/news/5727757-Kiberataki-na-umnye-fabriki -mogut.html). 

06.04.2021). 
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çɿʘ ʧʦʩʣʝʜʥʠʝ ʜʚʘ ʛʦʜʘ ʙʦʣʝʝ 80% ʢʦʤʧʘʥʠʡ ʧʦʜʚʝʨʛʣʠʩʴ ʭʘʢʝʨʩʢʠʤ 

ʘʪʘʢʘʤ ʥʘ ʤʠʢʨʦʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʥʦ ʪʦʣʴʢʦ 29% ʙʶʜʞʝʪʦʚ 

ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʧʨʘʚʣʝʥʳ ʥʘ ʫʩʪʨʘʥʝʥʠʝ ʜʘʥʥʦʛʦ ʪʠʧʘ 

ʫʷʟʚʠʤʦʩʪʝʡ. 

ʕʪʦ ʧʦʢʘʟʘʣʦ ʠʩʩʣʝʜʦʚʘʥʠʝ ʧʦ ʠʥʚʝʩʪʠʮʠʷʤ ʚ ʙʝʟʦʧʘʩʥʦʩʪʴ ʚʩʪʨʦʝʥʥʦʛʦ ʇʆ, 

ʧʨʦʚʝʜʝʥʥʦʝ ʢʦʤʧʘʥʠʝʡ Security Signals ʚ ʧʘʨʪʥʝʨʩʪʚʝ ʩ Microsoft. çɽʩʪʴ ʜʚʘ ʚʠʜʘ 

ʦʨʛʘʥʠʟʘʮʠʡ ï ʪʝ, ʢʪʦ ʧʦʜʚʝʨʛʣʠʩʴ ʘʪʘʢʝ ʥʘ ʤʠʢʨʦʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʠ ʪʝ, 

ʢʪʦ ʧʦʜʚʝʨʛʩʷ ʘʪʘʢʝ ʥʘ ʤʠʢʨʦʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʥʦ ʧʦʢʘ ʥʝ ʟʥʘʶʪ ʦʙ ʵʪʦʤè, 

ï ʦʪʤʝʪʠʣ ɸʟʠʤ ʐʘʬʢʘʪ, ʙʳʚʰʠʡ ʫʧʨʘʚʣʷʶʱʠʡ ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ Gartner. 

ʇʦʜʘʚʣʷʶʱʝʝ ʙʦʣʴʰʠʥʩʪʚʦ (82%) ʨʝʩʧʦʥʜʝʥʪʦʚ Security Signals ʩʦʦʙʱʠʣʠ, 

ʯʪʦ ʫ ʥʠʭ ʥʝʪ ʨʝʩʫʨʩʦʚ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʙʳʣʦ ʙʳ ʥʘʧʨʘʚʠʪʴ ʥʘ ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʫʶ 

ʨʘʙʦʪʫ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʪʨʘʪʷʪ ʩʣʠʰʢʦʤ ʤʥʦʛʦ 

ʚʨʝʤʝʥʠ ʥʘ ʥʠʟʢʦʫʨʦʚʥʝʚʫʶ ʨʫʯʥʫʶ ʨʘʙʦʪʫ, ʪʘʢʫʶ ʢʘʢ ʦʙʥʦʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʠ 

ʘʧʧʘʨʘʪʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʪʝʩʪʠʨʦʚʘʥʠʝ ʧʘʪʯʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʘʫʜʠʪ ʠ 

ʫʩʪʨʘʥʝʥʠʝ ʚʥʫʪʨʝʥʥʠʭ ʠ ʚʥʝʰʥʠʭ ʫʷʟʚʠʤʦʩʪʝʡ. 21% ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʨʠʟʥʘʶʪ, ʯʪʦ 

ʜʘʥʥʳʝ ʠʭ ʧʨʦʰʠʚʦʢ ʦʩʪʘʶʪʩʷ ʩʝʛʦʜʥʷ ʙʝʟ ʢʦʥʪʨʦʣʷ ʠ ʟʘʱʠʪʳ. 

ʉʦʛʣʘʩʥʦ ʠʩʩʣʝʜʦʚʘʥʠʶ, ʪʝʢʫʱʠʝ ʠʥʚʝʩʪʠʮʠʠ ʠʜʫʪ ʥʘ ʦʙʥʦʚʣʝʥʠʝ ʩʠʩʪʝʤʳ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʙʥʘʨʫʞʝʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʫʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʝ ʨʝʰʝʥʠʡ ʜʣʷ 

ʟʘʱʠʪʳ ʦʪ ʫʛʨʦʟ. ʆʜʥʘʢʦ ʤʥʦʛʠʝ ʦʨʛʘʥʠʟʘʮʠʠ ʦʩʪʘʶʪʩʷ ʦʙʝʩʧʦʢʦʝʥʥʳʤʠ ʪʝʤ, ʯʪʦ 

ʚʨʝʜʦʥʦʩʥʳʝ ʧʨʦʛʨʘʤʤʳ ʧʦʟʚʦʣʷʶʪ ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʢ ʢʦʨʧʦʨʘʪʠʚʥʳʤ ʩʠʩʪʝʤʘʤ, ʘ 

ʪʘʢʞʝ ʪʨʫʜʥʦʩʪʷʤʠ ʚ ʦʙʥʘʨʫʞʝʥʠʠ ʫʛʨʦʟ, ʯʪʦ ʛʦʚʦʨʠʪ ʦ ʩʣʦʞʥʦʩʪʠ ʤʦʥʠʪʦʨʠʥʛʘ ʠ 

ʢʦʥʪʨʦʣʷ ʤʠʢʨʦʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. ʇʨʦʙʣʝʤʘ ʪʘʢʞʝ ʫʩʫʛʫʙʣʷʝʪʩʷ 

ʥʝʜʦʩʪʘʪʦʯʥʦʡ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʴʶ ʦʙ ʫʛʨʦʟʘʭ ʠ ʦʪʩʫʪʩʪʚʠʝʤ ʘʚʪʦʤʘʪʠʟʘʮʠʠ 

ʟʘʱʠʪʳ: 

ʅʝʜʦʩʪʘʪʦʯʥʘʷ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʴ. ʄʠʢʨʦʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ 

ʩʪʘʥʦʚʠʪʩʷ ʧʨʠʦʨʠʪʝʪʥʦʡ ʤʠʰʝʥʴʶ ʜʣʷ ʭʘʢʝʨʦʚ, ʚʝʜʴ ʚ ʥʝʤ ʭʨʘʥʠʪʩʷ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ, ʪʘʢʘʷ ʢʘʢ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʠ ʢʣʶʯʠ ʰʠʬʨʦʚʘʥʠʷ. 

ʅʝʜʘʚʥʦ ʅʘʮʠʦʥʘʣʴʥʳʡ ʠʥʩʪʠʪʫʪ ʩʪʘʥʜʘʨʪʠʟʘʮʠʠ ʠ ʪʝʭʥʦʣʦʛʠʡ (NIST) ʧʦʢʘʟʘʣ 

ʙʦʣʝʝ ʯʝʤ ʧʷʪʠʢʨʘʪʥʦʝ ʫʚʝʣʠʯʝʥʠʝ ʯʠʩʣʘ ʘʪʘʢ ʥʘ ʚʩʪʨʦʝʥʥʦʝ ʤʠʢʨʦʧʨʦʛʨʘʤʤʥʦʝ 

ʦʙʝʩʧʝʯʝʥʠʝ ʟʘ ʧʦʩʣʝʜʥʠʝ ʯʝʪʳʨʝ ʛʦʜʘ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʠʩʩʣʝʜʦʚʘʥʠʝ Security Signals 

ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʫʨʦʚʝʥʴ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ ʦʙ ʵʪʦʡ ʫʛʨʦʟʝ ʦʪʩʪʘʝʪ ʦʪ ʜʨʫʛʠʭ 

ʦʪʨʘʩʣʝʡ. ɼʘʞʝ ʧʨʠ ʪʘʢʦʤ ʚʩʧʣʝʩʢʝ ʯʠʩʣʘ ʘʪʘʢ ʥʘ ʤʠʢʨʦʧʨʦʛʨʘʤʤʳ, ʠʩʩʣʝʜʦʚʘʥʠʝ 

ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʧʦ ʤʥʝʥʠʶ ʙʦʣʴʰʠʥʩʪʚʘ ʩʧʝʮʠʘʣʠʩʪʦʚ, ʦʪʚʝʯʘʶʱʠʭ ʟʘ ʚʦʧʨʦʩʳ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʫʷʟʚʠʤʦʩʪʠ ʚ ʇʆ ʚ ʪʨʠ ʨʘʟʘ ʯʘʱʝ ʩʦʟʜʘʶʪ ʫʛʨʦʟʫ 

ʧʦ ʩʨʘʚʥʝʥʠʶ ʫʷʟʚʠʤʦʩʪʷʤʠ ʚ ʤʠʢʨʦʧʨʦʛʨʘʤʤʘʭ.  

ʇʨʦʙʣʝʤʘ ʘʚʪʦʤʘʪʠʟʘʮʠʠ. ʆʪʩʫʪʩʪʚʠʝ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʷʚʣʷʝʪʩʷ ʝʱʝ ʦʜʥʠʤ 

ʬʘʢʪʦʨʦʤ, ʢʦʪʦʨʳʡ ʚʳʥʫʞʜʘʝʪ ʦʨʛʘʥʠʟʘʮʠʠ ʪʝʨʷʪʴ ʚʨʝʤʷ ʠ ʦʪʚʣʝʢʘʝʪ ʠʭ ʦʪ 

ʨʘʟʨʘʙʦʪʢʠ ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʳʭ ʩʪʨʘʪʝʛʠʡ ʧʨʝʚʝʥʪʠʚʥʦʡ ʟʘʱʠʪʳ. 71% ʦʧʨʦʰʝʥʥʳʭ 

ʩʧʝʮʠʘʣʠʩʪʦʚ ʫʪʚʝʨʞʜʘʶʪ, ʯʪʦ ʠʭ ʩʦʪʨʫʜʥʠʢʠ ʪʨʘʪʷʪ ʩʣʠʰʢʦʤ ʤʥʦʛʦ ʚʨʝʤʝʥʠ ʥʘ 

ʨʘʙʦʪʫ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʠ ʜʦʣʞʥʘ ʙʳʪʴ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʘ. ɺ ʮʝʣʦʤ ʢʦʤʘʥʜʳ 

ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʀɹ ʪʨʘʪʷʪ 41% ʩʚʦʝʛʦ ʚʨʝʤʝʥʠ ʥʘ ʦʙʥʦʚʣʝʥʠʝ ʤʠʢʨʦʧʨʦʛʨʘʤʤ. 

ʀʩʩʣʝʜʦʚʘʥʠʝ Security Signals ʦʧʨʝʜʝʣʠʣʦ ʷʜʨʦ ʆʉ ʢʘʢ ʨʘʩʪʫʱʫʶ ʙʨʝʰʴ ʚ 

ʧʦʩʪʨʦʝʥʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʟʘʱʠʪʳ ʧʨʝʜʧʨʠʷʪʠʷ. ʈʝʟʫʣʴʪʘʪʳ ʪʘʢʞʝ 
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ʩʚʠʜʝʪʝʣʴʩʪʚʫʶʪ ʦ ʪʦʤ, ʯʪʦ ʠʥʚʝʩʪʠʮʠʠ ʚ ʵʪʫ ʦʙʣʘʩʪʴ ʦʩʪʘʶʪʩʷ ʥʘ ʥʠʟʢʦʤ ʫʨʦʚʥʝ. 

ʃʠʰʴ 36% ʢʦʤʧʘʥʠʡ ʠʥʚʝʩʪʠʨʫʶʪ ʚ ʘʧʧʘʨʘʪʥʦʝ ʰʠʬʨʦʚʘʥʠʝ ʧʘʤʷʪʠ ʷʜʨʘ ʆʉ, ʘ 

ʤʝʥʝʝ ʧʦʣʦʚʠʥʳ (46%) ï ʚ ʘʧʧʘʨʘʪʥʫʶ ʟʘʱʠʪʫ ʷʜʨʘ. ʊʘʢʞʝ Security Signals 

ʚʳʷʚʠʣʦ, ʯʪʦ ʢʦʤʘʥʜʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʣʠʰʢʦʤ ʩʬʦʢʫʩʠʨʦʚʘʥʳ ʥʘ ʫʩʪʘʨʝʚʰʠʭ 

ʤʦʜʝʣʷʭ çʟʘʱʠʪʠʪʴ - ʦʙʥʘʨʫʞʠʪʴè ʠ ʥʝ ʪʨʘʪʷʪ ʜʦʩʪʘʪʦʯʥʦ ʚʨʝʤʝʥʠ ʥʘ ʨʘʟʨʘʙʦʪʢʫ 

ʩʪʨʘʪʝʛʠʠ ï ʪʦʣʴʢʦ 39% ʚʨʝʤʝʥʠ ʢʦʤʘʥʜ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʨʘʪʠʪʩʷ ʥʘ ʧʨʦʬʠʣʘʢʪʠʢʫ, 

ʠ, ʚʝʨʦʷʪʥʦ, ʵʪʦ ʥʝ ʠʟʤʝʥʠʪʩʷ ʚ ʙʣʠʞʘʡʰʠʝ ʜʚʘ ʛʦʜʘ. ʈʝʟʫʣʴʪʘʪʦʤ ʪʘʢʦʡ 

ʫʩʪʘʨʝʚʰʝʡ ʤʦʜʝʣʠ ʷʚʣʷʝʪʩʷ ʦʪʩʫʪʩʪʚʠʝ ʧʨʦʘʢʪʠʚʥʳʭ ʠʥʚʝʩʪʠʮʠʡ ʚ ʟʘʱʠʪʫ ʦʪ ʘʪʘʢ 

ʥʘ ʷʜʨʦ.  

ɺ SANS ʦʪʤʝʯʘʶʪ, ʯʪʦ ʤʠʢʨʦʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʫʧʨʘʚʣʷʝʪ 

ʘʧʧʘʨʘʪʥʳʤ ʦʙʦʨʫʜʦʚʘʥʠʝʤ, ʥʦ ʥʝʪ ʩʧʦʩʦʙʘ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʦʥʦ ʥʘ 100% ʟʘʱʠʱʝʥʦ. 

ɸʪʘʢʠ ʥʘ ʤʠʢʨʦʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʤʝʥʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʳ, ʯʝʤ ʥʘ 

ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʥʦ ʫʩʧʝʰʥʘʷ ʘʪʘʢʘ ʙʫʜʝʪ ʥʘʤʥʦʛʦ ʙʦʣʝʝ 

ʨʘʟʨʫʰʠʪʝʣʴʥʦʡ. 

ʉʘʤʳʤ ʛʣʘʚʥʳʤ ʚʳʚʦʜʦʤ ʠʟ ʜʦʢʣʘʜʘ Security Signals ʷʚʣʷʝʪʩʷ ʪʦ, ʯʪʦ 

ʢʦʤʧʘʥʠʠ ʭʦʪʷʪ ʠʤʝʪʴ ʙʦʣʝʝ ʧʨʦʘʢʪʠʚʥʳʝ ʩʪʨʘʪʝʛʠʠ ʚ ʦʙʣʘʩʪʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʦʩʦʙʝʥʥʦ ʢʦʛʜʘ ʨʝʯʴ ʠʜʝʪ ʦ ʙʦʨʴʙʝ ʩ ʘʪʘʢʘʤʠ ʥʘ ʤʠʢʨʦʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ. 

ɼʣʷ ʫʜʦʚʣʝʪʚʦʨʝʥʠʷ ʵʪʠʭ ʧʦʪʨʝʙʥʦʩʪʝʡ ʢʦʤʧʘʥʠʷ Microsoft ʩʦʚʤʝʩʪʥʦ ʩ 

ʧʘʨʪʥʝʨʘʤʠ ʩʦʟʜʘʣʘ ʥʦʚʳʡ ʢʣʘʩʩ ʫʩʪʨʦʡʩʪʚ, ʩʧʝʮʠʘʣʴʥʦ ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ 

ʫʩʪʨʘʥʝʥʠʷ ʫʛʨʦʟ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʤʠʢʨʦʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʧʦʜ 

ʥʘʟʚʘʥʠʝʤ Secured-core PC. ʆʥʠ ʦʙʝʩʧʝʯʠʚʘʶʪ ʢʦʤʧʣʝʢʩʥʫʶ ʟʘʱʠʪʫ 

ʵʣʝʢʪʨʦʧʠʪʘʥʠʷ ʩ ʪʘʢʠʤʠ ʚʦʟʤʦʞʥʦʩʪʷʤʠ, ʢʘʢ Virtualization-Based Security, 

Credential Guard ʠ Kernel Direct Memory Access (DMA). ɹʣʘʛʦʜʘʨʷ ʜʦʩʪʫʧʥʳʤ çʠʟ 

ʢʦʨʦʙʢʠè ʚʦʟʤʦʞʥʦʩʪʷʤ ʠ ʧʦʩʣʝʜʫʶʱʝʡ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʢʦʤʧʘʥʠʠ ʩʤʦʛʫʪ 

ʦʩʚʦʙʦʜʠʪʴ ʚʨʝʤʷ, ʟʘʪʨʘʯʠʚʘʝʤʦʝ ʥʘ ʥʠʟʢʦʫʨʦʚʥʝʚʫʶ ʜʝʷʪʝʣʴʥʦʩʪʴ, ʠ ʥʘʧʨʘʚʠʪʴ 

ʩʚʦʠ ʫʩʠʣʠʷ ʥʘ ʦʩʫʱʝʩʪʚʣʝʥʠʝ ʢʦʤʤʝʨʯʝʩʢʠʭ ʠ ʩʪʨʘʪʝʛʠʯʝʩʢʠʭ ʟʘʜʘʯè. 

(ʂʦʣʠʯʝʩʪʚʦ ʘʪʘʢ ʥʘ ʤʠʢʨʦʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʨʘʩʪʝʪ // ʆʆʆ "ʀʂʉ-

ʄɽɼʀɸ" (https://www.iksmedia.ru/news/5728777-Kolichestvo-atak-na-

mikroprogrammno.html). 13.04.2021). 
***  

 

çʅʘʢʦʥʝʮ-ʪʦ ʠʟ ʮʠʬʨʦʚʦʛʦ ʤʠʨʘ ʧʨʠʭʦʜʷʪ ʭʦʨʦʰʠʝ ʥʦʚʦʩʪʠ: ʦʪʯʝʪʳ 

ʢʦʤʧʘʥʠʠ ʧʦ ʢʫʣʴʪʫʨʝ ʙʝʟʦʧʘʩʥʦʩʪʠ KnowBe4 ʧʦʢʘʟʳʚʘʶʪ, ʯʪʦ ʧʦʣʴʟʦʚʘʪʝʣʠ 
ʣʫʯʰʝ ʨʘʩʧʦʟʥʘʶʪ ʬʠʰʠʥʛʦʚʳʝ ʘʪʘʢʠ. ʄʥʦʛʠʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʩʦʦʙʱʘʶʪ ʦ 

ʧʦʧʳʪʢʘʭ ʬʠʰʠʥʛʘ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʀʊ-ʦʪʜʝʣʳ. ʅʦ ʩ 

ʫʯʝʪʦʤ ʩʢʘʟʘʥʥʦʛʦ, ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ - ʥʝ ʝʜʠʥʩʪʚʝʥʥʦʝ ʤʝʩʪʦ, ʛʜʝ ʧʨʦʠʩʭʦʜʠʪ 

ʤʦʰʝʥʥʠʯʝʩʪʚʦ. ʊʝʧʝʨʴ ʦʥ ʪʘʢʞʝ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʚ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ, ʦʩʦʙʝʥʥʦ ʚ 

LinkedIn, ʧʦ ʩʣʦʚʘʤ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʈʘʩʢʨʳʚʘʷ ʨʝʟʫʣʴʪʘʪʳ ʦʪʯʝʪʦʚ, ʉʪʶ ʐʦʫʚʝʨʤʘʥ, ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ 

KnowBe4, ʩʢʘʟʘʣ, ʯʪʦ ʧʣʦʭʠʝ ʧʘʨʥʠ ʧʦ-ʧʨʝʞʥʝʤʫ ʧʨʦʜʦʣʞʘʶʪ ʪʦ, ʯʪʦ ʦʥʠ ʜʝʣʘʣʠ ʚ 

ʧʝʨʚʦʤ ʢʚʘʨʪʘʣʝ. ʅʦ ʥʘ ʵʪʦʪ ʨʘʟ ʪʦʣʴʢʦ ʪʨʝʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦʧʘʣʘʩʴ ʥʘ 

ʬʠʰʠʥʛʦʚʦʝ ʧʠʩʴʤʦ ʠ ʧʝʨʝʰʣʘ ʧʦ ʩʩʳʣʢʝ, ʧʨʝʜʣʘʛʘʶʱʝʡ ʧʨʦʚʝʨʠʪʴ ʧʘʨʦʣʴ. ʉʝʡʯʘʩ 

ʚʩʝ ʙʦʣʴʰʝ ʠ ʙʦʣʴʰʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʨʦʚʝʨʷʶʪ ʩʚʦʡ ʀʊ-ʦʪʜʝʣ, ʧʨʝʞʜʝ ʯʝʤ 

ʜʦʚʝʨʷʪʴ ʥʦʤʝʨʫ ʪʝʣʝʬʦʥʘ, ʘʜʨʝʩʫ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠʣʠ ʚʥʫʪʨʝʥʥʝʡ ʩʠʩʪʝʤʝ, 

ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʟʥʘʶʪ, ʯʪʦ ʜʦʩʪʘʪʦʯʥʦ ʦʜʥʦʛʦ ʱʝʣʯʢʘ ʤʳʰʠ, ʯʪʦʙʳ ʥʘʥʝʩʪʠ ʫʱʝʨʙ. 
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ʉʘʤʳʝ ʧʦʧʫʣʷʨʥʳʝ ʬʠʰʠʥʛʦʚʳʝ ʨʘʩʩʳʣʢʠ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ 

ʆʪʯʝʪ KnowBe4 ʪʘʢʞʝ ʚʢʣʶʯʘʣ ʩʧʠʩʦʢ ʠʟ 10 ʦʩʥʦʚʥʳʭ ʪʝʤ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ, ʩʚʷʟʘʥʥʳʭ ʩ ʬʠʰʠʥʛʦʤ, ʢʦʪʦʨʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʧʦʣʫʯʠʣʠ ʠ ʩʦʦʙʱʠʣʠ ʩʚʦʠʤ 

ʀʊ-ʦʪʜʝʣʘʤ. ʆʜʠʥ ʚʟʛʣʷʜ ʥʘ ʥʠʭ ʧʦʢʘʟʘʣ, ʯʪʦ ʥʝʢʦʪʦʨʳʝ ʠʟ ʥʠʭ ʢʘʟʘʣʠʩʴ 

ʥʘʩʪʦʷʱʠʤʠ ʬʠʰʠʥʛʦʚʳʤʠ ʘʪʘʢʘʤʠ, ʪʦʛʜʘ ʢʘʢ ʜʨʫʛʠʝ ʙʳʣʠ ʫʧʨʘʞʥʝʥʠʷʤʠ 

ʤʦʜʝʣʠʨʦʚʘʥʠʷ ʬʠʰʠʥʛʘ. 

ʊʝʤʘ çʊʨʝʙʫʝʪʩʷ ʥʝʤʝʜʣʝʥʥʘʷ ʧʨʦʚʝʨʢʘ ʧʘʨʦʣʷè ʦʢʘʟʘʣʘʩʴ ʩʘʤʦʡ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʦʡ ʚ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʴʤʘʭ - 31% ʞʘʣʦʙ. ʕʪʦʪ ʪʝʨʤʠʥ ʯʘʱʝ 

ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʩʠʤʫʣʷʮʠʷʭ, ʥʦ ʜʣʷ ʨʝʘʣʴʥʳʭ ʘʪʘʢ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʚʥʦʩʷʪ 

ʠʟʤʝʥʝʥʠʷ, ʯʪʦʙʳ ʧʦʚʪʦʨʥʦ ʧʨʦʡʪʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʨʘʜʠ ʜʦʩʪʫʧʘ ʢ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʝ. 

ɼʨʫʛʘʷ ʘʪʘʢʘ, ʦʩʥʦʚʘʥʥʘʷ ʥʘ ʚʟʣʦʤʝ ʧʘʨʦʣʝʡ, ʛʣʘʩʠʣʘ: çGoogle: ʧʨʠʤʠʪʝ ʤʝʨʳ 

ʜʣʷ ʟʘʱʠʪʳ ʩʚʦʠʭ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʭ ʧʘʨʦʣʝʡè. 

ɹʳʣʠ ʪʘʢʞʝ ʪʝʤʳ, ʪʘʢʠʝ ʢʘʢ çHR: ʥʝʦʙʭʦʜʠʤʦ ʦʙʥʦʚʠʪʴ ʜʘʥʥʳʝ ʦ ʚʘʰʝʡ 

ʟʘʨʘʙʦʪʥʦʡ ʧʣʘʪʝè. ʘ ʥʝʢʦʪʦʨʳʝ ʤʦʰʝʥʥʠʢʠ ʧʨʠʜʫʤʘʣʠ ʩʣʦʛʘʥʳ ʩ ʚʳʠʛʨʘʥʥʳʤʠ 

ʧʨʠʟʘʤʠ, ʢʨʝʜʠʪʥʳʤʠ ʢʘʨʪʘʤʠ, ʦʪʢʣʦʥʝʥʥʳʤʠ Amazon Prime, ʧʨʦʧʫʱʝʥʥʳʤʠ 

ʩʦʙʨʘʥʠʷʤʠ Zoom ʠ ʩʦʦʙʱʝʥʠʷʤʠ ʚ ʧʨʦʬʠʣʷʭ Facebook. 

ɺ ʢʘʞʜʦʤ ʩʣʫʯʘʝ ʝʩʪʴ ʦʜʥʘ ʦʙʱʘʷ ʯʝʨʪʘ: ʚʦʡʜʠʪʝ ʚ ʩʠʩʪʝʤʫ, ʯʪʦʙʳ ʫʚʠʜʝʪʴ 

ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦ ʵʪʦʤʫ ʚʦʧʨʦʩʫ. 

ʏʪʦ ʩʣʫʯʠʣʦʩʴ ʚ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ? 

ʅʘʨʷʜʫ ʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʦʡ, ʩʦʮʠʘʣʴʥʳʝ ʩʝʪʠ ʪʘʢʞʝ ʩʪʘʣʠ ʛʦʨʷʯʝʡ ʪʦʯʢʦʡ 

ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ. ɺ ʧʨʦʰʣʦʤ ʛʦʜʫ LinkedIn ʥʝʦʞʠʜʘʥʥʦ ʦʢʘʟʘʣʩʷ ʣʠʜʝʨʦʤ 

ʩʨʝʜʠ ʧʣʘʪʬʦʨʤ, ʥʘ ʢʦʪʦʨʳʭ ʙʳʣʦ ʩʦʚʝʨʰʝʥʦ ʙʦʣʴʰʠʥʩʪʚʦ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ, 42% 

ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ ʙʳʣʠ ʩʚʷʟʘʥʳ ʩ ʥʠʤ. 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʪʘʢʞʝ ʜʝʡʩʪʚʫʶʪ ʘʢʪʠʚʥʳʝ ʢʘʤʧʘʥʠʠ, ʥʘʮʝʣʝʥʥʳʝ ʥʘ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ LinkedIn. ʆʙ ʦʜʥʦʤ ʪʘʢʦʤ ʧʨʠʤʝʨʝ ʫʞʝ ʩʦʦʙʱʘʣ eSentire, ʩʦʛʣʘʩʥʦ 

ʢʦʪʦʨʦʤʫ ʤʦʰʝʥʥʠʢʠ ʧʨʝʜʣʘʛʘʶʪ ʨʘʙʦʪʫ ʚ LinkedIn ʩ ʤʠʩʩʠʝʡ ʫʩʪʘʥʦʚʠʪʴ ʙʵʢʜʦʨʳ 

ʩ ʙʦʣʴʰʠʤ ʢʦʣʠʯʝʩʪʚʦʤ ʷʠʮ ʥʘ ʢʦʤʧʴʶʪʝʨʳ ʮʝʣʝʚʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʕʣʝʢʪʨʦʥʥʳʝ ʘʪʘʢʠ, ʦʩʥʦʚʘʥʥʳʝ ʥʘ LinkedIn, ʪʘʢʞʝ ʟʘʤʘʥʠʚʘʶʪ ʞʝʨʪʚ, 

ʦʙʝʱʘʷ ʠʤ ʭʦʨʦʰʝʝ ʧʦʷʚʣʝʥʠʝ ʚ ʧʦʠʩʢʝ, ʥʦʚʳʝ ʧʦʜʢʣʶʯʝʥʠʷ ʠʣʠ ʩʙʨʦʩ ʧʘʨʦʣʷ ʧʨʠ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ. ʍʫʞʝ ʚʩʝʛʦ ʪʦ, ʯʪʦ ʣʶʜʠ ʧʦʧʘʜʘʶʪ ʥʘ ʵʪʦ, ʱʝʣʢʘʷ ʩʩʳʣʢʫ, 

ʫʧʦʤʷʥʫʪʫʶ ʚ ʬʠʰʠʥʛʦʚʳʭ ʧʠʩʴʤʘʭ. 

20% ʘʪʘʢ ʪʘʢʞʝ ʚʳʧʦʣʥʷʣʠʩʴ ʚ ʚʠʜʝ ʪʝʛʦʚ ʢ ʬʦʪʦʛʨʘʬʠʷʤ ʥʘ Facebook, ʪʦʛʜʘ 

ʢʘʢ ʦʧʦʚʝʱʝʥʠʷ ʦ ʚʭʦʜʝ ʚ Chrome ʥʘ Moto X ʥʝʦʞʠʜʘʥʥʦ ʟʘʥʷʣʠ ʪʨʝʪʴʝ ʤʝʩʪʦ ʩ 

12% ʘʪʘʢ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʵʪʫ ʩʪʨʘʪʝʛʠʶ. 

ʂʦʥʝʯʥʳʡ ʨʝʟʫʣʴʪʘʪ 

ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʧʦʣʴʟʦʚʘʪʝʣʠ ʥʘʯʠʥʘʶʪ ʫʤʥʝʝ ʚʳʷʚʣʷʪʴ ʪʘʢʠʝ 

ʤʦʰʝʥʥʠʯʝʩʪʚʘ, ʵʪʦ ʥʝ ʧʦʤʝʰʘʝʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʧʨʦʙʦʚʘʪʴ ʥʦʚʳʝ ʩʧʦʩʦʙʳ ʩ 

ʧʦʤʦʱʴʶ ʬʠʰʠʥʛʦʚʳʭ ʧʠʩʝʤ. 

ʀʪʘʢ, ʚʩʝ, ʯʪʦ ʚʘʤ ʥʫʞʥʦ ʩʜʝʣʘʪʴ, ʵʪʦ ʚʩʷʢʠʡ ʨʘʟ, ʢʦʛʜʘ ʚʳ ʧʦʜʦʟʨʝʚʘʝʪʝ, ʯʪʦ 

ʩʩʳʣʢʘ ʥʝ ʷʚʣʷʝʪʩʷ ʟʘʢʦʥʥʦʡ, ʚʩʝʛʜʘ ʧʦʜʪʚʝʨʞʜʘʡʪʝ, ʧʨʝʞʜʝ ʯʝʤ ʥʘʞʠʤʘʪʴ ʥʘ 

ʣʶʙʫʶ ʩʩʳʣʢʫ, ʫʧʦʤʷʥʫʪʫʶ ʚ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʴʤʘʭ. ʕʪʠ ʩʩʳʣʢʠ ʚʩʝʛʜʘ ʧʨʠʚʦʜʷʪ 

ʚʘʩ ʥʘ ʬʠʢʪʠʚʥʳʡ ʩʘʡʪ, ʛʜʝ ʦʥʠ ʧʳʪʘʶʪʩʷ ʫʢʨʘʩʪʴ ʚʘʰʫ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ʇʦʣʫʯʠʚ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʠʟʤʝʥʷʶʪ ʚʘʰʠ ʧʘʨʦʣʠ 

ʚ ʵʢʟʝʤʧʣʷʨʝ, ʟʘʤʝʥʷʶʪ ʚʘʰ ʥʦʤʝʨ ʪʝʣʝʬʦʥʘ ʩʚʦʠʤ, ʘ ʪʘʢʞʝ ʤʝʥʷʶʪ ʚʘʰ ʘʜʨʝʩ 
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ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. ɺ ʨʝʟʫʣʴʪʘʪʝ ʚʳ ʪʝʨʷʝʪʝ ʧʦʣʥʳʡ ʜʦʩʪʫʧ ʢ ʩʚʦʝʡ ʫʯʝʪʥʦʡ 

ʟʘʧʠʩʠ. 

ɽʩʣʠ ʚʳ ʧʦʣʫʯʠʣʠ ʵʣʝʢʪʨʦʥʥʦʝ ʧʠʩʴʤʦ ʩ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝʤ ʦʙ ʠʟʤʝʥʝʥʠʠ 

ʧʘʨʦʣʷ ʜʣʷ ʣʶʙʦʛʦ ʩʘʡʪʘ ʩʦʮʠʘʣʴʥʦʡ ʩʝʪʠ, ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʚʳ ʧʦʩʝʪʠʣʠ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʧʣʘʪʬʦʨʤʫ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡ, ʯʪʦʙʳ ʜʝʡʩʪʚʠʪʝʣʴʥʦ 

ʧʦʜʪʚʝʨʜʠʪʴ, ʪʨʝʙʫʝʪʩʷ ʣʠ ʩʙʨʦʩ ʧʘʨʦʣʷ ʠʣʠ ʵʪʦ ʧʦʜʜʝʣʴʥʦʝ ʧʠʩʴʤʦ, ʢʦʪʦʨʦʝ ʚʳ 

ʧʦʣʫʯʠʣʠ. 

ʊʦ ʞʝ ʜʝʡʩʪʚʠʝ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʢ ʨʘʙʦʯʠʤ ʩʘʡʪʘʤ ʠʣʠ ʩʘʡʪʘʤ ʵʣʝʢʪʨʦʥʥʦʡ 

ʢʦʤʤʝʨʮʠʠ, ʠ ʨʝʢʦʤʝʥʜʫʝʪʩʷ, ʯʪʦʙʳ ʧʦʣʴʟʦʚʘʪʝʣʠ ʦʙʳʯʥʦ ʚʭʦʜʠʣʠ ʚ ʩʠʩʪʝʤʫ ʥʘ 

ʧʣʘʪʬʦʨʤʝ, ʧʨʝʞʜʝ ʯʝʤ ʜʝʣʘʪʴ ʢʘʢʠʝ-ʣʠʙʦ ʜʝʡʩʪʚʠʷè. (Daniyal Malik. Finally, 

Reports Show That Users Are Getting Better At Identifying and Dealing With Phishing 

Scams // Digital Information World 

(https://www.digitalinformationworld.com/2021/04/finally-reports-show-that-users-

are.html). 26.04.2021). 

***  

 

çʋʜʘʣʝʥʥʘʷ ʨʘʙʦʪʘ, ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ ʚ ʪʦʡ ʠʣʠ ʠʥʦʡ ʬʦʨʤʝ, ʥʠʢʫʜʘ ʥʝ 

ʜʝʥʝʪʩʷ. ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʛʠʛʘʥʪʳ, ʪʘʢʠʝ ʢʘʢ Facebook, Shopify ʠ Twitter, ʠ 

ʤʥʦʛʠʝ ʜʨʫʛʠʝ ʟʘʷʚʠʣʠ, ʯʪʦ ʧʦʟʚʦʣʷʪ ʩʦʪʨʫʜʥʠʢʘʤ ʨʘʙʦʪʘʪʴ ʠʟ ʜʦʤʘ, ʜʘʞʝ ʝʩʣʠ 

ʚʦʟʚʨʘʱʝʥʠʝ ʚ ʦʬʠʩ ʩʯʠʪʘʝʪʩʷ ʙʝʟʦʧʘʩʥʳʤ. 

ʕʪʠ ʰʘʛʠ ʩʪʘʥʦʚʷʪʩʷ ʧʦʧʫʣʷʨʥʳʤʠ, ʠ ʤʥʦʛʠʝ ʩʦʪʨʫʜʥʠʢʠ ʧʨʠʚʝʪʩʪʚʫʶʪ ʵʪʫ 

ʠʜʝʶ ʠ ʭʦʪʝʣʠ ʙʳ ʧʨʦʜʦʣʞʠʪʴ ʨʘʙʦʪʫ ʠʟ ʜʦʤʘ. ɼʝʡʩʪʚʠʪʝʣʴʥʦ, ʚ ʥʦʚʦʡ ʛʠʙʨʠʜʥʦʡ 

ʤʦʜʝʣʠ ʨʘʙʦʪʳ ʝʩʪʴ ʤʥʦʛʦ ʧʦʣʦʞʠʪʝʣʴʥʳʭ ʤʦʤʝʥʪʦʚ ʢʘʢ ʜʣʷ ʩʦʪʨʫʜʥʠʢʦʚ, ʪʘʢ ʠ 

ʜʣʷ ʧʨʝʜʧʨʠʷʪʠʡ, ʥʘʧʨʠʤʝʨ, ʩʦʢʨʘʱʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʧʦʝʟʜʦʢ ʥʘ ʨʘʙʦʪʫ ʠ 

ʚʦʟʤʦʞʥʦʩʪʴ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʡ ʥʘʥʠʤʘʪʴ ʙʦʣʝʝ ʰʠʨʦʢʫʶ ʙʘʟʫ ʢʘʥʜʠʜʘʪʦʚ ʙʝʟ 

ʛʝʦʛʨʘʬʠʯʝʩʢʠʭ ʦʛʨʘʥʠʯʝʥʠʡ. 

ʅʦ ʝʩʪʴ ʠ ʦʙʨʘʪʥʳʝ ʩʪʦʨʦʥʳ. ʆʜʥʘ ʠʟ ʬʫʥʜʘʤʝʥʪʘʣʴʥʳʭ ʧʨʦʙʣʝʤ, ʩʚʷʟʘʥʥʳʭ 

ʩ ʫʜʘʣʝʥʥʦʡ ʠ ʛʠʙʨʠʜʥʦʡ ʨʘʙʦʪʦʡ, ʩʚʷʟʘʥʘ ʩ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʧʦʩʢʦʣʴʢʫ 

ʥʝʢʦʪʦʨʳʝ ʩʦʪʨʫʜʥʠʢʠ ʤʦʛʫʪ ʩ ʙʦʣʴʰʝʡ ʚʝʨʦʷʪʥʦʩʪʴʶ ʧʦʡʪʠ ʥʘ ʢʠʙʝʨ-ʨʠʩʢʠ ʜʦʤʘ, 

ʯʝʤ ʚ ʦʬʠʩʝ. ʕʪʠ ʠʟʤʝʥʝʥʠʷ ʤʦʛʫʪ ʩʜʝʣʘʪʴ ʢʦʤʧʘʥʠʠ ʫʷʟʚʠʤʳʤʠ ʜʣʷ ʨʠʩʢʦʚ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʦʙʣʶʜʝʥʠʷ ʥʦʨʤʘʪʠʚʥʳʭ ʪʨʝʙʦʚʘʥʠʡ, ʘ ʢʠʙʝʨʘʪʘʢʘ ʤʦʞʝʪ 

ʠʤʝʪʴ ʦʛʨʦʤʥʳʝ ʬʠʥʘʥʩʦʚʳʝ ʠ ʙʠʟʥʝʩ-ʧʦʩʣʝʜʩʪʚʠʷ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʠ. 

ʇʦʩʢʦʣʴʢʫ ʫʜʘʣʝʥʥʘʷ ʨʘʙʦʪʘ ʷʚʣʷʝʪʩʷ ʯʘʩʪʴʶ çʩʣʝʜʫʶʱʝʡ ʥʦʨʤʳè, ʢʘʢ 

ʩʝʡʯʘʩ, ʪʘʢ ʠ ʚ ʙʫʜʫʱʝʤ, ʢʦʤʧʘʥʠʷʤ ʥʝʦʙʭʦʜʠʤʦ ʫʜʝʣʷʪʴ ʧʨʠʦʨʠʪʝʪʥʦʝ ʚʥʠʤʘʥʠʝ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʫʜʘʣʝʥʥʳʭ ʩʦʪʨʫʜʥʠʢʦʚ. ʄʥʦʛʠʝ ʢʦʤʧʘʥʠʠ ʫʞʝ ʫʩʪʘʥʦʚʠʣʠ 

ʧʦʜʢʣʶʯʝʥʠʝ ʠ ʫʜʘʣʝʥʥʳʝ ʨʘʙʦʯʠʝ ʧʨʦʮʝʩʩʳ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʙʠʟʥʝʩ-ʮʝʣʝʡ ʟʘ 

ʧʦʩʣʝʜʥʠʡ ʛʦʜ; ʪʝʧʝʨʴ ʪʨʝʙʫʝʪʩʷ ʦʮʝʥʠʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʦʥʠ ʥʝ 

ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʣʝʛʢʠʭ ʮʝʣʝʡ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ. 

ʇʦʩʣʝʜʩʪʚʠʷ ʢʠʙʝʨʘʪʘʢ 

ʆʧʨʦʩ Malwarebytes ʧʦʢʘʟʘʣ, ʯʪʦ ʩ ʥʘʯʘʣʘ ʧʘʥʜʝʤʠʠ ʥʘʨʫʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʫ ʦʰʝʣʦʤʣʷʶʱʠʭ 20% ʨʝʩʧʦʥʜʝʥʪʦʚ ʙʳʣʠ ʨʝʟʫʣʴʪʘʪʦʤ ʫʜʘʣʝʥʥʳʭ ʩʦʪʨʫʜʥʠʢʦʚ. 

ʂʠʙʝʨʘʪʘʢʠ ʤʦʛʫʪ ʠʤʝʪʴ ʧʘʛʫʙʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ ʜʣʷ ʚʩʝʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʠ ʠʭ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʜʦʣʞʥʦ ʙʳʪʴ ʧʨʠʦʨʠʪʝʪʥʦʡ ʟʘʜʘʯʝʡ ʙʠʟʥʝʩʘ. 

ʅʘʠʙʦʣʝʝ ʦʯʝʚʠʜʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ ʥʝʚʳʧʦʣʥʝʥʠʷ ʵʪʦʛʦ ʪʨʝʙʦʚʘʥʠʷ - 

ʬʠʥʘʥʩʦʚʳʝ, ʦʩʦʙʝʥʥʦ ʝʩʣʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʩʚʷʟʘʥʘ ʩ ʤʦʰʝʥʥʠʯʝʩʢʠʤʠ 
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ʙʘʥʢʦʚʩʢʠʤʠ ʧʝʨʝʚʦʜʘʤʠ. ʆʜʥʘʢʦ ʠʭ ʚʣʠʷʥʠʝ ʤʦʞʝʪ ʙʳʪʴ ʛʦʨʘʟʜʦ ʛʣʫʙʞʝ. ɼʘʞʝ 

ʝʩʣʠ ʜʝʥʴʛʠ ʥʘʧʨʷʤʫʶ ʥʝ ʟʘʜʝʡʩʪʚʦʚʘʥʳ, ʘʪʘʢʘ ʚʩʝ ʨʘʚʥʦ ʤʦʞʝʪ ʠʤʝʪʴ ʥʝʛʘʪʠʚʥʳʝ 

ʬʠʩʢʘʣʴʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ ʜʣʷ ʧʨʠʙʳʣʠ ʙʠʟʥʝʩʘ. ʉʫʱʝʩʪʚʫʶʪ ʟʘʪʨʘʪʳ ʥʘ 

ʨʝʘʛʠʨʦʚʘʥʠʝ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ, ʟʘʪʨʘʪʳ ʥʘ ʨʘʩʩʣʝʜʦʚʘʥʠʝ, ʩʣʦʞʥʦʩʪʴ ʫʧʫʱʝʥʥʦʛʦ 

ʜʦʭʦʜʘ, ʘ ʪʘʢʞʝ ʟʘʪʨʘʪʳ ʥʘ ʶʨʠʜʠʯʝʩʢʠʝ ʫʩʣʫʛʠ ʠ ʩʚʷʟʠ ʩ ʦʙʱʝʩʪʚʝʥʥʦʩʪʴʶ, ʠ ʵʪʦ 

ʣʠʰʴ ʥʝʢʦʪʦʨʳʝ ʠʟ ʥʠʭ. 

ʗ ʚʠʜʝʣ, ʯʪʦ ʢʠʙʝʨʘʪʘʢʘ ʪʘʢʞʝ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʩʥʠʞʝʥʠʶ 

ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ. ʄʝʜʣʝʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ ʠʣʠ ʧʨʦʩʪʦʠ ʪʝʭʥʦʣʦʛʠʡ ʦʟʥʘʯʘʶʪ, 

ʯʪʦ ʩʦʪʨʫʜʥʠʢʠ ʥʝ ʤʦʛʫʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʤ ʜʣʷ ʙʠʟʥʝʩʘ 

ʧʨʠʣʦʞʝʥʠʷʤ ʠ ʩʠʩʪʝʤʘʤ. ʉʥʠʞʝʥʠʝ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʠ ʫʚʝʣʠʯʝʥʠʝ ʟʘʪʨʘʪ, 

ʢʦʪʦʨʳʝ ʚʦʟʥʠʢʘʶʪ ʚ ʨʝʟʫʣʴʪʘʪʝ, ʤʦʛʫʪ ʧʦʜʦʨʚʘʪʴ ʪʝʢʫʱʫʶ ʥʝʧʨʝʨʳʚʥʦʩʪʴ ʙʠʟʥʝʩʘ 

ʠ ʜʘʞʝ ʦʩʪʘʥʦʚʠʪʴ ʨʦʩʪ ʙʠʟʥʝʩʘ ʚ ʙʫʜʫʱʝʤ. 

ʅʝʟʘʱʠʱʝʥʥʳʡ ʧʝʨʩʦʥʘʣ ʪʘʢʞʝ ʩʪʘʚʠʪ ʧʦʜ ʫʛʨʦʟʫ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʝ 

ʜʘʥʥʳʝ ʦ ʢʣʠʝʥʪʘʭ. ʇʦʪʨʝʙʠʪʝʣʠ ʠ ʧʨʝʜʧʨʠʷʪʠʷ ʭʦʪʷʪ ʚʟʘʠʤʦʜʝʡʩʪʚʦʚʘʪʴ ʩ 

ʦʨʛʘʥʠʟʘʮʠʷʤʠ, ʢʦʪʦʨʳʝ ʙʝʨʝʞʥʦ ʠ ʙʝʟʦʧʘʩʥʦ ʦʙʨʘʙʘʪʳʚʘʶʪ ʠʭ ʜʘʥʥʳʝ. ɺ 

ʧʨʦʰʣʦʤ ʛʦʜʫ ʧʨʦʠʟʦʰʣʠ ʩʝʨʴʝʟʥʳʝ ʚʟʣʦʤʳ ʩ ʫʯʘʩʪʠʝʤ Twitter, Zoom ʠ ʥʝʩʢʦʣʴʢʠʭ 

ʦʨʛʘʥʠʟʘʮʠʡ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ. ʋʯʠʪʳʚʘʷ ʚʘʞʥʫʶ ʨʦʣʴ Zoom ʚ ʧʦʜʜʝʨʞʘʥʠʠ 

ʨʘʙʦʪʳ ʙʠʟʥʝʩʘ ʚʦ ʚʨʝʤʷ ʧʘʥʜʝʤʠʠ, ʝʛʦ ʚʟʣʦʤ ʠ ʧʦʪʝʨʷ ʚ ʘʧʨʝʣʝ 2020 ʛʦʜʘ 500000 

ʧʘʨʦʣʝʡ ʢʣʠʝʥʪʦʚ ʤʦʛʫʪ ʦʱʫʱʘʪʴʩʷ ʚʦ ʚʩʝʡ ʙʠʟʥʝʩ-ʵʢʦʩʠʩʪʝʤʝ. 

ɼʦʚʝʨʠʝ ʟʜʝʩʴ ʷʚʣʷʝʪʩʷ ʞʠʟʥʝʥʥʦ ʚʘʞʥʳʤ ʢʦʤʧʦʥʝʥʪʦʤ. ɺ ʪʦ ʚʨʝʤʷ ʢʘʢ 

ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʠʤʝʶʪ ʨʝʘʣʴʥʳʝ ʧʦʩʣʝʜʩʪʚʠʷ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʡ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʦʣʦʞʝʥʠʷʤʠ ʆʙʱʝʛʦ ʨʝʛʣʘʤʝʥʪʘ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʠ ʜʨʫʛʦʛʦ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ ʚʦ ʚʩʝʤ ʤʠʨʝ, ʜʦʚʝʨʠʝ ʠ ʝʛʦ ʧʦʪʝʨʶ ʪʨʫʜʥʝʝ 

ʪʦʯʥʦ ʠʟʤʝʨʠʪʴ. ʇʦʪʝʨʷ ʜʦʚʝʨʠʷ ʢʣʠʝʥʪʦʚ ʧʘʛʫʙʥʦ ʩʢʘʟʳʚʘʝʪʩʷ ʥʘ ʨʝʧʫʪʘʮʠʠ 

ʙʨʝʥʜʘ, ʠ ʚʝʨʥʫʪʴ ʝʝ ʤʦʞʝʪ ʙʳʪʴ ʥʝʧʨʦʩʪʦ. 

ʇʨʠʥʷʪʠʝ ʮʝʣʦʩʪʥʦʛʦ ʧʦʜʭʦʜʘ 

ʂʦʤʧʣʝʢʩʥʘʷ ʟʘʱʠʪʘ ʧʝʨʩʦʥʘʣʘ, ʚʢʣʶʯʘʷ ʣʶʜʝʡ, ʢʦʪʦʨʳʝ ʝʞʝʜʥʝʚʥʦ 

ʨʘʙʦʪʘʶʪ ʩ ʢʣʠʝʥʪʘʤʠ ʠ ʠʭ ʜʘʥʥʳʤʠ, ʤʦʞʝʪ ʟʘʱʠʪʠʪʴ ʢʦʤʧʘʥʠʠ ʦʪ ʜʦʣʛʦʩʨʦʯʥʦʛʦ 

ʫʱʝʨʙʘ ʨʝʧʫʪʘʮʠʠ. 

ʆʙʝʩʧʝʯʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʛʠʙʨʠʜʥʳʭ ʩʦʪʨʫʜʥʠʢʦʚ, ʛʜʝ ʙʳ ʦʥʠ ʥʠ 

ʥʘʭʦʜʠʣʠʩʴ, ʪʝʧʝʨʴ ʷʚʣʷʝʪʩʷ ʚʘʞʥʳʤ ʢʦʤʧʦʥʝʥʪʦʤ ʦʙʝʩʧʝʯʝʥʠʷ ʙʫʜʫʱʝʛʦ ʫʩʧʝʭʘ ʚ 

ʙʠʟʥʝʩʝ. ʂʦʤʧʘʥʠʷʤ ʩʣʝʜʫʝʪ ʩʪʨʝʤʠʪʴʩʷ ʢ ʨʘʟʚʝʨʪʳʚʘʥʠʶ ʮʝʣʦʩʪʥʦʡ ʩʪʨʘʪʝʛʠʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʥʝ ʪʦʣʴʢʦ ʚʢʣʶʯʘʝʪ ʧʨʦʜʫʢʪʳ ʠ ʫʩʣʫʛʠ, ʥʦ ʠ ʠʩʧʦʣʴʟʫʝʪ 

ʦʧʳʪ ʩʚʦʠʭ ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʨʠʟʥʘʝʪ, ʯʪʦ ʙʝʟʦʧʘʩʥʦʩʪʴ - ʵʪʦ 

ʥʝʧʨʝʨʳʚʥʳʡ ʧʨʦʮʝʩʩ. ʊʦʯʥʦ ʪʘʢ ʞʝ, ʢʘʢ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʥʠʢʦʛʜʘ ʥʝ ʧʝʨʝʩʪʘʥʫʪ 

ʨʘʟʚʠʚʘʪʴ ʩʚʦʠ ʤʝʪʦʜʳ ʘʪʘʢ, ʠʥʩʪʨʫʤʝʥʪʳ, ʧʨʝʧʷʪʩʪʚʫʶʱʠʝ ʠʭ ʫʩʧʝʭʫ, ʪʘʢʞʝ 

ʜʦʣʞʥʳ ʧʦʩʪʦʷʥʥʦ ʨʘʟʚʠʚʘʪʴʩʷ. 

ʀʩʧʦʣʴʟʫʷ ʮʝʣʦʩʪʥʳʡ ʧʦʜʭʦʜ, ʚʳ ʤʦʞʝʪʝ ʨʘʟʨʘʙʦʪʘʪʴ, ʚʥʝʜʨʠʪʴ ʠ 

ʧʦʜʜʝʨʞʠʚʘʪʴ ʵʬʬʝʢʪʠʚʥʫʶ ʩʠʩʪʝʤʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʚʩʶ 

ʀʊ-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʠ ʠʩʧʦʣʴʟʫʝʪ ʩʫʱʝʩʪʚʫʶʱʠʝ ʪʝʭʥʦʣʦʛʠʠ. 

ʎʝʣʦʩʪʥʘʷ ʩʪʨʘʪʝʛʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʦʣʞʥʘ ʙʳʪʴ ʛʠʙʢʦʡ, ʘʜʘʧʪʠʨʫʝʤʦʡ ʠ 

ʧʨʦʩʪʦʡ ʚ ʫʧʨʘʚʣʝʥʠʠ. ʐʘʛʠ ʧʦ ʩʦʟʜʘʥʠʶ ʢʦʤʧʣʝʢʩʥʦʛʦ ʧʦʜʭʦʜʘ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʨʘʟʣʠʯʘʶʪʩʷ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʧʦʪʨʝʙʥʦʩʪʝʡ ʢʦʤʧʘʥʠʠ, ʥʦ ʜʦʣʞʥʳ ʚʢʣʶʯʘʪʴ: 

Å ʆʧʨʝʜʝʣʝʥʠʝ ʨʠʩʢʦʚ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ: ʧʦʥʠʤʘʥʠʝ ʚʘʰʝʡ ʫʷʟʚʠʤʦʩʪʠ ʢ 

ʘʪʘʢʘʤ ʠʤʝʝʪ ʨʝʰʘʶʱʝʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʧʨʠʥʷʪʠʷ ʧʨʘʚʠʣʴʥʦʡ ʩʪʨʫʢʪʫʨʳ. 
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Å ʉʦʟʜʘʥʠʝ ʩʧʨʦʝʢʪʠʨʦʚʘʥʥʦʡ, ʪʝʩʥʦ ʠʥʪʝʛʨʠʨʦʚʘʥʥʦʡ ʵʢʦʩʠʩʪʝʤʳ: ʤʥʦʛʠʝ ʠʟ 

ʥʠʭ ʩʝʛʦʜʥʷ ʤʦʞʥʦ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ ʜʣʷ ʙʦʨʴʙʳ ʩ ʘʪʘʢʦʡ ʜʦ ʪʦʛʦ, ʢʘʢ ʦʥʘ 

ʧʨʦʠʟʦʡʜʝʪ. 

Å ʈʘʩʧʦʟʥʘʚʘʥʠʝ ʘʪʘʢ. ɿʥʘʥʠʝ ʨʘʟʣʠʯʥʳʭ ʩʪʘʜʠʡ ʘʪʘʢʠ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʷ 

ʧʦʤʦʞʝʪ ʚʘʤ ʦʧʨʝʜʝʣʠʪʴ, ʢʘʢ ʣʫʯʰʝ ʚʩʝʛʦ ʟʘʱʠʪʠʪʴ ʚʘʰʫ ʢʦʤʧʘʥʠʶ. 

Å ʉʦʛʣʘʩʦʚʘʥʠʝ ʩʪʨʘʪʝʛʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʦʧʝʨʘʮʠʷʤʠ: ʜʣʷ ʭʦʨʦʰʦ 

ʧʦʩʪʨʦʝʥʥʦʡ ʩʪʨʘʪʝʛʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʦʨʜʠʥʘʮʠʷ ʩ ʙʠʟʥʝʩ-ʦʧʝʨʘʮʠʷʤʠ ʚʘʞʥʘ ʜʣʷ 

ʟʘʱʠʪʳ ʥʫʞʥʳʭ ʘʢʪʠʚʦʚ ʠ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʙʠʟʥʝʩʘ ʚ ʙʫʜʫʱʝʤ. 

Å ʄʘʩʰʪʘʙʠʨʦʚʘʥʠʝ ʜʣʷ ʙʫʜʫʱʝʛʦ: ʠʩʧʦʣʴʟʫʡʪʝ ʫʧʨʘʚʣʷʝʤʳʝ ʫʩʣʫʛʠ ʜʣʷ 

ʥʝʧʨʝʨʳʚʥʦʛʦ ʤʘʩʰʪʘʙʥʦʛʦ ʚʥʝʜʨʝʥʠʷ ʠʥʥʦʚʘʮʠʡ. 

ɹʝʟ ʥʘʜʝʞʥʦʡ ʨʘʙʦʯʝʡ ʩʠʣʳ ʢʦʤʧʘʥʠʠ ʤʦʛʫʪ ʥʘʥʝʩʪʠ ʜʦʣʛʦʩʨʦʯʥʳʡ ʫʱʝʨʙ 

ʩʚʦʝʤʫ ʙʠʟʥʝʩʫ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʠʤʝʷ ʥʘʜʝʞʥʫʶ ʨʘʙʦʯʫʶ ʩʠʣʫ, ʚʳ ʧʦʣʫʯʘʝʪʝ ʚʳʛʦʜʫ 

ʦʪ ʩʪʨʘʭʦʚʘʥʠʷ ʦʪ ʧʦʚʨʝʞʜʝʥʠʡ ʠ ʧʦʪʝʨʴ ʠ ʧʨʝʜʣʘʛʘʝʪ ʙʦʣʝʝ ʙʝʟʦʧʘʩʥʦʝ ʠ ʥʘʜʝʞʥʦʝ 

ʦʙʩʣʫʞʠʚʘʥʠʝ ʩʚʦʠʤ ʢʣʠʝʥʪʘʤ ʠ ʩʦʪʨʫʜʥʠʢʘʤè. (Robert Bailkoski. Why 

Cybersecurity Needs To Be A Top Priority For The C-Suite Today // Forbes 

(https://www.forbes.com/sites/forbesbusinesscouncil/2021/04/30/why-cybersecurity-

needs-to-be-a-top-priority-for-the-c-suite-today/?sh=7254bcc71c39). 30.04.2021). 
***  

 

çʇʘʥʜʝʤʠʷ Covid-19 ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʣʘ ʛʦʨʦʜʘʤ ʚʩʝʛʦ ʤʠʨʘ ʚʘʞʥʦʩʪʴ 

ʧʨʦʛʨʘʤʤ ʫʤʥʦʛʦ ʛʦʨʦʜʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʪʝʭʥʦʣʦʛʠʡ, ʜʘʥʥʳʭ ʠ 

ʠʥʥʦʚʘʮʠʦʥʥʳʭ ʨʝʰʝʥʠʡ ʜʣʷ ʨʝʰʝʥʠʷ ʠʭ ʩʦʮʠʘʣʴʥʳʭ, ʵʢʦʣʦʛʠʯʝʩʢʠʭ ʠ 

ʵʢʦʥʦʤʠʯʝʩʢʠʭ ʧʨʦʙʣʝʤ. 
ɼʝʡʩʪʚʠʪʝʣʴʥʦ, 65 ʧʨʦʮʝʥʪʦʚ ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʛʦʨʦʜʦʚ, ʦʧʨʦʰʝʥʥʳʭ ʚ 2020 

ʛʦʜʫ ʚ ʨʘʤʢʘʭ ʧʨʦʝʢʪʘ ESI ThoughtLab's Smart City Solutions for a Risker World, 

ʩʦʦʙʱʠʣʠ, ʯʪʦ ʛʣʘʚʥʳʝ ʫʨʦʢʠ, ʠʟʚʣʝʯʝʥʥʳʝ ʠʟ ʧʘʥʜʝʤʠʠ, ʟʘʢʣʶʯʘʶʪʩʷ ʚ ʪʦʤ, ʯʪʦ 

ʧʨʦʛʨʘʤʤʳ ʫʤʥʦʛʦ ʛʦʨʦʜʘ ʠʤʝʶʪ ʨʝʰʘʶʱʝʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʠʭ ʙʫʜʫʱʝʛʦ. 

ʇʦʜʚʝʨʞʝʥʥʦʩʪʴ ʨʠʩʢʫ 

ʆʜʥʘʢʦ ʠʥʥʦʚʘʮʠʠ - ʵʪʦ ʧʘʣʢʘ ʦ ʜʚʫʭ ʢʦʥʮʘʭ. ʇʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʨʫʢʦʚʦʜʠʪʝʣʠ 

ʛʦʨʦʜʦʚ ʫʚʝʣʠʯʠʚʘʶʪ ʩʚʦʠ ʠʥʚʝʩʪʠʮʠʠ ʚ ʮʠʬʨʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ, ʦʥʠ ʪʘʢʞʝ 

ʧʦʜʚʝʨʛʘʶʪ ʩʚʦʠ ʛʦʨʦʜʘ ʧʦʚʳʰʝʥʥʳʤ ʨʠʩʢʘʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʝʩʣʠ ʥʝ 

ʧʨʠʥʠʤʘʶʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʨʘʥʝʝ. 

ʇʘʥʜʝʤʠʷ ʩʪʘʣʘ ʩʪʨʝʩʩ-ʪʝʩʪʦʤ ʜʣʷ ʛʦʨʦʜʩʢʠʭ ʩʠʩʪʝʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʂʦʣʠʯʝʩʪʚʦ ʘʪʘʢ ʥʘ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʰʪʘʪʦʚ ʠ ʤʝʩʪʥʳʭ ʚʣʘʩʪʝʡ ʨʝʟʢʦ ʚʦʟʨʦʩʣʦ, 

ʧʦʩʢʦʣʴʢʫ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʳʪʘʣʠʩʴ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʢʨʠʟʠʩʦʤ. 

ʄʥʦʛʠʝ ʛʦʨʦʜʘ ʩʪʘʣʠ ʞʝʨʪʚʘʤʠ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʠ ʜʨʫʛʠʭ ʚʝʢʪʦʨʦʚ 

ʘʪʘʢ. ʅʘʧʨʠʤʝʨ, ʅʦʢʩʚʠʣʣ ʚ ʊʝʥʥʝʩʩʠ ʚ ʠʶʥʝ 2020 ʛʦʜʘ ʧʦʜʚʝʨʛʩʷ ʘʪʘʢʝ, ʢʦʪʦʨʘʷ 

ʥʘʥʝʩʣʘ ʫʱʝʨʙ ʝʛʦ ʀʊ-ʩʠʩʪʝʤʘʤ. ʉʙʦʠ ʦʙʦʩʪʨʠʣʠʩʴ, ʢʦʛʜʘ ʭʘʢʝʨʳ ʥʘʯʘʣʠ 

ʧʫʙʣʠʢʦʚʘʪʴ ʜʘʥʥʳʝ ʚ ʀʥʪʝʨʥʝʪʝ, ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ ʚʳʢʫʧ. ʍʘʢʝʨʳ ʪʘʢʞʝ 

ʚʦʩʧʦʣʴʟʦʚʘʣʠʩʴ ʙʝʩʧʦʨʷʜʢʦʤ, ʩʚʷʟʘʥʥʳʤ ʩ ʧʘʥʜʝʤʠʝʡ, ʠ ʙʝʩʩʪʳʜʥʦ ʘʪʘʢʦʚʘʣʠ 

ʥʝʢʦʪʦʨʳʝ ʙʦʣʴʥʠʮʳ. 

ʀʩʩʣʝʜʦʚʘʥʠʝ ESI ThoughtLab ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʛʦʨʦʜʘʤ ʥʝʦʙʭʦʜʠʤʦ ʜʝʣʘʪʴ 

ʙʦʣʴʰʝ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʚʦʠʭ ʛʦʨʦʜʩʢʠʭ ʮʝʥʪʨʦʚ ʠ ʞʠʪʝʣʝʡ. 

ɹʦʣʴʰʠʥʩʪʚʦ ʛʦʨʦʜʦʚ (60 ʧʨʦʮʝʥʪʦʚ) ʩʦʦʙʱʠʣʠ, ʯʪʦ ʦʥʠ ʧʣʦʭʦ ʧʦʜʛʦʪʦʚʣʝʥʳ ʢ 

ʢʠʙʝʨʘʪʘʢʘʤ. ʍʦʪʷ ʤʘʣʳʝ ʛʦʨʦʜʘ ʙʳʣʠ ʙʦʣʝʝ ʫʚʝʨʝʥʳ ʚ ʩʚʦʠʭ ʩʠʩʪʝʤʘʭ 
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ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʝʤ ʜʨʫʛʠʝ, ʩʘʤʳʝ ʤʘʣʝʥʴʢʠʝ ʛʦʨʦʜʩʢʠʝ ʨʘʡʦʥʳ ʥʘʭʦʜʷʪʩʷ ʚ 

ʙʦʣʝʝ ʦʧʘʩʥʦʡ ʩʠʪʫʘʮʠʠ, ʠ ʪʦʣʴʢʦ 29 ʧʨʦʮʝʥʪʦʚ ʩʯʠʪʘʶʪ, ʯʪʦ ʦʥʠ ʭʦʨʦʰʦ 

ʧʦʜʛʦʪʦʚʣʝʥʳ. ʕʪʦ ʧʦʜʪʚʝʨʞʜʘʝʪʩʷ ʯʘʩʪʦʪʦʡ ʘʪʘʢ ʚʦ ʚʨʝʤʷ ʧʘʥʜʝʤʠʠ ʚ ʥʝʙʦʣʴʰʠʭ 

ʛʦʨʦʜʘʭ ʉʐɸ, ʪʘʢʠʭ ʢʘʢ ʌʣʦʨʝʥʮʠʷ, ɸʣʘʙʘʤʘ ʠ ʇʝʥʩʘʢʦʣʘ, ʌʣʦʨʠʜʘ. 

ʆʜʥʠʤ ʠʟ ʧʨʠʟʥʘʢʦʚ ʣʠʜʝʨʘ ʫʤʥʦʛʦ ʛʦʨʦʜʘ, ʥʘʠʙʦʣʝʝ ʧʨʦʜʚʠʥʫʪʦʛʦ ʚ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʪʝʭʥʦʣʦʛʠʡ ʠ ʠʥʥʦʚʘʮʠʦʥʥʳʭ ʨʝʰʝʥʠʡ, ʷʚʣʷʝʪʩʷ ʝʛʦ ʫʨʦʚʝʥʴ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ɼʝʚʷʥʦʩʪʦ ʧʷʪʴ ʧʨʦʮʝʥʪʦʚ ʛʦʨʦʜʦʚ, ʧʨʠʟʥʘʥʥʳʭ ʣʠʜʝʨʘʤʠ ʚ 

ʠʩʩʣʝʜʦʚʘʥʠʠ, ʟʘʷʚʠʣʠ, ʯʪʦ ʦʥʠ ʭʦʨʦʰʦ ʧʦʜʛʦʪʦʚʣʝʥʳ ʢ ʢʠʙʝʨʘʪʘʢʘʤ, ʧʦ 

ʩʨʘʚʥʝʥʠʶ ʩ 8 ʧʨʦʮʝʥʪʘʤʠ. ʮʝʥʪ ʥʘʯʠʥʘʶʱʠʭ ʛʦʨʦʜʦʚ. 

ʃʫʯʰʠʝ ʧʨʘʢʪʠʢʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ɽʩʪʴ ʧʝʨʝʜʦʚʳʝ ʤʝʪʦʜʳ, ʢʦʪʦʨʳʤ ʛʦʨʦʜʘ ʤʦʛʫʪ ʩʣʝʜʦʚʘʪʴ, ʯʪʦʙʳ ʫʢʨʝʧʠʪʴ 

ʩʚʦʶ ʟʘʱʠʪʫ ʦʪ ʥʘʧʘʜʝʥʠʡ. ɻʦʨʦʜʩʢʠʤ ʤʝʥʝʜʞʝʨʘʤ ʩʣʝʜʫʝʪ ʚʟʷʪʴ ʣʠʩʪ ʠʟ ʩʙʦʨʥʠʢʘ 

ʫʨʦʢʦʚ ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʫʤʥʦʛʦ ʛʦʨʦʜʘ. 

ɽʩʪʴ ʧʷʪʴ ʢʣʶʯʝʚʳʭ ʰʘʛʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʣʠʜʝʨʳ 

ʧʨʝʜʧʨʠʥʠʤʘʶʪ ʛʦʨʘʟʜʦ ʯʘʱʝ, ʯʝʤ ʜʨʫʛʠʝ ʛʦʨʦʜʘ, ʜʣʷ ʫʩʪʨʘʥʝʥʠʷ ʩʚʦʠʭ 

ʫʷʟʚʠʤʦʩʪʝʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ: 

ʈʘʩʩʪʘʚʴʪʝ ʧʨʠʦʨʠʪʝʪʳ ʜʣʷ ʘʢʪʠʚʦʚ ʠ ʩʦʟʜʘʡʪʝ ʧʦʣʠʪʠʢʠ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ. 

ɿʘʱʠʪʘ ʥʘʠʙʦʣʝʝ ʮʝʥʥʳʭ ʘʢʪʠʚʦʚ ʛʦʨʦʜʘ - ʵʪʦ ʧʝʨʚʳʡ ʨʘʟʫʤʥʳʡ ʰʘʛ, ʪʘʢ ʞʝ ʢʘʢ ʠ 

ʦʙʝʩʧʝʯʝʥʠʝ ʩʪʨʦʛʦʛʦ ʢʦʥʪʨʦʣʷ ʚ ʛʦʨʦʜʝ ʥʘʜ ʪʝʤ, ʢʪʦ ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʝʛʦ 

ʩʠʩʪʝʤʘʤ. 

ʀʥʚʝʩʪʠʨʫʡʪʝ ʚ ʪʝʭʥʦʣʦʛʠʠ ʘʚʘʨʠʡʥʦʛʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ, ʨʝʘʛʠʨʦʚʘʥʠʷ ʠ 

ʫʧʨʘʚʣʝʥʠʷ ʩʦʙʳʪʠʷʤʠ. ʅʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʥʘʩʢʦʣʴʢʦ ʩʠʣʴʥʳ ʛʦʨʦʜʩʢʠʝ 

ʙʨʘʥʜʤʘʫʵʨʳ, ʜʦʩʪʘʪʦʯʥʦ ʦʜʥʦʛʦ ʧʣʦʭʦʛʦ ʧʘʨʥʷ, ʯʪʦʙʳ ʧʨʦʡʪʠ. ʇʦʵʪʦʤʫ ʣʠʜʝʨʳ 

ʫʤʥʳʭ ʛʦʨʦʜʦʚ ʚʢʣʘʜʳʚʘʶʪ ʙʦʣʴʰʝ ʩʨʝʜʩʪʚ ʚ ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ, ʯʪʦʙʳ ʜʝʡʩʪʚʦʚʘʪʴ ʙʳʩʪʨʦ ʠ ʩʤʷʛʯʘʪʴ ʧʦʩʣʝʜʩʪʚʠʷ. 

ʇʨʦʚʝʜʠʪʝ ʦʙʫʯʝʥʠʝ ʧʝʨʩʦʥʘʣʘ ʧʦ ʚʦʧʨʦʩʘʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʦ 

ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʡ ʰʘʛ ʜʣʷ ʛʦʨʦʜʦʚ, ʧʦʩʢʦʣʴʢʫ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʯʘʩʪʦ 

ʠʟʚʣʝʢʘʶʪ ʚʳʛʦʜʫ ʠʟ ʦʰʠʙʦʢ ʩʦʪʨʫʜʥʠʢʦʚ. 

ɿʘʱʠʪʠʪʝ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ. ʕʪʦ ʚʢʣʶʯʘʝʪ ʪʝʩʪʠʨʦʚʘʥʠʝ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʵʣʝʢʪʨʠʯʝʩʢʠʭ ʩʝʪʝʡ, ʩʚʝʪʦʬʦʨʦʚ, ʙʦʣʴʥʠʮ ʠ ʜʨʫʛʠʭ ʛʦʨʦʜʩʢʠʭ 

ʦʙʲʝʢʪʦʚ. ʉʦʝʜʠʥʝʥʠʝ ʛʦʨʦʜʩʢʠʭ ʘʢʪʠʚʦʚ ʠ ʜʦʤʝʥʦʚ ʩ ʧʦʤʦʱʴʶ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʠ 

ʜʨʫʛʠʭ ʪʝʭʥʦʣʦʛʠʡ ʤʦʞʝʪ ʧʦʜʚʝʨʛʥʫʪʴ ʛʦʨʦʜʘ ʢʘʪʘʩʪʨʦʬʠʯʝʩʢʦʡ ʘʪʘʢʝ, ʝʩʣʠ ʦʥʠ ʥʝ 

ʦʙʝʩʧʝʯʘʪ ʥʘʜʣʝʞʘʱʫʶ ʟʘʱʠʪʫ ʩʚʦʝʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ. 

ʈʘʟʨʘʙʦʪʘʡʪʝ ʧʣʘʥ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʢʠʙʝʨʠʥʮʠʜʝʥʪʳ ʠ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ. 

ʈʫʢʦʚʦʜʠʪʝʣʠ ʫʤʥʳʭ ʛʦʨʦʜʦʚ ʧʦʥʠʤʘʶʪ, ʯʪʦ ʠʤ ʥʫʞʥʦ ʥʝ ʪʦʣʴʢʦ ʜʝʡʩʪʚʦʚʘʪʴ 

ʙʳʩʪʨʦ, ʯʪʦʙʳ ʦʩʪʘʥʦʚʠʪʴ ʘʪʘʢʫ, ʥʦ ʠ ʠʤʝʪʴ ʧʨʦʮʝʩʩʳ, ʦʛʨʘʥʠʯʠʚʘʶʱʠʝ 

ʧʦʩʣʝʜʩʪʚʠʷ, ʚ ʪʦʤ ʯʠʩʣʝ ʩʚʷʟʘʥʥʳʝ ʩ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴʶ, ʬʠʥʘʥʩʦʚʳʤ ʠ 

ʨʝʧʫʪʘʮʠʦʥʥʳʤ ʚʦʟʜʝʡʩʪʚʠʝʤ. 

ʋʨʦʢʠ ʢʠʙʝʨʘʪʘʢʠ 

ʆʜʥʠʤ ʠʟ ʥʝʙʦʣʴʰʠʭ ʛʦʨʦʜʦʚ, ʢʦʪʦʨʳʡ ʦʩʦʟʥʘʣ ʮʝʥʥʦʩʪʴ ʪʘʢʠʭ ʧʝʨʝʜʦʚʳʭ 

ʤʝʪʦʜʦʚ, ʙʳʣ ʊʦʨʨʘʥʩ, ʰʪʘʪ ʂʘʣʠʬʦʨʥʠʷ. 1 ʤʘʨʪʘ 2020 ʛʦʜʘ ʚ ʊʦʨʨʘʥʩʝ ʧʨʦʠʟʦʰʝʣ 

ʢʠʙʝʨʠʥʮʠʜʝʥʪ, ʢʦʪʦʨʳʡ ʦʪʨʠʮʘʪʝʣʴʥʦ ʧʦʚʣʠʷʣ ʥʘ ʨʘʙʦʪʫ ʛʦʨʦʜʘ. ɺʩʝʛʦ ʜʚʝ ʥʝʜʝʣʠ 

ʩʧʫʩʪʷ ʊʦʨʨʘʥʩ ʦʙʲʷʚʠʣ ʤʝʩʪʥʦʝ ʯʨʝʟʚʳʯʘʡʥʦʝ ʧʦʣʦʞʝʥʠʝ ʠʟ-ʟʘ ʧʘʥʜʝʤʠʠ 

ʢʦʨʦʥʘʚʠʨʫʩʘ. 
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ʉʪʦʣʢʥʫʚʰʠʩʴ ʩ ʜʚʫʤʷ ʩʝʨʴʝʟʥʳʤʠ ʢʨʠʟʠʩʘʤʠ, ʨʫʢʦʚʦʜʠʪʝʣʠ ʛʦʨʦʜʘ 

ʧʦʧʳʪʘʣʠʩʴ ʩʦʟʜʘʪʴ ʚʠʨʪʫʘʣʴʥʳʡ ʮʝʥʪʨ ʘʚʘʨʠʡʥʳʭ ʦʧʝʨʘʮʠʡ (EOC) ʯʝʨʝʟ Slack, 

ʦʙʣʘʯʥʫʶ ʧʣʘʪʬʦʨʤʫ ʦʙʤʝʥʘ ʩʦʦʙʱʝʥʠʷʤʠ, ʨʘʟʤʝʱʝʥʥʫʶ ʥʘ Amazon Web Services. 

ɻʦʨʦʜ ʠʩʧʦʣʴʟʦʚʘʣ Google ɼʠʩʢ ʜʣʷ ʚʩʝʭ ʩʚʦʠʭ ʬʦʨʤ ʠ ʜʦʢʫʤʝʥʪʦʚ ʚʤʝʩʪʦ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʧʦʩʢʦʣʴʢʫ ʵʪʦ ʙʳʣʦ ʙʝʟʦʧʘʩʥʝʝ ʠ ʵʬʬʝʢʪʠʚʥʝʝ. 

ɺ ʪʝʯʝʥʠʝ ʥʝʜʝʣʠ ʛʦʨʦʜ ʧʝʨʝʰʝʣ ʦʪ ʢʠʨʧʠʯʘ ʠ ʨʘʩʪʚʦʨʘ, ʙʫʤʘʛʠ ʠ ʢʘʨʘʥʜʘʰʘ 

ʢ ʚʠʨʪʫʘʣʴʥʳʤ ʦʧʝʨʘʮʠʷʤ. ɿʘʪʝʤ ʦʥ ʩʤʦʛ ʧʦʜʢʣʶʯʠʪʴ ʨʘʡʦʥʥʳʝ ʙʦʣʴʥʠʮʳ, 

ʤʝʩʪʥʳʡ ʰʢʦʣʴʥʳʡ ʦʢʨʫʛ, ʂʨʘʩʥʳʡ ʂʨʝʩʪ, ɸʨʤʠʶ ʩʧʘʩʝʥʠʷ ʠ ʙʠʟʥʝʩ-ʛʨʫʧʧʳ ʢ 

EOC ʜʣʷ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. ɸ ʢʦʛʜʘ ʥʝʩʢʦʣʴʢʦ 

ʤʝʩʷʮʝʚ ʩʧʫʩʪʷ ʊʦʨʨʘʥʩ ʠ ʖʞʥʘʷ ʂʘʣʠʬʦʨʥʠʷ ʠʩʧʳʪʘʣʠ ʛʨʘʞʜʘʥʩʢʠʝ ʙʝʩʧʦʨʷʜʢʠ - 

ʝʱʝ ʦʜʥʦ ʧʦʪʨʷʩʝʥʠʝ, - Slack ʧʦʟʚʦʣʠʣ ʛʦʨʦʜʫ ʩʛʣʘʜʠʪʴ ʠʥʬʦʨʤʘʮʠʦʥʥʫʶ ʢʨʠʚʫʶ ʠ 

ʧʦʜʝʣʠʪʴʩʷ ʜʘʥʥʳʤʠ ʚʥʫʪʨʠ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ 

ʦ ʩʦʙʳʪʠʷʭ. 

ɻʦʨʦʜʩʢʠʝ ʚʣʘʩʪʠ ʩʤʦʛʣʠ ʥʘʧʨʘʚʠʪʴ ʞʠʚʳʝ ʠʟʦʙʨʘʞʝʥʠʷ ʩʦʙʳʪʠʡ ʧʨʷʤʦ ʚ 

Slack, ʛʜʝ ʢʘʞʜʳʡ, ʢʪʦ ʫʯʘʩʪʚʦʚʘʣ ʚ ʫʧʨʘʚʣʝʥʠʠ ʨʝʘʛʠʨʦʚʘʥʠʝʤ, ʤʦʛ ʚʠʜʝʪʴ ʠ 

ʣʫʯʰʝ ʧʦʥʠʤʘʪʴ ʩʠʪʫʘʮʠʶ. çɹʦʣʴʰʝ ʥʝ ʙʳʣʦ ʨʘʟʨʦʟʥʝʥʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʤʦʛʣʘ 

ʦʙʨʘʟʦʚʘʪʴʩʷ, ʧʦʪʦʤʫ ʯʪʦ ʚʩʝ ʜʝʧʘʨʪʘʤʝʥʪʳ ʙʳʣʠ ʨʘʩʧʫʱʝʥʳè, - ʩʢʘʟʘʣ ɼʞʝʬʬʨʠ 

ʉʥʦʜʜʠ, ʤʝʥʝʜʞʝʨ ʩʣʫʞʙʳ ʵʢʩʪʨʝʥʥʦʡ ʧʦʤʦʱʠ ʛʦʨʦʜʘ. 

ʕʪʦʪ ʦʧʳʪ ʩʪʘʣ ʦʪʢʨʦʚʝʥʠʝʤ, ʠ ʩ ʪʝʭ ʧʦʨ ʛʦʨʦʜ ʨʘʟʨʘʙʦʪʘʣ ʧʣʘʥ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʝʨʩʦʥʘʣʫ ʨʘʩʩʳʣʘʶʪʩʷ ʥʘʧʦʤʠʥʘʥʠʷ ʦ ʤʝʪʦʜʘʭ ʦʙʝʩʧʝʯʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʘʧʨʠʤʝʨ, ʦ ʨʝʛʫʣʷʨʥʦʡ ʩʤʝʥʝ ʧʘʨʦʣʝʡ ʠ ʧʦʜʢʣʶʯʝʥʠʠ ʠʟ ʜʦʤʘ 

ʪʦʣʴʢʦ ʢ ʫʩʪʨʦʡʩʪʚʘʤ, ʚʳʧʫʱʝʥʥʳʤ ʚ ʛʦʨʦʜʝ. ɻʦʨʦʜ ʪʘʢʞʝ ʧʨʦʚʦʜʠʪ ʨʫʪʠʥʥʫʶ 

ʦʮʝʥʢʫ ʩʪʝʧʝʥʠ ʨʠʩʢʘ ʩʚʦʠʭ ʫʷʟʚʠʤʳʭ ʤʝʩʪ. 

çʋʩʪʦʡʯʠʚʦʩʪʴ ʠ ʣʦʚʢʦʩʪʴ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʚʳʞʠʚʘʥʠʷ ʠ ʧʨʦʮʚʝʪʘʥʠʷè, - 

ʩʢʘʟʘʣ ʛʦʨʦʜʩʢʦʡ ʤʝʥʝʜʞʝʨ ʊʦʨʨʘʥʩʘ ɸʨʘʤ ʏʘʧʘʨʷʥ. çʇʨʘʚʠʪʝʣʴʩʪʚʘ ʜʝʡʩʪʚʫʶʪ 

ʙʦʣʝʝ ʤʝʜʣʝʥʥʳʤʠ ʪʝʤʧʘʤʠ, ʧʦʪʦʤʫ ʯʪʦ ʤʳ ʥʝʩʝʤ ʬʠʜʫʮʠʘʨʥʫʶ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ. 

ʄʳ ʦʩʫʱʝʩʪʚʣʷʝʤ ʥʘʜʟʦʨ ʩʦ ʩʪʦʨʦʥʳ ʠʟʙʨʘʥʥʳʭ ʥʘʤʠ ʜʦʣʞʥʦʩʪʥʳʭ ʣʠʮ ʠ 

ʦʙʱʝʩʪʚʝʥʥʦʩʪʠ. ʋ ʥʘʩ ʥʝʪ ʨʦʩʢʦʰʠ ʚʨʝʤʝʥʠ. ʕʪʦ ʥʝ ʝʩʣʠ, ʵʪʦ ʢʦʛʜʘ ʫ ʥʘʩ ʙʫʜʝʪ 

ʝʱʝ ʦʜʠʥ ʢʨʠʟʠʩ, ʠ ʚʩʝ ʜʝʣʦ ʚ ʩʦʟʜʘʥʠʠ ʩʦʩʪʦʷʥʠʷ ʛʦʪʦʚʥʦʩʪʠè. (Cybersecurity: a 

smart city imperative // SmartCitiesWorld (https://www.smartcitiesworld.net/special-

reports/cybersecurity-a-smart-city-imperative). 30.04.2021). 
***  

 

çɺ 2020 ʛʦʜʫ Cisco ʦʙʥʘʨʫʞʠʣʘ, ʯʪʦ 50% ʢʨʫʧʥʳʭ ʧʨʝʜʧʨʠʷʪʠʡ (ʩ ʙʦʣʝʝ 

ʯʝʤ 10 000 ʩʦʪʨʫʜʥʠʢʦʚ) ʪʨʘʪʷʪ 1 ʤʠʣʣʠʦʥ ʜʦʣʣʘʨʦʚ ʠ ʙʦʣʝʝ ʚ ʛʦʜ ʥʘ 

ʙʝʟʦʧʘʩʥʦʩʪʴ, ʧʨʠ ʵʪʦʤ 43% ʪʨʘʪʷʪ ʦʪ 250 000 ʜʦ 999 999 ʜʦʣʣʘʨʦʚ ʠ ʪʦʣʴʢʦ 7% 

ʪʨʘʪʷʪ ʤʝʥʝʝ 250 000 ʜʦʣʣʘʨʦʚ. 
ʉʦʛʣʘʩʥʦ ʥʦʚʦʤʫ ʦʪʯʝʪʫ PMMI Business Intelligence çʂʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ 

2021: ʦʮʝʥʠʪʝ ʩʚʦʡ ʨʠʩʢè, ʜʣ̫ ʵʪʠʭ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʦʧʘʩʥʦʩʪʠ ʢʠʙʝʨʘʪʘʢʠ ʚʧʦʣʥʝ 

ʨʝʘʣʴʥʳ, ʠ ʤʦʞʝʪ ʙʳʪʴ ʩʣʦʞʥʦ ʠʜʪʠ ʚ ʥʦʛʫ ʩ ʙʳʩʪʨʳʤʠ ʪʝʤʧʘʤʠ ʨʘʟʚʠʪʠʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʍʦʪʷ ʧʨʦʠʟʚʦʜʠʪʝʣʷʤ ʣʝʛʢʦ ʧʦʯʫʚʩʪʚʦʚʘʪʴ ʩʝʙʷ 

ʙʝʩʧʦʤʦʱʥʳʤʠ ʧʝʨʝʜ ʠʟʦʱʨʝʥʥʳʤʠ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤʠ ʘʪʘʢʘʤʠ, ʩʫʱʝʩʪʚʫʶʪ ʯʝʪʢʦ 

ʦʧʨʝʜʝʣʝʥʥʳʝ ʰʘʛʠ ʜʣʷ ʟʘʱʠʪʳ ʦʧʝʨʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʝʨʚʘʷ ʠʟ ʢʦʪʦʨʳʭ - 

ʵʪʦ ʚʩʝʩʪʦʨʦʥʥʠʡ ʧʦʜʨʦʙʥʳʡ ʘʥʘʣʠʟ ʦʧʝʨʘʮʠʦʥʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ. 
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ʂʘʢ ʪʦʣʴʢʦ ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʧʦʡʤʫʪ, ʯʪʦ ʵʪʦ ʟʘ ʦʧʝʨʘʮʠʦʥʥʳʝ ʫʷʟʚʠʤʦʩʪʠ ʠ ʛʜʝ 

ʦʥʠ ʨʘʩʧʦʣʦʞʝʥʳ, ʦʥʠ ʤʦʛʫʪ ʧʨʠʩʪʫʧʠʪʴ ʢ ʟʘʱʠʪʝ ʩʝʪʝʡ, ʘ ʪʘʢʞʝ ʫʩʪʘʥʦʚʠʪʴ ʠ 

ʧʨʠʤʝʥʷʪʴ ʧʝʨʝʜʦʚʳʝ ʤʝʪʦʜʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʩʚʦʠʭ ʤʝʩʪʘʭ. ʆʜʠʥ 

ʫʧʨʘʚʣʷʶʱʠʡ ʜʠʨʝʢʪʦʨ ʦʜʥʦʛʦ ʠʟ ʢʠʙʝʨʧʘʨʪʥʝʨʦʚ ʩʢʘʟʘʣ: çʆʮʝʥʢʘ ʨʠʩʢʘ ʷʚʣʷʝʪʩʷ 

ʢʣʶʯʦʤ ʢ ʫʩʪʘʥʦʚʣʝʥʠʶ ʙʘʟʦʚʳʭ ʧʦʢʘʟʘʪʝʣʝʡ ʪʦʛʦ, ʛʜʝ ʥʘʭʦʜʷʪʩʷ ʚʘʰʠ ʫʷʟʚʠʤʦʩʪʠ 

ʩʝʛʦʜʥʷ, ʢʘʢʠʝ ʚʘʞʥʳʝ ʜʘʥʥʳʝ ʩʦʙʠʨʘʶʪʩʷ ʠ ʢʘʢ ʵʪʠ ʜʘʥʥʳʝ ʟʘʱʠʱʘʶʪʩʷè. 

ʂʦʤʧʣʝʢʩʥʘʷ ʦʮʝʥʢʘ ʚʢʣʶʯʘʝʪ: 

Å ʇʨʦʠʟʚʦʜʠʪʝʣʠ ʩʥʘʯʘʣʘ ʜʦʣʞʥʳ ʠʤʝʪʴ ʧʦʣʥʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦ ʪʦʤ, ʢʘʢʦʚʳ 

ʠʭ ʩʦʙʩʪʚʝʥʥʳʝ ʦʧʝʨʘʮʠʦʥʥʳʝ ʫʷʟʚʠʤʦʩʪʠ ʠ ʛʜʝ ʦʥʠ ʩʫʱʝʩʪʚʫʶʪ ʚ ʠʭ ʦʨʛʘʥʠʟʘʮʠʠ. 

Å ʇʨʦʠʟʚʦʜʠʪʝʣʠ ʜʦʣʞʥʳ ʧʨʦʚʦʜʠʪʴ ʪʱʘʪʝʣʴʥʫʶ ʦʮʝʥʢʫ ʩʚʦʠʭ ʩʠʩʪʝʤ, 

ʫʩʪʨʦʡʩʪʚ, ʦʙʦʨʫʜʦʚʘʥʠʷ, ʩʝʪʝʡ ʠ ʚʩʝʭ ʜʨʫʛʠʭ ʪʦʯʝʢ ʧʦʜʢʣʶʯʝʥʠʷ ʢʘʢ ʚʥʫʪʨʠ, ʪʘʢ ʠ 

ʟʘ ʧʨʝʜʝʣʘʤʠ ʩʚʦʝʡ ʜʝʷʪʝʣʴʥʦʩʪʠ. 

Å ʇʨʦʠʟʚʦʜʠʪʝʣʠ ʜʦʣʞʥʳ ʧʦʥʠʤʘʪʴ ʩʪʨʫʢʪʫʨʫ ʩʚʦʠʭ ʚʥʫʪʨʝʥʥʠʭ ʩʝʪʝʡ: ʢʘʢ 

ʦʪʜʝʣʴʥʳʝ ʢʦʤʧʦʥʝʥʪʳ (ʚʢʣʶʯʘʷ ʫʩʪʨʦʡʩʪʚʘ ʩʦʪʨʫʜʥʠʢʦʚ, ʪʘʢʠʝ ʢʘʢ ʪʝʣʝʬʦʥʳ) 

ʧʦʜʢʣʶʯʝʥʳ ʜʨʫʛ ʢ ʜʨʫʛʫ, ʢʘʢ ʦʪʜʝʣʴʥʳʝ ʩʝʪʠ ʩʚʷʟʘʥʳ ʜʨʫʛ ʩ ʜʨʫʛʦʤ, ʢʘʢ / ʝʩʣʠ 

ʨʘʟʨʝʰʝʥ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ, ʠ ʛʜʝ ʣʶʙʦʡ ʚʥʝʰʥʠʡ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʜʢʣʶʯʝʥʠʷ 

(ʥʘʧʨʠʤʝʨ, ʧʦʜʢʣʶʯʝʥʠʝ ʢ ʀʥʪʝʨʥʝʪʫ) ʧʦʩʪʦʷʥʥʦ. 

ʋʯʠʪʳʚʘʷ ʫʚʝʣʠʯʝʥʠʝ ʯʘʩʪʦʪʳ ʘʪʘʢ ʥʘ ʦʩʥʦʚʝ ʆʊ, ʦʨʛʘʥʠʟʘʮʠʷʤ ʦʩʦʙʝʥʥʦ 

ʚʘʞʥʦ ʠʤʝʪʴ ʧʦʜʨʦʙʥʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦʙ ʘʨʭʠʪʝʢʪʫʨʝ ɸʉʋ ʊʇ. ʊʘʢʞʝ ʥʝʦʙʭʦʜʠʤʦ 

ʧʦʣʫʯʠʪʴ ʠʩʯʝʨʧʳʚʘʶʱʝʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦ ʧʦʪʦʢʝ ʜʘʥʥʳʭ: ʢʘʢ ʩʦʙʠʨʘʶʪʩʷ ʜʘʥʥʳʝ, 

ʛʜʝ ʦʥʠ ʭʨʘʥʷʪʩʷ ʠ ʢʪʦ ʠʤʝʝʪ ʢ ʥʠʤ ʜʦʩʪʫʧ - ʵʪʦ ʪʘʢʞʝ ʚʢʣʶʯʘʝʪ ʚʩʝ ʚʦʟʤʦʞʥʦʩʪʠ 

ʧʝʨʠʬʝʨʠʡʥʳʭ ʚʳʯʠʩʣʝʥʠʡ ʠ ʦʙʣʘʯʥʳʭ ʚʳʯʠʩʣʝʥʠʡ. 

ɼʘʣʝʝ - ɺʳʜʝʣʝʥʥʘʷ ʢʦʤʘʥʜʘ: 

ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʩʦʩʪʘʚʣʝʥ ʠʩʯʝʨʧʳʚʘʶʱʠʡ ʠ ʧʦʜʨʦʙʥʳʡ ʦʙʟʦʨ ʦʧʝʨʘʮʠʡ ʠ 

ʫʷʟʚʠʤʦʩʪʝʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʜʦʣʞʥʳ ʧʝʨʝʡʪʠ ʢ ʘʢʪʠʚʥʦʤʫ 

ʦʪʩʣʝʞʠʚʘʥʠʶ ʣʶʙʦʡ ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ ʘʢʪʠʚʥʦʩʪʠ. ʇʨʦʠʟʚʦʜʠʪʝʣʠ ʜʦʣʞʥʳ 

ʩʝʨʴʝʟʥʦ ʨʘʩʩʤʦʪʨʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʨʘʟʤʝʱʝʥʠʷ ʩʧʝʮʠʘʣʴʥʦʡ ʛʨʫʧʧʳ, ʦʩʥʘʱʝʥʥʦʡ 

ʥʘʜʝʞʥʳʤ ʥʘʙʦʨʦʤ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʦʛʦ ʜʣʷ 

ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʚʳʷʚʣʝʥʠʷ ʣʶʙʦʡ ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʦʪʚʝʯʘʶʱʝʡ ʟʘ 

ʥʘʙʣʶʜʝʥʠʝ ʟʘ ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʴʶ ʦʨʛʘʥʠʟʘʮʠʠ. ʂʦʤʧʘʥʠʠ ʩʦʦʙʱʘʶʪ, ʯʪʦ ʙʨʝʤʷ 

ʟʘʱʠʪʳ ʦʪ ʢʠʙʝʨʘʪʘʢ ʚ ʧʦʩʣʝʜʥʠʝ ʛʦʜʳ ʚʦʟʨʦʩʣʦ, ʧʨʠ ʵʪʦʤ 58% ʟʘʷʚʠʣʠ, ʯʪʦ 

ʦʙʥʘʨʫʞʝʥʠʝ ʫʛʨʦʟ ʠ ʨʝʘʛʠʨʦʚʘʥʠʝ ʥʘ ʥʠʭ ʧʦʩʪʦʷʥʥʦ ʫʩʣʦʞʥʷʶʪʩʷ. ʕʪʘ ʙʦʨʴʙʘ 

ʠʤʝʝʪ ʩʤʳʩʣ: ʧʦʩʢʦʣʴʢʫ ʚ ʧʦʩʣʝʜʥʠʝ ʛʦʜʳ ʯʘʩʪʦʪʘ ʢʠʙʝʨʘʪʘʢ ʨʝʟʢʦ ʚʦʟʨʦʩʣʘ, ʧʦ 

ʦʮʝʥʢʘʤ ʦʜʥʦʛʦ ʠʟ ʘʥʘʣʠʟʦʚ, ʢʘʞʜʫʶ ʤʠʥʫʪʫ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ ʪʝʨʷʝʪ 2,9 

ʤʠʣʣʠʦʥʘ ʜʦʣʣʘʨʦʚ. 

ʀʥʬʦʨʤʘʮʠʷ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʫʧʨʘʚʣʝʥʠʝ ʩʦʙʳʪʠʷʤʠ (SIEM): 

ʇʣʘʪʬʦʨʤʘ SIEM ʷʚʣʷʝʪʩʷ ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ ʤʦʥʠʪʦʨʠʥʛʘ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʝʜʦʩʪʘʚʣʷʷ ʧʨʦʠʟʚʦʜʠʪʝʣʷʤ ʧʦʜʨʦʙʥʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦ 

ʩʚʦʝʤ ʩʝʪʝʚʦʤ ʪʨʘʬʠʢʝ. ʍʦʪʷ ʚʩʝ ʩʠʩʪʝʤʳ ʥʝʟʥʘʯʠʪʝʣʴʥʦ ʨʘʟʣʠʯʘʶʪʩʷ ʠ 

ʩʫʱʝʩʪʚʫʝʪ ʤʥʦʞʝʩʪʚʦ ʧʦʩʪʘʚʱʠʢʦʚ, SIEM ʯʘʩʪʦ ʤʦʞʝʪ ʚʳʧʦʣʥʷʪʴ ʪʘʢʠʝ ʬʫʥʢʮʠʠ, 

ʢʘʢ: 

Å ɸʛʨʝʛʘʮʠʷ ʜʘʥʥʳʭ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʞʫʨʥʘʣʘʤʠ 

Å ʂʦʨʨʝʣʷʮʠʷ ʜʘʥʥʳʭ ʜʣʷ ʧʨʝʜʩʪʘʚʣʝʥʠʷ ʠʥʬʦʨʤʘʮʠʠ ʚ ʫʜʦʙʥʦʡ ʬʦʨʤʝ 
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Å ʇʨʦʘʢʪʠʚʥʳʝ ʦʧʦʚʝʱʝʥʠʷ, ʩʦʟʜʘʥʥʳʝ ʥʘ ʦʩʥʦʚʝ ʘʚʪʦʤʘʪʠʯʝʩʢʦʛʦ ʘʥʘʣʠʟʘ 

ʩʦʙʳʪʠʡ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʥʘ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʧʘʥʝʣʠ. 

ʆʨʛʘʥʠʟʘʮʠʷ ʜʘʥʥʳʭ: 

ʇʨʦʠʟʚʦʜʠʪʝʣʠ ʜʦʣʞʥʳ ʛʘʨʘʥʪʠʨʦʚʘʪʴ, ʯʪʦ ʠʭ ʵʢʩʧʝʨʪʳ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ ʥʘʜʝʣʝʥʳ ʜʘʥʥʳʤʠ, ʢʦʪʦʨʳʝ ʠʤ ʥʝʦʙʭʦʜʠʤʳ 

ʜʣʷ ʵʬʬʝʢʪʠʚʥʦʡ ʟʘʱʠʪʳ ʦʨʛʘʥʠʟʘʮʠʠ. ɼʘʥʥʳʝ ʠ ʩʪʘʪʠʩʪʠʢʘ ʧʦ ʩʝʪʝʚʦʤʫ ʪʨʘʬʠʢʫ ʠ 

ʯʘʩʪʦʪʝ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʙʝʩʧʦʣʝʟʥʳ, ʝʩʣʠ ʛʨʫʧʧʘ, ʦʪʚʝʯʘʶʱʘʷ ʟʘ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ, ʥʝ ʤʦʞʝʪ ʣʝʛʢʦ ʥʘʡʪʠ, ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʭ ʧʦ 

ʟʘʧʨʦʩʫ ʚ ʨʘʙʦʪʦʩʧʦʩʦʙʥʦʤ ʬʦʨʤʘʪʝ. 

ʉʘʤʦʝ ʛʣʘʚʥʦʝ - ʙʜʠʪʝʣʴʥʦʝ ʪʝʩʪʠʨʦʚʘʥʠʝ: 

ʇʨʝʞʜʝ ʚʩʝʛʦ, ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʣʶʙʘʷ ʩʪʨʘʪʝʛʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʙʳʣʘ 

ʵʬʬʝʢʪʠʚʥʦʡ ʚ ʜʦʣʛʦʩʨʦʯʥʦʡ ʧʝʨʩʧʝʢʪʠʚʝ, ʥʝʦʙʭʦʜʠʤʘ ʙʜʠʪʝʣʴʥʦʩʪʴ. ʃʶʙʳʝ 

ʠʟʤʝʥʝʥʠʷ ʠʣʠ ʢʦʨʨʝʢʪʠʨʦʚʢʠ ʦʙʦʨʫʜʦʚʘʥʠʷ, ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʛʨʘʬʠʢʦʚ 

ʧʨʦʠʟʚʦʜʩʪʚʘ, ʩʙʦʨʘ ʜʘʥʥʳʭ, ʦʪʯʝʪʥʦʩʪʠ, ʧʝʨʩʦʥʘʣʘ ʠ ʬʠʟʠʯʝʩʢʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ 

ʧʨʝʜʧʨʠʷʪʠʷ ʚʣʝʢʫʪ ʟʘ ʩʦʙʦʡ ʤʥʦʛʦʯʠʩʣʝʥʥʳʝ ʩʦʦʙʨʘʞʝʥʠʷ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʅʘʜʝʞʥʳʡ ʧʣʘʥ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʪʨʝʙʫʝʪ ʧʦʩʪʦʷʥʥʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʠ 

ʢʦʨʨʝʢʪʠʨʦʚʢʠ ʧʦ ʤʝʨʝ ʧʦʷʚʣʝʥʠʷ ʥʦʚʳʭ ʬʘʢʪʦʨʦʚ ʚ ʧʨʦʮʝʩʩʘʭ ʦʨʛʘʥʠʟʘʮʠʠ. ʇʦ 

ʵʪʦʡ ʧʨʠʯʠʥʝ ʧʨʦʠʟʚʦʜʠʪʝʣʷʤ ʚʳʛʦʜʥʦ ʧʝʨʠʦʜʠʯʝʩʢʠ ʧʨʦʚʝʨʷʪʴ ʩʚʦʶ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ, ʚʳʧʦʣʥʷʷ ʠʤʠʪʘʮʠʶ ʘʪʘʢ ʜʣʷ ʧʨʦʚʝʨʢʠ ʨʝʘʢʮʠʠ; ʦʙʝʩʧʝʯʝʥʠʝ 

ʩʚʦʝʚʨʝʤʝʥʥʦʩʪʠ ʧʣʘʥʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʦʜʥʦʚʨʝʤʝʥʥʦʝ ʧʦʜʜʝʨʞʘʥʠʝ 

ʛʦʪʦʚʥʦʩʪʠ ʠʭ ʢʦʤʘʥʜʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʇʨʦʙʣʝʤʳ: 

80% ʦʧʨʦʰʝʥʥʳʭ ʢʦʤʧʘʥʠʡ ʟʘʷʚʠʣʠ, ʯʪʦ ʦʥʠ ʧʦʥʷʪʠʷ ʥʝ ʠʤʝʶʪ, ʛʜʝ ʚ ʠʭ 

ʦʨʛʘʥʠʟʘʮʠʠ ʥʘʭʦʜʷʪʩʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ, ʠ ʥʝ ʟʥʘʶʪ, ʙʳʣʠ ʣʠ ʦʥʠ ʚ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʆʧʨʦʰʝʥʥʳʝ ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʙʨʝʥʜʦʚ ʧʝʨʝʯʠʩʣʷʶʪ ʧʨʝʧʷʪʩʪʚʠʷ ʥʘ ʧʫʪʠ ʢ 

ʦʙʝʩʧʝʯʝʥʠʶ ʙʦʣʝʝ ʙʝʟʦʧʘʩʥʦʡ ʨʘʙʦʪʳ, ʪʘʢʠʝ ʢʘʢ ʥʝʧʦʥʠʤʘʥʠʝ ʨʠʩʢʦʚ ʢʠʙʝʨʘʪʘʢ, 

ʫʩʪʘʨʝʚʰʝʝ ʦʙʦʨʫʜʦʚʘʥʠʝ ʠ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʘʜʝʢʚʘʪʥʳʡ ʙʶʜʞʝʪ, 

ʥʝʭʚʘʪʢʘ ʧʝʨʩʦʥʘʣʘ, ʥʝʚʥʠʤʘʪʝʣʴʥʦʩʪʴ ʩʦʪʨʫʜʥʠʢʦʚ ʠ ʬʦʨʤʠʨʦʚʘʥʠʝ ʢʫʣʴʪʫʨʳ 

çʙʝʟʦʧʘʩʥʦʩʪʴ ʧʨʝʞʜʝ ʚʩʝʛʦè. (Kim Overstreet. The First Step to Increasing 

Cybersecurity // PMMI Media Group 

(https://www.packworld.com/home/article/21403576/the-first-step-to-increasing-

cybersecurity-is-to-analyze-operational-vulnerabilities). 27.04.2021). 
***  

 

çɹʦʣʴʰʠʥʩʪʚʦ ʧʨʝʜʧʨʠʷʪʠʡ ʚ ʢʘʯʝʩʪʚʝ ʩʪʘʥʜʘʨʪʥʦʡ ʧʨʘʢʪʠʢʠ ʧʨʦʚʦʜʷʪ 

ʨʝʛʫʣʷʨʥʫʶ ʦʮʝʥʢʫ ʨʠʩʢʦʚ. ʆʥʠ ʠʤʝʶʪ ʨʝʰʘʶʱʝʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʩʥʠʞʝʥʠʷ 

ʫʛʨʦʟʳ ʬʠʥʘʥʩʦʚʳʭ ʠʣʠ ʨʝʧʫʪʘʮʠʦʥʥʳʭ ʧʦʪʝʨʴ ʠ ʜʘʶʪ ʚʘʤ ʦʙʟʦʨ ʦʙʣʘʩʪʝʡ 

ʧʦʚʳʰʝʥʥʦʛʦ ʨʠʩʢʘ, ʢʦʪʦʨʳʝ ʚʳ ʜʦʣʞʥʳ ʨʝʰʠʪʴ. 

ʆʜʠʥ ʠʟ ʚʠʜʦʚ ʘʥʘʣʠʟʘ ʨʠʩʢʦʚ, ʢʦʪʦʨʳʡ ʠʤʝʝʪ ʨʝʰʘʶʱʝʝ ʟʥʘʯʝʥʠʝ, ʥʦ ʠʥʦʛʜʘ 

ʫʧʫʩʢʘʝʪʩʷ ʠʟ ʚʠʜʫ, - ʵʪʦ ʦʮʝʥʢʘ ʨʠʩʢʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ɺ ʩʦʚʨʝʤʝʥʥʦʤ ʤʠʨʝ 

ʮʠʬʨʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ ʪʨʫʜʥʦ ʧʝʨʝʦʮʝʥʠʪʴ ʚʘʞʥʦʩʪʴ ʘʥʘʣʠʟʘ ʠ ʫʩʪʨʘʥʝʥʠʷ ʫʛʨʦʟ 

ʚʘʰʝʡ ʀʊ-ʙʝʟʦʧʘʩʥʦʩʪʠ. ʏʪʦ ʜʝʣʘʝʪ ʝʛʦ ʦʙʳʯʥʦʝ ʷʚʣʝʥʠʝ, ʪʘʢʞʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ, 
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ʧʦʪʦʤʫ ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʙʫʜʫʪ ʥʘʭʦʜʠʪʴ ʥʦʚʳʝ ʜʳʨʳ ʚ ʚʘʰʝʡ ʦʙʦʨʦʥʝ 

ʢʘʞʜʳʡ ʜʝʥʴ. 

ɼʣʷ ʫʩʪʨʘʥʝʥʠʷ ʵʪʠʭ ʫʛʨʦʟ ʥʝʦʙʭʦʜʠʤʳ ʧʦʣʥʳʝ ʠ ʯʘʩʪʳʝ ʘʫʜʠʪʳ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʧʨʦʚʝʨʢʠ: 

ʉʣʘʙʳʝ ʤʝʩʪʘ ʚ ʚʘʰʠʭ ʙʠʟʥʝʩ-ʩʠʩʪʝʤʘʭ. 

ʋʩʪʘʨʝʚʰʝʝ ʦʙʦʨʫʜʦʚʘʥʠʝ ʠʣʠ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ. 

ʆʩʚʝʜʦʤʣʝʥʥʦʩʪʴ ʚʘʰʠʭ ʩʦʪʨʫʜʥʠʢʦʚ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺʦʪ ʦʩʥʦʚʥʳʝ ʰʘʛʠ, ʢʦʪʦʨʳʝ ʥʝʦʙʭʦʜʠʤʦ ʧʨʝʜʧʨʠʥʷʪʴ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ 

ʦʮʝʥʢʠ ʨʠʩʢʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʇʨʦʚʝʜʠʪʝ ʘʫʜʠʪ ʚʘʰʝʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠ ʙʠʟʥʝʩ-ʩʠʩʪʝʤ 

ɺʳ ʥʝ ʩʤʦʞʝʪʝ ʧʦʥʷʪʴ ʨʠʩʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʚʘʰʝʡ ʪʝʭʥʦʣʦʛʠʝʡ, ʝʩʣʠ ʥʝ ʙʫʜʝʪʝ 

ʦʪʩʣʝʞʠʚʘʪʴ ʝʝ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ. ɺʝʩʪʠ ʧʦʣʥʳʡ ʫʯʝʪ ʚʩʝʭ ʪʝʭʥʦʣʦʛʠʡ ʚ ʚʘʰʝʤ 

ʙʠʟʥʝʩʝ ʠʥʦʛʜʘ ʙʳʚʘʝʪ ʥʝʧʨʦʩʪʦ. ɽʩʣʠ ʦʪʜʝʣʳ ʚʘʰʝʛʦ ʙʠʟʥʝʩʘ ʜʝʣʘʶʪ ʪʝʥʝʚʳʝ 

ʟʘʢʫʧʢʠ ʀʊ - ʚʥʝʜʨʷʶʪ ʪʝʭʥʦʣʦʛʠʶ ʙʝʟ ʦʜʦʙʨʝʥʠʷ ʀʊ-ʢʦʤʘʥʜʳ - ʵʪʦ ʤʦʞʝʪ ʙʳʩʪʨʦ 

ʩʪʘʪʴ ʥʝʫʧʨʘʚʣʷʝʤʳʤ. 

ɺʳʷʚʣʝʥʠʝ ʠ ʘʫʜʠʪ ʚʘʰʠʭ ʥʘʠʙʦʣʝʝ ʚʘʞʥʳʭ ʠ ʰʠʨʦʢʦ ʠʩʧʦʣʴʟʫʝʤʳʭ ʀʊ-

ʘʢʪʠʚʦʚ ʧʦʤʦʞʝʪ ʚʘʤ ʧʦʥʷʪʴ, ʢʘʢʠʝ ʨʝʰʝʥʠʷ ʩʦʩʪʘʚʣʷʶʪ ʥʘʠʙʦʣʴʰʠʡ ʧʨʦʮʝʥʪ 

ʧʦʚʝʨʭʥʦʩʪʠ ʜʣʷ ʚʘʰʠʭ ʘʪʘʢ. ʅʘʧʨʠʤʝʨ, ʙʦʣʴʰʠʥʩʪʚʦ ʚʘʰʠʭ ʩʦʪʨʫʜʥʠʢʦʚ, ʩʢʦʨʝʝ 

ʚʩʝʛʦ, ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʘʰʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ 

ʚʟʘʠʤʦʦʪʥʦʰʝʥʠʷʤʠ ʩ ʢʣʠʝʥʪʘʤʠ (CRM). ɽʩʣʠ ʚʳ ʥʝ ʦʛʨʘʥʠʯʠʣʠ ʧʨʘʚʘ ʜʦʩʪʫʧʘ, 

ʭʘʢʝʨʳ ʤʦʛʫʪ ʧʨʦʥʠʢʥʫʪʴ ʯʝʨʝʟ ʙʵʢʜʦʨ. ʊʦʯʥʦ ʪʘʢ ʞʝ ʚʳ ʤʦʞʝʪʝ ʟʘʧʨʝʪʠʪʴ ʣʶʜʷʤ 

ʦʙʤʝʥʠʚʘʪʴʩʷ ʠʥʬʦʨʤʘʮʠʝʡ ʦ ʢʣʠʝʥʪʘʭ ʠʟʚʥʝ, ʦʛʨʘʥʠʯʠʚ ʢʦʣʠʯʝʩʪʚʦ ʣʶʜʝʡ, 

ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʟʘʛʨʫʞʘʪʴ ʙʦʣʴʰʠʝ ʦʙʲʝʤʳ ʜʘʥʥʳʭ. 

ʅʘʣʠʯʠʝ ʧʦʩʪʦʷʥʥʦ ʦʙʥʦʚʣʷʝʤʦʛʦ ʢʦʤʧʣʝʢʪʘ ʚʘʰʝʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ ʪʘʢʞʝ 

ʧʦʟʚʦʣʠʪ ʚʘʤ ʟʘʧʣʘʥʠʨʦʚʘʪʴ ʫʩʪʘʥʦʚʢʫ ʠʩʧʨʘʚʣʝʥʠʡ. ʆʙʥʦʚʣʝʥʠʝ ʭʦʨʦʰʦ 

ʠʟʚʝʩʪʥʳʭ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʘʢʠʭ ʢʘʢ ʥʝʧʦʜʜʝʨʞʠʚʘʝʤʳʝ ʫʩʪʨʦʡʩʪʚʘ ʠʣʠ 

ʦʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ (ʆʉ), ʜʦʣʞʥʦ ʠʤʝʪʴ ʚʳʩʦʢʠʡ ʧʨʠʦʨʠʪʝʪ. Windows 7, ʩʨʦʢ 

ʞʠʟʥʠ ʢʦʪʦʨʦʡ ʧʦʜʦʰʝʣ ʢ ʢʦʥʮʫ ʚ ʷʥʚʘʨʝ 2020 ʛʦʜʘ, ʧʦʜʚʝʨʛʣʘʩʴ ʤʦʰʝʥʥʠʯʝʩʪʚʫ ʩ 

ʢʨʘʞʝʡ ʧʘʨʦʣʝʡ ʠʟ-ʟʘ ʝʝ ʫʷʟʚʠʤʦʩʪʝʡ. ʕʪʦ ʧʦʜʯʝʨʢʠʚʘʝʪ ʚʘʞʥʦʩʪʴ ʨʝʛʫʣʷʨʥʦʛʦ 

ʠʩʧʨʘʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʠ ʘʧʧʘʨʘʪʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

ʈʘʩʩʤʦʪʨʠʪʝ ʥʘʠʙʦʣʝʝ ʚʝʨʦʷʪʥʳʝ ʠʥʮʠʜʝʥʪʳ 

ʂʦʛʜʘ ʤʳ ʜʫʤʘʝʤ ʦʙ ʫʩʠʣʝʥʠʠ ʥʘʰʝʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʝʩʪʝʩʪʚʝʥʥʦ 

ʩʦʩʨʝʜʦʪʦʯʠʪʴʩʷ ʥʘ ʟʘʱʠʪʝ ʚʘʰʝʛʦ ʙʠʟʥʝʩʘ ʦʪ ʚʥʝʰʥʠʭ ʫʛʨʦʟ, ʪʘʢʠʭ ʢʘʢ ʭʘʢʝʨʳ. 

ʕʪʦ ʚʘʞʥʦ, ʥʦ ʚʘʤ ʪʘʢʞʝ ʥʝʦʙʭʦʜʠʤʦ ʧʦʩʤʦʪʨʝʪʴ ʥʘ ʜʨʫʛʠʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ 

ʠʥʮʠʜʝʥʪʳ ʠ ʠʭ ʨʠʩʢʠ. 

ɺ ʩʠʣʫ ʚʩʪʫʧʣʝʥʠʷ ʚ ʩʠʣʫ GDPR ʙʝʟʦʧʘʩʥʦʩʪʴ ʜʘʥʥʳʭ ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ 

ʧʨʠʦʨʠʪʝʪʦʚ ʜʣʷ ʙʦʣʴʰʠʥʩʪʚʘ ʧʨʝʜʧʨʠʷʪʠʡ. ɺʘʞʥʦ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʙʠʟʥʝʩ-ʜʘʥʥʳʝ 

ʤʦʛʫʪ ʙʳʪʴ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ ʢʘʢ ʩʣʫʯʘʡʥʦ, ʪʘʢ ʠ ʥʘʤʝʨʝʥʥʦ. ɽʩʣʠ ʚʘʰʠ ʣʶʜʠ 

ʠʩʧʦʣʴʟʫʶʪ ʩʲʝʤʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ, ʪʘʢʠʝ ʢʘʢ USB-ʥʘʢʦʧʠʪʝʣʠ, ʝʩʪʴ 

ʨʠʩʢ ʠʭ ʧʦʪʝʨʠ ʠʣʠ ʢʨʘʞʠ - ʢʘʢ ʚ ʩʣʫʯʘʝ ʩ ʘʵʨʦʧʦʨʪʦʤ ʍʠʪʨʦʫ. 

ʊʦʯʥʦ ʪʘʢ ʞʝ, ʝʩʣʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʥʘʮʝʣʝʥʳ ʥʘ ʚʘʰ ʙʠʟʥʝʩ ʩ ʧʦʤʦʱʴʶ 

ʬʠʰʠʥʛʦʚʳʭ ʧʠʩʝʤ, ʧʨʠʤʠʪʝ ʚʦ ʚʥʠʤʘʥʠʝ ʫʨʦʚʝʥʴ ʨʠʩʢʘ, ʢʦʪʦʨʳʡ ʚʘʰʠ ʣʶʜʠ 

ʙʫʜʫʪ ʥʘʞʠʤʘʪʴ ʥʘ ʚʨʝʜʦʥʦʩʥʳʝ ʩʩʳʣʢʠ ʠ ʟʘʧʦʣʥʷʪʴ ʩʚʦʠ ʜʘʥʥʳʝ ʜʣʷ ʚʭʦʜʘ. ɺʳ 

ʤʦʞʝʪʝ ʩʥʠʟʠʪʴ ʚʝʨʦʷʪʥʦʩʪʴ ʪʦʛʦ, ʯʪʦ ʵʪʠ ʫʛʨʦʟʳ ʜʦʩʪʠʛʥʫʪ ʚʘʰʠʭ ʩʦʪʨʫʜʥʠʢʦʚ, ʚ 

ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ, ʠʩʧʦʣʴʟʫʷ ʤʦʱʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ ʬʠʣʴʪʨʘʮʠʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. 
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ʇʦʩʢʦʣʴʢʫ ʠʥʩʪʨʫʤʝʥʪʳ ʭʘʢʝʨʦʚ, ʪʘʢʠʝ ʢʘʢ ʚʳʩʦʢʦʨʘʟʚʠʪʘʷ ʧʨʦʛʨʘʤʤʘ-ʚʳʤʦʛʘʪʝʣʴ 

Ryuk, ʧʦʩʪʦʷʥʥʦ ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʙʦʣʝʝ ʠʟʦʱʨʝʥʥʳʤʠ, ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʧʦʜʫʤʘʪʴ ʦ 

ʪʦʤ, ʯʪʦ ʙʫʜʝʪ ʜʘʣʴʰʝ. 

ʀʥʬʦʨʤʠʨʦʚʘʥʠʝ ʚʘʰʠʭ ʩʦʪʨʫʜʥʠʢʦʚ ʦ ʣʘʥʜʰʘʬʪʝ ʢʠʙʝʨʫʛʨʦʟ ʠ ʦ ʪʦʤ, ʢʘʢ 

ʦʥʠ ʤʦʛʫʪ ʩʳʛʨʘʪʴ ʨʦʣʴ ʚ ʦʙʝʩʧʝʯʝʥʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʘʰʝʛʦ ʙʠʟʥʝʩʘ, ʠʤʝʝʪ 

ʞʠʟʥʝʥʥʦ ʚʘʞʥʦʝ ʟʥʘʯʝʥʠʝ. ɺʳ ʤʦʞʝʪʝ ʩʜʝʣʘʪʴ ʵʪʦ: 

ʇʨʝʜʦʩʪʘʚʣʝʥʠʝ ʮʠʬʨʦʚʳʭ ʠ ʦʯʥʳʭ ʫʯʝʙʥʳʭ ʤʘʪʝʨʠʘʣʦʚ. 

ʀʩʧʦʣʴʟʦʚʘʥʠʝ ʠʥʩʪʨʫʤʝʥʪʘ ʤʦʜʝʣʠʨʦʚʘʥʠʷ ʬʠʰʠʥʛʘ ʜʣʷ ʧʨʦʚʝʨʢʠ 

ʠʤʝʶʱʠʭʩʷ ʟʥʘʥʠʡ ʧʝʨʩʦʥʘʣʘ. 

ɸʫʪʩʦʨʩʠʥʛ ʦʙʫʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʫʧʨʘʚʣʷʝʤʦʡ ʀʊ-ʧʦʜʜʝʨʞʢʠ. 

ʆʧʨʝʜʝʣʠʪʝ ʫʨʦʚʝʥʴ ʨʠʩʢʘ ʠ ʨʘʩʩʪʘʚʴʪʝ ʧʨʠʦʨʠʪʝʪʳ ʚ ʜʝʡʩʪʚʠʷʭ 

ʆʮʝʥʢʘ ʨʠʩʢʦʚ ʥʝ ʟʘʢʘʥʯʠʚʘʝʪʩʷ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʚʳ ʦʧʨʝʜʝʣʠʣʠ ʥʘʠʙʦʣʝʝ 

ʟʥʘʯʠʤʳʝ ʨʠʩʢʠ. ɿʘʪʝʤ ʚʘʤ ʥʝʦʙʭʦʜʠʤʦ ʧʦʥʷʪʴ, ʢʘʢ ʙʦʨʦʪʴʩʷ ʩ ʚʳʷʚʣʝʥʥʳʤʠ ʚʘʤʠ 

ʨʠʩʢʘʤʠ. 

ɼʦʧʫʩʪʠʤ, ʚʳ ʟʥʘʝʪʝ, ʯʪʦ ʤʥʦʛʠʝ ʚʘʰʠ ʩʦʪʨʫʜʥʠʢʠ ʙʝʨʫʪ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʥʘ ʚʩʪʨʝʯʠ ʩ ʢʣʠʝʥʪʘʤʠ ʥʘ ʤʝʩʪʝ ʩ ʧʦʤʦʱʴʶ USB-ʥʘʢʦʧʠʪʝʣʝʡ. ʆʥʠ 

ʧʫʪʝʰʝʩʪʚʫʶʪ ʥʘ ʦʙʱʝʩʪʚʝʥʥʦʤ ʪʨʘʥʩʧʦʨʪʝ, ʠ ʠʭ ʫʩʪʨʦʡʩʪʚʘ ʭʨʘʥʝʥʠʷ ʥʝ 

ʟʘʰʠʬʨʦʚʘʥʳ. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʚʘʰʘ ʫʷʟʚʠʤʦʩʪʴ ʚʳʩʦʢʘ: ʩʫʱʝʩʪʚʫʝʪ ʚʳʩʦʢʠʡ 

ʨʠʩʢ ʧʦʪʝʨʠ ʠʣʠ ʢʨʘʞʠ ʵʪʠʭ ʧʨʝʜʤʝʪʦʚ ʠ ʜʦʩʪʫʧʘ ʢ ʥʠʤ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. 

ʇʦʵʪʦʤʫ ʵʪʦ ʜʦʣʞʥʦ ʙʳʪʴ ʦʜʥʠʤ ʠʟ ʧʝʨʚʳʭ ʚʦʧʨʦʩʦʚ, ʢ ʢʦʪʦʨʳʤ ʚʳ 

ʦʙʨʘʱʘʝʪʝʩʴ. ɺʳ ʤʦʞʝʪʝ ʨʘʟʜʝʣʠʪʴ ʜʝʡʩʪʚʠʷ ʥʘ ʙʳʩʪʨʳʝ ʧʦʙʝʜʳ ʠ ʜʦʣʛʦʩʨʦʯʥʳʝ 

ʩʪʨʘʪʝʛʠʠ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʙʳʩʪʨʦʡ ʧʦʙʝʜʦʡ ʙʫʜʝʪ ʨʝʘʣʠʟʘʮʠʷ ʧʦʣʠʪʠʢʠ, ʩʦʛʣʘʩʥʦ 

ʢʦʪʦʨʦʡ ʩʲʝʤʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʭʨʘʥʝʥʠʷ ʜʘʥʥʳʭ ʜʦʣʞʥʳ ʙʳʪʴ ʟʘʰʠʬʨʦʚʘʥʳ ʠ / ʠʣʠ 

ʟʘʱʠʱʝʥʳ ʧʘʨʦʣʝʤ. ɼʦʣʛʦʩʨʦʯʥʘʷ ʩʪʨʘʪʝʛʠʷ ʤʦʞʝʪ ʟʘʢʣʶʯʘʪʴʩʷ ʚ ʨʝʘʣʠʟʘʮʠʠ 

ʨʝʰʝʥʠʷ ʜʣʷ ʦʙʣʘʯʥʦʛʦ ʭʨʘʥʠʣʠʱʘ, ʢʦʪʦʨʦʝ ʧʦʟʚʦʣʠʪ ʚʘʰʠʤ ʩʦʪʨʫʜʥʠʢʘʤ 

ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʢ ʩʚʦʠʤ ʜʦʢʫʤʝʥʪʘʤ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʠ ʚ ʣʶʙʦʤ ʤʝʩʪʝ ʠ ʫʩʪʨʘʥʠʪʴ 

ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʚ USB-ʥʘʢʦʧʠʪʝʣʷʭ. 

ʅʝ ʟʘʙʳʚʘʡʪʝ ʦ ʩʚʦʝʡ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʯʝʡ ʩʠʣʝ 

ɽʩʣʠ ʚ ʚʘʰʝʤ ʙʠʟʥʝʩʝ ʝʩʪʴ ʩʦʪʨʫʜʥʠʢʠ ʙʵʢ-ʦʬʠʩʘ, ʩʢʦʨʝʝ ʚʩʝʛʦ, ʯʘʩʪʴ ʠʟ ʥʠʭ 

ʚ ʥʘʩʪʦʷʱʠʡ ʤʦʤʝʥʪ ʙʫʜʝʪ ʨʘʙʦʪʘʪʴ ʠʟ ʜʦʤʘ. ʌʘʢʪʠʯʝʩʢʠ, ʩʦʛʣʘʩʥʦ ʦʧʨʦʩʫ ʙʠʟʥʝʩ-

ʰʢʦʣʳ IESE, SD Worx ʠ CASS Business School, 65% ʚʩʝʭ ʙʨʠʪʘʥʩʢʠʭ ʩʦʪʨʫʜʥʠʢʦʚ 

ʧʝʨʝʰʣʠ ʥʘ ʫʜʘʣʝʥʥʫʶ ʨʘʙʦʪʫ ʚʦ ʚʨʝʤʷ ʙʣʦʢʠʨʦʚʢʠ. 

ʕʪʦ ʩʦʟʜʘʝʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʨʠʩʢʠ ʜʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʘʰʝʛʦ ʙʠʟʥʝʩʘ. 

ʀʩʩʣʝʜʦʚʘʥʠʝ, ʧʨʦʚʝʜʝʥʥʦʝ IBM, ʧʦʢʘʟʘʣʦ, ʯʪʦ 53% ʫʜʘʣʝʥʥʳʭ ʩʦʪʨʫʜʥʠʢʦʚ 

ʨʘʙʦʪʘʶʪ ʩʦ ʩʚʦʠʤʠ ʣʠʯʥʳʤʠ ʫʩʪʨʦʡʩʪʚʘʤʠ, ʘ 61% ʟʘʷʚʠʣʠ, ʯʪʦ ʠʭ ʨʘʙʦʪʦʜʘʪʝʣʴ ʥʝ 

ʚʳʧʫʩʪʠʣ ʥʠʢʘʢʠʭ ʠʥʩʪʨʫʢʮʠʡ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʵʪʠʭ ʫʩʪʨʦʡʩʪʚ. ʕʪʦ 

ʧʨʝʜʩʪʘʚʣʷʝʪ ʨʷʜ ʨʠʩʢʦʚ ʜʣʷ ʚʘʰʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚ ʪʦʤ ʯʠʩʣʝ: 

ʈʝʰʝʥʠʷ ʥʠʟʢʦʛʦ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʣʠʯʥʳʭ ʫʩʪʨʦʡʩʪʚʘʭ ʚʘʰʠʭ 

ʩʦʪʨʫʜʥʠʢʦʚ, ʦʩʪʘʚʣʷʶʱʠʝ ʙʨʝʰʠ ʜʣʷ ʭʘʢʝʨʦʚ 

ʉʢʨʳʪʦʝ ʚʨʝʜʦʥʦʩʥʦʝ ʠʣʠ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʢʦʪʦʨʦʝ ʙʳʣʦ ʫʩʪʘʥʦʚʣʝʥʦ ʧʦ 

ʥʝʟʥʘʥʠʶ 

ʂʦʥʬʠʜʝʥʮʠʘʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʜʦʩʪʫʧʥʘ ʜʣʷ ʣʠʮ, ʥʝ ʷʚʣʷʶʱʠʭʩʷ 

ʩʦʪʨʫʜʥʠʢʘʤʠ. 

ɺʳ ʤʦʞʝʪʝ ʣʝʛʢʦ ʩʥʠʟʠʪʴ ʵʪʠ ʨʠʩʢʠ, ʧʨʝʜʦʩʪʘʚʠʚ ʩʦʪʨʫʜʥʠʢʘʤ ʥʦʫʪʙʫʢʠ ʠʣʠ, 

ʝʩʣʠ ʵʪʦ ʥʝʚʦʟʤʦʞʥʦ, ʦʙʣʘʯʥʳʝ ʭʨʘʥʠʣʠʱʘ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʫʨʦʚʥʷ, ʢʦʪʦʨʳʝ 
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ʜʦʙʘʚʣʷʶʪ ʫʨʦʚʥʠ ʟʘʱʠʪʳ ʢ ʨʘʙʦʯʠʤ ʬʘʡʣʘʤ. ʊʦʯʥʦ ʪʘʢ ʞʝ ʥʝʟʘʱʠʱʝʥʥʳʝ 

ʜʦʤʘʰʥʠʝ ʩʝʪʠ Wi-Fi ʧʨʝʜʩʪʘʚʣʷʶʪ ʦʧʘʩʥʦʩʪʴ ʜʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʋʩʪʘʥʦʚʠʚ ʙʠʟʥʝʩ-

ʚʠʨʪʫʘʣʴʥʫʶ ʯʘʩʪʥʫʶ ʩʝʪʴ (VPN), ʚʳ ʤʦʞʝʪʝ ʟʘʰʠʬʨʦʚʘʪʴ ʧʦʜʢʣʶʯʝʥʠʝ 

ʩʦʪʨʫʜʥʠʢʦʚ ʢ ʚʘʰʝʡ ʩʝʪʠ. 

ɺ ʥʘʰ ʠʥʬʦʨʤʘʮʠʦʥʥʳʡ ʚʝʢ ʦʮʝʥʢʘ ʨʠʩʢʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʷʚʣʷʝʪʩʷ 

ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ ʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ. ʍʘʢʝʨʳ ʧʨʷʤʦ ʩʝʡʯʘʩ ʧʦʣʴʟʫʶʪʩʷ 

ʧʨʝʠʤʫʱʝʩʪʚʘʤʠ ʙʠʟʥʝʩʘ ʠ ʩʚʦʠʭ ʥʘʜʦʤʥʠʢʦʚ, ʯʪʦ ʦʟʥʘʯʘʝʪ ʫʚʝʣʠʯʝʥʠʝ ʚʘʰʝʡ 

ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ. ʇʨʦʚʝʜʷ ʪʱʘʪʝʣʴʥʫʶ ʦʮʝʥʢʫ ʨʠʩʢʦʚ, ʚʳ ʩʤʦʞʝʪʝ ʦʧʨʝʜʝʣʠʪʴ 

ʩʠʩʪʝʤʳ, ʢʦʪʦʨʳʝ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʥʫʞʜʘʶʪʩʷ ʚ ʟʘʱʠʪʝ. ɿʘʪʝʤ ʚʳ ʤʦʞʝʪʝ ʩʦʟʜʘʪʴ 

ʢʦʤʧʣʝʢʩʥʳʡ ʧʣʘʥ ʜʝʡʩʪʚʠʡ, ʢʦʪʦʨʳʡ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʢʘʩʘʝʪʩʷ ʦʙʣʘʩʪʝʡ ʚʘʰʝʛʦ 

ʙʠʟʥʝʩʘ ʩ ʚʳʩʦʢʠʤ ʫʨʦʚʥʝʤ ʨʠʩʢʘ, ʧʨʝʞʜʝ ʯʝʤ ʧʨʠʩʪʫʧʠʪʴ ʢ ʟʘʱʠʪʝ ʢʘʞʜʦʡ 

ʧʦʪʝʥʮʠʘʣʴʥʦʡ ʪʦʯʢʠ ʚʭʦʜʘ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚè. (Barry OôDonnell. Creating a 

cybersecurity risk assessment // Open Access Government 

(https://www.openaccessgovernment.org/creating-a-cybersecurity-risk-

assessment/109270/). 27.04.2021). 
***  

 

ʉʧʦʣʫʯʝʥʽ ʐʪʘʪʠ ɸʤʝʨʠʢʠ 

 

çɺ ʨʘʤʢʘʭ ʩʚʦʠʭ ʫʩʠʣʠʡ ʧʦ ʟʘʱʠʪʝ ʘʢʪʠʚʦʚ ʧʝʥʩʠʦʥʥʳʭ ʧʣʘʥʦʚ ʥʘ 

ʩʫʤʤʫ ʦʢʦʣʦ 9,3 ʪʨʠʣʣʠʦʥʘ ʜʦʣʣʘʨʦʚ ʦʪ ʨʘʩʪʫʱʠʭ çʚʥʫʪʨʝʥʥʠʭ ʠ ʚʥʝʰʥʠʭ 

ʫʛʨʦʟ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠè ʄʠʥʠʩʪʝʨʩʪʚʦ ʪʨʫʜʘ (DOL) ʚʳʧʫʩʪʠʣʦ ʧʝʨʚʦʝ 

ʨʫʢʦʚʦʜʩʪʚʦ ʚ ʦʪʥʦʰʝʥʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʝʥʩʠʦʥʥʳʭ ʧʣʘʥʦʚ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʧʨʝʜʥʘʟʥʘʯʝʥʦ ʜʣʷ ʪʨʝʭ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʭ ʛʨʫʧʧ, ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʭ ʚ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʠ ʧʝʥʩʠʦʥʥʳʭ ʧʣʘʥʦʚ: ʩʧʦʥʩʦʨʦʚ ʠ ʜʦʚʝʨʝʥʥʳʭ ʣʠʮ ʧʝʥʩʠʦʥʥʳʭ 

ʧʣʘʥʦʚ; ʦʨʛʘʥʠʟʘʮʠʠ, ʧʨʝʜʦʩʪʘʚʣʷʶʱʠʝ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʝ ʠ ʜʨʫʛʠʝ ʫʩʣʫʛʠ 

ʧʝʥʩʠʦʥʥʳʤ ʧʣʘʥʘʤ; ʠ ʧʣʘʥʠʨʫʡʪʝ ʫʯʘʩʪʥʠʢʦʚ ʠ ʙʝʥʝʬʠʮʠʘʨʦʚ. 

ʅʦʚʳʝ çʉʦʚʝʪʳ ʧʦ ʦʥʣʘʡʥ-ʙʝʟʦʧʘʩʥʦʩʪʠè DOL ʜʣʷ ʫʯʘʩʪʥʠʢʦʚ ʠ 

ʙʝʥʝʬʠʮʠʘʨʦʚ ʧʣʘʥʘ ʧʨʝʜʣʘʛʘʶʪ ʫʜʦʙʥʦʝ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʢʨʘʪʢʦʝ ʠʟʣʦʞʝʥʠʝ 

ʪʦʛʦ, ʢʘʢʠʝ ʰʘʛʠ ʩʣʝʜʫʝʪ ʧʨʝʜʧʨʠʥʷʪʴ ʚ ʣʶʙʦʤ ʩʣʫʯʘʝ ʜʣʷ ʟʘʱʠʪʳ ʩʚʦʝʡ ʣʠʯʥʦʡ 

ʬʠʥʘʥʩʦʚʦʡ ʠ ʜʨʫʛʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʪ ʫʛʨʦʟ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʅʦ ʩʧʦʥʩʦʨʳ 

ʧʣʘʥʘ ʠ ʜʦʚʝʨʝʥʥʳʝ ʣʠʮʘ ʜʦʣʞʥʳ ʫʜʝʣʷʪʴ ʦʩʦʙʦʝ ʚʥʠʤʘʥʠʝ çʇʝʨʝʜʦʚʦʡ ʧʨʘʢʪʠʢʝ 

ʧʨʦʛʨʘʤʤʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠè ʠ çʉʦʚʝʪʘʤ ʧʦ ʥʘʡʤʫ ʧʦʩʪʘʚʱʠʢʘ ʫʩʣʫʛ ʩ 

ʥʘʜʝʞʥʦʡ ʧʨʘʢʪʠʢʦʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠè ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʦʙʨʘʟʦʤ ʠʟʤʝʥʷʪʴ 

ʩʚʦʠ ʪʝʢʫʱʠʝ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʝ ʤʝʪʦʜʳ. 

ʋʢʘʟʘʪʝʣʴ ʧʨʘʢʪʠʢʠ: ʩʧʦʥʩʦʨʳ ʠ ʜʦʚʝʨʝʥʥʳʝ ʣʠʮʘ ʧʣʘʥʘ ʜʦʣʞʥʳ ʦʞʠʜʘʪʴ, 

ʯʪʦ ʵʪʦ ʥʦʚʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦʩʣʫʞʠʪ ʦʩʥʦʚʦʡ ʜʣʷ ʙʫʜʫʱʠʭ ʘʫʜʠʪʦʚ ʧʝʥʩʠʦʥʥʳʭ 

ʧʣʘʥʦʚ DOL ʠ ʩʢʦʨʨʝʢʪʠʨʫʝʪ ʩʚʦʠ ʧʨʦʛʨʘʤʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʧʝʨʝʜʦʚʳʤʠ ʧʨʘʢʪʠʢʘʤʠ DOL. ɼʝʡʩʪʚʠʪʝʣʴʥʦ, ʥʝʢʦʪʦʨʳʝ ʧʣʘʥʳ ʫʞʝ 

ʨʘʩʩʤʘʪʨʠʚʘʶʪ ʵʪʫ ʧʨʦʙʣʝʤʫ ʢʘʢ ʢʦʤʧʦʥʝʥʪ ʩʣʫʯʘʡʥʳʭ ʘʫʜʠʪʦʚ ʧʣʘʥʦʚ DOL. 

ʃʫʯʰʠʝ ʧʨʘʢʪʠʢʠ ʧʨʦʛʨʘʤʤʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

DOL ʩʦʦʙʱʘʝʪ, ʯʪʦ ʦʥ ʧʦʜʛʦʪʦʚʠʣ ʩʚʦʠ ʧʝʨʝʜʦʚʳʝ ʤʝʪʦʜʳ ʧʨʦʛʨʘʤʤʳ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʨʝʛʠʩʪʨʘʪʦʨʘʤʠ ʠ ʜʨʫʛʠʤʠ ʧʦʩʪʘʚʱʠʢʘʤʠ 

ʧʣʘʥʦʚʳʭ ʫʩʣʫʛ, ʦʪʚʝʪʩʪʚʝʥʥʳʤʠ ʟʘ ʟʘʱʠʪʫ ʜʘʥʥʳʭ ʧʝʥʩʠʦʥʥʳʭ ʧʣʘʥʦʚ ʠ ʜʣʷ 



 60 

ʦʢʘʟʘʥʠʷ ʧʦʤʦʱʠ ʩʧʦʥʩʦʨʘʤ ʧʣʘʥʘ ʚ ʧʨʠʥʷʪʠʠ ʨʘʟʫʤʥʳʭ ʨʝʰʝʥʠʡ ʧʨʠ ʚʳʙʦʨʝ 

ʧʦʩʪʘʚʱʠʢʦʚ ʧʣʘʥʦʚʳʭ ʫʩʣʫʛ. ʕʪʦ ʜʘʣʝʢʦ ʠʜʫʱʝʝ ʨʫʢʦʚʦʜʩʪʚʦ ʩʦʩʨʝʜʦʪʦʯʝʥʦ 

ʚʦʢʨʫʛ 12 ʧʨʘʢʪʠʢ, ʢʦʪʦʨʳʝ ʩʧʦʥʩʦʨʳ ʠ ʜʦʚʝʨʝʥʥʳʝ ʣʠʮʘ ʜʦʣʞʥʳ ʦʞʠʜʘʪʴ ʦʪ ʩʚʦʠʭ 

ʧʦʩʪʘʚʱʠʢʦʚ ʧʣʘʥʦʚʳʭ ʫʩʣʫʛ: 

ʀʤʝʪʴ ʦʬʠʮʠʘʣʴʥʫʶ, ʭʦʨʦʰʦ ʟʘʜʦʢʫʤʝʥʪʠʨʦʚʘʥʥʫʶ ʧʨʦʛʨʘʤʤʫ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɽʞʝʛʦʜʥʦ ʧʨʦʚʦʜʠʪʝ ʦʩʤʦʪʨʠʪʝʣʴʥʫʶ ʦʮʝʥʢʫ ʨʠʩʢʦʚ. 

ʇʨʦʚʦʜʠʪʝ ʥʘʜʝʞʥʳʡ ʝʞʝʛʦʜʥʳʡ ʩʪʦʨʦʥʥʠʡ ʘʫʜʠʪ ʩʨʝʜʩʪʚ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʏʝʪʢʦ ʦʧʨʝʜʝʣʠʪʝ ʠ ʨʘʩʧʨʝʜʝʣʠʪʝ ʨʦʣʠ ʠ ʦʙʷʟʘʥʥʦʩʪʠ ʚ ʦʙʣʘʩʪʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʀʩʧʦʣʴʟʫʡʪʝ ʩʪʨʦʛʠʝ ʧʨʦʮʝʜʫʨʳ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ. 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʣʶʙʳʝ ʘʢʪʠʚʳ ʠʣʠ ʜʘʥʥʳʝ, ʭʨʘʥʷʱʠʝʩʷ ʚ ʦʙʣʘʢʝ ʠʣʠ 

ʫʧʨʘʚʣʷʝʤʳʝ ʩʪʦʨʦʥʥʠʤ ʧʦʩʪʘʚʱʠʢʦʤ ʫʩʣʫʛ, ʧʦʜʣʝʞʘʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤʫ ʘʥʘʣʠʟʫ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʝʟʘʚʠʩʠʤʦʡ ʦʮʝʥʢʝ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʇʨʦʚʦʜʠʪʝ ʧʝʨʠʦʜʠʯʝʩʢʠʝ ʪʨʝʥʠʥʛʠ ʧʦ ʧʦʚʳʰʝʥʠʶ ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ ʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺʥʝʜʨʝʥʠʝ ʠ ʫʧʨʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʦʡ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʨʘʟʨʘʙʦʪʢʠ 

ʙʝʟʦʧʘʩʥʦʡ ʩʠʩʪʝʤʳ (SDLC). 

ʈʘʟʨʘʙʦʪʘʡʪʝ ʵʬʬʝʢʪʠʚʥʫʶ ʧʨʦʛʨʘʤʤʫ ʦʙʝʩʧʝʯʝʥʠʷ ʫʩʪʦʡʯʠʚʦʩʪʠ ʙʠʟʥʝʩʘ, 

ʥʘʧʨʘʚʣʝʥʥʫʶ ʥʘ ʦʙʝʩʧʝʯʝʥʠʝ ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʙʠʟʥʝʩʘ, ʘʚʘʨʠʡʥʦʛʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ 

ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ. 

ʐʠʬʨʫʡʪʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ, ʭʨʘʥʷʱʠʝʩʷ ʠ ʧʝʨʝʩʳʣʘʝʤʳʝ. 

ɺʥʝʜʨʠʪʝ ʩʪʨʦʛʠʡ ʪʝʭʥʠʯʝʩʢʠʡ ʢʦʥʪʨʦʣʴ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʝʨʝʜʦʚʳʤʠ 

ʤʝʪʦʜʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʅʘʜʣʝʞʘʱʠʤ ʦʙʨʘʟʦʤ ʨʝʘʛʠʨʫʡʪʝ ʥʘ ʣʶʙʳʝ ʧʨʦʰʣʳʝ ʠʥʮʠʜʝʥʪʳ, ʩʚʷʟʘʥʥʳʝ 

ʩ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ. 

ʂʘʞʜʳʡ ʠʟ ʵʪʠʭ ʵʣʝʤʝʥʪʦʚ ʙʦʣʝʝ ʧʦʜʨʦʙʥʦ ʦʧʠʩʘʥ ʚ ʨʫʢʦʚʦʜʩʪʚʝ, ʚ 

ʯʘʩʪʥʦʩʪʠ, ʣʫʯʰʠʝ ʢʦʤʧʦʥʝʥʪʳ ʥʘʜʝʞʥʦʛʦ ʥʘʙʦʨʘ ʧʠʩʴʤʝʥʥʳʭ ʧʦʣʠʪʠʢ ʠ ʧʨʦʮʝʜʫʨ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ʵʪʠʭ ʨʝʢʦʤʝʥʜʫʝʤʳʭ ʰʘʛʦʚ. ɽʩʣʠ ʚʦʟʤʦʞʥʦ, ʩʧʦʥʩʦʨ 

ʧʣʘʥʘ ʠ ʜʦʚʝʨʝʥʥʳʝ ʣʠʮʘ ʜʦʣʞʥʳ ʟʘʧʨʦʩʠʪʴ ʧʦʜʪʚʝʨʞʜʝʥʠʝ ʪʘʢʦʡ ʧʠʩʴʤʝʥʥʦʡ 

ʧʨʦʛʨʘʤʤʳ ʧʝʨʝʜʦʚʦʛʦ ʦʧʳʪʘ ʠ ʩʦʭʨʘʥʠʪʴ ʝʛʦ ʚʤʝʩʪʝ ʩ ʬʘʡʣʘʤʠ ʧʣʘʥʘ. 

ʉʦʚʝʪʳ ʧʦ ʥʘʡʤʫ ʧʦʩʪʘʚʱʠʢʘ ʫʩʣʫʛ ʩ ʥʘʜʝʞʥʦʡ ʧʨʘʢʪʠʢʦʡ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʅʦʚʳʝ ʩʦʚʝʪʳ DOL ʧʦ ʥʘʡʤʫ ʧʦʩʪʘʚʱʠʢʘ ʫʩʣʫʛ ʩ ʥʘʜʝʞʥʦʡ ʧʨʘʢʪʠʢʦʡ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʘʥʘʣʦʛʠʯʥʳʤ ʦʙʨʘʟʦʤ ʧʨʦʩʣʝʞʠʚʘʶʪ ʜʣʷ ʣʠʮ, ʧʨʠʥʠʤʘʶʱʠʭ 

ʨʝʰʝʥʠʷ ʧʦ ʧʣʘʥʫ, ʵʣʝʤʝʥʪʳ ʨʘʟʫʤʥʦʛʦ ʧʨʦʮʝʩʩʘ ʚʳʙʦʨʘ ʠ ʤʦʥʠʪʦʨʠʥʛʘ 

ʧʦʩʪʘʚʱʠʢʦʚ ʫʩʣʫʛ ʧʝʥʩʠʦʥʥʦʛʦ ʧʣʘʥʘ. ʉʧʦʥʩʦʨʳ ʠ ʜʦʚʝʨʝʥʥʳʝ ʣʠʮʘ ʧʣʘʥʘ 

ʜʦʣʞʥʳ ʙʳʪʴ ʛʦʪʦʚʳ: 

ʉʧʨʦʩʠʪʝ ʦ ʩʪʘʥʜʘʨʪʘʭ, ʤʝʪʦʜʘʭ ʠ ʧʦʣʠʪʠʢʘʭ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʦʩʪʘʚʱʠʢʘ ʫʩʣʫʛ, ʘ ʪʘʢʞʝ ʦ ʨʝʟʫʣʴʪʘʪʘʭ ʘʫʜʠʪʘ ʠ ʩʨʘʚʥʠʪʝ ʠʭ ʩ ʦʪʨʘʩʣʝʚʳʤʠ 

ʩʪʘʥʜʘʨʪʘʤʠ, ʧʨʠʥʷʪʳʤʠ ʜʨʫʛʠʤʠ ʬʠʥʘʥʩʦʚʳʤʠ ʫʯʨʝʞʜʝʥʠʷʤʠ. 

ʉʧʨʦʩʠʪʝ ʧʦʩʪʘʚʱʠʢʘ ʫʩʣʫʛ, ʢʘʢ ʦʥ ʧʨʦʚʝʨʷʝʪ ʩʚʦʠ ʤʝʪʦʜʳ, ʢʘʢʠʝ ʫʨʦʚʥʠ 

ʩʪʘʥʜʘʨʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʥ ʩʦʙʣʶʜʘʣ ʠ ʚʥʝʜʨʷʣ, ʘ ʪʘʢʞʝ ʦ ʧʨʘʚʝ ʧʨʦʚʝʨʷʪʴ 

ʨʝʟʫʣʴʪʘʪʳ ʘʫʜʠʪʘ, ʜʝʤʦʥʩʪʨʠʨʫʶʱʠʝ ʩʦʦʪʚʝʪʩʪʚʠʝ ʩʪʘʥʜʘʨʪʫ. 
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ʆʮʝʥʠʪʝ ʧʦʩʣʫʞʥʦʡ ʩʧʠʩʦʢ ʧʦʩʪʘʚʱʠʢʘ ʫʩʣʫʛ ʚ ʦʪʨʘʩʣʠ, ʚʢʣʶʯʘʷ 

ʦʙʱʝʜʦʩʪʫʧʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʠʥʮʠʜʝʥʪʘʭ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʜʨʫʛʠʭ ʩʫʜʝʙʥʳʭ ʨʘʟʙʠʨʘʪʝʣʴʩʪʚʘʭ ʠ ʩʫʜʝʙʥʳʭ ʨʘʟʙʠʨʘʪʝʣʴʩʪʚʘʭ, ʩʚʷʟʘʥʥʳʭ ʩ 

ʫʩʣʫʛʘʤʠ ʧʦʩʪʘʚʱʠʢʘ. 

ʉʧʨʦʩʠʪʝ, ʩʪʘʣʢʠʚʘʣʩʷ ʣʠ ʧʦʩʪʘʚʱʠʢ ʫʩʣʫʛ ʩ ʥʘʨʫʰʝʥʠʷʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 

ʧʨʦʰʣʦʤ, ʯʪʦ ʧʨʦʠʟʦʰʣʦ ʠ ʢʘʢ ʧʦʩʪʘʚʱʠʢ ʫʩʣʫʛ ʦʪʨʝʘʛʠʨʦʚʘʣ. 

ʋʟʥʘʡʪʝ, ʝʩʪʴ ʣʠ ʫ ʧʦʩʪʘʚʱʠʢʘ ʫʩʣʫʛ ʢʘʢʠʝ-ʣʠʙʦ ʩʪʨʘʭʦʚʳʝ ʧʦʣʠʩʳ, 

ʧʦʢʨʳʚʘʶʱʠʝ ʫʙʳʪʢʠ, ʚʳʟʚʘʥʥʳʝ ʥʘʨʫʰʝʥʠʷʤʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʨʘʞʠ 

ʣʠʯʥʳʭ ʜʘʥʥʳʭ (ʚʢʣʶʯʘʷ ʥʘʨʫʰʝʥʠʷ, ʚʳʟʚʘʥʥʳʝ ʚʥʫʪʨʝʥʥʠʤʠ ʫʛʨʦʟʘʤʠ, ʪʘʢʠʤʠ 

ʢʘʢ ʥʝʧʨʘʚʦʤʝʨʥʳʝ ʜʝʡʩʪʚʠʷ ʩʦʙʩʪʚʝʥʥʳʭ ʩʦʪʨʫʜʥʠʢʦʚ ʠʣʠ ʧʦʜʨʷʜʯʠʢʦʚ 

ʧʦʩʪʘʚʱʠʢʘ ʫʩʣʫʛ, ʘ ʪʘʢʞʝ ʥʘʨʫʰʝʥʠʷ, ʚʳʟʚʘʥʥʳʝ ʚʥʝʰʥʠʤʠ ʫʛʨʦʟʘʤʠ, ʪʘʢʠʤʠ ʢʘʢ 

ʪʨʝʪʴʝ ʣʠʮʦ ʟʘʭʚʘʪʳʚʘʝʪ ʘʢʢʘʫʥʪ ʫʯʘʩʪʥʠʢʘ ʧʣʘʥʘ). 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʜʦʛʦʚʦʨ ʩ ʧʦʩʪʘʚʱʠʢʦʤ ʫʩʣʫʛ ʪʨʝʙʫʝʪ ʧʦʩʪʦʷʥʥʦʛʦ 

ʩʦʙʣʶʜʝʥʠʷ ʩʪʘʥʜʘʨʪʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʠ 

ʠʟʙʝʛʘʡʪʝ ʧʦʣʦʞʝʥʠʡ ʜʦʛʦʚʦʨʘ, ʢʦʪʦʨʳʝ ʦʛʨʘʥʠʯʠʚʘʶʪ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ 

ʧʦʩʪʘʚʱʠʢʘ ʫʩʣʫʛ ʟʘ ʥʘʨʫʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʂʨʦʤʝ ʪʦʛʦ, ʢʦʥʪʨʘʢʪʳ ʜʦʣʞʥʳ ʚʢʣʶʯʘʪʴ ʫʩʣʦʚʠʷ, ʢʦʪʦʨʳʝ ʫʣʫʯʰʘʪ ʟʘʱʠʪʫ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʧʣʘʥʘ ʠ ʝʛʦ ʫʯʘʩʪʥʠʢʦʚ, ʪʘʢʠʝ ʢʘʢ ʦʪʯʝʪʥʦʩʪʴ ʧʦ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʝʪʢʠʝ ʧʦʣʦʞʝʥʠʷ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʠ ʦʙʤʝʥʝ 

ʠʥʬʦʨʤʘʮʠʝʡ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʫʚʝʜʦʤʣʝʥʠʝ ʦ ʥʘʨʫʰʝʥʠʷʭ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʦʙʣʶʜʝʥʠʝ ʪʨʝʙʦʚʘʥʠʡ ʢ ʭʨʘʥʝʥʠʶ ʠ ʫʥʠʯʪʦʞʝʥʠʶ ʟʘʧʠʩʝʡ, 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ. ʟʘʢʦʥʳ ʦʙ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʪʨʘʭʦʚʘʥʠʝ. 

ʋʢʘʟʘʪʝʣʴ ʧʨʘʢʪʠʢʠ: ʦʩʦʙʝʥʥʦ ʚʘʞʥʦ ʦʪʤʝʪʠʪʴ ʚʳʰʝ ʫʩʣʦʚʠʷ, ʢʘʩʘʶʱʠʝʩʷ 

ʚʦʧʨʦʩʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ DOL ʦʞʠʜʘʝʪ ʫʚʠʜʝʪʴ ʚ ʢʦʥʪʨʘʢʪʘʭ ʩ 

ʧʦʩʪʘʚʱʠʢʘʤʠ ʧʣʘʥʦʚʳʭ ʫʩʣʫʛ. ʉʧʦʥʩʦʨʘʤ ʧʣʘʥʘ ʠ ʬʠʜʫʮʠʘʨʘʤ ʨʝʢʦʤʝʥʜʫʝʪʩʷ 

ʩʣʝʜʦʚʘʪʴ ʧʨʦʮʝʩʩʫ, ʦʧʠʩʘʥʥʦʤʫ ʚ ʉʦʚʝʪʝ ʧʦ ʥʘʡʤʫ ʧʦʩʪʘʚʱʠʢʘ ʫʩʣʫʛ ʩ ʥʘʜʝʞʥʦʡ 

ʧʨʘʢʪʠʢʦʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʠ ʙʳʪʴ ʛʦʪʦʚʳʤʠ ʟʘʜʦʢʫʤʝʥʪʠʨʦʚʘʪʴ - ʠ 

ʧʦʜʛʦʪʦʚʠʪʴ ʪʘʢʫʶ ʜʦʢʫʤʝʥʪʘʮʠʶ ʧʦʩʣʝ ʘʫʜʠʪʘ - ʰʘʛʠ, ʧʨʝʜʧʨʠʥʷʪʳʝ ʧʨʠ ʚʳʙʦʨʝ 

ʠ ʤʦʥʠʪʦʨʠʥʛʝ ʧʦʩʪʘʚʱʠʢʦʚ ʫʩʣʫʛ ʧʣʘʥʘ. 

ʇʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʦʥʣʘʡʥ-ʫʛʨʦʟʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ 

ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʙʦʣʝʝ ʠ ʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤʠ, ʜʣʷ ʩʧʦʥʩʦʨʦʚ ʠ ʜʦʚʝʨʝʥʥʳʭ ʣʠʮ 

ʧʣʘʥʘ ʢʘʢ ʥʠʢʦʛʜʘ ʚʘʞʥʦ ʧʦʜʜʝʨʞʠʚʘʪʴ ʦʪʚʝʪʩʪʚʝʥʥʳʝ ʠ ʦʩʤʦʪʨʠʪʝʣʴʥʳʝ ʤʝʪʦʜʳ 

ʟʘʱʠʪʳ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʫʯʝʪʥʳʭ ʟʘʧʠʩʷʭ ʫʯʘʩʪʥʠʢʦʚ ʠ ʙʝʥʝʬʠʮʠʘʨʦʚ ʧʝʥʩʠʦʥʥʳʭ 

ʧʣʘʥʦʚ. ʅʦʚʦʝ ʨʫʢʦʚʦʜʩʪʚʦ DOL ʚʦʟʣʘʛʘʝʪ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʥʘ 

ʩʧʦʥʩʦʨʦʚ ʠ ʜʦʚʝʨʝʥʥʳʭ ʣʠʮ ʧʣʘʥʘ, ʘ ʪʘʢʞʝ ʥʘ ʧʦʩʪʘʚʱʠʢʦʚ ʫʩʣʫʛ, ʢʦʪʦʨʳʭ ʦʥʠ 

ʧʨʠʚʣʝʢʘʶʪ ʜʣʷ ʧʨʠʚʣʝʯʝʥʠʷ ʚʥʠʤʘʥʠʷ ʢ ʵʪʠʤ ʚʘʞʥʳʤ ʚʦʧʨʦʩʘʤ, ʠ ʧʨʝʜʦʩʪʘʚʣʷʝʪ 

ʩʚʦʝʛʦ ʨʦʜʘ ʜʦʨʦʞʥʫʶ ʢʘʨʪʫ ʜʣʷ ʦʙʣʝʛʯʝʥʠʷ ʚʥʝʜʨʝʥʠʷ ʧʝʨʝʜʦʚʳʭ ʤʝʪʦʜʦʚ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʣʘʥʳ ʪʘʢʞʝ ʜʦʣʞʥʳ ʦʞʠʜʘʪʴ ʫʚʝʣʠʯʝʥʠʷ ʘʢʪʠʚʥʦʩʪʠ ʘʫʜʠʪʘ 

DOL ʚ ʦʪʥʦʰʝʥʠʠ ʧʣʘʥʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠéè (ANDREW ELBON. 

Cybersecurity: New DOL Guidance for Retirement Plans // BRADLEY ARANT 

BOULT CUMMINGS LLP 

(https://www.bradley.com/insights/publications/2021/04/cybersecurity-new-dol-

guidance-for-retirement-plans). 16.04.2021). 

***  
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çʈʘʥʝʝ ʚ ʵʪʦʤ ʤʝʩʷʮʝ, ʚ ʦʪʚʝʪ ʥʘ ʥʝʜʘʚʥʠʡ ʬʝʜʝʨʘʣʴʥʳʡ ʦʪʯʝʪ, 

ʩʦʜʝʨʞʘʱʠʡ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʫʩʪʨʘʥʝʥʠʶ ʨʠʩʢʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ 

ʧʝʥʩʠʦʥʥʳʭ ʧʣʘʥʦʚ, ʜʘʥʥʳʭ ʦʙ ʫʯʘʩʪʥʠʢʘʭ ʧʣʘʥʘ ʠ ʘʢʪʠʚʦʚ ʧʣʘʥʘ, ʦʪʜʝʣ 

ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʣʴʛʦʪ ʩʦʪʨʫʜʥʠʢʘʤ DOL (EBSA) 

ʦʧʫʙʣʠʢʦʚʘʣ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʧʦʢʨʳʚʘʝʤʳʭ ERISA 
ʧʝʥʩʠʦʥʥʳʝ ʧʣʘʥʳ. ɺ ʨʫʢʦʚʦʜʩʪʚʝ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʧʝʨʝʜʦʚʳʝ ʧʨʘʢʪʠʢʠ ʜʣʷ 

ʧʦʩʪʘʚʱʠʢʦʚ ʧʣʘʥʦʚʳʭ ʫʩʣʫʛ, ʧʦʩʢʦʣʴʢʫ ʚ ʥʝʤ ʩʦʜʝʨʞʘʪʩʷ ʩʦʚʝʪʳ ʢʘʢ ʩʧʦʥʩʦʨʘʤ 

ʧʣʘʥʘ, ʪʘʢ ʠ ʫʯʘʩʪʥʠʢʘʤ ʧʣʘʥʘ. ɺ ʨʫʢʦʚʦʜʩʪʚʝ ʢʦʥʢʨʝʪʥʦ ʫʧʦʤʠʥʘʝʪʩʷ ʧʝʥʩʠʷ ʠ 

ʧʝʥʩʠʷ, ʠ ʵʪʦ ʦʪʥʦʩʠʪʩʷ ʢʦ ʚʩʝʤ ʧʣʘʥʘʤ, ʢʦʪʦʨʳʝ ʨʝʛʫʣʠʨʫʶʪʩʷ ERISA. 

ʉʦʦʪʚʝʪʩʪʚʝʥʥʦ, ʧʣʘʥʳ ʤʝʜʠʮʠʥʩʢʦʛʦ ʩʪʨʘʭʦʚʘʥʠʷ ʠ ʩʦʮʠʘʣʴʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, 

ʨʝʛʫʣʠʨʫʝʤʳʝ ERISA, ʪʘʢʞʝ ʜʦʣʞʥʳ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʨʝʢʦʤʝʥʜʘʮʠʷʤ EBSA. 

ʇʣʘʥʳ, ʫʧʨʘʚʣʷʝʤʳʝ ERISA, ʚʩʝ ʯʘʱʝ ʩʪʘʥʦʚʷʪʩʷ ʦʙʲʝʢʪʘʤʠ ʢʠʙʝʨʫʛʨʦʟ ʠʟ-ʟʘ 

ʢʦʣʠʯʝʩʪʚʘ ʘʢʪʠʚʦʚ ʧʣʘʥʘ, ʧʨʠʥʘʜʣʝʞʘʱʠʭ ʦʜʥʦʤʫ ʧʣʘʥʫ. ɺ ʵʪʦʤ ʨʫʢʦʚʦʜʩʪʚʝ 

ʧʦʜʯʝʨʢʠʚʘʝʪʩʷ, ʯʪʦ DOL ʩʯʠʪʘʝʪ, ʯʪʦ ʧʣʘʥʳ ʜʦʣʞʥʳ ʙʳʪʴ ʟʘʱʠʱʝʥʳ. ʂʨʦʤʝ ʪʦʛʦ, 

ʩʫʜʳ ʥʝʜʘʚʥʦ ʠʟʜʘʣʠ ʧʦʩʪʘʥʦʚʣʝʥʠʷ, ʩʦʛʣʘʩʥʦ ʢʦʪʦʨʳʤ ʜʘʥʥʳʝ ʫʯʘʩʪʥʠʢʦʚ ʧʣʘʥʘ 

ʤʦʛʫʪ ʩʯʠʪʘʪʴʩʷ ʘʢʪʠʚʦʤ ʧʣʘʥʘ. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʜʦʚʝʨʠʪʝʣʴʥʳʝ ʫʧʨʘʚʣʷʶʱʠʝ 

ʜʦʣʞʥʳ ʧʨʦʷʚʣʷʪʴ ʦʩʪʦʨʦʞʥʦʩʪʴ, ʯʪʦʙʳ ʟʘʱʠʪʠʪʴ ʜʘʥʥʳʝ ʫʯʘʩʪʥʠʢʦʚ, ʢʘʢ ʝʩʣʠ ʙʳ 

ʵʪʦ ʙʳʣʠ ʬʘʢʪʠʯʝʩʢʠʝ ʩʨʝʜʩʪʚʘ ʧʣʘʥʘ. 

ʋʯʠʪʳʚʘʷ ʚʩʝ ʙʦʣʝʝ ʫʜʘʣʝʥʥʫʶ ʨʘʙʦʯʫʶ ʩʠʣʫ ʜʣʷ ʤʥʦʛʠʭ ʩʧʦʥʩʦʨʦʚ ʧʣʘʥʦʚ, 

ʵʪʦ ʥʦʚʦʝ ʨʫʢʦʚʦʜʩʪʚʦ ʦʩʦʙʝʥʥʦ ʘʢʪʫʘʣʴʥʦ. ɽʩʣʠ ʚʳ ʷʚʣʷʝʪʝʩʴ ʜʦʚʝʨʝʥʥʳʤ ʣʠʮʦʤ 

ʧʣʘʥʘ ʠ ʫ ʚʘʩ ʥʝʪ ʧʦʣʠʪʠʢʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʩʚʦʝʛʦ ʧʣʘʥʘ, ʩʝʡʯʘʩ ʩʘʤʦʝ 

ʚʨʝʤʷ ʵʪʦ ʩʜʝʣʘʪʴ. ɽʩʣʠ ʫ ʚʘʩ ʫʞʝ ʝʩʪʴ ʧʦʣʠʪʠʢʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʝʡʯʘʩ ʩʘʤʦʝ 

ʚʨʝʤʷ ʧʝʨʝʩʤʦʪʨʝʪʴ ʠ ʦʙʥʦʚʠʪʴ ʝʝ ʚ ʩʚʝʪʝ ʵʪʦʛʦ ʥʦʚʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ. 

ɺ ʨʫʢʦʚʦʜʩʪʚʝ EBSA ʫʢʘʟʳʚʘʝʪ, ʯʪʦ, ʧʦ ʝʝ ʤʥʝʥʠʶ, ʷʚʣʷʝʪʩʷ çʧʝʨʝʜʦʚʦʡ 

ʧʨʘʢʪʠʢʦʡè ʜʣʷ ʚʩʝʭ ʧʦʩʪʘʚʱʠʢʦʚ ʫʩʣʫʛ ERISA. ʕʪʠ ʧʝʨʝʜʦʚʳʝ ʧʨʘʢʪʠʢʠ 

ʧʨʝʜʫʩʤʘʪʨʠʚʘʶʪ, ʯʪʦ ʧʦʩʪʘʚʱʠʢ ʫʩʣʫʛ ʜʦʣʞʝʥ ʜʝʣʘʪʴ ʩʣʝʜʫʶʱʝʝ: 

ʈʘʟʨʘʙʘʪʳʚʘʪʴ, ʜʦʢʫʤʝʥʪʠʨʦʚʘʪʴ, ʨʝʛʫʣʷʨʥʦ ʦʪʩʣʝʞʠʚʘʪʴ ʠ ʦʙʥʦʚʣʷʪʴ 

ʦʬʠʮʠʘʣʴʥʫʶ ʧʨʦʛʨʘʤʤʫ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʇʨʦʚʦʜʠʪʝ ʦʩʤʦʪʨʠʪʝʣʴʥʫʶ ʝʞʝʛʦʜʥʫʶ ʦʮʝʥʢʫ ʨʠʩʢʦʚ 

ɽʞʝʛʦʜʥʦ ʧʨʦʚʦʜʠʪʝ ʥʘʜʝʞʥʳʡ ʩʪʦʨʦʥʥʠʡ ʘʫʜʠʪ ʩʨʝʜʩʪʚ ʢʦʥʪʨʦʣʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʏʝʪʢʦ ʦʧʨʝʜʝʣʠʪʝ ʠ ʨʘʩʧʨʝʜʝʣʠʪʝ ʨʦʣʠ ʠ ʦʙʷʟʘʥʥʦʩʪʠ ʚ ʦʙʣʘʩʪʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʀʤʝʪʴ ʩʪʨʦʛʠʝ ʧʨʦʮʝʜʫʨʳ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʣʶʙʳʝ ʘʢʪʠʚʳ ʠʣʠ ʜʘʥʥʳʝ, ʭʨʘʥʷʱʠʝʩʷ ʚ ʦʙʣʘʢʝ ʠʣʠ 

ʫʧʨʘʚʣʷʝʤʳʝ ʩʪʦʨʦʥʥʠʤ ʧʦʩʪʘʚʱʠʢʦʤ ʫʩʣʫʛ, ʧʦʜʣʝʞʘʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʤʫ ʘʥʘʣʠʟʫ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʝʟʘʚʠʩʠʤʦʡ ʦʮʝʥʢʝ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʇʨʦʚʦʜʠʪʝ ʨʝʛʫʣʷʨʥʳʝ ʪʨʝʥʠʥʛʠ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺʥʝʜʨʠʪʴ ʧʨʦʛʨʘʤʤʫ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʨʘʟʨʘʙʦʪʢʠ ʙʝʟʦʧʘʩʥʦʡ ʩʠʩʪʝʤʳ ʠ 

ʫʧʨʘʚʣʷʪʴ ʝʶ 

ʀʤʝʪʴ ʵʬʬʝʢʪʠʚʥʫʶ ʧʨʦʛʨʘʤʤʫ ʦʙʝʩʧʝʯʝʥʠʷ ʫʩʪʦʡʯʠʚʦʩʪʠ ʙʠʟʥʝʩʘ, 

ʥʘʧʨʘʚʣʝʥʥʫʶ ʥʘ ʦʙʝʩʧʝʯʝʥʠʝ ʥʝʧʨʝʨʳʚʥʦʩʪʠ ʙʠʟʥʝʩʘ, ʘʚʘʨʠʡʥʦʛʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ 

ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ. 

ʐʠʬʨʦʚʘʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ, ʭʨʘʥʷʱʠʝʩʷ ʠ ʧʝʨʝʜʘʚʘʝʤʳʝ 
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ɺʥʝʜʨʠʪʝ ʩʪʨʦʛʠʡ ʪʝʭʥʠʯʝʩʢʠʡ ʢʦʥʪʨʦʣʴ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʝʨʝʜʦʚʦʡ 

ʧʨʘʢʪʠʢʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʅʘʜʣʝʞʘʱʠʤ ʦʙʨʘʟʦʤ ʨʝʘʛʠʨʫʡʪʝ ʥʘ ʣʶʙʳʝ ʧʨʦʰʣʳʝ ʠʥʮʠʜʝʥʪʳ, ʩʚʷʟʘʥʥʳʝ 

ʩ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ 

ʉʣʝʜʫʡʪʝ ʩʦʚʝʪʘʤ ʧʦ ʥʘʡʤʫ ʧʦʩʪʘʚʱʠʢʘ ʫʩʣʫʛ ʩ ʥʘʜʝʞʥʳʤʠ ʤʝʪʦʜʘʤʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʆʙʫʯʠʪʝ ʫʯʘʩʪʥʠʢʦʚ ʧʨʠʥʮʠʧʘʤ ʦʥʣʘʡʥ-ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʄʥʦʛʠʝ ʠʟ ʧʨʠʚʝʜʝʥʥʳʭ ʚʳʰʝ ʨʝʢʦʤʝʥʜʘʮʠʡ ʦʯʝʥʴ ʧʦʭʦʞʠ ʥʘ ʪʝ, ʢʦʪʦʨʳʝ 

ʩʦʜʝʨʞʘʪʩʷ ʚ HIPAA ʜʣʷ ʟʘʱʠʪʳ ʜʘʥʥʳʭ ʦ ʟʜʦʨʦʚʴʝ. ʇʦʩʢʦʣʴʢʫ ʩʧʦʥʩʦʨʳ ʧʣʘʥʘ 

ʦʮʝʥʠʚʘʶʪ ʩʚʦʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʫʩʣʫʛ ʠ ʩʚʦʠ ʩʦʙʩʪʚʝʥʥʳʝ ʚʥʫʪʨʝʥʥʠʝ ʤʝʪʦʜʳ 

ʨʘʙʦʪʳ, ʵʪʦ ʨʫʢʦʚʦʜʩʪʚʦ ʜʦʣʞʥʦ ʙʳʪʴ ʚ ʮʝʥʪʨʝ ʚʥʠʤʘʥʠʷ. ɺ ʙʫʜʫʱʠʭ RFP ʩʣʝʜʫʝʪ, 

ʢʘʢ ʤʠʥʠʤʫʤ, ʟʘʧʨʘʰʠʚʘʪʴ ʠʥʬʦʨʤʘʮʠʶ ʦ ʜʚʝʥʘʜʮʘʪʠ çʣʫʯʰʠʭ ʧʨʘʢʪʠʢʘʭè EBSA. 

DOL ʪʘʢʞʝ ʟʘʷʚʠʣ, ʯʪʦ ʩʧʦʥʩʦʨʳ ʧʣʘʥʘ ʜʦʣʞʥʳ ʫʯʠʪʳʚʘʪʴ ʵʪʦ ʨʫʢʦʚʦʜʩʪʚʦ ʧʨʠ 

ʧʝʨʝʛʦʚʦʨʘʭ ʩʦ ʩʚʦʠʤʠ ʧʦʩʪʘʚʱʠʢʘʤʠ ʫʩʣʫʛ. ɺ ʙʫʜʫʱʠʭ ʢʦʥʪʨʘʢʪʘʭ ʦʩʦʙʦʝ 

ʚʥʠʤʘʥʠʝ ʜʦʣʞʥʦ ʫʜʝʣʷʪʴʩʷ ʩʦʚʤʝʩʪʥʦʤʫ ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʠ ʭʨʘʥʝʥʠʶ ʠʥʬʦʨʤʘʮʠʠ 

ʠ ʜʨʫʛʠʤ ʚʦʧʨʦʩʘʤ, ʦ ʢʦʪʦʨʳʭ ʠʜʝʪ ʨʝʯʴéè. (John Kirk. If You Have An ERISA 

Plan, You Need To Think About Cybersecurity // Graydon Head & Ritchey LLP 

(https://graydon.law/if-you-have-an-erisa-plan-you-need-to-think-about-

cybersecurity/). 27.04.2021). 
***  

 

ç12 ʘʧʨʝʣʷ 2021 ʛʦʜʘ ʘʜʤʠʥʠʩʪʨʘʮʠʷ ɹʘʡʜʝʥʘ ʦʙʲʷʚʠʣʘ ʦ ʥʘʤʝʨʝʥʠʠ 

ʥʘʟʥʘʯʠʪʴ ʂʨʠʩʘ ʀʥʛʣʠʩʘ, ʙʳʚʰʝʛʦ ʟʘʤʝʩʪʠʪʝʣʷ ʜʠʨʝʢʪʦʨʘ ɸʛʝʥʪʩʪʚʘ 

ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʝʨʚʳʤ ʥʘʮʠʦʥʘʣʴʥʳʤ ʢʠʙʝʨʜʠʨʝʢʪʦʨʦʤ ʉʐɸ 

(çʅʀɿè) ʧʨʠ ʫʩʣʦʚʠʠ ʫʪʚʝʨʞʜʝʥʠʷ ʉʝʥʘʪʦʤ. ʅʝʜʘʚʥʦ ʩʦʟʜʘʥʥʘʷ ʜʦʣʞʥʦʩʪʴ ʧʦ 

ʅʀɿ, ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʚʳʧʦʣʥʷʪʴ ʬʫʥʢʮʠʠ ʛʣʘʚʥʦʛʦ ʩʦʚʝʪʥʠʢʘ ʧʨʝʟʠʜʝʥʪʘ ʧʦ 

ʧʦʣʠʪʠʢʝ ʠ ʩʪʨʘʪʝʛʠʠ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʠ ʋʧʨʘʚʣʝʥʠʝ ʥʘʮʠʦʥʘʣʴʥʦʛʦ 

ʜʠʨʝʢʪʦʨʘ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ (çONCDè) ʙʳʣʠ ʩʦʟʜʘʥʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ɿʘʢʦʥʦʤ ʦ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʦʙʦʨʦʥʝ ʥʘ 2021 ʬʠʥʘʥʩʦʚʳʡ ʛʦʜ (çNDAA è), ʂʦʪʦʨʳʡ 

ʚʩʪʫʧʠʣ ʚ ʩʠʣʫ 1 ʷʥʚʘʨʷ 2021 ʛʦʜʘ. 

ONCD ʩʦʟʜʘʝʪʩʷ ʧʨʠ ɸʜʤʠʥʠʩʪʨʘʮʠʠ ʇʨʝʟʠʜʝʥʪʘ. ʇʦʤʠʤʦ ʨʘʙʦʪʳ ʚ ʢʘʯʝʩʪʚʝ 

ʛʣʘʚʥʦʛʦ ʩʦʚʝʪʥʠʢʘ ʧʨʝʟʠʜʝʥʪʘ ʧʦ ʧʦʣʠʪʠʢʝ ʠ ʩʪʨʘʪʝʛʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʚ 

ʦʙʷʟʘʥʥʦʩʪʠ ʅʀɿ ʚʭʦʜʠʪ: 

Å ʧʨʝʜʣʘʛʘʪʴ ʩʦʚʝʪʳ ʠ ʢʦʥʩʫʣʴʪʘʮʠʠ ʉʦʚʝʪʫ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʉʦʚʝʪʫ ʚʥʫʪʨʝʥʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʬʝʜʝʨʘʣʴʥʳʤ ʜʝʧʘʨʪʘʤʝʥʪʘʤ 

ʠ ʘʛʝʥʪʩʪʚʘʤ, ʩʚʷʟʘʥʥʳʤ ʩ ʨʘʟʨʘʙʦʪʢʦʡ ʠ ʢʦʦʨʜʠʥʘʮʠʝʡ ʥʘʮʠʦʥʘʣʴʥʦʡ ʧʦʣʠʪʠʢʠ ʠ 

ʩʪʨʘʪʝʛʠʠ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʘ; 

Å ʢʦʦʨʜʠʥʠʨʦʚʘʪʴ ʨʝʘʣʠʟʘʮʠʶ ʥʘʮʠʦʥʘʣʴʥʦʡ ʢʠʙʝʨʧʦʣʠʪʠʢʠ ʠ ʩʪʨʘʪʝʛʠʠ; 

Å ʢʦʦʨʜʠʥʠʨʦʚʘʪʴ ʨʘʟʨʘʙʦʪʢʫ ʠ ʦʙʝʩʧʝʯʠʚʘʪʴ ʨʝʘʣʠʟʘʮʠʶ ʢʦʤʧʣʝʢʩʥʦʛʦ 

ʨʝʘʛʠʨʦʚʘʥʠʷ ʬʝʜʝʨʘʣʴʥʦʛʦ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʥʘ ʠʥʮʠʜʝʥʪʳ ʩʦ ʟʥʘʯʠʪʝʣʴʥʳʤʠ 

ʧʦʩʣʝʜʩʪʚʠʷʤʠ ʢʠʙʝʨʘʪʘʢ ʠ ʢʠʙʝʨ-ʢʘʤʧʘʥʠʡ; 

Å ʧʦʜʛʦʪʦʚʠʪʴ ʦʪʚʝʪ ʬʝʜʝʨʘʣʴʥʦʛʦ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʥʘ ʩʝʨʴʝʟʥʳʝ ʢʠʙʝʨʘʪʘʢʠ ʠ 

ʢʠʙʝʨ-ʢʘʤʧʘʥʠʠ ʚ ʬʝʜʝʨʘʣʴʥʳʭ ʜʝʧʘʨʪʘʤʝʥʪʘʭ ʠ ʘʛʝʥʪʩʪʚʘʭ, ʦʪʚʝʯʘʶʱʠʭ ʟʘ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ, ʘ ʪʘʢʞʝ ʚ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʦʨʛʘʥʠʟʘʮʠʷʭ ʯʘʩʪʥʦʛʦ ʩʝʢʪʦʨʘ; 
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Å ʢʦʦʨʜʠʥʠʨʦʚʘʪʴ ʠ ʢʦʥʩʫʣʴʪʠʨʦʚʘʪʴʩʷ ʩ ʣʠʜʝʨʘʤʠ ʯʘʩʪʥʦʛʦ ʩʝʢʪʦʨʘ ʧʦ 

ʚʦʧʨʦʩʘʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ ʚ ʧʦʜʜʝʨʞʢʫ ʠ ʚ ʢʦʦʨʜʠʥʘʮʠʠ ʩ 

ʜʨʫʛʠʤʠ ʨʫʢʦʚʦʜʠʪʝʣʷʤʠ ʬʝʜʝʨʘʣʴʥʳʭ ʘʛʝʥʪʩʪʚ ʠ ʜʝʧʘʨʪʘʤʝʥʪʦʚ, ʪʘʢʠʤʠ ʢʘʢ 

ʜʠʨʝʢʪʦʨ ɸʛʝʥʪʩʪʚʘ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʠ 

ʜʠʨʝʢʪʦʨ ʥʘʮʠʦʥʘʣʴʥʦʡ ʨʘʟʚʝʜʢʠ; 

Å ʝʞʝʛʦʜʥʦ ʦʪʯʠʪʳʚʘʪʴʩʷ ʧʝʨʝʜ ʂʦʥʛʨʝʩʩʦʤ ʦʙ ʫʛʨʦʟʘʭ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʧʨʦʙʣʝʤʘʭ, ʩ ʢʦʪʦʨʳʤʠ ʩʪʘʣʢʠʚʘʶʪʩʷ ʉʐɸ, ʚ ʪʦʤ ʯʠʩʣʝ ʚ ʦʪʥʦʰʝʥʠʠ ʥʦʚʳʭ ʠʣʠ 

ʧʦʷʚʣʷʶʱʠʭʩʷ ʪʝʭʥʦʣʦʛʠʡ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʦʚʣʠʷʪʴ ʥʘ ʥʘʮʠʦʥʘʣʴʥʫʶ 

ʙʝʟʦʧʘʩʥʦʩʪʴ, ʵʢʦʥʦʤʠʯʝʩʢʦʝ ʧʨʦʮʚʝʪʘʥʠʝ ʠʣʠ ʦʙʝʩʧʝʯʝʥʠʝ ʚʝʨʭʦʚʝʥʩʪʚʘ ʟʘʢʦʥʘ; ʘ 

ʪʘʢʞʝ 

Å ʥʝʩʪʠ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʪʘʢʠʝ ʜʨʫʛʠʝ ʬʫʥʢʮʠʠ, ʢʦʪʦʨʳʝ ʤʦʞʝʪ ʧʦʨʫʯʠʪʴ 

ʇʨʝʟʠʜʝʥʪ. 

NCD ʫʧʦʣʥʦʤʦʯʝʥ NDAA ʦʙʥʘʨʦʜʦʚʘʪʴ ʧʨʘʚʠʣʘ ʠ ʧʦʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʙʳʪʴ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʬʫʥʢʮʠʡ, ʧʦʣʥʦʤʦʯʠʡ ʠ ʦʙʷʟʘʥʥʦʩʪʝʡ, 

ʚʦʟʣʦʞʝʥʥʳʭ ʥʘ NCD. ʉʦʟʜʘʥʠʝ ʫʪʚʝʨʞʜʝʥʥʳʭ ʉʝʥʘʪʦʤ ʅʀɿ ʠ ONCD ʙʳʣʦ 

ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ ʦʪʯʝʪʘ ʂʦʤʠʩʩʠʠ ʧʦ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʫ ʧʦ ʩʦʣʷʨʠʶ ʦʪ 2020 ʛʦʜʘ, 

ʢʦʪʦʨʦʡ ʂʦʥʛʨʝʩʩ ʧʦʨʫʯʠʣ ʚʳʨʘʙʦʪʘʪʴ ʢʦʥʩʝʥʩʫʩ ʚ ʦʪʥʦʰʝʥʠʠ ʩʪʨʘʪʝʛʠʯʝʩʢʦʛʦ 

ʧʦʜʭʦʜʘ ʢ ʟʘʱʠʪʝ ʉʐɸ ʦʪ ʢʠʙʝʨʘʪʘʢ ʩʦ ʟʥʘʯʠʪʝʣʴʥʳʤʠ ʧʦʩʣʝʜʩʪʚʠʷʤʠè. (White 

House to Nominate First National Cyber Director // Hunton Andrews Kurth LLP. 

(https://www.huntonprivacyblog.com/2021/04/14/white-house-to-nominate-first-

national-cyber-director/#page=1). 14.04.2021). 
***  

 

ç14 ʘʧʨʝʣʷ 2021 ʛ. ʋʧʨʘʚʣʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʳʧʣʘʪ ʩʦʪʨʫʜʥʠʢʘʤ 

(çEBSAè) ʦʧʫʙʣʠʢʦʚʘʣʦ ʨʫʢʦʚʦʜʩʪʚʦ ʜʣʷ ʩʧʦʥʩʦʨʦʚ ʧʣʘʥʘ, ʜʦʚʝʨʝʥʥʳʭ ʣʠʮ 

ʧʣʘʥʘ, ʨʝʛʠʩʪʨʘʪʦʨʦʚ ʠ ʫʯʘʩʪʥʠʢʦʚ ʧʣʘʥʘ ʧʦ ʧʝʨʝʜʦʚʳʤ ʤʝʪʦʜʘʤ ʦʙʝʩʧʝʯʝʥʠʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʦ ʧʝʨʚʳʡ ʨʘʟ, ʢʦʛʜʘ EBSA ʜʘʣʦ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ 34 ʤʠʣʣʠʦʥʦʚ ʫʯʘʩʪʥʠʢʦʚ ʧʣʘʥʘ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ 

ʚʳʧʣʘʪʘʤʠ ʠ 106 ʤʠʣʣʠʦʥʦʚ ʫʯʘʩʪʥʠʢʦʚ ʧʣʘʥʘ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʚʟʥʦʩʘʤʠ ʩ 

ʘʢʪʠʚʘʤʠ ʥʘ ʩʫʤʤʫ 9,3 ʪʨʠʣʣʠʦʥʘ ʜʦʣʣʘʨʦʚ ʉʐɸ. 

ɺ ʨʫʢʦʚʦʜʩʪʚʝ ʧʦʜʯʝʨʢʠʚʘʝʪʩʷ, ʯʪʦ ʫʯʘʩʪʥʠʢʠ ʠ ʘʢʪʠʚʳ ʧʦʜʚʝʨʞʝʥʳ ʨʠʩʢʫ 

ʚʥʫʪʨʝʥʥʠʭ ʠ ʚʥʝʰʥʠʭ ʫʛʨʦʟ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʠ ʯʪʦ ʬʠʜʫʮʠʘʨʳ ERISA ʦʙʷʟʘʥʳ 

ʧʨʠʥʠʤʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʤʝʨʳ ʜʣʷ ʤʠʥʠʤʠʟʘʮʠʠ ʵʪʠʭ ʨʠʩʢʦʚ. 

ʈʫʢʦʚʦʜʩʪʚʦ ʩʦʩʪʦʠʪ ʠʟ ʪʨʝʭ ʯʘʩʪʝʡ: 

(i) ʉʦʚʝʪʳ ʧʦ ʥʘʡʤʫ ʧʦʩʪʘʚʱʠʢʘ ʫʩʣʫʛ, 

(ii) ʧʝʨʝʜʦʚʦʡ ʦʧʳʪ ʧʨʦʛʨʘʤʤʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

(iii) ʉʦʚʝʪʳ ʧʦ ʦʥʣʘʡʥ-ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʍʦʪʷ ʵʪʦ ʨʫʢʦʚʦʜʩʪʚʦ ʧʨʝʜʥʘʟʥʘʯʝʥʦ, ʯʪʦʙʳ ʧʦʤʦʯʴ ʩʧʦʥʩʦʨʘʤ, ʬʠʜʫʮʠʘʨʘʤ 

ʠ ʫʯʘʩʪʥʠʢʘʤ ʟʘʱʠʪʠʪʴ ʩʚʦʠ ʧʝʥʩʠʦʥʥʳʝ ʧʦʩʦʙʠʷ ʠ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʩʣʝʜʫʝʪ 

ʪʘʢʞʝ ʦʪʤʝʪʠʪʴ ʫʧʦʤʠʥʘʥʠʝ ʬʠʜʫʮʠʘʨʥʳʭ ʦʙʷʟʘʥʥʦʩʪʝʡ. ʄʳ ʨʝʢʦʤʝʥʜʫʝʤ 

ʜʦʚʝʨʝʥʥʳʤ ʣʠʮʘʤ ERISA ʦʟʥʘʢʦʤʠʪʴʩʷ ʩ ʵʪʠʤ ʨʫʢʦʚʦʜʩʪʚʦʤ, ʧʦʩʢʦʣʴʢʫ 

ʥʝʩʦʙʣʶʜʝʥʠʝ ʵʪʠʭ ʨʝʢʦʤʝʥʜʫʝʤʳʭ ʧʨʘʢʪʠʢ ʠʣʠ, ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʚʥʝʜʨʝʥʠʝ 

ʩʦʧʦʩʪʘʚʠʤʳʭ ʧʨʦʮʝʜʫʨ ʥʝ ʙʫʜʝʪ ʚʳʛʣʷʜʝʪʴ ʭʦʨʦʰʦ ʚ ʩʣʫʯʘʝ ʥʘʨʫʰʝʥʠʷ ʠ 

ʪʨʝʙʦʚʘʥʠʡ ʫʯʘʩʪʥʠʢʦʚ ʠʣʠ ʜʨʫʛʠʭ ʩʪʦʨʦʥ ʦ ʩʣʘʙʳʭ ʧʨʦʮʝʜʫʨʘʭ ʙʝʟʦʧʘʩʥʦʩʪʠ. 
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ʂʨʦʤʝ ʪʦʛʦ, ʤʳ ʧʨʦʚʝʨʷʝʤ ʩʦʛʣʘʰʝʥʠʷ ʩ ʧʦʩʪʘʚʱʠʢʘʤʠ ʫʩʣʫʛ, ʠ ʯʘʩʪʦ 

ʧʦʩʪʘʚʱʠʢʠ ʫʩʣʫʛ ʧʦʣʥʦʩʪʴʶ ʦʪʢʘʟʳʚʘʶʪʩʷ ʦʪ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʟʘ ʥʘʨʫʰʝʥʠʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʧʝʨʚʦʥʘʯʘʣʴʥʳʭ ʧʨʦʝʢʪʘʭ ʵʪʠʭ ʩʦʛʣʘʰʝʥʠʡ. ɽʩʣʠ ʚʳ ʥʝ 

ʧʨʦʩʤʘʪʨʠʚʘʣʠ ʢʦʥʪʨʘʢʪʳ ʩ ʚʘʰʠʤ ʧʦʩʪʘʚʱʠʢʦʤ ʫʩʣʫʛ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʵʪʦ 

ʨʫʢʦʚʦʜʩʪʚʦ ʙʫʜʝʪ ʭʦʨʦʰʠʤ ʧʦʚʦʜʦʤ ʜʣʷ ʵʪʦʛʦ. ʈʫʢʦʚʦʜʩʪʚʦ ʧʨʝʜʥʘʟʥʘʯʝʥʦ ʜʣʷ 

ʨʘʙʦʪʳ ʩ ʜʨʫʛʠʤʠ ʨʫʢʦʚʦʜʩʪʚʘʤʠ EBSA ʧʦ ʵʣʝʢʪʨʦʥʥʳʤ ʟʘʧʠʩʷʤ ʠ ʨʘʩʢʨʳʪʠʶ 

ʠʥʬʦʨʤʘʮʠʠè. (John Ludlum. In the Darkness at the Edge of TownéCybersecurity 

Guidance for Plan Participants, Record-Keepers, and Plan Sponsors From The EBSA 

// Holland & Hart LLP (https://www.employeebenefitslawblog.com/in-the-darkness-at-

the-edge-of-towncybersecurity-guidance-for-plan-participants-record-keepers-and-

plan-sponsors-from-the-ebsa/#page=1). 15.04.2021). 
***  

 

çʖʪʘ ʥʝʜʘʚʥʦ ʚʥʝʩʣʘ ʧʦʧʨʘʚʢʠ ʚ ʩʚʦʡ ʟʘʢʦʥ ʦʙ ʫʚʝʜʦʤʣʝʥʠʠ ʦ 

ʥʘʨʫʰʝʥʠʷʭ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʦʧʨʝʜʝʣʝʥʥʫʶ ʟʘʱʠʪʫ ʢʦʤʧʘʥʠʷʤ, ʢʦʪʦʨʳʝ 
ʩʪʨʘʜʘʶʪ ʦʪ ʫʪʝʯʢʠ ʜʘʥʥʳʭ. ʊʝʧʝʨʴ ʵʪʦ ʚʪʦʨʦʡ ʰʪʘʪ ʧʦʩʣʝ ʆʛʘʡʦ, ʢʦʪʦʨʳʡ 

ʚʢʣʶʯʘʝʪ ʪʘʢʠʝ ʧʦʣʦʞʝʥʠʷ. ɺ ʯʘʩʪʥʦʩʪʠ, ʦʨʛʘʥʠʟʘʮʠʠ, ʢʦʪʦʨʳʝ ʩʦʟʜʘʶʪ ʠ ʚ 

ʨʘʟʫʤʥʳʭ ʧʨʝʜʝʣʘʭ ʩʦʙʣʶʜʘʶʪ ʧʠʩʴʤʝʥʥʫʶ ʧʨʦʛʨʘʤʤʫ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʤʦʛʫʪ 

ʠʤʝʪʴ ʧʦʣʦʞʠʪʝʣʴʥʫʶ ʟʘʱʠʪʫ ʦʪ ʩʫʜʝʙʥʦʛʦ ʨʘʟʙʠʨʘʪʝʣʴʩʪʚʘ, ʚʦʟʥʠʢʰʝʛʦ ʚ 

ʨʝʟʫʣʴʪʘʪʝ ʫʪʝʯʢʠ ʜʘʥʥʳʭ. ɼʣʷ ʧʨʠʤʝʥʝʥʠʷ ʙʝʟʦʧʘʩʥʦʡ ʛʘʚʘʥʠ ʧʠʩʴʤʝʥʥʘʷ 

ʧʨʦʛʨʘʤʤʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʦʣʞʥʘ: 

ʨʘʟʨʘʙʘʪʳʚʘʪʴʩʷ ʜʣʷ ʟʘʱʠʪʳ ʦʪ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠ 

ʮʝʣʦʩʪʥʦʩʪʠ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʘ ʪʘʢʞʝ ʦʪ ʦʞʠʜʘʝʤʳʭ ʫʛʨʦʟ ʠ ʦʧʘʩʥʦʩʪʝʡ; 

ʨʘʟʫʤʥʦ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʧʨʠʟʥʘʥʥʦʡ ʩʪʨʫʢʪʫʨʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʘʢʦʡ ʢʘʢ 

NIST 800-171 ʠʣʠ 800-53, ISO 27000, PCI DSS, ʠ ʬʝʜʝʨʘʣʴʥʳʤ ʟʘʢʦʥʘʤ, ʪʘʢʠʤ ʢʘʢ 

HIPAA ʠ GLBA (ʩʨʝʜʠ ʧʨʦʯʠʭ); ʘ ʪʘʢʞʝ 

ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ çʤʘʩʰʪʘʙʫ ʠ ʨʘʟʤʘʭʫè ʢʦʤʧʘʥʠʠ, ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʫʶ ʦʥʘ 

ʩʦʙʠʨʘʝʪ, ʚʠʜʘʤ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʢʦʪʦʨʳʤʠ ʦʥʘ ʟʘʥʠʤʘʝʪʩʷ, ʘ ʪʘʢʞʝ ʠʤʝʶʱʠʤʩʷ 

ʨʝʩʫʨʩʘʤ ʠ ʠʥʩʪʨʫʤʝʥʪʘʤ. 

ɼʘʞʝ ʝʩʣʠ ʩʫʱʝʩʪʚʫʝʪ ʧʠʩʴʤʝʥʥʘʷ ʧʨʦʛʨʘʤʤʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʝʩʪʴ 

ʦʧʨʝʜʝʣʝʥʥʳʝ ʠʩʢʣʶʯʝʥʠʷ. ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʦʨʛʘʥʠʟʘʮʠʷ ʧʦʣʫʯʠʣʘ ʬʘʢʪʠʯʝʩʢʦʝ 

ʫʚʝʜʦʤʣʝʥʠʝ ʦʙ ʫʛʨʦʟʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʀʣʠ, ʝʩʣʠ ʦʥ ʥʝ 

ʧʨʝʜʧʨʠʥʷʣ ʜʝʡʩʪʚʠʡ ʚ ʨʘʟʫʤʥʳʝ ʩʨʦʢʠ, ʧʨʝʜʧʨʠʥʷʪʴ ʠʟʚʝʩʪʥʳʝ ʤʝʨʳ ʧʦ 

ʠʩʧʨʘʚʣʝʥʠʶ ʧʦʣʦʞʝʥʠʷ ʜʣʷ ʟʘʱʠʪʳ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠè. (Julia Kadish, Liisa 

Thomas. Utah Creates Data Breach Safe Harbor // Sheppard Mullin 

(https://www.eyeonprivacy.com/2021/04/utah-safe-harbor/#page=1). 12.04.2021). 

***  

 

çɺ ʥʘʯʘʣʝ ʤʘʨʪʘ ɼʝʧʘʨʪʘʤʝʥʪ ʬʠʥʘʥʩʦʚʳʭ ʫʩʣʫʛ ʰʪʘʪʘ ʅʴʶ-ʁʦʨʢ 

(çDFSè) ʧʦʜʧʠʩʘʣ ʧʨʠʢʘʟ ʦ ʩʦʛʣʘʩʠʠ, ʪʨʝʙʫʶʱʠʡ, ʯʪʦʙʳ ʢʦʤʧʘʥʠʷ ʧʦ 

ʞʠʣʠʱʥʦʡ ʠʧʦʪʝʢʝ ʚʳʧʣʘʪʠʣʘ 1,5 ʤʠʣʣʠʦʥʘ ʜʦʣʣʘʨʦʚ ʟʘ ʥʝʩʦʙʣʶʜʝʥʠʝ 

ʇʦʣʦʞʝʥʠʷ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʘʩʪʴ 500 ʨʘʟʜʝʣʘ 23 ʂʦʜʝʢʩʘ ʰʪʘʪʘ ʅʴʶ-

ʁʦʨʢ. ʂʨʫʪʦʡ ʬʠʥʘʥʩʦʚʳʡ ʰʪʨʘʬ ʚ ʧʨʠʢʘʟʝ ʦ ʩʦʛʣʘʩʠʠ ʷʚʣʷʝʪʩʷ ʩʫʨʦʚʳʤ 

ʥʘʧʦʤʠʥʘʥʠʝʤ ʢʦʤʧʘʥʠʷʤ, ʧʦʜʧʘʜʘʶʱʠʤ ʧʦʜ ʜʝʡʩʪʚʠʝ ʏʘʩʪʠ 500, ʦ ʪʦʤ, ʯʪʦ ʦʥʠ 

ʜʦʣʞʥʳ ʫʜʝʣʷʪʴ ʧʝʨʚʦʦʯʝʨʝʜʥʦʝ ʚʥʠʤʘʥʠʝ ʩʦʙʣʶʜʝʥʠʶ. 
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ɺ ʬʝʚʨʘʣʝ 2017 ʛʦʜʘ ʚ ʅʴʶ-ʁʦʨʢʝ ʙʳʣ ʧʨʠʥʷʪ ʟʘʢʦʥ, ʦʙʷʟʳʚʘʶʱʠʡ 

ʬʠʥʘʥʩʦʚʳʝ ʢʦʤʧʘʥʠʠ ʚʥʝʜʨʷʪʴ ʠ ʩʦʦʙʱʘʪʴ ʧʦʜʨʦʙʥʫʶ ʩʪʨʫʢʪʫʨʫ, ʥʘʧʨʘʚʣʝʥʥʫʶ 

ʥʘ ʟʘʱʠʪʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ ʧʦʪʨʝʙʠʪʝʣʝʡ. ʏʘʩʪʴ 500 ʈʘʟʜʝʣʘ 23 

ʂʦʜʝʢʩʘ ʰʪʘʪʘ ʅʴʶ-ʁʦʨʢ ʧʨʠʤʝʥʷʝʪʩʷ ʢ ʣʶʙʦʡ ʦʨʛʘʥʠʟʘʮʠʠ, ʜʝʷʪʝʣʴʥʦʩʪʴ ʢʦʪʦʨʦʡ 

ʨʝʛʫʣʠʨʫʝʪʩʷ DFS. ʕʪʦ ʨʝʛʫʣʠʨʦʚʘʥʠʝ ʚ ʟʥʘʯʠʪʝʣʴʥʦʡ ʩʪʝʧʝʥʠ ʚʣʠʷʝʪ ʥʘ 

ʬʠʥʘʥʩʦʚʫʶ, ʙʘʥʢʦʚʩʢʫʶ ʠ ʩʪʨʘʭʦʚʫʶ ʦʪʨʘʩʣʠ ʉʐɸ. ʉʫʙʲʝʢʪʳ, ʥʘʨʫʰʘʶʱʠʝ ʵʪʦʪ 

ʟʘʢʦʥ, ʤʦʛʫʪ ʧʦʥʝʩʪʠ ʰʪʨʘʬ ʚ ʨʘʟʤʝʨʝ ʜʦ 250 000 ʜʦʣʣʘʨʦʚ ʉʐɸ ʟʘ ʢʘʞʜʳʡ ʜʝʥʴ 

ʥʘʨʫʰʝʥʠʷ ʠʣʠ ʦʜʥʦʛʦ ʧʨʦʮʝʥʪʘ ʦʪ ʦʙʱʠʭ ʙʘʥʢʦʚʩʢʠʭ ʘʢʪʠʚʦʚ. 

ʂʦʤʧʘʥʠʠ, ʧʦʜʧʘʜʘʶʱʠʝ ʧʦʜ ʜʝʡʩʪʚʠʝ ʏʘʩʪʠ 500, ʦʞʠʜʘʶʪ ʨʝʟʫʣʴʪʘʪʦʚ ʧʦ 

ʵʪʦʤʫ ʚʦʧʨʦʩʫ, ʧʦʪʦʤʫ ʯʪʦ ʵʪʦ ʚʦʧʨʦʩ ʧʝʨʚʦʛʦ ʚʧʝʯʘʪʣʝʥʠʷ. 3 ʤʘʨʪʘ 2021 ʛʦʜʘ DFS 

ʜʦʩʪʠʛʣʘ ʩʚʦʝʛʦ ʧʝʨʚʦʛʦ ʧʦʣʥʦʛʦ ʫʨʝʛʫʣʠʨʦʚʘʥʠʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʏʘʩʪʴʶ 500, 

ʢʘʩʘʶʱʝʡʩʷ ʞʠʣʠʱʥʳʭ ʠʧʦʪʝʯʥʳʭ ʫʩʣʫʛ. DFS ʠ ʉʣʫʞʙʘ ʞʠʣʠʱʥʦʛʦ ʠʧʦʪʝʯʥʦʛʦ 

ʢʨʝʜʠʪʦʚʘʥʠʷ ʩʦʛʣʘʩʠʣʠʩʴ ʨʘʟʨʝʰʠʪʴ ʵʪʦʪ ʚʦʧʨʦʩ ʙʝʟ ʜʘʣʴʥʝʡʰʠʭ ʨʘʟʙʠʨʘʪʝʣʴʩʪʚ. 

ɺ ʨʝʟʫʣʴʪʘʪʝ ʞʠʣʠʱʥʘʷ ʠʧʦʪʝʢʘ ʜʦʣʞʥʘ ʫʧʣʘʪʠʪʴ ʛʨʘʞʜʘʥʩʢʠʡ ʜʝʥʝʞʥʳʡ ʰʪʨʘʬ ʚ 

ʨʘʟʤʝʨʝ 1,5 ʤʠʣʣʠʦʥʘ ʜʦʣʣʘʨʦʚ ʚ ʪʝʯʝʥʠʝ ʜʝʩʷʪʠ ʜʥʝʡ ʩ ʤʦʤʝʥʪʘ ʠʩʧʦʣʥʝʥʠʷ 

ʧʨʠʢʘʟʘ ʦ ʩʦʛʣʘʩʠʠ. ʇʨʠʥʠʤʘʷ ʵʪʦ ʨʝʰʝʥʠʝ, DFS ʦʮʝʥʠʣʘ ʩʪʝʧʝʥʴ, ʚ ʢʦʪʦʨʦʡ 

ʞʠʣʠʱʥʘʷ ʠʧʦʪʝʢʘ ʩʦʪʨʫʜʥʠʯʘʣʘ ʩ DFS ʚ ʩʚʦʝʤ ʨʘʩʩʣʝʜʦʚʘʥʠʠ, ʬʠʥʘʥʩʦʚʳʝ 

ʨʝʩʫʨʩʳ ʠ ʜʦʙʨʦʩʦʚʝʩʪʥʦʩʪʴ ʧʨʦʚʝʜʝʥʠʷ ʨʘʩʩʣʝʜʦʚʘʥʠʷ, ʩʝʨʴʝʟʥʦʩʪʴ ʥʘʨʫʰʝʥʠʷ ʠ 

ʦʙʱʝʩʪʚʝʥʥʳʝ ʠʥʪʝʨʝʩʳ. ʋʩʪʘʥʦʚʠʚ ʵʪʦʪ ʩʝʨʴʝʟʥʳʡ ʬʠʥʘʥʩʦʚʳʡ ʰʪʨʘʬ, DFS 

ʧʦʩʣʘʣʘ ʦʯʝʥʴ ʯʝʪʢʠʡ ʩʠʛʥʘʣ ʜʨʫʛʠʤ ʢʦʤʧʘʥʠʷʤ, ʧʦʜʧʘʜʘʶʱʠʤ ʧʦʜ ʜʝʡʩʪʚʠʝ ʏʘʩʪʠ 

500: ʩʦʙʣʶʜʘʡʪʝ, ʧʦʜʯʠʥʷʪʴʩʷ ʠ ʧʦʜʯʠʥʷʪʴʩʷ. ʂʨʦʤʝ ʪʦʛʦ, DFS ʚʚʝʣʘ ʨʷʜ 

ʢʦʨʨʝʢʪʠʨʫʶʱʠʭ ʤʝʨ ʚ ʦʪʥʦʰʝʥʠʠ ʞʠʣʠʱʥʦʡ ʠʧʦʪʝʢʠ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʙʫʜʫʱʠʭ ʠʥʮʠʜʝʥʪʦʚ ʧʫʪʝʤ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʚʦʠʭ 

ʩʠʩʪʝʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʜʘʥʥʳʭ ʢʣʠʝʥʪʦʚ. ʕʪʠ ʤʝʨʳ ʚʢʣʶʯʘʶʪ ʧʣʘʥ 

ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʮʝʥʢʫ ʨʠʩʢʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʚ ʪʝʯʝʥʠʝ 90 ʜʥʝʡ ʩ ʤʦʤʝʥʪʘ ʟʘʢʘʟʘ, ʘ ʪʘʢʞʝ ʧʨʦʛʨʘʤʤʳ ʦʙʫʯʝʥʠʷ ʠ ʤʦʥʠʪʦʨʠʥʛʘ ʚ 

ʪʝʯʝʥʠʝ 90 ʜʥʝʡ ʩ ʤʦʤʝʥʪʘ ʟʘʢʘʟʘè. (Alan Friel, Ann J. LaFrance, Katie Sharpless. 

DFS Enters Into $1.5 Million Consent Order With Residential Mortgage Company In 

Wake of Data Breach // Squire Patton Boggs 

(https://www.securityprivacybytes.com/2021/04/dfs-enters-into-1-5-million-consent-

order-with-residential-mortgage-company-in-wake-of-widespread-data-breach/). 

13.04.2021). 

***  

 

ç4 ʤʘʨʪʘ 2021 ʛʦʜʘ ʉʯʝʪʥʘʷ ʧʘʣʘʪʘ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʉʐɸ (çGAOè) 

ʦʧʫʙʣʠʢʦʚʘʣʘ ʦʪʯʝʪ ʧʦʜ ʥʘʟʚʘʥʠʝʤ çʂʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʩʠʩʪʝʤ ʚʦʦʨʫʞʝʥʠʷ: 

ʨʫʢʦʚʦʜʩʪʚʦ ʧʦʤʦʞʝʪ ʧʨʦʛʨʘʤʤʘʤ ʄʠʥʠʩʪʝʨʩʪʚʘ ʦʙʦʨʦʥʳ ʉʐɸ ʣʫʯʰʝ 
ʩʦʦʙʱʘʪʴ ʦ ʪʨʝʙʦʚʘʥʠʷʭ ʧʦʜʨʷʜʯʠʢʘʤè (çʆʪʯʝʪè). 1 ʆʪʯʝʪ ʩʣʝʜʫʝʪ ʟʘ 

ʧʨʝʜʳʜʫʱʠʤ ʦʪʯʝʪʦʤ ʟʘ 2018 ʛʦʜ (çʆʪʯʝʪ ʟʘ 2018 ʛʦʜè), ʚ ʢʦʪʦʨʦʤ ʙʳʣʦ 

ʦʙʥʘʨʫʞʝʥʦ, ʯʪʦ ʄʠʥʠʩʪʝʨʩʪʚʦ ʦʙʦʨʦʥʳ (çDoDè) ʪʦʣʴʢʦ ʥʝʜʘʚʥʦ ʥʘʯʘʣʦ ʫʜʝʣʷʪʴ 

ʧʨʠʦʨʠʪʝʪʥʦʝ ʚʥʠʤʘʥʠʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩʠʩʪʝʤ ʚʦʦʨʫʞʝʥʠʡ ʠ ʯʪʦ ʚ ʧʨʦʮʝʩʩʝ 

ʧʨʠʦʙʨʝʪʝʥʠʷ DoD ʠʟʦ ʚʩʝʭ ʩʠʣ ʧʳʪʘʣʠʩʴ ʧʨʝʜʦʩʪʘʚʠʪʴ ʦʨʫʞʠʝ, ʢʦʪʦʨʦʝ ʙʳʣʦ ʙʳ 

ʫʩʪʦʡʯʠʚʳʤ ʢ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʫ. 2 ɺ ʧʦʩʣʝʜʥʝʤ ʦʪʯʝʪʝ GAO ʙʳʣʠ ʨʘʩʩʤʦʪʨʝʥʳ 

ʰʘʛʠ, ʧʨʝʜʧʨʠʥʷʪʳʝ ʄʠʥʠʩʪʝʨʩʪʚʦʤ ʦʙʦʨʦʥʳ ʜʣʷ ʫʣʫʯʰʝʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʩʠʩʪʝʤ ʦʨʫʞʠʷ, ʠ ʦʙʥʘʨʫʞʝʥʦ, ʯʪʦ, ʥʝʩʤʦʪʨʷ ʥʘ ʥʝʢʦʪʦʨʳʡ ʧʨʦʛʨʝʩʩ, ʥʝʢʦʪʦʨʳʝ 
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ʧʨʦʛʨʘʤʤʳ ʠʟʦ ʚʩʝʭ ʩʠʣ ʧʳʪʘʣʠʩʴ ʚʢʣʶʯʠʪʴ ʪʨʝʙʦʚʘʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 

ʢʦʥʪʨʘʢʪʳ.ɺ ʆʪʯʝʪʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ, ʯʪʦʙʳ ʘʨʤʠʷ, ʬʣʦʪ ʠ ʢʦʨʧʫʩ ʤʦʨʩʢʦʡ ʧʝʭʦʪʳ, ʚ 

ʯʘʩʪʥʦʩʪʠ, ʧʨʝʜʦʩʪʘʚʠʣʠ ʨʝʢʦʤʝʥʜʘʮʠʠ ʦ ʪʦʤ, ʢʘʢ ʠʭ ʦʩʥʦʚʥʳʝ ʧʨʦʛʨʘʤʤʳ 

ʦʙʦʨʦʥʥʳʭ ʟʘʢʫʧʦʢ ʜʦʣʞʥʳ ʚʢʣʶʯʘʪʴ ʚ ʢʦʥʪʨʘʢʪʳ ʠʥʜʠʚʠʜʫʘʣʴʥʳʝ ʪʨʝʙʦʚʘʥʠʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʆʪʯʝʪ ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʥʝʩʢʦʣʴʢʠʭ ʥʝʜʘʚʥʠʭ ʩʦʙʳʪʠʡ ʚ ʨʘʩʪʫʱʝʤ ʚʥʠʤʘʥʠʠ 

ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʉʐɸ ʢ ʩʦʙʣʶʜʝʥʠʶ ʪʨʝʙʦʚʘʥʠʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʪʘʥʜʘʨʪʘʤ ʚ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʢʦʥʪʨʘʢʪʘʭ. ʇʦʜʨʷʜʯʠʢʠ ʠ ʩʫʙʧʦʜʨʷʜʯʠʢʠ, ʧʦʜʜʝʨʞʠʚʘʶʱʠʝ 

ʧʨʦʛʨʘʤʤʳ ʩʠʩʪʝʤ ʚʦʦʨʫʞʝʥʠʡ, ʜʦʣʞʥʳ ʙʳʪʴ ʛʦʪʦʚʳ ʢ ʪʦʤʫ, ʯʪʦ ʙʦʣʝʝ ʧʦʜʨʦʙʥʳʝ 

ʪʨʝʙʦʚʘʥʠʷ ʢ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʙʫʜʫʪ ʚʢʣʶʯʝʥʳ ʚ ʩʫʱʝʩʪʚʫʶʱʠʝ ʢʦʥʪʨʘʢʪʳ ʠ 

ʟʘʷʚʢʠ ʥʘ ʟʘʢʣʶʯʝʥʠʝ ʙʫʜʫʱʠʭ ʢʦʥʪʨʘʢʪʦʚ. 

ɺʳʚʦʜʳ ʠ ʨʝʢʦʤʝʥʜʘʮʠʠ ʦʪʯʝʪʘ 

ʇʦʩʣʝ ʦʪʯʝʪʘ ʟʘ 2018 ʛʦʜ ʄʠʥʠʩʪʝʨʩʪʚʦ ʦʙʦʨʦʥʳ ʜʦʙʠʣʦʩʴ ʙʦʣʴʰʠʭ ʫʩʧʝʭʦʚ 

ʚ ʫʣʫʯʰʝʥʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩʚʦʠʭ ʩʠʩʪʝʤ ʚʦʦʨʫʞʝʥʠʷ.ɺʦ-ʧʝʨʚʳʭ, 

ʄʠʥʠʩʪʝʨʩʪʚʦ ʦʙʦʨʦʥʳ ʧʦʣʫʯʠʣʦ ʙʦʣʝʝ ʰʠʨʦʢʠʡ ʜʦʩʪʫʧ ʢ ʢʠʙʝʨʥʝʪʠʯʝʩʢʦʡ 

ʵʢʩʧʝʨʪʠʟʝ, ʩʦʩʨʝʜʦʪʦʯʠʚ ʚʥʠʤʘʥʠʝ ʥʘ ʥʘʡʤʝ ʠ ʫʜʝʨʞʘʥʠʠ ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʦʛʦ 

ʧʝʨʩʦʥʘʣʘ ʚ ʨʘʤʢʘʭ ʩʚʦʠʭ ʢʘʜʨʦʚʳʭ ʨʝʩʫʨʩʦʚ.ɺʦ-ʚʪʦʨʳʭ, ʄʠʥʠʩʪʝʨʩʪʚʦ ʦʙʦʨʦʥʳ 

ʨʘʩʰʠʨʠʣʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʠʙʝʨ-ʦʮʝʥʦʢ, ʧʨʦʚʦʜʷ ʪʝʩʪʠʨʦʚʘʥʠʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʥʘ ʧʨʦʪʷʞʝʥʠʠ ʚʩʝʛʦ ʧʨʦʮʝʩʩʘ ʧʨʠʦʙʨʝʪʝʥʠʷ.ɺ-ʪʨʝʪʴʠʭ, DoD ʙʦʣʝʝ ʪʦʯʥʦ 

ʘʜʘʧʪʠʨʦʚʘʣ ʩʚʦʠ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢ ʘʥʘʣʦʛʠʯʥʳʤ ʪʠʧʘʤ ʩʠʩʪʝʤ, ʚʢʣʶʯʠʚ 

ʩʪʨʫʢʪʫʨʫ ʫʧʨʘʚʣʝʥʠʷ ʨʠʩʢʘʤʠ (çRMFè), ʰʝʩʪʠʵʪʘʧʥʳʡ ʧʨʦʮʝʩʩ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʠ 

ʩʥʠʞʝʥʠʷ ʨʠʩʢʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʩʠʩʪʝʤ DoD.ʅʘʢʦʥʝʮ, ʄʠʥʠʩʪʝʨʩʪʚʦ 

ʦʙʦʨʦʥʳ ʚʳʧʫʩʪʠʣʦ ʧʦʜʨʦʙʥʫʶ ʧʦʣʠʪʠʢʫ ʠʣʠ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʚʥʝʜʨʝʥʠʶ RMF. 

ʅʝʩʤʦʪʨʷ ʥʘ ʵʪʦʪ ʧʨʦʛʨʝʩʩ, ʚ ʦʪʯʝʪʝ ʙʳʣʦ ʦʙʥʘʨʫʞʝʥʦ, ʯʪʦ ʄʠʥʠʩʪʝʨʩʪʚʦ 

ʦʙʦʨʦʥʳ ʚʩʝ ʝʱʝ ʠʟʦ ʚʩʝʭ ʩʠʣ ʧʳʪʘʝʪʩʷ ʚʢʣʶʯʠʪʴ ʪʨʝʙʦʚʘʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 

ʩʚʦʠ ʧʨʦʮʝʩʩʳ ʠ ʢʦʥʪʨʘʢʪʳ ʥʘ ʧʨʠʦʙʨʝʪʝʥʠʝ ʩʠʩʪʝʤ ʦʨʫʞʠʷ.ɺ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʡ 

ʯʘʩʪʠ ʧʦʣʠʪʠʢʠ ʠ ʨʫʢʦʚʦʜʩʪʚʘ ʘʨʤʠʠ, ʬʣʦʪʘ ʠ ʤʦʨʩʢʦʡ ʧʝʭʦʪʳ ʦʙʩʫʞʜʘʶʪ 

ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʪʨʝʙʦʚʘʥʠʡ ʢ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʦ ʥʝ ʚʢʣʶʯʘʶʪ ʧʦʜʨʦʙʥʦʝ 

ʨʫʢʦʚʦʜʩʪʚʦ ʦʪʥʦʩʠʪʝʣʴʥʦ ʪʦʛʦ, ʢʘʢ ʢʦʥʪʨʘʢʪʳ ʥʘ ʩʠʩʪʝʤʳ ʚʦʦʨʫʞʝʥʠʷ ʜʦʣʞʥʳ 

ʚʢʣʶʯʘʪʴ ʵʪʠ ʪʨʝʙʦʚʘʥʠʷ ʠ ʙʦʣʝʝ ʰʠʨʦʢʠʝ ʮʝʣʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

GAO ʦʙʥʘʨʫʞʠʣʦ, ʯʪʦ ʤʥʦʛʠʝ ʠʟ ʧʨʦʚʝʨʝʥʥʳʭ ʠʤ ʢʦʥʪʨʘʢʪʦʚ ʥʝ ʩʦʜʝʨʞʘʣʠ 

ʪʨʝʙʦʚʘʥʠʡ ʢ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʜʨʫʛʠʝ, ʢʦʪʦʨʳʝ ʜʝʡʩʪʚʠʪʝʣʴʥʦ 

ʩʦʜʝʨʞʘʣʠ ʪʨʝʙʦʚʘʥʠʷ ʢ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʝʪʢʦ ʥʝ ʦʧʨʝʜʝʣʷʣʠ, ʢʘʢ ʚʳʧʦʣʥʷʪʴ 

ʵʪʠ ʪʨʝʙʦʚʘʥʠʷ.ʅʘʧʨʠʤʝʨ, ʥʝʢʦʪʦʨʳʝ ʢʦʥʪʨʘʢʪʳ ʚʢʣʶʯʘʣʠ ʚ ʩʝʙʷ ʦʙʱʠʝ 

ʬʦʨʤʫʣʠʨʦʚʢʠ, ʪʨʝʙʫʶʱʠʝ ʦʪ ʧʦʜʨʷʜʯʠʢʦʚ çʢʠʙʝʨʫʩʪʦʡʯʠʚʦʩʪʠè ʠʣʠ çʩʦʙʣʶʜʝʥʠʷ 

RMFè ʙʝʟ ʢʘʢʠʭ-ʣʠʙʦ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʧʦʜʨʦʙʥʦʩʪʝʡ ʦ ʪʦʤ, ʢʘʢ ʧʦʜʨʷʜʯʠʢ ʜʦʣʞʝʥ 

ʜʦʩʪʠʯʴ ʪʘʢʦʛʦ ʩʪʘʥʜʘʨʪʘ ʠʣʠ ʯʝʛʦ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʭʦʯʝʪ ʦʪ ʢʠʙʝʨʩʠʩʪʝʤʳ.ʂʨʦʤʝ 

ʪʦʛʦ, ʢʦʥʪʨʘʢʪʳ ʥʘ ʜʨʫʛʠʝ ʩʠʩʪʝʤʳ ʦʨʫʞʠʷ ʥʝ ʦʧʨʝʜʝʣʷʣʠ ʪʨʝʙʦʚʘʥʠʡ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʦʙʲʝʢʪʠʚʥʳʭ ʪʝʨʤʠʥʘʭ, ʘ ʪʘʢʞʝ ʥʝ ʩʦʜʝʨʞʘʣʠ ʧʨʦʚʝʨʝʥʥʳʭ 

ʢʦʥʪʨʘʢʪʦʚ ʢʦʣʠʯʝʩʪʚʝʥʥʳʭ ʠ ʦʙʲʝʢʪʠʚʥʳʭ ʢʨʠʪʝʨʠʝʚ ʪʦʛʦ, ʢʘʢ ʧʨʘʚʠʪʝʣʴʩʪʚʦ 

ʤʦʛʣʦ ʙʳ ʧʨʦʚʝʨʠʪʴ ʠ ʛʘʨʘʥʪʠʨʦʚʘʪʴ, ʯʪʦ ʧʦʜʨʷʜʯʠʢ ʚʳʧʦʣʥʷʝʪ ʢʦʥʪʨʘʢʪʥʳʝ 

ʪʨʝʙʦʚʘʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺ ʦʪʯʝʪʝ ʙʳʣʦ ʦʙʥʘʨʫʞʝʥʦ, ʯʪʦ ʦʪʩʫʪʩʪʚʠʝ ʯʝʪʢʠʭ ʠ ʦʙʲʝʢʪʠʚʥʳʭ 

ʩʧʝʮʠʬʠʢʘʮʠʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʢʦʥʪʨʘʢʪʘʭ ʥʘ ʩʠʩʪʝʤʳ ʦʨʫʞʠʷ ʩʦʟʜʘʝʪ ʨʠʩʢ 

ʪʦʛʦ, ʯʪʦ ʧʦʩʣʝ ʟʘʢʣʶʯʝʥʠʷ ʢʦʥʪʨʘʢʪʘ ʧʦʪʨʝʙʫʝʪʩʷ ʚʥʝʩʪʠ ʠʟʤʝʥʝʥʠʷ, ʯʪʦ 
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ʧʦʪʨʝʙʫʝʪ ʩʦʛʣʘʩʦʚʘʥʠʷ ʩʧʨʘʚʝʜʣʠʚʳʭ ʢʦʨʨʝʢʪʠʨʦʚʦʢ, ʯʪʦ ʧʨʠʚʝʜʝʪ ʢ ʟʘʜʝʨʞʢʘʤ ʠ 

ʫʚʝʣʠʯʝʥʠʶ ʟʘʪʨʘʪ.ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʦʪʩʫʪʩʪʚʠʝ ʟʥʘʯʠʤʳʭ ʪʨʝʙʦʚʘʥʠʡ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʧʨʦʮʝʩʩʝ ʧʨʠʦʙʨʝʪʝʥʠʷ ʩʠʩʪʝʤ ʦʨʫʞʠʷ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʩʠʩʪʝʤʳ 

ʚʦʦʨʫʞʝʥʠʡ ʄʠʥʠʩʪʝʨʩʪʚʘ ʦʙʦʨʦʥʳ ʤʦʛʫʪ ʩʪʦʣʢʥʫʪʴʩʷ ʩ ʪʨʫʜʥʦʩʪʷʤʠ ʧʨʠ 

ʩʚʦʝʚʨʝʤʝʥʥʦʡ ʜʦʩʪʘʚʢʝ ʦʨʫʞʠʷ, ʢʦʪʦʨʦʝ ʷʚʣʷʝʪʩʷ ʢʠʙʝʨ-ʫʩʪʦʡʯʠʚʳʤ ʠ ʩʧʦʩʦʙʥʳʤ 

ʚʳʧʦʣʥʷʪʴ ʟʘʜʘʯʠ ʚ ʩʣʫʯʘʝ ʢʠʙʝʨʘʪʘʢʠ. 

ɺ ʦʪʯʝʪʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ, ʯʪʦʙʳ ʘʨʤʠʷ, ʬʣʦʪ ʠ ʢʦʨʧʫʩ ʤʦʨʩʢʦʡ 

ʧʝʭʦʪʳ3ʫʩʪʘʥʦʚʠʣʠ ʪʚʝʨʜʳʝ, ʯʝʪʢʠʝ ʠ ʧʨʘʢʪʠʯʝʩʢʠ ʚʳʧʦʣʥʠʤʳʝ ʢʠʙʝʨ-ʪʨʝʙʦʚʘʥʠʷ 

ʥʘ ʨʘʥʥʝʤ ʵʪʘʧʝ ʧʨʦʮʝʩʩʘ ʧʨʠʦʙʨʝʪʝʥʠʷ, ʠ ʯʪʦʙʳ ʵʪʠ ʩʣʫʞʙʳ ʠʩʧʦʣʴʟʦʚʘʣʠ 

ʭʦʜʘʪʘʡʩʪʚʘ ʜʣʷ ʩʦʦʙʱʝʥʠʷ ʪʨʝʙʦʚʘʥʠʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʧʦʜʨʷʜʯʠʢʠ 

ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ ʠ ʧʨʦʠʟʚʦʜʩʪʚʘ ʩʠʩʪʝʤ ʦʨʫʞʠʷ.ɺ ʩʚʦʶ ʦʯʝʨʝʜʴ, 

ʵʪʠ ʪʨʝʙʦʚʘʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʪʝʤ ʙʫʜʫʪ ʦʪʦʙʨʘʞʘʪʴʩʷ ʢʘʢ ʩʠʩʪʝʤʥʳʝ 

ʪʨʝʙʦʚʘʥʠʷ ʢ ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʠ ʠ ʩʧʝʮʠʬʠʢʘʮʠʠ ʚ ʟʘʢʣʶʯʝʥʥʳʭ ʢʦʥʪʨʘʢʪʘʭ. ɺ 

ʦʪʯʝʪʝ ʪʘʢʞʝ ʨʝʢʦʤʝʥʜʦʚʘʣʦʩʴ ʄʠʥʠʩʪʝʨʩʪʚʫ ʦʙʦʨʦʥʳ ʨʘʟʨʘʙʦʪʘʪʴ ʨʘʙʦʯʠʡ 

ʧʨʦʮʝʩʩ ʜʣʷ ʧʨʦʚʝʨʢʠ ʩʦʙʣʶʜʝʥʠʷ ʧʦʜʨʷʜʯʠʢʘʤʠ ʵʪʠʭ ʜʦʛʦʚʦʨʥʳʭ ʪʨʝʙʦʚʘʥʠʡ ʢ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʏʪʦ ʵʪʦ ʦʟʥʘʯʘʝʪ ʜʣʷ ʧʦʜʨʷʜʯʠʢʦʚ 

ʇʦʜʨʷʜʯʠʢʠ, ʨʘʙʦʪʘʶʱʠʝ ʥʘʜ ʩʠʩʪʝʤʘʤʠ ʚʦʦʨʫʞʝʥʠʷ ʄʠʥʠʩʪʝʨʩʪʚʘ 

ʦʙʦʨʦʥʳ, ʜʦʣʞʥʳ ʙʳʪʴ ʛʦʪʦʚʳ ʢ ʠʟʤʝʥʝʥʠʷʤ ʚ ʧʨʦʮʝʩʩʝ ʧʨʠʦʙʨʝʪʝʥʠʷ ʩʠʩʪʝʤ 

ʚʦʦʨʫʞʝʥʠʡ ʚ ʙʫʜʫʱʝʤ.ʄʠʥʠʩʪʝʨʩʪʚʦ ʦʙʦʨʦʥʳ ʩʦʛʣʘʩʠʣʦʩʴ ʩ ʨʝʢʦʤʝʥʜʘʮʠʷʤʠ 

GAO ʠ ʩʦʛʣʘʩʠʣʦʩʴ ʩ ʪʝʤ, ʯʪʦ ʩʣʝʜʫʝʪ ʨʘʟʨʘʙʦʪʘʪʴ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʧʨʦʛʨʘʤʤʘʤ 

ʧʨʠʦʙʨʝʪʝʥʠʷ, ʯʪʦʙʳ ʚʢʣʶʯʠʪʴ ʚ ʢʦʥʪʨʘʢʪʳ ʠʥʜʠʚʠʜʫʘʣʴʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩʠʩʪʝʤ ʦʨʫʞʠʷ, ʢʨʠʪʝʨʠʠ ʧʨʠʝʤʢʠ ʠ ʧʨʦʮʝʩʩʳ ʧʨʦʚʝʨʢʠ.ʕʪʠ 

ʪʨʝʙʦʚʘʥʠʷ ʢ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʛʫʪ ʧʦʷʚʣʷʪʴʩʷ ʚʦ ʚʩʝʭ ʘʩʧʝʢʪʘʭ ʮʝʧʦʯʢʠ 

ʧʦʩʪʘʚʦʢ ʩʠʩʪʝʤ ʚʦʦʨʫʞʝʥʠʷ ʄʠʥʠʩʪʝʨʩʪʚʘ ʦʙʦʨʦʥʳ ʉʐɸ, ʘ ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ 

ʣʶʙʦʡ ʧʦʜʨʷʜʯʠʢ, ʩʫʙʧʦʜʨʷʜʯʠʢ ʠʣʠ ʧʦʩʪʘʚʱʠʢ, ʟʘʥʷʪʳʡ ʚ ʨʘʙʦʪʝ ʧʦ ʧʦʜʜʝʨʞʢʝ 

ʩʠʩʪʝʤ ʚʦʦʨʫʞʝʥʠʷ ʄʠʥʠʩʪʝʨʩʪʚʘ ʦʙʦʨʦʥʳ, ʤʦʞʝʪ ʫʚʠʜʝʪʴ ʚ ʩʚʦʠʭ ʢʦʥʪʨʘʢʪʘʭ 

ʥʦʚʳʝ ʠʣʠ ʙʦʣʝʝ ʧʦʜʨʦʙʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʊʘʢʠʝ ʪʨʝʙʦʚʘʥʠʷ ʜʦʙʘʚʷʪ ʢ ʠ ʙʝʟ ʪʦʛʦ ʩʣʦʞʥʦʡ ʠ ʨʘʟʚʠʚʘʶʱʝʡʩʷ ʩʪʨʫʢʪʫʨʝ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦ ʢʦʪʦʨʦʡ ʧʦʜʨʷʜʯʠʢʠ ʜʦʣʞʥʳ ʦʨʠʝʥʪʠʨʦʚʘʪʴʩʷ, ʚʢʣʶʯʘʷ 

ʩʣʝʜʫʶʱʠʝ ʥʝʜʘʚʥʠʝ ʠʟʤʝʥʝʥʠʷ ʚ ʩʪʘʥʜʘʨʪʘʭ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ: 

ʉʝʨʪʠʬʠʢʘʮʠʷ ʤʦʜʝʣʠ ʟʨʝʣʦʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʤʝʪʦʜʦʣʦʛʠʷ ʦʮʝʥʢʠ 

NIST SP 800-171 DoD.ɺ ʧʨʦʰʣʦʤ ʛʦʜʫ DoD ʠʟʜʘʣʦ ʚʨʝʤʝʥʥʦʝ ʧʨʘʚʠʣʦ, ʯʪʦʙʳ 

ʜʦʧʦʣʥʠʪʴ ʩʚʦʶ ʧʨʦʛʨʘʤʤʫ ʩʝʨʪʠʬʠʢʘʮʠʠ ʤʦʜʝʣʠ ʟʨʝʣʦʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

(CMMC) ʤʝʪʦʜʦʣʦʛʠʝʡ ʦʮʝʥʢʠ DoD.ɺʨʝʤʝʥʥʦʝ ʧʨʘʚʠʣʦ ʚʥʝʩʣʦ ʧʦʧʨʘʚʢʠ ʚ 

ɼʦʧʦʣʥʝʥʠʝ ʢ ʇʦʣʦʞʝʥʠʶ ʦʙ ʦʙʦʨʦʥʥʳʭ ʬʝʜʝʨʘʣʴʥʳʭ ʟʘʢʫʧʢʘʭ (çDFARSè), ʯʪʦʙʳ 

ʦʙʝʩʧʝʯʠʪʴ ʜʚʫʭʵʪʘʧʥʳʡ ʧʨʦʮʝʩʩ ʧʨʦʚʝʨʢʠ ʧʦʜʨʷʜʯʠʢʦʚ, ʪʨʝʙʫʷ, ʯʪʦʙʳ 

ʧʦʜʨʷʜʯʠʢʠ ʙʳʣʠ ʩʝʨʪʠʬʠʮʠʨʦʚʘʥʳ ʩ ʧʦʤʦʱʴʶ ʤʝʪʦʜʦʣʦʛʠʠ ʦʮʝʥʢʠ NIST SP 800-

171 ʄʠʥʠʩʪʝʨʩʪʚʘ ʦʙʦʨʦʥʳ ʉʐɸ ʧʝʨʝʜ ʪʝʤ, ʢʘʢ ʧʨʦʡʪʠ ʯʝʨʝʟ ʧʦʣʥʫʶ ʩʪʨʫʢʪʫʨʫ 

CMMC.4ʄʳ ʨʘʥʝʝ ʦʙʩʫʞʜʘʣʠ ʵʪʦ ʨʘʟʚʠʪʠʝ ʙʦʣʝʝ ʧʦʜʨʦʙʥʦʟʜʝʩʴ. 

ʅʀʉʊ ʉʇ 800-53. ʅʘʮʠʦʥʘʣʴʥʳʡ ʠʥʩʪʠʪʫʪ ʥʘʫʢʠ ʠ ʪʝʭʥʦʣʦʛʠʡ (çNISTè) 

ʥʝʜʘʚʥʦ ʚʳʧʫʩʪʠʣ ʩʫʱʝʩʪʚʝʥʥʦ ʧʝʨʝʨʘʙʦʪʘʥʥʫʶ ʚʝʨʩʠʶ ʩʚʦʝʛʦ ʩʪʘʥʜʘʨʪʘ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, NIST SP 800-53, çʂʦʥʪʨʦʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʣʷ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʠ ʦʨʛʘʥʠʟʘʮʠʡè.5ʍʦʪʷ NIST SP 

800-53 ʧʨʠʤʝʥʷʝʪʩʷ ʢ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʤ ʩʠʩʪʝʤʘʤ ʠ ʦʨʛʘʥʠʟʘʮʠʷʤ ʉʐɸ (NIST SP 
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800-171 ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʨʦʠʟʚʦʜʥʳʡ ʥʘʙʦʨ ʩʪʘʥʜʘʨʪʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ 

ʧʦʜʨʷʜʯʠʢʦʚ), ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʩʜʝʣʘʣʦ ʩʦʦʪʚʝʪʩʪʚʠʝ ʩʪʘʥʜʘʨʪʘʤ NIST SP 800-53 

ʧʨʠʤʝʥʠʤʳʤ ʢʦ ʤʥʦʛʠʤ ʧʦʜʨʷʜʯʠʢʘʤ ʧʦʩʨʝʜʩʪʚʦʤ ʜʦʛʦʚʦʨʥʳʭ ʪʨʝʙʦʚʘʥʠʡ., ʘ 

ʠʟʤʝʥʝʥʠʷ ʢ SP 800-53, ʚʝʨʦʷʪʥʦ, ʙʫʜʫʪ ʦʪʨʘʞʝʥʳ ʚ ʙʫʜʫʱʠʭ ʚʝʨʩʠʷʭ SP 800-171 ʠ 

ʤʦʜʝʣʠ CMMC. 

V&E ʚʥʠʤʘʪʝʣʴʥʦ ʩʣʝʜʠʪ ʟʘ ʦʞʠʜʘʥʠʷʤʠ ʧʦʜʨʷʜʯʠʢʦʚ, ʩʚʷʟʘʥʥʳʤʠ ʩ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʠ ʛʦʪʦʚʘ ʦʪʚʝʪʠʪʴ ʥʘ ʣʶʙʳʝ ʚʘʰʠ ʚʦʧʨʦʩʳ ʧʦ ʵʪʠʤ ʠ ʜʨʫʛʠʤ 

ʩʦʙʳʪʠʷʤ ʚ ʵʪʦʡ ʦʙʣʘʩʪʠè. (Dan Graham, Devika Kornbacher, John Satira, Funmi 

Anifowoshe-Manning. GAO Urges Changes as Weapon Systems Cybersecurity 

Continues to Lag // Vinson & Elkins LLP (https://www.velaw.com/insights/gao-urges-

changes-as-weapon-systems-cybersecurity-continues-to-lag/). 08.04.2021). 
***  

 

çʉʝʥʘʪʦʨʳ ɻʵʨʠ ʇʝʪʝʨʩ (ʄʠʯʠʛʘʥ), ɼʞʦʥ ʍʫʚʝʥ (ʉʝʚʝʨʥʘʷ ɼʘʢʦʪʘ) ʠ 

ɼʞʝʢʠ ʈʦʟʝʥ (ʰʪʘʪ ʅʝʚʘʜʘ) ʥʝʜʘʚʥʦ ʚʥʦʚʴ ʧʨʝʜʩʪʘʚʠʣʠ ɿʘʢʦʥ ʦ ʬʝʜʝʨʘʣʴʥʦʡ 

ʧʨʦʛʨʘʤʤʝ ʨʦʪʘʮʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʡ ʥʘʧʨʘʚʣʝʥ ʥʘ ʨʘʟʚʠʪʠʝ ʠ 

ʫʜʝʨʞʘʥʠʝ ʚʳʩʦʢʦʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʭ ʬʝʜʝʨʘʣʴʥʳʭ ʢʘʜʨʦʚʳʭ ʩʧʝʮʠʘʣʠʩʪʦʚ 

ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʉʝʥʘʪʦʨʳ ʫʪʚʝʨʞʜʘʶʪ, ʯʪʦ ʘʛʝʥʪʩʪʚʘ ʬʝʜʝʨʘʣʴʥʦʛʦ ʧʨʘʚʠʪʝʣʴʩʪʚʘ 

ʩʪʘʣʢʠʚʘʶʪʩʷ ʩ ʨʘʩʪʫʱʠʤʠ ʢʠʙʝʨʫʛʨʦʟʘʤʠ, ʧʳʪʘʷʩʴ ʥʘʥʷʪʴ ʠ ʫʜʝʨʞʘʪʴ 

ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʭ ʩʦʪʨʫʜʥʠʢʦʚ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

çʅʝʜʘʚʥʠʝ ʥʘʨʫʰʝʥʠʷ ʥʘʰʝʡ ʬʝʜʝʨʘʣʴʥʦʡ ʢʠʙʝʨʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʢʦʪʦʨʳʝ 

ʧʦʩʪʘʚʠʣʠ ʧʦʜ ʫʛʨʦʟʫ ʥʘʮʠʦʥʘʣʴʥʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ, ʧʦʢʘʟʳʚʘʶʪ, ʯʪʦ ʥʘʰʝʤʫ 

ʧʨʘʚʠʪʝʣʴʩʪʚʫ ʥʫʞʥʳ ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʝ ʬʝʜʝʨʘʣʴʥʳʝ ʢʠʙʝʨʥʝʪʠʯʝʩʢʠʝ ʢʘʜʨʳ, 

ʦʙʣʘʜʘʶʱʠʝ ʟʥʘʥʠʷʤʠ ʠ ʥʘʚʳʢʘʤʠ ʜʣʷ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʚʩʝ ʙʦʣʝʝ ʠʟʦʱʨʝʥʥʳʤ 

ʫʛʨʦʟʘʤè. ʆʙ ʵʪʦʤ ʟʘʷʚʠʣ ʇʝʪʝʨʩ, ʧʨʝʜʩʝʜʘʪʝʣʴ ʂʦʤʠʪʝʪʘ ʚʥʫʪʨʝʥʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʠ ʧʦ ʜʝʣʘʤ ʧʨʘʚʠʪʝʣʴʩʪʚʘ. çʗ ʛʦʨʞʫʩʴ ʪʝʤ, ʯʪʦ ʚʥʦʚʴ ʧʨʝʜʩʪʘʚʠʣ ʵʪʦʪ ʟʜʨʘʚʳʡ 

ʟʘʢʦʥ, ʢʦʪʦʨʳʡ ʫʢʨʝʧʠʪ ʰʪʘʪ ʩʦʪʨʫʜʥʠʢʦʚ ʬʝʜʝʨʘʣʴʥʦʛʦ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʝʜʦʩʪʘʚʠʚ ʢʠʙʝʨ-ʩʦʪʨʫʜʥʠʢʘʤ ʫʥʠʢʘʣʴʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ 

ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʦʛʦ ʨʘʟʚʠʪʠʷ, ʧʦʢʘ ʦʥʠ ʧʨʦʜʦʣʞʘʶʪ ʩʣʫʞʠʪʴ ʥʘʰʝʡ ʩʪʨʘʥʝè. 

ɿʘʢʦʥʦʧʨʦʝʢʪ ʧʨʝʜʫʩʤʘʪʨʠʚʘʝʪ ʩʦʟʜʘʥʠʝ ʧʨʦʛʨʘʤʤʳ ʨʦʪʘʮʠʠ ʛʨʘʞʜʘʥʩʢʦʛʦ 

ʧʝʨʩʦʥʘʣʘ ʜʣʷ ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʬʝʜʝʨʘʣʴʥʳʭ ʘʛʝʥʪʩʪʚʘʭ, 

ʧʦʟʚʦʣʷʶʱʝʡ ʩʦʪʨʫʜʥʠʢʘʤ ʨʘʙʦʪʘʪʴ ʚ ʥʝʩʢʦʣʴʢʠʭ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʫʯʨʝʞʜʝʥʠʷʭ, 

ʧʨʠʦʙʨʝʪʘʪʴ ʦʧʳʪ, ʚʳʭʦʜʷʱʠʡ ʟʘ ʨʘʤʢʠ ʦʩʥʦʚʥʦʛʦ ʥʘʟʥʘʯʝʥʠʷ, ʠ ʨʘʩʰʠʨʷʪʴ ʩʚʦʠ 

ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʳʝ ʩʝʪʠ. 

çʅʘʰ ʜʚʫʭʧʘʨʪʠʡʥʳʡ ʟʘʢʦʥʦʧʨʦʝʢʪ ʧʦʤʦʞʝʪ ʬʝʜʝʨʘʣʴʥʦʤʫ ʧʨʘʚʠʪʝʣʴʩʪʚʫ 

ʦʙʫʯʘʪʴ ʠ ʫʜʝʨʞʠʚʘʪʴ ʧʨʦʬʝʩʩʠʦʥʘʣʦʚ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ 

ʫʜʦʚʣʝʪʚʦʨʝʥʠʷ ʨʘʩʪʫʱʝʛʦ ʩʧʨʦʩʘè, - ʩʢʘʟʘʣ ʍʫʚʝʥ. çʈʘʟʨʘʙʘʪʳʚʘʷ ʧʨʦʛʨʘʤʤʫ 

ʨʦʪʘʮʠʠ ʢʠʙʝʨ ʢʘʜʨʦʚʳʭ ʨʝʩʫʨʩʦʚ, ʵʪʦʪ ʟʘʢʦʥ ʧʦʟʚʦʣʠʪ ʬʝʜʝʨʘʣʴʥʳʤ ʩʣʫʞʘʱʠʤ 

ʨʘʙʦʪʘʪʴ ʚ ʨʘʟʣʠʯʥʳʭ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʫʯʨʝʞʜʝʥʠʷʭ ʠ ʨʘʩʰʠʨʷʪʴ ʩʚʦʠ ʥʘʚʳʢʠ. ɺʩʝ 

ʜʝʣʦ ʚ ʪʦʤ, ʯʪʦʙʳ ʫ ʬʝʜʝʨʘʣʴʥʦʛʦ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʙʳʣʠ ʧʨʦʬʝʩʩʠʦʥʘʣʳ, 

ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ ʨʝʰʝʥʠʷ ʧʨʦʙʣʝʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʰʝʡ ʩʪʨʘʥʳè. 

ɿʘʢʦʥʦʜʘʪʝʣʠ ʦʪʤʝʪʠʣʠ, ʯʪʦ ʟʘʢʦʥʦʧʨʦʝʢʪ ʪʘʢʞʝ ʙʫʜʝʪ ʧʨʠʚʣʝʢʘʪʴ ʠ 

ʫʜʝʨʞʠʚʘʪʴ ʵʢʩʧʝʨʪʦʚ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʝʜʣʘʛʘʷ ʛʨʘʞʜʘʥʩʢʠʤ ʩʣʫʞʘʱʠʤ 

ʚʦʟʤʦʞʥʦʩʪʠ ʜʣʷ ʢʘʨʴʝʨʥʦʛʦ ʨʦʩʪʘ, ʨʘʩʰʠʨʝʥʠʷ ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʦʛʦ ʦʧʳʪʘ ʠ 
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ʨʘʟʚʠʪʠʷ ʩʝʪʝʡ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ, ʧʦʣʫʯʘʷ ʦʧʳʪ ʠ ʚʥʦʩʷ ʩʚʦʡ ʚʢʣʘʜ ʚ ʢʠʙʝʨ-ʤʠʩʩʠʶ 

ʟʘ ʧʨʝʜʝʣʘʤʠ ʤʝʩʪʥʳʭ ʘʛʝʥʪʩʪʚè. (Douglas Clark. Measure bolsters federal 

cybersecurity workforce // Homeland Preparedness News 

(https://homelandprepnews.com/stories/67069-measure-bolsters-federal-cybersecurity-

workforce/). 16.04.2021). 
***  

 

çɿʘʢʦʥʦʜʘʪʝʣʠ ʌʣʦʨʠʜʳ ʙʣʠʟʢʠ ʢ ʧʨʠʥʷʪʠʶ ʟʘʢʦʥʘ, ʢʦʪʦʨʳʡ 

ʧʝʨʝʩʤʦʪʨʠʪ ʩʠʩʪʝʤʫ ʫʧʨʘʚʣʝʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ ʰʪʘʪʘ ʚ ʪʦ ʚʨʝʤʷ, ʢʦʛʜʘ 

ʦʥ ʠʤʝʝʪ ʜʝʣʦ ʩ ʧʦʩʣʝʜʩʪʚʠʷʤʠ ʠʥʮʠʜʝʥʪʦʚ, ʪʘʢʠʭ ʢʘʢ ʚʟʣʦʤ ʤʝʩʪʥʦʛʦ 

ʚʦʜʦʦʯʠʩʪʥʦʛʦ ʩʦʦʨʫʞʝʥʠʷ ʠ ʧʦʪʝʥʮʠʘʣʴʥʦ ʜʦʨʦʛʦʩʪʦʷʱʘʷ ʘʪʘʢʘ ʩ ʧʦʤʦʱʴʶ 

ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʥʘ ʦʜʠʥ ʠʟ ʢʨʫʧʥʝʡʰʠʭ ʰʢʦʣʴʥʳʭ ʦʢʨʫʛʦʚ. 

ɿʘʢʦʥʦʧʨʦʝʢʪ HB1297 ʜʦʙʘʚʠʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʦʙʷʟʘʥʥʦʩʪʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʌʣʦʨʠʜʩʢʦʡ ʮʠʬʨʦʚʦʡ ʩʣʫʞʙʝ, ʘʛʝʥʪʩʪʚʫ, ʢʦʪʦʨʦʝ ʙʳʣʦ 

ʩʦʟʜʘʥʦ ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ, ʢʦʛʜʘ ʚ ʰʪʘʪʝ ʧʨʦʚʦʜʠʣʩʷ ʦʜʠʥ ʠʟ ʯʘʩʪʳʭ ʢʘʧʠʪʘʣʴʥʳʭ 

ʨʝʤʦʥʪʦʚ ʀʊ. ʉʨʝʜʠ ʥʦʚʳʭ ʦʙʷʟʘʥʥʦʩʪʝʡ ʤʦʣʦʜʦʛʦ ʘʛʝʥʪʩʪʚʘ ʙʫʜʝʪ ʨʘʟʨʘʙʦʪʢʘ 

ʝʞʝʛʦʜʥʳʭ ʪʨʝʥʠʥʛʦʚ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʩʣʫʞʘʱʠʭ, 

ʩʦʟʜʘʥʠʝ ʂʦʥʩʫʣʴʪʘʪʠʚʥʦʛʦ ʩʦʚʝʪʘ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʩʦʩʪʘʚʝ 19 ʯʣʝʥʦʚ ʠ 

ʨʘʟʨʘʙʦʪʢʘ ʧʣʘʥʘ ʜʣʷ ʰʪʘʪʘ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʦʙʥʦʚʣʷʪʴʩʷ ʝʞʝʛʦʜʥʦ. ɿʘʢʦʥʦʧʨʦʝʢʪ 

ʦʩʥʦʚʘʥ ʥʘ ʦʪʯʝʪʝ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʤ ʚ ʷʥʚʘʨʝ ʮʝʣʝʚʦʡ ʛʨʫʧʧʦʡ ʠʟ 15 ʯʝʣʦʚʝʢ, ʚ 

ʢʦʪʦʨʫʶ ʚʭʦʜʠʣʠ ʣʝʡʪʝʥʘʥʪ ɾʘʥʥʝʪʪ ʅʫʥʴʝʩ, ʛʣʘʚʥʳʡ ʠʥʬʦʨʤʘʮʠʦʥʥʳʡ ʜʠʨʝʢʪʦʨ 

ʰʪʘʪʘ ɼʞʝʡʤʩ ɻʨʘʥʪ ʠ ʧʨʝʜʩʪʘʚʠʪʝʣʠ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ, ʘ ʪʘʢʞʝ 

ʧʨʝʜʩʪʘʚʠʪʝʣʠ ʫʥʠʚʝʨʩʠʪʝʪʦʚ ʠ ʢʦʨʧʦʨʘʮʠʡ ʌʣʦʨʠʜʳ, ʪʘʢʠʭ ʢʘʢ Walt Disney World. 

ɺ ʥʦʚʳʡ ʩʦʚʝʪ ʚʦʡʜʫʪ ʤʥʦʛʠʝ ʠʟ ʪʝʭ ʞʝ ʯʣʝʥʦʚ, ʯʪʦ ʠ ʨʘʙʦʯʘʷ ʛʨʫʧʧʘ, ʘ ʪʘʢʞʝ 

ʛʣʘʚʥʳʡ ʩʦʪʨʫʜʥʠʢ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʰʪʘʪʘ - ʜʦʣʞʥʦʩʪʴ, ʢʦʪʦʨʘʷ 

ʙʳʣʘ ʚʘʢʘʥʪʥʦʡ ʩ ʜʝʢʘʙʨʷ ʧʨʦʰʣʦʛʦ ʛʦʜʘ, ʢʦʛʜʘ ʝʝ ʙʳʚʰʠʡ ʨʫʢʦʚʦʜʠʪʝʣʴ ʊʦʤʘʩ 

ɺʦʥ ʧʦʢʠʥʫʣ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʰʪʘʪʘ, ʯʪʦʙʳ ʩʪʘʪʴ ʜʠʨʝʢʪʦʨʦʤ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʪʦʣʠʮʳ. ʛʦʨʦʜ ʊʘʣʣʘʭʘʩʩʠ. ɺ ʥʝʛʦ ʪʘʢʞʝ ʚʦʡʜʫʪ ʪʨʠ ʧʨʝʜʩʪʘʚʠʪʝʣʷ 

ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʭ ʦʙʲʝʢʪʦʚ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʦʜʠʥ ʠʟ ʢʦʪʦʨʳʭ 

ʜʦʣʞʝʥ ʙʳʪʴ ʠʟ ʚʦʜʦʦʯʠʩʪʥʳʭ ʩʦʦʨʫʞʝʥʠʡ. ɺʣʘʩʪʠ ʰʪʘʪʘ ʠ ʬʝʜʝʨʘʣʴʥʳʝ ʚʣʘʩʪʠ 

ʚʩʝ ʝʱʝ ʨʘʩʩʣʝʜʫʶʪ ʬʝʚʨʘʣʴʩʢʠʡ ʠʥʮʠʜʝʥʪ, ʚ ʭʦʜʝ ʢʦʪʦʨʦʛʦ ʭʘʢʝʨ ʷʢʦʙʳ 

ʧʦʧʳʪʘʣʩʷ ʧʦʜʥʷʪʴ ʫʨʦʚʝʥʴ ʛʠʜʨʦʢʩʠʜʘ ʥʘʪʨʠʷ ʜʦ ʦʧʘʩʥʦʛʦ ʫʨʦʚʥʷ ʥʘ ʟʘʚʦʜʝ ʚ 

ʛʦʨʦʜʝ ʆʣʜʩʤʘʨ. 

ʄʝʞʜʫ ʪʝʤ, ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʰʢʦʣʳ ʦʢʨʫʛʘ ɹʨʦʚʘʨʜ, ʰʝʩʪʦʡ ʧʦ ʚʝʣʠʯʠʥʝ 

ʦʢʨʫʛ ʩʪʨʘʥʳ K-12, ʚ ʥʘʯʘʣʝ ʵʪʦʛʦ ʤʝʩʷʮʘ ʧʦʜʚʝʨʛʣʠʩʴ ʘʪʘʢʝ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ 

ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ, ʧʦʪʨʝʙʦʚʘʚʰʝʡ 40 ʤʠʣʣʠʦʥʦʚ ʜʦʣʣʘʨʦʚ, ʯʪʦ ʷʚʣʷʝʪʩʷ 

ʨʝʢʦʨʜʥʦʡ ʩʫʤʤʦʡ. (ɺ ʦʢʨʫʛʝ ʟʘʷʚʠʣʠ, ʯʪʦ ʥʝ ʙʫʜʫʪ ʧʣʘʪʠʪʴ, ʭʦʪʷ ʥʘ ʢʦʨʦʪʢʦʝ 

ʚʨʝʤʷ ʧʳʪʘʣʠʩʴ ʜʦʛʦʚʦʨʠʪʴʩʷ ʩ ʘʪʘʢʫʶʱʝʡ ʝʛʦ ʙʘʥʜʦʡ.) 

HB1297 ʫʞʝ ʙʳʣ ʝʜʠʥʦʛʣʘʩʥʦ ʦʜʦʙʨʝʥ ʥʝʩʢʦʣʴʢʠʤʠ ʢʦʤʠʪʝʪʘʤʠ ʇʘʣʘʪʳ 

ʧʨʝʜʩʪʘʚʠʪʝʣʝʡ ʌʣʦʨʠʜʳ, ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʟʘʢʦʥ ʧʨʦʭʦʜʠʪ ʯʝʨʝʟ ʉʝʥʘʪ ʰʪʘʪʘ. 

ɿʘʢʦʥʦʧʨʦʝʢʪ ʪʘʢʞʝ ʜʚʠʞʝʪʩʷ ʧʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʟʘʢʦʥʦʜʘʪʝʣʠ ʨʘʩʩʤʘʪʨʠʚʘʶʪ ʧʣʘʥ 

ʨʘʩʭʦʜʦʚ ʥʘ 2022 ʬʠʥʘʥʩʦʚʳʡ ʛʦʜ, ʢʦʪʦʨʳʡ ʚʢʣʶʯʘʝʪ ʫʚʝʣʠʯʝʥʠʝ ʬʠʥʘʥʩʠʨʦʚʘʥʠʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ 31,6 ʤʠʣʣʠʦʥʘ ʜʦʣʣʘʨʦʚ, ʢʦʪʦʨʦʝ ʧʦʜʜʝʨʞʠʪ ʨʝʢʦʤʝʥʜʘʮʠʠ ʚ 

ʷʥʚʘʨʩʢʦʤ ʦʪʯʝʪʝ ʮʝʣʝʚʦʡ ʛʨʫʧʧʳ, ʚʢʣʶʯʘʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʠʥʩʪʨʫʤʝʥʪʳ 

ʦʙʥʘʨʫʞʝʥʠʷ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ ʠ ʦʮʝʥʢʠ ʫʛʨʦʟ, ʫʩʠʣʝʥʠʝ ʟʘʱʠʪʳ ʧʨʦʤʳʰʣʝʥʥʳʭ 
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ʧʨʝʜʧʨʠʷʪʠʡ. ʩʠʩʪʝʤʳ ʫʧʨʘʚʣʝʥʠʷ, ʥʘʧʨʠʤʝʨ, ʥʘ ʚʦʜʥʳʭ ʫʩʪʘʥʦʚʢʘʭ, ʦʙʥʦʚʣʝʥʠʝ 

ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʭ ʚʝʙ-ʩʘʡʪʦʚ ʜʦ ʜʦʤʝʥʦʚ.gov ʠ 15 ʥʦʚʳʭ ʧʦʟʠʮʠʡ ʚʦ ʌʣʦʨʠʜʩʢʦʡ 

ʮʠʬʨʦʚʦʡ ʩʣʫʞʙʝ. 

ʆʜʥʘʢʦ ʫʚʝʣʠʯʝʥʠʝ ʨʘʩʭʦʜʦʚ ʰʪʘʪʘ ʥʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʚʭʦʜʠʪ ʚ ʩʧʠʩʦʢ 

ʧʨʦʛʨʘʤʤ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʬʠʥʘʥʩʠʨʦʚʘʪʴʩʷ ʪʦʣʴʢʦ ʚ ʪʦʤ ʩʣʫʯʘʝ, ʝʩʣʠ ʌʣʦʨʠʜʘ 

ʧʦʣʫʯʠʪ ʜʦʩʪʘʪʦʯʥʫʶ ʧʦʤʦʱʴ ʦʪ ʧʘʥʜʝʤʠʠ, ʩʦʛʣʘʩʥʦ ʟʘʢʦʥʦʧʨʦʝʢʪʫ ʦʙ 

ʘʩʩʠʛʥʦʚʘʥʠʷʭè. (Benjamin Freed. Florida lawmakers consider cybersecurity overhaul 

// StateScoop (https://statescoop.com/florida-lawmakers-consider-cybersecurity-

overhaul/). 12.04.2021). 
***  

 

çʇʨʝʜʩʪʘʚʠʪʝʣʠ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʥʝʬʪʷʥʦʛʦ ʩʦʚʝʪʘ (National Petroleum 

Council, NPC) ʦʧʫʙʣʠʢʦʚʘʣʠ ʦʪʯʝʪ Dynamic Delivery: America's evolving oil and 

natural gas transportation infrastructure (çɼʠʥʘʤʠʯʝʩʢʠʝ ʧʦʩʪʘʚʢʠ: 

ʨʘʟʚʠʚʘʶʱʘʷʩʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ ʪʨʘʥʩʧʦʨʪʠʨʦʚʢʠ ʥʝʬʪʠ ʠ ʧʨʠʨʦʜʥʦʛʦ ʛʘʟʘ ʚ 

ɸʤʝʨʠʢʝè), ʧʨʠʟʚʘʥʥʳʡ ʧʦʤʦʯʴ ʢʦʤʧʘʥʠʷʤ ʠ ʦʨʛʘʥʠʟʘʮʠʷʤ ʚ ʥʝʬʪʝʛʘʟʦʚʦʡ 

ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ ʣʫʯʰʝ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʢʠʙʝʨʘʪʘʢʠ.  
ʉʪʘʨʰʠʡ ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ ʧʦ ʪʝʭʥʦʣʦʛʠʷʤ, ʧʨʦʮʝʩʩʘʤ ʠ ʫʧʨʘʚʣʝʥʠʶ ʨʠʩʢʘʤʠ 

ʢʦʤʧʘʥʠʠ Plains All American Pipeline ʕʣ ʃʠʥʜʩʝʪ (Al Lindseth) ʧʦʷʩʥʠʣ, 

ʧʦʪʝʥʮʠʘʣʴʥʘʷ ʢʠʙʝʨʘʪʘʢʘ ʥʘ OT-ʩʝʪʠ (Operational Technology) ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ 

ʦʛʨʦʤʥʳʤ ʵʢʦʥʦʤʠʯʝʩʢʠʤ ʧʦʩʣʝʜʩʪʚʠʷʤ ʜʣʷ ʢʦʤʧʘʥʠʡ, ʚʢʣʶʯʘʷ ʧʦʩʣʝʜʩʪʚʠʷ ʜʣʷ 

ʦʢʨʫʞʘʶʱʝʡ ʩʨʝʜʳ, ʘ ʪʘʢʞʝ ʟʜʦʨʦʚʴʷ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʣʶʜʝʡ.  

ʆʜʠʥ ʠʟ ʢʣʶʯʝʚʳʭ ʚʳʚʦʜʦʚ ʦʪʯʝʪʘ ʢʘʩʘʝʪʩʷ ʚʘʞʥʦʩʪʠ ʩʦʪʨʫʜʥʠʯʝʩʪʚʘ 

ʦʪʨʘʩʣʝʚʳʭ ʢʦʤʧʘʥʠʡ ʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʫʯʨʝʞʜʝʥʠʡ ʩ ʮʝʣʴʶ ʩʥʠʞʝʥʠʷ 

ʢʠʙʝʨʨʠʩʢʦʚ. ʊʘʢ ʥʘʟʳʚʘʝʤʳʡ ʧʦʜʭʦʜ SMART ʧʨʠʟʳʚʘʝʪ ʢ ʦʙʤʝʥʫ ʠʥʬʦʨʤʘʮʠʝʡ 

ʢʘʢ ʚ ʩʬʝʨʝ IT, ʪʘʢ ʠ ʚ ʩʬʝʨʝ OT. ʇʦʜʭʦʜ SMART ʦʪʥʦʩʠʪʩʷ ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʘʷ 

ʷʚʣʷʝʪʩʷ çʢʦʥʢʨʝʪʥʦʡ, ʠʟʤʝʨʠʤʦʡ, ʜʝʡʩʪʚʝʥʥʦʡ, ʘʢʪʫʘʣʴʥʦʡ ʠ ʩʚʦʝʚʨʝʤʝʥʥʦʡè.  

çʄʳ ʤʦʞʝʤ ʨʘʟʚʠʚʘʪʴ ʜʦʚʝʨʠʝ ʚ ʦʪʥʦʰʝʥʠʷʭ, ʠ ʤʳ ʤʦʞʝʤ ʙʦʣʴʰʝ ʜʝʣʠʪʴʩʷ 

ʠʥʬʦʨʤʘʮʠʝʡ ʩ ʜʨʫʛʠʤʠ. ʆʩʦʙʝʥʥʦ ʚʘʞʥʦ ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʜʝʣʠʪʴʩʷ ʜʨʫʛ ʩ 

ʜʨʫʛʦʤ ʥʝ ʪʦʣʴʢʦ ʦʙʳʯʥʳʤʠ, ʧʨʦʩʪʳʤ ʜʘʥʥʳʤʠ, ʥʦ ʠ ʙʦʣʝʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠ 

ʢʦʥʢʨʝʪʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʩʣʫʞʠʪʴ ʥʘ ʙʣʘʛʦ ʚʩʝʛʦ ʠ ʧʦʚʳʰʘʪʴ 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʚʩʝʡ ʦʪʨʘʩʣʠè, ð ʦʪʤʝʪʠʣʘ ʠʩʧʦʣʥʠʪʝʣʴʥʳʡ ʜʠʨʝʢʪʦʨ ʎʝʥʪʨʘ ʦʙʤʝʥʘ 

ʠ ʘʥʘʣʠʟʘ ʠʥʬʦʨʤʘʮʠʠ ʦ ʥʝʬʪʠ ʠ ʧʨʠʨʦʜʥʦʤ ʛʘʟʝ (ONG-ISAC) ɸʥʞʝʣʘ ʍʘʫʥ 

(Angela Haun)è. (ʅʘʮʠʦʥʘʣʴʥʳʡ ʥʝʬʪʷʥʦʡ ʩʦʚʝʪ ʉʐɸ ʦʧʫʙʣʠʢʦʚʘʣ ʦʪʯʝʪ ʦ 

ʨʠʩʢʘʭ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʥʝʬʪʝʛʘʟʦʚʦʡ ʦʪʨʘʩʣʠ // SecurityLab.ru 

(https://www.securitylab.ru/news/518965.php). 15.04.2021). 

***  

 

çʋʥʠʚʝʨʩʠʪʝʪ ɸʨʢʘʥʟʘʩʘ ʚ ʃʠʪʣ-ʈʦʢʝ ʧʨʦʚʝʜʝʪ ʧʨʝʩʪʠʞʥʳʡ 

ʦʙʱʝʥʘʮʠʦʥʘʣʴʥʳʡ ʣʝʪʥʠʡ ʣʘʛʝʨʴ ʜʣʷ ʫʯʘʱʠʭʩʷ ʤʣʘʜʰʠʭ ʠ ʩʪʘʨʰʠʭ ʢʣʘʩʩʦʚ, 

ʞʝʣʘʶʱʠʭ ʧʦʣʫʯʠʪʴ ʥʦʚʝʡʰʠʝ ʥʘʚʳʢʠ ʚ ʚʦʩʪʨʝʙʦʚʘʥʥʦʡ ʦʙʣʘʩʪʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʃʘʛʝʨʴ ʧʨʝʜʣʘʛʘʝʪʩʷ ʩʪʫʜʝʥʪʘʤ ʙʝʩʧʣʘʪʥʦé 
ʇʨʦʛʨʘʤʤʘ ʩʧʦʥʩʠʨʫʝʪʩʷ ʛʨʘʥʪʦʤ ʚ ʨʘʟʤʝʨʝ 100 000 ʜʦʣʣʘʨʦʚ ʉʐɸ ʦʪ 

ɸʛʝʥʪʩʪʚʘ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʦʜʥʠ ʠʟ ʣʫʯʰʠʭ ʫʯʝʙʥʳʭ 

ʢʫʨʩʦʚ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʫʯʘʱʠʭʩʷ ʩʨʝʜʥʠʭ ʰʢʦʣ ʦʪ ʚʝʜʫʱʠʭ 
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ʧʨʝʧʦʜʘʚʘʪʝʣʝʡ ʧʦ ʚʩʝʡ ʩʪʨʘʥʝ. ʋ ʩʪʫʜʝʥʪʦʚ ʙʫʜʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʨʘʙʦʪʘʪʴ ʩ 

ʧʨʘʢʪʠʯʝʩʢʠʤʠ ʢʠʙʝʨʘʪʘʢʘʤʠ ʠ ʟʘʱʠʪʥʳʤʠ ʪʨʝʥʠʨʦʚʢʘʤʠ ʥʘ Cyber Arena ʠ 

ʫʩʣʳʰʘʪʴ ʤʥʝʥʠʝ ʚʩʝʤʠʨʥʦ ʠʟʚʝʩʪʥʳʭ ʵʢʩʧʝʨʪʦʚ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʉʪʫʜʝʥʪʳ ʤʦʛʫʪ ʧʨʠʩʫʪʩʪʚʦʚʘʪʴ ʥʘ ʧʨʦʛʨʘʤʤʝ ʚʠʨʪʫʘʣʴʥʦ ʠʣʠ ʣʠʯʥʦ ʥʘ Cyber 

Arena ʚ ʢʦʣʣʝʜʞʝ ʥʘʫʢʠ, ʪʝʭʥʦʣʦʛʠʡ, ʠʥʞʝʥʝʨʠʠ ʠ ʤʘʪʝʤʘʪʠʢʠ Donaghey. 

çʉʪʫʜʝʥʪʳ ʥʘʫʯʘʪʩʷ ʜʫʤʘʪʴ ʢʘʢ ʭʘʢʝʨʳ ʠ ʦʩʪʘʥʘʚʣʠʚʘʪʴ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ 

ʥʘ ʩʚʦʝʤ ʧʫʪʠè, - ʩʢʘʟʘʣʘ ʉʘʥʜʨʘ ʃʝʡʪʝʨʤʘʥ, ʫʧʨʘʚʣʷʶʱʠʡ ʜʠʨʝʢʪʦʨ UA Little 

Rock Cyber Arena. çʂʘʞʜʳʡ ʜʝʥʴ ʙʫʜʝʪ ʚʳʩʪʫʧʘʪʴ ʚʩʝʤʠʨʥʦ ʠʟʚʝʩʪʥʳʡ ʵʢʩʧʝʨʪ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʣʫʯʰʠʝ ʧʨʘʢʪʠʯʝʩʢʠʝ ʟʘʥʷʪʠʷ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 

ʨʝʛʠʦʥʝè. 

ʕʪʦʪ ʜʚʫʭʥʝʜʝʣʴʥʳʡ ʣʘʛʝʨʴ ʧʦʩʚʷʱʝʥ ʢʦʥʮʝʧʮʠʷʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

GenCyber. ʋʯʘʩʪʥʠʢʠ ʫʩʣʳʰʘʪ ʦʪ ʦʪʨʘʩʣʝʚʳʭ ʵʢʩʧʝʨʪʦʚ ʦ ʚʦʟʤʦʞʥʦʩʪʷʭ 

ʢʘʨʴʝʨʥʦʛʦ ʨʦʩʪʘ ʠ ʫʟʥʘʶʪ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʧʦʤʦʱʴʶ ʩʦʚʨʝʤʝʥʥʳʭ 

ʧʨʘʢʪʠʯʝʩʢʠʭ ʟʘʥʷʪʠʡ, ʢʦʪʦʨʳʝ ʧʦʟʚʦʣʷʪ ʩʪʫʜʝʥʪʘʤ ʠʩʧʳʪʘʪʴ ʢʠʙʝʨʘʪʘʢʠ ʢʘʢ ʩʦ 

ʩʪʦʨʦʥʳ ʞʝʨʪʚʳ, ʪʘʢ ʠ ʩʦ ʩʪʦʨʦʥʳ ʧʨʦʪʠʚʥʠʢʘè. (Angelita Faller. UA LITTLE 

ROCK TO HOST FIRST EVER NSA GENCYBER CYBERSECURITY CAMP IN 

ARKANSAS // UA Little Rock (https://ualr.edu/news/2021/04/27/nsa-gencyber-

cybersecurity-camp/). 27.04.2021). 

***  

 

çʇʦʩʣʝ ʦʙʨʘʱʝʥʠʷ ʧʨʝʟʠʜʝʥʪʘ ɹʘʡʜʝʥʘ ʢ ʂʦʥʛʨʝʩʩʫ ʚʯʝʨʘ ʚʝʯʝʨʦʤ, ʚ 

ʢʦʪʦʨʦʤ ʦʥ ʜʚʘʞʜʳ ʫʧʦʤʷʥʫʣ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʚ ʢʘʯʝʩʪʚʝ ʧʨʠʦʨʠʪʝʪʘ, 

ʩʝʛʦʜʥʷ ʮʠʨʢʫʣʠʨʫʶʪ ʥʦʚʦʩʪʠ ʦ ʪʦʤ, ʯʪʦ ʠʩʧʦʣʥʠʪʝʣʴʥʳʡ ʫʢʘʟ ʦ 
ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝʠʟʙʝʞʝʥ. ʕʪʘ ʥʦʚʦʩʪʴ ʷʚʣʷʝʪʩʷ ʜʦʣʛʦʞʜʘʥʥʳʤ ʠ ʜʘʚʥʦ 

ʥʘʟʨʝʚʰʠʤ ʰʘʛʦʤ ʥʘ ʧʫʪʠ ʢ ʩʪʘʥʜʘʨʪʠʟʘʮʠʠ ʠ ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʠʶ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʕʥʥ ʅʦʡʙʝʨʛʝʨ, ʟʘʤʝʩʪʠʪʝʣʴ ʩʦʚʝʪʥʠʢʘ ʧʦ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʦʚʝʡʰʠʤ ʪʝʭʥʦʣʦʛʠʷʤ, ʛʦʚʦʨʠʪ, ʯʪʦ ʧʦʨʷʜʦʢ ʙʫʜʝʪ ʧʦʭʦʞ ʥʘ 

ʅʘʮʠʦʥʘʣʴʥʳʡ ʩʦʚʝʪ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʪʨʘʥʩʧʦʨʪʝ (NTSB) ʜʣʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʏʪʦ ʤʳ ʤʦʞʝʤ ʫʟʥʘʪʴ ʦ ʪʦʤ, ʢʘʢ ʟʘʙʣʘʛʦʚʨʝʤʝʥʥʦ ʧʨʝʜʫʧʨʝʞʜʘʪʴ ʦ ʪʘʢʠʭ 

ʠʥʮʠʜʝʥʪʘʭ ʦʥʘ ʥʝʜʘʚʥʦ ʩʢʘʟʘʣʘ ʨʝʧʦʨʪʝʨʘʤ. ʆʥʘ ʪʘʢʞʝ ʦʪʤʝʯʘʝʪ, ʯʪʦ ʵʪʦ 

ʨʘʩʧʦʨʷʞʝʥʠʝ ʩʪʘʥʝʪ ʦʪʧʨʘʚʥʦʡ ʪʦʯʢʦʡ, ʢʦʪʦʨʘʷ ʚ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʜʦʣʞʥʘ 

ʧʨʦʥʠʢʥʫʪʴ ʠ ʥʘ ʧʦʪʨʝʙʠʪʝʣʴʩʢʠʡ ʨʳʥʦʢ. çɽʩʣʠ ʤʳ ʥʘʯʥʝʤ ʩʪʠʤʫʣʠʨʦʚʘʪʴ 

ʙʝʟʦʧʘʩʥʦʩʪʴ, ʪʦʛʜʘ ʢʦʤʧʘʥʠʠ [ʠ] ʨʳʥʦʢ ʙʫʜʫʪ ʫʜʝʣʷʪʴ ʝʡ ʧʨʠʦʨʠʪʝʪʥʦʝ ʚʥʠʤʘʥʠʝ, 

ʧʦʪʦʤʫ ʯʪʦ ʙʦʣʴʰʝ ʣʶʜʝʡ ʙʫʜʫʪ ʧʦʢʫʧʘʪʴ ʧʨʦʜʫʢʪè, ʦʥʘ ʩʢʘʟʘʣʘ. 

ʉ ʤʦʝʡ ʪʦʯʢʠ ʟʨʝʥʠʷ, ʷ ʨʘʜ, ʯʪʦ ʵʪʘ ʪʝʤʘ ʥʘʢʦʥʝʮ- ʪʦ ʟʘʤʢʥʫʣʘʩʴ. ɺ 2013 ʛʦʜʫ 

ʂʨʠʩ ɺʠʩʦʧʘʣ ʟʘʪʨʦʥʫʣ ʠʤʝʥʥʦ ʵʪʫ ʪʝʤʫ ʚ ʩʚʦʝʤ ʧʨʦʛʨʘʤʤʥʦʤ ʜʦʢʣʘʜʝ ʥʘ RVASec, 

ʛʜʝ ʦʥ ʦʙʩʫʜʠʣ çɹʫʜʫʱʝʝ ʨʘʟʜʝʣʝʥʠʷ ʧʨʘʚʠʪʝʣʴʩʪʚʘè. 

ʌʘʢʪʠʯʝʩʢʠ, ʂʨʠʩ ʥʘʯʘʣ ʠʥʬʦʨʤʠʨʦʚʘʪʴ ʬʝʜʝʨʘʣʴʥʦʝ ʧʨʘʚʠʪʝʣʴʩʪʚʦ 23 ʛʦʜʘ 

ʥʘʟʘʜ, ʢʦʛʜʘ ʦʥ ʠ ʥʝʩʢʦʣʴʢʦ ʝʛʦ ʢʦʣʣʝʛ ʠʟ ʭʘʢʝʨʩʢʦʛʦ ʘʥʘʣʠʪʠʯʝʩʢʦʛʦ ʮʝʥʪʨʘ L0pht 

ʩʚʠʜʝʪʝʣʴʩʪʚʦʚʘʣʠ ʧʝʨʝʜ ʂʦʥʛʨʝʩʩʦʤ ʦ ʧʦʧʳʪʢʘʭ ʚʳʷʚʠʪʴ ʨʠʩʢʠ ʠ ʫʛʨʦʟʳ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ɺʦʩʝʤʴ ʣʝʪ ʩʧʫʩʪʷ ʷ ʧʨʠʩʦʝʜʠʥʠʣʩʷ ʢ ʂʨʠʩʫ, ʢʦʛʜʘ ʦʥ ʟʘʧʫʩʪʠʣ 

Veracode, ʯʪʦʙʳ ʥʘʯʘʪʴ ʨʝʰʘʪʴ ʢʨʠʪʠʯʝʩʢʫʶ ʧʨʦʙʣʝʤʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ ɺʤʝʩʪʝ ʤʳ ʩʦʩʨʝʜʦʪʦʯʠʣʠʩʴ ʥʘ ʪʦʤ, ʯʪʦʙʳ ʧʦʤʦʯʴ ʨʘʟʨʘʙʦʪʯʠʢʘʤ ʠ 
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ʢʦʤʘʥʜʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝ ʪʦʣʴʢʦ ʥʘʡʪʠ, ʥʦ ʠ ʠʩʧʨʘʚʠʪʴ ʫʷʟʚʠʤʦʩʪʠ ʚ ʠʭ 

ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ (ʨʘʟʨʘʙʦʪʘʥʥʦʤ ʩʦʙʩʪʚʝʥʥʳʤʠ ʩʠʣʘʤʠ, ʩ ʦʪʢʨʳʪʳʤ 

ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ ʠʣʠ ʧʨʠʦʙʨʝʪʝʥʥʦʤ ʩʪʦʨʦʥʥʠʤʠ ʦʨʛʘʥʠʟʘʮʠʷʤʠ). 

ɹʫʢʚʘʣʴʥʦ ʚ ʧʨʦʰʣʦʤ ʤʝʩʷʮʝ, ʚ ʄʝʞʜʫʥʘʨʦʜʥʳʡ ʞʝʥʩʢʠʡ ʜʝʥʴ, ʷ ʚʩʪʨʝʪʠʣʩʷ 

ʩ ʨʝʧʦʨʪʝʨʦʤ The New York Times ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʅʠʢʦʣʴ ʇʝʨʣʨʦʪ ʠ ʯʣʝʥʦʤ 

ʧʨʘʚʣʝʥʠʷ OWASP ɺʘʥʜʘʥʦʡ ɺʝʨʤʘ, ʯʪʦʙʳ ʦʙʩʫʜʠʪʴ ʵʪʫ ʪʝʤʫ ʥʘ ʧʦʜʢʘʩʪʝ 

ʢʦʥʬʝʨʝʥʮʠʠ RSA ʨʘʟʜʝʣʷʷ ʵʪʦ, ʥʝʜʘʚʥʝʝ ʠʩʩʣʝʜʦʚʘʥʠʝ Veracode ʧʦʢʘʟʘʣʦ, ʯʪʦ 66 

ʧʨʦʮʝʥʪʦʚ ʧʨʠʣʦʞʝʥʠʡ ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʩʪʘʥʜʘʨʪʘʤ OWASP Top 10, ʯʪʦ ʦʟʥʘʯʘʝʪ, 

ʯʪʦ ʦʥʠ ʠʤʝʶʪ ʩʝʨʴʝʟʥʫʶ ʫʷʟʚʠʤʦʩʪʴ. ʕʪʦ ʧʦʜʯʝʨʢʠʚʘʝʪ, ʯʪʦ ʧʨʝʜʩʪʦʠʪ ʧʨʦʜʝʣʘʪʴ 

ʨʘʙʦʪʫ, ʠ ʤʳ ʜʦʣʞʥʳʚʩʪʨʦʠʪʴ ʪʝʩʪʠʨʦʚʘʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʞʠʟʥʝʥʥʳʡ ʮʠʢʣ 

ʨʘʟʨʘʙʦʪʢʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʯʪʦʙʳ, ʢʦʛʜʘ ʨʘʟʨʘʙʦʪʯʠʢʠ ʧʠʰʫʪ ʢʦʜ, ʦʥʠ 

ʧʠʩʘʣʠ ʙʝʟʦʧʘʩʥʦ. ɺ ʵʪʦʤ ʦʙʩʫʞʜʝʥʠʠ ʇʝʨʣʨʦʪ ʩʢʘʟʘʣ: çʄʳ ʥʝ ʤʦʞʝʤ ʧʳʪʘʪʴʩʷ 

ʠʩʧʨʘʚʠʪʴ ʵʪʠ ʠʩʧʨʘʚʣʝʥʠʷ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʫʷʟʚʠʤʳʡ ʢʦʜ ʫʞʝ ʧʦʧʘʣ ʚ ʨʫʢʠ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʥʦ ʪʘʢʞʝ ʠ ʚ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫè. ʄʳ ʜʦʣʞʥʳ 

ʜʫʤʘʪʴ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʠ ʜʠʟʘʡʥ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ ʩʘʤʦʛʦ ʥʘʯʘʣʘ. ʅʘʜʦ ʩ ʩʘʤʦʛʦ 

ʥʘʯʘʣʘ ʧʨʠʚʣʝʢʘʪʴ ʠʥʞʝʥʝʨʦʚ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ.  

ʏʪʦʙʳ ʩʜʝʣʘʪʴ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʙʦʣʝʝ ʙʝʟʦʧʘʩʥʳʤ, ʥʝʦʙʭʦʜʠʤʦ 

ʠʥʪʝʛʨʠʨʦʚʘʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ ʚ ʞʠʟʥʝʥʥʳʡ ʮʠʢʣ ʨʘʟʨʘʙʦʪʢʠ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʦʙʫʯʠʪʴ ʨʘʟʨʘʙʦʪʯʠʢʦʚ. ʅʘʤ ʥʝ ʩʣʝʜʫʝʪ ʦʞʠʜʘʪʴ ʙʝʟʦʧʘʩʥʦʛʦ ʢʦʜʘ, 

ʝʩʣʠ ʤʳ ʥʝ ʫʩʪʘʥʦʚʠʣʠ ʷʩʥʦʩʪʴ ʚ ʦʪʥʦʰʝʥʠʠ ʚʥʝʰʥʝʛʦ ʚʠʜʘ ʧʨʦʜʫʢʪʘ, ʥʝ ʩʥʘʙʜʠʣʠ 

ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʧʨʘʚʠʣʴʥʳʤʠ ʠʥʩʪʨʫʢʮʠʷʤʠ, ʥʝʦʙʭʦʜʠʤʳʤʠ ʟʥʘʥʠʷʤʠ ʠ 

ʥʝʦʙʭʦʜʠʤʳʤʠ ʠʥʩʪʨʫʤʝʥʪʘʤʠ. 

ʋʢʘʟ ʙʳʣ ʠʟʜʘʥ ʜʘʚʥʦ, ʠ ʷ ʥʘʜʝʶʩʴ, ʯʪʦ ʦʥ ʫʩʪʘʥʘʚʣʠʚʘʝʪ, ʢʘʢʠʤʠ ʜʦʣʞʥʳ 

ʙʳʪʴ ʧʨʘʚʠʣʴʥʳʝ ʦʞʠʜʘʥʠʷ ʠ ʧʦʜʦʪʯʝʪʥʦʩʪʴ. ʄʳ ʜʦʣʞʥʳ ʩʪʨʫʢʪʫʨʠʨʦʚʘʪʴ ʠ 

ʩʪʘʥʜʘʨʪʠʟʠʨʦʚʘʪʴ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʙʝʟʦʧʘʩʥʦʩʪʴ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, 

ʠ ʝʩʪʴ ʨʷʜ ʦʪʣʠʯʥʳʭ ʧʨʠʤʝʨʦʚ ʪʦʛʦ, ʢʘʢ ʵʪʦ ʙʳʣʦ ʫʩʧʝʰʥʦ ʩʜʝʣʘʥʦ. ʆʜʠʥ ʠʟ ʥʘʰʠʭ 

ʢʣʠʝʥʪʦʚ, ʧʦʩʪʘʚʱʠʢ ʦʙʨʘʟʦʚʘʪʝʣʴʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʧʨʠʩʦʝʜʠʥʠʣʩʷ 

ʢ ʧʨʦʛʨʘʤʤʝ Veracode Verified, ʯʪʦʙʳ ʧʨʝʜʦʩʪʘʚʠʪʴ ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ ʩʚʦʠʭ 

ʧʨʦʮʝʩʩʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʠʤʝʪʴ ʧʨʘʚʦ ʚʝʩʪʠ ʜʝʣʘ ʩ ʩʠʩʪʝʤʦʡ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ 

ʰʢʦʣ ʅʴʶ-ʁʦʨʢʘ. ɼʨʫʛʠʤʠ ʩʣʦʚʘʤʠ, ʧʦʢʫʧʘʪʝʣʴ ʚʦʟʣʦʞʠʣ ʥʘ ʨʘʟʨʘʙʦʪʯʠʢʘ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʜʝʤʦʥʩʪʨʘʮʠʶ ʙʝʟʦʧʘʩʥʦʛʦ 

ʧʨʦʮʝʩʩʘ ʨʘʟʨʘʙʦʪʢʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʠ ʩ ʧʦʤʦʱʴʶ ʩʪʦʨʦʥʥʝʛʦ 

ʪʝʩʪʠʨʦʚʘʥʠʷ, ʥʘʧʨʠʤʝʨ, ʩ ʧʦʤʦʱʴʶ ʧʨʦʛʨʘʤʤʳ Veracode Verified, ʦʥʠ ʩʤʦʛʣʠ ʵʪʦ 

ʩʜʝʣʘʪʴ. 

ʋʯʠʪʳʚʘʷ ʧʨʦʜʦʣʞʘʶʱʝʝʩʷ ʚʦʟʜʝʡʩʪʚʠʝ ʥʘʨʫʰʝʥʠʡ ʥʘ ʬʝʜʝʨʘʣʴʥʦʝ 

ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʠ ʢʦʤʧʘʥʠʠ, ʧʨʠʰʣʦ ʚʨʝʤʷ ʟʘʥʷʪʴʩʷ ʵʪʠʤ ʚʦʧʨʦʩʦʤ 

ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʦ ʠ ʵʥʝʨʛʠʯʥʦ. ʄʳ ʜʦʣʞʥʳ ʫʩʪʘʥʦʚʠʪʴ ʦʙʱʠʡ ʩʪʘʥʜʘʨʪ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʡ ʫʩʪʨʘʥʷʝʪ ʦʜʥʫ ʠʟ ʦʩʥʦʚʥʳʭ ʧʝʨʚʦʧʨʠʯʠʥ ʥʘʨʫʰʝʥʠʡ 

ʫʷʟʚʠʤʦʩʪʠ ʚ ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ. ʇʦʩʢʦʣʴʢʫ ʤʳ ʞʠʚʝʤ, ʨʘʙʦʪʘʝʤ ʠ ʠʛʨʘʝʤ 

ʚ ʮʠʬʨʦʚʦʤ ʤʠʨʝ ʚʩʝ ʙʦʣʴʰʝ ʠ ʙʦʣʴʰʝ, ʵʪʦ ʥʝʦʙʭʦʜʠʤʦ, ʥʘʢʦʥʝʮ, ʩʜʝʣʘʪʴ ʵʪʦè. 

(Executive Order on Cybersecurity Is Imminent: Itôs Been a Long Time Coming // 

Security Boulevard (https://securityboulevard.com/2021/04/executive-order-on-

cybersecurity-is-imminent-its-been-a-long-time-coming/). 29.04.2021). 

***  
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çʀʩʩʣʝʜʦʚʘʪʝʣʠ ʠʟ ʚʦʩʴʤʠ ʫʥʠʚʝʨʩʠʪʝʪʦʚ ɺʠʨʜʞʠʥʠʠ ʩʢʦʨʦ ʧʨʠʤʫʪ 

ʫʯʘʩʪʠʝ ʚ ʬʠʥʘʥʩʠʨʫʝʤʳʭ ʛʦʩʫʜʘʨʩʪʚʦʤ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʭ ʧʨʦʝʢʪʘʭ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʘʚʪʦʥʦʤʥʳʭ ʪʨʘʥʩʧʦʨʪʥʳʭ ʩʨʝʜʩʪʚʘʭ ʥʘ ʩʫʤʤʫ 1 

ʤʠʣʣʠʦʥ ʜʦʣʣʘʨʦʚ ʚ ʨʘʤʢʘʭ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʡ ʠʥʠʮʠʘʪʠʚʳ ʚ ʤʘʩʰʪʘʙʝ 

ʰʪʘʪʘ, ʩʦʦʙʱʠʣ ʚ ʯʝʪʚʝʨʛ Virginia Tech. 
ɺʩʝ ʧʨʦʝʢʪʳ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʚ ʨʘʟʣʠʯʥʳʭ ʘʩʧʝʢʪʘʭ ʨʘʙʦʪʳ 

ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʢʣʶʯʘʷ ʙʠʦ-ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ - ʥʦʚʫʶ 

ʦʙʣʘʩʪʴ, ʩʚʷʟʘʥʥʫʶ ʩ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʝʤ ʠ ʜʘʥʥʳʤʠ ʦ ʩʦʩʪʦʷʥʠʠ ʟʜʦʨʦʚʴʷ, - ʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʘʚʪʦʥʦʤʥʳʭ ʪʨʘʥʩʧʦʨʪʥʳʭ ʩʨʝʜʩʪʚ, ʘ ʪʘʢʞʝ ʥʝʩʢʦʣʴʢʦ 

ʧʨʦʝʢʪʦʚ, ʧʦʩʚʷʱʝʥʥʳʭ ʨʘʟʚʠʪʠʶ ʩʪʘʨʪʘʧʦʚ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʨʘʩʰʠʨʝʥʠʶ ʩʪʘʞʠʨʦʚʦʢ ʚ ʦʙʣʘʩʪʠ ʠʥʬʦʨʤʘʮʠʠ. ʠʥʜʫʩʪʨʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʋʯʘʩʪʚʫʶʱʠʝ ʫʥʠʚʝʨʩʠʪʝʪʳ - ʋʥʠʚʝʨʩʠʪʝʪ ɼʞʦʨʜʞʘ ʄʝʡʩʦʥʘ, ʋʥʠʚʝʨʩʠʪʝʪ 

ʃʦʥʛʚʫʜʘ, ʋʥʠʚʝʨʩʠʪʝʪ ʄʵʨʠʤʘʫʥʪ, ʋʥʠʚʝʨʩʠʪʝʪ ʆʣʜ-ɼʦʤʠʥʠʦʥ, ʋʥʠʚʝʨʩʠʪʝʪ 

ʈʵʜʬʦʨʜʘ, ʋʥʠʚʝʨʩʠʪʝʪ ɺʠʨʜʞʠʥʠʠ, ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʠʥʩʪʠʪʫʪ ɺʠʨʜʞʠʥʠʠ ʠ 

ʋʠʣʴʷʤ ʠ ʄʵʨʠ - ʟʘʩʪʘʚʷʪ ʩʪʫʜʝʥʪʦʚ ʨʘʙʦʪʘʪʴ ʥʘʜ ʨʝʘʣʴʥʳʤʠ ʧʨʦʝʢʪʘʤʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʘʢʠʤʠ ʢʘʢ ʩʦʟʜʘʥʠʝ ʂʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʄʦʥʠʪʦʨʠʥʛ ʮʝʥʪʨʘ 

ʫʧʨʘʚʣʝʥʠʷ ʠ ʢʦʥʪʨʦʣʷ ʚ ʧʦʨʪʫ ɺʠʨʜʞʠʥʠʠ ʠ ʧʨʘʢʪʠʯʝʩʢʦʝ ʦʙʫʯʝʥʠʝ ʥʘ 

ʠʩʧʳʪʘʪʝʣʴʥʦʤ ʩʪʝʥʜʝ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʠʙʝʨʧʠʪʘʥʠʷ Virginia Tech - ʝʱʝ 

ʦʜʠʥ ʧʨʦʝʢʪ, ʟʘʧʫʩʢ ʢʦʪʦʨʦʛʦ ʟʘʧʣʘʥʠʨʦʚʘʥ ʥʘ ʵʪʦʪ ʛʦʜ, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʠʪ 

ʩʪʫʜʝʥʪʘʤ ʠʟʫʯʠʪʴ ʩʧʦʩʦʙʳ ʟʘʱʠʪʳ ʩʝʪʝʡ 5G. ʉʪʫʜʝʥʪʳ William and Mary ʙʫʜʫʪ 

ʨʘʙʦʪʘʪʴ ʚ ʧʘʨʝ ʩ ʢʦʤʧʘʥʠʷʤʠ, ʨʘʙʦʪʘʶʱʠʤʠ ʩ ʜʘʥʥʳʤʠ, ʩʚʷʟʘʥʥʳʤʠ ʩ ʨʠʩʢʦʤ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʉʧʠʩʦʢ ʧʨʦʝʢʪʦʚ ʙʫʜʝʪ ʬʠʥʘʥʩʠʨʦʚʘʪʴʩʷ ʯʝʨʝʟ Commonwealth Cyber 

Initiative, ʦʨʛʘʥʠʟʦʚʘʥʥʫʶ ʛʦʩʫʜʘʨʩʪʚʦʤ ʩʝʪʴ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʠʟ ʢʦʣʣʝʜʞʝʡ ʠ 

ʫʥʠʚʝʨʩʠʪʝʪʦʚ, ʢʦʪʦʨʘʷ ʙʘʟʠʨʫʝʪʩʷ ʚ ʢʘʤʧʫʩʝ Virginia Tech ʚ ɹʣʵʢʩʙʫʨʛʝ, ʰʪʘʪ 

ɺʠʨʜʞʠʥʠʷ. CCI ʙʳʣ ʧʦʜʧʠʩʘʥ ʟʘʢʦʥʦʜʘʪʝʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ ʰʪʘʪʘ ʚ 2018 ʛʦʜʫ ʩ 

ʮʝʣʴʶ ʨʘʟʚʠʪʠʷ ʢʘʜʨʦʚʳʭ ʨʝʩʫʨʩʦʚ ʠ ʧʨʠʚʣʝʯʝʥʠʷ ʢʦʤʧʘʥʠʡ, ʟʘʥʠʤʘʶʱʠʭʩʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ. ʐʪʘʪ ʦʜʦʙʨʠʣ ʬʠʥʘʥʩʠʨʦʚʘʥʠʝ ʩʝʪʠ ʚ ʨʘʟʤʝʨʝ 17,5 ʤʣʥ 

ʜʦʣʣʘʨʦʚ ʚ ʘʧʨʝʣʝ 2020 ʛʦʜʘ ʥʘ 2021 ʬʠʥʘʥʩʦʚʳʡ ʛʦʜè. (Ryan Johnston. Eight 

Virginia universities announce cybersecurity workforce projects // EdScoop 

(https://edscoop.com/eight-virginia-universities-announce-cybersecurity-workforce-

projects/). 29.04.2021). 

***  

 

ʂʨʘʾʥʠ ɭʉ ʪʘ ɺʝʣʠʢʦʙʨʠʪʘʥʽʷ 

 

çʀʥʬʦʨʤʘʮʠʦʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ ʚʩʝ ʯʘʱʝ ʧʦʜʚʝʨʛʘʶʪʩʷ ʧʦʪʝʥʮʠʘʣʴʥʦ 

ʟʣʦʥʘʤʝʨʝʥʥʳʤ ʥʘʤʝʨʝʥʠʷʤ ʨʘʟʣʠʯʥʳʭ ʛʨʫʧʧ ʠ ʦʪʜʝʣʴʥʳʭ ʣʠʮ. 

ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʩʠʩʪʝʤʘʪʠʯʝʩʢʠʝ ʠ ʩʢʦʦʨʜʠʥʠʨʦʚʘʥʥʳʝ ʫʩʠʣʠʷ ʧʦ 

ʧʦʚʳʰʝʥʠʶ ʚʦʟʤʦʞʥʦʩʪʝʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʷʚʣʷʶʪʩʷ ʢʣʶʯʦʤ ʢ 

ʙʝʟʦʧʘʩʥʦʤʫ ʮʠʬʨʦʚʦʤʫ ʦʙʱʝʩʪʚʫ. 

ʉʠʩʪʝʤʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʍʦʨʚʘʪʠʠ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʣʦʞʥʫʶ 

ʤʝʞʦʪʨʘʩʣʝʚʫʶ ʩʝʪʴ ʠʥʩʪʠʪʫʪʦʚ ʠ ʥʦʨʤʘʪʠʚʥʳʭ ʘʢʪʦʚ, ʢʦʪʦʨʘʷ ʧʦʩʪʦʷʥʥʦ 

ʨʘʟʚʠʚʘʝʪʩʷ, ʥʦ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʪʨʝʙʦʚʘʥʠʷʤ, ʧʦʣʫʯʝʥʥʳʤ ʚ ʨʝʟʫʣʴʪʘʪʝ ʯʣʝʥʩʪʚʘ 
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ʩʪʨʘʥʳ ʚ ɽʚʨʦʧʝʡʩʢʦʤ ʩʦʶʟʝ ʠ ʆʨʛʘʥʠʟʘʮʠʠ ʉʝʚʝʨʦʘʪʣʘʥʪʠʯʝʩʢʦʛʦ ʜʦʛʦʚʦʨʘ 

(ʅɸʊʆ). 

ʕʪʦ ʚʪʦʨʘʷ ʩʪʘʪʴʷ ʠʟ ʩʝʨʠʠ ʦ ʨʝʛʫʣʠʨʦʚʘʥʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʍʦʨʚʘʪʠʠ. 

(1) 

ʋʯʨʝʞʜʝʥʠʷ ɿʘʢʦʥʘ ʦʙ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʇʝʨʚʳʤ ʧʨʘʚʦʚʳʤ ʘʢʪʦʤ, ʨʝʛʫʣʠʨʫʶʱʠʤ ʚʦʧʨʦʩʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 

ʍʦʨʚʘʪʠʠ, ʙʳʣ ɿʘʢʦʥ ʦʙ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʆʬʠʮʠʘʣʴʥʳʡ ʚʝʩʪʥʠʢ 

79/2007), ʢʦʪʦʨʳʡ ʙʳʣ ʧʨʠʥʷʪ ʚ 2007 ʛʦʜʫ. ʕʪʦʪ ʟʘʢʦʥ ʟʘʣʦʞʠʣ ʦʩʥʦʚʳ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʦʙʱʝʩʪʚʝʥʥʦʡ ʢʠʙʝʨʩʬʝʨʝ ʠ ʫʯʨʝʜʠʣ ʪʨʠ ʦʨʛʘʥʘ, ʢʦʪʦʨʳʝ 

ʠʛʨʘʶʪ ʢʣʶʯʝʚʳʝ ʨʦʣʠ ʚ ʍʦʨʚʘʪʠʠ. ʧʦʣʠʪʠʢʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ: 

ʆʬʠʩ ʉʦʚʝʪʘ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ONSC); 

ɹʶʨʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ (ISSB); ʘ ʪʘʢʞʝ 

ɻʨʫʧʧʘ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʢʦʤʧʴʶʪʝʨʥʳʝ ʯʨʝʟʚʳʯʘʡʥʳʝ ʩʠʪʫʘʮʠʠ (CERT). 

ONSC 

ɺ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ɿʘʢʦʥʦʤ ʦʙ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ONSC ʩʪʘʣ 

ʦʨʛʘʥʦʤ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʦʪʚʝʯʘʶʱʠʤ ʟʘ ʢʦʦʨʜʠʥʘʮʠʶ ʥʘʮʠʦʥʘʣʴʥʳʭ 

ʠʟʤʝʨʝʥʠʡ ʠ ʩʪʘʥʜʘʨʪʦʚ ɽʉ ʠ ʅɸʊʆ ʜʣʷ ʟʘʱʠʪʳ ʩʝʢʨʝʪʥʦʡ ʠ ʥʝʩʝʢʨʝʪʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʚ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʤ ʩʝʢʪʦʨʝ. ONSC ʷʚʣʷʝʪʩʷ ʦʩʥʦʚʥʳʤ ʦʨʛʘʥʦʤ 

ʭʦʨʚʘʪʩʢʦʡ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʨʘʟʚʝʜʢʠ. ʆʥ ʚʳʧʦʣʥʷʝʪ ʟʘʜʘʯʠ ʉʦʚʝʪʘ 

ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʉʦʚʝʪʘ ʧʦ ʢʦʦʨʜʠʥʘʮʠʠ ʩʣʫʞʙ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʨʘʟʚʝʜʢʠ ʠ ʠʥʬʦʨʤʠʨʫʝʪ ʧʨʝʟʠʜʝʥʪʘ ʠ ʧʨʝʤʴʝʨ-ʤʠʥʠʩʪʨʘ ʦ ʨʘʙʦʪʝ ʩʣʫʞʙ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʨʘʟʚʝʜʢʠ. 

ISSB 

ɿʘʢʦʥ ʦʙ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʨʫʯʠʣ ISSB ʢʦʦʨʜʠʥʠʨʦʚʘʪʴ ʤʝʨʳ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʚ ʦʪʥʦʰʝʥʠʠ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʚ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʤ ʩʝʢʪʦʨʝ. ISSB - ʵʪʦ ʮʝʥʪʨʘʣʴʥʳʡ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʡ ʦʨʛʘʥ, ʦʪʚʝʯʘʶʱʠʡ ʟʘ ʪʝʭʥʠʯʝʩʢʫʶ ʩʪʦʨʦʥʫ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʦʨʛʘʥʦʚ. ʕʪʦ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʫʧʨʘʚʣʝʥʠʝ: 

ʩʪʘʥʜʘʨʪʳ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ; 

ʘʢʢʨʝʜʠʪʘʮʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ; ʘ ʪʘʢʞʝ 

ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʤʘʪʝʨʠʘʣ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʚʦ ʚʨʝʤʷ ʦʙʤʝʥʘ ʩʝʢʨʝʪʥʦʡ 

ʠʥʬʦʨʤʘʮʠʝʡ ʠ ʘʥʘʣʦʛʠʯʥʳʭ ʟʘʜʘʯ. 

ɼʠʨʝʢʪʦʨʘ ISSB ʥʘʟʥʘʯʘʶʪʩʷ ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ ʥʘ ʦʩʥʦʚʘʥʠʠ ʧʨʝʜʣʦʞʝʥʠʡ 

ʉʦʚʝʪʘ ʧʦ ʢʦʦʨʜʠʥʘʮʠʠ ʩʣʫʞʙ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʨʘʟʚʝʜʢʠ. 

CERT 

ɿʘʢʦʥ ʦʙ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʫʯʨʝʜʠʣ CERT ʢʘʢ ʦʪʜʝʣ ʚ ʨʘʤʢʘʭ 

ʍʦʨʚʘʪʩʢʦʡ ʘʢʘʜʝʤʠʯʝʩʢʦʡ ʠ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʡ ʩʝʪʠ. CERT ʦʪʚʝʯʘʝʪ ʟʘ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʫʛʨʦʟ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʟʘʱʠʪʫ ʚʩʝʭ ʦʙʱʝʜʦʩʪʫʧʥʳʭ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʚ ʍʦʨʚʘʪʠʠ. ɽʛʦ ʦʩʥʦʚʥʘʷ ʟʘʜʘʯʘ - ʦʙʨʘʙʘʪʳʚʘʪʴ 

ʠʥʮʠʜʝʥʪʳ ʢʦʤʧʴʶʪʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚ ʢʦʪʦʨʳʭ ʦʜʥʘ ʠʟ ʩʪʦʨʦʥ ʥʘʭʦʜʠʪʩʷ ʚ 

ʍʦʨʚʘʪʠʠ (ʪʦ ʝʩʪʴ ʩʪʦʨʦʥʳ, ʢʦʪʦʨʳʝ ʠʤʝʶʪ ʜʦʤʝʥ.hr ʠʣʠ ʥʘʭʦʜʷʪʩʷ ʚ ʜʠʘʧʘʟʦʥʝ 

ʘʜʨʝʩʦʚ ʭʦʨʚʘʪʩʢʦʛʦ ʠʥʪʝʨʥʝʪ-ʧʨʦʪʦʢʦʣʘ). 

ɼʦʧʦʣʥʠʪʝʣʴʥʳʝ ʬʫʥʢʮʠʠ ONSC, ISSB ʠ CERT 

ɿʘʢʦʥ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʦʧʝʨʘʪʦʨʦʚ ʦʩʥʦʚʥʳʭ ʫʩʣʫʛ ʠ ʧʦʩʪʘʚʱʠʢʦʚ 

ʮʠʬʨʦʚʳʭ ʫʩʣʫʛ 2018 ʛ. (ʆʬʠʮʠʘʣʴʥʳʡ ʚʝʩʪʥʠʢ 64/2018), ʢʦʪʦʨʳʡ ʙʳʣ ʧʝʨʝʥʝʩʝʥ 
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ʠʟ ɼʠʨʝʢʪʠʚʳ ɽʉ ʧʦ ʩʝʪʝʚʦʡ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (2016/1148 / EU), ʜʘʣ 

ʫ ʪʨʝʭ ʦʨʛʘʥʦʚ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʥʘʮʠʦʥʘʣʴʥʳʝ ʬʫʥʢʮʠʠ. ONSC ʩʪʘʣ ʝʜʠʥʳʤ 

ʥʘʮʠʦʥʘʣʴʥʳʤ ʢʦʥʪʘʢʪʥʳʤ ʣʠʮʦʤ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ISSB ʠ CERT ʩʪʘʣʠ ʦʨʛʘʥʘʤʠ 

ʥʘʮʠʦʥʘʣʴʥʦʡ ʛʨʫʧʧʳ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʠʥʮʠʜʝʥʪʳ ʢʦʤʧʴʶʪʝʨʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩ 

ʘʥʘʣʦʛʠʯʥʳʤʠ ʟʘʜʘʯʘʤʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ. 

ʀʥʩʪʠʪʫʪʳ ʅʘʮʠʦʥʘʣʴʥʦʡ ʩʪʨʘʪʝʛʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʇʨʠʥʷʪʠʝ ʚ 2015 ʛʦʜʫ ʅʘʮʠʦʥʘʣʴʥʦʡ ʩʪʨʘʪʝʛʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʦʪʨʝʙʦʚʘʣʦ ʩʦʟʜʘʥʠʷ ʤʝʞʚʝʜʦʤʩʪʚʝʥʥʦʛʦ ʦʨʛʘʥʘ ʜʣʷ ʤʦʥʠʪʦʨʠʥʛʘ ʝʝ ʨʝʘʣʠʟʘʮʠʠ ʠ 

ʫʩʪʘʥʦʚʣʝʥʠʷ ʩʚʷʟʠ ʤʝʞʜʫ ʢʦʤʧʝʪʝʥʪʥʳʤʠ ʫʯʨʝʞʜʝʥʠʷʤʠ ʚ ʧʨʘʚʠʪʝʣʴʩʪʚʝ ʠ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʤ ʩʝʢʪʦʨʝ. ɺ 2016 ʛʦʜʫ ʙʳʣʠ ʩʦʟʜʘʥʳ ʜʚʘ ʤʝʞʚʝʜʦʤʩʪʚʝʥʥʳʭ ʦʨʛʘʥʘ 

ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʨʝʘʣʠʟʘʮʠʝʡ ʮʝʣʝʡ ʠ ʧʦʢʘʟʘʪʝʣʝʡ ʅʘʮʠʦʥʘʣʴʥʦʡ ʩʪʨʘʪʝʛʠʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʜʣʷ ʨʝʰʝʥʠʷ ʚʩʝʭ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʥʘʮʠʦʥʘʣʴʥʳʭ 

ʚʦʧʨʦʩʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ: 

ʅʘʮʠʦʥʘʣʴʥʳʡ ʩʦʚʝʪ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ; ʘ ʪʘʢʞʝ 

ʂʦʦʨʜʠʥʘʮʠʦʥʥʘʷ ʛʨʫʧʧʘ ʧʦ ʦʧʝʨʘʪʠʚʥʦʡ ʠ ʪʝʭʥʠʯʝʩʢʦʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʅʘʮʠʦʥʘʣʴʥʳʡ ʩʦʚʝʪ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʅʘʮʠʦʥʘʣʴʥʳʡ ʩʦʚʝʪ 

ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦʩʪʦʠʪ ʠʟ 16 ʧʨʝʜʩʪʘʚʠʪʝʣʝʡ ʩʣʝʜʫʶʱʠʭ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ 

ʫʯʨʝʞʜʝʥʠʡ: 

ʆʅɹʂ; 

ʎʝʥʪʨʘʣʴʥʦʝ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʧʦ ʨʘʟʚʠʪʠʶ ʮʠʬʨʦʚʦʛʦ ʦʙʱʝʩʪʚʘ; 

ɸʛʝʥʪʩʪʚʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʨʘʟʚʝʜʢʠ; 

ISSB; 

ʆʧʝʨʘʪʠʚʥʦ-ʪʝʭʥʠʯʝʩʢʠʡ ʮʝʥʪʨ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʛʦ ʥʘʙʣʶʜʝʥʠʷ; 

ʍʦʨʚʘʪʩʢʘʷ ʘʢʘʜʝʤʠʯʝʩʢʘʷ ʠ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʘʷ ʩʝʪʴ; 

CERT; 

ʈʝʛʫʣʠʨʫʶʱʠʡ ʦʨʛʘʥ ʍʦʨʚʘʪʠʠ ʜʣʷ ʩʝʪʝʚʦʡ ʠʥʜʫʩʪʨʠʠ; 

ʍʦʨʚʘʪʩʢʠʡ ʥʘʮʠʦʥʘʣʴʥʳʡ ʙʘʥʢ; ʘ ʪʘʢʞʝ 

ʍʦʨʚʘʪʩʢʦʝ ʘʛʝʥʪʩʪʚʦ ʧʦ ʟʘʱʠʪʝ ʣʠʯʥʳʭ ʜʘʥʥʳʭ. 

ʇʨʝʜʩʪʘʚʠʪʝʣʴ ONSC ʚʳʩʪʫʧʘʝʪ ʚ ʢʘʯʝʩʪʚʝ ʧʨʝʟʠʜʝʥʪʘ. ʅʘʮʠʦʥʘʣʴʥʳʡ ʩʦʚʝʪ 

ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʜʦʪʯʝʪʝʥ ʧʨʘʚʠʪʝʣʴʩʪʚʫ ʠ ʦʪʚʝʯʘʝʪ ʟʘ ʨʝʘʣʠʟʘʮʠʶ ʪʨʝʭ 

ʤʝʨ ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʢʠʙʝʨ-ʢʨʠʟʠʩʘʤʠ. 

ʂʦʦʨʜʠʥʘʮʠʦʥʥʘʷ ʛʨʫʧʧʘ ʧʦ ʦʧʝʨʘʪʠʚʥʦʡ ʠ ʪʝʭʥʠʯʝʩʢʦʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ɻʨʫʧʧʘ ʧʦ ʢʦʦʨʜʠʥʘʮʠʠ ʦʧʝʨʘʪʠʚʥʦʡ ʠ ʪʝʭʥʠʯʝʩʢʦʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʦʜʜʝʨʞʠʚʘʝʪ ʜʝʷʪʝʣʴʥʦʩʪʴ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʩʦʚʝʪʘ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʦʩʨʝʜʩʪʚʦʤ: 

ʤʦʥʠʪʦʨʠʥʛ ʥʘʮʠʦʥʘʣʴʥʦʛʦ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʘ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟ, 

ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʢʠʙʝʨ-ʢʨʠʟʠʩʫ; 

ʦʪʯʝʪʥʦʩʪʴ ʦ ʩʦʩʪʦʷʥʠʠ ʤʝʨ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ; 

ʧʨʝʜʣʦʞʝʥʠʝ ʧʣʘʥʦʚ ʜʝʡʩʪʚʠʡ ʥʘ ʩʣʫʯʘʡ ʢʠʙʝʨ-ʢʨʠʟʠʩʦʚ; ʘ ʪʘʢʞʝ 

ʚʳʧʦʣʥʝʥʠʝ ʜʨʫʛʠʭ ʟʘʜʘʯ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʫʩʪʘʥʦʚʣʝʥʥʳʤʠ ʧʨʦʛʨʘʤʤʘʤʠ. 

ʂʦʦʨʜʠʥʘʮʠʦʥʥʘʷ ʛʨʫʧʧʘ ʧʦ ʦʧʝʨʘʪʠʚʥʦʡ ʠ ʪʝʭʥʠʯʝʩʢʦʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʩʦʩʪʦʠʪ ʠʟ ʚʦʩʴʤʠ ʯʣʝʥʦʚ, ʥʝʢʦʪʦʨʳʝ ʠʟ ʢʦʪʦʨʳʭ ʷʚʣʷʶʪʩʷ ʧʨʝʜʩʪʘʚʠʪʝʣʷʤʠ 

ʦʨʛʘʥʠʟʘʮʠʡ, ʢʦʪʦʨʳʝ ʪʘʢʞʝ ʧʨʝʜʩʪʘʚʣʝʥʳ ʚ ʅʘʮʠʦʥʘʣʴʥʦʤ ʩʦʚʝʪʝ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʨʝʜʩʪʘʚʠʪʝʣʴ ʄʠʥʠʩʪʝʨʩʪʚʘ ʚʥʫʪʨʝʥʥʠʭ ʜʝʣ ʜʝʡʩʪʚʫʝʪ ʢʘʢ 

ʢʦʦʨʜʠʥʘʪʦʨ. ʂʦʦʨʜʠʥʘʮʠʦʥʥʘʷ ʛʨʫʧʧʘ ʧʦ ʦʧʝʨʘʪʠʚʥʦʡ ʠ ʪʝʭʥʠʯʝʩʢʦʡ 
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ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʜʦʪʯʝʪʥʘ ʅʘʮʠʦʥʘʣʴʥʦʤʫ ʩʦʚʝʪʫ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʫʯʘʩʪʚʫʝʪ ʚ ʨʝʘʣʠʟʘʮʠʠ ʤʝʨ, ʟʘ ʢʦʪʦʨʳʝ ʩʦʚʝʪ ʥʝʩʝʪ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴè. (Ivana 

Manovelo. Cybersecurity: overview of relevant institutions // Law Business Research 

(https://www.internationallawoffice.com/Newsletters/Tech-Data-Telecoms-

Media/Croatia/Maei-Partners/Cybersecurity-overview-of-relevant-institutions). 

02.04.2021). 

***  

 

çʇʨʘʚʠʪʝʣʴʩʪʚʦ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʦʧʫʙʣʠʢʦʚʘʣʦ ʩʚʦʡ ʦʪʚʝʪ ʥʘ ʧʨʠʟʳʚ 

ʚʳʩʢʘʟʘʪʴ ʤʥʝʥʠʷ ʦ ʧʨʝʜʣʘʛʘʝʤʦʤ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʝ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʦʜʢʣʶʯʝʥʥʳʭ ʧʦʪʨʝʙʠʪʝʣʝʡ ʧʨʦʜʫʢʪʦʚ 21 ʘʧʨʝʣʷ 2021 ʛʦʜʘ, ʧʦʜʪʚʝʨʜʠʚ 

ʧʣʘʥʳ ʧʦ ʧʨʠʥʷʪʠʶ ʥʦʚʳʭ ʟʘʢʦʥʦʚ, ʫʩʪʘʥʘʚʣʠʚʘʶʱʠʭ ʦʙʷʟʘʪʝʣʴʥʳʝ 

ʪʨʝʙʦʚʘʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʧʨʦʜʫʢʪʦʚ, ʧʨʦʜʘʚʘʝʤʳʭ çʧʦ ʚʩʝʡ 

ɺʝʣʠʢʦʙʨʠʪʘʥʠʠè. 

ʉʦʛʣʘʩʥʦ ʧʨʝʜʣʦʞʝʥʥʳʤ ʥʦʚʳʤ ʧʨʘʚʠʣʘʤ, ʦʧʨʝʜʝʣʝʥʥʳʝ ʧʦʜʢʣʶʯʝʥʥʳʝ 

ʧʦʪʨʝʙʠʪʝʣʴʩʢʠʝ ʫʩʪʨʦʡʩʪʚʘ, ʧʨʦʜʘʚʘʝʤʳʝ ʚ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ, ʜʦʣʞʥʳ ʙʫʜʫʪ 

ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʩʣʝʜʫʶʱʠʤ ʪʨʝʤ ʪʨʝʙʦʚʘʥʠʷʤ, ʫʩʪʘʥʘʚʣʠʚʘʶʱʠʤ çʤʠʥʠʤʘʣʴʥʳʡ 

ʙʘʟʦʚʳʡ ʫʨʦʚʝʥʴ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠè: 

ʇʘʨʦʣʠ ʜʦʣʞʥʳ ʙʳʪʴ ʫʥʠʢʘʣʴʥʳʤʠ, ʠ ʠʭ ʥʝʣʴʟʷ ʩʙʨʘʩʳʚʘʪʴ ʜʦ 

ʫʥʠʚʝʨʩʘʣʴʥʳʭ ʟʘʚʦʜʩʢʠʭ ʥʘʩʪʨʦʝʢ. 

ʇʨʦʠʟʚʦʜʠʪʝʣʠ ʜʦʣʞʥʳ ʧʨʝʜʦʩʪʘʚʠʪʴ ʦʙʱʝʜʦʩʪʫʧʥʫʶ ʪʦʯʢʫ ʢʦʥʪʘʢʪʘ, ʯʪʦʙʳ 

ʣʶʙʦʡ ʤʦʛ ʩʦʦʙʱʠʪʴ ʦʙ ʫʷʟʚʠʤʦʩʪʠ. 

ʂʣʠʝʥʪʳ ʜʦʣʞʥʳ ʙʳʪʴ ʧʨʦʠʥʬʦʨʤʠʨʦʚʘʥʳ ʚ ʪʦʨʛʦʚʦʡ ʪʦʯʢʝ ʦ ʪʦʤ, ʢʘʢ ʜʦʣʛʦ 

ʫʩʪʨʦʡʩʪʚʦ ʙʫʜʝʪ ʧʦʣʫʯʘʪʴ ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺ ʦʪʚʝʪʝ ʦʪʤʝʯʘʝʪʩʷ, ʯʪʦ ʵʪʠ ʪʨʝʙʦʚʘʥʠʷ ʙʳʣʠ ʚʟʷʪʳ ʠʟ ʪʨʝʭ ʦʩʥʦʚʥʳʭ 

ʨʫʢʦʚʦʜʷʱʠʭ ʧʨʠʥʮʠʧʦʚ ʂʦʜʝʢʩʘ ʧʨʘʢʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʪʨʝʙʠʪʝʣʴʩʢʦʛʦ 

ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʠ ʧʦʣʦʞʝʥʠʡ ɽʚʨʦʧʝʡʩʢʦʛʦ ʩʪʘʥʜʘʨʪʘ ETSI (EN) 303 645 ʠ 

ʩʦʛʣʘʩʫʶʪʩʷ ʩ ʥʠʤʠ. 

ʇʨʝʜʣʘʛʘʝʤʳʝ ʥʦʚʳʝ ʧʨʘʚʠʣʘ ʙʫʜʫʪ ʧʨʠʤʝʥʷʪʴʩʷ ʢ ʰʠʨʦʢʦʤʫ ʩʧʝʢʪʨʫ 

ʧʦʜʢʣʶʯʝʥʥʳʭ ʧʦʪʨʝʙʠʪʝʣʴʩʢʠʭ ʪʦʚʘʨʦʚ, ʚʢʣʶʯʘʷ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʝ ʢʦʣʦʥʢʠ, 

ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʝ ʪʝʣʝʚʠʟʦʨʳ, ʧʦʜʢʣʶʯʝʥʥʳʝ ʜʚʝʨʥʳʝ ʟʚʦʥʢʠ, ʩʤʘʨʪʬʦʥʳ, 

ʧʦʜʢʣʶʯʝʥʥʳʝ ʠʛʨʫʰʢʠ ʠ ʧʦʜʢʣʶʯʝʥʥʳʝ ʥʦʩʠʤʳʝ ʬʠʪʥʝʩ-ʪʨʝʢʝʨʳ (ʩʨʝʜʠ ʤʥʦʛʠʭ 

ʜʨʫʛʠʭ). 

ʆʜʥʘʢʦ, ʩʦʛʣʘʩʥʦ ʧʦʩʣʝʜʥʠʤ ʧʨʝʜʣʦʞʝʥʠʷʤ, ʥʝʢʦʪʦʨʳʝ ʫʩʪʨʦʡʩʪʚʘ ʪʝʧʝʨʴ 

ʙʫʜʫʪ ʠʟʥʘʯʘʣʴʥʦ ʦʩʚʦʙʦʞʜʝʥʳ ʦʪ ʫʧʣʘʪʳ, ʚʢʣʶʯʘʷ ʥʘʩʪʦʣʴʥʳʝ ʢʦʤʧʴʶʪʝʨʳ, 

ʥʦʫʪʙʫʢʠ ʠ ʧʣʘʥʰʝʪʳ ʙʝʟ ʩʦʪʦʚʦʡ ʩʚʷʟʠ, ʢʦʪʦʨʳʝ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʩʦʯʣʦ 

çʥʝʫʤʝʩʪʥʳʤ ʚʢʣʶʯʘʪʴ ʚ ʦʞʠʜʘʥʠʠ ʜʘʣʴʥʝʡʰʝʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʷè. ɺ ʠʩʭʦʜʥʳʭ 

ʧʨʝʜʣʦʞʝʥʠʷʭ, ʦʧʫʙʣʠʢʦʚʘʥʥʳʭ ʜʣʷ ʠʶʣʴʩʢʦʛʦ ʢʦʥʢʫʨʩʘ 2020 ʛ. ʆʜʥʘʢʦ ʚ ʦʪʚʝʪʝ 

ʦʪʤʝʯʘʝʪʩʷ, ʯʪʦ ʧʦʩʣʝ ʦʪʟʳʚʦʚ, ʧʦʣʫʯʝʥʥʳʭ ʦʪ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʳʭ ʩʪʦʨʦʥ, 

ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʧʨʠʟʥʘʝʪ çʫʥʠʢʘʣʴʥʳʝ ʧʨʦʙʣʝʤʳ, ʩ ʢʦʪʦʨʳʤʠ ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʵʪʠʭ 

ʧʨʦʜʫʢʪʦʚ ʩʪʦʣʢʥʫʪʩʷ ʧʨʠ ʩʦʙʣʶʜʝʥʠʠ ʥʘʰʝʛʦ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ, ʠ ʧʨʦʚʝʜʝʪ 

ʜʘʣʴʥʝʡʰʫʶ ʨʘʙʦʪʫ ʧʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʶ ʠ ʘʥʘʣʠʟʫ, ʧʨʝʞʜʝ ʯʝʤ ʧʨʝʜʧʨʠʥʠʤʘʪʴ 

ʢʘʢʠʝ-ʣʠʙʦ ʜʝʡʩʪʚʠʷ ʧʦ ʜʦʙʘʚʣʝʥʠʶ ʵʪʠʭ ʫʩʪʨʦʡʩʪʚ ʚ ʩʧʠʩʦʢ. ʦʙʲʝʤ ʨʝʛʫʣʠʨʦʚʘʥʠʷ 

ʚ ʙʫʜʫʱʝʤè. 
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ʇʨʘʚʠʪʝʣʴʩʪʚʦ ʪʘʢʞʝ ʦʪʤʝʪʠʣʦ, ʯʪʦ ʧʨʝʜʣʘʛʘʝʤʳʡ ʟʘʢʦʥ ʧʦʟʚʦʣʠʪ ʚʚʝʩʪʠ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʙʫʜʫʱʝʤ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʚʢʣʶʯʘʪʴ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʦʪʯʝʪʳ ʦʙ ʫʷʟʚʠʤʦʩʪʷʭ, ʦʙʥʦʚʣʝʥʠʷ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ ʠ ʧʨʠʥʮʠʧʳ ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʧʨʦʛʨʘʤʤʥʦʛʦ ʠ 

ʘʧʧʘʨʘʪʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ (ʩʨʝʜʠ ʜʨʫʛʠʭ ʧʨʠʤʝʨʦʚ, ʧʨʠʚʝʜʝʥʥʳʭ ʚ ʦʪʚʝʪʝ). 

ʇʨʝʜʣʦʞʝʥʠʷ, ʦʧʫʙʣʠʢʦʚʘʥʥʳʝ ʜʣʷ ʟʘʧʨʦʩʘ ʜʦʢʘʟʘʪʝʣʴʩʪʚ, ʧʨʦʚʝʜʝʥʥʦʛʦ ʚ 

ʧʨʦʰʣʦʤ ʛʦʜʫ, ʧʨʝʜʚʝʱʘʣʠ ʦʯʝʥʴ ʢʦʨʦʪʢʠʝ ʧʝʨʝʭʦʜʥʳʝ ʧʝʨʠʦʜʳ ʧʦʩʣʝ ʧʨʠʥʷʪʠʷ 

ʟʘʢʦʥʘ (9 ʤʝʩʷʮʝʚ ʜʣʷ ʧʝʨʚʦʛʦ ʪʨʝʙʦʚʘʥʠʷ, 3 ʤʝʩʷʮʘ ʜʣʷ ʚʪʦʨʦʛʦ, 6 ʤʝʩʷʮʝʚ ʜʣʷ 

ʪʨʝʪʴʝʛʦ). ɺ ʦʪʚʝʪʝ ʥʘ ʟʘʧʨʦʩ ʤʥʝʥʠʡ ʦʪʤʝʯʘʝʪʩʷ, ʯʪʦ çʧʦʩʣʝ ʢʦʨʦʣʝʚʩʢʦʛʦ ʩʦʛʣʘʩʠʷ 

ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʧʨʝʜʦʩʪʘʚʠʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʵʢʦʥʦʤʠʯʝʩʢʠʤ ʩʫʙʲʝʢʪʘʤ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʡ ʣʴʛʦʪʥʳʡ ʧʝʨʠʦʜ ʜʣʷ ʢʦʨʨʝʢʪʠʨʦʚʢʠ ʩʚʦʝʡ ʜʝʣʦʚʦʡ ʧʨʘʢʪʠʢʠ ʜʦ 

ʪʦʛʦ, ʢʘʢ ʧʨʝʜʧʦʣʘʛʘʝʤʳʡ ʟʘʢʦʥ ʧʦʣʥʦʩʪʴʶ ʚʩʪʫʧʠʪ ʚ ʩʠʣʫè.  

ʏʪʦ ʢʘʩʘʝʪʩʷ ʪʦʛʦ, ʯʪʦ ʙʫʜʝʪ ʜʘʣʴʰʝ, ʧʨʘʚʠʪʝʣʴʩʪʚʦ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʚ 

ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʨʘʟʨʘʙʘʪʳʚʘʝʪ ʟʘʢʦʥʦʧʨʦʝʢʪ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʚʥʝʩʝʥ ʚ ʧʘʨʣʘʤʝʥʪ, 

çʢʦʛʜʘ ʧʘʨʣʘʤʝʥʪʩʢʦʝ ʚʨʝʤʷ ʧʦʟʚʦʣʠʪè. 

ʋʯʠʪʳʚʘʷ ʧʝʨʚʦʥʘʯʘʣʴʥʦ ʧʨʝʜʣʦʞʝʥʥʳʝ ʢʦʨʦʪʢʠʝ ʧʝʨʝʭʦʜʥʳʝ ʧʝʨʠʦʜʳ, 

ʧʨʦʠʟʚʦʜʠʪʝʣʠ, ʠʤʧʦʨʪʝʨʳ ʠ ʜʠʩʪʨʠʙʴʶʪʦʨʳ ʨʘʩʩʤʘʪʨʠʚʘʝʤʳʭ ʫʩʪʨʦʡʩʪʚ ʜʦʣʞʥʳ 

ʚʥʠʤʘʪʝʣʴʥʦ ʩʣʝʜʠʪʴ ʟʘ ʵʪʠʤ ʨʘʟʚʠʪʠʝʤ ʧʦ ʤʝʨʝ ʝʛʦ ʧʨʦʜʚʠʞʝʥʠʷ. 

ɽʚʨʦʧʝʡʩʢʘʷ ʢʦʤʠʩʩʠʷ ʪʘʢʞʝ ʨʘʙʦʪʘʝʪ ʥʘʜ ʨʷʜʦʤ ʠʥʠʮʠʘʪʠʚ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʜʢʣʶʯʝʥʥʳʭ ʧʦʪʨʝʙʠʪʝʣʴʩʢʠʭ ʫʩʪʨʦʡʩʪʚ, ʚʢʣʶʯʘʷ 

ʜʝʣʝʛʠʨʦʚʘʥʥʳʡ ʟʘʢʦʥ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ɼʠʨʝʢʪʠʚʦʡ ʦ ʨʘʜʠʦʦʙʦʨʫʜʦʚʘʥʠʠ 2014/53 / 

EU (ʧʨʦʝʢʪ, ʢʦʪʦʨʳʡ, ʢʘʢ ʦʞʠʜʘʝʪʩʷ, ʙʫʜʝʪ ʦʧʫʙʣʠʢʦʚʘʥ ʚ ʙʣʠʞʘʡʰʝʝ ʚʨʝʤʷ), 

ʧʦʪʝʥʮʠʘʣʴʥʫʶ ʩʭʝʤʫ ʩʝʨʪʠʬʠʢʘʮʠʠ ʜʣʷ IoT. ʫʩʪʨʦʡʩʪʚʘ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ɿʘʢʦʥʦʤ 

ɽʉ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ (ʈʝʛʣʘʤʝʥʪ (ɽʉ) 2019/881) ʠ ʥʦʚʳʤ ʛʦʨʠʟʦʥʪʘʣʴʥʳʤ 

ʟʘʢʦʥʦʜʘʪʝʣʴʥʳʤ ʘʢʪʦʤ (ʦʪʤʝʯʝʥʥʳʤ ʢʘʢ ʙʦʣʝʝ ʜʦʣʛʦʩʨʦʯʥʘʷ ʤʝʨʘ)éè (UK 

government confirms plans to bring in mandatory cyber security requirements for 

connected consumer products // Productwise 

(https://products.cooley.com/2021/04/26/uk-government-confirms-plans-to-bring-in-

mandatory-cyber-security-requirements-for-connected-consumer-products/#page=1). 

26.04.2021). 

***  

 

çʋʩʪʦʡʯʠʚʦʩʪʴ, ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʩʫʚʝʨʝʥʠʪʝʪ ʠ ʣʠʜʝʨʩʪʚʦ ʚʘʞʥʳ ʜʣʷ 

ɽʉ, ʠ ʧʦʵʪʦʤʫ ʦʥʠ ʨʘʩʩʤʘʪʨʠʚʘʶʪʩʷ ʚ ʉʪʨʘʪʝʛʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ɽʉ. 

ʉʪʨʝʤʷʩʴ ʧʦʜʜʝʨʞʘʪʴ ʵʪʫ ʩʪʨʘʪʝʛʠʶ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ENISA ʚʳʧʫʩʢʘʝʪ 

ʦʪʯʝʪ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʠʟʫʯʝʥʠʷ ʮʠʬʨʦʚʦʡ ʩʪʨʘʪʝʛʠʯʝʩʢʦʡ ʘʚʪʦʥʦʤʠʠ ʚ 

ɽʉ, ʠ ʧʨʝʜʣʘʛʘʝʪ ʥʘʧʨʘʚʣʝʥʠʷ ʙʫʜʫʱʠʭ ʠʩʩʣʝʜʦʚʘʥʠʡ. 
ʏʪʦ ʪʘʢʦʝ ʮʠʬʨʦʚʘʷ ʩʪʨʘʪʝʛʠʯʝʩʢʘʷ ʘʚʪʦʥʦʤʠʷ? 

ʎʠʬʨʦʚʫʶ ʩʪʨʘʪʝʛʠʯʝʩʢʫʶ ʘʚʪʦʥʦʤʠʶ ʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ ʢʘʢ ʩʧʦʩʦʙʥʦʩʪʴ 

ɽʚʨʦʧʳ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʧʨʦʜʫʢʪʳ ʠ ʫʩʣʫʛʠ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʝ ʜʣʷ ʫʜʦʚʣʝʪʚʦʨʝʥʠʷ 

ʢʦʥʢʨʝʪʥʳʭ ʧʦʪʨʝʙʥʦʩʪʝʡ ʠ ʮʝʥʥʦʩʪʝʡ ɽʉ, ʠʟʙʝʛʘʷ ʧʨʠ ʵʪʦʤ ʚʣʠʷʥʠʷ ʚʥʝʰʥʝʛʦ 

ʤʠʨʘ. 

ɺ ʮʠʬʨʦʚʦʤ ʤʠʨʝ ʪʘʢʠʝ ʧʦʪʨʝʙʥʦʩʪʠ ʤʦʛʫʪ ʚʢʣʶʯʘʪʴ ʦʙʦʨʫʜʦʚʘʥʠʝ, 

ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʠʣʠ ʘʣʛʦʨʠʪʤʳ, ʧʨʦʠʟʚʦʜʠʤʳʝ ʢʘʢ ʧʨʦʜʫʢʪʳ ʠ / ʠʣʠ 

ʫʩʣʫʛʠ, ʢʦʪʦʨʳʝ ʜʦʣʞʥʳ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʮʝʥʥʦʩʪʷʤ ɽʉ ʠ, ʪʘʢʠʤ ʦʙʨʘʟʦʤ, 
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ʩʦʭʨʘʥʷʪʴ ʩʧʨʘʚʝʜʣʠʚʫʶ ʮʠʬʨʦʚʫʶ ʵʢʦʩʠʩʪʝʤʫ ʧʨʠ ʩʦʙʣʶʜʝʥʠʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠ ʮʠʬʨʦʚʳʭ ʧʨʘʚ. 

ʏʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʩʦʦʪʚʝʪʩʪʚʠʝ ʠʩʪʦʯʥʠʢʦʚ ʪʘʢʠʭ ʧʨʦʜʫʢʪʦʚ ʠ / ʠʣʠ ʫʩʣʫʛ 

ʧʦʪʨʝʙʥʦʩʪʷʤ ʠ ʮʝʥʥʦʩʪʷʤ ɽʉ, ʫ ɽʉ ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ ʧʨʦʠʟʚʦʜʠʪʴ 

ʠʭ ʘʚʪʦʥʦʤʥʦ ʠʣʠ ʚ ʩʣʫʯʘʝ, ʢʦʛʜʘ ʧʨʦʜʫʢʪʳ ʠ ʫʩʣʫʛʠ ʧʨʠʦʙʨʝʪʘʶʪʩʷ ʠʟ ʪʨʝʪʴʠʭ 

ʩʪʨʘʥ, ʩʝʨʪʠʬʠʮʠʨʦʚʘʪʴ ʠʭ ʠ ʧʦʜʪʚʝʨʞʜʘʪʴ. ʠʭ ʩʦʦʪʚʝʪʩʪʚʠʝ. 

ʆʜʥʘʢʦ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʩʫʱʝʩʪʚʫʝʪ ʚʳʩʦʢʘʷ ʟʘʚʠʩʠʤʦʩʪʴ ʦʪ ʠʩʪʦʯʥʠʢʦʚ, 

ɽʉ ʧʦ-ʧʨʝʞʥʝʤʫ ʜʦʣʞʝʥ ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʫʧʨʘʚʣʷʪʴ ʩʚʦʝʡ ʮʠʬʨʦʚʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ, ʥʝ ʦʢʘʟʳʚʘʷ ʧʨʠ ʵʪʦʤ ʥʠʢʘʢʦʛʦ ʚʦʟʤʦʞʥʦʛʦ ʧʘʛʫʙʥʦʛʦ ʚʣʠʷʥʠʷ. 

ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ɽʚʨʦʧʝ ʥʝʦʙʭʦʜʠʤʦ ʩʦʭʨʘʥʷʪʴ ʩʧʦʩʦʙʥʦʩʪʴ ʩʘʤʦʩʪʦʷʪʝʣʴʥʦ 

ʧʨʦʠʟʚʦʜʠʪʴ ʩʚʦʠ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʝ ʧʨʦʜʫʢʪʳ ʠ ʫʩʣʫʛʠ. 

ʂʦʨʦʯʝ ʛʦʚʦʨʷ, ʮʠʬʨʦʚʘʷ ʩʪʨʘʪʝʛʠʯʝʩʢʘʷ ʘʚʪʦʥʦʤʠʷ ʦʟʥʘʯʘʝʪ ʩʧʦʩʦʙʥʦʩʪʴ ɽʉ 

ʦʩʪʘʚʘʪʴʩʷ ʘʚʪʦʥʦʤʥʳʤ ʚ ʦʧʨʝʜʝʣʝʥʥʳʭ ʩʬʝʨʘʭ ʦʙʱʝʩʪʚʘ, ʛʜʝ ʠʩʧʦʣʴʟʫʶʪʩʷ 

ʮʠʬʨʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ. 

ʇʦʯʝʤʫ ʪʘʢʦʡ ʭʦʜ? 

ʅʦʚʳʝ ʚʳʟʦʚʳ, ʚʳʟʚʘʥʥʳʝ ʮʠʬʨʦʚʠʟʘʮʠʝʡ ʝʛʦ ʩʨʝʜʳ, ʚʳʟʳʚʘʶʪ ʚʦʧʨʦʩʳ ʦ 

ʝʛʦ ʩʧʦʩʦʙʥʦʩʪʠ ʩʦʭʨʘʥʷʪʴ ʧʨʘʚʦ ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʠ ʢʦʥʪʨʦʣʴ ʥʘʜ ʩʚʦʠʤʠ 

ʧʝʨʩʦʥʘʣʴʥʳʤʠ ʜʘʥʥʳʤʠ, ʩʚʦʠʤʠ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤʠ ʘʢʪʠʚʘʤʠ ʠ ʩʚʦʝʡ 

ʧʦʣʠʪʠʯʝʩʢʦʡ ʧʦʟʠʮʠʝʡ. ʊʘʢʦʚʳ ʦʩʥʦʚʥʳʝ ʘʩʧʝʢʪʳ, ʢʦʪʦʨʳʝ ʩʣʝʜʫʝʪ ʫʯʠʪʳʚʘʪʴ ʚ 

ʨʘʤʢʘʭ ʠʜʝʠ ʮʠʬʨʦʚʦʡ ʩʪʨʘʪʝʛʠʯʝʩʢʦʡ ʘʚʪʦʥʦʤʠʠ. 

ʂʨʦʤʝ ʪʦʛʦ, ʧʘʥʜʝʤʠʷ COVID-19 ʧʦʜʯʝʨʢʥʫʣʘ ʚʘʞʥʦʩʪʴ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʜʣʷ ɽʉ ʧʨʦʜʦʣʞʘʪʴ ʠʥʚʝʩʪʠʨʦʚʘʪʴ ʚ ʠʩʩʣʝʜʦʚʘʥʠʷ ʠ ʨʘʟʨʘʙʦʪʢʠ ʚ 

ʮʠʬʨʦʚʦʤ ʩʝʢʪʦʨʝ. ɺ ʵʪʦʤ ʢʦʥʪʝʢʩʪʝ ʚ ʦʪʯʝʪʝ ʫʩʪʘʥʘʚʣʠʚʘʶʪʩʷ ʠ 

ʧʨʠʦʨʠʪʠʟʠʨʫʶʪʩʷ ʢʣʶʯʝʚʳʝ ʥʘʧʨʘʚʣʝʥʠʷ ʠʩʩʣʝʜʦʚʘʥʠʡ ʠ ʠʥʥʦʚʘʮʠʡ ʚ ʦʙʣʘʩʪʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʂʣʶʯʝʚʳʝ ʥʘʧʨʘʚʣʝʥʠʷ ʠʩʩʣʝʜʦʚʘʥʠʡ: ʢʘʢʠʝ ʦʥʠ? 

ɺ ʦʪʯʝʪʝ ʦʧʨʝʜʝʣʝʥʳ ʩʣʝʜʫʶʱʠʝ ʩʝʤʴ ʢʣʶʯʝʚʳʭ ʦʙʣʘʩʪʝʡ ʠʩʩʣʝʜʦʚʘʥʠʷ: 

ɹʝʟʦʧʘʩʥʦʩʪʴ ʜʘʥʥʳʭ 

ʅʘʜʝʞʥʳʝ ʧʨʦʛʨʘʤʤʥʳʝ ʧʣʘʪʬʦʨʤʳ 

ʋʧʨʘʚʣʝʥʠʝ ʢʠʙʝʨʫʛʨʦʟʘʤʠ ʠ ʨʝʘʛʠʨʦʚʘʥʠʝ 

ʅʘʜʝʞʥʳʝ ʘʧʧʘʨʘʪʥʳʝ ʧʣʘʪʬʦʨʤʳ 

ʂʨʠʧʪʦʛʨʘʬʠʷ 

ʆʨʠʝʥʪʠʨʦʚʘʥʥʳʝ ʥʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʤʝʪʦʜʳ ʠ ʠʥʩʪʨʫʤʝʥʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ɹʝʟʦʧʘʩʥʦʩʪʴ ʮʠʬʨʦʚʦʡ ʩʚʷʟʠè. (Research directions in cybersecurity to support 

a digital strategic autonomy // Help Net Security 

(https://www.helpnetsecurity.com/2021/04/27/digital-strategic-autonomy/). 27.04.2021). 

***  

 

çɿʘʧʣʘʥʠʨʦʚʘʥʥʦʝ ʧʨʠʦʙʨʝʪʝʥʠʝ ʪʨʘʥʩʥʘʮʠʦʥʘʣʴʥʦʡ ʢʦʤʧʘʥʠʠ ʫʩʢʦʨʠʪ 

ʝʝ ʨʦʩʪ ʚʦ ʌʨʘʥʮʠʠ ʠ ʫʢʨʝʧʠʪ ʝʝ ʚʦʟʤʦʞʥʦʩʪʠ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ 

ʚʩʝʡ ɽʚʨʦʧʝ. 

ʂʦʥʩʘʣʪʠʥʛʦʚʳʡ ʛʠʛʘʥʪ Accenture ʦʙʲʷʚʠʣʘ ʦ ʧʣʘʥʘʭ ʧʨʠʦʙʨʝʩʪʠ ʢʦʤʧʘʥʠʶ 

Openminded, ʟʘʥʠʤʘʶʱʫʶʩʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʟʘ ʥʝʠʟʚʝʩʪʥʫʶ ʩʫʤʤʫ. 
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ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʩʜʝʣʢʠ ʦʢʦʣʦ 100 ʚʳʩʦʢʦʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʭ 

ʧʨʦʬʝʩʩʠʦʥʘʣʦʚ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚʦʡʜʫʪ ʚ ʰʪʘʪ Accenture Security, 

ʥʘʩʯʠʪʳʚʘʶʱʠʡ ʧʦʯʪʠ 7000 ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʚʩʝʤʫ ʤʠʨʫ. 

ʂʦʤʧʘʥʠʷ Openminded, ʦʩʥʦʚʘʥʥʘʷ ʚʦ ʌʨʘʥʮʠʠ, ʙʳʣʘ ʦʩʥʦʚʘʥʘ ʚ 2008 ʛʦʜʫ ʠ 

ʧʦʤʦʛʘʝʪ ʢʣʠʝʥʪʘʤ ʧʨʦʛʥʦʟʠʨʦʚʘʪʴ ʠ ʩʥʠʞʘʪʴ ʨʠʩʢʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʦʙʥʘʨʫʞʠʚʘʪʴ ʢʠʙʝʨʘʪʘʢʠ ʠ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʥʠʭ, ʘ ʪʘʢʞʝ ʧʨʠʤʝʥʷʪʴ ʧʝʨʝʜʦʚʳʝ 

ʤʝʪʦʜʳ ʦʙʝʩʧʝʯʝʥʠʷ ʩʦʦʪʚʝʪʩʪʚʠʷ ʥʦʨʤʘʪʠʚʥʳʤ ʪʨʝʙʦʚʘʥʠʷʤ. 

ʕʪʘ ʧʦʢʫʧʢʘ ʧʦʟʚʦʣʠʪ Accenture ʫʩʢʦʨʠʪʴ ʨʦʩʪ ʚʦ ʌʨʘʥʮʠʠ, ʘ ʪʘʢʞʝ 

ʨʘʩʰʠʨʠʪʴ ʚʦʟʤʦʞʥʦʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦ ʚʩʝʡ ɽʚʨʦʧʝ. 

ɻʣʦʙʘʣʴʥʳʡ ʨʫʢʦʚʦʜʠʪʝʣʴ Accenture Security ʂʝʣʣʠ ɹʠʩʩʝʣʣ ʟʘʷʚʠʣʘ, ʯʪʦ ʩ 

ʢʘʞʜʳʤ ʜʥʝʤ ʢʠʙʝʨʘʪʘʢʠ ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʙʦʣʝʝ ʩʣʦʞʥʳʤʠ, ʠ ʢʦʤʧʘʥʠʠ ʜʦʣʞʥʳ 

ʧʦʣʥʦʩʪʴʶ ʚʥʝʜʨʠʪʴ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʥʘ ʚʩʝʭ ʫʨʦʚʥʷʭ ʩʚʦʝʛʦ ʙʠʟʥʝʩʘ. 

çʇʨʠʦʙʨʝʪʝʥʠʝ Openminded ʧʦʜʪʚʝʨʞʜʘʝʪ ʥʘʰʫ ʧʨʠʚʝʨʞʝʥʥʦʩʪʴ 

ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʪʝʭʥʦʣʦʛʠʡ ʠ ʯʝʣʦʚʝʯʝʩʢʦʡ ʠʟʦʙʨʝʪʘʪʝʣʴʥʦʩʪʠ, ʯʪʦʙʳ ʧʦʤʦʯʴ 

ʢʣʠʝʥʪʘʤ ʙʳʪʴ ʫʚʝʨʝʥʥʳʤʠ ʠ ʟʘʱʠʱʝʥʥʳʤʠ ʧʝʨʝʜ ʣʠʮʦʤ ʧʦʩʪʦʷʥʥʳʭ ʠʟʤʝʥʝʥʠʡè, 

- ʩʢʘʟʘʣ ʦʥ. 

çʄʳ ʩ ʥʝʪʝʨʧʝʥʠʝʤ ʞʜʝʤ ʚʦʟʤʦʞʥʦʩʪʠ ʧʨʠʚʝʪʩʪʚʦʚʘʪʴ ʢʦʤʘʥʜʫ Openminded 

ʚ Accenture ʠ ʧʦʤʦʯʴ ʢʣʠʝʥʪʘʤ ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʦ ʟʘʱʠʱʘʪʴʩʷ ʦʪ ʢʠʙʝʨʫʛʨʦʟ ʚʦ 

ʚʩʝʡ ʵʢʦʩʠʩʪʝʤʝ - ʩʝʡʯʘʩ ʠ ʚ ʙʫʜʫʱʝʤè. 

ʆʣʠʚʴʝ ɾʠʨʘʨ, ʨʫʢʦʚʦʜʠʪʝʣʴ ʧʦʜʨʘʟʜʝʣʝʥʠʷ Accenture France ʠ Benelux, 

ʜʦʙʘʚʠʣ, ʯʪʦ ʧʣʘʥ ʧʦ ʧʨʠʦʙʨʝʪʝʥʠʶ Openminded ʩʦʛʣʘʩʫʝʪʩʷ ʩ çʛʣʦʙʘʣʴʥʦʡ 

ʩʪʨʘʪʝʛʠʝʡ ʢʦʤʧʘʥʠʠ ʧʦ ʧʨʝʜʦʩʪʘʚʣʝʥʠʶ ʜʠʬʬʝʨʝʥʮʠʨʦʚʘʥʥʳʭ ʥʘʜʝʞʥʳʭ ʫʩʣʫʛè 

ʢʣʠʝʥʪʘʤ ʥʘ ʠʭ ʤʝʩʪʥʳʭ ʨʳʥʢʘʭ. 

ʆʩʥʦʚʘʪʝʣʴ ʠ ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ Openminded ʕʨʚʝ ʈʫʩʩʦ ʩʢʘʟʘʣ, ʯʪʦ 

ʦʙʲʝʜʠʥʝʥʠʝ ʫʩʠʣʠʡ ʩ Accenture - ʧʨʝʢʨʘʩʥʘʷ ʚʦʟʤʦʞʥʦʩʪʴ ʜʣʷ ʝʛʦ ʢʦʤʧʘʥʠʠ. 

çɸʣʴʷʥʩ ʥʘʰʠʭ ʪʘʣʘʥʪʦʚ ʠ ʚʦʟʤʦʞʥʦʩʪʝʡ ʠʜʝʘʣʴʥʦ ʠʩʧʦʣʴʟʫʝʪ ʥʘʰ ʦʧʳʪ ʠ 

ʧʦʟʚʦʣʠʪ ʥʘʤ ʨʘʙʦʪʘʪʴ ʚ ʛʣʦʙʘʣʴʥʦʤ ʤʘʩʰʪʘʙʝ. ʉʝʛʦʜʥʷ ʙʦʨʴʙʘ ʩ ʢʠʙʝʨʘʪʘʢʘʤʠ 

ʪʨʝʙʫʝʪ ʚʥʝʜʨʝʥʠʷ ʩʘʤʳʭ ʧʝʨʝʜʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʘ ʪʘʢʞʝ ʯʝʣʦʚʝʯʝʩʢʠʭ ʨʝʩʫʨʩʦʚ, 

ʯʪʦʙʳ ʩʜʝʣʘʪʴ ʠʭ ʵʬʬʝʢʪʠʚʥʳʤʠè, - ʩʢʘʟʘʣ ʦʥ. 

ʇʨʠʦʙʨʝʪʝʥʠʝ ʧʦʜʣʝʞʠʪ ʦʙʳʯʥʳʤ ʫʩʣʦʚʠʷʤ ʟʘʢʨʳʪʠʷ. 

Accenture ʩʪʘʣʘ ʢʨʫʧʥʳʤ ʧʦʩʪʘʚʱʠʢʦʤ ʫʩʣʫʛ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʦʩʣʝ ʧʨʠʦʙʨʝʪʝʥʠʷ ʧʦʜʨʘʟʜʝʣʝʥʠʷ Symantec ʧʦ ʧʨʝʜʦʩʪʘʚʣʝʥʠʶ ʫʩʣʫʛ ʚ ʦʙʣʘʩʪʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʥʘʯʘʣʝ 2020 ʛʦʜʘ. ʂʦʤʧʘʥʠʷ ʧʨʦʜʦʣʞʠʣʘ ʨʘʩʰʠʨʷʪʴʩʷ ʚ ʵʪʦʡ 

ʦʙʣʘʩʪʠ ʟʘ ʩʯʝʪ ʧʨʠʦʙʨʝʪʝʥʠʡ, ʚʢʣʶʯʘʷ ʧʨʠʦʙʨʝʪʝʥʠʝ ʙʨʘʟʠʣʴʩʢʦʡ ʢʦʤʧʘʥʠʠ Real 

Protect ʚ ʦʙʣʘʩʪʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʥʘʯʘʣʝ ʵʪʦʛʦ ʛʦʜʘ. 

ʂ ʜʨʫʛʠʤ ʢʦʤʧʘʥʠʷʤ, ʢʦʪʦʨʳʝ Accenture ʜʦʙʘʚʠʣʘ ʚ ʩʚʦʡ ʧʦʨʪʬʝʣʴ ʚ 2021 

ʛʦʜʫ, ʦʪʥʦʩʷʪʩʷ Cirrus ʩʦ ʰʪʘʙ-ʢʚʘʨʪʠʨʦʡ ʚ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʠ ʢʦʤʧʘʥʠʷ ʦʙʣʘʯʥʦʡ 

ʘʥʘʣʠʪʠʢʠ Core Complete, ʘ ʪʘʢʞʝ ʥʝʤʝʮʢʘʷ Fable + ʠ ʢʘʣʠʬʦʨʥʠʡʩʢʘʷ Imagineaè. 

(Jenny Darmody. Accenture to acquire French cybersecurity company Openminded // 

SILICONREPUBLIC (https://www.siliconrepublic.com/enterprise/accenture-

openminded-france-cybersecurity). 30.04.2021). 

***  
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ʂʠʪʘʡ 

 

çʌʠʥʘʥʩʦʚʳʝ ʨʝʛʫʣʷʪʦʨʳ ʧʨʦʜʦʣʞʘʣʠ ʥʘʨʘʱʠʚʘʪʴ ʩʚʦʠ ʫʩʠʣʠʷ ʧʦ 

ʨʘʟʨʘʙʦʪʢʝ ʠ ʟʘʱʠʪʝ ʬʠʥʘʥʩʦʚʳʭ ʜʘʥʥʳʭ. ʅʘʨʦʜʥʳʡ ʙʘʥʢ ʂʠʪʘʷ ʚʳʧʫʩʪʠʣ 

ʥʦʚʳʝ ʩʪʘʥʜʘʨʪʳ ʧʦ ʨʘʩʰʠʨʝʥʠʶ ʚʦʟʤʦʞʥʦʩʪʝʡ ʬʠʥʘʥʩʦʚʳʭ ʫʯʨʝʞʜʝʥʠʡ ʧʦ 

ʦʙʨʘʙʦʪʢʝ ʜʘʥʥʳʭ. ʂʨʦʤʝ ʪʦʛʦ, ʥʝʩʢʦʣʴʢʦ ʙʘʥʢʦʚ ʙʳʣʠ ʥʘʢʘʟʘʥʳ ʟʘ 

ʥʘʨʫʰʝʥʠʝ ʧʨʘʚʠʣ ʟʘʱʠʪʳ ʜʘʥʥʳʭ ʚ ʦʪʥʦʰʝʥʠʠ ʦʙʨʘʙʦʪʢʠ ʣʠʯʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ. 
MIIT ʧʦ-ʧʨʝʞʥʝʤʫ ʫʜʝʣʷʝʪ ʦʩʦʙʦʝ ʚʥʠʤʘʥʠʝ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʚ ʤʦʙʠʣʴʥʳʭ 

ʧʨʠʣʦʞʝʥʠʷʭ. ʇʦʤʠʤʦ ʨʘʟʨʘʙʦʪʢʠ ʩʧʝʮʠʘʣʴʥʦʛʦ ʧʦʩʪʘʥʦʚʣʝʥʠʷ ʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ 

ʜʣʷ ʤʦʙʠʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ, ʄʀʀʊ ʠ ʝʛʦ ʤʝʩʪʥʳʝ ʦʪʜʝʣʝʥʠʷ ʧʨʦʚʦʜʷʪ 

ʥʝʧʨʝʨʳʚʥʳʝ ʢʘʤʧʘʥʠʠ ʧʦ ʙʦʨʴʙʝ ʩ ʥʘʨʫʰʝʥʠʷʤʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ 

ʦʧʝʨʘʪʦʨʘʤʠ ʤʦʙʠʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. 

ʅʦʨʤʘʪʠʚʥʳʝ ʨʘʟʨʘʙʦʪʢʠ 

1. ʆʧʫʙʣʠʢʦʚʘʥʳ ʥʦʚʳʝ ʨʫʢʦʚʦʜʷʱʠʝ ʧʨʠʥʮʠʧʳ ʧʦ ʥʘʨʘʱʠʚʘʥʠʶ ʧʦʪʝʥʮʠʘʣʘ 

ʜʘʥʥʳʭ ʚ ʬʠʥʘʥʩʦʚʦʡ ʦʪʨʘʩʣʠ 

9 ʬʝʚʨʘʣʷ ʅʘʨʦʜʥʳʡ ʙʘʥʢ ʂʠʪʘʷ (ʅɹʂ) ʦʧʫʙʣʠʢʦʚʘʣ ʈʫʢʦʚʦʜʩʪʚʦ ʧʦ 

ʥʘʨʘʱʠʚʘʥʠʶ ʧʦʪʝʥʮʠʘʣʘ ʜʘʥʥʳʭ ʚ ʬʠʥʘʥʩʦʚʦʡ ʦʪʨʘʩʣʠ. ʈʫʢʦʚʦʜʷʱʠʝ ʧʨʠʥʮʠʧʳ 

ʦʧʨʝʜʝʣʷʶʪ ʨʘʟʜʝʣʝʥʠʝ ʩʪʨʘʪʝʛʠʠ ʜʘʥʥʳʭ, ʫʧʨʘʚʣʝʥʠʷ ʜʘʥʥʳʤʠ, ʘʨʭʠʪʝʢʪʫʨʳ 

ʜʘʥʥʳʭ, ʩʧʝʮʠʬʠʢʘʮʠʠ ʜʘʥʥʳʭ, ʟʘʱʠʪʳ ʜʘʥʥʳʭ, ʢʘʯʝʩʪʚʘ ʜʘʥʥʳʭ, ʧʨʠʣʦʞʝʥʠʡ 

ʜʘʥʥʳʭ ʠ ʚʦʟʤʦʞʥʦʩʪʝʡ ʫʧʨʘʚʣʝʥʠʷ ʞʠʟʥʝʥʥʳʤ ʮʠʢʣʦʤ ʜʘʥʥʳʭ. ʈʫʢʦʚʦʜʷʱʠʝ 

ʧʨʠʥʮʠʧʳ ʧʨʠʟʚʘʥʳ ʧʨʝʜʦʩʪʘʚʠʪʴ ʬʠʥʘʥʩʦʚʳʤ ʫʯʨʝʞʜʝʥʠʷʤ ʦʩʥʦʚʫ ʜʣʷ ʨʘʙʦʪʳ ʩ 

ʜʘʥʥʳʤʠ, ʥʘʧʨʘʚʠʪʴ ʬʠʥʘʥʩʦʚʳʝ ʫʯʨʝʞʜʝʥʠʷ ʧʦ ʫʢʨʝʧʣʝʥʠʶ ʩʪʨʘʪʝʛʠʯʝʩʢʦʛʦ 

ʧʣʘʥʠʨʦʚʘʥʠʷ ʜʘʥʥʳʭ, ʩʦʩʨʝʜʦʪʦʯʠʪʴ ʚʥʠʤʘʥʠʝ ʥʘ ʫʧʨʘʚʣʝʥʠʠ ʜʘʥʥʳʤʠ ʠ ʫʩʠʣʠʪʴ 

ʟʘʱʠʪʫ ʜʘʥʥʳʭ. 

2. ʆʙʱʠʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦʛʦ 

ʢʠʙʝʨʦʙʦʨʫʜʦʚʘʥʠʷ. 

20 ʬʝʚʨʘʣʷ ɻʦʩʫʜʘʨʩʪʚʝʥʥʘʷ ʘʜʤʠʥʠʩʪʨʘʮʠʷ ʧʦ ʨʝʛʫʣʠʨʦʚʘʥʠʶ ʨʳʥʢʘ ʠ 

ʋʧʨʘʚʣʝʥʠʝ ʧʦ ʩʪʘʥʜʘʨʪʠʟʘʮʠʠ ʫʪʚʝʨʜʠʣʠ ʩʝʤʴ ʦʙʷʟʘʪʝʣʴʥʳʭ ʥʘʮʠʦʥʘʣʴʥʳʭ 

ʩʪʘʥʜʘʨʪʦʚ (ʚʢʣʶʯʘʷ ʦʙʷʟʘʪʝʣʴʥʳʡ ʥʘʮʠʦʥʘʣʴʥʳʡ ʩʪʘʥʜʘʨʪ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʡ) ʠ 

ʚʥʝʩʣʠ ʦʜʥʫ ʧʦʧʨʘʚʢʫ ʚ ʆʙʱʠʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦʛʦ 

ʢʠʙʝʨʦʙʦʨʫʜʦʚʘʥʠʷ, ʢʦʪʦʨʳʝ ʚʩʪʫʧʷʪ ʚ ʩʠʣʫ 1 ʘʚʛʫʩʪʘ. 2021. ʕʪʠ ʪʨʝʙʦʚʘʥʠʷ 

(ʚʢʣʶʯʘʷ ʪʨʝʙʦʚʘʥʠʷ ʢ ʬʫʥʢʮʠʷʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʟʘʱʠʪʝ) ʩʣʫʞʘʪ ʚʘʞʥʳʤʠ 

ʩʪʘʥʜʘʨʪʘʤʠ ʜʣʷ ʨʝʘʣʠʟʘʮʠʠ ɿʘʢʦʥʘ ʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʘʩʘʶʱʝʛʦʩʷ ʪʨʝʙʦʚʘʥʠʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦʛʦ ʢʠʙʝʨʦʙʦʨʫʜʦʚʘʥʠʷ. ʊʨʝʙʦʚʘʥʠʷ ʢ ʬʫʥʢʮʠʷʤ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦʩʪʦʷʪ ʠʟ 10 ʯʘʩʪʝʡ, ʚ ʢʦʪʦʨʳʭ ʦʩʥʦʚʥʦʝ ʚʥʠʤʘʥʠʝ ʫʜʝʣʷʝʪʩʷ 

ʦʙʝʩʧʝʯʝʥʠʶ ʠ ʩʦʚʝʨʰʝʥʩʪʚʦʚʘʥʠʶ ʪʝʭʥʦʣʦʛʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʚʦʟʤʦʞʥʦʩʪʠ 

ʫʩʪʨʦʡʩʪʚ. ʂ ʥʠʤ ʦʪʥʦʩʷʪʩʷ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʫʩʪʨʦʡʩʪʚʘ, 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʨʝʟʝʨʚʥʳʭ ʢʦʧʠʡ ʠ ʦʙʥʘʨʫʞʝʥʠʝ ʥʝʠʩʧʨʘʚʥʦʩʪʝʡ, ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ 

ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʟʘʧʫʩʢʘ ʠ ʦʙʥʦʚʣʝʥʠʷ 

ʧʨʝʜʫʩʪʘʥʦʚʣʝʥʥʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʠʜʝʥʪʠʬʠʢʘʮʠʷ ʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʘʫʜʠʪʘ ʞʫʨʥʘʣʦʚ, 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʚʷʟʠ, ʙʝʟʦʧʘʩʥʦʩʪʴ ʜʘʥʥʳʭ ʠ ʪʨʝʙʦʚʘʥʠʷ ʢ ʧʘʨʦʣʷʤ. ʆʪʜʝʣʴʥʦ 

ʪʨʝʙʦʚʘʥʠʷ ʢ ʟʘʱʠʪʝ ʩʦʩʨʝʜʦʪʦʯʝʥʳ ʥʘ ʩʪʘʥʜʘʨʪʠʟʘʮʠʠ ʚʦʟʤʦʞʥʦʩʪʝʡ 
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ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʩʪʘʚʱʠʢʦʚ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʦʛʦ ʢʠʙʝʨʦʙʦʨʫʜʦʚʘʥʠʷ ʥʘ ʧʨʦʪʷʞʝʥʠʠ 

ʚʩʝʛʦ ʞʠʟʥʝʥʥʦʛʦ ʮʠʢʣʘ ʦʙʦʨʫʜʦʚʘʥʠʷ. 

3. ʇʷʪʴ ʧʨʦʝʢʪʦʚ ʩʪʘʥʜʘʨʪʦʚ ʧʦ ʥʘʮʠʦʥʘʣʴʥʦʡ ʪʝʭʥʦʣʦʛʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʳʧʫʱʝʥʳ ʜʣʷ ʦʙʱʝʩʪʚʝʥʥʦʛʦ ʦʙʩʫʞʜʝʥʠʷ. 

3 ʬʝʚʨʘʣʷ ʉʝʢʨʝʪʘʨʠʘʪ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʪʝʭʥʠʯʝʩʢʦʛʦ ʢʦʤʠʪʝʪʘ ʧʦ 

ʩʪʘʥʜʘʨʪʠʟʘʮʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (NISSTC) ʚʳʧʫʩʪʠʣ ʜʚʘ ʧʨʦʝʢʪʘ 

ʩʪʘʥʜʘʨʪʦʚ ʥʘ ʩʣʫʞʙʫ ʠʥʩʪʘʥʩʥʳʭ ʩʦʦʙʱʝʥʠʡ ʠ ʵʢʩʧʨʝʩʩ-ʣʦʛʠʩʪʠʢʫ ʜʣʷ 

ʦʙʱʝʩʪʚʝʥʥʦʛʦ ʦʙʩʫʞʜʝʥʠʷ. ʂʨʦʤʝ ʪʦʛʦ, 24 ʬʝʚʨʘʣʷ NISSTC ʦʧʫʙʣʠʢʦʚʘʣ ʜʣʷ 

ʦʙʱʝʩʪʚʝʥʥʦʛʦ ʦʙʩʫʞʜʝʥʠʷ ʪʨʠ ʧʨʦʝʢʪʘ ʩʪʘʥʜʘʨʪʦʚ ʚ ʦʪʥʦʰʝʥʠʠ ʩʝʨʚʠʩʦʚ ʦʥʣʘʡʥ-

ʧʦʢʫʧʦʢ, ʩʝʨʚʠʩʦʚ ʠʥʪʝʨʥʝʪ-ʧʣʘʪʝʞʝʡ ʠ ʦʥʣʘʡʥ-ʘʫʜʠʦ- ʠ ʚʠʜʝʦʩʝʨʚʠʩʦʚ. ʕʪʘ ʩʝʨʠʷ 

ʩʪʘʥʜʘʨʪʦʚ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʪʨʝʙʦʚʘʥʠʷ ʢ ʪʠʧʫ, ʦʙʣʘʩʪʠ ʧʨʠʤʝʥʝʥʠʷ, ʤʝʪʦʜʘʤ, 

ʫʩʣʦʚʠʷʤ ʠ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʧʨʠ ʩʙʦʨʝ, ʭʨʘʥʝʥʠʠ, ʠʩʧʦʣʴʟʦʚʘʥʠʠ, ʧʝʨʝʜʘʯʝ ʠ 

ʫʜʘʣʝʥʠʠ. ʆʥʠ ʪʘʢʞʝ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʧʨʠʤʝʨʳ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʜʘʥʥʳʭ ʠ 

ʨʫʢʦʚʦʜʩʪʚʦ ʜʣʷ ʦʧʝʨʘʪʦʨʦʚ ʧʦ ʨʝʛʫʣʠʨʦʚʘʥʠʶ ʜʝʷʪʝʣʴʥʦʩʪʠ ʩ ʜʘʥʥʳʤʠ, ʘ ʪʘʢʞʝ 

ʜʣʷ ʥʘʜʟʦʨʥʳʭ ʦʨʛʘʥʦʚ ʠ ʩʪʦʨʦʥʥʠʭ ʦʮʝʥʦʯʥʳʭ ʘʛʝʥʪʩʪʚ ʜʣʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ 

ʥʘʜʟʦʨʘ, ʫʧʨʘʚʣʝʥʠʷ ʠ ʦʮʝʥʢʠ. 

4. ʅʦʚʳʝ ʧʨʘʚʠʣʘ ʫʧʨʘʚʣʝʥʠʷ ʧʨʠʣʦʞʝʥʠʷʤʠ ʜʣʷ ʫʩʠʣʝʥʠʷ ʟʘʱʠʪʳ ʣʠʯʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʙʫʜʫʪ ʦʧʫʙʣʠʢʦʚʘʥʳ. 

7 ʬʝʚʨʘʣʷ ʄʠʥʠʩʪʝʨʩʪʚʦ ʠʥʜʫʩʪʨʠʠ ʠ ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ (ʄʀʀʊ) 

ʦʙʲʷʚʠʣʘ, ʯʪʦ ʨʘʟʨʘʙʘʪʳʚʘʝʪ ʚʨʝʤʝʥʥʳʝ ʧʦʣʦʞʝʥʠʷ ʦ ʟʘʱʠʪʝ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ 

ʧʨʠʣʦʞʝʥʠʡ. ʇʦʣʦʞʝʥʠʷ ʙʫʜʫʪ ʦʧʨʝʜʝʣʷʪʴ ʦʩʥʦʚʥʳʝ ʧʨʠʥʮʠʧʳ ʠʥʬʦʨʤʠʨʦʚʘʥʥʦʛʦ 

ʩʦʛʣʘʩʠʷ ʠ ʤʠʥʠʤʘʣʴʥʦ ʥʝʦʙʭʦʜʠʤʦʡ ʟʘʱʠʪʳ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʇʨʠʥʮʠʧ 

ʠʥʬʦʨʤʠʨʦʚʘʥʥʦʛʦ ʩʦʛʣʘʩʠʷ ʪʨʝʙʫʝʪ, ʯʪʦʙʳ ʜʣʷ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʦ ʦʙʨʘʙʦʪʢʝ ʣʠʯʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ, ʩʚʷʟʘʥʥʦʡ ʩ ʧʨʠʣʦʞʝʥʠʝʤ, ʩʫʙʲʝʢʪʳ (ʪ.ʝ. ʉʫʙʲʝʢʪ, ʦʙʨʘʙʘʪʳʚʘʶʱʠʡ 

ʜʘʥʥʳʝ) ʜʦʣʞʥʳ ʠʥʬʦʨʤʠʨʦʚʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦ ʧʨʘʚʠʣʘʭ ʦʙʨʘʙʦʪʢʠ ʣʠʯʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʚ ʷʩʥʦʡ ʠ ʧʦʥʷʪʥʦʡ ʬʦʨʤʝ, ʘ ʧʦʣʴʟʦʚʘʪʝʣʴ ʜʦʣʞʝʥ ʜʦʙʨʦʚʦʣʴʥʦ ʷʩʥʦ 

ʠʭ ʩʦʛʣʘʩʠʝ. ʄʠʥʠʤʘʣʴʥʦ ʥʝʦʙʭʦʜʠʤʳʡ ʧʨʠʥʮʠʧ ʪʨʝʙʫʝʪ, ʯʪʦʙʳ ʚʦ ʚʨʝʤʷ 

ʦʙʨʘʙʦʪʢʠ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʙʳʣʦ ʯʝʪʢʦʝ ʠ ʨʘʟʫʤʥʦʝ ʩʦʛʣʘʩʠʝ, ʠ ʦʥʦ ʥʝ ʜʦʣʞʥʦ 

ʚʳʭʦʜʠʪʴ ʟʘ ʨʘʤʢʠ ʩʦʛʣʘʩʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʥʝ ʠʤʝʪʴ ʦʪʥʦʰʝʥʠʷ ʢ ʩʮʝʥʘʨʠʷʤ 

ʦʙʩʣʫʞʠʚʘʥʠʷ. 

ʈʘʟʚʠʪʠʝ ʧʨʘʚʦʧʨʠʤʝʥʝʥʠʷ 

1. ɺʳʧʫʱʝʥʘ ʚʪʦʨʘʷ ʛʨʫʧʧʘ ʧʨʠʣʦʞʝʥʠʡ 2021 ʛʦʜʘ, ʧʨʠʟʥʘʥʥʳʭ 

ʥʘʨʫʰʘʶʱʠʤʠ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʚʩʝʛʦ 11-ʷ ʛʨʫʧʧʘ. 

5 ʬʝʚʨʘʣʷ ʄʀʀʊ ʦʧʫʙʣʠʢʦʚʘʣ ʫʚʝʜʦʤʣʝʥʠʝ ʦ ʧʨʠʣʦʞʝʥʠʷʭ, ʢʦʪʦʨʳʝ 

ʥʘʨʫʰʘʶʪ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʟʣʦʫʧʦʪʨʝʙʣʷʷ ʤʠʢʨʦʬʦʥʘʤʠ, ʘʜʨʝʩʥʳʤʠ ʢʥʠʛʘʤʠ 

ʠ ʬʦʪʦʘʣʴʙʦʤʘʤʠ. ʆʥ ʦʪʤʝʪʠʣ, ʯʪʦ 26 ʧʨʠʣʦʞʝʥʠʡ ʥʝ ʧʨʠʥʷʣʠ ʥʝʦʙʭʦʜʠʤʳʭ ʤʝʨ 

ʧʦ ʠʩʧʨʘʚʣʝʥʠʶ ʧʦʣʦʞʝʥʠʷ, ʧʨʠʯʝʤ ʢʨʘʡʥʠʡ ʩʨʦʢ ʜʣʷ ʵʪʦʛʦ - 10 ʬʝʚʨʘʣʷ. ɽʩʣʠ 

ʠʩʧʨʘʚʣʝʥʠʝ ʥʝ ʙʫʜʝʪ ʧʨʦʠʟʚʝʜʝʥʦ ʚ ʩʨʦʢ, MIIT ʦʨʛʘʥʠʟʫʝʪ ʠ ʧʨʦʚʝʜʝʪ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʨʘʙʦʪʳ ʧʦ ʫʪʠʣʠʟʘʮʠʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʟʘʢʦʥʘʤʠ ʠ 

ʧʦʩʪʘʥʦʚʣʝʥʠʷʤʠ. ʇʨʦʙʣʝʤʳ ʩ ʧʨʠʣʦʞʝʥʠʷʤʠ ʙʳʣʠ ʩʚʷʟʘʥʳ ʩ ʥʘʨʫʰʝʥʠʷʤʠ 

ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʤʦʙʠʣʴʥʦʛʦ ʪʝʣʝʬʦʥʘ, ʯʘʩʪʳʤʠ ʠ ʯʨʝʟʤʝʨʥʳʤʠ ʟʘʧʨʦʩʘʤʠ 

ʨʘʟʨʝʰʝʥʠʡ, ʦʙʷʟʳʚʘʶʱʠʤʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʩʧʦʣʴʟʦʚʘʪʴ ʬʫʥʢʮʠʶ ʮʝʣʝʚʳʭ push-

ʫʚʝʜʦʤʣʝʥʠʡ, ʠ ʥʝʘʜʝʢʚʘʪʥʳʤ ʫʢʘʟʘʥʠʝʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʠʥʬʦʨʤʘʮʠʠ ʦ 

ʧʨʠʣʦʞʝʥʠʠ ʥʘ ʧʣʘʪʬʦʨʤʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʧʨʠʣʦʞʝʥʠʡ. 
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2. ʀʟ ʤʘʛʘʟʠʥʘ ʧʨʠʣʦʞʝʥʠʡ ʙʳʣʦ ʫʜʘʣʝʥʦ 37 ʧʨʠʣʦʞʝʥʠʡ ʩ ʥʘʨʫʰʝʥʠʝʤ ʧʨʘʚ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

3 ʬʝʚʨʘʣʷ MIIT ʦʙʲʷʚʠʣʘ, ʯʪʦ ʫʜʘʣʠʣʘ ʠʟ ʤʘʛʘʟʠʥʘ ʧʨʠʣʦʞʝʥʠʡ 37 

ʧʨʠʣʦʞʝʥʠʡ, ʥʘʨʫʰʘʶʱʠʭ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʠ ʥʝ ʧʨʠʥʷʣʘ ʥʝʦʙʭʦʜʠʤʳʭ ʤʝʨ ʧʦ 

ʠʩʧʨʘʚʣʝʥʠʶ ʩʠʪʫʘʮʠʠ. ʋʜʘʣʝʥʥʳʝ ʧʨʠʣʦʞʝʥʠʷ ʩʦʙʠʨʘʶʪ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ 

ʩʚʝʨʭ ʥʝʦʙʭʦʜʠʤʦʛʦ ʦʙʲʝʤʘ ʠ ʙʳʣʠ ʚʦʚʣʝʯʝʥʳ ʚ ʜʨʫʛʠʝ ʧʨʦʙʣʝʤʳ, ʥʘʨʫʰʘʶʱʠʝ 

ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʅʘʧʦʤʥʠʤ, ʯʪʦ ʚ ʪʝʯʝʥʠʝ ʜʚʫʭ ʣʝʪ ʧʦʜʨʷʜ MIIT ʧʨʦʚʦʜʠʣ 

ʩʧʝʮʠʘʣʴʥʳʝ ʤʝʨʳ ʧʦ ʠʩʧʨʘʚʣʝʥʠʶ ʩʠʪʫʘʮʠʠ ʚ ʦʪʥʦʰʝʥʠʠ ʧʨʠʣʦʞʝʥʠʡ, ʢʦʪʦʨʳʝ 

ʥʝʟʘʢʦʥʥʦ ʦʙʨʘʙʘʪʳʚʘʣʠ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʂʨʦʤʝ ʪʦʛʦ, MIIT 

ʪʘʢʞʝ ʦʙʲʷʚʠʣ, ʯʪʦ ʫʩʠʣʠʪ ʫʩʠʣʠʷ ʧʦ ʠʩʧʨʘʚʣʝʥʠʶ ʦʰʠʙʦʢ, ʩʧʦʩʦʙʩʪʚʫʷ ʨʘʟʨʘʙʦʪʢʝ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʩʪʘʥʜʘʨʪʦʚ ʠ ʘʢʪʠʚʥʦ ʧʨʠʤʝʥʷʷ ʥʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ, ʪʘʢʠʝ ʢʘʢ 

ʠʩʢʫʩʩʪʚʝʥʥʳʡ ʠʥʪʝʣʣʝʢʪ ʠ ʙʦʣʴʰʠʝ ʜʘʥʥʳʝ, ʜʣʷ ʩʦʜʝʡʩʪʚʠʷ ʩʦʟʜʘʥʠʶ 

ʥʘʮʠʦʥʘʣʴʥʦʡ ʧʣʘʪʬʦʨʤʳ ʪʝʩʪʠʨʦʚʘʥʠʷ ʪʝʭʥʦʣʦʛʠʡ ʧʨʠʣʦʞʝʥʠʡ. 

3. ɸʜʤʠʥʠʩʪʨʘʮʠʷ ʩʚʷʟʠ ʧʨʦʚʠʥʮʠʠ ɻʫʘʥʜʫʥ ʧʦʪʨʝʙʦʚʘʣʘ ʠʩʧʨʘʚʠʪʴ 215 

ʧʨʠʣʦʞʝʥʠʡ, ʥʘʨʫʰʘʶʱʠʭ ʧʨʘʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

22 ʬʝʚʨʘʣʷ ʋʧʨʘʚʣʝʥʠʝ ʩʚʷʟʠ ʧʨʦʚʠʥʮʠʠ ɻʫʘʥʜʫʥ ʫʚʝʜʦʤʠʣʦ 215 

ʧʨʠʣʦʞʝʥʠʡ, ʪʨʝʙʫʶʱʠʭ ʠʩʧʨʘʚʣʝʥʠʷ. ʊʠʧʳ ʧʨʠʣʦʞʝʥʠʡ ʤʦʞʥʦ ʨʘʟʜʝʣʠʪʴ ʥʘ 13 

ʢʘʪʝʛʦʨʠʡ, ʚʢʣʶʯʘʷ ʠʛʨʳ, ʧʦʢʫʧʢʠ, ʩʦʮʠʘʣʴʥʳʝ ʩʝʪʠ, ʫʧʨʘʚʣʝʥʠʝ ʬʠʥʘʥʩʘʤʠ ʠ ʪ. ɼ. 

ʀʟ 215 ʧʨʠʣʦʞʝʥʠʡ 116 ʠʤʝʶʪ ʧʨʦʙʣʝʤʳ ʩ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ. ʅʘʨʫʰʝʥʠʝ ʧʨʘʚ ʠ 

ʠʥʪʝʨʝʩʦʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚʢʣʶʯʘʝʪ: (1) ʥʝʩʧʦʩʦʙʥʦʩʪʴ ʫʢʘʟʘʪʴ ʮʝʣʴ, ʤʝʪʦʜ ʠ ʦʙʲʝʤ 

ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʩʦʙʠʨʘʝʤʦʡ ʠ ʠʩʧʦʣʴʟʫʝʤʦʡ ʩʪʦʨʦʥʥʠʤ SDK, 

ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʤ ʧʨʠʣʦʞʝʥʠʷʤʠ ʚ ʧʦʣʠʪʠʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ; (2) 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʘʷ ʧʦʜʘʯʘ ʟʘʷʚʢʠ ʥʘ ʨʘʟʨʝʰʝʥʠʝ ʪʝʨʤʠʥʘʣʘ ʜʦ ʪʦʛʦ, ʢʘʢ ʧʦʣʴʟʦʚʘʪʝʣʴ 

ʧʨʦʯʠʪʘʝʪ ʠ ʩʦʛʣʘʩʠʪʩʷ ʩ ʧʦʣʠʪʠʢʦʡ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ; (3) ʧʨʝʜʚʘʨʠʪʝʣʴʥʘʷ 

ʧʦʜʘʯʘ ʟʘʷʚʢʠ ʥʘ ʦʪʢʨʳʪʠʝ ʘʜʨʝʩʥʦʡ ʢʥʠʛʠ, ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ, SMS, ʟʘʧʠʩʠ, ʢʘʤʝʨʳ, 

ʢʦʛʜʘ ʧʦʣʴʟʦʚʘʪʝʣʠ ʥʝ ʠʩʧʦʣʴʟʫʶʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʬʫʥʢʮʠʠ ʠʣʠ ʫʩʣʫʛʠ; 

4. ɼʚʘ ʬʠʥʘʥʩʦʚʳʭ ʫʯʨʝʞʜʝʥʠʷ ʦʰʪʨʘʬʦʚʘʥʳ ʟʘ ʥʝʟʘʢʦʥʥʫʶ ʦʙʨʘʙʦʪʢʫ 

ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

2 ʬʝʚʨʘʣʷ, ʩʦʛʣʘʩʥʦ ʬʦʨʤʝ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʭ ʰʪʨʘʬʘʭ, 

ʦʧʫʙʣʠʢʦʚʘʥʥʦʡ ʦʪʜʝʣʦʤ ʫʧʨʘʚʣʝʥʠʷ ʙʠʟʥʝʩʦʤ PBC, ʢʦʤʧʘʥʠʷ Beijing Guoxu Small 

Loan Co., Ltd. ʙʳʣʘ ʦʰʪʨʘʬʦʚʘʥʘ ʥʘ 160 000 ʶʘʥʝʡ ʟʘ ʨʘʟʛʣʘʰʝʥʠʝ ʣʠʯʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʙʝʟ ʫʚʝʜʦʤʣʝʥʠʷ ʩʫʙʲʝʢʪʘ ʜʘʥʥʳʭ.. ʂʨʦʤʝ ʪʦʛʦ, Xinhan Bank (China) 

Co., Ltd. ʙʳʣ ʦʰʪʨʘʬʦʚʘʥ ʥʘ 570 000 ʶʘʥʝʡ ʟʘ ʟʘʧʨʦʩ ʣʠʯʥʦʡ ʢʨʝʜʠʪʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʙʝʟ ʩʦʛʣʘʩʠʷ, ʘ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʦʪʚʝʪʩʪʚʝʥʥʦʝ ʣʠʮʦ ʪʘʢʞʝ ʙʳʣʦ 

ʦʰʪʨʘʬʦʚʘʥʦ ʥʘ 114 000 ʶʘʥʝʡ. 

5. ʌʠʣʠʘʣ ICBC ʚ ʃʷʦʯʵʥ ʙʳʣ ʦʰʪʨʘʬʦʚʘʥ ʥʘ 36 000 ʶʘʥʝʡ ʟʘ ʥʘʨʫʰʝʥʠʝ 

ʜʘʥʥʳʭ. 

18 ʬʝʚʨʘʣʷ, ʩʦʛʣʘʩʥʦ ʩʦʦʙʱʝʥʠʶ ʦʪʜʝʣʝʥʠʷ PBC Liaocheng, ʦʪʜʝʣʝʥʠʝ ICBC 

ʚ Liaocheng ʙʳʣʦ ʦʰʪʨʘʬʦʚʘʥʦ ʥʘ 36 000 ʶʘʥʝʡ ʟʘ ʟʘʧʨʦʩ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʙʝʟ 

ʩʦʛʣʘʩʠʷ ʩʫʙʲʝʢʪʘ ʜʘʥʥʳʭ. ɺʘʥ ʍʫʥʮʠʥ, ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ ʮʝʥʪʨʘ ʙʘʥʢʦʚʩʢʠʭ 

ʢʘʨʪ, ʦʪʚʝʪʩʪʚʝʥʥʦʝ ʣʠʮʦ, ʪʘʢʞʝ ʙʳʣ ʦʰʪʨʘʬʦʚʘʥ ʥʘ 8000 ʶʘʥʝʡ. 

6. ʆʪʜʝʣʝʥʠʝ ɹʘʥʢʘ ʂʠʪʘʷ ʚ ʃʷʦʥʠʥʝ ʙʳʣʦ ʦʰʪʨʘʬʦʚʘʥʦ ʟʘ ʥʝʩʧʦʩʦʙʥʦʩʪʴ 

ʩʦʙʠʨʘʪʴ ʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʠʯʥʫʶ ʬʠʥʘʥʩʦʚʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʦʪʨʝʙʠʪʝʣʝʡ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ. 
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3 ʬʝʚʨʘʣʷ ʠʥʬʦʨʤʘʮʠʷ ʦʙ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʭ ʰʪʨʘʬʘʭ, ʦʧʫʙʣʠʢʦʚʘʥʥʘʷ 

ʐʵʥʴʷʥʩʢʠʤ ʦʪʜʝʣʝʥʠʝʤ PBC, ʧʦʢʘʟʘʣʘ, ʯʪʦ ʦʪʜʝʣʝʥʠʝ ɹʘʥʢʘ ʂʠʪʘʷ ʚ ʃʷʦʥʠʥ, 

ʠʤʝʚʰʝʝ ʧʷʪʴ ʧʫʥʢʪʦʚ ʦʙʚʠʥʝʥʠʷ ʚ ʥʘʨʫʰʝʥʠʠ ʟʘʱʠʪʳ ʜʘʥʥʳʭ, ʙʳʣʦ ʦʰʪʨʘʬʦʚʘʥʦ 

ʥʘ 1,147 ʤʠʣʣʠʦʥʘ ʶʘʥʝʡ.. ʅʘʨʫʰʝʥʠʷ ʚʢʣʶʯʘʣʠ, ʩʨʝʜʠ ʧʨʦʯʝʛʦ, ʦʪʢʘʟ ʦʪ ʩʙʦʨʘ ʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʣʠʯʥʦʡ ʬʠʥʘʥʩʦʚʦʡ ʠʥʬʦʨʤʘʮʠʠ ʧʦʪʨʝʙʠʪʝʣʝʡ ʧʦ ʤʝʨʝ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ. 

7. Qianbao Pay ʙʳʣʘ ʥʘʢʘʟʘʥʘ ʟʘ ʥʝʩʦʭʨʘʥʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ, ʫʜʦʩʪʦʚʝʨʷʶʱʝʡ 

ʣʠʯʥʦʩʪʴ ʢʣʠʝʥʪʘ, ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʪʨʝʙʦʚʘʥʠʷʤʠ. 

24 ʬʝʚʨʘʣʷ, ʩʦʛʣʘʩʥʦ ʬʦʨʤʝ ʧʫʙʣʠʢʘʮʠʠ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʭ 

ʰʪʨʘʬʘʭ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʡ ɼʝʧʘʨʪʘʤʝʥʪʦʤ ʫʧʨʘʚʣʝʥʠʷ ʙʠʟʥʝʩʦʤ ʏʫʥʮʠʥʘ PBC, 

ʢʦʤʧʘʥʠʷ Chongqing Qianbao Technology Service Co., Ltd., ʫ ʢʦʪʦʨʦʡ ʙʳʣʦ 10 

ʧʫʥʢʪʦʚ ʥʘʨʫʰʝʥʠʷ ʟʘʱʠʪʳ ʜʘʥʥʳʭ, ʙʳʣʘ ʦʰʪʨʘʬʦʚʘʥʘ ʥʘ 8,68 ʤʠʣʣʠʦʥʘ ʶʘʥʝʡ. 

ʕʪʠ ʥʘʨʫʰʝʥʠʷ ʚʢʣʶʯʘʣʠ ʥʝʩʧʦʩʦʙʥʦʩʪʴ ʭʨʘʥʠʪʴ ʥʝʦʙʭʦʜʠʤʫʶ ʠʥʬʦʨʤʘʮʠʶ, 

ʫʜʦʩʪʦʚʝʨʷʶʱʫʶ ʣʠʯʥʦʩʪʴ ʢʣʠʝʥʪʘ. ɿʘʤʝʩʪʠʪʝʣʴ ʛʝʥʝʨʘʣʴʥʦʛʦ ʜʠʨʝʢʪʦʨʘ 

ʢʦʤʧʘʥʠʠ ʠ ʛʣʘʚʥʳʡ ʩʧʝʮʠʘʣʠʩʪ ʧʦ ʢʦʤʧʣʘʝʥʩʫ, ʘ ʪʘʢʞʝ ʜʨʫʛʠʝ ʧʷʪʴ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʣʠʮ ʪʘʢʞʝ ʙʳʣʠ ʦʰʪʨʘʬʦʚʘʥʳ ʩʦʚʤʝʩʪʥʦ - ʦʪ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʜʦ 

ʰʪʨʘʬʘ ʚ ʨʘʟʤʝʨʝ ʦʪ 50 000 ʜʦ 135 000 ʶʘʥʝʡ. ʅʘʨʫʰʝʥʠʷ ʢʦʤʧʘʥʠʝʡ ʚ ʦʙʣʘʩʪʠ 

ʟʘʱʠʪʳ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʥʥʳʭ, ʩʚʷʟʘʥʥʳʭ ʩ ʥʠʤʠ, ʚ ʧʨʦʮʝʩʩʝ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʦʛʣʘʩʦʚʘʥʥʦʩʪʠ ʠʥʬʦʨʤʘʮʠʠ ʦ ʪʨʘʥʟʘʢʮʠʠ ʚʦ ʚʩʝʤ ʧʨʦʮʝʩʩʝ ʦʧʣʘʪʳ, 

ʦʥʠ ʥʝ ʚʳʧʦʣʥʠʣʠ ʦʙʷʟʘʪʝʣʴʩʪʚʘ ʧʦ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʢʣʠʝʥʪʘ ʠ ʥʝ ʩʦʭʨʘʥʠʣʠ 

ʥʝʦʙʭʦʜʠʤʫʶ ʣʠʯʥʦʩʪʴ ʢʣʠʝʥʪʘ. 

8. ʄʘʡʤʘʡ ʙʳʣ ʧʨʠʟʥʘʥ ʚʠʥʦʚʥʳʤ ʚ ʦʪʧʨʘʚʢʝ ʪʝʢʩʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ 

ʥʝʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ. 

7 ʬʝʚʨʘʣʷ ʇʝʢʠʥʩʢʠʡ ʨʘʡʦʥʥʳʡ ʩʫʜ ʍʘʡʜʷʥʴ ʦʙʲʷʚʠʣ ʨʝʰʝʥʠʝ ʦ ʥʘʨʫʰʝʥʠʠ 

ʄʘʡʤʘʝʤ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʜʘʥʥʳʭ. ɺʢʨʘʪʮʝ, ʙʳʣʦ ʦʙʥʘʨʫʞʝʥʦ, ʯʪʦ ʚʝʙ-ʩʘʡʪ 

Maimai, ʫʧʨʘʚʣʷʝʤʳʡ Beijing Taoyou Tianxia Technology Development Co., Ltd., 

ʦʪʧʨʘʚʣʷʣ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʪʝʢʩʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ ʦʪ ʠʤʝʥʠ ʜʨʫʛʘ ʙʝʟ ʨʘʟʨʝʰʝʥʠʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. ʆʥ ʨʘʩʢʨʳʣ ʥʘʩʪʦʷʱʝʝ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʚʢʣʶʯʠʣ ʩʦʦʙʱʝʥʠʝ ʦ 

ʪʦʤ, ʯʪʦ ʥʝʢʦʪʦʨʳʝ ʙʳʚʰʠʝ ʢʦʣʣʝʛʠ ʦʧʦʟʥʘʣʠ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʠ ʤʥʦʛʠʝ ʜʨʫʟʴʷ ʞʜʫʪ, 

ʢʦʛʜʘ ʦʥʠ ʧʨʠʩʦʝʜʠʥʷʪʩʷ ʧʦ ʩʩʳʣʢʝ. ʂʦʛʜʘ ʧʦʣʴʟʦʚʘʪʝʣʴ ʱʝʣʢʘʝʪ ʩʩʳʣʢʫ, ʚʝʙ-

ʩʪʨʘʥʠʮʘ ʥʘʧʨʘʚʠʪ ʠʭ ʥʘ ʩʪʨʘʥʠʮʫ ʨʝʛʠʩʪʨʘʮʠʠ Maimai's. ɺʝʙ-ʩʘʡʪ. ɺʧʦʩʣʝʜʩʪʚʠʠ 

ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʨʝʜʲʷʚʠʣ ʠʩʢ ʄʘʡʤʘʶ ʚ ʩʫʜʝ, ʪʨʝʙʫʷ ʢʦʥʢʨʝʪʥʳʭ ʜʝʡʩʪʚʠʡ, ʚ ʪʦʤ 

ʯʠʩʣʝ ʧʨʝʢʨʘʱʝʥʠʷ ʥʘʨʫʰʝʥʠʷ ʝʛʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʚʝʙ-ʩʘʡʪʦʤ, 

ʙʝʟʚʦʟʚʨʘʪʥʦʛʦ ʫʜʘʣʝʥʠʷ ʝʛʦ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʧʫʙʣʠʢʘʮʠʠ ʟʘʷʚʣʝʥʠʷ ʩ 

ʠʟʚʠʥʝʥʠʷʤʠ ʚ China Consumer News. ʆʢʨʫʞʥʦʡ ʩʫʜ ʇʝʢʠʥʘ ʍʘʡʜʷʥʴ ʫʩʪʘʥʦʚʠʣ, 

ʯʪʦ ʜʝʡʩʪʚʠʷʤʠ ʦʪʚʝʪʯʠʢʘ ʥʝʟʘʢʦʥʥʳʤ ʦʙʨʘʟʦʤ ʙʳʣʘ ʧʦʣʫʯʝʥʘ ʠ ʩʦʭʨʘʥʝʥʘ ʣʠʯʥʘʷ 

ʠʥʬʦʨʤʘʮʠʷ ʠʩʪʮʘ, ʪʘʢʘʷ ʢʘʢ ʢʦʥʪʘʢʪʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʤʦʙʠʣʴʥʦʛʦ ʪʝʣʝʬʦʥʘ, ʣʠʯʥʘʷ 

ʠʥʬʦʨʤʘʮʠʷ ʜʨʫʛʘ ʠʩʪʮʘ ʠ ʨʝʟʶʤʝ. ʂʨʦʤʝ ʪʦʛʦ, Maimai ʙʝʟ ʩʦʛʣʘʩʠʷ ʦʪʧʨʘʚʣʷʣ 

ʠʩʪʮʫ ʥʝʟʘʧʨʦʰʝʥʥʳʝ ʩʦʦʙʱʝʥʠʷ ʩ ʮʝʣʴʶ ʧʦʣʫʯʝʥʠʷ ʢʦʤʤʝʨʯʝʩʢʦʡ ʚʳʛʦʜʳ, ʯʪʦ 

ʥʘʨʫʰʠʣʦ ʧʨʘʚʦ ʠʩʪʮʘ ʥʘ ʤʠʨ ʠ ʥʝʧʨʠʢʦʩʥʦʚʝʥʥʦʩʪʴ ʯʘʩʪʥʦʡ ʞʠʟʥʠ. ʉʫʜʝʙʥʳʤ 

ʨʝʰʝʥʠʝʤ ʫʜʦʚʣʝʪʚʦʨʝʥʳ ʚʩʝ ʪʨʝʙʦʚʘʥʠʷ ʠʩʪʮʘ. 

ʈʘʟʚʠʪʠʝ ʦʪʨʘʩʣʠ 

1. ʅʘʮʠʦʥʘʣʴʥʳʡ ʪʝʭʥʠʯʝʩʢʠʡ ʢʦʤʠʪʝʪ ʧʦ ʩʪʘʥʜʘʨʪʠʟʘʮʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʧʫʙʣʠʢʦʚʘʣ ʦʩʥʦʚʥʳʝ ʥʘʧʨʘʚʣʝʥʠʷ ʜʝʡʩʪʚʠʡ ʥʘ 2021 ʛʦʜ. 
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25 ʬʝʚʨʘʣʷ ʅʘʮʠʦʥʘʣʴʥʳʡ ʪʝʭʥʠʯʝʩʢʠʡ ʢʦʤʠʪʝʪ ʧʦ ʩʪʘʥʜʘʨʪʠʟʘʮʠʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʧʫʙʣʠʢʦʚʘʣ ʦʩʥʦʚʥʳʝ ʥʘʧʨʘʚʣʝʥʠʷ ʜʝʡʩʪʚʠʡ ʥʘ 

2021 ʛʦʜ, ʦʭʚʘʪʳʚʘʶʱʠʝ ʩʝʤʴ ʢʘʪʝʛʦʨʠʡ, ʚ ʪʦʤ ʯʠʩʣʝ ʘʢʮʝʥʪ ʥʘ ʥʝʦʪʣʦʞʥʦʡ 

ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʨʘʙʦʪʳ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʥʘʮʠʦʥʘʣʴʥʦʡ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʧʦʚʳʰʝʥʠʝ ʵʬʬʝʢʪʠʚʥʦʩʪʠ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʩʪʘʥʜʘʨʪʦʚ. ɺ ʜʦʢʫʤʝʥʪʝ ʫʢʘʟʳʚʘʝʪʩʷ, 

ʯʪʦ ʦʥ ʙʫʜʝʪ ʠ ʜʘʣʴʰʝ ʨʘʟʨʘʙʘʪʳʚʘʪʴ ʥʘʮʠʦʥʘʣʴʥʳʝ ʩʪʘʥʜʘʨʪʳ ʩʝʪʝʚʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʦʙʣʘʩʪʷʭ ʧʨʦʤʳʰʣʝʥʥʦʛʦ ʀʥʪʝʨʥʝʪʘ, ʙʣʦʢʯʝʡʥʘ, ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ 

ʠʥʪʝʣʣʝʢʪʘ ʠ ʘʣʛʦʨʠʪʤʦʚ, ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʠ ʮʠʬʨʦʚʦʡ ʚʘʣʶʪʳ, ʛʦʪʦʚʠʪʴ 

ʦʬʠʮʠʘʣʴʥʳʝ ʜʦʢʫʤʝʥʪʳ ʠʣʠ ʦʪʯʝʪʳ ʦʙ ʠʩʩʣʝʜʦʚʘʥʠʷʭ ʧʦ ʩʪʘʥʜʘʨʪʠʟʘʮʠʠ ʩʝʪʝʚʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʘʢʦʡ ʢʘʢ ʙʝʟʦʧʘʩʥʦʩʪʴ 5G, ʪʘʣʘʥʪʳ ʚ ʦʙʣʘʩʪʠ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʨʘʩʧʦʟʥʘʚʘʥʠʷ ʣʠʮ ʠ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝ ʧʨʘʢʪʠʯʝʩʢʠʝ ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ 

ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʠ ʢʣʘʩʩʠʬʠʢʘʮʠʠ ʜʘʥʥʳʭ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦʚʤʝʩʪʥʦʛʦ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʜʘʥʥʳʭ. 

2. ʅʘʮʠʦʥʘʣʴʥʘʷ ʬʦʥʜʦʚʘʷ ʙʠʨʞʘ ʠ ʢʦʪʠʨʦʚʦʯʥʘʷ ʢʦʤʧʘʥʠʷ ʧʨʠʥʷʣʘ ʫʯʘʩʪʠʝ 

ʚ 11-ʤ ʩʦʚʤʝʩʪʥʳʭ ʫʯʝʥʠʷʭ ʧʦ ʯʨʝʟʚʳʯʘʡʥʳʤ ʩʠʪʫʘʮʠʷʤ ʧʦ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

27 ʬʝʚʨʘʣʷ, ʩʦʛʣʘʩʥʦ ʮʠʨʢʫʣʷʨʫ ʂʦʤʠʩʩʠʠ ʧʦ ʨʝʛʫʣʠʨʦʚʘʥʠʶ ʮʝʥʥʳʭ ʙʫʤʘʛ 

ʂʠʪʘʷ ʦʙ 11-ʤ ʩʦʚʤʝʩʪʥʳʭ ʫʯʝʥʠʷʭ ʧʦ ʯʨʝʟʚʳʯʘʡʥʳʤ ʩʠʪʫʘʮʠʷʤ ʧʦ ʩʝʪʝʚʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʮʝʥʥʳʭ ʙʫʤʘʛ ʠ ʬʴʶʯʝʨʩʥʦʡ ʠʥʜʫʩʪʨʠʠ, ʅʘʮʠʦʥʘʣʴʥʘʷ ʙʠʨʞʘ 

ʮʝʥʥʳʭ ʙʫʤʘʛ ʠ ʢʦʪʠʨʦʚʦʯʥʘʷ ʢʦʤʧʘʥʠʷ ʫʯʘʩʪʚʦʚʘʣʠ ʚ ʩʦʚʤʝʩʪʥʳʭ ʫʯʝʥʠʷʭ ʧʦ 

ʯʨʝʟʚʳʯʘʡʥʳʤ ʩʠʪʫʘʮʠʷʤ ʧʦ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʉʨʝʜʠ ʜʨʫʛʠʭ ʫʯʘʩʪʥʠʢʦʚ ʙʳʣʠ 

China Securities ɼʝʧʦʟʠʪʘʨʠʡ ʠ ʂʣʠʨʠʥʛʦʚʘʷ ʂʦʨʧʦʨʘʮʠʷ Limited, Shenzhen 

Securities Communication Co., Ltd., China Securities Index Co., Ltd. ʠ ʜʨʫʛʠʝ 

ʧʨʠʥʠʤʘʶʱʠʝ ʢʦʤʧʘʥʠʠ, ʨʘʙʦʪʘʶʱʠʝ ʩ ʮʝʥʥʳʤʠ ʙʫʤʘʛʘʤʠéè (Mark Robinson, 

Nanda Lau, James Gong. China ï Cyber security and data protection April round up // 

Herbert Smith Freehills (https://hsfnotes.com/data/2021/04/12/china-cyber-security-

and-data-protection-april-round-up/#page=1). 12.04.2021). 

***  

 

ʈʦʩʽʡʩʴʢʘ ʌʝʜʝʨʘʮʽʷ ʪʘ ʢʨʘʾʥʠ ɭɸɽʉ 

 

çʉʧʝʮʠʘʣʠʟʠʨʫʶʱʘʷʩʷ ʥʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʨʦʩʩʠʡʩʢʘʷ ʢʦʤʧʘʥʠʷ 

Positive Technologies ʚʳʩʪʫʧʠʣʘ ʩ ʟʘʷʚʣʝʥʠʝʤ ʚ ʩʚʷʟʠ ʩ ʧʦʧʘʜʘʥʠʝʤ ʧʦʜ 

ʩʘʥʢʮʠʠ ʉʐɸ. 

çʄʳ, ʢʘʢ ʢʦʤʧʘʥʠʷ, ʦʪʚʝʨʛʘʝʤ ʙʝʟʦʩʥʦʚʘʪʝʣʴʥʳʝ ʦʙʚʠʥʝʥʠʷ, ʚʳʜʚʠʥʫʪʳʝ ʚ 

ʥʘʰ ʘʜʨʝʩ ʤʠʥʠʩʪʝʨʩʪʚʦʤ ʬʠʥʘʥʩʦʚ ʉʐɸ: ʟʘ ʧʦʯʪʠ ʜʚʘʜʮʘʪʠʣʝʪʥʶʶ ʠʩʪʦʨʠʶ 

ʥʘʰʝʡ ʨʘʙʦʪʳ ʥʝʪ ʥʠ ʦʜʥʦʛʦ ʬʘʢʪʘ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʨʝʟʫʣʴʪʘʪʦʚ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʡ 

ʜʝ̫ʪʝʣʴʥʦʩʪʠ Positive Technologies ʚʥʝ ʪʨʘʜʠʮʠʡ ʵʪʠʯʥʦʛʦ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ ʩ 

ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʳʤ ʀɹ-ʩʦʦʙʱʝʩʪʚʦʤ ʠ ʧʨʦʟʨʘʯʥʦʛʦ ʚʝʜʝʥʠʷ ʙʠʟʥʝʩʘ. 

ʅʘʰʘ ʛʣʦʙʘʣʴʥʘʷ ʮʝʣʴ ʩʦʩʪʦʠʪ ʚ ʩʦʟʜʘʥʠʠ ʧʨʦʜʫʢʪʦʚ ʠ ʪʝʭʥʦʣʦʛʠʡ, 

ʧʨʠʟʚʘʥʥʳʭ ʧʦʚʳʰʘʪʴ ʦʙʱʫʶ ʢʠʙʝʨʟʘʱʠʱʝʥʥʦʩʪʴ ʚ ʤʘʩʰʪʘʙʘʭ ʚʩʝʛʦ ʤʠʨʘ, ʘ 

ʪʘʢʞʝ ˈ ʚ ʬʦʨʤʠʨʦʚʘʥʠʠ ʫʩʣʦʚʠʡ ʜʣʷ ʥʘʠʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʦʛʦ ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ 

ʢʠʙʝʨʘʪʘʢʘʤ ʚ ʠʥʪʝʨʝʩʘʭ ʦʙʱʝʩʪʚʘ, ʙʠʟʥʝʩʘ ʠ ʛʦʩʫʜʘʨʩʪʚʘ ʚʥʝ ʧʨʠʚʷʟʢʠ ʢ 

ʛʝʦʧʦʣʠʪʠʢʝ, ʩ ʤʘʢʩʠʤʘʣʴʥʦʡ ʦʪʢʨʳʪʦʩʪʴʶ ʠ ʦʨʠʝʥʪʠʨʦʚʘʥʥʦʩʪʴʶ ʥʘ 

ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ (ʚ ʪʦʤ ʯʠʩʣʝ ʤʝʞʜʫʥʘʨʦʜʥʦʝ). 
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ʊʝʭʥʦʣʦʛʠʠ Positive Technologies ʠʩʧʦʣʴʟʫʶʪʩʷ ʧʦ ʚʩʝʤʫ ʤʠʨʫ, ʠ ʩʝʛʦʜʥʷ ʥʘʤ 

ʜʦʚʝʨʷʶʪ ʩʚʦʶ ʙʝʟʦʧʘʩʥʦʩʪʴ ʪʳʩʷʯʠ ʢʦʤʧʘʥʠʡ ʨʘʟʣʠʯʥʳʭ ʩʝʢʪʦʨʦʚ ʙʠʟʥʝʩʘ ʠ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʫʯʨʝʞʜʝʥʠʷ ʨʘʟʥʳʭ ʩʪʨʘʥ. ɺ ʢʦʤʧʘʥʠʠ ʙʦʣʝʝ 1,1 ʪʳʩ. 

ʩʦʪʨʫʜʥʠʢʦʚ, ʧʦ ʠʪʦʛʘʤ 2020 ʛ. ʤʳ ʟʘʨʘʙʦʪʘʣʠ 5,6 ʤʣʨʜ ʨʫʙ. ($73 ʤʣʥ, ʧʦ ʈʉɹʋ) ʠ 

ʚʳʨʦʩʣʠ ʥʘ 55% ʧʦ ʦʪʥʦʰʝʥʠʶ ʢ 2019 ʛ. ɿʘ ʧʦʩʣʝʜʥʠʝ ʧʷʪʴ ʣʝʪ ʩʨʝʜʥʠʡ ʨʦʩʪ 

ʢʦʤʧʘʥʠʠ ʩʦʩʪʘʚʠʣ 41%. ʅʝʟʘʚʠʩʠʤʳʝ ʤʝʞʜʫʥʘʨʦʜʥʳʝ ʘʥʘʣʠʪʠʯʝʩʢʠʝ ʘʛʝʥʪʩʪʚʘ 

ʥʝʦʜʥʦʢʨʘʪʥʦ ʦʪʤʝʯʘʣʠ ʥʘʩ ʚ ʯʠʩʣʝ ʥʘʠʙʦʣʝʝ ʙʳʩʪʨʦʨʘʩʪʫʱʠʭ ʠ ʚʠʟʠʦʥʝʨʩʢʠʭ 

ʢʦʤʧʘʥʠʡ ʚ ʦʙʣʘʩʪʠ ʨʝʰʝʥʠʡ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʫʧʨʘʚʣʝʥʠʶ ʫʷʟʚʠʤʦʩʪʷʤʠ. 

ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʢʦʤʧʘʥʠʷ ʥʝ ʷʚʣʷʝʪʩʷ ʧʫʙʣʠʯʥʦʡ, ʨʳʥʦʢ ʚʳʩʦʢʦ 

ʦʮʝʥʠʚʘʝʪ ʥʘʰʫ ʢʘʧʠʪʘʣʠʟʘʮʠʶ, ʚʠʜʷ ʝʝ ʚ ʧʨʝʜʝʣʘʭ ʥʝʩʢʦʣʴʢʠʭ ʤʠʣʣʠʘʨʜʦʚ 

ʜʦʣʣʘʨʦʚ. ʕʪʦ ʜʦʢʘʟʳʚʘʝʪ ʚʳʩʦʢʠʡ ʠʥʪʝʨʝʩ ʢ ʥʘʰʠʤ ʪʝʭʥʦʣʦʛʠʷʤ ʠ ʩʝʨʴʝʟʥʳʡ 

ʫʨʦʚʝʥʴ ʜʦʚʝʨʠʷ ʢ ʢʦʤʧʘʥʠʠ. ɼʣʷ ʧʦʜʜʝʨʞʘʥʠʷ ʵʪʦʛʦ ʜʦʚʝʨʠʷ ʤʳ ʧʨʠʜʝʨʞʠʚʘʝʤʩʷ 

ʧʨʠʥʮʠʧʦʚ ʤʘʢʩʠʤʘʣʴʥʦʡ ʦʪʢʨʳʪʦʩʪʠ ʥʘ ʚʩʝʭ ʫʨʦʚʥʷʭ ʩʚʦʝʡ ʜʝʷʪʝʣʴʥʦʩʪʠ: ʦʪ 

ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʡ ʜʦ ʢʦʤʤʝʨʯʝʩʢʦʡ, ʚʢʣʶʯʘʷ ʬʠʥʘʥʩʦʚʫʶ ʦʪʯʝʪʥʦʩʪʴ ʢʦʤʧʘʥʠʠ. 

ʄʳ ʠʟʚʝʩʪʥʳ ʤʠʨʦʚʦʤʫ ʢʠʙʝʨʙʝʟ-ʩʦʦʙʱʝʩʪʚʫ ʢʘʢ ʚʠʟʠʦʥʝʨʳ ʠ ʣʠʜʝʨʳ ʚ 

ʦʙʣʘʩʪʠ ʵʪʠʯʥʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ ʧʨʦʙʣʝʤ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʊʘʢ, ʢ ʧʨʠʤʝʨʫ, ʥʘʰʠ 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʚʳʷʚʣʷʶʪ ʩʦʪʥʠ ʫʷʟʚʠʤʦʩʪʝʡ ʥʫʣʝʚʦʛʦ ʜʥʷ ʚ ʛʦʜ ʚ ʀʊ-ʩʠʩʪʝʤʘʭ 

ʨʘʟʣʠʯʥʳʭ ʢʣʘʩʩʦʚ ʠ ʪʠʧʦʚ. ɺʩʝ ʥʘʡʜʝʥʥʳʝ ʫʷʟʚʠʤʦʩʪʠ ʙʝʟ ʠʩʢʣʶʯʝʥʠʷ 

ʧʨʝʜʦʩʪʘʚʣʷʶʪʩʷ ʧʨʦʠʟʚʦʜʠʪʝʣʷʤ ʇʆ ʚ ʨʘʤʢʘʭ ʧʦʣʠʪʠʢʠ ʦʪʚʝʪʩʪʚʝʥʥʦʛʦ 

ʨʘʟʛʣʘʰʝʥʠʷ (responsible disclosure) ʠ ʥʝ ʧʦʜʚʝʨʛʘʶʪʩʷ ʦʛʣʘʩʢʝ ʜʦ ʪʝʭ ʧʦʨ, ʧʦʢʘ ʠʤʠ 

ʥʝ ʙʫʜʝʪ ʚʳʧʫʱʝʥʦ ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʝ ʦʙʥʦʚʣʝʥʠʝ. ʂʘʞʜʦʝ ʪʘʢʦʝ ʠʩʩʣʝʜʦʚʘʥʠʝ 

ʧʦʣʫʯʘʝʪ ʚʳʩʦʢʫʶ ʦʮʝʥʢʫ ʩʦ ʩʪʦʨʦʥʳ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʵʪʠʭ ʩʠʩʪʝʤ ʠ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʟʘʱʠʱʝʥʥʦʩʪʠ ʠʭ ʢʦʥʝʯʥʦʛʦ ʧʨʦʜʫʢʪʘ.  

ʊʨʘʜʠʮʠʠ ʧʨʦʟʨʘʯʥʦʩʪʠ ʠ ʦʪʢʨʳʪʦʩʪʠ ʥʘʭʦʜʷʪ ʩʚʦʝ ʦʪʨʘʞʝʥʠʝ ʠ ʚ ʨʘʤʢʘʭ 

ʬʦʨʫʤʘ Positive Hack Days, ʢʦʪʦʨʳʡ ʤʳ ʧʨʦʚʦʜʠʤ ʩ 2011 ʛ. ʌʦʨʫʤ ʷʚʣʷʝʪʩʷ 

ʧʫʙʣʠʯʥʦʡ ʧʣʦʱʘʜʢʦʡ ʜʣʷ ʦʙʤʝʥʘ ʵʢʩʧʝʨʪʠʟʦʡ, ʦʙʫʯʝʥʠʷ ʠ ʧʦʚʳʰʝʥʠʷ 

ʢʚʘʣʠʬʠʢʘʮʠʠ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʝʞʝʛʦʜʥʦ ʩʦʙʠʨʘʝʪ ʪʳʩʷʯʠ ʵʢʩʧʝʨʪʦʚ 

ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʙʠʟʥʝʩʘ ʨʘʟʥʳʭ ʩʪʨʘʥ, ʧʨʝʜʩʪʘʚʠʪʝʣʝʡ CTF-

ʜʚʠʞʝʥʠʷ, ʫʯʝʥʳʭ, ʩʪʫʜʝʥʪʦʚ ʠ ʜʘʞʝ ʰʢʦʣʴʥʠʢʦʚ. ɺ ʩʚʷʟʠ ʩ ʧʘʥʜʝʤʠʝʡ ʤʳ ʧʝʨʝʰʣʠ 

ʚ ʛʠʙʨʠʜʥʳʡ ʬʦʨʤʘʪ, ʠ ʧʦʵʪʦʤʫ ʚʩʝ ʧʨʦʠʩʭʦʜʷʱʝʝ ʥʘ ʬʦʨʫʤʝ ʤʦʞʝʪ ʚʠʜʝʪʴ 

ʰʠʨʦʢʘʷ ʘʫʜʠʪʦʨʠʷ ʚ ʦʥʣʘʡʥʝ, ʛʜʝ ʤʳ ʦʙʝʩʧʝʯʠʚʘʝʤ ʩʠʥʭʨʦʥʥʳʡ ʧʝʨʝʚʦʜ ʥʘ 

ʘʥʛʣʠʡʩʢʠʡ ʷʟʳʢ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʣʶʙʦʡ ʞʝʣʘʶʱʠʡ ʠʟ ʣʶʙʦʡ ʪʦʯʢʠ ʤʠʨʘ ʤʦʛ 

ʧʦʩʤʦʪʨʝʪʴ ʠʥʪʝʨʝʩʥʫʶ ʝʤʫ ʪʝʤʫ. ʄʝʨʦʧʨʠʷʪʠʝ ʧʦʣʥʦʩʪʴʶ ʦʪʢʨʳʪʦ ʜʣʷ ʧʦʩʝʱʝʥʠʷ 

ʠ ʫʯʘʩʪʠʷ. 

ʄʳ ʠʩʢʨʝʥʥʝ ʩʯʠʪʘʝʤ, ʯʪʦ ʛʝʦʧʦʣʠʪʠʢʘ ʥʝ ʜʦʣʞʥʘ ʷʚʣʷʪʴʩʷ ʧʨʝʛʨʘʜʦʡ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤʫ ʨʘʟʚʠʪʠʶ ʦʙʱʝʩʪʚʘ, ʠ ʩʦ ʩʚʦʝʡ ʩʪʦʨʦʥʳ ʧʨʦʜʦʣʞʠʤ ʜʝʣʘʪʴ ʪʦ, 

ʯʪʦ ʫ ʥʘʩ ʭʦʨʦʰʦ ʧʦʣʫʯʘʝʪʩʷ ð ʦʙʝʩʧʝʯʠʚʘʪʴ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʧʦʚʳʰʘʪʴ 

ʢʠʙʝʨʟʘʱʠʱʝʥʥʦʩʪʴ ʚʦ ʚʩʝʤ ʤʠʨʝ. ʇʦʵʪʦʤʫ ʤʳ ʧʨʦʜʦʣʞʘʝʤ ʩʚʦʶ ʨʘʙʦʪʫ ʚ 

ʰʪʘʪʥʦʤ ʨʝʞʠʤʝ ʩ ʧʦʣʥʳʤ ʩʦʙʣʶʜʝʥʠʝʤ ʚʩʝʭ ʦʙʷʟʘʪʝʣʴʩʪʚ ʧʝʨʝʜ ʥʘʰʠʤʠ 

ʢʣʠʝʥʪʘʤʠ, ʧʘʨʪʥʝʨʘʤʠ ʠ ʩʦʪʨʫʜʥʠʢʘʤʠè. (Positive Technologies ʚʳʩʪʫʧʠʣʘ ʩ 

ʟʘʷʚʣʝʥʠʝʤ ʧʦ ʩʘʥʢʮʠʷʤ ʉʐɸ // CNews (https://www.cnews.ru/news/line/2021-04-

16_positive_technologies_vystupila_s_zayavleniem). 16.04.2021). 

***  
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ɯʥʰ̔ ʢʨʘʾʥʠ 

 

çɺ ʦʪʯʝʪʝ Sophos çɹʫʜʫʱʝʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ɸʟʠʘʪʩʢʦ-

ʊʠʭʦʦʢʝʘʥʩʢʦʤ ʨʝʛʠʦʥʝ ʠ ʗʧʦʥʠʠè ʫʩʪʘʥʦʚʣʝʥʦ, ʯʪʦ ʚ ʄʘʣʘʡʟʠʠ ʩʫʱʝʩʪʚʫʝʪ 

ʧʨʦʙʝʣ ʚ ʥʘʚʳʢʘʭ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ: ʧʦʯʪʠ 60% ʤʘʣʘʟʠʡʩʢʠʭ ʧʨʝʜʧʨʠʷʪʠʡ 

ʩʦʛʣʘʩʥʳ ʩ ʪʝʤ, ʯʪʦ ʦʪʩʫʪʩʪʚʠʝ ʫ ʠʭ ʢʦʤʧʘʥʠʡ ʥʘʚʳʢʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʷʚʣʷʝʪʩʷ ʧʨʦʙʣʝʤʦʡ ʜʣʷ ʠʭ ʦʨʛʘʥʠʟʘʮʠʠ, ʠ ʧʦʯʪʠ 50% ʩʦʛʣʘʩʥʳ ʩ ʵʪʠʤ. ʚ ʠʭ 

ʦʨʛʘʥʠʟʘʮʠʠ ʥʝʪ ʢʦʤʘʥʜʳ, ʢʦʪʦʨʘʷ ʤʦʛʣʘ ʙʳ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ ʦʙʥʘʨʫʞʠʚʘʪʴ, 

ʨʘʩʩʣʝʜʦʚʘʪʴ ʠ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʠʥʮʠʜʝʥʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ.  

ʆʜʥʘʢʦ ʧʨʠʚʣʝʯʝʥʠʝ ʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʭ ʩʧʝʮʠʘʣʠʩʪʦʚ ʚ ʦʙʣʘʩʪʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʚʦʩʧʦʣʥʝʥʠʷ ʵʪʦʛʦ ʧʨʦʙʝʣʘ ʦʩʪʘʝʪʩʷ ʧʨʦʙʣʝʤʦʡ. ʆʪʩʫʪʩʪʚʠʝ 

ʧʦʜʭʦʜʷʱʝʛʦ ʧʝʨʩʦʥʘʣʘ ʠ ʙʶʜʞʝʪʥʳʝ ʦʛʨʘʥʠʯʝʥʠʷ ʧʦ-ʧʨʝʞʥʝʤʫ ʤʝʰʘʶʪ 

ʦʨʛʘʥʠʟʘʮʠʷʤ ʧʦʣʫʯʘʪʴ ʥʝʦʙʭʦʜʠʤʳʝ ʠʤ ʥʘʚʳʢʠ ʚʥʫʪʨʠ ʢʦʤʧʘʥʠʠ. 68 ʧʨʦʮʝʥʪʦʚ 

ʢʦʤʧʘʥʠʡ ʚ ʄʘʣʘʡʟʠʠ ʙʦʨʶʪʩʷ ʩ ʥʘʙʦʨʦʤ ʢʘʥʜʠʜʘʪʦʚ ʩ ʥʝʦʙʭʦʜʠʤʳʤʠ ʥʘʚʳʢʘʤʠ. 

ʀʟ-ʟʘ ʦʪʩʫʪʩʪʚʠʷ ʪʘʣʘʥʪʦʚ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʝʜʦʩʪʘʪʦʯʥʦʛʦ 

ʙʶʜʞʝʪʘ ʚʦ ʤʥʦʛʠʭ ʤʘʣʘʟʠʡʩʢʠʭ ʢʦʤʧʘʥʠʷʭ ʵʪʘ ʙʦʣʝʚʘʷ ʪʦʯʢʘ ʤʦʞʝʪ ʙʳʪʴ 

ʣʘʟʝʡʢʦʡ, ʢʦʪʦʨʘʷ ʦʪʢʨʳʚʘʝʪ ʜʚʝʨʠ ʜʣʷ ʢʠʙʝʨʘʪʘʢ. 

ʂʘʢ ʤʠʨʦʚʦʡ ʣʠʜʝʨ ʚ ʦʙʣʘʩʪʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʝʪʝʡ ʠ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ, Sophos 

ʨʝʢʦʤʝʥʜʫʝʪ ʢʦʤʧʘʥʠʷʤ ʨʘʩʩʤʦʪʨʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʫʧʨʘʚʣʷʝʤʦʡ 

ʩʣʫʞʙʳ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʫʛʨʦʟʳ, ʯʪʦʙʳ ʚʦʩʧʦʣʥʠʪʴ ʧʨʦʙʝʣ, ʦʩʪʘʚʣʝʥʥʳʡ ʥʝʭʚʘʪʢʦʡ 

ʧʝʨʩʦʥʘʣʘ ʩʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

Sophos Managed Threat Response (ʉʉʆ) ʷʚʣʷʝʪʩʷ ʧʦʣʥʦʩʪʴʶ ʫʧʨʘʚʣʷʝʤʳʤ 

24/7 ʫʛʨʦʟʳ ʦʭʦʪʳ, ʦʙʥʘʨʫʞʝʥʠʝ ʠ ʦʙʩʣʫʞʠʚʘʥʠʝ ʦʪʚʝʪʘ ʚʳʩʪʫʧʠʣ ʩ ʵʢʩʧʝʨʪʥʦʡ 

ʛʨʫʧʧʦʡ ʦʭʦʪʥʠʢʦʚ ʫʛʨʦʟʳ. ʕʪʘ ʢʨʫʛʣʦʩʫʪʦʯʥʘʷ ʩʣʫʞʙʘ ʤʦʞʝʪ ʙʳʩʪʨʦ ʚʳʷʚʣʷʪʴ ʠ 

ʥʝʡʪʨʘʣʠʟʦʚʘʪʴ ʠʟʦʱʨʝʥʥʳʝ ʠ ʩʣʦʞʥʳʝ ʢʠʙʝʨʫʛʨʦʟʳ, ʢʦʪʦʨʳʝ ʚ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ 

ʤʦʛʣʠ ʙʳ ʦʩʪʘʪʴʩʷ ʥʝʟʘʤʝʯʝʥʥʳʤʠ. ʀʥʥʦʚʘʮʠʦʥʥʘʷ ʫʩʣʫʛʘ ʦʙʲʝʜʠʥʷʝʪ ʤʘʰʠʥʥʦʝ 

ʦʙʫʯʝʥʠʝ ʩ ʯʝʣʦʚʝʯʝʩʢʠʤ ʘʥʘʣʠʟʦʤ ʜʣʷ ʨʘʟʚʠʪʦʛʦ ʧʦʜʭʦʜʘ ʢ ʧʨʦʘʢʪʠʚʥʦʡ ʟʘʱʠʪʝ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʤʦʛʘʷ ʥʝʙʦʣʴʰʠʤ ʀʊ-ʢʦʤʘʥʜʘʤ ʦʧʝʨʝʞʘʪʴ ʘʪʘʢʠ, ʧʦʪʦʤʫ ʯʪʦ ʥʠ 

ʦʜʥʘ ʢʦʤʧʘʥʠʷ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʨʘʟʤʝʨʘ, ʥʝ ʟʘʩʪʨʘʭʦʚʘʥʘ ʦʪ ʢʠʙʝʨʘʪʘʢ. 

ɹʳʩʪʨʦ ʨʘʩʪʫʱʠʝ ʚʦʟʤʦʞʥʦʩʪʠ ʧʦʜʢʣʶʯʝʥʠʷ ʠ ʫʩʢʦʨʷʶʱʠʝʩʷ ʪʝʤʧʳ 

ʮʠʬʨʦʚʦʡ ʪʨʘʥʩʬʦʨʤʘʮʠʠ ʧʦʜʚʝʨʛʘʶʪ ʄʘʣʘʡʟʠʶ ʚʩʝ ʙʦʣʝʝ ʟʣʦʥʘʤʝʨʝʥʥʦʡ ʢʠʙʝʨ-

ʜʝʷʪʝʣʴʥʦʩʪʠ. ʉ ʠʭ ʧʦʩʪʦʷʥʥʦ ʨʘʟʚʠʚʘʶʱʝʡʩʷ ʧʨʠʨʦʜʦʡ ʢʠʙʝʨʫʛʨʦʟʳ ʧʨʦʜʦʣʞʘʶʪ 

ʩʪʘʥʦʚʠʪʴʩʷ ʚʩʝ ʙʦʣʝʝ ʫʤʥʳʤʠ ʠ ʢʦʚʘʨʥʳʤʠ, ʯʪʦ ʟʘʪʨʫʜʥʷʝʪ ʙʦʨʴʙʫ ʩ ʥʠʤʠ. 

ɺʜʦʙʘʚʦʢ ʢʦ ʚʩʝʤʫ, ʦʯʝʥʴ ʥʝʤʥʦʛʠʝ ʦʨʛʘʥʠʟʘʮʠʠ ʦʙʣʘʜʘʶʪ ʥʝʦʙʭʦʜʠʤʳʤʠ 

ʠʥʩʪʨʫʤʝʥʪʘʤʠ, ʣʶʜʴʤʠ ʠ ʧʨʦʮʝʩʩʘʤʠ ʜʣʷ ʵʬʬʝʢʪʠʚʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʚʦʝʡ 

ʧʨʦʛʨʘʤʤʦʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʣʶʙʦʝ ʚʨʝʤʷ ʩʫʪʦʢ ʜʣʷ ʧʨʦʘʢʪʠʚʥʦʡ ʟʘʱʠʪʳ ʦʪ 

ʥʦʚʳʭ ʠ ʚʦʟʥʠʢʘʶʱʠʭ ʫʛʨʦʟ.  

çʆʨʛʘʥʠʟʘʮʠʠ, ʫ ʢʦʪʦʨʳʭ ʝʩʪʴ ʥʘʠʙʦʣʝʝ ʫʩʧʝʰʥʳʝ ʧʨʦʛʨʘʤʤʳ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʠʤʝʶʪ ʵʪʦ, ʧʦʪʦʤʫ ʯʪʦ ʦʥʠ ʚʳʙʠʨʘʶʪ ʣʫʯʰʠʭ ʣʶʜʝʡ ʠ 

ʠʩʧʦʣʴʟʫʶʪ ʣʫʯʰʠʝ ʠʥʩʪʨʫʤʝʥʪʳ. ʋʧʨʘʚʣʷʝʤʳʝ ʩʝʨʚʠʩʳ, ʢʦʪʦʨʳʝ ʥʝ ʨʝʘʛʠʨʫʶʪ ʥʘ 

ʫʛʨʦʟʳ, ʚ ʦʩʥʦʚʥʦʤ ʙʝʩʧʦʣʝʟʥʳ. ʆʩʪʘʥʦʚʢʘ ʧʨʠ ʫʚʝʜʦʤʣʝʥʠʠ ʦʙ ʫʛʨʦʟʝ ʥʝ ʨʝʰʘʝʪ 

ʧʨʦʙʣʝʤʫ, ʧʦʪʦʤʫ ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʵʪʦʛʦ ʥʝ ʜʝʣʘʶʪ. ɾʜʫ, ʧʦʢʘ ʚʳ ʠʭ ʥʝ 

ʜʦʛʦʥʠʪʝ. Sophos MTR ʦʙʲʝʜʠʥʷʝʪ ʥʘʰʫ ʣʫʯʰʫʶ ʚ ʦʪʨʘʩʣʠ ʟʘʱʠʪʫ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ 

ʠ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʡ EDR ʩ ʢʦʤʘʥʜʦʡ ʵʢʩʧʝʨʪʦʚ ʤʠʨʦʚʦʛʦ ʢʣʘʩʩʘ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʕʪʦ ʤʦʞʝʪ ʧʦʤʦʯʴ ʨʝʰʠʪʴ ʤʥʦʞʝʩʪʚʦ ʪʝʢʫʱʠʭ ʧʨʦʙʣʝʤ ʚ 
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ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʚ ʪʦʤ ʯʠʩʣʝ ʦʟʘʙʦʯʝʥʥʦʩʪʴ ʧʦ ʧʦʚʦʜʫ ʥʝʭʚʘʪʢʠ 

ʢʘʜʨʦʚ., ʦʛʨʘʥʠʯʝʥʥʳʝ ʙʶʜʞʝʪʳ ʥʘ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʨʘʩʪʫʱʠʝ ʢʠʙʝʨʫʛʨʦʟʳ, - ʩʢʘʟʘʣ 

ɺʦʥʛ ɼʞʫʥ ʍʫʥʛ, ʨʝʛʠʦʥʘʣʴʥʳʡ ʤʝʥʝʜʞʝʨ Sophos Malaysia. 

ʇʨʠ ʧʦʜʜʝʨʞʢʝ ʵʣʠʪʥʦʡ ʢʦʤʘʥʜʳ ʦʭʦʪʥʠʢʦʚ ʟʘ ʫʛʨʦʟʘʤʠ ʠ ʵʢʩʧʝʨʪʦʚ ʧʦ 

ʨʝʘʛʠʨʦʚʘʥʠʶ ʢʦʤʧʘʥʠʠ ʤʦʛʫʪ ʧʦʣʦʞʠʪʴʩʷ ʥʘ Sophos MTR ʚ ʧʨʠʥʷʪʠʠ ʤʝʨ ʦʪ ʠʭ 

ʠʤʝʥʠ.  

ʇʦʩʢʦʣʴʢʫ ʤʘʣʳʝ ʠ ʩʨʝʜʥʠʝ ʧʨʝʜʧʨʠʷʪʠʷ ʩʦʩʪʘʚʣʷʶʪ 98,5% ʧʨʝʜʧʨʠʷʪʠʡ 

ʄʘʣʘʡʟʠʠ, ʜʣʷ ʥʠʭ ʚʘʞʥʦ ʧʦʥʠʤʘʪʴ, ʥʘʩʢʦʣʴʢʦ ʩʝʨʴʝʟʥʦʡ ʤʦʞʝʪ ʙʳʪʴ ʢʠʙʝʨʘʪʘʢʘ ʠ 

ʯʪʦ ʚʩʝʤ ʧʨʝʜʧʨʠʷʪʠʷʤ ʥʝʦʙʭʦʜʠʤʘ ʟʘʱʠʪʘ ʦʪ ʵʪʠʭ ʫʛʨʦʟ ʥʘ ʫʨʦʚʥʝ ʧʨʝʜʧʨʠʷʪʠʷ. 

ʌʘʢʪʠʯʝʩʢʠ, ʢʦʣʠʯʝʩʪʚʦ ʣʦʢʘʣʴʥʳʭ ʠʥʮʠʜʝʥʪʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʢʠʙʝʨʘʪʘʢʘʤʠ, 

ʫʚʝʣʠʯʠʣʦʩʴ ʥʘ 109 ʧʨʦʮʝʥʪʦʚ ʧʦʩʣʝ ʚʩʧʳʰʢʠ COVID-19, ʧʨʠ ʵʪʦʤ 44% 

ʤʘʣʘʟʠʡʩʢʠʭ ʦʨʛʘʥʠʟʘʮʠʡ ʟʘʷʚʠʣʠ, ʯʪʦ ʦʥʠ ʩʪʘʣʠ ʞʝʨʪʚʘʤʠ ʫʩʧʝʰʥʦʡ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʡ ʘʪʘʢʠ ʟʘ ʧʦʩʣʝʜʥʠʝ 12 ʤʝʩʷʮʝʚ, ʠ ʧʦʯʪʠ 50 ʧʨʦʮʝʥʪʦʚ 

ʦʧʨʦʰʝʥʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ ʧʦʩʪʨʘʜʘʣʠ. ʆʪ 1 ʜʦ 10 ʧʨʠʩʪʫʧʦʚ ʚ ʥʝʜʝʣʶ. ɺ ʵʪʦ ʯʠʩʣʦ 

ʚʭʦʜʷʪ ʦʨʛʘʥʠʟʘʮʠʠ ʣʶʙʦʛʦ ʨʘʟʤʝʨʘ, ʯʪʦ ʝʱʝ ʨʘʟ ʩʚʠʜʝʪʝʣʴʩʪʚʫʝʪ ʦ ʪʦʤ, ʯʪʦ ʣʶʙʦʡ 

ʙʠʟʥʝʩ ʧʦʪʝʥʮʠʘʣʴʥʦ ʤʦʞʝʪ ʩʪʘʪʴ ʞʝʨʪʚʦʡ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ.  

çʄʥʦʛʠʝ ʤʘʣʳʝ ʧʨʝʜʧʨʠʷʪʠʷ ʥʝ ʜʫʤʘʶʪ, ʯʪʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʩʪʦʠʪ 

ʚʣʦʞʝʥʠʡ - ʧʦʢʘ ʥʝ ʩʪʘʥʝʪ ʩʣʠʰʢʦʤ ʧʦʟʜʥʦ ʠ ʜʘʥʥʳʝ ʠʭ ʢʣʠʝʥʪʦʚ ʫʞʝ ʥʝ ʙʫʜʫʪ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ. ʄʳ ʧʦʥʠʤʘʝʤ ʫʥʠʢʘʣʴʥʳʝ ʧʨʦʙʣʝʤʳ, ʩ ʢʦʪʦʨʳʤʠ 

ʩʪʘʣʢʠʚʘʶʪʩʷ ʥʝʙʦʣʴʰʠʝ ʢʦʤʧʘʥʠʠ, ʧʦʵʪʦʤʫ Sophos MTR ʧʨʝʜʣʘʛʘʝʪ ʛʠʙʢʠʝ ʠ 

ʤʘʩʰʪʘʙʠʨʫʝʤʳʝ ʮʝʥʳ - ʵʪʦ ʧʨʦʩʪʘʷ ʮʝʥʘ ʟʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʟʘ ʩʝʨʚʝʨ ʙʝʟ ʢʘʢʠʭ-

ʣʠʙʦ ʩʢʨʳʪʳʭ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʫʩʣʫʛ. ɺʣʘʜʝʣʴʮʳ ʙʠʟʥʝʩʘ ʤʦʛʫʪ ʤʘʩʰʪʘʙʠʨʦʚʘʪʴʩʷ 

ʧʦ ʤʝʨʝ ʨʦʩʪʘ, ʯʪʦ ʜʘʝʪ ʠʤ ʧʦʣʥʳʡ ʢʦʥʪʨʦʣʴ ʥʘʜ ʩʚʦʠʤ ʙʶʜʞʝʪʦʤ è, - ʜʦʙʘʚʠʣ 

ɺʦʥʛ.  

ʍʦʪʷ Sophos MTR ʷʚʣʷʝʪʩʷ ʧʨʦʘʢʪʠʚʥʳʤ ʠ ʧʦʯʪʠ ʧʦʣʥʦʩʪʴʶ 

ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʤ, ʦʥ ʧʦ-ʧʨʝʞʥʝʤʫ ʧʦʟʚʦʣʷʝʪ ʢʣʠʝʥʪʘʤ ʧʦʣʥʦʩʪʴʶ 

ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʨʝʰʝʥʠʷ ʜʣʷ ʩʣʝʜʫʶʱʠʭ ʰʘʛʦʚ. ʕʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʧʦʣʴʟʦʚʘʪʝʣʴ 

ʢʦʥʪʨʦʣʠʨʫʝʪ, ʢʘʢ ʠ ʢʦʛʜʘ ʦʙʦʩʪʨʷʶʪʩʷ ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʠʥʮʠʜʝʥʪʳ, ʢʘʢʠʝ ʨʝʘʢʮʠʠ 

ʦʥʠ ʭʦʪʷʪ ʧʨʝʜʧʨʠʥʷʪʴ ʠ ʢʦʛʦ ʩʣʝʜʫʝʪ ʚʢʣʶʯʘʪʴ ʚ ʫʚʝʜʦʤʣʝʥʠʷéè (Wong Joon 

Hoong. Bridging the cybersecurity skills gap in Malaysia // The Edge Communications 

Sdn. Bhd. (https://www.theedgemarkets.com/content/advertise/bridging-cybersecurity-

skills-gap-malaysia). 14.04.2021).  

***  

 

çʇʨʘʚʠʪʝʣʴʩʪʚʦ ʰʪʘʪʘ ɺʠʢʪʦʨʠʷ ʧʣʘʥʠʨʫʝʪ ʠʥʚʝʩʪʠʨʦʚʘʪʴ ʚ ʦʙʱʝʡ 

ʩʣʦʞʥʦʩʪʠ 30 ʤʠʣʣʠʦʥʦʚ ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ ʚ ʦʙʥʦʚʣʝʥʠʝ ʠ 

ʤʦʜʝʨʥʠʟʘʮʠʶ ʀʊ-ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ 28 ʙʦʣʴʥʠʮ ʠ ʩʣʫʞʙ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ 

ʰʪʘʪʘ, ʯʪʦʙʳ ʟʘʱʠʪʠʪʴʩʷ ʦʪ ʜʘʣʴʥʝʡʰʠʭ ʢʠʙʝʨʘʪʘʢ. 
30 ʤʠʣʣʠʦʥʦʚ ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ ʙʫʜʫʪ ʨʘʩʧʨʝʜʝʣʝʥʳ ʤʝʞʜʫ 

ʙʦʣʴʥʠʮʘʤʠ ʄʝʣʴʙʫʨʥʘ ʠ ʨʝʛʠʦʥʘʣʴʥʳʤʠ ʠ ʩʝʣʴʩʢʠʤʠ ʩʣʫʞʙʘʤʠ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ. 

ɹʦʣʴʥʠʮʳ ʄʝʣʴʙʫʨʥʘ ʧʦʣʫʯʘʪ ʙʦʣʴʰʫʶ ʯʘʩʪʴ ʧʦʯʪʠ 22 ʤʠʣʣʠʦʥʘ ʘʚʩʪʨʘʣʠʡʩʢʠʭ 

ʜʦʣʣʘʨʦʚ, ʘ ʦʩʪʘʚʰʠʝʩʷ 8 ʤʠʣʣʠʦʥʦʚ ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʜʦʣʣʘʨʦʚ ʙʫʜʫʪ ʨʘʟʜʝʣʝʥʳ 

ʤʝʞʜʫ ʨʝʛʠʦʥʘʣʴʥʳʤʠ ʠ ʩʝʣʴʩʢʠʤʠ ʩʣʫʞʙʘʤʠ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ. 

ʌʠʥʘʥʩʠʨʦʚʘʥʠʝ, ʢʦʪʦʨʦʝ ʙʫʜʝʪ ʧʨʝʜʦʩʪʘʚʣʝʥʦ ʚ ʨʘʤʢʘʭ ʧʨʦʛʨʘʤʤʳ 

ʦʙʥʦʚʣʝʥʠʷ ʢʣʠʥʠʯʝʩʢʠʭ ʪʝʭʥʦʣʦʛʠʡ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʰʪʘʪʘ, ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʥʦ 
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ʩʧʝʮʠʘʣʴʥʦ ʜʣʷ ʟʘʤʝʥʳ ʩʪʘʨʳʭ ʩʝʨʚʝʨʦʚ ʠ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʥʦʚʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ. 

ʇʨʘʚʠʪʝʣʴʩʪʚʦ ʰʪʘʪʘ ʟʘʷʚʠʣʦ, ʯʪʦ ʥʦʚʘʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ ʩʦʢʨʘʪʠʪ ʩʙʦʠ ʀʊ, 

ʧʦʚʳʩʠʪ ʩʢʦʨʦʩʪʴ ʩʝʪʠ, ʧʦʜʜʝʨʞʠʪ ʨʘʟʚʝʨʪʳʚʘʥʠʝ Wi-Fi ʫ ʧʦʩʪʝʣʠ ʧʘʮʠʝʥʪʦʚ, ʘ 

ʪʘʢʞʝ ʦʙʝʩʧʝʯʠʪ ʟʘʛʨʫʟʢʫ ʠ ʧʨʦʩʤʦʪʨ ʤʝʜʠʮʠʥʩʢʠʭ ʠʟʦʙʨʘʞʝʥʠʡ ʩ ʚʳʩʦʢʠʤ 

ʨʘʟʨʝʰʝʥʠʝʤ, ʪʝʣʝʤʝʜʠʮʠʥʫ ʠ ʜʦʩʪʫʧ ʢ ʢʣʠʥʠʯʝʩʢʦʡ ʧʦʜʜʝʨʞʢʝ. ʠ ʧʘʪʦʣʦʛʠʷ 

ʚʦʟʥʠʢʘʝʪ ʠʟ ʜʨʫʛʠʭ ʙʦʣʴʥʠʮ. 

çʄʳ ʧʦʤʦʛʘʝʤ ʙʦʣʴʥʠʮʘʤ ʠ ʩʣʫʞʙʘʤ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʰʪʘʪʘ ɺʠʢʪʦʨʠʷ 

ʤʦʜʝʨʥʠʟʠʨʦʚʘʪʴ ʢʦʤʧʴʶʪʝʨʳ ʠ ʀʊ-ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʥʘʜʝʞʥʦʩʪʠ ʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠè, - ʩʢʘʟʘʣ ʤʠʥʠʩʪʨ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ɺʠʢʪʦʨʠʠ ʄʘʨʪʠʥ ʌʦʫʣʠ. 

çʈʝʯʴ ʠʜʝʪ ʦ ʟʘʱʠʪʝ ʥʘʰʠʭ ʩʣʫʞʙ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʦʪ ʢʠʙʝʨʘʪʘʢè. 

ɺ ʧʨʦʰʣʦʤ ʤʝʩʷʮʝ ʭʠʨʫʨʛʠʯʝʩʢʠʝ ʦʧʝʨʘʮʠʠ, ʧʨʦʚʦʜʠʤʳʝ Eastern Health ʚ 

ɺʠʢʪʦʨʠʠ, ʙʳʣʠ ʚʳʥʫʞʜʝʥʳ ʦʪʤʝʥʠʪʴ ʥʝʢʦʪʦʨʳʝ ʧʦʩʝʱʝʥʠʷ ʧʘʮʠʝʥʪʦʚ ʧʦʩʣʝ 

çʢʠʙʝʨʠʥʮʠʜʝʥʪʘè. 

Eastern Health ʫʧʨʘʚʣʷʝʪ ʙʦʣʴʥʠʮʘʤʠ Angliss, Box Hill, Healesville ʠ 

Maroondah, ʘ ʪʘʢʞʝ ʫʧʨʘʚʣʷʝʪ ʤʥʦʛʠʤʠ ʜʨʫʛʠʤʠ ʫʯʨʝʞʜʝʥʠʷʤʠ. 

ɺ ʩʚʦʝʤ ʟʘʷʚʣʝʥʠʠ Eastern Health ʩʦʦʙʱʠʣʘ, ʯʪʦ ʚ ʦʪʚʝʪ ʥʘ ʠʥʮʠʜʝʥʪ 

ʦʪʢʣʶʯʠʣʘ ʤʥʦʛʠʝ ʠʟ ʩʚʦʠʭ ʩʠʩʪʝʤ. 

çʄʥʦʛʠʝ ʀʊ-ʩʠʩʪʝʤʳ Eastern Health ʙʳʣʠ ʦʪʢʣʶʯʝʥʳ ʚ ʢʘʯʝʩʪʚʝ ʤʝʨʳ 

ʧʨʝʜʦʩʪʦʨʦʞʥʦʩʪʠ, ʧʦʢʘ ʤʳ ʩʪʨʝʤʠʤʩʷ ʨʘʟʦʙʨʘʪʴʩʷ ʠ ʠʩʧʨʘʚʠʪʴ ʩʠʪʫʘʮʠʶè, - 

ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ. 

çɺʘʞʥʦ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʙʝʟʦʧʘʩʥʦʩʪʴ ʧʘʮʠʝʥʪʦʚ ʥʝ ʙʳʣʘ ʧʦʩʪʘʚʣʝʥʘ ʧʦʜ 

ʫʛʨʦʟʫè. 

ɽʱʝ ʚ 2019 ʛʦʜʫ ʧʦʜʦʙʥʳʡ ʠʥʮʠʜʝʥʪ ʧʨʦʠʟʦʰʝʣ ʚ ʙʦʣʴʥʠʮʘʭ ɺʠʢʪʦʨʠʠ, ʚ 

ʨʝʟʫʣʴʪʘʪʝ ʯʝʛʦ ʦʥʠ ʦʪʢʣʶʯʠʣʠʩʴ ʦʪ ʀʥʪʝʨʥʝʪʘ ʚ ʧʦʧʳʪʢʝ ʠʟʦʣʠʨʦʚʘʪʴ ʟʘʨʘʞʝʥʠʝ 

ʦʪ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ. 

ɺ ʪʦ ʚʨʝʤʷ ʋʧʨʘʚʣʝʥʠʝ ʧʨʝʤʴʝʨ-ʤʠʥʠʩʪʨʘ ʠ ʂʘʙʠʥʝʪ ʤʠʥʠʩʪʨʦʚ ʰʪʘʪʘ 

ɺʠʢʪʦʨʠʷ ʩʦʦʙʱʠʣʦ, ʯʪʦ ʧʦʩʪʨʘʜʘʚʰʠʝ ʙʦʣʴʥʠʮʳ ʚʭʦʜʠʣʠ ʚ ɸʣʴʷʥʩ 

ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ɻʠʧʧʩʣʝʥʜʘ ʠ ʖʛʦ-ʟʘʧʘʜʥʳʡ ʘʣʴʷʥʩ ʩʝʣʴʩʢʦʛʦ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ. 

ʀʥʮʠʜʝʥʪ ʧʨʦʠʟʦʰʝʣ ʚʩʢʦʨʝ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʋʧʨʘʚʣʝʥʠʝ ʛʝʥʝʨʘʣʴʥʦʛʦ 

ʘʫʜʠʪʦʨʘ ʰʪʘʪʘ ɺʠʢʪʦʨʠʷ (VAGO) ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʣʦ ʩʠʩʪʝʤʫ ʦʙʱʝʩʪʚʝʥʥʦʛʦ 

ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʰʪʘʪʘ ʢʘʢ ʢʨʘʡʥʝ ʫʷʟʚʠʤʫʶ ʜʣʷ ʢʠʙʝʨʘʪʘʢ, ʠ ʚ ʦʪʯʝʪʝ ʦʪʤʝʯʘʣʦʩʴ, 

ʯʪʦ ʩʣʘʙʳʝ ʤʝʩʪʘ ʚ ʦʙʣʘʩʪʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʩʦʙʩʪʚʝʥʥʦʤ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ 

ʧʦʜʨʘʟʜʝʣʝʥʠʠ ʄʠʥʠʩʪʝʨʩʪʚʘ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʠ ʩʦʮʠʘʣʴʥʳʭ ʩʣʫʞʙ (DHHS) 

ʷʚʣʷʶʪʩʷ ʧʦʚʳʰʝʥʠʝ ʚʝʨʦʷʪʥʦʩʪʠ ʥʘʨʫʰʝʥʠʷ ʚ 61% ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʤʝʜʠʮʠʥʩʢʠʭ 

ʫʩʣʫʛ. 

çɽʩʪʴ ʢʣʶʯʝʚʳʝ ʩʣʘʙʳʝ ʤʝʩʪʘ ʚ ʬʠʟʠʯʝʩʢʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʝʜʠʮʠʥʩʢʠʭ 

ʩʣʫʞʙ ʠ ʚ ʠʭ ʣʦʛʠʯʝʩʢʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʦʭʚʘʪʳʚʘʝʪ ʫʧʨʘʚʣʝʥʠʝ ʧʘʨʦʣʷʤʠ ʠ 

ʜʨʫʛʠʝ ʩʨʝʜʩʪʚʘ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡè, - ʧʠʰʝʪ VAGO. 

çʆʩʚʝʜʦʤʣʝʥʥʦʩʪʴ ʧʝʨʩʦʥʘʣʘ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʥʥʳʭ ʥʠʟʢʘʷ, ʯʪʦ ʫʚʝʣʠʯʠʚʘʝʪ 

ʚʝʨʦʷʪʥʦʩʪʴ ʫʩʧʝʭʘ ʪʘʢʠʭ ʤʝʪʦʜʦʚ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ, ʢʘʢ ʬʠʰʠʥʛ ʠʣʠ 

ʧʨʦʥʠʢʥʦʚʝʥʠʝ ʚ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʟʦʥʳ, ʛʜʝ ʤʦʛʫʪ ʙʳʪʴ ʨʘʩʧʦʣʦʞʝʥʳ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ ʠ ʩʝʨʚʝʨʳ ʀʂʊè. 

ɺ ʭʦʜʝ ʘʫʜʠʪʘ VAGO ʠʩʩʣʝʜʦʚʘʣ ʪʨʝʭ ʧʦʩʪʘʚʱʠʢʦʚ ʤʝʜʠʮʠʥʩʢʠʭ ʫʩʣʫʛ - 

Barwon Health, ʂʦʨʦʣʝʚʩʢʫʶ ʜʝʪʩʢʫʶ ʙʦʣʴʥʠʮʫ ʠ ʂʦʨʦʣʝʚʩʢʫʶ ʚʠʢʪʦʨʠʘʥʩʢʫʶ 
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ʙʦʣʴʥʠʮʫ ʜʣʷ ʛʣʘʟ ʠ ʫʰʝʡ - ʠ ʠʟʫʯʠʣ, ʢʘʢ ʜʚʝ ʨʘʟʥʳʝ ʦʙʣʘʩʪʠ DHHS - ʦʪʜʝʣʝʥʠʝ 

ʮʠʬʨʦʚʦʛʦ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʠ ʨʝʰʝʥʠʝ ʜʣʷ ʤʝʜʠʮʠʥʩʢʠʭ ʪʝʭʥʦʣʦʛʠʡ - 

ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʤʝʜʠʮʠʥʩʢʠʝ ʫʩʣʫʛʠ ʚ ʰʪʘʪʝ. 

ʀʟʫʯʘʷ ʩʣʫʞʙʳ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ, VAGO ʟʘʷʚʠʣʘ, ʯʪʦ ʪʘʢʞʝ ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ 

ʜʦʩʪʫʧ ʢ ʫʯʝʪʥʳʤ ʟʘʧʠʩʷʤ, ʚ ʪʦʤ ʯʠʩʣʝ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʤ, ʩ ʧʦʤʦʱʴʶ çʦʩʥʦʚʥʳʭ 

ʭʘʢʝʨʩʢʠʭ ʠʥʩʪʨʫʤʝʥʪʦʚè. ʋ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʙʳʣʠ ʩʣʘʙʳʝ ʧʘʨʦʣʠ ʠ ʥʝ ʙʳʣʦ MFA. 

çɺʩʝ ʧʨʦʚʝʨʝʥʥʳʝ ʩʣʫʞʙʳ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʜʦʣʞʥʳ ʜʝʣʘʪʴ ʙʦʣʴʰʝ ʜʣʷ 

ʟʘʱʠʪʳ ʜʘʥʥʳʭ ʦ ʧʘʮʠʝʥʪʘʭè, - ʛʦʚʦʨʠʪʩʷ ʚ ʦʪʯʝʪʝ. çʄʳ ʪʘʢʞʝ ʦʙʥʘʨʫʞʠʣʠ, ʯʪʦ 

ʩʣʫʞʙʳ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʥʝ ʠʤʝʶʪ ʥʘʜʣʝʞʘʱʠʭ ʩʪʨʫʢʪʫʨ ʫʧʨʘʚʣʝʥʠʷ ʠ ʧʦʣʠʪʠʢʠ 

ʜʣʷ ʧʦʜʜʝʨʞʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʥʥʳʭè. (Aimee Chanthadavong. Victorian 

government earmarks AU$30m to lift hospital cyber capabilities // ZDNet 

(https://www.zdnet.com/article/victorian-government-earmarks-au30m-to-lift -hospital-

cyber-capabilities/). 15.04.2021). 
***  

 

çʌʝʜʝʨʘʣʴʥʦʝ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ɸʚʩʪʨʘʣʠʠ, ʚʦʟʤʦʞʥʦ, ʥʘʢʦʥʝʮ ʦʪʢʘʞʝʪʩʷ 

ʦʪ ʩʚʦʝʡ ʤʘʥʪʨʳ çʢʘʞʜʦʝ ʘʛʝʥʪʩʪʚʦ ʟʘ ʩʝʙʷ, ʢʦʛʜʘ ʜʝʣʦ ʜʦʭʦʜʠʪ ʜʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ è, ʩʠʛʥʘʣʠʟʠʨʫʷ ʚ ʩʨʝʜʫ ʦ ʩʚʦʝʤ ʥʘʤʝʨʝʥʠʠ ʟʘʩʪʘʚʠʪʴ ʙʦʣʝʝ 

ʢʨʫʧʥʳʝ ʘʛʝʥʪʩʪʚʘ ʂʘʥʙʝʨʨʳ ʦʢʘʟʳʚʘʪʴ ʧʦʜʜʝʨʞʢʫ ʜʨʫʛʠʤ. 
çʄʳ ʟʥʘʝʤ, ʯʪʦ ʦʧʨʝʜʝʣʝʥʥʳʝ ʘʛʝʥʪʩʪʚʘ ʥʝ ʤʦʛʫʪ ʢʦʥʢʫʨʠʨʦʚʘʪʴ ʟʘ ʥʘʚʳʢʠ ʠ 

ʨʝʩʫʨʩʳ ʥʘ ʨʳʥʢʝ, ʠ ʤʳ ʜʦʣʞʥʳ ʨʘʟʨʘʙʦʪʘʪʴ ʘʣʴʪʝʨʥʘʪʠʚʥʳʝ ʩʧʦʩʦʙʳ 

ʫʜʦʚʣʝʪʚʦʨʝʥʠʷ ʠʭ ʧʦʪʨʝʙʥʦʩʪʝʡè, - ʩʢʘʟʘʣ ʤʠʥʠʩʪʨ ʟʘʥʷʪʦʩʪʠ, ʪʨʫʜʦʚʳʭ ʨʝʩʫʨʩʦʚ, 

ʥʘʚʳʢʦʚ, ʤʘʣʦʛʦ ʠ ʩʝʤʝʡʥʦʛʦ ʙʠʟʥʝʩʘ ʉʪʶʘʨʪ ʈʦʙʝʨʪ. 

ɹʳʚʰʠʡ ʤʠʥʠʩʪʨ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʫʩʣʫʛ ʧʦʢʘʟʘʣ, ʯʪʦ ʧʨʘʚʠʪʝʣʴʩʪʚʦ 

ʨʘʩʩʯʠʪʳʚʘʝʪ ʩʦʟʜʘʪʴ ʪʨʠ ʧʠʣʦʪʘ çCyber Hubè, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʚʠʜʝʪʴ ʦʪʜʝʣʳ, ʪʘʢʠʝ 

ʢʘʢ ʦʙʦʨʦʥʳ, ʚʥʫʪʨʝʥʥʠʭ ʜʝʣ ʠ ʩʣʫʞʙ ɸʚʩʪʨʘʣʠʠ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʢʠʙʝʨ - ʫʩʣʫʛʠ ʜʣʷ 

çʪʝʭ ʫʯʨʝʞʜʝʥʠʡ, ʢʦʪʦʨʳʝ ʥʝ ʤʦʛʫʪ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʠʭ ʰʠʨʦʪʫ ʠ ʛʣʫʙʠʥʫ 

ʥʘʚʳʢʦʚè. 

çʄʳ ʤʦʞʝʤ ʚʠʜʝʪʴ ʙʫʜʫʱʝʝ, ʚ ʢʦʪʦʨʦʤ ʪʘʢʠʝ ʤʦʜʝʣʠ ʢʦʥʮʝʥʪʨʘʪʦʨʦʚ ʤʦʛʫʪ 

ʙʳʪʴ ʩʦʟʜʘʥʳ ʜʣʷ ʜʨʫʛʠʭ ʪʠʧʦʚ ʤʘʩʰʪʘʙʠʨʫʝʤʳʭ ʫʩʣʫʛ, ʘ ʥʝ ʪʦʣʴʢʦ ʜʣʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠè, - ʩʢʘʟʘʣ ʦʥ. çʕʪʦ ʤʦʞʝʪ ʚʢʣʶʯʘʪʴ ʙʦʣʝʝ ʰʠʨʦʢʠʝ ʬʫʥʢʮʠʠ 

ʀʂʊ, ʪʘʢʠʝ ʢʘʢ ʟʘʱʠʱʝʥʥʘʷ ʵʣʝʢʪʨʦʥʥʘʷ ʧʦʯʪʘ, ʠʣʠ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʫʩʣʫʛʠ, ʪʘʢʠʝ 

ʢʘʢ ʬʠʥʘʥʩʳ ʠʣʠ ʫʧʨʘʚʣʝʥʠʝ ʧʝʨʩʦʥʘʣʦʤè. 

ʈʝʰʝʥʠʷ ʙʫʜʫʪ ʧʨʦʠʥʬʦʨʤʠʨʦʚʘʥʳ ʆʙʱʝʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʘʨʭʠʪʝʢʪʫʨʦʡ ʠ 

ʎʠʬʨʦʚʳʤ ʦʙʟʦʨʦʤ, ʢʦʪʦʨʳʝ ʷʚʣʷʶʪʩʷ ʧʨʦʝʢʪʘʤʠ, ʨʝʘʣʠʟʫʝʤʳʤʠ ɸʛʝʥʪʩʪʚʦʤ 

ʮʠʬʨʦʚʦʡ ʪʨʘʥʩʬʦʨʤʘʮʠʠ (DTA). 

DTA, ʢʦʪʦʨʦʝ ʪʝʧʝʨʴ ʩʥʦʚʘ ʥʘʭʦʜʠʪʩʷ ʚ ʚʝʜʝʥʠʠ ɼʝʧʘʨʪʘʤʝʥʪʘ ʧʨʝʤʴʝʨ-

ʤʠʥʠʩʪʨʘ ʠ ʂʘʙʠʥʝʪʘ ʤʠʥʠʩʪʨʦʚ ʠ ʩ ʧʝʨʝʩʤʦʪʨʝʥʥʳʤ ʤʘʥʜʘʪʦʤ, ʦʪʚʝʯʘʶʱʠʤ ʟʘ 

çʦʙʱʝʛʦʩʫʜʘʨʩʪʚʝʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ, ʩʪʨʘʪʝʛʠʶ, ʧʦʣʠʪʠʢʫ, ʘʨʭʠʪʝʢʪʫʨʫ, ʧʨʦʮʝʩʩʳ ʠ 

ʧʨʦʮʝʜʫʨʳ ʀʂʊ ʚ ʧʨʘʚʠʪʝʣʴʩʪʚʝè, ʩʦʙʠʨʘʝʪʩʷ ʧʨʝʜʦʩʪʘʚʠʪʴ ʈʦʙʝʨʪʫ çʧʦʣʥʳʡ 

ʢʘʨʪʠʥʘ ʪʦʛʦ, ʯʪʦ ʫ ʥʘʩ ʝʩʪʴ, ʯʪʦ ʥʘʤ ʥʫʞʥʦ, ʚʦ ʯʪʦ ʤʳ ʜʦʣʞʥʳ ʠʥʚʝʩʪʠʨʦʚʘʪʴ ʠ 

ʢʦʛʜʘè ʚ ʨʘʤʢʘʭ ʩʦʟʜʘʥʠʷ ʮʝʣʦʩʪʥʦʡ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʦʡ ʘʨʭʠʪʝʢʪʫʨʳ. 

çʗ ʧʦʨʫʯʠʣ DTA ʨʘʟʨʘʙʦʪʘʪʴ ʮʝʣʦʩʪʥʫʶ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʫʶ ʘʨʭʠʪʝʢʪʫʨʫ, 

ʢʦʪʦʨʘʷ ʙʫʜʝʪ ʦʪʦʙʨʘʞʘʪʴ ʚʩʝ ʩʪʨʘʪʝʛʠʯʝʩʢʠʝ ʚʦʟʤʦʞʥʦʩʪʠ, ʥʝʦʙʭʦʜʠʤʳʝ ʥʘʤ ʢʘʢ 
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ʧʨʘʚʠʪʝʣʴʩʪʚʫ, ʚʢʣʶʯʘʷ ʩʫʱʝʩʪʚʫʶʱʠʝ ʘʢʪʠʚʳ ʠ ʣʶʙʳʝ ʧʨʦʙʝʣʳ, ʢʦʪʦʨʳʝ ʥʘʤ 

ʥʝʦʙʭʦʜʠʤʦ ʫʩʪʨʘʥʠʪʴè, - ʩʢʘʟʘʣ ʦʥ. 

çɸʨʭʠʪʝʢʪʫʨʘ ʪʘʢʞʝ ʙʫʜʝʪ ʫʯʠʪʳʚʘʪʴ ʚʦʟʨʘʩʪ ʠ ʩʣʦʞʥʦʩʪʴ ʩʫʱʝʩʪʚʫʶʱʠʭ 

ʩʠʩʪʝʤ ʠ ʧʦʟʚʦʣʠʪ ʥʘʤ ʥʘʯʘʪʴ ʫʧʨʘʚʣʷʪʴ ʞʠʟʥʝʥʥʳʤ ʮʠʢʣʦʤ ʧʨʦʝʢʪʦʚè. 

ʊʦʯʥʦ ʪʘʢ ʞʝ DTA ʧʨʦʚʦʜʠʪ ʮʠʬʨʦʚʦʡ ʦʙʟʦʨ, ʢʦʪʦʨʳʡ, ʧʦ ʩʣʦʚʘʤ ʈʦʙʝʨʪʘ, 

ʜʘʝʪ ʧʨʘʚʠʪʝʣʴʩʪʚʫ ʯʝʪʢʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʦ ʚʦʟʤʦʞʥʦʩʪʷʭ ʘʛʝʥʪʩʪʚ, ʥʘʧʨʠʤʝʨ ʦ 

ʪʦʤ, ʢʘʢʠʝ ʫʨʦʚʥʠ ʢʚʘʣʠʬʠʢʘʮʠʠ ʩʫʱʝʩʪʚʫʶʪ, ʥʘ ʢʘʢʦʤ ʫʨʦʚʥʝ ʟʨʝʣʦʩʪʠ ʠ ʢʘʢ 

ʨʘʟʣʠʯʥʳʝ ʘʛʝʥʪʩʪʚʘ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʚʳʧʦʣʥʷʶʪ ʩʚʦʠ ʬʫʥʢʮʠʠ. ʠʭ ʨʦʣʝʡ. 

"ʇʦʩʣʝ ʟʘʚʝʨʰʝʥʠʷ ʚ ʧʨʝʜʩʪʦʷʱʠʡ ʧʝʨʠʦʜ ʫ ʥʘʩ ʙʫʜʝʪ ʚʦʟʤʦʞʥʦʩʪʴ 

ʦʙʲʝʜʠʥʠʪʴ ʩʠʩʪʝʤʥʦʝ ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʚʩʝʡ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʦʡ ʘʨʭʠʪʝʢʪʫʨʳ ʠ 

ʧʨʝʜʩʪʘʚʣʝʥʠʝ ʚʦʟʤʦʞʥʦʩʪʝʡ ʘʛʝʥʪʩʪʚʘ ʚ Digital Review, ʯʪʦʙʳ ʧʦʥʷʪʴ, ʢʘʢ ʤʳ 

ʥʘʯʠʥʘʝʤ ʧʣʘʥʠʨʦʚʘʪʴ ʙʫʜʫʱʝʝ ʚ ʤʘʩʰʪʘʙʝ ʧʨʝʜʧʨʠʷʪʠʷ ʚʦ ʚʩʝʤ ʧʨʘʚʠʪʝʣʴʩʪʚʝ 

ʠʣʠ ʚʩʷ ʥʘʮʠʷè, - ʩʯʠʪʘʝʪ ʈʦʙʝʨʪ. 

ʄʝʞʜʫ ʪʝʤ, ʧʦ ʝʛʦ ʩʣʦʚʘʤ, çʢʦʤʧʣʝʢʩʥʳʡ ʠʥʚʝʩʪʠʮʠʦʥʥʳʡ ʧʦʜʭʦʜè ʧʦʟʚʦʣʠʪ 

ʧʨʘʚʠʪʝʣʴʩʪʚʫ ʧʨʠʥʠʤʘʪʴ ʧʨʘʚʠʣʴʥʳʝ ʠʥʚʝʩʪʠʮʠʦʥʥʳʝ ʨʝʰʝʥʠʷ. 

çʇʨʷʤʦ ʩʝʡʯʘʩ ʠʥʚʝʩʪʠʮʠʠ ʚ ʮʠʬʨʦʚʳʝ ʠ ʀʂʊ ʤʦʛʫʪ ʙʳʪʴ ʯʝʤ-ʪʦ ʚʨʦʜʝ 

ʛʦʣʦʜʥʳʭ ʠʛʨ, ʢʦʛʜʘ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʯʘʩʪʦ ʩʪʘʣʢʠʚʘʝʪʩʷ ʩ ʠʥʚʝʩʪʠʮʠʦʥʥʳʤʠ 

ʧʨʝʜʣʦʞʝʥʠʷʤʠ, ʢʦʪʦʨʳʝ ʧʨʝʜʩʪʘʚʣʷʶʪʩʷ ʢʘʢ ʩʨʦʯʥʳʝ ʠʣʠ ʢʨʠʪʠʯʝʩʢʠʝ, ʥʦ ʩ 

ʦʛʨʘʥʠʯʝʥʥʳʤʠ ʚʦʟʤʦʞʥʦʩʪʷʤʠ ʜʣʷ ʨʘʩʩʤʦʪʨʝʥʠʷ ʙʦʣʝʝ ʰʠʨʦʢʦʛʦ ʩʪʨʘʪʝʛʠʯʝʩʢʦʛʦ 

ʢʦʥʪʝʢʩʪʘ ʵʪʠʭ ʧʨʝʜʣʦʞʝʥʠʡè, - ʩʢʘʟʘʣ ʦʥ. 

ʈʦʙʝʨʪ ʪʘʢʞʝ ʚʦʩʧʦʣʴʟʦʚʘʣʩʷ ʚʦʟʤʦʞʥʦʩʪʴʶ, ʯʪʦʙʳ ʦʩʚʝʪʠʪʴ ʩʚʦʝ ʚʠʜʝʥʠʝ 

myGov, ʦʥʣʘʡʥ-ʧʦʨʪʘʣʘ ʬʝʜʝʨʘʣʴʥʦʛʦ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʜʣʷ ʜʦʩʪʫʧʘ ʢ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʫʩʣʫʛʘʤ. 

çʅʘʰʝ ʜʦʣʛʦʩʨʦʯʥʦʝ ʚʠʜʝʥʠʝ myGov - ʦʙʝʩʧʝʯʠʪʴ ʝʛʦ ʨʘʟʚʠʪʠʝ ʠ 

ʧʨʝʚʨʘʱʝʥʠʝ ʚ ʚʝʜʫʱʫʶ ʚ ʤʠʨʝ ʝʜʠʥʫʶ ʥʘʮʠʦʥʘʣʴʥʫʶ ʮʠʬʨʦʚʫʶ ʧʣʘʪʬʦʨʤʫ, 

ʢʦʪʦʨʘʷ ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʧʨʦʩʪʳʝ, ʧʦʣʝʟʥʳʝ, ʫʚʘʞʠʪʝʣʴʥʳʝ ʠ ʧʨʦʟʨʘʯʥʳʝ ʫʩʣʫʛʠ, 

ʦʪʚʝʯʘʶʱʠʝ ʧʦʪʨʝʙʥʦʩʪʷʤ ʠ ʦʞʠʜʘʥʠʷʤ ʚʩʝʭ ʘʚʩʪʨʘʣʠʡʮʝʚè, - ʩʢʘʟʘʣ ʦʥ, ʦʪʜʘʚʘʷ 

ʜʘʥʴ ʫʚʘʞʝʥʠʷ ʵʪʫ ʥʝʧʦʚʪʦʨʠʤʫʶ ʤʝʯʪʫ ʦʥ ʧʝʨʝʜʘʣ ʅʘʮʠʦʥʘʣʴʥʦʤʫ ʧʨʝʩʩ-ʢʣʫʙʫ ʚ 

ʠʶʣʝ. 

çʄʳ ʙʫʜʝʤ ʧʦʩʪʝʧʝʥʥʦ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʥʦʚʳʝ ʬʫʥʢʮʠʠ, ʧʨʝʜʦʩʪʘʚʣʷʪʴ 

ʧʝʨʩʦʥʘʣʠʟʠʨʦʚʘʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʫʩʣʫʛʠ, ʧʦʩʢʦʣʴʢʫ ʤʳ ʩʪʨʝʤʠʤʩʷ ʢ ʝʱʝ ʙʦʣʝʝ 

ʠʥʪʝʛʨʠʨʦʚʘʥʥʦʤʫ ʠ ʫʣʫʯʰʝʥʥʦʤʫ ʦʙʩʣʫʞʠʚʘʥʠʶ ʢʣʠʝʥʪʦʚ. 

çʄʳ ʩʪʨʦʠʤ ʙʫʜʫʱʝʝ ʧʨʘʚʠʪʝʣʴʩʪʚʦ - ʦʪʢʨʳʪʦ ʠ ʧʨʦʟʨʘʯʥʦè. 

ɺ ʤʘʨʪʝ ʧʨʦʰʣʦʛʦ ʛʦʜʘ myGov ʧʦʪʝʨʧʝʣ ʢʨʘʭ, ʢʦʛʜʘ ʤʥʦʛʠʝ ʘʚʩʪʨʘʣʠʡʮʳ 

ʧʳʪʘʣʠʩʴ ʦʧʨʝʜʝʣʠʪʴ, ʠʤʝʶʪ ʣʠ ʦʥʠ ʧʨʘʚʦ ʥʘ ʧʦʜʜʝʨʞʢʫ ʧʦ ʩʭʝʤʝ Centrelink 

ʩʪʨʘʥʳ. 

ʈʦʙʝʨʪ ʧʦʩʧʝʰʠʣ ʟʘʷʚʠʪʴ, ʯʪʦ ʧʦʨʪʘʣ ʧʦʜʚʝʨʛʩʷ ʨʘʩʧʨʝʜʝʣʝʥʥʦʡ ʘʪʘʢʝ ʪʠʧʘ 

çʦʪʢʘʟ ʚ ʦʙʩʣʫʞʠʚʘʥʠʠè (DDoS), ʦʜʥʦʚʨʝʤʝʥʥʦ ʦʙʚʠʥʠʚ ʚ ʦʪʢʣʶʯʝʥʠʠ ʣʝʛʠʪʠʤʥʳʡ 

ʪʨʘʬʠʢ, ʢʦʪʦʨʳʡ ʧʨʝʚʳʩʠʣ ʫʩʪʘʥʦʚʣʝʥʥʳʡ ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ ʧʨʝʜʝʣ ʚ 55 000 

ʦʜʥʦʚʨʝʤʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ʊʝʭʥʠʯʝʩʢʠ ʧʦʜʢʦʚʘʥʥʳʡ ʤʠʥʠʩʪʨ ʪʘʢʞʝ ʚʦʩʧʦʣʴʟʦʚʘʣʩʷ ʚʦʟʤʦʞʥʦʩʪʴʶ, 

ʯʪʦʙʳ ʚʳʜʝʣʠʪʴ ʩʚʦʠ çʙʦʣʴʰʠʝ, ʚʦʣʦʩʘʪʳʝ, ʜʝʨʟʢʠʝ ʮʝʣʠè - ʠʣʠ çB-HAGsè, ʢʘʢ 

ʟʘʷʚʠʣʠ ʝʛʦ ʩʧʠʯʨʘʡʪʝʨʳ. 
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çʇʨʘʚʠʪʝʣʴʩʪʚʦ, ʦʩʦʙʝʥʥʦ ʬʝʜʝʨʘʣʴʥʦʝ ʧʨʘʚʠʪʝʣʴʩʪʚʦ, ʧʨʝʜʦʩʪʘʚʣʷʝʪ 

ʦʛʨʦʤʥʳʝ ʩʨʝʜʩʪʚʘ ʘʚʩʪʨʘʣʠʡʮʘʤ, ʥʦ ʙʦʣʴʰʘʷ ʠʭ ʯʘʩʪʴ ʥʘʭʦʜʠʪʩʷ ʧʦʜ ʢʘʧʦʪʦʤ, ʘ 

ʙʦʣʴʰʘʷ ʯʘʩʪʴ ʦʩʥʦʚʘʥʘ ʥʘ ʪʝʭʥʦʣʦʛʠʷʭè, - ʩʢʘʟʘʣ ʈʦʙʝʨʪ. 

çʀ ʵʪʦ ʩʦʚʩʝʤ ʥʝ çʩʝʢʩʫʘʣʴʥʦè. 

çʈʘʙʦʪʘ ʤʝʥʷ ʠ ʤʦʠʭ ʢʦʣʣʝʛ - ʥʝ ʩʜʝʣʘʪʴ ʧʨʘʚʠʪʝʣʴʩʪʚʦ çʩʝʢʩʫʘʣʴʥʳʤè, ʘ 

ʩʜʝʣʘʪʴ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʫʩʣʫʛʠ ʧʨʦʩʪʳʤʠ, ʧʦʣʝʟʥʳʤʠ, ʫʚʘʞʠʪʝʣʴʥʳʤʠ ʠ 

ʧʨʦʟʨʘʯʥʳʤʠè. 

ʈʦʙʝʨʪ ʢʦʩʥʫʣʩʷ ʉʪʨʘʪʝʛʠʠ ʮʠʬʨʦʚʦʡ ʪʨʘʥʩʬʦʨʤʘʮʠʠ, ʮʝʣʴ ʢʦʪʦʨʦʡ - ʩʜʝʣʘʪʴ 

ʚʩʝ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʫʩʣʫʛʠ ʜʦʩʪʫʧʥʳʤʠ ʚ ʮʠʬʨʦʚʦʤ ʚʠʜʝ ʢ 2025 ʛʦʜʫ. ʆʥ ʩʢʘʟʘʣ, 

ʯʪʦ "ʟʥʘʯʠʪʝʣʴʥʳʡ ʧʨʦʛʨʝʩʩ ʢʘʢ ʚ ʜʦʩʪʘʚʢʝ, ʪʘʢ ʠ ʚ ʥʘʰʠʭ ʚʦʟʤʦʞʥʦʩʪʷʭ ʠ 

ʟʨʝʣʦʩʪʠ" ʙʳʣ ʜʦʩʪʠʛʥʫʪ ʧʦ ʤʝʨʝ ʧʨʠʙʣʠʞʝʥʠʷ ʧʦʣʦʚʠʥʳ ʧʫʪʠè. (Asha 

Barbaschow. Australian government's major IT shops to help others with cybersecurity 

// ZDNet (https://www.zdnet.com/article/australian-governments-major-it-shops-to-

help-others-with-cybersecurity/). 28.04.2021). 

***  

 

çʂʦʤʠʩʩʘʨ ɸʚʩʪʨʘʣʠʠ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦʙʠʨʘʝʪʩʷ ʧʦʣʫʯʠʪʴ 

ʰʠʨʦʢʠʝ ʥʦʚʳʝ ʧʦʣʥʦʤʦʯʠʷ, ʪʘʢʠʝ ʢʘʢ ʚʦʟʤʦʞʥʦʩʪʴ ʦʪʜʘʚʘʪʴ ʧʨʠʢʘʟ ʦʙ 

ʫʜʘʣʝʥʠʠ ʤʘʪʝʨʠʘʣʦʚ, ʢʦʪʦʨʳʝ ʩʝʨʴʝʟʥʦ ʚʨʝʜʠʪ ʚʟʨʦʩʣʳʤ, ʩ ʧʨʠʙʣʠʞʘʶʱʠʤʩʷ 

ʧʨʠʥʷʪʠʝʤ ɿʘʢʦʥʘ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʀʥʪʝʨʥʝʪʝ. 

ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʬʠʨʤʳ, ʘ ʪʘʢʞʝ ʵʢʩʧʝʨʪʳ ʠ ʛʨʫʧʧʳ ʧʦ ʟʘʱʠʪʝ ʛʨʘʞʜʘʥʩʢʠʭ 

ʩʚʦʙʦʜ ʦʩʧʦʨʠʣʠ ɿʘʢʦʥ, ʥʘʧʨʠʤʝʨ, ʠʟ-ʟʘ ʝʛʦ ʧʦʩʧʝʰʥʦʛʦ ʭʘʨʘʢʪʝʨʘ, ʚʨʝʜʘ, ʢʦʪʦʨʳʡ 

ʦʥ ʤʦʞʝʪ ʥʘʥʝʩʪʠ ʠʥʜʫʩʪʨʠʠ ʜʣʷ ʚʟʨʦʩʣʳʭ, ʠ ʚʣʘʩʪʥʳʭ ʧʦʣʥʦʤʦʯʠʡ, ʢʦʪʦʨʳʝ ʦʥ 

ʥʘʜʝʣʷʝʪ ʵʣʝʢʪʨʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʥʘʧʨʠʤʝʨ. ʅʳʥʝʰʥʠʡ ʢʦʤʠʩʩʘʨ ʧʦ 

ʵʣʝʢʪʨʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ɼʞʫʣʠ ʀʥʤʘʥ ɻʨʘʥʪ ʜʘʞʝ ʨʘʥʝʝ ʧʨʠʟʥʘʚʘʣʘ, ʯʪʦ ʜʝʪʘʣʠ 

ʪʦʛʦ, ʢʘʢ ʙʫʜʫʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴʩʷ ʤʝʨʳ, ʧʨʝʜʫʩʤʦʪʨʝʥʥʳʝ ʚ ɿʘʢʦʥʝ ʦ ʦʥʣʘʡʥ-

ʙʝʟʦʧʘʩʥʦʩʪʠ 2021 ʛʦʜʘ, ʚʩʝ ʝʱʝ ʧʨʦʨʘʙʘʪʳʚʘʶʪʩʷ. 

ɿʘʢʦʥʦʧʨʦʝʢʪ ʩʦʜʝʨʞʠʪ ʰʝʩʪʴ ʧʨʠʦʨʠʪʝʪʥʳʭ ʦʙʣʘʩʪʝʡ, ʚʢʣʶʯʘʷ ʩʭʝʤʫ 

ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʡ ʩʨʝʜʠ ʚʟʨʦʩʣʳʭ, ʥʘʧʨʘʚʣʝʥʥʫʶ ʥʘ ʫʜʘʣʝʥʠʝ ʤʘʪʝʨʠʘʣʦʚ, 

ʥʘʥʦʩʷʱʠʭ ʩʝʨʴʝʟʥʳʡ ʚʨʝʜ ʚʟʨʦʩʣʳʤ; ʩʭʝʤʘ ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʡ ʥʘ ʦʩʥʦʚʝ 

ʠʟʦʙʨʘʞʝʥʠʡ ʜʣʷ ʫʜʘʣʝʥʠʷ ʠʥʪʠʤʥʳʭ ʠʟʦʙʨʘʞʝʥʠʡ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʧʝʨʝʜʘʥʳ ʙʝʟ 

ʩʦʛʣʘʩʠʷ; ʆʩʥʦʚʥʳʝ ʦʞʠʜʘʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʀʥʪʝʨʥʝʪʝ (BOSE) ʜʣʷ 

ʫʧʦʣʥʦʤʦʯʝʥʥʦʛʦ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʧʦʜʦʪʯʝʪʥʦʩʪʠ 

ʩʣʫʞʙ; ʠ ʩʭʝʤʘ ʦʥʣʘʡʥ-ʢʦʥʪʝʥʪʘ ʜʣʷ ʫʜʘʣʝʥʠʷ çʚʨʝʜʥʳʭè ʤʘʪʝʨʠʘʣʦʚ ʩ ʧʦʤʦʱʴʶ 

ʧʦʣʥʦʤʦʯʠʡ ʥʘ ʫʜʘʣʝʥʠʝ. 

ɺʳʩʪʫʧʘʷ ʧʝʨʝʜ ʆʙʲʝʜʠʥʝʥʥʳʤ ʧʘʨʣʘʤʝʥʪʩʢʠʤ ʢʦʤʠʪʝʪʦʤ ʧʦ ʨʘʟʚʝʜʢʝ ʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʨʘʤʢʘʭ ʝʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʵʢʩʪʨʝʤʠʩʪʩʢʠʭ ʜʚʠʞʝʥʠʡ ʠ ʨʘʜʠʢʘʣʠʟʤʘ 

ʚ ɸʚʩʪʨʘʣʠʠ, ʀʥʤʘʥ ɻʨʘʥʪ ʩʢʘʟʘʣʘ, ʯʪʦ, ʥʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʧʦʨʦʛ ʥʦʚʳʭ 

ʧʦʣʥʦʤʦʯʠʡ ʜʦʚʦʣʴʥʦ ʚʳʩʦʢ ʚ ʦʪʥʦʰʝʥʠʠ ʟʘʧʨʦʩʦʚ ʥʘ ʫʥʠʯʪʦʞʝʥʠʝ, ʵʪʦ ʜʘʩʪ ʝʝ 

ʘʛʝʥʪʩʪʚʫ ʠʟʨʷʜʥʫʶ ʩʫʤʤʫ. ʫ ʚʘʩ ʝʩʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʚʟʛʣʷʥʫʪʴ ʥʘ ʧʝʨʝʩʝʢʘʶʱʠʝʩʷ 

ʬʘʢʪʦʨʳ, ʪʘʢʠʝ ʢʘʢ ʥʘʤʝʨʝʥʠʝ ʧʦʩʪʘ. 

çʗ ʜʫʤʘʶ, ʯʪʦ ʷʟʳʢ ʧʨʝʜʥʘʤʝʨʝʥʥʦ - ʦʥ ʦʛʨʘʥʠʯʝʥ ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ 

ʜʘʪʴ ʥʘʤ ʥʝʢʦʪʦʨʫʶ ʩʚʦʙʦʜʫ... ʤʳ ʜʦʣʞʥʳ ʩʤʦʪʨʝʪʴ ʥʘ ʤʝʩʩʝʥʜʞʝʨʘ, ʤʳ ʜʦʣʞʥʳ 

ʩʤʦʪʨʝʪʴ ʥʘ ʩʦʦʙʱʝʥʠʝ, ʠ ʤʳ ʜʦʣʞʥʳ ʩʤʦʪʨʝʪʴ ʥʘ ʮʝʣʴè, - ʦʥʘ ʩʢʘʟʘʣ ʚ ʯʝʪʚʝʨʛ. 
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ɿʘʢʦʥ ʪʘʢʞʝ ʥʝ ʙʫʜʝʪ ʧʨʠʤʝʥʷʪʴʩʷ ʢ ʛʨʫʧʧʘʤ ʣʶʜʝʡ, ʘ ʩʢʦʨʝʝ ʢ ʦʪʜʝʣʴʥʳʤ 

ʣʠʮʘʤ. ʂʦʤʠʩʩʘʨ ʧʨʝʜʧʦʣʦʞʠʣ, ʯʪʦ ʵʪʦ ʧʨʦʠʟʦʰʣʦ ʠʟ-ʟʘ ʩʦʙʣʶʜʝʥʠʷ ʙʘʣʘʥʩʘ 

ʩʚʦʙʦʜʳ ʩʣʦʚʘ. 

çʗ ʜʫʤʘʶ, ʯʪʦ ʥʘʜʝʣʝʥʠʝ ʥʘʩ ʙʦʣʝʝ ʰʠʨʦʢʠʤ ʥʘʙʦʨʦʤ ʧʦʣʥʦʤʦʯʠʡ ʜʣʷ 

ʤʘʩʩʦʚʦʛʦ ʥʘʧʘʜʝʥʠʷ ʥʘ ʛʨʫʧʧʫ ʠʣʠ ʮʝʣʴ, ʚʝʨʦʷʪʥʦ, ʚʳʟʦʚʝʪ ʛʦʨʘʟʜʦ ʙʦʣʴʰʝ 

ʚʦʧʨʦʩʦʚ ʦ ʧʨʘʚʘʭ ʯʝʣʦʚʝʢʘè, - ʩʢʘʟʘʣʘ ʦʥʘ. 

ʆʥʘ ʩʢʘʟʘʣʘ, ʯʪʦ ʵʪʦ ʩʣʫʯʘʡ çʥʘʧʠʩʘʥʠʷ ʩʮʝʥʘʨʠʷè ʧʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʦʥ 

ʨʘʟʚʦʨʘʯʠʚʘʝʪʩʷ, ʫʯʠʪʳʚʘʷ, ʯʪʦ ʥʘ ʤʝʞʜʫʥʘʨʦʜʥʦʤ ʫʨʦʚʥʝ ʥʝʪ ʘʥʘʣʦʛʠʯʥʦʛʦ 

ʟʘʢʦʥʘ, ʢʦʪʦʨʳʡ ʙʳ ʧʦʤʦʛʘʣ ʨʫʢʦʚʦʜʩʪʚʦʚʘʪʴʩʷ ʵʪʠʤ ʟʘʢʦʥʦʤ. ʀʥʤʘʥ ɻʨʘʥʪ 

ʩʢʘʟʘʣʘ, ʯʪʦ ʦʥʘ ʧʳʪʘʣʘʩʴ ʚʥʫʰʠʪʴ ʦʞʠʜʘʥʠʷ, ʯʪʦ ʥʝ ʩʦʙʠʨʘʝʪʩʷ ʚʝʩʪʠ 

çʢʨʫʧʥʦʤʘʩʰʪʘʙʥʫʶ ʩʢʦʨʦʩʪʨʝʣʴʥʫʶ ʩʪʨʝʣʴʙʫè. 

çʇʦʩʢʦʣʴʢʫ ʢʘʞʜʦʝ ʦʪʜʝʣʴʥʦʝ ʫʚʝʜʦʤʣʝʥʠʝ ʦʙ ʫʜʘʣʝʥʠʠ ʠʣʠ ʤʝʨʳ ʧʦ 

ʠʩʧʨʘʚʣʝʥʠʶ ʧʦʣʦʞʝʥʠʷ, ʢʦʪʦʨʳʝ ʤʳ ʧʨʠʥʠʤʘʝʤ, ʜʦʣʞʥʳ ʙʫʜʫʪ ʧʨʝʜʩʪʘʪʴ ʧʝʨʝʜ 

ʩʫʜʦʤ, ʦʥʠ ʜʦʣʞʥʳ ʚʳʜʝʨʞʘʪʴ ʧʨʦʚʝʨʢʫ ʩʦ ʩʪʦʨʦʥʳ AAT, ʦʤʙʫʜʩʤʝʥʘ ʠ ʜʨʫʛʠʭè, - 

ʩʢʘʟʘʣʘ ʦʥʘ. çʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʦʨʦʛ ʚʳʩʦʢ, ʦʥ ʜʝʡʩʪʚʠʪʝʣʴʥʦ, ʚʝʨʦʷʪʥʦ, ʙʫʜʝʪ 

ʥʘʮʝʣʝʥ ʥʘ ʭʫʜʰʠʝ ʠʟ ʭʫʜʰʠʭ ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʭ ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʡ 

ʚ ʀʥʪʝʨʥʝʪʝè. 

ʂʦʤʠʩʩʘʨʘ ʙʝʩʧʦʢʦʠʪ ʪʦ, ʯʪʦ ʧʣʘʪʬʦʨʤʳ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡ ʠʤʝʶʪ ʰʠʨʦʢʠʡ 

ʜʦʩʪʫʧ ʢʦ ʚʩʝʤ ʚʠʜʘʤ ʩʠʛʥʘʣʦʚ, ʢʦʪʦʨʳʝ ʧʨʦʠʩʭʦʜʷʪ ʥʘ ʠʭ ʧʣʘʪʬʦʨʤʘʭ, ʥʦ ʦʥʠ 

ʯʘʩʪʦ ʚʤʝʰʠʚʘʶʪʩʷ, ʢʦʛʜʘ ʫʞʝ ʩʣʠʰʢʦʤ ʧʦʟʜʥʦ. 

çʗ ʜʫʤʘʶ, ʯʪʦ ʪʦ, ʯʪʦ ʤʳ ʚʠʜʝʣʠ ʩ ʦʩʘʜʦʡ ʂʘʧʠʪʦʣʠʡʩʢʦʛʦ ʭʦʣʤʘ, ʵʪʦ ʪʦ, ʯʪʦ 

ʥʘ ʩʘʤʦʤ ʜʝʣʝ ʪʦʣʴʢʦ ʢ 11-ʤʫ ʯʘʩʫ ʦʥʠ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦ ʧʨʦʚʦʜʠʣʠ ʚ ʞʠʟʥʴ ʩʚʦʶ 

ʩʦʙʩʪʚʝʥʥʫʶ ʧʦʣʠʪʠʢʫè, - ʩʢʘʟʘʣʘ ʦʥʘ. çʊʘʢ ʯʪʦ ʷ ʜʫʤʘʶ, ʯʪʦ ʤʳ ʚʠʜʝʣʠ ʨʝʘʣʴʥʦʝ 

ʠʟʙʠʨʘʪʝʣʴʥʦʝ ʧʨʠʤʝʥʝʥʠʝ ʥʝʢʦʪʦʨʳʭ ʠʟ ʵʪʠʭ ʧʦʣʠʪʠʢ, ʠ ʥʘʤ ʥʫʞʥʦ ʜʦʙʠʪʴʩʷ 

ʙʦʣʴʰʝʡ ʧʦʩʣʝʜʦʚʘʪʝʣʴʥʦʩʪʠè. 

ʀɿɹɽɾɸʅʀɽ ʄʆʃʆɼʓ 

ʆʥʘ ʩʯʠʪʘʝʪ, ʯʪʦ BOSE ʢʘʢʠʤ-ʪʦ ʦʙʨʘʟʦʤ ʠʩʧʨʘʚʠʪ ʵʪʦ. ʅʝ ʫʩʪʘʥʘʚʣʠʚʘʷ ʵʪʠʭ 

ʦʞʠʜʘʥʠʡ, ʀʥʤʘʥ ɻʨʘʥʪ ʩʢʘʟʘʣʘ, ʯʪʦ ʙʫʜʝʪ ʧʳʪʘʪʴʩʷ ʚʜʦʭʥʦʚʠʪʴ ʩʚʦʶ ʢʦʤʘʥʜʫ, 

ʯʪʦʙʳ çʩʳʛʨʘʪʴ ʚ ʙʦʣʴʰʫʶ ʠʛʨʫ çʚʦʥʟʘʡ ʢʨʦʪʘè. 

ʆʙʥʘʨʫʞʠʚ ʦʜʥʠʭ ʠ ʪʝʭ ʞʝ ʧʨʝʩʪʫʧʥʠʢʦʚ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʦʙʨʘʟ 

ʜʝʡʩʪʚʠʡ ʜʣʷ ʥʘʧʘʜʝʥʠʷ ʥʘ ʜʨʫʛʠʭ, ʀʥʤʘʥ ɻʨʘʥʪ ʩʢʘʟʘʣ, ʯʪʦ ʵʪʦ ʷʨʢʠʡ ʧʨʠʤʝʨ ʪʦʛʦ, 

ʛʜʝ ʙʝʟʦʧʘʩʥʦʩʪʴ ʧʦ ʟʘʤʳʩʣʫ ʪʘʢ ʚʘʞʥʘ. 

çɺʳ ʩʪʨʦʠʪʝ ʮʠʬʨʦʚʳʝ ʜʦʨʦʛʠ, ʛʜʝ ʚʘʰʠ ʦʛʨʘʞʜʝʥʠʷ, ʛʜʝ ʚʘʰʠ ʚʩʪʨʦʝʥʥʳʝ 

ʨʝʤʥʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʯʪʦ ʚʳ ʜʝʣʘʝʪʝ, ʯʪʦʙʳ ʧʨʠʥʠʤʘʪʴ ʩʠʛʥʘʣʳ?è, - ʩʢʘʟʘʣʘ ʦʥʘ. 

"ʄʝʥʷ ʥʝ ʚʦʣʥʫʝʪ, ʯʪʦ ʵʪʦ ʪʘʢʦʝ, ʠʩʧʦʣʴʟʫʝʪʝ ʣʠ ʚʳ ʦʙʨʘʙʦʪʢʫ ʝʩʪʝʩʪʚʝʥʥʦʛʦ 

ʷʟʳʢʘ, ʯʪʦʙʳ ʧʦʩʤʦʪʨʝʪʴ ʥʘ ʦʙʱʠʡ ʷʟʳʢ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥ, ʠʣʠ ʥʘ 

IP-ʘʜʨʝʩʘ, ʝʩʪʴ ʨʷʜ ʩʠʛʥʘʣʦʚ, ʢʦʪʦʨʳʝ ʦʥʠ ʤʦʛʫʪ - ʦʥʠ ʜʦʣʞʥʳ ʦʪʥʦʩʠʪʴʩʷ ʢ ʵʪʦʤʫ 

ʢʘʢ ʢ ʦʨʫʞʠʶ. ʨʘʩʳ, ʦʥʠ ʜʦʣʞʥʳ ʠʛʨʘʪʴ ʚ ʠʛʨʫ çʙʝʡ ʢʨʦʪʘè, ʘ ʥʝ ʚ ʞʝʨʪʚʫ ʠ 

ʨʝʛʫʣʠʨʫʶʱʠʝ ʦʨʛʘʥʳè. 

ʀʥʠʮʠʘʪʠʚʘ çɹʝʟʦʧʘʩʥʦʩʪʴ ʙʣʘʛʦʜʘʨʷ ʢʦʥʩʪʨʫʢʮʠʠè ʩʪʘʨʪʦʚʘʣʘ ʚ 2018 ʛʦʜʫ ʩ 

ʦʩʥʦʚʥʳʭ ʧʣʘʪʬʦʨʤ. ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʚ ʨʘʤʢʘʭ ʠʥʠʮʠʘʪʠʚʳ eSafety ʫʯʘʩʪʚʫʝʪ 

ʦʢʦʣʦ 180 ʨʘʟʣʠʯʥʳʭ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʢʦʤʧʘʥʠʡ ʠ ʘʢʪʠʚʠʩʪʦʚ. 

ʀʥʤʘʥ ɻʨʘʥʪ ʥʘʟʚʘʣ ʵʪʦ çʧʨʦʙʣʝʤʦʡ ʢʫʣʴʪʫʨʥʳʭ ʠʟʤʝʥʝʥʠʡè, ʪʦ ʝʩʪʴ 

ʠʟʤʝʥʝʥʠʝ ʦʙʱʝʦʪʨʘʩʣʝʚʦʛʦ ʵʪʦʩʘ, ʩʦʛʣʘʩʥʦ ʢʦʪʦʨʦʤʫ ʙʳʩʪʨʦʝ ʜʚʠʞʝʥʠʝ ʠ ʣʦʤʢʘ 

ʚʝʱʝʡ ʧʨʠʥʦʩʷʪ ʨʝʟʫʣʴʪʘʪʳ. 
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çʂʘʢ ʥʘʤ ʧʝʨʝʩʪʘʪʴ ʥʘʩ ʚʩʝʭ ʣʦʤʘʪʴ?è - ʩʧʨʦʩʠʣʘ ʦʥʘ. çʇʦʪʦʤʫ ʯʪʦ ʚʳ ʪʘʢ 

ʙʳʩʪʨʦ ʧʝʨʝʭʦʜʠʪʝ ʢ ʩʣʝʜʫʶʱʝʡ ʬʫʥʢʮʠʠ, ʢ ʩʣʝʜʫʶʱʝʤʫ ʧʨʦʜʫʢʪʫ, ʯʪʦ ʥʝ 

ʦʮʝʥʠʚʘʝʪʝ ʨʠʩʢʠ ʟʘʨʘʥʝʝ ʠ ʥʝ ʩʦʟʜʘʝʪʝ ʩʨʝʜʩʪʚʘ ʟʘʱʠʪʳ ʥʘ ʥʘʯʘʣʴʥʦʤ ʵʪʘʧʝ. 

çʗ ʠʤʝʶ ʚ ʚʠʜʫ, ʩʢʦʣʴʢʦ ʨʘʟ ʤʳ ʜʦʣʞʥʳ ʚʠʜʝʪʴ ʤʦʤʝʥʪ ʪʝʭʥʠʯʝʩʢʦʡ 

ʢʘʪʘʩʪʨʦʬʳ, ʢʦʛʜʘ ʢʦʤʧʘʥʠʠ - ʜʘʞʝ ʥʘʯʠʥʘʶʱʠʝ ʢʦʤʧʘʥʠʠ - ʜʦʣʞʥʳ ʟʥʘʪʴ ʣʫʯʰʝè. 

ʈʝʰʝʥʠʝ, ʧʦ ʝʝ ʩʣʦʚʘʤ, ʟʘʢʣʶʯʘʝʪʩʷ ʥʝ ʚ ʪʦʤ, ʯʪʦʙʳ ʧʨʘʚʠʪʝʣʴʩʪʚʦ 

ʧʨʝʜʧʠʩʳʚʘʣʦ ʠʩʧʨʘʚʣʝʥʠʷ ʪʝʭʥʦʣʦʛʠʡ, ʘ ʚ ʪʦʤ, ʯʪʦʙʳ ʫʩʠʣʠʪʴ ʦʙʷʟʘʥʥʦʩʪʴ 

ʧʨʦʷʚʣʷʪʴ ʦʩʪʦʨʦʞʥʦʩʪʴ, ʢʦʛʜʘ ʢʦʤʧʘʥʠʠ ʜʝʣʘʶʪ ʯʪʦ-ʪʦ ʥʝʧʨʘʚʠʣʴʥʦ, ʥʘʧʨʠʤʝʨ, ʩ 

ʧʦʤʦʱʴʶ ʪʘʢʠʭ ʠʥʠʮʠʘʪʠʚ, ʢʘʢ ʙʝʟʦʧʘʩʥʦʩʪʴ ʧʦ ʟʘʤʳʩʣʫ. ʀʥʤʘʥ ɻʨʘʥʪ ʩʢʘʟʘʣ, ʯʪʦ 

BOSE ʚ ʦʧʨʝʜʝʣʝʥʥʦʡ ʩʪʝʧʝʥʠ ʧʦʚʳʩʠʪ ʫʨʦʚʝʥʴ ʧʨʦʟʨʘʯʥʦʩʪʠ. 

çʄʳ ʧʨʠʟʳʚʘʝʤ ʠʭ ʢ ʦʪʚʝʪʫ ʟʘ ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʷ, ʢʦʪʦʨʳʝ ʧʨʦʠʩʭʦʜʷʪ ʥʘ ʠʭ 

ʧʣʘʪʬʦʨʤʘʭ, ʤʳ ʚʳʩʪʫʧʘʝʤ ʚ ʢʘʯʝʩʪʚʝ ʧʦʜʩʪʨʘʭʦʚʢʠ, ʢʦʛʜʘ ʯʪʦ-ʪʦ ʚʳʭʦʜʠʪ ʠʟ 

ʩʪʨʦʷ, ʠ ʤʳ ʛʦʚʦʨʠʤ ʠʤ, ʯʪʦʙʳ ʦʥʠ ʵʪʦ ʧʨʝʢʨʘʪʠʣʠè, - ʩʢʘʟʘʣʘ ʦʥʘ. çʇʣʘʪʬʦʨʤʳ - 

ʵʪʦ ʧʦʩʨʝʜʥʠʢʠ... ʧʣʘʪʬʦʨʤʳ [ʧʦʟʚʦʣʷʶʪ] ʵʪʦʤʫ ʩʣʫʯʠʪʴʩʷ, ʥʦ ʚ ʦʩʥʦʚʥʦʤ ʤʳ 

ʛʦʚʦʨʠʤ ʦ ʯʝʣʦʚʝʯʝʩʢʦʤ ʧʦʚʝʜʝʥʠʠ, ʯʝʣʦʚʝʯʝʩʢʠʭ ʧʨʝʩʪʫʧʣʝʥʠʷʭ, ʧʨʝʩʪʫʧʥʳʭ 

ʜʝʡʩʪʚʠʷʭ ʚ ʀʥʪʝʨʥʝʪʝ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʧʨʦʪʠʚ ʣʶʜʝʡè. 

ʀʥʤʘʥ ɻʨʘʥʪ ʩʢʘʟʘʣ, ʯʪʦ eSafety ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʨʘʙʦʪʘʝʪ ʩ ʚʝʥʯʫʨʥʳʤ 

ʢʘʧʠʪʘʣʦʤ ʠ ʩʦʦʙʱʝʩʪʚʦʤ ʠʥʚʝʩʪʦʨʦʚ, çʧʦʪʦʤʫ ʯʪʦ ʦʥʠ ʯʘʩʪʦ ʚʟʨʦʩʣʳʝ ʚ ʢʦʤʥʘʪʝè, 

ʥʘʜ ʨʘʟʨʘʙʦʪʢʦʡ ʠʥʪʝʨʘʢʪʠʚʥʦʛʦ ʠʥʩʪʨʫʤʝʥʪʘ ʦʮʝʥʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʫʪʝʤ 

ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ, ʦʜʥʦʛʦ ʜʣʷ ʩʪʘʨʪʘʧʦʚ, ʘ ʜʨʫʛʦʛʦ ʜʣʷ ʩʨʝʜʥʠʭ ʠ ʢʨʫʧʥʳʭ ʢʦʤʧʘʥʠʡ. 

ʵʪʦ ʜʦʣʞʥʦ ʙʳʪʴ ʦʙʥʘʨʦʜʦʚʘʥʦ ʚ ʪʝʯʝʥʠʝ ʩʣʝʜʫʶʱʠʭ ʪʨʝʭ ʥʝʜʝʣʴ. 

ʂɸʂ ʈɽɸʃʔʅʓʁ ʄʀʈ, ʇʈʆʉʊʆ ʎʀʌʈʆɺʆʁ 

çʇʨʦʰʣʦ ʚʩʝʛʦ 50 ʣʝʪ ʩ ʪʝʭ ʧʦʨ, ʢʘʢ ʚ ʘʚʪʦʤʦʙʠʣʷʭ ʧʦʪʨʝʙʦʚʘʣʠʩʴ ʨʝʤʥʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʠ ʵʪʦ ʚʳʟʚʘʣʦ ʤʥʦʛʦ ʚʦʟʨʘʞʝʥʠʡ. ʊʝʧʝʨʴ ʦʥʠ ʨʫʢʦʚʦʜʩʪʚʫʶʪʩʷ 

ʤʝʞʜʫʥʘʨʦʜʥʳʤʠ ʩʪʘʥʜʘʨʪʘʤʠ. ʄʳ ʛʦʚʦʨʠʤ ʦ ʩʪʘʥʜʘʨʪʥʦʡ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʟʘ 

ʢʘʯʝʩʪʚʦ ʧʨʦʜʫʢʮʠʠ - ʚʘʤ ʥʝ ʨʘʟʨʝʰʘʝʪʩʷ ʧʨʦʠʟʚʦʜʠʪʴ ʪʦʚʘʨʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ 

ʧʨʠʯʠʥʠʪʴ ʚʨʝʜ. ʣʶʜʠ, ʩʦʛʣʘʩʥʦ ʩʪʘʥʜʘʨʪʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʠʱʝʚʳʭ ʧʨʦʜʫʢʪʦʚ ʚʘʤ 

ʥʝ ʨʘʟʨʝʰʘʝʪʩʷ ʪʨʘʚʠʪʴ ʣʶʜʝʡ ʠʣʠ ʜʝʣʘʪʴ ʠʭ ʙʦʣʴʥʳʤʠ - ʵʪʦ ʥʝ ʜʦʣʞʥʳ ʙʳʪʴ 

ʩʪʘʥʜʘʨʪʳ ʠʣʠ ʪʨʝʙʦʚʘʥʠʷ, ʢʦʪʦʨʳʭ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʢʦʤʧʘʥʠʠ ʜʦʣʞʥʳ ʠʟʙʝʛʘʪʴè, 

- ʩʢʘʟʘʣ ʢʦʤʠʩʩʘʨ. 

çʀʥʪʝʨʥʝʪ ʩʪʘʣ ʚʘʞʥʦʡ ʧʦʣʝʟʥʦʩʪʴ.ʁ.. ʠʤ ʪʦʞʝ ʥʫʞʥʦ ʞʠʪʴ ʧʦ ʵʪʠʤ 

ʧʨʘʚʠʣʘʤ. ʀ ʝʩʣʠ ʦʥʠ ʥʝ ʩʦʙʠʨʘʶʪʩʷ ʜʝʣʘʪʴ ʵʪʦ ʜʦʙʨʦʚʦʣʴʥʦ, ʪʦ ʫ ʥʠʭ ʙʫʜʝʪ 

ʣʦʩʢʫʪʥʦʝ ʦʜʝʷʣʦ ʠʟ ʟʘʢʦʥʦʚ ʠ ʧʦʩʪʘʥʦʚʣʝʥʠʡ, ʧʦʪʦʤʫ ʯʪʦ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʙʫʜʫʪ 

ʨʝʛʫʣʠʨʦʚʘʪʴ ʠʭ ʧʦ-ʨʘʟʥʦʤʫè. 

ʀʥʤʘʥ ɻʨʘʥʪ ʩʢʘʟʘʣ, ʯʪʦ eSafety ʚʟʘʠʤʦʜʝʡʩʪʚʫʝʪ ʩ ʧʣʘʪʬʦʨʤʘʤʠ ʩʦʮʠʘʣʴʥʳʭ 

ʩʝʪʝʡ ʢʘʞʜʳʡ ʜʝʥʴ ʠ ʜʦʙʠʣʩʷ 85% ʫʩʧʝʭʘ ʧʨʠ ʫʜʘʣʝʥʠʠ ʠʟʦʙʨʘʞʝʥʠʡ ʠ ʚʠʜʝʦ 

ʠʥʪʠʤʥʦʛʦ ʭʘʨʘʢʪʝʨʘ, ʢʦʪʦʨʳʝ ʥʝ ʙʳʣʠ ʩʦʛʣʘʩʦʚʘʥʳ. 

çʆʙʳʯʥʦ ʵʪʦ ʪʦ, ʯʪʦ ʤʳ ʥʘʟʳʚʘʝʤ çʤʦʰʝʥʥʠʯʝʩʢʠʤʠ ʧʦʨʥʦʩʘʡʪʘʤʠè, 

ʢʦʪʦʨʳʝ ʥʝ ʧʦʜʜʘʶʪʩʷ ʫʥʠʯʪʦʞʝʥʠʶè, - ʩʢʘʟʘʣ ʀʥʤʘʥ ɻʨʘʥʪ. çʀ, ʢʦʥʝʯʥʦ ʞʝ, ʤʳ 

ʚʠʜʠʤ ʤʥʦʛʦ ʦʙʱʝʛʦ ʚ ʪʦʤ, ʯʪʦ ʢʘʩʘʝʪʩʷ ʭʦʩʪʠʥʛʦʚʳʭ ʫʩʣʫʛ ʠ ʪʠʧʦʚ ʩʘʡʪʦʚ, ʥʘ 

ʢʦʪʦʨʳʭ ʨʘʟʤʝʱʘʶʪʩʷ ʩʝʪʠ ʧʝʜʦʬʠʣʦʚ, ʘ ʪʘʢʞʝ ʧʨʦ ʪʝʨʨʦʨʠʩʪʠʯʝʩʢʠʡ ʠʣʠ 

ʢʨʦʚʘʚʳʡ ʢʦʥʪʝʥʪè. 

ʇʦ ʝʝ ʩʣʦʚʘʤ, ʚ eSafety ʥʘʙʣʶʜʘʣʩʷ ʚʩʧʣʝʩʢ ʚʩʝʭ ʬʦʨʤ ʦʥʣʘʡʥ-

ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʡ ʟʘ ʧʝʨʠʦʜ COVID, ʥʦ ʵʪʦ ʙʳʣʦ ʥʝ ʧʦ ʪʦʡ ʧʨʠʯʠʥʝ, ʧʦ ʢʦʪʦʨʦʡ 

ʤʥʦʛʠʝ ʜʫʤʘʣʠ. 
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çʄʳ ʯʘʩʪʦ ʛʦʚʦʨʠʤ ʦ ʪʦʤ, ʯʪʦ ʥʘʙʣʶʜʘʝʤ ʤʥʦʛʦ ʩʣʫʯʘʝʚ ʩʝʢʩʫʘʣʴʥʦʛʦ 

ʥʘʩʠʣʠʷ ʥʘʜ ʜʝʪʴʤʠ ʚ ʜʘʨʢʥʝʪʝ, ʥʦ ʤʳ ʚʠʜʝʣʠ ʥʘʤʥʦʛʦ ʙʦʣʴʰʝ ʚ ʦʪʢʨʳʪʦʡ ʩʝʪʠ ʠ ʚ 

ʦʪʢʨʳʪʳʭ ʤʝʩʪʘʭ, ʪʘʢʠʭ ʢʘʢ Twitter, Instagram ʠ Facebook - ʚ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʜʦ 

650%. ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʧʨʦʰʣʳʤ ʛʦʜʦʤ ", - ʩʢʘʟʘʣʘ ʦʥʘ. 

"ʕʪʦ ʙʳʣʦ ʥʝ ʧʨʦʩʪʦ ʫʧʨʦʱʝʥʥʦʝ ʦʙʲʷʩʥʝʥʠʝ ʪʦʛʦ, ʯʪʦ ʚʩʝ ʙʦʣʴʰʝ ʜʝʪʝʡ 

ʙʳʣʠ ʚ ʩʝʪʠ ʙʝʟ ʧʨʠʩʤʦʪʨʘ [ʠ ʙʳʣʦ ʙʦʣʴʰʝ] ʭʠʱʥʠʢʦʚ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʥʠʭ, ʯʪʦ, 

ʙʝʟʫʩʣʦʚʥʦ, ʧʨʦʠʟʦʰʣʦ, ʥʦ ʥʘ ʩʘʤʦʤ ʜʝʣʝ ʧʨʦʠʩʭʦʜʠʣʦ ʪʦ, ʯʪʦ ʤʥʦʛʠʝ ʢʦʤʧʘʥʠʠ 

ʧʝʨʝʜʘʣʠ ʩʚʦʠ ʫʩʣʫʛʠ ʤʦʜʝʨʘʮʠʠ ʢʦʥʪʝʥʪʘ ʪʨʝʪʴʠʤ ʣʠʮʘʤ, ʠ ʤʥʦʛʠʝ ʠʟ ʥʠʭ 

ʥʘʭʦʜʷʪʩʷ ʥʘ ʌʠʣʠʧʧʠʥʘʭ ʠ ʚ ʈʫʤʳʥʠʠ, ʚ ʨʘʟʚʠʚʘʶʱʠʭʩʷ ʩʪʨʘʥʘʭ, ʛʜʝ ʵʪʠ 

ʨʘʙʦʪʥʠʢʠ ʙʳʣʠ ʦʪʧʨʘʚʣʝʥʳ ʜʦʤʦʡ ʠ ʥʝ ʤʦʛʣʠ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʢʦʥʪʝʥʪè. 

ʆʥʘ ʩʢʘʟʘʣʘ, ʯʪʦ ʠʟ-ʟʘ ʪʦʛʦ, ʯʪʦ ʧʝʨʩʦʥʘʣ ʧʦ ʤʦʜʝʨʘʮʠʠ ʢʦʥʪʝʥʪʘ ʥʝ ʤʦʞʝʪ 

ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʢʦʥʪʝʥʪ, ʠ ʧʨʝʦʙʣʘʜʘʥʠʝ ʙʦʣʴʰʝʛʦ ʢʦʣʠʯʝʩʪʚʘ ʣʶʜʝʡ ʚ ʩʝʪʠ, 

ʩʦʟʜʘʣʠ çʠʜʝʘʣʴʥʳʡ ʰʪʦʨʤè. 

çɺʳ ʚʠʜʝʣʠ, ʢʘʢ ʥʝʢʦʪʦʨʳʝ ʢʦʤʧʘʥʠʠ ʠʩʧʦʣʴʟʫʶʪ ʙʦʣʴʰʝ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ 

ʠʥʪʝʣʣʝʢʪʘ ʠ ʘʥʘʣʠʪʠʯʝʩʢʠʭ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʥʦ ʦʥʠ ʚʩʝ ʝʱʝ ʦʯʝʥʴ ʥʝʩʦʚʝʨʰʝʥʥʳ. ʀ 

ʧʦʯʪʠ ʚʩʝ ʧʣʘʪʬʦʨʤʳ, ʢʦʪʦʨʳʝ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʠʩʧʦʣʴʟʫʶʪ ʠʥʩʪʨʫʤʝʥʪʳ 

ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ, ʚʩʝʛʜʘ ʠʩʧʦʣʴʟʫʶʪ ʯʘʩʪʴ ʯʝʣʦʚʝʯʝʩʢʦʡ ʤʦʜʝʨʘʮʠʠ, 

ʧʦʪʦʤʫ ʯʪʦ ʵʪʦ ʧʨʦʩʪʦ ʥʝ ʥʘ ʜʦʣʞʥʦʤ ʫʨʦʚʥʝè. (Asha Barbaschow. Australia's 

eSafety and the uphill battle of regulating the ever-changing online realm // ZDNet 

(https://www.zdnet.com/article/australias-esafety-and-the-uphill -battle-of-regulating-

the-ever-changing-online-realm/). 30.04.2021). 
***  

 

çɸʚʩʪʨʘʣʠʷ ʨʝʰʠʣʘ, ʯʪʦ ʰʝʩʪʠʣʝʪʥʠʤ ʜʝʪʷʤ ʥʝʦʙʭʦʜʠʤʦ ʦʙʨʘʟʦʚʘʥʠʝ ʧʦ 

ʚʦʧʨʦʩʘʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʜʘʞʝ ʥʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʵʪʦ ʠʩʢʣʶʯʠʣʦ ʜʨʫʛʠʝ 

ʤʘʪʝʨʠʘʣʳ ʠʟ ʥʘʮʠʦʥʘʣʴʥʦʡ ʫʯʝʙʥʦʡ ʧʨʦʛʨʘʤʤʳ. 

ɺ ʥʝʜʘʚʥʦ ʧʨʝʜʩʪʘʚʣʝʥʥʳʡ ʥʝʜʘʚʥʦ ʧʝʨʝʩʤʦʪʨʝʥʥʳʡ ʧʨʦʝʢʪ ʥʘʮʠʦʥʘʣʴʥʦʡ 

ʫʯʝʙʥʦʡ ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʜʝʪʝʡ ʚ ʚʦʟʨʘʩʪʝ ʦʪ ʧʷʪʠ ʜʦ ʰʝʩʪʥʘʜʮʘʪʠ ʣʝʪ ʙʳʣ ʜʦʙʘʚʣʝʥ 

ʥʦʚʳʡ ʨʘʟʜʝʣ ʧʦʜ ʥʘʟʚʘʥʠʝʤ çʋʯʝʪ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠè, ʢʦʪʦʨʳʡ 

çʧʨʝʜʧʦʣʘʛʘʝʪ, ʯʪʦ ʫʯʘʱʠʝʩʷ ʨʘʟʨʘʙʘʪʳʚʘʶʪ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʤʝʪʦʜʳ ʫʧʨʘʚʣʝʥʠʷ 

ʣʠʯʥʳʤʠ ʜʘʥʥʳʤʠ ʠ ʵʬʬʝʢʪʠʚʥʦ ʚʥʝʜʨʷʶʪ ʧʨʦʪʦʢʦʣʳ ʙʝʟʦʧʘʩʥʦʩʪʠ.è 

ʇʨʝʜʣʘʛʘʝʤʘʷ ʫʯʝʙʥʘʷ ʧʨʦʛʨʘʤʤʘ ʥʘʧʨʘʚʣʝʥʘ ʥʘ ʪʦ, ʯʪʦʙʳ ʥʘʫʯʠʪʴ 

ʧʷʪʠʣʝʪʥʠʭ ʜʝʪʝʡ - ʚʦʟʨʘʩʪʘ, ʚ ʢʦʪʦʨʦʤ ʘʚʩʪʨʘʣʠʡʩʢʠʝ ʜʝʪʠ ʚʧʝʨʚʳʝ ʧʦʩʝʱʘʶʪ 

ʰʢʦʣʫ - ʥʝ ʜʝʣʠʪʴʩʷ ʠʥʬʦʨʤʘʮʠʝʡ, ʪʘʢʦʡ ʢʘʢ ʜʘʪʘ ʨʦʞʜʝʥʠʷ ʠʣʠ ʧʦʣʥʳʝ ʠʤʝʥʘ, ʩ 

ʥʝʟʥʘʢʦʤʮʘʤʠ, ʠ ʯʪʦ ʦʥʠ ʜʦʣʞʥʳ ʧʨʦʢʦʥʩʫʣʴʪʠʨʦʚʘʪʴʩʷ ʩ ʨʦʜʠʪʝʣʷʤʠ ʠʣʠ 

ʦʧʝʢʫʥʘʤʠ ʧʝʨʝʜ ʚʚʦʜʦʤ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. ʦʥʣʘʡʥ. 

ɼʝʪʝʡ ʰʝʩʪʠ ʠ ʩʝʤʠ ʣʝʪ ʥʘʫʯʘʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʤʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʧʘʨʦʣʠ, ʘ 

ʪʘʢʞʝ ʥʘʫʯʘʪ ʣʦʚʫʰʢʘʤ ʥʘʞʘʪʠʷ ʚʩʧʣʳʚʘʶʱʠʭ ʩʩʳʣʦʢ ʥʘ ʩʦʨʝʚʥʦʚʘʥʠʷ. 

ʂ ʪʦʤʫ ʚʨʝʤʝʥʠ, ʢʦʛʜʘ ʜʝʪʠ ʧʦʡʜʫʪ ʚ ʪʨʝʪʠʡ ʠ ʯʝʪʚʝʨʪʳʡ ʢʣʘʩʩʳ, ʠʭ ʥʘʫʯʘʪ 

ʦʧʨʝʜʝʣʷʪʴ ʣʠʯʥʳʝ ʜʘʥʥʳʝ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʭʨʘʥʠʪʴʩʷ ʚ ʦʥʣʘʡʥ-ʩʝʨʚʠʩʘʭ, ʠ ʢʘʢ ʦʥʠ 

ʤʦʛʫʪ ʨʘʩʢʨʳʪʴ ʠʭ ʤʝʩʪʦʥʘʭʦʞʜʝʥʠʝ ʠʣʠ ʣʠʯʥʦʩʪʴ. ʋʯʠʪʝʣʷ ʪʘʢʞʝ ʦʙʩʫʜʷʪ 

çʠʩʧʦʣʴʟʦʚʘʥʠʝ ʧʩʝʚʜʦʥʠʤʦʚ ʠ ʧʦʯʝʤʫ ʦʥʠ ʚʘʞʥʳ ʧʨʠ ʠʛʨʝ ʚ ʦʥʣʘʡʥ-ʠʛʨʳè. 

ʂ ʢʦʥʮʫ ʥʘʯʘʣʴʥʦʡ ʰʢʦʣʳ ʜʝʪʝʡ ʥʘʫʯʘʪ ʫʚʘʞʠʪʝʣʴʥʦ ʦʪʥʦʩʠʪʴʩʷ ʢ 

ʀʥʪʝʨʥʝʪʫ, ʚ ʪʦʤ ʯʠʩʣʝ çʫʚʘʞʠʪʝʣʴʥʦ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʤʥʝʥʠʝ ʜʨʫʛʠʭ ʣʶʜʝʡ, ʜʘʞʝ 

ʝʩʣʠ ʦʥʦ ʦʪʣʠʯʘʝʪʩʷ ʦʪ ʣʠʯʥʦʛʦ ʤʥʝʥʠʷè. 
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ɺ ʥʦʚʦʡ ʫʯʝʙʥʦʡ ʧʨʦʛʨʘʤʤʝ ʩʦʭʨʘʥʝʥʦ ʨʝʰʝʥʠʝ ɸʚʩʪʨʘʣʠʠ ʦʪ 2015 ʛʦʜʘ 

ʨʘʩʧʨʦʩʪʨʘʥʠʪʴ ʮʠʬʨʦʚʳʝ ʪʝʭʥʦʣʦʛʠʠ ʥʘ ʜʨʫʛʠʝ ʧʨʝʜʤʝʪʳ, ʨʝʰʝʥʠʝ, ʢʦʪʦʨʦʝ ʙʳʣʦ 

ʧʨʠʥʷʪʦ, ʥʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʚ ʨʘʥʥʠʭ ʧʨʦʝʢʪʘʭ ʧʨʝʜʫʩʤʘʪʨʠʚʘʣʦʩʴ ʩʦʟʜʘʥʠʝ 

ʢʣʘʩʩʦʚ, ʧʦʩʚʷʱʝʥʥʳʭ ʧʨʦʛʨʘʤʤʠʨʦʚʘʥʠʶ. ʊʘʢʠʝ ʢʣʘʩʩʳ ʙʳʣʠ ʠʩʢʣʶʯʝʥʳ, ʧʦʪʦʤʫ 

ʯʪʦ ʫʯʠʪʝʣʷʤ ʥʝ ʭʚʘʪʘʣʦ ʥʘʚʳʢʦʚ, ʘ ʫ ʰʢʦʣ ʥʝ ʙʳʣʦ ʨʝʩʫʨʩʦʚ, ʯʪʦʙʳ ʧʨʠʥʷʪʴ ʧʣʘʥ. 

ɺ ʥʦʚʦʤ ʧʨʦʝʢʪʝ ʫʯʝʙʥʦʡ ʧʨʦʛʨʘʤʤʳ ʫʜʘʣʝʥʦ ʦʢʦʣʦ 20 ʧʨʦʮʝʥʪʦʚ ʤʘʪʝʨʠʘʣʘ, 

ʯʪʦ ʷʚʣʷʝʪʩʷ ʦʪʚʝʪʦʤ ʥʘ ʦʙʚʠʥʝʥʠʷ ʚ ʪʦʤ, ʯʪʦ ʥʳʥʝʰʥʷʷ ʫʯʝʙʥʘʷ ʧʨʦʛʨʘʤʤʘ 

çʧʝʨʝʧʦʣʥʝʥʘè. ʇʦʵʪʦʤʫ ʧʨʠʤʝʯʘʪʝʣʴʥʳʤ ʷʚʣʷʝʪʩʷ ʧʨʝʜʣʦʞʝʥʠʝ ʢʠʙʝʨ-ʥʘʚʳʢʦʚ ʚ 

ʢʘʯʝʩʪʚʝ ʜʦʧʦʣʥʝʥʠʷ, ʭʦʪʷ ʦʥʠ ʤʦʛʫʪ ʥʝ ʧʝʨʝʞʠʪʴ ʧʨʦʮʝʩʩ ʢʦʥʩʫʣʴʪʘʮʠʡ, ʪʘʢʞʝ 

ʥʘʯʘʪʳʡ ʚʯʝʨʘ. 

ʅʘʮʠʦʥʘʣʴʥʘʷ ʫʯʝʙʥʘʷ ʧʨʦʛʨʘʤʤʘ ɸʚʩʪʨʘʣʠʠ ʨʘʟʨʘʙʘʪʳʚʘʝʪʩʷ ʬʝʜʝʨʘʣʴʥʳʤ 

ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ, ʫ ʢʦʪʦʨʦʛʦ ʥʝʪ ʰʢʦʣ. ʇʨʘʚʠʪʝʣʴʩʪʚʘ ʰʪʘʪʦʚ ʠ ʪʝʨʨʠʪʦʨʠʡ 

ʧʦʣʫʯʘʶʪ ʵʪʫ ʨʘʙʦʪʫ ʠ, ʯʪʦ ʷʚʣʷʝʪʩʷ ʚʝʣʠʢʦʣʝʧʥʳʤ ʧʨʠʤʝʨʦʤ ʙʶʨʦʢʨʘʪʠʯʝʩʢʦʡ 

ʵʬʬʝʢʪʠʚʥʦʩʪʠ, ʤʦʛʫʪ ʚʳʙʨʘʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʥʘʮʠʦʥʘʣʴʥʦʡ ʫʯʝʙʥʦʡ ʧʨʦʛʨʘʤʤʳ 

ʠʣʠ ʨʘʟʨʘʙʦʪʘʪʴ ʩʚʦʶ ʩʦʙʩʪʚʝʥʥʫʶè. (Simon Sharwood. Australia proposes teaching 

cyber-security to five-year-old kids // The Register 

(https://www.theregister.com/2021/04/30/eaching_cybersecurity_to_five_year_olds/). 

30.04.2021). 

***  

 

 
 

ʂʽʙʝʨʚʽʡʥʠ ʪʘ ʧʨʦʪʠʜʽʷ ʟʦʚʥʽʰʥʽʡ ʢʽʙʝʨʥʝʪʠʯʥʽʡ ʘʛʨʝʩʽʾ 

 

ç15 ʘʧʨʝʣʷ 2021 ʛʦʜʘ ʧʨʝʟʠʜʝʥʪ ɹʘʡʜʝʥ ʠʟʜʘʣ ʥʦʚʦʝ ʨʘʩʧʦʨʷʞʝʥʠʝ ʦ 

ʙʣʦʢʠʨʦʚʘʥʠʠ ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʚ ʦʪʥʦʰʝʥʠʠ ʦʧʨʝʜʝʣʝʥʥʳʭ ʚʨʝʜʥʳʭ ʚʠʜʦʚ 

ʠʥʦʩʪʨʘʥʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ (ʜʘʣʝʝ - 
çEOè). EO ʥʝ ʥʘʣʘʛʘʝʪ ʦʙʱʠʭ ʦʛʨʘʥʠʯʝʥʠʡ ʥʘ ʪʦʨʛʦʚʣʶ ʩ ʫʯʘʩʪʠʝʤ ʉʐɸ ʠ ʈʦʩʩʠʠ, 

ʘ ʚʤʝʩʪʦ ʵʪʦʛʦ ʧʨʠʤʝʥʷʝʪ ʙʦʣʝʝ ʘʜʨʝʩʥʳʡ ʧʦʜʭʦʜ. ɺ ʯʘʩʪʥʦʩʪʠ, EO ʚʚʦʜʠʪ ʥʦʚʳʝ 

ʩʘʥʢʮʠʠ ʚ ʦʪʥʦʰʝʥʠʠ ʦʙʦʨʦʥʥʦʛʦ ʠ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʛʦ ʩʝʢʪʦʨʦʚ ʨʦʩʩʠʡʩʢʦʡ 

ʵʢʦʥʦʤʠʢʠ, ʟʘʧʨʝʱʘʝʪ ʬʠʥʘʥʩʦʚʳʤ ʫʯʨʝʞʜʝʥʠʷʤ ʉʐɸ ʩʦʚʝʨʰʘʪʴ ʧʝʨʚʠʯʥʳʝ 

ʦʧʝʨʘʮʠʠ ʩ ʥʦʚʳʤ ʨʦʩʩʠʡʩʢʠʤ ʩʫʚʝʨʝʥʥʳʤ ʜʦʣʛʦʤ ʠ ʩʦʧʨʦʚʦʞʜʘʝʪʩʷ ʨʷʜʦʤ 

ʦʙʦʟʥʘʯʝʥʠʡ ʬʠʟʠʯʝʩʢʠʭ ʠ ʶʨʠʜʠʯʝʩʢʠʭ ʣʠʮ ʚ ʈʦʩʩʠʠ ʢʘʢ çʩʧʝʮʠʘʣʴʥʦ 

ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʭ ʜʣʷ ʉʐɸè. ɻʨʘʞʜʘʥʝ  ʧʦʜʣʝʞʘʪ ʩʘʥʢʮʠʷʤ. 

ʉʝʢʪʦʨʘʣʴʥʳʝ ʠ ʚʪʦʨʠʯʥʳʝ ʩʘʥʢʮʠʠ 

EO ʦʧʨʝʜʝʣʷʝʪ ʥʝʩʢʦʣʴʢʦ ʜʝʡʩʪʚʠʡ, ʢʦʪʦʨʳʝ ʪʝʧʝʨʴ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ 

ʥʘʣʦʞʝʥʠʶ ʙʣʦʢʠʨʫʶʱʠʭ ʩʘʥʢʮʠʡ. EO ʦʙʳʯʥʦ ʜʝʣʝʛʠʨʫʝʪ ʧʨʘʚʦ ʥʘʣʦʞʝʥʠʷ 

ʩʘʥʢʮʠʡ ʄʠʥʠʩʪʝʨʩʪʚʫ ʬʠʥʘʥʩʦʚ ʠ ɻʦʩʫʜʘʨʩʪʚʝʥʥʦʤʫ ʜʝʧʘʨʪʘʤʝʥʪʫ, ʟʘ 

ʥʝʢʦʪʦʨʳʤʠ ʠʩʢʣʶʯʝʥʠʷʤʠ (ʫʢʘʟʘʥʥʳʤʠ ʥʠʞʝ). ʕʪʦ ʧʨʦʜʦʣʞʘʝʪ ʥʝʜʘʚʥʶʶ 

ʪʝʥʜʝʥʮʠʶ ʜʝʣʝʛʠʨʦʚʘʥʠʷ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ ʟʘ ʩʘʥʢʮʠʠ ʜʨʫʛʠʤ ʚʝʜʦʤʩʪʚʘʤ ʚ 

ʜʦʧʦʣʥʝʥʠʝ ʢ OFAC ʠʣʠ ʩʦʚʤʝʩʪʥʦ ʩ ʥʠʤ. ʅʦʚʳʝ ʦʩʥʦʚʘʥʠʷ ʜʣʷ ʥʘʟʥʘʯʝʥʠʷ 

ʩʘʥʢʮʠʡ ʚʢʣʶʯʘʶʪ: 

çʈʘʙʦʪʘè ʚ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʠʣʠ ʦʙʦʨʦʥʥʦʤ ʩʝʢʪʦʨʘʭ ʨʦʩʩʠʡʩʢʦʡ ʵʢʦʥʦʤʠʢʠ: 

EO ʨʘʟʨʝʰʘʝʪ ʙʣʦʢʠʨʫʶʱʠʝ ʩʘʥʢʮʠʠ ʚ ʦʪʥʦʰʝʥʠʠ ʣʠʮ, ʦʧʨʝʜʝʣʝʥʥʳʭ çʜʣʷ ʨʘʙʦʪʳ 

ʠʣʠ ʨʘʙʦʪʘʚʰʠʭ ʚ ʪʝʭʥʦʣʦʛʠʯʝʩʢʦʤ ʩʝʢʪʦʨʝ ʠʣʠ ʚ ʦʙʦʨʦʥʥʦʤ ʠ ʩʚʷʟʘʥʥʦʤ ʩ 
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ʤʘʪʝʨʠʘʣʴʥʳʤʠ [sic] ʩʝʢʪʦʨʝ ʵʢʦʥʦʤʠʢʠ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠè. çʉʝʢʪʦʨ 

ʪʝʭʥʦʣʦʛʠʡè ʠ çʩʝʢʪʦʨ ʦʙʦʨʦʥʥʳʭ ʠ ʩʚʷʟʘʥʥʳʭ ʩ ʥʠʤ ʤʘʪʝʨʠʘʣʦʚè ʥʝ ʦʧʨʝʜʝʣʝʥʳ 

ʥʠ ʚ EO, ʥʠ ʚ ʪʝʢʫʱʠʭ ʠʥʩʪʨʫʢʮʠʷʭ OFAC ʠʣʠ ɻʦʩʜʝʧʘʨʪʘʤʝʥʪʘ, ʠ ʧʦʵʪʦʤʫ ʤʦʛʫʪ 

ʦʭʚʘʪʳʚʘʪʴ ʰʠʨʦʢʠʡ ʩʧʝʢʪʨ ʜʝʷʪʝʣʴʥʦʩʪʠ (ʚʢʣʶʯʘʷ ʠʥʚʝʩʪʠʮʠʠ) ʚ ʨʦʩʩʠʡʩʢʠʡ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʠ ʦʙʦʨʦʥʥʳʡ ʩʝʢʪʦʨʳ. ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ, ʯʪʦ ʩʚʷʟʘʥʥʳʝ ʩ 

ʦʙʦʨʦʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ SSI, ʫʢʘʟʘʥʥʳʝ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ɼʠʨʝʢʪʠʚʦʡ 3 EO 13662, ʥʝ 

ʧʦʜʧʘʜʘʶʪ ʧʦʜ ʟʘʧʨʝʪʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʥʦʚʳʤ EO, ʝʩʣʠ ʦʥʠ ʥʝ ʥʘʣʦʞʝʥʳ ʥʘ ʥʠʭ 

ʢʦʥʢʨʝʪʥʦ ʩʘʥʢʮʠʷʤʠ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ EO. (ʏʘʩʪʦ ʟʘʜʘʚʘʝʤʳʝ ʚʦʧʨʦʩʳ OFAC 887.) 

ʄʦʛʫʪ ʙʳʪʴ ʥʘʟʚʘʥʳ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʝʢʪʦʨʳ ʵʢʦʥʦʤʠʢʠ: EO ʪʘʢʞʝ 

ʫʧʦʣʥʦʤʦʯʠʚʘʝʪ ʤʠʥʠʩʪʨʘ ʬʠʥʘʥʩʦʚ (ʧʦ ʩʦʛʣʘʩʦʚʘʥʠʶ ʩ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ 

ʩʝʢʨʝʪʘʨʝʤ) ʦʧʨʝʜʝʣʷʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʝʢʪʦʨʳ ʵʢʦʥʦʤʠʢʠ ʈʦʩʩʠʡʩʢʦʡ 

ʌʝʜʝʨʘʮʠʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʦʚʣʝʯʴ ʟʘ ʩʦʙʦʡ ʙʣʦʢʠʨʫʶʱʠʝ ʩʘʥʢʮʠʠ. 

ʅʘʨʫʰʝʥʠʝ ʧʦʩʪʘʚʦʢ ʛʘʟʘ ʠʣʠ ʵʥʝʨʛʠʠ ʚ ɽʚʨʦʧʫ, ʂʘʚʢʘʟ ʠʣʠ ɸʟʠʶ: EO 

ʨʘʟʨʝʰʘʝʪ ʙʣʦʢʠʨʫʶʱʠʝ ʩʘʥʢʮʠʠ ʚ ʦʪʥʦʰʝʥʠʠ ʣʠʮ, ʧʨʠʟʥʘʥʥʳʭ ʦʪʚʝʪʩʪʚʝʥʥʳʤʠ ʟʘ 

ʠʣʠ ʩʦʫʯʘʩʪʥʠʢʘʤʠ, ʣʠʙʦ ʧʨʷʤʦ ʠʣʠ ʢʦʩʚʝʥʥʦ ʫʯʘʩʪʚʦʚʘʚʰʠʭ ʠʣʠ ʧʳʪʘʚʰʠʭʩʷ 

ʫʯʘʩʪʚʦʚʘʪʴ, ʦʪʢʣʶʯʘʷ ʠʣʠ ʥʘʨʫʰʘʷ ʛʘʟʦʚʳʝ ʠʣʠ ʧʦʩʪʘʚʢʠ ʵʥʝʨʛʠʠ ʚ ɽʚʨʦʧʫ, 

ʂʘʚʢʘʟ ʠʣʠ ɸʟʠʶ, ʠ ʙʳʪʴ: (i) ʛʨʘʞʜʘʥʠʥʦʤ ʠʣʠ ʛʨʘʞʜʘʥʠʥʦʤ ʈʦʩʩʠʠ; ʠʣʠ (ii) 

ʦʨʛʘʥʠʟʘʮʠʷ, ʫʯʨʝʞʜʝʥʥʘʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ ʈʦʩʩʠʠ ʠʣʠ 

ʨʦʩʩʠʡʩʢʦʡ ʶʨʠʩʜʠʢʮʠʠ (ʚʢʣʶʯʘʷ ʠʥʦʩʪʨʘʥʥʳʝ ʬʠʣʠʘʣʳ). ʊʝʨʤʠʥʳ çʨʝʟʢʘ ʠʣʠ 

ʨʘʟʨʫʰʝʥʠʝè ʥʝ ʦʧʨʝʜʝʣʝʥʳ. 

ɺʤʝʰʘʪʝʣʴʩʪʚʦ ʚ ʚʳʙʦʨʳ, ʢʠʙʝʨʘʪʘʢʠ ʠ ʢʦʨʨʫʧʮʠʦʥʥʘʷ ʜʝʷʪʝʣʴʥʦʩʪʴ: EO 

ʩʘʥʢʮʠʦʥʠʨʫʝʪ ʙʣʦʢʠʨʫʶʱʠʝ ʩʘʥʢʮʠʠ ʚ ʦʪʥʦʰʝʥʠʠ ʣʠʮ, ʢʦʪʦʨʳʝ, ʢʘʢ ʫʩʪʘʥʦʚʣʝʥʦ, 

ʫʯʘʩʪʚʦʚʘʣʠ ʚ ʰʠʨʦʢʦʤ ʩʧʝʢʪʨʝ ʜʝʡʩʪʚʠʡ, ʩʚʷʟʘʥʥʳʭ ʩ ʚʤʝʰʘʪʝʣʴʩʪʚʦʤ ʚ ʚʳʙʦʨʳ, 

ʢʠʙʝʨʘʪʘʢʘʤʠ ʠ ʢʦʨʨʫʧʮʠʝʡ. ɺ ʮʝʣʦʤ, ʜʝʡʩʪʚʠʷ ʚʢʣʶʯʘʶʪ: (i) ʟʣʦʥʘʤʝʨʝʥʥʳʝ 

ʢʠʙʝʨ-ʜʝʡʩʪʚʠʷ; (ii) ʚʤʝʰʘʪʝʣʴʩʪʚʦ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʉʐɸ ʠʣʠ ʜʨʫʛʦʛʦ ʠʥʦʩʪʨʘʥʥʦʛʦ 

ʛʦʩʫʜʘʨʩʪʚʘ ʚ ʚʳʙʦʨʳ; (iii) ʚʤʝʰʘʪʝʣʴʩʪʚʦ ʚ ʜʝʤʦʢʨʘʪʠʯʝʩʢʠʝ ʧʨʦʮʝʩʩʳ ʚ ʉʐɸ ʠ ʟʘ 

ʨʫʙʝʞʦʤ; (iv) ʪʨʘʥʩʥʘʮʠʦʥʘʣʴʥʘʷ ʢʦʨʨʫʧʮʠʷ; (v) ʬʠʟʠʯʝʩʢʠʡ ʫʱʝʨʙ ʣʠʮʘʤ ʠʣʠ 

ʛʨʘʞʜʘʥʘʤ ʉʐɸ ʠʣʠ ʛʨʘʞʜʘʥʘʤ ʩʦʶʟʥʠʢʦʚ ʠ ʧʘʨʪʥʝʨʦʚ ʉʐɸ; (vi) ʜʝʡʩʪʚʠʷ, 

ʧʦʜʨʳʚʘʶʱʠʝ ʤʠʨ, ʙʝʟʦʧʘʩʥʦʩʪʴ, ʧʦʣʠʪʠʯʝʩʢʫʶ ʩʪʘʙʠʣʴʥʦʩʪʴ ʠʣʠ 

ʪʝʨʨʠʪʦʨʠʘʣʴʥʫʶ ʮʝʣʦʩʪʥʦʩʪʴ ʉʐɸ, ʠʭ ʩʦʶʟʥʠʢʦʚ ʠʣʠ ʧʘʨʪʥʝʨʦʚ; ʠʣʠ (vii) 

ʚʚʦʜʷʱʠʝ ʚ ʟʘʙʣʫʞʜʝʥʠʝ ʠʣʠ ʩʪʨʫʢʪʫʨʠʨʦʚʘʥʥʳʝ ʪʨʘʥʟʘʢʮʠʠ ʠʣʠ ʩʜʝʣʢʠ ʩ ʮʝʣʴʶ 

ʦʙʭʦʜʘ ʣʶʙʳʭ ʩʘʥʢʮʠʡ ʉʐɸ, ʚ ʪʦʤ ʯʠʩʣʝ ʧʦʩʨʝʜʩʪʚʦʤ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʮʠʬʨʦʚʳʭ 

ʚʘʣʶʪ ʠʣʠ ʘʢʪʠʚʦʚ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʬʠʟʠʯʝʩʢʠʭ ʘʢʪʠʚʦʚ. 

ʉʘʥʢʮʠʠ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʈʦʩʩʠʠ ʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʯʠʥʦʚʥʠʢʦʚ: EO 

ʩʘʥʢʮʠʦʥʠʨʫʝʪ ʙʣʦʢʠʨʫʶʱʠʝ ʩʘʥʢʮʠʠ ʚ ʦʪʥʦʰʝʥʠʠ ʣʠʮ, ʦʧʨʝʜʝʣʝʥʥʳʭ 

ɻʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʜʝʧʘʨʪʘʤʝʥʪʦʤ ʚ ʢʘʯʝʩʪʚʝ ʨʫʢʦʚʦʜʠʪʝʣʝʡ, ʜʦʣʞʥʦʩʪʥʳʭ ʣʠʮ, 

ʩʪʘʨʰʠʭ ʜʦʣʞʥʦʩʪʥʳʭ ʣʠʮ ʠʣʠ ʯʣʝʥʦʚ ʩʦʚʝʪʘ ʜʠʨʝʢʪʦʨʦʚ ʨʦʩʩʠʡʩʢʦʛʦ 

ʧʨʘʚʠʪʝʣʴʩʪʚʘ, ʦʨʛʘʥʠʟʘʮʠʡ, ʢʦʪʦʨʳʝ ʫʯʘʩʪʚʦʚʘʣʠ ʚ ʚʤʝʰʘʪʝʣʴʩʪʚʝ ʚ ʚʳʙʦʨʳ, 

ʢʠʙʝʨʘʪʘʢʘʭ ʠ ʢʦʨʨʫʧʮʠʦʥʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ, ʠʣʠ ʣʠʮʘ, ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʝ ʧʦ EO. 

ʊʦʯʥʦ ʪʘʢ ʞʝ ʤʦʛʫʪ ʙʳʪʴ ʟʘʙʣʦʢʠʨʦʚʘʥʳ ʧʦʣʠʪʠʯʝʩʢʠʝ ʧʦʜʨʘʟʜʝʣʝʥʠʷ, ʘʛʝʥʪʩʪʚʘ 

ʠʣʠ ʦʨʛʘʥʳ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʈʦʩʩʠʠ, ʘ ʪʘʢʞʝ ʩʫʧʨʫʛʠ ʠʣʠ ʚʟʨʦʩʣʳʝ ʜʝʪʠ ʣʠʮ, ʢʦʪʦʨʳʝ 

ʙʳʣʠ ʟʘʙʣʦʢʠʨʦʚʘʥʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ EO ʚ ʢʘʯʝʩʪʚʝ ʜʦʣʞʥʦʩʪʥʳʭ ʣʠʮ ʨʦʩʩʠʡʩʢʦʛʦ 

ʧʨʘʚʠʪʝʣʴʩʪʚʘ, ʠʣʠ ʟʘ ʚʤʝʰʘʪʝʣʴʩʪʚʦ ʚ ʚʳʙʦʨʳ, ʢʠʙʝʨʘʪʘʢʠ ʠ ʢʦʨʨʫʧʮʠʦʥʥʫʶ 

ʜʝʷʪʝʣʴʥʦʩʪʴ. çʇʨʘʚʠʪʝʣʴʩʪʚʦ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠè ʦʧʨʝʜʝʣʷʝʪʩʷ ʚ ʰʠʨʦʢʦʤ 

ʩʤʳʩʣʝ ʠ ʚʢʣʶʯʘʝʪ çʇʨʘʚʠʪʝʣʴʩʪʚʦ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ, ʣʶʙʦʝ ʧʦʣʠʪʠʯʝʩʢʦʝ 
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ʧʦʜʨʘʟʜʝʣʝʥʠʝ, ʘʛʝʥʪʩʪʚʦ ʠʣʠ ʠʭ ʩʪʨʫʢʪʫʨʫ,ʜʝʡʩʪʚʫʝʪ ʦʪ ʠʤʝʥʠ ʠʣʠ ʚ ʠʥʪʝʨʝʩʘʭ 

ʇʨʘʚʠʪʝʣʴʩʪʚʘ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠè. (ʂʫʨʩʠʚ ʜʦʙʘʚʣʝʥ.) 

ʆʛʨʘʥʠʯʝʥʠʷ ʧʦ ʩʫʚʝʨʝʥʥʦʤʫ ʜʦʣʛʫ 

15 ʘʧʨʝʣʷ ʂʘʟʥʘʯʝʡʩʪʚʦ ʪʘʢʞʝ ʠʟʜʘʣʦ ç ɼʠʨʝʢʪʠʚʫ 1 è ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ EO. 

ɼʠʨʝʢʪʠʚʘ 1: 

ʦʧʨʝʜʝʣʷʝʪ ʎʝʥʪʨʘʣʴʥʳʡ ʙʘʥʢ, ʌʦʥʜ ʥʘʮʠʦʥʘʣʴʥʦʛʦ ʙʣʘʛʦʩʦʩʪʦʷʥʠʷ ʠ 

ʄʠʥʠʩʪʝʨʩʪʚʦ ʬʠʥʘʥʩʦʚ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʢʘʢ çʧʦʣʠʪʠʯʝʩʢʠʝ ʧʦʜʨʘʟʜʝʣʝʥʠʷ, 

ʘʛʝʥʪʩʪʚʘ ʠʣʠ ʩʪʨʫʢʪʫʨʳè ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʈʦʩʩʠʠ (ʩʤ. ʚʳʰʝ); ʘ ʪʘʢʞʝ 

ʟʘʧʨʝʱʘʝʪ çʬʠʥʘʥʩʦʚʳʤ ʫʯʨʝʞʜʝʥʠʷʤ ʉʐɸè: (i) ʫʯʘʩʪʠʝ ʥʘ ʧʝʨʚʠʯʥʦʤ 

ʨʳʥʢʝ ʨʫʙʣʝʚʳʭ ʠʣʠ ʥʝʨʫʙʣʝʚʳʭ ʦʙʣʠʛʘʮʠʡ, ʚʳʧʫʱʝʥʥʳʭ ʧʦʩʣʝ 14 ʠʶʥʷ 2021 ʛ. 

ʎʝʥʪʨʘʣʴʥʳʤ ʙʘʥʢʦʤ, ʌʦʥʜʦʤ ʥʘʮʠʦʥʘʣʴʥʦʛʦ ʙʣʘʛʦʩʦʩʪʦʷʥʠʷ ʠʣʠ ʄʠʥʠʩʪʝʨʩʪʚʦʤ 

ʬʠʥʘʥʩʦʚ; ʠ (ii) ʢʨʝʜʠʪʦʚʘʥʠʝ ʩʨʝʜʩʪʚ ʚ ʨʫʙʣʷʭ ʠʣʠ ʥʝ ʚ ʨʫʙʣʷʭ ʎʝʥʪʨʘʣʴʥʦʤʫ 

ʙʘʥʢʫ, ʌʦʥʜʫ ʥʘʮʠʦʥʘʣʴʥʦʛʦ ʙʣʘʛʦʩʦʩʪʦʷʥʠʷ ʠʣʠ ʄʠʥʠʩʪʝʨʩʪʚʫ ʬʠʥʘʥʩʦʚ. 

ʉʦʛʣʘʩʥʦ ɼʠʨʝʢʪʠʚʝ 1, ʪʝʨʤʠʥ çʬʠʥʘʥʩʦʚʦʝ ʫʯʨʝʞʜʝʥʠʝ ʉʐɸè ʦʟʥʘʯʘʝʪ 

ʣʶʙʦʝ ʶʨʠʜʠʯʝʩʢʦʝ ʣʠʮʦ ʚ ʉʐɸ (ʚʢʣʶʯʘʷ ʝʛʦ ʟʘʨʫʙʝʞʥʳʝ ʦʪʜʝʣʝʥʠʷ), ʢʦʪʦʨʦʝ 

ʟʘʥʠʤʘʝʪʩʷ ʙʠʟʥʝʩʦʤ ʧʦ ʧʨʠʝʤʫ ʜʝʧʦʟʠʪʦʚ, ʚʥʝʩʝʥʠʶ, ʧʨʝʜʦʩʪʘʚʣʝʥʠʶ, ʧʝʨʝʜʘʯʝ, 

ʭʨʘʥʝʥʠʶ ʠʣʠ ʧʦʩʨʝʜʥʠʯʝʩʪʚʫ ʩʩʫʜ ʠʣʠ ʜʨʫʛʠʤ ʚʠʜʘʤ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʢʨʝʜʠʪʘ, ʠʣʠ 

ʧʦʢʫʧʢʘ ʠʣʠ ʧʨʦʜʘʞʘ ʠʥʦʩʪʨʘʥʥʦʡ ʚʘʣʶʪʳ, ʮʝʥʥʳʭ ʙʫʤʘʛ, ʪʦʚʘʨʥʳʭ ʬʴʶʯʝʨʩʦʚ 

ʠʣʠ ʦʧʮʠʦʥʦʚ ʠʣʠ ʟʘʢʫʧʢʘ ʠʭ ʧʦʢʫʧʘʪʝʣʷʤʠ ʠ ʧʨʦʜʘʚʮʘʤʠ ʚ ʢʘʯʝʩʪʚʝ ʧʨʠʥʮʠʧʘʣʘ 

ʠʣʠ ʘʛʝʥʪʘ. ʊʝʨʤʠʥ ʚʢʣʶʯʘʝʪ ʜʝʧʦʟʠʪʘʨʥʳʝ ʫʯʨʝʞʜʝʥʠʷ, ʙʘʥʢʠ, ʩʙʝʨʝʛʘʪʝʣʴʥʳʝ 

ʙʘʥʢʠ, ʪʨʘʩʪʦʚʳʝ ʢʦʤʧʘʥʠʠ, ʙʨʦʢʝʨʦʚ ʠ ʜʠʣʝʨʦʚ ʧʦ ʮʝʥʥʳʤ ʙʫʤʘʛʘʤ, ʙʨʦʢʝʨʦʚ ʠ 

ʜʠʣʝʨʦʚ ʧʦ ʬʴʶʯʝʨʩʘʤ ʠ ʦʧʮʠʦʥʘʤ, ʪʦʨʛʦʚʮʝʚ ʬʦʨʚʘʨʜʥʳʤʠ ʢʦʥʪʨʘʢʪʘʤʠ ʠ 

ʠʥʦʩʪʨʘʥʥʦʡ ʚʘʣʶʪʦʡ, ʙʠʨʞʠ ʮʝʥʥʳʭ ʙʫʤʘʛ ʠ ʪʦʚʘʨʦʚ, ʢʣʠʨʠʥʛʦʚʳʝ ʢʦʨʧʦʨʘʮʠʠ, 

ʠʥʚʝʩʪʠʮʠʦʥʥʳʝ ʢʦʤʧʘʥʠʠ, ʧʣʘʥʳ ʚʦʟʥʘʛʨʘʞʜʝʥʠʷ ʩʦʪʨʫʜʥʠʢʦʚ ʠ ʉʐɸ. 

ʭʦʣʜʠʥʛʦʚʳʝ ʢʦʤʧʘʥʠʠ, ʬʠʣʠʘʣʳ ʚ ʉʐɸ ʠʣʠ ʜʦʯʝʨʥʠʝ ʢʦʤʧʘʥʠʠ ʚ ʉʐɸ ʣʶʙʦʛʦ 

ʠʟ ʚʳʰʝʧʝʨʝʯʠʩʣʝʥʥʦʛʦ. ʕʪʦʪ ʪʝʨʤʠʥ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʪʝ ʬʠʣʠʘʣʳ, ʦʬʠʩʳ, 

ɼʠʨʝʢʪʠʚʘ ɿʘʢʦʥʘ ʦ ʭʠʤʠʯʝʩʢʦʤ ʠ ʙʠʦʣʦʛʠʯʝʩʢʦʤ ʦʨʫʞʠʠ (çʍɹʆè) ʫʞʝ 

ʟʘʧʨʝʱʘʣʘ çʙʘʥʢʘʤ ʉʐɸè, ʚʢʣʶʯʘʷ ʠʥʦʩʪʨʘʥʥʳʝ ʦʪʜʝʣʝʥʠʷ,: (i) ʫʯʘʩʪʚʦʚʘʪʴ ʥʘ 

ʧʝʨʚʠʯʥʦʤ ʨʳʥʢʝ ʥʝʨʫʙʣʝʚʳʭ ʦʙʣʠʛʘʮʠʡ, ʚʳʧʫʱʝʥʥʳʭ ʨʦʩʩʠʡʩʢʠʤ ʛʦʩʫʜʘʨʩʪʚʦʤ; 

ʠ (ii) ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ ʩʩʫʜʳ ʥʝʨʫʙʣʝʚʳʤ ʬʦʥʜʘʤ ʛʦʩʫʜʘʨʩʪʚʫ ʈʦʩʩʠʠ ʧʦʩʣʝ 26 

ʘʚʛʫʩʪʘ 2019 ʛ. ɿʘʧʨʝʪʳ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ɼʠʨʝʢʪʠʚʦʡ 1 ʘʥʘʣʦʛʠʯʥʳ ʦʛʨʘʥʠʯʝʥʠʷʤ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ɼʠʨʝʢʪʠʚʦʡ ɿʘʢʦʥʘ ʦ ʍɹʆ, ʟʘ ʠʩʢʣʶʯʝʥʠʝʤ ʪʦʛʦ, ʯʪʦ ɼʠʨʝʢʪʠʚʘ 1 ʚ 

ʙʦʣʝʝ ʰʠʨʦʢʦʤ ʩʤʳʩʣʝ ʧʨʠʤʝʥʷʝʪʩʷ ʢ: (i) çʌʠʥʘʥʩʦʚʳʝ ʫʯʨʝʞʜʝʥʠʷ ʉʐɸ è(ʢʘʢ 

ʦʧʨʝʜʝʣʝʥʦ ʚʳʰʝ); ʠ (ii) ʦʧʝʨʘʮʠʠ ʩ ʨʫʙʣʝʚʳʤʠ ʠ ʥʝʨʫʙʣʝʚʳʤʠ ʦʙʣʠʛʘʮʠʷʤʠ ʠ 

ʬʦʥʜʘʤʠ. (ʏʘʩʪʦ ʟʘʜʘʚʘʝʤʳʝ ʚʦʧʨʦʩʳ OFAC 890.) 

ʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ, ʯʪʦ: 

ɼʠʨʝʢʪʠʚʘ 1 ʥʝ ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʥʘ ʚʪʦʨʠʯʥʳʡ ʨʳʥʦʢ ʫʢʘʟʘʥʥʳʭ ʚʳʰʝ 

ʦʙʣʠʛʘʮʠʡ. (ʏʘʩʪʦ ʟʘʜʘʚʘʝʤʳʝ ʚʦʧʨʦʩʳ OFAC 889.) 

çʇʨʘʚʠʣʦ 50%è OFAC ʥʝ ʧʨʠʤʝʥʷʝʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ɼʠʨʝʢʪʠʚʦʡ 1, ʪ. ɽ. 

ʆʛʨʘʥʠʯʝʥʠʷ ɼʠʨʝʢʪʠʚʳ 1 ʥʝ ʧʨʠʤʝʥʷʶʪʩʷ ʢ ʦʨʛʘʥʠʟʘʮʠʷʤ, ʧʨʷʤʦ ʠʣʠ ʢʦʩʚʝʥʥʦ 

ʧʨʠʥʘʜʣʝʞʘʱʠʤ 50% ʠʣʠ ʙʦʣʝʝ ʎʝʥʪʨʘʣʴʥʦʤʫ ʙʘʥʢʫ, ʌʦʥʜʫ ʥʘʮʠʦʥʘʣʴʥʦʛʦ 

ʙʣʘʛʦʩʦʩʪʦʷʥʠʷ ʠʣʠ ʄʠʥʠʩʪʝʨʩʪʚʫ ʬʠʥʘʥʩʦʚ. (ʏʘʩʪʦ ʟʘʜʘʚʘʝʤʳʝ ʚʦʧʨʦʩʳ OFAC 

891.) 

ʉʦʧʨʦʚʦʞʜʘʶʱʠʝ ʦʙʦʟʥʘʯʝʥʠʷ 
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ʅʘʨʷʜʫ ʩ ʥʦʚʳʤ EO, OFAC ʦʙʲʷʚʠʣʦ ʨʷʜ ʦʙʦʟʥʘʯʝʥʠʡ ʬʠʟʠʯʝʩʢʠʭ ʠ 

ʶʨʠʜʠʯʝʩʢʠʭ ʣʠʮ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʥʦʚʳʤʠ ʧʦʣʥʦʤʦʯʠʷʤʠ ʚ EO ʠ ʩʫʱʝʩʪʚʫʶʱʠʤʠ 

ʩʘʥʢʮʠʦʥʥʳʤʠ ʧʦʣʦʞʝʥʠʷʤʠ ʉʐɸéè. (Jonathan Cross, Christopher Boyd, Brittany 

Crosby-Banyai, Christopher Milazzo. Biden Administration Announces New Russia-

Related Sanctions in Response to Cybersecurity, Election Interference, Energy Issues // 

Herbert Smith Freehills (https://hsfnotes.com/sanctions/2021/04/15/biden-

administration-announces-new-russia-related-sanctions-in-response-to-cybersecurity-

election-interference-energy-issues/#page=1). 15.04.2021). 

***  

 

çɺ ʧʦʥʝʜʝʣʴʥʠʢ ʠʟʨʘʠʣʴʩʢʠʝ ʰʧʠʦʥʩʢʠʝ ʘʛʝʥʪʩʪʚʘ ʦʙʚʠʥʠʣʠ ʀʨʘʥ ʚ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʬʘʣʴʰʠʚʳʭ ʘʢʢʘʫʥʪʦʚ ʚ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ, ʯʪʦʙʳ ʟʘʤʘʥʠʪʴ 

ʛʨʘʞʜʘʥ ʝʚʨʝʡʩʢʦʛʦ ʛʦʩʫʜʘʨʩʪʚʘ ʟʘ ʛʨʘʥʠʮʝʡ, çʯʪʦʙʳ ʥʘʥʝʩʪʠ ʠʤ ʚʨʝʜ ʠʣʠ 

ʧʦʭʠʪʠʪʴè. 

ɿʘʷʚʣʝʥʠʝ ʀʟʨʘʠʣʷ ʧʨʦʟʚʫʯʘʣʦ ʯʝʨʝʟ ʥʝʩʢʦʣʴʢʦ ʯʘʩʦʚ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʀʨʘʥ 

ʦʙʚʠʥʠʣ ʩʚʦʝʛʦ ʟʘʢʣʷʪʦʛʦ ʚʨʘʛʘ ʚ ʦʨʛʘʥʠʟʘʮʠʠ ʘʪʘʢʠ ʥʘ ʢʣʶʯʝʚʦʡ ʷʜʝʨʥʳʡ ʦʙʲʝʢʪ ʠ 

ʧʦʦʙʝʱʘʣ çʦʪʦʤʩʪʠʪʴè. 

ɺ ʟʘʷʚʣʝʥʠʠ ʘʛʝʥʪʩʪʚʘ ʚʥʫʪʨʝʥʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʟʨʘʠʣʷ ʐʠʥ ɹʝʪ ʛʦʚʦʨʠʪʩʷ, 

ʯʪʦ ʦʥʦ ʠ ʤʝʞʜʫʥʘʨʦʜʥʘʷ ʨʘʟʚʝʜʢʘ ʄʦʩʩʘʜ ʨʘʩʢʨʳʣʠ çʤʝʪʦʜè, ʩ ʧʦʤʦʱʴʶ ʢʦʪʦʨʦʛʦ 

çʠʨʘʥʩʢʠʝ ʨʘʟʚʝʜʯʠʢʠè ʠʩʧʦʣʴʟʦʚʘʣʠ ʬʘʣʴʰʠʚʳʝ ʧʨʦʬʠʣʠ ʚ Instagram ʞʝʥʱʠʥ, 

çʧʦ-ʚʠʜʠʤʦʤʫ, ʟʘʥʠʤʘʶʱʠʭʩʷ ʙʠʟʥʝʩʦʤ ʠ ʪʫʨʠʟʤʦʤè, ʜʣʷ ʥʘʮʝʣʠʚʘʥʠʷ ʥʘ 

ʠʟʨʘʠʣʴʪʷʥ. 

ɺ ʟʘʷʚʣʝʥʠʠ ʛʦʚʦʨʠʪʩʷ, ʯʪʦ ʦʧʝʨʘʪʠʚʥʠʢʠ ʙʫʜʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʬʠʣʠ, 

ʯʪʦʙʳ ʦʙʨʘʪʠʪʴʩʷ ʢ ʠʟʨʘʠʣʴʪʷʥʘʤ, ʠʤʝʶʱʠʤ ʤʝʞʜʫʥʘʨʦʜʥʳʝ ʜʝʣʦʚʳʝ ʢʦʥʪʘʢʪʳ, ʠ 

ʧʦʧʳʪʘʪʴʩʷ çʚʦʚʣʝʯʴ ʠʭ ʚ ʨʦʤʘʥʪʠʯʝʩʢʠʝ ʠʣʠ ʢʦʤʤʝʨʯʝʩʢʠʝ ʚʩʪʨʝʯʠè ʚ ʩʪʨʘʥʘʭ ʧʦ 

ʚʩʝʤʫ ʤʠʨʫ. 

ʀʟʨʘʠʣʴʩʢʠʝ ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ çʠʩʢʨʝʥʥʝ ʦʙʝʩʧʦʢʦʝʥʳè ʪʝʤ, 

ʯʪʦ ʠʨʘʥʩʢʘʷ ʜʝʷʪʝʣʴʥʦʩʪʴ çʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʧʦʧʳʪʢʘʤ ʧʨʠʯʠʥʠʪʴ ʚʨʝʜ ʠʣʠ 

ʧʦʭʠʪʠʪʴ ʠʟʨʘʠʣʴʪʷʥ ʚ ʵʪʠʭ ʩʪʨʘʥʘʭè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ ʐʠʥ ɹʝʪ, ʦʪʤʝʪʠʚ, 

ʯʪʦ ʘʥʘʣʦʛʠʯʥʘʷ ʪʘʢʪʠʢʘ ʙʳʣʘ ʠʩʧʦʣʴʟʦʚʘʥʘ ʀʨʘʥʦʤ ʧʨʦʪʠʚ ʧʨʦʪʠʚʥʠʢʦʚ ʨʝʞʠʤʘ ʚ 

ɽʚʨʦʧʝ. 

ʀʟʨʘʠʣʴʩʢʠʡ ʯʠʥʦʚʥʠʢ, ʚʳʩʪʫʧʘʚʰʠʡ ʥʘ ʫʩʣʦʚʠʷʭ ʘʥʦʥʠʤʥʦʩʪʠ, ʩʦʦʙʱʠʣ 

AFP, ʯʪʦ ʙʳʣ çʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ ʦʜʠʥ ʩʣʫʯʘʡ, ʢʦʛʜʘ ʛʨʘʞʜʘʥʠʥ ʫʝʭʘʣ ʚ ʜʨʫʛʫʶ 

ʩʪʨʘʥʫ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʚʩʪʨʝʯʠè ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʩʚʷʟʘʣʩʷ ʩ ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ ʫʯʝʪʥʦʡ 

ʟʘʧʠʩʴʶ ʚ ʩʦʮʠʘʣʴʥʦʡ ʩʝʪʠ. 

çʏʝʣʦʚʝʢ ʙʳʣ ʧʨʝʜʫʧʨʝʞʜʝʥ (ʠʟʨʘʠʣʴʩʢʦʡ) ʨʘʟʚʝʜʢʦʡ ʠ ʚʝʨʥʫʣʩʷ (ʜʦʤʦʡ)è, - 

ʩʢʘʟʘʣ ʯʠʥʦʚʥʠʢ. 

ʉʦʛʣʘʩʥʦ ʩʦʦʙʱʝʥʠʷʤ, ʥʘʧʨʷʞʝʥʥʦʩʪʴ ʚ ʦʪʥʦʰʝʥʠʷʭ ʤʝʞʜʫ ʀʨʘʥʦʤ ʠ 

ʀʟʨʘʠʣʝʤ ʚ ʧʦʩʣʝʜʥʠʝ ʥʝʜʝʣʠ ʚʦʟʨʦʩʣʘ, ʧʦʩʢʦʣʴʢʫ ʧʨʦʪʠʚʥʠʢʠ ʦʙʤʝʥʠʚʘʶʪʩʷ 

ʘʪʘʢʘʤʠ ʥʘ ʪʦʨʛʦʚʳʝ ʩʫʜʘ ʜʨʫʛ ʜʨʫʛʘ. 

ɺ ʧʦʥʝʜʝʣʴʥʠʢ ʀʨʘʥ ʟʘʷʚʠʣ, ʯʪʦ ʥʘʢʘʥʫʥʝ ʚ ʮʝʥʪʨʝ ʨʘʩʧʨʝʜʝʣʝʥʠʷ 

ʵʣʝʢʪʨʦʵʥʝʨʛʠʠ ʝʛʦ ʟʘʚʦʜʘ ʧʦ ʦʙʦʛʘʱʝʥʠʶ ʫʨʘʥʘ ʚ ʅʘʪʘʥʟʝ ʧʨʦʠʟʦʰʝʣ çʥʝʙʦʣʴʰʦʡ 

ʚʟʨʳʚè, ʯʪʦ ʤʠʥʠʩʪʝʨʩʪʚʦ ʠʥʦʩʪʨʘʥʥʳʭ ʜʝʣ ʥʘʟʚʘʣʦ ʠʟʨʘʠʣʴʩʢʠʤ ʘʢʪʦʤ 

çʪʝʨʨʦʨʠʟʤʘè. 
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ʀʟʨʘʠʣʴ ʚʳʩʪʫʧʠʣ ʧʨʦʪʠʚ ʥʝʜʘʚʥʦ ʚʦʟʦʙʥʦʚʣʝʥʥʳʭ ʧʝʨʝʛʦʚʦʨʦʚ ʩ ʀʨʘʥʦʤ 

ʧʨʠ ʧʦʜʜʝʨʞʢʝ ɽʉ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʩʧʘʩʝʥʠʝ ʤʝʞʜʫʥʘʨʦʜʥʦʛʦ ʩʦʛʣʘʰʝʥʠʷ 2015 

ʛʦʜʘ ʧʦ ʷʜʝʨʥʦʡ ʧʨʦʛʨʘʤʤʝ ʊʝʛʝʨʘʥʘ, ʢʦʪʦʨʦʝ ʙʳʣʦ ʨʘʟʦʨʚʘʥʦ ʩ ʪʝʭ ʧʦʨ, ʢʘʢ ʉʐɸ 

ʚ ʦʜʥʦʩʪʦʨʦʥʥʝʤ ʧʦʨʷʜʢʝ ʚʳʰʣʠ ʠʟ ʵʪʦʛʦ ʩʦʛʣʘʰʝʥʠʷ ʚ 2018 ʛʦʜʫ. 

ʀʟʨʘʠʣʴ ʩʯʠʪʘʝʪ, ʯʪʦ ʀʨʘʥ ʦʙʤʘʥʳʚʘʝʪ ʩʜʝʣʢʫ ʠ ʨʘʙʦʪʘʝʪ ʥʘʜ ʩʦʟʜʘʥʠʝʤ 

ʷʜʝʨʥʦʛʦ ʦʨʫʞʠʷ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʊʝʛʝʨʘʥ ʦʪʨʠʮʘʝʪ ʪʘʢʠʝ ʘʤʙʠʮʠʠè. (Iran Used Fake 

Instagram Accounts to Try to Nab Israelis: Spy Agencies // Wired Business Media 

(https://www.securityweek.com/iran-used-fake-instagram-accounts-try-nab-israelis-

spy-agencies). 12.04.2021). 
***  

 

çʆʬʠʮʠʘʣʴʥʳʝ ʣʠʮʘ ʟʘʷʚʠʣʠ ʚʦ ʚʪʦʨʥʠʢ, ʯʪʦ ʦʨʛʘʥʠʟʘʮʠʷ, ʢʦʪʦʨʘʷ 

ʢʫʨʠʨʫʝʪ ʥʘʮʠʦʥʘʣʴʥʳʝ ʩʧʦʨʪʠʚʥʳʝ ʬʝʜʝʨʘʮʠʠ ʐʚʝʮʠʠ, ʙʳʣʘ ʚʟʣʦʤʘʥʘ 

ʨʦʩʩʠʡʩʢʦʡ ʚʦʝʥʥʦʡ ʨʘʟʚʝʜʢʦʡ ʚ 2017-2018 ʛʦʜʘʭ ʚ ʭʦʜʝ ʢʘʤʧʘʥʠʠ ʧʦ ʚʟʣʦʤʫ 

ʜʘʥʥʳʭ, ʢʦʪʦʨʘʷ ʪʘʢʞʝ ʟʘʪʨʦʥʫʣʘ ʥʝʢʦʪʦʨʳʝ ʚʝʜʫʱʠʝ ʩʧʦʨʪʠʚʥʳʝ 

ʦʨʛʘʥʠʟʘʮʠʠ ʤʠʨʘ, ʚʢʣʶʯʘʷ ʌʀʌɸ ʠ ɺʩʝʤʠʨʥʦʝ ʘʥʪʠʜʦʧʠʥʛʦʚʦʝ ʘʛʝʥʪʩʪʚʦ. 

ʐʚʝʜʩʢʠʝ ʧʨʦʢʫʨʦʨʳ ʟʘʷʚʠʣʠ, ʯʪʦ çʥʝʦʜʥʦʢʨʘʪʥʳʝ ʠ ʚʩʝʦʙʲʝʤʣʶʱʠʝ 

ʥʘʨʫʰʝʥʠʷè ʐʚʝʜʩʢʦʡ ʩʧʦʨʪʠʚʥʦʡ ʢʦʥʬʝʜʝʨʘʮʠʠ ʩʦ ʩʪʦʨʦʥʳ ɻʈʋ ʧʨʠʚʝʣʠ ʢ ʪʦʤʫ, 

ʯʪʦ ʢ ʣʠʯʥʳʤ ʜʘʥʥʳʤ ʩʧʦʨʪʩʤʝʥʦʚ, ʪʘʢʠʤ ʢʘʢ ʤʝʜʠʮʠʥʩʢʠʝ ʟʘʧʠʩʠ, ʙʳʣ ʧʦʣʫʯʝʥ 

ʜʦʩʪʫʧ, ʠ ʵʪʘ ʠʥʬʦʨʤʘʮʠʷ ʙʳʣʘ ʦʧʫʙʣʠʢʦʚʘʥʘ ʰʚʝʜʩʢʠʤʠ ʉʄʀ. 

ɺʟʣʦʤ ʙʳʣ ʦʙʥʘʨʫʞʝʥ ʚ ʨʝʟʫʣʴʪʘʪʝ ʨʘʩʩʣʝʜʦʚʘʥʠʷ, ʧʨʦʚʝʜʝʥʥʦʛʦ ʉʣʫʞʙʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʐʚʝʮʠʠ ʚ ʩʦʪʨʫʜʥʠʯʝʩʪʚʝ ʩʦ ʩʣʫʞʙʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʨʫʛʠʭ ʩʪʨʘʥ. 

ʅʦ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʙʳʣʦ ʧʨʝʢʨʘʱʝʥʦ, ʧʦʪʦʤʫ ʯʪʦ çʦʪʩʫʪʩʪʚʫʶʪ ʥʝʦʙʭʦʜʠʤʳʝ 

ʧʨʝʜʚʘʨʠʪʝʣʴʥʳʝ ʫʩʣʦʚʠʷ ʜʣʷ ʚʦʟʙʫʞʜʝʥʠʷ ʩʫʜʝʙʥʦʛʦ ʜʝʣʘ ʟʘ ʛʨʘʥʠʮʝʡ ʠʣʠ 

ʵʢʩʪʨʘʜʠʮʠʠ ʚ ʐʚʝʮʠʶè, - ʩʢʘʟʘʣ ʧʨʦʢʫʨʦʨ ʄʘʪʩ ʖʥʛʢʚʠʩʪ. 

ʋʪʚʝʨʞʜʘʝʪʩʷ, ʯʪʦ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʧʨʦʠʟʦʰʣʠ ʩ ʜʝʢʘʙʨʷ 2017 ʛʦʜʘ ʧʦ ʤʘʡ 

2018 ʛʦʜʘ. ɺ ʪʦ ʚʨʝʤʷ ʐʚʝʮʠʷ ʛʦʪʦʚʠʣʘ ʟʘʷʚʢʫ ʥʘ ʧʨʦʚʝʜʝʥʠʝ ʟʠʤʥʠʭ ʆʣʠʤʧʠʡʩʢʠʭ 

ʠʛʨ 2026 ʛʦʜʘ. 

ʉʨʝʜʠ ʩʧʦʨʪʩʤʝʥʦʚ, ʧʦʣʫʯʠʚʰʠʭ ʜʦʩʪʫʧ ʢ ʯʘʩʪʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʙʳʣʘ 

ʬʫʪʙʦʣʠʩʪʢʘ ʞʝʥʩʢʦʡ ʥʘʮʠʦʥʘʣʴʥʦʡ ʩʙʦʨʥʦʡ ʆʣʠʚʠʷ ʐʦʫ. 

çʕʪʦ ʩʝʨʴʝʟʥʦʝ ʧʨʝʩʪʫʧʣʝʥʠʝ ʧʨʦʪʠʚ ʯʝʣʦʚʝʯʥʦʩʪʠ ʠ ʮʝʥʥʦʩʪʝʡ, ʢʦʛʜʘ ʣʠʯʥʘʷ 

ʠʥʬʦʨʤʘʮʠʷ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʙʳʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ, ʙʳʣʘ ʨʘʩʧʨʦʩʪʨʘʥʝʥʘ ʙʝʟ 

ʤʘʣʝʡʰʝʛʦ ʨʘʟʤʳʰʣʝʥʠʷ ʦ ʪʦʤ, ʢʘʢ ʦʥʘ ʤʦʞʝʪ ʧʦʚʣʠʷʪʴ ʥʘ ʣʶʜʝʡè, - ʩʢʘʟʘʣ ɹʴʦʨʥ 

ʕʨʠʢʩʩʦʥ, ʧʨʝʜʩʝʜʘʪʝʣʴ ʐʚʝʜʩʢʦʡ ʩʧʦʨʪʠʚʥʦʡ ʢʦʥʬʝʜʝʨʘʮʠʠ. 

ʖʥʛʢʚʠʩʪ ʩʢʘʟʘʣ, ʯʪʦ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʙʳʣʠ ʯʘʩʪʴʶ ʙʦʣʝʝ ʤʘʩʰʪʘʙʥʦʡ 

ʩʠʩʪʝʤʘʪʠʯʝʩʢʦʡ ʢʘʤʧʘʥʠʠ ʨʦʩʩʠʡʩʢʠʭ ʭʘʢʝʨʦʚ ʧʨʦʪʠʚ ʤʝʞʜʫʥʘʨʦʜʥʳʭ 

ʩʧʦʨʪʠʚʥʳʭ ʦʨʛʘʥʠʟʘʮʠʡ, ʪʘʢʠʭ ʢʘʢ ʌʀʌɸ, ɺɸɼɸ, ɸʥʪʠʜʦʧʠʥʛʦʚʦʝ ʘʛʝʥʪʩʪʚʦ 

ʉʐɸ ʠ ʉʧʦʨʪʠʚʥʳʡ ʘʨʙʠʪʨʘʞʥʳʡ ʩʫʜ. ɺ 2018 ʛʦʜʫ ʉʦʝʜʠʥʝʥʥʳʝ ʐʪʘʪʳ 

ʧʨʝʜʲʷʚʠʣʠ ʦʙʚʠʥʝʥʠʷ ʚ ʧʨʝʜʧʦʣʘʛʘʝʤʦʤ ʚʟʣʦʤʝ ʈʦʩʩʠʝʡ ʦʣʠʤʧʠʡʩʢʠʭ ʠ 

ʬʫʪʙʦʣʴʥʳʭ ʦʙʲʝʢʪʦʚ. 

ʍʘʢʝʨʩʢʘʷ ʢʘʤʧʘʥʠʷ ʥʘʯʘʣʘʩʴ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʚ 2015 ʛʦʜʫ ʙʳʣʘ ʨʘʩʢʨʳʪʘ 

ʧʦʜʜʝʨʞʠʚʘʝʤʘʷ ʛʦʩʫʜʘʨʩʪʚʦʤ ʨʦʩʩʠʡʩʢʘʷ ʜʦʧʠʥʛʦʚʘʷ ʧʨʦʛʨʘʤʤʘè. (Swedish Sports 

Body Hacked by Russians, Officials Say // Wired Business Media 

(https://www.securityweek.com/swedish-sports-body-hacked-russians-officials-say). 

13.04.2021). 
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***  

 

çɹʠʟʥʝʩ ʚʩʝ ʯʘʱʝ ʧʦʜʚʝʨʛʘʝʪʩʷ ʢʨʠʪʠʢʝ ʩʦ ʩʪʦʨʦʥʳ ʭʘʢʝʨʦʚ, 

ʧʦʜʜʝʨʞʠʚʘʝʤʳʭ ʥʘʮʠʦʥʘʣʴʥʳʤ ʛʦʩʫʜʘʨʩʪʚʦʤ, ʧʦʩʢʦʣʴʢʫ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʧʦ 

ʚʩʝʤʫ ʤʠʨʫ ʫʯʘʩʪʚʫʶʪ ʚ ʘʪʘʢʘʭ, ʯʪʦʙʳ ʫʢʨʘʩʪʴ ʩʝʢʨʝʪʳ ʠʣʠ ʟʘʣʦʞʠʪʴ ʦʩʥʦʚʫ 

ʜʣʷ ʙʫʜʫʱʠʭ ʘʪʘʢ. 

ʅʘʮʠʦʥʘʣʴʥʳʝ ʛʦʩʫʜʘʨʩʪʚʘ, ʢʠʙʝʨʢʦʥʬʣʠʢʪ ʠ ʩʝʪʴ ʧʨʠʙʳʣʠ, ʠʩʩʣʝʜʦʚʘʥʠʝ, 

ʧʨʦʚʝʜʝʥʥʦʝ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠʟ HP ʠ ʢʨʠʤʠʥʦʣʦʛʘʤʠ ʠʟ 

ʋʥʠʚʝʨʩʠʪʝʪʘ ʉʫʨʨʝʷ, ʧʨʝʜʫʧʨʝʞʜʘʝʪ, ʯʪʦ ʢʦʣʠʯʝʩʪʚʦ ʢʣʶʯʝʚʳʭ ʘʪʘʢ ʥʘ 

ʥʘʮʠʦʥʘʣʴʥʳʝ ʛʦʩʫʜʘʨʩʪʚʘ ʟʥʘʯʠʪʝʣʴʥʦ ʚʳʨʦʩʣʦ ʟʘ ʧʦʩʣʝʜʥʠʝ ʪʨʠ ʛʦʜʘ - ʠ ʯʪʦ 

ʧʨʝʜʧʨʠʷʪʠʷ ʠ ʧʨʝʜʧʨʠʷʪʠʷ ʚʩʝ ʯʘʱʝ ʩʪʘʥʦʚʷʪʩʷ ʤʠʰʝʥʴʶ. 

ɸʥʘʣʠʟ ʢʠʙʝʨʘʪʘʢ ʤʝʞʜʫ ʥʘʮʠʦʥʘʣʴʥʳʤʠ ʛʦʩʫʜʘʨʩʪʚʘʤʠ ʚ ʧʝʨʠʦʜ ʩ 2017 ʧʦ 

2020 ʛʦʜ ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʯʫʪʴ ʙʦʣʝʝ ʪʨʝʪʠ ʦʨʛʘʥʠʟʘʮʠʡ, ʧʦʜʚʝʨʛʰʠʭʩʷ ʘʪʘʢʝ, ʙʳʣʠ 

ʧʨʝʜʧʨʠʷʪʠʷʤʠ: ʢʠʙʝʨʟʘʱʠʪʘ, ʉʄʀ, ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʠ ʢʨʠʪʠʯʝʩʢʘʷ ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ 

ʪʘʢʞʝ ʷʚʣʷʶʪʩʷ ʯʘʩʪʳʤʠ ʮʝʣʷʤʠ ʵʪʠʭ ʘʪʘʢ, ʥʦ ʧʨʝʜʧʨʠʷʪʠʷ ʧʦʜʥʷʣʠʩʴ ʥʘ ʚʝʨʰʠʥʫ 

ʨʝʡʪʠʥʛʘ. ʩʧʠʩʦʢ. 

çʅʝʟʘʚʠʩʠʤʦ ʦʪ ʩʝʢʪʦʨʘ ʠʣʠ ʨʘʟʤʝʨʘ, ʙʠʟʥʝʩ, ʧʦʭʦʞʝ, ʪʝʧʝʨʴ ʩʪʘʣʢʠʚʘʝʪʩʷ ʩ 

ʩʦʧʦʩʪʘʚʠʤʳʤʠ ʨʠʩʢʘʤʠ ʩʦ ʩʪʦʨʦʥʳ ʥʘʮʠʦʥʘʣʴʥʳʭ ʛʦʩʫʜʘʨʩʪʚ, ʢʘʢ ʠ ʩʦ ʩʪʦʨʦʥʳ 

ʪʨʘʜʠʮʠʦʥʥʳʭ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚè, - ʛʦʚʦʨʠʪʩʷ ʚ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʦʤ ʜʦʢʫʤʝʥʪʝ. 

ʆʩʥʦʚʥʘʷ ʮʝʣʴ ʵʪʠʭ ʘʪʘʢ - ʧʦʣʫʯʝʥʠʝ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʠʣʠ 

ʙʠʟʥʝʩ-ʘʥʘʣʠʪʠʢʠ, ʧʨʠʯʝʤ ʦʩʦʙʦʤʫ ʨʠʩʢʫ ʧʦʜʚʝʨʛʘʶʪʩʷ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʬʠʨʤʳ ʠ 

ʬʘʨʤʘʮʝʚʪʠʯʝʩʢʠʝ ʢʦʤʧʘʥʠʠ. 

ʉʦʙʳʪʠʷ ʧʨʦʰʣʦʛʦ ʛʦʜʘ ʫʚʝʣʠʯʠʣʠ ʨʠʩʢʠ, ʧʦʪʦʤʫ ʯʪʦ ʥʝ ʪʦʣʴʢʦ 

ʥʘʮʠʦʥʘʣʴʥʳʝ ʛʦʩʫʜʘʨʩʪʚʘ ʧʨʦʚʦʜʷʪ ʢʘʤʧʘʥʠʠ, ʩʪʨʝʤʷʩʴ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ 

ʠʩʩʣʝʜʦʚʘʥʠʷʤ ʚʘʢʮʠʥʳ COVID-19, ʥʦ ʠ ʪʦ, ʢʘʢ ʤʥʦʛʠʝ ʣʶʜʠ ʨʘʙʦʪʘʶʪ ʠʟ ʜʦʤʘ, 

ʦʩʪʘʚʠʣʦ ʠʭ - ʠ ʠʭ ʨʘʙʦʪʦʜʘʪʝʣʝʡ. - ʧʨʠ ʜʦʧʦʣʥʠʪʝʣʴʥʦʤ ʨʠʩʢʝ ʬʠʰʠʥʛʘ ʠ ʜʨʫʛʠʭ 

ʘʪʘʢ. 

çʅʘʮʠʦʥʘʣʴʥʳʝ ʛʦʩʫʜʘʨʩʪʚʘ ʪʨʘʪʷʪ ʟʥʘʯʠʪʝʣʴʥʦʝ ʚʨʝʤʷ ʠ ʨʝʩʫʨʩʳ ʥʘ 

ʜʦʩʪʠʞʝʥʠʝ ʩʪʨʘʪʝʛʠʯʝʩʢʠʭ ʢʠʙʝʨʧʨʝʠʤʫʱʝʩʪʚ, ʯʪʦʙʳ ʧʨʦʜʚʠʛʘʪʴ ʩʚʦʠ 

ʥʘʮʠʦʥʘʣʴʥʳʝ ʠʥʪʝʨʝʩʳ, ʚʦʟʤʦʞʥʦʩʪʠ ʩʙʦʨʘ ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ 

ʚʦʝʥʥʫʶ ʤʦʱʴ ʧʦʩʨʝʜʩʪʚʦʤ ʰʧʠʦʥʘʞʘ, ʧʦʜʨʳʚʥʳʭ ʜʝʡʩʪʚʠʡ ʠ ʚʦʨʦʚʩʪʚʘè, - ʩʢʘʟʘʣ 

ʜʦʢʪʦʨ ʄʘʡʢ ʄʘʢɻʫʘʡʨ, ʩʪʘʨʰʠʡ ʧʨʝʧʦʜʘʚʘʪʝʣʴ ʢʨʠʤʠʥʦʣʦʛʠʠ ʚ ʋʥʠʚʝʨʩʠʪʝʪʝ ʠʤ. 

ʉʫʨʨʝʡ. 

çʇʦʧʳʪʢʠ ʧʦʣʫʯʠʪʴ ʜʘʥʥʳʝ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʦʡ ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʦ ʚʘʢʮʠʥʘʭ ʠ 

ʘʪʘʢʠ ʥʘ ʮʝʧʦʯʢʠ ʧʦʩʪʘʚʦʢ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʜʝʤʦʥʩʪʨʠʨʫʶʪ, ʥʘ ʯʪʦ 

ʛʦʪʦʚʳ ʧʦʡʪʠ ʛʦʩʫʜʘʨʩʪʚʘ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʩʚʦʠʭ ʩʪʨʘʪʝʛʠʯʝʩʢʠʭ ʮʝʣʝʡè. 

ʍʘʢʝʨʳ ʪʘʢʞʝ ʛʦʪʦʚʳ ʠʩʧʦʣʴʟʦʚʘʪʴ ʤʝʪʦʜʳ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʦʜʚʝʨʛʥʫʪʴ 

ʨʠʩʢʫ ʤʥʦʛʠʝ ʢʦʤʧʘʥʠʠ, ʯʪʦʙʳ ʘʪʘʢʦʚʘʪʴ ʥʝʩʢʦʣʴʢʦ. 

çʉʝʡʯʘʩ ʝʩʪʴ ʛʦʪʦʚʥʦʩʪʴ ʧʦʩʪʘʚʠʪʴ ʧʦʜ ʫʛʨʦʟʫ ʪʳʩʷʯʠ ʩʝʪʝʡ ʠ ʧʨʝʜʧʨʠʷʪʠʡ, 

ʥʘʥʝʩʷ ʦʛʨʦʤʥʳʡ ʩʦʧʫʪʩʪʚʫʶʱʠʡ ʫʱʝʨʙ, ʭʦʪʷ ʥʘ ʩʘʤʦʤ ʜʝʣʝ ʠʩʪʠʥʥʳʝ ʮʝʣʠ ʵʪʠʭ 

ʢʠʙʝʨʘʪʘʢ ʙʫʜʫʪ ʥʘʤʥʦʛʦ ʤʝʥʴʰʝè, - ʩʢʘʟʘʣ ʗʥ ʇʨʘʪʪ, ʛʣʘʚʘ ʦʪʜʝʣʘ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʝʨʩʦʥʘʣʴʥʳʭ ʩʠʩʪʝʤ ʚ HP Inc. 

ʏʪʦʙʳ ʟʘʱʠʪʠʪʴ ʩʝʪʠ ʦʪ ʢʠʙʝʨʘʪʘʢ, ʚ ʦʪʯʝʪʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ, ʯʪʦʙʳ 

ʦʨʛʘʥʠʟʘʮʠʠ ʜʝʣʘʣʠ ʚʩʝ ʚʦʟʤʦʞʥʦʝ ʜʣʷ ʟʘʱʠʪʳ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ ʠ ʩʝʛʤʝʥʪʘʮʠʠ 
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ʩʝʪʝʡ, ʯʪʦʙʳ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʥʝ ʭʨʘʥʠʣʘʩʴ ʚ ʣʝʛʢʦʜʦʩʪʫʧʥʳʭ 

ʤʝʩʪʘʭ, ʝʩʣʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʧʳʪʘʝʪʩʷ ʧʨʦʥʠʢʥʫʪʴ ʚ ʩʝʪʴ. 

ʊʘʢʞʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ, ʯʪʦʙʳ ʦʨʛʘʥʠʟʘʮʠʠ ʩʚʦʝʚʨʝʤʝʥʥʦ ʧʨʠʤʝʥʷʣʠ 

ʠʩʧʨʘʚʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦʙʳ ʦʥʠ ʙʳʣʠ ʟʘʱʠʱʝʥʳ ʦʪ ʠʟʚʝʩʪʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ 

ʧʨʠ ʠʭ ʚʦʟʥʠʢʥʦʚʝʥʠʠ. 

çʇʦʩʢʦʣʴʢʫ ʤʘʩʰʪʘʙʳ ʠ ʠʟʦʱʨʝʥʥʦʩʪʴ ʘʪʘʢ ʥʘ ʥʘʮʠʦʥʘʣʴʥʳʝ ʛʦʩʫʜʘʨʩʪʚʘ 

ʧʨʦʜʦʣʞʘʶʪ ʨʘʩʪʠ, ʦʨʛʘʥʠʟʘʮʠʷʤ ʞʠʟʥʝʥʥʦ ʚʘʞʥʦ ʠʥʚʝʩʪʠʨʦʚʘʪʴ ʚ ʙʝʟʦʧʘʩʥʦʩʪʴ, 

ʢʦʪʦʨʘʷ ʧʦʤʦʛʘʝʪ ʠʤ ʦʧʝʨʝʞʘʪʴ ʵʪʠ ʧʦʩʪʦʷʥʥʦ ʤʝʥʷʶʱʠʝʩʷ ʫʛʨʦʟʳè, - ʩʢʘʟʘʣ 

ʇʨʘʪʪè. (Danny Palmer. Nation-state cyberattacks targeting businesses are on the rise 

// ZDNet (https://www.zdnet.com/article/nation-state-cyber-attacks-targeting-

businesses-are-on-the-rise/). 09.04.2021). 
***  

 

çɺ ʢʦʥʮʝ ʤʘʨʪʘ ʚ ʘʚʩʪʨʘʣʠʡʩʢʦʤ ʧʘʨʣʘʤʝʥʪʝ ʧʨʦʠʟʦʰʝʣ ʩʙʦʡ ʚ ʩʬʝʨʝ 

ʀʊ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʦʛʦ ʜʝʧʫʪʘʪʳ ʠ ʩʝʥʘʪʦʨʳ ʧʦʪʝʨʷʣʠ ʜʦʩʪʫʧ ʢ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ ʥʘ ʚʳʭʦʜʥʳʭ, ʘ ʥʝʢʦʪʦʨʳʝ ʚ ʪʝʯʝʥʠʝ ʥʝʜʝʣʠ ʞʘʣʦʚʘʣʠʩʴ ʥʘ 

ʪʦ, ʯʪʦ ʠʭ ʜʦʩʪʫʧ ʙʳʣ çʥʝʦʜʥʦʨʦʜʥʳʤè. 
ʇʝʨʝʜ ʩʝʥʘʪʦʨʘʤʠ ʚʦ ʚʨʝʤʷ ʩʣʫʰʘʥʠʡ ʧʦ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤ ʦʮʝʥʢʘʤ ʚ ʩʨʝʜʫ 

ʛʝʥʝʨʘʣʴʥʦʛʦ ʜʠʨʝʢʪʦʨʘ ɸʚʩʪʨʘʣʠʡʩʢʦʡ ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʦʡ ʦʨʛʘʥʠʟʘʮʠʠ (ASIO) 

ʄʘʡʢʘ ɹʝʨʜʞʝʩʩʘ ʩʧʨʦʩʠʣʠ ʦʙ ʠʥʮʠʜʝʥʪʝ ʠ ʦ ʪʦʤ, ʧʦʣʫʯʠʣʦ ʣʠ ʝʛʦ ʘʛʝʥʪʩʪʚʦ 

ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʵʪʦʤ.  

çʅʝʪ, ʤʳ ʦʙʳʯʥʦ ʥʝ ʧʦʣʫʯʘʝʤ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʪʢʣʶʯʝʥʠʠè, - ʦʪʚʝʪʠʣ ʦʥ. 

çʅʦ, ʢʦʥʝʯʥʦ, ʥʘʤ ʧʦʨʫʯʝʥʦ ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʫʛʨʦʟʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʢʣʶʯʘʷ 

ʧʦʪʝʥʮʠʘʣʴʥʳʡ ʰʧʠʦʥʘʞ ʠ ʠʥʦʩʪʨʘʥʥʦʝ ʚʤʝʰʘʪʝʣʴʩʪʚʦ, ʧʦʵʪʦʤʫ ʤʳ ʦʙʨʘʱʘʝʤ 

ʚʥʠʤʘʥʠʝ ʥʘ ʜʝʡʩʪʚʠʷ, ʠ ʫ ʥʘʩ ʝʩʪʴ ʧʦʥʠʤʘʥʠʝ ʪʦʛʦ, ʯʪʦ ʪʘʤ ʧʨʦʠʟʦʰʣʦè. 

ʆʥ ʩʢʘʟʘʣ, ʯʪʦ ʵʪʦʪ ʠʥʮʠʜʝʥʪ ʥʝ ʝʤʫ ʢʦʤʤʝʥʪʠʨʦʚʘʪʴ, ʧʨʝʜʣʘʛʘʷ ʩʝʥʘʪʦʨʘʤ 

ʥʘʧʨʘʚʠʪʴ ʩʚʦʠ ʚʦʧʨʦʩʳ ʜʨʫʛʠʤ. 

ʆʥ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʩʢʘʟʘʣ, ʯʪʦ ʥʝ ʙʳʣ ʦʙʝʩʧʦʢʦʝʥ ʵʪʠʤ ʦʪʢʣʶʯʝʥʠʝʤ 

ʥʘʧʨʷʤʫʶ. 

çʂʦʥʝʯʥʦ, ʩʝʡʯʘʩ ʧʦʣʝʟʥʦ ʧʦʜʯʝʨʢʥʫʪʴ, ʯʪʦ ʰʧʠʦʥʘʞ, ʚ ʪʦʤ ʯʠʩʣʝ 

ʢʠʙʝʨʰʧʠʦʥʘʞ, ʞʠʚ ʠ ʟʜʦʨʦʚè, - ʩʢʘʟʘʣ ʦʥ. çʀ ʙʫʜʫʪ ʣʶʜʠ, ʫ ʢʦʪʦʨʳʭ ʝʩʪʴ ʚʟʣʦʤʳ 

ʩʝʪʝʡ ʠ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʥʦ ʵʪʦ ʥʝ [ʪʦʣʴʢʦ] ʥʘʮʠʦʥʘʣʴʥʳʝ ʛʦʩʫʜʘʨʩʪʚʘ, ʵʪʦ 

ʤʦʛʫʪ ʙʳʪʴ ʧʨʝʩʪʫʧʥʠʢʠ ʠʣʠ ʦʪʜʝʣʴʥʳʝ ʣʠʮʘ. 

çʉʫʱʝʩʪʚʫʝʪ ʨʷʜ ʧʨʠʯʠʥ, ʧʦ ʢʦʪʦʨʳʤ ʩʝʪʠ ʤʦʛʫʪ ʙʳʪʴ ʥʘʨʫʰʝʥʳ, ʥʦ ʵʪʦ 

ʤʦʞʝʪ ʙʳʪʴ ʥʝ ʠʟ-ʟʘ ʢʠʙʝʨ-ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʠʣʠ ʧʨʝʩʪʫʧʥʳʭ ʜʝʡʩʪʚʠʡ, ʥʘ ʩʘʤʦʤ 

ʜʝʣʝ ʵʪʦ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʩʪʦ ʜʝʡʩʪʚʠʝ, ʢʦʪʦʨʦʝ ʩʝʪʝʚʳʝ ʦʧʝʨʘʪʦʨʳ ʧʨʝʜʧʨʠʥʠʤʘʶʪ 

ʜʣʷ ʥʘʨʫʰʝʥʠʷè. 

ʆʪʢʘʟʘʚʰʠʩʴ ʦʪ ʭʘʨʘʢʪʝʨʠʩʪʠʢʠ, ʯʪʦ ʵʪʦ ʙʳʣʦ çʥʘʧʘʜʝʥʠʝʤè, ɹʝʨʜʞʝʩʩ 

ʧʦʜʪʚʝʨʜʠʣ ʩʚʦʶ ʧʦʟʠʮʠʶ. 

çʄʝʥʷ ʢʘʢ ʜʠʨʝʢʪʦʨʘ ʩʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝ ʚʦʣʥʫʝʪ ʪʦ, ʯʪʦ ʷ ʚʠʜʝʣè, - 

ʧʦʚʪʦʨʠʣ ʦʥ. 

çʉ ʤʦʝʡ ʪʦʯʢʠ ʟʨʝʥʠʷ, ʠʤʝʝʪ ʤʝʩʪʦ ʰʧʠʦʥʘʞ ʠʣʠ ʢʠʙʝʨʰʧʠʦʥʘʞ?è ʄʝʥʷ ʥʝ 

ʙʝʩʧʦʢʦʠʪ ʵʪʦʪ ʠʥʮʠʜʝʥʪ. 

"ʂʦʥʝʯʥʦ, ʚ ʮʝʣʦʤ, ʣʶʙʘʷ ʩʝʪʴ, ʧʦʜʢʣʶʯʝʥʥʘʷ ʢ ʀʥʪʝʨʥʝʪʫ, ʯʘʩʪʦ 

ʧʦʜʚʝʨʛʘʝʪʩʷ ʵʪʦʤʫ, ʠ ʫʨʦʚʥʠ ʧʦʧʳʪʦʢ ʢʠʙʝʨʰʧʠʦʥʘʞʘ ʚ ʵʪʦʡ ʩʪʨʘʥʝ ʜʦʚʦʣʴʥʦ 
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ʚʳʩʦʢʠ, ʧʦʵʪʦʤʫ ʷ ʧʦ-ʧʨʝʞʥʝʤʫ ʦʙʝʩʧʦʢʦʝʥ ʵʪʠʤ, ʘ ʪʘʢʞʝ ʜʝʡʩʪʚʠʷʤʠ ʜʨʫʛʠʭ 

[ʘʚʩʪʨʘʣʠʡʩʢʠʭ ʢʠʙʝʨʰʧʠʦʥʘʞʝʡ ʎʝʥʪʨ ʙʝʟʦʧʘʩʥʦʩʪʠ], ʢʦʪʦʨʳʡ ʟʘʥʠʤʘʝʪʩʷ 

ʫʩʣʦʚʠʷʤʠ ʵʪʦʛʦ ʦʪʢʣʶʯʝʥʠʷ, ʤʝʥʷ ʵʪʦ ʥʝ ʢʘʩʘʝʪʩʷè. 

ɹʝʨʜʞʝʩʩʘ ʪʘʢʞʝ ʧʦʧʨʦʩʠʣʠ ʚʳʩʢʘʟʘʪʴ ʩʚʦʝ ʤʥʝʥʠʝ ʦ ʩʪʘʪʫʩʝ ʩʝʪʝʡ 

ɼʝʧʘʨʪʘʤʝʥʪʘ ʧʘʨʣʘʤʝʥʪʩʢʠʭ ʩʣʫʞʙ. 

çʄʳ ʥʝ ʟʘʥʠʤʘʝʤʩʷ ʜʝʪʘʣʷʤʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠè, - ʩʢʘʟʘʣ ʦʥ. 

çʄʳ ʙʦʣʴʰʝ ʩʦʩʨʝʜʦʪʦʯʝʥʳ ʥʘ ʨʝʘʣʴʥʳʭ ʫʛʨʦʟʘʭ, ʠʩʭʦʜʷʱʠʭ ʦʪ ʵʪʦʡ ʩʪʨʘʥʳ, 

ʚ ʪʦʤ ʯʠʩʣʝ ʥʘ ʩʝʪʷʭ ɼʝʧʘʨʪʘʤʝʥʪʘ ʧʘʨʣʘʤʝʥʪʩʢʠʭ ʩʣʫʞʙ, ʥʘ ʪʦʤ, ʢʘʢ ʦʥʠ ʵʪʦ 

ʜʝʣʘʶʪ ʚ ʦʪʥʦʰʝʥʠʠ ʵʪʦʛʦ ʇʘʨʣʘʤʝʥʪʘ ʠ ɼʝʧʘʨʪʘʤʝʥʪʘ ʧʘʨʣʘʤʝʥʪʩʢʠʭ ʫʩʣʫʛ, ʠ ʩ 

ʪʦʯʢʠ ʟʨʝʥʠʷ ʪʝʭʥʠʯʝʩʢʠʭ ʨʝʢʦʤʝʥʜʘʮʠʡ, ʢʦʪʦʨʳʝ ʦʥʠ ʧʦʣʫʯʘʶʪ, ʦʥʠ ʚʟʷʪʴ ʵʪʦ ʠʟ 

ʎʝʥʪʨʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ɸʚʩʪʨʘʣʠʡʩʢʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʩʠʛʥʘʣʦʚè. 

ɹʸʨʜʞʝʩʩ ʩʢʘʟʘʣ, ʯʪʦ ASIO ʦʙʨʘʪʠʪʩʷ ʚ ʜʝʧʘʨʪʘʤʝʥʪ, ʝʩʣʠ ʫ ʥʝʛʦ ʚʦʟʥʠʢʥʫʪ 

ʧʨʦʙʣʝʤʳ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʚ ʩʚʷʟʠ ʩʦ ʰʧʠʦʥʘʞʝʤ, ʠʥʦʩʪʨʘʥʥʳʤ ʚʤʝʰʘʪʝʣʴʩʪʚʦʤ, 

ʩʘʙʦʪʘʞʝʤ ʠʣʠ ʢʘʢʠʝ-ʣʠʙʦ ʧʨʦʙʣʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʝʛʦ ʚʦʣʥʫʶʪ. 

çʄʳ ʙʳ ʫʯʘʩʪʚʦʚʘʣʠ, ʝʩʣʠ ʙʳ ʧʨʦʠʩʭʦʜʠʣʠ ʜʝʡʩʪʚʠʷ, ʢʦʪʦʨʳʝ ʟʘʩʪʘʚʣʷʣʠ ʥʘʩ 

ʚʳʙʠʨʘʪʴ ʨʘʩʩʣʝʜʦʚʘʥʠʝ, ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʠʤʝʣ ʤʝʩʪʦ ʠʣʠ ʠʤʝʣ ʤʝʩʪʦ ʯʝʣʦʚʝʢ, 

ʢʘʢʦʡ-ʣʠʙʦ ʰʧʠʦʥʘʞ ʠʣʠ ʢʠʙʝʨʰʧʠʦʥʘʞ - ʤʳ ʨʘʩʩʣʝʜʫʝʤ ʪʘʢʠʝ ʚʦʧʨʦʩʳ, ʠ ʤʳ 

ʜʝʣʘʝʤ ʵʪʦ ʩʦʚʤʝʩʪʥʦ ʩ ʣʶʜʠ, ʢʦʪʦʨʳʝ ʥʘʤ ʙʳʣʠ ʥʫʞʥʳè, - ʜʦʙʘʚʠʣ ʦʥ. 

ʇʘʨʣʘʤʝʥʪʩʢʘʷ ʩʝʪʴ ʠ ʧʦʣʠʪʠʯʝʩʢʠʝ ʧʘʨʪʠʠ ɸʚʩʪʨʘʣʠʠ ʥʝ ʩʤʦʛʣʠ ʫʩʧʝʰʥʦ 

ʟʘʱʠʪʠʪʴ ʩʝʙʷ ʚʦ ʚʨʝʤʷ ʘʪʘʢʠ ʚ ʬʝʚʨʘʣʝ 2019 ʛʦʜʘ. 

ɺ ʪʝʯʝʥʠʝ ʚʦʩʴʤʠ ʜʥʝʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢ, ʦʧʠʩʘʥʥʳʡ ʢʘʢ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʡ 

ʜʝʷʪʝʣʴ, ʤʦʛ ʦʩʪʘʚʘʪʴʩʷ ʚ ʩʝʪʠ, ʧʦʨʘʞʘʷ ʚʩʝʭ, ʫ ʢʦʛʦ ʝʩʪʴ ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ 

ʟʜʘʥʠʷ ʧʘʨʣʘʤʝʥʪʘ ɸʚʩʪʨʘʣʠʠ, ʚʢʣʶʯʘʷ ʧʦʣʠʪʠʢʦʚ ʠ ʚʩʝʭ ʠʭ ʩʦʪʨʫʜʥʠʢʦʚè. (Asha 

Barbaschow. ASIO boss says he's not concerned with Australian Parliament's March 

outage // ZDNet (https://www.zdnet.com/article/asio-boss-says-hes-not-concerned-with-

australian-parliaments-march-outage/). 14.04.2021). 

***  

 

çʉʣʫʞʙʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ Google - Gmail - çʙʦʣʝʝ ʙʝʟʦʧʘʩʥʘè, ʯʝʤ 

ʩʠʩʪʝʤʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʧʘʨʣʘʤʝʥʪʘ, ʟʘʷʚʠʣ ʧʨʝʜʩʝʜʘʪʝʣʴ ʉʧʝʮʠʘʣʴʥʦʛʦ 

ʢʦʤʠʪʝʪʘ ʧʦ ʠʥʦʩʪʨʘʥʥʳʤ ʜʝʣʘʤ. 
ʊʦʤ ʊʫʛʝʥʜʭʘʪ ʩʢʘʟʘʣ ʚ ʧʨʦʛʨʘʤʤʝ Today ʥʘ BBC Radio 4, ʯʪʦ ʟʘ ʧʦʩʣʝʜʥʠʝ 

ʪʨʠ ʛʦʜʘ ʦʥ ʥʝʦʜʥʦʢʨʘʪʥʦ ʩʪʘʥʦʚʠʣʩʷ ʦʙʲʝʢʪʦʤ ʢʠʙʝʨʘʪʘʢ. 

ʆʥ ʩʢʘʟʘʣ BBC, ʯʪʦ ʭʘʢʝʨʳ ʧʳʪʘʣʠʩʴ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʝʛʦ ʘʢʢʘʫʥʪʫ ʠ 

ʦʪʧʨʘʚʣʷʣʠ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ, ʚʳʜʘʚʘʷ ʝʛʦ ʟʘ ʥʝʛʦ. 

ɼʝʧʫʪʘʪ-ʢʦʥʩʝʨʚʘʪʦʨ ʩʯʠʪʘʝʪ, ʯʪʦ ʟʘ ʥʝʢʦʪʦʨʳʤʠ ʠʟ ʵʪʠʭ ʧʦʧʳʪʦʢ ʩʪʦʷʣʠ 

ʂʠʪʘʡ ʠ ʀʨʘʥ. 

çɼʨʫʟʴʷ ʠʟ GCHQ ʩʢʘʟʘʣʠ ʤʥʝ, ʯʪʦ ʤʥʝ ʣʫʯʰʝ ʧʨʠʜʝʨʞʠʚʘʪʴʩʷ Gmail, ʯʝʤ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʘʨʣʘʤʝʥʪʩʢʫʶ ʩʠʩʪʝʤʫ, ʧʦʪʦʤʫ ʯʪʦ ʦʥʘ ʙʦʣʝʝ ʙʝʟʦʧʘʩʥʘè, - ʩʢʘʟʘʣ ʛ-

ʥ ʊʫʛʝʥʜʭʘʪ. 

çʆʪʢʨʦʚʝʥʥʦ ʛʦʚʦʨʷ, ʵʪʦ ʛʦʚʦʨʠʪ ʚʘʤ ʦʙ ʫʨʦʚʥʝ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʨʠʦʨʠʪʝʪʝ, 

ʢʦʪʦʨʳʡ ʤʳ ʧʨʠʜʘʝʤ ʜʝʤʦʢʨʘʪʠʠ ʚ ʉʦʝʜʠʥʝʥʥʦʤ ʂʦʨʦʣʝʚʩʪʚʝè. 

ʇʨʝʩʩ-ʩʝʢʨʝʪʘʨʴ ʩʦʦʙʱʠʣʘ, ʯʪʦ ʩʠʩʪʝʤʘ ʧʘʨʣʘʤʝʥʪʩʢʦʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ 

çʧʨʝʜʣʘʛʘʝʪ ʟʥʘʯʠʪʝʣʴʥʦ ʙʦʣʝʝ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʝʤ ʚʥʝʰʥʠʝ 

ʧʨʦʚʘʡʜʝʨʳè. 
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ʅʘʮʠʦʥʘʣʴʥʳʡ ʮʝʥʪʨ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘʷʚʠʣ, ʯʪʦ ʜʝʧʫʪʘʪʳ ʜʦʣʞʥʳ 

ʧʨʦʜʦʣʞʘʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʘʨʣʘʤʝʥʪʩʢʫʶ ʩʠʩʪʝʤʫ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. 

ɻ-ʥ ʊʫʛʝʥʜʭʘʪ ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʤʥʦʛʠʭ ʙʨʠʪʘʥʩʢʠʭ ʧʦʣʠʪʠʢʦʚ, ʥʘ ʢʦʪʦʨʳʭ 

ʂʠʪʘʡ ʥʘʣʦʞʠʣ ʩʘʥʢʮʠʠ ʟʘ ʪʦ, ʯʪʦ ʦʥ ʩʯʠʪʘʝʪ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝʤ çʣʞʠ ʠ 

ʜʝʟʠʥʬʦʨʤʘʮʠʠè ʦ ʥʘʨʫʰʝʥʠʷʭ ʧʨʘʚ ʯʝʣʦʚʝʢʘ ʫʡʛʫʨʩʢʦʛʦ ʥʘʩʝʣʝʥʠʷ ʚ ʨʘʡʦʥʝ 

ʉʠʥʴʮʟʷʥ ʚ ʂʠʪʘʝ. 

ʉʘʥʢʮʠʠ ʟʘʧʨʝʱʘʶʪ ʛ-ʥʫ ʊʫʛʝʥʜʭʘʪʫ, ʢʦʪʦʨʳʡ ʚʦʟʛʣʘʚʣʷʝʪ China Research 

Group ʚʤʝʩʪʝ ʩ ʜʨʫʛʠʤ ʢʦʥʩʝʨʚʘʪʦʨʦʤ ʅʠʣʦʤ ʆ'ɹʨʘʡʝʥʦʤ, ʝʟʜʠʪʴ ʚ ʂʠʪʘʡ. 

çʅʘ ʧʨʦʰʣʦʡ ʥʝʜʝʣʝ ʙʳʣʠ ʨʘʟʦʩʣʘʥʳ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ, ʚ ʢʦʪʦʨʳʭ 

ʫʪʚʝʨʞʜʘʣʦʩʴ, ʯʪʦ ʷ ʠʩʭʦʜʠʣ ʦʪ ʤʝʥʷ, ʠ ʫʪʚʝʨʞʜʘʣʦʩʴ, ʯʪʦ ʷ ʫʰʝʣ ʠʟ ʢʦʤʠʪʝʪʘ ʧʦ 

ʠʥʦʩʪʨʘʥʥʳʤ ʜʝʣʘʤè. 

ʆʥ ʜʦʙʘʚʠʣ, ʯʪʦ çʤʥʦʛʠʝ ʜʨʫʛʠʝ ʢʠʙʝʨʘʪʘʢʠ ʙʳʣʠ ʩʦʚʝʨʰʝʥʳ ʣʠʙʦ ʥʘ ʤʝʥʷ, 

ʣʠʙʦ ʥʘ ʜʨʫʛʠʭè, ʠ ʥʘʤʝʢʥʫʣ, ʯʪʦ ʘʪʘʢʠ ʙʳʣʠ ʩʚʷʟʘʥʳ ʩ ʥʝʜʘʚʥʠʤʠ ʩʘʥʢʮʠʷʤʠ 

ʂʠʪʘʷ. 

ʊʘʨʘ ʋʠʣʣʝʨ, ʥʘʫʯʥʳʡ ʩʦʪʨʫʜʥʠʢ ʐʢʦʣʳ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ 

ʂʝʥʥʝʜʠ ɻʘʨʚʘʨʜʩʢʦʛʦ ʫʥʠʚʝʨʩʠʪʝʪʘ, ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʣʘ Gmail ʢʘʢ çʦʯʝʥʴ 

ʙʝʟʦʧʘʩʥʳʡ ʚʳʙʦʨ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳè, ʥʦ ʩʢʘʟʘʣʘ, ʯʪʦ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝʦʙʭʦʜʠʤʦ ʥʘʣʠʯʠʝ ʧʨʦʛʨʘʤʤʳ ʨʘʩʰʠʨʝʥʥʦʡ ʟʘʱʠʪʳ ʩ ʢʣʶʯʦʤ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʤʥʦʛʦʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʝʡ. ʚʳʩʦʯʘʡʰʠʡ ʫʨʦʚʝʥʴ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

çʕʪʦ ʪʦ, ʯʪʦ ʷ ʠ ʤʥʦʛʠʝ ʜʨʫʛʠʝ ʩʧʝʮʠʘʣʠʩʪʳ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʩʧʦʣʴʟʫʶ ʜʣʷ 

ʥʘʰʝʡ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʨʝʢʦʤʝʥʜʫʶ ʯʣʝʥʘʤ ʩʝʤʴʠè. 

ʇʨʘʚʠʪʝʣʴʩʪʚʦ ʯʘʩʪʦ ʫʜʝʣʷʝʪ ʧʝʨʚʦʦʯʝʨʝʜʥʦʝ ʚʥʠʤʘʥʠʝ ʫʜʦʙʩʪʚʫ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ, ʠ çʠʥʦʛʜʘ ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʪʘʥʦʚʠʪʩʷ ʜʦʨʦʛʦ ʦʙʭʦʜʠʪʴʩʷè, - ʜʦʙʘʚʠʣʘ 

ʦʥʘ. 

çʀʊ-ʘʜʤʠʥʠʩʪʨʘʪʦʨʳ, ʢʦʪʦʨʳʝ ʨʘʙʦʪʘʶʪ ʥʘʜ ʪʝʤ, ʯʪʦʙʳ ʩʙʘʣʘʥʩʠʨʦʚʘʪʴ ʚʩʝ 

ʵʪʠ ʚʝʱʠ, ʯʘʩʪʦ ʥʝʜʦʬʠʥʘʥʩʠʨʫʶʪʩʷ - ʠ ʠʭ ʧʦʜʜʝʨʞʢʘ ʥʝʚʝʨʦʷʪʥʦ ʚʘʞʥʘ ʜʣʷ 

ʧʦʚʳʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʩʠʩʪʝʤè. 

ʅʦ ʜʦʢʪʦʨ ʉʪʝʬʘʥʠ ʍʵʡʨ, ʠʩʩʣʝʜʦʚʘʪʝʣʴ ʪʝʭʥʦʣʦʛʠʡ, ʩʢʘʟʘʣʘ, ʯʪʦ ʧʘʨʣʘʤʝʥʪ 

ʜʦʣʞʝʥ ʠʤʝʪʴ çʛʦʨʘʟʜʦ ʙʦʣʴʰʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ, ʯʝʤ Gmailè. 

çʗ ʥʝ ʫʜʠʚʣʝʥ, ʫʟʥʘʚ, ʯʪʦ ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʜʝʧʫʪʘʪʦʚ ʩʪʘʥʦʚʷʪʩʷ 

ʤʠʰʝʥʷʤʠ - ʵʪʦʛʦ ʠ ʩʣʝʜʦʚʘʣʦ ʦʞʠʜʘʪʴ. 

çɺʩʝ ʩʠʩʪʝʤʳ ʫʷʟʚʠʤʳ, ʥʦ ʤʳ ʭʦʪʝʣʠ ʙʳ ʚʠʜʝʪʴ ʤʘʢʩʠʤʘʣʴʥʦ ʚʦʟʤʦʞʥʫʶ 

ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʠʩʪʝʤ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʥʘʰʠʤʠ ʠʟʙʨʘʥʥʳʤʠ 

ʜʦʣʞʥʦʩʪʥʳʤʠ ʣʠʮʘʤʠ, ʯʪʦʙʳ ʟʘʱʠʪʠʪʴ ʥʘʰʫ ʜʝʤʦʢʨʘʪʠʶè, - ʩʢʘʟʘʣʘ ʦʥʘè. 

(Cristina Criddle. Gmail 'safer than parliament's email system' says Tory MP // BBC 

(https://www.bbc.com/news/technology-56733667). 13.04.2021). 
***  

 

çʂʦʥʮʝʧʮʠʷ ʭʦʣʦʜʥʦʡ ʚʦʡʥʳ ʥʝ ʫʩʪʘʨʝʣʘ. ɿʘ ʜʝʩʷʪʠʣʝʪʠʷ, ʧʨʦʰʝʜʰʠʝ 

ʧʦʩʣʝ ʨʘʩʧʘʜʘ ʉʦʚʝʪʩʢʦʛʦ ʉʦʶʟʘ, ʧʦʣʝ ʙʦʷ ʧʨʦʩʪʦ ʧʝʨʝʤʝʩʪʠʣʦʩʴ ʦʪ 

ʢʦʥʬʣʠʢʪʦʚ ʤʝʞʜʫ ʠʜʝʦʣʦʛʠʯʝʩʢʠʤʠ ʧʨʦʢʩʠ-ʧʨʘʚʠʪʝʣʴʩʪʚʘʤʠ ʢ 

ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʫ. ɸ ʧʨʦʪʠʚʥʠʢʠ ʚʳʨʦʩʣʠ ʠʟ ʥʝʩʢʦʣʴʢʠʭ ʦʩʥʦʚʥʳʭ ʩʪʨʘʥ ʚ 

ʰʠʨʦʢʠʡ ʢʨʫʛ ʩʫʙʲʝʢʪʦʚ ʩʫʚʝʨʝʥʥʦʡ ʫʛʨʦʟʳ. 
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ɺʦʧʨʦʩ ʚ ʪʦʤ, ʢʦʛʜʘ ʢʠʙʝʨʘʪʘʢʘ ʧʝʨʝʩʝʢʘʝʪ ʛʨʘʥʴ ʤʝʞʜʫ ʧʨʝʩʪʫʧʥʳʤ 

ʜʝʡʩʪʚʠʝʤ ʠʣʠ ʧʨʦʩʪʳʤ ʨʦʟʳʛʨʳʰʝʤ ʠ ʘʢʪʦʤ ʚʦʡʥʳ? ʕʪʦ ʧʨʠʨʦʜʘ ʞʝʨʪʚʳ? 

ʍʘʨʘʢʪʝʨ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ? ʍʘʨʘʢʪʝʨ ʧʦʚʨʝʞʜʝʥʠʡ? ʀʣʠ ʠʭ ʚʩʝ ʚʤʝʩʪʝ? 

ɹʝʟʫʩʣʦʚʥʦ, ʵʪʦ ʨʝʰʝʥʠʝ ʥʝ ʜʣʷ ʧʨʦʬʝʩʩʠʦʥʘʣʦʚ ʚ ʦʙʣʘʩʪʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʅʘʰʘ ʨʦʣʴ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʟʘʱʠʪʝ ʀʊ-ʘʢʪʠʚʦʚ ʥʘʰʠʭ 

ʦʨʛʘʥʠʟʘʮʠʡ ʧʫʪʝʤ ʩʥʠʞʝʥʠʷ ʨʠʩʢʦʚ, ʫʩʪʨʘʥʝʥʠʷ ʫʛʨʦʟ, ʠʩʧʨʘʚʣʝʥʠʷ ʩʠʪʫʘʮʠʠ 

ʧʦʩʣʝ ʘʪʘʢʠ ʠ ʚ ʮʝʣʦʤ ʧʦʧʳʪʦʢ ʦʙʝʩʧʝʯʠʪʴ ʙʝʟʦʧʘʩʥʫʶ ʠ ʙʝʩʧʝʨʝʙʦʡʥʫʶ ʨʘʙʦʪʫ 

ʚʩʝʛʦ. ʅʝʚʘʞʥʦ, ʩʪʘʣʢʠʚʘʝʤʩʷ ʣʠ ʤʳ ʩ ʩʮʝʥʘʨʠʩʪʦʤ, ʧʳʪʘʶʱʠʤʩʷ ʠʩʧʦʨʪʠʪʴ ʚʝʙ-

ʩʘʡʪ, ʧʦʣʠʪʠʯʝʩʢʠʤ ʭʘʢʪʠʚʠʩʪʦʤ, ʧʳʪʘʶʱʠʤʩʷ ʩʜʝʣʘʪʴ ʟʘʷʚʣʝʥʠʝ, 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʤ, ʧʳʪʘʶʱʠʤʩʷ ʫʢʨʘʩʪʴ ʠʣʠ ʚʳʢʫʧʠʪʴ ʥʘʰʠ ʜʘʥʥʳʝ, ʠʣʠ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʜʝʷʪʝʣʝʤ, ʧʳʪʘʶʱʠʤʩʷ ʫʢʨʘʩʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ. ʅʘʰʘ ʮʝʣʴ - ʥʝ ʜʦʧʫʩʪʠʪʴ ʠʭ ʠ ʩʚʝʩʪʠ ʢ ʤʠʥʠʤʫʤʫ ʫʱʝʨʙ, ʢʦʛʜʘ ʠʤ 

ʫʜʘʩʪʩʷ ʧʨʦʥʠʢʥʫʪʴ ʚʥʫʪʨʴ. ɽʜʠʥʩʪʚʝʥʥʦʝ, ʯʪʦ ʠʟʤʝʥʠʪʩʷ, - ʵʪʦ ʪʦ, ʥʘʩʢʦʣʴʢʦ 

ʭʦʨʦʰʦ ʦʙʝʩʧʝʯʝʥʳ ʨʝʩʫʨʩʘʤʠ ʠ ʫʧʦʨʥʳ ʥʘʰʠ ʧʨʦʪʠʚʥʠʢʠ. 

ʆʧʨʝʜʝʣʝʥʠʝ ʘʢʪʘ ʚʦʡʥʳ 

ʆʢʩʬʦʨʜʩʢʠʡ ʩʧʨʘʚʦʯʥʳʡ ʩʣʦʚʘʨʴ ʦʧʨʝʜʝʣʷʝʪ ʘʢʪ ʚʦʡʥʳ ʢʘʢ: çɼʝʡʩʪʚʠʝ 

ʦʜʥʦʡ ʥʘʮʠʠ, ʥʘʧʨʘʚʣʝʥʥʦʝ ʥʘ ʨʘʟʚʷʟʳʚʘʥʠʝ ʠʣʠ ʩʧʨʦʚʦʮʠʨʦʚʘʥʠʝ ʚʦʡʥʳ ʩ ʜʨʫʛʦʡ 

ʩʪʨʘʥʦʡ; ʘʢʪ ʩʯʠʪʘʝʪʩʷ ʜʦʩʪʘʪʦʯʥʳʤ ʧʦʚʦʜʦʤ ʜʣʷ ʚʦʡʥʳè. ʕʪʦ ʭʦʨʦʰʝʝ 

ʦʧʨʝʜʝʣʝʥʠʝ, ʥʦ ʦʥʦ ʦʩʪʘʚʣʷʝʪ ʥʝʢʦʪʦʨʫʶ ʜʚʫʩʤʳʩʣʝʥʥʦʩʪʴ ʚ ʧʨʠʤʝʥʝʥʠʠ ʢ ʩʬʝʨʝ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʆʥ ʬʦʢʫʩʠʨʫʝʪʩʷ ʥʘ ʥʘʤʝʨʝʥʠʠ, ʧʨʠʯʝʤ ʧʝʨʚʦʩʪʝʧʝʥʥʦʝ 

ʟʥʘʯʝʥʠʝ ʠʤʝʝʪ ʧʨʠʯʠʥʘ ʜʝʡʩʪʚʠʷ; ʠ ʦʥ ʦʧʨʝʜʝʣʷʝʪ ʧʨʝʩʪʫʧʥʠʢʘ ʠ ʮʝʣʴ ʢʘʢ 

ʩʫʚʝʨʝʥʥʳʝ ʛʦʩʫʜʘʨʩʪʚʘ. 

ʆʢʩʬʦʨʜʩʢʦʝ ʦʧʨʝʜʝʣʝʥʠʝ ʚʳʟʳʚʘʝʪ ʥʝʩʢʦʣʴʢʦ ʚʦʧʨʦʩʦʚ. ʂʘʢ ʚʳ ʦʪʥʦʩʠʪʝʩʴ 

ʢ ʘʢʪʘʤ ʰʧʠʦʥʘʞʘ (ʧʦʣʠʪʠʯʝʩʢʦʛʦ, ʧʨʦʤʳʰʣʝʥʥʦʛʦ ʠʣʠ ʠʥʦʛʦ) ʚ ʵʪʦʤ ʢʦʥʪʝʢʩʪʝ? 

ʉʯʠʪʘʝʪʩʷ ʣʠ ʜʝʩʪʨʫʢʪʠʚʥʳʤ ʟʘʨʘʞʝʥʠʝ ʧʨʦʤʳʰʣʝʥʥʦʛʦ ʦʙʦʨʫʜʦʚʘʥʠʷ ʩʪʨʘʥʳ 

ʩʧʝʮʠʘʣʴʥʦ ʨʘʟʨʘʙʦʪʘʥʥʳʤ ʚʠʨʫʩʦʤ, ʚʳʟʚʘʚʰʠʤ ʝʛʦ ʦʪʢʘʟ? ʂʘʢ ʥʘʩʯʝʪ ʟʘʨʘʞʝʥʠʷ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʧʦʩʪʘʚʱʠʢʘ ʠ ʧʦʩʣʝʜʫʶʱʝʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʵʪʦʡ ʫʷʟʚʠʤʦʩʪʠ ʜʣʷ 

ʚʪʦʨʞʝʥʠʷ ʚ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʚʝʜʦʤʩʪʚʘ ʚʘʰʝʛʦ ʢʦʥʢʫʨʝʥʪʘ? ʆʙʘ ʩʣʫʯʘʷ ʠʤʝʶʪ 

ʦʛʨʦʤʥʦʝ ʚʣʠʷʥʠʝ ʥʘ ʢʦʥʢʫʨʠʨʫʶʱʝʝ ʛʦʩʫʜʘʨʩʪʚʦ, ʭʦʪʷ ʮʝʣɹ ʥʝ ʩʦʩʪʦʷʣʘ ʚ ʪʦʤ, 

ʯʪʦʙʳ ʩʧʨʦʚʦʮʠʨʦʚʘʪʴ ʧʝʨʝʩʪʨʝʣʢʫ. 

ɸ ʢʘʢ ʥʘʩʯʝʪ ʩʣʫʯʘʝʚ, ʢʦʛʜʘ ʘʥʪʘʛʦʥʠʩʪ - ʥʝ ʩʧʦʥʩʠʨʫʝʤʘʷ ʛʦʩʫʜʘʨʩʪʚʦʤ 

ʦʨʛʘʥʠʟʘʮʠʷ, ʘ ʩʢʦʨʝʝ ʧʨʝʩʪʫʧʥʘʷ ʠʣʠ ʘʢʪʠʚʠʩʪʩʢʘʷ ʦʨʛʘʥʠʟʘʮʠʷ, ʧʦʣʴʟʫʶʱʘʷʩʷ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʡ ʧʦʜʜʝʨʞʢʦʡ? ɿʘʱʠʱʘʝʪ ʣʠ ʧʨʘʚʜʦʧʦʜʦʙʥʦʝ ʦʪʨʠʮʘʥʠʝ 

ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʦʪ ʧʦʩʣʝʜʩʪʚʠʡ ʵʪʠʭ ʜʝʡʩʪʚʠʡ? ʂʦʥʝʯʥʦ, ʚʦʟʤʦʞʥʦ ʠ ʦʙʨʘʪʥʦʝ: 

ʥʝʟʘʚʠʩʠʤʘʷ ʧʨʝʩʪʫʧʥʘʷ ʦʨʛʘʥʠʟʘʮʠʷ ʠʣʠ ʘʢʪʠʚʠʩʪʩʢʘʷ ʦʨʛʘʥʠʟʘʮʠʷ, ʩʦʚʝʨʰʘʶʱʘʷ 

ʠʥʮʠʜʝʥʪ, ʢʦʪʦʨʳʡ ʚʦʩʧʨʠʥʠʤʘʝʪʩʷ ʢʘʢ ʩʧʦʥʩʠʨʫʝʤʳʡ ʛʦʩʫʜʘʨʩʪʚʦʤ. 

ʀʩʪʦʨʠʯʝʩʢʠʝ ʧʨʠʤʝʨʳ, ʪʘʢʠʝ ʢʘʢ ʚʟʣʦʤ SolarWinds, ʦʙʥʘʨʫʞʝʥʥʳʡ ʚ 

ʜʝʢʘʙʨʝ, ʠʣʠ ʯʝʨʚʴ Stuxnet ʜʝʩʷʪʠʣʝʪʥʝʡ ʜʘʚʥʦʩʪʠ, ʙʳʣʠ ʢʨʫʧʥʳʤʠ ʠʥʮʠʜʝʥʪʘʤʠ ʩ 

ʩʝʨʴʝʟʥʳʤʠ ʧʦʣʠʪʠʯʝʩʢʠʤʠ ʠ ʜʠʧʣʦʤʘʪʠʯʝʩʢʠʤʠ ʧʦʩʣʝʜʩʪʚʠʷʤʠ. ʅʦ ʥʠ ʪʦ, ʥʠ 

ʜʨʫʛʦʝ ʥʝ ʧʨʠʚʝʣʦ ʢ ʚʦʡʥʝ. ʀ ʵʪʦ ʭʦʨʦʰʦ. ʇʦʢʘ ʯʪʦ ʠʥʮʠʜʝʥʪʳ ʚ 

ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ ʥʝ ʧʝʨʝʨʦʩʣʠ ʚ ʧʝʨʝʩʪʨʝʣʢʫ ʚ ʨʝʘʣʴʥʦʤ ʤʠʨʝ. ʅʦ ʪʘʢ ʙʳʚʘʝʪ ʥʝ 

ʚʩʝʛʜʘ. 

ʏʪʦ ʧʝʨʝʩʝʢʘʝʪ ʯʝʨʪʫ? 

ʋʯʠʪʳʚʘʷ, ʯʪʦ ʙʦʣʴʰʘʷ ʯʘʩʪʴ ʤʠʨʦʚʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʥʦʡ ʩʝʪʠ ʚʢʣʶʯʝʥʘ ʠ 

ʫʷʟʚʠʤʘ ʜʣʷ ʘʪʘʢ, ʣʦʛʠʯʥʦ ʧʨʝʜʧʦʣʦʞʠʪʴ, ʯʪʦ ʢʘʢʦʡ-ʪʦ ʩʫʙʲʝʢʪ ʛʜʝ-ʪʦ ʛʜʝ-ʪʦ ʤʦʞʝʪ 
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ʧʝʨʝʩʝʯʴ ʯʝʨʪʫ. ʇʨʦʪʠʚʥʠʢ ʤʦʞʝʪ ʨʘʟʨʫʰʠʪʴ ʞʠʟʥʝʥʥʦ ʚʘʞʥʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ 

ʠʣʠ ʚʳʟʚʘʪʴ ʠʥʮʠʜʝʥʪ, ʢʦʪʦʨʳʡ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦ ʧʨʠʚʝʜʝʪ ʢ ʛʠʙʝʣʠ ʤʥʦʛʠʭ ʣʶʜʝʡ. 

ʕʣʝʢʪʨʦʩʝʪʴ. ʋʧʨʘʚʣʝʥʠʷ ʚʦʟʜʫʰʥʳʤ ʜʚʠʞʝʥʠʝʤ. ʄʥʦʞʝʩʪʚʦ ʜʨʫʛʠʭ ʩʠʩʪʝʤ, 

ʧʦʪʝʥʮʠʘʣʴʥʦ ʫʷʟʚʠʤʳʭ ʜʣʷ ʘʪʘʢ, ʤʦʛʫʪ ʩʪʘʪʴ ʩʧʫʩʢʦʚʳʤ ʢʨʶʯʢʦʤ, 

ʧʦʜʪʘʣʢʠʚʘʶʱʠʤ ʩʫʚʝʨʝʥʥʦʝ ʛʦʩʫʜʘʨʩʪʚʦ ʢ ʚʦʡʥʝ. 

ɺʦʟʤʦʞʥʦ, ʪʦʛʜʘ ʧʦʚʝʟʣʦ, ʯʪʦ ʛʨʘʞʜʘʥʩʢʠʤ ʦʨʛʘʥʠʟʘʮʠʷʤ ʥʝ ʨʘʟʨʝʰʝʥʦ ʥʠ ʧʦ 

ʟʘʢʦʥʫ, ʥʠ ʩ ʵʪʠʯʝʩʢʦʡ ʪʦʯʢʠ ʟʨʝʥʠʷ çʦʪʢʨʳʚʘʪʴ ʦʪʚʝʪʥʳʡ ʦʛʦʥʴè ʚ ʩʣʫʯʘʝ 

ʢʠʙʝʨʘʪʘʢʠ. ɺ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʚʦʝʥʥʳʝ ʠ ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ 

ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʣʠ ʟʜʨʘʚʳʡ ʩʤʳʩʣ, ʯʪʦʙʳ ʜʝʨʞʘʪʴ ʩʚʦʠ ʨʝʘʢʮʠʠ ʪʘʡʥʳʤʠ ʠʣʠ 

ʩʢʨʳʪʳʤʠ ʚ ʪʝʭ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʦʥʠ ʧʨʠʥʠʤʘʣʠ ʥʝʧʦʩʨʝʜʩʪʚʝʥʥʦʝ ʫʯʘʩʪʠʝ. 

ʅʝʪ ʥʠʢʘʢʠʭ ʩʦʤʥʝʥʠʡ ʚ ʪʦʤ, ʯʪʦ ʚ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ ʠʜʝʪ ʩʚʦʝʛʦ ʨʦʜʘ 

ʭʦʣʦʜʥʘʷ ʚʦʡʥʘ. ɺʦʟʤʦʞʥʦ, ʠʛʨʦʢʠ ʠʟʤʝʥʠʣʠʩʴ. ʄʦʞʝʪ ʚʦʟʥʠʢʥʫʪʴ ʥʝʢʦʪʦʨʘʷ 

ʜʚʫʩʤʳʩʣʝʥʥʦʩʪʴ ʚ ʪʦʤ, ʢʪʦ ʥʘ ʢʦʛʦ ʨʘʙʦʪʘʝʪ. ʀ ʮʝʣʠ ʨʘʩʰʠʨʠʣʠʩʴ. ʅʦ ʵʪʦ 

ʧʨʦʠʩʭʦʜʠʪ. ʂ ʩʯʘʩʪʴʶ, ʝʡ ʝʱʝ ʧʨʝʜʩʪʦʠʪ ʧʝʨʝʡʪʠ ʯʝʨʪʫ ʠ ʧʨʦʷʚʠʪʴʩʷ ʚ ʨʝʘʣʴʥʦʤ 

ʤʠʨʝ ʢʘʢ ʛʦʨʷʯʘʷ ʚʦʡʥʘ. 

ʂʘʢ ʧʨʦʬʝʩʩʠʦʥʘʣʳ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʘʰʘ ʯʘʩʪʴ ʦʩʪʘʝʪʩʷ 

ʧʨʝʞʥʝʡ; ʯʪʦʙʳ ʦʙʝʟʦʧʘʩʠʪʴ ʥʘʰʠ ʦʨʛʘʥʠʟʘʮʠʠ ʦʪ ʢʠʙʝʨʘʪʘʢ. ɽʩʣʠ ʤʳ ʦʙʫʯʠʤ 

ʥʘʰʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʙʫʜʝʤ ʦʙʥʦʚʣʷʪʴ ʥʘʰʠ ʧʨʦʮʝʩʩʳ ʠ ʠʥʩʪʨʫʤʝʥʪʳ, ʥʝ ʙʫʜʝʪ 

ʠʤʝʪʴ ʟʥʘʯʝʥʠʷ, ʘʪʘʢʦʚʘʥʳ ʣʠ ʤʳ ʩʢʨʠʧʘʯʦʤ ʠʣʠ ʠʥʦʩʪʨʘʥʥʦʡ ʜʝʨʞʘʚʦʡ. ʅʘhʘ 

ʦʙʦʨʦʥʘ ʫʩʪʦʠʪ, ʘ ʝʩʣʠ ʥʝʪ, ʤʳ ʩʤʦʞʝʤ ʥʘʚʝʩʪʠ ʧʦʨʷʜʦʢ. 

ɺʳʷʩʥʝʥʠʝ ʪʦʛʦ, ʙʳʣ ʣʠ ʵʪʦ ʘʢʪ ʚʦʡʥʳ, ʚʳʧʘʜʝʪ ʥʘ ʜʦʣʶ ʧʦʣʠʪʠʢʦʚ ʠ 

ʜʠʧʣʦʤʘʪʦʚ - ʛʜʝ ʝʤʫ ʠ ʤʝʩʪʦè. (Saryu Nayyar. Crossing the Line: When 

Cyberattacks Become Acts of War // Threatpost (https://threatpost.com/crossing-line-

cyberattack-act-war/165290/). 07.04.2021). 

***  

 

çʀʩʩʣʝʜʦʚʘʪʝʣʠ ʩʦʦʙʱʠʣʠ, ʯʪʦ ʚʦ ɺʴʝʪʥʘʤʝ ʙʳʣʘ ʦʙʥʘʨʫʞʝʥʘ 

ʧʨʦʜʚʠʥʫʪʘʷ ʢʘʤʧʘʥʠʷ ʢʠʙʝʨʰʧʠʦʥʘʞʘ, ʥʘʧʨʘʚʣʝʥʥʘʷ ʥʘ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ 

ʠ ʚʦʝʥʥʳʝ ʩʪʨʫʢʪʫʨʳ, ʚ ʨʘʤʢʘʭ ʢʦʪʦʨʦʡ ʙʳʣ ʧʨʝʜʦʩʪʘʚʣʝʥ ʠʥʩʪʨʫʤʝʥʪ 

ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ (RAT) ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʰʧʠʦʥʩʢʠʭ ʦʧʝʨʘʮʠʡ. 

ɼʘʣʴʥʝʡʰʠʡ ʘʥʘʣʠʟ ʧʦʢʘʟʘʣ, ʯʪʦ ʵʪʘ ʢʘʤʧʘʥʠʷ ʧʨʦʚʦʜʠʣʘʩʴ ʛʨʫʧʧʦʡ, 

ʩʚʷʟʘʥʥʦʡ ʩ ʢʠʪʘʡʩʢʦʷʟʳʯʥʦʡ ʧʨʦʜʚʠʥʫʪʦʡ ʧʦʩʪʦʷʥʥʦʡ ʫʛʨʦʟʦʡ (APT), ʠʟʚʝʩʪʥʦʡ 

ʢʘʢ Cycldek (ʪʘʢʞʝ ʠʟʚʝʩʪʥʦʡ ʢʘʢ Goblin Panda, APT 27 ʠ Conimes), ʧʦ ʩʣʦʚʘʤ 

ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ Kaspersky, ʢʦʪʦʨʳʝ ʜʦʙʘʚʠʣʠ, ʯʪʦ ʛʨʫʧʧʘ ʙʳʣʘ ʘʢʪʠʚʥʘ ʢʘʢ 

ʤʠʥʠʤʫʤ ʩ 2013 ʛʦʜʘ. 

ɺʨʝʜʦʥʦʩʥʘʷ ʧʨʦʛʨʘʤʤʘ, ʠʩʧʦʣʴʟʫʝʤʘʷ ʚ ʢʘʤʧʘʥʠʠ, ʧʦʣʫʯʠʚʰʘʷ ʥʘʟʚʘʥʠʝ 

FoundCore, ʧʦʟʚʦʣʷʝʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʤʘʥʠʧʫʣʠʨʦʚʘʪʴ ʬʘʡʣʦʚʦʡ ʩʠʩʪʝʤʦʡ, 

ʧʨʦʮʝʩʩʘʤʠ, ʜʝʣʘʪʴ ʩʥʠʤʢʠ ʵʢʨʘʥʘ ʠ ʚʳʧʦʣʥʷʪʴ ʧʨʦʠʟʚʦʣʴʥʳʝ ʢʦʤʘʥʜʳ. 

ʉʦʛʣʘʩʥʦ ʘʥʘʣʠʟʫ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʤʫ çʃʘʙʦʨʘʪʦʨʠʝʡ ʂʘʩʧʝʨʩʢʦʛʦè ʚ 

ʧʦʥʝʜʝʣʴʥʠʢ, ʵʪʦ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʩʝʨʴʝʟʥʳʡ ʧʨʦʨʳʚ ʚ ʨʘʟʚʠʪʠʠ ʛʨʫʧʧʳ. 

ʅʘʧʨʠʤʝʨ, ʧʦ ʩʣʦʚʘʤ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, ʤʝʪʦʜ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʟʘʱʠʪʳ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ ʦʪ ʘʥʘʣʠʟʘ, ʷʚʣʷʝʪʩʷ ʫʥʠʢʘʣʴʥʳʤ ʜʣʷ ʢʠʪʘʡʩʢʦʷʟʳʯʥʳʭ ʛʨʫʧʧ. 

çɿʘʛʦʣʦʚʢʠ (ʤʝʩʪʦ ʥʘʟʥʘʯʝʥʠʷ ʠ ʠʩʪʦʯʥʠʢ ʢʦʜʘ) ʜʣʷ ʦʢʦʥʯʘʪʝʣʴʥʦʡ ʧʦʣʝʟʥʦʡ 

ʥʘʛʨʫʟʢʠ ʙʳʣʠ ʧʦʣʥʦʩʪʴʶ ʫʜʘʣʝʥʳ, ʘ ʪʝ ʥʝʤʥʦʛʠʝ, ʢʦʪʦʨʳʝ ʦʩʪʘʣʠʩʴ, ʩʦʜʝʨʞʘʣʠ 

ʥʝʩʦʛʣʘʩʦʚʘʥʥʳʝ ʟʥʘʯʝʥʠʷè, - ʧʦʷʩʥʠʣʠ ʦʥʠ. çʇʦʩʪʫʧʘʷ ʪʘʢ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ 
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ʟʥʘʯʠʪʝʣʴʥʦ ʫʩʣʦʞʥʷʶʪ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤ ʦʙʨʘʪʥʦʝ ʧʨʦʝʢʪʠʨʦʚʘʥʠʝ ʚʨʝʜʦʥʦʩʥʦʛʦ 

ʇʆ ʜʣʷ ʘʥʘʣʠʟʘ. ɹʦʣʝʝ ʪʦʛʦ, ʢʦʤʧʦʥʝʥʪʳ ʮʝʧʦʯʢʠ ʟʘʨʘʞʝʥʠʷ ʪʝʩʥʦ ʩʚʷʟʘʥʳ, ʘ ʵʪʦ 

ʦʟʥʘʯʘʝʪ, ʯʪʦ ʦʪʜʝʣʴʥʳʝ ʯʘʩʪʠ ʩʣʦʞʥʦ, ʘ ʠʥʦʛʜʘ ʠ ʥʝʚʦʟʤʦʞʥʦ ʘʥʘʣʠʟʠʨʦʚʘʪʴ 

ʠʟʦʣʠʨʦʚʘʥʥʦ, ʯʪʦ ʥʝ ʧʦʟʚʦʣʷʝʪ ʧʦʣʫʯʠʪʴ ʧʦʣʥʫʶ ʢʘʨʪʠʥʫ ʚʨʝʜʦʥʦʩʥʦʡ 

ʘʢʪʠʚʥʦʩʪʠè. 

ɺ ʢʘʤʧʘʥʠʠ ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʝʪʩʷ ʟʘʛʨʫʟʢʘ ʥʝʦʧʫʙʣʠʢʦʚʘʥʥʳʭ ʙʠʙʣʠʦʪʝʢ ʩ 

ʜʠʥʘʤʠʯʝʩʢʦʡ ʢʦʤʧʦʥʦʚʢʦʡ (DLL), ʢʦʪʦʨʘʷ ʧʨʦʠʩʭʦʜʠʪ, ʢʦʛʜʘ ʟʘʢʦʥʥʦ 

ʧʦʜʧʠʩʘʥʥʳʡ ʬʘʡʣ ʦʙʤʘʥʦʤ ʟʘʛʨʫʞʘʝʪ ʚʨʝʜʦʥʦʩʥʫʶ DLL, ʧʦʟʚʦʣʷʷ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʦʙʦʡʪʠ ʧʨʦʜʫʢʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

çɺ ʵʪʦʡ ʥʝʜʘʚʥʦ ʦʙʥʘʨʫʞʝʥʥʦʡ ʢʘʤʧʘʥʠʠ ʮʝʧʦʯʢʘ ʟʘʨʘʞʝʥʠʷ ʙʦʢʦʚʦʡ 

ʟʘʛʨʫʟʢʦʡ DLL ʚʳʧʦʣʥʷʝʪ ʰʝʣʣ-ʢʦʜ, ʢʦʪʦʨʳʡ ʨʘʩʰʠʬʨʦʚʳʚʘʝʪ ʦʢʦʥʯʘʪʝʣʴʥʫʶ 

ʧʦʣʝʟʥʫʶ ʥʘʛʨʫʟʢʫ: [FoundCore], ʯʪʦ ʜʘʝʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʧʦʣʥʳʡ ʢʦʥʪʨʦʣʴ ʥʘʜ 

ʟʘʨʘʞʝʥʥʳʤ ʫʩʪʨʦʡʩʪʚʦʤè, - ʛʦʚʦʨʠʪʩʷ ʚ ʘʥʘʣʠʟʝ. 

FoundCore: 4 ʧʦʪʦʢʘ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ 

ʇʦʩʣʝʜʥʷʷ ʧʦʣʝʟʥʘʷ ʥʘʛʨʫʟʢʘ ʚ ʮʝʧʦʯʢʝ ʟʘʨʘʞʝʥʠʷ - ʵʪʦ ʠʥʩʪʨʫʤʝʥʪ 

ʫʜʘʣʝʥʥʦʛʦ ʘʜʤʠʥʠʩʪʨʠʨʦʚʘʥʠʷ, ʢʦʪʦʨʳʡ ʦʙʝʩʧʝʯʠʚʘʝʪ ʧʦʣʥʳʡ ʢʦʥʪʨʦʣʴ ʥʘʜ 

ʤʘʰʠʥʦʡ ʞʝʨʪʚʳ ʜʣʷ ʝʝ ʦʧʝʨʘʪʦʨʦʚ. ʇʦ ʩʣʦʚʘʤ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ, ʧʦʩʣʝ ʚʳʧʦʣʥʝʥʠʷ 

ʵʪʘ ʚʨʝʜʦʥʦʩʥʘʷ ʧʨʦʛʨʘʤʤʘ ʟʘʧʫʩʢʘʝʪ ʯʝʪʳʨʝ ʧʦʪʦʢʘ: 

ʇʝʨʚʳʡ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʥʘʩʪʦʡʯʠʚʦʩʪʴ ʧʫʪʝʤ ʩʦʟʜʘʥʠʷ ʩʣʫʞʙʳ. 

ɺʪʦʨʦʡ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʥʝʟʘʤʝʪʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʩʣʫʞʙʳ, ʠʟʤʝʥʷʷ ʝʝ ʧʦʣʷ 

Description, ImagePath ʠ DisplayName (ʩʨʝʜʠ ʧʨʦʯʝʛʦ). 

ʊʨʝʪʠʡ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʧʫʩʪʦʡ ʜʠʩʢʨʝʮʠʦʥʥʳʡ ʩʧʠʩʦʢ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ 

(DACL) ʢ ʠʟʦʙʨʘʞʝʥʠʶ, ʩʚʷʟʘʥʥʦʤʫ ʩ ʪʝʢʫʱʠʤ ʧʨʦʮʝʩʩʦʤ, ʯʪʦʙʳ ʧʨʝʜʦʪʚʨʘʪʠʪʴ 

ʜʦʩʪʫʧ ʢ ʙʘʟʦʚʦʤʫ ʚʨʝʜʦʥʦʩʥʦʤʫ ʬʘʡʣʫ. DACL - ʵʪʦ ʚʥʫʪʨʝʥʥʠʡ ʩʧʠʩʦʢ, 

ʧʨʠʢʨʝʧʣʝʥʥʳʡ ʢ ʦʙʲʝʢʪʫ ʚ Active Directory, ʢʦʪʦʨʳʡ ʫʢʘʟʳʚʘʝʪ, ʢʘʢʠʝ 

ʧʦʣʴʟʦʚʘʪʝʣʠ ʠ ʛʨʫʧʧʳ ʤʦʛʫʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʦʙʲʝʢʪʫ ʠ ʢʘʢʠʝ ʦʧʝʨʘʮʠʠ ʦʥʠ 

ʤʦʛʫʪ ʚʳʧʦʣʥʷʪʴ ʩ ʦʙʲʝʢʪʦʤ. 

ʅʘʢʦʥʝʮ, ʨʘʙʦʯʠʡ ʧʦʪʦʢ ʟʘʧʫʩʢʘʝʪ ʚʳʧʦʣʥʝʥʠʝ ʠ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʩʦʝʜʠʥʝʥʠʝ ʩ 

ʩʝʨʚʝʨʦʤ C2. ɺ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʢʦʥʬʠʛʫʨʘʮʠʠ ʦʥ ʪʘʢʞʝ ʤʦʞʝʪ ʚʥʝʜʨʠʪʴ ʩʚʦʶ 

ʢʦʧʠʶ ʚ ʜʨʫʛʦʡ ʧʨʦʮʝʩʩ. 

ʉʚʷʟʴ ʩ ʩʝʨʚʝʨʦʤ ʤʦʞʝʪ ʧʨʦʠʩʭʦʜʠʪʴ ʣʠʙʦ ʯʝʨʝʟ ʥʝʦʙʨʘʙʦʪʘʥʥʳʝ ʩʦʢʝʪʳ 

TCP, ʟʘʰʠʬʨʦʚʘʥʥʳʝ ʩ ʧʦʤʦʱʴʶ RC4, ʣʠʙʦ ʯʝʨʝʟ HTTPS. 

ɺ ʮʝʧʦʯʢʝ ʟʘʨʘʞʝʥʠʷ ʦʙʥʘʨʫʞʝʥʦ, ʯʪʦ FoundCore ʟʘʛʨʫʞʘʝʪ ʝʱʝ ʜʚʝ ʯʘʩʪʠ 

ʰʧʠʦʥʩʢʦʛʦ ʇʆ. ʇʝʨʚʳʡ, DropPhone, ʩʦʙʠʨʘʝʪ ʠʥʬʦʨʤʘʮʠʶ ʦʙ ʦʢʨʫʞʘʶʱʝʡ ʩʨʝʜʝ 

ʩ ʤʘʰʠʥʳ ʞʝʨʪʚʳ ʠ ʦʪʧʨʘʚʣʷʝʪ ʝʝ ʚ DropBox. ɺʪʦʨʦʡ, CoreLoader, ʟʘʧʫʩʢʘʝʪ ʢʦʜ, 

ʢʦʪʦʨʳʡ ʧʦʤʦʛʘʝʪ ʚʨʝʜʦʥʦʩʥʦʤʫ ʇʆ ʫʩʢʦʣʴʟʘʪʴ ʦʪ ʦʙʥʘʨʫʞʝʥʠʷ ʧʨʦʜʫʢʪʘʤʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

çɺ ʮʝʣʦʤ, ʟʘ ʧʦʩʣʝʜʥʠʡ ʛʦʜ ʤʳ ʟʘʤʝʪʠʣʠ, ʯʪʦ ʤʥʦʛʠʝ ʠʟ ʵʪʠʭ 

ʢʠʪʘʡʩʢʦʷʟʳʯʥʳʭ ʛʨʫʧʧ ʚʢʣʘʜʳʚʘʶʪ ʙʦʣʴʰʝ ʨʝʩʫʨʩʦʚ ʚ ʩʚʦʠ ʢʘʤʧʘʥʠʠ ʠ 

ʦʪʪʘʯʠʚʘʶʪ ʩʚʦʠ ʪʝʭʥʠʯʝʩʢʠʝ ʚʦʟʤʦʞʥʦʩʪʠè, - ʩʢʘʟʘʣ ʄʘʨʢ ʃʝʭʪʠʢ, ʩʪʘʨʰʠʡ 

ʠʩʩʣʝʜʦʚʘʪʝʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ Kaspersky, ʚ ʘʥʘʣʠʟʝ. çɿʜʝʩʴ ʦʥʠ ʜʦʙʘʚʠʣʠ ʛʦʨʘʟʜʦ 

ʙʦʣʴʰʝ ʫʨʦʚʥʝʡ ʦʙʬʫʩʢʘʮʠʠ ʠ ʟʥʘʯʠʪʝʣʴʥʦ ʫʩʣʦʞʥʠʣʠ ʦʙʨʘʪʥʳʡ ʠʥʞʠʥʠʨʠʥʛ. ʀ 

ʵʪʦ ʩʠʛʥʘʣʠʟʠʨʫʝʪ ʦ ʪʦʤ, ʯʪʦ ʵʪʠ ʛʨʫʧʧʳ ʤʦʛʫʪ ʩʪʨʝʤʠʪʴʩʷ ʢ ʨʘʩʰʠʨʝʥʠʶ ʩʚʦʝʡ 

ʜʝʷʪʝʣʴʥʦʩʪʠè. 

ɺʴʝʪʥʘʤ ʚ APT Sights 
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ɸʥʘʣʠʟ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʧʦʢʘʟʘʣ, ʯʪʦ ʚ ʢʘʤʧʘʥʠʠ ʙʳʣʠ 

ʟʘʜʝʡʩʪʚʦʚʘʥʳ ʜʝʩʷʪʢʠ ʢʦʤʧʴʶʪʝʨʦʚ, ʧʦʜʘʚʣʷʶʱʝʝ ʙʦʣʴʰʠʥʩʪʚʦ (80%) ʢʦʪʦʨʳʭ 

ʨʘʩʧʦʣʦʞʝʥʦ ʚʦ ɺʴʝʪʥʘʤʝ. ʆʩʪʘʣʴʥʳʝ ʮʝʣʠ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʚ ʉʨʝʜʥʝʡ ɸʟʠʠ ʠ 

ʊʘʠʣʘʥʜʝ. 

ʌʠʨʤʘ ʪʘʢʞʝ ʦʙʥʘʨʫʞʠʣʘ, ʯʪʦ ʙʦʣʴʰʠʥʩʪʚʦ ʞʝʨʪʚ ʧʨʠʥʘʜʣʝʞʘʣʠ 

ʧʨʘʚʠʪʝʣʴʩʪʚʫ ʠʣʠ ʚʦʝʥʥʦʤʫ ʩʝʢʪʦʨʫ. ʇʨʠ ʵʪʦʤ ʙʳʣʠ ʠ ʜʨʫʛʠʝ ʮʝʣʝʚʳʝ ʩʝʢʪʦʨʘ, 

ʚʢʣʶʯʘʷ ʜʠʧʣʦʤʘʪʠʶ, ʦʙʨʘʟʦʚʘʥʠʝ ʠ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʝ. 

çʇʨʷʤʦ ʩʝʡʯʘʩ ʤʦʞʝʪ ʧʦʢʘʟʘʪʴʩʷ, ʯʪʦ ʵʪʘ ʢʘʤʧʘʥʠʷ ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ 

ʩʢʦʨʝʝ ʣʦʢʘʣʴʥʫʶ ʫʛʨʦʟʫ, ʥʦ ʚʝʩʴʤʘ ʚʝʨʦʷʪʥʦ, ʯʪʦ ʙʵʢʜʦʨ FoundCore ʚ ʙʫʜʫʱʝʤ 

ʙʫʜʝʪ ʦʙʥʘʨʫʞʝʥ ʚ ʙʦʣʴʰʝʤ ʢʦʣʠʯʝʩʪʚʝ ʩʪʨʘʥ ʚ ʨʘʟʥʳʭ ʨʝʛʠʦʥʘʭè, - ʩʢʘʟʘʣ ʃʝʭʪʠʢ. 

ʇʴʝʨ ɼʝʣʰʝʨ, ʩʪʘʨʰʠʡ ʠʩʩʣʝʜʦʚʘʪʝʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ Kaspersky, ʜʦʙʘʚʠʣ: 

çɹʦʣʝʝ ʪʦʛʦ, ʫʯʠʪʳʚʘʷ, ʯʪʦ ʵʪʠ ʢʠʪʘʡʩʢʦʷʟʳʯʥʳʝ ʛʨʫʧʧʳ ʩʢʣʦʥʥʳ ʜʝʣʠʪʴʩʷ ʩʚʦʝʡ 

ʪʘʢʪʠʢʦʡ ʜʨʫʛ ʩ ʜʨʫʛʦʤ, ʤʳ ʥʝ ʫʜʠʚʠʤʩʷ, ʦʙʥʘʨʫʞʠʚ ʪʘʢʫʶ ʞʝ ʪʘʢʪʠʢʫ ʦʙʬʫʩʢʘʮʠʠ 

ʚ ʜʨʫʛʠʭ ʢʘʤʧʘʥʠʷʭ. ʄʳ ʙʫʜʝʤ ʚʥʠʤʘʪʝʣʴʥʦ ʩʣʝʜʠʪʴ ʟʘ ʣʘʥʜʰʘʬʪʦʤ ʫʛʨʦʟ ʥʘ 

ʧʨʝʜʤʝʪ ʘʥʘʣʦʛʠʯʥʦʡ ʧʦʜʦʟʨʠʪʝʣʴʥʦʡ ʘʢʪʠʚʥʦʩʪʠ. ɼʣʷ ʢʦʤʧʘʥʠʡ ʣʫʯʰʝʝ, ʯʪʦ ʦʥʠ 

ʤʦʛʫʪ ʩʜʝʣʘʪʴ, - ʵʪʦ ʜʝʨʞʘʪʴ ʩʚʦʶ ʢʦʤʧʘʥʠʶ ʚ ʢʫʨʩʝ ʧʦʩʣʝʜʥʠʭ ʘʥʘʣʠʪʠʯʝʩʢʠʭ 

ʜʘʥʥʳʭ ʦʙ ʫʛʨʦʟʘʭ, ʯʪʦʙʳ ʦʥʠ ʟʥʘʣʠ, ʥʘ ʯʪʦ ʦʙʨʘʱʘʪʴ ʚʥʠʤʘʥʠʝè. (Tara Seals. Spy 

Operations Target Vietnam with Sophisticated RAT // Threatpost 

(https://threatpost.com/spy-operations-vietnam-rat/165243/). 05.04.2021). 
***  

 

çʈʦʩʩʠʡʩʢʠʝ ʭʘʢʝʨʳ ʧʦ-ʧʨʝʞʥʝʤʫ ʧʨʦʚʦʜʷʪ ʥʘʩʪʫʧʘʪʝʣʴʥʳʝ ʢʠʙʝʨʘʪʘʢʠ 

ʧʨʦʪʠʚ ʉʐɸ ʠ ʠʭ ʩʦʶʟʥʠʢʦʚ, ʧʳʪʘʷʩʴ ʫʢʨʘʩʪʴ ʠʥʬʦʨʤʘʮʠʶ ʠʣʠ ʟʘʣʦʞʠʪʴ 

ʦʩʥʦʚʫ ʜʣʷ ʙʫʜʫʱʠʭ ʦʧʝʨʘʮʠʡ, ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʚʤʝʩʪʥʦʤ ʧʨʝʜʫʧʨʝʞʜʝʥʠʠ ʩʣʫʞʙ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʨʘʟʚʝʜʢʠ. 
ɺ ʩʦʦʙʱʝʥʠʠ ʌɹʈ, ɼʝʧʘʨʪʘʤʝʥʪʘ ʚʥʫʪʨʝʥʥʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ CISA 

ʩʦʜʝʨʞʠʪʩʷ ʧʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦ ʪʦʤ, ʯʪʦ ʉʣʫʞʙʘ ʚʥʝʰʥʝʡ ʨʘʟʚʝʜʢʠ ʈʦʩʩʠʠ (ʉɺʈ), 

ʪʘʢʞʝ ʠʟʚʝʩʪʥʘʷ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʢʘʢ APT 29, Dukes ʠ CozyBear, 

ʧʨʦʜʦʣʞʘʝʪ ʘʪʘʢʦʚʘʪʴ ʦʨʛʘʥʠʟʘʮʠʠ, ʧʳʪʘʷʩʴ ʩʦʙʨʘʪʴ ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ. 

ɸʛʝʥʪʩʪʚʘ ʉʐɸ ʚʤʝʩʪʝ ʩ ʅʘʮʠʦʥʘʣʴʥʳʤ ʮʝʥʪʨʦʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ (NCSC) ʥʝʜʘʚʥʦ ʦʙʚʠʥʠʣʠ SVR ʚ ʘʪʘʢʝ ʥʘ ʮʝʧʦʯʢʫ ʧʦʩʪʘʚʦʢ 

SolarWinds, ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʦʡ ʭʘʢʝʨʳ ʚʟʣʦʤʘʣʠ ʧʨʦʮʝʩʩ ʦʙʥʦʚʣʝʥʠʷ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʢʦʤʧʘʥʠʠ ʠ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʢ ʩʠʩʪʝʤʘʤ ʚ ʜʝʚʷʪʠ 

ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʫʯʨʝʞʜʝʥʠʷʭ ʠ ʦʢʦʣʦ 100 ʢʦʤʧʘʥʠʷʭ ʯʘʩʪʥʦʛʦ ʩʝʢʪʦʨʘ. 

ɸ ʪʝʧʝʨʴ ʦʨʛʘʥʠʟʘʮʠʠ ʧʨʝʜʫʧʨʝʞʜʘʶʪ, ʯʪʦ ʨʦʩʩʠʡʩʢʠʝ ʢʠʙʝʨʘʪʘʢʠ ʥʝ 

ʧʦʢʘʟʳʚʘʶʪ ʧʨʠʟʥʘʢʦʚ ʟʘʤʝʜʣʝʥʠʷ, ʦʩʦʙʝʥʥʦ ʢʦʛʜʘ ʨʝʯʴ ʠʜʝʪ ʦ ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʩʝʪʠ 

ʦʨʛʘʥʠʟʘʮʠʡ, ʩʚʷʟʘʥʥʳʭ ʩ ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ, ʘʥʘʣʠʪʠʯʝʩʢʠʤʠ ʮʝʥʪʨʘʤʠ ʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʤʠ ʪʝʭʥʦʣʦʛʠʷʤʠ. 

ʆʙʣʘʯʥʳʝ ʩʝʨʚʠʩʳ, ʚʢʣʶʯʘʷ ʵʣʝʢʪʨʦʥʥʫʶ ʧʦʯʪʫ ʠ Microsoft Office 365, 

ʧʦʜʚʝʨʛʘʶʪʩʷ ʘʪʘʢʘʤ. 

çʅʘʮʝʣʠʚʘʥʠʝ ʥʘ ʦʙʣʘʯʥʳʝ ʨʝʩʫʨʩʳ, ʚʝʨʦʷʪʥʦ, ʩʥʠʞʘʝʪ ʚʝʨʦʷʪʥʦʩʪʴ 

ʦʙʥʘʨʫʞʝʥʠʷ ʟʘ ʩʯʝʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʠʣʠ 

ʥʝʧʨʘʚʠʣʴʥʦʡ ʢʦʥʬʠʛʫʨʘʮʠʠ ʩʠʩʪʝʤʳ ʜʣʷ ʩʤʝʰʠʚʘʥʠʷ ʩ ʦʙʳʯʥʳʤ ʠʣʠ 
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ʥʝʢʦʥʪʨʦʣʠʨʫʝʤʳʤ ʪʨʘʬʠʢʦʤ ʚ ʩʨʝʜʝ, ʥʝʜʦʩʪʘʪʦʯʥʦ ʟʘʱʠʱʝʥʥʦʡ, ʢʦʥʪʨʦʣʠʨʫʝʤʦʡ 

ʠʣʠ ʧʦʥʷʪʥʦʡ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʡ-ʞʝʨʪʚè, - ʧʨʝʜʫʧʨʝʞʜʘʝʪ ʘʛʝʥʪʩʪʚʦ. 

ɺ ʧʨʝʜʫʧʨʝʞʜʝʥʠʠ ʧʦʜʨʦʙʥʦ ʦʧʠʩʘʥʳ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ ʤʝʪʦʜʳ, 

ʠʩʧʦʣʴʟʫʝʤʳʝ ʚ ʦʧʝʨʘʮʠʷʭ SVR, ʚʢʣʶʯʘʷ ʨʘʩʧʳʣʝʥʠʝ ʧʘʨʦʣʝʡ, ʠʩʧʦʣʴʟʦʚʘʥʠʝ 

ʫʷʟʚʠʤʦʩʪʝʡ ʥʫʣʝʚʦʛʦ ʜʥʷ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʝ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ. 

ʈʘʩʧʳʣʝʥʠʝ ʧʘʨʦʣʝʡ - ʵʪʦ ʢʦʛʜʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʘʮʝʣʝʥʳ ʥʘ ʩʣʘʙʳʝ 

ʧʘʨʦʣʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘ. ʕʪʠ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 

ʟʘʱʠʱʝʥʳ ʦʙʳʯʥʳʤʠ ʠʣʠ ʥʝʥʘʜʝʞʥʳʤʠ ʧʘʨʦʣʷʤʠ, ʚʢʣʶʯʘʷ ʠʤʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ 

ʧʘʨʦʣʠ ʧʦ ʫʤʦʣʯʘʥʠʶ, ʯʪʦ ʜʘʝʪ ʢʠʙʝʨʘʪʘʢʘʤ ʦʪʥʦʩʠʪʝʣʴʥʦ ʧʨʦʩʪʳʝ ʩʨʝʜʩʪʚʘ 

ʧʦʣʫʯʝʥʠʷ ʜʦʩʪʫʧʘ ʢ ʧʣʦʭʦ ʟʘʱʠʱʝʥʥʳʤ ʩʝʪʷʤ. 

ɺʦ ʤʥʦʛʠʭ ʩʣʫʯʘʷʭ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʚʟʣʘʤʳʚʘʶʪ ʢʘʢ ʤʦʞʥʦ ʙʦʣʴʰʝ ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʝʡ, ʜʫʤʘʷ ʪʦʣʴʢʦ ʦ ʪʦʤ, ʢʘʢ ʠʭ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʦʟʞʝ. 

ʏʪʦʙʳ ʟʘʱʠʪʠʪʴʩʷ ʦʪ ʘʪʘʢ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʘʨʦʣʝʡ, ʌɹʈ ʠ DHS 

ʨʝʢʦʤʝʥʜʫʶʪ ʦʙʷʟʘʪʝʣʴʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʤʥʦʛʦʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ ʩʝʪʠ 

ʠ, ʧʦ ʚʦʟʤʦʞʥʦʩʪʠ, ʧʨʠʥʫʜʠʪʝʣʴʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʥʘʜʝʞʥʳʭ ʧʘʨʦʣʝʡ - ʦʩʦʙʝʥʥʦ 

ʜʣʷ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ. ʊʘʢʞʝ ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʟʘʧʨʝʪʠʪʴ ʜʦʩʪʫʧ ʢ 

ʫʜʘʣʝʥʥʳʤ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʤ ʬʫʥʢʮʠʷʤ ʩ IP-ʘʜʨʝʩʦʚ, ʥʝ ʧʨʠʥʘʜʣʝʞʘʱʠʭ 

ʦʨʛʘʥʠʟʘʮʠʷʤ. 

ɼʨʫʛʦʡ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʡ ʤʝʪʦʜ ʘʪʘʢʠ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʭʘʢʝʨʘʤʠ, 

ʧʦʜʜʝʨʞʠʚʘʝʤʳʤʠ ʂʨʝʤʣʝʤ, - ʵʪʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʫʩʪʨʦʡʩʪʚʘʭ 

ʚʠʨʪʫʘʣʴʥʦʡ ʯʘʩʪʥʦʡ ʩʝʪʠ (VPN), ʢʦʪʦʨʳʝ ʨʘʩʢʨʳʚʘʶʪ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʜʣʷ ʚʭʦʜʘ. 

ɺ ʧʨʝʜʫʧʨʝʞʜʝʥʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʧʨʠʤʝʨ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ 

CVE-2019-19781 - ʫʷʟʚʠʤʦʩʪʠ ʚ ʢʦʥʪʨʦʣʣʝʨʝ ʜʦʩʪʘʚʢʠ ʧʨʠʣʦʞʝʥʠʡ Citrix ʠ ʰʣʶʟʝ - 

ʥʦ ʵʪʦ ʦʜʥʘ ʠʟ ʥʝʩʢʦʣʴʢʠʭ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʚ ʢʠʙʝʨʘʪʘʢʘʭ ʚ ʧʦʩʣʝʜʥʠʝ 

ʛʦʜʳ, ʧʦʟʚʦʣʷʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʪʘʡʥʦ ʧʨʦʥʠʢʘʪʴ ʚ ʩʝʪʠ. 

ɺ ʢʘʞʜʦʤ ʠʟ ʵʪʠʭ ʩʣʫʯʘʝʚ ʟʘʪʨʦʥʫʪʳʡ ʧʦʩʪʘʚʱʠʢ ʚʳʧʫʩʪʠʣ ʢʨʠʪʠʯʝʩʢʦʝ 

ʠʩʧʨʘʚʣʝʥʠʝ ʙʝʟʦʧʘʩʥʦʩʪʠ - ʘ ʚ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʦʥʠ ʙʳʣʠ ʜʦʩʪʫʧʥʳ ʚ ʪʝʯʝʥʠʝ 

ʤʥʦʛʠʭ ʣʝʪ, - ʥʦ ʦʨʛʘʥʠʟʘʮʠʠ, ʢʦʪʦʨʳʝ ʥʝ ʧʨʠʤʝʥʷʶʪ ʦʙʥʦʚʣʝʥʠʷ, ʧʦ-ʧʨʝʞʥʝʤʫ 

ʫʷʟʚʠʤʳ ʜʣʷ ʘʪʘʢ. 

ʌɹʈ, ʄʠʥʠʩʪʝʨʩʪʚʦ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʠ CISA ʪʘʢʞʝ ʧʨʝʜʫʧʨʝʞʜʘʶʪ ʦʙ ʘʪʘʢʘʭ 

ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ WellMess - ʬʦʨʤʳ ʥʘʩʪʨʘʠʚʘʝʤʦʛʦ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʩʚʷʟʘʥʥʦʛʦ 

ʩ APT 29, ʢʦʪʦʨʦʝ ʠʩʧʦʣʴʟʦʚʘʣʦʩʴ ʚ ʘʪʘʢʘʭ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʦʙʲʝʢʪʳ ʧʦ 

ʠʩʩʣʝʜʦʚʘʥʠʶ ʚʘʢʮʠʥʳ COVID-19. ʍʦʪʷ ʫʢʨʘʜʝʥʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ RDP 

ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʪʘʢʞʝ ʠʟʚʝʩʪʥʦ, ʯʪʦ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʳʪʘʣʠʩʴ ʨʘʩʧʨʦʩʪʨʘʥʠʪʴ ʝʛʦ ʯʝʨʝʟ ʮʝʣʝʚʳʝ ʬʠʰʠʥʛʦʚʳʝ 

ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ. 

ʇʨʝʜʫʧʨʝʞʜʝʥʠʝ ʦ ʨʦʩʩʠʡʩʢʠʭ ʤʝʪʦʜʘʭ ʚʟʣʦʤʘ ʙʳʣʦ ʚʳʧʫʱʝʥʦ, ʯʪʦʙʳ 

ʧʦʙʫʜʠʪʴ ʦʨʛʘʥʠʟʘʮʠʠ ʠʟʫʯʠʪʴ ʩʚʦʠ ʩʝʪʠ ʠ ʣʫʯʰʝ ʧʦʥʷʪʴ, ʢʘʢ ʟʘʱʠʪʠʪʴ ʠʭ ʦʪ ʘʪʘʢ. 

çʌɹʈ ʠ DHS ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʠʙʝʨ-ʠʥʩʪʨʫʤʝʥʪʘʭ, ʮʝʣʷʭ, 

ʤʝʪʦʜʘʭ ʠ ʚʦʟʤʦʞʥʦʩʪʷʭ SVR, ʯʪʦʙʳ ʧʦʤʦʯʴ ʦʨʛʘʥʠʟʘʮʠʷʤ ʚ ʧʨʦʚʝʜʝʥʠʠ 

ʩʦʙʩʪʚʝʥʥʳʭ ʨʘʩʩʣʝʜʦʚʘʥʠʡ ʠ ʦʙʝʩʧʝʯʝʥʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʚʦʠʭ ʩʝʪʝʡè, - ʛʦʚʦʨʠʪʩʷ 

ʚ ʧʨʝʜʫʧʨʝʞʜʝʥʠʠè. (Danny Palmer. FBI: Russian hackers are still trying to break 

into networks, here's how to protect yours from attack // ZDNet 

(https://www.zdnet.com/article/fbi-russian-hackers-are-still-trying-to-break-into-

networks-heres-how-to-protect-yours-from-attack/). 27.04.2021). 
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***  

 

ʂʽʙʝʨʘʪʘʢʘ ʥʘ SolarWinds 

 

çʉʦʝʜʠʥʝʥʥʦʝ ʂʦʨʦʣʝʚʩʪʚʦ, ʂʘʥʘʜʘ, ɽʚʨʦʧʝʡʩʢʠʡ ʉʦʶʟ ʠ ʅɸʊʆ 

ʚʳʨʘʟʠʣʠ ʧʦʜʜʝʨʞʢʫ ʉʦʝʜʠʥʝʥʥʳʤ ʐʪʘʪʘʤ, ʦʙʚʠʥʷʶʱʠʤ ʈʦʩʩʠʶ ʚ 

ʢʠʙʝʨʘʪʘʢʝ ʥʘ ʫʧʨʘʚʣʷʶʱʫʶ ʀʊ-ʢʦʤʧʘʥʠʶ SolarWinds, ʢʦʪʦʨʘʷ ʟʘʪʨʦʥʫʣʘ 

ʦʨʛʘʥʠʟʘʮʠʠ ʧʦ ʚʩʝʤʫ ʤʠʨʫ. 
ʆʙʲʷʚʣʝʥʠʷ ʙʳʣʠ ʩʜʝʣʘʥʳ ʚ ʪʦʪ ʞʝ ʜʝʥʴ, ʢʦʛʜʘ ʉʦʝʜʠʥʝʥʥʳʝ ʐʪʘʪʳ ʚʳʩʣʘʣʠ 

10 ʨʦʩʩʠʡʩʢʠʭ ʜʠʧʣʦʤʘʪʦʚ ʠ ʥʘʣʦʞʠʣʠ ʩʘʥʢʮʠʠ ʥʘ ʜʝʩʷʪʢʠ ʢʦʤʧʘʥʠʡ ʠ ʣʶʜʝʡ ʚ 

ʧʦʧʳʪʢʝ ʥʘʢʘʟʘʪʴ ʈʦʩʩʠʶ, ʢʦʪʦʨʘʷ, ʢʘʢ ʩʯʠʪʘʝʪʩʷ, ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ ʦʨʛʘʥʠʟʦʚʘʣʘ ʢʘʢ 

ʚʤʝʰʘʪʝʣʴʩʪʚʦ ʚ ʧʨʝʟʠʜʝʥʪʩʢʠʝ ʚʳʙʦʨʳ ʚ ʉʐɸ, ʪʘʢ ʠ ʥʘʨʫʰʝʥʠʝ ʧʦʣʠʪʠʢʠ 

SolarWinds. 

ɸʜʤʠʥʠʩʪʨʘʮʠʷ ɹʘʡʜʝʥʘ ʟʘʷʚʠʣʘ, ʯʪʦ ʩʘʥʢʮʠʠ ʜʦʣʞʥʳ ʙʳʣʠ ʧʦʩʣʘʪʴ ʂʨʝʤʣʶ 

ʩʠʛʥʘʣ ʦ ʪʦʤ, ʯʪʦ ʉʐɸ ʛʦʪʦʚʳ ʧʨʠʥʷʪʴ ʤʝʨʳ ʧʨʦʪʠʚ ʫʩʠʣʠʡ, ʢʦʪʦʨʳʝ ʧʦʜʨʳʚʘʶʪ 

çʧʨʦʚʝʜʝʥʠʝ ʩʚʦʙʦʜʥʳʭ ʠ ʩʧʨʘʚʝʜʣʠʚʳʭ ʜʝʤʦʢʨʘʪʠʯʝʩʢʠʭ ʚʳʙʦʨʦʚ ʠ 

ʜʝʤʦʢʨʘʪʠʯʝʩʢʠʭ ʠʥʩʪʠʪʫʪʦʚ ʚ ʉʦʝʜʠʥʝʥʥʳʭ ʐʪʘʪʘʭ, ʠʭ ʩʦʶʟʥʠʢʘʭ ʠ ʧʘʨʪʥʝʨʘʭè, 

ʠʣʠ ʪʝ, ʢʦʪʦʨʳʝ çʩʧʦʩʦʙʩʪʚʫʶʪ ʟʣʦʥʘʤʝʨʝʥʥʳʤ ʜʝʡʩʪʚʠʷʤ ʚ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʝ 

ʧʨʦʪʠʚ ʉʐɸ, ʠʭ ʩʦʶʟʥʠʢʦʚ ʠ ʧʘʨʪʥʝʨʦʚè. 

ʂʘʥʘʜʘ ʚ ʯʝʪʚʝʨʛ ʟʘʷʚʠʣʘ, ʯʪʦ ʚʟʣʦʤ SolarWinds ʟʘʪʨʦʥʫʣ ʙʦʣʝʝ ʩʦʪʥʠ 

ʢʘʥʘʜʩʢʠʭ ʦʨʛʘʥʠʟʘʮʠʡ, ʥʦ ʝʡ ʥʝʠʟʚʝʩʪʥʦ ʦ ʪʦʤ, ʯʪʦʙʳ ʢʪʦ-ʣʠʙʦ ʠʟ ʥʠʭ ʙʳʣ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥ ʚ ʭʦʜʝ ʧʦʩʣʝʜʦʚʘʚʰʝʡ ʟʘ ʵʪʠʤ ʢʘʤʧʘʥʠʠ ʢʠʙʝʨʰʧʠʦʥʘʞʘ. 

çʂʘʥʘʜʘ ʩʯʠʪʘʝʪ, ʯʪʦ APT29, ʪʘʢʞʝ ʠʤʝʥʫʝʤʳʡ çɻʝʨʮʦʛʠè ʠʣʠ çʋʶʪʥʳʡ 

ʤʝʜʚʝʜʴè, ʙʳʣ ʦʪʚʝʪʩʪʚʝʥʝʥ ʟʘ ʵʪʫ ʜʝʷʪʝʣʴʥʦʩʪʴ ʠ ʧʦʯʪʠ ʥʘʚʝʨʥʷʢʘ ʜʝʡʩʪʚʫʝʪ ʢʘʢ 

ʯʘʩʪʴ ʨʦʩʩʠʡʩʢʠʭ ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʳʭ ʩʣʫʞʙ (ʉɺʈ). ʕʪʘ ʜʝʷʪʝʣʴʥʦʩʪʴ ʚʳʟʳʚʘʝʪ 

ʦʙʝʩʧʦʢʦʝʥʥʦʩʪʴ, ʫʯʠʪʳʚʘʷ ʠʩʪʦʨʠʶ ʧʦʜʨʳʚʥʦʡ ʠ ʜʝʩʪʘʙʠʣʠʟʠʨʫʶʱʝʡ 

ʢʠʙʝʨʥʝʪʠʯʝʩʢʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʜʨʫʛʠʭ ʨʦʩʩʠʡʩʢʠʭ ʩʫʙʲʝʢʪʦʚ, ʩʧʦʥʩʠʨʫʝʤʳʭ 

ʛʦʩʫʜʘʨʩʪʚʦʤ. ʄʳ ʚʳʨʘʞʘʝʤ ʥʘʰʫ ʦʟʘʙʦʯʝʥʥʦʩʪʴ, ʯʪʦʙʳ ʧʦʜʯʝʨʢʥʫʪʴ ʚʘʞʥʦʩʪʴ 

ʫʢʨʝʧʣʝʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʰʝʡ ʩʪʨʘʥʳè, - ʟʘʷʚʠʣʘ ʂʘʥʘʜʘ. 

ɽʚʨʦʧʝʡʩʢʠʡ ʩʦʶʟ ʦʪʤʝʪʠʣ, ʯʪʦ Solarwinds ʢʠʙʝʨ-ʦʧʝʨʘʮʠʠ ʦʢʘʟʘʣʠ ʚʣʠʷʥʠʝ 

ʥʘ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʠ ʙʠʟʥʝʩʘ ʚ ʩʪʨʘʥʘʭ - ʯʣʝʥʘʭ ɽʉ ʪʘʢʞʝ ʚʳʨʘʞʘʶʪ ʦʟʘʙʦʯʝʥʥʦʩʪʴ 

ʧʦ ʧʦʚʦʜʫ ʚʦʟʨʦʩʰʝʡ ʘʢʪʠʚʥʦʩʪʠ ʪʘʨʛʝʪʠʨʦʚʘʥʠʷ çʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʮʝʣʦʩʪʥʦʩʪʴ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʠ ʢʦʤʤʫʥʠʢʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ (ʀʂʊ) ʧʨʦʜʫʢʮʠʠ ʠ ʫʩʣʫʛ.è 

ɺ ʯʝʪʚʝʨʛ ʅɸʊʆ ʩʦʦʙʱʠʣʦ, ʯʪʦ ʝʛʦ ʩʦʶʟʥʠʢʠ ʧʨʠʥʠʤʘʶʪ ʤʝʨʳ ʧʦ 

ʫʢʨʝʧʣʝʥʠʶ ʢʦʣʣʝʢʪʠʚʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʜʦʙʘʚʠʚ, ʯʪʦ ʈʦʩʩʠʷ ʧʨʦʜʦʣʞʘʝʪ 

ʜʝʩʪʘʙʠʣʠʟʠʨʫʶʱʝʝ ʧʦʚʝʜʝʥʠʝ ʧʫʪʝʤ ʧʦʧʳʪʦʢ ʚʤʝʰʘʪʝʣʴʩʪʚʘ ʚ ʚʳʙʦʨʳ, 

ʰʠʨʦʢʦʤʘʩʰʪʘʙʥʳʭ ʢʘʤʧʘʥʠʡ ʜʝʟʠʥʬʦʨʤʘʮʠʠ ʠ ʟʣʦʥʘʤʝʨʝʥʥʳʭ ʢʠʙʝʨʘʪʘʢ. 

çʉʦʝʜʠʥʝʥʥʳʝ ʐʪʘʪʳ ʠ ʜʨʫʛʠʝ ʩʦʶʟʥʠʢʠ ʩʯʠʪʘʶʪ, ʯʪʦ ʚʩʝ ʠʤʝʶʱʠʝʩʷ 

ʩʚʠʜʝʪʝʣʴʩʪʚʘ ʫʢʘʟʳʚʘʶʪ ʥʘ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʈʦʩʩʠʡʩʢʦʡ ʌʝʜʝʨʘʮʠʠ ʟʘ ʚʟʣʦʤ 

SolarWinds. ʄʳ ʩʦʣʠʜʘʨʥʳ ʩ ʉʦʝʜʠʥʝʥʥʳʤʠ ʐʪʘʪʘʤʠè, - ʟʘʷʚʠʣʠ ʚ ʅɸʊʆ, ʧʨʠʟʚʘʚ 

ʈʦʩʩʠʶ ʧʨʝʢʨʘʪʠʪʴ ʪʘʢʦʝ ʧʦʚʝʜʝʥʠʝ. 

ʂʘʢ ʠ ʉʐɸ, ɺʝʣʠʢʦʙʨʠʪʘʥʠʷ ʚ ʯʝʪʚʝʨʛ ʥʘʧʨʷʤʫʶ ʦʙʚʠʥʠʣʘ ʂʨʝʤʣʴ ʚ ʘʪʘʢʝ 

ʥʘ SolarWinds, ʥʘʟʚʘʚ ʈʦʩʩʠʶ çʩʘʤʦʡ ʩʝʨʴʝʟʥʦʡ ʫʛʨʦʟʦʡ ʥʘʮʠʦʥʘʣʴʥʦʡ ʠ 
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ʢʦʣʣʝʢʪʠʚʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠè. ɺʝʣʠʢʦʙʨʠʪʘʥʠʷ ʪʘʢʞʝ 

ʦʧʫʙʣʠʢʦʚʘʣʘ ʜʦʧʦʣʥʠʪʝʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʢʠʙʝʨ-ʜʝʷʪʝʣʴʥʦʩʪʠ SVR. 

ɺ ʩʦʦʙʱʝʥʠʠ ʚ ʯʝʪʚʝʨʛ ɸʛʝʥʪʩʪʚʦ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ɸʅɹ) 

ʧʨʝʜʫʧʨʝʜʠʣʦ ʦ ʨʦʩʩʠʡʩʢʠʭ ʭʘʢʝʨʩʢʠʭ ʦʧʝʨʘʮʠʷʭ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʧʷʪʴ ʠʟʚʝʩʪʥʳʭ 

ʠ ʫʞʝ ʠʩʧʨʘʚʣʝʥʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ, ʚʢʣʶʯʘʷ ʫʷʟʚʠʤʦʩʪʠ, ʟʘʪʨʘʛʠʚʘʶʱʠʝ Fortinet 

FortiGate VPN, Synacor Zimbra Collaboration Suite, Pulse Secure Pulse Connect Secure 

VPN, Citrix Application Delivery Controller ʠ ʐʣʶʟ ʠ VMware Workspace ONE 

Accessè. (Ionut Arghire. More Countries Officially Blame Russia for SolarWinds 

Attack // Wired Business Media (https://www.securityweek.com/more-countries-

officially -blame-russia-solarwinds-attack). 16.04.2021). 

***  

 

 
ɿʘʭʠʩʪ ʧʝʨʩʦʥʘʣʴʥʠʭ ʜʘʥʠʭ 

 

çɺ ʪʦ ʚʨʝʤʷ ʢʘʢ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ɻʝʨʤʘʥʠʠ ʚʩʝ ʝʱʝ ʙʦʨʝʪʩʷ ʩ ʧʨʦʝʢʪʦʤ 

ɿʘʢʦʥʘ ʦʙ ʀʊ-ʙʝʟʦʧʘʩʥʦʩʪʠ 2.0 ʠ ʘʜʘʧʪʘʮʠʝʡ ʧʨʘʚʠʣ, ʢʘʩʘʶʱʠʭʩʷ ʰʪʨʘʬʦʚ, 

ʦʨʛʘʥʳ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʛʦʩʫʜʘʨʩʪʚ-ʯʣʝʥʦʚ ɽʉ ʫʞʝ ʫʩʪʘʥʦʚʠʣʠ ʬʘʢʪʳ ʥʘ 
ʦʩʥʦʚʝ ʆʙʱʝʛʦ ʨʝʛʣʘʤʝʥʪʘ ɽʉ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ (çGDPRè). ʄʥʦʛʠʝ ʰʪʨʘʬʳ, 

ʥʘʣʦʞʝʥʥʳʝ ʩ ʤʘʷ 2018 ʛʦʜʘ, ʙʳʣʠ ʚʳʟʚʘʥʳ ʥʝʜʦʩʪʘʪʦʯʥʳʤʠ ʤʝʨʘʤʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʏʪʦ ʧʨʦʠʟʦʰʣʦ? 

ɺ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩʦ ʩʪʘʪʴʝʡ 32 (1) GDPR ʢʦʥʪʨʦʣʝʨ ʦʙʷʟʘʥ ʧʨʠʥʷʪʴ 

ʜʦʩʪʘʪʦʯʥʳʝ ʪʝʭʥʠʯʝʩʢʠʝ ʠ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʝ ʤʝʨʳ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ, ʦʩʫʱʝʩʪʚʣʷʝʤʦʡ ʯʝʨʝʟ ʀʊ-ʩʠʩʪʝʤʳ. ʄʝʨʳ, ʥʝʦʙʭʦʜʠʤʳʝ ʚ 

ʢʦʥʢʨʝʪʥʦʤ ʩʣʫʯʘʝ, ʦʧʨʝʜʝʣʷʶʪʩʷ, ʩʨʝʜʠ ʧʨʦʯʝʛʦ, ʫʨʦʚʥʝʤ ʪʝʭʥʠʢʠ, ʟʘʪʨʘʪʘʤʠ ʥʘ 

ʨʝʘʣʠʟʘʮʠʶ, ʪʠʧʦʤ, ʦʙʲʝʤʦʤ, ʦʙʩʪʦʷʪʝʣʴʩʪʚʘʤʠ ʠ ʮʝʣʷʤʠ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ, ʘ 

ʪʘʢʞʝ ʨʘʟʣʠʯʥʦʡ ʚʝʨʦʷʪʥʦʩʪʴʶ ʠ ʩʝʨʴʝʟʥʦʩʪʴʶ ʨʠʩʢʘ ʜʣʷ ʧʨʘʚ ʠ ʩʚʦʙʦʜʳ ʩʫʙʲʝʢʪʦʚ 

ʜʘʥʥʳʭ. 

ʅʦ ʯʪʦ ʢʦʤʧʘʥʠʠ ʤʦʛʫʪ ʠʟʚʣʝʯʴ ʠʟ ʨʘʟʣʠʯʥʳʭ ʩʫʜʝʙʥʳʭ ʨʘʟʙʠʨʘʪʝʣʴʩʪʚ? 

1. ʄʘʨʨʠʦʪʪ 

ʆʨʛʘʥ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ, ICO, ʚʳʟʚʘʣ ʘʞʠʦʪʘʞ ʚ 2018 ʛʦʜʫ, 

ʢʦʛʜʘ ʥʘʣʦʞʠʣ ʥʘ ʤʠʣʣʠʘʨʜʥʫʶ ʢʦʤʧʘʥʠʶ Marriott International Inc. (Marriott) 

ʰʪʨʘʬ ʚ ʨʘʟʤʝʨʝ ʤʠʣʣʠʦʥʦʚ ʝʚʨʦ. 

ʇʨʝʜʧʦʩʳʣʢʦʡ ʢ ʵʪʦʤʫ ʧʦʩʣʫʞʠʣʦ ʪʦ, ʯʪʦ Marriott ʧʨʠʦʙʨʝʣʘ ʛʦʩʪʠʥʠʯʥʫʶ 

ʩʝʪʴ Starwood ʚ 2016 ʛʦʜʫ, ʥʝ ʧʝʨʝʩʤʦʪʨʝʚ ʤʝʨʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ. ʋʞʝ 

ʚ 2014 ʛʦʜʫ ʩʠʩʪʝʤʳ Starwood ʙʳʣʠ ʘʪʘʢʦʚʘʥʳ ʭʘʢʝʨʘʤʠ ʩ ʮʝʣʴʶ ʠʟʚʣʝʯʝʥʠʷ 

ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʣʠʝʥʪʘʭ. ʅʘ ʤʦʤʝʥʪ ʧʨʠʦʙʨʝʪʝʥʠʷ ʵʪʦʛʦ ʟʘʤʝʯʝʥʦ ʥʝ ʙʳʣʦ. ʊʦʣʴʢʦ 

ʚ 2018 ʛʦʜʫ ʫʪʝʯʢʘ ʜʘʥʥʳʭ ʙʳʣʘ ʦʙʥʘʨʫʞʝʥʘ ʠ ʩʦʦʙʱʝʥʘ ICO. ʂ ʪʦʤʫ ʚʨʝʤʝʥʠ ʫʞʝ 

ʙʳʣʦ ʧʦʣʫʯʝʥʦ ʜʦʩʪʫʧ ʢ 339 ʤʠʣʣʠʦʥʘʤ ʢʣʠʝʥʪʩʢʠʭ ʟʘʧʠʩʝʡ. ʇʝʨʚʦʥʘʯʘʣʴʥʦ 

ʫʩʪʘʥʦʚʠʚ ʰʪʨʘʬ ʚ ʨʘʟʤʝʨʝ 99,2 ʤʠʣʣʠʦʥʘ ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ (~ 115 ʤʠʣʣʠʦʥʦʚ 

ʝʚʨʦ), ICO ʩʥʠʟʠʣʦ ʝʛʦ ʜʦ 18,4 ʤʠʣʣʠʦʥʘ ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ (~ 20,4 ʤʠʣʣʠʦʥʘ ʝʚʨʦ) 

ʙʣʘʛʦʜʘʨʷ ʭʦʨʦʰʝʤʫ ʩʦʪʨʫʜʥʠʯʝʩʪʚʫ ʩ Marriott. 

ʂʝʡʩ ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʦʩʦʙʦʝ ʚʥʠʤʘʥʠʝ ʥʝʦʙʭʦʜʠʤʦ ʫʜʝʣʷʪʴ ʩʪʨʫʢʪʫʨʝ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʠʦʙʨʝʪʘʝʤʦʡ ʢʦʤʧʘʥʠʠ. ɽʩʣʠ ʢʦʤʧʘʥʠʷ ʥʝ ʧʨʠʥʷʣʘ 
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ʜʦʩʪʘʪʦʯʥʳʭ ʪʝʭʥʠʯʝʩʢʠʭ ʠ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʭ ʤʝʨ ʜʣʷ ʟʘʱʠʪʳ ʜʘʥʥʳʭ, ʵʪʦ 

ʥʝʦʙʭʦʜʠʤʦ ʦʧʨʝʜʝʣʠʪʴ ʠ ʥʝʤʝʜʣʝʥʥʦ ʠʩʧʨʘʚʠʪʴ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʧʦʢʫʧʘʪʝʣʶ 

ʫʛʨʦʞʘʶʪ ʢʠʙʝʨʨʠʩʢʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʢ ʟʥʘʯʠʪʝʣʴʥʦʤʫ ʢʦʩʚʝʥʥʦʤʫ 

ʫʱʝʨʙʫ ʜʣʷ ʢʦʤʧʘʥʠʠ. ɿʜʝʩʴ ʩʣʝʜʫʝʪ ʜʫʤʘʪʴ ʥʝ ʪʦʣʴʢʦ ʦ ʧʦʪʝʥʮʠʘʣʴʥʦʡ ʫʛʨʦʟʝ 

ʰʪʨʘʬʦʚ, ʥʦ ʠ ʦ ʧʨʝʪʝʥʟʠʷʭ ʦ ʚʦʟʤʝʱʝʥʠʠ ʫʱʝʨʙʘ ʧʦʩʪʨʘʜʘʚʰʠʤʠ, ʘ ʪʘʢʞʝ ʦ 

ʚʦʟʤʝʱʝʥʠʠ ʫʱʝʨʙʘ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʚʦʟʥʠʢʥʫʪʴ ʚ ʨʝʟʫʣʴʪʘʪʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʠʥʬʦʨʤʘʮʠʠ (ʥʘʧʨʠʤʝʨ, ʢʦʤʤʝʨʯʝʩʢʦʡ ʪʘʡʥʳ). ʍʘʢʝʨʳ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʩʠʪʫʘʮʠʶ ʜʣʷ ʧʦʧʳʪʦʢ ʰʘʥʪʘʞʘ. 

2. ɼʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʦ ʟʜʦʨʦʚʴʝ 

ʅʝʦʜʥʦʢʨʘʪʥʦ ʚʳʷʚʣʷʣʠʩʴ ʩʣʫʯʘʠ, ʢʦʛʜʘ ʥʝ ʧʨʠʥʠʤʘʣʠʩʴ ʜʦʩʪʘʪʦʯʥʳʝ ʤʝʨʳ 

ʜʣʷ ʦʛʨʘʥʠʯʝʥʠʷ ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ ʦ ʩʦʩʪʦʷʥʠʠ ʟʜʦʨʦʚʴʷ. ɼʘʥʥʳʝ ʦ ʟʜʦʨʦʚʴʝ - ʵʪʦ 

ʦʩʦʙʘʷ ʢʘʪʝʛʦʨʠʷ ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ (ʩʪʘʪʴʷ 9 (1) GDPR), ʢʦʪʦʨʘʷ ʧʦʜʣʝʞʠʪ 

ʦʩʦʙʝʥʥʦ ʚʳʩʦʢʦʤʫ ʫʨʦʚʥʶ ʟʘʱʠʪʳ. 

ʉ ʤʦʤʝʥʪʘ ʚʩʪʫʧʣʝʥʠʷ ʚ ʩʠʣʫ GDPR ʦʨʛʘʥʳ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʥʝʦʜʥʦʢʨʘʪʥʦ 

ʧʨʠʤʝʥʷʣʠ ʩʘʥʢʮʠʠ. ʇʝʨʚʳʡ ʰʪʨʘʬ ʪʘʢʦʛʦ ʨʦʜʘ ʙʳʣ ʥʘʣʦʞʝʥ ʥʘ ʛʦʩʫʜʘʨʩʪʚʝʥʥʫʶ 

ʙʦʣʴʥʠʮʫ ʚ ʇʦʨʪʫʛʘʣʠʠ, ʧʦʩʢʦʣʴʢʫ ʤʝʜʠʮʠʥʩʢʠʡ ʧʝʨʩʦʥʘʣ ʠʤʝʣ ʥʝʦʛʨʘʥʠʯʝʥʥʳʡ 

ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʦ ʟʜʦʨʦʚʴʝ ʧʘʮʠʝʥʪʦʚ - ʚ ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʜʘʞʝ ʯʝʨʝʟ 

ʬʘʣʴʩʠʬʠʮʠʨʦʚʘʥʥʳʝ ʧʨʦʬʠʣʠ. ʐʪʨʘʬ ʩʦʩʪʘʚʠʣ 400 000 ʝʚʨʦ. ʉ ʪʝʭ ʧʦʨ ʪʘʢʠʝ 

ʩʣʫʯʘʠ ʥʝʦʜʥʦʢʨʘʪʥʦ ʚʳʷʚʣʷʣʠʩʴ - ʥʘʧʨʠʤʝʨ, ʚ ʅʠʜʝʨʣʘʥʜʘʭ ʠʣʠ ʅʦʨʚʝʛʠʠ. ɺ 

ʯʘʩʪʥʦʩʪʠ, ʚ ʐʚʝʮʠʠ ʚ ʩʚʷʟʠ ʩ ʵʪʠʤ ʙʳʣʦ ʥʘʣʦʞʝʥʦ ʧʷʪʴ ʨʘʟʣʠʯʥʳʭ ʰʪʨʘʬʦʚ. 

ʉʘʤʘʷ ʚʳʩʦʢʘʷ ʠʟ ʥʠʭ ʙʳʣʘ ʥʘʧʨʘʚʣʝʥʘ ʧʨʦʪʠʚ ʙʦʣʴʥʠʮʳ Capio St. Gºran ʠ 

ʩʦʩʪʘʚʠʣʘ 30 ʤʠʣʣʠʦʥʦʚ ʰʚʝʜʩʢʠʭ ʢʨʦʥ (2,9 ʤʠʣʣʠʦʥʘ ʝʚʨʦ). 

ʂʘʪʘʣʦʛ ʦʙʷʟʘʪʝʣʴʩʪʚ ʧʦ ʩʪʘʪʴʝ 32 GDPR ʪʘʢʞʝ ʚʢʣʶʯʘʝʪ ʟʘʱʠʪʫ ʜʘʥʥʳʭ ʦʪ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʚʥʫʪʨʝʥʥʝʛʦ ʜʦʩʪʫʧʘ. ʕʪʦ ʦʩʦʙʝʥʥʦ ʚʝʨʥʦ, ʢʦʛʜʘ ʨʝʯʴ ʠʜʝʪ 

ʦ çʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭè ʜʘʥʥʳʭ, ʪʘʢʠʭ ʢʘʢ ʜʘʥʥʳʝ ʦ ʩʦʩʪʦʷʥʠʠ ʟʜʦʨʦʚʴʷ. ʆʧʘʩʥʦʩʪʴ 

ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ ʚʦʟʥʠʢʘʝʪ ʥʝ ʪʦʣʴʢʦ ʠʟʚʥʝ ʚ ʨʝʟʫʣʴʪʘʪʝ ʭʘʢʝʨʩʢʠʭ ʘʪʘʢ, ʥʦ ʠ 

ʧʨʝʜʩʪʘʚʣʷʝʪ ʨʝʘʣʴʥʳʡ ʨʠʩʢ ʚʥʫʪʨʠ ʩʘʤʦʡ ʢʦʤʧʘʥʠʠ. ʕʪʦʤʫ ʥʫʞʥʦ 

ʧʨʦʪʠʚʦʜʝʡʩʪʚʦʚʘʪʴ. ɿʘʱʠʪʥʳʝ ʤʝʨʳ ʪʘʢʞʝ ʜʦʣʞʥʳ ʙʳʪʴ ʘʜʘʧʪʠʨʦʚʘʥʳ ʢ 

ʧʦʪʝʥʮʠʘʣʴʥʦʤʫ ʨʠʩʢʫ, ʢʦʪʦʨʳʡ ʦʩʦʙʝʥʥʦ ʥʝʠʟʙʝʞʝʥ ʚ ʩʣʫʯʘʝ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʡ ʦʙʨʘʙʦʪʢʠ çʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭè ʜʘʥʥʳʭ. 

3. 1 & 1 Telecom GmbH 

ɼʝʣʦ 1 & 1 Telecom GmbH (ç1 & 1è), ʚʝʨʦʷʪʥʦ, ʩʪʘʥʝʪ ʦʩʦʙʝʥʥʦ ʧʝʯʘʣʴʥʦ 

ʠʟʚʝʩʪʥʳʤ. ʅʝ ʪʦʣʴʢʦ ʧʦʪʦʤʫ, ʯʪʦ ʌʝʜʝʨʘʣʴʥʳʡ ʢʦʤʠʩʩʘʨ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʠ 

ʩʚʦʙʦʜʝ ʠʥʬʦʨʤʘʮʠʠ (çBfDIè) ʧʝʨʚʦʥʘʯʘʣʴʥʦ ʥʘʣʦʞʠʣ ʰʪʨʘʬ ʚ ʨʘʟʤʝʨʝ 9,55 

ʤʠʣʣʠʦʥʘ ʝʚʨʦ, ʥʦ ʠ ʧʦʪʦʤʫ, ʯʪʦ ʵʪʦ ʧʝʨʚʦʝ ʜʝʣʦ ʦ ʥʘʣʦʞʝʥʠʠ ʰʪʨʘʬʘ GDPR, 

ʚʳʥʝʩʝʥʥʦʤ ʦʙʳʯʥʳʤ ʩʫʜʦʤ ʚ ɻʝʨʤʘʥʠʠ. BfDI ʥʘʣʦʞʠʣ ʰʪʨʘʬ ʚ ʨʘʟʤʝʨʝ 9,55 ʤʣʥ 

ʝʚʨʦ ʥʘ 1 & 1 ʚ 2019 ʛʦʜʫ. ʇʨʝʜʧʦʩʳʣʢʦʡ ʜʣʷ ʵʪʦʛʦ ʙʳʣʦ ʪʦ, ʯʪʦ, ʧʦ ʤʥʝʥʠʶ BfDI, 

ʪʨʝʙʦʚʘʥʠʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʚ ʢʦʣʣ-ʮʝʥʪʨʝ 1 & 1 ʙʳʣʦ ʥʝʜʦʩʪʘʪʦʯʥʦ. ɺ ʪʦ ʚʨʝʤʷ 1 

& 1 ʟʘʧʨʘʰʠʚʘʣʠ ʪʦʣʴʢʦ ʠʤʷ ʠ ʜʘʪʫ ʨʦʞʜʝʥʠʷ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʘ ʵʪʦ ʦʟʥʘʯʘʣʦ, 

ʯʪʦ ʙʳʚʰʠʡ ʧʘʨʪʥʝʨ ʢʣʠʝʥʪʘ, ʟʥʘʶʱʠʡ ʵʪʠ ʜʘʥʥʳʝ, ʤʦʛ ʥʘʡʪʠ ʥʦʤʝʨ ʪʝʣʝʬʦʥʘ ʠ 

ʜʘʪʫ ʨʘʟʙʣʦʢʠʨʦʚʢʠ ʚ 1 & 1. ɹʦʥʥʩʢʠʡ ʦʢʨʫʞʥʦʡ ʩʫʜ ʩʯʝʣ ʥʘʣʦʞʝʥʠʝ ʰʪʨʘʬʘ 

ʦʧʨʘʚʜʘʥʥʳʤ, ʥʦ ʩʫʤʤʘ ʢʘʟʘʣʘʩʴ ʥʝʦʙʦʩʥʦʚʘʥʥʦʡ. ʐʪʨʘʬ ʙʳʣ ʫʤʝʥʴʰʝʥ ʜʦ 900 

000 ʝʚʨʦ. 

ʆʜʥʘʢʦ ʩʣʫʯʘʡ 1 & 1 - ʥʝ ʧʝʨʚʳʡ ʩʣʫʯʘʡ, ʢʦʛʜʘ ʨʝʯʴ ʠʜʝʪ ʦ ʥʝʘʜʝʢʚʘʪʥʳʭ 

ʤʝʨʘʭ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ɺ ʅʠʜʝʨʣʘʥʜʘʭ ʙʳʣ ʘʥʘʣʦʛʠʯʥʳʡ ʩʣʫʯʘʡ, ʢʦʛʜʘ 
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Arbeitnehmerversicherungsagentur (UWV) (ɸʛʝʥʪʩʪʚʦ ʧʦ ʩʪʨʘʭʦʚʘʥʠʶ ʩʦʪʨʫʜʥʠʢʦʚ) 

ʪʘʢʞʝ ʙʳʣʦ ʦʰʪʨʘʬʦʚʘʥʦ ʥʘ 900 000 ʝʚʨʦ ʠʟ-ʟʘ ʥʝʘʜʝʢʚʘʪʥʦʩʪʠ ʧʨʦʮʝʩʩʘ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʜʣʷ ʦʥʣʘʡʥ-ʧʦʨʪʘʣʘ. ʕʪʦ ʧʦʟʚʦʣʠʣʦ ʧʝʨʝʢʘʯʠʚʘʪʴ ʜʘʥʥʳʝ ʨʘʙʦʯʠʭ. 

ɺʦ ʌʨʘʥʮʠʠ ʙʳʣʦ ʪʘʢʞʝ ʜʝʣʦ SERGIC. ɿʜʝʩʴ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤ ʜʘʥʥʳʤ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʘʨʝʥʜʘʪʦʨʦʚ ʙʝʟ ʧʨʝʜʚʘʨʠʪʝʣʴʥʦʡ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ. ʌʨʘʥʮʫʟʩʢʠʡ ʦʨʛʘʥ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ CNIL ʥʘʣʦʞʠʣ ʰʪʨʘʬ ʚ 

ʨʘʟʤʝʨʝ 400 000 ʝʚʨʦ. 

ʇʦʵʪʦʤʫ ʢʦʤʧʘʥʠʷʤ ʧʨʝʜʣʘʛʘʝʪʩʷ ʥʝ ʪʦʣʴʢʦ ʚʳʙʨʘʪʴ ʧʨʦʮʝʜʫʨʫ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʢʦʪʦʨʘʷ ʧʨʝʜʦʪʚʨʘʱʘʝʪ ʚʝʨʦʷʪʥʦʩʪʴ ʥʝʧʨʘʚʦʤʝʨʥʦʛʦ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ, ʥʦ ʪʘʢʞʝ ʨʘʟʨʘʙʘʪʳʚʘʪʴ ʠ ʧʦʩʪʦʷʥʥʦ ʫʣʫʯʰʘʪʴ ʝʝ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʩʦʚʨʝʤʝʥʥʳʤ ʫʨʦʚʥʝʤ ʪʝʭʥʠʢʠ. ʕʪʦ ʪʘʢʞʝ ʦʪʥʦʩʠʪʩʷ ʢʦ ʚʩʝʤ ʜʨʫʛʠʤ ʪʝʭʥʠʯʝʩʢʠʤ 

ʠ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʤ ʤʝʨʘʤéè. (Mareike Christine Gehrmann. Gaps in cyber security 

protection? A risk of fines! // Taylor Wessing (https://iot.taylorwessing.com/gaps-in-

cyber-security-protection-a-risk-of-fines/). 16.04.2021). 

***  

 

çʅʝʜʘʚʥʠʡ ʦʧʨʦʩ ʠʟʨʘʠʣʴʩʢʦʡ ʢʦʤʧʘʥʠʠ CyberArk, ʣʠʜʝʨʘ ʚ ʦʙʣʘʩʪʠ 

ʟʘʱʠʪʳ ʣʠʯʥʳʭ ʜʘʥʥʳʭ, ʧʦʢʘʟʘʣ, ʯʪʦ ʦʢʦʣʦ 97% ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʚʳʩʰʝʛʦ 

ʟʚʝʥʘ ʩʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʯʠʪʘʶʪ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʚʩʝ ʯʘʱʝ 
ʩʪʨʝʤʷʪʩʷ ʫʢʨʘʩʪʴ ʠʭ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ. ʇʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ 

ʦʨʛʘʥʠʟʘʮʠʠ ʧʝʨʝʥʦʩʷʪ ʩʚʦʠ ʘʢʪʠʚʳ ʚ ʟʘʱʠʱʝʥʥʳʝ ʦʙʣʘʯʥʳʝ ʩʝʪʠ ʠ ʨʘʩʰʠʨʷʶʪ 

ʜʦʩʪʫʧ ʪʨʝʪʴʠʭ ʩʪʦʨʦʥ ʢ ʩʚʦʠʤ ʨʝʩʫʨʩʘʤ, ʧʦʟʚʦʣʷʷ ʤʦʜʝʣʠ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ, ʚ 

ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʩʝʪʷʭ ʦʙʥʘʨʫʞʠʚʘʶʪʩʷ ʩʣʘʙʳʝ ʤʝʩʪʘ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʙʳʪʴ ʥʝ 

ʧʦʣʥʦʩʪʴʶ ʟʘʱʠʱʝʥʳ. 

ʆʪʯʝʪ CyberArk ʧʦʜ ʥʘʟʚʘʥʠʝʤ çʆʙʟʦʨ CISO View 2021: ʥʫʣʝʚʦʝ ʜʦʚʝʨʠʝ ʠ 

ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧè ʧʦʢʘʟʘʣ, ʯʪʦ ʩʨʝʜʠ ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʚʳʩʰʝʛʦ ʟʚʝʥʘ ʠ 

ʧʨʝʜʩʪʘʚʠʪʝʣʝʡ ʦʪʨʘʩʣʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʨʘʩʪʝʪ ʙʝʩʧʦʢʦʡʩʪʚʦ ʧʦ ʧʦʚʦʜʫ ʪʦʛʦ, 

ʯʪʦ ʢʠʙʝʨʧʨʦʩʪʨʘʥʩʪʚʦ ʩʪʘʥʦʚʠʪʩʷ ʤʝʥʝʝ ʙʝʟʦʧʘʩʥʳʤ, ʠ ʩʫʱʝʩʪʚʫʝʪ ʩʨʦʯʥʘʷ 

ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʦʙʝʩʧʝʯʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʟʘʱʠʪʳ ʜʦʩʪʫʧʘ. ʚ ʢʦʨʧʦʨʘʪʠʚʥʳʝ 

ʩʝʪʠ. CyberArk ʚ ʦʩʥʦʚʥʦʤ ʟʘʥʠʤʘʝʪʩʷ ʦʛʨʘʥʠʯʝʥʠʝʤ ʫʧʨʘʚʣʝʥʠʷ ʜʦʩʪʫʧʦʤ ʠ 

ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʢʦʤʧʣʝʢʩʥʳʝ ʧʨʝʜʣʦʞʝʥʠʷ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʨʘʩʧʨʝʜʝʣʝʥʥʳʭ 

ʨʘʙʦʯʠʭ ʛʨʫʧʧ ʠ ʨʘʙʦʯʠʭ ʥʘʛʨʫʟʦʢ ʛʠʙʨʠʜʥʦʛʦ ʦʙʣʘʢʘ, ʧʦʤʦʛʘʷ ʟʘʱʠʪʠʪʴ ʠ 

ʦʙʝʩʧʝʯʠʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ ʥʘʠʙʦʣʝʝ ʚʘʞʥʳʭ ʘʢʪʠʚʦʚ ʢʦʨʧʦʨʘʮʠʡ. 

ʆʧʨʦʩ ʧʦʢʘʟʘʣ, ʯʪʦ ʛʨʫʧʧʘ ʥʘʠʙʦʣʴʰʝʛʦ ʨʠʩʢʘ, ʩʪʘʣʢʠʚʘʶʱʘʷʩʷ ʩ 

ʥʘʠʙʦʣʴʰʠʤ ʯʠʩʣʦʤ ʫʚʝʣʠʯʠʚʘʶʱʠʭʩʷ ʘʪʘʢ, - ʵʪʦ ʢʦʥʝʯʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʠʣʠ 

ʙʠʟʥʝʩ-ʧʦʣʴʟʦʚʘʪʝʣʠ, ʠʤʝʶʱʠʝ ʜʦʩʪʫʧ ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤ ʜʘʥʥʳʤ. ʆʢʦʣʦ 56% 

ʨʝʩʧʦʥʜʝʥʪʦʚ ʩʯʠʪʘʶʪ, ʯʪʦ ʪʘʢʠʝ ʣʶʜʠ ʩʪʘʣʠ ʞʝʨʪʚʘʤʠ ʢʠʙʝʨʘʪʘʢ. ʕʪʦ ʚʝʨʥʦ ʜʣʷ 

ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʚʳʩʰʝʛʦ ʟʚʝʥʘ (48%), ʩʪʦʨʦʥʥʠʭ ʧʦʩʪʘʚʱʠʢʦʚ ʠ ʧʦʜʨʷʜʯʠʢʦʚ (39%), 

DevOps ʠ ʦʙʣʘʯʥʳʭ ʠʥʞʝʥʝʨʦʚ (33%). ʊʘʢʞʝ ʫʯʘʩʪʠʣʠʩʴ ʧʦʧʳʪʢʠ ʢʨʘʞʠ ʫʯʝʪʥʳʭ 

ʜʘʥʥʳʭ ʜʣʷ ʣʠʯʥʳʭ ʜʘʥʥʳʭ (70%), ʘ ʪʘʢʞʝ ʜʣʷ ʬʠʥʘʥʩʦʚʳʭ ʩʠʩʪʝʤ ʠ ʜʘʥʥʳʭ (66%). 

ʕʪʦ ʧʦʜʯʝʨʢʠʚʘʝʪ ʟʘʠʥʪʝʨʝʩʦʚʘʥʥʦʩʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʚ ʧʦʣʫʯʝʥʠʠ ʜʦʩʪʫʧʘ ʢ 

ʚʳʩʦʢʦʯʫʚʩʪʚʠʪʝʣʴʥʳʤ ʩʠʩʪʝʤʘʤ, ʢʦʪʦʨʳʝ ʯʘʩʪʦ ʧʨʠʥʘʜʣʝʞʘʪ ʢʦʥʝʯʥʳʤ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʘ ʥʝ ʘʜʤʠʥʠʩʪʨʘʪʦʨʘʤ. 

ɺ ʦʪʚʝʪ ʥʘ ʵʪʠ ʪʨʝʚʦʞʥʳʝ ʮʠʬʨʳ ʜʘʥʥʳʭ ʨʫʢʦʚʦʜʠʪʝʣʠ ʩʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʟʘʠʥʪʝʨʝʩʦʚʘʥʳ ʚʦ ʚʥʝʜʨʝʥʠʠ ʧʦʜʭʦʜʘ ʥʫʣʝʚʦʛʦ ʜʦʚʝʨʠʷ, ʚ ʢʦʪʦʨʦʤ 
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ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʫʩʠʣʠʚʘʝʪʩʷ, ʧʨʠʟʥʘʚʘʷ, ʯʪʦ ʜʦʚʝʨʠʝ - ʵʪʦ ʫʷʟʚʠʤʦʩʪʴ, ʢʦʪʦʨʫʶ 

ʥʝʦʙʭʦʜʠʤʦ ʦʛʨʘʥʠʯʠʚʘʪʴ. ʆʢʦʣʦ 88% ʦʧʨʦʰʝʥʥʳʭ ʨʝʩʧʦʥʜʝʥʪʦʚ ʩʯʠʪʘʶʪ, ʯʪʦ 

ʧʨʠʥʷʪʠʝ ʪʘʢʦʛʦ ʧʦʜʭʦʜʘ çʦʯʝʥʴ ʚʘʞʥʦè ʠʣʠ çʚʘʞʥʦè. ɼʣʷ ʨʝʘʣʠʟʘʮʠʠ ʪʘʢʦʡ 

ʤʦʜʝʣʠ ʛʣʘʚʥʳʤ ʧʨʠʦʨʠʪʝʪʦʤ ʙʫʜʝʪ ʩʦʩʨʝʜʦʪʦʯʝʥʠʝ ʚʥʠʤʘʥʠʷ ʥʘ ʫʧʨʘʚʣʝʥʠʠ 

ʠʜʝʥʪʠʬʠʢʘʮʠʝʡ ʠ ʜʦʩʪʫʧʦʤ, ʢʦʪʦʨʦʝ ʙʳʣʦ ʚʳʙʨʘʥʦ 45% ʨʝʩʧʦʥʜʝʥʪʦʚ ʢʘʢ 

çʚʘʞʥʦʝè. ʈʝʩʧʦʥʜʝʥʪʳ ʦʪʜʘʣʠ ʧʨʝʜʧʦʯʪʝʥʠʝ ʠ ʜʨʫʛʠʤ ʪʠʧʘʤ ʢʦʥʪʨʦʣʷ, ʘ ʢʦʥʪʨʦʣʴ 

ʜʦʩʪʫʧʘ çʪʦʯʥʦ ʚ ʩʨʦʢè ʚʳʙʨʘʣʠ 87% ʨʝʩʧʦʥʜʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʩʯʠʪʘʣʠ, ʯʪʦ 

ʦʛʨʘʥʠʯʝʥʥʳʝ ʧʦʩʪʦʷʥʥʳʝ ʧʨʠʚʠʣʝʛʠʠ ʷʚʣʷʶʪʩʷ çʚʘʞʥʳʤè ʠʣʠ çʦʯʝʥʴ ʚʘʞʥʳʤè 

ʘʩʧʝʢʪʦʤ Zero Trust. 

ʇʦʩʢʦʣʴʢʫ ʭʘʢʝʨʳ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʣʘʙʳʝ ʤʝʩʪʘ, ʨʘʩʪʝʪ ʧʦʪʨʝʙʥʦʩʪʴ ʚ 

ʨʝʰʝʥʠʷʭ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʨʘʙʦʪʘʶʪ, ʥʝʩʤʦʪʨʷ ʥʘ ʚʥʫʪʨʝʥʥʠʝ ʦʛʨʘʥʠʯʝʥʠʷ. 

ʆʢʦʣʦ 94% ʨʝʩʧʦʥʜʝʥʪʦʚ ʟʘʷʚʠʣʠ, ʯʪʦ ʙʝʟʦʧʘʩʥʦʩʪʴ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ çʚʘʞʥʘè, ʘ 

46% ʟʘʷʚʠʣʠ, ʯʪʦ ʫʩʪʘʥʦʚʢʘ ʪʘʢʦʛʦ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʚ ʩʝʪʷʭ ʷʚʣʷʝʪʩʷ 

ʩʣʦʞʥʦʡ ʟʘʜʘʯʝʡ. ʂʨʦʤʝ ʪʦʛʦ, 86% ʙʳʣʠ ʦʙʝʩʧʦʢʦʝʥʳ ʪʝʤ, ʯʪʦ ʤʦʞʝʪ ʥʘʚʨʝʜʠʪʴ 

ʦʧʪʠʤʠʟʘʮʠʠ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʟʘʷʚʠʚ, ʯʪʦ ʵʪʦ çʚʘʞʥʦè ʠʣʠ çʦʯʝʥʴ 

ʚʘʞʥʦè, ʥʦ ʧʦʜʯʝʨʢʥʫʣʠ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʪʦʛʦ, ʯʪʦʙʳ ʠʥʩʪʨʫʤʝʥʪʳ ʠ ʧʦʣʠʪʠʢʠ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝ ʠʛʥʦʨʠʨʦʚʘʣʠʩʴ ʠʣʠ ʧʨʦʩʪʦ ʠʛʥʦʨʠʨʦʚʘʣʠʩʴ ʠʟ-ʟʘ ʥʝʘʢʢʫʨʘʪʥʦʛʦ 

ʧʦʚʝʜʝʥʠʷ. 

çʆʪʛʦʣʦʩʢʠ ʘʪʘʢʠ SolarWinds ʧʦ-ʧʨʝʞʥʝʤʫ ʧʦʜʯʝʨʢʠʚʘʶʪ ʥʝʦʙʭʦʜʠʤʦʩʪʴ 

ʟʘʱʠʪʳ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʭ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʠ ʨʘʟʨʳʚʘ ʮʝʧʦʯʢʠ ʘʪʘʢ ʥʘ ʥʘʠʙʦʣʝʝ 

ʮʝʥʥʳʝ ʘʢʪʠʚʳ ʦʨʛʘʥʠʟʘʮʠʠè, - ʩʢʘʟʘʣ ʄʘʡʢ ʆ'ʄʵʣʣʠ, ʩʪʘʨʰʠʡ ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ 

CyberArk ʧʦ ʛʣʦʙʘʣʴʥʦʤʫ ʤʘʨʢʝʪʠʥʛʫ. çʇʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʥʘ ʧʨʝʜʧʨʠʷʪʠʠ ʨʘʩʪʝʪ 

ʯʠʩʣʦ ʥʦʚʳʭ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʭ ʜʘʥʥʳʭ, ʚ ʵʪʦʤ ʦʙʟʦʨʝ ʧʦʜʯʝʨʢʠʚʘʝʪʩʷ ʚʘʞʥʦʩʪʴ 

ʧʦʜʭʦʜʘ ʥʘ ʦʩʥʦʚʝ ʥʫʣʝʚʦʛʦ ʜʦʚʝʨʠʷ ʢ Identity Security. ʄʳ ʩʯʠʪʘʝʤ, ʯʪʦ ʜʣʷ 

ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʩʣʫʞʙʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʪʨʝʤʷʱʠʭʩʷ ʩʥʠʟʠʪʴ ʨʠʩʢʠ ʮʝʣʝʚʦʛʦ 

ʬʠʰʠʥʛʘ, ʘʪʘʢ ʩ ʧʦʜʜʝʣʢʦʡ ʦʪ ʜʨʫʛʠʭ ʣʠʮ ʠ ʜʨʫʛʠʭ ʬʦʨʤ ʢʦʤʧʨʦʤʝʪʘʮʠʠ, ʦʧʳʪ 

ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ, ʦʪʨʘʞʝʥʥʳʡ ʚ ʦʪʯʝʪʘʭ CISO View, ʩʪʘʥʝʪ ʙʝʩʮʝʥʥʳʤ 

ʠʥʩʪʨʫʤʝʥʪʦʤ, ʥʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʛʜʝ ʠʭ ʦʨʛʘʥʠʟʘʮʠʷ ʥʘʭʦʜʠʪʩʷ ʥʘ ʩʪʘʜʠʠ 

ʟʨʝʣʦʩʪʠ ʩ ʥʫʣʝʚʳʤ ʜʦʚʝʨʠʝʤ. -ʠʟʛʠʙ." 

ʆʧʨʦʩ ʙʳʣ ʯʘʩʪʴʶ ʧʷʪʦʛʦ ʚ ʩʝʨʠʠ ʦʙʟʦʨʦʚ CISO View ʠ ʦʩʥʦʚʳʚʘʣʩʷ ʥʘ 

ʧʦʜʨʦʙʥʳʭ ʠʥʪʝʨʚʴʶ ʩ 12 ʚʳʩʰʠʤʠ ʨʫʢʦʚʦʜʠʪʝʣʷʤʠ ʩʣʫʞʙ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʟ 

ʢʦʤʧʘʥʠʡ Global 1000, ʧʨʦʚʝʜʝʥʥʳʭ ʚ ʯʝʪʚʝʨʪʦʤ ʢʚʘʨʪʘʣʝ 2020 ʛʦʜʘ. ʉʝʨʠʷ CISO 

View ʙʳʣʘ ʩʦʟʜʘʥʘ ʧʨʠ ʩʦʜʝʡʩʪʚʠʠ ʥʝʟʘʚʠʩʠʤʦʛʦ ʘʛʝʥʪʩʪʚʘ. ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʘʷ 

ʬʠʨʤʘ Robinson Insightè. (Survey: Cybersecurity executives see increase in attempted 

credential theft // CTech (https://www.calcalistech.com/ctech/articles/0,7340,L-

3904075,00.html). 11.04.2021). 

***  

 

çʏʝʤ ʙʦʣʴʰʝ ʩʪʘʥʦʚʠʪʩʷ ʀʥʪʝʨʥʝʪ-ʩʫʧʝʨʤʘʛʠʩʪʨʘʣʴ ʠʥʬʦʨʤʘʮʠʠ; ʪʝʤ 

ʙʦʣʴʰʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʪʘʣʢʠʚʘʝʪʩʷ ʩ ʥʘʨʫʰʝʥʠʷʤʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠ 
ʢʨʘʞʝʡ ʜʘʥʥʳʭ. ɽʩʣʠ ʙʳ ʪʦʣʴʢʦ ʤʳ ʤʦʛʣʠ ʧʝʨʝʩʪʨʦʠʪʴ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ 

ʀʥʪʝʨʥʝʪʘ, ʯʪʦʙʳ ʩʜʝʣʘʪʴ ʧʝʨʝʜʘʯʫ ʜʘʥʥʳʭ ʙʦʣʝʝ ʙʝʟʦʧʘʩʥʦʡ ʠ ʥʘʜʝʞʥʦʡ, - ʵʪʦ 

ʦʙʱʠʡ ʧʨʠʟʳʚ ʵʢʩʧʝʨʪʦʚ ʚ ʦʙʣʘʩʪʠ ʀʊ ʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʧʨʝʜʧʨʠʥʠʤʘʶʪʩʷ ʥʝʢʦʪʦʨʳʝ ʫʩʠʣʠʷ ʧʦ ʫʤʝʥʴʰʝʥʠʶ 

ʧʨʦʙʣʝʤ ʩ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴʶ ʠ ʢʨʘʞʝʡ ʜʘʥʥʳʭ. ʅʦ, ʥʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʚʨʝʤʷ 
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ʦʪ ʚʨʝʤʝʥʠ ʧʦʷʚʣʷʣʠʩʴ ʧʨʝʜʣʦʞʝʥʠʷ ʟʘʤʝʥʠʪʴ ʀʥʪʝʨʥʝʪ ʥʘ ʥʦʚʫʶ ʫʣʫʯʰʝʥʥʫʶ 

ʩʫʧʝʨʤʘʛʠʩʪʨʘʣʴ, ʪʝʢʫʱʠʝ ʧʨʦʝʢʪʳ ʩʨʦʜʥʠ ʟʘʜʝʣʢʝ ʚʳʙʦʠʥ ʠ ʨʝʤʦʥʪʫ ʧʦʣʦʩ 

ʜʚʠʞʝʥʠʷ ʥʘ ʬʠʟʠʯʝʩʢʠʭ ʪʨʘʥʟʠʪʥʳʭ ʜʦʨʦʛʘʭ. 

ʅʝʜʘʚʥʝʝ ʠʩʩʣʝʜʦʚʘʥʠʝ Digital Lab Consumer Reports ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ 96 

ʧʨʦʮʝʥʪʦʚ ʘʤʝʨʠʢʘʥʮʝʚ ʩʦʛʣʘʩʥʳ ʩ ʪʝʤ, ʯʪʦ ʥʝʦʙʭʦʜʠʤʦ ʜʝʣʘʪʴ ʙʦʣʴʰʝ ʜʣʷ ʟʘʱʠʪʳ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʧʦʪʨʝʙʠʪʝʣʝʡ. ʅʦ ʥʝ ʦʞʠʜʘʡʪʝ ʧʦʷʚʣʝʥʠʷ ʚ ʙʣʠʞʘʡʰʝʝ ʚʨʝʤʷ 

ʩʦʚʝʨʰʝʥʥʦ ʥʦʚʦʛʦ ʘʣʴʪʝʨʥʘʪʠʚʥʦʛʦ ʀʥʪʝʨʥʝʪʘ. 

ɺʤʝʩʪʦ ʵʪʦʛʦ ʚʳ ʫʚʠʜʠʪʝ, ʯʪʦ ʦʩʥʦʚʥʦʝ ʚʥʠʤʘʥʠʝ ʫʜʝʣʷʝʪʩʷ ʧʨʦʛʨʘʤʤʥʳʤ 

ʧʨʝʜʣʦʞʝʥʠʷʤ, ʦʩʥʦʚʘʥʥʳʤ ʥʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʥʝ ʥʘ 

ʦʙʦʨʫʜʦʚʘʥʠʠ. ʕʪʠ çʟʘʧʣʘʪʢʠè ʚʢʣʶʯʘʶʪ ʥʦʚʳʡ ʘʣʴʪʝʨʥʘʪʠʚʥʳʡ ʧʦʠʩʢ, ʙʨʘʫʟʝʨʳ, 

ʵʣʝʢʪʨʦʥʥʫʶ ʧʦʯʪʫ, ʯʘʪ, ʧʨʦʠʟʚʦʜʠʪʝʣʴʥʦʩʪʴ, ʧʣʘʪʝʞʠ ʠ ʨʝʰʝʥʠʷ AdTech. 

ʆʜʥʘ ʠʟ ʢʦʤʧʘʥʠʡ, ʚʟʷʚʰʠʭ ʥʘ ʩʝʙʷ ʠʥʠʮʠʘʪʠʚʫ ʧʦ ʠʩʧʨʘʚʣʝʥʠʶ ʧʦʣʦʞʝʥʠʷ ʚ 

ʀʥʪʝʨʥʝʪʝ, - ʵʪʦ The @ Company. ɽʛʦ ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ ɹʘʨʙʘʨʘ ʊʘʣʣʝʥʪ ʭʦʯʝʪ 

ʦʙʝʩʧʝʯʠʪʴ ʙʦʣʝʝ ʙʝʟʦʧʘʩʥʳʡ ʠ ʦʨʠʝʥʪʠʨʦʚʘʥʥʳʡ ʥʘ ʯʝʣʦʚʝʢʘ ʀʥʪʝʨʥʝʪ, 

ʦʩʥʦʚʘʥʥʳʡ ʥʘ ʧʨʝʜʦʩʪʘʚʣʝʥʠʠ ʚʘʤ ʧʦʜʣʠʥʥʦʛʦ ʚʣʘʜʝʥʠʷ ʠ ʢʦʥʪʨʦʣʷ ʥʘʜ ʚʘʰʠʤʠ 

ʣʠʯʥʳʤʠ ʜʘʥʥʳʤʠ. 

ʉ ʵʪʦʡ ʮʝʣʴʶ ʢʦʤʧʘʥʠʷ ʚ ʦʢʪʷʙʨʝ ʧʨʦʰʣʦʛʦ ʛʦʜʘ ʟʘʧʫʩʪʠʣʘ ʧʨʠʣʦʞʝʥʠʝ, 

ʦʩʥʦʚʘʥʥʦʝ ʥʘ ʩʚʦʝʤ ʥʦʚʦʤ ʧʨʦʪʦʢʦʣʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ. ʕʪʦʪ ʥʦʚʳʡ ʩʪʘʥʜʘʨʪ 

ʧʦʧʳʪʘʝʪʩʷ ʠʟʤʝʥʠʪʴ ʪʦ, ʢʘʢ ʦʥʣʘʡʥ-ʧʨʦʜʘʚʮʳ ʠ ʢʦʤʧʘʥʠʠ ʨʘʙʦʪʘʶʪ ʩ ʣʠʯʥʦʡ 

ʠʥʬʦʨʤʘʮʠʝʡ ʤʠʣʣʠʘʨʜʦʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʀʥʪʝʨʥʝʪʘ. 

ʎʝʣʴ ʩʦʩʪʦʠʪ ʚ ʪʦʤ, ʯʪʦʙʳ ʚʟʷʪʴ ʧʦʜ ʢʦʥʪʨʦʣʴ ʚʘʰʫ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʦʪ ʜʨʫʛʠʭ ʠ ʚʝʨʥʫʪʴ ʝʝ ʚʘʤ. ʉʦʛʣʘʩʥʦ ʊʘʣʣʝʥʪʫ, ʢʘʞʜʳʡ ʙʠʪ ʣʠʯʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʚ ʀʥʪʝʨʥʝʪʝ ʩʦʙʠʨʘʝʪʩʷ, ʭʨʘʥʠʪʩʷ, ʩʠʩʪʝʤʘʪʠʟʠʨʫʝʪʩʷ ʠ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʜʣʷ ʧʨʦʜʘʞʠ, ʦʪʩʣʝʞʠʚʘʥʠʷ ʠ ʜʘʞʝ ʧʨʦʬʠʣʠʨʦʚʘʥʠʷ ʚʩʝʭ ʥʘ ʧʣʘʥʝʪʝ, ʚʢʣʶʯʘʷ ʚʘʩ. 

"ʆʧʨʝʜʝʣʝʥʥʦ ʩʫʱʝʩʪʚʫʝʪ ʪʝʥʜʝʥʮʠʷ ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʥʦ ʷ ʙʳ ʩʢʘʟʘʣ, 

ʯʪʦ ʙʦʣʝʝ ʢʦʥʢʨʝʪʥʦ ʣʶʜʠ ʭʦʪʷʪ ʠʤʝʪʴ ʚʦʟʤʦʞʥʦʩʪʴ ʜʦʚʝʨʷʪʴ ʪʦʤʫ, ʯʪʦ ʜʘʥʥʳʝ, 

ʢʦʪʦʨʳʝ ʦʥʠ ʧʨʝʜʦʩʪʘʚʣʷʶʪ, ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʥʘʤʝʯʝʥʥʳʭ ʮʝʣʝʡ, ʥʝ 

ʦʪʩʣʝʞʠʚʘʶʪʩʷ, ʠ ʯʪʦ, ʢʘʢ ʪʦʣʴʢʦ ʦʥʠ ʧʨʝʜʦʩʪʘʚʠʣʠ ʜʘʥʥʳʝ, ʦʥʠ ʧʨʘʚʦ ʙʳʪʴ 

ʟʘʙʳʪʳʤ ʠ ʫʯʘʩʪʚʦʚʘʪʴ ʘʥʦʥʠʤʥʦè, - ʩʢʘʟʘʣʘ ʦʥʘ TechNewsWorld. 

ʀʩʧʨʘʚʣʷʝʤ ʪʦ, ʯʪʦ ʩʣʦʤʘʥʦ 

ʆʙʩʫʞʜʘʷ ʧʨʦʙʣʝʤʳ, ʩʚʷʟʘʥʥʳʝ ʩ ʚʦʟʜʝʡʩʪʚʠʝʤ ʥʘ ʀʥʪʝʨʥʝʪ, ʊʘʣʣʝʥʪ 

ʦʪʤʝʪʠʣ, ʯʪʦ ʫʞʝ ʜʦʩʪʫʧʝʥ ʨʷʜ ʦʙʭʦʜʥʳʭ ʨʝʰʝʥʠʡ. ʆʥʘ ʦʞʠʜʘʝʪ, ʯʪʦ ʩʢʦʨʦ ʙʫʜʝʪ 

ʝʱʝ ʙʦʣʴʰʝ. 

ʅʘʧʨʠʤʝʨ, ʪʝʧʝʨʴ ʚʳ ʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʪʝʣʝʬʦʥʳ ʙʝʟ Google. ɺ e.foundation 

ʧʨʝʜʣʘʛʘʝʪ ʧʝʨʚʳʡ ʠʟ ʪʘʢʠʭ ʪʝʣʝʬʦʥʦʚ ʚ 2021 ʛʦʜʫ ɹʦʣʝʝ ʜʝ-ɻʫʛʣʝ ʪʝʣʝʬʦʥʦʚ 

ʦʞʠʜʘʝʪʩʷ ʚ ʵʪʦʤ ʛʦʜʫ ʙʫʜʝʪ ʚʳʧʫʱʝʥ ʠʟ Osom ʧʨʦʜʫʢʪʦʚ. ʕʪʠ ʪʝʣʝʬʦʥʳ ʥʝ ʙʫʜʫʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʘʰʠ ʜʘʥʥʳʝ ʚ ʩʦʙʩʪʚʝʥʥʳʭ ʮʝʣʷʭ. 

ɽʱʝ ʦʜʥʦ ʠʩʧʨʘʚʣʝʥʠʝ ʜʣʷ ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʦʙʤʝʥʘ ʩʦʦʙʱʝʥʠʷʤʠ. ɺ 2020 

ʛʦʜʫ Signal ʠ Telegram ʣʠʜʠʨʦʚʘʣʠ ʚ ʩʬʝʨʝ ʦʙʤʝʥʘ ʣʠʯʥʳʤʠ ʩʦʦʙʱʝʥʠʷʤʠ, 

ʧʨʝʜʣʦʞʠʚ ʩʢʚʦʟʥʦʝ ʰʠʬʨʦʚʘʥʠʝ. ɺ 2021 ʛʦʜʫ ʩʣʝʜʫʶʱʝʝ ʧʦʢʦʣʝʥʠʝ ʧʨʠʣʦʞʝʥʠʡ 

ʜʣʷ ʦʙʤʝʥʘ ʩʦʦʙʱʝʥʠʷʤʠ ʧʦʟʚʦʣʠʪ ʚʘʤ ʫʜʘʣʷʪʴ ʩʚʦʠ ʩʦʦʙʱʝʥʠʷ ʩ ʯʫʞʦʛʦ ʪʝʣʝʬʦʥʘ, 

ʝʩʣʠ ʚʳ ʪʦʛʦ ʧʦʞʝʣʘʝʪʝ. ʉʢʦʨʦ ʚʘʰʠ ʩʦʦʙʱʝʥʠʷ ʚʩʝʛʜʘ ʙʫʜʫʪ ʧʨʠʥʘʜʣʝʞʘʪʴ ʪʦʣʴʢʦ 

ʚʘʤ. 
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ɺ ʵʪʦʤ ʛʦʜʫ ʪʘʢʞʝ ʧʦʷʚʷʪʩʷ ʫʣʫʯʰʝʥʠʷ ʚ ʦʙʣʘʩʪʠ ʦʙʤʝʥʘ ʬʘʡʣʘʤʠ; 2021 ʛʦʜ 

ʧʨʠʥʝʩʝʪ ʥʘʩʪʦʷʱʠʡ ʦʜʥʦʨʘʥʛʦʚʳʡ ʦʙʤʝʥ ʬʘʡʣʘʤʠ. ʇʦʣʥʦʩʪʴʶ ʟʘʰʠʬʨʦʚʘʥʥʳʝ 

ʬʘʡʣʳ ʤʦʞʥʦ ʧʝʨʝʜʘʚʘʪʴ ʙʝʟ ʧʦʩʪʦʷʥʥʦʛʦ ʭʨʘʥʝʥʠʷ ʥʘ ʩʝʨʚʝʨʝ ʚ ʦʙʣʘʢʝ. 

ʊʘʢʞʝ ʦʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ ʥʘ ʩʦʚʤʝʩʪʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʤʝʩʪʦʧʦʣʦʞʝʥʠʷ. ɺ 

ʵʪʦʤ ʛʦʜʫ ʚʳ ʩʤʦʞʝʪʝ ʜʝʣʠʪʴʩʷ ʩʚʦʠʤ ʤʝʩʪʦʧʦʣʦʞʝʥʠʝʤ ʚ ʯʘʩʪʥʦʤ ʧʦʨʷʜʢʝ ʩ 

ʩʝʤʴʝʡ ʠ ʜʨʫʟʴʷʤʠ ʠ ʨʘʟʨʝʰʠʪʴ ʦʙʤʝʥ ʜʘʥʥʳʤʠ ʦ ʤʝʩʪʦʧʦʣʦʞʝʥʠʠ ʩ ʜʨʫʛʠʤʠ 

ʦʨʛʘʥʠʟʘʮʠʷʤʠ, ʝʩʣʠ ʠʭ ʦʙ ʵʪʦʤ ʧʦʧʨʦʩʷʪ. 

ʊʘʢʞʝ ʤʳ ʫʚʠʜʠʤ ʢʦʥʪʨʦʣʴ ʢʦʥʪʘʢʪʥʳʭ ʜʘʥʥʳʭ. ʂʦʥʪʘʢʪʥʳʝ ʧʨʠʣʦʞʝʥʠʷ 

ʧʦʟʚʦʣʷʪ ʚʘʤ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʜʦʩʪʫʧ ʢ ʩʚʦʝʡ ʠʥʬʦʨʤʘʮʠʠ ʚ 2021 ʛʦʜʫ, - ʧʨʝʜʣʘʛʘʝʪ 

ʊʘʣʣʝʥʪ. 

ʉʦʮʠʘʣʴʥʳʝ ʤʝʜʠʘ 

ɺ 2020 ʛʦʜʫ ʤʳ ʥʘʯʘʣʠ ʥʘʙʣʶʜʘʪʴ ʨʦʩʪ ʯʘʩʪʥʳʭ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡ, 

ʧʦʩʪʨʦʝʥʥʳʭ ʥʘ ʪʘʢʠʭ ʩʘʡʪʘʭ, ʢʘʢ Mastodon. ɿʘʪʝʤ, ʢʦʛʜʘ ʢʦʥʩʝʨʚʘʪʦʨʳ ʩʪʘʣʠ 

ʧʦʜʚʝʨʛʘʪʴʩʷ ʚʩʝ ʙʦʣʴʰʝʡ ʮʝʥʟʫʨʝ ʥʘ YouTube ʠ Facebook, ʦʥʠ ʦʙʨʘʪʠʣʠʩʴ ʢ ʪʘʢʠʤ 

ʩʘʡʪʘʤ, ʢʘʢ Parler. 

ʕʪʘ ʪʝʥʜʝʥʮʠʷ ʩʦʭʨʘʥʠʪʩʷ ʠ ʚ 2021 ʛʦʜʫ, ʧʦʩʢʦʣʴʢʫ ʩʘʡʪʳ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡ 

ʧʦʟʚʦʣʷʶʪ ʙʦʣʝʝ ʜʝʪʘʣʴʥʦ ʢʣʘʩʩʠʬʠʮʠʨʦʚʘʪʴ ʣʶʜʝʡ, ʘ ʥʝ ʧʨʦʩʪʦ çʧʦʜʧʠʩʯʠʢʦʚè ʠ 

çʜʨʫʟʝʡè. ʕʪʠ çʛʨʫʧʧʳè ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚ ʥʝʩʢʦʣʴʢʠʭ ʧʨʠʣʦʞʝʥʠʷʭ, ʯʪʦ 

ʜʝʣʘʝʪ ʠʭ ʙʦʣʝʝ ʠʥʪʝʨʝʩʥʳʤʠ, ʧʦʣʝʟʥʳʤʠ ʠ ʫʚʣʝʢʘʪʝʣʴʥʳʤʠ. 

çɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʚʘʰʠ ʜʘʥʥʳʝ ʨʘʩʧʨʦʩʪʨʘʥʷʶʪʩʷ ʧʦ ʚʩʝʤʫ ʀʥʪʝʨʥʝʪʫ. ʂ 

ʩʯʘʩʪʴʶ, ʩʦʟʜʘʶʪʩʷ ʥʦʚʳʝ ʢʦʤʧʘʥʠʠ, ʢʦʪʦʨʳʝ ʧʦʤʦʛʘʶʪ ʚʘʤ ʚʝʨʥʫʪʴ ʵʪʠ ʜʘʥʥʳʝè, - 

ʧʨʦʜʦʣʞʠʣʘ ʦʥʘ. 

ʅʘʧʨʠʤʝʨ, ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ Mine ʦʙʲʷʚʠʣʘ, ʯʪʦ ʤʦʞʝʪ ʚʳʷʩʥʠʪʴ, ʫ ʢʘʢʠʭ 

ʢʦʤʧʘʥʠʡ ʝʩʪʴ ʚʘʰʠ ʜʘʥʥʳʝ, ʥʘʩʢʦʣʴʢʦ ʦʥʠ ʧʦʪʝʥʮʠʘʣʴʥʦ ʫʷʟʚʠʤʳ ʠ ʢʘʢ ʫʜʘʣʠʪʴ 

ʠʭ ʩ ʩʝʨʚʝʨʦʚ ʵʪʠʭ ʢʦʤʧʘʥʠʡ. ʇʦ ʤʝʨʝ ʨʘʩʰʠʨʝʥʠʷ ʵʪʠʭ ʫʩʣʫʛ ʚ 2021 ʛʦʜʫ ʤʥʦʛʠʝ 

ʢʦʤʧʘʥʠʠ ʩʪʦʣʢʥʫʪʩʷ ʩ ʦʙʝʩʮʝʥʠʚʘʥʠʝʤ ʩʚʦʠʭ ʭʨʘʥʠʣʠʱ ʤʘʩʩʦʚʳʭ ʜʘʥʥʳʭ ʠ ʤʦʛʫʪ 

ʙʳʪʴ ʚʳʥʫʞʜʝʥʳ ʦʙʨʘʪʠʪʴʩʷ ʢ ʜʨʫʛʠʤ ʙʠʟʥʝʩ-ʤʦʜʝʣʷʤ. 

çʂʦʛʜʘ ʫ ʚʘʩ ʙʫʜʝʪ ʥʘʩʪʦʷʱʘʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʠ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʣʫʯʘʪʴ 

ʠʥʬʦʨʤʘʮʠʶ, ʚ ʵʪʦʤ ʧʨʦʩʪʨʘʥʩʪʚʝ ʧʦʷʚʷʪʩʷ ʥʦʚʳʝ ʠʥʪʝʨʝʩʥʳʝ ʧʨʠʣʦʞʝʥʠʷ. 

ʇʨʠʤʝʨʦʤ ʤʦʞʝʪ ʩʣʫʞʠʪʴ ʧʨʠʣʦʞʝʥʠʝ ʜʣʷ ʛʦʣʦʩʦʚʘʥʠʷ, ʢʦʪʦʨʦʝ ʧʦʟʚʦʣʷʝʪ ʚʘʤ 

ʧʨʦʚʦʜʠʪʴ ʦʧʨʦʩʳ ʩʨʝʜʠ ʚʘʰʠʭ ʜʨʫʟʝʡ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦ ʠ ʘʥʦʥʠʤʥʦè, - ʩʢʘʟʘʣʘ 

ʦʥʘ. 

ʉʫʱʝʩʪʚʫʶʪ ʦʙʭʦʜʥʳʝ ʧʫʪʠ 

çʉʫʱʝʩʪʚʫʝʪ ʪʨʠ ʦʩʥʦʚʥʳʭ ʪʠʧʘ ʨʝʰʝʥʠʡ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʥʘ 

ʧʨʦʪʷʞʝʥʠʠ ʜʝʩʷʪʠʣʝʪʠʡ ʜʣʷ ʟʘʱʠʪʳ ʜʘʥʥʳʭ, ʧʝʨʝʩʳʣʘʝʤʳʭ ʯʝʨʝʟ ʀʥʪʝʨʥʝʪè, - 

ʦʪʤʝʪʠʣ ʊʘʣʣʝʥʪ. 

ɺʦ-ʧʝʨʚʳʭ, ʰʠʬʨʦʚʘʥʠʝ ʜʘʥʥʳʭ ʥʘ ʣʝʪʫ ʩ ʧʦʤʦʱʴʶ ʧʨʦʟʨʘʯʥʦʛʦ ʫʨʦʚʥʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ (TLS) ʠʣʠ ʚʠʨʪʫʘʣʴʥʳʭ ʯʘʩʪʥʳʭ ʩʝʪʝʡ (VPN). ɺʦ-ʚʪʦʨʳʭ, 

ʟʘʰʠʬʨʫʡʪʝ ʜʘʥʥʳʝ ʚ ʩʪʝʥʘʭ ʧʨʠʣʦʞʝʥʠʷ. ɺ-ʪʨʝʪʴʠʭ, ʩʦʟʜʘʡʪʝ ʤʦʜʝʣʠ ʫʧʨʘʚʣʝʥʠʷ 

ʜʦʩʪʫʧʦʤ ʥʘ ʫʨʦʚʥʝ ʧʨʠʣʦʞʝʥʠʡ ʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʠʤ ʧʨʦʮʝʩʩʳ. 

çʉʦʚʩʝʤ ʥʝʜʘʚʥʦ ʦʪʢʨʳʪʳʝ ʧʨʦʪʦʢʦʣʳ, ʪʘʢʠʝ ʢʘʢ ʧʨʦʪʦʢʦʣ Signal, ʧʦʟʚʦʣʠʣʠ 

ʚ ʨʘʟʣʠʯʥʳʭ ʚʘʨʠʘʥʪʘʭ ʠʩʧʦʣʴʟʦʚʘʥʠʷ, ʪʘʢʠʭ ʢʘʢ ʦʙʤʝʥ ʤʛʥʦʚʝʥʥʳʤʠ 

ʩʦʦʙʱʝʥʠʷʤʠ, ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʫ ʞʝ ʢʨʠʧʪʦʛʨʘʬʠʶ ʠ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ 

ʦʙʝʩʧʝʯʝʥʠʷ ʩʢʚʦʟʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷè, - ʦʪʤʝʪʠʣ ʊʘʣʣʝʥʪ. 
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çSignal, Skype ʠ WhatsApp ʠʩʧʦʣʴʟʫʶʪ ʧʨʦʪʦʢʦʣ Signal. ʅʦ, ʢ ʩʦʞʘʣʝʥʠʶ, ʚʳ 

ʥʝ ʤʦʞʝʪʝ ʦʪʧʨʘʚʠʪʴ ʤʛʥʦʚʝʥʥʦʝ ʩʦʦʙʱʝʥʠʝ ʠʟ Signal ʚ Skype ʠʣʠ WhatsApp. 

ʂʨʦʤʝ ʪʦʛʦ, ʩʢʚʦʟʥʦʛʦ ʰʠʬʨʦʚʘʥʠʷ ʥʝʜʦʩʪʘʪʦʯʥʦè, - ʩʢʘʟʘʣʘ ʦʥʘ. 

ʂʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʥʘ ʩʢʦʣʴʟʢʦʤ ʩʧʫʩʢʝ 

ʅʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʣʠ ʜʣʷ ʯʘʩʪʥʦʛʦ ʠʣʠ ʢʦʤʤʝʨʯʝʩʢʦʛʦ 

ʠʩʧʦʣʴʟʦʚʘʥʠʷ, ʪʦ, ʢʘʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʦʙʝʩʧʝʯʠʚʘʝʪʩʷ ʦʙʤʝʥʦʤ ʩʦʦʙʱʝʥʠʷʤʠ 

ʠ ʜʨʫʛʠʤʠ ʧʨʠʣʦʞʝʥʠʷʤʠ, ʤʦʞʝʪ ʙʳʪʴ ʜʚʠʞʫʱʝʡʩʷ ʮʝʣʴʶ. ʅʘʧʨʠʤʝʨ, ʨʘʩʩʤʦʪʨʠʤ 

ʧʫʙʣʠʯʥʳʡ ʚʩʧʣʝʩʢ ʠ ʤʠʛʨʘʮʠʶ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʟ WhatsApp ʚ ʧʨʠʣʦʞʝʥʠʝ ʜʣʷ ʯʘʪʘ 

Signal, ʦʨʠʝʥʪʠʨʦʚʘʥʥʦʝ ʥʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ, ʚ ʥʘʯʘʣʝ ʵʪʦʛʦ ʛʦʜʘ. 

WhatsApp ʫʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʦʥ ʟʘʰʠʬʨʦʚʘʥ, ʠ ʦʩʥʦʚʥʘʷ ʯʘʩʪʴ ʘʢʪʠʚʥʦʩʪʠ ʚ 

ʧʨʠʣʦʞʝʥʠʠ - ʵʪʦ. ʅʦ ʪʦʛʦ ʬʘʢʪʘ, ʯʪʦ Facebook ʤʦʞʝʪ ʫʟʥʘʪʴ, ʢʦʛʜʘ ʚʳ 

ʠʩʧʦʣʴʟʦʚʘʣʠ ʧʨʠʣʦʞʝʥʠʝ ʠ ʩ ʢʝʤ ʚʳ ʦʙʱʘʣʠʩʴ, ʜʣʷ ʤʠʣʣʠʦʥʦʚ ʣʶʜʝʡ ʙʳʣʦ 

ʜʦʩʪʘʪʦʯʥʦ, ʯʪʦʙʳ ʧʦʪʝʨʷʪʴ ʜʦʚʝʨʠʝ ʢʣʠʝʥʪʦʚ, ʩʯʠʪʘʝʪ ʊʘʣʣʝʥʪ. 

çɺʦʟʚʨʘʱʝʥʠʝ ʢʣʶʯʝʡ ʚʣʘʜʝʣʴʮʘʤ ʜʘʥʥʳʭ ʠ ʨʘʟʜʝʣʝʥʠʝ ʩʚʷʟʠ ʤʝʞʜʫ 

ʜʘʥʥʳʤʠ ʠ ʫʨʦʚʥʷʤʠ ʧʨʠʣʦʞʝʥʠʡ ʤʝʥʷʶʪ ʧʨʘʚʠʣʘ ʠʛʨʳ. ʅʦ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝ 

ʧʣʘʪʬʦʨʤʳ ʠ SDK ʜʣʷ ʨʘʟʨʘʙʦʪʯʠʢʦʚ ʚʥʝʰʥʝʛʦ ʠʥʪʝʨʬʝʡʩʘ ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ ʥʦʚʳʭ 

ʚʦʟʤʦʞʥʦʩʪʝʡ ʙʝʟ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʩʦʩʨʝʜʦʪʦʯʠʚʘʪʴʩʷ ʥʘ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ ʠ 

ʩʣʦʞʥʦʩʪʷʭ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʭ ʦʙʤʝʥʦʚ. ʵʪʦ ʪʦ, ʯʪʦ ʚʦʣʥʫʝʪ ʚʩʝʭ ʥʘʩ ʚ ʩʦʦʙʱʝʩʪʚʝ 

[ʙʝʟʦʧʘʩʥʦʩʪʠ]è, - ʦʪʤʝʪʠʣʘ ʦʥʘ. 

ʄʥʝʥʠʷ ʨʘʟʥʷʪʩʷ 

ʅʝʪ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʚ ʟʘʤʝʥʝ ʀʥʪʝʨʥʝʪʘ. ʊʝʭʥʦʣʦʛʠʯʝʩʢʠʤ ʦʪʨʘʩʣʷʤ ʥʫʞʥʦ 

ʪʦʣʴʢʦ ʨʘʩʩʪʘʚʠʪʴ ʧʨʠʦʨʠʪʝʪʳ ʚ ʩʚʦʠʭ ʨʝʩʫʨʩʘʭ ʜʣʷ ʨʘʟʨʘʙʦʪʢʠ ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʳʭ 

ʩʧʦʩʦʙʦʚ ʫʩʠʣʝʥʠʷ ʩʚʦʝʡ ʧʦʣʠʪʠʢʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʥʠʞʝʥʠʷ ʨʠʩʢʘ ʘʪʘʢ, 

ʟʘʤʝʪʠʣ ʉʪʠʚʝʥ ʃʘʡʪ, ʚʣʘʜʝʣʝʮ Nolah, ʧʨʦʜʘʚʮʘ ʤʘʪʨʘʩʦʚ ʠ ʧʦʩʪʝʣʴʥʳʭ 

ʧʨʠʥʘʜʣʝʞʥʦʩʪʝʡ ʚ ʵʣʝʢʪʨʦʥʥʦʡ ʪʦʨʛʦʚʣʝ. 

çʊʝʢʫʱʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ ʀʥʪʝʨʥʝʪʘ ʜʦʩʪʘʪʦʯʥʘ, ʯʪʦʙʳ ʦʛʨʘʥʠʯʠʪʴ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʥʝ ʟʥʘʶʪ, ʢʘʢ ʦʙʦʡʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ. ʆʜʥʘʢʦ ʩʠʪʫʘʮʠʷ 

ʠʥʘʷ ʜʣʷ ʦʧʳʪʥʳʭ ʭʘʢʝʨʦʚ, [ʢʦʪʦʨʳʝ] ʤʦʛʫʪ ʧʨʦʥʠʢʥʫʪʴ ʚ ʩʠʩʪʝʤʫ, ʝʩʣʠ ʦʥʠ 

ʧʨʦʷʚʣʷʶʪ ʪʝʨʧʝʥʠʝ ʠ ʦʩʪʦʨʦʞʥʳ, ʯʪʦʙʳ ʥʝ ʙʳʪʴ ʦʙʥʘʨʫʞʝʥʥʳʤʠ. ", - ʩʢʘʟʘʣ ʦʥ 

TechNewsWord. 

ʀʩʧʨʘʚʣʝʥʠʝ ʀʥʪʝʨʥʝʪʘ - ʘʤʙʠʮʠʦʟʥʘʷ ʮʝʣʴ. ʕʪʦ ʪʘʢʞʝ ʥʝʤʥʦʛʦ ʧʦʭʦʞʝ ʥʘ 

ʟʘʤʝʥʫ ʰʠʥ ʚʦ ʚʨʝʤʷ ʜʚʠʞʝʥʠʷ ʘʚʪʦʤʦʙʠʣʷ, - ʧʨʝʜʧʦʣʦʞʠʣ ʇʫʨʘʥʜʘʨ ɼʘʩ, 

ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ ʠ ʩʦʫʯʨʝʜʠʪʝʣʴ Sotero, ʢʦʤʧʘʥʠʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʦʩʥʦʚʝ ʰʠʬʨʦʚʘʥʠʷ. 

çɹʦʣʝʝ ʚʘʞʥʦ, ʯʪʦʙʳ ʦʨʛʘʥʠʟʘʮʠʠ ʧʨʠʥʷʣʠ ʙʦʣʝʝ ʟʥʘʯʠʤʫʶ ʩʪʨʘʪʝʛʠʶ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʧʨʠʤʝʥʠʪʝʣʴʥʦ ʢ ʧʦʪʨʝʙʠʪʝʣʷʤ. ʉʦʟʜʘʥʠʝ 

ʨʘʚʥʳʭ ʫʩʣʦʚʠʡ ʜʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʥʘʨʘʚʥʝ ʩ ʪʝʭʥʠʯʝʩʢʠʤʠ 

ʚʦʟʤʦʞʥʦʩʪʷʤʠ ʠ ʧʦʪʦʢʘʤʠ ʜʦʭʦʜʦʚ ʠʤʝʝʪ ʨʝʰʘʶʱʝʝ ʟʥʘʯʝʥʠʝè, - ʩʢʘʟʘʣ ʦʥ 

TechNewsWorld. 

ʏʪʦ-ʪʦ ʜʦʣʞʥʦ ʠʟʤʝʥʠʪʴʩʷ ʚ ʪʦʤ, ʢʘʢ ʤʳ ʦʙʝʩʧʝʯʠʚʘʝʤ ʙʝʟʦʧʘʩʥʦʩʪʴ ʚ 

ʀʥʪʝʨʥʝʪʝ. ʄʥʦʛʠʝ ʣʶʜʠ ʧʦʥʷʪʠʷ ʥʝ ʠʤʝʶʪ, ʥʘʩʢʦʣʴʢʦ ʫʷʟʚʠʤʘ ʠʭ ʣʠʯʥʘʷ ʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʜʣʷ ʭʘʢʝʨʦʚ ʠ ʜʨʫʛʠʭ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ, 

ʩʦʛʣʘʰʘʝʪʩʷ ɼʘʡʚʘʪ ɼʭʦʣʘʢʠʷ, ʦʧʝʨʘʮʠʦʥʥʳʡ ʜʠʨʝʢʪʦʨ Force by Mojio, ʩʣʫʞʙʳ 

GPS-ʩʣʝʞʝʥʠʷ ʟʘ ʧʘʨʢʦʤ ʪʨʘʥʩʧʦʨʪʥʳʭ ʩʨʝʜʩʪʚ ʜʣʷ ʤʘʣʦʛʦ ʙʠʟʥʝʩʘ. 
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çɺ ʪʦ ʚʨʝʤʷ ʢʘʢ ʪʘʢʠʝ ʢʦʤʧʘʥʠʠ, ʢʘʢ Facebook, ʩʢʣʦʥʥʳ ʧʦʜʯʝʨʢʠʚʘʪʴ 

ʚʘʞʥʦʩʪʴ ʠʥʜʠʚʠʜʫʘʣʴʥʦʛʦ ʢʦʥʪʨʦʣʷ ʥʘʜ ʥʘʩʪʨʦʡʢʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʨʝʘʣʴʥʘʷ 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʣʝʞʠʪ ʥʘ ʛʠʛʘʥʪʩʢʠʭ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʢʦʤʧʘʥʠʷʭ, ʢʦʪʦʨʳʝ 

ʝʞʝʜʥʝʚʥʦ ʦʙʨʘʙʘʪʳʚʘʶʪ ʥʘʰʫ ʠʥʬʦʨʤʘʮʠʶ. ʆʥʠ ʜʦʣʞʥʳ ʙʳʪʴ ʙʦʣʝʝ 

ʧʨʦʟʨʘʯʥʳʤʠ ʚ ʦʪʥʦʰʝʥʠʠ ʪʦʛʦ, ʢʦʤʫ ʦʥʠ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʠ ʧʨʦʜʘʶʪ ʚʘʰʫ 

ʠʥʬʦʨʤʘʮʠʶ, ʠ ʠʤ ʥʝʦʙʭʦʜʠʤʦ ʫʩʠʣʠʪʴ ʩʚʦʠ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠè, - ʩʢʘʟʘʣ ʦʥ TechNewsWorld. 

ɼʭʦʣʘʢʠʷ ʩʯʠʪʘʝʪ, ʯʪʦ ʩʝʨʴʝʟʥʦʝ ʦʙʥʦʚʣʝʥʠʝ ʠʥʪʝʨʥʝʪ-ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʥʝʠʟʙʝʞʥʦ. ʅʦ ʵʪʦ ʙʫʜʝʪ ʤʥʦʛʦʣʝʪʥʠʡ ʧʨʦʝʢʪ, ʦʩʣʦʞʥʝʥʥʳʡ ʪʝʤ ʬʘʢʪʦʤ, ʯʪʦ 

ʢʦʤʧʘʥʠʠ, ʧʦʢʫʧʘʶʱʠʝ ʠ ʠʩʧʦʣʴʟʫʶʱʠʝ ʜʘʥʥʳʝ, ʟʘʠʥʪʝʨʝʩʦʚʘʥʳ ʚ ʪʦʤ, ʯʪʦʙʳ 

ʥʘʩʪʨʦʡʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʦʩʪʘʚʘʣʠʩʴ ʦʪʢʣʶʯʝʥʥʳʤʠ ʠʣʠ ʥʝʜʦʩʪʫʧʥʳʤʠ. 

çɺ ʢʦʥʮʝ ʢʦʥʮʦʚ, ʷ ʥʝ ʜʫʤʘʶ, ʯʪʦ ʀʥʪʝʨʥʝʪ ʢʫʜʘ-ʪʦ ʜʝʥʝʪʩʷ, ʥʦ ʷ ʜʫʤʘʶ, ʯʪʦ 

ʯʝʨʝʟ 10 ʣʝʪ ʤʳ ʙʫʜʝʤ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʦʚʝʨʰʝʥʥʦ ʜʨʫʛʦʡ ʚʠʜ ʀʥʪʝʨʥʝʪʘè, - 

ʧʨʝʜʩʢʘʟʘʣ ʦʥ. 

ʏʪʦ ʥʝʦʙʭʦʜʠʤʦ ʠ ʞʠʟʥʝʩʧʦʩʦʙʥʦ 

ɺʤʝʩʪʦ ʪʦʛʦ, ʯʪʦʙʳ ʩʦʟʜʘʚʘʪʴ ʩʦʚʝʨʰʝʥʥʦ ʥʦʚʳʡ ʀʥʪʝʨʥʝʪ ʩ ʥʫʣʷ, ʢʦʤʧʘʥʠʠ, 

ʦʨʠʝʥʪʠʨʦʚʘʥʥʳʝ ʥʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ, ʧʨʠʤʝʥʷʶʪ ʧʨʦʚʝʨʝʥʥʳʝ ʠ ʭʦʨʦʰʦ 

ʠʟʫʯʝʥʥʳʝ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʘʣʴʪʝʨʥʘʪʠʚʳ, ʢʦʪʦʨʳʝ ʨʘʟʜʝʣʷʶʪ ʪʝʟʠʩ ʦʙ ʦʪʩʫʪʩʪʚʠʠ 

ʩʣʝʞʢʠ ʠ ʧʨʝʜʦʩʪʘʚʣʝʥʠʠ ʣʶʜʷʤ ʢʦʥʪʨʦʣʷ ʥʘʜ ʩʚʦʠʤʠ ʜʘʥʥʳʤʠ. 

ɺ ʪʦ ʚʨʝʤʷ ʢʘʢ The @ Company ʬʦʢʫʩʠʨʫʝʪʩʷ ʥʘ ʥʦʚʦʤ ʧʨʦʪʦʢʦʣʝ ʜʣʷ 

ʙʝʟʦʧʘʩʥʦʛʦ ʦʙʤʝʥʘ ʠʥʬʦʨʤʘʮʠʝʡ, ʜʨʫʛʠʝ ʧʨʠʤʝʨʳ ʚʢʣʶʯʘʶʪ Mozilla ʠ Brave ʥʘ 

ʩʪʦʨʦʥʝ ʙʨʘʫʟʝʨʘ, Neeva ʠ DuckDuckGo ʚ ʧʦʠʩʢʝ ʠ Linktree ʠ Mastodon ʚ 

ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ, ʦʪʤʝʪʠʣ ʊʘʣʣʝʥʪ. 

çʉʦʙʣʶʜʝʥʠʝ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ - ʵʪʦ, ʧʦ ʩʫʪʠ, ʧʨʦʙʣʝʤʘ, ʢʦʪʦʨʫʶ 

ʥʝʚʦʟʤʦʞʥʦ ʨʝʰʠʪʴ ʥʘ ʫʨʦʚʥʝ ʧʨʠʣʦʞʝʥʠʷ / ʧʨʦʮʝʩʩʘ, ʠ ʦʥʘ ʦʙʳʯʥʦ ʥʝ ʩʚʷʟʘʥʘ ʩ 

ʭʦʨʦʰʠʤ ʦʥʣʘʡʥ-ʦʧʳʪʦʤè, - ʦʪʤʝʪʠʣʘ ʦʥʘ. 

ʄʥʦʛʠʭ ʥʝ ʚʦʣʥʫʝʪ ʩʣʝʞʢʘ, ʥʦ ʦʥʠ ʧʨʦʩʪʦ ʝʱʝ ʥʝ ʟʥʘʶʪ, ʯʪʦ ʝʩʪʴ ʣʫʯʰʠʡ 

ʩʧʦʩʦʙ. ɿʘʜʘʯʘ ʩʦʩʪʦʠʪ ʚ ʪʦʤ, ʯʪʦʙʳ ʜʦʢʘʟʘʪʴ, ʯʪʦ ʵʪʦ ʤʦʞʝʪ ʙʳʪʴ ʬʫʥʜʘʤʝʥʪʘʣʴʥʦ 

ʨʝʰʝʥʦ ʩ ʧʦʤʦʱʴʶ ʥʦʚʦʛʦ ʧʨʦʪʦʢʦʣʘ / ʧʣʘʪʬʦʨʤʳ, ʯʪʦ ʚʦʟʤʦʞʥʳ ʧʨʝʚʦʩʭʦʜʥʳʝ 

ʚʦʟʤʦʞʥʦʩʪʠ, ʦʨʠʝʥʪʠʨʦʚʘʥʥʳʝ ʥʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ, ʠ ʟʘʩʝʷʪʴ ʨʳʥʦʢ ʵʪʠʤ 

ʣʫʯʰʠʤ ʦʧʳʪʦʤ ʚ ʀʥʪʝʨʥʝʪʝ, ʩʦʪʨʫʜʥʠʯʘʷ ʩ ʨʘʟʨʘʙʦʪʯʠʢʘʤʠ ʧʨʠʣʦʞʝʥʠʡ. 

çʄʳ (The @ Company) ʣʝʛʢʦ ʨʘʟʙʠʨʘʝʤʩʷ ʚ ʨʘʟʨʘʙʦʪʯʠʢʘʭ ʧʨʠʣʦʞʝʥʠʡ ʥʝ 

ʪʦʣʴʢʦ ʧʦʪʦʤʫ, ʯʪʦ ʤʳ ʫʧʨʦʱʘʝʤ ʠʥʪʝʛʨʘʮʠʶ ʩʦʙʣʶʜʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʥʦ 

ʠ ʧʦʪʦʤʫ, ʯʪʦ ʥʘʰʘ ʧʣʘʪʬʦʨʤʘ ʦʙʝʩʧʝʯʠʚʘʝʪ ʩʦʚʝʨʰʝʥʥʦ ʥʦʚʳʡ ʠ ʣʫʯʰʠʡ ʦʥʣʘʡʥ-

ʦʧʳʪè, - ʩʢʘʟʘʣʘ ʦʥʘ. 

ʊʠʧʠʯʥʳʡ ʧʦʪʨʝʙʠʪʝʣʴ ʜʫʤʘʝʪ ʥʝ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʘ ʦʙ ʫʜʦʙʩʪʚʝ, 

ʠʥʬʦʨʤʘʮʠʠ, ʚʜʦʭʥʦʚʝʥʠʠ ʠ ʨʘʟʚʣʝʯʝʥʠʷʭ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʀʥʪʝʨʥʝʪʘ. çɼʘʞʝ 

ʝʩʣʠ ʙʝʟʦʧʘʩʥʦʩʪʴ ʠʣʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʩʪʘʥʦʚʷʪʩʷ ʧʨʦʙʣʝʤʦʡ, ʪʠʧʠʯʥʳʡ 

ʧʦʪʨʝʙʠʪʝʣʴ ʤʦʞʝʪ ʥʝ ʜʝʡʩʪʚʦʚʘʪʴ, ʯʪʦʙʳ ʟʘʤʝʥʠʪʴ ʨʝʰʝʥʠʝ, ʧʦʢʘ ʙʦʣʴ ʦʪ 

ʥʝʫʜʦʙʩʪʚʘ ʠʣʠ ʧʣʦʭʦʛʦ ʦʧʳʪʘ ʥʝ ʧʨʝʚʟʦʡʜʝʪ ʧʦʣʦʞʠʪʝʣʴʥʳʡ ʦʧʳʪè, - ʧʦʷʩʥʠʣ 

ʊʘʣʣʝʥʪ. 

çʇʦʵʪʦʤʫ ʚʤʝʩʪʦ ʪʦʛʦ, ʯʪʦʙʳ ʞʜʘʪʴ ʀʥʪʝʨʥʝʪ-ɸʨʤʘʛʝʜʜʦʥʘ, ʤʳ 

ʧʨʝʜʧʦʯʠʪʘʝʤ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʦʧʳʪ, ʢʦʪʦʨʳʡ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʠ, 

ʥʘʜʝʶʩʴ, ʧʨʝʚʦʩʭʦʜʠʪ ʪʦ, ʯʪʦ ʣʶʜʠ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʧʦʣʫʯʘʶʪ ʦʪ ʜʝʡʩʪʚʫʶʱʠʭ 

ʧʦʩʪʘʚʱʠʢʦʚ ʩʣʫʞʝʙʥʳʭ ʧʨʠʣʦʞʝʥʠʡ. ʄʳ ʦʙʥʘʨʫʞʠʣʠ, ʯʪʦ ʠʛʨʦʢʠ, 
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ʦʨʠʝʥʪʠʨʦʚʘʥʥʳʝ ʥʘ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ, ʢʦʪʦʨʳʝ ʧʦʣʫʯʘʶʪ ʟʥʘʯʠʪʝʣʴʥʫʶ 

ʧʦʜʜʝʨʞʢʫ, ʩʦʟʜʘʣʠ ʩʠʣʴʥʳʝ çʤʦʩʪʳè. ʦʧʳʪ, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʝʪ ʣʶʜʷʤ 

ʧʦʧʨʦʙʦʚʘʪʴ ʘʣʴʪʝʨʥʘʪʠʚʫè, - ʧʨʝʜʣʦʞʠʣʘ ʦʥʘ. 

ɽʩʣʠ ʦʙʲʝʜʠʥʷʶʱʠʝ ʚʦʟʤʦʞʥʦʩʪʠ ʦʧʨʘʚʜʘʶʪ ʦʞʠʜʘʥʠʷ ʦʪʥʦʩʠʪʝʣʴʥʦ 

ʭʦʨʦʰʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʦʧʳʪʘ, ʥʝʢʦʪʦʨʳʝ ʠʟ ʥʠʭ ʤʛʥʦʚʝʥʥʦ ʚʳʠʛʨʘʶʪ. ʅʦ 

ʙʦʣʴʰʠʥʩʪʚʦ ʠʟ ʥʠʭ ʩʦ ʚʨʝʤʝʥʝʤ ʙʫʜʫʪ ʧʦʩʪʝʧʝʥʥʦ ʠʥʪʝʛʨʠʨʦʚʘʪʴʩʷ, ʧʦʢʘ ʦʥʠ 

ʧʦʣʥʦʩʪʴʶ ʥʝ ʟʘʤʝʥʷʪ ʩʚʦʝ ʧʨʝʜʳʜʫʱʝʝ ʧʨʠʣʦʞʝʥʠʝ ʘʣʴʪʝʨʥʘʪʠʚʥʳʤè. (Jack M. 

Germain. How Fixable Is the Unsafe Internet? // TechNewsWorld 

(https://www.technewsworld.com/story/87097.html). 15.04.2021). 
***  

 

çʊʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʫʥʠʚʝʨʩʠʪʝʪ ʉʫʠʥʙʝʨʥʘ ʧʦʜʪʚʝʨʜʠʣ, ʯʪʦ ʣʠʯʥʘʷ 

ʠʥʬʦʨʤʘʮʠʷ ʦ ʩʦʪʨʫʜʥʠʢʘʭ, ʩʪʫʜʝʥʪʘʭ ʠ ʩʪʦʨʦʥʥʠʭ ʦʨʛʘʥʠʟʘʮʠʷʭ ʩʣʫʯʘʡʥʦ 

ʧʦʧʘʣʘ ʚ ʦʪʢʨʳʪʳʡ ʜʦʩʪʫʧ. 

ɺ ʧʨʦʰʣʦʤ ʤʝʩʷʮʝ ʙʳʣʦ ʩʦʦʙʱʝʥʦ, ʯʪʦ ʚ ʀʥʪʝʨʥʝʪʝ ʜʦʩʪʫʧʥʘ ʠʥʬʦʨʤʘʮʠʷ 

ʧʨʠʤʝʨʥʦ ʦ 5200 ʩʦʪʨʫʜʥʠʢʦʚ ʉʫʠʥʙʝʨʥʘ ʠ 100 ʩʪʫʜʝʥʪʦʚ ʉʫʠʥʙʝʨʥʘ. 

ʕʪʠ ʜʘʥʥʳʝ, ʢʘʢ ʩʢʘʟʘʣ ʉʫʠʥʙʝʨʥ, ʙʳʣʠ ʨʝʛʠʩʪʨʘʮʠʦʥʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʦ 

ʥʝʩʢʦʣʴʢʠʭ ʤʝʨʦʧʨʠʷʪʠʷʭ, ʥʘʯʠʥʘʷ ʩ 2013 ʛʦʜʘ. ɺʝʙ-ʩʪʨʘʥʠʮʘ ʨʝʛʠʩʪʨʘʮʠʠ ʥʘ 

ʤʝʨʦʧʨʠʷʪʠʝ ʙʦʣʴʰʝ ʥʝ ʜʦʩʪʫʧʥʘ. 

ʇʨʝʜʦʩʪʘʚʣʷʝʤʘʷ ʠʥʬʦʨʤʘʮʠʷ ʚʢʣʶʯʘʣʘ ʠʤʷ, ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ, ʚ 

ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ, ʥʦʤʝʨ ʢʦʥʪʘʢʪʥʦʛʦ ʪʝʣʝʬʦʥʘ. 

çʄʳ ʧʨʠʥʷʣʠ ʥʝʤʝʜʣʝʥʥʳʝ ʤʝʨʳ ʜʣʷ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʵʪʫ 

ʫʪʝʯʢʫ ʜʘʥʥʳʭ, ʚʢʣʶʯʘʷ ʫʜʘʣʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʠ ʧʨʦʚʝʜʝʥʠʝ ʘʫʜʠʪʘ ʥʘ ʜʨʫʛʠʭ 

ʧʦʜʦʙʥʳʭ ʩʘʡʪʘʭè, - ʛʦʚʦʨʠʪʩʷ ʚ ʟʘʷʚʣʝʥʠʠ ʫʥʠʚʝʨʩʠʪʝʪʘ ʚ ʧʷʪʥʠʮʫ. 

çʄʳ ʠʩʢʨʝʥʥʝ ʧʨʠʥʦʩʠʤ ʩʚʦʠ ʠʟʚʠʥʝʥʠʷ ʚʩʝʤ, ʢʦʛʦ ʟʘʪʨʦʥʫʣʘ ʵʪʘ ʫʪʝʯʢʘ 

ʜʘʥʥʳʭ, ʠ ʟʘ ʣʶʙʳʝ ʦʧʘʩʝʥʠʷ, ʢʦʪʦʨʳʝ ʦʥʘ ʚʳʟʚʘʣʘè. 

ʉʫʠʥʙʝʨʥ ʩʢʘʟʘʣ, ʯʪʦ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʦʥ ʩʚʷʟʳʚʘʝʪʩʷ ʩʦ ʚʩʝʤʠ ʣʶʜʴʤʠ, 

ʯʴʷ ʠʥʬʦʨʤʘʮʠʷ ʙʳʣʘ ʧʨʝʜʦʩʪʘʚʣʝʥʘ, ʯʪʦʙʳ ʠʟʚʠʥʠʪʴʩʷ ʧʝʨʝʜ ʥʠʤʠ ʠ ʧʨʝʜʣʦʞʠʪʴ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʫʶ ʧʦʜʜʝʨʞʢʫ. 

çʄʳ ʪʘʢʞʝ ʩʚʷʟʳʚʘʝʤʩʷ ʩ ʧʨʠʤʝʨʥʦ 200 ʜʨʫʛʠʤʠ ʣʶʜʴʤʠ, ʥʝ ʩʚʷʟʘʥʥʳʤʠ ʩ 

ʉʫʠʥʙʝʨʥʦʤ, ʢʦʪʦʨʳʝ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʣʠʩʴ ʜʣʷ ʫʯʘʩʪʠʷ ʚ ʤʝʨʦʧʨʠʷʪʠʠ ʠ ʯʴʷ 

ʠʥʬʦʨʤʘʮʠʷ ʪʘʢʞʝ ʩʪʘʣʘ ʜʦʩʪʫʧʥʦʡè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ. 

ʆ ʥʘʨʫʰʝʥʠʠ ʙʳʣʦ ʩʦʦʙʱʝʥʦ ʚ ʋʧʨʘʚʣʝʥʠʝ ʢʦʤʠʩʩʘʨʘ ʧʦ ʠʥʬʦʨʤʘʮʠʠ 

ɸʚʩʪʨʘʣʠʠ (OAIC), ʋʧʨʘʚʣʝʥʠʝ ʢʦʤʠʩʩʘʨʘ ʧʦ ʠʥʬʦʨʤʘʮʠʠ ʰʪʘʪʘ ɺʠʢʪʦʨʠʷ (OVIC), 

ɸʛʝʥʪʩʪʚʦ ʢʘʯʝʩʪʚʘ ʠ ʩʪʘʥʜʘʨʪʦʚ ʚʳʩʰʝʛʦ ʦʙʨʘʟʦʚʘʥʠʷ (TESQA) ʠ ɼʝʧʘʨʪʘʤʝʥʪ 

ʦʙʨʘʟʦʚʘʥʠʷ ʰʪʘʪʘ ɺʠʢʪʦʨʠʷ. 

ʉʝʢʪʦʨ ʚʳʩʰʝʛʦ ʦʙʨʘʟʦʚʘʥʠʷ ʚ ɸʚʩʪʨʘʣʠʠ ʚʩʢʦʨʝ ʤʦʞʝʪ ʦʢʘʟʘʪʴʩʷ ʩʠʩʪʝʤʦʡ 

ʥʘʮʠʦʥʘʣʴʥʦʛʦ ʟʥʘʯʝʥʠʷ, ʧʦʩʢʦʣʴʢʫ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʛʦʪʦʚʦ ʚʚʝʩʪʠ ʚ ʜʝʡʩʪʚʠʝ 

çʫʩʠʣʝʥʥʫʶ ʦʩʥʦʚʫ ʜʣʷ ʧʦʚʳʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʫʩʪʦʡʯʠʚʦʩʪʠè ʫʥʠʚʝʨʩʠʪʝʪʦʚ 

ʯʝʨʝʟ ʟʘʢʦʥ 2020 ʛʦʜʘ ʦ ʧʦʧʨʘʚʢʘʭ ʢ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʫ ʦ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʢʨʠʪʠʯʝʩʢʘʷ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʘ). 

ɻʨʫʧʧʘ ʚʦʩʴʤʠ (Go8), ʚ ʢʦʪʦʨʫʶ ʚʭʦʜʷʪ ʚʦʩʝʤʴ ʘʚʩʪʨʘʣʠʡʩʢʠʭ 

ʫʥʠʚʝʨʩʠʪʝʪʦʚ, ʩʯʠʪʘʝʪ, ʯʪʦ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʥʘ ʩʘʤʦʤ ʜʝʣʝ ʝʱʝ ʥʝ ʦʧʨʝʜʝʣʠʣʦ ʢʘʢʠʝ-

ʣʠʙʦ ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʝ ʠʥʬʨʘʩʪʨʫʢʪʫʨʥʳʝ ʘʢʪʠʚʳ ʚ ʩʝʢʪʦʨʝ ʚʳʩʰʝʛʦ 

ʦʙʨʘʟʦʚʘʥʠʷ ʠ ʠʩʩʣʝʜʦʚʘʥʠʡ ʠ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʥʝ ʩʯʠʪʘʝʪ, ʯʪʦ ʚʳʩʰʝʝ ʦʙʨʘʟʦʚʘʥʠʝ 
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ʠ ʠʩʩʣʝʜʦʚʘʥʠʷ ʜʦʣʞʥʳ ʙʳʪʴ ʚʢʣʶʯʝʥʳ ʚ ʵʪʫ ʢʘʪʝʛʦʨʠʶ. ʩʝʢʪʦʨ ʢʨʠʪʠʯʝʩʢʦʡ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʩ ʫʯʝʪʦʤ ʥʦʨʤʘʪʠʚʥʳʭ ʨʘʟʚʝʪʚʣʝʥʠʡ. 

çGo8 ʩʯʠʪʘʝʪ, ʯʪʦ ʚʩʝʦʙʲʝʤʣʶʱʠʡ ʭʘʨʘʢʪʝʨ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ, 

ʧʨʝʜʣʦʞʝʥʥʦʛʦ ʜʣʷ ʩʝʢʪʦʨʘ ʚʳʩʰʝʛʦ ʦʙʨʘʟʦʚʘʥʠʷ ʠ ʥʘʫʯʥʳʭ ʠʩʩʣʝʜʦʚʘʥʠʡ, ʢʨʘʡʥʝ 

ʥʝʧʨʦʧʦʨʮʠʦʥʘʣʝʥ ʚʝʨʦʷʪʥʦʡ ʩʪʝʧʝʥʠ ʠ ʩʪʝʧʝʥʠ ʢʨʠʪʠʯʥʦʩʪʠ ʵʪʦʛʦ ʩʝʢʪʦʨʘè, - 

ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ ʚ ʬʝʚʨʘʣʝ. 

Go8 ʩʦʩʪʦʠʪ ʠʟ ʋʥʠʚʝʨʩʠʪʝʪʘ ɸʜʝʣʘʠʜʳ, ɸʚʩʪʨʘʣʠʡʩʢʦʛʦ ʥʘʮʠʦʥʘʣʴʥʦʛʦ 

ʫʥʠʚʝʨʩʠʪʝʪʘ, ʋʥʠʚʝʨʩʠʪʝʪʘ ʄʝʣʴʙʫʨʥʘ, ʋʥʠʚʝʨʩʠʪʝʪʘ ʄʦʥʘʰʘ, ʋʥʠʚʝʨʩʠʪʝʪʘ 

ʰʪʘʪʘ ɺʘʰʠʥʛʪʦʥ ʚ ʉʠʜʥʝʝ, ʋʥʠʚʝʨʩʠʪʝʪʘ ʂʚʠʥʩʣʝʥʜʘ, ʋʥʠʚʝʨʩʠʪʝʪʘ ʉʠʜʥʝʷ ʠ 

ʋʥʠʚʝʨʩʠʪʝʪʘ ɿʘʧʘʜʥʦʡ ɸʚʩʪʨʘʣʠʠ. 

ʉʫʠʥʙʝʨʥ ʧʨʝʜʩʪʘʚʠʣ ʩʚʦʝ ʩʦʙʩʪʚʝʥʥʦʝ ʤʥʝʥʠʝ ʢʦʤʠʪʝʪʫ, ʠʩʩʣʝʜʫʶʱʝʤʫ 

ʟʘʢʦʥʦʧʨʦʝʢʪ, ʚ ʬʝʚʨʘʣʝ, ʟʘʷʚʠʚ, ʯʪʦ ʫʥʠʚʝʨʩʠʪʝʪʘʤ ʙʫʜʝʪ ʪʨʫʜʥʦ ʧʦʢʨʳʪʴ 

ʩʪʦʠʤʦʩʪʴ ʧʦʣʦʞʠʪʝʣʴʥʳʭ ʦʙʷʟʘʪʝʣʴʩʪʚ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʫʩʠʣʝʥʥʳʭ 

ʤʝʨ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʘʢʪʠʚʦʚ, ʢʦʪʦʨʳʝ ʩʯʠʪʘʶʪʩʷ ʩʠʩʪʝʤʘʤʠ ʥʘʮʠʦʥʘʣʴʥʦʛʦ 

ʟʥʘʯʝʥʠʷ, ʫʯʠʪʳʚʘʷ ʪʝʢʫʱʫʶ ʩʠʪʫʘʮʠʶ ʩ ʬʠʥʘʥʩʠʨʦʚʘʥʠʝʤ ʠ ʩʥʠʞʝʥʠʝ ʜʦʭʦʜʦʚ ʦʪ 

ʥʘʙʦʨʘ ʠʥʦʩʪʨʘʥʥʳʭ ʩʪʫʜʝʥʪʦʚ. 

çʇʦʵʪʦʤʫ ʉʦʜʨʫʞʝʩʪʚʦ ʜʦʣʞʥʦ ʛʘʨʘʥʪʠʨʦʚʘʪʴ, ʯʪʦ ʫʥʠʚʝʨʩʠʪʝʪʳ ʧʦʣʫʯʘʶʪ 

ʘʜʝʢʚʘʪʥʦʝ ʬʠʥʘʥʩʠʨʦʚʘʥʠʝ, ʯʪʦʙʳ ʚʳʧʦʣʥʷʪʴ ʩʚʦʠ ʦʙʷʟʘʥʥʦʩʪʠ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ 

ʢʘʯʝʩʪʚʝʥʥʦʛʦ ʦʙʨʘʟʦʚʘʥʠʷ ʠ ʦʪʚʝʯʘʪʴ ʵʪʠʤ ʥʦʚʳʤ ʪʨʝʙʦʚʘʥʠʷʤ ʙʝʟʦʧʘʩʥʦʩʪʠè, - 

ʥʘʧʠʩʘʥʦ ʚ [PDF]. 

çɺ ʪʦ ʚʨʝʤʷ ʢʘʢ ʙʝʟʦʧʘʩʥʦʩʪʴ ʦʪ ʠʥʦʩʪʨʘʥʥʦʛʦ ʚʤʝʰʘʪʝʣʴʩʪʚʘ ʠʤʝʝʪ 

ʧʝʨʚʦʩʪʝʧʝʥʥʦʝ ʟʥʘʯʝʥʠʝ, ʥʝ ʤʝʥʝʝ ʚʘʞʥʘ ʵʢʦʥʦʤʠʯʝʩʢʘʷ ʙʝʟʦʧʘʩʥʦʩʪʴ, 

ʦʙʝʩʧʝʯʠʚʘʝʤʘʷ ʥʘʜʝʞʥʳʤ ʪʨʝʪʠʯʥʳʤ ʩʝʢʪʦʨʦʤ. ʄʳ ʨʝʢʦʤʝʥʜʫʝʤ ʧʨʘʚʠʪʝʣʴʩʪʚʫ 

ʪʝʩʥʦ ʩʦʪʨʫʜʥʠʯʘʪʴ ʩ ʵʪʠʤ ʩʝʢʪʦʨʦʤ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʤʠʥʠʤʘʣʴʥʦʝ ʚʣʠʷʥʠʝ 

ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ ʥʘ ʞʠʟʥʝʥʥʦ ʚʘʞʥʳʝ ʦʧʝʨʘʮʠʠ ʫʥʠʚʝʨʩʠʪʝʪʦʚè. 

ɺ ʢʦʥʮʝ 2018 ʛʦʜʘ ɸʚʩʪʨʘʣʠʡʩʢʠʡ ʥʘʮʠʦʥʘʣʴʥʳʡ ʫʥʠʚʝʨʩʠʪʝʪ (ANU) 

ʧʦʜʚʝʨʛʩʷ ʩʝʨʴʝʟʥʦʡ ʫʪʝʯʢʝ ʜʘʥʥʳʭ, ʢʦʪʦʨʘʷ ʙʳʣʘ ʦʙʥʘʨʫʞʝʥʘ ʚ ʤʘʝ 2019 ʛʦʜʘ ʠ 

ʦʙʥʘʨʫʞʝʥʘ ʜʚʫʤʷ ʥʝʜʝʣʷʤʠ ʧʦʟʞʝ, ʚ ʠʶʥʝ. 

ʍʘʢʝʨʳ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʟʘ 19 ʣʝʪ ʚ ʩʠʩʪʝʤʝ, ʚ ʢʦʪʦʨʦʡ ʥʘʭʦʜʷʪʩʷ 

ʢʘʜʨʳ ʫʥʠʚʝʨʩʠʪʝʪʘ, ʫʧʨʘʚʣʝʥʠʝ ʬʠʥʘʥʩʘʤʠ, ʘʜʤʠʥʠʩʪʨʘʮʠʷ ʩʪʫʜʝʥʪʦʚ ʠ 

çʢʦʨʧʦʨʘʪʠʚʥʳʝ ʩʠʩʪʝʤʳ ʵʣʝʢʪʨʦʥʥʳʭ ʬʦʨʤè. 

ɿʘʪʝʤ ʙʳʣ ʫʥʠʚʝʨʩʠʪʝʪ RMIT ʚ ʄʝʣʴʙʫʨʥʝ, ʢʦʪʦʨʳʡ ʚ ʬʝʚʨʘʣʝ ʦʪʨʝʘʛʠʨʦʚʘʣ 

ʥʘ ʩʦʦʙʱʝʥʠʷ ʦ ʪʦʤ, ʯʪʦ ʩʪʘʣ ʞʝʨʪʚʦʡ ʬʠʰʠʥʛ-ʘʪʘʢʠ, ʟʘʷʚʠʚ, ʯʪʦ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ 

ʝʛʦ ʩʠʩʪʝʤ ʤʝʜʣʝʥʥʦ ʧʨʦʜʚʠʛʘʝʪʩʷ. 

ʅʘ ʥʝʜʘʚʥʠʭ ʩʣʫʰʘʥʠʷʭ ʚ ʆʙʲʝʜʠʥʝʥʥʦʤ ʧʘʨʣʘʤʝʥʪʩʢʦʤ ʢʦʤʠʪʝʪʝ ʧʦ 

ʨʘʟʚʝʜʢʝ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ (PJCIS) ʦ ʨʠʩʢʘʭ ʜʣʷ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʚʣʠʷʶʱʠʭ ʥʘ ʘʚʩʪʨʘʣʠʡʩʢʠʡ ʩʝʢʪʦʨ ʚʳʩʰʝʛʦ ʦʙʨʘʟʦʚʘʥʠʷ ʠ ʠʩʩʣʝʜʦʚʘʥʠʡ, 

ʧʨʝʜʩʪʘʚʠʪʝʣʠ ʄʠʥʠʩʪʝʨʩʪʚʘ ʚʥʫʪʨʝʥʥʠʭ ʜʝʣ ʠʩʧʦʣʴʟʦʚʘʣʠ ʜʠʩʢʫʩʩʠʠ ʚʦʢʨʫʛ ʜʚʫʭ 

ʠʥʮʠʜʝʥʪʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦʙʳ ʦʧʨʘʚʜʘʪʴ ʚʢʣʶʯʝʥʠʝ ʚʳʩʰʝʛʦ ʦʙʨʘʟʦʚʘʥʠʷ ʠ 

ʠʩʩʣʝʜʦʚʘʥʠʡ ʚ ʟʘʢʦʥʦʧʨʦʝʢʪ ʦ ʢʨʠʪʠʯʝʩʢʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ. 

ɸɺʉʊʈɸʃʀʗ ʊɸʂɾɽ ʆɹɺʀʅʗɽʊ ʈʆʉʉʀʖ ɺ ɺɿʃʆʄɽ SOLARWINDS 

ɺ ʜʨʫʛʦʤ ʤʝʩʪʝ, ʧʨʘʚʠʪʝʣʴʩʪʚʦ ɸʚʩʪʨʘʣʠʠ ʧʨʠʩʦʝʜʠʥʠʣʦʩʴ ʢ ʤʝʞʜʫʥʘʨʦʜʥʳʤ 

ʧʘʨʪʥʝʨʘʤ ʭʦʣʜʠʥʛʘ ʈʦʩʩʠʠ ʥʘ ʩʯʝʪ ʩʚʦʝʡ ʢʠʙʝʨ - ʢʘʤʧʘʥʠʶ ʧʨʦʪʠʚ ʧʨʦʛʨʘʤʤʥʦʛʦ 

ʦʙʝʩʧʝʯʝʥʠʷ ʘʤʝʨʠʢʘʥʩʢʦʡ ʬʠʨʤʳ, SolarWinds. 
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ʇʦ ʜʘʥʥʳʤ ʉʐɸ ʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ, ʭʘʢʝʨʳ, ʨʘʙʦʪʘʶʱʠʝ ʥʘ ʨʦʩʩʠʡʩʢʫʶ 

ʩʣʫʞʙʫ ʚʥʝʰʥʝʡ ʨʘʟʚʝʜʢʠ, ʩʪʦʷʪ ʟʘ ʘʪʘʢʦʡ SolarWinds, ʢʘʤʧʘʥʠʷʤʠ 

ʢʠʙʝʨʰʧʠʦʥʘʞʘ, ʥʘʮʝʣʝʥʥʳʤʠ ʥʘ ʠʩʩʣʝʜʦʚʘʪʝʣʴʩʢʠʝ ʮʝʥʪʨʳ COVID-19, ʠ ʤʥʦʛʠʤ 

ʜʨʫʛʠʤ.  

ʆʙʚʠʥʝʥʠʝ ʉʐɸ ʩʦʜʝʨʞʠʪʩʷ ʚ ʩʦʚʤʝʩʪʥʦʤ ʩʦʦʙʱʝʥʠʠ ɸʛʝʥʪʩʪʚʘ 

ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ɸʛʝʥʪʩʪʚʘ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʠ ʌʝʜʝʨʘʣʴʥʦʛʦ ʙʶʨʦ ʨʘʩʩʣʝʜʦʚʘʥʠʡ, ʚ ʢʦʪʦʨʦʤ ʪʘʢʞʝ 

ʦʧʠʩʳʚʘʝʪʩʷ ʪʝʢʫʱʘʷ ʵʢʩʧʣʫʘʪʘʮʠʷ ʉʣʫʞʙʦʡ ʚʥʝʰʥʝʡ ʨʘʟʚʝʜʢʠ ʈʦʩʩʠʠ ʧʷʪʠ 

ʦʙʱʝʠʟʚʝʩʪʥʳʭ ʫʷʟʚʠʤʦʩʪʝʡ ʚ VPN-ʩʝʨʚʠʩʘʭ. 

ɺʝʣʠʢʦʙʨʠʪʘʥʠʷ ʪʘʢʞʝ ʧʨʠʧʠʩʳʚʘʝʪ ʘʪʘʢʠ ʨʦʩʩʠʡʩʢʦʡ ʨʘʟʚʝʜʢʝ.  

çɺ ʢʦʥʩʫʣʴʪʘʮʠʠ ʩ ʥʘʰʠʤʠ ʧʘʨʪʥʝʨʘʤʠ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ɸʚʩʪʨʘʣʠʠ 

ʦʧʨʝʜʝʣʠʣʦ, ʯʪʦ ʨʦʩʩʠʡʩʢʠʝ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʩʫʙʲʝʢʪʳ ʘʢʪʠʚʥʦ ʠʩʧʦʣʴʟʫʶʪ 

SolarWinds ʠ ʝʝ ʮʝʧʦʯʢʠ ʧʦʩʪʘʚʦʢè, - ʛʦʚʦʨʠʪʩʷ ʚ ʟʘʷʚʣʝʥʠʠ ʤʠʥʠʩʪʨʘ ʠʥʦʩʪʨʘʥʥʳʭ 

ʜʝʣ ʄʘʨʠʟ ʇʝʡʥ, ʤʠʥʠʩʪʨʘ ʦʙʦʨʦʥʳ ʇʠʪʝʨʘ ɼʘʪʪʦʥʘ ʠ ʤʠʥʠʩʪʨʘ ʚʥʫʪʨʝʥʥʠʭ ʜʝʣ 

ʂʘʨʝʥ ʕʥʜʨʶʩ. 

çɿʘ ʧʦʩʣʝʜʥʠʝ 12 ʤʝʩʷʮʝʚ ɸʚʩʪʨʘʣʠʷ ʩʪʘʣʘ ʩʚʠʜʝʪʝʣʝʤ ʪʦʛʦ, ʢʘʢ ʈʦʩʩʠʷ 

ʠʩʧʦʣʴʟʦʚʘʣʘ ʟʣʦʥʘʤʝʨʝʥʥʳʝ ʜʝʡʩʪʚʠʷ ʜʣʷ ʧʦʜʨʳʚʘ ʤʝʞʜʫʥʘʨʦʜʥʦʡ ʩʪʘʙʠʣʴʥʦʩʪʠ, 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʦʙʱʝʩʪʚʝʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɸʚʩʪʨʘʣʠʷ ʦʩʫʞʜʘʝʪ ʪʘʢʦʝ 

ʧʦʚʝʜʝʥʠʝè. 

ɸʪʘʢʠ ʥʘ ʮʝʧʦʯʢʠ ʧʦʩʪʘʚʦʢ, ʥʘʮʝʣʝʥʥʳʝ ʥʘ ʢʦʤʧʘʥʠʶ SolarWinds, 

ʧʨʦʠʟʚʦʜʷʱʫʶ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʫʧʨʘʚʣʝʥʠʷ ʀʊ, ʧʨʝʜʩʪʘʚʣʷʣʠ ʩʦʙʦʡ 

ʦʜʠʥ ʠʟ ʢʨʫʧʥʝʡʰʠʭ ʠʥʮʠʜʝʥʪʦʚ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʟʘ ʧʦʩʣʝʜʥʠʝ ʛʦʜʳ, 

ʢʦʛʜʘ ʭʘʢʝʨʳ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʢ ʩʝʪʷʤ ʜʝʩʷʪʢʦʚ ʪʳʩʷʯ ʦʨʛʘʥʠʟʘʮʠʡ ʧʦ ʚʩʝʤʫ ʤʠʨʫ, 

ʚʢʣʶʯʘʷ ʥʝʩʢʦʣʴʢʦ ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʭ ʘʛʝʥʪʩʪʚ ʉʐɸ, ʘ ʪʘʢʞʝ ʢʦʤʧʘʥʠʡ, 

ʟʘʥʠʤʘʶʱʠʭʩʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ. 

çʈʦʩʩʠʡʩʢʘʷ ʢʘʤʧʘʥʠʷ ʟʘʪʨʦʥʫʣʘ ʪʳʩʷʯʠ ʢʦʤʧʴʶʪʝʨʥʳʭ ʩʠʩʪʝʤ ʧʦ ʚʩʝʤʫ 

ʤʠʨʫ. ɸʚʩʪʨʘʣʠʷ ʧʨʠʟʥʘʝʪ ʚʳʩʦʢʠʝ ʟʘʪʨʘʪʳ, ʢʦʪʦʨʳʝ ʥʝʩʝʪ ʯʘʩʪʥʳʡ ʩʝʢʪʦʨ ʉʐɸè, 

- ʛʦʚʦʨʠʪʩʷ ʚ ʟʘʷʚʣʝʥʠʠ ɸʚʩʪʨʘʣʠʠè. (Asha Barbaschow. Swinburne University 

confirms over 5,000 individuals affected in data breach // ZDNet 

(https://www.zdnet.com/article/swinburne-university-confirms-over-5000-individuals-

affected-in-data-breach/). 16.04.2021). 
***  

 

çɺ ʩʨʝʜʫ ʵʢʩʧʝʨʪʳ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʥʥʳʭ ʧʦʜʚʝʨʛʣʠ ʩʦʤʥʝʥʠʶ 

ʟʘʷʚʣʝʥʠʝ Facebook ʦ ʪʦʤ, ʯʪʦ ʜʘʥʥʳʝ ʧʦʣʫʤʠʣʣʠʘʨʜʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, 

ʦʙʥʘʨʫʞʝʥʥʳʭ ʚ ʀʥʪʝʨʥʝʪʝ, ʷʚʣʷʶʪʩʷ ʦʙʱʝʜʦʩʪʫʧʥʦʡ ʠʥʬʦʨʤʘʮʠʝʡ ʧʨʦʬʠʣʝʡ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 
ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʟʘ ʚʳʭʦʜʥʳʝ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ 533 ʤʠʣʣʠʦʥʘ ʟʘʧʠʩʝʡ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ Facebook, ʚʢʣʶʯʘʷ ʥʦʤʝʨʘ ʪʝʣʝʬʦʥʦʚ, ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ Facebook, 

ʧʦʣʥʳʝ ʠʤʝʥʘ ʠ ʜʘʪʳ ʨʦʞʜʝʥʠʷ, ʢʦʤʧʘʥʠʷ, ʟʘʥʠʤʘʶʱʘʷʩʷ ʩʦʮʠʘʣʴʥʳʤʠ ʩʝʪʷʤʠ, ʚ 

ʦʜʥʦʯʘʩʴʝ ʚʳʩʪʫʧʠʣʘ ʚ ʟʘʱʠʪʫ, ʟʘʷʚʠʚ, ʯʪʦ ʠʥʬʦʨʤʘʮʠʷ ʚ ʙʘʟʝ ʜʘʥʥʳʭ, ʢʦʪʦʨʘʷ 

ʨʘʩʧʨʦʩʪʨʘʥʷʝʪʩʷ ʚ ʀʥʪʝʨʥʝʪʝ, ʷʚʣʷʝʪʩʷ ʦʙʱʝʜʦʩʪʫʧʥʦʡ. 

çɺʘʞʥʦ ʧʦʥʠʤʘʪʴ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʦʣʫʯʠʣʠ ʵʪʠ ʜʘʥʥʳʝ ʥʝ ʧʫʪʝʤ 

ʚʟʣʦʤʘ ʥʘʰʠʭ ʩʠʩʪʝʤ, ʘ ʧʫʪʝʤ ʦʯʠʩʪʢʠ ʠʭ ʩ ʥʘʰʝʡ ʧʣʘʪʬʦʨʤʳ ʜʦ ʩʝʥʪʷʙʨʷ 2019 

ʛʦʜʘ. ʆʯʠʩʪʢʘ - ʵʪʦ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʘʷ ʪʘʢʪʠʢʘ, ʢʦʪʦʨʘʷ ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʝʪ 
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ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʠʟʚʣʝʯʝʥʠʷ ʦʙʱʝʜʦʩʪʫʧʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʀʥʪʝʨʥʝʪʘè, - ʟʘʷʚʣʝʥʠʝ ʛʣʘʩʠʪ. 

ʅʦ ʵʢʩʧʝʨʪʳ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʥʥʳʭ ʟʘʷʚʠʣʠ, ʯʪʦ ʟʘʱʠʪʘ ʩʦʮʠʘʣʴʥʦʡ ʩʝʪʠ 

ʫʢʣʦʥʯʠʚʘ. 

çɿʘʷʚʣʝʥʠʝ Facebook ʦ ʪʦʤ, ʯʪʦ ʵʪʘ ʠʥʬʦʨʤʘʮʠʷ ʷʚʣʷʝʪʩʷ ʦʙʱʝʜʦʩʪʫʧʥʦʡ, 

ʚʚʦʜʠʪ ʚ ʟʘʙʣʫʞʜʝʥʠʝ, ʧʦʩʢʦʣʴʢʫ ʵʪʦ ʥʘʨʫʰʝʥʠʝ ʪʘʢʞʝ ʚʢʣʶʯʘʝʪ ʥʦʤʝʨʘ 

ʪʝʣʝʬʦʥʦʚ, ʢʦʪʦʨʳʝ ʥʝ ʙʳʣʠ ʚʠʜʥʳ ʚ ʧʨʦʬʠʣʷʭ ʣʶʜʝʡè, - ʩʢʘʟʘʣ ʀʥʪʠ ɼʝ 

ʉʝʫʢʝʣʘʡʨ, ʙʝʣʴʛʠʡʩʢʠʡ ʵʪʠʯʝʩʢʠʡ ʭʘʢʝʨ. 

ʅʝʟʘʚʠʩʠʤʳʡ ʠʩʩʣʝʜʦʚʘʪʝʣʴ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʃʫʢʘʰ ʆʣʝʡʥʠʢ ʪʘʢʞʝ 

ʧʦʜʚʝʨʛ ʩʦʤʥʝʥʠʶ ʧʦʟʠʮʠʶ Facebook. 

çʕʪʦ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʦʙʱʝʜʦʩʪʫʧʥʳʝ ʜʘʥʥʳʝ? ʅʘʧʨʠʤʝʨ, ʪʝʣʝʬʦʥʥʳʝ ʥʦʤʝʨʘ, 

ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʚʦ ʤʥʦʛʠʭ ʩʣʫʯʘʷʭ, ʥʝ ʙʳʣʠ, ʠ ʙʳʣʠ ʧʦʣʫʯʝʥʳ ʠʟ Facebookè, - 

ʩʢʘʟʘʣ ʦʥ. 

ʋʪʝʯʢʘ ʩʦʩʨʝʜʦʪʦʯʝʥʘ ʚʦʢʨʫʛ ʬʫʥʢʮʠʠ ʠʤʧʦʨʪʘ ʢʦʥʪʘʢʪʦʚ, ʯʪʦ ʦʟʥʘʯʘʣʦ, ʯʪʦ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦ-ʧʨʝʞʥʝʤʫ ʤʦʞʥʦ ʙʳʣʦ ʦʙʥʘʨʫʞʠʪʴ ʧʦ ʠʭ ʥʦʤʝʨʘʤ ʪʝʣʝʬʦʥʦʚ, 

ʜʘʞʝ ʝʩʣʠ ʥʦʤʝʨ ʥʝ ʙʳʣ ʧʫʙʣʠʯʥʦ ʫʢʘʟʘʥ ʚ ʠʭ ʧʨʦʬʠʣʝ - ʧʨʦʙʣʝʤʘ, ʢʦʪʦʨʫʶ ɼʝ 

ʉʝʫʢʝʣʘʡʨ ʧʦʜʥʷʣ ʝʱʝ ʚ 2017 ʛʦʜʫ. 

Facebook ʦʙʚʠʥʠʣ ʚ ʫʪʝʯʢʝ ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʝ ʵʪʦʡ ʬʫʥʢʮʠʝʡ ʩʦʧʦʩʪʘʚʣʝʥʠʷ, 

ʟʘʷʚʠʚ, ʯʪʦ ʦʙʥʦʚʠʣ ʵʪʫ ʬʫʥʢʮʠʶ ʚ 2019 ʛʦʜʫ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʦʙʥʘʨʫʞʠʣ, ʯʪʦ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʟʣʦʫʧʦʪʨʝʙʣʷʣʠ ʦʰʠʙʢʦʡ ʚ ʧʨʦʛʨʘʤʤʥʦʤ ʦʙʝʩʧʝʯʝʥʠʠ ʬʫʥʢʮʠʠ, 

ʯʪʦʙʳ ʩʦʧʦʩʪʘʚʠʪʴ ʧʘʯʢʠ ʪʝʣʝʬʦʥʥʳʭ ʥʦʤʝʨʦʚ ʩ ʧʦʣʴʟʦʚʘʪʝʣʷʤʠ Facebook ʜʣʷ 

ʩʦʟʜʘʥʠʷ ʙʘʟʳ ʜʘʥʥʳʭ. 

ʅʦ ʧʨʝʜʣʦʞʝʥʠʝ Facebook ʦ ʪʦʤ, ʯʪʦʙʳ ʥʦʤʝʨʘ ʪʝʣʝʬʦʥʦʚ ʙʳʣʠ 

ʦʙʱʝʜʦʩʪʫʧʥʳʤʠ, ʧʦʪʦʤʫ ʯʪʦ ʠʭ ʤʦʞʥʦ ʙʳʣʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʜʘʞʝ ʝʩʣʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʥʦʤʝʨʘ ʪʝʣʝʬʦʥʦʚ ʥʝ ʙʳʣʠ ʧʫʙʣʠʯʥʦ 

ʫʢʘʟʘʥʳ, ʙʳʣʦ ʧʦʩʪʘʚʣʝʥʦ ʧʦʜ ʩʦʤʥʝʥʠʝ. 

ɹʳʚʰʠʡ ʯʠʥʦʚʥʠʢ ʌʝʜʝʨʘʣʴʥʦʡ ʪʦʨʛʦʚʦʡ ʢʦʤʠʩʩʠʠ ʉʐɸ ɸʰʢʘʥ ʉʦʣʪʘʥʠ 

ʥʘʧʠʩʘʣ ʚ ʊʚʠʪʪʝʨʝ, ʯʪʦ ʠʟ ʜʚʫʭ ʝʛʦ ʪʝʣʝʬʦʥʥʳʭ ʥʦʤʝʨʦʚ, ʢʦʪʦʨʳʝ ʧʦʷʚʠʣʠʩʴ ʚ 

ʫʪʝʯʢʝ, ʦʜʠʥ ʙʳʣ ʚʠʜʝʥ ʪʦʣʴʢʦ ʝʤʫ, ʘ ʜʨʫʛʦʡ ʙʳʣ çʙʦʣʝʝ ʯʫʚʩʪʚʠʪʝʣʴʥʳʤè 

ʥʦʤʝʨʦʤ, ʠʩʧʦʣʴʟʫʝʤʳʤ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʠ ʩʙʨʦʩʘ ʧʘʨʦʣʝʡ. 

ʄʘʡʢʣ ɺʝʣ, ʙʨʠʪʘʥʩʢʠʡ ʫʯʝʥʳʡ-ʢʦʤʧʴʶʪʝʨʱʠʢ, ʩʦʦʙʱʠʣ, ʯʪʦ ʝʛʦ ʥʦʤʝʨ 

ʧʦʷʚʠʣʩʷ ʚ ʫʪʝʯʢʝ, ʭʦʪʷ ʚʩʝ ʝʛʦ ʥʘʩʪʨʦʡʢʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʙʳʣʠ ʥʘ 

ʤʘʢʩʠʤʘʣʴʥʦʤ ʫʨʦʚʥʝ. 

çɼʘʞʝ ʝʩʣʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʧʦʩʪʘʚʷʪ ʛʘʣʦʯʢʫ ʚ ʧʦʣʝ, ʛʦʚʦʨʷ, ʯʪʦ ʜʨʫʟʴʷ ʤʦʛʫʪ 

ʥʘʡʪʠ ʠʭ ʧʦ ʠʭ ʪʝʣʝʬʦʥʥʦʤʫ ʥʦʤʝʨʫ, ʵʪʦ ʥʝ ʟʘʜʘʯʘ ʪʝʭ ʞʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʯʪʦʙʳ 

ʧʨʝʜʩʪʘʚʠʪʴ, ʢʘʢ ʵʪʘ ʩʠʩʪʝʤʘ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ ʚ ʙʦʣʴʰʠʭ ʤʘʩʰʪʘʙʘʭ, 

ʯʪʦʙʳ ʩʜʝʣʘʪʴ ʵʪʠ ʪʝʣʝʬʦʥʥʳʝ ʥʦʤʝʨʘ ʦʙʱʝʜʦʩʪʫʧʥʳʤʠ, ʧʨʝʞʜʝ ʯʝʤ ʩʜʝʣʘʪʴ ʵʪʦʪ 

ʚʳʙʦʨ. ʨʘʙʦʪʘ Facebook ", - ʩʢʘʟʘʣ ɺʠʣè. 

çɽʩʣʠ Facebook ʥʝ ʤʦʞʝʪ ʩʜʝʣʘʪʴ ʪʘʢʫʶ ʩʠʩʪʝʤʫ ʙʝʟʦʧʘʩʥʦʡ, ʠʤ ʥʝ ʩʣʝʜʦʚʘʣʦ 

ʝʝ ʚʥʝʜʨʷʪʴè. (VINCENT MANANCOURT. óMisleadingô Facebook data leak claims 

questioned // POLITICO (https://www.politico.eu/article/facebook-data-leak-

misleading-claims-questioned/). 07.04.2021). 

***  
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çʀʨʣʘʥʜʩʢʘʷ ʢʦʤʠʩʩʠʷ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʚ ʩʨʝʜʫ ʥʘʯʘʣʘ ʨʘʩʩʣʝʜʦʚʘʥʠʝ 

ʚ ʦʪʥʦʰʝʥʠʠ Facebook ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʚ ʩʝʪʠ ʧʦʷʚʠʣʠʩʴ ʜʘʥʥʳʝ ʦ ʙʦʣʝʝ ʯʝʤ 

ʧʦʣʤʠʣʣʠʘʨʜʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʣʘʪʬʦʨʤʳ. 
ʄʥʦʞʝʩʪʚʦ ʜʘʥʥʳʭ, ʚ ʪʦʤ ʯʠʩʣʝ ʥʦʤʝʨʘ ʪʝʣʝʬʦʥʦʚ, ʠʜʝʥʪʠʬʠʢʘʪʦʨʳ 

Facebook, ʧʦʣʥʳʝ ʠʤʝʥʘ ʠ ʜʘʪʳ ʨʦʞʜʝʥʠʷ, ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ɸʣʦʥʦʤ ɻʘʣʦʤ ʠʟ 

ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʦʡ ʢʦʤʧʘʥʠʠ Hudson Rock ʚ ʵʪʦʤ ʤʝʩʷʮʝ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʦʥʠ ʙʳʣʠ 

ʨʘʟʤʝʱʝʥʳ ʚ ʀʥʪʝʨʥʝʪʝ ʙʝʩʧʣʘʪʥʦ. 

ɺ ʩʝʛʦʜʥʷʰʥʝʤ ʟʘʷʚʣʝʥʠʠ ʂʦʤʠʩʩʠʷ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ (DPC) ʟʘʷʚʠʣʘ, ʯʪʦ 

ʥʘʯʠʥʘʝʪ ʨʘʩʩʣʝʜʦʚʘʥʠʝ, ʧʦʩʢʦʣʴʢʫ ʩʯʠʪʘʝʪ, ʯʪʦ Facebook, ʚʦʟʤʦʞʥʦ, ʥʘʨʫʰʠʣ 

ʆʙʱʠʝ ʧʨʘʚʠʣʘ ʟʘʱʠʪʳ ʜʘʥʥʳʭ ɽʉ. ʌʠʨʤʘ, ʟʘʥʠʤʘʶʱʘʷʩʷ ʩʦʮʠʘʣʴʥʳʤʠ ʩʝʪʷʤʠ, 

ʦʪʨʠʮʘʝʪ ʵʪʦ. 

çDPC, ʨʘʩʩʤʦʪʨʝʚ ʠʥʬʦʨʤʘʮʠʶ, ʧʨʝʜʦʩʪʘʚʣʝʥʥʫʶ Facebook ʀʨʣʘʥʜʠʷ ʧʦ 

ʵʪʦʤʫ ʧʦʚʦʜʫ ʥʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ, ʩʯʠʪʘʝʪ, ʯʪʦ ʦʜʥʦ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʧʦʣʦʞʝʥʠʡ 

GDPR... ʤʦʛʣʠ ʙʳʪʴ ʠ / ʠʣʠ ʥʘʨʫʰʘʶʪʩʷ ʚ ʦʪʥʦʰʝʥʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Facebookè 

ʣʠʯʥʳʝ ʜʘʥʥʳʝ." 

ʇʦʩʣʝ ʥʦʚʦʩʪʝʡ ʦ ʪʦʤ, ʯʪʦ ʙʳʣʦ ʦʙʥʘʨʫʞʝʥʦ ʭʨʘʥʠʣʠʱʝ ʜʘʥʥʳʭ 533 

ʤʠʣʣʠʦʥʦʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, Facebook ʩʥʘʯʘʣʘ ʟʘʷʚʠʣ, ʯʪʦ ʵʪʦ ʩʪʘʨʳʝ ʜʘʥʥʳʝ, ʦ 

ʢʦʪʦʨʳʭ ʨʘʥʝʝ ʩʦʦʙʱʘʣʦʩʴ ʚ 2019 ʛʦʜʫ. çʄʳ ʦʙʥʘʨʫʞʠʣʠ ʠ ʠʩʧʨʘʚʠʣʠ ʵʪʫ 

ʧʨʦʙʣʝʤʫ ʚ ʘʚʛʫʩʪʝ 2019 ʛʦʜʘè, - ʥʘʧʠʩʘʣʘ ʚ Twitter ʧʨʝʜʩʪʘʚʠʪʝʣʴ Facebook ʃʠʟ 

ɹʫʨʞʫʘ. 

ɿʘʪʝʤ 6 ʘʧʨʝʣʷ ʢʦʤʧʘʥʠʷ ʦʧʫʙʣʠʢʦʚʘʣʘ ʟʘʷʚʣʝʥʠʝ, ʚ ʢʦʪʦʨʦʤ ʧʦʷʩʥʠʣʘ, ʯʪʦ 

ʙʘʟʘ ʜʘʥʥʳʭ ʩʦʩʪʦʠʪ ʠʟ ʠʥʬʦʨʤʘʮʠʠ, ʠʟʚʣʝʯʝʥʥʦʡ ʠʟ ʦʙʱʝʜʦʩʪʫʧʥʳʭ ʧʨʦʬʠʣʝʡ, ʠ 

ʯʪʦ ʦʥʘ ʫʩʪʨʘʥʠʣʘ ʧʨʦʙʣʝʤʫ, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʠʣʘ ʦʯʠʩʪʠʪʴ ʜʘʥʥʳʝ ʚ 2019 ʛʦʜʫ. 

çɺʘʞʥʦ ʧʦʥʠʤʘʪʴ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʦʣʫʯʠʣʠ ʵʪʠ ʜʘʥʥʳʝ ʥʝ ʧʫʪʝʤ 

ʚʟʣʦʤʘ ʥʘʰʠʭ ʩʠʩʪʝʤ, ʘ ʧʫʪʝʤ ʦʯʠʩʪʢʠ ʠʭ ʩ ʥʘʰʝʡ ʧʣʘʪʬʦʨʤʳ ʜʦ ʩʝʥʪʷʙʨʷ 2019 

ʛʦʜʘ. ʆʯʠʩʪʢʘ - ʵʪʦ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʘʷ ʪʘʢʪʠʢʘ, ʢʦʪʦʨʘʷ ʯʘʩʪʦ ʠʩʧʦʣʴʟʫʝʪ 

ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʠʟʚʣʝʯʝʥʠʷ ʦʙʱʝʜʦʩʪʫʧʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʀʥʪʝʨʥʝʪʘè, - ʢʦʤʧʘʥʠʷ ʩʢʘʟʘʣʘè. (VINCENT MANANCOURT. 

Ireland to probe Facebook following massive data leak // POLITICO 

(https://www.politico.eu/article/ireland-to-probe-facebook-following-massive-data-

leak/). 14.04.2021). 
***  

 

çʈʘʟʨʘʙʦʪʯʠʢ ʢʦʤʧʣʝʢʪʦʚ Wi-Fi Ubiquiti ʧʨʝʜʧʦʣʦʞʠʣ, ʯʪʦ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢ, ʢʦʪʦʨʳʡ ʧʦʣʫʯʠʣ ʜʦʩʪʫʧ ʢ ʥʝʢʦʪʦʨʳʤ ʠʟ ʝʛʦ ʦʙʣʘʯʥʳʭ 

ʩʠʩʪʝʤ ʚ ʷʥʚʘʨʝ 2021 ʛʦʜʘ, ʤʦʛ ʫʡʪʠ ʩ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ ʠ ʣʦʛʠʥʘʤʠ 

ʩʦʪʨʫʜʥʠʢʦʚ, ʘ ʥʝ ʩ ʜʘʥʥʳʤʠ ʢʣʠʝʥʪʦʚ, ʦ ʢʦʪʦʨʳʭ ʦʥ ʠʟʥʘʯʘʣʴʥʦ 

ʧʨʝʜʫʧʨʝʞʜʘʣ, ʤʦʛʫʪ ʦʢʘʟʘʪʴʩʷ ʚ ʦʧʘʩʥʦʩʪʠ. 
ʅʦʚʦʩʪʠ ʦ ʚʟʣʦʤʝ ʦʙʣʘʯʥʳʭ ʩʝʨʚʝʨʦʚ Ubiquiti ʧʦʷʚʠʣʠʩʴ 11 ʷʥʚʘʨʷ 2021 ʛʦʜʘ, 

ʢʦʛʜʘ ʢʦʤʧʘʥʠʷ ʦʪʧʨʘʚʠʣʘ ʢʣʠʝʥʪʘʤ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ ʪʝʢʩʪ ʠʟ ʵʪʦʛʦ 

ʩʦʦʙʱʝʥʠʷ ʥʘ ʬʦʨʫʤʝ ʧʦʜʜʝʨʞʢʠ. ɺ ʵʪʦʤ ʧʦʩʣʘʥʠʠ ʛʦʚʦʨʠʣʦʩʴ: çʅʝʜʘʚʥʦ ʥʘʤ 

ʩʪʘʣʦ ʠʟʚʝʩʪʥʦ ʦ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʤ ʜʦʩʪʫʧʝ ʢ ʥʝʢʦʪʦʨʳʤ ʥʘʰʠʤ ʩʠʩʪʝʤʘʤ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʨʘʟʤʝʱʝʥʥʳʤ ʩʪʦʨʦʥʥʠʤ ʧʦʩʪʘʚʱʠʢʦʤ ʦʙʣʘʯʥʳʭ 

ʫʩʣʫʛè. 
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ʕʪʦ ʦʙʲʷʚʣʝʥʠʝ ʧʨʦʜʦʣʞʘʣʦʩʴ: çʋ ʥʘʩ ʥʝʪ ʥʠʢʘʢʠʭ ʫʢʘʟʘʥʠʡ ʥʘ 

ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʫʶ ʘʢʪʠʚʥʦʩʪʴ ʚ ʦʪʥʦʰʝʥʠʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʣʶʙʦʛʦ 

ʧʦʣʴʟʦʚʘʪʝʣʷè, ʥʦ ʪʘʢʞʝ ʨʝʢʦʤʝʥʜʦʚʘʣʦʩʴ ʢʣʠʝʥʪʘʤ ʠʟʤʝʥʠʪʴ ʩʚʦʠ ʧʘʨʦʣʠ, ʧʦʪʦʤʫ 

ʯʪʦ, ʝʩʣʠ ʢ ʠʭ ʟʘʧʠʩʷʤ ʙʳʣ ʦʩʫʱʝʩʪʚʣʝʥ ʜʦʩʪʫʧ, ʭʵʰʠʨʦʚʘʥʥʳʝ ʠ ʩʦʣʝʥʳʝ ʧʘʨʦʣʠ, 

ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʜʘʞʝ ʬʠʟʠʯʝʩʢʠʝ ʘʜʨʝʩʘ ʠ ʥʦʤʝʨʘ ʪʝʣʝʬʦʥʦʚ ʤʦʛʫʪ 

ʦʢʘʟʘʪʴʩʷ ʧʦʜ ʫʛʨʦʟʦʡ. 

ɺ ʦʙʥʦʚʣʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʦʧʫʙʣʠʢʦʚʘʥʥʦʡ ʚ ʩʨʝʜʫ ʥʘ ʵʪʦʡ ʥʝʜʝʣʝ, 

ʛʦʚʦʨʠʪʩʷ, ʯʪʦ ʨʘʩʩʣʝʜʦʚʘʥʠʝ, ʧʨʦʚʝʜʝʥʥʦʝ ʚʥʝʰʥʠʤʠ ʵʢʩʧʝʨʪʘʤʠ, çʥʝ ʚʳʷʚʠʣʦ 

ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʪʦʛʦ, ʯʪʦ ʢ ʠʥʬʦʨʤʘʮʠʠ ʦ ʢʣʠʝʥʪʘʭ ʙʳʣ ʦʩʫʱʝʩʪʚʣʝʥ ʜʦʩʪʫʧ ʠʣʠ ʯʪʦ 

ʦʥʘ ʙʳʣʘ ʥʘʧʨʘʚʣʝʥʘ ʧʨʦʪʠʚ ʥʝʝè. 

ɺʘʞʥʦ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʦʙʥʦʚʣʝʥʠʝ ʪʘʢʞʝ ʧʦʢʘʟʘʣʦ, ʯʪʦ ʢʪʦ-ʪʦ çʙʝʟʫʩʧʝʰʥʦ 

ʧʳʪʘʣʩʷ ʚʳʤʦʛʘʪʴ ʫ ʢʦʤʧʘʥʠʠ ʜʝʥʴʛʠ, ʫʛʨʦʞʘʷ ʨʘʩʢʨʳʪʴ ʫʢʨʘʜʝʥʥʳʡ ʠʩʭʦʜʥʳʡ ʢʦʜ 

ʠ ʦʧʨʝʜʝʣʝʥʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʀʊè. ʆʙʥʦʚʣʝʥʠʝ ʥʝ ʧʨʝʜʧʦʣʘʛʘʝʪ, ʯʪʦ ʧʦʧʳʪʢʘ 

ʚʳʤʦʛʘʪʝʣʴʩʪʚʘ ʙʳʣʘ ʥʘʜʫʤʘʥʥʦʡ. 

Ubiquiti ʥʝ ʩʦʦʙʱʠʣʘ, ʢʦʛʜʘ ʚʥʝʰʥʠʝ ʵʢʩʧʝʨʪʳ ʨʝʰʠʣʠ, ʯʪʦ ʜʘʥʥʳʝ ʦ 

ʢʣʠʝʥʪʘʭ ʦʩʪʘʣʠʩʴ ʥʝʪʨʦʥʫʪʳʤʠ. ʕʪʦ ʦʩʪʘʚʣʷʝʪ ʢʦʤʧʘʥʠʶ ʚ ʠʥʪʝʨʝʩʥʦʤ 

ʧʦʣʦʞʝʥʠʠ, ʧʦʩʢʦʣʴʢʫ ʦʥʘ, ʚʦʟʤʦʞʥʦ, ʟʥʘʝʪ, ʯʪʦ ʝʝ ʦʩʥʦʚʥʦʡ IP-ʘʜʨʝʩ ʧʨʦʩʦʯʠʣʩʷ, 

ʠ ʥʝ ʨʘʩʢʨʳʚʘʝʪ ʵʪʦ, ʘ ʪʘʢʞʝ ʟʥʘʝʪ, ʯʪʦ ʜʘʥʥʳʝ ʢʣʠʝʥʪʦʚ ʥʘʭʦʜʷʪʩʷ ʚ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʠ ʥʝ ʨʘʩʢʨʳʚʘʝʪ ʵʪʦ. 

ʆʙʥʦʚʣʝʥʠʝ ʩʦʜʝʨʞʠʪ ʝʱʝ ʦʜʠʥ ʧʫʛʘʶʱʠʡ ʩʘʤʦʨʦʜʦʢ ʚ ʵʪʦʤ ʧʨʝʜʣʦʞʝʥʠʠ: 

çʆʙʨʘʪʠʪʝ ʚʥʠʤʘʥʠʝ, ʯʪʦ ʩ ʤʦʤʝʥʪʘ ʥʘʰʝʛʦ ʫʚʝʜʦʤʣʝʥʠʷ ʦʪ 11 ʷʥʚʘʨʷ ʥʠʯʝʛʦ ʥʝ 

ʠʟʤʝʥʠʣʦʩʴ ʚ ʦʪʥʦʰʝʥʠʠ ʥʘʰʝʛʦ ʘʥʘʣʠʟʘ ʜʘʥʥʳʭ ʢʣʠʝʥʪʦʚ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʰʠʭ 

ʧʨʦʜʫʢʪʦʚè. 

ʅʦ ʚ ʫʚʝʜʦʤʣʝʥʠʠ ʦʪ 11 ʷʥʚʘʨʷ ʥʝ ʫʧʦʤʠʥʘʝʪʩʷ çʙʝʟʦʧʘʩʥʦʩʪʴ ʥʘʰʠʭ 

ʧʨʦʜʫʢʪʦʚè. 

ʆʙʥʦʚʣʝʥʠʝ ʚ ʩʨʝʜʫ ʙʳʣʦ ʦʧʫʙʣʠʢʦʚʘʥʦ ʯʝʨʝʟ ʜʚʘ ʜʥʷ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ Krebs 

On Security ʩʦʦʙʱʠʣʘ, ʯʪʦ ʫʚʠʜʝʣʘ ʧʠʩʴʤʦ ʦʩʚʝʜʦʤʠʪʝʣʷ ʚ ɽʚʨʦʧʝʡʩʢʠʡ ʥʘʜʟʦʨʥʳʡ 

ʦʨʛʘʥ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ, ʚ ʢʦʪʦʨʦʤ ʫʪʚʝʨʞʜʘʝʪʩʷ, ʯʪʦ Ubiquiti ʥʝ ʨʘʩʩʢʘʟʘʣʘ ʚʩʶ 

ʧʨʘʚʜʫ ʦʙ ʠʥʮʠʜʝʥʪʝ. 

ʂʨʝʙʩ ʩʢʘʟʘʣ, ʯʪʦ ʚ ʧʠʩʴʤʝ ʘʪʘʢʘ ʥʘ ʋʙʠʢʚʠʪʠ ʦʧʠʩʳʚʘʣʘʩʴ ʢʘʢ 

çʢʘʪʘʩʪʨʦʬʠʯʝʩʢʠ ʭʫʞʝ, ʯʝʤ ʩʦʦʙʱʘʣʦʩʴè. 

çʅʘʨʫʰʝʥʠʝ ʙʳʣʦ ʤʘʩʩʦʚʳʤ, ʜʘʥʥʳʝ ʢʣʠʝʥʪʦʚ ʦʢʘʟʘʣʠʩʴ ʧʦʜ ʫʛʨʦʟʦʡ, ʜʦʩʪʫʧ 

ʢ ʫʩʪʨʦʡʩʪʚʘʤ ʢʣʠʝʥʪʦʚ, ʨʘʟʚʝʨʥʫʪʳʤ ʚ ʢʦʨʧʦʨʘʮʠʷʭ ʠ ʜʦʤʘʭ ʧʦ ʚʩʝʤʫ ʤʠʨʫ, ʙʳʣ 

ʧʦʜ ʫʛʨʦʟʦʡè, - ʩʦʦʙʱʘʝʪʩʷ ʚ ʧʠʩʴʤʝ, ʜʦʙʘʚʣʷʷ, ʯʪʦ ʢʦʤʘʥʜʘ ʶʨʠʩʪʦʚ Ubiquiti 

çʧʦʜʘʚʠʣʘ ʠ ʦʪʚʝʨʛʣʘ ʫʩʠʣʠʷ ʧʦ ʨʝʰʠʪʝʣʴʥʦʡ ʟʘʱʠʪʝ ʢʣʠʝʥʪʦʚ.è 

ʀʥʬʦʨʤʘʪʦʨ ʦʪʜʝʣʴʥʦ ʫʪʚʝʨʞʜʘʣ, ʯʪʦ ʢʪʦ ʙʳ ʥʠ ʩʤʦʛ ʚʟʣʦʤʘʪʴ ʩʝʨʚʝʨʳ 

Ubiquiti, ʨʘʟʤʝʱʝʥʥʳʝ ʥʘ Amazon, ʦʥʠ ʤʦʛʣʠ ʫʢʨʘʩʪʴ ʢʨʠʧʪʦʛʨʘʬʠʯʝʩʢʠʝ ʩʝʢʨʝʪʳ 

ʜʣʷ ʬʘʡʣʦʚ cookie ʝʜʠʥʦʛʦ ʚʭʦʜʘ ʢʣʠʝʥʪʦʚ ʠ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʫʩʪʨʦʡʩʪʚʘʤ, 

ʚʥʫʪʨʝʥʥʝʛʦ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ ʠ ʢʣʶʯʝʡ ʧʦʜʧʠʩʠ - ʛʦʨʘʟʜʦ ʙʦʣʴʰʝ, ʯʝʤ Wi-Fi. 

ʇʨʦʠʟʚʦʜʠʪʝʣʴ Fi Box ʨʘʩʢʨʳʪ ʚ ʷʥʚʘʨʝ. ʋʪʚʝʨʞʜʘʝʪʩʷ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢ 

ʧʦʣʫʯʠʣ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʀʊ-ʩʧʝʮʠʘʣʠʩʪʘ Ubiquiti, ʧʦʣʫʯʠʣ 

root-ʜʦʩʪʫʧ ʢ ʢʦʨʧʦʨʘʪʠʚʥʳʤ ʩʠʩʪʝʤʘʤ AWS ʠ, ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʦʪʝʥʮʠʘʣʴʥʦ ʤʦʛ 

ʙʝʩʧʣʘʪʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʩʚʦʝ ʦʙʣʘʯʥʦʝ ʭʨʘʥʠʣʠʱʝ ʠ ʙʘʟʳ ʜʘʥʥʳʭ. 

ɹʵʢʜʦʨʳ, ʧʦ-ʚʠʜʠʤʦʤʫ, ʪʦʞʝ ʙʳʣʠ ʩʧʨʷʪʘʥʳ ʥʘ ʩʝʨʚʝʨʘʭ, ʠ, ʢʘʢ Ubiquiti 

ʧʨʠʟʥʘʣ ʥʘ ʵʪʦʡ ʥʝʜʝʣʝ, ʧʦʪʨʝʙʦʚʘʣʠ ʚʳʢʫʧ, ʯʪʦʙʳ ʥʝ ʛʦʚʦʨʠʪʴ ʦ ʚʟʣʦʤʝ. 
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ɽʩʣʠ ʙʳ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʩʦʪʨʫʜʥʠʢʦʚ Ubiquiti ʙʳʣʠ ʧʦʣʫʯʝʥʳ, ʢʘʢ ʪʝʧʝʨʴ 

ʧʨʝʜʧʦʣʘʛʘʝʪ ʜʘʞʝ ʩʘʤʘ Ubiquiti, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʣʠ ʙʳ ʩ ʢʦʤʬʦʨʪʦʤ 

ʧʦʣʫʯʠʪʴ çʜʦʩʪʫʧ ʢ ʫʩʪʨʦʡʩʪʚʘʤ ʢʣʠʝʥʪʦʚ, ʨʘʟʚʝʨʥʫʪʳʤ ʚ ʢʦʨʧʦʨʘʮʠʷʭ ʠ ʜʦʤʘʭ ʧʦ 

ʚʩʝʤʫ ʤʠʨʫè, ʢʘʢ ʛʦʚʦʨʠʪʩʷ ʚ ʧʠʩʴʤʝ ʠʥʬʦʨʤʘʪʦʨʘ. 

ʇʨʘʚʠʣʴʥʳʝ ʢʨʝʜʠʪʳ ʪʘʢʞʝ ʤʦʛʫʪ ʧʦʜʚʝʨʛʥʫʪʴ ʜʘʥʥʳʝ ʢʣʠʝʥʪʦʚ ʨʠʩʢʫ 

ʢʨʘʞʠ. ʅʘ ʵʪʦʡ ʥʝʜʝʣʝ Ubiquiti ʥʘʩʪʘʠʚʘʣʘ ʥʘ ʪʦʤ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʝ 

çʧʦʣʫʯʘʣʠ ʜʦʩʪʫʧ ʠ ʜʘʞʝ ʥʝ ʥʘʮʝʣʠʚʘʣʠʩʴè ʥʘ ʪʘʢʠʝ ʜʘʥʥʳʝ, ʭʦʪʷ ʠʥʬʦʨʤʘʪʦʨ 

ʫʪʚʝʨʞʜʘʣ, ʯʪʦ ʧʨʦʠʟʚʦʜʠʪʝʣʴ ʙʝʩʧʨʦʚʦʜʥʳʭ ʢʦʤʧʣʝʢʪʦʚ ʚʝʣ ʥʝʜʦʩʪʘʪʦʯʥʳʝ 

ʞʫʨʥʘʣʳ, ʯʪʦʙʳ ʙʳʪʴ ʫʚʝʨʝʥʥʳʤ ʚ ʵʪʦʤ. 

ɺ ʩʦʦʙʱʝʥʠʠ Ubiquiti ʚ ʩʨʝʜʫ ʛʦʚʦʨʠʣʦʩʴ: çʅʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʫ ʥʘʩ ʝʩʪʴ 

ʭʦʨʦʰʦ ʨʘʟʨʘʙʦʪʘʥʥʳʝ ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ ʪʦʛʦ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʷʚʣʷʝʪʩʷ 

ʯʝʣʦʚʝʢʦʤ ʩʦ ʩʣʦʞʥʳʤʠ ʟʥʘʥʠʷʤʠ ʦ ʥʘʰʝʡ ʦʙʣʘʯʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝè, ʥʦ ʩʢʘʟʘʣ, 

ʯʪʦ ʥʝ ʤʦʞʝʪ ʩʢʘʟʘʪʴ ʙʦʣʴʰʝ ʠʟ-ʟʘ ʧʨʦʜʦʣʞʘʶʱʠʭʩʷ ʨʘʩʩʣʝʜʦʚʘʥʠʡ. 

ʇʦʜʚʦʜʷ ʠʪʦʛ: ʠʩʭʦʜʥʳʡ ʢʦʜ ʧʨʦʜʫʢʪʦʚ Ubiquiti ʠ ʜʨʫʛʘʷ ʚʥʫʪʨʝʥʥʷʷ 

ʠʥʬʦʨʤʘʮʠʷ, ʚʦʟʤʦʞʥʦ, ʙʳʣʠ ʦʪʬʠʣʴʪʨʦʚʘʥʳ, ʩʝʨʚʝʨʳ ʤʦʛʣʠ ʙʳʪʴ ʨʫʪʠʨʦʚʘʥʳ, ʠ 

ʢʪʦ-ʣʠʙʦ ʦʪʚʝʪʩʪʚʝʥʥʳʡ ʤʦʞʝʪ ʙʳʪʴ ʪʝʢʫʱʠʤ ʠʣʠ ʙʳʚʰʠʤ ʩʦʪʨʫʜʥʠʢʦʤ 

ʢʦʤʧʘʥʠʠ... ʥʦ, ʢʨʦʤʝ ʥʝʩʢʦʣʴʢʠʭ ʩʣʫʯʘʡʥʳʭ ʩʣʦʚ, Ubiquiti ʠʤʝʝʪ ʚʳʙʨʘʥ, ʯʪʦʙʳ 

ʩʦʩʨʝʜʦʪʦʯʠʪʴʩʷ ʥʘ ʧʨʦʙʣʝʤʝ ʣʠʯʥʦʡ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʦʥ ʛʦʚʦʨʠʪ, ʯʪʦ ʥʘ 

ʩʘʤʦʤ ʜʝʣʝ ʵʪʦ ʥʝ ʧʨʦʙʣʝʤʘ. 

ʀ ʚʩʝ ʵʪʦ ʧʨʦʠʟʦʰʣʦ ʚ ʪʦ ʚʨʝʤʷ, ʢʦʛʜʘ ʤʳ ʟʥʘʝʤ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʣʠ 

ʛʦʜʘʤʠ ʩʢʨʳʚʘʪʴ ʩʚʦʝ ʧʨʠʩʫʪʩʪʚʠʝ ʚ ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ SolarWinds ʠ ʦʪʨʘʚʣʷʪʴ ʝʝ 

ʧʨʦʜʫʢʪʳ. 

ʆʙʥʦʚʣʝʥʠʝ ʟʘʢʘʥʯʠʚʘʝʪʩʷ ʝʱʝ ʦʜʥʠʤ ʧʨʠʟʳʚʦʤ ʢ ʢʣʠʝʥʪʘʤ ʦʙʥʦʚʠʪʴ ʩʚʦʠ 

ʧʘʨʦʣʠ ʠ ʚʢʣʶʯʠʪʴ ʜʚʫʭʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ. ʈʝʛʠʩʪʨ ʩʯʠʪʘʝʪ, ʯʪʦ 

ʥʝʢʦʪʦʨʳʝ ʯʠʪʘʪʝʣʠ ʪʘʢʞʝ ʤʦʛʫʪ ʧʦʜʫʤʘʪʴ ʦʙ ʦʙʥʦʚʣʝʥʠʠ ʩʚʦʝʛʦ ʧʦʩʪʘʚʱʠʢʘ Wi-

Fiè. (Simon Sharwood. Wi-Fi slinger Ubiquiti hints at source code leak after claim of 

ócatastrophicô cloud intrusion emerges // The Register 

(https://www.theregister.com/2021/04/01/ubiquiti_data_breach/). 01.04.2021). 

***  

 

çʆʥʣʘʡʥ-ʧʣʘʪʬʦʨʤʘ Codecov ʜʣʷ ʦʪʯʝʪʦʚ ʠ ʩʪʘʪʠʩʪʠʢʠ ʨʘʟʤʝʱʝʥʥʦʛʦ 

ʪʝʩʪʠʨʦʚʘʥʠʷ ʢʦʜʘ ʦʙʲʷʚʠʣʘ ʚ ʯʝʪʚʝʨʛ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʠʟʤʝʥʠʣ ʩʚʦʡ 

ʩʮʝʥʘʨʠʡ Bash Uploader, ʨʘʩʢʨʳʚʘʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʚ ʩʨʝʜʝ 

ʥʝʧʨʝʨʳʚʥʦʡ ʠʥʪʝʛʨʘʮʠʠ (CI) ʢʣʠʝʥʪʦʚ. 

ʂʦʤʧʘʥʠʷ ʫʟʥʘʣʘ ʦ ʢʦʤʧʨʦʤʝʪʘʮʠʠ 1 ʘʧʨʝʣʷ, ʥʦ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʫʩʪʘʥʦʚʠʣʦ, 

ʯʪʦ ʧʝʨʚʳʝ ʧʨʠʟʥʘʢʠ ʘʪʘʢʠ ʥʘ ʮʝʧʦʯʢʫ ʧʦʩʪʘʚʦʢ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ 

ʧʨʦʠʟʦʰʣʠ ʚ ʢʦʥʮʝ ʷʥʚʘʨʷ. 

ʀʟʤʝʥʝʥʠʷ ʚ Bash Uploader ʥʘʯʘʣʠʩʴ ʚ ʷʥʚʘʨʝ 

Codecov ʧʨʝʜʦʩʪʘʚʣʷʝʪ ʠʥʩʪʨʫʤʝʥʪʳ, ʢʦʪʦʨʳʝ ʧʦʤʦʛʘʶʪ ʨʘʟʨʘʙʦʪʯʠʢʘʤ 

ʠʟʤʝʨʠʪʴ, ʢʘʢʘʷ ʯʘʩʪʴ ʠʩʭʦʜʥʦʛʦ ʢʦʜʘ ʚʳʧʦʣʥʷʝʪʩʷ ʚʦ ʚʨʝʤʷ ʪʝʩʪʠʨʦʚʘʥʠʷ, ʧʨʦʮʝʩʩ, 

ʠʟʚʝʩʪʥʳʡ ʢʘʢ ʧʦʢʨʳʪʠʝ ʢʦʜʘ, ʢʦʪʦʨʦʝ ʫʢʘʟʳʚʘʝʪ ʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʧʦʷʚʣʝʥʠʷ 

ʥʝʦʙʥʘʨʫʞʝʥʥʳʭ ʦʰʠʙʦʢ ʚ ʢʦʜʝ. 

ʂʣʠʝʥʪʩʢʘʷ ʙʘʟʘ ʢʦʤʧʘʥʠʠ ʥʘʩʯʠʪʳʚʘʝʪ ʙʦʣʝʝ 29 000 ʧʨʝʜʧʨʠʷʪʠʡ, ʚʢʣʶʯʘʷ 

Atlassian, Washington Post, GoDaddy, Royal Bank of Canada ʠ Procter & Gamble. 
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ʂʘʢ ʩʣʝʜʫʝʪ ʠʟ ʥʘʟʚʘʥʠʷ, Bash Uploader - ʵʪʦ ʠʥʩʪʨʫʤʝʥʪ, ʢʦʪʦʨʳʡ ʢʣʠʝʥʪʳ 

Codecov ʠʩʧʦʣʴʟʫʶʪ ʜʣʷ ʦʪʧʨʘʚʢʠ ʦʪʯʝʪʦʚ ʦ ʧʦʢʨʳʪʠʠ ʢʦʜʘ ʥʘ ʧʣʘʪʬʦʨʤʫ. ʆʥ 

ʦʙʥʘʨʫʞʠʚʘʝʪ ʩʧʝʮʠʬʠʯʝʩʢʠʝ ʥʘʩʪʨʦʡʢʠ CI, ʩʦʙʠʨʘʝʪ ʦʪʯʝʪʳ ʠ ʚʳʛʨʫʞʘʝʪ 

ʠʥʬʦʨʤʘʮʠʶ. 

ʅʘʯʠʥʘʷ ʩ 31 ʷʥʚʘʨʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʩʦʩʨʝʜʦʪʦʯʠʣʠ ʩʚʦʝ ʚʥʠʤʘʥʠʝ ʥʘ ʵʪʦʤ 

ʠʥʩʪʨʫʤʝʥʪʝ ʩʙʦʨʘ ʜʘʥʥʳʭ. ʆʥʠ ʠʟʤʝʥʠʣʠ ʩʮʝʥʘʨʠʡ, ʯʪʦʙʳ ʜʦʩʪʘʚʣʷʪʴ ʜʝʪʘʣʠ ʠʟ 

ʩʨʝʜʳ ʢʣʠʝʥʪʦʚ ʥʘ ʩʝʨʚʝʨ ʟʘ ʧʨʝʜʝʣʘʤʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ Codecov, ʢʦʪʦʨʳʡ 

ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʩʪʨʦʢʝ 525. 

ʉʣʘʙʳʤ ʤʝʩʪʦʤ, ʠʩʧʦʣʴʟʦʚʘʥʥʳʤ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʜʦʩʪʫʧʘ, ʙʳʣʘ ʦʰʠʙʢʘ ʚ 

ʧʨʦʮʝʩʩʝ ʩʦʟʜʘʥʠʷ ʦʙʨʘʟʘ Docker Codecov, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʣʘ ʠʟʚʣʝʢʘʪʴ ʫʯʝʪʥʳʝ 

ʜʘʥʥʳʝ, ʟʘʱʠʱʘʶʱʠʝ ʤʦʜʠʬʠʢʘʮʠʶ ʩʮʝʥʘʨʠʷ Bash Uploader. 

ʋʯʠʪʳʚʘʷ ʠʥʬʦʨʤʘʮʠʶ, ʩʦʙʨʘʥʥʫʶ Bash Uploader, Codecov ʛʦʚʦʨʠʪ, ʯʪʦ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʛ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʨʝʜʦʥʦʩʥʫʶ ʚʝʨʩʠʶ ʜʣʷ ʵʢʩʧʦʨʪʘ ʩʣʝʜʫʶʱʠʭ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ: 

ʃʶʙʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ, ʪʦʢʝʥʳ ʠʣʠ ʢʣʶʯʠ, ʢʦʪʦʨʳʝ ʥʘʰʠ ʢʣʠʝʥʪʳ 

ʧʝʨʝʜʘʚʘʣʠ ʯʝʨʝʟ ʩʚʦʡ ʠʩʧʦʣʥʠʪʝʣʴ CI, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʜʦʩʪʫʧʥʳ ʧʨʠ ʚʳʧʦʣʥʝʥʠʠ 

ʩʢʨʠʧʪʘ Bash Uploader. 

ʃʶʙʳʝ ʩʣʫʞʙʳ, ʭʨʘʥʠʣʠʱʘ ʜʘʥʥʳʭ ʠ ʢʦʜ ʧʨʠʣʦʞʝʥʠʷ, ʢ ʢʦʪʦʨʳʤ ʤʦʞʥʦ 

ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʩ ʧʦʤʦʱʴʶ ʵʪʠʭ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ, ʪʦʢʝʥʦʚ ʠʣʠ ʢʣʶʯʝʡ. 

ʋʜʘʣʝʥʥʘʷ ʠʥʬʦʨʤʘʮʠʷ git (URL-ʘʜʨʝʩ ʠʩʭʦʜʥʦʛʦ ʨʝʧʦʟʠʪʦʨʠʷ) 

ʨʝʧʦʟʠʪʦʨʠʝʚ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʟʘʛʨʫʟʯʠʢʠ Bash ʜʣʷ ʟʘʛʨʫʟʢʠ ʧʦʢʨʳʪʠʷ ʚ Codecov ʚ 

CI. 

ʀʟ-ʟʘ ʵʪʦʛʦ ʧʦʪʝʥʮʠʘʣʴʥʦʛʦ ʨʠʩʢʘ ʟʘʪʨʦʥʫʪʳʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʥʘʩʪʦʷʪʝʣʴʥʦ 

ʨʝʢʦʤʝʥʜʫʝʪʩʷ ʧʦʚʪʦʨʥʦ ʟʘʧʫʩʪʠʪʴ ʚʩʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ, ʪʦʢʝʥʳ ʠʣʠ ʢʣʶʯʠ, 

ʧʨʠʩʫʪʩʪʚʫʶʱʠʝ ʚ ʧʝʨʝʤʝʥʥʳʭ ʩʨʝʜʳ ʚ ʧʨʦʮʝʩʩʘʭ CI, ʢʦʪʦʨʳʝ ʧʦʣʘʛʘʣʠʩʴ ʥʘ Bash 

Uploader. 

ʂʣʠʝʥʪʳ, ʠʩʧʦʣʴʟʫʶʱʠʝ ʣʦʢʘʣʴʥʫʶ ʚʝʨʩʠʶ ʩʮʝʥʘʨʠʷ, ʜʦʣʞʥʳ ʧʨʦʚʝʨʠʪʴ, 

ʩʫʱʝʩʪʚʫʝʪ ʣʠ ʢʦʜ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ, ʜʦʙʘʚʣʝʥʥʳʡ ʚ ʩʪʨʦʢʝ 525. ɽʩʣʠ ʧʨʠʚʝʜʝʥʥʳʡ 

ʥʠʞʝ ʢʦʜ ʧʨʠʩʫʪʩʪʚʫʝʪ, ʦʥʠ ʜʦʣʞʥʳ ʟʘʤʝʥʠʪʴ ʬʘʡʣʳ bash ʧʦʩʣʝʜʥʝʡ ʚʝʨʩʠʝʡ 

ʩʢʨʠʧʪʘ Codecov. 

ɺ ʠʩʭʦʜʥʦʤ ʚʘʨʠʘʥʪʝ ʩʢʨʠʧʪ ʚʳʛʨʫʞʘʝʪ ʜʘʥʥʳʝ ʠʟ ʧʝʨʝʤʝʥʥʦʡ çENVè ʥʘ 

ʧʣʘʪʬʦʨʤʫ Codecov. ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʠʟʤʝʥʠʣ ʝʛʦ, Bash Uploader 

ʪʘʢʞʝ ʦʪʧʨʘʚʣʷʣ ʜʘʥʥʳʝ ʧʦ ʫʢʘʟʘʥʥʦʤʫ ʚʳʰʝ ʘʜʨʝʩʫ, IP ʦʪ Digital Ocean, ʢʦʪʦʨʳʡ 

ʥʝ ʥʘʭʦʜʠʣʩʷ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ Codecov. 

Codecov ʫʟʥʘʣ ʦ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʦʪ ʢʣʠʝʥʪʘ, ʢʦʪʦʨʳʡ ʟʘʤʝʪʠʣ, ʯʪʦ ʟʥʘʯʝʥʠʝ 

ʭʝʰ-ʬʫʥʢʮʠʠ ʜʣʷ ʩʮʝʥʘʨʠʷ Bash Uploader ʥʘ GitHub ʥʝ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʟʥʘʯʝʥʠʶ ʜʣʷ 

ʟʘʛʨʫʞʝʥʥʦʛʦ ʬʘʡʣʘ. 

ʉʨʘʟʫ ʧʦʩʣʝ ʦʙʥʘʨʫʞʝʥʠʷ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʢʦʤʧʘʥʠʷ ʧʨʝʜʧʨʠʥʷʣʘ ʰʘʛʠ ʧʦ 

ʩʤʷʛʯʝʥʠʶ ʧʦʩʣʝʜʩʪʚʠʡ ʠʥʮʠʜʝʥʪʘ, ʢʦʪʦʨʳʝ ʚʢʣʶʯʘʣʠ ʩʣʝʜʫʶʱʝʝ: 

ʨʦʪʘʮʠʷ ʚʩʝʭ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʚʥʫʪʨʝʥʥʠʭ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ, ʚʢʣʶʯʘʷ ʢʣʶʯ, 

ʠʩʧʦʣʴʟʫʝʤʳʡ ʜʣʷ ʦʙʣʝʛʯʝʥʠʷ ʤʦʜʠʬʠʢʘʮʠʠ Bash Uploader 

ʘʫʜʠʪ, ʛʜʝ ʠ ʢʘʢ ʙʳʣ ʜʦʩʪʫʧʝʥ ʢʣʶʯ 

ʥʘʩʪʨʦʡʢʘ ʠʥʩʪʨʫʤʝʥʪʦʚ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʘʫʜʠʪʘ, ʯʪʦʙʳ ʛʘʨʘʥʪʠʨʦʚʘʪʴ, ʯʪʦ 

ʪʘʢʦʛʦ ʨʦʜʘ ʥʝʧʨʝʜʥʘʤʝʨʝʥʥʳʝ ʠʟʤʝʥʝʥʠʷ ʥʝ ʤʦʛʫʪ ʩʥʦʚʘ ʧʨʦʠʟʦʡʪʠ ʚ Bash 

Uploader 
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ʨʘʙʦʪʘ ʩ ʭʦʩʪʠʥʛ-ʧʨʦʚʘʡʜʝʨʦʤ ʩʪʦʨʦʥʥʝʛʦ ʩʝʨʚʝʨʘ, ʯʪʦʙʳ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ 

ʚʨʝʜʦʥʦʩʥʳʡ ʚʝʙ-ʩʝʨʚʝʨ ʙʳʣ ʜʦʣʞʥʳʤ ʦʙʨʘʟʦʤ ʚʳʚʝʜʝʥ ʠʟ ʵʢʩʧʣʫʘʪʘʮʠʠ 

Codecov ʩʦʦʙʱʘʝʪ, ʯʪʦ ʠʥʮʠʜʝʥʪ ʧʨʦʠʟʦʰʝʣ, ʥʝʩʤʦʪʨʷ ʥʘ ʫʩʪʘʥʦʚʣʝʥʥʳʝ 

ʧʦʣʠʪʠʢʠ, ʧʨʦʮʝʜʫʨʳ, ʤʝʪʦʜʳ ʠ ʩʨʝʜʩʪʚʘ ʢʦʥʪʨʦʣʷ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝ 

ʧʦʩʪʦʷʥʥʳʡ ʤʦʥʠʪʦʨʠʥʛ ʩʝʪʠ ʠ ʩʠʩʪʝʤ ʥʘ ʧʨʝʜʤʝʪ ʥʝʦʙʳʯʥʦʡ ʘʢʪʠʚʥʦʩʪʠè. (Ionut 

Ilascu. Popular Codecov code coverage tool hacked to steal dev credentials // Bleeping 

Computer (https://www.bleepingcomputer.com/news/security/popular-codecov-code-

coverage-tool-hacked-to-steal-dev-credentials/). 16.04.2021). 

***  

 

çʂʦʤʧʘʥʠʷ Belden ʩʦʦʙʱʠʣʘ, ʯʪʦ ʚ ʭʦʜʝ ʢʠʙʝʨʘʪʘʢʠ ʚ ʥʦʷʙʨʝ 2020 ʛʦʜʘ 

ʙʳʣʠ ʧʦʣʫʯʝʥʳ ʠ ʩʢʦʧʠʨʦʚʘʥʳ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʜʘʥʥʳʝ, ʩʚʷʟʘʥʥʳʝ ʩ 

ʤʝʜʠʮʠʥʩʢʠʤʠ ʣʴʛʦʪʘʤʠ ʩʦʪʨʫʜʥʠʢʦʚ ʠ ʯʣʝʥʘʤʠ ʠʭ ʩʝʤʝʡ, ʧʦʜʧʘʜʘʶʱʠʤʠ ʧʦʜ 

ʠʭ ʧʣʘʥ. 

Belden - ʘʤʝʨʠʢʘʥʩʢʠʡ ʧʨʦʠʟʚʦʜʠʪʝʣʴ ʫʩʪʨʦʡʩʪʚ ʜʣʷ ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʪʠ, 

ʚʢʣʶʯʘʷ ʤʘʨʰʨʫʪʠʟʘʪʦʨʳ, ʤʝʞʩʝʪʝʚʳʝ ʵʢʨʘʥʳ, ʢʦʤʤʫʪʘʪʦʨʳ, ʢʘʙʝʣʠ ʠ ʨʘʟʲʝʤʳ. 

ɺʳʨʫʯʢʘ Belden ʟʘ 2019 ʛʦʜ ʩʦʩʪʘʚʠʣʘ 2,5 ʤʠʣʣʠʘʨʜʘ ʜʦʣʣʘʨʦʚ, ʚ ʢʦʤʧʘʥʠʠ 

ʨʘʙʦʪʘʝʪ ʦʢʦʣʦ 9000 ʯʝʣʦʚʝʢ. 

ɺ ʥʦʷʙʨʝ 2020 ʛ. ʂʦʤʧʘʥʠʷ Belden ʩʦʦʙʱʠʣʘ, ʯʪʦ ʦʥʠ ʧʦʜʚʝʨʛʣʠʩʴ 

ʢʠʙʝʨʘʪʘʢʝ, ʚ ʭʦʜʝ ʢʦʪʦʨʦʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʠ ʩʢʦʧʠʨʦʚʘʣʠ 

çʥʝʢʦʪʦʨʳʝ ʪʝʢʫʱʠʝ ʠ ʙʳʚʰʠʝ ʜʘʥʥʳʝ ʩʦʪʨʫʜʥʠʢʦʚ, ʘ ʪʘʢʞʝ ʠʥʬʦʨʤʘʮʠʶ 

ʦʛʨʘʥʠʯʝʥʥʦʡ ʢʦʤʧʘʥʠʠ ʦ ʥʝʢʦʪʦʨʳʭ ʜʝʣʦʚʳʭ ʧʘʨʪʥʝʨʘʭè. 

ɺ ʦʧʫʙʣʠʢʦʚʘʥʥʦʤ ʚʯʝʨʘ ʥʦʚʦʤ ʩʦʦʙʱʝʥʠʠ Belden ʛʦʚʦʨʠʪʩʷ, ʯʪʦ 

ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʧʦʢʘʟʘʣʦ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʢ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤ 

ʜʘʥʥʳʤ ʚʦ ʚʨʝʤʷ ʵʪʦʡ ʘʪʘʢʠ. 

ʕʪʠ ʜʘʥʥʳʝ ʧʨʠʥʘʜʣʝʞʘʪ ʩʫʧʨʫʛʘʤ, ʠʞʜʠʚʝʥʮʘʤ ʠ ʨʦʜʩʪʚʝʥʥʠʢʘʤ ʥʳʥʝʰʥʠʭ 

ʠ ʙʳʚʰʠʭ ʩʦʪʨʫʜʥʠʢʦʚ Belden, ʢʦʪʦʨʳʝ ʧʦʣʫʯʠʣʠ ʤʝʜʠʮʠʥʩʢʫʶ ʩʪʨʘʭʦʚʢʫ ʦʪ 

ʢʦʤʧʘʥʠʠ. 

çʇʦʤʠʤʦ ʭʨʘʥʝʥʠʷ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʥʝʢʦʪʦʨʳʭ ʥʳʥʝʰʥʠʭ ʠ ʙʳʚʰʠʭ 

ʩʦʪʨʫʜʥʠʢʦʚ, ʤʳ ʚʧʦʩʣʝʜʩʪʚʠʠ ʫʟʥʘʣʠ, ʯʪʦ ʟʘʪʨʦʥʫʪʳʝ ʩʝʨʚʝʨʳ ʪʘʢʞʝ ʩʦʜʝʨʞʘʣʠ 

ʥʝʢʦʪʦʨʫʶ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʥʝʢʦʪʦʨʳʭ ʩʫʧʨʫʛʦʚ, ʠʞʜʠʚʝʥʮʝʚ ʠ 

ʨʦʜʩʪʚʝʥʥʠʢʦʚ ʥʝʢʦʪʦʨʳʭ ʥʳʥʝʰʥʠʭ ʠ ʙʳʚʰʠʭ ʩʦʪʨʫʜʥʠʢʦʚ. ʂʨʦʤʝ ʪʦʛʦ, 9 

ʬʝʚʨʘʣʷ 2021 ʛʦʜʘ ʠʣʠ ʧʦʩʣʝ ʵʪʦʡ ʜʘʪʳ ʤʳ ʫʟʥʘʣʠ, ʯʪʦ ʠʥʬʦʨʤʘʮʠʷ, ʨʘʩʢʨʳʪʘʷ ʚ 

ʭʦʜʝ ʠʥʮʠʜʝʥʪʘ, ʪʘʢʞʝ ʚʢʣʶʯʘʣʘ ʠʥʬʦʨʤʘʮʠʶ, ʩʚʷʟʘʥʥʫʶ ʩʦ ʟʜʦʨʦʚʴʝʤè, - 

ʩʦʦʙʱʠʣ ʚʯʝʨʘ ɹʝʣʜʝʥ. 

Belden ʟʘʷʚʣʷʝʪ, ʯʪʦ ʠʥʬʦʨʤʘʮʠʷ, ʩʚʷʟʘʥʥʘʷ ʩʦ ʟʜʦʨʦʚʴʝʤ, ʚʢʣʶʯʘʝʪ ʠʤʝʥʘ 

ʣʶʜʝʡ, ʧʦʣ, ʠʥʬʦʨʤʘʮʠʶ ʦ ʣʴʛʦʪʘʭ, ʥʦʤʝʨʘ ʛʨʫʧʧ, ʧʦʢʨʳʪʠʝ ʠ ʠʭ ʦʪʥʦʰʝʥʠʝ ʢ 

ʩʦʪʨʫʜʥʠʢʫ. 

ʂʦʤʧʘʥʠʷ ʟʘʷʚʣʷʝʪ, ʯʪʦ ʦʥʠ ʥʝ ʚʝʨʷʪ, ʯʪʦ ʫʢʨʘʜʝʥʥʳʝ ʜʘʥʥʳʝ ʚʢʣʶʯʘʣʠ 

ʢʘʢʫʶ-ʣʠʙʦ ʠʥʬʦʨʤʘʮʠʶ, ʢʘʩʘʶʱʫʶʩʷ ʩʦʩʪʦʷʥʠʷ ʟʜʦʨʦʚʴʷ ʠʣʠ ʜʠʘʛʥʦʟʦʚ, ʚ 

ʜʦʩʪʫʧʥʳʝ ʜʘʥʥʳʝ. 

Belden ʥʘʯʘʣʘ ʨʘʩʩʳʣʘʪʴ ʫʚʝʜʦʤʣʝʥʠʷ ʪʝʤ, ʢʦʛʦ ʟʘʪʨʦʥʫʣʦ ʵʪʦ ʧʦʩʣʝʜʥʝʝ 

ʨʘʩʢʨʳʪʠʝ, ʢʦʪʦʨʦʝ ʩʦʜʝʨʞʠʪ ʙʝʩʧʣʘʪʥʳʡ ʤʦʥʠʪʦʨʠʥʛ ʣʠʯʥʦʩʪʠ ʞʝʨʪʚ. 

ʇʨʠʨʦʜʘ ʢʠʙʝʨʘʪʘʢʠ Belden ʚ 2020 ʛʦʜʫ ʪʘʢ ʠ ʥʝ ʙʳʣʘ ʨʘʩʢʨʳʪʘ, ʥʦ, ʩʢʦʨʝʝ 

ʚʩʝʛʦ, ʵʪʦ ʙʳʣʘ ʘʪʘʢʘ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ. 
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ɺʦ ʚʨʝʤʷ ʘʪʘʢ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʦʙʳʯʥʦ ʢʨʘʜʫʪ 

ʥʝʟʘʰʠʬʨʦʚʘʥʥʳʝ ʬʘʡʣʳ ʧʝʨʝʜ ʰʠʬʨʦʚʘʥʠʝʤ ʫʩʪʨʦʡʩʪʚ ʚ ʩʝʪʠ. ɿʘʪʝʤ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʨʝʜʫʧʨʝʞʜʘʶʪ ʞʝʨʪʚʫ, ʯʪʦ ʦʥʠ ʦʧʫʙʣʠʢʫʶʪ ʫʢʨʘʜʝʥʥʳʝ ʜʘʥʥʳʝ 

ʥʘ ʩʘʡʪʘʭ ʫʪʝʯʢʠ ʜʘʥʥʳʭ, ʝʩʣʠ ʚʳʢʫʧ ʥʝ ʙʫʜʝʪ ʫʧʣʘʯʝʥ. 

ʅʝʠʟʚʝʩʪʥʦ, ʟʘʧʣʘʪʠʣʘ ʣʠ Belden ʚʳʢʫʧ ʚ ʨʘʤʢʘʭ ʩʚʦʝʡ ʢʠʙʝʨʘʪʘʢʠ, ʥʦ ʥʘ 

ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʥʠ ʦʜʠʥ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʥʝ ʦʧʫʙʣʠʢʦʚʘʣ ʩʚʦʠ ʜʘʥʥʳʝè. (Lawrence 

Abrams. Belden says health benefits data stolen in 2020 cyberattack // Bleeping 

Computer (https://www.bleepingcomputer.com/news/security/belden-says-health-

benefits-data-stolen-in-2020-cyberattack/). 08.04.2021). 
***  

 

çɹʘʟʘ ʜʘʥʥʳʭ ʩʦʮʠʘʣʴʥʦʡ ʩʝʪʠ Clubhouse, ʩʦʜʝʨʞʘʱʘʷ ʧʝʨʩʦʥʘʣʴʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ 1,3 ʤʠʣʣʠʦʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʙʳʣʘ ʦʧʫʙʣʠʢʦʚʘʥʘ ʥʘ ʧʦʧʫʣʷʨʥʦʤ 

ʭʘʢʝʨʩʢʦʤ ʬʦʨʫʤʝ. 

ʉʨʝʜʠ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʦʢʘʟʘʣʠʩʴ ʜʦʩʪʫʧʥʳ ʚ ʩʝʪʠ, ʪʘʢʘʷ ʠʥʬʦʨʤʘʮʠʷ ʢʘʢ ID 

ʧʦʣʴʟʦʚʘʪʝʣʷ, ʝʛʦ ʠʤʷ ʠ ʥʠʢʥʝʡʤ, ʘʢʢʘʫʥʪʳ ʚ Twitter ʠ Instagram, ʩʚʷʟʘʥʥʳʝ ʩ 

ʦʩʥʦʚʥʳʤ ʧʨʦʬʠʣʝʤ, ʢʦʣʠʯʝʩʪʚʦ ʧʦʜʧʠʩʯʠʢʦʚ ʠ ʣʶʜʝʡ, ʥʘ ʢʦʪʦʨʳʭ ʧʦʜʧʠʩʘʥ 

ʧʦʣʴʟʦʚʘʪʝʣʴ, ʜʘʪʘ ʩʦʟʜʘʥʠʷ ʘʢʢʘʫʥʪʘ, ʠʤʷ ʧʨʠʛʣʘʩʠʚʰʝʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ɹʘʟʘ ʜʘʥʥʳʭ ʩʦʜʝʨʞʠʪ ʪʦʣʴʢʦ ʠʥʬʦʨʤʘʮʠʶ ʧʨʦʬʠʣʷ Clubhouse ð ʩʨʝʜʠ 

ʦʧʫʙʣʠʢʦʚʘʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʥʝʪ ʜʘʥʥʳʭ ʢʨʝʜʠʪʥʳʭ ʢʘʨʪ ʠʣʠ ʶʨʠʜʠʯʝʩʢʠʭ 

ʜʦʢʫʤʝʥʪʦʚ. 

Clubhouse ʥʝ ʧʨʦʢʦʤʤʝʥʪʠʨʦʚʘʣ ʫʪʝʯʢʫ ʜʘʥʥʳʭ ʦʧʝʨʘʪʠʚʥʦ. 

ʍʘʢʝʨʳ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʘʥʥʳʝ ʥʝʩʢʦʣʴʢʠʤʠ ʩʧʦʩʦʙʘʤʠ, ʧʠʰʝʪ 

CyberNews. ɺʦ-ʧʝʨʚʳʭ, ʦʥʠ ʤʦʛʫʪ ʧʨʦʚʝʩʪʠ ʮʝʣʝʥʘʧʨʘʚʣʝʥʥʳʝ ʘʪʘʢʠ. ɺʦ-ʚʪʦʨʳʭ ð 

ʧʦʜʙʠʨʘʪʴ ʧʘʨʦʣʠ ʢ ʧʨʦʬʠʣʷʤ Clubhouse ʠ ʚʟʣʘʤʳʚʘʪʴ ʘʢʢʘʫʥʪʳ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦʦʙʱʠʣʠ Business Insider, ʯʪʦ ʭʘʢʝʨʳ ʤʦʛʫʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʦʪʢʨʳʪʳʝ ʜʘʥʥʳʝ, ʯʪʦʙʳ ʚʳʜʘʪʴ ʩʝʙʷ ʟʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠʣʠ ʦʙʤʘʥʥʳʤ 

ʩʧʦʩʦʙʦʤ ʟʘʩʪʘʚʠʪʴ ʠʭ ʨʘʩʢʨʳʪʴ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʜʣʷ ʚʭʦʜʘ ʚ 

ʘʢʢʘʫʥʪʳ. 

ɸʥʘʣʠʪʠʢ ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʦʡ ʢʦʤʧʘʥʠʠ IntSights ʇʦʣ ʇʨʶʜʦʤʤ ʩʢʘʟʘʣ 

Business Insider, ʯʪʦ ʨʘʩʢʨʳʪʠʝ ʜʘʥʥʳʭ ʠʤʝʝʪ ʙʦʣʴʰʦʝ ʟʥʘʯʝʥʠʝ, ʧʦʩʢʦʣʴʢʫ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʭ ʜʣʷ ʘʪʘʢ ʥʘ ʢʦʤʧʘʥʠʠ ʯʝʨʝʟ ʠʥʬʦʨʤʘʮʠʶ 

ʩʦʪʨʫʜʥʠʢʦʚ. 

CyberNews ʧʨʝʜʣʘʛʘʝʪ ʧʨʦʚʝʨʠʪʴ ʫʪʝʯʢʫ ʜʘʥʥʳʭ ʩ ʧʦʤʦʱʴʶ ʩʦʙʩʪʚʝʥʥʦʛʦ 

ʩʝʨʚʠʩʘ, ʢʦʪʦʨʳʡ ʠʟʫʯʘʝʪ ʫʪʝʯʢʠ ʥʘ ʦʩʥʦʚʝ ʜʘʥʥʳʭ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. CyberNews 

ʪʘʢʞʝ ʨʝʢʦʤʝʥʜʫʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷʤ Clubhouse ʠʟʤʝʥʠʪʴ ʧʘʨʦʣʴ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʠ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʠʩʧʝʪʯʝʨ ʧʘʨʦʣʝʡ, ʚʢʣʶʯʠʪʴ ʜʚʫʭʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ ʜʣʷ 

ʘʢʢʘʫʥʪʦʚ ʚʦ ʚʩʝʭ ʩʦʮʩʝʪʷʭ ʠ ʦʩʪʝʨʝʛʘʪʴʩʷ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʬʠʰʠʥʛʦʚʳʭ ʧʠʩʝʤ ʠ 

ʪʝʢʩʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ, ʥʝ ʦʪʚʝʯʘʪʴ ʥʝʟʥʘʢʦʤʳʤ ʣʶʜʷʤ. 

ʅʝʩʢʦʣʴʢʦ ʜʥʝʡ ʥʘʟʘʜ ʚ ʠʥʪʝʨʥʝʪʝ ʚʳʩʪʘʚʠʣʠ ʥʘ ʧʨʦʜʘʞʫ ʜʘʥʥʳʝ ʙʦʣʝʝ 

ʤʠʣʣʠʘʨʜʘ ʧʨʦʬʠʣʝʡ Facebook ʠ LinkedInè. (ɺʠʢʪʦʨʠʷ ʉʘʬʨʦʥʦʚʘ. ʃʠʯʥʳʝ 

ʜʘʥʥʳʝ 1,3 ʤʣʥ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Clubhouse ʦʢʘʟʘʣʠʩʴ ʚ ʦʪʢʨʳʪʦʤ ʜʦʩʪʫʧʝ // ʆʆʆ 

"ʈɹ.ʈʋ" (https://rb.ru/news/lichnye-dannye-clubhouse/). 11.04.2021). 

***  
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çɺ ʦʪʢʨʳʪʦʤ ʜʦʩʪʫʧʝ ʦʢʘʟʘʣʠʩʴ ʜʘʥʥʳʝ ʵʣʝʢʪʨʦʥʥʳʭ ʘʜʨʝʩʦʚ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʘʡʪʘ-ʢʘʨʪʳ ʅʘʚʘʣʴʥʦʛʦ.  

ʅʝʠʟʚʝʩʪʥʳʝ ʭʘʢʝʨʳ ʩʣʠʣʠ ʚ ʉʝʪʴ ʙʘʟʫ ʵʣʝʢʪʨʦʥʥʳʭ ʘʜʨʝʩʦʚ ʧʦʪʝʥʮʠʘʣʴʥʳʭ 

ʫʯʘʩʪʥʠʢʦʚ ʦʧʧʦʟʠʮʠʦʥʥʳʭ ʤʠʪʠʥʛʦʚ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʥʘ ʩʘʡʪʝ çʉʚʦʙʦʜʫ 

ʅʘʚʘʣʴʥʦʤʫè. ɺ ʥʝʡ ʧʦʯʪʠ 530 ʪʳʩʷʯ ʘʢʢʘʫʥʪʦʚ, ʧʨʠ ʵʪʦʤ 70% ʠʟ ʥʠʭ ð ʙʦʪʳ.  

ʉʦʦʙʱʝʥʠʝ ʦʪ ʜʠʨʝʢʪʦʨʘ ʌʦʥʜʘ ʧʦʷʚʠʣʦʩʴ ʚ ʊɻ-ʢʘʥʘʣʝ çʂʦʤʘʥʜʘ 

ʅʘʚʘʣʴʥʦʛʦè. ʇʦ ʩʣʦʚʘʤ ɾʜʘʥʦʚʘ, ʙʘʟʘ ʧʦʣʥʦʩʪʴʶ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʜʝʡʩʪʚʠʪʝʣʴʥʦʩʪʠ 

ʠ ʥʝ ʷʚʣʷʝʪʩʷ ʬʝʡʢʦʤ.  

çʄʳ ʚʠʜʠʤ, ʯʪʦ ʵʪʦ ʙʘʟʘ, ʢʦʪʦʨʘʷ ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʘʤʠ ʜʣʷ ʨʘʩʩʳʣʢʠ ʧʦ 

ʵʣʝʢʪʨʦʥʥʳʤ ʘʜʨʝʩʘʤ. ɼʣʷ ʨʘʩʩʳʣʢʠ ʧʦ ʵʣʝʢʪʨʦʥʥʳʤ ʧʦʯʪʘʤ ʤʳ ʠʩʧʦʣʴʟʫʝʤ 

ʩʪʦʨʦʥʥʠʝ ʩʝʨʚʠʩʳ, ð ʧʦʜʯʝʨʢʥʫʣ ɾʜʘʥʦʚ. ð ʕʪʦ ʠʩʢʣʶʯʠʪʝʣʴʥʦ ʙʘʟʘ 

ʵʣʝʢʪʨʦʥʥʳʭ ʘʜʨʝʩʦʚ, ʙʝʟ ʬʘʤʠʣʠʡ, ʠʤʝʥ ʠʣʠ ʢʘʢʠʭ-ʣʠʙʦ ʫʪʦʯʥʷʶʱʠʭ ʜʘʥʥʳʭ. 

ʉʘʤʫʶ ʙʦʣʴʰʫʶ ʧʦʜʣʦʩʪʴ, ʢʦʪʦʨʫʶ ʤʦʛʫʪ ʩʜʝʣʘʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ð ʦʪʧʨʘʚʠʪʴ 

ʚʘʤ ʥʝʧʨʠʷʪʥʦʝ ʧʠʩʴʤʦ, ʢʦʪʦʨʦʝ, ʚʝʨʦʷʪʥʦ, ʧʦʧʘʜʝʪ ʚ ʩʧʘʤè.  

ʆʜʥʘʢʦ ʜʠʨʝʢʪʦʨ ɸʩʩʦʮʠʘʮʠʠ ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩʝʪʝʡ ʠ 

ʤʝʩʩʝʥʜʞʝʨʦʚ ɺʣʘʜʠʤʠʨ ɿʳʢʦʚ ʦʧʨʦʚʝʨʛ ʝʛʦ ʩʣʦʚʘ, ʦʪʤʝʪʠʚ, ʯʪʦ ʦʥʠ ʥʝ 

ʩʦʦʪʚʝʪʩʪʚʫʶʪ ʜʝʡʩʪʚʠʪʝʣʴʥʦʩʪʠ, ʧʠʰʝʪ ʌʝʜʝʨʘʣʴʥʦʝ ʘʛʝʥʪʩʪʚʦ ʥʦʚʦʩʪʝʡ (ʌɸʅ).  

ʕʢʩʧʝʨʪ ʧʦʜʯʝʨʢʥʫʣ, ʯʪʦ ʜʨʫʛʠʝ ʧʦʜʦʙʥʳʝ ʩʣʫʯʘʠ ʧʦʢʘʟʳʚʘʣʠ ʥʘ ʧʨʘʢʪʠʢʝ, 

ʯʪʦ ʧʦʩʣʝ ʫʪʝʯʢʠ ʤʦʞʥʦ ʫʟʥʘʪʴ ʦ ʯʝʣʦʚʝʢʝ ʚʩʝ, ʚʢʣʶʯʘʷ ʤʝʩʪʦ ʧʨʦʞʠʚʘʥʠʷ ʠ ʥʦʤʝʨ 

ʪʝʣʝʬʦʥʘ. ʍʘʢʝʨʳ, ʧʦ ʩʣʦʚʘʤ ɿʳʢʦʚʘ, ʧʨʠ ʞʝʣʘʥʠʠ ʩʤʦʛʫʪ ʜʝʘʥʦʥʠʤʠʟʠʨʦʚʘʪʴ 

ʣʶʜʝʡ, ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʚʰʠʭʩʷ ʥʘ ʩʘʡʪʝ-ʢʘʨʪʝ ʙʣʦʛʝʨʘè. (ɼʘʥʥʳʝ ʩʪʦʨʦʥʥʠʢʦʚ 

ʅʘʚʘʣʴʥʦʛʦ ʫʪʝʢʣʠ ʚ ʉʝʪʴ // SecurityLab.ru 

(https://www.securitylab.ru/news/519011.php). 16.04.2021). 
***  

 

çɺ ʦʪʢʨʳʪʦʤ ʜʦʩʪʫʧʝ ʦʢʘʟʘʣʘʩʴ ʧʦʣʥʘʷ ʙʘʟʘ ʜʘʥʥʳʭ ʤʦʙʠʣʴʥʦʛʦ 

ʧʨʠʣʦʞʝʥʠʷ Elector, ʠʩʧʦʣʴʟʦʚʘʚʰʝʛʦʩʷ ʜʣʷ ʨʝʛʠʩʪʨʘʮʠʠ ʠʟʙʠʨʘʪʝʣʝʡ ʥʘ 

ʧʘʨʣʘʤʝʥʪʩʢʠʭ ʚʳʙʦʨʘʭ ʚ ʀʟʨʘʠʣʝ, ʢʦʪʦʨʳʝ ʧʨʦʰʣʠ 23 ʤʘʨʪʘ 2021 ʤʘʨʪʘ. ʂʘʢ 

ʚ ʩʨʝʜʫ, 14 ʘʧʨʝʣʷ, ʩʦʦʙʱʠʣ Telegram-ʢʘʥʘʣ çʋʪʝʯʢʠ ʠʥʬʦʨʤʘʮʠʠè, ʦʙ 

ʠʥʮʠʜʝʥʪʝ ʩʪʘʣʦ ʠʟʚʝʩʪʥʦ ʚ ʢʦʥʮʝ ʧʨʦʰʣʦʛʦ ʤʝʩʷʮʘ.  

ɹʘʟʘ ʜʘʥʥʳʭ ʩʦʜʝʨʞʠʪ ʠʥʬʦʨʤʘʮʠʶ 6,5 ʤʣʥ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʚ ʪʦʤ ʯʠʩʣʝ 

ʠʤʝʥʘ ʠ ʬʘʤʠʣʠʠ, ʥʦʤʝʨʘ ʫʜʦʩʪʦʚʝʨʝʥʠʡ ʣʠʯʥʦʩʪʠ, ʘʜʨʝʩʘ, ʥʦʤʝʨʘ ʪʝʣʝʬʦʥʦʚ (ʥʝ 

ʜʣʷ ʚʩʝʭ ʠʟʙʠʨʘʪʝʣʝʡ), ʵʣʝʢʪʨʦʥʥʳʝ ʘʜʨʝʩʘ (ʥʝ ʜʣʷ ʚʩʝʭ ʠʟʙʠʨʘʪʝʣʝʡ), ʜʘʪʳ 

ʨʦʞʜʝʥʠʷ ʠ ʩʚʝʜʝʥʠʷ ʦ ʧʦʣʦʚʦʡ ʧʨʠʥʘʜʣʝʞʥʦʩʪʠ.  

ʕʪʦ ʫʞʝ ʥʝ ʧʝʨʚʘʷ ʫʪʝʯʢʘ ʜʘʥʥʳʭ ʠʟʨʘʠʣʴʩʢʠʭ ʠʟʙʠʨʘʪʝʣʝʡ. ɺ ʬʝʚʨʘʣʝ 2020 

ʛʦʜʘ ʠʟʨʘʠʣʴʩʢʘʷ ʧʘʨʪʠʷ çʃʠʢʫʜè ʟʘʛʨʫʟʠʣʘ ʚʝʩʴ ʨʝʝʩʪʨ ʠʟʙʠʨʘʪʝʣʝʡ ʩʪʨʘʥʳ ʚ 

ʧʨʠʣʦʞʝʥʠʝ Elector, ʚ ʢʦʪʦʨʦʤ ʩʦʜʝʨʞʘʣʠʩʴ ʦʧʘʩʥʳʝ ʫʷʟʚʠʤʦʩʪʠ. ɺ ʪʝʯʝʥʠʝ 

ʥʝʩʢʦʣʴʢʠʭ ʜʥʝʡ ʧʝʨʩʦʥʘʣʴʥʳʝ ʜʘʥʥʳʝ ʧʦʯʪʠ 6,5 ʤʣʥ ʠʟʙʠʨʘʪʝʣʝʡ, ʚ ʪʦʤ ʯʠʩʣʝ 

ʚʝʜʫʱʠʭ ʠʟʨʘʠʣʴʩʢʠʭ ʧʦʣʠʪʠʢʦʚ, ʥʘʭʦʜʠʣʠʩʴ ʚ ʦʪʢʨʳʪʦʤ ʜʦʩʪʫʧʝ. ɹʘʟʘ ʜʘʥʥʳʭ 

ʩʦʜʝʨʞʘʣʘ ʠʤʝʥʘ, ʘʜʨʝʩʘ, ʩʝʨʠʠ ʠ ʥʦʤʝʨʘ ʜʦʢʫʤʝʥʪʦʚ, ʘ ʪʘʢʞʝ ʩʚʝʜʝʥʠʷ ʦ 

ʧʦʣʠʪʠʯʝʩʢʠʭ ʧʨʝʜʧʦʯʪʝʥʠʷʭ. ʃʶʙʦʡ ʧʦʣʴʟʦʚʘʪʝʣʴ ʤʦʛ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ 

ʠʥʬʦʨʤʘʮʠʠ ʯʝʨʝʟ web-ʙʨʘʫʟʝʨ ʙʝʟ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʢʘʢʠʭ-ʣʠʙʦ ʠʥʩʪʨʫʤʝʥʪʦʚè. (ɺ 

ʉʝʪʴ ʫʪʝʢʣʠ ʜʘʥʥʳʝ 6,5 ʤʣʥ ʠʟʨʘʠʣʴʩʢʠʭ ʠʟʙʠʨʘʪʝʣʝʡ // SecurityLab.ru 

(https://www.securitylab.ru/news/518858.php). 14.04.2021). 
***  
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çʉʧʝʮʠʘʣʠʩʪʳ ʤʝʞʜʫʥʘʨʦʜʥʦʛʦ ʨʘʟʨʘʙʦʪʯʠʢʘ ʘʥʪʠʚʠʨʫʩʥʦʛʦ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʵʢʩʧʝʨʪʘ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʟʘʱʠʪʳ ï ʢʦʤʧʘʥʠʠ 

ESET ʨʘʩʩʢʘʟʘʣʠ, ʢʘʢ ʩʦʢʨʘʪʠʪʴ ʫʪʝʯʢʫ ʣʠʯʥʳʭ ʜʘʥʥʳʭ ʠʥʪʝʨʥʝʪ-

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʪʘʢʠʭ ʢʘʢ: ʠʥʬʦʨʤʘʮʠʠ ʚ ʩʦʮʩʝʪʷʭ, ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʴʤʘʭ ʠ 

ʤʝʩʩʝʥʜʞʝʨʘʭ, ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʦʥʣʘʡʥ-ʧʣʘʪʝʞʘʭ, ʠʩʪʦʨʠʠ ʤʝʩʪʦʧʦʣʦʞʝʥʠʡ, 

ʯʪʦʙʳ ʦʥʠ ʥʝ ʧʦʧʘʣʠ ʚ ʨʫʢʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. 
ʂʘʢ ʩʦʦʙʱʘʶʪ ʚ ʢʦʤʧʘʥʠʠ ESET, ʧʝʨʝʯʠʩʣʝʥʥʳʝ ʚʠʜʳ ʠʥʬʦʨʤʘʮʠʠ ï ʵʪʦ 

ʣʠʰʴ ʯʘʩʪʴ ʜʘʥʥʳʭ, ʢʦʪʦʨʳʝ ʩʦʩʪʘʚʣʷʶʪ ʮʠʬʨʦʚʦʡ ʩʣʝʜ ʢʘʞʜʦʛʦ ʯʝʣʦʚʝʢʘ. ʇʦʣʥʦʪʘ 

ʵʪʦʛʦ ʮʠʬʨʦʚʦʛʦ ʧʦʨʪʨʝʪʘ ʟʘʚʠʩʠʪ ʦʪ ʢʦʥʢʨʝʪʥʳʭ ʧʨʠʚʳʯʝʢ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ 

ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʠ ʦʪʥʦʰʝʥʠʷ ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʠʥʪʝʨʥʝʪ-ʧʦʣʴʟʦʚʘʪʝʣʷ. 

"ɿʥʘʯʠʪʝʣʴʥʘʷ ʯʘʩʪʴ ʚʘʰʠʭ ʜʘʥʥʳʭ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʘ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤʠ ʚʦ ʚʨʝʜʦʥʦʩʥʳʭ ʮʝʣʷʭ ʠʣʠ ʧʨʦʜʘʥʘ ʥʘ ʯʝʨʥʳʭ ʨʳʥʢʘʭ. ɼʘʞʝ 

ʝʩʣʠ ʚʳ ʩʯʠʪʘʝʪʝ, ʯʪʦ ʚʘʰʠ ʜʘʥʥʳʝ ʥʠʢʦʛʦ ʥʝ ʠʥʪʝʨʝʩʫʶʪ, ʚ ʠʥʪʝʨʥʝʪʝ ʞʝʨʪʚʦʡ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʤʦʞʝʪ ʩʪʘʪʴ ʢʘʞʜʳʡ. ʆʜʥʘʢʦ, ʭʦʨʦʰʘʷ ʥʦʚʦʩʪʴ ʟʘʢʣʶʯʘʝʪʩʷ ʚ 

ʪʦʤ, ʯʪʦ ʩʫʱʝʩʪʚʫʝʪ ʜʦʩʪʘʪʦʯʥʦ ʤʥʦʛʦ ʩʧʦʩʦʙʦʚ ʫʤʝʥʴʰʝʥʠʷ ʩʚʦʝʛʦ ʮʠʬʨʦʚʦʛʦ 

ʩʣʝʜʘ. ʅʘʣʠʯʠʝ ʨʠʩʢʦʚ ʚʦʚʩʝ ʥʝ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʩʪʦʠʪ ʧʝʨʝʩʪʘʪʴ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʠʥʪʝʨʥʝʪ-ʩʝʨʚʠʩʳ, ʥʦ ʥʝʦʙʭʦʜʠʤʦ ʩʦʙʣʶʜʘʪʴ ʙʘʣʘʥʩ ʤʝʞʜʫ ʧʨʠʚʘʪʥʦʩʪʴʶ ʠ 

ʫʜʦʙʩʪʚʦʤ", - ʩʦʦʙʱʠʣʠ ʚ ʢʦʤʧʘʥʠʠ ESET. 

ʂʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʚ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ 

ʉʦʛʣʘʩʥʦ ʩʦʦʙʱʝʥʠʶ, ʧʝʨʚʳʡ ʰʘʛ ʚ ʫʤʝʥʴʰʝʥʠʠ ʮʠʬʨʦʚʦʛʦ ʩʣʝʜʘ - ʵʪʦ 

ʧʨʦʚʝʨʢʘ ʦʩʥʦʚʥʳʭ ʥʘʩʪʨʦʝʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʚ ʩʦʮʩʝʪʷʭ: ʢʪʦ ʠʤʝʥʥʦ ʤʦʞʝʪ 

ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʚʘʰʠ ʧʫʙʣʠʢʘʮʠʠ ʠ ʣʠʯʥʳʝ ʜʘʥʥʳʝ ʠ ʩʢʦʣʴʢʦ ʠʥʬʦʨʤʘʮʠʠ ʦʥʠ 

ʤʦʛʫʪ ʚʠʜʝʪʴ. ɼʘʣʝʝ ʥʝʦʙʭʦʜʠʤʦ ʦʯʠʩʪʠʪʴ ʩʧʠʩʦʢ ʜʨʫʟʝʡ: ʥʘʯʥʠʪʝ ʩ ʫʜʘʣʝʥʠʷ ʠʟ 

ʜʨʫʟʝʡ ʚʩʝʭ ʥʝʟʥʘʢʦʤʮʝʚ, ʢʦʪʦʨʳʭ ʚʳ ʜʘʞʝ ʥʝ ʧʦʤʥʠʪʝ, ʘ ʟʘʪʝʤ ʧʝʨʝʭʦʜʠʪʝ ʢ 

ʟʥʘʢʦʤʳʤ, ʢʦʪʦʨʳʭ ʚʳ ʥʝ ʦʯʝʥʴ ʭʦʨʦʰʦ ʟʥʘʝʪʝ, ʘ ʪʘʢʞʝ ʢ ʣʶʜʷʤ, ʩ ʢʦʪʦʨʳʤʠ 

ʧʝʨʝʩʪʘʣʠ ʦʙʱʘʪʴʩʷ. 

"ɽʩʣʠ ʚʳ ʜʫʤʘʝʪʝ "ʢʘʢʘʷ ʨʘʟʥʠʮʘ, ʢʪʦ ʚʠʜʠʪ ʤʦʠ ʧʫʙʣʠʢʘʮʠʠ?", ʥʘ ʩʘʤʦʤ ʜʝʣʝ 

ʵʪʦ ʠʤʝʝʪ ʙʦʣʴʰʦʝ ʟʥʘʯʝʥʠʝ. ʀʟ ʚʘʰʠʭ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡ ʤʦʞʥʦ ʧʦʣʫʯʠʪʴ ʤʥʦʛʦ 

ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʫʶ ʟʘʪʝʤ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʚʦ ʚʨʝʜʦʥʦʩʥʳʭ ʮʝʣʷʭ", - 

ʧʦʜʯʝʨʢʥʫʣʠ ʚ ESET. 

ʅʘʧʨʠʤʝʨ, ʠʟʚʝʩʪʥʦ ʤʥʦʛʦ ʩʣʫʯʘʝʚ, ʢʦʛʜʘ ʤʦʰʝʥʥʠʢʠ ʩʦʙʠʨʘʣʠ ʠʥʬʦʨʤʘʮʠʶ 

ʦ ʧʨʠʚʳʯʢʘʭ ʟʥʘʤʝʥʠʪʦʩʪʝʡ, ʦʪʩʣʝʞʠʚʘʷ ʠʭ ʘʢʢʘʫʥʪʳ ʚ Instagram, ʯʪʦʙʳ ʦʛʨʘʙʠʪʴ 

ʠʭ ʜʦʤʘ. 

ʇʨʦʚʝʨʢʘ ʧʦʩʝʱʘʝʤʳʭ ʩʘʡʪʦʚ 

ɹʦʣʴʰʠʥʩʪʚʦ ʣʶʜʝʡ ʠʤʝʶʪ ʜʝʩʷʪʢʠ, ʘ ʤʦʞʝʪ ʠ ʩʦʪʥʠ ʨʘʟʣʠʯʥʳʭ ʘʢʢʘʫʥʪʦʚ ʚ 

ʠʥʪʝʨʥʝʪʝ - ʨʘʟʣʠʯʥʳʝ ʚʝʙ-ʩʘʡʪʳ ʜʣʷ ʧʦʢʫʧʦʢ, ʬʠʪʥʝʩ-ʧʨʠʣʦʞʝʥʠʷ, ʢʫʣʠʥʘʨʥʳʝ 

ʩʘʡʪʳ, ʠʛʨʳ ʠ ʤʥʦʛʠʝ ʜʨʫʛʠʝ. ʂʘʢ ʦʪʤʝʯʘʶʪ ʚ ESET, ʢʘʞʜʳʡ ʠʟ ʵʪʠʭ ʩʘʡʪʦʚ ʠ 

ʧʨʠʣʦʞʝʥʠʡ ʩʦʭʨʘʥʷʝʪ ʨʘʟʣʠʯʥʳʝ ʪʠʧʳ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʘʷ 

ʤʦʞʝʪ ʟʘʠʥʪʝʨʝʩʦʚʘʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ, ʚ ʯʘʩʪʥʦʩʪʠ ʠʤʷ, ʜʘʪʫ ʨʦʞʜʝʥʠʷ ʠ ʥʦʤʝʨ 

ʪʝʣʝʬʦʥʘ. 

ʏʪʦʙʳ ʦʙʣʝʛʯʠʪʴ ʧʨʦʮʝʩʩ ʨʝʛʠʩʪʨʘʮʠʠ, ʩʝʛʦʜʥʷ ʜʦʩʪʫʧʥʘ ʪʝʭʥʦʣʦʛʠʷ ʝʜʠʥʦʛʦ 

ʚʭʦʜʘ ʯʝʨʝʟ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ Google, Facebook ʠʣʠ Apple. ʀ ʧʦʩʢʦʣʴʢʫ ʧʦʯʪʠ ʥʠʢʪʦ 

ʥʝ ʠʤʝʝʪ ʧʦʣʥʦʛʦ ʩʧʠʩʢʘ ʚʩʝʭ ʩʘʡʪʦʚ, ʤʘʛʘʟʠʥʦʚ ʠ ʧʨʠʣʦʞʝʥʠʡ, ʚ ʢʦʪʦʨʳʭ 

ʨʝʛʠʩʪʨʠʨʦʚʘʣʩʷ ʚ ʪʝʯʝʥʠʝ ʤʥʦʛʠʭ ʣʝʪ, ʦʧʮʠʷ ʝʜʠʥʦʛʦ ʚʭʦʜʘ ʤʦʞʝʪ ʧʨʠʛʦʜʠʪʴʩʷ. 
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ʅʝʟʘʚʠʩʠʤʦ ʦʪ ʪʦʛʦ, ʢʘʢʦʡ ʠʤʝʥʥʦ ʘʢʢʘʫʥʪ ʚʳ ʠʩʧʦʣʴʟʦʚʘʣʠ, ʚʩʝ ʦʥʠ ʜʘʶʪ 

ʚʦʟʤʦʞʥʦʩʪʴ ʚʳʷʩʥʠʪʴ, ʢʘʢʠʝ ʩʪʦʨʦʥʥʠʝ ʧʨʦʛʨʘʤʤʳ ʠʤʝʶʪ ʢ ʥʝʤʫ ʜʦʩʪʫʧ. 

ʆʪʤʝʥʘ ʧʦʜʧʠʩʦʢ ʥʘ ʨʘʩʩʳʣʢʠ  

ʂʘʢ ʜʦʙʘʚʣʷʶʪ ʩʧʝʮʠʘʣʠʩʪʳ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʝʱʝ ʦʜʠʥ ʩʧʦʩʦʙ 

ʫʤʝʥʴʰʠʪʴ ʩʚʦʡ ʮʠʬʨʦʚʦʡ ʩʣʝʜ - ʵʪʦ ʦʪʤʝʥʘ ʧʦʜʧʠʩʦʢ ʥʘ ʵʣʝʢʪʨʦʥʥʳʝ ʨʘʩʩʳʣʢʠ 

ʥʦʚʦʩʪʝʡ, ʢʦʪʦʨʳʝ ʚʳ ʧʦʣʫʯʘʝʪʝ. ʄʥʦʛʠʝ ʧʦʜʧʠʩʢʠ ʧʦʜʢʣʶʯʘʶʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ 

ʧʨʠ ʩʦʟʜʘʥʠʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʚ ʨʘʟʣʠʯʥʳʭ ʩʝʨʚʠʩʘʭ ʠ ʠʥʪʝʨʥʝʪ-ʤʘʛʘʟʠʥʘʭ, 

ʢʦʪʦʨʳʝ ʟʘʪʝʤ ʦʪʧʨʘʚʣʷʶʪ ʚʘʤ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʩ ʥʦʚʦʩʪʷʤʠ ʠ ʨʘʟʣʠʯʥʳʤʠ 

ʧʨʝʜʣʦʞʝʥʠʷʤʠ ʩʢʠʜʦʢ ʥʘ ʪʦʚʘʨʳ ʠ ʫʩʣʫʛʠ. 

ɹʦʣʴʰʠʥʩʪʚʦ ʣʶʜʝʡ ʥʝ ʯʠʪʘʶʪ ʤʝʣʢʠʡ ʰʨʠʬʪ ʧʨʠ ʨʝʛʠʩʪʨʘʮʠʠ, ʘ ʧʨʦʩʪʦ 

ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʚʩʝ ʧʦʜʪʚʝʨʞʜʘʶʪ, ʯʪʦʙʳ ʙʳʩʪʨʝʝ ʝʝ ʟʘʢʦʥʯʠʪʴ. ʇʦʵʪʦʤʫ ʚ 

ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʪʘʢʠʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʠʤʝʶʪ ʩʦʪʥʠ ʥʝʧʨʦʯʠʪʘʥʥʳʭ ʨʝʢʣʘʤʥʳʭ ʧʠʩʝʤ. 

"ʇʦʩʣʝ ʦʯʠʩʪʢʠ ʧʦʯʪʳ ʦʪ ʥʝʥʫʞʥʳʭ ʧʦʜʧʠʩʦʢ, ʨʘʟʫʤʥʳʤ ʰʘʛʦʤ ʙʫʜʝʪ 

ʩʦʟʜʘʥʠʝ ʦʪʜʝʣʴʥʦʛʦ ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʢʦʪʦʨʳʡ ʙʫʜʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʣʷ 

ʧʦʢʫʧʦʢ", - ʩʦʚʝʪʫʶʪ ʚ ʢʦʤʧʘʥʠʠ ESET. 

ʇʨʠ ʵʪʦʤ, ʵʢʩʧʝʨʪʳ ʧʦʜʯʝʨʢʥʫʣʠ, ʯʪʦ ʧʨʦʮʝʩʩ ʤʠʥʠʤʠʟʘʮʠʠ ʮʠʬʨʦʚʦʛʦ ʩʣʝʜʘ 

ʥʝ ʦʛʨʘʥʠʯʠʚʘʝʪʩʷ ʫʧʦʤʷʥʫʪʳʤʠ ʚʳʰʝ ʰʘʛʘʤʠ. ɽʱʝ ʦʜʥʠʤ ʚʘʞʥʳʤ ʠʥʩʪʨʫʤʝʥʪʦʤ 

ʜʣʷ ʫʤʝʥʴʰʝʥʠʷ ʮʠʬʨʦʚʦʛʦ ʩʣʝʜʘ ʷʚʣʷʝʪʩʷ ʚʠʨʪʫʘʣʴʥʘʷ ʯʘʩʪʥʘʷ ʩʝʪʴ (VPN), 

ʢʦʪʦʨʘʷ ʨʘʙʦʪʘʝʪ ʢʘʢ ʟʘʰʠʬʨʦʚʘʥʥʳʡ ʪʫʥʥʝʣʴ ʜʣʷ ʚʘʰʝʛʦ ʠʥʪʝʨʥʝʪ-ʪʨʘʬʠʢʘ ʠ 

ʟʘʱʠʱʘʝʪ ʚʘʩ ʦʪ ʦʪʩʣʝʞʠʚʘʥʠʷ. 

"ɺʳ ʪʘʢʞʝ ʤʦʞʝʪʝ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʨʦʚʝʨʢʫ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ Google ʠ 

ʜʨʫʛʠʝ ʠʥʩʪʨʫʤʝʥʪʳ, ʯʪʦʙʳ ʫʚʠʜʝʪʴ, ʢʘʢʠʝ ʜʘʥʥʳʝ ʩʝʨʚʠʩ ʩʦʭʨʘʥʷʝʪ ʠ ʧʨʝʢʨʘʪʠʪʴ 

ʵʪʦ ʧʦ ʤʝʨʝ ʥʝʦʙʭʦʜʠʤʦʩʪʠ. ʂʨʦʤʝ ʵʪʦʛʦ, ʝʩʣʠ ʚʘʤ ʠʥʪʝʨʝʩʥʦ ʫʟʥʘʪʴ, ʢʘʢʫʶ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʘʩ ʠʤʝʝʪ Twitter ʠʣʠ Facebook, ʚʳ ʤʦʞʝʪʝ ʩʢʘʯʘʪʴ ʢʦʧʠʶ ʚʩʝʭ 

ʜʘʥʥʳʭ, ʢʦʪʦʨʫʶ ʦʥʠ ʭʨʘʥʷʪ", - ʜʦʙʘʚʠʣʠ ʚ ESETéè. (ʉʧʝʮʠʘʣʠʩʪʳ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʘʣʠ ʩʦʚʝʪʳ, ʢʘʢ ʩʦʢʨʘʪʠʪʴ ʫʪʝʯʢʫ ʣʠʯʥʳʭ ʜʘʥʥʳʭ ʚ 

ʠʥʪʝʨʥʝʪʝ // ʋʅʀɸʅ (https://www.unian.net/science/kiberbezopasnost-specialisty-

dali-sovety-kak-sokratit-utechku-lichnyh-dannyh-v-internete-novosti-11390803.html). 

16.04.2021). 
***  

 

ç26 ʘʧʨʝʣʷ 2021 ʛʦʜʘ ʉʫʜʝʙʥʘʷ ʧʘʣʘʪʘ ɹʝʣʴʛʠʡʩʢʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʧʦ 

ʟʘʱʠʪʝ ʜʘʥʥʳʭ (BDPA) ʥʘʣʦʞʠʣʘ ʩʚʦʡ ʧʝʨʚʳʡ ʰʪʨʘʬ ʩʧʝʮʠʘʣʴʥʦ ʟʘ ʩʙʦʠ ʚ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʕʪʦ ʨʝʰʝʥʠʝ ʩʣʝʜʫʝʪ ʟʘ ʜʨʫʛʠʤʠ ʨʝʰʝʥʠʷʤʠ, ʚ ʢʦʪʦʨʳʭ ʉʫʜʝʙʥʘʷ ʧʘʣʘʪʘ 

ʨʘʩʩʤʘʪʨʠʚʘʣʘ ʥʘʨʫʰʝʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʢʘʯʝʩʪʚʝ ʦʜʥʦʛʦ ʠʟ ʬʘʢʪʦʨʦʚ (ʩʤ., 

ʅʘʧʨʠʤʝʨ, ʨʝʰʝʥʠʝ ʦʪ 22 ʷʥʚʘʨʷ 2021 ʛ.), ʠ ʵʪʦ ʜʦʣʞʥʦ ʩʣʫʞʠʪʴ ʩʠʛʥʘʣʦʤ ʜʣʷ 

ʜʨʫʛʠʭ ʦʨʛʘʥʠʟʘʮʠʡ: ʚʩʝ ʢʦʥʪʨʦʣʣʝʨʳ ʠ ʧʨʦʮʝʩʩʦʨʳ ʜʦʣʞʥʳ ʛʘʨʘʥʪʠʨʦʚʘʪʴ, ʯʪʦ 

ʪʝʭʥʠʯʝʩʢʠʝ ʠ ʦʨʛʘʥʠʟʘʮʠʦʥʥʳʝ ʤʝʨʳ, ʢʦʪʦʨʳʝ ʦʥʠ ʧʨʠʥʷʣʠ ʜʣʷ ʟʘʱʠʪʳ 

ʧʝʨʩʦʥʘʣʴʥʳʭ ʜʘʥʥʳʭ, ʷʚʣʷʶʪʩʷ ʥʘʜʣʝʞʘʱʠʤʠ. ɺ ʧʨʦʪʠʚʥʦʤ ʩʣʫʯʘʝ ʩʯʝʪ ʤʦʞʝʪ 

ʙʳʪʴ ʥʘ ʧʦʨʷʜʦʢ ʚʳʰʝ ʟʘʪʨʘʪ ʥʘ ʨʝʘʣʠʟʘʮʠʶ ʪʘʢʠʭ ʤʝʨ. ʐʪʨʘʬʳ ʚ ɽʚʨʦʧʝʡʩʢʦʤ 

ʉʦʶʟʝ ʠ ʚ ʉʦʝʜʠʥʝʥʥʦʤ ʂʦʨʦʣʝʚʩʪʚʝ ʟʘ ʥʘʨʫʰʝʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʯʘʩʪʦ 

ʩʦʩʪʘʚʣʷʶʪ ʩʦʪʥʠ ʪʳʩʷʯ ʠʣʠ ʜʘʞʝ ʤʠʣʣʠʦʥʳ ʝʚʨʦ, ʧʨʠʯʝʤ ʙʦʣʝʝ ʦʛʨʘʥʠʯʝʥʥʳʝ 

ʰʪʨʘʬʳ (ʥʘʧʨʠʤʝʨ, ʵʪʦʪ, ʚ ʨʘʟʤʝʨʝ 100000 ʝʚʨʦ) ʯʘʩʪʦ ʩʚʷʟʘʥʳ ʩ ʪʝʤ, ʯʪʦ ʤʦʞʥʦ 

ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʢʘʢ ʦʛʨʘʥʠʯʝʥʥʦʝ. ʥʘʨʫʰʝʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ - ʠʣʠ 
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ʦʛʨʘʥʠʯʝʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʠʟʚʝʩʪʥʳʭ ʟʘʪʨʦʥʫʪʳʭ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ. ɽʩʣʠ 

ʦʨʛʘʥʠʟʘʮʠʷ ʪʝʨʧʠʪ ʥʝʫʜʘʯʫ ʚ ʦʙʝʩʧʝʯʝʥʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʤʦʞʝʪ ʙʳʪʴ 

ʥʘʣʦʞʝʥ ʢʨʫʧʥʳʡ ʰʪʨʘʬ. 

ʀʥʳʤʠ ʩʣʦʚʘʤʠ, ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ - ʵʪʦ ʥʝ ʥʝʚʦʟʚʨʘʪʥʳʝ ʟʘʪʨʘʪʳ, ʘ ʭʦʨʦʰʝʝ 

ʠ ʥʝʦʙʭʦʜʠʤʦʝ ʚʣʦʞʝʥʠʝ. ʕʪʦ ʚʘʞʥʘʷ ʛʘʨʘʥʪʠʷ ʜʣʷ ʙʠʟʥʝʩʘ, ʚʦ ʤʥʦʛʠʭ ʩʣʫʯʘʷʭ 

ʘʨʛʫʤʝʥʪ ʚ ʧʦʣʴʟʫ ʧʨʦʜʘʞ, ʥʦ ʪʘʢʞʝ ʦʪʣʠʯʥʳʡ ʩʧʦʩʦʙ ʦʛʨʘʥʠʯʠʪʴ ʩʪʦʠʤʦʩʪʴ 

(ʥʝʠʟʙʝʞʥʳʭ) ʠʥʮʠʜʝʥʪʦʚ ʠ ʫʤʝʥʴʰʠʪʴ ʰʪʨʘʬʳ ʟʘ ʥʝʘʜʝʢʚʘʪʥʳʝ ʤʝʨʳ.  

A) ʌʘʢʪʳ: ʦʛʨʘʥʠʯʝʥʥʳʡ ʜʦʩʪʫʧ, ʥʦ ʥʝʪ ʚʦʟʤʦʞʥʦʩʪʠ ʧʨʦʚʝʨʠʪʴ 

ʧʨʘʚʠʣʴʥʦʩʪʴ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʈʘʩʩʤʘʪʨʠʚʘʝʤʳʡ ʩʣʫʯʘʡ ʢʘʩʘʣʩʷ ʜʦʩʪʫʧʘ ʬʠʥʘʥʩʦʚʦʛʦ ʫʯʨʝʞʜʝʥʠʷ ʢ 

ʎʝʥʪʨʘʣʴʥʦʤʫ ʢʨʝʜʠʪʥʦʤʫ ʨʝʛʠʩʪʨʫ, ʫʧʨʘʚʣʷʝʤʦʤʫ ʅʘʮʠʦʥʘʣʴʥʳʤ ʙʘʥʢʦʤ 

ɹʝʣʴʛʠʠ. ʉʦʛʣʘʩʥʦ ʪʝʢʩʪʫ ʨʝʰʝʥʠʷ, ʨʘʩʩʤʘʪʨʠʚʘʝʤʦʝ ʬʠʥʘʥʩʦʚʦʝ ʫʯʨʝʞʜʝʥʠʝ 

ʧʨʝʜʦʩʪʘʚʠʣʦ ʩʦʪʨʫʜʥʠʢʘʤ ʜʚʘ ʩʧʦʩʦʙʘ ʜʦʩʪʫʧʘ ʢ ʨʝʝʩʪʨʫ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʠʭ 

ʩʪʘʞʘ (ʦʜʠʥ ʜʣʷ ʰʪʘʪʥʳʭ ʩʦʪʨʫʜʥʠʢʦʚ, ʘ ʜʨʫʛʦʡ ʜʣʷ ʤʝʥʝʜʞʝʨʦʚ). ʇʝʨʚʳʡ ʤʝʪʦʜ 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʣ, ʢʪʦ ʠʩʧʦʣʴʟʦʚʘʣ ʨʘʩʩʤʘʪʨʠʚʘʝʤʫʶ ʩʠʩʪʝʤʫ. ʆʜʠʥ ʜʣʷ ʤʝʥʝʜʞʝʨʦʚ 

- ʥʝʪ; ʧʦ ʜʘʥʥʳʤ ʬʠʥʘʥʩʦʚʦʛʦ ʫʯʨʝʞʜʝʥʠʷ, (ʪʦʣʴʢʦ) ʧʷʪʴ ʯʝʣʦʚʝʢ ʠʤʝʣʠ ʜʦʩʪʫʧ ʢ 

ʨʝʝʩʪʨʫ ʪʘʢʠʤ ʦʙʨʘʟʦʤ - ʚʩʝ ʩ ʦʜʥʠʤ ʠ ʪʝʤ ʞʝ ʧʘʨʦʣʝʤ. 

ʉʆɺɽʊ: ɽʩʣʠ ʚ ʚʘʰʝʡ ʦʨʛʘʥʠʟʘʮʠʠ ʠʩʧʦʣʴʟʫʝʪʩʷ ʘʥʘʣʦʛʠʯʥʳʡ ʧʦʜʭʦʜ, ʤʦʞʝʪ 

ʧʦʪʨʝʙʦʚʘʪʴʩʷ ʝʛʦ ʧʝʨʝʦʮʝʥʢʘ. ɽʩʣʠ ʦʜʠʥ ʫʥʠʢʘʣʴʥʳʡ ʧʘʨʦʣʴ ʜʘʝʪ ʜʦʩʪʫʧ ʢ ʩʠʩʪʝʤʝ 

ʠ ʣʠʯʥʦʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʘ, ʚʳ ʥʝ ʙʫʜʝʪʝ ʟʥʘʪʴ, ʢʪʦ ʠʤʝʥʥʦ 

ʠʩʧʦʣʴʟʫʝʪ ʩʠʩʪʝʤʫ - ʢʪʦ ʠʟ ʘʚʪʦʨʠʟʦʚʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʥʦ ʪʘʢʞʝ ʠ ʪʦ, ʷʚʣʷʝʪʩʷ 

ʣʠ ʦʥ ʘʚʪʦʨʠʟʦʚʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ ʠʣʠ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ.  

ɺ ʜʘʥʥʦʤ ʢʦʥʢʨʝʪʥʦʤ ʩʣʫʯʘʝ ʦʜʥʦ ʠʣʠ ʥʝʩʢʦʣʴʢʦ ʠʟ ʧʷʪʠ ʨʘʩʩʤʘʪʨʠʚʘʝʤʳʭ 

ʣʠʮ ʦʙʨʘʱʘʣʠʩʴ ʢ ʜʦʩʴʝ ʞʝʥʱʠʥʳ ʚ ʨʝʝʩʪʨʝ ʥʝ ʤʝʥʝʝ 20 ʨʘʟ ʚ ʪʝʯʝʥʠʝ ʜʚʫʭ ʣʝʪ. 

ʆʜʥʘʢʦ ʠʟ-ʟʘ ʦʪʩʫʪʩʪʚʠʷ ʢʘʢʦʡ-ʣʠʙʦ ʨʝʛʠʩʪʨʘʮʠʠ ʪʦʛʦ, ʢʘʢʠʝ ʣʠʮʘ ʠʤʝʣʠ ʜʦʩʪʫʧ ʢ 

ʨʝʝʩʪʨʫ ʚ ʢʘʞʜʳʡ ʠʟ ʵʪʠʭ ʧʝʨʠʦʜʦʚ, ʙʳʣʦ ʥʝʚʦʟʤʦʞʥʦ ʦʧʨʝʜʝʣʠʪʴ, ʢʪʦ ʠʤʝʥʥʦ ʵʪʦ 

ʩʜʝʣʘʣ. 

ʌʘʢʪʳ ʧʨʝʜʧʦʣʘʛʘʶʪ ʧʨʦʩʪʦʡ ʦʪʚʝʪ, ʧʦʩʢʦʣʴʢʫ ʚ ʪʦ ʚʨʝʤʷ ʙʳʚʰʠʡ ʤʫʞ 

ʞʝʥʱʠʥʳ ʙʳʣ ʩʨʝʜʠ ʧʷʪʠ ʫʧʦʤʷʥʫʪʳʭ ʣʠʮ, ʠ ʦʥʠ ʩ ʥʝʡ ʥʘʭʦʜʠʣʠʩʴ ʚ ʧʨʦʮʝʩʩʝ 

ʣʠʢʚʠʜʘʮʠʠ ʩʚʦʝʛʦ ʩʦʚʤʝʩʪʥʦʛʦ ʠʤʫʱʝʩʪʚʘ ʧʦʩʣʝ ʨʘʟʚʦʜʘ. ɾʝʥʱʠʥʘ ʧʦʜʦʟʨʝʚʘʣʘ, 

ʯʪʦ ʙʳʚʰʠʡ ʤʫʞ ʠʩʧʦʣʴʟʦʚʘʣ ʵʪʦʪ ʜʦʩʪʫʧ ʢ ʙʘʟʝ ʜʘʥʥʳʭ ʜʣʷ ʧʦʣʫʯʝʥʠʷ 

ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʘʷ ʟʘʪʝʤ ʜʘʣʘ ʝʤʫ ʧʨʝʠʤʫʱʝʩʪʚʦ ʚ ʧʨʦʮʝʩʩʝ ʣʠʢʚʠʜʘʮʠʠ, ʠ 

ʧʦʜʘʣʘ ʦʪʜʝʣʴʥʫʶ ʞʘʣʦʙʫ ʚ ɹɼʇɸ ʧʨʦʪʠʚ ʥʝʛʦ ʠʥʜʠʚʠʜʫʘʣʴʥʦ. ʅʘ ʩʝʛʦʜʥʷʰʥʠʡ 

ʜʝʥʴ ʨʝʰʝʥʠʝ ʧʦ ʵʪʦʤʫ ʧʦʚʦʜʫ ʥʝ ʦʧʫʙʣʠʢʦʚʘʥʦ. 

ʉʆɺɽʊ: ɿʥʘʝʪʝ ʣʠ ʚʳ, ʯʪʦ ʜʦʩʪʫʧ ʘʚʪʦʨʠʟʦʚʘʥʥʦʛʦ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ 

ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʭ ʮʝʣʷʭ (ʥʘʧʨʠʤʝʨ, ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʝ ʧʨʘʚʘʤʠ ʜʦʩʪʫʧʘ) ʤʦʞʝʪ 

ʨʘʩʩʤʘʪʨʠʚʘʪʴʩʷ ʢʘʢ çʟʣʦʫʧʦʪʨʝʙʣʝʥʠʝ ʜʦʚʝʨʠʝʤè ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʥʦʨʤʘʤʠ 

ʫʛʦʣʦʚʥʦʛʦ ʧʨʘʚʘ? ɺʩʝʛʜʘ ʫʯʠʪʳʚʘʡʪʝ ʵʪʦ, ʘ ʪʘʢʞʝ ʧʦʩʣʝʜʩʪʚʠʷ ʪʨʫʜʦʚʦʛʦ 

ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʘ, ʝʩʣʠ ʝʩʪʴ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʧʦʜʘʪʴ ʩʦʙʩʪʚʝʥʥʫʶ ʞʘʣʦʙʫ (ʥʘʧʨʠʤʝʨ, 

ʝʩʣʠ ʵʪʦ ʪʨʝʙʫʝʪʩʷ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʚʘʰʠʤ ʩʪʨʘʭʦʚʳʤ ʧʦʣʠʩʦʤ). 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʞʘʣʦʙʘ ʥʘ ʬʠʥʘʥʩʦʚʦʝ ʫʯʨʝʞʜʝʥʠʝ ʙʳʣʘ ʩʦʩʨʝʜʦʪʦʯʝʥʘ ʥʝ ʥʘ 

ʪʦʤ, ʙʳʣʦ ʣʠ ʵʪʦ ʫʤʳʰʣʝʥʥʦʝ ʥʘʨʫʰʝʥʠʝ ʟʘʢʦʥʘ ʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʙʳʚʰʠʤ ʤʫʞʝʤ, 

ʘ ʥʘ ʪʦʤ, ʧʨʠʥʷʣʦ ʣʠ ʬʠʥʘʥʩʦʚʦʝ ʫʯʨʝʞʜʝʥʠʝ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʤʝʨʳ ʜʣʷ 

çʦʙʝʩʧʝʯʝʥʠʷ ʫʨʦʚʥʷ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʩʦʦʪʚʝʪʩʪʚʫʶʱʝʛʦ ʨʠʩʢʫè, ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ 

ʪʨʝʙʦʚʘʥʠʷʤʠ ʩʪʘʪʴʠ 32 ʆʙʱʝʛʦ ʨʝʛʣʘʤʝʥʪʘ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ ʠʣʠ GDPR. 
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ɹ) ʆʪʩʫʪʩʪʚʠʝ ʣʦʛʠʨʦʚʘʥʠʷ = ʚʦʧʠʶʱʝʝ ʥʘʨʫʰʝʥʠʝ?  

ʇʦ ʤʥʝʥʠʶ ʉʫʜʝʙʥʦʡ ʧʘʣʘʪʳ, çʦʪʩʫʪʩʪʚʠʝ ʢʘʢʦʡ-ʣʠʙʦ ʩʠʩʪʝʤʳ ʢʦʥʪʨʦʣʷ 

ʜʦʩʪʫʧʘ ʤʝʥʝʜʞʝʨʦʚè ʚ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʙʳʣʦ çʚʦʧʠʶʱʠʤ ʥʘʨʫʰʝʥʠʝʤè ʩʪʘʪʴʠ 32 

GDPR, ʚ ʯʘʩʪʥʦʩʪʠ ʧʦʪʦʤʫ, ʯʪʦ ʜʘʥʥʳʝ, ʜʦʩʪʫʧʥʳʝ ʯʝʨʝʟ ʩʠʩʪʝʤʫ, ʙʳʣʠ 

çʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤʠ ʬʠʥʘʥʩʦʚʳʤʠ ʜʘʥʥʳʤʠè. ʊʘʢʦʡ ʭʘʨʘʢʪʝʨ ʦʟʥʘʯʘʣ, ʯʪʦ ʨʠʩʢʠ 

ʜʣʷ ʦʩʥʦʚʥʳʭ ʧʨʘʚ ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ ʙʳʣʠ ʚʳʩʦʢʠ, ʧʦʵʪʦʤʫ ʧʨʠʥʠʤʘʝʤʳʝ ʤʝʨʳ 

ʜʦʣʞʥʳ ʙʳʣʠ ʙʳʪʴ çʪʝʤ ʙʦʣʝʝ ʫʤʝʩʪʥʳʤʠè. 

ʆʪʩʫʪʩʪʚʠʝ ʚʝʜʝʥʠʷ ʞʫʨʥʘʣʘ ʠʣʠ ʜʨʫʛʠʭ ʤʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʘʢʞʝ 

ʨʘʩʩʤʘʪʨʠʚʘʣʦʩʴ ʢʘʢ ʧʨʝʧʷʪʩʪʚʠʝ ʩʫʙʲʝʢʪʘʤ ʜʘʥʥʳʭ ʚ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʠʭ ʧʨʘʚʘ 

ʜʦʩʪʫʧʘ ʚ ʦʪʥʦʰʝʥʠʠ (ʥʝʟʘʢʦʥʥʦʡ) ʦʙʨʘʙʦʪʢʠ, ʧʦʩʢʦʣʴʢʫ ʬʠʥʘʥʩʦʚʦʝ ʫʯʨʝʞʜʝʥʠʝ 

ʥʝ ʭʨʘʥʠʣʦ ʥʠʢʘʢʠʭ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʪʘʢʦʡ ʦʙʨʘʙʦʪʢʠ. 

ʉʆɺɽʊ: ɺʩʝʛʜʘ ʜʫʤʘʡʪʝ ʦ ʙʦʣʝʝ ʰʠʨʦʢʠʭ ʧʦʩʣʝʜʩʪʚʠʷʭ ʪʦʡ ʠʣʠ ʠʥʦʡ ʤʝʨʳ, 

ʧʨʝʞʜʝ ʯʝʤ ʚʚʦʜʠʪʴ ʝʝ ʚ ʜʝʡʩʪʚʠʝ. ʏʪʦ ʢʘʩʘʝʪʩʷ ʞʫʨʥʘʣʦʚ, ʥʘʧʨʠʤʝʨ, ʜʣʷ ʚʘʰʝʡ 

ʦʨʛʘʥʠʟʘʮʠʠ ʥʝʪ ʶʨʠʜʠʯʝʩʢʦʛʦ ʪʨʝʙʦʚʘʥʠʷ ʩʦʟʜʘʚʘʪʴ ʠ ʧʦʜʜʝʨʞʠʚʘʪʴ ʞʫʨʥʘʣʳ ʟʘ 

ʣʶʙʦʡ ʟʘʜʘʥʥʳʡ ʧʝʨʠʦʜ ʚʨʝʤʝʥʠ (ʰʝʩʪʴ ʤʝʩʷʮʝʚ, ʧʷʪʴ ʣʝʪ ʠ ʪ. ɼ.). ʆʜʥʘʢʦ 

ʦʪʩʫʪʩʪʚʠʝ ʚʝʜʝʥʠʷ ʞʫʨʥʘʣʘ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʙʣʝʤʦʡ, ʢʘʢ ʧʦʢʘʟʘʥʦ ʟʜʝʩʴ, ʘ ʩʣʠʰʢʦʤ 

ʙʳʩʪʨʦʝ ʫʜʘʣʝʥʠʝ ʞʫʨʥʘʣʦʚ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʫʥʠʯʪʦʞʝʥʠʶ ʧʦʣʝʟʥʳʭ 

ʜʦʢʘʟʘʪʝʣʴʩʪʚ - ʜʘʞʝ ʝʩʣʠ ʵʪʦ ʙʳʣʦ ʩʜʝʣʘʥʦ ʧʦ ʧʨʘʚʠʣʴʥʳʤ ʧʨʠʯʠʥʘʤ (ʥʘʧʨʠʤʝʨ, 

ʚʦ ʠʤʷ ʦʛʨʘʥʠʯʝʥʠʷ ʭʨʘʥʠʣʠʱʘ ʠʣʠ ʤʠʥʠʤʠʟʘʮʠʠ ʜʘʥʥʳʭ). 

ʅʝ ʚʩʝ ʙʳʣʦ ʧʣʦʭʦ - ʙʳʣʠ ʤʝʨʳ ʧʦ ʦʛʨʘʥʠʯʝʥʠʶ ʜʦʩʪʫʧʘ (çʚʩʝʛʦè ʧʷʪʴ 

ʯʝʣʦʚʝʢ, ʧʦʟʞʝ - ʜʚʘ ʯʝʣʦʚʝʢʘ). ʆʜʥʘʢʦ ʉʫʜʝʙʥʘʷ ʧʘʣʘʪʘ ʩʦʯʣʘ ʵʪʠ ʤʝʨʳ 

ʥʝʜʦʩʪʘʪʦʯʥʳʤʠ, ʧʦʩʢʦʣʴʢʫ ʬʠʥʘʥʩʦʚʦʝ ʫʯʨʝʞʜʝʥʠʝ ʥʝ ʤʦʛʣʦ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ, ʫ 

ʢʦʛʦ ʙʳʣ ʜʦʩʪʫʧ, ʠ ʩʦʦʪʚʝʪʩʪʚʦʚʘʣ ʣʠ ʪʘʢʦʡ ʜʦʩʪʫʧ ʮʝʣʷʤ, ʦʧʨʝʜʝʣʝʥʥʳʤ 

ʫʯʨʝʞʜʝʥʠʝʤ.  

ɹʝʟ ʥʘʜʣʝʞʘʱʠʭ ʤʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ ʥʘʣʠʯʠʷ ʠ ʵʬʬʝʢʪʠʚʥʦʩʪʠ 

ʧʨʦʮʝʜʫʨ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʩʦʪʨʫʜʥʠʢʦʚ ʠ ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʢ ʦʙʨʘʙʘʪʳʚʘʝʤʳʤ 

ʜʘʥʥʳʤ ʉʫʜʝʙʥʘʷ ʧʘʣʘʪʘ ʦʙʥʘʨʫʞʠʣʘ, ʯʪʦ ʬʠʥʘʥʩʦʚʦʝ ʫʯʨʝʞʜʝʥʠʝ ʥʘʨʫʰʠʣʦ (i) 

ʩʚʦʝ ʦʙʷʟʘʪʝʣʴʩʪʚʦ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʙʨʘʙʦʪʢʠ ʜʘʥʥʳʭ. ʜʝʷʪʝʣʴʥʦʩʪʠ 

(ʩʪʘʪʴʷ 32 GDPR), (ii) ʦʙʷʟʘʪʝʣʴʩʪʚʦ ʩʦʙʣʶʜʘʪʴ ʧʨʠʥʮʠʧʳ ʟʘʱʠʪʳ ʜʘʥʥʳʭ 

ʥʘʤʝʨʝʥʥʦ ʠ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʩʪʘʪʴʷ 25 GDPR) ʠ (ii) ʧʨʠʥʮʠʧ ʧʦʜʦʪʯʝʪʥʦʩʪʠ (ʩʪʘʪʴʷ 

5 (2) ʠ 24 GDPR). 

C) ʈʦʣʠ DPO ʠ CISO ʤʦʛʫʪ ʙʳʪʴ ʩʦʚʤʝʩʪʠʤʳ, ʝʩʣʠ ʦʥʠ ʥʦʩʷʪ ʯʠʩʪʦ 

ʨʝʢʦʤʝʥʜʘʪʝʣʴʥʳʡ ʭʘʨʘʢʪʝʨ. 

ɹɼʇɸ ʨʘʥʝʝ ʟʘʥʠʤʘʣʦ ʧʦʟʠʮʠʠ ʦʪʥʦʩʠʪʝʣʴʥʦ ʨʦʣʠ DPO, ʢʦʪʦʨʳʝ ʨʝʛʫʣʷʨʥʦ 

ʢʦʤʤʝʥʪʠʨʦʚʘʣʠʩʴ ʚʦ ʚʩʝʤ ɽʚʨʦʧʝʡʩʢʦʤ ʉʦʶʟʝ, ʚ ʯʘʩʪʥʦʩʪʠ ʨʝʰʝʥʠʝ, ʚ ʢʦʪʦʨʦʤ 

ʉʫʜʝʙʥʘʷ ʧʘʣʘʪʘ BDPA ʧʦʩʪʘʥʦʚʠʣʘ, ʯʪʦ çʨʦʣʴ ʛʣʘʚʳ ʦʪʜʝʣʘ [...] ʥʝʩʦʚʤʝʩʪʠʤʘ ʩ 

ʨʦʣʴʶ DPOè. ʧʦʪʦʤʫ ʯʪʦ DPO ʥʝ ʤʦʞʝʪ ʦʩʫʱʝʩʪʚʣʷʪʴ ʢʘʢʦʡ-ʣʠʙʦ ʥʝʟʘʚʠʩʠʤʳʡ 

ʥʘʜʟʦʨ ʟʘ ʪʘʢʠʤ ʦʪʜʝʣʦʤ, ʜʘʞʝ ʝʩʣʠ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʦʪʜʝʣʳ (ʥʘʧʨʠʤʝʨ, ʨʠʩʢ) 

ʚʳʧʦʣʥʷʣʠ ʢʦʥʩʫʣʴʪʘʪʠʚʥʫʶ ʬʫʥʢʮʠʶ. 

ɺ ʩʚʦʝʤ ʧʦʩʣʝʜʥʝʤ ʨʝʰʝʥʠʠ ʉʫʜʝʙʥʘʷ ʧʘʣʘʪʘ, ʧʦʭʦʞʝ, ʥʝʩʢʦʣʴʢʦ ʩʤʷʛʯʠʣʘ 

ʩʚʦʝ ʚʠʜʝʥʠʝ, ʧʨʠʟʥʘʚ, ʯʪʦ DPO ʚ ʬʠʥʘʥʩʦʚʦʤ ʫʯʨʝʞʜʝʥʠʠ ʤʦʞʝʪ ʩʦʯʝʪʘʪʴ ʨʦʣʴ 

DPO ʩ ʨʦʣʴʶ CISO (ʪʦ ʝʩʪʴ ʛʣʘʚʥʦʛʦ ʩʦʪʨʫʜʥʠʢʘ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ). ɸʨʛʫʤʝʥʪʘʮʠʷ ʉʫʜʝʙʥʦʡ ʧʘʣʘʪʳ ʩʦʩʪʦʠʪ ʚ ʪʦʤ, ʯʪʦ ʵʪʘ ʢʦʥʢʨʝʪʥʘʷ 

ʨʦʣʴ CISO ʷʚʣʷʝʪʩʷ ʯʠʩʪʦ ʢʦʥʩʫʣʴʪʘʪʠʚʥʦʡ: 
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ʜʠʨʝʢʪʦʨ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ çʧʨʝʜʩʪʘʚʣʷʝʪ ʨʫʢʦʚʦʜʩʪʚʫ 

ʢʦʤʧʘʥʠʠ ʨʠʩʢʠ ʠ ʠʭ ʚʘʞʥʦʩʪʴ, ʠ [é] ʨʫʢʦʚʦʜʩʪʚʦ ʜʦʣʞʥʦ ʨʝʰʠʪʴ, ʜʦʩʪʘʪʦʯʥʳ ʣʠ 

ʧʨʠʥʷʪʳʝ ʤʝʨʳ ʜʣʷ ʩʥʠʞʝʥʠʷ ʨʠʩʢʦʚè ; 

çɺ ʩʣʫʯʘʝ ʨʘʟʥʦʛʣʘʩʠʡ ʤʝʞʜʫ [CISO] ʠ ʨʫʢʦʚʦʜʩʪʚʦʤ ʦʪʥʦʩʠʪʝʣʴʥʦ ʧʨʠʥʷʪʳʭ 

ʤʝʨ ʠ ʥʝʩʤʦʪʨʷ ʥʘ ʢʦʤʤʝʥʪʘʨʠʠ, ʧʨʝʜʩʪʘʚʣʝʥʥʳʝ [ʨʫʢʦʚʦʜʩʪʚʫ], ʵʪʦ ʨʝʰʝʥʠʝ 

[CISO] ʥʝ ʧʨʠʥʠʤʘʝʪè; 

çʄʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʭʦʜʷʪ ʚ ʢʦʤʧʝʪʝʥʮʠʶ ʀʊ-ʦʪʜʝʣʘ, ʘ ʥʝ ʜʠʨʝʢʪʦʨʘ ʧʦ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠè. 

ʉʫʜʝʙʥʘʷ ʧʘʣʘʪʘ ʟʜʝʩʴ ʧʦʧʳʪʘʣʘʩʴ ʨʝʢʣʘʩʩʠʬʠʮʠʨʦʚʘʪʴ ʩʚʦʝ ʧʨʝʜʳʜʫʱʝʝ 

ʨʝʰʝʥʠʝ ʢʘʢ ʪʦ, ʚ ʢʦʪʦʨʦʤ DPO çʦʜʥʦʚʨʝʤʝʥʥʦ ʦʪʚʝʯʘʣ ʟʘ ʨʘʟʣʠʯʥʳʝ 

ʦʧʝʨʘʮʠʦʥʥʳʝ ʦʪʜʝʣʳè, ʯʪʦ, ʧʦ-ʚʠʜʠʤʦʤʫ, ʷʚʣʷʝʪʩʷ ʠʩʢʘʞʝʥʥʳʤ ʚʠʜʝʥʠʝʤ 

ʧʨʝʜʳʜʫʱʝʛʦ ʨʝʰʝʥʠʷ. ɺ ʯʘʩʪʥʦʩʪʠ, ʥʘʤ ʥʝʷʩʥʦ, ʧʦʯʝʤʫ ʢ ʨʦʣʠ çʈʠʩʢè ʠʟ 

ʧʨʝʜʳʜʫʱʝʛʦ ʨʝʰʝʥʠʷ ʩʣʝʜʫʝʪ ʦʪʥʦʩʠʪʴʩʷ ʠʥʘʯʝ, ʯʝʤ ʢ ʨʦʣʠ çCISOè, ʦʧʠʩʘʥʥʦʡ ʚ 

ʵʪʦʤ ʥʦʚʦʤ ʨʝʰʝʥʠʠ. 

ɺ ʣʶʙʦʤ ʩʣʫʯʘʝ, ʥʦʚʘʷ ʘʨʛʫʤʝʥʪʘʮʠʷ ʢʘʞʝʪʩʷ ʙʦʣʝʝ ʫʙʝʜʠʪʝʣʴʥʦʡ, ʯʝʤ 

ʧʨʝʜʳʜʫʱʘʷ, ʠ ʧʨʠʥʝʩʝʪ ʫʪʝʰʝʥʠʝ ʤʥʦʛʠʤ ʦʨʛʘʥʠʟʘʮʠʷʤ, ʧʦʩʢʦʣʴʢʫ DPO 

ʩʦʚʤʝʱʘʶʪ ʢʦʥʩʫʣʴʪʘʪʠʚʥʳʝ ʨʦʣʠ, ʚ ʦʩʦʙʝʥʥʦʩʪʠ ʪʝ, ʚ ʢʦʪʦʨʳʭ DPO ʪʘʢʞʝ 

ʜʝʡʩʪʚʫʝʪ ʢʘʢ (ʩʦʚʝʪʥʠʢ) CISO. 

ʅʘʢʦʥʝʮ, ʩʦʛʣʘʩʥʦ ʵʪʦʤʫ ʥʦʚʦʤʫ ʨʝʰʝʥʠʶ, ʪʦʪ ʬʘʢʪ, ʯʪʦ DPO ʦʪʚʝʪʠʣ ʥʘ 

ʞʘʣʦʙʫ, ʠʩʧʦʣʴʟʦʚʘʚ ʩʣʦʚʦ çʤʳè ʜʣʷ ʦʙʦʟʥʘʯʝʥʠʷ ʢʦʤʧʘʥʠʠ (çʤʳ, ʝʩʪʝʩʪʚʝʥʥʦ, 

ʧʨʠʥʷʣʠ ʤʝʨʳè, çʤʳ ʠʟʚʠʥʠʣʠʩʴè ʠ ʪ. ɼ.), ʅʝ ʷʚʣʷʝʪʩʷ ʥʘʨʫʰʝʥʠʝʤ. ʥʝʟʘʚʠʩʠʤʦʩʪʠ 

ʆʀ. ʕʪʦ ʩʥʦʚʘ ʫʩʧʦʢʦʠʪ ʨʷʜ ʦʨʛʘʥʠʟʘʮʠʡ, ʥʦ ʥʝʷʩʥʦ, ʨʘʟʜʝʣʷʝʪ ʣʠ ʵʪʦ ʧʦʟʠʮʠʷ 

BDPA: ʤʳ ʚʠʜʝʣʠ ʩʣʫʯʘʠ, ʢʦʛʜʘ ʩʦʙʩʪʚʝʥʥʘʷ ʠʥʩʧʝʢʮʠʦʥʥʘʷ ʩʣʫʞʙʘ BDPA ʩʪʘʚʠʣʘ 

ʧʦʜ ʩʦʤʥʝʥʠʝ ʥʝʟʘʚʠʩʠʤʦʩʪʴ DPO ʢʣʠʝʥʪʘ, ʦʪʚʝʯʘʷ çʤʳè ʚ ʧʠʩʴʤʝ. ʇʦ ʢʨʘʡʥʝʡ 

ʤʝʨʝ, ʪʝʧʝʨʴ ʪʘʢʘʷ ʢʨʠʪʠʢʘ ʥʝ ʧʦʪʨʝʙʫʝʪ ʜʣʠʥʥʳʭ ʶʨʠʜʠʯʝʩʢʠʭ ʘʨʛʫʤʝʥʪʦʚ ʜʣʷ 

ʦʧʨʦʚʝʨʞʝʥʠʷ - ʜʦʩʪʘʪʦʯʥʦ ʧʨʦʩʪʦʡ ʩʩʳʣʢʠ ʥʘ ʵʪʦ ʢʦʥʢʨʝʪʥʦʝ ʨʝʰʝʥʠʝ. 

ɻ) ʈʝʟʫʣʴʪʘʪ: ʰʪʨʘʬ ʠ ʧʨʠʢʘʟ ʩʦʙʣʶʜʘʪʴ 

ʅʘ ʦʩʥʦʚʘʥʠʠ ʩʚʦʠʭ ʚʳʚʦʜʦʚ ʦ ʥʝʩʦʙʣʶʜʝʥʠʠ ʪʨʝʙʦʚʘʥʠʡ ʩʪʘʪʴʠ 32 GDPR 

ʉʫʜʝʙʥʘʷ ʧʘʣʘʪʘ ʥʘʣʦʞʠʣʘ ʰʪʨʘʬ ʚ ʨʘʟʤʝʨʝ 100 000 ʝʚʨʦ (ʚʪʦʨʦʡ ʧʦ ʚʝʣʠʯʠʥʝ 

ʰʪʨʘʬ ʥʘ ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʚ ɹʝʣʴʛʠʠ ʧʦʩʣʝ ʰʪʨʘʬʘ Google ʚ ʨʘʟʤʝʨʝ 600 000 ʝʚʨʦ 

ʟʘ ʧʨʘʚʦ ʥʘ ʟʘʙʚʝʥʠʝ).  

ʇʦʤʠʤʦ ʦʙʦʨʦʪʘ ʬʠʥʘʥʩʦʚʦʛʦ ʫʯʨʝʞʜʝʥʠʷ, ʥʘ ʜʦʩʪʠʞʝʥʠʝ ʵʪʦʡ ʩʫʤʤʳ 

ʚʣʠʷʣʠ ʨʘʟʣʠʯʥʳʝ ʬʘʢʪʦʨʳ. ɺʦ-ʧʝʨʚʳʭ, ʦʙʨʘʙʦʪʘʥʥʳʝ ʜʘʥʥʳʝ ʩʯʠʪʘʣʠʩʴ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤʠ (ʬʠʥʘʥʩʦʚʳʝ ʜʘʥʥʳʝ, ʢʘʩʘʶʱʠʝʩʷ ʢʨʝʜʠʪʦʩʧʦʩʦʙʥʦʩʪʠ), ʯʪʦ, 

ʢʘʢ ʫʢʘʟʳʚʘʣʦʩʴ ʨʘʥʝʝ, ʦʟʥʘʯʘʣʦ, ʯʪʦ ʧʨʠʥʷʪʳʝ ʤʝʨʳ ʜʦʣʞʥʳ ʙʳʪʴ çʪʝʤ ʙʦʣʝʝ 

ʫʤʝʩʪʥʳʤʠè ʠʟ-ʟʘ ʚʳʩʦʢʠʭ ʨʠʩʢʦʚ ʜʣʷ ʦʩʥʦʚʥʳʭ ʧʨʘʚ ʯʝʣʦʚʝʢʘ. ʩʫʙʲʝʢʪʳ ʜʘʥʥʳʭ. 

ɼʨʫʛʠʝ ʬʘʢʪʦʨʳ ʚʢʣʶʯʘʣʠ (i) ʜʣʠʪʝʣʴʥʳʡ ʧʝʨʠʦʜ, ʚ ʪʝʯʝʥʠʝ ʢʦʪʦʨʦʛʦ ʚʳʧʦʣʥʷʣʠʩʴ 

ʦʧʝʨʘʮʠʠ ʦʙʨʘʙʦʪʢʠ, (ii) ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʦʧʝʨʘʮʠʡ ʦʙʨʘʙʦʪʢʠ (20 ʨʘʟ ʜʣʷ 

ʦʜʥʦʛʦ ʩʫʙʲʝʢʪʘ ʜʘʥʥʳʭ), (iii) ʦʛʨʘʥʠʯʝʥʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʤʝʨ. 

ʧʨʠʥʷʪʳ ʧʦʩʣʝ ʠʥʮʠʜʝʥʪʘ ʜʣʷ ʫʩʠʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʧʝʨʘʮʠʡ ʦʙʨʘʙʦʪʢʠ ʠ (iv) 

ʨʠʩʢʘ ʜʘʣʴʥʝʡʰʠʭ ʥʝʟʘʢʦʥʥʳʭ ʦʧʝʨʘʮʠʡ ʦʙʨʘʙʦʪʢʠ, ʝʩʣʠ ʥʝ ʙʳʣʦ ʞʘʣʦʙ. 

ɿʜʝʩʴ ʩʣʝʜʫʝʪ ʦʪʤʝʪʠʪʴ ʦʜʠʥ ʘʩʧʝʢʪ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʧʦʷʚʠʪʴʩʷ ʩʥʦʚʘ, ʝʩʣʠ 

ʬʠʥʘʥʩʦʚʦʝ ʫʯʨʝʞʜʝʥʠʝ ʦʙʞʘʣʫʝʪ ʨʝʰʝʥʠʝ, ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʧʝʨʠʦʜ, 

ʦʭʚʘʪʳʚʘʝʤʳʡ ʥʘʨʫʰʝʥʠʝʤ, ʥʘʯʘʣʩʷ ʟʘʜʦʣʛʦ ʜʦ ʪʦʛʦ, ʢʘʢ GDPR ʩʪʘʣ ʧʨʠʤʝʥʷʪʴʩʷ: 

ʨʘʩʩʤʘʪʨʠʚʘʝʤʳʡ çʜʣʠʪʝʣʴʥʳʡ ʧʝʨʠʦʜè, ʧʨʠʥʠʤʘʝʤʳʡ ʚʦ ʚʥʠʤʘʥʠʝ ʧʨʠ 
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ʫʩʪʘʥʦʚʣʝʥʠʠ ʩʫʤʤʳ ʰʪʨʘʬ ʧʨʦʜʦʣʞʘʣʩʷ ʩ ʘʧʨʝʣʷ 2016 ʛʦʜʘ ʧʦ ʘʚʛʫʩʪ 2018 ʛʦʜʘ; 

ɸʥʘʣʦʛʠʯʥʳʤ ʦʙʨʘʟʦʤ, ʧʦʭʦʞʝ, ʯʪʦ ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ ʥʝʢʦʪʦʨʳʝ ʠʟ 20 ʩʣʫʯʘʝʚ 

ʜʦʩʪʫʧʘ ʢ ʜʘʥʥʳʤ ʩʫʙʲʝʢʪʘ ʜʘʥʥʳʭ ʧʨʝʜʰʝʩʪʚʦʚʘʣʠ GDPR. ɺ ʵʪʠʭ ʦʙʩʪʦʷʪʝʣʴʩʪʚʘʭ 

ʢʘʞʝʪʩʷ ʩʧʨʘʚʝʜʣʠʚʳʤ ʟʘʜʘʪʴʩʷ ʚʦʧʨʦʩʦʤ, ʥʘʣʦʞʠʣʘ ʙʳ ʣʠ ʉʫʜʝʙʥʘʷ ʧʘʣʘʪʘ ʰʪʨʘʬ 

ʚ ʨʘʟʤʝʨʝ 100000 ʝʚʨʦ, ʝʩʣʠ ʙʳ ʦʥʘ ʠʟʫʯʠʣʘ ʩʣʫʯʘʠ ʜʦʩʪʫʧʘ ʪʦʣʴʢʦ ʚ ʧʝʨʠʦʜ ʩ 25 

ʤʘʷ 2018 ʛ. ʧʦ ʘʚʛʫʩʪ 2018 ʛ. 

E) ʏʪʦ ʧʨʦʠʩʭʦʜʠʪ ʚ ʜʨʫʛʠʭ ʤʝʩʪʘʭ (ʚʣʘʩʪʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʠ ɽʉ) 

ʍʦʪʷ ʨʘʟʤʝʨ ʰʪʨʘʬʘ ʤʦʞʝʪ ʙʳʪʴ ʟʥʘʯʠʪʝʣʴʥʳʤ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ 

ʧʨʝʜʳʜʫʱʠʤʠ ʰʪʨʘʬʘʤʠ ʚ ɹʝʣʴʛʠʠ, ʦʥ ʦʪʥʦʩʠʪʝʣʴʥʦ ʥʝʚʳʩʦʢ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩʦ 

ʰʪʨʘʬʘʤʠ ʠʟ ʜʨʫʛʠʭ ʩʪʨʘʥ. 

ʏʘʩʪʠʯʥʦ ʵʪʦ ʤʦʞʝʪ ʙʳʪʴ ʩʚʷʟʘʥʦ ʩ ʦʛʨʘʥʠʯʝʥʥʳʤ ʦʙʲʝʤʦʤ ʥʘʨʫʰʝʥʠʷ 

(ʪʦʣʴʢʦ ʦʜʠʥ ʠʟʚʝʩʪʥʳʡ ʩʣʫʯʘʡ ʠʟ-ʟʘ ʩʚʷʟʠ ʪʦʣʴʢʦ ʩ ʦʜʥʦʡ ʞʘʣʦʙʦʡ), ʥʦ ʯʘʩʪʠʯʥʦ 

ʤʦʞʝʪ ʠʤʝʪʴ ʦʪʥʦʰʝʥʠʝ ʢ ʧʦʜʭʦʜʫ ʢʘʞʜʦʛʦ ʥʘʜʟʦʨʥʦʛʦ ʦʨʛʘʥʘ. 

ɿʘ ʧʨʝʜʝʣʘʤʠ ɹʝʣʴʛʠʠ ʥʝʢʦʪʦʨʳʝ ʠʟ ʩʘʤʳʭ ʚʳʩʦʢʠʭ ʰʪʨʘʬʦʚ, ʥʘʣʦʞʝʥʥʳʭ ʥʘ 

ʩʝʛʦʜʥʷʰʥʠʡ ʜʝʥʴ ʟʘ ʥʘʨʫʰʝʥʠʝ GDPR, ʙʳʣʠ ʥʘʧʨʷʤʫʶ ʩʚʷʟʘʥʳ, ʧʦ ʤʥʝʥʠʶ 

ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʭ ʚʣʘʩʪʝʡ, ʩ ʥʝʩʦʙʣʶʜʝʥʠʝʤ ʪʨʝʙʦʚʘʥʠʡ ʩʪʘʪʴʠ 32 GDPR. 

ʅʘʧʨʠʤʝʨ, ʚ ʦʢʪʷʙʨʝ 2020 ʛʦʜʘ ʚʣʘʩʪʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ, ICO (ʋʧʨʘʚʣʝʥʠʝ 

ʢʦʤʠʩʩʘʨʘ ʧʦ ʠʥʬʦʨʤʘʮʠʠ) ʥʘʣʦʞʠʣʠ ʰʪʨʘʬʳ ʚ ʨʘʟʤʝʨʝ 22 ʤʣʥ ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ 

ʠ 20,5 ʤʣʥ ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ ʥʘ British Airways ʠ Marriott International 

ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ ʟʘ ʥʘʨʫʰʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʧʝʨʚʳʡ ʟʘ ʥʝʩʧʦʩʦʙʥʦʩʪʴ ʟʘʱʠʪʠʪʴ 

ʣʠʯʥʳʝ ʠ ʬʠʥʘʥʩʦʚʳʝ ʜʘʥʥʳʝ ʙʦʣʝʝ 400 000 ʝʛʦ ʢʣʠʝʥʪʦʚ ʧʦʩʣʝ ʘʪʘʢʠ ʥʘ ʮʝʧʦʯʢʫ 

ʧʦʩʪʘʚʦʢ; ʧʦʩʣʝʜʥʝʝ - ʚ ʨʝʟʫʣʴʪʘʪʝ ʥʝʜʦʩʪʘʪʦʯʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ 

ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʙʘʟ ʜʘʥʥʳʭ ʠ ʦʪʩʫʪʩʪʚʠʷ ʢʦʥʪʨʦʣʷ ʥʘʜ 

ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʤʠ ʩʠʩʪʝʤʘʤʠ). 

ʐʚʝʜʩʢʠʡ ʦʨʛʘʥ (Datainspektionen) ʪʘʢʞʝ ʥʘʣʦʞʠʣ ʚ ʜʝʢʘʙʨʝ 2020 ʛʦʜʘ ʰʪʨʘʬ 

ʚ ʨʘʟʤʝʨʝ 3 ʤʠʣʣʠʦʥʦʚ ʝʚʨʦ ʥʘ ʙʦʣʴʥʠʮʫ Capio St Gºrans (i) ʟʘ ʥʝʚʳʧʦʣʥʝʥʠʝ 

ʘʥʘʣʠʟʘ ʨʠʩʢʦʚ ʧʝʨʝʜ ʧʨʝʜʦʩʪʘʚʣʝʥʠʝʤ ʨʘʟʨʝʰʝʥʠʷ ʧʝʨʩʦʥʘʣʫ ʥʘ ʜʦʩʪʫʧ ʢ ʢʘʨʪʘʤ 

ʧʘʮʠʝʥʪʦʚ ʠ (ii) ʟʘ ʦʪʩʫʪʩʪʚʠʝ ʦʛʨʘʥʠʯʝʥʠʷ ʪʘʢʠʭ ʨʘʟʨʝʰʝʥʠʡ. ʢ ʪʦʤʫ, ʯʪʦ ʙʳʣʦ 

ʩʪʨʦʛʦ ʥʝʦʙʭʦʜʠʤʦ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʜʣʷ ʚʳʧʦʣʥʝʥʠʷ ʩʚʦʠʭ ʦʙʷʟʘʥʥʦʩʪʝʡ. ʂʨʦʤʝ 

ʪʦʛʦ, ʚ ʘʚʛʫʩʪʝ 2019 ʛʦʜʘ ʚʣʘʩʪʠ ɹʦʣʛʘʨʠʠ ʥʘʣʦʞʠʣʠ ʰʪʨʘʬ ʚ ʨʘʟʤʝʨʝ 2,6 ʤʠʣʣʠʦʥʘ 

ʝʚʨʦ ʥʘ ʅʘʮʠʦʥʘʣʴʥʦʝ ʘʛʝʥʪʩʪʚʦ ʧʦ ʜʦʭʦʜʘʤ (ʪʦ ʝʩʪʴ ʥʘʣʦʛʦʚʳʝ ʦʨʛʘʥʳ) ʟʘ 

ʦʪʩʫʪʩʪʚʠʝ ʣʦʛʠʯʝʩʢʦʛʦ ʢʦʥʪʨʦʣʷ ʜʦʩʪʫʧʘ ʢ ʣʠʯʥʳʤ ʜʘʥʥʳʤ 6 ʤʠʣʣʠʦʥʦʚ ʯʝʣʦʚʝʢ. 

ɺ ʅʠʜʝʨʣʘʥʜʘʭ ʪʘʢʞʝ ʙʳʣʠ ʥʘʣʦʞʝʥʳ ʨʘʟʣʠʯʥʳʝ ʰʪʨʘʬʳ ʟʘ ʥʘʨʫʰʝʥʠʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʩ ʦʩʦʙʳʤ ʫʧʦʨʦʤ ʥʘ ʙʦʣʴʥʠʮʳ (ʰʪʨʘʬʳ ʚ ʨʘʟʤʝʨʝ 440 000 ʝʚʨʦ 

ʠ 460 000 ʝʚʨʦ ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ). 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʦʛʦ, ʢʘʢ ʚʳ ʥʘ ʵʪʦ ʩʤʦʪʨʠʪʝ - ʚ ʘʙʩʦʣʶʪʥʦʤ 

ʚʳʨʘʞʝʥʠʠ ʠʣʠ ʢʘʢ ʰʪʨʘʬ, ʩʚʷʟʘʥʥʳʡ ʩ ʦʜʥʠʤ ʩʫʙʲʝʢʪʦʤ ʜʘʥʥʳʭ - ʵʪʦʪ 

ʙʝʣʴʛʠʡʩʢʠʡ ʰʪʨʘʬ ʤʦʞʝʪ ʚʳʛʣʷʜʝʪʴ ʢʘʢ ʩʜʝʣʢʘ (100000 ʝʚʨʦ ʧʨʦʪʠʚ 

ʤʥʦʛʦʤʠʣʣʠʦʥʥʳʭ ʰʪʨʘʬʦʚ) ʠʣʠ ʯʨʝʟʚʳʯʘʡʥʦ ʜʦʨʦʛʦʡ ʰʪʨʘʬ (ʨʘʟʤʝʨ ʰʪʨʘʬʘ 

British Airways ʜʦ 55 ʬʫʥʪʦʚ ʩʪʝʨʣʠʥʛʦʚ ʟʘ ʢʘʞʜʦʛʦ ʟʘʪʨʦʥʫʪʦʛʦ ʩʫʙʲʝʢʪʘ ʜʘʥʥʳʭ). 

ɺ ʣʶʙʦʤ ʩʣʫʯʘʝ, ʵʪʘ ʤʝʞʜʫʥʘʨʦʜʥʘʷ ʪʝʥʜʝʥʮʠʷ - ʥʘʣʦʞʝʥʠʝ (ʚʳʩʦʢʠʭ) 

ʰʪʨʘʬʦʚ ʟʘ ʥʝʘʜʝʢʚʘʪʥʳʝ ʤʝʨʳ - ʧʦʜʪʚʝʨʞʜʘʝʪ ʥʘʰ ʧʨʝʜʳʜʫʱʠʡ ʪʝʟʠʩ ʦ ʪʦʤ, ʯʪʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ - ʵʪʦ ʥʝ ʟʘʪʨʘʪʳ, ʘ ʩʪʦʷʱʠʝ ʠʥʚʝʩʪʠʮʠʠ. 

F) ʏʪʦ ʜʦʣʞʥʘ ʜʝʣʘʪʴ ʚʘʰʘ ʦʨʛʘʥʠʟʘʮʠʷ 
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ʋʯʠʪʳʚʘʷ ʚʳʰʝʠʟʣʦʞʝʥʥʦʝ, ʠʟ ʨʝʰʝʥʠʷ ʉʫʜʝʙʥʦʡ ʧʘʣʘʪʳ ʤʦʞʥʦ ʚʳʚʝʩʪʠ 

ʦʧʨʝʜʝʣʝʥʥʳʝ ʧʨʘʢʪʠʯʝʩʢʠʝ ʨʝʢʦʤʝʥʜʘʮʠʠ: 

ʊʱʘʪʝʣʴʥʦ ʠ ʨʝʛʫʣʷʨʥʦ ʧʨʦʚʝʨʷʡʪʝ ʩʚʦʶ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʯʪʦʙʳ 

ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʚʘʰʠ ʤʝʨʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʷʚʣʷʶʪʩʷ (ʠ ʦʩʪʘʶʪʩʷ) ʘʜʝʢʚʘʪʥʳʤʠ 

ʠ ʩʦʨʘʟʤʝʨʥʳʤʠ ʨʠʩʢʫ, ʢʦʪʦʨʳʡ ʦʙʨʘʙʦʪʢʘ ʧʨʝʜʩʪʘʚʣʷʝʪ ʜʣʷ ʦʩʥʦʚʥʳʭ ʧʨʘʚ 

ʩʫʙʲʝʢʪʦʚ ʜʘʥʥʳʭ; 

ɽʩʣʠ ʚ ʩʠʩʪʝʤʘʭ ʝʱʝ ʥʝ ʚʢʣʶʯʝʥʦ ʚʝʜʝʥʠʝ ʞʫʨʥʘʣʘ, ʧʨʦʚʝʨʴʪʝ, ʤʦʞʝʪ ʣʠ ʦʥʦ 

ʙʳʪʴ ʧʦʣʝʟʥʳʤ; ʪʘʤ, ʛʜʝ ʚʝʜʝʥʠʝ ʞʫʨʥʘʣʘ ʫʞʝ ʚʝʜʝʪʩʷ, ʫʙʝʜʠʪʝʩʴ, ʯʪʦ ʚ ʥʝʤ 

ʩʦʙʨʘʥʘ ʚʩʷ ʠʥʬʦʨʤʘʮʠʷ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʙʳʪʴ ʧʦʣʝʟʥʘ ʜʣʷ ʮʝʣʝʡ ʜʦʢʘʟʘʪʝʣʴʩʪʚʘ, ʠ 

ʯʪʦ ʧʝʨʠʦʜ ʭʨʘʥʝʥʠʷ ʩʦʛʣʘʩʦʚʘʥ ʩ ʨʠʩʢʘʤʠ; 

ɺ ʩʣʫʯʘʝ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʠʣʠ ʣʶʙʦʛʦ ʜʨʫʛʦʛʦ ʠʥʮʠʜʝʥʪʘ ʧʨʠʤʠʪʝ 

(ʥʝʟʘʤʝʜʣʠʪʝʣʴʥʦ) ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʝ ʤʝʨʳ ʜʣʷ ʫʩʪʨʘʥʝʥʠʷ ʨʠʩʢʘ ʠ / ʠʣʠ 

ʦʛʨʘʥʠʯʝʥʠʷ ʨʠʩʢʘ ʧʦʜʦʙʥʳʭ ʠʥʮʠʜʝʥʪʦʚ ʚ ʙʫʜʫʱʝʤ ʠ ʟʘʜʦʢʫʤʝʥʪʠʨʫʡʪʝ ʠʭè. 

(Insufficient cybersecurity measures under GDPR: 100k EUR fine in Belgium & key 

fines elsewhere // NautaDutilh (https://www.e-nautadutilh.com/56/4427/landing-

pages/news-item.asp?sid=afca1c17-14df-44d1-a78e-615e0c7c2f74). 29.04.2021). 

***  

 

çʂʦʤʧʘʥʠʷʤ ʥʝʦʙʭʦʜʠʤʦ ʦʙʝʩʧʝʯʠʪʴ ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʚʦʠʭ ʫʯʝʪʥʳʭ 
ʟʘʧʠʩʝʡ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʅʦ ʚ ʜʘʨʢʚʝʙʝ ʭʘʢʝʨʘʤ ʜʦʩʪʫʧʥʳ ʤʠʣʣʠʘʨʜʳ ʧʘʨ ʠʤʝʥ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʧʘʨʦʣʝʡ. ʉʢʣʦʥʥʦʩʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦʚʪʦʨʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʘʨʦʣʠ 

ʜʣʷ ʥʝʩʢʦʣʴʢʠʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʭʘʢʝʨʳ ʤʦʛʫʪ ʫʞʝ ʠʤʝʪʴ ʫʯʝʪʥʳʝ 

ʜʘʥʥʳʝ ʚʘʰʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʫʢʨʘʜʝʥʥʳʝ ʫ ʚʟʣʦʤʘʥʥʦʡ ʪʨʝʪʴʝʡ ʩʪʦʨʦʥʳ. 

ʈʝʟʫʣʴʪʘʪʦʤ ʷʚʣʷʝʪʩʷ ʘʪʘʢʘ ʩ ʟʘʧʦʣʥʝʥʠʝʤ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ. ɿʘʧʦʣʥʝʥʠʝ 

ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʧʨʦʠʩʭʦʜʠʪ, ʢʦʛʜʘ ʭʘʢʝʨʳ ʩʠʩʪʝʤʘʪʠʯʝʩʢʠ ʧʳʪʘʶʪʩʷ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʩʦʪʥʠ ʠʣʠ ʜʘʞʝ ʪʳʩʷʯʠ ʚʦʟʤʦʞʥʳʭ ʧʘʨ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʷ, ʧʦʢʘ ʥʝ 

ʥʘʡʜʫʪ ʪʫ, ʢʦʪʦʨʘʷ ʨʘʙʦʪʘʝʪ.  

çʂʘʞʜʳʡ ʜʝʥʴ ʚʳ ʩʣʳʰʠʪʝ ʦ ʥʦʚʦʤ ʤʠʣʣʠʘʨʜʘʭ ʟʘʧʠʩʝʡ, ʢʦʪʦʨʳʝ 

ʨʘʩʧʨʦʩʪʨʘʥʷʶʪ ʭʘʢʝʨʳè, - ʢʦʤʤʝʥʪʠʨʫʝʪ ʉʪʠʚ ʊʦʤʘʩ, ʩʦʫʯʨʝʜʠʪʝʣʴ ʠ ʛʝʥʝʨʘʣʴʥʳʡ 

ʜʠʨʝʢʪʦʨ HackNotice. çʀʪʘʢ, ʫ ʭʘʢʝʨʦʚ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʝʩʪʴ ʢʣʶʯʠ ʦʪ ʢʦʨʦʣʝʚʩʪʚʘ; 

ʦʥʠ ʟʥʘʶʪ ʢʘʞʜʦʝ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʜʣʷ ʯʝʛʦ 

ʫʛʦʜʥʦ, ʦʪ Spotify ʜʦ Gmail ʠ ʚʩʝʭ ʦʩʥʦʚʥʳʭ ʩʝʨʚʠʩʦʚ - ʠ ʜʘʞʝ ʙʘʥʢʦʚʩʢʠʭ ʩʯʝʪʦʚ. 

ʇʨʦʙʣʝʤʘ ʚ ʪʦʤ, ʯʪʦ ʧʦʣʴʟʦʚʘʪʝʣʠ - ʙʦʣʴʰʠʥʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʝʡ - ʧʦ-ʧʨʝʞʥʝʤʫ 

ʧʦʚʪʦʨʥʦ ʠʩʧʦʣʴʟʫʶʪ ʧʘʨʦʣʠè. ʉʣʝʜʦʚʘʪʝʣʴʥʦ, ʢʦʤʧʘʥʠʠ ʧʦʜʚʝʨʛʘʶʪʩʷ ʨʠʩʢʫ 

ʚʟʣʦʤʘ, ʜʘʞʝ ʝʩʣʠ ʦʥʠ ʥʠʢʦʛʜʘ ʥʝ ʧʝʨʝʜʘʚʘʣʠ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʦʪʜʝʣʴʥʦʛʦ 

ʧʦʣʴʟʦʚʘʪʝʣʷ. 

ʍʘʢʝʨʳ ʤʦʛʫʪ ʠʤʝʪʴ ʤʥʦʛʠʝ ʪʳʩʷʯʠ ʠʤʝʥ ʧʦʣʴʟʦʚʘʪʝʣʝʡ çɼʞʦʥ ʉʤʠʪè, ʥʝ 

ʟʥʘʷ, ʧʨʠʥʘʜʣʝʞʘʪ ʣʠ ʦʥʠ ʠʭ ʩʣʝʜʫʶʱʝʡ ʮʝʣʠ. ʀʭ ʨʝʰʝʥʠʝ ʩʦʩʪʦʠʪ ʚ ʪʦʤ, ʯʪʦʙʳ 

ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʪʴ ʧʨʦʮʝʩʩ ʪʝʩʪʠʨʦʚʘʥʠʷ ʢʘʞʜʦʡ ʧʘʨʳ, ʢʦʪʦʨʘʷ ʫ ʥʠʭ ʝʩʪʴ, ʚ 

ʧʦʠʩʢʘʭ ʧʦʜʭʦʜʷʱʝʡ. 

ʉʫʱʝʩʪʚʫʶʪ ʤʝʪʦʜʳ ʧʨʦʚʝʨʢʠ ʪʦʛʦ, ʥʘʭʦʜʷʪʩʷ ʣʠ ʧʘʨʦʣʠ ʚ ʪʝʤʥʦʡ ʩʝʪʠ ʠ, 

ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʩʫʱʝʩʪʚʫʝʪ ʣʠ ʨʠʩʢ ʠʭ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʧʨʠ ʟʘʧʦʣʥʝʥʠʠ ʫʯʝʪʥʳʭ 

ʜʘʥʥʳʭ; ʥʦ ʜʣʷ ʵʪʦʛʦ ʦʙʳʯʥʦ ʪʨʝʙʫʝʪʩʷ ʧʨʝʜʦʩʪʘʚʠʪʴ ʜʘʥʥʳʝ ʦ ʧʦʣʴʟʦʚʘʪʝʣʝ 

ʜʨʫʛʦʡ ʢʦʤʧʘʥʠʠ. ʕʪʦ ʩʦʟʜʘʝʪ ʟʘʛʘʜʢʫ: ʙʝʟʦʧʘʩʥʦʩʪʴ ʪʨʝʙʫʝʪ, ʯʪʦʙʳ ʚʳ 

ʧʨʝʜʦʩʪʘʚʣʷʣʠ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʣʫʞʙʝ ʤʦʥʠʪʦʨʠʥʛʘ ʪʝʤʥʦʡ ʩʝʪʠ, ʚ ʪʦ ʚʨʝʤʷ 
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ʢʘʢ ʩʦʙʣʶʜʝʥʠʝ ʧʨʘʚʠʣ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ ʤʦʞʝʪ ʧʦʪʨʝʙʦʚʘʪʴ, ʯʪʦʙʳ ʚʳ ʵʪʦʛʦ 

ʥʝ ʜʝʣʘʣʠ. 

ʕʪʫ ʧʨʦʙʣʝʤʫ ʨʝʰʘʝʪ ʥʦʚʳʡ ʩʝʨʚʠʩ ʦʪ HackNotice: Dark Hash Collisions (ʙʝʟ 

ʩʚʷʟʠ ʠʣʠ ʩʚʷʟʠ ʩ ʦʨʛʘʥʠʟʘʮʠʝʡ ʤʘʡʥʠʥʛʘ ʢʨʠʧʪʦʚʘʣʶʪ, ʠʟʚʝʩʪʥʦʡ ʢʘʢ DarkHash). 

HackNotice ʤʦʞʝʪ ʩʦʦʙʱʠʪʴ ʢʦʤʧʘʥʠʠ, ʫ ʢʦʛʦ ʠʟ ʝʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʝʩʪʴ ʧʘʨʦʣʴ, 

ʠʟʚʝʩʪʥʳʡ ʭʘʢʝʨʘʤ, ʙʝʟ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʟʥʘʪʴ ʠʤʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʇʦʩʢʦʣʴʢʫ ʚ 

HackNotice ʥʝ ʧʝʨʝʜʘʝʪʩʷ ʥʠʢʘʢʘʷ ʣʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʦ ʧʦʣʴʟʦʚʘʪʝʣʷʭ, 

ʩʦʙʣʶʜʝʥʠʝ ʪʨʝʙʦʚʘʥʠʡ ʛʘʨʘʥʪʠʨʫʝʪʩʷ. 

ʇʨʦʮʝʩʩ 

HackNotice ʧʨʦʚʝʣ ʧʦʩʣʝʜʥʠʝ ʪʨʠ ʛʦʜʘ, ʩʦʙʠʨʘʷ ʢʘʞʜʫʶ ʧʘʨʫ ʠʤʝʥʠ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʷ, ʢʦʪʦʨʫʶ ʦʥ ʤʦʛ ʥʘʡʪʠ ʚ ʪʝʤʥʦʡ ʩʝʪʠ. ɺ ʥʝʤ ʦʢʦʣʦ 14 

ʤʠʣʣʠʘʨʜʦʚ ʧʘʨ. ɽʞʝʛʦʜʥʦ ʵʪʘ ʮʠʬʨʘ ʫʚʝʣʠʯʠʚʘʝʪʩʷ ʥʘ ʤʥʦʛʦ ʤʠʣʣʠʘʨʜʦʚ ʧʦ ʤʝʨʝ 

ʦʙʥʘʨʫʞʝʥʠʷ ʥʦʚʳʭ ʫʪʝʯʝʢ. 

ɼʣʷ ʩʣʫʞʙʳ Dark Hash Collisions ʯʘʩʪʴ ʠʜʝʥʪʠʬʠʢʘʪʦʨʘ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ 

ʦʩʥʦʚʝ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʫʜʘʣʝʥʘ, ʦʩʪʘʚʠʚ ʪʦʣʴʢʦ ʯʠʩʪʦʝ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ. 

HackNotice ʫʞʝ ʤʥʦʛʦ ʤʝʩʷʮʝʚ ʧʦʪʨʘʪʠʣ ʥʘ ʚʳʯʠʩʣʠʪʝʣʴʥʫʶ ʤʦʱʥʦʩʪʴ Amazon, 

ʭʝʰʠʨʫʷ ʢʘʞʜʦʝ ʠʟ ʵʪʠʭ ʠʤʝʥ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩ ʧʦʤʦʱʴʶ SHA-512. ʈʝʟʫʣʴʪʘʪ - ʭʝʰ 

ʠ ʧʘʨʦʣʴ. ɼʣʷ ʧʨʦʮʝʩʩʘ ʚʘʞʥʘ ʪʦʣʴʢʦ ʧʝʨʚʘʷ ʧʦʣʦʚʠʥʘ ʭʝʰʘ.  

ɿʘʢʘʟʯʠʢ ʜʝʣʘʝʪ ʪʦ ʞʝ ʩʘʤʦʝ, ʩʦʟʜʘʚʘʷ ʭʵʰʠ SHA-512 ʠʤʝʥ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚ 

ʩʚʦʠʭ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʭ ʙʘʟʘʭ ʜʘʥʥʳʭ. ʆʜʥʘʢʦ ʦʥ ʨʘʟʨʝʟʘʝʪ ʠʭ ʧʦʧʦʣʘʤ ʠ ʧʝʨʝʜʘʝʪ 

HackNotice ʪʦʣʴʢʦ ʧʝʨʚʫʶ ʧʦʣʦʚʠʥʫ. ʕʪʦ çʪʝʤʥʳʡ ʭʝʰè, ʧʦʩʢʦʣʴʢʫ ʦʥ ʥʝ ʤʦʞʝʪ 

ʙʳʪʴ ʧʨʝʦʙʨʘʟʦʚʘʥ ʚ ʧʦʣʥʦʝ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ.  

ʊʝʤ ʥʝ ʤʝʥʝʝ, ʵʪʦʡ ʧʦʣʦʚʠʥʳ ʭʝʰʘ ʜʦʩʪʘʪʦʯʥʦ ʜʣʷ ʩʦʧʦʩʪʘʚʣʝʥʠʷ ʩ ʧʦʣʥʳʤʠ 

ʭʝʰʘʤʠ ʚ ʙʘʟʝ ʜʘʥʥʳʭ HackNotice. ʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ ʥʠʢʘʢʠʝ ʠʜʝʥʪʠʬʠʮʠʨʫʝʤʳʝ 

ʣʠʯʥʳʝ ʜʘʥʥʳʝ ʥʝ ʧʦʢʠʜʘʶʪ ʢʣʠʝʥʪʘ, ʫ HackNotice ʪʝʧʝʨʴ ʝʩʪʴ ʚʩʝ ʥʝʦʙʭʦʜʠʤʦʝ, 

ʯʪʦʙʳ ʦʧʨʝʜʝʣʠʪʴ, ʢʘʢʠʝ ʧʘʨʦʣʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʢʘʞʜʳʤ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʜʦʩʪʫʧʥʳ 

ʭʘʢʝʨʘʤ ʚ ʪʝʤʥʦʡ ʩʝʪʠ - ʠ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, ʧʨʝʜʩʪʘʚʣʷʶʪ ʨʠʩʢ ʘʪʘʢ ʩ ʟʘʧʦʣʥʝʥʠʝʤ 

ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ. 

ʂʦʥʝʯʥʦ, ʦʙʳʯʥʳʝ ʠʤʝʥʘ, ʪʘʢʠʝ ʢʘʢ John Smith, ʤʦʛʫʪ ʠʤʝʪʴ ʪʳʩʷʯʠ ʠʣʠ ʜʘʞʝ 

ʤʠʣʣʠʦʥʳ ʨʘʟʥʳʭ ʧʘʨʦʣʝʡ ʚ ʙʘʟʝ ʜʘʥʥʳʭ HackNotice. HackNotice ʥʝ ʟʥʘʝʪ, ʯʪʦ ʵʪʦ 

ɼʞʦʥ ʉʤʠʪ, ʘ ʧʨʦʩʪʦ ʩʦʧʦʩʪʘʚʣʷʝʪ ʧʦʣʫʯʝʥʥʳʡ ʧʦʣʫʭʝʰ ʩ ʜʘʥʥʳʤʠ ʠʟ ʩʚʦʝʡ ʙʘʟʳ 

ʜʘʥʥʳʭ - ʠ ʧʝʨʝʜʘʝʪ ʠʭ ʦʙʨʘʪʥʦ ʟʘʢʘʟʯʠʢʫ. 

ɿʘʪʝʤ ʢʣʠʝʥʪ ʤʦʞʝʪ ʦʧʨʝʜʝʣʠʪʴ, ʝʩʪʴ ʣʠ ʫ John Smith ʚ ʝʛʦ ʙʘʟʝ ʜʘʥʥʳʭ 

ʢʘʢʠʝ-ʣʠʙʦ ʚʟʣʦʤʘʥʥʳʝ ʧʘʨʦʣʠ. ɽʩʣʠ ʦʥ ʥʘʭʦʜʠʪ ʩʦʚʧʘʜʝʥʠʝ, ʦʥ ʤʦʞʝʪ ʣʠʙʦ 

ʧʨʠʥʫʜʠʪʝʣʴʥʦ ʩʙʨʦʩʠʪʴ ʧʘʨʦʣʴ, ʣʠʙʦ ʧʦʪʨʝʙʦʚʘʪʴ ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʜʝʣʘʪʴ ʵʪʦ. 

ɺ ʥʘʯʘʣʝ ʵʪʦʛʦ ʧʨʦʮʝʩʩʘ ʤʦʞʝʪ ʙʳʪʴ ʟʘʜʝʡʩʪʚʦʚʘʥʦ ʦʛʨʦʤʥʦʝ ʢʦʣʠʯʝʩʪʚʦ 

ʣʶʜʝʡ. ʅʘ ʢʘʞʜʫʶ ʧʦʣʦʚʠʥʫ ʭʵʰʘ, ʢʦʪʦʨʫʶ ʢʣʠʝʥʪ ʧʝʨʝʜʘʝʪ HackNotice, ʦʥ, 

ʚʝʨʦʷʪʥʦ, ʧʦʣʫʯʠʪ ʦʙʨʘʪʥʦ ʤʥʦʛʦ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʭ ʧʘʨʦʣʝʡ. çɽʩʣʠ ʢʣʠʝʥʪ 

ʧʨʝʜʦʩʪʘʚʠʪ ʥʘʤ ʰʝʩʪʴ ʤʠʣʣʠʦʥʦʚ ʧʦʣʫʭʝʰʝʡ, ʤʳ, ʚʝʨʦʷʪʥʦ, ʦʪʧʨʘʚʠʤ ʦʙʨʘʪʥʦ 

ʧʦʨʷʜʢʘ ʥʝʩʢʦʣʴʢʠʭ ʤʠʣʣʠʘʨʜʦʚ ʥʘʙʦʨʦʚ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʜʣʷ ʧʨʦʚʝʨʢʠè, - 

ʦʙʲ̫ʩʥʷʝʪ ʊʦʤʘʩ. çʕʪʦ ʙʫʜʝʪ ʟʘʚʠʩʝʪʴ ʦʪ ʢʦʣʠʯʝʩʪʚʘ ʧʘʨʦʣʝʡ, ʢʦʪʦʨʳʝ ʤʳ ʚʠʜʠʤ 

ʜʣʷ ʢʘʞʜʦʛʦ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ, ʥʦ ʚ ʩʨʝʜʥʝʤ ʤʳ ʫʚʠʜʠʤ ʦʪ 4 ʜʦ ʜʝʩʷʪʢʘ ʧʘʨʦʣʝʡ 

ʜʣʷ ʦʯʝʥʴ ʨʘʟʥʳʭ ʠʤʝʥ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʜʝʩʷʪʢʠ ʪʳʩʷʯ ʜʣʷ ʦʯʝʥʴ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ 

ʠʤʝʥ ʧʦʣʴʟʦʚʘʪʝʣʝʡè. 
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ʉ ʪʦʯʢʠ ʟʨʝʥʠʷ ʚʳʯʠʩʣʝʥʠʡ, ʦʜʥʘʢʦ, ʵʪʦ ʧʨʦʩʪʘʷ ʟʘʜʘʯʘ ʜʣʷ ʢʣʠʝʥʪʘ - 

ʫʚʠʜʝʪʴ, ʩʫʱʝʩʪʚʫʶʪ ʣʠ ʢʘʢʠʝ-ʣʠʙʦ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʝ ʧʘʨʳ ʠʤʷ / ʧʘʨʦʣʴ ʩʨʝʜʠ 

ʝʛʦ ʩʦʙʩʪʚʝʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. 

ɽʩʣʠ ʢʦʤʧʘʥʠʷ ʧʝʨʝʡʜʝʪ ʥʘ ʩʣʫʞʙʫ ʤʦʥʠʪʦʨʠʥʛʘ HackNotice, ʵʪʠ ʮʠʬʨʳ 

ʙʫʜʫʪ ʙʳʩʪʨʦ ʩʦʢʨʘʱʘʪʴʩʷ. HackNotice ʧʨʦʜʦʣʞʘʝʪ ʜʦʙʘʚʣʷʪʴ ʥʦʚʳʝ ʫʪʝʯʢʠ ʚ ʩʚʦʶ 

ʙʘʟʫ ʜʘʥʥʳʭ, ʥʦ ʙʫʜʝʪ ʚʦʟʚʨʘʱʘʪʴ ʢʣʠʝʥʪʫ ʪʦʣʴʢʦ ʥʦʚʳʝ ʧʘʨʳ. 

ʇʨʝʠʤʫʱʝʩʪʚʘ 

ɺʘʞʥʳʤ ʘʩʧʝʢʪʦʤ ʵʪʦʡ ʫʩʣʫʛʠ ʷʚʣʷʝʪʩʷ ʪʦ, ʯʪʦ ʦʥʘ ʤʦʞʝʪ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ 

ʠʤʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʦʜʚʝʨʛʘʶʱʠʭʩʷ ʨʠʩʢʫ, ʚ ʙʦʣʴʰʦʤ ʤʘʩʰʪʘʙʝ, ʥʦ ʥʠʢʦʛʜʘ ʥʝ 

ʪʨʝʙʫʝʪ ʦʪ ʢʣʠʝʥʪʘ ʨʘʩʢʨʳʪʠʷ ʠʜʝʥʪʠʬʠʮʠʨʫʝʤʦʡ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʪʨʝʪʴʝʡ 

ʩʪʦʨʦʥʝ. çʄʳ ʭʦʪʠʤ, ʯʪʦʙʳ ʵʪʦ ʙʳʣʘ ʩʣʫʞʙʘ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʫʶ ʣʶʙʠʪ 

ʢʦʤʘʥʜʘ ʶʨʠʩʪʦʚè, - ʦʙʲʷʩʥʷʝʪ ʊʦʤʘʩ. çʅʘʤ ʥʝ ʦʪʧʨʘʚʣʷʝʪʩʷ ʥʠʯʝʛʦ, ʯʪʦ ʢʘʩʘʝʪʩʷ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʥʠʯʝʛʦ ʥʝ ʦʪʧʨʘʚʣʷʝʪʩʷ ʥʘʤ, ʯʪʦ ʢʘʩʘʝʪʩʷ ʩʦʙʣʶʜʝʥʠʷ 

ʪʨʝʙʦʚʘʥʠʡ. ʌʘʢʪʠʯʝʩʢʠ, ʪʦ, ʯʪʦ ʚʭʦʜʠʪ ʠ ʫʭʦʜʠʪ, - ʵʪʦ ʧʦʣʥʘʷ ʯʫʰʴ, ʥʦ ʢʘʢ ʪʦʣʴʢʦ 

ʵʪʦ ʩʥʦʚʘ ʧʦʧʘʜʘʝʪ ʚ ʨʫʢʠ ʢʣʠʝʥʪʘ, ʫ ʥʝʛʦ ʧʦʷʚʣʷʝʪʩʷ ʞʠʚʦʡ ʨʘʟʫʤè.  

ʕʪʦʪ ʠʥʪʝʣʣʝʢʪ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʦ-ʨʘʟʥʦʤʫ. ʉʘʤʳʡ ʦʯʝʚʠʜʥʳʡ - 

ʟʘʱʠʪʠʪʴ ʢʦʤʧʘʥʠʶ ʦʪ ʚʙʨʦʩʘ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ. ʅʦ ʧʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ ʢʦʥʢʨʝʪʥʳʡ 

ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʨʦʜʦʣʞʘʝʪ ʧʦʷʚʣʷʪʴʩʷ ʚ ʩʧʠʩʢʝ ʚʟʣʦʤʘʥʥʳʭ - ʧʦʣʴʟʦʚʘʪʝʣʶ, 

ʚʦʟʤʦʞʥʦ, ʧʨʠʰʣʦʩʴ ʩʙʨʦʩʠʪʴ ʩʚʦʡ ʧʘʨʦʣʴ, ʥʦ ʦʥ ʙʳʣ ʙʳʩʪʨʦ ʧʦʚʪʦʨʥʦ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥ. ʕʪʦ ʤʦʞʝʪ ʫʢʘʟʳʚʘʪʴ ʥʘ ʪʦ, ʯʪʦ ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʣʦʭʦ ʧʦʥʠʤʘʝʪ 

ʧʘʨʦʣʴ ʠ ʧʣʦʭʦ ʨʘʟʙʠʨʘʝʪʩʷ ʚ ʧʘʨʦʣʷʭ, ʠʣʠ ʤʦʞʝʪ ʫʢʘʟʳʚʘʪʴ ʥʘ ʪʦ, ʯʪʦ ʥʘ 

ʢʦʤʧʴʶʪʝʨʝ ʧʦʣʴʟʦʚʘʪʝʣʷ ʝʩʪʴ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʜʣʷ ʢʨʘʞʠ ʠʥʬʦʨʤʘʮʠʠ. 

ɺʦʟʤʦʞʥʦ ʜʘʞʝ, ʯʪʦ ʝʩʣʠ ʢʣʠʝʥʪ ʧʦʣʫʯʘʝʪ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʩʦʚʧʘʜʝʥʠʡ 

ʠʟ ʧʦʣʫʭʝʰʝʡ, ʢʦʪʦʨʳʝ ʦʥ ʦʪʧʨʘʚʣʷʝʪ ʚ HackNotice, ʵʪʦ ʤʦʞʝʪ ʫʢʘʟʳʚʘʪʴ ʥʘ 

ʥʝʦʙʥʘʨʫʞʝʥʥʦʝ ʥʘʨʫʰʝʥʠʝ ʩʦ ʩʪʦʨʦʥʳ ʢʣʠʝʥʪʘ. ɿʜʝʩʴ ʊʦʤʘʩ ʧʨʝʜʦʩʪʝʨʝʛʘʝʪ ʦʪ 

ʧʦʩʧʝʰʥʳʭ ʚʳʚʦʜʦʚ. çɼʨʫʛʘʷ ʚʦʟʤʦʞʥʦʩʪʴ ʩʦʩʪʦʠʪ ʚ ʪʦʤ, ʯʪʦ ʩʨʝʜʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʤʦʞʝʪ ʙʳʪʴ ʚʳʩʦʢʘʷ ʢʦʨʨʝʣʷʮʠʷ ʩ ʜʨʫʛʦʡ ʢʦʤʧʘʥʠʝʡ, ʯʪʦ ʥʘ ʩʘʤʦʤ ʜʝʣʝ ʙʳʣʦ 

ʥʘʨʫʰʝʥʦè, - ʩʢʘʟʘʣ ʦʥ. ʅʘʧʨʠʤʝʨ, ʨʝʛʠʦʥʘʣʴʥʳʡ ʙʘʥʢ ʤʦʞʝʪ ʠʤʝʪʴ ʙʦʣʴʰʦʝ 

ʢʦʣʠʯʝʩʪʚʦ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʝʨʝʢʨʝʩʪʥʳʭ ʩ ʨʝʛʠʦʥʘʣʴʥʦʡ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ 

ʢʦʤʧʘʥʠʝʡ, ʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʦʙʳʯʥʦ ʤʦʛʫʪ ʧʦʚʪʦʨʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʩ 

ʦʙʦʠʤʠ. ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʚ ʩʣʫʯʘʝ ʚʟʣʦʤʘ ʨʝʛʠʦʥʘʣʴʥʦʡ ʪʝʣʝʢʦʤʤʫʥʠʢʘʮʠʦʥʥʦʡ 

ʢʦʤʧʘʥʠʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʨʝʛʠʦʥʘʣʴʥʦʛʦ ʙʘʥʢʘ ʙʫʜʫʪ ʦʩʦʙʝʥʥʦ ʧʦʜʚʝʨʞʝʥʳ ʨʠʩʢʫ 

ʧʦʩʣʝ ʫʪʝʯʢʠ ʜʘʥʥʳʭ. ʕʪʦ ʪʘʢʞʝ ʤʦʞʝʪ ʧʨʦʠʟʦʡʪʠ ʩ ʜʨʫʛʠʤʠ ʧʦʩʪʘʚʱʠʢʘʤʠ ʧʦ ʚʩʝʡ 

ʮʝʧʦʯʢʝ ʧʦʩʪʘʚʦʢè. 

HackNotice ʪʘʢʞʝ ʧʨʝʜʣʘʛʘʝʪ ʦʧʮʠʶ ʟʘʧʨʦʩʘ ʚ ʨʝʘʣʴʥʦʤ ʚʨʝʤʝʥʠ ʜʣʷ 

ʧʨʦʚʝʨʦʢ ʧʦ ʪʨʝʙʦʚʘʥʠʶ. ʊʘʢ, ʥʘʧʨʠʤʝʨ, ʦʩʦʙʝʥʥʦ ʢʨʫʧʥʳʝ ʬʠʥʘʥʩʦʚʳʝ 

ʪʨʘʥʟʘʢʮʠʠ ʟʘʩʣʫʞʠʚʘʶʪ ʧʨʦʚʝʨʢʠ ʥʘ ʧʨʝʜʤʝʪ ʫʪʝʯʢʠ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʚ ʪʝʤʥʫʶ ʩʝʪʴ. ʋʩʧʝʰʥʦʝ ʦʙʨʘʱʝʥʠʝ ʥʝ ʦʟʥʘʯʘʝʪ, ʯʪʦ ʧʦʣʴʟʦʚʘʪʝʣʴ 

ʷʚʣʷʝʪʩʷ ʤʦʰʝʥʥʠʢʦʤ, ʥʦ ʦʥʦ ʧʨʝʜʫʧʨʝʞʜʘʝʪ ʢʣʠʝʥʪʘ ʦ ʪʦʤ, ʯʪʦ ʪʨʘʥʟʘʢʮʠʷ ʤʦʞʝʪ 

ʙʳʪʴ ʩʦʚʝʨʰʝʥʘ, ʠ ʯʪʦ ʥʝʦʙʭʦʜʠʤʦ ʧʨʠʥʷʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʤʝʨʳ ʧʦ ʙʦʨʴʙʝ ʩ 

ʤʦʰʝʥʥʠʯʝʩʪʚʦʤ. 

ʉʫʪʴ ʚ ʪʦʤ, ʯʪʦ Dark Hash Collisions ʤʦʞʝʪ ʙʝʟʦʧʘʩʥʦ ʦʙʥʘʨʫʞʠʚʘʪʴ ʚʩʝʭ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʢʣʠʝʥʪʘ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʳ ʠ, ʩʣʝʜʦʚʘʪʝʣʴʥʦ, 

ʧʨʝʜʩʪʘʚʣʷʶʪ ʨʠʩʢ ʟʘʧʦʣʥʝʥʠʷ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ. çʇʦ ʩʨʘʚʥʝʥʠʶ ʩ ʩʫʱʝʩʪʚʫʶʱʝʡ 

ʨʝʘʢʪʠʚʥʦʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, - ʩʢʘʟʘʣ ʊʦʤʘʩ, - ʤʳ ʤʦʞʝʤ ʫʧʨʝʞʜʘʶʱʝ 



 139 

ʦʧʨʝʜʝʣʷʪʴ, ʢʦʛʜʘ ʭʘʢʝʨʳ ʥʘʮʝʣʠʚʘʶʪʩʷ ʥʘ ʢʣʠʝʥʪʦʚ ʚ ʙʫʜʫʱʝʤ, ʦʩʪʘʥʘʚʣʠʚʘʷ 

ʘʪʘʢʠ ʜʦ ʠʭ ʥʘʯʘʣʘè. (Kevin Townsend. Dark Hash Collisions: New Service 

Confidentially Finds Leaked Passwords // Wired Business Media 

(https://www.securityweek.com/dark-hash-collisions-new-service-confidentially-finds-

leaked-passwords). 28.04.2021). 
***  

 

çɸʚʩʪʨʘʣʠʡʩʢʠʡ ʨʘʟʨʘʙʦʪʯʠʢ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ Click Studios ʚ 

ʩʫʙʙʦʪʫ ʧʨʠʟʚʘʣ ʢʣʠʝʥʪʦʚ Passwordstate ʩʙʨʦʩʠʪʴ ʚʩʝ ʩʚʦʠ ʧʘʨʦʣʠ, ʝʩʣʠ ʦʥʠ 

ʟʘʛʨʫʟʠʣʠ ʟʘʨʘʞʝʥʥʦʝ ʦʙʥʦʚʣʝʥʠʝ ʩ ʧʦʤʦʱʴʶ ʬʫʥʢʮʠʠ ʦʙʥʦʚʣʝʥʠʷ 

ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʥʘ ʤʝʩʪʝ. 
ʂʦʤʧʘʥʠʷ ʟʘʷʚʣʷʝʪ, ʯʪʦ ʵʪʘ ʬʫʥʢʮʠʷ ʦʙʩʣʫʞʠʚʘʣʘ ʟʘʨʘʞʝʥʥʦʝ ʦʙʥʦʚʣʝʥʠʝ 

ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʩʫʤʝʣ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʪʴ ʜʠʨʝʢʪʦʨ ʦʙʥʦʚʣʝʥʠʷ ʥʘ 

ʚʝʙ-ʩʘʡʪʝ clickstudios.com.au. ɹʨʝʰʴ ʟʘʢʨʳʣʘʩʴ ʧʨʠʤʝʨʥʦ ʯʝʨʝʟ 28 ʯʘʩʦʚ. 

çʉʯʠʪʘʝʪʩʷ, ʯʪʦ ʟʘʪʨʦʥʫʪʳ ʪʦʣʴʢʦ ʢʣʠʝʥʪʳ, ʢʦʪʦʨʳʝ ʚʳʧʦʣʥʠʣʠ ʦʙʥʦʚʣʝʥʠʷ 

ʥʘ ʤʝʩʪʝ ʚ ʧʝʨʠʦʜ, ʫʢʘʟʘʥʥʳʡ ʚʳʰʝ. ʆʙʥʦʚʣʝʥʠʝ Passwordstate ʚʨʫʯʥʫʶ ʥʝ 

ʥʘʨʫʰʘʝʪʩʷ. ɿʘʧʠʩʠ ʧʘʨʦʣʝʡ ʟʘʪʨʦʥʫʪʳʭ ʢʣʠʝʥʪʦʚ ʤʦʛʣʠ ʙʳʪʴ ʩʦʙʨʘʥʳè, - 

ʩʦʦʙʱʘʝʪ Click Studios. 

ʇʦʩʪʨʘʜʘʚʰʠʝ ʢʣʠʝʥʪʳ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʤʝʥʝʜʞʝʨʘ ʧʘʨʦʣʝʡ ʤʦʛʣʠ ʟʘʛʨʫʟʠʪʴ 

ʥʝʧʨʘʚʠʣʴʥʦ ʩʬʦʨʤʠʨʦʚʘʥʥʳʡ ʧʘʢʝʪ ʦʙʥʦʚʣʝʥʠʷ, ʩʦʜʝʨʞʘʱʠʡ ʠʟʤʝʥʝʥʥʳʡ ʬʘʡʣ 

moserware.secretsplitter.dll, ʧʨʝʜʥʘʟʥʘʯʝʥʥʳʡ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʦʛʦ 

ʩʦʜʝʨʞʠʤʦʛʦ ʠʟ ʫʜʘʣʝʥʥʦʛʦ ʤʝʩʪʘ ʠ ʟʘʧʫʩʢʘ ʚʨʝʜʦʥʦʩʥʦʛʦ ʧʨʦʮʝʩʩʘ. 

ʕʪʦʪ ʧʨʦʮʝʩʩ ʩʦʙʠʨʘʝʪ ʠ ʵʢʩʬʠʣʴʪʨʫʝʪ ʨʘʟʥʦʦʙʨʘʟʥʫʶ ʩʠʩʪʝʤʥʫʶ 

ʠʥʬʦʨʤʘʮʠʶ, ʚʢʣʶʯʘʷ ʠʤʷ ʢʦʤʧʴʶʪʝʨʘ, ʠʤʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʠʤʷ ʠ 

ʠʜʝʥʪʠʬʠʢʘʪʦʨ ʪʝʢʫʱʝʛʦ ʧʨʦʮʝʩʩʘ, ʠʤʷ ʜʦʤʝʥʘ, ʟʘʧʫʱʝʥʥʳʝ ʧʨʦʮʝʩʩʳ ʠ ʩʣʫʞʙʳ, 

ʦʪʦʙʨʘʞʘʝʤʦʝ ʠʤʷ ʠ ʩʪʘʪʫʩ, ʘʜʨʝʩ ʧʨʦʢʩʠ-ʩʝʨʚʝʨʘ ʜʣʷ Passwordstate, ʘ ʪʘʢʞʝ ʠʤʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʴ ʜʠʩʧʝʪʯʝʨʘ ʧʘʨʦʣʝʡ. 

ɺʨʝʜʦʥʦʩʥʳʡ ʧʨʦʮʝʩʩ ʩʦʙʠʨʘʝʪ ʠʟ Passwordstate ʙʦʣʴʰʦʡ ʦʙʲʝʤ ʜʘʥʥʳʭ, 

ʚʢʣʶʯʘʷ URL-ʘʜʨʝʩʘ, ʠʤʝʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʧʘʨʦʣʠ, ʟʘʤʝʪʢʠ ʠ ʜʨʫʛʫʶ 

ʠʥʬʦʨʤʘʮʠʶ, ʭʨʘʥʷʱʫʶʩʷ ʚ ʧʨʠʣʦʞʝʥʠʠé 

Click Studios ʩʦʦʙʱʘʝʪ, ʯʪʦ ʢʦʣʠʯʝʩʪʚʦ ʧʦʩʪʨʘʜʘʚʰʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʥʝʚʝʣʠʢʦ ʠ ʯʪʦ ʦʥʠ ʩʚʷʟʘʣʠʩʴ ʩ ʘʢʪʠʚʥʳʤʠ ʢʣʠʝʥʪʘʤʠ, ʯʪʦʙʳ ʩʦʦʙʱʠʪʴ ʠʤ ʦʙ 

ʠʥʮʠʜʝʥʪʝè. (Ionut Arghire. Passwordstate Users Told to Reset All Passwords 

Following Cyberattack // Wired Business Media 

(https://www.securityweek.com/passwordstate-users-told-reset-all-passwords-following-

cyberattack). 26.04.2021). 

***  

 

 
ʂʽʙʝʨʙʝʟʧʝʢʘ ɯʥʪʝʨʥʝʪʫ ʨʝʯʝʡ 

 

çʉʦʛʣʘʩʥʦ ʦʧʨʦʩʫ, ʧʨʦʚʝʜʝʥʥʦʤʫ HSB, ʚʭʦʜʷʱʝʡ ʚ ʩʦʩʪʘʚ Munich Re, 

ʘʚʪʦʤʦʙʠʣʠʩʪʦʚ ʉʐɸ ʙʝʩʧʦʢʦʠʪ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʧʦʜʢʣʶʯʝʥʥʳʭ ʢ ʥʠʤ 
ʘʚʪʦʤʦʙʠʣʝʡ. ʅʝʢʦʪʦʨʳʝ ʜʘʞʝ ʩʯʠʪʘʶʪ, ʯʪʦ ʭʘʢʝʨ ʤʦʞʝʪ ʧʨʦʪʠʚʦʩʪʦʷʪʴ ʠʤ ʯʝʨʝʟ 
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ʠʭ ʘʚʪʦʤʦʙʠʣʴʥʳʝ ʘʫʜʠʦʩʠʩʪʝʤʳ ʠʣʠ ʦʪʢʣʶʯʠʪʴ ʬʫʥʢʮʠʠ ʘʚʪʦʤʦʙʠʣʴʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʇʦʜʢʣʶʯʝʥʥʳʝ ʘʚʪʦʤʦʙʠʣʠ ʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ 

ʆʧʨʦʩ HSB, ʧʨʦʚʝʜʝʥʥʳʡ Zogby Analytics, ʧʦʢʘʟʘʣ, ʯʪʦ 37 ʧʨʦʮʝʥʪʦʚ 

ʦʪʚʝʪʠʚʰʠʭ ʧʦʪʨʝʙʠʪʝʣʝʡ ʙʳʣʠ ʚ ʪʦʡ ʠʣʠ ʠʥʦʡ ʩʪʝʧʝʥʠ ʠʣʠ ʦʯʝʥʴ ʦʙʝʩʧʦʢʦʝʥʳ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ ʠ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʧʦʜʢʣʶʯʝʥʥʳʭ ʠ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʭ 

ʪʨʘʥʩʧʦʨʪʥʳʭ ʩʨʝʜʩʪʚ. 

ɸʥʘʣʦʛʠʯʥʦʝ ʯʠʩʣʦ (35 ʧʨʦʮʝʥʪʦʚ) ʦʧʘʩʘʣʦʩʴ, ʯʪʦ ʚʠʨʫʩ, ʭʘʢʝʨʩʢʠʡ ʠʥʮʠʜʝʥʪ 

ʠʣʠ ʜʨʫʛʘʷ ʢʠʙʝʨʘʪʘʢʘ ʤʦʛʫʪ ʧʦʚʨʝʜʠʪʴ ʠʣʠ ʫʥʠʯʪʦʞʠʪʴ ʜʘʥʥʳʝ, ʧʨʦʛʨʘʤʤʥʦʝ 

ʦʙʝʩʧʝʯʝʥʠʝ ʠʣʠ ʦʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʠʭ ʪʨʘʥʩʧʦʨʪʥʳʭ ʩʨʝʜʩʪʚ. 

ʉʦʛʣʘʩʥʦ ʘʥʘʣʦʛʠʯʥʦʤʫ ʚʳʚʦʜʫ, 11 ʧʨʦʮʝʥʪʦʚ ʦʪʚʝʪʠʚʰʠʭ ʟʘʷʚʠʣʠ, ʯʪʦ ʦʥʠ 

ʚʦʜʷʪ ʵʣʝʢʪʨʦʤʦʙʠʣʴ, ʠ 50 ʧʨʦʮʝʥʪʦʚ ʠʟ ʥʠʭ ʦʙʝʩʧʦʢʦʝʥʳ ʪʝʤ, ʯʪʦ ʟʘʨʷʜʥʳʝ 

ʩʪʘʥʮʠʠ ʤʦʛʫʪ ʩʪʘʪʴ ʪʦʯʢʦʡ ʚʭʦʜʘ ʜʣʷ ʢʠʙʝʨʘʪʘʢʠ. 

ʀʟ 55 ʧʨʦʮʝʥʪʦʚ ʧʦʪʨʝʙʠʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʩʠʥʭʨʦʥʠʟʠʨʫʶʪ ʩʤʘʨʪʬʦʥʳ ʠʣʠ 

ʜʨʫʛʠʝ ʫʩʪʨʦʡʩʪʚʘ, 51 ʧʨʦʮʝʥʪ ʥʝ ʟʥʘʶʪ ʠʣʠ ʥʝ ʫʚʝʨʝʥʳ, ʢʘʢʘʷ ʣʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷ 

ʭʨʘʥʠʪʩʷ ʚ ʨʘʟʚʣʝʢʘʪʝʣʴʥʦʡ ʩʠʩʪʝʤʝ ʠʭ ʘʚʪʦʤʦʙʠʣʷ. 

çʅʘʰʠ ʘʚʪʦʤʦʙʠʣʠ ʩʚʷʟʘʥʳ ʤʝʞʜʫ ʩʦʙʦʡ ʢʘʢ ʥʠʢʦʛʜʘè, - ʩʢʘʟʘʣ ʊʠʤʦʪʠ 

ɿʝʡʣʤʘʥ, ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ HSB, ʧʦʩʪʘʚʱʠʢʘ ʫʩʣʫʛ ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ. 

çʇʦʪʨʝʙʠʪʝʣʷʤ ʪʨʫʜʥʦ ʠʜʪʠ ʚ ʥʦʛʫ ʩ ʙʳʩʪʨʦ ʨʘʟʚʠʚʘʶʱʠʤʠʩʷ ʘʚʪʦʤʦʙʠʣʴʥʳʤʠ 

ʪʝʭʥʦʣʦʛʠʷʤʠ, ʠ ʦʥʠ ʟʘʜʘʶʪʩʷ ʚʦʧʨʦʩʦʤ, ʟʘʱʠʱʝʥʘ ʣʠ ʠʭ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʴ ʠ 

ʣʠʯʥʘʷ ʠʥʬʦʨʤʘʮʠʷè. 

ɺʦʜʠʪʝʣʠ ʦʙʝʩʧʦʢʦʝʥʳ ʫʜʘʣʝʥʥʳʤ ʫʧʨʘʚʣʝʥʠʝʤ ʘʚʪʦʤʦʙʠʣʷʤʠ 

ʂʘʞʜʳʡ ʜʝʩʷʪʳʡ ʧʦʪʨʝʙʠʪʝʣʴ ʩʦʦʙʱʠʣ ʦ ʚʟʣʦʤʝ ʠʣʠ ʜʨʫʛʦʡ ʢʠʙʝʨʘʪʘʢʝ, 

ʟʘʪʨʦʥʫʚʰʝʡ ʝʛʦ ʘʚʪʦʤʦʙʠʣʴ, ʯʪʦ ʥʘ ʪʨʠ ʧʨʦʮʝʥʪʘ ʙʦʣʴʰʝ, ʯʝʤ ʚ ʘʥʘʣʦʛʠʯʥʦʤ 

ʦʧʨʦʩʝ HSB ʛʦʜʦʤ ʨʘʥʝʝ. 

ʇʦʩʢʦʣʴʢʫ ʩʝʪʝʚʳʝ ʪʝʭʥʦʣʦʛʠʠ ʧʨʦʜʦʣʞʘʶʪ ʨʘʟʚʠʚʘʪʴʩʷ, ʥʝʢʦʪʦʨʳʝ 

ʦʙʝʩʧʦʢʦʝʥʳ ʥʝ ʪʦʣʴʢʦ ʪʝʤ, ʯʪʦ ʠʭ ʘʚʪʦʤʦʙʠʣʴ ʤʦʞʝʪ ʙʳʪʴ ʚʟʣʦʤʘʥ, ʥʦ ʠ ʪʝʤ, ʯʪʦ 

ʜʨʫʛʠʝ ʤʦʛʫʪ ʫʧʨʘʚʣʷʪʴ ʫʜʘʣʝʥʥʦ. 

ʅʘ ʚʦʧʨʦʩ, ʯʪʦ ʠʭ ʙʦʣʴʰʝ ʚʩʝʛʦ ʙʝʩʧʦʢʦʠʪ ʚ ʩʚʷʟʠ ʩ ʚʦʟʤʦʞʥʦʡ ʢʠʙʝʨʘʪʘʢʦʡ 

ʥʘ ʠʭ ʘʚʪʦʤʦʙʠʣʴ, 46 ʧʨʦʮʝʥʪʦʚ ʧʦʪʨʝʙʠʪʝʣʝʡ ʙʳʣʠ ʦʯʝʥʴ ʦʙʝʩʧʦʢʦʝʥʳ ʪʝʤ, ʯʪʦ 

ʭʘʢʝʨ ʤʦʞʝʪ ʩʚʷʟʘʪʴʩʷ ʩ ʥʠʤʠ ʯʝʨʝʟ ʠʭ ʘʫʜʠʦʩʠʩʪʝʤʫ, ʚʦʟʤʦʞʥʦ, ʯʪʦʙʳ ʧʨʠʥʫʜʠʪʴ 

ʠʭ ʠʣʠ ʧʦʪʨʝʙʦʚʘʪʴ ʚʳʢʫʧ. 

ɼʨʫʛʠʤʠ ʥʘʠʙʦʣʝʝ ʩʝʨʴʝʟʥʳʤʠ ʧʨʦʙʣʝʤʘʤʠ ʙʳʣʠ ʦʙʝʟʜʚʠʞʝʥʥʦʩʪʴ ʠʭ 

ʘʚʪʦʤʦʙʠʣʷ (25 ʧʨʦʮʝʥʪʦʚ ʦʯʝʥʴ ʦʙʝʩʧʦʢʦʝʥʳ), ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʝ ʩʠʩʪʝʤʳ 

ʙʝʟʦʧʘʩʥʦʩʪʠ (23 ʧʨʦʮʝʥʪʘ) ʠ ʙʣʦʢʠʨʦʚʢʘ ʠʭ ʪʨʘʥʩʧʦʨʪʥʦʛʦ ʩʨʝʜʩʪʚʘ (14 

ʧʨʦʮʝʥʪʦʚ). 

ʅʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʝ ʪʝʭʥʦʣʦʛʠʠ, ʫʩʪʘʥʘʚʣʠʚʘʝʤʳʝ ʚ ʪʨʘʥʩʧʦʨʪʥʳʭ 

ʩʨʝʜʩʪʚʘʭ, ʚʢʣʶʯʘʶʪ Bluetooth (53 ʧʨʦʮʝʥʪʘ), ʥʘʚʠʛʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ (42 

ʧʨʦʮʝʥʪʘ) ʠ ʜʘʪʯʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʨʘʥʩʧʦʨʪʥʳʭ ʩʨʝʜʩʪʚ (39 ʧʨʦʮʝʥʪʦʚ). 

ʊʨʠʜʮʘʪʴ ʰʝʩʪʴ ʧʨʦʮʝʥʪʦʚ ʧʦʪʨʝʙʠʪʝʣʝʡ ʚʣʘʜʝʶʪ ʧʨʠʣʦʞʝʥʠʷʤʠ ʜʣʷ 

ʩʤʘʨʪʬʦʥʦʚ, ʢʦʪʦʨʳʝ ʧʦʜʢʣʶʯʘʶʪʩʷ ʢ ʠʭ ʪʨʘʥʩʧʦʨʪʥʳʤ ʩʨʝʜʩʪʚʘʤ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ 

24 ʧʨʦʮʝʥʪʘ ʠʤʝʶʪ Wi-Fi ʠʣʠ ʤʦʙʠʣʴʥʳʝ ʪʦʯʢʠ ʜʦʩʪʫʧʘ, ʢʦʪʦʨʳʝ ʧʨʝʜʦʩʪʘʚʣʷʶʪ 

ʠʥʪʝʨʥʝʪ-ʫʩʣʫʛʠ ʚ ʜʦʨʦʛʝè. (Consumers worry about the cybersecurity of connected 

vehicles // Help Net Security 
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(https://www.helpnetsecurity.com/2021/04/16/cybersecurity-connected-vehicles/). 

16.04.2021). 

***  

 

çɼʝʚʷʪʴ ʫʷʟʚʠʤʦʩʪʝʡ, ʦʙʥʘʨʫʞʝʥʥʳʭ Forescout Research Labs ʠ JSOF 

Research, ʟʥʘʯʠʪʝʣʴʥʦ ʫʚʝʣʠʯʠʚʘʶʪ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʢʘʢ ʤʠʥʠʤʫʤ 100 

ʤʠʣʣʠʦʥʦʚ ʫʩʪʨʦʡʩʪʚ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ, ʧʦʜʚʝʨʛʘʷ ʠʭ ʧʦʪʝʥʮʠʘʣʴʥʳʤ ʘʪʘʢʘʤ, 

ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʚʳʚʝʩʪʠ ʫʩʪʨʦʡʩʪʚʘ ʠʟ ʩʪʨʦʷ ʠʣʠ ʙʳʪʴ ʟʘʭʚʘʯʝʥʥʳʤʠ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ. 
çʀʩʪʦʨʠʷ ʧʦʢʘʟʘʣʘ, ʯʪʦ ʫʧʨʘʚʣʝʥʠʝ ʫʩʪʨʦʡʩʪʚʘʤʠ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʤʦʞʝʪ 

ʙʳʪʴ ʵʬʬʝʢʪʠʚʥʦʡ ʪʘʢʪʠʢʦʡ ʜʣʷ ʟʘʧʫʩʢʘ DDoS-ʘʪʘʢè, - ʩʢʘʟʘʣ ʈʦʭʠʪ ɼʘʤʘʥʢʘʨ, 

ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ ʧʦ ʧʨʦʜʫʢʪʘʤ ʘʥʘʣʠʟʘ ʫʛʨʦʟ ʢʦʤʧʘʥʠʠ Alert Logic, ʟʘʥʠʤʘʶʱʝʡʩʷ 

ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʧʨʠʣʦʞʝʥʠʡ ʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʚ ʍʴʶʩʪʦʥʝ. 

çʇʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʫʩʪʨʦʡʩʪʚʘ IoT ʩʪʘʥʦʚʷʪʩʷ ʙʦʛʘʯʝ ʬʫʥʢʮʠʦʥʘʣʴʥʳʤʠ, ʦʥʠ 

ʤʦʛʫʪ ʦʢʘʟʘʪʴʩʷ ʧʦʜ ʢʦʥʪʨʦʣʝʤ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ, ʢʘʢ ʩʝʨʚʝʨʳ ʠʣʠ ʥʘʩʪʦʣʴʥʳʝ 

ʢʦʤʧʴʶʪʝʨʳ, ʠ ʚ ʜʘʣʴʥʝʡʰʝʤ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʦʣʴʟʦʚʘʥʳ ʚ ʢʘʯʝʩʪʚʝ ʧʣʘʮʜʘʨʤʘ ʜʣʷ 

ʚʟʣʦʤʦʚ ʧʨʝʜʧʨʠʷʪʠʡè, - ʩʢʘʟʘʣ ʦʥ TechNewsWorld. 

ʅʘʟʚʘʥʥʳʡ Name: Wreck, ʥʘʙʦʨ ʫʷʟʚʠʤʦʩʪʝʡ ʟʘʪʨʘʛʠʚʘʝʪ ʯʝʪʳʨʝ ʧʦʧʫʣʷʨʥʳʭ 

ʩʪʝʢʘ TCP / IP - FreeBSD, Nucleus NET, IPnet ʠ NetX. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʦʙʲʷʩʥʠʣʠ ʚ ʙʣʦʛʝ, ʯʪʦ Nucleus NET ʷʚʣʷʝʪʩʷ ʯʘʩʪʴʶ Nucleus 

RTOS, ʦʧʝʨʘʮʠʦʥʥʦʡ ʩʠʩʪʝʤʳ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ, ʠʩʧʦʣʴʟʫʝʤʦʡ ʙʦʣʝʝ ʯʝʤ ʪʨʝʤʷ 

ʤʠʣʣʠʘʨʜʘʤʠ ʫʩʪʨʦʡʩʪʚ, ʚʢʣʶʯʘʷ ʫʣʴʪʨʘʟʚʫʢʦʚʳʝ ʘʧʧʘʨʘʪʳ, ʩʠʩʪʝʤʳ ʭʨʘʥʝʥʠʷ 

ʜʘʥʥʳʭ, ʢʨʠʪʠʯʝʩʢʠ ʚʘʞʥʳʝ ʩʠʩʪʝʤʳ ʜʣʷ ʘʚʠʦʥʠʢʠ ʠ ʜʨʫʛʠʝ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʦʪʤʝʪʠʣʠ, ʯʪʦ FreeBSD ʰʠʨʦʢʦ ʠʩʧʦʣʴʟʫʝʪʩʷ 

ʚʳʩʦʢʦʧʨʦʠʟʚʦʜʠʪʝʣʴʥʳʤʠ ʩʝʨʚʝʨʘʤʠ ʚ ʤʠʣʣʠʦʥʘʭ ʀʊ-ʩʝʪʝʡ, ʘ ʪʘʢʞʝ ʷʚʣʷʝʪʩʷ 

ʦʩʥʦʚʦʡ ʜʣʷ ʜʨʫʛʠʭ ʭʦʨʦʰʦ ʠʟʚʝʩʪʥʳʭ ʧʨʦʝʢʪʦʚ ʩ ʦʪʢʨʳʪʳʤ ʠʩʭʦʜʥʳʤ ʢʦʜʦʤ, 

ʪʘʢʠʭ ʢʘʢ ʤʝʞʩʝʪʝʚʳʝ ʵʢʨʘʥʳ ʠ ʥʝʩʢʦʣʴʢʦ ʢʦʤʤʝʨʯʝʩʢʠʭ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ. 

ʆʥʠ ʜʦʙʘʚʠʣʠ, ʯʪʦ NetX ʦʙʳʯʥʦ ʨʘʙʦʪʘʝʪ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʆʉʈɺ ThreadX, 

ʢʦʪʦʨʘʷ ʚ 2017 ʛʦʜʫ ʨʘʟʚʝʨʥʫʣʘʩʴ 6,2 ʤʠʣʣʠʘʨʜʘ ʠ ʤʦʞʝʪ ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ 

ʤʝʜʠʮʠʥʩʢʠʭ ʫʩʪʨʦʡʩʪʚʘʭ, ʩʠʩʪʝʤʘʭ ʥʘ ʢʨʠʩʪʘʣʣʝ ʠ ʥʝʩʢʦʣʴʢʠʭ ʤʦʜʝʣʷʭ ʧʨʠʥʪʝʨʦʚ. 

çʆʨʛʘʥʠʟʘʮʠʠ ʚ ʩʬʝʨʝ ʟʜʨʘʚʦʦʭʨʘʥʝʥʠʷ ʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʩʝʢʪʦʨʘ ʚʭʦʜʷʪ ʚ 

ʪʨʦʡʢʫ ʥʘʠʙʦʣʝʝ ʧʦʩʪʨʘʜʘʚʰʠʭ ʧʦ ʚʩʝʤ ʪʨʝʤ ʩʪʝʢʘʤè, - ʧʠʰʫʪ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. 

çɽʩʣʠ ʤʳ ʢʦʥʩʝʨʚʘʪʠʚʥʦ ʧʨʝʜʧʦʣʦʞʠʤ, ʯʪʦ ʦʜʠʥ ʧʨʦʮʝʥʪ ʠʟ ʙʦʣʝʝ ʯʝʤ 10 

ʤʠʣʣʠʘʨʜʦʚ ʨʘʟʚʝʨʪʳʚʘʥʠʡ, ʦʧʠʩʘʥʥʳʭ ʚʳʰʝ, ʫʷʟʚʠʤ, ʤʳ ʤʦʞʝʤ ʦʮʝʥʠʪʴ, ʯʪʦ ʧʦ 

ʢʨʘʡʥʝʡ ʤʝʨʝ 100 ʤʠʣʣʠʦʥʦʚ ʫʩʪʨʦʡʩʪʚ ʟʘʪʨʦʥʫʪʳ Name: Wreckè. 

ʄʦʱʥʳʡ ʚʝʢʪʦʨ ʘʪʘʢʠ 

ʕʢʩʧʝʨʪʳ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦʦʙʱʠʣʠ TechNewsWorld, ʯʪʦ ʘʪʘʢʠ TCP / IP 

ʤʦʛʫʪ ʙʳʪʴ ʦʩʦʙʝʥʥʦ ʤʦʱʥʳʤʠ. 

çTCP / IP - ʵʪʦ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʢʦʪʦʨʦʝ ʥʘ ʩʘʤʦʤ ʜʝʣʝ 

ʦʩʫʱʝʩʪʚʣʷʝʪ ʚʩʶ ʩʚʷʟʴ ʦʪ ʫʩʪʨʦʡʩʪʚʘ ʢ ʜʨʫʛʠʤ ʩʠʩʪʝʤʘʤè, - ʧʦʷʩʥʠʣ ɻʵʨʠ 

ʂʠʥʛʭʦʨʥ, ʜʠʨʝʢʪʦʨ ʧʦ ʤʘʨʢʝʪʠʥʛʫ Tempered Networks, ʢʦʤʧʘʥʠʠ ʧʦ 

ʤʠʢʨʦʩʝʛʤʝʥʪʘʮʠʠ ʚ ʉʠʵʪʣʝ. 

çɽʩʣʠ ʵʪʦ ʩʝʪʝʚʘʷ ʘʪʘʢʘ - ʚ ʦʪʣʠʯʠʝ ʦʪ ʚʩʪʘʚʢʠ ʬʣʵʰ-ʥʘʢʦʧʠʪʝʣʷ ʚ USB-ʧʦʨʪ - 

ʚʳ ʜʦʣʞʥʳ ʠʩʧʦʣʴʟʦʚʘʪʴ TCP / IPè, - ʩʢʘʟʘʣ ʦʥ. çʇʦʚʨʝʞʜʝʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ 
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ʦʙʝʩʧʝʯʝʥʠʷ TCP / IP ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ ʠʣʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʦʰʠʙʦʢ ʚ 

ʢʦʥʩʪʨʫʢʮʠʠ - ʦʩʥʦʚʘ ʙʦʣʴʰʠʥʩʪʚʘ ʘʪʘʢè. 

ɸʪʘʢʠ ʥʘ ʩʪʝʢ TCP / IP ʪʘʢʞʝ ʤʦʛʫʪ ʦʙʦʡʪʠ ʥʝʢʦʪʦʨʳʝ ʵʣʝʤʝʥʪʘʨʥʳʝ ʤʝʨʳ 

ʙʝʟʦʧʘʩʥʦʩʪʠ. 

çʂʘʞʜʳʡ ʨʘʟ, ʢʦʛʜʘ ʫ ʚʘʩ ʝʩʪʴ ʘʪʘʢʘ ʥʘ TCP / IP, ʠ ʚʘʤ ʥʝ ʥʫʞʥʦ ʠʤʷ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʠʣʠ ʧʘʨʦʣʴ, ʚʳʧʦʣʥʠʪʴ ʘʪʘʢʫ ʧʨʦʱʝè, - ʟʘʤʝʪʠʣ ɼʭʘʤʘʥʢʘʨ. 

çʋʷʟʚʠʤʦʩʪʠ TCP / IP ʷʚʣʷʶʪʩʷ ʤʦʱʥʳʤʠ, ʧʦʩʢʦʣʴʢʫ ʠʭ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʫʜʘʣʝʥʥʦ ʯʝʨʝʟ ʀʥʪʝʨʥʝʪ ʠʣʠ ʚ ʠʥʪʨʘʩʝʪʠ ʙʝʟ ʥʝʦʙʭʦʜʠʤʦʩʪʠ ʧʦʜʨʳʚʘʪʴ ʜʨʫʛʠʝ 

ʤʝʭʘʥʠʟʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʘʢʠʝ ʢʘʢ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷè, - ʜʦʙʘʚʠʣ ɹʦʙ ɹʘʢʩʣʠ, 

ʪʝʭʥʠʯʝʩʢʠʡ ʜʠʨʝʢʪʦʨ Bastille Networks ʠʟ ʉʘʥ-ʌʨʘʥʮʠʩʢʦ, ʧʦʩʪʘʚʱʠʢʘ ʩʨʝʜʩʪʚ 

ʦʙʥʘʨʫʞʝʥʠʷ ʫʛʨʦʟ ʠ ʙʝʟʦʧʘʩʥʦʩʪʴ ʜʣʷ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ. 

ʂʨʦʤʝ ʪʦʛʦ, ʧʦʩʣʝ ʚʟʣʦʤʘ ʫʩʪʨʦʡʩʪʚʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʤʦʞʝʪ ʧʦʣʫʯʠʪʴ ʙʦʥʫʩ 

ʜʣʷ ʘʪʘʢʫʶʱʝʛʦ TCP / IP. çɺ ʙʦʣʴʰʠʥʩʪʚʝ ʩʣʫʯʘʝʚ ʢʦʜ ʩʪʝʢʦʚ TCP / IP ʨʘʙʦʪʘʝʪ ʩ 

ʚʳʩʦʢʠʤʠ ʧʨʠʚʠʣʝʛʠʷʤʠ, ʧʦʵʪʦʤʫ ʣʶʙʘʷ ʫʷʟʚʠʤʦʩʪʴ ʚʳʧʦʣʥʝʥʠʷ ʢʦʜʘ ʧʦʟʚʦʣʠʪ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʧʦʣʫʯʠʪʴ ʟʥʘʯʠʪʝʣʴʥʳʝ ʧʨʠʚʠʣʝʛʠʠ ʥʘ ʫʩʪʨʦʡʩʪʚʝè, - ʩʢʘʟʘʣ 

ɸʩʘʬ ʂʘʨʘʩ, ʩʦʫʯʨʝʜʠʪʝʣʴ ʠ ʪʝʭʥʠʯʝʩʢʠʡ ʜʠʨʝʢʪʦʨ Vdoo, ʧʦʩʪʘʚʱʠʢʘ ʩʨʝʜʩʪʚ 

ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʜʣʷ ʚʩʪʨʘʠʚʘʝʤʳʭ ʫʩʪʨʦʡʩʪʚ ʚ ʊʝʣʴ-ɸʚʠʚʝ, ʀʟʨʘʠʣʴ. 

ʇʨʦʙʣʝʤʳ ʩ ʠʩʧʨʘʚʣʝʥʠʝʤ 

ʍʦʪʷ ʥʝʢʦʪʦʨʳʝ ʠʟ ʫʷʟʚʠʤʦʩʪʝʡ, ʚʳʷʚʣʝʥʥʳʭ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤʠ, ʤʦʞʥʦ 

ʠʩʧʨʘʚʠʪʴ, ʵʪʦʪ ʧʨʦʮʝʩʩ ʤʦʞʝʪ ʙʳʪʴ ʧʨʦʙʣʝʤʘʪʠʯʥʳʤ. 

ɹʘʢʩʣʠ ʦʪʤʝʪʠʣ, ʯʪʦ ʙʳʣʠ ʚʳʧʫʱʝʥʳ ʠʩʧʨʘʚʣʝʥʠʷ ʜʣʷ FreeBSD, Nucleus NET 

ʠ NetX. 

çɼʣʷ ʢʦʥʝʯʥʳʭ ʫʩʪʨʦʡʩʪʚ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʵʪʠ ʩʪʝʢʠ, ʪʝʦʨʝʪʠʯʝʩʢʠ ʚʦʟʤʦʞʥʦ 

ʠʩʧʨʘʚʣʝʥʠʝè, - ʩʢʘʟʘʣ ʦʥ. çʅʦ ʥʘ ʧʨʘʢʪʠʢʝ ʤʥʦʛʠʝ ʫʷʟʚʠʤʳʝ ʩʠʩʪʝʤʳ 

ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʫʩʪʨʦʡʩʪʚʘ IoT, ʨʘʙʦʪʘʶʱʠʝ ʧʦʜ ʫʧʨʘʚʣʝʥʠʝʤ ʦʧʝʨʘʮʠʦʥʥʳʭ 

ʩʠʩʪʝʤ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ, ʢʦʪʦʨʳʝ ʥʝ ʚʭʦʜʷʪ ʚ ʦʙʳʯʥʳʡ ʛʨʘʬʠʢ ʠʩʧʨʘʚʣʝʥʠʡ ʠ 

ʚʨʷʜ ʣʠ ʧʦʣʫʯʘʪ ʠʩʧʨʘʚʣʝʥʠʷè. 

çʋʩʪʨʦʡʩʪʚʘ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʦʙʳʯʥʦ ʦʙʨʘʙʘʪʳʚʘʶʪʩʷ ʧʦ ʧʨʠʥʮʠʧʫç 

ʨʘʟʚʝʨʥʫʪʴ ʠ ʟʘʙʳʪʴ èʠ ʯʘʩʪʦ ʟʘʤʝʥʷʶʪʩʷ ʪʦʣʴʢʦ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʦʥʠ ʚʳʡʜʫʪ ʠʟ 

ʩʪʨʦʷ ʠʣʠ ʜʦʩʪʠʛʣʠ ʢʦʥʮʘ ʩʨʦʢʘ ʩʣʫʞʙʳè, - ʜʦʙʘʚʠʣ ɾʘʥ-ʌʠʣʠʧʧ ʊʘʛʛʘʨʪ, ʩʪʘʨʰʠʡ 

ʠʩʩʣʝʜʦʚʘʪʝʣʴ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ Malwarebytes. 

çʕʪʦ ʥʝ ʦʯʝʥʴ ʵʬʬʝʢʪʠʚʥʳʡ ʧʦʜʭʦʜè, - ʩʢʘʟʘʣ ʦʥ TechNewsWorld. 

ɺʦʟʨʘʩʪ ʤʦʞʝʪ ʙʳʪʴ ʝʱʝ ʦʜʥʦʡ ʧʨʦʙʣʝʤʦʡ ʜʣʷ ʫʩʪʨʦʡʩʪʚ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ. 

çʕʪʠ ʩʠʩʪʝʤʳ ʤʦʛʫʪ ʙʳʪʴ ʠʩʧʨʘʚʣʝʥʳ, ʥʦ, ʢʘʢ ʧʨʘʚʠʣʦ, ʵʪʦ ʦʯʝʥʴ ʩʪʘʨʳʝ 

ʨʝʘʣʠʟʘʮʠʠ, ʢʦʪʦʨʳʝ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʜʣʷ ʩʮʝʥʘʨʠʝʚ, ʜʣʷ ʢʦʪʦʨʳʭ ʦʥʠ ʥʝ ʙʳʣʠ 

ʧʨʝʜʫʩʤʦʪʨʝʥʳè, - ʟʘʤʝʪʠʣ ʂʠʥʛʭʦʨʥ. 

çʆʥʠ ʫʷʟʚʠʤʳ ʠʟ-ʟʘ ʩʚʦʝʡ ʘʙʩʦʣʶʪʥʦʡ ʩʣʦʞʥʦʩʪʠ ʠ ʥʝʩʧʦʩʦʙʥʦʩʪʠ ʣʝʛʢʦ 

ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʨʠʩʢʠè, - ʧʨʦʜʦʣʞʠʣ ʦʥ. çʏʘʱʝ ʚʩʝʛʦ ʭʘʢʝʨʳ ʤʦʛʫʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʭ ʜʦ ʪʦʛʦ, ʢʘʢ ʦʥʠ ʙʫʜʫʪ ʠʩʧʨʘʚʣʝʥʳè. 

çɺʩʝʛʜʘ ʙʳʣʦ ʦʯʝʥʴ ʩʣʦʞʥʦ ʠʩʧʨʘʚʠʪʴ ʫʷʟʚʠʤʦʩʪʠ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡè, - 

ʜʦʙʘʚʠʣ ɼʭʘʤʘʥʢʘʨ. çɼʦʩʪʘʪʦʯʥʦ ʩʣʦʞʥʦ ʠʩʧʨʘʚʠʪʴ ʫʷʟʚʠʤʦʩʪʠ ʩʝʨʚʝʨʦʚ ʠ 

ʥʘʩʪʦʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚè. 

ʊʘʢʪʠʢʘ ʟʘʱʠʪʳ 

ɼʘʞʝ ʙʝʟ ʧʘʪʯʝʡ ʝʩʪʴ ʩʧʦʩʦʙʳ ʟʘʱʠʪʠʪʴ ʩʝʪʴ ʦʪ ʵʢʩʧʣʫʘʪʘʪʦʨʦʚ ʫʷʟʚʠʤʦʩʪʝʡ, 

ʦʙʥʘʨʫʞʝʥʥʳʭ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤʠ Forescout ʠ JSOF. 



 143 

ɹʵʢʩʣʠ ʦʙʲʷʩʥʠʣ, ʯʪʦ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʫʷʟʚʠʤʦʩʪʝʡ Name: Wreck 

ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʜʦʣʞʝʥ ʦʪʚʝʪʠʪʴ ʥʘ ʟʘʧʨʦʩ DNS ʦʪ ʮʝʣʝʚʦʛʦ ʫʩʪʨʦʡʩʪʚʘ 

ʧʦʜʜʝʣʴʥʳʤ ʧʘʢʝʪʦʤ, ʩʦʜʝʨʞʘʱʠʤ ʚʨʝʜʦʥʦʩʥʫʶ ʧʦʣʝʟʥʫʶ ʥʘʛʨʫʟʢʫ. ɼʣʷ ʵʪʦʛʦ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʧʦʪʨʝʙʫʝʪʩʷ ʩʝʪʝʚʦʡ ʜʦʩʪʫʧ ʢ ʮʝʣʝʚʦʤʫ ʫʩʪʨʦʡʩʪʚʫ. 

çʍʨʘʥʝʥʠʝ ʫʩʪʨʦʡʩʪʚ, ʦʩʦʙʝʥʥʦ ʫʩʪʨʦʡʩʪʚ IoT, ʩʝʛʤʝʥʪʠʨʦʚʘʥʥʳʭ ʦʪ 

ʀʥʪʝʨʥʝʪʘ ʠ ʦʩʥʦʚʥʳʭ ʚʥʫʪʨʝʥʥʠʭ ʩʝʪʝʡ, ʷʚʣʷʝʪʩʷ ʦʜʥʠʤ ʠʟ ʤʝʭʘʥʠʟʤʦʚ ʩʥʠʞʝʥʠʷ 

ʨʠʩʢʘ ʟʘʨʘʞʝʥʠʷè, - ʩʢʘʟʘʣ ʦʥ. 

ʄʦʥʠʪʦʨʠʥʛ DNS ʪʘʢʞʝ ʤʦʞʝʪ ʧʦʤʦʯʴ ʟʘʱʠʪʠʪʴʩʷ ʦʪ Name: Wreck. 

çʄʦʥʠʪʦʨʠʥʛ ʘʢʪʠʚʥʦʩʪʠ DNS ʚ ʩʨʝʜʝ ʠ ʦʪʤʝʪʢʘ ʣʶʙʦʡ ʘʢʪʠʚʥʦʩʪʠ ʚʥʝʰʥʝʛʦ DNS-

ʩʝʨʚʝʨʘ - ʭʦʨʦʰʠʡ ʰʘʛè, - ʟʘʤʝʪʠʣ ɼʭʘʤʘʥʢʘʨ. 

çɺ ʮʝʣʦʤ, - ʜʦʙʘʚʠʣ ʦʥ, - DNS - ʦʪʣʠʯʥʳʡ ʠʩʪʦʯʥʠʢ ʜʣʷ ʦʪʩʣʝʞʠʚʘʥʠʷ 

ʢʦʤʧʨʦʤʠʩʩʦʚ ʩ ʧʦʤʦʱʴʶ ʘʥʘʣʠʪʠʢʠ ʙʝʟʦʧʘʩʥʦʩʪʠè. 

ʋʣʫʯʰʝʥʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʜʦʩʪʫʧʦʤ ʪʘʢʞʝ ʤʦʞʝʪ ʧʦʤʝʰʘʪʴ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ. çɽʩʣʠ ʩʘʤʘ ʩʠʩʪʝʤʘ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʠʩʧʨʘʚʣʝʥʘ, ʠ ʵʪʦ ʤʦʞʝʪ 

ʠʤʝʪʴ ʤʝʩʪʦ ʚ ʩʣʫʯʘʝ ʫʩʪʘʨʝʚʰʠʭ ʧʨʦʤʳʰʣʝʥʥʳʭ ʩʠʩʪʝʤ ʫʧʨʘʚʣʝʥʠʷ ʠʣʠ ʜʨʫʛʠʭ 

ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ OT ʠ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ IoT, ʚʘʞʥʦ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʩʝʪʴ ʨʘʟʨʝʰʘʝʪ 

ʪʦʣʴʢʦ ʙʝʟʦʧʘʩʥʳʡ, ʜʦʚʝʨʝʥʥʳʡ ʪʨʘʬʠʢ ʥʘ ʵʪʠ ʫʩʪʨʦʡʩʪʚʘè, - ʩʢʘʟʘʣ ʂʠʥʛʭʦʨʥ. 

ʦʙʲʷʩʥʠʣ. 

çɿʜʝʩʴ ʤʦʛʫʪ ʧʦʤʦʯʴ ʧʨʦʝʢʪʳ Zero Trust, ʛʘʨʘʥʪʠʨʫʶʱʠʝ, ʯʪʦ ʪʦʣʴʢʦ 

ʘʚʪʦʨʠʟʦʚʘʥʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʤʦʛʫʪ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʵʪʠʤ ʫʷʟʚʠʤʳʤ ʩʠʩʪʝʤʘʤè, - 

ʧʨʦʜʦʣʞʠʣ ʦʥ. çʕʪʦ ʪʘʢʞʝ ʤʦʞʝʪ ʧʦʤʦʯʴ ʚ ʧʦʩʪʦʷʥʥʦʤ ʤʦʥʠʪʦʨʠʥʛʝ ʠ ʘʥʘʣʠʟʝ 

ʪʨʘʬʠʢʘ ʥʘ ʵʪʠ ʫʩʪʨʦʡʩʪʚʘ, ʯʪʦʙʳ ʛʘʨʘʥʪʠʨʦʚʘʪʴ, ʯʪʦ ʧʦʪʝʥʮʠʘʣʴʥʦ ʚʨʝʜʦʥʦʩʥʳʡ 

ʠʣʠ ʧʦʜʦʟʨʠʪʝʣʴʥʳʡ ʪʨʘʬʠʢ ʥʝ ʜʦʩʪʠʛʘʝʪ ʠʭè. 

çʀʥʪʝʨʥʝʪ ʚʝʱʝʡ ʚ ʮʝʣʦʤ ʷʚʣʷʝʪʩʷ ʛʦʨʷʯʝʡ ʪʦʯʢʦʡ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠè, - ʜʦʙʘʚʠʣ ʂʨʠʩ ʄʦʨʘʣʝʩ, ʜʠʨʝʢʪʦʨ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ Netenrich, ʧʦʩʪʘʚʱʠʢʘ ʫʩʣʫʛ ʮʝʥʪʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʉʘʥ-

ʍʦʩʝ, ʂʘʣʠʬʦʨʥʠʷ. 

çʉʣʘʙʳʝ ʧʘʨʦʣʠ ʠ ʞʝʩʪʢʦ ʟʘʧʨʦʛʨʘʤʤʠʨʦʚʘʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʦʪʩʫʪʩʪʚʠʝ ʠʩʧʨʘʚʣʝʥʠʡ ʠ ʫʩʪʘʨʝʚʰʠʭ ʢʦʤʧʦʥʝʥʪʦʚ - ʵʪʠ ʧʦʩʣʝʜʥʠʝ 

ʫʷʟʚʠʤʦʩʪʠ - ʵʪʦ ʚʩʝʛʦ ʣʠʰʴ ʝʱʝ ʦʜʥʘ ʧʨʦʙʣʝʤʘ, ʩʚʷʟʘʥʥʘʷ ʩ ʥʝʙʝʟʦʧʘʩʥʳʤ 

ʀʥʪʝʨʥʝʪʦʤ ʚʝʱʝʡè, - ʩʢʘʟʘʣ ʦʥ TechNewsWorldè. (John P. Mello Jr. DNS Flaws 

Expose Millions of IoT Devices to Hacker Threats // TechNewsWorld 

(https://www.technewsworld.com/story/87096.html). 14.04.2021). 
***  

 

çʇʦʩʢʦʣʴʢʫ ʧʘʥʜʝʤʠʷ ʧʨʦʜʦʣʞʘʝʪ ʩʧʦʩʦʙʩʪʚʦʚʘʪʴ ʧʝʨʝʭʦʜʫ ʢ ʫʜʘʣʝʥʥʦʡ 

ʨʘʙʦʪʝ, ʤʥʦʛʦʯʠʩʣʝʥʥʳʝ ʧʨʦʠʟʚʦʜʠʪʝʣʠ ʚʦʩʧʦʣʴʟʦʚʘʣʠʩʴ ʵʪʠʤ ʜʚʠʞʝʥʠʝʤ, 
ʯʪʦʙʳ ʩʦʟʜʘʪʴ ʤʥʦʞʝʩʪʚʦ ʫʜʦʙʥʳʭ ʫʩʪʨʦʡʩʪʚ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ (IoT). ʍʦʪʷ ʵʪʠ 

ʫʩʪʨʦʡʩʪʚʘ ʤʦʛʫʪ ʩʜʝʣʘʪʴ ʥʘʰ ʜʦʤ ʠ ʨʘʙʦʪʫ ʙʦʣʝʝ ʫʜʦʙʥʳʤʠ, ʦʥʠ ʟʥʘʯʠʪʝʣʴʥʦ 

ʨʘʩʰʠʨʷʶʪ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ. ɿʜʝʩʴ ʤʳ ʨʘʩʩʤʦʪʨʠʤ 

ʣʫʯʰʠʝ ʤʝʪʦʜʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʘʪʘʢʠ. 

ʋʩʪʨʦʡʩʪʚʘ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʩʦʟʜʘʶʪ ʤʥʦʞʝʩʪʚʦ ʫʷʟʚʠʤʦʩʪʝʡ ʚ ʩʝʪʷʭ 

ʦʨʛʘʥʠʟʘʮʠʡ, ʠ ʠʭ ʯʘʩʪʦ ʩʣʦʞʥʦ ʠʩʧʨʘʚʠʪʴ. ʇʦ ʦʮʝʥʢʘʤ, ʢ 2025 ʛʦʜʫ ʢʦʣʠʯʝʩʪʚʦ 

ʘʢʪʠʚʥʳʭ ʧʦʜʢʣʶʯʝʥʠʡ ʫʩʪʨʦʡʩʪʚ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʧʨʝʚʳʩʠʪ 30 ʤʠʣʣʠʘʨʜʦʚ, ʠ 

ʩʧʝʮʠʘʣʠʩʪʘʤ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝʦʙʭʦʜʠʤʦ ʥʘʡʪʠ ʵʬʬʝʢʪʠʚʥʫʶ 
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ʧʣʘʪʬʦʨʤʫ ʜʣʷ ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʦʛʦ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʟʘʱʠʪʳ ʫʩʪʨʦʡʩʪʚ ʀʥʪʝʨʥʝʪʘ 

ʚʝʱʝʡ ʦʪ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʜʣʷ ʨʘʩʧʨʝʜʝʣʝʥʥʦʛʦ ʦʪʢʘʟʘ ʠʣʠ ʦʙʩʣʫʞʠʚʘʥʠʷ (DDoS), 

ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʠʣʠ ʜʘʞʝ ʢʨʘʞʠ ʜʘʥʥʳʭ. 

ʂʦʛʜʘ ʫʜʦʙʩʪʚʦ ʢʘʤʝʨʳ ʜʚʝʨʥʦʛʦ ʟʚʦʥʢʘ, ʨʦʙʦʪʘ-ʧʳʣʝʩʦʩʘ ʠʣʠ ʪʝʨʤʦʩʪʘʪʘ, 

ʘʢʪʠʚʠʨʫʝʤʦʛʦ ʤʦʙʠʣʴʥʳʤ ʪʝʣʝʬʦʥʦʤ, ʤʦʞʝʪ ʧʦʪʝʥʮʠʘʣʴʥʦ ʥʘʥʝʩʪʠ ʬʠʥʘʥʩʦʚʳʡ 

ʫʱʝʨʙ ʠʣʠ ʫʛʨʦʞʘʪʴ ʬʠʟʠʯʝʩʢʦʤʫ ʫʱʝʨʙʫ, ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʵʪʠʭ ʫʩʪʨʦʡʩʪʚ ʥʝʣʴʟʷ 

ʦʪʥʦʩʠʪʴʩʷ ʣʝʛʢʦʤʳʩʣʝʥʥʦ. ʄʳ ʜʦʣʞʥʳ ʧʝʨʝʦʨʠʝʥʪʠʨʦʚʘʪʴ ʥʘʰʝ ʤʳʰʣʝʥʠʝ ʚ 

ʦʪʥʦʰʝʥʠʠ ʢʠʙʝʨʛʠʛʠʝʥʳ, ʯʪʦʙʳ ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʵʪʠ ʫʩʪʨʦʡʩʪʚʘ ʢʘʢ ʧʦʪʝʥʮʠʘʣʴʥʳʝ 

ʫʛʨʦʟʳ ʜʣʷ ʥʘʰʠʭ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ. ʉʫʱʝʩʪʚʫʝʪ ʩʣʠʰʢʦʤ ʤʥʦʛʦ 

ʧʨʠʤʝʨʦʚ, ʢʦʛʜʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʦʣʫʯʘʶʪ ʜʦʩʪʫʧ ʢ ʧʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦ 

ʥʝʟʥʘʯʠʪʝʣʴʥʦʤʫ ʫʩʪʨʦʡʩʪʚʫ IoT, ʥʘʧʨʠʤʝʨ, ʩʠʩʪʝʤʝ ʫʧʨʘʚʣʝʥʠʷ HVAC ʜʣʷ 

ʛʣʦʙʘʣʴʥʦʡ ʨʦʟʥʠʯʥʦʡ ʩʝʪʠ, ʪʦʣʴʢʦ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʧʝʨʝʢʣʶʯʠʪʴʩʷ ʥʘ ʜʨʫʛʠʝ 

ʥʝʟʘʱʠʱʝʥʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʚ ʪʦʡ ʞʝ ʩʝʪʠ, ʧʨʝʞʜʝ ʯʝʤ ʧʦʣʫʯʠʪʴ ʮʝʥʥʫʶ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ʍʦʪʷ ʬʠʰʠʥʛ ʦʩʪʘʝʪʩʷ ʥʘʠʙʦʣʝʝ ʧʦʧʫʣʷʨʥʳʤ ʚʝʢʪʦʨʦʤ ʘʪʘʢ, ʯʪʦ ʫʩʠʣʠʚʘʝʪ 

ʧʦʪʨʝʙʥʦʩʪʴ ʣʶʜʝʡ ʙʳʪʴ ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ ʥʘʜʝʞʥʦʡ ʧʨʦʛʨʘʤʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʫʩʪʨʦʡʩʪʚʘ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʪʝʧʝʨʴ ʧʨʝʜʣʘʛʘʶʪ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤ ʝʱʝ ʦʜʠʥ 

ʩʧʦʩʦʙ ʜʦʩʪʫʧʘ ʢ ʫʯʝʪʥʳʤ ʟʘʧʠʩʷʤ ʠ ʩʝʪʷʤ ʜʣʷ ʢʨʘʞʠ ʜʘʥʥʳʭ, ʧʨʦʚʝʜʝʥʠʷ ʨʘʟʚʝʜʢʠ 

ʠ ʜʘʣʴʥʝʡʰʝʛʦ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ. ʅʝʜʘʚʥʠʝ ʩʣʫʯʘʠ ʧʦʢʘʟʘʣʠ 

ʧʨʠʤʝʨʳ ʵʪʦʛʦ: 

ɺ 2019 ʛʦʜʫ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʩʤʦʛʣʠ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʙʘʟʝ ʜʘʥʥʳʭ ʢʘʟʠʥʦ 

ʦ çʚʳʩʦʢʠʭ ʠʛʨʦʢʘʭè, ʚʟʣʦʤʘʚ ʫʤʥʳʡ ʪʝʨʤʦʤʝʪʨ ʚ ʘʢʚʘʨʠʫʤʝ ʚ ʚʝʩʪʠʙʶʣʝ ʢʘʟʠʥʦ, ʘ 

ʟʘʪʝʤ ʧʦʜʢʣʶʯʠʚʰʠʩʴ ʢ ʩʝʪʠ ʢʘʟʠʥʦ; 

ʋʷʟʚʠʤʦʩʪʠ ʚ ʜʦʤʘʰʥʝʡ ʩʠʩʪʝʤʝ ʩʠʛʥʘʣʠʟʘʮʠʠ ʧʨʠʚʝʣʠ ʢ ʪʦʤʫ, ʯʪʦ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʨʦʚʝʣʠ DDoS-ʘʪʘʢʫ, ʠʩʧʦʣʴʟʫʷ ʵʪʠ ʫʩʪʨʦʡʩʪʚʘ ʚ ʙʦʪʥʝʪʝ ʚ 

ʢʘʯʝʩʪʚʝ ʤʝʭʘʥʠʟʤʘ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ; 

ɸ ʚʥʝʰʥʠʡ ʜʠʥʘʤʠʢ, ʧʦʜʢʣʶʯʝʥʥʳʡ ʢ Bluetooth, ʧʦʟʚʦʣʷʣ ʭʘʢʝʨʘʤ 

ʧʦʜʩʣʫʰʠʚʘʪʴ ʝʛʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʨʘʟʛʦʚʦʨʳ, ʧʦʢʘ ʦʥ ʨʘʙʦʪʘʣ ʠʟ ʜʦʤʘ. 

ʂʦʛʜʘ ʤʳ ʜʫʤʘʝʤ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʫʩʪʨʦʡʩʪʚ IoT ʩʝʛʦʜʥʷ, ʧʦʩʣʝʜʩʪʚʠʷ ʠʭ 

ʚʟʣʦʤʘ ʤʦʛʫʪ ʥʘʥʝʩʪʠ ʟʥʘʯʠʪʝʣʴʥʳʡ ʫʱʝʨʙ. ʅʘʧʨʠʤʝʨ, ʫʩʧʝʰʥʘʷ ʢʦʤʧʨʦʤʝʪʘʮʠʷ 

ʪʝʨʤʦʩʪʘʪʘ, ʧʦʜʢʣʶʯʝʥʥʦʛʦ ʢ ʀʥʪʝʨʥʝʪʫ, ʤʦʞʝʪ ʧʦʩʪʘʚʠʪʴ ʧʦʜ ʫʛʨʦʟʫ ʮʝʣʦʩʪʥʦʩʪʴ 

ʯʫʚʩʪʚʠʪʝʣʴʥʳʭ ʧʦʤʝʱʝʥʠʡ ʩ ʢʦʥʪʨʦʣʠʨʫʝʤʳʤ ʢʣʠʤʘʪʦʤ, ʚ ʢʦʪʦʨʳʭ ʭʨʘʥʷʪʩʷ 

ʬʘʨʤʘʮʝʚʪʠʯʝʩʢʠʝ ʧʨʝʧʘʨʘʪʳ (ʚʢʣʶʯʘʷ ʚʘʢʮʠʥʳ), ʧʨʦʜʫʢʪʳ ʧʠʪʘʥʠʷ ʠ ʜʨʫʛʠʝ 

ʩʢʦʨʦʧʦʨʪʷʱʠʝʩʷ ʪʦʚʘʨʳ. 

ʂʣʶʯʝʚʳʝ ʵʣʝʤʝʥʪʳ ʫʧʨʘʚʣʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʜʣʷ ʫʩʪʨʦʡʩʪʚ ʀʥʪʝʨʥʝʪʘ 

ʚʝʱʝʡ 

ʇʨʦʠʟʚʦʜʩʪʚʝʥʥʳʡ ʮʠʢʣ ʧʨʦʝʢʪʠʨʦʚʘʥʠʷ ʫʩʪʨʦʡʩʪʚ IoT ʨʝʜʢʦ ʚʢʣʶʯʘʝʪ 

ʨʝʘʣʠʟʘʮʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʧʨʦʮʝʩʩʝ ʨʘʟʨʘʙʦʪʢʠ. ʊʘʢʦʡ ʥʘʜʟʦʨ ʧʨʠʚʝʣ ʢ 

ʫʚʝʣʠʯʝʥʠʶ ʢʦʣʠʯʝʩʪʚʘ ʫʩʧʝʰʥʳʭ ʢʦʤʧʨʦʤʠʩʩʦʚ, ʠ ʥʝ ʦʙʷʟʘʪʝʣʴʥʦ ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʠʟʦʱʨʝʥʥʳʭ ʘʪʘʢ. ʅʝʢʦʪʦʨʳʝ ʠʟ ʦʩʥʦʚʥʳʭ ʤʝʪʦʜʦʚ ʢʦʤʧʨʦʤʝʪʘʮʠʠ ʀʥʪʝʨʥʝʪʘ 

ʚʝʱʝʡ ʠ ʤʝʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʫʩʪʨʘʥʝʥʠʷ ʵʪʠʭ ʫʷʟʚʠʤʦʩʪʝʡ ʚʢʣʶʯʘʶʪ: 

1. ʇʘʨʦʣʠ ʧʦ ʫʤʦʣʯʘʥʠʶ 

ʂʘʢ ʠ ʙʦʣʴʰʠʥʩʪʚʦ ʥʦʚʳʭ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʝ ʧʦʜʢʣʶʯʘʶʪʩʷ ʢ ʩʝʪʠ, ʤʥʦʛʠʝ 

ʤʘʰʠʥʳ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʧʘʨʦʣʠ ʧʦ ʫʤʦʣʯʘʥʠʶ. ʂ ʩʦʞʘʣʝʥʠʶ, ʧʨʠ 

ʙʦʣʴʰʦʤ ʢʦʣʠʯʝʩʪʚʝ ʫʢʨʘʜʝʥʥʳʭ IP-ʘʜʨʝʩʦʚ, ʜʦʩʪʫʧʥʳʭ ʥʘ ʨʳʥʢʘʭ ʜʘʨʢʥʝʪʘ, ʝʩʣʠ 
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ʧʦʣʴʟʦʚʘʪʝʣʴ ʧʦ-ʧʨʝʞʥʝʤʫ ʠʩʧʦʣʴʟʫʝʪ ʧʘʨʦʣʴ ʧʦ ʫʤʦʣʯʘʥʠʶ (ʪʘʢʞʝ ʜʦʩʪʫʧʥʳʡ ʚ 

ʪʝʤʥʦʡ ʩʝʪʠ) ʠʣʠ ʧʨʦʩʪʦʡ ʧʘʨʦʣʴ, ʢʦʪʦʨʳʡ ʧʦʜʚʝʨʞʝʥ ʘʪʘʢʘʤ ʛʨʫʙʦʡ ʩʠʣʳ, ʵʪʦ 

ʤʦʞʝʪ ʙʳʪʴ ʣʝʛʢʦ ʩʧʦʩʦʙ ʜʣʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʧʦʣʫʯʠʪʴ ʜʘʣʴʥʝʡʰʠʡ ʜʦʩʪʫʧ ʢ 

ʩʝʪʠ ʠ, ʚʦʟʤʦʞʥʦ, ʢ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʤ ʜʘʥʥʳʤ, ʭʨʘʥʷʱʠʤʩʷ ʚ ʵʪʦʡ ʩʝʪʠ. 

2. ʅʝʧʨʦʧʘʪʯʝʥʥʳʝ ʬʫʥʢʮʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʅʝʫʩʪʘʥʦʚʣʝʥʥʦʝ ʦʙʦʨʫʜʦʚʘʥʠʝ ʠ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʫʞʝ ʤʥʦʛʦ ʣʝʪ 

ʷʚʣʷʶʪʩʷ ʦʩʥʦʚʥʦʡ ʮʝʣʴʶ ʢʠʙʝʨʫʛʨʦʟ. ʅʝʜʘʚʥʦ ʤʳ ʫʚʠʜʝʣʠ, ʢʘʢ ʥʝʫʩʪʘʥʦʚʣʝʥʥʳʝ 

ʦʧʝʨʘʮʠʦʥʥʳʝ ʩʠʩʪʝʤʳ ʧʨʠʚʝʣʠ ʢ ʛʣʦʙʘʣʴʥʦʡ ʘʪʘʢʝ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʷ 

WannaCry ʥʘ ʢʦʤʧʴʶʪʝʨʳ Windows; ʵʢʩʧʣʫʘʪʠʨʫʶʪʩʷ ʥʝʟʘʱʠʱʝʥʥʳʝ ʫʷʟʚʠʤʦʩʪʠ 

ʧʨʦʛʨʘʤʤʥʦʡ ʧʣʘʪʬʦʨʤʳ, ʥʘʧʨʠʤʝʨ, ʪʝ, ʩ ʢʦʪʦʨʳʤʠ ʩʪʘʣʢʠʚʘʶʪʩʷ ʧʦʣʴʟʦʚʘʪʝʣʠ 

Citrix; ʠ ʜʘʞʝ ʚ 2020 ʛʦʜʫ ʥʝʟʘʱʠʱʝʥʥʳʝ ʵʢʩʧʣʦʡʪʳ Eternal Blue ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ ʜʣʷ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʢʨʫʧʥʦʤʘʩʰʪʘʙʥʳʭ ʘʪʘʢ ʧʨʦʛʨʘʤʤ-

ʚʳʤʦʛʘʪʝʣʝʡ ʥʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʝ ʩʝʪʠ. 

ʇʦʜʦʙʥʳʝ ʘʪʘʢʠ ʥʘ ʥʝʟʘʱʠʱʝʥʥʳʝ ʫʷʟʚʠʤʦʩʪʠ ʧʦʟʚʦʣʷʶʪ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤ ʧʝʨʝʤʝʱʘʪʴʩʷ ʚʙʦʢ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʦʥʠ ʟʘʢʨʝʧʷʪʩʷ ʚ ʩʝʪʠ. ʕʪʦ 

ʦʢʘʟʘʣʦʩʴ ʢʨʘʡʥʝ ʢʘʪʘʩʪʨʦʬʠʯʝʩʢʠʤ ʜʣʷ ʙʦʣʴʰʦʛʦ ʢʦʣʠʯʝʩʪʚʘ ʞʝʨʪʚ ʘʪʘʢ 

ʙʘʥʢʦʚʩʢʠʭ ʪʨʦʷʥʦʚ ʠ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ. ʇʦʣʠʪʠʢʘ ʫʧʨʘʚʣʝʥʠʷ 

ʠʩʧʨʘʚʣʝʥʠʷʤʠ ʜʦʣʞʥʘ ʙʳʪʴ ʩʦʟʜʘʥʘ ʜʣʷ ʘʚʪʦʤʘʪʠʟʘʮʠʠ ʠʩʧʨʘʚʣʝʥʠʡ, ʢʦʛʜʘ ʦʥʠ 

ʧʨʝʜʦʩʪʘʚʣʷʶʪʩʷ ʧʨʦʠʟʚʦʜʠʪʝʣʷʤʠ ʦʙʦʨʫʜʦʚʘʥʠʷ ʠ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ, ʘ 

ʪʘʢʞʝ ʜʣʷ ʧʨʝʜʦʩʪʘʚʣʝʥʠʷ ʨʝʢʦʤʝʥʜʘʮʠʡ ʧʦ ʥʝʤʝʜʣʝʥʥʦʡ ʫʩʪʘʥʦʚʢʝ ʠʩʧʨʘʚʣʝʥʠʡ, 

ʥʝʦʙʭʦʜʠʤʳʭ ʜʣʷ ʢʨʠʪʠʯʝʩʢʠʭ ʩʠʩʪʝʤ. 

3. ʇʣʦʩʢʠʝ ʩʝʪʠ 

ʋʩʧʝʭ ʘʪʘʢ IoT ʦʙʳʯʥʦ ʜʦʩʪʠʛʘʝʪʩʷ, ʢʦʛʜʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʦʝ ʫʩʪʨʦʡʩʪʚʦ 

IoT ʧʦʜʢʣʶʯʝʥʦ ʢ ʩʝʪʠ, ʢʦʪʦʨʘʷ ʩʦʜʝʨʞʠʪ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʠʣʠ ʚʘʞʥʳʝ ʜʘʥʥʳʝ. 

ʋʩʪʨʦʡʩʪʚʘ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʜʦʣʞʥʳ ʙʳʪʴ ʦʪʜʝʣʝʥʳ ʦʪ ʜʨʫʛʠʭ ʩʠʩʪʝʤ ʚ ʩʝʪʠ, 

ʯʪʦʙʳ ʦʛʨʘʥʠʯʠʪʴ ʩʧʦʩʦʙʥʦʩʪʴ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ ʧʝʨʝʤʝʱʘʪʴʩʷ ʚʙʦʢ ʪʫʜʘ, ʛʜʝ ʦʥʠ 

ʤʦʛʫʪ ʥʘʥʝʩʪʠ ʥʘʠʙʦʣʴʰʠʡ ʫʱʝʨʙ, ʢʘʢ ʬʠʥʘʥʩʦʚʳʡ, ʪʘʢ ʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʥʳʡ. 

4. ʉʝʪʝʚʘʷ ʠʥʚʝʥʪʘʨʠʟʘʮʠ ̫

ʀʊ-ʢʦʤʘʥʜʳ ʜʦʣʞʥʳ ʧʝʨʠʦʜʠʯʝʩʢʠ ʧʨʦʚʦʜʠʪʴ ʠʥʚʝʥʪʘʨʠʟʘʮʠʶ ʩʚʦʠʭ ʩʝʪʝʡ, 

ʯʪʦʙʳ ʦʧʨʝʜʝʣʷʪʴ, ʢʘʢʠʝ ʫʩʪʨʦʡʩʪʚʘ ʧʦʜʢʣʶʯʝʥʳ, ʠ ʧʨʦʚʝʨʷʪʴ, ʙʳʣʠ ʣʠ ʦʥʠ 

ʦʜʦʙʨʝʥʳ. ʕʪʦ ʪʘʢʞʝ ʧʦʟʚʦʣʠʪ ʢʦʤʘʥʜʘʤ ʠʩʧʨʘʚʣʷʪʴ ʵʪʠ ʫʩʪʨʦʡʩʪʚʘ ʪʝʧʝʨʴ, ʢʦʛʜʘ 

ʦʥʠ ʟʥʘʶʪ, ʯʪʦ ʦʥʠ ʘʢʪʠʚʥʳ ʚ ʩʝʪʠ. ʄʳ ʚʠʜʝʣʠ ʩʣʠʰʢʦʤ ʤʥʦʛʦ ʩʠʪʫʘʮʠʡ, ʢʦʛʜʘ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʤʝʣʠ ʜʦʩʪʫʧ ʢ ʩʝʪʠ ʚ ʪʝʯʝʥʠʝ ʤʝʩʷʮʝʚ (ʠ ʙʦʣʝʝ), ʢʦʛʜʘ 

ʩʫʱʝʩʪʚʦʚʘʣʘ ʥʝʫʚʝʨʝʥʥʦʩʪʴ ʚ ʦʪʥʦʰʝʥʠʠ ʜʦʩʪʫʧʘ ʢ ʩʝʪʠ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʭ 

ʫʩʪʨʦʡʩʪʚ ʠʣʠ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ. ʕʪʘ ʙʝʟʨʝʟʫʣʴʪʘʪʥʘʷ ʩʠʪʫʘʮʠʷ ʜʘʝʪ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʥʝʦʛʨʘʥʠʯʝʥʥʳʡ ʜʦʩʪʫʧ ʜʣʷ ʥʝʟʘʤʝʪʥʦʛʦ ʧʨʦʚʝʜʝʥʠʷ ʨʘʟʚʝʜʢʠ ʠ 

ʚʳʷʚʣʝʥʠʷ ʥʝ ʪʦʣʴʢʦ ʚʘʞʥʳʭ ʜʘʥʥʳʭ, ʠʤʝʶʱʠʭ ʜʝʥʝʞʥʫʶ ʮʝʥʥʦʩʪʴ, ʥʦ ʪʘʢʞʝ ʜʣʷ 

ʠʟʫʯʝʥʠʷ ʢʦʥʬʠʛʫʨʘʮʠʡ ʠ ʬʫʥʢʮʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʨʘʟʚʝʨʪʳʚʘʥʠʷ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 

ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ. 

5. Bluetooth 

ʄʥʦʛʠʝ ʫʩʪʨʦʡʩʪʚʘ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʠʩʧʦʣʴʟʫʶʪ Bluetooth ʚ ʢʘʯʝʩʪʚʝ ʤʝʪʦʜʘ 

ʧʦʜʢʣʶʯʝʥʠʷ ʢ ʩʝʪʠ. ʆʜʥʘʢʦ ʚ Bluetooth ʝʩʪʴ ʫʷʟʚʠʤʦʩʪʠ ʚ ʩʠʩʪʝʤʝ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʩʜʝʣʘʪʴ ʵʪʠ ʫʩʪʨʦʡʩʪʚʘ ʦʪʢʨʳʪʳʤʠ ʜʣʷ ʘʪʘʢ. ʕʪʦ ʦʩʦʙʝʥʥʦ ʚʘʞʥʦ, 

ʝʩʣʠ ʧʦʜʫʤʘʪʴ ʦ ʧʦʪʝʥʮʠʘʣʴʥʦʤ ʚʦʟʜʝʡʩʪʚʠʠ ʥʘ ʤʝʜʠʮʠʥʩʢʠʝ ʫʩʪʨʦʡʩʪʚʘ ʠ 

ʠʤʧʣʘʥʪʘʪʳ ʩ ʧʦʜʜʝʨʞʢʦʡ Bluetooth, ʢʦʛʜʘ ʢʦʤʧʨʦʤʝʪʘʮʠʷ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʢʨʘʞʝ 
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PII / PHI ʠʣʠ ʧʦʩʪʘʚʠʪʴ ʧʦʜ ʫʛʨʦʟʫ ʟʜʦʨʦʚʴʝ ʧʘʮʠʝʥʪʘ, ʝʩʣʠ ʫʩʪʨʦʡʩʪʚʦ ʙʫʜʝʪ 

ʦʪʢʣʶʯʝʥʦ. ʅʘʩʪʦʷʪʝʣʴʥʦ ʨʝʢʦʤʝʥʜʫʝʪʩʷ, ʯʪʦʙʳ ʧʦʣʴʟʦʚʘʪʝʣʠ ʫʩʪʘʥʘʚʣʠʚʘʣʠ 

ʨʝʞʠʤ ʙʝʟ ʚʦʟʤʦʞʥʦʩʪʠ ʦʙʥʘʨʫʞʝʥʠʷ ʧʨʠ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʫʩʪʨʦʡʩʪʚ IoT, 

ʩʦʧʨʷʞʝʥʥʳʭ ʩ Bluetooth. ʇʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʭʘʢʝʨʳ ʧʨʦʜʦʣʞʘʶʪ ʚʳʷʚʣʷʪʴ 

ʫʷʟʚʠʤʦʩʪʠ Bluetooth, ʚʘʞʥʦ ʠʩʧʨʘʚʣʷʪʴ ʧʨʦʰʠʚʢʫ ʜʣʷ ʫʩʪʨʦʡʩʪʚ ʩ ʧʦʜʜʝʨʞʢʦʡ 

Bluetooth, ʧʦʩʢʦʣʴʢʫ ʵʪʠ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʝʜʦʩʪʘʚʣʷʶʪʩʷ ʧʨʦʠʟʚʦʜʠʪʝʣʷʤʠ. 

ʇʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ ʤʳ ʧʨʠʙʣʠʞʘʝʤʩʷ ʢ ʩʝʨʝʜʠʥʝ 2021 ʛʦʜʘ, ʩʫʱʝʩʪʚʫʝʪ ʦʙʱʝʝ 

ʧʦʥʠʤʘʥʠʝ (ʠ ʧʦʪʨʝʙʠʪʝʣʴʩʢʠʡ ʩʧʨʦʩ), ʯʪʦ ʙʫʜʝʪ ʜʦʩʪʫʧʥʦ ʙʦʣʴʰʝ ʫʩʪʨʦʡʩʪʚ IoT 

ʜʣʷ ʦʢʘʟʘʥʠʷ ʤʥʦʞʝʩʪʚʘ ʫʩʣʫʛ. ʕʪʠ ʫʩʪʨʦʡʩʪʚʘ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚʦ ʤʥʦʛʠʭ ʦʪʨʘʩʣʷʭ 

ʧʨʦʤʳʰʣʝʥʥʦʩʪʠ ʠ ʚʘʨʴʠʨʫʶʪʩʷ ʦʪ ʜʦʤʘʰʥʝʛʦ ʠ ʧʦʪʨʝʙʠʪʝʣʴʩʢʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʜʦ ʢʦʤʤʝʨʯʝʩʢʠʭ ʧʨʠʣʦʞʝʥʠʡ. ʍʦʪʷ ʦʥʠ ʧʨʝʜʣʘʛʘʶʪ ʤʥʦʞʝʩʪʚʦ ʮʝʥʥʳʭ ʬʫʥʢʮʠʡ ʠ 

ʫʜʦʙʩʪʚ, ʦʥʠ ʪʘʢʞʝ ʩʦʟʜʘʶʪ ʧʦʪʝʥʮʠʘʣʴʥʳʡ ʨʠʩʢ ʢʦʤʧʨʦʤʝʪʘʮʠʠ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ ʠʣʠ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʣʠʯʥʳʤ, 

ʢʦʨʧʦʨʘʪʠʚʥʳʤ ʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʩʝʪʷʤ. ʀʜʝʥʪʠʬʠʢʘʮʠʷ ʠ ʟʘʱʠʪʘ ʚʘʰʝʡ ʩʝʪʠ 

ʫʩʪʨʦʡʩʪʚ IoT ʩʝʛʦʜʥʷ ʤʦʞʝʪ ʩʵʢʦʥʦʤʠʪʴ ʚʘʰʝ ʚʨʝʤʷ, ʜʘʥʥʳʝ ʠ ʢʘʧʠʪʘʣ ʚ ʙʫʜʫʱʝʤ. 

ʅʦ ʙʫʜʴʪʝ ʦʩʪʦʨʦʞʥʳ - ʵʪʦ ʥʝ ʨʘʟʦʚʦʝ ʤʝʨʦʧʨʠʷʪʠʝ, ʠ ʧʦ ʤʝʨʝ ʠʟʤʝʥʝʥʠʷ 

ʪʝʭʥʦʣʦʛʠʡ ʜʦʣʞʥʳ ʤʝʥʷʪʴʩʷ ʠ ʚʘʰʠ ʩʨʝʜʩʪʚʘ ʫʧʨʘʚʣʝʥʠʷè. (Matt Dunn. 5 

Fundamental But Effective IoT Device Security Controls // Threatpost 

(https://threatpost.com/5-fundamental-iot-device-security-controls/165577/). 

23.04.2021). 

***  

 

 
ʂʽʙʝʨʟʣʦʯʠʥʥʽʩʪʴ ʪʘ ʢ̔ ʙʝʨʪʝʨʨʦʨʠʟʤ 

 

çʇʨʝʜʧʦʣʘʛʘʝʪʩʷ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʘʮʝʣʝʥʳ ʥʘ ʰʢʦʣʴʥʳʝ ʦʢʨʫʛʘ ʚ 

ʦʢʨʫʛʝ ʉʦʤʝʨʩʝʪ, ʰʪʘʪ ʅʴʶ-ɼʞʝʨʩʠ. 

ʀʥʮʠʜʝʥʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʨʦʠʟʦʰʝʜʰʠʝ ʚ ʦʢʨʫʛʝ ʟʘ ʧʦʩʣʝʜʥʶʶ ʥʝʜʝʣʶ, 

ʧʨʠʚʝʣʠ ʢ ʟʘʢʨʳʪʠʶ ʰʢʦʣ ʚ ʜʚʫʭ ʫʯʝʙʥʳʭ ʟʘʚʝʜʝʥʠʷʭ ʥʘ ʮʝʣʳʡ ʜʝʥʴ. ʐʢʦʣʳ ʚ 

ɹʝʨʥʘʨʜʝ ʙʳʣʠ ʟʘʢʨʳʪʳ 7 ʘʧʨʝʣʷ, ʘ ʰʢʦʣʳ ʍʠʣʣʩʙʦʨʦ ʙʳʣʠ ʟʘʢʨʳʪʳ 12 ʘʧʨʝʣʷ ʠʟ-

ʟʘ ʧʦʜʦʟʨʝʥʠʡ ʚ ʢʠʙʝʨʘʪʘʢʘʭ.  

ʂʦʤʧʴʶʪʝʨʥʳʝ ʩʠʩʪʝʤʳ ʠ ʛʦʣʦʩʦʚʘʷ ʧʦʯʪʘ ʧʝʨʩʦʥʘʣʘ ʚ ʍʠʣʣʩʙʦʨʦ ʚʦ 

ʚʪʦʨʥʠʢ ʦʩʪʘʣʠʩʴ ʥʝʨʘʙʦʪʦʩʧʦʩʦʙʥʳʤʠ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʩʪʫʜʝʥʪʳ ʠ ʩʦʪʨʫʜʥʠʢʠ 

ʧʦʣʫʯʠʣʠ ʚʠʨʪʫʘʣʴʥʳʡ ʜʦʩʪʫʧ ʢ ʫʨʦʢʘʤ.  

çʅʘʰʘ ʪʝʭʥʦʣʦʛʠʯʝʩʢʘʷ ʢʦʤʘʥʜʘ ʧʨʦʜʦʣʞʘʝʪ ʤʝʪʦʜʠʯʥʦ ʨʘʙʦʪʘʪʴ ʩ 

ʵʢʩʧʝʨʪʘʤʠ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ, ʯʪʦʙʳ 

ʫʩʪʘʥʦʚʠʪʴ ʛʨʘʬʠʢ ʟʘʚʝʨʰʝʥʠʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʨʘʙʦʪʳ ʥʘʰʠʭ ʩʠʩʪʝʤè, - ʩʦʦʙʱʠʣʘ 

ʨʦʜʠʪʝʣʷʤ ʜʠʨʝʢʪʦʨ ʰʢʦʣ ʍʠʣʣʩʙʦʨʦ ʃʠʟʘ ɸʥʪʫʥʝʩ ʚ ʵʣʝʢʪʨʦʥʥʦʤ ʧʠʩʴʤʝ ʦʪ 13 

ʘʧʨʝʣʷ. 

ʆʥʘ ʜʦʙʘʚʠʣʘ: çʕʪʦ ʯʨʝʟʚʳʯʘʡʥʦ ʩʣʦʞʥʘʷ ʟʘʜʘʯʘ ʩ ʤʥʦʞʝʩʪʚʦʤ ʜʚʠʞʫʱʠʭʩʷ 

ʯʘʩʪʝʡè.  

ʇʦʢʘ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʠʥʮʠʜʝʥʪʘ ʧʨʦʜʦʣʞʘʝʪʩʷ, ʩʫʧʝʨʠʥʪʝʥʜʘʥʪ ʥʝ ʭʦʪʝʣ 

ʨʘʩʢʨʳʚʘʪʴ ʤʥʦʛʠʝ ʜʝʪʘʣʠ.  

çʄʳ ʦʯʝʥʴ ʦʛʨʘʥʠʯʝʥʳ ʚ ʪʦʤ, ʯʪʦʙʳ ʜʝʣʠʪʴʩʷ ʤʥʦʞʝʩʪʚʦʤ ʬʘʢʪʦʨʦʚ, 

ʚʣʠʷʶʱʠʭ ʥʘ ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʫʶ ʤʳ ʤʦʞʝʤ ʧʨʝʜʦʩʪʘʚʠʪʴ ʩʦʪʨʫʜʥʠʢʘʤ ʠ 
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ʩʝʤʴʷʤè, - ʩʢʘʟʘʣ ɸʥʪʫʥʝʩ. çɻʨʘʬʠʢ ʟʘʚʝʨʰʝʥʠʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʨʘʙʦʪʳ ʥʘʰʠʭ 

ʩʠʩʪʝʤ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʧʨʝʜʦʩʪʘʚʣʝʥ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷè. 

ʆʥʘ ʜʦʙʘʚʠʣʘ, ʯʪʦ ʨʝʰʝʥʠʝ ʦ ʟʘʢʨʳʪʠʠ ʰʢʦʣʳ ʚ ʧʦʥʝʜʝʣʴʥʠʢ ʙʳʣʦ ʧʨʠʥʷʪʦ 

ʧʦ ʩʦʚʝʪʫ ʌɹʈ ʠ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ çʩ ʮʝʣʴʶ ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʫʱʝʨʙ 

ʦʨʛʘʥʠʟʘʮʠʠè, ʯʪʦ ʦʪʢʨʳʚʘʝʪ ʚʦʟʤʦʞʥʦʩʪʴ ʪʦʛʦ, ʯʪʦ ʨʘʡʦʥ ʙʳʣ ʧʦʨʘʞʝʥ 

ʧʨʦʛʨʘʤʤʦʡ-ʚʳʤʦʛʘʪʝʣʝʤ.  

çʅʝʩʢʦʣʴʢʦ ʯʘʩʦʚ ʥʘʟʘʜ ʥʘʰ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʡ ʦʪʜʝʣ ʙʳʣ ʧʨʝʜʫʧʨʝʞʜʝʥ ʦ 

ʚʦʟʤʦʞʥʦʡ ʢʠʙʝʨʘʪʘʢʝè, - ʥʘʧʠʩʘʣ ɸʥʪʫʥʝʩ ʚ ʩʦʦʙʱʝʥʠʠ, ʨʘʟʤʝʱʝʥʥʦʤ ʥʘ 

ʰʢʦʣʴʥʦʡ ʩʪʨʘʥʠʮʝ Messenger.  

çʇʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ ʦʨʛʘʥʳ, ʚ ʪʦʤ ʯʠʩʣʝ ʌɹʈ, ʨʝʢʦʤʝʥʜʦʚʘʣʠ ʦʪʢʣʶʯʠʪʴ 

ʥʘʰʠ ʩʠʩʪʝʤʳ, ʯʪʦʙʳ ʤʳ ʤʦʛʣʠ ʦʧʨʝʜʝʣʠʪʴ ʛʣʫʙʠʥʫ ʘʪʘʢʠè. 

ɼʠʨʝʢʪʦʨ ʰʢʦʣ Bernards ʅʠʢ ʄʘʨʢʘʨʷʥ ʩʢʘʟʘʣ ʨʦʜʠʪʝʣʷʤ, ʯʪʦ ʠʥʮʠʜʝʥʪ, 

ʩʚʷʟʘʥʥʳʡ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʦʢʨʫʛʘ, ʙʳʣ çʩʬʦʢʫʩʠʨʦʚʘʥ ʥʘ ʩʝʨʚʝʨʝè. ʆʥ ʩʢʘʟʘʣ, ʯʪʦ 

ʦʪʜʝʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ Chromebook, ʥʦʫʪʙʫʢʠ, ʩʤʘʨʪʬʦʥʳ ʠ ʜʨʫʛʠʝ ʫʩʪʨʦʡʩʪʚʘ, 

ʧʦʜʢʣʶʯʝʥʥʳʝ ʢ ʨʘʡʦʥʥʦʡ ʩʝʪʠ, ʥʝ ʙʳʣʠ ʚʟʣʦʤʘʥʳ.  

ʄʘʨʢʘʨʷʥ ʜʦʙʘʚʠʣ, ʯʪʦ çʚ ʙʣʠʞʘʡʰʠʝ ʜʥʠ ʢʦ ʚʩʝʤ ʫʩʪʨʦʡʩʪʚʘʤ, 

ʚʳʧʫʱʝʥʥʳʤ ʚ ʦʢʨʫʛʝ, ʙʫʜʫʪ ʜʦʙʘʚʣʝʥʳ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʩʨʝʜʩʪʚʘ ʟʘʱʠʪʳ, ʯʪʦʙʳ 

ʧʦ-ʥʦʚʦʤʫ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ ʠʭ ʟʜʦʨʦʚʴʝè ʚ ʢʘʯʝʩʪʚʝ ʤʝʨʳ ʧʨʝʜʦʩʪʦʨʦʞʥʦʩʪʠè. 

(Sarah Coble. New Jersey School Districts Investigate Cyber-Attacks // Reed 

Exhibitions Ltd (https://www.infosecurity-magazine.com/news/new-jersey-schools-

cyber-attack/). 14.04.2021). 
***  

 

çʋʥʠʚʝʨʩʠʪʝʪ ʍʘʨʪʬʦʨʜʰʠʨʘ ʚ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʧʦʜʚʝʨʛʩʷ ʢʠʙʝʨʘʪʘʢʝ, 

ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʦʡ ʙʳʣʘ ʦʪʢʣʶʯʝʥʘ ʚʩʷ ʝʛʦ ʀʊ-ʩʝʪʴ, ʘ ʪʘʢʞʝ ʟʘʙʣʦʢʠʨʦʚʘʥ 

ʜʦʩʪʫʧ ʢ ʝʛʦ ʦʙʣʘʯʥʳʤ ʩʝʨʚʠʩʘʤ. 

ɺʳʩʰʝʝ ʫʯʝʙʥʦʝ ʟʘʚʝʜʝʥʠʝ ʩʦʦʙʱʠʣʦ, ʯʪʦ ʘʪʘʢʘ ʧʨʦʠʟʦʰʣʘ ʧʦʟʜʥʦ ʚʝʯʝʨʦʤ ʚ 

ʩʨʝʜʫ 14 ʘʧʨʝʣʷ, ʚ ʟʘʷʚʣʝʥʠʠ, ʨʘʟʤʝʱʝʥʥʦʤ ʥʘ ʝʛʦ ʚʝʙ-ʩʘʡʪʝ ʨʘʥʝʝ ʩʝʛʦʜʥʷ. ɺ 

ʨʝʟʫʣʴʪʘʪʝ ʚʩʝ ʝʛʦ ʦʥʣʘʡʥ-ʟʘʥʷʪʠʷ, ʟʘʧʣʘʥʠʨʦʚʘʥʥʳʝ ʩʝʛʦʜʥʷ (15 ʘʧʨʝʣʷ), ʙʳʣʠ 

ʦʪʤʝʥʝʥʳ. 

ɺ ʟʘʷʚʣʝʥʠʠ ʛʦʚʦʨʠʣʦʩʴ: çʅʝʟʘʜʦʣʛʦ ʜʦ 22:00 ʧʨʦʰʣʦʡ ʥʦʯʴʶ ʚ ʫʥʠʚʝʨʩʠʪʝʪʝ 

ʧʨʦʠʟʦʰʣʘ ʢʠʙʝʨʘʪʘʢʘ, ʢʦʪʦʨʘʷ ʟʘʪʨʦʥʫʣʘ ʚʩʝ ʥʘʰʠ ʩʠʩʪʝʤʳ, ʚ ʪʦʤ ʯʠʩʣʝ 

ʦʙʣʘʯʥʳʝ, ʪʘʢʠʝ ʢʘʢ Canvas, MS Teams ʠ Zoom. ɹʫʜʴʪʝ ʫʚʝʨʝʥʳ, ʥʘʰʠ ʀʊ-ʢʦʣʣʝʛʠ 

ʧʨʠʣʘʛʘʶʪ ʚʩʝ ʫʩʠʣʠʷ, ʯʪʦʙʳ ʠʩʧʨʘʚʠʪʴ ʩʠʪʫʘʮʠʶ ʢʘʢ ʤʦʞʥʦ ʩʢʦʨʝʝ. 

çʆʜʥʘʢʦ ʚ ʨʝʟʫʣʴʪʘʪʝ ʚʩʝ ʦʥʣʘʡʥ-ʦʙʫʯʝʥʠʝ ʙʫʜʝʪ ʦʪʤʝʥʝʥʦ ʩʝʛʦʜʥʷ (ʯʝʪʚʝʨʛ, 

15 ʘʧʨʝʣʷ), ʠ ʤʳ ʧʦʥʠʤʘʝʤ, ʯʪʦ ʵʪʦ ʤʦʞʝʪ ʧʦʚʣʠʷʪʴ ʥʘ ʚʦʟʤʦʞʥʦʩʪʴ ʫʯʘʱʠʭʩʷ 

ʩʜʘʚʘʪʴ ʟʘʜʘʥʠʷ. ʄʳ ʭʦʪʠʤ ʟʘʚʝʨʠʪʴ ʥʘʰʠʭ ʩʪʫʜʝʥʪʦʚ ʚ ʪʦʤ, ʯʪʦ ʠʟ-ʟʘ ʵʪʦʛʦ ʥʠʢʪʦ 

ʥʝ ʦʢʘʞʝʪʩʷ ʚ ʥʝʚʳʛʦʜʥʦʤ ʧʦʣʦʞʝʥʠʠ. 

çʃʶʙʦʝ ʣʠʯʥʦʝ ʦʙʫʯʝʥʠʝ ʚ ʢʘʤʧʫʩʝ ʤʦʞʝʪ ʧʨʦʜʦʣʞʘʪʴʩʷ ʠ ʩʝʛʦʜʥʷ, ʝʩʣʠ 

ʜʦʩʪʫʧ ʢ ʢʦʤʧʴʶʪʝʨʫ ʥʝ ʪʨʝʙʫʝʪʩʷ, ʥʦ ʫ ʩʪʫʜʝʥʪʦʚ ʥʝ ʙʫʜʝʪ ʣʦʢʘʣʴʥʦʛʦ ʠʣʠ 

ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʢʦʤʧʴʶʪʝʨʥʳʤ ʩʨʝʜʩʪʚʘʤ ʚ LRC, ʣʘʙʦʨʘʪʦʨʠʷʭ ʠʣʠ 

ʫʥʠʚʝʨʩʠʪʝʪʩʢʦʤʫ Wi-Fi. 

çʇʨʠʥʦʩʠʤ ʠʟʚʠʥʝʥʠʷ ʟʘ ʥʝʫʜʦʙʩʪʚʘ, ʢʦʪʦʨʳʝ ʚʦʟʥʠʢʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʵʪʦʡ 

ʩʠʪʫʘʮʠʠ, ʠ ʙʫʜʝʤ ʜʝʨʞʘʪʴ ʚʘʩ ʚ ʢʫʨʩʝ. ɺʳ ʤʦʞʝʪʝ ʧʨʦʚʝʨʠʪʴ ʩʪʘʪʫʩ ʚʩʝʭ ʥʘʰʠʭ 

ʩʠʩʪʝʤ, ʧʦʩʝʪʠʚ https://status.herts.ac.uk/. 
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ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʥʝʪ ʙʦʣʝʝ ʧʦʜʨʦʙʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦ ʭʘʨʘʢʪʝʨʝ ʘʪʘʢʠ, ʭʦʪʷ 

ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ ʧʨʦʠʟʦʰʣʦ ʨʝʟʢʦʝ ʫʚʝʣʠʯʝʥʠʝ ʯʠʩʣʘ ʘʪʘʢ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ, 

ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʚʳʩʰʠʝ ʫʯʝʙʥʳʝ ʟʘʚʝʜʝʥʠʷ, ʦʪʯʘʩʪʠ ʠʟ-ʟʘ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ 

ʫʷʟʚʠʤʦʩʪʝʡ, ʚʳʟʚʘʥʥʳʭ ʧʝʨʝʭʦʜʦʤ ʥʘ ʦʥʣʘʡʥ-ʦʙʫʯʝʥʠʝ ʚʦ ʚʨʝʤʷ COVID. -19. ɺ 

ʧʨʦʰʣʦʤ ʛʦʜʫ ʚ ʫʥʠʚʝʨʩʠʪʝʪʘʭ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʅʴʶʢʘʩʣ ʠ ʅʦʨʪʫʤʙʨʠʷ 

ʧʨʦʠʟʦʰʣʠ ʠʥʮʠʜʝʥʪʳ ʩ ʧʨʦʛʨʘʤʤʘʤʠ-ʚʳʤʦʛʘʪʝʣʷʤʠ, ʯʪʦ ʧʨʠʚʝʣʦ ʢ ʩʝʨʴʝʟʥʳʤ 

ʩʙʦʷʤ ʚ ʨʘʙʦʪʝ. 

ʂʦʤʤʝʥʪʠʨʫʷ ʵʪʦ, ɾʝʨʦʤ ʈʦʙʝʨ, ʜʠʨʝʢʪʦʨ Alsid, ʦʙʲʷʩʥʠʣ, ʯʪʦ ʩʫʱʝʩʪʚʫʝʪ 

ʨʷʜ ʧʨʠʯʠʥ, ʧʦ ʢʦʪʦʨʳʤ ʫʥʠʚʝʨʩʠʪʝʪʳ ʩʦʟʜʘʶʪ ʩʦʙʣʘʟʥʠʪʝʣʴʥʳʝ ʤʠʰʝʥʠ ʜʣʷ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ. 

çʋʥʠʚʝʨʩʠʪʝʪʳ ʚʩʝ ʙʦʣʴʰʝ ʦʩʦʟʥʘʶʪ, ʯʪʦ ʦʥʠ ʷʚʣʷʶʪʩʷ ʦʩʥʦʚʥʳʤʠ ʮʝʣʷʤʠ 

ʢʠʙʝʨʘʪʘʢ ʠ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ. ʍʦʪʷ ʢʘʨʤʘʥʳ ʫʥʠʚʝʨʩʠʪʝʪʦʚ ʥʝ ʪʘʢ ʚʝʣʠʢʠ, 

ʢʘʢ ʫ ʢʨʫʧʥʳʭ ʧʨʝʜʧʨʠʷʪʠʡ, ʩʫʱʝʩʪʚʫʝʪ ʤʥʦʞʝʩʪʚʦ ʭʘʨʘʢʪʝʨʠʩʪʠʢ, ʢʦʪʦʨʳʝ ʜʝʣʘʶʪ 

ʠʭ ʫʷʟʚʠʤʳʤʠ ʜʣʷ ʘʪʘʢ ʪʘʢʦʛʦ ʨʦʜʘè, - ʩʢʘʟʘʣ ʦʥ. 

çʆʛʨʦʤʥʳʡ ʨʘʟʤʝʨ ʩʪʫʜʝʥʪʦʚ ʠ ʧʨʝʧʦʜʘʚʘʪʝʣʝʡ ʚ ʫʥʠʚʝʨʩʠʪʝʪʝ - ʚ ʩʣʫʯʘʝ 

ʍʘʨʪʬʦʨʜʰʠʨʘ ʧʦʯʪʠ 28 000 ʯʝʣʦʚʝʢ - ʜʝʣʘʝʪ ʥʝʚʝʨʦʷʪʥʦ ʩʣʦʞʥʳʤ ʦʙʝʩʧʝʯʝʥʠʝ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʀʊ-ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʠ ʫʧʨʘʚʣʝʥʠʝ ʝʶ. ʇʦʜʫʤʘʡʪʝ ʦʙ ʦʛʨʦʤʥʦʤ 

ʢʦʣʠʯʝʩʪʚʝ ʥʦʚʳʭ ʫʯʘʩʪʥʠʢʦʚ ʠ ʚʳʧʫʩʢʥʠʢʦʚ ʢʘʞʜʳʡ ʛʦʜ ʚ ʫʥʠʚʝʨʩʠʪʝʪʘʭ: ʀʊ-

ʢʦʤʘʥʜʳ ʢʘʢʠʤ-ʪʦ ʦʙʨʘʟʦʤ ʜʦʣʞʥʳ ʫʧʨʘʚʣʷʪʴ ʧʨʦʮʝʩʩʦʤ ʩʦʟʜʘʥʠʷ, ʫʜʘʣʝʥʠʷ ʠ 

ʫʧʨʘʚʣʝʥʠʷ ʚʩʝʤʠ ʵʪʠʤʠ ʫʯʝʪʥʳʤʠ ʟʘʧʠʩʷʤʠ. ʕʪʦ ʙʝʩʢʦʥʝʯʥʘʷ ʦʧʝʨʘʮʠʷ ʧʦ 

ʧʦʜʜʝʨʞʘʥʠʶ ʚʩʝʛʦ ʵʪʦʛʦ ʚ ʯʠʩʪʦʪʝ ʠ ʧʦʨʷʜʢʝ, ʠ ʣʶʙʳʝ ʫʧʫʱʝʥʠʷ, ʪʘʢʠʝ ʢʘʢ ʥʝ 

ʟʘʢʨʳʪʠʝ ʩʪʘʨʳʭ ʩʯʝʪʦʚ, ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʨʠʩʢ. ɺʜʦʙʘʚʦʢ ʢ ʵʪʦʤʫ ʚʳʩʰʝʝ 

ʦʙʨʘʟʦʚʘʥʠʝ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʧʦʜʚʝʨʛʘʝʪʩʷ ʧʦʚʳʰʝʥʥʦʤʫ ʨʠʩʢʫ ʠʟ-ʟʘ ʫʚʝʣʠʯʝʥʠʷ 

ʩʝʪʝʚʦʡ ʘʢʪʠʚʥʦʩʪʠ ʠ ʦʙʱʝʡ ʩʣʦʞʥʦʩʪʠ ʦʙʝʩʧʝʯʝʥʠʷ ʛʠʙʨʠʜʥʦʛʦ ʦʙʫʯʝʥʠʷè. (James 

Coker. Uni of Hertfordshire Suffers Cyber-Attack That Takes Down its Entire IT 

Network // Reed Exhibitions Ltd (https://www.infosecurity-magazine.com/news/uni-

hertfordshire-cyber-attack-it/). 15.04.2021). 
***  

 

çʂʠʙʝʨʘʪʘʢʘʤ ʧʦʜʚʝʨʛʘʶʪʩʷ ʥʝ ʪʦʣʴʢʦ ʢʦʨʧʦʨʘʮʠʠ, ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ 

ʫʯʨʝʞʜʝʥʠʷ ʠ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʝ ʢʦʤʧʘʥʠʠ. ʐʢʦʣʴʥʳʝ ʦʢʨʫʛʘ ʪʘʢʞʝ ʚʭʦʜʷʪ ʚ 

ʩʧʠʩʦʢ ʞʝʨʪʚ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ, ʠ Austin ISD ʩʪʘʣʘ ʦʜʥʦʡ ʠʟ ʧʦʩʣʝʜʥʠʭ 

ʞʝʨʪʚ ʚʟʣʦʤʘ, ʚʳʟʚʘʥʥʦʛʦ ʩʪʦʨʦʥʥʠʤ ʫʜʘʣʝʥʥʳʤ ʜʦʩʪʫʧʦʤ.  
ʂʦʤʧʘʥʠʷ Austin ISD ʦʙʥʘʨʫʞʠʣʘ ʫʪʝʯʢʫ ʜʘʥʥʳʭ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʫʟʥʘʣʘ ʦ 

ʧʠʩʴʤʝ ʦʪ ʧʨʝʜʳʜʫʱʝʛʦ ʩʪʦʨʦʥʥʝʛʦ ʧʦʩʪʘʚʱʠʢʘ, PCS Revenue Control Systems, Inc., 

ʢʦʪʦʨʦʝ ʙʳʣʦ ʦʪʧʨʘʚʣʝʥʦ ʩʝʤʴʷʤ ʦʪʥʦʩʠʪʝʣʴʥʦ ʚʟʣʦʤʘ. ɺ ʧʠʩʴʤʝ ʩʦʦʙʱʘʣʦʩʴ, ʯʪʦ 

ʠʤʷ ʫʢʘʟʘʥʥʦʛʦ ʩʪʫʜʝʥʪʘ, ʝʛʦ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʡ ʥʦʤʝʨ ʠ ʜʘʪʘ ʨʦʞʜʝʥʠʷ 

ʧʦʪʝʥʮʠʘʣʴʥʦ ʧʦʜʚʝʨʛʣʠʩʴ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʤʫ ʜʦʩʪʫʧʫ ʚʦ ʚʨʝʤʷ ʫʪʝʯʢʠ 

ʜʘʥʥʳʭ ʚ ʜʝʢʘʙʨʝ 2019 ʛʦʜʘ. ʊʝʤ, ʢʪʦ ʧʦʩʪʨʘʜʘʣ, ʧʨʝʜʣʘʛʘʝʪʩʷ ʙʝʩʧʣʘʪʥʳʡ 

ʤʦʥʠʪʦʨʠʥʛ ʣʠʯʥʦʩʪʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʘʪʘʢʠ.  

ʕʪʦʪ ʧʨʠʤʝʨ ʷʚʣʷʝʪʩʷ ʣʠʰʴ ʦʜʥʠʤ ʠʟ ʤʥʦʛʠʭ ʧʨʠʤʝʨʦʚ ʚ ʩʬʝʨʝ ʦʙʨʘʟʦʚʘʥʠʷ: 

ʚ ʩʝʥʪʷʙʨʝ 2015 ʛʦʜʘ ʫʥʠʚʝʨʩʠʪʝʪ ʈʫʪʛʝʨʩʘ ʩʪʘʣ ʞʝʨʪʚʦʡ DDoS-ʘʪʘʢʠ, ʘ ʚ ʤʘʨʪʝ 

2018 ʛʦʜʘ ʰʢʦʣʴʥʳʡ ʦʢʨʫʛ ʦʢʨʫʛʘ ʃʝʦʥ ʧʦʪʝʨʷʣ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʧʨʠʤʝʨʥʦ 50 

000 ʩʪʫʜʝʥʪʦʚ ʠ ʩʦʪʨʫʜʥʠʢʦʚ ʠʟ-ʟʘ ʩʪʦʨʦʥʥʠʡ ʧʦʩʪʘʚʱʠʢ, ɺʠʨʪʫʘʣʴʥʘʷ ʰʢʦʣʘ 

ʌʣʦʨʠʜʳ (FLVS). ʀʥʬʦʨʤʘʮʠʷ, ʧʨʝʜʦʩʪʘʚʣʝʥʥʘʷ ʦʙ ʫʯʝʥʠʢʘʭ, ʚʢʣʶʯʘʣʘ ʠʤʷ, ʠʤʷ 
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ʧʦʣʴʟʦʚʘʪʝʣʷ, ʰʢʦʣʴʥʳʡ ʠʜʝʥʪʠʬʠʢʘʮʠʦʥʥʳʡ ʥʦʤʝʨ, ʤʝʜʠʮʠʥʩʢʠʝ ʠ 

ʜʝʤʦʛʨʘʬʠʯʝʩʢʠʝ ʜʘʥʥʳʝ. ʈʘʩʢʨʳʪʘʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ ʩʦʪʨʫʜʥʠʢʘ 

ʚʢʣʯʁʘʣʘ ʥʦʤʝʨʘ ʩʦʮʠʘʣʴʥʦʛʦ ʩʪʨʘʭʦʚʘʥʠʷ, ʧʦʣʥʫʶ ʢʦʥʪʘʢʪʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, 

ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʤʥʦʛʦʝ ʜʨʫʛʦʝ. 

ʇʦʤʠʤʦ ʥʘʨʫʰʝʥʠʷ ʧʨʘʚʠʣ ʰʢʦʣʴʥʦʛʦ ʦʢʨʫʛʘ ʦʢʨʫʛʘ ʃʝʦʥ, FLVS ʧʦʪʝʨʷʣʘ 

ʜʘʥʥʳʝ ʰʢʦʣʴʥʦʛʦ ʦʢʨʫʛʘ ʚ ʜʚʫʭ ʜʨʫʛʠʭ ʦʪʜʝʣʴʥʳʭ ʠʥʮʠʜʝʥʪʘʭ, ʚʢʣʶʯʘʷ 

ʩʣʝʜʫʶʱʠʝ: 

ɺ 2013 ʛʦʜʫ ʰʢʦʣʴʥʳʡ ʦʢʨʫʛ ʦʢʨʫʛʘ ʃʝʦʥ ʧʨʝʜʦʩʪʘʚʠʣ ʧʦʩʪʘʚʱʠʢʫ 

ʵʣʝʢʪʨʦʥʥʳʭ ʫʩʣʫʛ, UCompass, ʜʦʩʪʫʧ ʢ ʜʘʥʥʳʤ ʦ ʧʝʨʩʦʥʘʣʝ ʦʢʨʫʛʘ ʠ ʫʯʘʱʠʭʩʷ. 

ʇʦʟʜʥʝʝ FLVS ʧʨʠʦʙʨʝʣʘ UCompass ʠ ʧʦʣʫʯʠʣʘ ʜʘʥʥʳʝ, ʩʦʭʨʘʥʠʚ ʠʭ ʥʘ 

ʥʝʙʝʟʦʧʘʩʥʦʤ ʩʝʨʚʝʨʝ. ɺ ʬʝʚʨʘʣʝ 2018 ʛʦʜʘ ʥʝʘʚʪʦʨʠʟʦʚʘʥʥʳʡ ʟʣʦʫʤʳʰʣʝʥʥʠʢ 

ʧʦʣʫʯʠʣ ʜʦʩʪʫʧ ʢ ʥʝʟʘʱʠʱʝʥʥʦʤʫ ʩʝʨʚʝʨʫ ʠ ʦʧʫʙʣʠʢʦʚʘʣ ʩʚʦʠ ʚʳʚʦʜʳ ʥʘ ʦʥʣʘʡʥ-

ʬʦʨʫʤʝ. ʐʢʦʣʫ ʧʨʝʜʫʧʨʝʜʠʣ ʩʦʪʨʫʜʥʠʢ Databreaches.net, ʢʦʪʦʨʳʡ ʟʘʤʝʪʠʣ 

ʢʦʤʤʝʥʪʘʨʠʡ ʥʘ ʬʦʨʫʤʝ. 

ʉ ʤʘʷ 2016 ʛʦʜʘ ʧʦ ʬʝʚʨʘʣʴ 2018 ʛʦʜʘ FLVS ʧʨʝʜʦʩʪʘʚʣʷʣʘ ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʝ 

ʦʥʣʘʡʥ-ʫʩʣʫʛʠ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʚʦ ʚʩʝʤ ʰʢʦʣʴʥʦʤ ʦʢʨʫʛʝ ʦʢʨʫʛʘ ʃʝʦʥ. ɺ ʬʝʚʨʘʣʝ 

2018 ʛʦʜʘ FLVS ʫʚʝʜʦʤʠʣ ʰʢʦʣʴʥʳʡ ʦʢʨʫʛ ʦ ʪʦʤ, ʯʪʦ ʣʠʯʥʳʝ ʜʘʥʥʳʝ, ʧʝʨʝʜʘʥʥʳʝ 

ʟʘ ʵʪʦ ʚʨʝʤʷ, ʩʪʘʣʠ ʦʙʱʝʜʦʩʪʫʧʥʳʤʠ. 

ɺʘʞʥʦʩʪʴ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʰʢʦʣʘʭ 

ʍʦʪʷ ʥʝ ʙʳʣʦ ʥʠʢʘʢʠʭ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʪʦʛʦ, ʯʪʦ ʥʘʨʫʰʝʥʠʝ ʆʩʪʠʥʘ ISD 

ʠʩʧʦʣʴʟʦʚʘʣʦʩʴ ʚ ʟʣʦʥʘʤʝʨʝʥʥʳʭ ʮʝʣʷʭ, ʵʪʦʪ ʩʮʝʥʘʨʠʡ ʷʚʣʷʝʪʩʷ ʝʱʝ ʦʜʥʠʤ 

ʧʨʠʤʝʨʦʤ ʫʱʝʨʙʘ ʠ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠ, ʢʦʪʦʨʳʝ ʚʦʟʥʠʢʘʶʪ, ʢʦʛʜʘ ʩʪʦʨʦʥʥʠʡ 

ʧʦʩʪʘʚʱʠʢ ʥʝ ʠʤʝʝʪ ʥʘʜʝʞʥʦʡ ʠʣʠ ʜʘʞʝ ʘʜʝʢʚʘʪʥʦʡ ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ. ɽʩʣʠ 

ʭʘʢʝʨ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʠʤʝʣ ʟʣʦʥʘʤʝʨʝʥʥʳʡ ʫʤʳʩʝʣ, ʫʱʝʨʙ ʤʦʛ ʙʳ ʨʘʩʧʨʦʩʪʨʘʥʠʪʴʩʷ 

ʥʘ ʢʨʫʧʥʳʝ ʚʳʧʣʘʪʳ ʚʳʢʫʧʘ ʠʣʠ ʦʛʨʦʤʥʳʝ ʧʦʪʝʨʠ ʨʝʧʫʪʘʮʠʠ: ʚʦʩʝʤʴʜʝʩʷʪ ʩʝʤʴ 

ʧʨʦʮʝʥʪʦʚ ʧʦʪʨʝʙʠʪʝʣʝʡ ʛʦʪʦʚʳ ʫʡʪʠ ʠ ʟʘʥʷʪʴʩʷ ʩʚʦʠʤ ʙʠʟʥʝʩʦʤ ʚ ʜʨʫʛʦʤ ʤʝʩʪʝ, 

ʝʩʣʠ ʠʣʠ ʢʦʛʜʘ ʧʨʦʠʟʦʡʜʝʪ ʫʪʝʯʢʘ ʜʘʥʥʳʭ. ɼʣʷ ʩʪʦʨʦʥʥʠʭ ʧʦʩʪʘʚʱʠʢʦʚ, 

ʦʙʩʣʫʞʠʚʘʶʱʠʭ ʩʠʩʪʝʤʳ ʦʙʨʘʟʦʚʘʥʠʷ, ʵʪʦ ʜʦʣʞʥʦ ʩʪʘʪʴ ʪʨʝʚʦʞʥʳʤ ʩʠʛʥʘʣʦʤ. 

ɼʦʚʝʨʠʝ ʠ ʨʝʧʫʪʘʮʠʷ ʥʘʜʝʞʥʦʛʦ ʜʝʣʦʚʦʛʦ ʧʘʨʪʥʝʨʘ ʥʘʭʦʜʷʪʩʷ ʧʦʜ ʫʛʨʦʟʦʡ, ʢʦʛʜʘ 

ʧʦʜʢʣʶʯʝʥʠʝ ʥʝ ʟʘʱʠʱʝʥʦ ʠʣʠ ʥʝ ʢʦʥʪʨʦʣʠʨʫʝʪʩʷ.  

ɼʣʷ ʰʢʦʣʴʥʳʭ ʦʢʨʫʛʦʚ ʣʶʙʘʷ ʫʛʨʦʟʘ ʥʘʧʘʜʝʥʠʷ - ʣʠʯʥʦ ʠʣʠ ʯʝʨʝʟ ʀʥʪʝʨʥʝʪ - 

ʜʦʣʞʥʘ ʙʳʪʴ ʫʩʪʨʘʥʝʥʘ ʠ ʟʘʱʠʱʝʥʘ. ʕʪʦ ʧʨʘʚʠʣʴʥʳʡ ʧʨʦʪʦʢʦʣ. ɿʘʱʠʪʘ ʚʘʰʠʭ 

ʩʦʪʨʫʜʥʠʢʦʚ ʠ ʚʘʰʝʡ ʢʦʤʧʘʥʠʠ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ ʟʘʱʠʪʫ ʠʭ ʦʪ ʢʨʘʞʠ ʠ ʨʘʩʢʨʳʪʠʷ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʡ ʠ ʚʘʞʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʫʶ ʤʦʞʥʦ ʥʘʡʪʠ ʪʦʣʴʢʦ ʚʦ 

ʚʥʫʪʨʝʥʥʠʭ ʩʠʩʪʝʤʘʭ. ʋʧʨʘʚʣʝʥʠʝ ʩʪʦʨʦʥʥʠʤ ʫʜʘʣʝʥʥʳʤ ʜʦʩʪʫʧʦʤ ʠ ʨʝʘʣʠʟʘʮʠʷ 

ʩʪʦʨʦʥʥʝʡ ʧʨʦʛʨʘʤʤʳ ʫʧʨʘʚʣʝʥʠʷ ʨʠʩʢʘʤʠ - ʵʪʦ ʧʝʨʚʳʝ ʰʘʛʠ ʢ ʟʘʱʠʪʝ ʩʝʪʝʡ 

ʰʢʦʣʴʥʦʛʦ ʦʢʨʫʛʘ ʦʪ ʭʘʢʝʨʦʚ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʩʪʦʨʦʥʥʠʝ ʪʦʯʢʠ ʜʦʩʪʫʧʘ.  

ɼʣʷ ʧʦʩʪʘʚʱʠʢʦʚ ʦʙʨʘʟʦʚʘʪʝʣʴʥʳʭ ʩʠʩʪʝʤ ʫʧʨʝʞʜʘʶʱʠʡ ʧʦʜʭʦʜ ʢ ʩʝʪʝʚʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʷʚʣʷʝʪʩʷ ʦʩʥʦʚʦʡ ʢʘʯʝʩʪʚʝʥʥʦʛʦ ʧʦʩʪʘʚʱʠʢʘ ʫʩʣʫʛ. ʇʣʘʪʬʦʨʤʳ 

ʫʜʘʣʝʥʥʦʡ ʧʦʜʜʝʨʞʢʠ ʥʝ ʪʦʣʴʢʦ ʩʣʫʞʘʪ ʜʦʧʦʣʥʠʪʝʣʴʥʳʤ ʧʨʝʠʤʫʱʝʩʪʚʦʤ, ʥʦ ʠ 

ʫʩʠʣʠʚʘʶʪ ʟʘʱʠʪʥʳʝ ʤʝʨʳ, ʢʦʪʦʨʳʝ ʚʘʰʘ ʢʦʤʧʘʥʠʷ ʧʨʠʤʝʪ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʘʰʝʛʦ ʢʣʠʝʥʪʘ - ʚ ʜʘʥʥʦʤ ʩʣʫʯʘʝ ʟʘʱʠʪʘ PII ʩʪʫʜʝʥʪʦʚ ʠ 

ʩʦʪʨʫʜʥʠʢʦʚè. (Tori Taylor. A lesson in cybersecurity for school districts // Security 

Boulevard (https://securityboulevard.com/2021/04/a-lesson-in-cybersecurity-for-

school-districts/). 09.04.2021). 
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***  

 

çɽʱʝ ʦʜʠʥ ʧʨʠʤʝʨ ʫʩʪʦʡʯʠʚʦʩʪʠ ʠ ʢʨʝʘʪʠʚʥʦʩʪʠ ʢʠʙʝʨ-

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʠʟʣʦʞʝʥ ʚ ʥʦʚʦʤ ʙʣʦʛʝ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ Cisco / Talos, ʚ 

ʢʦʪʦʨʦʤ ʨʘʩʩʢʘʟʳʚʘʝʪʩʷ, ʢʘʢ ʟʘ ʧʦʩʣʝʜʥʠʡ ʛʦʜ ʠ, ʚ ʯʘʩʪʥʦʩʪʠ, ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʤʠʛʨʘʮʠʠ ʩ ʨʘʙʦʪʳ ʚ ʦʬʠʩʝ ʥʘ ʨʘʙʦʪʫ ʠʟ ʜʦʤʘ ʚʦ ʚʨʝʤʷ ʧʘʥʜʝʤʠʠ ʢʠʙʝʨ-

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʧʣʘʪʬʦʨʤʳ ʜʣʷ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ, ʪʘʢʠʝ ʢʘʢ 

Slack ʠ Discord, ʜʣʷ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʩʨʝʜʠ ʥʠʯʝʛʦ ʥʝ 

ʧʦʜʦʟʨʝʚʘʶʱʠʭ ʞʝʨʪʚ. 
ʉʦʛʣʘʩʥʦ ʙʣʦʛʫ: 

ʇʦʩʢʦʣʴʢʫ ʫʜʘʣʝʥʥʘʷ ʨʘʙʦʪʘ ʩʪʘʣʘ ʥʦʨʤʦʡ ʥʘ ʧʨʦʪʷʞʝʥʠʠ ʚʩʝʡ ʧʘʥʜʝʤʠʠ 

COVID-19, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʝʥʷʶʪ ʩʚʦʶ ʪʘʢʪʠʢʫ, ʯʪʦʙʳ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ 

ʠʟʤʝʥʝʥʠʷʤʠ ʚ ʨʘʙʦʯʠʭ ʧʨʦʮʝʩʩʘʭ ʩʦʪʨʫʜʥʠʢʦʚ. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʧʣʘʪʬʦʨʤʳ ʜʣʷ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ, ʪʘʢʠʝ ʢʘʢ 

Discord ʠ Slack, ʯʪʦʙʳ ʦʩʪʘʚʘʪʴʩʷ ʥʝʟʘʤʝʯʝʥʥʳʤʠ ʠ ʫʢʣʦʥʷʪʴʩʷ ʦʪ ʟʘʱʠʪʳ 

ʦʨʛʘʥʠʟʘʮʠʠ. 

ʇʣʘʪʬʦʨʤʳ ʜʣʷ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ ʧʦʟʚʦʣʷʶʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʧʨʦʚʦʜʠʪʴ 

ʢʘʤʧʘʥʠʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʟʘʢʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ, ʢʦʪʦʨʘʷ ʥʝ ʤʦʞʝʪ ʙʳʪʴ 

ʟʘʙʣʦʢʠʨʦʚʘʥʘ ʚʦ ʤʥʦʛʠʭ ʩʝʪʝʚʳʭ ʩʨʝʜʘʭ. 

ʊʨʦʷʥʳ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ (RAT), ʢʨʘʞʠ ʠʥʬʦʨʤʘʮʠʠ, ʚʨʝʜʦʥʦʩʥʳʝ 

ʧʨʦʛʨʘʤʤʳ ʜʣʷ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʠ ʜʨʫʛʠʝ ʫʛʨʦʟʳ ʠʩʧʦʣʴʟʫʶʪ ʧʣʘʪʬʦʨʤʳ ʜʣʷ 

ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ ʜʣʷ ʜʦʩʪʘʚʢʠ, ʠʟʚʣʝʯʝʥʠʷ ʢʦʤʧʦʥʝʥʪʦʚ ʠ ʦʙʤʝʥʘ ʜʘʥʥʳʤʠ ʜʣʷ 

ʫʧʨʘʚʣʝʥʠʷ ʠ ʢʦʥʪʨʦʣʷ. 

ɺ ʦʙʱʝʤ, ʢʦʤʥʘʪʳ ʠ ʧʣʘʪʬʦʨʤʳ ʜʣʷ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ 

çʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʪʨʘʜʠʮʠʦʥʥʳʭ ʧʨʠʤʘʥʦʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʩʧʘʤʘ, ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ 

ʟʘʨʘʞʝʥʠʷ ʞʝʨʪʚè. ʆʥʠ ʠʩʧʦʣʴʟʫʶʪ ʧʣʘʪʬʦʨʤʳ, ʯʪʦʙʳ çʦʙʦʡʪʠ ʤʝʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʧʦ ʧʝʨʠʤʝʪʨʫ ʠ ʤʘʢʩʠʤʘʣʴʥʦ ʫʚʝʣʠʯʠʪʴ ʚʦʟʤʦʞʥʦʩʪʠ ʟʘʨʘʞʝʥʠʷè. ʆʥʠ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʥʘ ʪʨʝʭ ʵʪʘʧʘʭ ʘʪʘʢ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ, ʚʢʣʶʯʘʷ ʜʦʩʪʘʚʢʫ, ʠʟʚʣʝʯʝʥʠʝ 

ʢʦʤʧʦʥʝʥʪʦʚ, ʘ ʪʘʢʞʝ C2 ʠ ʢʨʘʞʫ ʜʘʥʥʳʭ. ʆʥʠ ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚ ʢʘʤʧʘʥʠʷʭ 

ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ. 

ɽʩʣʠ ʚʘʰʘ ʦʨʛʘʥʠʟʘʮʠʷ ʠʩʧʦʣʴʟʫʝʪ ʧʣʘʪʬʦʨʤʳ ʜʣʷ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ, 

ʚʘʞʥʦ, ʯʪʦʙʳ ʚʘʰʠ ʀʊ-ʩʧʝʮʠʘʣʠʩʪʳ ʠ ʩʦʪʨʫʜʥʠʢʠ ʟʥʘʣʠ ʦ ʟʣʦʥʘʤʝʨʝʥʥʦʤ 

ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʵʪʠʭ ʧʣʘʪʬʦʨʤ, ʯʪʦʙʳ ʦʥʠ ʤʦʛʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʘʜʣʝʞʘʱʫʶ 

ʢʠʙʝʨʛʠʛʠʝʥʠʮʫ, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʠʥʮʠʜʝʥʪʘ, ʢʘʢ ʧʨʠ ʬʠʰʠʥʛʝ ʠʣʠ ʩʭʝʤʝ 

ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ. ʉ ʵʪʠʤʠ ʧʣʘʪʬʦʨʤʘʤʠ ʜʣʷ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ ʩʣʝʜʫʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴ ʪʝ ʞʝ ʠʥʩʪʨʫʤʝʥʪʳ, ʢʦʪʦʨʳʝ ʦʥʠ ʠʩʧʦʣʴʟʫʶʪ ʜʣʷ ʚʳʷʚʣʝʥʠʷ 

ʚʨʝʜʦʥʦʩʥʳʭ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ ʠʣʠ ʪʝʢʩʪʦʚ. ʆʙʫʯʝʥʠʝ ʵʪʠʤ ʩʭʝʤʘʤ ʠ 

ʠʩʧʦʣʴʟʦʚʘʥʠʶ ʟʘʢʦʥʥʳʭ ʙʠʟʥʝʩ-ʧʣʘʪʬʦʨʤ - ʧʝʨʚʘʷ ʟʘʱʠʪʘ ʦʪ ʠʥʮʠʜʝʥʪʘè. (Linn 

Foster Freedman. Cisco/Talos Researchers Find Attackers Using Slack and Discord to 

Distribute Malware // Robinson & Cole LLP 

(https://www.dataprivacyandsecurityinsider.com/2021/04/cisco-talos-researchers-find-

attackers-using-slack-and-discord-to-distribute-malware/). 15.04.2021). 

***  

 



 151 

çApplus Technologies, Inc., ʧʦʩʪʘʚʱʠʢ ʘʚʪʦʪʨʘʥʩʧʦʨʪʥʳʭ ʩʨʝʜʩʪʚ 

ʥʝʩʢʦʣʴʢʠʭ ʜʝʧʘʨʪʘʤʝʥʪʦʚ ʰʪʘʪʘ, ʢʦʪʦʨʳʡ ʧʦʤʦʛʘʝʪ ʰʪʘʪʘʤ ʚ ʧʨʦʚʝʜʝʥʠʠ 

ʠʥʩʧʝʢʮʠʡ ʪʨʘʥʩʧʦʨʪʥʳʭ ʩʨʝʜʩʪʚ, ʥʝʜʘʚʥʦ ʦʙʲʷʚʠʣ, ʯʪʦ ʝʛʦ ʩʠʩʪʝʤʳ ʙʳʣʠ 

ʟʘʪʨʦʥʫʪʳ ʚʨʝʜʦʥʦʩʥʳʤ ʇʆ, ʯʪʦ ʥʘʨʫʰʠʣʦ ʧʨʦʚʝʨʢʠ ʪʨʘʥʩʧʦʨʪʥʳʭ ʩʨʝʜʩʪʚ ʚ 

ʂʦʥʥʝʢʪʠʢʫʪʝ, ɼʞʦʨʜʞʠʠ, ɸʡʜʘʭʦ, ʀʣʣʠʥʦʡʩʝ, ʄʘʩʩʘʯʫʩʝʪʩʝ, ʅʴʶ-ʁʦʨʢʝ., 

ʊʝʭʘʩ ʠ ʖʪʘ. ʀʟ-ʟʘ ʦʪʢʣʶʯʝʥʠʷ ʥʝ ʫʜʘʣʦʩʴ ʟʘʚʝʨʰʠʪʴ ʪʝʭʦʩʤʦʪʨ ʘʚʪʦʤʦʙʠʣʝʡ 

ʩ 30 ʤʘʨʪʘ 2021 ʛʦʜʘ. 
ʕʪʦ, ʦʯʝʚʠʜʥʦ, ʦʯʝʥʴ ʥʝʫʜʦʙʥʦ ʜʣʷ ʪʝʭ ʣʶʜʝʡ, ʯʴʠ ʢʦʥʪʨʦʣʴʥʳʝ ʥʘʢʣʝʡʢʠ 

ʠʤʝʶʪ ʠʣʠ ʩʢʦʨʦ ʠʩʪʝʢʘʶʪ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʨʠʩʢʫʶʪ ʧʦʣʫʯʠʪʴ ʩʩʳʣʢʫ ʥʘ 

ʧʨʦʩʨʦʯʝʥʥʫʶ ʢʦʥʪʨʦʣʴʥʫʶ ʥʘʢʣʝʡʢʫ, ʧʦʤʠʤʦ ʪʦʛʦ, ʯʪʦ ʠʤ ʧʨʠʜʝʪʩʷ ʚʟʷʪʴ ʚʨʝʤʷ, 

ʯʪʦʙʳ ʚʟʷʪʴ ʩʚʦʶ ʤʘʰʠʥʫ ʜʣʷ ʦʩʤʦʪʨʘ. 

ʏʪʦʙʳ ʨʝʰʠʪʴ ʵʪʫ ʧʨʦʙʣʝʤʫ, ʚ ʈʝʝʩʪʨʝ ʘʚʪʦʪʨʘʥʩʧʦʨʪʥʳʭ ʩʨʝʜʩʪʚ ʰʪʘʪʘ 

ʄʘʩʩʘʯʫʩʝʪʩ (RMV) ʟʘʷʚʠʣʠ: ç[R] ʇʨʠʟʥʘʚʘʷ ʥʝʫʜʦʙʩʪʚʘ, ʢʦʪʦʨʳʝ ʚʳʟʳʚʘʝʪ 

ʦʪʢʣʶʯʝʥʠʝ Applus, RMV ʩʚʷʟʳʚʘʣʩʷ ʩ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤʠ ʦʨʛʘʥʘʤʠ ʩ ʧʨʦʩʴʙʦʡ 

ʦ ʩʦʪʨʫʜʥʠʯʝʩʪʚʝ ʠ ʦʩʤʦʪʨʠʪʝʣʴʥʦʩʪʠ ʧʨʠ ʮʠʪʠʨʦʚʘʥʠʠ ʪʝʭ, ʫ ʢʦʛʦ ʩʨʦʢ ʜʝʡʩʪʚʠʷ 

ʥʘʢʣʝʡʢʠ ʠʩʪʝʢ. ʢʪʦ, ʚʦʟʤʦʞʥʦ, ʧʳʪʘʣʩʷ ʧʦʩʝʪʠʪʴ ʩʪʘʥʮʠʶ ʥʘ ʵʪʦʡ ʥʝʜʝʣʝè. RMV 

ʧʨʦʜʣʠʣ ʣʴʛʦʪʥʳʡ ʧʝʨʠʦʜ ʚ ʦʜʠʥ ʤʝʩʷʮ ʜʣʷ ʚʦʜʠʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʥʝ ʩʤʦʛʣʠ 

ʧʦʣʫʯʠʪʴ ʩʚʦʠ ʢʦʥʪʨʦʣʴʥʳʝ ʥʘʢʣʝʡʢʠ ʠʟ-ʟʘ ʩʙʦʷ ʚ ʨʘʙʦʪʝ. 

ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʧʨʦʚʝʨʢʠ ʙʳʣʠ ʦʪʣʦʞʝʥʳ ʥʘ ʥʝʜʝʣʶ, 7 ʘʧʨʝʣʷ 2021 ʛʦʜʘ 

Applus ʦʪʧʨʘʚʠʣʘ ʠʩʧʨʘʚʣʝʥʠʝ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʥʘ ʩʪʘʥʮʠʠ ʪʝʭʥʠʯʝʩʢʦʛʦ 

ʦʙʩʣʫʞʠʚʘʥʠʷ, ʯʪʦʙʳ ʧʦʧʳʪʘʪʴʩʷ ʨʝʰʠʪʴ ʧʨʦʙʣʝʤʫ. ʆʜʥʘʢʦ ʩʦʦʙʱʘʝʪʩʷ, ʯʪʦ 

ɸʧʧʣʶʩ ʨʘʟʦʩʣʘʣ ʧʘʪʯ ʥʘ ʉʊʆ ʥʘ ʬʣʝʰʢʘʭ! ʌʣʵʰ-ʥʘʢʦʧʠʪʝʣʠ ʠʟʚʝʩʪʥʳ ʪʝʤ, ʯʪʦ 

ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʚʥʝʜʨʝʥʠʷ ʚʨʝʜʦʥʦʩʥʳʭ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʠ ʧʨʦʛʨʘʤʤ-

ʚʳʤʦʛʘʪʝʣʝʡ ʚ ʩʠʩʪʝʤʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʆʪʧʨʘʚʢʘ ʧʘʪʯʘ ʥʘ ʬʣʝʰʢʫ ʧʦʣʥʦʩʪʴʶ 

ʧʨʦʪʠʚʦʨʝʯʠʪ ʣʫʯʰʠʤ ʧʨʘʢʪʠʢʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

Applus ʟʘʷʚʠʣʘ, ʯʪʦ ʥʝ ʩʯʠʪʘʝʪ, ʯʪʦ ʢʘʢʘʷ-ʣʠʙʦ ʬʠʥʘʥʩʦʚʘʷ ʠʥʬʦʨʤʘʮʠʷ 

ʢʣʠʝʥʪʘ (ʥʘʧʨʠʤʝʨ, ʩʪʘʥʮʠʠ ʦʙʩʣʫʞʠʚʘʥʠʷ) ʙʳʣʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʘ, ʥʦ ʨʘʙʦʪʘʝʪ 

ʩ ʵʢʩʧʝʨʪʦʤ-ʢʨʠʤʠʥʘʣʠʩʪʦʤéè. (Linn F oster Freedman. Vehicle Inspections in 

Multiple States Disrupted by Malware // Robinson & Cole LLP 

(https://www.dataprivacyandsecurityinsider.com/2021/04/vehicle-inspections-in-

multiple-states-disrupted-by-malware/). 08.04.2021). 
***  

 

çʋʥʠʚʝʨʩʠʪʝʪ ʍʘʨʪʬʦʨʜʰʠʨʘ ʧʦʩʪʨʘʜʘʣ ʦʪ ʨʘʟʨʫʰʠʪʝʣʴʥʦʡ ʢʠʙʝʨʘʪʘʢʠ, 

ʚ ʨʝʟʫʣʴʪʘʪʝ ʢʦʪʦʨʦʡ ʙʳʣʠ ʚʳʚʝʜʝʥʳ ʠʟ ʩʪʨʦʷ ʚʩʝ ʝʛʦ ʀʊ-ʩʠʩʪʝʤʳ, ʚʢʣʶʯʘʷ 

Office 365, Teams ʠ Zoom, ʣʦʢʘʣʴʥʳʝ ʩʝʪʠ, Wi-Fi, ʵʣʝʢʪʨʦʥʥʫʶ ʧʦʯʪʫ, 

ʭʨʘʥʠʣʠʱʝ ʜʘʥʥʳʭ ʠ VPN. 
ʋʥʠʚʝʨʩʠʪʝʪ ʩʦʦʙʱʠʣ ʦ ʥʘʧʘʜʝʥʠʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʚ ʩʨʝʜʫ, ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʯʝʛʦ ʙʳʣʠ ʦʪʤʝʥʝʥʳ ʚʩʝ ʦʥʣʘʡʥ-ʟʘʥʷʪʠʷ ʚ ʯʝʪʚʝʨʛ ʠ ʧʷʪʥʠʮʫ.  

çʅʝʟʘʜʦʣʛʦ ʜʦ 22:00 ʚ ʩʨʝʜʫ, 14 ʘʧʨʝʣʷ, ʫʥʠʚʝʨʩʠʪʝʪ ʧʦʜʚʝʨʛʩʷ ʢʠʙʝʨʘʪʘʢʝ, 

ʢʦʪʦʨʘʷ ʟʘʪʨʦʥʫʣʘ ʚʩʝ ʥʘʰʠ ʩʠʩʪʝʤʳ, ʚ ʪʦʤ ʯʠʩʣʝ ʦʙʣʘʯʥʳʝ, ʪʘʢʠʝ ʢʘʢ Canvas, MS 

Teams ʠ Zoomè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ ʥʘ ʩʚʦʝʤ ʚʝʙ-ʩʘʡʪʝ.  

ʀʟ-ʟʘ ʧʘʥʜʝʤʠʯʝʩʢʠʭ ʦʛʨʘʥʠʯʝʥʠʡ ʥʘ ʦʯʥʳʝ ʟʘʥʷʪʠʷ ʫʥʠʚʝʨʩʠʪʝʪ ʠ 

ʙʦʣʴʰʠʥʩʪʚʦ ʩʪʫʜʝʥʪʦʚ ʧʦ-ʧʨʝʞʥʝʤʫ ʟʘʚʠʩʷʪ ʦʪ ʧʨʠʣʦʞʝʥʠʡ ʜʣʷ ʦʥʣʘʡʥ-ʦʙʫʯʝʥʠʷ 

ʠ ʚʠʜʝʦʢʦʥʬʝʨʝʥʮʠʡ, ʪʘʢʠʭ ʢʘʢ Zoom. ʇʨʘʚʠʪʝʣʴʩʪʚʦ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʨʘʟʨʝʰʠʣʦ 
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ʥʝʢʦʪʦʨʳʤ ʩʪʫʜʝʥʪʘʤ ʚʝʨʥʫʪʴʩʷ ʢ ʦʯʥʦʤʫ ʦʙʫʯʝʥʠʶ, ʝʩʣʠ ʠʤ ʪʨʝʙʫʝʪʩʷ 

ʩʧʝʮʠʘʣʴʥʦʝ ʦʙʦʨʫʜʦʚʘʥʠʝ, ʥʦ ʟʘʧʨʝʪʠʣʦ ʧʦʣʥʦʝ ʚʦʟʚʨʘʱʝʥʠʝ ʢʘʢ ʤʠʥʠʤʫʤ ʜʦ 17 

ʤʘʷ. 

ɺ ʫʥʠʚʝʨʩʠʪʝʪʝ ʦʪʤʝʪʠʣʠ, ʯʪʦ ʦʪʢʣʶʯʝʥʠʝ ʧʠʪʘʥʠʷ ʤʦʞʝʪ ʧʦʚʣʠʷʪʴ ʥʘ 

ʦʪʧʨʘʚʢʫ ʟʘʜʘʥʠʡ ʩʪʫʜʝʥʪʘʤʠ, ʥʦ ʟʘʚʝʨʠʣʠ ʠʭ, ʯʪʦ ʚ ʨʝʟʫʣʴʪʘʪʝ ʥʠ ʦʜʠʥ ʩʪʫʜʝʥʪ ʥʝ 

ʦʢʘʞʝʪʩʷ ʚ ʥʝʚʳʛʦʜʥʦʤ ʧʦʣʦʞʝʥʠʠ. 

ʉʪʫʜʝʥʪʘʤ ʨʘʟʨʝʰʘʣʦʩʴ ʧʦʩʝʱʘʪʴ ʫʥʠʚʝʨʩʠʪʝʪ ʧʨʠ ʫʩʣʦʚʠʠ, ʯʪʦ ʜʦʩʪʫʧ ʢ 

ʢʦʤʧʴʶʪʝʨʫ ʥʝ ʙʳʣ ʥʝʦʙʭʦʜʠʤ.  

çɺʳ ʥʝ ʩʤʦʞʝʪʝ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʢʦʤʧʴʶʪʝʨʥʦʤʫ ʦʙʦʨʫʜʦʚʘʥʠʶ ʚ LRC, 

ʣʘʙʦʨʘʪʦʨʠʷʭ ʠʣʠ ʫʥʠʚʝʨʩʠʪʝʪʩʢʦʤ Wi-Fi. ʋʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ʢ 

ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʤʫ ʧʨʦʛʨʘʤʤʥʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ ʠ ʢʦʤʧʴʶʪʝʨʘʤ ʚ ʥʘʩʪʦʷʱʝʝ 

ʚʨʝʤʷ ʥʝʜʦʩʪʫʧʝʥè, - ʟʘʷʚʠʣʠ ʚ ʫʥʠʚʝʨʩʠʪʝʪʝ. 

ʅʘ ʩʪʨʘʥʠʮʝ ʩʦʩʪʦʷʥʠʷ ʩʠʩʪʝʤʳ ʚ ʍʘʨʪʬʦʨʜʰʠʨʝ, ʧʦʩʣʝʜʥʠʡ ʨʘʟ 

ʦʙʥʦʚʣʷʚʰʝʡʩʷ 17 ʯʘʩʦʚ ʥʘʟʘʜ, ʧʦʢʘʟʘʥʳ ʤʘʩʰʪʘʙʳ ʥʘʨʫʰʝʥʠʷ. 

ʅʝʷʩʥʦ, ʢʘʢʫʶ ʢʠʙʝʨʘʪʘʢʫ ʧʝʨʝʞʠʣ ʫʥʠʚʝʨʩʠʪʝʪ, ʥʦ ʅʘʮʠʦʥʘʣʴʥʳʡ ʮʝʥʪʨ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ (NCSC) ʚ ʧʨʦʰʣʦʤ ʤʝʩʷʮʝ ʧʨʝʜʫʧʨʝʜʠʣ ʦ ʚʩʧʣʝʩʢʝ ʘʪʘʢ 

ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʥʘ ʰʢʦʣʳ, ʢʦʣʣʝʜʞʠ ʠ ʫʥʠʚʝʨʩʠʪʝʪʳ. 

çɺ ʥʝʜʘʚʥʠʭ ʠʥʮʠʜʝʥʪʘʭ, ʟʘʪʨʘʛʠʚʘʶʱʠʭ ʩʝʢʪʦʨ ʦʙʨʘʟʦʚʘʥʠʷ, ʧʨʦʛʨʘʤʤʳ-

ʚʳʤʦʛʘʪʝʣʠ ʧʨʠʚʝʣʠ ʢ ʧʦʪʝʨʝ ʩʪʫʜʝʥʪʘʤʠ ʢʫʨʩʦʚʳʭ ʨʘʙʦʪ, ʬʠʥʘʥʩʦʚʳʭ ʦʪʯʝʪʦʚ 

ʰʢʦʣ, ʘ ʪʘʢʞʝ ʜʘʥʥʳʭ, ʦʪʥʦʩʷʱʠʭʩʷ ʢ ʪʝʩʪʠʨʦʚʘʥʠʶ ʥʘ COVID-19è, - ʛʦʚʦʨʠʪʩʷ ʚ 

ʩʦʦʙʱʝʥʠʠ ʘʛʝʥʪʩʪʚʘè. (Liam Tung. Cyberattack on UK university knocks out online 

learning, Teams and Zoom // ZDNet (https://www.zdnet.com/article/cyberattack-on-uk-

university-knocks-out-online-learning-teams-and-zoom/). 16.04.2021). 
***  

 

çʌʠʰʠʥʛʦʚʳʝ ʘʪʘʢʠ ʦʩʪʘʶʪʩʷ ʦʛʨʦʤʥʦʡ ʧʨʦʙʣʝʤʦʡ, ʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ 

ʪʨʘʪʷʪ ʤʥʦʛʦ ʚʨʝʤʝʥʠ ʠ ʫʩʠʣʠʡ ʥʘ ʪʦ, ʯʪʦʙʳ ʜʣʷ ʧʦʪʝʥʮʠʘʣʴʥʦʡ ʞʝʨʪʚʳ 

ʱʝʣʯʦʢ ʧʦ ʧʣʦʭʦʡ ʩʩʳʣʢʝ ʙʳʣ ʩʘʤʳʤ ʠʥʪʫʠʪʠʚʥʦ ʧʦʥʷʪʥʳʤ ʠ ʧʨʦʩʪʳʤ 

ʜʝʣʦʤ. 
ʈʘʩʧʨʦʩʪʨʘʥʝʥʥʳʡ ʤʝʪʦʜ, ʠʩʧʦʣʴʟʫʝʤʳʡ ʚ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʴʤʘʭ, 

ʦʪʧʨʘʚʣʷʝʤʳʭ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤʠ ʧʨʠ ʧʦʧʳʪʢʝ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ, - ʵʪʦ 

ʫʪʚʝʨʞʜʝʥʠʝ, ʯʪʦ ʞʝʨʪʚʝ ʥʝʦʙʭʦʜʠʤʦ ʚ ʩʨʦʯʥʦʤ ʧʦʨʷʜʢʝ ʱʝʣʢʥʫʪʴ ʩʩʳʣʢʫ ʠʣʠ 

ʟʘʛʨʫʟʠʪʴ ʚʣʦʞʝʥʠʝ. 

ʕʪʦ ʤʦʞʝʪ ʙʳʪʴ ʯʪʦ ʫʛʦʜʥʦ: ʦʪ ʚʘʞʥʳʭ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʜʦʢʫʤʝʥʪʦʚ ʚ 

ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʩʨʝʜʝ ʜʦ ʫʚʝʜʦʤʣʝʥʠʷ ʦ ʜʦʩʪʘʚʢʝ ʧʦʩʳʣʢʠ, ʚʳʠʛʨʳʰʘ ʧʨʠʟʘ ʠʣʠ 

ʜʘʞʝ ʬʘʣʴʰʠʚʦʡ ʫʛʨʦʟʳ ʦ ʚʳʟʦʚʝ ʚ ʩʫʜ. 

ʉʦʦʙʱʝʥʠʷ ʩʦʩʪʘʚʣʝʥʳ ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʯʪʦ ʱʝʣʢʥʫʪʴ ʬʠʰʠʥʛʦʚʫʶ ʩʩʳʣʢʫ - 

ʵʪʦ ʩʘʤʳʡ ʧʨʦʩʪʦʡ ʩʧʦʩʦʙ ʩʜʝʣʘʪʴ ʵʪʦ, ʯʪʦʙʳ ʥʘʧʨʘʚʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʘ ʩʪʨʘʥʠʮʫ, 

ʧʨʝʜʥʘʟʥʘʯʝʥʥʫʶ ʜʣʷ ʢʨʘʞʠ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʜʣʷ ʚʭʦʜʘ ʠʣʠ ʜʨʫʛʦʡ ʣʠʯʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ. 

ʄʦʰʝʥʥʠʢʠ ʩʦʟʜʘʜʫʪ ʵʪʠ ʬʠʰʠʥʛʦʚʳʝ ʩʪʨʘʥʠʮʳ ʪʘʢ, ʯʪʦʙʳ ʦʥʠ ʚʳʛʣʷʜʝʣʠ 

ʧʦʯʪʠ ʥʝʦʪʣʠʯʠʤʳʤʠ ʦʪ ʨʝʘʣʴʥʦʡ, ʢʦʪʦʨʫʶ ʦʥʠ ʠʤʠʪʠʨʫʶʪ, ʯʪʦ ʷʚʣʷʝʪʩʷ ʯʘʩʪʴʶ 

ʧʣʘʥʘ, ʥʘʧʨʘʚʣʝʥʥʦʛʦ ʥʘ ʪʦ, ʯʪʦʙʳ ʩʜʝʣʘʪʴ ʦʧʝʨʘʮʠʶ ʢʘʢ ʤʦʞʥʦ ʙʦʣʝʝ ʛʣʘʜʢʦʡ - 

ʙʝʟ ʧʨʠʯʠʥʳ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʩʦʤʥʝʚʘʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ ʯʪʦ-ʪʦ ʥʝ ʪʘʢ. 
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çʆʪʯʘʩʪʠ ʧʨʦʙʣʝʤʘ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʬʠʰʠʥʛʦʚʳʝ ʩʠʛʥʘʣʳ ʯʘʩʪʦ 

ʥʝʦʪʣʠʯʠʤʳ ʦʪ ʧʦʣʦʞʠʪʝʣʴʥʳʭ ʭʘʨʘʢʪʝʨʠʩʪʠʢ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʦʛʦ ʦʧʳʪʘè, - ʩʢʘʟʘʣ 

ZDNet Security Update ʊʨʦʡ ʍʘʥʪ, ʩʦʟʜʘʪʝʣʴ HaveIBeenPwned ʠ ʮʠʬʨʦʚʦʡ ʩʦʚʝʪʥʠʢ 

Nord Security. 

çʕʪʦ ʣʝʛʢʦ, ʢʦʛʜʘ ʫ ʚʘʩ ʝʩʪʴ ʩʩʳʣʢʘ, ʧʦʪʦʤʫ ʯʪʦ ʚʳ ʧʨʦʩʪʦ ʥʘʞʠʤʘʝʪʝ ʥʘ ʥʝʝ, 

ʠ ʚʳ ʧʦʧʘʜʘʝʪʝ ʧʨʷʤʦ ʚ ʥʫʞʥʦʝ ʤʝʩʪʦ, ʠ ʦʥʘ ʛʣʫʙʦʢʦ ʩʚʷʟʳʚʘʝʪ ʚʘʩ ʩ ʧʦʪʝʥʮʠʘʣʴʥʦ 

ʤʦʰʝʥʥʠʯʝʩʢʦʡ ʪʨʘʥʟʘʢʮʠʝʡè, - ʜʦʙʘʚʠʣ ʦʥ. 

ʅʘʧʨʠʤʝʨ, ʝʩʣʠ ʫ ʧʦʣʴʟʦʚʘʪʝʣʷ ʚʦʟʥʠʢʣʠ ʦʧʘʩʝʥʠʷ, ʯʪʦ ʩʩʳʣʢʘ, ʷʢʦʙʳ 

ʧʨʠʥʘʜʣʝʞʘʱʘʷ ʠʭ ʙʘʥʢʫ, ʤʦʞʝʪ ʙʳʪʴ ʬʠʰʠʥʛʦʚʳʤ ʧʠʩʴʤʦʤ, ʦʥ ʤʦʞʝʪ ʥʝ 

ʧʝʨʝʭʦʜʠʪʴ ʧʦ ʩʩʳʣʢʝ, ʘ ʚʤʝʩʪʦ ʵʪʦʛʦ ʦʪʢʨʳʪʴ ʥʦʚʦʝ ʦʢʥʦ ʠ ʧʝʨʝʡʪʠ ʥʘ ʚʝʙ-ʩʘʡʪ 

ʙʘʥʢʘ, ʯʪʦʙʳ ʧʨʦʚʝʨʠʪʴ, ʝʩʪʴ ʣʠ ʪʘʤ ʜʝʡʩʪʚʠʪʝʣʴʥʦ ʙʳʣʦ ʩʦʦʙʱʝʥʠʝ ʦʪ ʠʭ 

ʘʢʢʘʫʥʪʘ. 

ʊʘʢʠʤ ʦʙʨʘʟʦʤ ʦʥʠ ʠʟʙʝʛʘʶʪ ʧʦʪʝʥʮʠʘʣʴʥʦ ʦʧʘʩʥʦʡ ʬʠʰʠʥʛ-ʩʩʳʣʢʠ. ʅʦ 

ʬʠʰʠʥʛʦʚʳʝ ʘʪʘʢʠ ʦʩʪʘʶʪʩʷ ʫʩʧʝʰʥʳʤʠ, ʧʦʪʦʤʫ ʯʪʦ ʣʶʜʝʡ ʧʦ-ʧʨʝʞʥʝʤʫ 

ʟʘʩʪʘʚʣʷʶʪ ʧʝʨʝʭʦʜʠʪʴ ʧʦ ʩʩʳʣʢʘʤ. 

ʀ ʵʪʦ ʥʝʩʤʦʪʨʷ ʥʘ ʥʝʜʘʚʥʠʡ ʦʧʨʦʩ ʦ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ, ʧʨʦʚʝʜʝʥʥʳʡ 

NordVPN, ʢʦʪʦʨʳʡ ʧʨʝʜʧʦʣʘʛʘʝʪ, ʯʪʦ, ʭʦʪʷ ʣʶʜʠ ʛʦʚʦʨʷʪ, ʯʪʦ ʟʥʘʶʪ, ʢʘʢ ʦʩʪʘʚʘʪʴʩʷ 

ʚ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʀʥʪʝʨʥʝʪʝ, ʦʥʠ ʚʩʝ ʨʘʚʥʦ ʩʪʘʥʫʪ ʞʝʨʪʚʘʤʠ ʬʠʰʠʥʛʘ ʠ ʜʨʫʛʠʭ 

ʢʠʙʝʨʘʪʘʢ, ʧʦʪʦʤʫ ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʦʯʝʥʴ ʩʧʦʩʦʙʥʳ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʩʦʮʠʘʣʴʥʫʶ ʠʥʞʝʥʝʨʠʶ ʜʣʷ ʧʨʠʥʫʞʜʝʥʠʷ ʞʝʨʪʚ ʢ ʜʝʡʩʪʚʠʷʤ. ʯʪʦ ʦʥʠ ʭʦʪʷʪ. 

çʃʶʜʠ ʚ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʧʦʜʚʝʨʞʝʥʳ ʦʰʠʙʢʘʤ. ʂ ʩʦʞʘʣʝʥʠʶ, ʵʪʦ 

ʦʨʛʘʥʠʯʝʩʢʦʝ ʚʝʱʝʩʪʚʦ ʟʘ ʢʣʘʚʠʘʪʫʨʦʡ, ʢʦʪʦʨʦʝ ʯʘʩʪʦ ʷʚʣʷʝʪʩʷ ʫʷʟʚʠʤʦʡ ʯʘʩʪʴʶ 

ʮʠʢʣʘè, - ʩʢʘʟʘʣ ʍʘʥʪ. 

çʅʘʤ ʥʝʦʙʭʦʜʠʤ ʙʘʣʘʥʩ ʦʙʨʘʟʦʚʘʥʠʷ ʠ ʦʙʫʯʝʥʠʷ, ʘ ʪʘʢʞʝ ʪʝʭʥʦʣʦʛʠʠ, 

ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʧʦʜʜʝʨʞʠʚʘʪʴ ʵʪʦ ʠ ʧʦʤʦʛʘʪʴ ʥʘʤ, ʢʦʛʜʘ ʯʪʦ-ʪʦ ʠʜʝʪ ʥʝ ʪʘʢè, - 

ʜʦʙʘʚʠʣ ʦʥ. 

ʆʨʛʘʥʠʟʘʮʠʠ ʤʦʛʫʪ ʧʨʝʜʣʦʞʠʪʴ ʧʝʨʩʦʥʘʣʫ ʦʙʫʯʝʥʠʝ, ʯʪʦʙʳ ʧʦʤʦʯʴ ʠʤ 

ʚʳʷʚʣʷʪʴ ʬʠʰʠʥʛʦʚʳʝ ʘʪʘʢʠ, ʘ ʧʦʦʱʨʝʥʠʝ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʪʘʢʠʭ ʠʥʩʪʨʫʤʝʥʪʦʚ, ʢʘʢ 

ʤʥʦʛʦʬʘʢʪʦʨʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʠ ʤʝʥʝʜʞʝʨʳ ʧʘʨʦʣʝʡ, ʪʘʢʞʝ ʤʦʞʝʪ ʧʦʤʦʯʴ 

ʟʘʱʠʪʠʪʴ ʣʶʜʝʡ ʦʪ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢè. (Danny Palmer. Why do phishing attacks 

work? Blame the humans, not the technology // ZDNet 

(https://www.zdnet.com/article/why-do-phishing-attacks-work-blame-the-humans-not-

the-technology/). 08.04.2021). 
***  

 

çFacebook ʫʜʘʣʠʣ ʬʝʨʤʫ ʪʨʦʣʣʝʡ, ʨʘʩʧʨʦʩʪʨʘʥʠʪʝʣʝʡ ʜʝʟʠʥʬʦʨʤʘʮʠʠ ʠ 

ʩʦʟʜʘʪʝʣʝʡ ʜʠʧʬʝʡʢʦʚ ʚ ʩʚʦʠʭ ʧʦʩʣʝʜʥʠʭ ʫʩʠʣʠʷʭ ʧʦ ʤʦʜʝʨʘʮʠʠ.  
ɺ ʧʦʩʣʝʜʥʝʤ ʦʪʯʝʪʝ ʢʦʤʧʘʥʠʠ ʦ ʩʢʦʦʨʜʠʥʠʨʦʚʘʥʥʦʤ ʥʝʜʦʩʪʦʚʝʨʥʦʤ 

ʧʦʚʝʜʝʥʠʠ (CIB), ʦʧʫʙʣʠʢʦʚʘʥʥʦʤ ʥʘ ʵʪʦʡ ʥʝʜʝʣʝ (.PDF), ʧʝʨʝʯʠʩʣʝʥʳ ʧʦʩʣʝʜʥʠʝ 

ʫʩʠʣʠʷ Facebook ʧʦ ʩʦʢʨʘʱʝʥʠʶ ʩʢʦʦʨʜʠʥʠʨʦʚʘʥʥʦʛʦ ʥʝʜʦʩʪʦʚʝʨʥʦʛʦ ʧʦʚʝʜʝʥʠʷ ʚ 

ʩʝʪʠ. 

ʉʦʛʣʘʩʥʦ ʤʘʨʪʦʚʩʢʦʤʫ ʦʪʯʝʪʫ CIB, Facebook ʨʘʩʩʣʝʜʦʚʘʣ ʠ ʫʥʠʯʪʦʞʠʣ 

"ʜʘʚʥʶʶ" ʬʝʨʤʫ ʪʨʦʣʣʝʡ, ʨʘʩʧʦʣʦʞʝʥʥʫʶ ʚ ɸʣʙʘʥʠʠ.  



 154 

ʏʣʝʥʳ çʬʝʨʤʳ ʪʨʦʣʣʝʡè ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ ʥʘʮʝʣʝʥʳ ʥʘ ʠʨʘʥʩʢʫʶ ʘʫʜʠʪʦʨʠʶ 

ʠ, ʢʘʢ ʩʯʠʪʘʝʪʩʷ, ʠʤʝʶʪ ʩʚʷʟʠ ʩ çʄʦʜʞʘʭʝʜʠʥ-ʵ ʍʘʣʢè (ʄɽʂ), ʧʦʣʠʪʠʢʦ-ʙʦʝʚʦʡ 

ʛʨʫʧʧʠʨʦʚʢʦʡ, ʩʦʩʪʦʷʱʝʡ ʠʟ ʥʝʩʢʦʣʴʢʠʭ ʪʳʩʷʯ ʯʣʝʥʦʚ.  

ʄɽʂ ʙʳʣ ʩʦʩʣʘʥ ʚ ɸʣʙʘʥʠʶ ʠ ʪʝʧʝʨʴ, ʧʦʭʦʞʝ, ʫʧʨʘʚʣʷʝʪ ʩʝʪʴʶ, ʩʦʩʪʦʷʱʝʡ 

ʢʘʢ ʠʟ ʧʦʜʣʠʥʥʳʭ, ʪʘʢ ʠ ʠʟ ʧʦʜʜʝʣʴʥʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, ʜʣʷ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ 

ʠʥʬʦʨʤʘʮʠʠ, ʢʨʠʪʠʢʫʶʱʝʡ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʀʨʘʥʘ ʠ ʚʦʩʭʚʘʣʷʶʱʝʡ ʜʝʷʪʝʣʴʥʦʩʪʴ 

ʄɽʂ.  

Facebook ʩʦʦʙʱʘʝʪ, ʯʪʦ ʦʙʤʝʥ ʢʦʥʪʝʥʪʦʤ, ʩʚʷʟʘʥʥʳʤ ʩ MEK, ʨʝʟʢʦ 

ʫʚʝʣʠʯʠʣʩʷ ʚ 2017 ʠ 2020 ʛʦʜʘʭ ʟʘ ʩʯʝʪ ʪʨʝʭ ʦʪʜʝʣʴʥʳʭ ʢʣʘʩʪʝʨʦʚ, ʥʦ ʙʦʣʴʰʘʷ 

ʯʘʩʪʴ ʫʩʠʣʠʡ ʛʨʫʧʧʳ ʧʦ ʫʚʝʣʠʯʝʥʠʶ ʘʫʜʠʪʦʨʠʠ ʧʦʪʝʨʧʝʣʘ ʥʝʫʜʘʯʫ.  

çɹʦʣʴʰʠʥʩʪʚʦ ʝʝ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʧʨʠʥʘʜʣʝʞʘʣʦ ʦʧʝʨʘʪʦʨʘʤ ʚ ɸʣʙʘʥʠʠ, 

ʢʦʪʦʨʳʝ ʦʙʳʯʥʦ ʩʦʚʤʝʩʪʥʦ ʠʩʧʦʣʴʟʦʚʘʣʠ ʪʝʭʥʠʯʝʩʢʫʶ ʠʥʬʨʘʩʪʨʫʢʪʫʨʫè, - 

ʦʪʤʝʯʘʝʪ ʢʦʤʧʘʥʠʷ. çʕʪʦ ʦʟʥʘʯʘʣʦ, ʯʪʦ ʦʜʠʥ ʠ ʪʦʪ ʞʝ ʦʧʝʨʘʪʦʨ ʤʦʛ ʟʘʧʫʩʢʘʪʴ 

ʥʝʩʢʦʣʴʢʦ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ; ʠ ʥʘʦʙʦʨʦʪ, ʥʝʩʢʦʣʴʢʦ ʦʧʝʨʘʪʦʨʦʚ ʤʦʛʣʠ ʟʘʧʫʩʢʘʪʴ 

ʦʜʥʫ ʠ ʪʫ ʞʝ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ. ʕʪʦ ʥʝʢʦʪʦʨʳʝ ʠʟ ʦʪʣʠʯʠʪʝʣʴʥʳʭ ʯʝʨʪ ʪʘʢ 

ʥʘʟʳʚʘʝʤʦʡ ʬʝʨʤʳ ʪʨʦʣʣʝʡ - ʬʠʟʠʯʝʩʢʦʛʦ ʤʝʩʪʘ, ʛʜʝ ʢʦʣʣʝʢʪʠʚ ʦʧʝʨʘʪʦʨʦʚ 

ʨʘʟʜʝʣʷʝʪ ʢʦʤʧʴʶʪʝʨʳ ʠ ʪʝʣʝʬʦʥʳ ʜʣʷ ʩʦʚʤʝʩʪʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʧʫʣʦʤ ʧʦʜʜʝʣʴʥʳʭ 

ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʚ ʨʘʤʢʘʭ ʦʧʝʨʘʮʠʠ ʚʣʠʷʥʠʷè. 

ʂʨʦʤʝ ʪʦʛʦ, Facebook ʙʦʨʝʪʩʷ ʩ ʜʠʧʬʝʡʢʘʤʠ, ʠʟʦʙʨʘʞʝʥʠʷʤʠ, ʩʦʟʜʘʥʥʳʤʠ ʩ 

ʧʦʤʦʱʴʶ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ (ʀʀ). ʍʦʪʷ ʢʦʤʧʘʥʠʷ ʥʘʯʘʣʘ ʩʥʠʤʘʪʴ 

ʧʦʜʜʝʣʴʥʳʝ ʠʟʦʙʨʘʞʝʥʠʷ ʪʨʠ ʛʦʜʘ ʥʘʟʘʜ, ʪʝʧʝʨʴ ʛʝʥʝʨʠʨʫʶʱʠʝ ʩʦʩʪʷʟʘʪʝʣʴʥʳʝ 

ʩʝʪʠ (GAN) ʠʩʧʦʣʴʟʫʶʪ ʜʠʧʬʝʡʢʠ, ʯʪʦʙʳ ʚʳʜʘʪʴ ʩʝʙʷ ʟʘ ʥʝʟʘʚʠʩʠʤʳʝ ʥʦʚʦʩʪʥʳʝ 

ʘʛʝʥʪʩʪʚʘ ʠ ʞʫʨʥʘʣʠʩʪʦʚ-ʨʘʩʩʣʝʜʦʚʘʪʝʣʝʡ.  

ʀʟʫʯʠʚ ʠʩʩʣʝʜʦʚʘʥʠʝ, ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʝ FireEye ʚ ʩʝʪʠ GAN, ʨʘʩʧʦʣʦʞʝʥʥʦʡ ʚ 

ʀʩʧʘʥʠʠ ʠ ʉʘʣʴʚʘʜʦʨʝ, ʬʠʨʤʘ ʫʜʘʣʠʣʘ ʘʢʢʘʫʥʪʳ ʠ ʩʪʨʘʥʠʮʳ, ʥʘ ʢʦʪʦʨʳʭ 

ʧʫʙʣʠʢʦʚʘʣʘʩʴ ʠʥʬʦʨʤʘʮʠʷ ʦ ʚʳʙʦʨʘʭ ʤʵʨʘ ʩʦ ʩʢʦʨʦʩʪʴʶ, ʧʦʜʦʙʥʦʡ "ʩʧʘʤʫ". ɽʱʝ 

ʜʚʝ ʩʝʪʠ ʪʘʢʞʝ ʙʳʣʠ ʫʥʠʯʪʦʞʝʥʳ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʯʝʛʦ ʦʙʱʝʝ ʢʦʣʠʯʝʩʪʚʦ ʫʜʘʣʝʥʠʡ 

Facebook ʜʦʩʪʠʛʣʦ ʩʝʤʠ ʦʧʝʨʘʮʠʡ, ʚ ʢʦʪʦʨʳʭ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʠʟʦʙʨʘʞʝʥʠʷ, 

ʩʦʟʜʘʥʥʳʝ ʠʩʢʫʩʩʪʚʝʥʥʳʤ ʠʥʪʝʣʣʝʢʪʦʤ.  

ɻʠʛʘʥʪ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡ ʪʘʢʞʝ ʟʘʜʦʢʫʤʝʥʪʠʨʦʚʘʣ ʩʚʦʝ ʦʙʳʯʥʦʝ ʥʘʨʫʰʝʥʠʝ 

ʨʘʙʦʪʳ ʥʝʜʦʩʪʦʚʝʨʥʳʭ ʩʝʪʝʡ. ɺ ʦʙʱʝʡ ʩʣʦʞʥʦʩʪʠ ʚ ʤʘʨʪʝ ʙʳʣʠ ʧʨʝʨʚʘʥʳ 14 

ʦʧʝʨʘʮʠʡ CIB ʠʟ ʪʘʢʠʭ ʩʪʨʘʥ, ʢʘʢ ɸʨʛʝʥʪʠʥʘ, ɽʛʠʧʝʪ, ʀʟʨʘʠʣʴ, ʄʝʢʩʠʢʘ ʠ ɻʨʫʟʠʷ, 

ʯʪʦ ʧʨʠʚʝʣʦ ʢ ʫʜʘʣʝʥʠʶ ʙʦʣʝʝ 1100 ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ, 255 ʩʪʨʘʥʠʮ ʠ 34 ʛʨʫʧʧ.  

ɺ ʧʨʦʰʣʦʤ ʤʝʩʷʮʝ Facebook ʟʘʷʚʠʣ, ʯʪʦ ʝʤʫ ʫʜʘʣʦʩʴ ʦʙʥʘʨʫʞʠʪʴ ʠ 

ʫʥʠʯʪʦʞʠʪʴ ʢʠʪʘʡʩʢʫʶ ʩʝʪʴ ʢʠʙʝʨʘʪʘʢ, ʠʩʧʦʣʴʟʫʶʱʠʭ ʵʪʫ ʧʣʘʪʬʦʨʤʫ ʜʣʷ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. ʆʧʝʨʘʪʦʨʳ, ʢʦʪʦʨʳʝ, ʢʘʢ ʩʯʠʪʘʝʪʩʷ, ʷʚʣʷʶʪʩʷ 

ʯʘʩʪʴʶ ʛʨʫʧʧ Earth Empusa ʠʣʠ Evil Eye, ʠʩʧʦʣʴʟʦʚʘʣʠ ʧʦʜʜʝʣʴʥʳʝ ʧʨʦʬʠʣʠ ʜʣʷ 

ʥʘʮʝʣʠʚʘʥʠʷ ʥʘ ʞʫʨʥʘʣʠʩʪʦʚ ʠ ʘʢʪʠʚʠʩʪʦʚ.  

ʆʙʥʦʚʣʝʥʠʝ 9/5 9.00 BST: MEK ʠ ʅʘʮʠʦʥʘʣʴʥʳʡ ʩʦʚʝʪ ʩʦʧʨʦʪʠʚʣʝʥʠʷ ʀʨʘʥʘ 

(NCRI) ʦʪʨʠʮʘʣʠ ʩʫʱʝʩʪʚʦʚʘʥʠʝ ʬʝʨʤʳ ʪʨʦʣʣʝʡ ʠ ʦʪʢʣʦʥʠʣʠ ʟʘʷʚʣʝʥʠʷ Facebook 

ʦʙ ʫʜʘʣʝʥʠʠ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ. 

çMEK ʥʠʢʦʛʜʘ ʥʝ ʠʩʧʦʣʴʟʦʚʘʣʘ ʚʳʤʳʰʣʝʥʥʳʝ ʣʠʯʥʦʩʪʠ ʠ ʥʝ ʠʩʧʦʣʴʟʦʚʘʣʘ 

ʯʫʞʠʝ ʣʠʯʥʦʩʪʠè, - ʟʘʷʚʣʷʝʪ ʛʨʫʧʧʘ. çʊʝʤ ʥʝ ʤʝʥʝʝ, ʣʶʙʦʡ, ʦʩʦʙʝʥʥʦ ʠʨʘʥʮʳ, 

ʚʳʩʪʫʧʘʶʱʠʝ ʧʨʦʪʠʚ ʨʝʞʠʤʘ, ʠʤʝʝʪ ʧʨʘʚʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʧʩʝʚʜʦʥʠʤʳ ʠʣʠ ʟʥʘʢʠ ʠ 

ʩʠʤʚʦʣʳ, ʢʦʪʦʨʳʝ ʦʥʠ ʧʨʝʜʧʦʯʠʪʘʶʪ ʠʟ ʩʦʦʙʨʘʞʝʥʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠè. (Charlie 
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farms-in-latest-moderator-report/). 08.04.2021). 
***  

 

çMicrosoft ʧʨʝʜʫʧʨʝʞʜʘʝʪ ʢʦʤʧʘʥʠʠ, ʯʪʦʙʳ ʦʥʠ ʦʩʪʝʨʝʛʘʣʠʩʴ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ, ʠʩʧʦʣʴʟʫʷ ʢʦʥʪʘʢʪʥʳʝ ʬʦʨʤʳ ʥʘ ʚʝʙ - ʩʘʡʪʘʭ ʢʦʤʧʘʥʠʠ, 

ʯʪʦʙʳ ʜʦʩʪʘʚʠʪʴ ʩʦʪʨʫʜʥʠʢʘʤ ʙʘʥʢʦʚʩʢʦʛʦ ʪʨʦʷʥʘ, ʚʦʨʫʶʱʝʛʦ ʠʥʬʦʨʤʘʮʠʶ 

IcedID, ʩ URL-ʘʜʨʝʩʘʤʠ Google. 
ʌʦʨʤʳ çʩʚʷʟʘʪʴʩʷ ʩ ʥʘʤʠè ʥʘ ʚʝʙ-ʩʘʡʪʝ ʢʦʤʧʘʥʠʠ - ʵʪʦ ʦʪʢʨʳʪʘʷ ʜʚʝʨʴ ʚ 

ʀʥʪʝʨʥʝʪ, ʠ ʧʨʝʩʪʫʧʥʠʢʠ ʥʝʜʘʚʥʦ ʥʘʯʘʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ ʠʭ ʜʣʷ ʩʚʷʟʠ ʩ ʨʘʙʦʪʥʠʢʘʤʠ, 

ʢʦʪʦʨʳʝ ʧʦʣʫʯʘʶʪ ʟʘʧʨʦʩʳ ʥʘ ʢʦʥʪʘʢʪ ʦʪ ʦʙʱʝʩʪʚʝʥʥʦʩʪʠ.  

ʇʨʠʤʝʯʘʪʝʣʴʥʦʡ ʦʩʦʙʝʥʥʦʩʪʴʶ ʘʪʘʢʠ ʷʚʣʷʝʪʩʷ ʪʦ, ʯʪʦ ʤʦʰʝʥʥʠʢʠ 

ʠʩʧʦʣʴʟʫʶʪ ʢʦʥʪʘʢʪʥʳʝ ʬʦʨʤʳ ʜʣʷ ʦʪʧʨʘʚʢʠ ʩʦʪʨʫʜʥʠʢʘʤ ʟʘʢʦʥʥʳʭ URL-ʘʜʨʝʩʦʚ 

Google, ʢʦʪʦʨʳʝ ʪʨʝʙʫʶʪ ʦʪ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʩ ʠʭ ʠʤʝʥʝʤ 

ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʝʤ Google. 

Microsoft ʩʦʯʣʘ ʫʛʨʦʟʫ ʜʦʩʪʘʪʦʯʥʦ ʩʝʨʴʝʟʥʦʡ, ʯʪʦʙʳ ʩʦʦʙʱʠʪʴ ʦʙ ʘʪʘʢʘʭ 

ʩʣʫʞʙʘʤ ʙʝʟʦʧʘʩʥʦʩʪʠ Google, ʯʪʦʙʳ ʧʨʝʜʫʧʨʝʜʠʪʴ ʠʭ ʦ ʪʦʤ, ʯʪʦ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʟʘʢʦʥʥʳʝ URL-ʘʜʨʝʩʘ Google ʜʣʷ ʜʦʩʪʘʚʢʠ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ. URL-ʘʜʨʝʩʘ Google ʧʦʣʝʟʥʳ ʜʣʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ, ʧʦʩʢʦʣʴʢʫ 

ʦʥʠ ʦʙʭʦʜʷʪ ʬʠʣʴʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. ʇʦʭʦʞʝ, ʯʪʦ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʪʘʢʞʝ ʦʙʦʰʣʠ ʚʳʟʦʚʳ CAPTCHA, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ 

ʧʨʦʚʝʨʢʠ ʪʦʛʦ, ʦʪʧʨʘʚʣʝʥʦ ʣʠ ʩʦʦʙʱʝʥʠʝ ʦ ʢʦʥʪʘʢʪʝ ʦʪ ʯʝʣʦʚʝʢʘ.  

çɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʟʣʦʫʧʦʪʨʝʙʣʷʶʪ ʟʘʢʦʥʥʦʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ, ʪʘʢʦʡ ʢʘʢ 

ʢʦʥʪʘʢʪʥʳʝ ʬʦʨʤʳ ʚʝʙ-ʩʘʡʪʦʚ, ʜʣʷ ʦʙʭʦʜʘ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ, ʯʪʦ ʜʝʣʘʝʪ ʵʪʫ ʫʛʨʦʟʫ 

ʦʯʝʥʴ ʫʢʣʦʥʯʠʚʦʡ. ʂʨʦʤʝ ʪʦʛʦ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʟʘʢʦʥʥʳʝ URL-

ʘʜʨʝʩʘ, ʚ ʜʘʥʥʦʤ ʩʣʫʯʘʝ URL-ʘʜʨʝʩʘ Google, ʢʦʪʦʨʳʝ ʪʨʝʙʫʶʪ, ʯʪʦʙʳ ʮʝʣʠ ʚʭʦʜʠʣʠ 

ʚ ʩʠʩʪʝʤʫ ʩ ʠʭ ʫʯʝʪʥʳʤʠ ʜʘʥʥʳʤʠ Googleè, - ʇʨʠʤʝʯʘʥʠʷ ʢ ʛʨʫʧʧʝ ʘʥʘʣʠʪʠʢʠ ʫʛʨʦʟ 

ɿʘʱʠʪʥʠʢʘ Microsoft 365. 

Microsoft ʦʙʝʩʧʦʢʦʝʥʘ ʠʩʧʦʣʴʟʫʝʤʦʡ ʪʝʭʥʠʢʦʡ ʠ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ 

ʦʙʥʘʨʫʞʠʣʘ ʧʨʝʩʪʫʧʥʠʢʦʚ, ʠʩʧʦʣʴʟʫʶʱʠʭ URL-ʘʜʨʝʩʘ ʚ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ ʜʣʷ 

ʜʦʩʪʘʚʢʠ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ IcedID. ʅʦ ʩ ʪʘʢʠʤ ʞʝ ʫʩʧʝʭʦʤ ʝʛʦ ʤʦʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʜʣʷ ʧʝʨʝʜʘʯʠ ʜʨʫʛʠʭ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ. 

IcedID - ʵʪʦ ʙʘʥʢʦʚʩʢʠʡ ʪʨʦʷʥ ʠ ʢʨʘʞʘ ʠʥʬʦʨʤʘʮʠʠ, ʢʦʪʦʨʳʡ ʤʦʞʝʪ 

ʠʩʧʦʣʴʟʦʚʘʪʴʩʷ ʚ ʢʘʯʝʩʪʚʝ ʪʦʯʢʠ ʚʭʦʜʘ ʜʣʷ ʧʦʩʣʝʜʫʶʱʠʭ ʘʪʘʢ, ʥʘʧʨʠʤʝʨ, 

ʧʨʦʛʨʘʤʤ- ʚʳʤʦʛʘʪʝʣʝʡ, ʫʧʨʘʚʣʷʝʤʳʭ ʚʨʫʯʥʫʶ, ʜʣʷ ʦʩʦʙʦ ʮʝʥʥʳʭ ʮʝʣʝʡ. ɸʪʘʢʠ 

ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ, ʫʧʨʘʚʣʷʝʤʳʝ ʯʝʣʦʚʝʢʦʤ, ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʙʦʣʝʝ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʤʠ ʠ ʪʨʝʙʫʶʪ, ʯʪʦʙʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʩʠʜʝʣ ʟʘ ʢʣʘʚʠʘʪʫʨʦʡ ʠ 

ʦʨʛʘʥʠʟʦʚʳʚʘʣ ʘʪʘʢʫ, ʚ ʦʪʣʠʯʠʝ ʦʪ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʦʡ ʘʪʘʢʠ. 

çʄʳ ʫʞʝ ʧʨʝʜʫʧʨʝʜʠʣʠ ʛʨʫʧʧʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ Google, ʯʪʦʙʳ ʦʥʠ ʧʨʠʚʣʝʢʣʠ 

ʚʥʠʤʘʥʠʝ ʢ ʵʪʦʡ ʫʛʨʦʟʝ, ʧʦʩʢʦʣʴʢʫ ʦʥʘ ʠʩʧʦʣʴʟʫʝʪ URL-ʘʜʨʝʩʘ Googleè, - ʟʘʷʚʠʣʠ ʚ 

Microsoft.  

çʄʳ ʥʘʙʣʶʜʘʣʠ ʧʨʠʪʦʢ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ ʩ ʢʦʥʪʘʢʪʥʳʤʠ ʬʦʨʤʘʤʠ, 

ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʧʨʝʜʧʨʠʷʪʠʷ ʧʦʩʨʝʜʩʪʚʦʤ ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʷ ʢʦʥʪʘʢʪʥʳʤʠ ʬʦʨʤʘʤʠ 

ʢʦʤʧʘʥʠʡ. ʕʪʦ ʫʢʘʟʳʚʘʝʪ ʥʘ ʪʦ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʣʠ ʠʩʧʦʣʴʟʦʚʘʪʴ 
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ʠʥʩʪʨʫʤʝʥʪ, ʢʦʪʦʨʳʡ ʘʚʪʦʤʘʪʠʟʠʨʫʝʪ ʵʪʦʪ ʧʨʦʮʝʩʩ, ʦʙʭʦʜʷ ʟʘʱʠʪʫ CAPTCHAè, - 

ʜʦʙʘʚʠʣʠ ʚ ʢʦʤʧʘʥʠʠ.  

ʕʪʦ ʩʣʦʞʥʘʷ ʘʪʘʢʘ, ʢʦʪʦʨʫʶ ʢʦʤʧʘʥʠʠ ʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʝ ʫʯʨʝʞʜʝʥʠʷ ʤʦʛʫʪ 

ʦʙʥʘʨʫʞʠʪʴ, ʧʦʩʢʦʣʴʢʫ ʵʣʝʢʪʨʦʥʥʦʝ ʧʠʩʴʤʦ ʧʨʠʭʦʜʠʪ ʢ ʩʦʪʨʫʜʥʠʢʘʤ ʠʟ ʠʭ 

ʩʦʙʩʪʚʝʥʥʦʡ ʢʦʥʪʘʢʪʥʦʡ ʬʦʨʤʳ ʠ ʩʠʩʪʝʤ ʵʣʝʢʪʨʦʥʥʦʛʦ ʤʘʨʢʝʪʠʥʛʘ. 

çʇʦʩʢʦʣʴʢʫ ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ ʦʪʧʨʘʚʣʷʶʪʩʷ ʠʟ ʩʦʙʩʪʚʝʥʥʦʡ ʢʦʥʪʘʢʪʥʦʡ 

ʬʦʨʤʳ ʧʦʣʫʯʘʪʝʣʷ ʥʘ ʝʛʦ ʚʝʙ-ʩʘʡʪʝ, ʰʘʙʣʦʥʳ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʩʦʦʪʚʝʪʩʪʚʫʶʪ 

ʪʦʤʫ, ʯʪʦ ʦʥʠ ʦʞʠʜʘʶʪ ʦʪ ʨʝʘʣʴʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʢʣʠʝʥʪʦʤ ʠʣʠ ʟʘʧʨʦʩʘè, - 

ʦʪʤʝʯʘʝʪ Microsoft.  

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʬʦʨʤʫʣʠʨʦʚʢʠ, ʢʦʪʦʨʳʝ ʟʘʩʪʘʚʣʷʶʪ 

ʩʦʪʨʫʜʥʠʢʘ ʦʪʨʝʘʛʠʨʦʚʘʪʴ - ʥʘʧʨʠʤʝʨ, ʣʦʞʥʳʝ ʫʪʚʝʨʞʜʝʥʠʷ ʦ ʪʦʤ, ʯʪʦ ʮʝʣʝʚʦʡ ʚʝʙ-

ʩʘʡʪ ʠʩʧʦʣʴʟʫʝʪ ʠʟʦʙʨʘʞʝʥʠʷ, ʟʘʱʠʱʝʥʥʳʝ ʘʚʪʦʨʩʢʠʤ ʧʨʘʚʦʤ. ɺ ʵʣʝʢʪʨʦʥʥʦʤ 

ʧʠʩʴʤʝ ʩʦʜʝʨʞʠʪʩʷ ʩʩʳʣʢʘ ʥʘ ʩʪʨʘʥʠʮʫ sites.google.com, ʛʜʝ ʩʦʪʨʫʜʥʠʢ ʜʦʣʞʝʥ 

ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʠʟʦʙʨʘʞʝʥʠʷ, ʧʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦ ʥʘʨʫʰʘʶʱʠʝ ʘʚʪʦʨʩʢʠʝ ʧʨʘʚʘ. 

ɽʩʣʠ ʩʦʪʨʫʜʥʠʢ ʚʳʧʦʣʥʷʝʪ ʩʚʦʶ ʨʘʙʦʪʫ ʠ ʠʩʩʣʝʜʫʝʪ ʧʨʝʪʝʥʟʠʶ, ʚʦʡʜʷ ʥʘ 

ʩʘʡʪ, ʩʪʨʘʥʠʮʘ sites.google.com ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʟʘʛʨʫʞʘʝʪ ZIP-ʬʘʡʣ ʩ ʬʘʡʣʦʤ 

JavaScript, ʢʦʪʦʨʳʡ, ʚ ʩʚʦʶ ʦʯʝʨʝʜʴ, ʟʘʛʨʫʞʘʝʪ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ IcedID ʚ ʚʠʜʝ 

ʬʘʡʣʘ.DAT. ʆʥ ʪʘʢʞʝ ʟʘʛʨʫʞʘʝʪ ʢʦʤʧʦʥʝʥʪ ʥʘʙʦʨʘ ʜʣʷ ʪʝʩʪʠʨʦʚʘʥʠʷ ʥʘ 

ʧʨʦʥʠʢʥʦʚʝʥʠʝ, Cobalt Strike, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʝʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ ʫʧʨʘʚʣʷʪʴ 

ʫʩʪʨʦʡʩʪʚʦʤ ʯʝʨʝʟ ʀʥʪʝʨʥʝʪè. (Liam Tung. Criminals spread malware using website 

contact forms with Google URLs // ZDNet (https://www.zdnet.com/article/criminals-

spread-malware-using-website-contact-forms-with-google-urls/). 12.04.2021). 

***  

 

çɺʨʝʤʷ, ʢʦʪʦʨʦʝ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʨʦʚʦʜʷʪ ʚʥʫʪʨʠ ʚʟʣʦʤʘʥʥʳʭ ʩʝʪʝʡ, 

ʩʦʢʨʘʱʘʝʪʩʷ. ʅʦ ʭʦʪʷ ʵʪʦ ʤʦʞʝʪ ʧʦʢʘʟʘʪʴʩʷ ʧʦʣʦʞʠʪʝʣʴʥʳʤ ʩʜʚʠʛʦʤ, ʦʜʥʘ ʠʟ 

ʧʨʠʯʠʥ, ʧʦ ʢʦʪʦʨʦʡ ʭʘʢʝʨʳ ʧʨʦʚʦʜʷʪ ʤʝʥʴʰʝ ʚʨʝʤʝʥʠ ʚʥʫʪʨʠ ʩʝʪʝʡ, - ʵʪʦ ʨʦʩʪ 

ʯʠʩʣʘ ʘʪʘʢ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʠʟ ʢʦʤʧʘʥʠʠ FireEye Mandiant, ʟʘʥʠʤʘʶʱʝʡʩʷ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʣʠ ʩʦʪʥʠ ʢʠʙʝʨʠʥʮʠʜʝʥʪʦʚ ʠ ʦʙʥʘʨʫʞʠʣʠ, ʯʪʦ 

ʛʣʦʙʘʣʴʥʦʝ ʩʨʝʜʥʝʝ ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ - ʧʨʦʜʦʣʞʠʪʝʣʴʥʦʩʪʴ ʤʝʞʜʫ ʥʘʯʘʣʦʤ 

ʚʪʦʨʞʝʥʠʷ ʚ ʩʠʩʪʝʤʫ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʤʦʤʝʥʪʦʤ ʝʛʦ ʦʙʥʘʨʫʞʝʥʠʷ - ʚʧʝʨʚʳʝ 

ʩʥʠʟʠʣʦʩʴ ʜʦ ʤʝʥʝʝ ʤʝʩʷʮʘ ʠ ʩʦʩʪʘʚʣʷʝʪ 24 ʜʥʷ. 

ʉʦʛʣʘʩʥʦ ʝʞʝʛʦʜʥʦʤʫ ʦʪʯʝʪʫ ʦʙ ʫʛʨʦʟʘʭ M-Trends 2021, ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ 

ʠʥʮʠʜʝʥʪʳ ʚʳʷʚʣʷʶʪʩʷ ʚ ʜʚʘ ʨʘʟʘ ʙʳʩʪʨʝʝ, ʯʝʤ ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ, ʢʦʛʜʘ ʩʨʝʜʥʝʝ 

ʚʨʝʤʷ ʦʞʠʜʘʥʠʷ ʩʦʩʪʘʚʣʷʣʦ 56 ʜʥʝʡ - ʠ ʥʘʤʥʦʛʦ ʙʳʩʪʨʝʝ, ʯʝʤ ʜʝʩʷʪʴ ʣʝʪ ʥʘʟʘʜ, 

ʢʦʛʜʘ ʵʪʦ ʯʘʩʪʦ ʧʨʦʠʩʭʦʜʠʣʦ. ʛʦʜ, ʯʪʦʙʳ ʦʨʛʘʥʠʟʘʮʠʠ ʦʩʦʟʥʘʣʠ, ʯʪʦ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʨʦʥʠʢʣʠ ʚ ʩʝʪʴ. 

ʍʦʪʷ ʦʪʯʘʩʪʠ ʵʪʦ ʩʦʢʨʘʱʝʥʠʝ ʚʨʝʤʝʥʠ ʦʞʠʜʘʥʠʷ ʧʨʦʠʩʭʦʜʠʪ ʙʣʘʛʦʜʘʨʷ 

ʫʣʫʯʰʝʥʥʳʤ ʚʦʟʤʦʞʥʦʩʪʷʤ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʩʦ ʩʪʦʨʦʥʳ ʦʨʛʘʥʠʟʘʮʠʡ, 

ʨʦʩʪ ʯʠʩʣʘ ʧʨʦʛʨʘʤʤ- ʚʳʤʦʛʘʪʝʣʝʡ ʪʘʢʞʝ ʩʳʛʨʘʣ ʩʚʦʶ ʨʦʣʴ. 

ɸʪʘʢʠ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʩʪʘʥʦʚʷʪʩʷ ʚʩʝ ʙʦʣʝʝ ʦʧʘʩʥʦʡ ʧʨʦʙʣʝʤʦʡ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʩʢʦʣʴʢʫ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʨʦʥʠʢʘʶʪ ʚ ʩʝʪʠ, 

ʢʦʤʧʨʦʤʝʪʠʨʫʶʪ ʚʩʝ, ʯʪʦ ʤʦʛʫʪ, ʩ ʧʦʤʦʱʴʶ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʜʣʷ 
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ʰʠʬʨʦʚʘʥʠʷ ʬʘʡʣʦʚ, ʘ ʟʘʪʝʤ ʪʨʝʙʫʶʪ ʚʳʢʫʧʘ - ʯʘʱʝ ʚʩʝʛʦ ʚ ʙʠʪʢʦʡʥʘʭ - ʚ ʦʙʤʝʥ ʥʘ 

ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʩʝʪʠ. 

ɸʪʘʢʠ ʦʯʝʥʴ ʧʨʠʙʳʣʴʥʳ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ, ʥʦ, ʚ ʦʪʣʠʯʠʝ ʦʪ 

ʙʦʣʴʰʠʥʩʪʚʘ ʜʨʫʛʠʭ ʬʦʨʤ ʢʠʙʝʨ-ʘʪʘʢ, ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ ʥʝ ʦʩʪʘʶʪʩʷ 

ʥʝʟʘʤʝʯʝʥʥʳʤʠ - ʞʝʨʪʚʳ ʘʪʘʢ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʟʥʘʶʪ, ʯʪʦ ʦʥʠ ʩʪʘʣʠ 

ʞʝʨʪʚʦʡ, ʢʦʛʜʘ ʠʭ ʩʝʪʴ ʚʥʝʟʘʧʥʦ ʟʘʰʠʬʨʦʚʳʚʘʝʪʩʷ, ʘ ʟʘʧʠʩʢʘ ʦ ʚʳʢʫʧʝ ʦʩʪʘʝʪʩʷ 

ʥʘʧʘʜʘʶʱʠʝ. 

ʆʜʥʠʤ ʠʟ ʢʣʶʯʝʚʳʭ ʧʨʝʠʤʫʱʝʩʪʚ ʘʪʘʢ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʜʣʷ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʷʚʣʷʝʪʩʷ ʪʦ, ʯʪʦ ʦʥʠ ʤʦʛʫʪ ʧʨʠʥʝʩʪʠ ʠʤ ʤʥʦʛʦ ʜʝʥʝʛ ʟʘ 

ʦʪʥʦʩʠʪʝʣʴʥʦ ʢʦʨʦʪʢʠʡ ʧʨʦʤʝʞʫʪʦʢ ʚʨʝʤʝʥʠ. ʇʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʦʥʠ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʣʠ ʚʩʝ ʥʝʦʙʭʦʜʠʤʳʝ ʘʢʪʠʚʳ ʚ ʩʝʪʠ, ʥʝʪ ʩʤʳʩʣʘ ʞʜʘʪʴ, ʧʦʵʪʦʤʫ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʚʳʧʦʣʥʷʪ ʘʪʘʢʫ ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʷ ʢʘʢ ʤʦʞʥʦ ʙʳʩʪʨʝʝ. 

ʇʦʢʘ ʘʪʘʢʠ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʦʩʪʘʶʪʩʷ ʫʩʧʝʰʥʳʤʠ, ʥʝʪ ʦʩʥʦʚʘʥʠʡ 

ʧʦʣʘʛʘʪʴ, ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʝʨʝʩʪʘʥʫʪ ʟʘʧʫʩʢʘʪʴ ʠʭ ʧʨʦʪʠʚ ʦʨʛʘʥʠʟʘʮʠʡ ʩ 

ʫʷʟʚʠʤʳʤʠ ʩʝʪʷʤʠ. 

çʈʘʩʰʠʨʝʥʠʝ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʜʝʤʦʥʩʪʨʠʨʫʝʪ, ʯʪʦ ʦʥʦ ʧʦʣʝʟʥʦ ʜʣʷ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. ʇʨʦʱʝ ʛʦʚʦʨʷ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʙʫʜʫʪ ʜʝʡʩʪʚʦʚʘʪʴ ʪʘʢʠʤ 

ʦʙʨʘʟʦʤ, ʯʪʦʙʳ ʚʦʟʜʝʡʩʪʚʦʚʘʪʴ ʥʘ ʠʭ ʤʦʪʠʚʘʮʠʶè, - ʩʢʘʟʘʣ ZDNet ʉʪʠʚʝʥ ʉʪʦʫʥ, 

ʩʪʘʨʰʠʡ ʜʠʨʝʢʪʦʨ ʧʦ ʧʝʨʝʜʦʚʳʤ ʤʝʪʦʜʘʤ ʨʘʙʦʪʳ ʚ Mandiant. 

çɺʩʝ ʙʦʣʴʰʝ ʠ ʙʦʣʴʰʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ ʠʩʧʦʣʴʟʫʶʪ ʧʨʦʛʨʘʤʤʳ-

ʚʳʤʦʛʘʪʝʣʠ ʜʣʷ ʩʘʤʳʭ ʨʘʟʥʳʭ ʮʝʣʝʡ. ʄʳ ʦʞʠʜʘʝʤ, ʯʪʦ ʵʪʦ ʨʘʟʥʦʦʙʨʘʟʠʝ 

ʩʦʭʨʘʥʠʪʩʷ ʩʦ ʚʨʝʤʝʥʝʤ ʠ ʦʙʝʩʧʝʯʠʪ ʙʦʣʝʝ ʩʣʦʞʥʳʝ ʚʪʦʨʞʝʥʠʷ ʚ 2021 ʛʦʜʫè. 

ʇʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ - ʥʝ ʝʜʠʥʩʪʚʝʥʥʘʷ ʫʛʨʦʟʘ, ʩ ʢʦʪʦʨʦʡ ʩʪʘʣʢʠʚʘʶʪʩʷ 

ʦʨʛʘʥʠʟʘʮʠʠ: ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ, ʥʘʧʨʠʤʝʨ, ʧʨʦʜʦʣʞʘʪ ʧʦʧʳʪʢʠ ʚʟʣʦʤʘʪʴ ʩʝʪʠ ʩ 

ʧʦʤʦʱʴʶ ʬʠʰʠʥʛʦʚʳʭ ʠ ʚʨʝʜʦʥʦʩʥʳʭ ʢʘʤʧʘʥʠʡ. 

ʍʦʪʷ ʚʦʟʤʦʞʥʦʩʪʴ ʙʳʩʪʨʦ ʦʙʥʘʨʫʞʠʚʘʪʴ ʘʪʘʢʠ ʚʥʫʪʨʠ ʩʝʪʠ ʣʫʯʰʝ, ʯʝʤ ʥʝ 

ʦʙʥʘʨʫʞʠʚʘʪʴ ʠʭ ʚʦʦʙʱʝ, ʣʫʯʰʠʡ ʩʧʦʩʦʙ ʟʘʱʠʪʠʪʴ ʦʨʛʘʥʠʟʘʮʠʶ ʦʪ ʢʠʙʝʨʫʛʨʦʟ - 

ʵʪʦ ʦʙʥʘʨʫʞʠʚʘʪʴ ʠʣʠ ʧʨʝʜʦʪʚʨʘʱʘʪʴ ʠʭ ʜʦ ʪʦʛʦ, ʢʘʢ ʫ ʥʠʭ ʧʦʷʚʠʪʩʷ ʚʦʟʤʦʞʥʦʩʪʴ 

ʚʟʣʦʤʘʪʴ ʩʝʪʴ. 

ʏʪʦʙʳ ʧʦʤʦʯʴ ʚ ʵʪʦʤ, ʦʪʯʝʪ FireEye Mandiant ʨʝʢʦʤʝʥʜʫʝʪ ʦʩʥʦʚʳ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʢʣʶʯʘʷ ʫʧʨʘʚʣʝʥʠʝ ʫʷʟʚʠʤʦʩʪʷʤʠ ʠ ʠʩʧʨʘʚʣʝʥʠʷʤʠ, ʯʪʦʙʳ 

ʢʠʙʝʨʘʪʘʢʠ ʥʝ ʤʦʛʣʠ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʠʟʚʝʩʪʥʳʤʠ ʫʷʟʚʠʤʦʩʪʷʤʠ ʚ ʩʝʪʷʭè. (Danny 

Palmer. Cybersecurity: Victims are spotting cyberattacks much more quickly - but 

there's a catch // ZDNet (https://www.zdnet.com/article/cybersecurity-organisations-

are-getting-quicker-at-discovering-cyber-attacks-in-their-networks-but-theres-a-

catch/). 13.04.2021). 

***  

 

çʉʦʚʝʪ, ʦʩʪʘʚʰʠʡʩʷ ʙʝʟ ʦʥʣʘʡʥ-ʩʝʨʚʠʩʦʚ ʥʘ ʥʝʩʢʦʣʴʢʦ ʥʝʜʝʣʴ ʧʦʩʣʝ 

ʢʠʙʝʨʘʪʘʢʠ, ʜʦʣʞʝʥ ʧʦʣʫʯʠʪʴ ʦʪ ʧʨʘʚʠʪʝʣʴʩʪʚʘ 3,68 ʤʠʣʣʠʦʥʘ ʬʫʥʪʦʚ 

ʩʪʝʨʣʠʥʛʦʚ ʜʣʷ ʧʦʢʨʳʪʠʷ ʨʘʩʭʦʜʦʚ ʥʘ ʚʦʩʩʪʘʥʦʚʣʝʥʠʝ ʩʚʦʠʭ ʩʠʩʪʝʤ. 

ɸʪʘʢʘ ʦʙʦʰʣʘʩʴ Redcar and Cleveland Council ʚ 10 ʤʠʣʣʠʦʥʦʚ ʬʫʥʪʦʚ 

ʩʪʝʨʣʠʥʛʦʚ, ʘ ʦʩʪʘʚʰʫʶʩʷ ʯʘʩʪʴ ʩʯʝʪʘ ʧʨʠʰʣʦʩʴ ʦʧʣʘʪʠʪʴ ʚʣʘʩʪʷʤ. 

ɺ ʥʝʤ ʛʦʚʦʨʠʣʦʩʴ, ʯʪʦ ʭʘʢʝʨʘʤ ʥʝ ʚʳʧʣʘʯʠʚʘʣʠ ʚʳʢʫʧ. 

ʂʨʠʪʠʢʠ ʟʘʷʚʠʣʠ, ʯʪʦ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʜʦʣʞʥʦ ʧʦʢʨʳʪʴ ʙʦʣʴʰʫʶ ʯʘʩʪʴ ʟʘʪʨʘʪ. 
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ʕʢʩʧʝʨʪʳ ʠʟ ʅʘʮʠʦʥʘʣʴʥʦʛʦ ʮʝʥʪʨʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ 

(NCSC) ʜʦʣʞʥʳ ʙʳʣʠ ʙʳʪʴ ʧʨʠʚʣʝʯʝʥʳ, ʯʪʦʙʳ ʧʦʤʦʯʴ ʚʦʩʩʪʘʥʦʚʠʪʴ ʟʘʧʠʩʠ ʥʘ 

ʧʨʠʝʤ, ʜʦʢʫʤʝʥʪʳ ʧʦ ʧʣʘʥʠʨʦʚʘʥʠʶ, ʨʝʢʦʤʝʥʜʘʮʠʠ ʧʦ ʩʦʮʠʘʣʴʥʦʤʫ ʦʙʝʩʧʝʯʝʥʠʶ 

ʠ ʩʠʩʪʝʤʳ ʧʦʜʘʯʠ ʞʘʣʦʙ ʤʫʥʠʮʠʧʘʣʴʥʳʭ ʚʣʘʩʪʝʡ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʦʪʢʣʶʯʝʥʳ ʚ 

ʬʝʚʨʘʣʝ ʧʨʦʰʣʦʛʦ ʛʦʜʘ. 

'ʆʙʤʘʥʫʪʳʝ' ʧʦ ʫʨʝʛʫʣʠʨʦʚʘʥʠʶ 

ʉʦʚʝʪ ʟʘʷʚʠʣ, ʯʪʦ ʜʝʥʴʛʠ, ʢʦʪʦʨʳʝ ʙʫʜʫʪ ʧʨʝʜʦʩʪʘʚʣʝʥʳ ʧʨʘʚʠʪʝʣʴʩʪʚʦʤ, 

ʧʦʤʦʛʫʪ ʧʦʧʦʣʥʠʪʴ ʝʛʦ ʨʝʟʝʨʚʳ, ʢʦʪʦʨʳʝ ʙʳʣʠ ʠʩʧʦʣʴʟʦʚʘʥʳ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ 

ʝʛʦ ʦʥʣʘʡʥ-ʩʠʩʪʝʤ. 

ʆʥ ʦʪʢʘʟʘʣʩʷ ʩʦʦʙʱʠʪʴ, ʙʫʜʫʪ ʣʠ ʟʘʪʨʦʥʫʪʳ ʢʘʢʠʝ-ʣʠʙʦ ʫʩʣʫʛʠ ʚ ʨʝʟʫʣʴʪʘʪʝ 

ʧʦʢʨʳʪʠʷ ʦʩʪʘʚʰʝʡʩʷ ʯʘʩʪʠ ʩʯʝʪʘ. 

ʃʠʜʝʨ ʉʦʚʝʪʘ ʄʵʨʠ ʃʵʥʠʛʘʥ, ʚʦʟʛʣʘʚʣʷʶʱʘʷ ʢʦʘʣʠʮʠʶ ʥʝʟʘʚʠʩʠʤʳʭ ʠ 

ʣʠʙʝʨʘʣ-ʜʝʤʦʢʨʘʪʦʚ, ʩʢʘʟʘʣʘ: çʄʳ ʨʘʜʳ, ʯʪʦ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʧʨʠʟʥʘʣʦ ʫʥʠʢʘʣʴʥʳʝ 

ʦʙʩʪʦʷʪʝʣʴʩʪʚʘ, ʧʨʠ ʢʦʪʦʨʳʭ ʤʳ ʟʘʧʨʦʩʠʣʠ ʧʦʜʜʝʨʞʢʫ, ʠ ʚʳʜʝʣʠʣʦ ʛʨʘʥʪ, 

ʧʨʘʚʠʣʴʥʦ ʦʪʣʠʯʠʚ ʧʨʝʩʪʫʧʥʫʶ ʘʪʘʢʫ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ, ʦʪ 

ʢʦʪʦʨʦʡ ʧʦʩʪʨʘʜʘʣ ʩʦʚʝʪ, ʦʪ ʧʘʢʝʪʳ ʬʠʥʘʥʩʦʚʦʡ ʧʦʤʦʱʠ ʥʝʢʦʪʦʨʳʭ ʜʨʫʛʠʭ 

ʤʝʩʪʥʳʭ ʦʨʛʘʥʦʚ ʚʣʘʩʪʠ, ʢʦʪʦʨʳʤ ʙʳʣʦ ʧʨʝʜʦʩʪʘʚʣʝʥʦ ʨʘʟʨʝʰʝʥʠʝ ʥʘ ʧʦʣʫʯʝʥʠʝ 

ʟʘʡʤʘ. 

çʕʪʠʤ ʧʨʝʩʪʫʧʥʠʢʘʤ ʥʝ ʙʳʣʦ ʧʝʨʝʜʘʥʦ ʥʠʢʘʢʠʭ ʜʝʥʝʛ, ʠ ʤʳ ʧʨʦʜʦʣʞʘʝʤ 

ʥʘʜʝʷʪʴʩʷ, ʯʪʦ ʚ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʦʥʠ ʙʫʜʫʪ ʧʨʠʚʣʝʯʝʥʳ ʢ ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʠè. 

ɼʝʧʫʪʘʪ ʄʠʜʣʩʙʨʦ ʖʞʥʦʛʦ ʠ ɺʦʩʪʦʯʥʦʛʦ ʂʣʠʚʣʝʥʜʘ ʉʘʡʤʦʥ ʂʣʘʨʢ, 

ʢʦʥʩʝʨʚʘʪʦʨ, ʦʭʘʨʘʢʪʝʨʠʟʦʚʘʣ ʫʨʝʛʫʣʠʨʦʚʘʥʠʝ ʢʘʢ çʠʩʢʣʶʯʠʪʝʣʴʥʦ ʱʝʜʨʦʝè. 

ʊʦʚʘʨʠʱ ʊʦʨʠ ɼʞʝʡʢʦʙ ʗʥʛ, ʯʣʝʥ ʧʘʨʣʘʤʝʥʪʘ ʦʪ Redcar, ʩʢʘʟʘʣ, ʯʪʦ ʵʪʦ 

çʢʘʢʠʤ-ʪʦ ʦʙʨʘʟʦʤ ʚʦʩʩʪʘʥʦʚʠʪ ʫʜʘʨ ʧʦ ʬʠʥʘʥʩʘʤ ʩʦʚʝʪʘè. 

ʆʜʥʘʢʦ ʙʳʚʰʠʡ ʣʠʜʝʨ ʩʦʚʝʪʘ ʉʴʶ ɼʞʝʬʬʨʠ ʠʟ ʣʝʡʙʦʨʠʩʪʩʢʦʡ ʧʘʨʪʠʠ 

ʟʘʷʚʠʣʘ, ʯʪʦ ʞʠʪʝʣʝʡ çʦʙʤʘʥʦʤ ʟʘʩʪʘʚʠʣʠ ʜʫʤʘʪʴ, ʯʪʦ ʦʥʠ ʟʘʢʣʶʯʠʣʠ ʚʳʛʦʜʥʫʶ 

ʩʜʝʣʢʫè, ʧʦʩʢʦʣʴʢʫ ʠʤ ʙʳʣʘ ʧʨʝʜʦʩʪʘʚʣʝʥʘ ʣʠʰʴ çʥʝʙʦʣʴʰʘʷ ʯʘʩʪʴ ʧʦʜʜʝʨʞʢʠ, 

ʢʦʪʦʨʫʶ ʠʤ ʦʙʝʱʘʣʠ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʠ ʤʝʩʪʥʳʝ ʜʝʧʫʪʘʪʳ-ʢʦʥʩʝʨʚʘʪʦʨʳè. (Redcar 

cyber-attack: Government to help cover costs // BBC (https://www.bbc.com/news/uk-

england-tees-56668176). 08.04.2021). 

***  

 

çʈʝʟʢʦʝ ʫʚʝʣʠʯʝʥʠʝ ʢʦʣʠʯʝʩʪʚʘ ʘʪʘʢ ʥʘ ʪʝʤʫ COVID, ʪʨʦʷʥʳ PowerShell, 

ʘ ʪʘʢʞʝ ʢʦʤʧʨʦʤʝʪʘʮʠʷ SolarWinds ʠ ʧʨʦʜʦʣʞʘʶʱʝʝʩʷ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ 

ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ Sunburst ʩʪʘʣʠ ʦʩʥʦʚʥʳʤʠ ʧʨʠʯʠʥʘʤʠ ʟʥʘʯʠʪʝʣʴʥʦʛʦ 

ʩʢʘʯʢʘ ʯʠʩʣʘ ʥʘʙʣʶʜʘʝʤʳʭ ʘʪʘʢ ʚ ʜʠʢʦʡ ʧʨʠʨʦʜʝ ʚʦ ʚʪʦʨʦʡ ʧʦʣʦʚʠʥʝ 2020 

ʛʦʜʘ, ʢʦʪʦʨʳʝ, ʧʦ ʩʣʦʚʘʤ McAfee, ʫʩʨʝʜʥʝʥʳ. 588 ʘʪʘʢ ʚ ʤʠʥʫʪʫ ʚ ʝʛʦ 

ʪʝʣʝʤʝʪʨʠʠ ʚ ʪʝʯʝʥʠʝ ʪʨʝʪʴʝʛʦ ʠ ʯʝʪʚʝʨʪʦʛʦ ʢʚʘʨʪʘʣʦʚ 2020 ʛʦʜʘ. 
ɺ ʧʦʩʣʝʜʥʝʤ ʦʪʯʝʪʝ McAfee ʦʙ ʫʛʨʦʟʘʭ ʛʦʚʦʨʠʪʩʷ, ʯʪʦ ʚ ʯʝʪʚʝʨʪʦʤ ʢʚʘʨʪʘʣʝ 

ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʥʘʙʣʶʜʘʣʠ ʚ ʩʨʝʜʥʝʤ 648 ʫʛʨʦʟ ʚ ʤʠʥʫʪʫ ʚ ʨʝʘʣʴʥʳʭ ʫʩʣʦʚʠʷʭ, ʯʪʦ 

ʥʘ 10 ʧʨʦʮʝʥʪʦʚ ʙʦʣʴʰʝ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʪʨʝʪʴʠʤ ʢʚʘʨʪʘʣʦʤ, ʯʪʦ ʷʚʣʷʝʪʩʷ 

ʧʨʦʜʦʣʞʘʶʱʝʡʩʷ ʪʝʥʜʝʥʮʠʝʡ ʢ ʨʦʩʪʫ ʩ 40-ʧʨʦʮʝʥʪʥʦʛʦ ʩʢʘʯʢʘ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩʦ 

ʚʪʦʨʳʤ ʢʚʘʨʪʘʣʦʤ 2020 ʛʦʜʘ. 

ɸʪʘʢʠ, ʩʚʷʟʘʥʥʳʝ ʩ COVID-19, ʧʨʦʜʦʣʞʘʣʠ ʦʩʪʘʚʣʷʪʴ ʩʚʦʡ ʩʣʝʜ ʚ ʵʢʦʩʠʩʪʝʤʝ: 

çɻʣʦʙʘʣʴʥʘʷ ʩʝʪʴ McAfee, ʥʘʩʯʠʪʳʚʘʶʱʘʷ ʙʦʣʝʝ ʤʠʣʣʠʘʨʜʘ ʜʘʪʯʠʢʦʚ, 
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ʟʘʬʠʢʩʠʨʦʚʘʣʘ 605-ʧʨʦʮʝʥʪʥʦʝ ʫʚʝʣʠʯʝʥʠʝ ʦʙʱʝʛʦ ʢʦʣʠʯʝʩʪʚʘ ʦʙʥʘʨʫʞʝʥʥʳʭ 

ʫʛʨʦʟ, ʩʚʷʟʘʥʥʳʭ ʩ COVID-19, ʚʦ ʚʪʦʨʦʤ ʢʚʘʨʪʘʣʝè, - ʛʦʚʦʨʠʪʩʷ ʚ ʦʪʯʝʪʝ. 

çʄʠʨ - ʠ ʧʨʝʜʧʨʠʷʪʠʷ - ʘʜʘʧʪʠʨʦʚʘʣʠʩʴ ʢ ʧʘʥʜʝʤʠʯʝʩʢʠʤ ʦʛʨʘʥʠʯʝʥʠʷʤ ʠ 

ʫʩʪʦʡʯʠʚʳʤ ʫʜʘʣʝʥʥʳʤ ʚʳʟʦʚʘʤ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʫʛʨʦʟʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʧʨʦʜʦʣʞʘʣʠ 

ʫʩʣʦʞʥʷʪʴʩʷ ʠ ʫʚʝʣʠʯʠʚʘʪʴʩʷ ʚ ʦʙʲʝʤʝè, - ʛʦʚʦʨʠʪʩʷ ʚ ʦʪʯʝʪʝ. çʅʝʩʤʦʪʨʷ ʥʘ ʪʦ, ʯʪʦ 

ʟʥʘʯʠʪʝʣʴʥʳʡ ʧʨʦʮʝʥʪ ʩʦʪʨʫʜʥʠʢʦʚ ʩʪʘʣ ʙʦʣʝʝ ʦʧʳʪʥʳʤ ʠ ʧʨʦʜʫʢʪʠʚʥʳʤ, ʨʘʙʦʪʘʷ 

ʫʜʘʣʝʥʥʦ, ʧʨʝʜʧʨʠʷʪʠʷ ʧʝʨʝʞʠʣʠ ʙʦʣʝʝ ʛʠʙʢʠʝ ʢʘʤʧʘʥʠʠ, ʩʚʷʟʘʥʥʳʝ ʩ COVID-19, 

ʩʨʝʜʠ ʥʦʚʦʛʦ ʩʦʩʪʘʚʘ ʩʭʝʤç ʧʣʦʭʠʭ ʘʢʪʝʨʦʚè. ʀʟʚʝʩʪʥʳʝ ʢʘʤʧʘʥʠʠ, ʪʘʢʠʝ ʢʘʢ 

Sunburst ʠ ʥʦʚʳʝ ʪʘʢʪʠʢʠ ʚʳʤʦʛʘʪʝʣʝʡ, ʥʝ ʦʩʪʘʚʠʣʠ SOC [ʮʝʥʪʨʦʚ ʙʝʟʦʧʘʩʥʦʩʪʠ] 

ʚʨʝʤʝʥʠ ʥʘ ʦʪʜʳʭè. 

ʋʛʨʦʟʳ PowerShell ʚʳʨʦʩʣʠ ʥʘ 208% 

ʂʦʤʘʥʜʘ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʘʢʞʝ ʟʘʬʠʢʩʠʨʦʚʘʣʘ 208-ʧʨʦʮʝʥʪʥʳʡ 

ʨʦʩʪ ʫʛʨʦʟ PowerShell ʩ 3 ʧʦ 4 ʢʚʘʨʪʘʣ 2020 ʛʦʜʘ, ʚ ʧʝʨʚʫʶ ʦʯʝʨʝʜʴ Donoff, 

ʩʢʨʳʪʦʛʦ ʟʘʛʨʫʟʯʠʢʘ ʪʨʦʷʥʩʢʠʭ ʧʨʦʛʨʘʤʤ, ʢʦʪʦʨʳʡ ʠʩʧʦʣʴʟʫʝʪ ʤʘʢʨʦʩʳ ʚ ʬʘʡʣʝ, 

ʯʪʦʙʳ ʧʨʦʩʢʦʣʴʟʥʫʪʴ ʤʠʤʦ ʩʨʝʜʩʪʚ ʟʘʱʠʪʳ ʦʪ ʚʠʨʫʩʦʚ. 

ʂʨʦʤʝ ʪʦʛʦ, ʢʦʣʠʯʝʩʪʚʦ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ Office, 

ʚʳʨʦʩʣʦ ʥʘ 199 ʧʨʦʮʝʥʪʦʚ, ʘ ʢʦʣʠʯʝʩʪʚʦ ʥʘʙʣʶʜʘʝʤʳʭ ʤʦʙʠʣʴʥʳʭ ʚʨʝʜʦʥʦʩʥʳʭ 

ʧʨʦʛʨʘʤʤ - ʥʘ 118 ʧʨʦʮʝʥʪʦʚ ʙʣʘʛʦʜʘʨʷ SMS Reg ʠ ʜʨʫʛʠʤ, ʧʦʷʩʥʠʣʘ ʢʦʤʘʥʜʘ 

McAfee. 

ʅʝʤʥʦʛʦ ʭʦʨʦʰʠʭ ʥʦʚʦʩʪʝʡ ʜʣʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Mac: ʫʨʦʚʥʠ ʚʳʤʦʛʘʪʝʣʝʡ 

EvilQuest ʚʝʨʥʫʣʠʩʴ ʥʘ ʟʝʤʣʶ ʧʦʩʣʝ ʢʦʣʦʩʩʘʣʴʥʦʛʦ 420-ʧʨʦʮʝʥʪʥʦʛʦ ʩʢʘʯʢʘ ʚ 

ʪʨʝʪʴʝʤ ʢʚʘʨʪʘʣʝ 2020 ʛʦʜʘ; ʘ ʢʦʣʠʯʝʩʪʚʦ ʦʙʥʘʨʫʞʝʥʥʳʭ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ 

Coin Miner ʫʧʘʣʦ ʥʘ 35 ʧʨʦʮʝʥʪʦʚ ʚ ʯʝʪʚʝʨʪʦʤ ʢʚʘʨʪʘʣʝ. 

CryptoDefense ʫʚʝʣʠʯʠʣʘ ʢʦʣʠʯʝʩʪʚʦ ʧʨʦʛʨʘʤʤ- ʚʳʤʦʛʘʪʝʣʝʡ ʥʘ 69 ʧʨʦʮʝʥʪʦʚ 

ʩ ʪʨʝʪʴʝʛʦ ʧʦ ʯʝʪʚʝʨʪʳʡ ʢʚʘʨʪʘʣ ʩ ʧʦʤʦʱʴʶ REvil, Thanos, Ryuk ʠ Maze, ʢʦʪʦʨʳʝ, 

ʧʦʤʠʤʦ ʜʨʫʛʠʭ ʘʪʘʢ, ʘʪʘʢʦʚʘʣʠ ʙʨʝʥʜ ʙʳʪʦʚʦʡ ʵʣʝʢʪʨʦʥʠʢʠ Cannon ʧʨʦʰʣʳʤ 

ʣʝʪʦʤ. 

çɽʩʣʠ ʤʳ ʧʦʩʤʦʪʨʠʤ, ʚ ʯʘʩʪʥʦʩʪʠ, ʥʘ ʯʝʪʚʝʨʪʳʡ ʢʚʘʨʪʘʣ 2020 ʛʦʜʘ, ʤʥʦʛʠʝ 

ʥʘʨʫʰʝʥʠʷ, ʩʚʷʟʘʥʥʳʝ ʩ ʧʨʦʛʨʘʤʤʘʤʠ-ʚʳʤʦʛʘʪʝʣʷʤʠ, ʧʨʦʠʟʦʰʣʠ ʩ ʫʷʟʚʠʤʦʩʪʷʤʠ ʚ 

çʧʝʨʠʬʝʨʠʡʥʳʭè ʫʩʪʨʦʡʩʪʚʘʭ, ʢʦʪʦʨʳʝ ʦʙʝʩʧʝʯʠʚʘʣʠ ʙʝʟʦʧʘʩʥʦʩʪʴ ʢʦʤʧʘʥʠʡè, - 

ʩʢʘʟʘʣ Threatpost ʂʨʠʩʪʠʘʥ ɹʠʢ, ʚʝʜʫʱʠʡ ʫʯʝʥʳʡ McAfee. ʇʦ ʩʣʦʚʘʤ ɹʠʢʘ, ʝʛʦ 

ʢʦʤʘʥʜʘ ʪʘʢʞʝ ʚʥʠʤʘʪʝʣʴʥʦ ʩʣʝʜʠʪ ʟʘ ʨʦʩʪʦʤ çʠʥʩʘʡʜʝʨʩʢʠʭè ʫʛʨʦʟ ʚʥʫʪʨʠ ʩʘʤʠʭ 

ʢʦʤʧʘʥʠʡ. 

ʇʨʦʜʘʞʠ ʫʜʘʣʝʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʚʟʣʦʤʘʥʥʳʤ ʩʠʩʪʝʤʘʤ ʪʘʢʞʝ ʨʘʩʪʫʪ. 

çʇʨʝʩʪʫʧʥʠʢʠ ʧʨʝʜʣʘʛʘʶʪ ʜʝʥʴʛʠ ʟʘ ʜʦʩʪʫʧ ʢ ʢʦʤʧʘʥʠʷʤè, - ʜʦʙʘʚʠʣ ɹʠʢ. çʗ 

ʙʳ ʧʦʩʦʚʝʪʦʚʘʣ ʢʦʤʧʘʥʠʷʤ ʧʦʜʜʝʨʞʠʚʘʪʴ ʧʦʣʠʪʠʢʫ ʙʝʟʦʧʘʩʥʦʛʦ ʫʜʘʣʝʥʥʦʛʦ 

ʜʦʩʪʫʧʘ, ʚʢʣʶʯʘʷ ʫʧʨʘʚʣʝʥʠʝ ʠʩʧʨʘʚʣʝʥʠʷʤʠ, ʜʚʫʭʬʘʢʪʦʨʥʫʶ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ, 

ʠʟʦʣʷʮʠʶ ʟʦʥ ʠ ʩʪʨʦʛʠʝ ʧʦʣʠʪʠʢʠ ʜʦʩʪʫʧʘ ʜʣʷ ʪʝʭ, ʢʦʤʫ ʥʫʞʝʥ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧè. 

(Becky Bracken. COVID-Related Threats, PowerShell Attacks Lead Malware Surge // 

Threatpost (https://threatpost.com/mcafee-covid-rpowershell-malware-surge/165382/). 

13.04.2021). 

***  

 

çʋʤʥʳʝ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʦʭʦʪʷʪʩʷ ʟʘ ʚʝʙ-ʩʝʨʚʝʨʘʤʠ ʠ ʙʨʘʫʟʝʨʘʤʠ 

ʙʦʣʴʰʝ, ʯʝʤ ʟʘ ʦʪʜʝʣʴʥʳʤʠ ʣʠʮʘʤʠ. ʂ ʩʦʞʘʣʝʥʠʶ, ʵʪʠ ʪʠʧʳ ʘʪʘʢ ʯʘʩʪʦ 
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ʠʛʥʦʨʠʨʫʶʪʩʷ, ʪʘʢ ʢʘʢ ʠʭ ʩʣʦʞʥʝʝ ʧʨʦʚʝʨʠʪʴ (ʩ ʪʦʯʢʠ ʟʨʝʥʠʷ ʧʨʦʚʝʨʢʠ ʥʘ 

ʧʨʦʥʠʢʥʦʚʝʥʠʝ). 

ʇʦʩʢʦʣʴʢʫ ʙʦʣʴʰʘʷ ʯʘʩʪʴ ʤʠʨʘ ʪʝʧʝʨʴ ʨʘʙʦʪʘʝʪ ʫʜʘʣʝʥʥʦ, ʵʪʘ ʫʛʨʦʟʘ 

ʫʩʠʣʠʣʘʩʴ. ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʵʣʝʢʪʨʦʥʥʫʶ ʧʦʯʪʫ, ʤʛʥʦʚʝʥʥʳʝ 

ʩʦʦʙʱʝʥʠʷ, SMS-ʩʦʦʙʱʝʥʠʷ ʠ ʩʩʳʣʢʠ ʚ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʷʭ, ʯʪʦʙʳ ʦʙʤʘʥʦʤ 

ʟʘʩʪʘʚʠʪʴ ʜʦʤʘʰʥʠʭ ʨʘʙʦʪʥʠʢʦʚ ʫʩʪʘʥʦʚʠʪʴ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʢʦʪʦʨʦʝ ʧʨʠʚʦʜʠʪ ʢ 

ʢʨʘʞʝ ʣʠʯʥʳʭ ʜʘʥʥʳʭ, ʧʦʪʝʨʝ ʩʦʙʩʪʚʝʥʥʦʩʪʠ ʠ, ʚʦʟʤʦʞʥʦ, ʧʨʦʥʠʢʥʦʚʝʥʠʶ ʚ 

ʢʦʨʧʦʨʘʪʠʚʥʫʶ ʩʝʪʴ. ʌʠʰʠʥʛʦʚʳʝ ʘʪʘʢʠ ʤʦʛʫʪ ʧʨʠʚʝʩʪʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʥʘ 

ʧʦʜʜʝʣʴʥʳʝ ʩʘʡʪʳ ʠʣʠ ʮʝʣʝʚʳʝ ʩʪʨʘʥʠʮʳ ʩ ʪʝʤ ʞʝ ʥʘʤʝʨʝʥʠʝʤ. 

ʉ ʢʘʢʠʤʠ ʨʠʩʢʘʤʠ ʚ ʧʦʩʣʝʜʥʝʝ ʚʨʝʤʷ ʩʪʘʣʢʠʚʘʶʪʩʷ ʦʨʛʘʥʠʟʘʮʠʠ ʠ ʯʪʦ ʤʦʞʥʦ 

ʩʜʝʣʘʪʴ ʩʝʡʯʘʩ, ʯʪʦʙʳ ʦʪ ʥʠʭ ʟʘʱʠʪʠʪʴʩʷ? 

ɺʝʙ-ʬʠʰʠʥʛ ʥʘʙʠʨʘʝʪ ʦʙʦʨʦʪʳ 

ɺ ʠʥʜʫʩʪʨʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘʙʣʶʜʘʝʪʩʷ ʟʥʘʯʠʪʝʣʴʥʳʡ ʚʩʧʣʝʩʢ ʚʝʙ-

ʬʠʰʠʥʛʘ, ʥʘʯʠʥʘʷ ʩ ʩʝʤʝʡʩʪʚʘ ʢʠʙʝʨʫʛʨʦʟ HTML / ʬʠʰʠʥʛʘ. ʇʦʜʦʙʥʳʝ 

ʜʚʦʶʨʦʜʥʳʝ ʙʨʘʪʴʷ HTML - / ScrInject (ʘʪʘʢʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʩʮʝʥʘʨʠʝʚ 

ʙʨʘʫʟʝʨʘ) ʠ / REDIR (ʩʭʝʤʳ ʧʝʨʝʥʘʧʨʘʚʣʝʥʠʷ ʙʨʘʫʟʝʨʘ) - ʪʘʢʞʝ ʩʧʦʩʦʙʩʪʚʦʚʘʣʠ 

ʫʚʝʣʠʯʝʥʠʶ ʧʦʧʳʪʦʢ ʬʠʰʠʥʛʘ ʚ 2020 ʛʦʜʫ. ɺʨʝʜʦʥʦʩʥʳʝ ʧʨʦʛʨʘʤʤʳ ʥʘ ʙʘʟʝ 

ʀʥʪʝʨʥʝʪʘ ʠʤʝʶʪ ʪʝʥʜʝʥʮʠʶ ʦʪʤʝʥʷʪʴ ʠʣʠ ʦʙʭʦʜʠʪʴ ʙʦʣʴʰʠʥʩʪʚʦ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ ʘʥʪʠʚʠʨʫʩʥʳʭ (AV) ʧʨʦʛʨʘʤʤ, ʜʘʚʘʷ ʝʤʫ ʙʦʣʴʰʝ ʰʘʥʩʦʚ ʥʘ 

ʚʳʞʠʚʘʥʠʝ ʠ ʫʩʧʝʰʥʦʝ ʟʘʨʘʞʝʥʠʝ. 

ʕʪʦ ʩʚʠʜʝʪʝʣʴʩʪʚʫʝʪ ʦ ʩʠʣʴʥʦʤ ʠʥʪʝʨʝʩʝ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʢ ʘʪʘʢʘʤ ʥʘ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʪʘʤ, ʛʜʝ ʦʥʠ ʯʘʩʪʦ ʥʘʠʙʦʣʝʝ ʫʷʟʚʠʤʳ ʠ ʣʝʛʢʦʚʝʨʥʳ: ʧʨʦʩʤʦʪʨ ʚʝʙ-

ʩʪʨʘʥʠʮ. ʉʦʯʝʪʘʥʠʝ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ ʠ ʧʦʢʫʧʦʢ ʚ ʀʥʪʝʨʥʝʪʝ ʟʥʘʯʠʪʝʣʴʥʦ 

ʫʩʠʣʠʚʘʝʪ ʵʪʫ ʫʛʨʦʟʫ. ʅʘʧʨʠʤʝʨ, ʚ ʧʨʦʰʣʦʤ ʛʦʜʫ ʚ çʯʝʨʥʫʶ ʧʷʪʥʠʮʫè ʧʦʢʫʧʘʪʝʣʠ 

ʧʦʪʨʘʪʠʣʠ ʨʝʢʦʨʜʥʳʝ 9 ʤʠʣʣʠʘʨʜʦʚ ʜʦʣʣʘʨʦʚ. ʉ ʫʯʝʪʦʤ ʨʠʩʢʘ COVID-19, 

ʩʚʷʟʘʥʥʦʛʦ ʩ ʣʠʯʥʳʤʠ ʧʦʢʫʧʢʘʤʠ, ʂʠʙʝʨʧʦʥʝʜʝʣʴʥʠʢ 2020 ʛʦʜʘ, ʢʘʢ ʩʦʦʙʱʘʝʪʩʷ, 

ʩʪʘʣ ʢʨʫʧʥʝʡʰʠʤ ʜʥʝʤ ʦʥʣʘʡʥ-ʧʨʦʜʘʞ ʟʘ ʚʩʶ ʠʩʪʦʨʠʶ. ɺʝʙ-ʚʨʝʜʦʥʦʩʥʳʝ 

ʧʨʦʛʨʘʤʤʳ ʤʦʛʫʪ ʩʢʨʳʚʘʪʴ ʠ / ʠʣʠ ʦʙʭʦʜʠʪʴ ʪʨʘʜʠʮʠʦʥʥʳʝ ʘʥʪʠʚʠʨʫʩʥʳʝ 

ʧʨʦʜʫʢʪʳ, ʧʦʚʳʰʘʷ ʚʝʨʦʷʪʥʦʩʪʴ ʫʩʧʝʰʥʦʛʦ ʟʘʨʘʞʝʥʠʷ. 

ɹʨʘʫʟʝʨʳ: ʢʣʶʯʝʚʦʡ ʚʝʢʪʦʨ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ 

ɹʨʘʫʟʝʨʳ ʥʝʧʨʦʩʪʦ ʟʘʱʠʪʠʪʴ, ʘ ʚʝʙ-ʧʨʠʣʦʞʝʥʠʷ ʩʣʦʞʥʦ ʢʦʥʪʨʦʣʠʨʦʚʘʪʴ. ʕʪʦ 

ʥʝʢʦʪʦʨʳʝ ʠʟ ʧʨʠʯʠʥ, ʧʦ ʢʦʪʦʨʳʤ ʙʨʘʫʟʝʨ ʩʪʘʣ ʢʣʶʯʝʚʳʤ ʚʝʢʪʦʨʦʤ 

ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʟʘ ʧʦʩʣʝʜʥʠʡ ʛʦʜ, ʠ ʵʪʘ ʪʝʥʜʝʥʮʠʷ, 

ʚʝʨʦʷʪʥʦ, ʩʦʭʨʘʥʠʪʩʷ ʠ ʚ ʩʣʝʜʫʶʱʝʤ ʛʦʜʫ. ʕʪʦ ʩʦʦʪʚʝʪʩʪʚʫʝʪ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʦʤʫ 

ʧʘʜʝʥʠʶ ʢʦʨʧʦʨʘʪʠʚʥʦʛʦ ʚʝʙ-ʪʨʘʬʠʢʘ, ʢʦʪʦʨʳʡ ʦʙʳʯʥʦ ʧʨʦʚʝʨʷʣʩʷ ʠ ʦʯʠʱʘʣʩʷ, ʠ 

ʨʦʩʪʫ ʜʦʤʘʰʥʝʛʦ ʚʝʙ-ʪʨʘʬʠʢʘ ʠʟ-ʟʘ ʧʝʨʝʭʦʜʘ ʢ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʝ. 

ʕʪʦʪ ʩʜʚʠʛ ʧʦʜʪʚʝʨʞʜʘʝʪ ʤʳʩʣʴ ʦ ʪʦʤ, ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʥʘʤʝʨʝʥʥʦ 

ʠʟʤʝʥʠʣʠ ʩʚʦʠ ʤʝʪʦʜʠʢʠ ʘʪʘʢ, ʯʪʦʙʳ ʥʘʮʝʣʠʪʴ ʪʨʘʬʠʢ, ʢʦʪʦʨʳʡ ʩʝʡʯʘʩ ʥʘʚʦʜʥʷʝʪ 

ʤʝʥʝʝ ʟʘʱʠʱʝʥʥʳʝ ʩʝʪʠ. ʊʝʥʜʝʥʮʠʠ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʦʪʨʘʞʘʶʪ ʥʘʤʝʨʝʥʠʷ ʠ 

ʚʦʟʤʦʞʥʦʩʪʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. ʇʦʜʦʙʥʦ ʦʙʥʘʨʫʞʝʥʠʶ ʩʠʩʪʝʤʳ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ 

ʚʪʦʨʞʝʥʠʡ (IPS), ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʦʙʥʘʨʫʞʝʥʥʦʝ ʜʘʪʯʠʢʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʥʝ 

ʚʩʝʛʜʘ ʫʢʘʟʳʚʘʝʪ ʥʘ ʧʦʜʪʚʝʨʞʜʝʥʥʦʝ ʟʘʨʘʞʝʥʠʝ, ʘ ʩʢʦʨʝʝ ʫʢʘʟʳʚʘʝʪ ʥʘ 

ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠ / ʠʣʠ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʚʨʝʜʦʥʦʩʥʦʛʦ ʢʦʜʘ. ʆʙʥʘʨʫʞʝʥʠʷ ʤʦʛʫʪ 

ʧʨʦʠʩʭʦʜʠʪʴ ʥʘ ʫʨʦʚʥʝ ʩʝʪʠ, ʧʨʠʣʦʞʝʥʠʷ ʠ ʭʦʩʪʘ ʥʘ ʤʥʦʛʠʭ ʨʘʟʣʠʯʥʳʭ 

ʫʩʪʨʦʡʩʪʚʘʭ. 
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ʂʘʢʠʝ ʜʝʡʩʪʚʠʷ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʤʥʝ ʩʣʝʜʫʝʪ ʧʨʝʜʧʨʠʥʷʪʴ 

ʩʝʡʯʘʩ? 

ʇʨʠ ʨʘʟʨʘʙʦʪʢʝ ʩʪʨʘʪʝʛʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʦʨʛʘʥʠʟʘʮʠʷʤ ʥʝʦʙʭʦʜʠʤʦ 

ʫʯʠʪʳʚʘʪʴ ʪʨʠ ʤʦʤʝʥʪʘ: 

ʂʠʙʝʨʛʠʛʠʝʥʘ ʷʚʣʷʝʪʩʷ ʢʣʶʯʝʚʳʤ ʤʦʤʝʥʪʦʤ: ʦʨʛʘʥʠʟʘʮʠʠ ʜʦʣʞʥʳ 

ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʫʜʘʣʝʥʥʳʤ ʩʦʪʨʫʜʥʠʢʘʤ ʟʥʘʥʠʷ ʠ ʦʙʫʯʝʥʠʝ, ʥʝʦʙʭʦʜʠʤʳʝ ʜʣʷ 

ʟʘʱʠʪʳ ʩʚʦʠʭ ʣʠʯʥʳʭ ʩʝʪʝʡ ʠ ʧʦʜʢʣʶʯʝʥʥʦʡ ʙʠʟʥʝʩ-ʩʝʪʠ. ʕʪʦ ʚʢʣʶʯʘʝʪ ʚ ʩʝʙʷ 

ʦʙʫʯʝʥʠʝ, ʘ ʪʘʢʞʝ ʨʫʢʦʚʦʜʩʪʚʦ ʧʦ ʦʙʥʦʚʣʝʥʠʶ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ. 

ʆʨʛʘʥʠʟʘʮʠʠ ʥʝ ʤʦʛʫʪ ʧʦʣʘʛʘʪʴʩʷ ʥʘ ʣʠʯʥʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ ʩʦʪʨʫʜʥʠʢʦʚ: ʦʥʠ 

ʪʘʢʞʝ ʜʦʣʞʥʳ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʜʦʧʦʣʥʠʪʝʣʴʥʳʝ ʨʝʩʫʨʩʳ, ʪʘʢʠʝ ʢʘʢ ʨʝʰʝʥʠʷ ʜʣʷ 

ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ (EDR), ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʦʙʥʘʨʫʞʠʚʘʪʴ 

ʠ ʙʣʦʢʠʨʦʚʘʪʴ ʩʣʦʞʥʳʝ ʫʛʨʦʟʳ. ʆʨʛʘʥʠʟʘʮʠʷʤ ʥʝʦʙʭʦʜʠʤʘ ʨʘʩʰʠʨʝʥʥʘʷ ʟʘʱʠʪʘ ʦʪ 

ʫʛʨʦʟ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ ʜʣʷ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ ʢʘʢ ʜʦ, ʪʘʢ ʠ ʧʦʩʣʝ 

ʟʘʨʘʞʝʥʠʷ. 

ʕʬʬʝʢʪʠʚʥʘʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʪʨʝʙʫʝʪ ʧʦʩʪʦʷʥʥʦʡ ʙʜʠʪʝʣʴʥʦʩʪʠ ʠ 

ʩʧʦʩʦʙʥʦʩʪʠ ʘʜʘʧʪʠʨʦʚʘʪʴʩʷ ʢ ʠʟʤʝʥʷʶʱʠʤʩʷ ʩʪʨʘʪʝʛʠʷʤ ʫʛʨʦʟ: ʭʦʪʷ ʙʝʟʦʧʘʩʥʦʩʪʴ 

ʚʩʝʛʜʘ ʜʦʣʞʥʘ ʙʳʣʘ ʙʳʪʴ ʛʣʘʚʥʳʤ ʧʨʠʦʨʠʪʝʪʦʤ, ʚʦʟʤʦʞʥʦ, ʩʝʡʯʘʩ ʩʘʤʦʝ ʚʨʝʤʷ 

ʧʦʜʫʤʘʪʴ ʦʙ ʠʥʚʝʩʪʠʨʦʚʘʥʠʠ ʚ ʙʦʣʝʝ ʰʠʨʦʢʠʝ, ʙʦʣʝʝ ʧʨʦʜʚʠʥʫʪʳʝ, ʘʜʘʧʪʠʨʫʝʤʳʝ ʠ 

ʠʥʪʝʛʨʠʨʦʚʘʥʥʳʝ ʨʝʰʝʥʠʷ, ʦʩʦʙʝʥʥʦ ʢʦʛʜʘ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʠʟʤʝʥʷʶʪ ʩʚʦʠ 

ʤʝʪʦʜʳ ʘʪʘʢ. ʠʩʧʦʣʴʟʦʚʘʪʴ ʣʠʯʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʚ ʢʘʯʝʩʪʚʝ ʪʨʘʤʧʣʠʥʘ ʜʣʷ 

ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʩʝʪʝʡ. ʀʤʝʷ ʵʪʦ ʚ ʚʠʜʫ, ʫʢʨʝʧʣʝʥʠʝ ʫʜʘʣʝʥʥʳʭ ʩʠʩʪʝʤ ʠ ʩʝʪʝʡ 

ʜʦʣʞʥʦ ʟʘʥʠʤʘʪʴ ʧʝʨʚʦʝ ʤʝʩʪʦ ʚ ʩʧʠʩʢʝ ʜʝʣ ʧʦ ʦʙʝʩʧʝʯʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʇʨʝʙʳʚʘʥʠʝ ʚ ʭʦʨʦʰʝʤ ʩʦʩʪʦʷʥʠʠ 

ʃʘʥʜʰʘʬʪ ʫʛʨʦʟ ʧʦʩʪʦʷʥʥʦ ʤʝʥʷʝʪʩʷ, ʪʨʝʙʫʷ ʦʪ ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʙʳʪʴ ʚ ʢʫʨʩʝ ʥʦʚʳʭ ʪʠʧʦʚ ʠ ʚʝʢʪʦʨʦʚ ʫʛʨʦʟ. ʆʧʳʪʥʳʝ ʟʘʱʠʪʥʠʢʠ 

ʜʦʣʞʥʳ ʦʪʤʝʪʠʪʴ, ʯʪʦ ʙʨʘʫʟʝʨ ʙʳʣ ʦʩʥʦʚʥʳʤ ʚʝʢʪʦʨʦʤ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ 

ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʚ 2020 ʛʦʜʫ - ʠ, ʚʝʨʦʷʪʥʦ, ʩʥʦʚʘ ʙʫʜʝʪ ʚ ʵʪʦʤ ʛʦʜʫ - ʠ 

ʜʝʡʩʪʚʦʚʘʪʴ ʩʦʦʪʚʝʪʩʪʚʫʶʱʠʤ ʦʙʨʘʟʦʤ, ʯʪʦʙʳ ʦʙʝʩʧʝʯʠʪʴ ʝʜʠʥʦʦʙʨʘʟʥʳʡ 

ʢʦʥʪʨʦʣʴ ʜʣʷ ʫʜʘʣʝʥʥʳʭ ʩʠʩʪʝʤ. ʅʝʟʘʚʠʩʠʤʦ ʦʪ ʩʦʩʪʦʷʥʠʷ ʦʢʨʫʞʘʶʱʝʛʦ ʤʠʨʘ, 

ʣʫʯʰʠʡ ʩʧʦʩʦʙ ʟʘʱʠʪʳ ʦʪ ʧʦʩʪʦʷʥʥʦ ʨʘʟʚʠʚʘʶʱʝʡʩʷ ʚʨʝʜʦʥʦʩʥʦʡ ʘʢʪʠʚʥʦʩʪʠ - ʵʪʦ 

ʢʦʤʧʣʝʢʩʥʳʡ ʠ ʢʦʤʧʣʝʢʩʥʳʡ ʧʦʜʭʦʜ ʢ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ɺʘʞʥʝʡʰʠʝ ʢʦʤʧʦʥʝʥʪʳ ʵʪʦʛʦ ʧʦʜʭʦʜʘ ʚʢʣʶʯʘʶʪ ʧʦʩʪʦʷʥʥʳʡ ʜʦʩʪʫʧ ʢ 

ʘʢʪʫʘʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʦʙ ʫʛʨʦʟʘʭ ʠ ʦʙʫʯʝʥʠʝ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʚʩʝʭ 

ʩʦʪʨʫʜʥʠʢʦʚ, ʦʩʦʙʝʥʥʦ ʪʝʭ, ʢʪʦ ʨʘʙʦʪʘʝʪ ʫʜʘʣʝʥʥʦ. ʊʘʢʞʝ ʚʘʞʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ 

ʦʙʥʦʚʣʝʥʥʫʶ ʪʝʭʥʦʣʦʛʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʪʘʢʫʶ ʢʘʢ EDR, ʢʦʪʦʨʘʷ ʦʙʥʘʨʫʞʠʚʘʝʪ ʠ 

ʙʣʦʢʠʨʫʝʪ ʩʣʦʞʥʳʝ ʫʛʨʦʟʳ ʚ ʨʝʞʠʤʝ ʨʝʘʣʴʥʦʛʦ ʚʨʝʤʝʥʠ. ɺʝʩʴ ʠʥʪʝʣʣʝʢʪ ʚ ʤʠʨʝ ʥʝ 

ʧʨʠʥʝʩʝʪ ʥʠʢʘʢʦʡ ʧʦʣʴʟʳ ʦʨʛʘʥʠʟʘʮʠʠ, ʝʩʣʠ ʝʝ ʠʥʩʪʨʫʤʝʥʪʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝ 

ʩʤʦʛʫʪ ʠʩʧʦʣʴʟʦʚʘʪʴ ʝʝ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʠ ʩʤʷʛʯʝʥʠʷ ʘʪʘʢ. ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʚʩʝ ʵʪʠ 

ʪʘʢʪʠʢʠ ʷʚʣʷʶʪʩʷ ʯʘʩʪʴʶ ʚʘʰʝʡ ʢʦʤʧʣʝʢʩʥʦʡ ʩʪʨʘʪʝʛʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠè. (Aamir 

Lakhani. How To Defend the Extended Network Against Web Risks // Threatpost 

(https://threatpost.com/how-to-defend-the-extended-network-against-web-

risks/165236/). 05.04.2021). 

***  
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çɸʢʘʜʝʤʠʯʝʩʢʠʡ ʠʩʩʣʝʜʦʚʘʪʝʣʴ ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʣ ʙʦʣʝʝ 100 ʩʣʫʯʘʝʚ, 

ʩʚʷʟʘʥʥʳʭ ʩ ɿʘʢʦʥʦʤ ʦ ʥʝʧʨʘʚʦʤʝʨʥʦʤ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʢʦʤʧʴʶʪʝʨʦʚ, ʯʪʦʙʳ 

ʥʘʨʠʩʦʚʘʪʴ ʢʘʨʪʠʥʫ ʧʨʝʩʪʫʧʥʠʢʦʚ ʩ ʢʦʤʧʴʶʪʝʨʘʤʠ, ʢʦʪʦʨʳʝ ʥʝ ʪʦʣʴʢʦ 

ʧʨʝʩʣʝʜʦʚʘʣʠ ʙʨʠʪʘʥʩʢʠʝ ʜʝʡʩʪʚʠʷ ʚ ʩʬʝʨʝ ʮʠʬʨʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ ʚ 21 ʚʝʢʝ, ʥʦ 

ʠ ʙʳʣʠ ʧʦʡʤʘʥʳ ʥʘ ʵʪʦʡ ʫʣʦʚʢʝ. 
ʂʘʢ ʚʳʷʩʥʠʣ ɼʞʝʡʤʩ ʂʨʦʫʬʦʨʜ ʠʟ Royal Holloway, ʃʦʥʜʦʥʩʢʠʡ ʫʥʠʚʝʨʩʠʪʝʪ, 

ʩʨʝʜʥʠʡ ʦʩʫʞʜʝʥʥʳʡ ʧʦ ɿʘʢʦʥʫ ʦ ʥʝʧʨʘʚʦʤʝʨʥʦʤ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʢʦʤʧʴʶʪʝʨʦʚ, 

ʩʢʦʨʝʝ ʚʩʝʛʦ, ʙʫʜʝʪ ʯʝʣʦʚʝʢʦʤ ʩʦ ʩʨʝʜʥʝʡ ʠʣʠ ʥʠʟʢʦʡ ʢʚʘʣʠʬʠʢʘʮʠʝʡ, ʚ ʦʩʥʦʚʥʦʤ 

ʨʘʙʦʪʘʶʱʠʤ ʚ ʦʜʠʥʦʯʢʫ ʠ, ʩʢʦʨʝʝ ʚʩʝʛʦ, ʥʝ ʟʥʘʶʱʠʤ ʦ ʩʚʦʝʡ ʞʝʨʪʚʝ. 

ɺ çʪʝʭʥʠʯʝʩʢʦʤ ʦʪʯʝʪʝè, ʧʦʩʚʷʱʝʥʥʦʤ ʘʥʘʣʠʟʫ ʧʫʙʣʠʯʥʦ 

ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʥʥʳʭ ʩʣʫʯʘʝʚ ʟʘ ʜʝʩʷʪʴ ʣʝʪ, ʂʨʦʫʬʦʨʜ ʨʘʩʩʤʦʪʨʝʣ ʦʯʝʚʠʜʥʳʝ 

ʥʘʚʳʢʠ ʤʦʰʝʥʥʠʢʦʚ, ʧʦʧʘʚʰʠʭ ʚ ʣʦʚʫʰʢʫ ʚʣʘʩʪʝʡ ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ɿʘʢʦʥʦʤ ʦ 

ʥʝʧʨʘʚʦʤʝʨʥʦʤ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʢʦʤʧʴʶʪʝʨʦʚ (CMA), ʧʨʝʞʜʝ ʯʝʤ ʠʩʩʣʝʜʦʚʘʪʴ ʠʭ 

ʤʦʪʠʚʘʮʠʶ ʠ ʜʝʤʦʛʨʘʬʠʯʝʩʢʠʝ ʜʘʥʥʳʝ. 

çʂʘʪʝʛʦʨʠʷ ʩ ʥʠʟʢʠʤ ʫʨʦʚʥʝʤ ʢʚʘʣʠʬʠʢʘʮʠʠ ʚ ʦʩʥʦʚʥʦʤ ʩʦʩʪʦʠʪ ʠʟ ʙʳʚʰʠʭ 

ʀʊ-ʩʦʪʨʫʜʥʠʢʦʚ, ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʦʚʘʣʠ ʩʚʦʠ ʟʥʘʥʠʷ ʩʠʩʪʝʤ, ʢʦʪʦʨʳʝ ʦʥʠ 

ʠʩʧʦʣʴʟʦʚʘʣʠ, ʯʪʦʙʳ ʥʘʥʝʩʪʠ ʫʱʝʨʙ ʩʚʦʠʤ ʧʨʝʜʳʜʫʱʠʤ ʨʘʙʦʪʦʜʘʪʝʣʷʤè, - ʦʪʤʝʪʠʣ 

ʂʨʦʫʬʦʨʜ, ʢʦʪʦʨʳʡ ʧʨʠʚʝʣ ʚ ʧʨʠʤʝʨ ʥʝʛʦʜʷʷ ʠʟ Jet2 ʉʢʦʪʪʘ ɹʝʨʥʩʘ. 

ɼʝʡʩʪʚʠʪʝʣʴʥʦ, ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʮʠʪʘʪ ʠʟ ʝʛʦ ʩʪʘʪʴʠ ʩʚʷʟʘʥʦ ʩ ʦʪʯʝʪʘʤʠ 

The Register ʦ ʩʣʫʯʘʷʭ CMA ʟʘ ʵʪʠ ʛʦʜʳ. 

ʇʦ ʜʘʥʥʳʤ, ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʥʥʳʤ ʂʨʦʫʬʦʨʜ, ʥʘ ʤʫʞʯʠʥ ʧʨʠʭʦʜʠʣʦʩʴ 97 

ʧʨʦʮʝʥʪʦʚ ʧʨʝʩʪʫʧʥʠʢʦʚ, ʧʨʠʯʝʤ ʪʦʣʴʢʦ ʪʨʠ ʧʨʝʩʪʫʧʥʠʢʘ ʠʟ 100 ʙʳʣʠ ʞʝʥʱʠʥʘʤʠ. 

çʉʨʝʜʥʠʡ ʚʦʟʨʘʩʪ ʪʝʭ, ʢʪʦ ʩʯʠʪʘʝʪʩʷ ʭʘʢʝʨʘʤʠ ʚ ʵʪʦʤ ʧʨʦʝʢʪʝ, ʩʦʩʪʘʚʣʷʝʪ ʯʫʪʴ 

ʙʦʣʝʝ 29 ʣʝʪ ʥʘ ʤʦʤʝʥʪ ʚʳʥʝʩʝʥʠʷ ʧʨʠʛʦʚʦʨʘ. ʉʘʤʦʤʫ ʤʦʣʦʜʦʤʫ ʭʘʢʝʨʫ, 

ʫʯʘʩʪʚʦʚʘʚʰʝʤʫ ʚ ʦʧʨʦʩʝ, ʙʳʣʦ 16 ʦʙʚʠʥʠʪʝʣʴʥʳʭ ʧʨʠʛʦʚʦʨʦʚ (14 ʥʘ ʤʦʤʝʥʪ 

ʩʦʚʝʨʰʝʥʠʷ ʧʨʝʩʪʫʧʣʝʥʠʡ). ʉʘʤʦʤʫ ʩʪʘʨʰʝʤʫ ʙʳʣʦ 69è. 

ʊʝʤ ʥʝ ʤʝʥʝʝ, ʩʨʝʜʥʠʡ ʧʨʝʩʪʫʧʥʠʢ, ʟʣʦʫʧʦʪʨʝʙʣʷʶʱʠʡ ʢʦʤʧʴʶʪʝʨʘʤʠ, - ʵʪʦ 

çʤʦʣʦʜʦʡ ʤʫʞʯʠʥʘ ʩ ʧʨʝʦʙʣʘʜʘʥʠʝʤ ʧʩʠʭʠʯʝʩʢʠʭ ʨʘʩʩʪʨʦʡʩʪʚ ʠ ʥʘʨʫʰʝʥʠʡ 

ʨʘʟʚʠʪʠʷè, - ʟʘʢʣʶʯʠʣ ʠʩʩʣʝʜʦʚʘʪʝʣʴ. 

ɿʘʢʦʥ ʠʩʧʦʣʴʟʫʝʪʩʷ ʥʝ ʪʘʢ ʯʘʩʪʦ 

ʂʨʦʫʬʦʨʜ ʪʘʢʞʝ ʙʳʣ ʤʝʥʝʝ ʯʝʤ ʧʦʟʠʪʠʚʝʥ ʚ ʦʪʥʦʰʝʥʠʠ ʠʩʧʦʣʴʟʦʚʘʥʠʷ CMA 

ʚ ʢʘʯʝʩʪʚʝ ʠʥʩʪʨʫʤʝʥʪʘ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʭ ʦʨʛʘʥʦʚ, ʟʘʷʚʠʚ: çé ʤʦʞʥʦ ʩ 

ʫʚʝʨʝʥʥʦʩʪʴʶ ʩʜʝʣʘʪʴ ʚʳʚʦʜ, ʯʪʦ CMA ʟʘʬʠʢʩʠʨʦʚʘʣʦ ʚ ʦʙʱʝʡ ʩʣʦʞʥʦʩʪʠ ʚʦʩʝʤʴ 

ʦʙʚʠʥʠʪʝʣʴʥʳʭ ʧʨʠʛʦʚʦʨʦʚ ʜʣʷ ʭʘʢʝʨʦʚ, ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʚʰʠʭ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ 

ʥʘʚʳʢʦʚ (ʠʣʠ ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʥʝ ʙʦʣʝʝ ʚʦʩʴʤʠ). 

çʕʪʦ ʥʝ ʦʩʦʙʝʥʥʦ ʚʧʝʯʘʪʣʷʶʱʘʷ ʦʪʜʘʯʘ ʦʪ CMA ʟʘ 12 ʣʝʪ, ʦʩʦʙʝʥʥʦ ʩ ʫʯʝʪʦʤ 

ʪʦʛʦ ʚʥʠʤʘʥʠʷ, ʢʦʪʦʨʦʝ ʫʜʝʣʷʣʦʩʴ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ ʟʘ ʵʪʦʪ ʧʝʨʠʦʜ (ʩ ʫʯʝʪʦʤ 

ʪʦʛʦ ʬʘʢʪʘ, ʯʪʦ ʚʳʩʦʢʦʢʚʘʣʠʬʠʮʠʨʦʚʘʥʥʳʝ ʭʘʢʝʨʳ ʤʦʛʣʠ ʙʳʪʴ ʦʩʫʞʜʝʥʳ ʚ 

ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʦʪʜʝʣʴʥʳʤ ʟʘʢʦʥʦʜʘʪʝʣʴʩʪʚʦʤ)è. 

ʉ ʜʨʫʛʦʡ ʩʪʦʨʦʥʳ, ʙʨʠʪʘʥʩʢʠʝ ʧʦʣʠʮʝʡʩʢʠʝ ʩʠʣʳ ʙʳʣʠ ʜʦʚʦʣʴʥʦ ʭʦʨʦʰʦ 

ʦʪʚʣʝʯʝʥʠʷ ʤʦʣʦʜʳʭ ʢʦʤʧʴʶʪʝʨʥʳʭ ʧʦʟʚʦʣʠʣʠ ʧʨʝʩʪʫʧʥʠʢʘʤ ʚ ʤʝʨʦʧʨʠʷʪʠʷʭ, 

ʧʦʟʚʦʣʷʶʱʠʭ ʦʙʲʝʜʠʥʠʪʴ ʩʚʦʠ ʪʘʣʘʥʪʳ ʧʦʟʠʪʠʚʥʳʝ ʚʝʱʠ, ʪʘʢʠʝ ʢʘʢ ʨʘʙʦʪʘ ʚ ʀʊ - 

ʠʥʜʫʩʪʨʠʠ. 

ʆʪʥʦʩʠʪʝʣʴʥʦ ʥʠʟʢʘʷ ʯʘʩʪʦʪʘ ʩʫʜʝʙʥʳʭ ʧʨʝʩʣʝʜʦʚʘʥʠʡ CMA ʩʦʦʪʚʝʪʩʪʚʫʝʪ 

ʪʦʤʫ, ʯʪʦ ʚʘʰ ʢʦʨʨʝʩʧʦʥʜʝʥʪ ʚʠʜʝʣ ʚ ʩʫʜʘʭ. ʏʘʩʪʦ ʧʨʝʩʪʫʧʣʝʥʠʷ, ʩʦʚʝʨʰʝʥʥʳʝ ʩ 
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ʧʦʤʦʱʴʶ ʢʦʤʧʴʶʪʝʨʦʚ, ʤʦʛʫʪ ʧʨʝʩʣʝʜʦʚʘʪʴʩʷ ʧʦ ʟʘʢʦʥʫ ʦ ʤʦʰʝʥʥʠʯʝʩʪʚʝ, ʠ 

ʧʨʦʢʫʨʦʨʳ ʥʘʭʦʜʷʪʩʷ ʧʦʜ ʧʦʩʪʦʷʥʥʳʤ (ʠ ʧʨʘʚʠʣʴʥʳʤ) ʜʘʚʣʝʥʠʝʤ, ʯʪʦʙʳ ʦʥʠ 

ʚʳʜʚʠʥʫʣʠ ʦʙʚʠʥʝʥʠʷ ʩ ʥʘʠʙʦʣʴʰʝʡ ʚʝʨʦʷʪʥʦʩʪʴʶ ʦʙʚʠʥʠʪʝʣʴʥʦʛʦ ʧʨʠʛʦʚʦʨʘ. 

CMA, ʚ ʢʦʪʦʨʦʤ ʥʝʪ ʢʦʥʢʨʝʪʥʳʭ ʨʫʢʦʚʦʜʷʱʠʭ ʧʨʠʥʮʠʧʦʚ ʚʳʥʝʩʝʥʠʷ ʧʨʠʛʦʚʦʨʦʚ, 

ʤʦʞʝʪ ʙʳʪʴ ʤʝʥʝʝ ʧʨʠʚʣʝʢʘʪʝʣʴʥʳʤ ʚʘʨʠʘʥʪʦʤ, ʢʦʛʜʘ ʩʫʜʴʝ ʠʣʠ ʧʨʠʩʷʞʥʳʤ ʤʦʞʥʦ 

ʨʘʩʩʢʘʟʘʪʴ ʧʨʷʤʫʶ ʠʩʪʦʨʠʶ ʦʙ ʦʙʤʘʥʝ ʚʤʝʩʪʦ ʪʦʛʦ, ʯʪʦʙʳ ʧʦʪʝʥʮʠʘʣʴʥʦ 

ʚʳʩʣʫʰʘʪʴ ʤʘʩʩʫ ʪʝʭʥʠʯʝʩʢʦʛʦ ʞʘʨʛʦʥʘ. 

ʂʨʦʫʬʦʨʜ ʪʘʢʞʝ ʦʪʤʝʪʠʣ, ʯʪʦ ʚ ʧʝʨʠʦʜ ʩ 2008 ʧʦ 2020 ʛʦʜ ʙʳʣʦ ʚʦʟʙʫʞʜʝʥʦ 

172 ʜʝʣʘ CMA ʙʝʟ ʢʘʢʦʡ-ʣʠʙʦ PR-ʘʢʪʠʚʥʦʩʪʠ ʩʦ ʩʪʦʨʦʥʳ ʉʄʀ ʠʣʠ ʧʦʣʠʮʠʠ. ʅʝ 

ʠʤʝʷ ʣʝʛʢʦʜʦʩʪʫʧʥʳʭ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʚ ʦʪʢʨʳʪʦʤ ʜʦʩʪʫʧʝ, ʦʥ ʥʝ ʩʤʦʛ 

ʧʨʦʘʥʘʣʠʟʠʨʦʚʘʪʴ ʵʪʠ ʩʣʫʯʘʠ. ɽʛʦ ʦʪʯʝʪ ʤʦʞʥʦ ʧʨʦʯʠʪʘʪʴ ʟʜʝʩʴ [PDF]. 

ʉʪʘʪʠʩʪʠʢʘ ʩʢʦʤʧʠʣʠʨʦʚʘʥʥʘʷ ʧʦ The Register ʣʝʪʘ 2019 ʛʦʜʘ ʧʦʢʘʟʘʣʘ, ʯʪʦ ʚ 

ʧʝʨʠʦʜ ʩ 2008 ʧʦ 2018 ʛʦʜ ʚ ʦʙʱʝʡ ʩʣʦʞʥʦʩʪʠ 422 ʣʶʜʝʡ ʙʳʣʠ ʦʙʚʠʥʝʥʳ ʚ 

ʩʦʚʝʨʰʝʥʠʠ ʧʨʝʩʪʫʧʣʝʥʠʡ, CMA, ʠʟ ʢʦʪʦʨʳʭ 343 ʙʳʣʠ ʧʨʠʟʥʘʥʳ ʚʠʥʦʚʥʳʤʠ. ʀʟ 

ʯʠʩʣʘ ʚʠʥʦʚʥʳʭ 135 ʙʳʣʠ ʦʰʪʨʘʬʦʚʘʥʳ ʠʣʠ ʧʨʠʛʦʚʦʨʝʥʳ ʢ ʩʫʜʝʙʥʦʤʫ ʧʨʠʢʘʟʫ, ʘ 

157 - ʢ ʪʶʨʝʤʥʦʤʫ ʟʘʢʣʶʯʝʥʠʶ ʩ ʦʪʩʨʦʯʢʦʡ ʠʩʧʦʣʥʝʥʠʷ ʠʣʠ ʥʝʤʝʜʣʝʥʥʳʤ 

ʣʠʰʝʥʠʝʤ ʩʚʦʙʦʜʳ. 

ɿʘ ʪʦʪ ʞʝ 10-ʣʝʪʥʠʡ ʧʝʨʠʦʜ ʙʳʣʦ ʚʳʥʝʩʝʥʦ 644 ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʟʘ 

ʥʘʨʫʰʝʥʠʝ CMA, ʯʪʦ ʛʦʚʦʨʠʪ ʦ ʪʦʤ, ʯʪʦ ʧʦʣʠʮʠʷ ʙʳʣʘ ʛʦʪʦʚʘ ʥʘʥʝʩʪʠ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤ ʟʘʩʣʫʞʝʥʥʫʶ ʧʦʱʝʯʠʥʫè. (Gareth Corfield. Average convicted 

British computer criminal is young, male, not highly skilled, researcher finds // The 

Register 

(https://www.theregister.com/2021/04/13/uk_computer_misuse_act_conviction_analysi

s/). 13.04.2021). 

***  

 

çʀʩʩʣʝʜʦʚʘʪʝʣʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʦʪʤʝʯʘʶʪ ʨʦʩʪ ʯʠʩʣʘ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ 

ʤʝʪʦʜʦʚ ʢʨʘʞʠ ʜʘʥʥʳʭ ʦʪ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ, ʧʦʩʢʦʣʴʢʫ ʤʦʰʝʥʥʠʢʠ ʧʦʣʫʯʘʶʪ 

ʫʢʨʘʜʝʥʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʯʝʨʝʟ Google Forms ʠʣʠ ʯʘʩʪʥʳʭ ʙʦʪʦʚ Telegram. 
ʕʣʝʢʪʨʦʥʥʘʷ ʧʦʯʪʘ ʦʩʪʘʝʪʩʷ ʧʨʝʜʧʦʯʪʠʪʝʣʴʥʳʤ ʤʝʪʦʜʦʤ ʢʨʘʞʠ ʫʢʨʘʜʝʥʥʦʡ 

ʠʥʬʦʨʤʘʮʠʠ, ʥʦ ʵʪʠ ʢʘʥʘʣʳ ʧʨʝʜʚʝʱʘʶʪ ʥʦʚʫʶ ʪʝʥʜʝʥʮʠʶ ʚ ʨʘʟʚʠʪʠʠ 

ʬʠʰʠʥʛʦʚʳʭ ʢʦʤʧʣʝʢʪʦʚ. 

ʊʝʥʜʝʥʮʠʠ ʢ ʫʜʘʣʝʥʥʦʡ ʢʨʘʞʠ ʜʘʥʥʳʭ 

ɸʥʘʣʠʟʠʨʫʷ ʬʠʰʠʥʛʦʚʳʝ ʥʘʙʦʨʳ ʟʘ ʧʦʩʣʝʜʥʠʡ ʛʦʜ, ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʠʟ 

ʢʦʤʧʘʥʠʠ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ Group-IB ʟʘʤʝʪʠʣʠ, ʯʪʦ ʙʦʣʴʰʝʝ ʢʦʣʠʯʝʩʪʚʦ ʵʪʠʭ 

ʠʥʩʪʨʫʤʝʥʪʦʚ ʧʦʟʚʦʣʷʝʪ ʩʦʙʠʨʘʪʴ ʫʢʨʘʜʝʥʥʳʝ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʩ ʧʦʤʦʱʴʶ 

Google Forms ʠ Telegram. 

ʆʥʠ ʩʯʠʪʘʶʪʩʷ ʘʣʴʪʝʨʥʘʪʠʚʥʳʤʠ ʤʝʪʦʜʘʤʠ ʧʦʣʫʯʝʥʠʷ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʭ ʜʘʥʥʳʭ ʠ ʩʦʩʪʘʚʣʷʶʪ ʦʢʦʣʦ 6% ʦʪ ʪʦʛʦ, ʯʪʦ ʦʙʥʘʨʫʞʠʣʠ 

ʘʥʘʣʠʪʠʢʠ Group-IB, ʠ ʵʪʘ ʜʦʣʷ, ʚʝʨʦʷʪʥʦ, ʫʚʝʣʠʯʠʪʩʷ ʚ ʢʨʘʪʢʦʩʨʦʯʥʦʡ 

ʧʝʨʩʧʝʢʪʠʚʝ. 

ʍʨʘʥʝʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʚ ʣʦʢʘʣʴʥʦʤ ʬʘʡʣʝ ʥʘ ʬʠʰʠʥʛʦʚʦʤ ʨʝʩʫʨʩʝ ʪʘʢʞʝ 

ʷʚʣʷʝʪʩʷ ʯʘʩʪʴʶ ʘʣʴʪʝʨʥʘʪʠʚʥʳʭ ʤʝʪʦʜʦʚ ʵʢʩʬʠʣʴʪʨʘʮʠʠ ʠ ʩʦʩʪʘʚʣʷʝʪ ʩʘʤʳʡ 

ʚʳʩʦʢʠʡ ʧʨʦʮʝʥʪ ʠʟ ʚʩʝʭ. 
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ʀʩʧʦʣʴʟʦʚʘʥʠʝ Telegram ʥʝ ʥʦʚʦʩʪʴ, ʧʦʩʢʦʣʴʢʫ ʦʧʝʨʘʪʦʨʳ ʦʙʨʘʪʠʣʠʩʴ ʢ ʵʪʦʡ 

ʫʩʣʫʛʝ, ʧʦʩʢʦʣʴʢʫ ʦʥʘ ʘʥʦʥʠʤʥʘ ʠ ʧʨʦʩʪʘ ʚ ʠʩʧʦʣʴʟʦʚʘʥʠʠ. ʇʨʝʩʣʦʚʫʪʳʡ 

ʬʠʰʠʥʛʦʚʳʡ ʢʦʤʧʣʝʢʪ 16Shop ʠʤʝʣ ʪʘʢʫʶ ʚʦʟʤʦʞʥʦʩʪʴ ʝʱʝ ʚ 2019 ʛʦʜʫ. 

ʆʧʝʨʘʮʠʷ ʞʫʣʴʥʠʯʝʩʪʚʘ, ʢʘʢ ʫʩʣʫʛʘ ʠʩʧʦʣʴʟʫʝʪʩʷ, ʧʦ ʤʝʥʴʰʝʡ ʤʝʨʝ, 40 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʳʤʠ ʙʘʥʜʘʤʠ ʦʣʠʮʝʪʚʦʨʷʪʴ ʧʦʧʫʣʷʨʥʳʝ ʦʙʲʷʚʣʝʥʠʷ, ʘ ʪʘʢʞʝ 

ʧʦʣʘʛʘʣʠʩʴ ʥʘ ʊʝʣʝʛʨʘʤʤʘ ʙʦʪʦʚ ʧʨʝʜʦʩʪʘʚʠʪʴ ʤʦʰʝʥʥʠʯʝʩʢʠʝ ʚʝʙ - ʩʪʨʘʥʠʮ. 

ʆʪʧʨʘʚʢʘ ʫʢʨʘʜʝʥʥʳʭ ʜʘʥʥʳʭ, ʩʦʙʨʘʥʥʳʭ ʩ ʬʠʰʠʥʛʦʚʦʛʦ ʩʘʡʪʘ, ʚ Google 

Form ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ ʩ ʧʦʤʦʱʴʶ POST-ʟʘʧʨʦʩʘ ʚ ʦʥʣʘʡʥ-ʬʦʨʤʫ, ʩʩʳʣʢʘ ʥʘ 

ʢʦʪʦʨʫʶ ʚʩʪʨʦʝʥʘ ʚ ʥʘʙʦʨ ʜʣʷ ʬʠʰʠʥʛʘ. 

ʇʦ ʩʨʘʚʥʝʥʠʶ ʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʦʡ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʙʳʪʴ ʟʘʙʣʦʢʠʨʦʚʘʥʘ ʠʣʠ 

ʫʢʨʘʜʝʥʘ, ʘ ʞʫʨʥʘʣʳ ʧʦʪʝʨʷʥʳ, ʵʪʦ ʙʦʣʝʝ ʙʝʟʦʧʘʩʥʳʡ ʤʝʪʦʜ ʵʢʩʬʠʣʴʪʨʘʮʠʠ 

ʠʥʬʦʨʤʘʮʠʠ, ʩʦʦʙʱʠʣ Group ï IB BleepingComputer. 

ʈʘʟʨʘʙʦʪʯʠʢʠ ʦʙʤʘʥʳʚʘʶʪ ʧʦʢʫʧʘʪʝʣʝʡ 

ɽʱʝ ʦʜʥʘ ʪʝʥʜʝʥʮʠʷ, ʢʦʪʦʨʫʶ ʥʘʙʣʶʜʘʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ, ʟʘʢʣʶʯʘʣʘʩʴ ʚ ʪʦʤ, 

ʯʪʦ ʘʚʪʦʨʳ ʬʠʰʠʥʛʦʚʳʭ ʢʦʤʧʣʝʢʪʦʚ ʜʚʘʞʜʳ ʧʳʪʘʣʠʩʴ ʫʚʝʣʠʯʠʪʴ ʩʚʦʶ ʧʨʠʙʳʣʴ, 

ʜʦʙʘʚʣʷʷ ʢʦʜ, ʢʦʧʠʨʫʶʱʠʡ ʧʦʪʦʢ ʫʢʨʘʜʝʥʥʳʭ ʜʘʥʥʳʭ ʥʘ ʠʭ ʩʝʪʝʚʦʡ ʭʦʩʪ. 

Group-IB ʦʙʲʷʩʥʠʣʘ, ʯʪʦ ʦʜʥʠʤ ʠʟ ʩʧʦʩʦʙʦʚ ʷʚʣʷʝʪʩʷ ʥʘʩʪʨʦʡʢʘ ʬʫʥʢʮʠʠ 

çʦʪʧʨʘʚʢʠè ʜʣʷ ʜʦʩʪʘʚʢʠ ʠʥʬʦʨʤʘʮʠʠ ʥʘ ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, 

ʧʨʝʜʦʩʪʘʚʣʝʥʥʦʛʦ ʧʦʢʫʧʘʪʝʣʝʤ ʢʦʤʧʣʝʢʪʘ ʜʣʷ ʬʠʰʠʥʛʘ, ʘ ʪʘʢʞʝ ʧʝʨʝʤʝʥʥʦʡ 

çʪʦʢʝʥʘè, ʩʚʷʟʘʥʥʦʡ ʩʦ ʩʢʨʳʪʳʤ ʘʜʨʝʩʦʤ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. 

ɿʘʧʨʦʩ POST ʠʟ ʩʮʝʥʘʨʠʝʚ, ʦʪʚʝʪʩʪʚʝʥʥʳʭ ʟʘ ʦʪʧʨʘʚʢʫ ʜʘʥʥʳʭ, ʪʘʢʞʝ 

ʠʥʠʮʠʘʣʠʟʠʨʫʝʪ ʧʝʨʝʤʝʥʥʫʶ çʪʦʢʝʥè. ʈʘʩʰʠʬʨʦʚʢʘ ʜʘʥʥʳʭ ʠʟ çʪʦʢʝʥʘè 

ʧʦʢʘʟʳʚʘʝʪ, ʯʪʦ ʨʘʟʨʘʙʦʪʯʠʢ ʩʚʷʟʘʣ ʜʚʘ ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʜʣʷ ʝʛʦ 

ʟʥʘʯʝʥʠʷ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ Group-IB ʪʘʢʞʝ ʟʘʤʝʪʠʣʠ, ʯʪʦ ʨʘʟʨʘʙʦʪʯʠʢʠ ʬʠʰʠʥʛʦʚʳʭ 

ʢʦʤʧʣʝʢʪʦʚ ʩʢʨʳʚʘʶʪ ʚ ʢʦʜʝ ʚʝʙ-ʦʙʦʣʦʯʢʠ, ʧʨʝʜʦʩʪʘʚʣʷʷ ʠʤ ʫʜʘʣʝʥʥʳʡ ʜʦʩʪʫʧ ʢ 

ʨʝʩʫʨʩʫ. 

ʏʪʦ ʢʘʩʘʝʪʩʷ ʧʨʠʤʘʥʦʢ, ʢʦʤʧʘʥʠʷ ʚʳʷʚʠʣʘ ʙʦʣʝʝ 260 ʫʥʠʢʘʣʴʥʳʭ ʙʨʝʥʜʦʚ, 

ʙʦʣʴʰʠʥʩʪʚʦ ʠʟ ʢʦʪʦʨʳʭ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʦʥʣʘʡʥ-ʩʝʨʚʠʩʦʚ (30,7% - ʦʥʣʘʡʥ-

ʠʥʩʪʨʫʤʝʥʪʳ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʜʦʢʫʤʝʥʪʦʚ, ʦʥʣʘʡʥ-ʧʦʢʫʧʦʢ, ʧʦʪʦʢʦʚʳʭ ʩʝʨʚʠʩʦʚ ʠ ʪ. 

ɼ.), ʇʦʯʪʦʚʳʭ ʢʣʠʝʥʪʦʚ (22,8%), ʠ ʬʠʥʘʥʩʦʚʳʝ ʦʨʛʘʥʠʟʘʮʠʠ (20%), ʢʦʪʦʨʳʝ 

ʷʚʣʷʶʪʩʷ ʪʠʧʠʯʥʳʤʠ ʮʝʣʷʤʠ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʛʦʚʦʨʷʪ, ʯʪʦ ʦʩʥʦʚʥʳʤʠ ʮʝʣʷʤʠ ʙʳʣʠ ʧʦʣʴʟʦʚʘʪʝʣʠ ʧʨʦʜʫʢʪʦʚ 

Microsoft, PayPal, Google ʠ Yahoo. 

ʗʨʦʩʣʘʚ ʂʘʨʛʘʣʝʚ, ʟʘʤʝʩʪʠʪʝʣʴ ʜʠʨʝʢʪʦʨʘ ʛʨʫʧʧʳ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 

ʠʥʮʠʜʝʥʪʳ Group-IB (CERT-GIB), ʛʦʚʦʨʠʪ, ʯʪʦ ʩʝʛʦʜʥʷ ʤʦʰʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ 

ʘʚʪʦʤʘʪʠʟʘʮʠʶ ʜʣʷ ʙʦʣʝʝ ʙʳʩʪʨʦʡ ʟʘʤʝʥʳ ʟʘʙʣʦʢʠʨʦʚʘʥʥʳʭ ʬʠʰʠʥʛʦʚʳʭ ʩʪʨʘʥʠʮ. 

ʇʨʷʤʳʤ ʩʣʝʜʩʪʚʠʝʤ ʵʪʦʛʦ ʷʚʣʷʝʪʩʷ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ çʙʦʣʝʝ ʩʣʦʞʥʦʡ 

ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ, ʠʩʧʦʣʴʟʫʝʤʦʡ ʚ ʢʨʫʧʥʦʤʘʩʰʪʘʙʥʳʭ ʘʪʘʢʘʭè, ʛʦʚʦʨʠʪ 

ʂʘʨʛʘʣʝʚ, ʯʪʦ ʪʨʝʙʫʝʪ ʙʣʦʢʠʨʦʚʘʥʠʷ ʚʩʝʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘ, ʘ ʥʝ 

ʪʦʣʴʢʦ ʬʠʰʠʥʛʦʚʳʭ ʚʝʙ-ʩʘʡʪʦʚè. (Ionut Ilascu. Google Forms and Telegram abused 

to collect phished credentials // Bleeping Computer 

(https://www.bleepingcomputer.com/news/security/google-forms-and-telegram-abused-

to-collect-phished-credentials/). 07.04.2021). 
***  
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çʅʝʜʘʚʥʷʷ ʬʠʰʠʥʛʦʚʘʷ ʢʘʤʧʘʥʠʷ ʠʩʧʦʣʴʟʦʚʘʣʘ ʭʠʪʨʳʡ ʧʨʠʝʤ ʜʣʷ 

ʜʦʩʪʘʚʢʠ ʤʦʰʝʥʥʠʯʝʩʢʦʡ ʚʝʙ-ʩʪʨʘʥʠʮʳ, ʢʦʪʦʨʘʷ ʩʦʙʠʨʘʝʪ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ 

Microsoft Office 365, ʩʦʟʜʘʚʘʷ ʝʝ ʠʟ ʬʨʘʛʤʝʥʪʦʚ HTML-ʢʦʜʘ, ʭʨʘʥʷʱʠʭʩʷ 

ʣʦʢʘʣʴʥʦ ʠ ʫʜʘʣʝʥʥʦ. 
ʄʝʪʦʜ ʩʦʩʪʦʠʪ ʠʟ ʦʙʲʝʜʠʥʝʥʠʷ ʥʝʩʢʦʣʴʢʠʭ ʬʨʘʛʤʝʥʪʦʚ HTML, ʩʢʨʳʪʳʭ ʚ 

ʬʘʡʣʘʭ JavaScript, ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʧʦʜʜʝʣʴʥʦʛʦ ʠʥʪʝʨʬʝʡʩʘ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʫ ʠ 

ʧʨʝʜʣʦʞʝʥʠʷ ʧʦʪʝʥʮʠʘʣʴʥʦʡ ʞʝʨʪʚʝ ʚʚʝʩʪʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ. 

ʉʢʨʳʪʳʝ ʩʪʨʦʠʪʝʣʴʥʳʝ ʙʣʦʢʠ 

ɾʝʨʪʚʳ ʧʦʣʫʯʠʣʠ ʵʣʝʢʪʨʦʥʥʦʝ ʧʠʩʴʤʦ ʩ ʚʣʦʞʝʥʠʝʤ, ʚ ʢʦʪʦʨʦʤ 

ʫʪʚʝʨʞʜʘʣʦʩʴ, ʯʪʦ ʵʪʦ ʬʘʡʣ Excel (.XLSX) ʦʙ ʠʥʚʝʩʪʠʮʠʷʭ. ʅʘ ʩʘʤʦʤ ʜʝʣʝ ʬʘʡʣ 

ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ HTML-ʜʦʢʫʤʝʥʪ ʩ ʬʨʘʛʤʝʥʪʦʤ ʪʝʢʩʪʘ ʚ ʢʦʜʠʨʦʚʢʝ URL. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʠʟ Trustwave ʨʘʩʰʠʬʨʦʚʘʣʠ ʪʝʢʩʪ ʠ ʦʙʥʘʨʫʞʠʣʠ, ʯʪʦ ʚʧʝʨʝʜʠ 

ʝʱʝ ʙʦʣʴʰʝ ʨʘʩʰʠʬʨʦʚʦʢ, ʧʦʩʢʦʣʴʢʫ ʦʥ ʙʳʣ ʟʘʪʝʤ ʟʘʧʫʪʘʥ ʩ ʧʦʤʦʱʴʶ ʢʦʜʦʚ 

ʩʫʱʥʦʩʪʝʡ. ʀʩʧʦʣʴʟʫʷ CyberChef GCHQ, ʦʥʠ ʦʙʥʘʨʫʞʠʣʠ ʩʩʳʣʢʠ ʥʘ ʜʚʘ ʬʘʡʣʘ 

JavaScript, ʨʘʟʤʝʱʝʥʥʳʭ ʥʘ yourjavascript.com, ʜʦʤʝʥʝ, ʠʩʧʦʣʴʟʫʝʤʦʤ ʜʣʷ ʜʨʫʛʠʭ 

ʬʠʰʠʥʛʦʚʳʭ ʢʘʤʧʘʥʠʡ. 

ɺ ʢʘʞʜʦʤ ʠʟ ʜʚʫʭ ʬʘʡʣʦʚ JavaScript ʙʳʣʦ ʜʚʘ ʙʣʦʢʘ ʟʘʢʦʜʠʨʦʚʘʥʥʦʛʦ ʪʝʢʩʪʘ, 

ʩʢʨʳʚʘʶʱʝʛʦ ʢʦʜ HTML, URL ʠ ʢʦʜʠʨʦʚʢʫ Base64. 

ɺ ʦʜʥʦʤ ʠʟ ʥʠʭ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʦʙʥʘʨʫʞʠʣʠ ʥʘʯʘʣʦ ʬʠʰʠʥʛ-ʩʪʨʘʥʠʮʳ ʠ ʢʦʜ, 

ʢʦʪʦʨʳʡ ʧʨʦʚʝʨʷʝʪ ʘʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ ʧʘʨʦʣʴ ʞʝʨʪʚʳ. 

ɺʪʦʨʦʡ JavaScript ʩʦʜʝʨʞʘʣ ʬʫʥʢʮʠʶ çsubmitè, ʨʘʩʧʦʣʦʞʝʥʥʫʶ ʩ ʧʦʤʦʱʴʶ 

ʪʝʛʦʚ çformè ʠ ʢʦʜʘ, ʢʦʪʦʨʳʡ ʟʘʧʫʩʢʘʣ ʚʩʧʣʳʚʘʶʱʝʝ ʩʦʦʙʱʝʥʠʝ, ʠʥʬʦʨʤʠʨʫʶʱʝʝ 

ʞʝʨʪʚ ʦ ʪʦʤ, ʯʪʦ ʦʥʠ ʚʳʰʣʠ ʠʟ ʩʠʩʪʝʤʳ ʠ ʠʤ ʥʝʦʙʭʦʜʠʤʦ ʧʨʦʡʪʠ ʘʫʪʝʥʪʠʬʠʢʘʮʠʶ 

ʩʥʦʚʘ. 

ɺ ʮʝʣʦʤ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʨʘʩʰʠʬʨʦʚʘʣʠ ʙʦʣʝʝ 367 ʩʪʨʦʢ HTML-ʢʦʜʘ, 

ʨʘʟʜʝʣʝʥʥʳʭ ʥʘ ʧʷʪʴ ʯʘʩʪʝʡ ʩʨʝʜʠ ʜʚʫʭ ʬʘʡʣʦʚ JavaScript ʠ ʦʜʥʦʛʦ ʚʣʦʞʝʥʠʷ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʢʦʪʦʨʳʝ, ʩʦʙʨʘʥʥʳʝ ʚʤʝʩʪʝ, ʩʦʟʜʘʣʠ ʬʠʰʠʥʛʦʚʫʶ ʩʪʨʘʥʠʮʫ 

Microsoft Office 365. 

Trustwave ʩʢʘʟʘʣ, ʯʪʦ ʥʝʦʙʳʯʥʦʩʪʴ ʵʪʦʡ ʢʘʤʧʘʥʠʠ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ 

JavaScript ʟʘʛʨʫʞʘʝʪʩʷ ʚ ʚʠʜʝ ʟʘʧʫʪʘʥʥʳʭ ʬʨʘʛʤʝʥʪʦʚ ʠʟ ʫʜʘʣʝʥʥʦʛʦ ʤʝʩʪʘ, ʘ ʟʘʪʝʤ 

ʩʦʙʠʨʘʝʪʩʷ ʚʤʝʩʪʝ ʣʦʢʘʣʴʥʦ. 

çʕʪʦ ʧʦʤʦʛʘʝʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʦʙʦʡʪʠ ʩʨʝʜʩʪʚʘ ʟʘʱʠʪʳ, ʪʘʢʠʝ ʢʘʢ Secure 

Email Gateways, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʚʨʝʜʦʥʦʩʥʳʡ JavaScript ʠʟ 

ʠʩʭʦʜʥʦʛʦ ʚʣʦʞʝʥʠʷ ʠ ʙʣʦʢʠʨʦʚʘʪʴ ʝʛʦè, - ʜʦʙʘʚʠʣʠ ʠʩʩʣʝʜʦʚʘʪʝʣʠ. 

ɸʜʨʝʩ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʞʝʨʪʚʳ ʟʘʧʦʣʥʷʝʪʩʷ ʘʚʪʦʤʘʪʠʯʝʩʢʠ, ʯʪʦʙʳ 

ʦʙʝʩʧʝʯʠʪʴ ʣʝʛʠʪʠʤʥʦʩʪʴ. ʌʠʰʠʥʛʦʚʳʝ ʤʦʰʝʥʥʠʢʠ ʪʘʢʞʝ ʧʨʦʚʝʨʷʶʪ, ʥʝ ʷʚʣʷʝʪʩʷ 

ʣʠ ʧʘʨʦʣʴ ʧʫʩʪʳʤ, ʠ ʠʩʧʦʣʴʟʫʶʪ ʨʝʛʫʣʷʨʥʳʝ ʚʳʨʘʞʝʥʠʷ ʜʣʷ ʧʦʜʪʚʝʨʞʜʝʥʠʷ 

ʜʝʡʩʪʚʠʪʝʣʴʥʦʛʦ ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. 

ɺ ʩʝʛʦʜʥʷʰʥʝʤ ʩʦʦʙʱʝʥʠʠ ʚ ʙʣʦʛʝ Trustwave ʦʪʤʝʯʘʝʪ, ʯʪʦ URL-ʘʜʨʝʩ, 

ʧʦʣʫʯʘʶʱʠʡ ʫʢʨʘʜʝʥʥʳʝ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʜʣʷ ʵʪʦʡ ʢʘʤʧʘʥʠʠ, ʚʩʝ ʝʱʝ ʘʢʪʠʚʝʥ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʛʦʚʦʨʷʪ, ʯʪʦ ʫʣʦʚʢʠ ʚ ʵʪʦʡ ʢʘʤʧʘʥʠʠ ʥʝʦʙʳʯʥʳ. ʀʩʧʦʣʴʟʫʷ 

ʚʣʦʞʝʥʠʝ HTML, ʫʢʘʟʳʚʘʶʱʝʝ ʥʘ ʫʜʘʣʝʥʥʳʡ ʢʦʜ JavaScript ʠ ʫʥʠʢʘʣʴʥʫʶ 

ʢʦʜʠʨʦʚʢʫ, ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʩʪʘʨʘʶʪʩʷ ʠʟʙʝʞʘʪʴ ʦʙʥʘʨʫʞʝʥʠʷè. (Ionut Ilascu. 

Microsoft Office 365 phishing evades detection with HTML Lego pieces // Bleeping 
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Computer (https://www.bleepingcomputer.com/news/security/microsoft-office-365-

phishing-evades-detection-with-html-lego-pieces/). 08.04.2021). 

***  

 

çʇʦ ʩʣʦʚʘʤ ʧʨʝʜʩʪʘʚʠʪʝʣʷ ɽʚʨʦʧʝʡʩʢʦʡ ʢʦʤʠʩʩʠʠ, ʚ ʤʘʨʪʝ ɽʚʨʦʧʝʡʩʢʘʷ 

ʢʦʤʠʩʩʠʷ ʠ ʥʝʩʢʦʣʴʢʦ ʜʨʫʛʠʭ ʦʨʛʘʥʠʟʘʮʠʡ ɽʚʨʦʧʝʡʩʢʦʛʦ ʩʦʶʟʘ ʧʦʩʪʨʘʜʘʣʠ ʦʪ 

ʢʠʙʝʨʘʪʘʢʠ. 
ʂʘʢ ʩʦʦʙʱʠʣ ʧʨʝʩʩ-ʩʝʢʨʝʪʘʨʴ, çʠʥʮʠʜʝʥʪ ʩ ʀʊ-ʙʝʟʦʧʘʩʥʦʩʪʴʶè ʟʘʪʨʦʥʫʣ ʀʊ-

ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʥʝʩʢʦʣʴʢʠʭ ʠʥʩʪʠʪʫʪʦʚ, ʦʨʛʘʥʦʚ ʠʣʠ ʘʛʝʥʪʩʪʚ ɽʉ. 

çʄʳ ʪʝʩʥʦ ʩʦʪʨʫʜʥʠʯʘʝʤ ʩ CERT-EU, ʛʨʫʧʧʦʡ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 

ʢʦʤʧʴʶʪʝʨʥʳʝ ʯʨʝʟʚʳʯʘʡʥʳʝ ʩʠʪʫʘʮʠʠ ʜʣʷ ʚʩʝʭ ʠʥʩʪʠʪʫʪʦʚ, ʦʨʛʘʥʦʚ ʠ ʘʛʝʥʪʩʪʚ 

ɽʉ, ʘ ʪʘʢʞʝ ʩ ʧʦʩʪʘʚʱʠʢʦʤ ʟʘʪʨʦʥʫʪʦʛʦ ʀʊ-ʨʝʰʝʥʠʷè, - ʩʢʘʟʘʣ ʧʨʝʜʩʪʘʚʠʪʝʣʴ 

BleepingComputer. 

çʂʦʤʠʩʩʠʷ ʩʦʟʜʘʣʘ ʢʨʫʛʣʦʩʫʪʦʯʥʫʶ ʩʣʫʞʙʫ ʤʦʥʠʪʦʨʠʥʛʘ ʠ ʘʢʪʠʚʥʦ 

ʧʨʠʥʠʤʘʝʪ ʤʝʨʳ ʧʦ ʩʤʷʛʯʝʥʠʶ ʧʦʩʣʝʜʩʪʚʠʡè. 

çʉʝʨʴʝʟʥʳʭ ʫʪʝʯʝʢ ʠʥʬʦʨʤʘʮʠʠè ʧʦʢʘ ʥʝ ʦʙʥʘʨʫʞʝʥʦ, ʭʦʪʷ ʩʫʜʝʙʥʦ-

ʤʝʜʠʮʠʥʩʢʠʡ ʘʥʘʣʠʟ ʧʦʧʳʪʦʢ ʚʪʦʨʞʝʥʠʷ ʚʩʝ ʝʱʝ ʥʘʭʦʜʠʪʩʷ ʥʘ ʥʘʯʘʣʴʥʦʡ ʩʪʘʜʠʠ, ʠ 

ʦʢʦʥʯʘʪʝʣʴʥʦʡ ʠʥʬʦʨʤʘʮʠʠ ʥʝʪ. 

çʇʦʟʚʦʣʴʪʝ ʤʥʝ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʩʣʫʯʘʝʤ, ʯʪʦʙʳ ʥʘʧʦʤʥʠʪʴ, ʯʪʦ ʤʳ ʦʯʝʥʴ 

ʩʝʨʴʝʟʥʦ ʦʪʥʦʩʠʤʩʷ ʢ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʧʨʠʤʝʥʷʝʤ ʩʪʨʦʛʠʝ ʧʦʣʠʪʠʢʠ ʜʣʷ 

ʟʘʱʠʪʳ ʥʘʰʝʡ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʠ ʫʩʪʨʦʡʩʪʚ, - ʜʦʙʘʚʠʣ ʧʨʝʜʩʪʘʚʠʪʝʣʴ. - ʄʳ 

ʨʘʩʩʣʝʜʫʝʤ ʢʘʞʜʳʡ ʠʥʮʠʜʝʥʪè. 

ʅʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʥʝʪ ʠʥʬʦʨʤʘʮʠʠ ʦ ʭʘʨʘʢʪʝʨʝ ʠʥʮʠʜʝʥʪʘ ʠʣʠ ʣʠʯʥʦʩʪʠ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ, ʩʪʦʷʱʠʭ ʟʘ ʘʪʘʢʦʡ. 

ʍʦʪʷ ʵʪʦ ʠ ʥʝ ʧʦʜʪʚʝʨʞʜʝʥʦ ʧʨʝʜʩʪʘʚʠʪʝʣʝʤ ɽʚʨʦʧʝʡʩʢʦʡ ʢʦʤʠʩʩʠʠ, 

ʘʛʝʥʪʩʪʚʦ Bloomberg ʨʘʥʝʝ ʩʦʦʙʱʘʣʦ, ʯʪʦ ʥʘ ʧʨʦʰʣʦʡ ʥʝʜʝʣʝ ʘʪʘʢʘ ʥʘʥʝʩʣʘ ʫʱʝʨʙ 

ʦʨʛʘʥʠʟʘʮʠʷʤ ɽʉ. 

ɼʨʫʛʠʝ ʦʨʛʘʥʠʟʘʮʠʠ ɽʉ, ʧʦʜʚʝʨʛʰʠʝʩʷ ʘʪʘʢʘʤ ʚ ʧʦʩʣʝʜʥʠʝ ʤʝʩʷʮʳ 

ɺ ʧʨʦʰʣʦʤ ʤʝʩʷʮʝ ɽʚʨʦʧʝʡʩʢʦʤʫ ʙʘʥʢʦʚʩʢʦʤʫ ʫʧʨʘʚʣʝʥʠʶ (EBA) ʧʨʠʰʣʦʩʴ 

ʦʪʢʣʶʯʠʪʴ ʚʩʝ ʧʦʯʪʦʚʳʝ ʩʠʩʪʝʤʳ ʧʦʩʣʝ ʚʟʣʦʤʘ ʠʭ ʩʝʨʚʝʨʦʚ Microsoft Exchange ʚ 

ʨʘʤʢʘʭ ʧʨʦʜʦʣʞʘʶʱʠʭʩʷ ʘʪʘʢ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ ʢʦʤʤʝʨʯʝʩʢʠʝ ʠ 

ʧʨʘʚʠʪʝʣʴʩʪʚʝʥʥʳʝ ʦʨʛʘʥʠʟʘʮʠʠ ʧʦ ʚʩʝʤʫ ʤʠʨʫ. 

ɺ ʷʥʚʘʨʝ ɽʚʨʦʧʝʡʩʢʦʝ ʘʛʝʥʪʩʪʚʦ ʧʦ ʣʝʢʘʨʩʪʚʝʥʥʳʤ ʩʨʝʜʩʪʚʘʤ (EMA) ʟʘʷʚʠʣʦ, 

ʯʪʦ ʜʘʥʥʳʝ ʦ ʚʘʢʮʠʥʝ Pfizer / BioNTech COVID-19, ʫʢʨʘʜʝʥʥʳʝ ʩ ʝʛʦ ʩʝʨʚʝʨʦʚ ʚ 

ʜʝʢʘʙʨʝ, ʧʨʦʩʦʯʠʣʠʩʴ ʚ ʩʝʪʴ. 

ɺ ʧʦʩʣʝʜʫʶʱʝʤ ʦʙʥʦʚʣʝʥʠʠ EMA ʧʦʢʘʟʘʣʦ, ʯʪʦ ʥʝʢʦʪʦʨʳʝ ʜʘʥʥʳʝ ʦ 

ʚʘʢʮʠʥʘʭ-ʢʘʥʜʠʜʘʪʘʭ ʙʳʣʠ ʧʦʜʜʝʣʘʥʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤʠ, ʧʨʝʞʜʝ ʯʝʤ 

ʧʨʦʩʦʯʠʪʴʩʷ ʚ ʩʝʪʴ, ʯʪʦʙʳ ʧʦʜʦʨʚʘʪʴ ʜʦʚʝʨʠʝ ʦʙʱʝʩʪʚʝʥʥʦʩʪʠ ʢ ʚʘʢʮʠʥʘʤ COVID-

19. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ IBM X-Force ʪʘʢʞʝ ʧʨʝʜʫʧʨʝʜʠʣʠ ʚ ʜʝʢʘʙʨʝ ʦʙ ʫʛʨʦʟʘʭ, 

ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʦʨʛʘʥʠʟʘʮʠʠ, ʩʚʷʟʘʥʥʳʝ ʩ ʭʦʣʦʜʦʚʦʡ ʮʝʧʴʶ ʚʘʢʮʠʥʳ COVID-19, 

ʚʢʣʶʯʘʷ ɻʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨʘʪ ɽʚʨʦʧʝʡʩʢʦʡ ʢʦʤʠʩʩʠʠ ʧʦ ʥʘʣʦʛʦʦʙʣʦʞʝʥʠʶ ʠ 

ʪʘʤʦʞʥʝ Unioè. (Sergiu Gatlan. European Commission, other EU orgs recently hit by 

cyber-attack // Bleeping Computer 
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(https://www.bleepingcomputer.com/news/security/european-commission-other-eu-

orgs-recently-hit-by-cyber-attack/). 06.04.2021). 

***  

 

çʂʦʤʧʘʥʠʷ Qualys, ʟʘʥʠʤʘʶʱʘʷʩʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʟʘʷʚʠʣʘ ʩʝʛʦʜʥʷ, 

ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʚʟʣʦʤʘʚʰʠʝ ʝʝ ʩʝʨʚʝʨ Accellion FTA, ʥʝ ʧʨʦʥʠʢʣʠ ʚ 

ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʫʶ ʠ ʢʦʨʧʦʨʘʪʠʚʥʫʶ ʩʨʝʜʫ ʢʦʤʧʘʥʠʠ. 
ʉʪʦʨʦʥʥʷʷ ʩʫʜʝʙʥʦ-ʤʝʜʠʮʠʥʩʢʘʷ ʬʠʨʤʘ, ʥʘʥʷʪʘʷ ʜʣʷ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʪʦʛʦ, 

ʚʪʦʨʛʣʠʩʴ ʣʠ ʭʘʢʝʨʳ ʚ ʩʝʪʴ Qualys ʩʙʦʢʫ, ʥʝ ʥʘʰʣʘ ʜʦʢʘʟʘʪʝʣʴʩʪʚ ʙʦʢʦʚʦʛʦ 

ʜʚʠʞʝʥʠʷ ʦʪ ʚʟʣʦʤʘʥʥʦʛʦ ʫʩʪʨʦʡʩʪʚʘ ʜʣʷ ʦʙʤʝʥʘ ʬʘʡʣʘʤʠ. 

Qualys ʪʘʢʞʝ ʦʪʤʝʪʠʣʘ, ʯʪʦ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʧʦʢʘʟʘʣʦ, ʯʪʦ çʩʫʱʝʩʪʚʫʶʱʠʝ 

ʧʨʘʚʠʣʘ ʙʝʟʦʧʘʩʥʦʩʪʠ ʢʦʤʧʘʥʠʠ ʥʝ ʜʦʧʫʩʢʘʣʠ ʪʘʢʦʛʦ ʜʦʩʪʫʧʘ ʤʝʞʜʫ ʩʝʨʚʝʨʦʤ 

Accellion FTA ʠ ʢʦʨʧʦʨʘʪʠʚʥʦʡ ʠ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʦʡ ʩʨʝʜʦʡ Qualys. 

çʂʘʢ ʦʪʤʝʯʘʣʦʩʴ ʨʘʥʝʝ, ʚʣʠʷʥʠʝ ʥʘ Qualys ʠ ʥʘʰʠʭ ʢʣʠʝʥʪʦʚ ʦʛʨʘʥʠʯʠʚʘʝʪʩʷ 

ʩʝʨʚʝʨʦʤ Accellion FTAè, - ʩʢʘʟʘʣ ɹʝʥ ʂʘʨʨ, ʜʠʨʝʢʪʦʨ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ Qualys. 

çʄʳ ʧʦ-ʧʨʝʞʥʝʤʫ ʫʚʝʨʝʥʳ, ʯʪʦ ʵʪʦʪ ʠʥʮʠʜʝʥʪ ʥʝ ʧʦʚʣʠʷʝʪ ʥʘ 

ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʫʶ ʩʨʝʜʫ Qualys (ʦʙʱʠʝ ʧʣʘʪʬʦʨʤʳ ʠ ʯʘʩʪʥʳʝ ʧʣʘʪʬʦʨʤʳ), 

ʢʦʜʦʚʫʶ ʙʘʟʫ, ʜʘʥʥʳʝ ʢʣʠʝʥʪʦʚ, ʨʘʟʤʝʱʝʥʥʳʝ ʥʘ ʦʙʣʘʯʥʦʡ ʧʣʘʪʬʦʨʤʝ Qualys, 

ʘʛʝʥʪʳ Qualys ʠʣʠ ʩʢʘʥʝʨʳè. 

ʉʦʛʣʘʩʥʦ Qualys, ʝʛʦ ʧʣʘʪʬʦʨʤʳ ʧʦʣʥʦʩʪʴʶ ʬʫʥʢʮʠʦʥʘʣʴʥʳ, ʧʦʩʢʦʣʴʢʫ ʘʪʘʢʘ 

ʥʝ ʧʨʠʚʝʣʘ ʢ ʧʨʦʩʪʦʷʤ ʠʣʠ ʦʧʝʨʘʮʠʦʥʥʳʤ ʧʦʩʣʝʜʩʪʚʠʷʤ... 

ɹʘʥʜʘ ʚʳʤʦʛʘʪʝʣʝʡ Clop ʦʧʫʙʣʠʢʦʚʘʣʘ ʩʢʨʠʥʰʦʪʳ ʬʘʡʣʦʚ, 

ʧʨʝʜʧʦʣʦʞʠʪʝʣʴʥʦ ʫʢʨʘʜʝʥʥʳʭ ʩ ʩʝʨʚʝʨʘ Qualys Accellion FTA ʧʦʩʣʝ ʚʟʣʦʤʘ 

ʩʝʨʚʝʨʘ ʚ ʜʝʢʘʙʨʝ 2020 ʛʦʜʘ. ʋʪʝʯʢʘ ʜʘʥʥʳʭ ʚʢʣʶʯʘʣʘ ʩʯʝʪʘ-ʬʘʢʪʫʨʳ, ʟʘʢʘʟʳ ʥʘ 

ʧʦʢʫʧʢʫ, ʥʘʣʦʛʦʚʳʝ ʜʦʢʫʤʝʥʪʳ ʠ ʦʪʯʝʪʳ ʦ ʩʢʘʥʠʨʦʚʘʥʠʠ. 

Qualys ʟʘʷʚʠʣʘ, ʯʪʦ ʟʘʪʨʦʥʫʪʳʝ ʩʝʨʚʝʨʳ Accellion FTA ʙʳʣʠ ʦʪʢʣʶʯʝʥʳ, ʠ 

ʢʦʤʧʘʥʠʷ ʧʝʨʝʢʣʶʯʠʣʘʩʴ ʥʘ ʘʣʴʪʝʨʥʘʪʠʚʥʳʝ ʨʝʰʝʥʠʷ ʜʣʷ ʧʝʨʝʜʘʯʠ ʬʘʡʣʦʚ, 

ʩʚʷʟʘʥʥʳʭ ʩ ʧʦʜʜʝʨʞʢʦʡ. 

ʍʦʪʷ Qualys ʥʝ ʫʧʦʤʷʥʫʣʘ ʟʘʧʠʩʢʫ ʦ ʚʳʢʫʧʝ, ʧʦʣʫʯʝʥʥʫʶ ʦʪ ʂʣʦʧʘ, ʩʦʛʣʘʩʥʦ 

ʦʪʯʝʪʫ FireEye Mandiant, ʜʨʫʛʠʝ ʞʝʨʪʚʳ ʙʘʥʜʳ ʚʳʤʦʛʘʪʝʣʝʡ ʧʦʣʫʯʘʣʠ ʠʭ ʠ ʨʘʥʴʰʝ. 

ɼʦ ʩʠʭ ʧʦʨ ʥʝʷʩʥʦ, ʩʪʦʠʪ ʣʠ ʙʘʥʜʘ ʚʳʤʦʛʘʪʝʣʝʡ Clop ʟʘ ʘʪʘʢʘʤʠ Accellion, 

ʢʦʪʦʨʳʝ ʦʥʘ ʦʧʫʙʣʠʢʦʚʘʣʘ ʥʘ ʩʚʦʝʤ ʩʘʡʪʝ ʫʪʝʯʢʠ ʜʘʥʥʳʭ, ʠʣʠ ʚ ʧʘʨʪʥʝʨʩʪʚʝ ʩ 

ʜʨʫʛʦʡ ʛʨʫʧʧʦʡ ʜʣʷ ʦʙʤʝʥʘ ʬʘʡʣʘʤʠ ʠ ʚʳʤʦʛʘʪʝʣʴʩʪʚʘ ʫ ʞʝʨʪʚ. 

ʉʦʚʤʝʩʪʥʦʝ ʟʘʷʚʣʝʥʠʝ, ʦʧʫʙʣʠʢʦʚʘʥʥʳʝ Mandiant ʠ Accellion ʧʨʦʣʠʪʴ ʙʦʣʴʰʝ 

ʩʚʝʪʘ ʥʘ ʵʪʠ ʥʘʧʘʜʝʥʠʷ, ʩʚʷʟʳʚʘʷ ʠʭ ʩ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴʶ ʛʨʫʧʧʳ FIN11éè. 

(Sergiu Gatlan. Qualys says Accellion hackers did not breach production systems // 

Bleeping Computer (https://www.bleepingcomputer.com/news/security/qualys-says-

accellion-hackers-did-not-breach-production-systems/). 02.04.2021). 

***  

 

ç97% ʦʨʛʘʥʠʟʘʮʠʡ ʚ ʤʠʨʝ ʧʦʜʚʝʨʛʘʣʠʩʴ ʘʪʘʢʘʤ ʥʘ ʤʦʙʠʣʴʥʳʝ 

ʫʩʪʨʦʡʩʪʚʘ ʚ 2020 ʛʦʜʫ, ʟʘʷʚʠʣʘ ʢʦʤʧʘʥʠʷ Check Point Software Technologies 

Ltd, ʩʧʝʮʠʘʣʠʟʠʨʫʶʱʘʷʩʷ ʥʘ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 
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ɺ Mobile Security Report 2021 ʩʧʝʮʠʘʣʠʩʪʳ Check Point ʠʩʩʣʝʜʦʚʘʣʠ 

ʧʦʩʣʝʜʥʠʝ ʫʛʨʦʟʳ, ʥʘʮʝʣʝʥʥʳʝ ʥʘ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ, ʠ 

ʧʨʝʜʩʪʘʚʠʣʠ ʦʙʟʦʨ ʦʩʥʦʚʥʳʭ ʪʝʥʜʝʥʮʠʡ ʚ ʦʙʣʘʩʪʠ ʤʦʙʠʣʴʥʳʭ ʚʨʝʜʦʥʦʩʥʳʭ 

ʧʨʦʛʨʘʤʤ, ʫʷʟʚʠʤʦʩʪʝʡ ʠ ʢʠʙʝʨʘʪʘʢ ʛʦʩʫʜʘʨʩʪʚʝʥʥʦʛʦ ʫʨʦʚʥʷé 

ʇʝʨʝʭʦʜ ʢ ʤʘʩʩʦʚʦʡ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʝ ʚʦ ʚʨʝʤʷ ʧʘʥʜʝʤʠʠ COVID-19 ʧʨʠʚʝʣ 

ʢ ʨʝʟʢʦʤʫ ʨʦʩʪʫ ʢʦʣʠʯʝʩʪʚʘ ʤʦʙʠʣʴʥʳʭ ʘʪʘʢ, ʚ ʨʝʟʫʣʴʪʘʪʝ ʯʝʛʦ 97% ʦʨʛʘʥʠʟʘʮʠʡ 

ʩʪʦʣʢʥʫʣʠʩʴ ʩ ʫʛʨʦʟʘʤʠ ʩʨʘʟʫ ʩ ʥʝʩʢʦʣʴʢʠʭ ʥʘʧʨʘʚʣʝʥʠʡ, ʟʘʷʚʣʷʝʪ ʢʦʤʧʘʥʠʷ. 

ʉʧʝʮʠʘʣʠʩʪʳ Check Point ʧʨʦʛʥʦʟʠʨʫʶʪ, ʯʪʦ ʢ 2024 ʛʦʜʫ 60% ʚʩʝʭ ʦʬʠʩʥʳʭ 

ʩʦʪʨʫʜʥʠʢʦʚ ʩʪʘʥʫʪ ʤʦʙʠʣʴʥʳʤʠ, ʧʦʵʪʦʤʫ ʟʘʱʠʪʘ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ ʜʦʣʞʥʘ 

ʙʳʪʴ ʧʨʠʦʨʠʪʝʪʦʤ ʜʣʷ ʦʨʛʘʥʠʟʘʮʠʡ. 

çʇʨʦʰʝʜʰʠʡ ʛʦʜ ʧʦʢʘʟʘʣ, ʯʪʦ ʣʘʥʜʰʘʬʪ ʤʦʙʠʣʴʥʳʭ ʫʛʨʦʟ ʧʨʦʜʦʣʞʘʝʪ 

ʨʘʩʰʠʨʷʪʴʩʷ, ʠ ʩʝʛʦʜʥʷ ʧʨʘʢʪʠʯʝʩʢʠ ʢʘʞʜʘʷ ʦʨʛʘʥʠʟʘʮʠʷ ʩʪʘʣʢʠʚʘʝʪʩʷ ʩ ʘʪʘʢʘʤʠè, 

ð ʧʨʦʢʦʤʤʝʥʪʠʨʦʚʘʣ ɺʘʩʠʣʠʡ ɼʷʛʠʣʝʚ, ʛʣʘʚʘ ʧʨʝʜʩʪʘʚʠʪʝʣʴʩʪʚʘ Check Point 

Software Technologies ʚ ʈʦʩʩʠʠ ʠ ʉʅɻ. 

çʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʥʘʯʠʥʘʶʪ ʘʢʪʠʚʥʦ ʠʩʧʦʣʴʟʦʚʘʪʴ ʥʦʚʳʡ ʪʨʝʥʜ ʠ 

ʘʜʘʧʪʠʨʫʶʪ ʧʦʜ ʥʝʛʦ ʩʚʦʠ ʤʝʪʦʜʳ ʘʪʘʢ, ʯʪʦʙʳ ʯʝʨʝʟ ʢʦʥʝʯʥʳʝ ʠ ʟʘʯʘʩʪʫʶ ʣʠʯʥʳʝ 

ʤʦʙʠʣʴʥʳʝ ʫʩʪʨʦʡʩʪʚʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦʣʫʯʘʪʴ ʜʦʩʪʫʧ ʢ ʢʦʨʧʦʨʘʪʠʚʥʳʤ ʜʘʥʥʳʤ. 

ʆʨʛʘʥʠʟʘʮʠʷʤ ʩʪʦʠʪ ʩʝʨʴʝʟʥʦ ʟʘʜʫʤʘʪʴʩʷ ʠ ʦʙ ʠʭ ʟʘʱʠʪʝè, ð ʜʦʙʘʚʠʣ ɼʷʛʠʣʝʚ. 

ʇʦ ʜʘʥʥʳʤ Check Point, ʧʦʯʪʠ ʧʦʣʦʚʠʥʘ ʦʨʛʘʥʠʟʘʮʠʡ ʚ ʤʠʨʝ ʧʦʩʪʨʘʜʘʣʘ ʦʪ 

ʚʨʝʜʦʥʦʩʥʳʭ ʤʦʙʠʣʴʥʳʭ ʧʨʠʣʦʞʝʥʠʡ: ʚ 46% ʢʦʤʧʘʥʠʡ ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ ʦʜʠʥ 

ʩʦʪʨʫʜʥʠʢ ʟʘʛʨʫʟʠʣ ʚʨʝʜʦʥʦʩʥʦʝ ʧʨʠʣʦʞʝʥʠʝ ʚ 2020 ʛʦʜʫ, ʪʝʤ ʩʘʤʳʤ ʧʦʩʪʘʚʠʚ ʧʦʜ 

ʫʛʨʦʟʫ ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʜʘʥʥʳʝ ʠ ʩʝʪʴ ʦʨʛʘʥʠʟʘʮʠʠ ʚ ʮʝʣʦʤ. 

ʊʘʢʞʝ ʢʦʤʧʘʥʠʷ ʟʘʬʠʩʢʠʨʦʚʘʣʘ ʨʦʩʪ ʯʠʩʣʘ ʤʦʙʠʣʴʥʳʭ ʚʨʝʜʦʥʦʩʥʳʭ 

ʧʨʦʛʨʘʤʤ: ʚ 2020 ʛʦʜʫ ʘʢʪʠʚʥʦʩʪʴ ʙʘʥʢʦʚʩʢʠʭ ʪʨʦʷʥʦʚ, ʢʦʪʦʨʳʝ ʩʧʦʩʦʙʥʳ 

ʧʦʭʠʱʘʪʴ ʫʯʸʪʥʳʝ ʜʘʥʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʤʦʙʠʣʴʥʦʛʦ ʙʘʥʢʠʥʛʘ, ʚʳʨʦʩʣʘ ʥʘ 15%. 

ʏʘʩʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʨʘʩʧʨʦʩʪʨʘʥʷʶʪ ʤʦʙʠʣʴʥʦʝ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʚ ʪʦʤ ʯʠʩʣʝ 

ʪʨʦʷʥʳ ʜʣʷ ʫʜʘʣʸʥʥʦʛʦ ʜʦʩʪʫʧʘ ʢ ʤʦʙʠʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ (MRAT), ʙʘʥʢʦʚʩʢʠʝ 

ʪʨʦʷʥʳ ʠ ʧʨʦʛʨʘʤʤʳ ʜʦʟʚʦʥʘ ʧʨʝʤʠʫʤ-ʢʣʘʩʩʘ ʯʝʨʝʟ ʧʨʠʣʦʞʝʥʠʷ, ʷʢʦʙʳ ʩʚʷʟʘʥʥʳʝ 

ʩ COVID-19è. (ɸʥʜʨʝʡ ʐʣʷʭʦʚʩʢʠʡ. 97% ʢʦʤʧʘʥʠʡ ʧʦʩʪʨʘʜʘʣʠ ʦʪ ʜʝʡʩʪʚʠʡ 

ʭʘʢʝʨʦʚ: Check Point ʧʦʜʝʣʠʣʘʩʴ ʜʘʥʥʳʤʠ ʦ ʢʠʙʝʨʘʪʘʢʘʭ // ʆʆʆ "ʈɹ.ʈʋ" 

(https://rb.ru/news/97-check-point/). 13.04.2021). 
***  

 

çʉʧʝʮʠʘʣʠʩʪʳ ʪʝʭʥʦʛʠʛʘʥʪʘ Facebook ʦʙʝʟʚʨʝʜʠʣʠ ʨʘʩʧʦʣʦʞʝʥʥʫʶ ʚ 

ɸʣʙʘʥʠʠ ʬʝʨʤʫ ʪʨʦʣʣʝʡ. ʆʧʝʨʘʪʦʨʳ ʬʝʨʤʳ ʩ ʧʦʤʦʱʴʶ ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ 

ʠʥʪʝʣʣʝʢʪʘ ʩʦʟʜʘʚʘʣʠ ʜʠʧʬʝʡʢ-ʠʟʦʙʨʘʞʝʥʠʷ ʠ ʨʘʩʧʨʦʩʪʨʘʥʷʣʠ 

ʜʝʟʠʥʬʦʨʤʘʮʠʶ ʩʨʝʜʠ ʠʨʘʥʩʢʠʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ. ʂʘʢ ʩʦʦʙʱʘʝʪʩʷ ʚ ʦʪʯʝʪʝ 

Coordinated Inauthentic Behavior, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʪʘʢʞʝ ʙʳʣʠ ʩʚʷʟʘʥʳ ʩ ʛʨʫʧʧʦʡ 

ʙʦʝʚʠʢʦʚ çʄʦʜʞʘʭʝʜʠʥ-ʵ ʍʘʣʢè, ʥʘʩʯʠʪʳʚʘʶʱʝʡ ʥʝʩʢʦʣʴʢʦ ʪʳʩʷʯ ʫʯʘʩʪʥʠʢʦʚ.  

ɻʨʫʧʧʠʨʦʚʢʘ ʩʦʟʜʘʚʘʣʘ ʬʘʣʴʰʠʚʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʜʣʷ ʦʩʫʱʝʩʪʚʣʝʥʠʷ 

ʧʨʦʧʘʛʘʥʜʳ ʧʨʦʪʠʚ ʧʨʘʚʠʪʝʣʴʩʪʚʘ ʀʨʘʥʘ ʠ ʚʳʜʘʚʘʣʘ ʩʝʙʷ ʟʘ ʞʫʨʥʘʣʠʩʪʦʚ ʠ 

ʥʦʚʦʩʪʥʳʝ ʘʛʝʥʪʩʪʚʘ.  

ʅʘʮʠʦʥʘʣʴʥʳʡ ʩʦʚʝʪ ʩʦʧʨʦʪʠʚʣʝʥʠʷ ʀʨʘʥʘ ʠ çʄʦʜʞʘʭʝʜʠʥ-ʵ ʍʘʣʢè 

ʦʨʛʘʥʠʟʘʮʠʡ ʦʧʨʦʚʝʨʛʣʠ ʫʪʚʝʨʞʜʝʥʠʷ Facebook ʦ ʩʫʱʝʩʪʚʦʚʘʥʠʠ ʬʝʨʤʳ ʪʨʦʣʣʝʡ ʠ 

ʩʦʦʙʱʠʣʠ, ʯʪʦ ʥʠʢʦʛʜʘ ʥʝ ʩʦʟʜʘʚʘʣʠ ʬʝʡʢʦʚʳʝ ʘʢʢʘʫʥʪʳ ʥʘ ʧʣʘʪʬʦʨʤʝ.  
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ɺ ʩʚʦʝʤ ʦʪʯʝʪʝ Facebook ʪʘʢʞʝ ʫʧʦʤʷʥʫʣʘ ʦʙ ʫʩʠʣʠʷʭ ʧʦ ʩʥʠʞʝʥʠʶ 

ʢʦʣʠʯʝʩʪʚʘ ʟʣʦʥʘʤʝʨʝʥʥʳʭ ʜʝʡʩʪʚʠʡ ʚ ʩʚʦʝʡ ʩʦʮʩʝʪʠ. ʇʦ ʜʘʥʥʳʤ ʢʦʤʧʘʥʠʠ, ʚ 

ʤʘʨʪʝ ʙʳʣʦ ʟʘʙʣʦʢʠʨʦʚʘʥʦ 1167 ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʚ Facebook, 290 ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ 

ʚ Instagram, 255 ʩʪʨʘʥʠʮ ʠ 34 ʛʨʫʧʧʳ ʠʟ-ʟʘ ʠʭ ʩʚʷʟʠ ʩ çʢʘʤʧʘʥʠʷʤʠ 

ʩʢʦʦʨʜʠʥʠʨʦʚʘʥʥʦʛʦ ʥʝʧʨʘʚʦʤʝʨʥʦʛʦ ʧʦʚʝʜʝʥʠʷè, ʥʘʮʝʣʝʥʥʳʤʠ ʥʘ ʀʟʨʘʠʣʴ, 

ʄʝʢʩʠʢʫ, ɻʨʫʟʠʶ ʠ ʧʨè. (Facebook ʦʙʝʟʚʨʝʜʠʣʘ ʬʝʨʤʫ ʪʨʦʣʣʝʡ ʚ ɸʣʙʘʥʠʠ // 

SecurityLab.ru (https://www.securitylab.ru/news/518946.php). 15.04.2021). 
***  

 

çʂʦʛʜʘ ʘʤʝʨʠʢʘʥʩʢʠʤ ʢʦʤʧʘʥʠʷʤ ʩʪʘʥʦʚʠʪʩʷ ʠʟʚʝʩʪʥʦ ʦ ʪʦʤ, ʯʪʦ ʠʭ 

ʘʪʘʢʦʚʘʣʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʠʣʠ ʬʠʥʘʥʩʠʨʫʝʤʳʝ ʧʨʘʚʠʪʝʣʴʩʪʚʘʤʠ ʭʘʢʝʨʳ, 

ʦʥʠ ʜʦʣʞʥʳ ʩʦʦʙʱʘʪʴ ʦʙ ʵʪʦʤ ʚʣʘʩʪʷʤ ʠ ʧʨʝʜʦʩʪʘʚʣʷʪʴ ʠʤ ʚʩʶ ʥʝʦʙʭʦʜʠʤʫʶ 

ʠʥʬʦʨʤʘʮʠʶ, ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʧʦʤʦʯʴ ʧʨʘʚʠʪʝʣʴʩʪʚʫ ʣʫʯʰʝ ʩʜʝʨʞʠʚʘʪʴ ʘʪʘʢʠ 
ʪʘʢ ʥʘʟʳʚʘʝʤʳʭ çʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭè ʭʘʢʝʨʦʚ. ʆʙ ʵʪʦʤ ʩʦʦʙʱʠʣ ʜʠʨʝʢʪʦʨ ʌɹʈ 

ʂʨʠʩʪʦʬʝʨ ʈʵʡ (Christopher Wray), ʚʳʩʪʫʧʘʷ ʧʝʨʝʜ ʂʦʥʛʨʝʩʩʦʤ ʉʐɸ.  

ʇʦ ʩʣʦʚʘʤ ʈʵʷ, ʧʨʘʚʠʣʴʥʦʝ ʧʦʚʝʜʝʥʠʝ ʢʦʤʧʘʥʠʡ, ʩʪʘʚʰʠʭ ʞʝʨʪʚʘʤʠ 

ʢʠʙʝʨʘʪʘʢ, ʧʦʤʦʞʝʪ ʧʨʘʚʠʪʝʣʴʩʪʚʫ ʨʘʟʨʘʙʦʪʘʪʴ ʩʚʦʝʛʦ ʨʦʜʘ ʩʠʩʪʝʤʫ ʨʘʥʥʝʛʦ 

ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʦʙ ʘʪʘʢʘʭ ʠʥʦʩʪʨʘʥʥʳʭ ʭʘʢʝʨʦʚ, ʧʨʦʚʦʜʷʱʠʭ ʰʠʨʦʢʦʤʘʩʰʪʘʙʥʳʝ 

ʢʠʙʝʨʦʧʝʨʘʮʠʠ ʧʨʦʪʠʚ ʤʥʦʞʝʩʪʚʘ ʘʤʝʨʠʢʘʥʩʢʠʭ ʢʦʤʧʘʥʠʡ ʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ 

ʩʪʨʫʢʪʫʨ. ʂʘʢ ʧʦʷʩʥʠʣ ʛʣʘʚʘ ʌɹʈ, ʦʯʝʥʴ ʚʘʞʥʦ ʚʳʷʚʠʪʴ ʦʨʛʘʥʠʟʘʮʠʶ, ʩʪʘʚʰʝʡ 

ʧʝʨʚʦʡ ʞʝʨʪʚʦʡ ʚ ʯʝʨʝʜʝ ʢʠʙʝʨʘʪʘʢ ʠʥʦʩʪʨʘʥʥʳʭ ʭʘʢʝʨʦʚ, ʯʪʦʙʳ ʤʦʞʥʦ ʙʳʣʦ 

ʧʨʝʜʦʪʚʨʘʪʠʪʴ ʜʘʣʴʥʝʡʰʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʝ ʫʛʨʦʟʳ.  

ʇʦʜʦʙʥʳʝ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ ʩʦ ʩʪʦʨʦʥʳ ʯʘʩʪʥʦʛʦ ʩʝʢʪʦʨʘ ʫʞʝ ʧʦʤʦʛʘʣʠ 

ʧʨʘʚʠʪʝʣʴʩʪʚʫ ʉʐɸ ʫʟʥʘʚʘʪʴ ʦ ʚʨʝʜʦʥʦʩʥʳʭ ʦʧʝʨʘʮʠʷʭ, ʬʠʥʘʥʩʠʨʦʚʘʥʥʳʭ 

ʠʥʦʩʪʨʘʥʥʳʤʠ ʛʦʩʫʜʘʨʩʪʚʘʤʠ. ʂ ʧʨʠʤʝʨʫ, ʀɹ-ʢʦʤʧʘʥʠʷ FireEye, ʩʪʘʚʰʘʷ ʦʜʥʦʡ ʠʟ 

ʞʝʨʪʚ ʚʟʣʦʤʘ SolarWinds ʚ ʜʝʢʘʙʨʝ 2020 ʛʦʜʘ, ʷʚʣʷʝʪʩʷ ʧʝʨʚʦʡ ʦʨʛʘʥʠʟʘʮʠʝʡ, 

ʩʦʦʙʱʠʚʰʝʡ ʦʙ ʵʪʦʤ. ʀʤʝʥʥʦ ʦʪʯʝʪ FireEye ʧʦʣʦʞʠʣ ʥʘʯʘʣʦ ʧʨʦʮʝʩʩʫ, ʢʦʪʦʨʳʡ 

ʧʦʤʦʛ ʧʨʘʚʠʪʝʣʴʩʪʚʫ ʠ ʜʨʫʛʠʤ ʢʦʤʧʘʥʠʷʤ ʚʳʷʚʠʪʴ ʚʟʣʦʤʳ ʩʚʦʠʭ ʩʠʩʪʝʤ.  

ʄʥʦʛʠʝ ʣʠʜʝʨʳ ʨʘʟʚʝʜʳʚʘʪʝʣʴʥʦʛʦ ʩʦʦʙʱʝʩʪʚʘ ʉʐɸ, ʚʳʩʪʫʧʘʚʰʠʝ ʧʝʨʝʜ 

ʂʦʥʛʨʝʩʩʦʤ ʥʘʨʷʜʫ ʩ ʈʵʝʤ, ʚ ʪʦʤ ʯʠʩʣʝ ʜʠʨʝʢʪʦʨ ʅʘʮʠʦʥʘʣʴʥʦʡ ʨʘʟʚʝʜʢʠ ɸʚʨʠʣ 

ʍʵʡʥʩ (Avril Haines) ʠ ʜʠʨʝʢʪʦʨ ɸʛʝʥʪʩʪʚʘ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʇʦʣ 

ʅʘʢʘʩʦʥʝ (Paul Nakasone), ʧʦʜʜʝʨʞʘʣʠ ʥʘʩʪʦʡʯʠʚʳʝ ʪʨʝʙʦʚʘʥʠʷ ʜʠʨʝʢʪʦʨʘ ʌɹʈ ʧʦ 

ʫʢʨʝʧʣʝʥʠʶ ʧʘʨʪʥʝʨʩʪʚʘ ʤʝʞʜʫ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤ ʠ ʯʘʩʪʥʳʤ ʩʝʢʪʦʨʦʤ ʚ ʚʦʧʨʦʩʝ 

ʚʳʷʚʣʝʥʠʷ ʪʘʢʠʭ ʚʟʣʦʤʦʚ.  

ʅʘʢʘʩʦʥʝ ʦʪʤʝʪʠʣ, ʯʪʦ ʚ ʩʣʫʯʘʷʭ, ʢʦʛʜʘ ʜʣʷ ʧʨʦʚʝʜʝʥʠʷ ʩʚʦʠʭ ʦʧʝʨʘʮʠʡ 

ʠʥʦʩʪʨʘʥʥʳʝ ʥʘʮʠʦʥʘʣʴʥʳʝ ʛʦʩʫʜʘʨʩʪʚʘ ʠʣʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʫ ʉʐɸ, ʘʤʝʨʠʢʘʥʩʢʘʷ ʨʘʟʚʝʜʢʘ ʤʦʞʝʪ ʦʪʩʪʘʚʘʪʴ ʦʪ ʪʦʛʦ, ʯʪʦ ʤʦʞʝʪ 

ʫʚʠʜʝʪʴ ʯʘʩʪʥʳʡ ʩʝʢʪʦʨ, ʧʦʩʢʦʣʴʢʫ ʦʥʘ ʟʘʯʘʩʪʫʶ ʥʝ ʠʤʝʝʪ ʧʨʘʚʘ ʦʩʫʱʝʩʪʚʣʷʪʴ 

ʤʦʥʠʪʦʨʠʥʛ ʪʘʢʠʭ ʘʪʘʢ ʙʳʩʪʨʦè. (ɻʣʘʚʘ ʌɹʈ ʧʦʧʨʦʩʠʣ ʯʘʩʪʥʳʝ ʢʦʤʧʘʥʠʠ 

ʩʦʦʙʱʘʪʴ ʦ ʭʘʢʝʨʩʢʠ ʭ ʘʪʘʢʘʭ // SecurityLab.ru 

(https://www.securitylab.ru/news/518963.php). 15.04.2021). 

***  
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çʂʘʢ ʩʦʦʙʱʘʝʪ ʢʦʤʧʘʥʠʷ Beaming, ʚ ʧʝʨʚʳʝ ʪʨʠ ʤʝʩʷʮʘ 2021 ʛʦʜʘ 

ʙʨʠʪʘʥʩʢʠʝ ʢʦʤʧʘʥʠʠ ʩʪʘʣʠ ʞʝʨʪʚʘʤʠ ʢʠʙʝʨʘʪʘʢ, ʯʠʩʣʦ ʢʦʪʦʨʳʭ ʫʚʝʣʠʯʠʣʦʩʴ 

ʥʘ 11% ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʧʨʝʜʳʜʫʱʠʤ ʛʦʜʦʤ. 
ɺ ʪʝʯʝʥʠʝ ʧʝʨʚʦʛʦ ʢʚʘʨʪʘʣʘ ʙʨʠʪʘʥʩʢʠʝ ʢʦʤʧʘʥʠʠ ʧʦʪʝʨʧʝʣʠ ʙʦʣʝʝ 172.000 

ʘʪʘʢ, ʯʪʦ ʩʦʩʪʘʚʣʷʝʪ ʧʨʠʤʝʨʥʦ 1912 ʘʪʘʢ ʢʘʞʜʳʡ ʜʝʥʴ. ɸ ʧʦʧʳʪʢʠ ʘʪʘʢʠ 

ʩʦʚʝʨʰʘʣʠʩʴ ʢʘʞʜʳʝ 45 ʩʝʢʫʥʜ. ɼʣʷ ʩʨʘʚʥʝʥʠʷ ʚ 2020 ʛʦʜʫ ʚ ʧʝʨʚʦʤ ʢʚʘʨʪʘʣʝ ʥʘ 

ʜʝʥʴ ʧʨʠʭʦʜʠʣʦʩʴ ʧʨʠʤʝʨʥʦ 1725 ʘʪʘʢ. 

ɺʧʦʣʥʝ ʚʝʨʦʷʪʥʦ, ʯʪʦ ʙʦʣʴʰʠʥʩʪʚʦ ʵʪʠʭ ʘʪʘʢ ʙʳʣʠ ʘʚʪʦʤʘʪʠʟʠʨʦʚʘʥʥʳʤʠ ʠ 

ʦʨʛʘʥʠʟʘʮʠʠ ʩ ʥʘʜʝʞʥʦʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ ʤʦʛʣʠ ʠʭ ʣʝʛʢʦ ʦʪʨʘʟʠʪʴ. 

ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʯʘʱʝ ʚʩʝʛʦ ʘʪʘʢʦʚʘʣʠ ʫʩʪʨʦʡʩʪʚʘ ʠʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʠ 

ʩʝʨʚʠʩʳ ʜʣʷ ʩʦʚʤʝʩʪʥʦʛʦ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʬʘʡʣʦʚ. ʅʘ ʥʠʭ ʧʨʠʰʣʦʩʴ 175 ʠ 100 ʘʪʘʢ ʚ 

ʜʝʥʴ ʩʦʦʪʚʝʪʩʪʚʝʥʥʦ. 

IP-ʘʜʨʝʩʘ ʯʘʱʝ ʚʩʝʛʦ ʙʳʣʠ ʠʟ ʂʠʪʘʷ (14%), ʉʐɸ (11%) ʠ ʀʥʜʠʠ (6%)è. 

(ʂʦʤʧʘʥʠʠ ɺʝʣʠʢʦʙʨʠʪʘʥʠʠ ʩʪʘʣʠ ʞʝʨʪʚʘʤʠ ʨʝʢʦʨʜʥʦʛʦ ʢʦʣʠʯʝʩʪʚʘ 

ʢʠʙʝʨʘʪʘʢ ʚ ʧʝʨʚʳʝ ʪʨʠ ʤʝʩʷʮʘ 2021 ʛʦʜʘ // SecureNews (https://securenews.ru/uk-

companies-have-been-the-victims-of-a-record-number-of-cyber-attacks-in-the-first-

three-months-of-2021/). 09.04.2021). 
***  

 

çʇʦʣʴʟʦʚʘʪʝʣʝʡ LinkedIn ʘʪʘʢʦʚʘʣʠ ʬʠʰʠʥʛʦʚʳʤʠ ʩʦʦʙʱʝʥʠʷʤʠ ʚ 

ʧʦʧʳʪʢʝ çʫʛʥʘʪʴè ʠʭ ʘʢʢʘʫʥʪʳ ʠʣʠ ʧʨʦʜʚʠʥʫʪʴ ʬʝʡʢʦʚʳʝ ʵʣʝʢʪʨʦʥʥʳʭ 

ʘʜʨʝʩʘ. 

ʉʦʛʣʘʩʥʦ Bitdefender Antispam Lab, ʥʦʚʳʝ ʢʘʤʧʘʥʠʠ ʧʦ ʨʘʩʩʳʣʢʝ ʩʧʘʤʘ 

ʷʚʣʷʶʪʩʷ ʧʦʩʣʝʜʩʪʚʠʝʤ ʫʪʝʯʢʠ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡ LinkedIn. ʍʦʪʷ ʨʘʩʩʳʣʢʘ 

ʩʧʘʤʘ ʥʝ ʤʦʞʝʪ ʙʳʪʴ ʩʚʷʟʘʥʘ ʥʘʧʨʷʤʫʶ ʩ ʫʪʝʯʢʦʡ ʜʘʥʥʳʭ 500 ʤʣʥ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʧʣʘʪʬʦʨʤʳ, ʦʛʨʦʤʥʦʝ ʢʦʣʠʯʝʩʪʚʦ ʤʦʰʝʥʥʠʯʝʩʢʠʭ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ ʛʦʚʦʨʠʪ ʦʙ 

ʦʙʨʘʪʥʦʤ. 

Bitdefender Antispam Lab ʦʙʥʘʨʫʞʠʣʘ ʙʦʣʝʝ 500 ʤʣʥ ʚʨʝʜʦʥʦʩʥʳʭ 

ʩʦʦʙʱʝʥʠʡ, ʢʦʪʦʨʳʝ ʨʘʩʩʳʣʘʣʠʩʴ premium-ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʠʟ ʉʐɸ, ʆɸʕ, ʩʪʨʘʥ 

ʙʣʠʞʥʝʛʦ ɺʦʩʪʦʢʘ ʠ ʂʘʥʘʜʳ. 

ʉʢʘʤʝʨʳ ʥʝ ʟʘʧʨʘʰʠʚʘʣʠ ʣʠʯʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʠ ʥʝ ʧʨʠʢʨʝʧʣʷʣʠ 

ʚʨʝʜʦʥʦʩʥʳʝ ʚʣʦʞʝʥʠʷ. ɺʤʝʩʪʦ ʵʪʦʛʦ, ʚ ʢʦʥʮʝ ʢʘʞʜʦʛʦ ʩʦʦʙʱʝʥʠʷ ʙʳʣʘ ʢʥʦʧʢʘ 

çʆʪʧʠʩʘʪʴʩʷè, ʢʦʪʦʨʘʷ ʚʝʣʘ ʥʘ ʧʦʜʦʟʨʠʪʝʣʴʥʳʝ ʜʦʤʝʥʳè. (ʋʪʝʯʢʘ ʜʘʥʥʳʭ ʚ 

LinkedIn: ʩʦʪʥʠ ʪʳʩʷʯ ʩʦʦʙʱʝʥʠʡ ʩʦ ʩʧʘʤʦʤ ʟʘʧʦʣʥʠʣʠ ʧʦʯʪʳ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

// SecureNews (https://securenews.ru/linkedin-data-leak-hundreds-of-thousands-of-

spam-messages-filled-users-emails/). 15.04.2021). 

***  

 

çʀʩʩʣʝʜʦʚʘʪʝʣʠ Check Point Research ʧʨʝʜʩʪʘʚʠʣʠ ʦʪʯʝʪ ʟʘ ʧʝʨʚʳʡ 

ʢʚʘʨʪʘʣ ʦ ʙʨʝʥʜʘʭ, ʢʦʪʦʨʳʝ ʯʘʱʝ ʚʩʝʛʦ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ ʚ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢʘʭ. 

ɺ ʪʘʢʠʭ ʘʪʘʢʘʭ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʧʳʪʘʷʩʴ ʚʪʝʨʝʪʴʩʷ ʚ ʜʦʚʝʨʠʝ ʢ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʠʤʠʪʠʨʫʶʪ ʦʬʠʮʠʘʣʴʥʳʡ ʩʘʡʪ ʠʟʚʝʩʪʥʦʡ ʢʦʤʧʘʥʠʠ, 

ʠʩʧʦʣʴʟʫʷ ʜʦʤʝʥʥʦʝ ʠʤʷ, URL-ʘʜʨʝʩ ʠ ʜʠʟʘʡʥ, ʘʥʘʣʦʛʠʯʥʳʝ ʦʨʠʛʠʥʘʣʴʥʳʤ. 

ɾʝʨʪʚʳ ʤʦʛʫʪ ʧʦʣʫʯʠʪʴ ʩʩʳʣʢʫ ʥʘ ʧʦʜʜʝʣʴʥʫʶ ʩʪʨʘʥʠʮʫ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʝ ʠʣʠ SMS. ʊʘʢʞʝ ʦʥʠ ʤʦʛʫʪ ʙʳʪʴ ʧʝʨʝʥʘʧʨʘʚʣʝʥʳ ʥʘ ʬʠʰʠʥʛʦʚʳʡ ʩʘʡʪ ʚʦ 
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ʚʨʝʤʷ ʧʨʦʩʤʦʪʨʘ ʩʪʨʘʥʠʮ ʚ ʩʝʪʠ ʠʣʠ ʠʟ ʚʨʝʜʦʥʦʩʥʦʛʦ ʤʦʙʠʣʴʥʦʛʦ ʧʨʠʣʦʞʝʥʠʷ. 

ʌʝʡʢʦʚʳʝ ʩʘʡʪʳ ʯʘʩʪʦ ʩʦʜʝʨʞʘʪ ʬʦʨʤʫ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʫʶ ʜʣʷ ʢʨʘʞʠ ʫʯʝʪʥʳʭ ʠʣʠ 

ʧʣʘʪʝʞʥʳʭ ʜʘʥʥʳʭ, ʘ ʪʘʢʞʝ ʜʨʫʛʦʡ ʣʠʯʥʦʡ ʠʥʬʦʨʤʘʮʠʠ. 

ʂʘʢ ʠ ʨʘʥʝʝ, ʯʘʱʝ ʚʩʝʛʦ ʤʦʰʝʥʥʠʢʠ ʠʩʧʦʣʴʟʦʚʘʣʠ ʙʨʝʥʜ Microsoft ï 39% ʚʩʝʭ 

ʧʦʧʳʪʦʢ ʬʠʰʠʥʛʘ ʩ ʫʧʦʤʠʥʘʥʠʝʤ ʠʟʚʝʩʪʥʳʭ ʢʦʤʧʘʥʠʡ ʙʳʣʠ ʩʚʷʟʘʥʳ ʩ ʵʪʠʤ 

ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʤ ʛʠʛʘʥʪʦʤ (ʥʝʤʥʦʛʦ ʤʝʥʴʰʝ, ʯʝʤ ʚ ʯʝʪʚʝʨʪʦʤ ʢʚʘʨʪʘʣʝ ï ʪʦʛʜʘ ʵʪʦʪ 

ʧʦʢʘʟʘʪʝʣʴ ʩʦʩʪʘʚʠʣ 43%). ʊʘʢʠʤ ʦʙʨʘʟʦʤ, ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʚʩʝ ʝʱʝ ʥʘʮʝʣʝʥʳ ʥʘ 

ʨʘʙʦʪʘʶʱʠʭ ʫʜʘʣʝʥʥʦ. ɺ ʮʝʣʦʤ ʧʨʝʜʩʪʘʚʠʪʝʣʠ ʦʪʨʘʩʣʠ ʚʳʩʦʢʠʭ ʪʝʭʥʦʣʦʛʠʡ 

ʧʨʝʦʙʣʘʜʘʶʪ ʚ ʨʝʡʪʠʥʛʝ. 

ɺʪʦʨʦʝ ʤʝʩʪʦ ʩʦʭʨʘʥʷʝʪ ʢʦʤʧʘʥʠʷ DHL (18% ʚʩʝʭ ʧʦʧʳʪʦʢ) ï ʭʘʢʝʨʳ 

ʧʨʦʜʦʣʞʘʶʪ ʵʢʩʧʣʫʘʪʠʨʦʚʘʪʴ ʨʘʩʪʫʱʠʡ ʩʧʨʦʩ ʥʘ ʧʦʢʫʧʢʠ ʚ ʉʝʪʠ. 

ʅʘ ʪʨʝʪʴʝʡ ʧʦʟʠʮʠʠ ʙʘʥʢʦʚʩʢʘʷ ʩʬʝʨʘ ʚ ʣʠʮʝ Wells Fargo ʠ Chase ʧʦʪʝʩʥʠʣʘ 

ʨʦʟʥʠʯʥʫʶ ʪʦʨʛʦʚʣʶ. ʊʦ ʝʩʪʴ ʤʦʰʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʨʦʩʪ ʮʠʬʨʦʚʳʭ ʧʣʘʪʝʞʝʡ, 

ʟʘʚʠʩʠʤʦʩʪʴ ʦʪ ʦʥʣʘʡʥ-ʙʘʥʢʠʥʛʘ, ʧʦʢʫʧʦʢ ʚ ʩʝʪʠ ʠ ʜʦʩʪʘʚʢʠ ʥʘ ʜʦʤ. 

ɺ ʩʚʷʟʠ ʩ ʵʪʠʤ ʩʧʝʮʠʘʣʠʩʪʳ ʥʝʫʩʪʘʥʥʦ ʧʨʠʟʳʚʘʶʪ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʙʳʪʴ 

ʧʨʝʜʝʣʴʥʦ ʘʢʢʫʨʘʪʥʳʤʠ ʠ ʚʥʠʤʘʪʝʣʴʥʳʤʠ ʧʨʠ ʧʝʨʝʜʘʯʝ ʣʠʯʥʳʭ ʠ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ 

ʠ ʜʚʘʞʜʳ ʜʫʤʘʪʴ, ʧʨʝʞʜʝ ʯʝʤ ʦʪʢʨʳʚʘʪʴ ʚʣʦʞʝʥʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠʣʠ ʩʩʳʣʢʠ. 

ʊʦʧ ʙʨʝʥʜʦʚ, ʢʦʪʦʨʳʝ ʯʘʱʝ ʚʩʝʛʦ ʠʩʧʦʣʴʟʦʚʘʣʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ: Microsoft 

(39% ʚʩʝʭ ʧʦʧʳʪʦʢ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʥʘʟʚʘʥʠʡ ʙʨʝʥʜʦʚ ʚ ʤʠʨʝ), 

DHL (18%), Google (9%), Roblox (6%), Amazon (5%), Wells Fargo (4%), Chase (2%), 

LinkedIn (2%), Apple (2%), Dropbox (2%)è. (Microsoft ʦʩʪʘʝʪʩʷ ʠʟʣʶʙʣʝʥʥʳʤ 

ʙʨʝʥʜʦʤ ʦʨʛʘʥʠʟʘʪʦʨʦʚ ʬʠʰʠʥʛʦʚʳʭ ʘʪʘʢ // ʂʦʤʧʴʶʪʝʨʥʦʝ ʆʙʦʟʨʝʥʠʝ 

(https://ko.com.ua/microsoft_ostaetsya_izlyublennym_brendom_organizatorov_fishing

ovyh_atak_137070). 16.04.2021). 

***  

 

çʌʘʭʽʚʮʽ ʤʽʞʥʘʨʦʜʥʦʛʦ ʨʦʟʨʦʙʥʠʢʘ ʘʥʪʠʚʽʨʫʩʥʦʛʦ ʧʨʦʛʨʘʤʥʦʛʦ 

ʟʘʙʝʟʧʝʯʝʥʥʷ, ʝʢʩʧʝʨʪʘ ʫ ʩʬʝʨʽ ʢʽʙʝʨʟʘʭʠʩʪʫ-ʢʦʤʧʘʥʽʾ ESET ʧʦʧʝʨʝʜʠʣʠ ʧʨʦ 

ʟʨʦʩʪʘʥʥʷ ʢʽʣʴʢʦʩʪʽ ʢʽʙʝʨʘʪʘʢ ʥʘ ʜʝʨʞʘʚʥʽ ʫʩʪʘʥʦʚʠ ʥʘ ʪʣʽ ʧʘʥʜʝʤʽʾ, ʨʦʟʧʦʚʽʣʠ 

ʧʨʦ ʚʠʜʠ ʧʦʜʽʙʥʠʭ ʘʪʘʢ ʽ ʜʘʣʠ ʧʦʨʘʜʠ, ʷʢ ʟʘʭʠʩʪʠʪʠʩʷ ʚʽʜ ʟʣʦʚʤʠʩʥʠʢʽʚ. 

"ɹʽʣʴʰ ʧʦʰʠʨʝʥʠʤʠ ʩʪʘʶʪʴ ʢʽʙʝʨʘʪʘʢʠ, ʤʝʪʦʶ ʷʢʠʭ ʻ ʧʝʨʝʰʢʦʜʘ ʥʘʜʘʥʥʶ 

ʧʦʩʣʫʛ, ʚʠʢʨʘʜʝʥʥʷ ʜʘʥʠʭ ʘʙʦ ʢʦʤʧʨʦʤʝʪʘʮʽʷ ʩʪʨʘʪʝʛʽʯʥʦʾ ʥʘʮʽʦʥʘʣʴʥʦʾ 

ʽʥʬʨʘʩʪʨʫʢʪʫʨʠ. ʉʝʨʝʜ ʥʘʡʙʽʣʴʰ ʚʽʜʦʤʠʭ ʽʥʮʠʜʝʥʪʽʚ ʟʘ ʦʩʪʘʥʥʽʡ ʯʘʩ - ʟʣʦʤ 

SolarWinds Orion, ʥʝʩʘʥʢʮʽʦʥʦʚʘʥʝ ʚʠʢʦʨʠʩʪʘʥʥʷ Microsoft Exchange, ʘʪʘʢʠ ʥʘ 

ʽʥʩʪʨʫʤʝʥʪ ʤʦʥʽʪʦʨʠʥʛʫ ɯʊ ï̔ ʥʬʨʘʩʪʨʫʢʪʫʨʠ Centreon ʽ ʥʘ ʩʠʩʪʝʤʠ ʦʭʦʨʦʥʠ ʟʜʦʨʦʚ'ʷ 

ʫ ʌʨʘʥʮʽʾ ʪʘ ʅʽʤʝʯʯʠʥʽ, ʘ ʪʘʢʦʞ ʟʙʽʣʴʰʝʥʥʷ ʢʽʣʴʢʦʩʪʽ ʘʪʘʢ ʥʘ ʰʢʦʣʠ, ʫʥʽʚʝʨʩʠʪʝʪʠ 

ʪʘ ʦʩʚʽʪʥʽ ɯʊ - ʧʣʘʪʬʦʨʤʠè, - ʧʦʚʽʜʦʤʣʷʶʪʴ ʚ ʢʦʤʧʘʥʽʾ ESET. 

ʌʘʭʽʚʮʽ ʟ ʢʽʙʝʨʙʝʟʧʝʢʠ ʦʯʽʢʫʶʪʴ, ʱʦ ʢʽʙʝʨʟʣʦʯʠʥʮʽ ʧʨʦʜʦʚʞʘʪʴ 

ʚʜʦʩʢʦʥʘʣʶʚʘʪʠ ʩʚʦʾ ʪʘʢʪʠʢʠ, ʚʠʢʦʨʠʩʪʦʚʫʶʯʠ ʪʝʤʫ COVID-19 ʽ ʥʘʮʽʣʶʶʯʠʩʴ ʥʘ 

ʧʦʰʠʨʝʥʽ ʧʨʦʛʨʘʤʠ. 

ɯʥʩʪʨʫʤʝʥʪʠ ʢʽʙʝʨʰʧʽʦʥʘʞʫ 

ʗʢ ʟʘʟʥʘʯʘʶʪʴ ʚ ESET, ʩʥʦʚʥʠʤʠ ʮʽʣʷʤʠ ʰʧʠʛʫʥʩʴʢʠʭ ʦʧʝʨʘʮʽʡ ʻ ʚʝʣʠʢʽ 

ʦʨʛʘʥʽʟʘʮʽʾ ʪʘ ʜʝʨʞʘʚʥʽ ʫʩʪʘʥʦʚʠ, ʪʘʢʽ ʷʢ ʤʽʥʽʩʪʝʨʩʪʚʘ ʟʘʢʦʨʜʦʥʥʠʭ ʩʧʨʘʚ, 

ʧʦʩʦʣʴʩʪʚʘ ʪʘ ʽʥʰʽ ʜʠʧʣʦʤʘʪʠʯʥʽ ʧʨʝʜʩʪʘʚʥʠʮʪʚʘ. ɼʣʷ ʚʠʢʨʘʜʝʥʥʷ ʢʦʥʬʽʜʝʥʮʽʡʥʦʾ 

ʽʥʬʦʨʤʘʮʽʾ ʟʣʦʚʤʠʩʥʠʢʠ ʚʠʢʦʨʠʩʪʦʚʫʶʪʴ ʨʽʟʥʽ ʩʧʦʩʦʙʠ ʘʪʘʢ, ʩʧʽʣʴʥʦʶ ʦʩʦʙʣʠʚʽʩʪʶ 
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ʷʢʠʭ ʻ ʧʨʠʭʦʚʘʥʘ ʘʢʪʠʚʥʽʩʪʴ, ʱʦ ʜʦʟʚʦʣʷʻ ʾʤ ʟʘʣʠʰʘʪʠʩʷ ʥʝʧʦʤʽʯʝʥʠʤʠ ʚ ʤʝʨʝʞʽ 

ʞʝʨʪʚ ʷʢʦʤʦʛʘ ʜʦʚʰʝ. 

"ʇʨʠʢʣʘʜʦʤ ʪʘʢʦʾ ʰʢʽʜʣʠʚʦʾ ʧʨʦʛʨʘʤʠ ʻ ʥʦʚʠʡ ʙʝʢʜʦʨ Crutch ʜʣʷ ʢʨʘʜʽʞʢʠ 

ʜʦʢʫʤʝʥʪʽʚ, ʷʢʠʡ ʥʘʣʝʞʠʪʴ ʚʽʜʦʤʽʡ ʛʨʫʧʽ ʢʽʙʝʨʟʣʦʯʠʥʮʽʚ Turla. ɼʦʩʣʽʜʥʠʢʠ ESET 

ʚʠʷʚʠʣʠ Crutch ʚ ʤʝʨʝʞʽ ʄʽʥʽʩʪʝʨʩʪʚʘ ʟʘʢʦʨʜʦʥʥʠʭ ʩʧʨʘʚ ʦʜʥʽʻʾ ʟ ʢʨʘʾʥ 

ɭʚʨʦʧʝʡʩʴʢʦʛʦ ʉʦʶʟʫ. ʂʨʽʤ ʮʴʦʛʦ, APT-ʛʨʫʧʘ Turla ʚʠʢʦʨʠʩʪʦʚʫʻ ʽ ʽʥʰʽ ʚʠʪʦʥʯʝʥʽ 

ʽʥʩʪʨʫʤʝʥʪʠ. ʉʝʨʝʜ ʥʠʭ - ʙʝʟʬʘʡʣʦʚʽ ʟʘʛʨʦʟʠ, ʥʘʧʨʠʢʣʘʜ, ʟʘʚʘʥʪʘʞʫʚʘʯ PowerShell ʟ 

ʚʽʜʢʨʠʪʠʤ ʚʠʭʽʜʥʠʤ ʢʦʜʦʤ ʜʣʷ ʟʘʧʦʙʽʛʘʥʥʷ ʚʠʷʚʣʝʥʥʷ, ʘ ʪʘʢʦʞ ʰʢʽʜʣʠʚʘ ʧʨʦʛʨʘʤʘ 

LightNeuron, ʥʘʮʽʣʝʥʘ ʥʘ ʩʝʨʚʝʨʠ Microsoft Exchangeè, - ʧʦʚʽʜʦʤʣʷʶʪʴ ʬʘʭʽʚʮʽ. 

ɿʛʽʜʥʦ ʟ ʧʦʚʽʜʦʤʣʝʥʥʷʤ, ʱʝ ʦʜʥʽʻʶ ʥʝʙʝʟʧʝʯʥʦʶ ʛʨʫʧʦʶ ʢʽʙʝʨʟʣʦʯʠʥʮʽʚ ʻ 

Gamaredon, ʷʢʘ ʚʽʜʦʤʘ ʩʚʦʾʤʠ ʘʪʘʢʘʤʠ ʥʘ ʜʝʨʞʘʚʥʽ ʫʩʪʘʥʦʚʠ ʚ ʋʢʨʘʾʥʽ. ʎʷ ʛʨʫʧʘ 

ʜʦʜʘʻ ʰʢʽʜʣʠʚʽ ʤʘʢʨʦʩʠ ʚ ʜʦʢʫʤʝʥʪʠ Microsoft Word ʽ Excel, ʪʘʢʠʤ ʯʠʥʦʤ 

ʧʦʰʠʨʶʶʯʠ ʟʘʛʨʦʟʠ. ɺʠʢʦʨʠʩʪʦʚʫʶʯʠ ʣʝʛʽʪʠʤʥʽ ʽʥʩʪʨʫʤʝʥʪʠ, ʷʢʽ ʟʘʩʪʦʩʦʚʫʶʪʴʩʷ ʚ 

ʜʝʨʞʘʚʥʠʭ ʽ ʙʽʟʥʝʩ-ʩʪʨʫʢʪʫʨʘʭ, Gamaredon ʰʚʠʜʢʦ ʟʥʘʭʦʜʠʪʴ ʜʦʩʪʫʧʥʽ 

ʢʦʥʬʽʜʝʥʮʽʡʥʽ ʜʘʥʽ ʽ ʜʘʣʽ ʧʦʰʠʨʶʻʪʴʩʷ ʚ ʤʝʨʝʞʽ. 

ʇʨʦʛʨʘʤʠ-ʚʠʤʘʛʘʯʽ  

ɿʘ ʜʘʥʠʤʠ ESET, ʦʜʥʽʻʶ ʟ ʥʘʡʥʝʙʝʟʧʝʯʥʽʰʠʭ ʟʘʛʨʦʟ ʜʣʷ ʜʝʨʞʘʚʥʠʭ ʫʩʪʘʥʦʚ ʻ 

ʧʦʪʨʘʧʣʷʥʥʷ ʚ ʾʭʥʶ ʤʝʨʝʞʫ ʧʨʦʛʨʘʤ-ʚʠʤʘʛʘʯʽʚ, ʷʢʽ ʰʠʬʨʫʶʪʴ ʚʘʞʣʠʚʽ ʜʘʥʽ ʽ 

ʚʠʤʘʛʘʶʪʴ ʚʝʣʠʢʽ ʩʫʤʠ ʟʘ ʾʭ ʨʦʟʙʣʦʢʫʚʘʥʥʷ. 

ɿʦʢʨʝʤʘ, ʚ ʞʦʚʪʥʽ 2020 ʨʦʢʫ ʬʘʭʽʚʮʽ ESET ʫ ʩʧʽʚʧʨʘʮʽ ʟ Microsoft ʽ 

ʜʝʢʽʣʴʢʦʤʘ ʧʨʘʚʦʦʭʦʨʦʥʥʠʤʠ ʫʩʪʘʥʦʚʘʤʠ, ʚʠʢʨʠʣʠ ʙʦʪʥʝʪ Trickbot, ʟʘ ʜʦʧʦʤʦʛʦʶ 

ʷʢʦʛʦ ʟʣʦʚʤʠʩʥʠʢʠ ʥʝ ʪʽʣʴʢʠ ʚʠʢʨʘʜʘʣʠ ʛʨʦʰʽ ʟ ʙʘʥʢʽʚʩʴʢʠʭ ʨʘʭʫʥʢʽʚ, ʘʣʝ ʽ 

ʟʘʨʘʞʘʣʠ ʦʨʛʘʥʽʟʘʮʽʾ, ʨʦʟʛʦʨʪʘʶʯʠ ʧʨʦʛʨʘʤʫ-ʚʠʤʘʛʘʯ Ryuk ʽ ʚʠʤʘʛʘʶʯʠ ʚʠʢʫʧ. 

ɿʛʽʜʥʦ ʪʝʣʝʤʝʪʨʽʾ ESET, ʟʽ ʟʥʠʞʝʥʥʷʤ ʘʢʪʠʚʥʦʩʪʽ Trickbot ʢʽʣʴʢʽʩʪʴ ʚʠʷʚʣʝʥʠʭ 

ʟʨʘʟʢʽʚ ʙʦʪʥʝʪʫ Emotet ʟʙʽʣʴʰʫʚʘʣʘʩʷ. ɿʚ'ʷʟʦʢ ʤʽʞ ʮʠʤʠ ʜʚʦʤʘ ʟʘʛʨʦʟʘʤʠ ʜʦʟʚʦʣʠʚ 

ʟʥʝʰʢʦʜʠʪʠ ʚ ʩʽʯʥʽ 2021 ʨʦʢʫ ʽ Emotet ʚ ʭʦʜʽ ʤʘʩʰʪʘʙʥʦʾ ʦʧʝʨʘʮʽʾ ɭʚʨʦʧʦʣʫ ʽ ʨʷʜʫ 

ʧʨʘʚʦʦʭʦʨʦʥʥʠʭ ʦʨʛʘʥʽʚ ʚ ɭʚʨʦʧʽ ʽ ʇʽʚʥʽʯʥʽʡ ɸʤʝʨʠʮʽ. 

ʋ ʢʦʤʧʘʥʽʾ ESET ʟʘʟʥʘʯʘʶʪʴ, ʱʦ ʪʘʢʽ ʛʨʫʧʠ ʢʽʙʝʨʟʣʦʯʠʥʮʽʚ ʤʦʞʫʪʴ ʪʠʞʥʷʤʠ 

ʘʙʦ ʤʽʩʷʮʷʤʠ ʟʙʠʨʘʪʠ ʽʥʬʦʨʤʘʮʽʶ ʚ ʟʘʨʘʞʝʥʠʭ ʩʠʩʪʝʤʘʭ ʽ ʪʽʣʴʢʠ ʧʽʩʣʷ ʮʴʦʛʦ 

ʨʦʟʛʦʨʪʘʪʠ ʧʨʦʛʨʘʤʠ-ʚʠʤʘʛʘʯʽ. ɼʝʷʢʽ ʢʽʙʝʨʟʣʦʯʠʥʮʽ ʪʘʢʠʤ ʯʠʥʦʤ ʥʘʤʘʛʘʶʪʴʩʷ 

ʦʪʨʠʤʘʪʠ ʧʨʠʙʫʪʦʢ, ʽʥʰʽ ʩʪʘʚʣʷʪʴ ʩʦʙʽ ʟʘ ʤʝʪʫ ʧʽʜʽʨʚʘʪʠ ʜʦʚʽʨʫ ʜʦ ʜʝʨʞʘʚʥʠʭ 

ʫʩʪʘʥʦʚ ʫ ʧʝʚʥʽʡ ʢʨʘʾʥʽ. 

ɸʪʘʢʘ ʥʘ ʨʦʟʨʦʙʥʠʢʽʚ ʧʨʦʛʨʘʤ 

ʗʢ ʧʦʧʝʨʝʜʞʘʶʪʴ ʝʢʩʧʝʨʪʠ ʫ ʩʬʝʨʽ ʢʽʙʝʨʟʘʭʠʩʪʫ, ʮʠʬʨʦʚʽʟʘʮʽʷ ʽ ʚʠʛʦʜʠ ʚʽʜ 

ʩʧʽʚʧʨʘʮʽ ʟ ʩʪʦʨʦʥʥʽʤʠ ʧʦʩʪʘʯʘʣʴʥʠʢʘʤʠ ʟʙʽʣʴʰʠʣʠ ʨʠʟʠʢ ʘʪʘʢ ʥʘ ʨʦʟʨʦʙʥʠʢʽʚ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʤʝʪʘ ʷʢʠʭ ʧʦʣʷʛʘʻ ʚ ʜʦʜʘʚʘʥʥʽ ʰʢʽʜʣʠʚʦʛʦ ʢʦʜʫ ʚ 

ʙʝʟʧʝʯʥʫ ʧʨʦʛʨʘʤʫ ʽ ʧʦʰʠʨʝʥʥʽ ʡʦʛʦ ʩʝʨʝʜ ʫʩʽʭ ʢʦʨʠʩʪʫʚʘʯʽʚ (ʘʪʘʢʠ ʣʘʥʮʶʛ 

ʧʦʩʪʘʚʦʢ). ɿʦʢʨʝʤʘ, ʥʝʱʦʜʘʚʥʦ ʚ ʮʝʥʪʨʽ ʫʚʘʛʠ ʦʧʠʥʠʣʘʩʷ ʢʦʤʧʨʦʤʝʪʘʮʽʷ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ SolarWinds Orion. ʇʽʜ ʟʘʛʨʦʟʦʶ ʦʧʠʥʠʣʠʩʷ ʪʠʩʷʯʽ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʮʽʻʾ ʧʣʘʪʬʦʨʤʠ, ʘ ʟʣʦʚʤʠʩʥʠʢʠ ʽ ɸʈʊ-ʛʨʫʧʠ ʦʪʨʠʤʘʣʠ ʤʦʞʣʠʚʦʩʪʽ ʜʣʷ 

ʰʠʨʦʢʦʤʘʩʰʪʘʙʥʦʾ ʘʢʪʠʚʥʦʩʪʽ. 

ʂʨʽʤ ʮʴʦʛʦ, ʜʦʩʣʽʜʥʠʢʠ ESET ʟʘ ʦʩʪʘʥʥʽ ʢʽʣʴʢʘ ʤʽʩʷʮʽʚ ʚʠʷʚʠʣʠ ʢʽʣʴʢʘ ʽʥʰʠʭ 

ʘʪʘʢ ʥʘ ʣʘʥʮʶʛ ʧʦʩʪʘʚʦʢ - ʚʽʜ ʚʠʢʦʨʠʩʪʘʥʥʷ ʟʣʘʤʘʥʠʭ ʜʦʜʘʪʢʦʚʠʭ ʽʥʩʪʨʫʤʝʥʪʽʚ 

ʙʝʟʧʝʢʠ ʜʣʷ ʧʦʰʠʨʝʥʥʷ ʰʢʽʜʣʠʚʦʛʦ ʢʦʜʫ ʜʦ ʘʪʘʢ ʥʘ ʢʦʨʧʦʨʘʪʠʚʥʝ ʧʨʦʛʨʘʤʥʝ 
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ʟʘʙʝʟʧʝʯʝʥʥʷ ʜʣʷ ʯʘʪʽʚ, ʘ ʪʘʢʦʞ ʚʽʜ ʢʦʤʧʨʦʤʝʪʘʮʽʾ ʮʝʥʪʨʫ ʩʝʨʪʠʬʽʢʘʮʽʾ ʜʦ 

ʟʘʨʘʞʝʥʥʷ ʝʤʫʣʷʪʦʨʘ Android. 

ʋ ʢʦʤʧʘʥʽʾ ʧʨʦʛʥʦʟʫʶʪʴ, ʱʦ, ʚʨʘʭʦʚʫʶʯʠ ʩʢʣʘʜʥʽʩʪʴ ʚʠʷʚʣʝʥʥʷ ʪʘʢʠʭ ʘʪʘʢ ʽ 

ʭʾ ʧʨʠʙʫʪʢʦʚʽʩʪʴ ʜʣʷ ʢʽʙʝʨʟʣʦʯʠʥʮʽʚ, ʾʭ ʢʽʣʴʢʽʩʪʴ ʧʨʦʜʦʚʞʠʪʴ ʟʙʽʣʴʰʫʚʘʪʠʩʷ 

ʥʘʡʙʣʠʞʯʠʤ ʯʘʩʦʤ ʫ ʚʩʴʦʤʫ ʩʚʽʪʽ. 

ʈʦʙʦʪʘ ʟ ʜʦʤʫ 

ɿʘ ʜʘʥʠʤʠ ESET, ʧʝʨʝʭʽʜ ʥʘ ʚʽʜʜʘʣʝʥʠʡ ʨʝʞʠʤ ʨʦʙʦʪʠ ʧʨʠʟʚʽʚ ʜʦ ʟʨʦʩʪʘʥʥʷ 

ʨʠʟʠʢʽʚ ʜʣʷ ʚʩʽʭ ʨʦʙʦʪʦʜʘʚʮʽʚ, ʘ, ʦʪʞʝ, ʽ ʜʝʨʞʘʚʥʠʭ ʫʩʪʘʥʦʚ. 

ʗʢ ʧʦʚʽʜʦʤʣʷʶʪʴ ʬʘʭʽʚʮʽ, 23% ʽʥʮʠʜʝʥʪʽʚ ʢʽʙʝʨʙʝʟʧʝʢʠ ʩʪʘʣʠʩʷ ʯʝʨʝʟ 

ʧʦʤʠʣʢʠ ʧʝʨʩʦʥʘʣʫ. ɿʣʦʚʤʠʩʥʠʢʠ ʯʘʩʪʦ ʢʦʨʠʩʪʫʶʪʴʩʷ ʽʥʪʫʾʪʠʚʥʠʤ ʙʘʞʘʥʥʷʤ 

ʢʦʨʠʩʪʫʚʘʯʽʚ ʰʚʠʜʢʦ ʧʝʨʝʡʪʠ ʟʘ ʧʦʩʠʣʘʥʥʷʤ, ʷʢʝ ʚʠʛʣʷʜʘʻ ʷʢ ʙʝʟʧʝʯʥʝ. ʆʜʥʘʢ, 

ʜʝʷʢʽ ʟ ʥʘʡʙʽʣʴʰʠʭ ʧʦʨʫʰʝʥʴ ʙʫʣʠ ʚʠʢʣʠʢʘʥʽ ʜʽʷʤʠ ʜʦʩʚʽʜʯʝʥʠʭ ɯʊ-ʬʘʭʽʚʮʽʚ, 

ʟʦʢʨʝʤʘ, ʯʝʨʝʟ ʧʽʜʢʣʶʯʝʥʥʷ ʧʝʨʩʦʥʘʣʴʥʠʭ ʧʨʠʩʪʨʦʾʚ ʩʧʽʚʨʦʙʽʪʥʠʢʽʚ ʜʦ 

ʢʦʨʧʦʨʘʪʠʚʥʠʭ ʩʠʩʪʝʤ, ʥʝʧʨʘʚʠʣʴʥʦʛʦ ʥʘʣʘʰʪʫʚʘʥʥʷ ʭʤʘʨʥʠʭ ʩʠʩʪʝʤ ʪʘ ʽʥʰʠʭ 

ʧʦʤʠʣʦʢ. 

ɿʘʭʠʩʪ ʚʽʜ ʥʦʚʽʪʥʽʭ ʚʝʢʪʦʨʽʚ ʘʪʘʢ: ʟ ʯʦʛʦ ʧʦʯʘʪʠ 

ʗʢ ʧʦʚʽʜʦʤʣʷʶʪʴ ʚ ESET, ʫʩʪʘʥʦʚʠ ʚʞʝ ʟʘʨʘʟ ʤʦʞʫʪʴ ʧʽʜʛʦʪʫʚʘʪʠʩʷ ʜʦ 

ʩʫʯʘʩʥʠʭ ʚʝʢʪʦʨʽʚ ʘʪʘʢ ʟʘ ʜʦʧʦʤʦʛʦʶ ʙʘʛʘʪʦʨʽʚʥʝʚʦʾ ʩʠʩʪʝʤʠ ʙʝʟʧʝʢʠ. 

ɿʛʽʜʥʦ ʟ ʧʦʚʽʜʦʤʣʝʥʥʷʤ, ʟʘʭʠʩʪʠʪʠ ʚʽʜ "0-ʜʝʥʥʠʭ" ʟʘʛʨʦʟ ʜʦʧʦʤʦʞʝ ʭʤʘʨʥʘ 

ʧʽʩʦʯʥʠʮʷ, ʘ ʧʦʚʥʠʡ ʦʛʣʷʜ ʘʢʪʠʚʥʦʩʪʽ ʨʦʙʦʯʠʭ ʩʪʘʥʮʽʡ ʽ ʩʚʦʻʯʘʩʥʝ ʨʝʘʛʫʚʘʥʥʷ ʥʘ 

ʽʥʮʠʜʝʥʪʠ ʟʘʙʝʟʧʝʯʠʪʴ EDR-ʨʽʰʝʥʥʷ. ɺʽʜ ʚʠʪʦʢʽʚ ʜʘʥʠʭ ʟʘʭʠʩʪʠʪʴ ʨʽʰʝʥʥʷ ʜʣʷ 

ʟʘʧʦʙʽʛʘʥʥʷ ʚʪʨʘʪʠ ʜʘʥʠʭ, ʷʢʝ ʜʦʧʦʤʦʞʝ ʚʠʷʚʣʷʪʠ ʧʽʜʦʟʨʽʣʽ ʜʽʾ ʟ ʢʦʥʬʽʜʝʥʮʽʡʥʦʶ 

ʽʥʬʦʨʤʘʮʽʻʶ. ʂʨʽʤ ʮʴʦʛʦ, ʚʘʞʣʠʚʦ ʪʘʢʦʞ ʟʘʙʝʟʧʝʯʠʪʠ ʨʝʛʫʣʷʨʥʝ ʦʥʦʚʣʝʥʥʷ 

ʧʨʦʛʨʘʤʥʦʛʦ ʟʘʙʝʟʧʝʯʝʥʥʷ, ʨʝʟʝʨʚʥʝ ʢʦʧʽʶʚʘʥʥʷ ʽ ʟʘʭʠʩʪ ʨʦʙʦʯʠʭ ʩʪʘʥʮʽʡ. 

"ɿʘ ʧʽʜʩʫʤʢʘʤʠ ʤʠʥʫʣʦʛʦ ʨʦʢʫ ʦʜʥʽʻʶ ʟ ʧʦʟʠʪʠʚʥʠʭ ʪʝʥʜʝʥʮʽʡ ʚ ʢʽʙʝʨʙʝʟʧʝʮʽ, 

ʷʢ ʽ ʚ ʙʦʨʦʪʴʙʽ ʟ ʢʦʨʦʥʘʚʽʨʫʩʦʤ, ʻ ʧʦʷʚʘ ʤʽʮʥʦʛʦ ʧʘʨʪʥʝʨʩʪʚʘ ʤʽʞ ʜʝʨʞʘʚʥʠʤʠ 

ʦʨʛʘʥʘʤʠ ʽ ʧʨʠʚʘʪʥʠʤ ʩʝʢʪʦʨʦʤ ʜʣʷ ʚʠʨʽʰʝʥʥʷ ʘʢʪʫʘʣʴʥʠʭ ʧʨʦʙʣʝʤ. ʂʦʤʧʘʥʽʷ 

ESET ʨʦʟʫʤʽʻ ʚʘʞʣʠʚʽʩʪʴ ʪʘʢʦʾ ʚʟʘʻʤʦʜʽʾ ʽ ʛʦʪʦʚʘ ʩʧʽʚʧʨʘʮʶʚʘʪʠ ʟ ʜʝʨʞʘʚʥʠʤʠ 

ʦʨʛʘʥʘʤʠ ʜʣʷ ʧʦʣʽʧʰʝʥʥʷ ʙʝʟʧʝʢʠ ʮʠʬʨʦʚʦʛʦ ʩʚʽʪʫè, - ʧʽʜʩʫʤʫʚʘʣʠ ʚ ʢʦʤʧʘʥʽʾéè 

(ɯʨʠʥʘ ʇʦʛʦʨʽʣʘ. ʌʘʭʽʚʮʽ ʧʦʧʝʨʝʜʞʘʶʪʴ ʧʨʦ ʟʨʦʩʪʘʥʥʷ ʢʽʣʴʢʦʩʪʽ ʢʽʙʝʨʘʪʘʢ ʥʘ 

ʜʝʨʞʫʩʪʘʥʦʚʠ // ʋʅɯɸʅ (https://www.unian.ua/politics/fahivci-poperedzhayut-pro-

zrostannya-kilkosti-kiberatak-na-derzhustanovi-novini-ukrajina-

11406361.html?_gl=1*1jtdoe3*_ga*NDY3NTk3NDU0LjE2MTg4Mzg2NjU.*_ga_JLS

K4Y8K67*MTYxOTc4NDYxMi4yLjEuMTYxOTc4NDg3MC42MA..*_ga_DENC12J6P

3*MTYxOTc4NDYxMi4yLjEuMTYxOTc4NDg3MC42MA..). 30.04.2021). 
***  

 

çɺʥʝʜʨʝʥʠʝ ʀʥʪʝʨʥʝʪʘ ʠ ʝʛʦ ʙʳʩʪʨʳʡ ʨʦʩʪ ʚ 1990-ʭ ʠ 2000-ʭ ʛʦʜʘʭ ʥʝ 

ʪʦʣʴʢʦ ʠʟʤʝʥʠʣʠ ʥʘʰʝ ʦʙʱʝʩʪʚʦ, ʥʦ ʠ ʢʦʨʝʥʥʳʤ ʦʙʨʘʟʦʤ ʠʟʤʝʥʠʣʠ ʪʦ, ʢʘʢ 

ʨʘʙʦʪʘʶʪ ʢʘʢ ʤʘʣʳʝ, ʪʘʢ ʠ ʢʨʫʧʥʳʝ ʧʨʝʜʧʨʠʷʪʠʷ. ʊʝʭʥʦʣʦʛʠʠ ʨʘʩʰʠʨʠʣʠʩʴ ʠ 

ʧʨʠʙʣʠʟʠʣʠ ʥʘʩ ʢ ʙʦʣʝʝ ʢʨʫʧʥʳʤ ʨʳʥʢʘʤ. ʇʨʝʩʪʫʧʥʠʢʠ ʪʦʞʝ ʥʘʰʣʠ ʩʚʦʝ ʤʝʩʪʦ ʚ 

ʵʪʦʡ ʵʢʦʩʠʩʪʝʤʝ. ʉʠʩʪʝʤʘ ʫʛʦʣʦʚʥʦʛʦ ʧʨʘʚʦʩʫʜʠʷ ʠ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ ʦʨʛʘʥʳ ʥʝ 

ʙʳʣʠ ʧʨʝʜʥʘʟʥʘʯʝʥʳ ʜʣʷ ʙʦʨʴʙʳ ʩ ʵʪʠʤ ʚʠʜʦʤ ʧʨʝʩʪʫʧʣʝʥʠʡ. ʃʠʰʴ ʪʨʠ 

ʜʝʩʷʪʠʣʝʪʠʷ ʩʧʫʩʪʷ ʙʳʣʠ ʩʦʟʜʘʥʳ ʦʩʥʦʚʳ ʠ ʨʝʩʫʨʩʳ ʜʣʷ ʵʬʬʝʢʪʠʚʥʦʛʦ 
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ʧʨʦʪʠʚʦʜʝʡʩʪʚʠʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤ. ʂʦʤʧʘʥʠʠ ʥʘʯʠʥʘʶʪ ʨʘʩʩʤʘʪʨʠʚʘʪʴ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ ʢʘʢ ʩʝʨʴʝʟʥʫʶ ʫʛʨʦʟʫ. 

ʊʝʧʝʨʴ ʤʳ ʭʦʨʦʰʦ ʦʩʦʟʥʘʝʤ ʝʛʦ ʨʘʟʨʫʰʠʪʝʣʴʥʳʡ ʧʦʪʝʥʮʠʘʣ ʠ ʥʘʯʠʥʘʝʤ 

ʧʨʠʟʥʘʚʘʪʴ ʧʦʩʪʦʷʥʥʳʡ ʭʘʨʘʢʪʝʨ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ. ʀʩʪʦʨʠʯʝʩʢʠ ʞʝʨʪʚʘʤʠ ʩʪʘʣʠ 

ʙʘʥʢʠ, ʥʘʮʠʦʥʘʣʴʥʳʝ ʧʘʨʣʘʤʝʥʪʳ ʠ ʢʨʫʧʥʳʝ ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʝ ʢʦʥʛʣʦʤʝʨʘʪʳ. ʋ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʝʩʪʴ ʨʘʟʥʳʝ ʤʦʪʠʚʳ ʜʣʷ ʨʘʩʪʫʱʝʛʦ ʯʠʩʣʘ ʘʪʘʢ: ʬʠʥʘʥʩʦʚʘʷ 

ʚʳʛʦʜʘ, ʧʦʣʠʪʠʯʝʩʢʠʝ ʤʘʥʠʧʫʣʷʮʠʠ ʠ ʬʠʥʘʥʩʠʨʦʚʘʥʠʝ ʧʨʝʩʪʫʧʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ. 

ʇʨʘʚʠʪʝʣʴʩʪʚʦ ʃʶʢʩʝʤʙʫʨʛʘ ʧʦʜʛʦʪʦʚʠʣʦ ʧʦʩʣʝʜʥʶʶ ʚʝʨʩʠʶ ʅʘʮʠʦʥʘʣʴʥʦʡ 

ʩʪʨʘʪʝʛʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʚ 2018 ʛʦʜʫ. ʋʛʨʦʟʘ ʥʝ ʷʚʣʷʝʪʩʷ ʪʝʦʨʝʪʠʯʝʩʢʦʡ. ɺ 

ʢʦʥʮʝ 2020 ʛʦʜʘ ʢʨʫʧʥʳʡ ʣʶʢʩʝʤʙʫʨʛʩʢʠʡ PSF (ʧʨʦʬʝʩʩʠʦʥʘʣʴʥʳʡ ʬʠʥʘʥʩʦʚʳʡ 

ʩʝʢʪʦʨ) ʙʳʣ ʘʪʘʢʦʚʘʥ ʭʘʢʝʨʘʤʠ, ʯʪʦ ʧʨʠʚʝʣʦ ʢ ʩʝʨʴʝʟʥʳʤ ʩʙʦʷʤ ʚ ʨʘʙʦʪʝ. ʕʪʦ ʥʝ 

ʙʳʣ ʝʜʠʥʠʯʥʳʡ ʠʥʮʠʜʝʥʪ. 

ɼʣʷ ʬʠʥʘʥʩʦʚʦʛʦ ʩʝʢʪʦʨʘ ʃʶʢʩʝʤʙʫʨʛʘ ʢʠʙʝʨʫʛʨʦʟʘ ʧʨʠʩʫʪʩʪʚʫʝʪ ʧʦʩʪʦʷʥʥʦ.  

ʉ ʪʦʯʢʠ ʟʨʝʥʠʷ ʨʝʛʫʣʷʪʦʨʦʚ ʥʝʜʦʩʪʘʪʢʘ ʚ ʨʝʢʦʤʝʥʜʘʮʠʷʭ ʧʦ ʦʧʨʝʜʝʣʝʥʠʶ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ ʢʘʢ ʨʠʩʢʘ ʥʝʪ. ɽʚʨʦʧʝʡʩʢʦʝ ʙʘʥʢʦʚʩʢʦʝ ʫʧʨʘʚʣʝʥʠʝ ʠ 

ɽʚʨʦʧʝʡʩʢʠʡ ʮʝʥʪʨʘʣʴʥʳʡ ʙʘʥʢ ʦʧʨʝʜʝʣʠʣʠ ʀʊ ʠ ʢʠʙʝʨ-ʨʠʩʢʠ ʢʘʢ ʩʝʨʴʝʟʥʳʝ 

ʫʛʨʦʟʳ, ʦʩʦʙʝʥʥʦ ʩ ʫʯʝʪʦʤ ʪʦʛʦ, ʯʪʦ ʙʦʣʴʰʠʥʩʪʚʦ ʵʪʠʭ ʬʫʥʢʮʠʡ ʚ ʠʥʜʫʩʪʨʠʠ 

ʬʠʥʘʥʩʦʚʳʭ ʫʩʣʫʛ ʧʝʨʝʜʘʶʪʩʷ ʥʘ ʘʫʪʩʦʨʩʠʥʛ. ʃʶʢʩʝʤʙʫʨʛʩʢʠʡ CSSF ʥʝʜʘʚʥʦ 

ʦʙʥʦʚʠʣ ʩʚʦʝ ʨʫʢʦʚʦʜʩʪʚʦ, ʩʨʝʜʠ ʧʨʦʯʝʛʦ, ʧʦ ʫʧʨʘʚʣʝʥʠʶ ʨʠʩʢʘʤʠ ʚ ʩʚʦʝʤ 

ʎʠʨʢʫʣʷʨʝ 12/552, ʢʦʪʦʨʳʡ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʤʠʥʠʤʘʣʴʥʳʝ ʪʨʝʙʦʚʘʥʠʷ ʢ ʥʘʜʟʦʨʫ ʜʣʷ 

ʙʦʣʴʰʝʡ ʯʘʩʪʠ ʦʪʨʘʩʣʠ. ʆʩʦʙʦʝ ʚʥʠʤʘʥʠʝ ʫʜʝʣʷʝʪʩʷ ʫʧʨʘʚʣʝʥʠʶ ʨʠʩʢʘʤʠ ʚ ʨʘʤʢʘʭ 

ʨʝʛʫʣʠʨʫʝʤʳʭ ʦʨʛʘʥʠʟʘʮʠʡ, ʥʘʜʣʝʞʘʱʝʡ ʠʜʝʥʪʠʬʠʢʘʮʠʠ ʠ ʫʧʨʘʚʣʝʥʠʶ ʀʊ-

ʨʠʩʢʘʤʠ, ʘ ʪʘʢʞʝ ʥʘʜʣʝʞʘʱʝʤʫ ʥʘʜʟʦʨʫ ʠ ʦʙʫʯʝʥʠʶ ʯʣʝʥʦʚ ʩʦʚʝʪʘ ʜʠʨʝʢʪʦʨʦʚ. 

ʉʜʝʨʞʠʚʘʡʪʝ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ - ʠʩʧʦʣʴʟʫʡʪʝ ʧʨʦʘʢʪʠʚʥʫʶ ʩʪʨʘʪʝʛʠʶ 

ɺ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʠʤʝʥʥʦ ʦʪʜʝʣʴʥʳʝ ʯʣʝʥʳ ʩʦʚʝʪʘ ʜʠʨʝʢʪʦʨʦʚ ʥʝʩʫʪ 

ʦʪʚʝʪʩʪʚʝʥʥʦʩʪʴ ʟʘ ʫʧʨʘʚʣʝʥʠʝ ʀʊ-ʨʠʩʢʘʤʠ ʠ ʧʨʝʜʦʪʚʨʘʱʝʥʠʝ ʢʠʙʝʨʘʪʘʢ. 

ɺʝʨʦʷʪʥʦ, ʙʣʘʛʦʜʘʨʷ ʦʧʳʪʫ ʠ ʟʥʘʥʠʷʤ ʵʪʠʭ ʚʳʩʰʠʭ ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʙʦʣʴʰʠʥʩʪʚʦ 

ʣʶʢʩʝʤʙʫʨʛʩʢʠʭ ʦʨʛʘʥʠʟʘʮʠʡ ʩʤʦʛʣʠ ʵʬʬʝʢʪʠʚʥʦ ʦʪʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʧʘʥʜʝʤʠʶ, ʩ 

ʦʪʥʦʩʠʪʝʣʴʥʦʡ ʣʝʛʢʦʩʪʴʶ ʧʝʨʝʢʣʶʯʠʚʰʠʩʴ ʥʘ ʫʜʘʣʝʥʥʳʝ ʧʨʦʮʝʩʩʳ ʠ ʦʧʝʨʘʮʠʠ. 

ɼʣʷ ʤʥʦʛʠʭ ʵʪʦ ʦʟʥʘʯʘʣʦ ʦʙʥʦʚʣʝʥʠʝ ʟʘʩʪʦʡʥʦʛʦ ʧʨʠʩʫʪʩʪʚʠʷ ʚ ʩʝʪʠ ʫ ʢʣʠʝʥʪʦʚ ʠʣʠ 

ʚʳʜʝʣʝʥʠʝ ʧʦʩʣʝʜʥʝʛʦ ʨʘʫʥʜʘ ʬʠʥʘʥʩʠʨʦʚʘʥʠʷ ʜʦʣʛʦʞʜʘʥʥʦʛʦ ʦʙʥʦʚʣʝʥʠʷ ʀʊ. 

ʊʝʤ, ʢʪʦ ʦʩʦʟʥʘʣ ʵʪʫ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʥʘ ʨʘʥʥʝʤ ʵʪʘʧʝ ʢʨʠʟʠʩʘ, ʫʜʘʣʦʩʴ ʩʦʭʨʘʥʠʪʴ 

ʦʧʝʨʘʮʠʦʥʥʫʶ ʫʩʪʦʡʯʠʚʦʩʪʴ ʠ ʥʝʧʨʝʨʳʚʥʦʩʪʴ ʙʠʟʥʝʩʘ. ʄʥʦʛʠʝ ʜʨʫʛʠʝ ʦʙʥʘʨʫʞʘʪ, 

ʚ ʢʘʢʦʡ ʩʪʝʧʝʥʠ ʦʥʠ ʧʝʨʝʜʘʣʠ ʀʊ ʥʘ ʘʫʪʩʦʨʩʠʥʛ ʠʣʠ ʧʦʣʘʛʘʣʠʩʴ ʥʘ ʢʨʠʪʠʯʝʩʢʠ 

ʚʘʞʥʳʝ ʬʫʥʢʮʠʠ ʚ ʩʚʦʝʡ ʛʨʫʧʧʝ. 

ʕʪʠ ʥʘʚʳʢʠ ʥʝ ʩʣʝʜʫʝʪ ʧʫʪʘʪʴ ʩ ʦʧʳʪʦʤ ʠ ʧʦʜʛʦʪʦʚʢʦʡ, ʥʝʦʙʭʦʜʠʤʳʤʠ ʜʣʷ 

ʦʮʝʥʢʠ ʢʠʙʝʨʨʠʩʢʦʚ ʠ ʟʘʱʠʪʳ ʦʪ ʥʠʭ.  

 ʌʠʥʘʥʩʦʚʳʤ ʫʯʨʝʞʜʝʥʠʷʤ ʥʝʦʙʭʦʜʠʤʦ ʩʨʦʯʥʦ ʧʝʨʝʩʤʦʪʨʝʪʴ ʥʘʙʦʨ ʥʘʚʳʢʦʚ 

ʯʣʝʥʦʚ ʩʦʚʝʪʘ ʜʠʨʝʢʪʦʨʦʚ. ʅʝʜʦʩʪʘʪʦʯʥʦ ʧʦʣʘʛʘʪʴʩʷ ʥʘ ʦʜʥʦʛʦ ʯʣʝʥʘ ʩʦʚʝʪʘ 

ʜʠʨʝʢʪʦʨʦʚ ʩ ʦʧʳʪʦʤ ʨʘʙʦʪʳ ʚ ʩʬʝʨʝ ʀʊ.  

ʂʣʶʯʝʚʳʝ ʚʦʧʨʦʩʳ, ʢʦʪʦʨʳʝ ʩʣʝʜʫʝʪ ʨʘʩʩʤʦʪʨʝʪʴ, ʚʢʣʶʯʘʶʪ: 

ʢʘʢʦʚʘ ʩʪʦʠʤʦʩʪʴ ʚʥʝʰʥʝʡ ʦʮʝʥʢʠ ʨʠʩʢʘ ʧʦ ʩʨʘʚʥʝʥʠʶ ʩ ʦʜʥʠʤ 

ʢʠʙʝʨʠʥʮʠʜʝʥʪʦʤ? 

ʯʪʦ ʤʦʷ ʜʦʩʢʘ ʩʜʝʣʘʣʘ, ʯʪʦʙʳ ʵʬʬʝʢʪʠʚʥʦ ʧʨʦʜʝʤʦʥʩʪʨʠʨʦʚʘʪʴ, ʯʪʦ ʦʥʘ 

ʨʝʰʘʝʪ ʵʪʫ ʧʨʦʙʣʝʤʫ? 
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ɿʥʘʶ ʣʠ ʷ ʦʙ ʀʊ ʠ ʢʠʙʝʨʨʠʩʢʘʭ ʚ ʪʦʡ ʞʝ ʩʪʝʧʝʥʠ, ʯʪʦ ʠ ʦ ʩʪʨʘʪʝʛʠʠ, 

ʦʧʝʨʘʮʠʷʭ ʠ ʢʘʜʨʘʭ? 

ɺʝʨʦʷʪʥʦ, ʯʪʦ ʫ ʙʦʣʴʰʠʥʩʪʚʘ ʬʠʨʤ ʥʝʪ ʘʜʝʢʚʘʪʥʳʭ ʦʪʚʝʪʦʚ ʥʘ ʥʝʢʦʪʦʨʳʝ ʠʟ 

ʵʪʠʭ ʚʦʧʨʦʩʦʚ. ʈʘʩʧʨʦʩʪʨʘʥʝʥʥʦʡ ʦʰʠʙʢʦʡ ʷʚʣʷʝʪʩʷ ʧʨʝʜʧʦʣʦʞʝʥʠʝ, ʯʪʦ 

ʦʧʝʨʘʪʠʚʥʘʷ ʦʧʝʨʘʪʠʚʥʦʩʪʴ, ʢʦʪʦʨʫʶ ʤʳ ʥʘʙʣʶʜʘʣʠ ʟʘ ʧʦʩʣʝʜʥʠʡ ʛʦʜ ʧʨʠ ʧʝʨʝʭʦʜʝ 

ʢ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʝ, ʘʚʪʦʤʘʪʠʯʝʩʢʠ ʦʟʥʘʯʘʝʪ ʩʧʦʩʦʙʥʦʩʪʴ ʧʦʙʝʜʠʪʴ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ. ʕʪʦ ʥʝ ʦʜʥʠ ʠ ʪʝ ʞʝ ʫʛʨʦʟʳ. ʍʦʪʷ ʤʥʦʛʠʝ ʦʧʳʪʥʳʝ ʣʠʜʝʨʳ 

ʧʨʠʦʙʨʝʣʠ ʥʦʚʳʝ ʥʘʚʳʢʠ, ʟʥʘʥʠʷ ʠ ʫʚʝʨʝʥʥʦʩʪʴ ʚ ʪʝʭʥʦʣʦʛʠʷʭ ʟʘ ʧʦʩʣʝʜʥʠʡ ʛʦʜ, 

ʵʪʦ ʥʝ ʟʘʤʝʥʠʪ ʧʨʘʚʠʣʴʥʦʛʦ ʚʳʷʚʣʝʥʠʷ, ʠʟʤʝʨʝʥʠʷ ʠ ʟʘʱʠʪʳ ʦʪ ʢʠʙʝʨʫʛʨʦʟ. 

ʆʨʛʘʥʠʟʘʮʠʠ, ʢʦʪʦʨʳʝ ʩʝʡʯʘʩ ʠʥʚʝʩʪʠʨʫʶʪ ʚ ʦʙʫʯʝʥʠʝ, ʩʠʩʪʝʤʳ ʠ ʚʥʝʰʥʠʝ 

ʦʮʝʥʢʠ, ʠʤʝʶʪ ʰʘʥʩ ʩʪʦʣʢʥʫʪʴʩʷ ʩ ʢʠʙʝʨʘʪʘʢʦʡ.  

ʅʘ ʫʨʦʚʥʝ ʧʨʘʚʣʝʥʠʷ ʥʝʦʙʭʦʜʠʤʦ ʧʨʠʟʥʘʪʴ, ʯʪʦ ʩʦʟʜʘʥʠʝ ʢʫʣʴʪʫʨʳ 

ʦʩʚʝʜʦʤʣʝʥʥʦʩʪʠ ʦ ʨʠʩʢʘʭ, ʨʘʟʚʠʪʠʝ ʥʘʚʳʢʦʚ, ʩʧʦʩʦʙʥʦʩʪʴ ʧʨʦʚʝʨʷʪʴ ʠ ʥʘʣʠʯʠʝ 

ʧʨʘʚʠʣʴʥʦʛʦ ʨʫʢʦʚʦʜʩʪʚʘ ʜʣʷ ʨʝʘʛʠʨʦʚʘʥʠʷ - ʵʪʦ ʜʦʣʛʦʩʨʦʯʥʘʷ ʠʛʨʘ.  

ʇʨʦʪʠʚʦʜʝʡʩʪʚʠʝ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ - ʨʘʟʨʘʙʦʪʢʘ ʧʣʘʥʘ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ 

ʩʪʠʭʠʡʥʳʝ ʙʝʜʩʪʚʠʷ 

ʌʠʨʤʳ ʜʦʣʞʥʳ ʧʦʜʫʤʘʪʴ ʦ ʪʦʤ, ʯʪʦ ʦʥʠ ʤʦʛʫʪ ʩʜʝʣʘʪʴ, ʯʪʦʙʳ ʦʛʨʘʥʠʯʠʪʴ 

ʫʱʝʨʙ ʧʦʩʣʝ ʢʠʙʝʨʘʪʘʢʠ ʠʣʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ɼʚʝ ʚʘʞʥʳʝ ʤʝʨʳ ʚʢʣʶʯʘʶʪ 

ʥʘʣʠʯʠʝ ʯʝʪʢʦʛʦ ʧʣʘʥʘ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʩʪʠʭʠʡʥʳʝ ʙʝʜʩʪʚʠʷ ʠ ʧʦʣʠʩʘ 

ʢʠʙʝʨʩʪʨʘʭʦʚʘʥʠʷ, ʘʜʘʧʪʠʨʦʚʘʥʥʦʛʦ ʢ ʢʦʥʢʨʝʪʥʳʤ ʧʦʪʨʝʙʥʦʩʪʷʤ ʙʠʟʥʝʩʘ, 

ʦʙʝʩʧʝʯʠʚʘʶʱʝʛʦ ʢʦʤʧʣʝʢʩʥʦʝ ʧʦʢʨʳʪʠʝ ʢʦʥʢʨʝʪʥʳʭ ʢʠʙʝʨʨʠʩʢʦʚ ʠ ʩʚʷʟʘʥʥʳʭ ʩ 

ʥʠʤʠ ʫʙʳʪʢʦʚ. 

ʇʣʘʥ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʩʪʠʭʠʡʥʳʝ ʙʝʜʩʪʚʠʷ ʜʦʣʞʝʥ ʙʳʪʴ ʘʜʘʧʪʠʨʦʚʘʥ ʢ 

ʦʩʥʦʚʥʳʤ ʫʛʨʦʟʘʤ, ʠʩʭʦʜʷʱʠʤ ʦʪ ʢʘʞʜʦʛʦ ʙʠʟʥʝʩ-ʧʦʜʨʘʟʜʝʣʝʥʠʷ, ʠ ʯʝʪʢʦ 

ʦʧʨʝʜʝʣʷʪʴ, ʯʪʦ ʩʣʝʜʫʝʪ ʜʝʣʘʪʴ ʚ ʩʣʫʯʘʝ ʢʠʙʝʨʘʪʘʢʠ. ʇʣʘʥ ʜʦʣʞʝʥ ʨʝʛʫʣʷʨʥʦ 

ʦʙʥʦʚʣʷʪʴʩʷ, ʯʪʦ ʦʟʥʘʯʘʝʪ ʚʢʣʶʯʝʥʠʝ ʚ ʥʝʛʦ ʩʘʤʳʭ ʦʩʥʦʚʥʳʭ ʟʘʜʘʯ, ʪʘʢʠʭ ʢʘʢ 

ʦʙʝʩʧʝʯʝʥʠʝ ʘʢʪʫʘʣʴʥʦʩʪʠ ʢʦʥʪʘʢʪʥʳʭ ʜʘʥʥʳʭ. ʀʊ-ʩʧʝʮʠʘʣʠʩʪʳ ʥʝʦʙʭʦʜʠʤʳ ʜʣʷ 

ʨʝʰʝʥʠʷ ʪʝʭʥʠʯʝʩʢʦʡ ʩʪʦʨʦʥʳ ʢʠʙʝʨʟʘʱʠʪʳ. ʆʜʥʘʢʦ ʜʣʷ ʪʦʛʦ, ʯʪʦʙʳ ʫ ʬʠʨʤʳ ʙʳʣ 

ʥʘʜʝʞʥʳʡ ʧʣʘʥ ʟʘʱʠʪʳ ʠ ʨʝʘʛʠʨʦʚʘʥʠʷ ʥʘ ʩʪʠʭʠʡʥʳʝ ʙʝʜʩʪʚʠʷ, ʵʪʦʪ ʚʦʧʨʦʩ 

ʜʦʣʞʝʥ ʨʘʩʩʤʘʪʨʠʚʘʪʴʩʷ ʥʘ ʫʨʦʚʥʝ ʩʦʚʝʪʘ ʜʠʨʝʢʪʦʨʦʚ, ʛʜʝ ʝʩʪʴ ʧʦʣʥʦʝ ʧʦʥʠʤʘʥʠʝ 

ʙʠʟʥʝʩʘ ʠ ʦʮʝʥʢʘ ʚʦʟʜʝʡʩʪʚʠʷ ʢʠʙʝʨʘʪʘʢʠ. 

ʂʦʛʜʘ ʧʨʦʠʩʭʦʜʠʪ ʢʠʙʝʨʘʪʘʢʘ, ʞʝʨʪʚʝ ʥʝʦʙʭʦʜʠʤʦ ʦʯʝʥʴ ʙʳʩʪʨʦ 

ʦʪʨʝʘʛʠʨʦʚʘʪʴ ʠ ʧʨʠʚʣʝʯʴ ʵʢʩʧʝʨʪʘ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʨʘʩʩʣʝʜʦʚʘʥʠʷ 

ʠʥʮʠʜʝʥʪʘ. ʖʨʠʜʠʯʝʩʢʘʷ ʢʦʥʩʫʣʴʪʘʮʠʷ ʪʘʢʞʝ ʥʫʞʥʘ ʚ ʩʨʦʯʥʦʤ ʧʦʨʷʜʢʝ. ʖʨʠʩʪʳ 

ʧʨʠʥʠʤʘʶʪ ʘʢʪʠʚʥʦʝ ʫʯʘʩʪʠʝ ʚ ʥʝʢʦʪʦʨʳʭ ʠʟ ʧʝʨʚʳʭ ʚʘʞʥʳʭ ʰʘʛʦʚ, ʚʢʣʶʯʘʷ 

ʦʢʘʟʘʥʠʝ ʧʦʤʦʱʠ ʚ ʧʦʜʘʯʝ ʞʘʣʦʙʳ ʚ ʧʨʦʢʫʨʘʪʫʨʫ, ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʳʝ 

ʧʦʣʠʮʝʡʩʢʠʝ ʧʦʜʨʘʟʜʝʣʝʥʠʷ ʠ ʧʦʜʨʘʟʜʝʣʝʥʠʝ ʬʠʥʘʥʩʦʚʦʡ ʨʘʟʚʝʜʢʠ, ʘ ʪʘʢʞʝ 

ʫʧʨʘʚʣʝʥʠʝ ʢʦʤʤʫʥʠʢʘʮʠʷʤʠ ʠ ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ ʩ ʵʪʠʤʠ ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʤʠ 

ʦʨʛʘʥʘʤʠ. ʖʨʠʜʠʯʝʩʢʘʷ ʧʦʤʦʱʴ ʪʘʢʞʝ ʦʙʳʯʥʦ ʪʨʝʙʫʝʪʩʷ ʜʣʷ ʦʙʝʩʧʝʯʝʥʠʷ 

ʵʬʬʝʢʪʠʚʥʦʛʦ ʚʟʘʠʤʦʜʝʡʩʪʚʠʷ ʩ ʙʘʥʢʘʤʠ ʠ ʫʚʝʣʠʯʝʥʠʷ ʰʘʥʩʦʚ ʥʘ ʚʦʟʚʨʘʱʝʥʠʝ 

ʫʢʨʘʜʝʥʥʳʭ ʩʨʝʜʩʪʚ. 

ɺʦ ʤʥʦʛʠʭ ʩʣʫʯʘʷʭ ʀʊ-ʩʠʩʪʝʤʘ ʙʳʣʘ ʚʟʣʦʤʘʥʘ ʦʙʤʘʥʥʳʤ ʧʫʪʝʤ, ʠ ʤʦʰʝʥʥʠʢ 

ʩʜʝʣʘʣ ʙʘʥʢʦʚʩʢʠʡ ʧʝʨʝʚʦʜ. ɺʦʟʤʦʞʥʘ ʦʪʤʝʥʘ ʟʘʢʘʟʘ ʧʨʠ ʩʚʦʝʚʨʝʤʝʥʥʦʤ 

ʦʙʨʘʱʝʥʠʠ ʚ ʙʘʥʢ. ʂʨʦʤʝ ʪʦʛʦ, ʦʨʛʘʥʳ ʧʨʦʢʫʨʘʪʫʨʳ ʤʦʛʫʪ ʧʦʚʪʦʨʥʦ ʦʪʩʣʝʞʠʚʘʪʴ 
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ʙʘʥʢʦʚʩʢʠʝ ʧʝʨʝʚʦʜʳ ʠ ʧʦʣʫʯʘʪʴ ʧʨʠʢʘʟʳ ʦ ʟʘʤʦʨʘʞʠʚʘʥʠʠ ʩʯʝʪʦʚ ʯʝʨʝʟ 

ʩʦʪʨʫʜʥʠʯʝʩʪʚʦ ʩ ʠʥʦʩʪʨʘʥʥʳʤʠ ʚʣʘʩʪʷʤʠ.  

 ʏʝʤ ʙʳʩʪʨʝʝ ʙʫʜʫʪ ʧʨʝʜʧʨʠʥʷʪʳ ʜʝʡʩʪʚʠʷ, ʪʝʤ ʫʩʧʝʰʥʝʝ ʙʫʜʫʪ ʫʩʠʣʠʷ.  

ʕʪʦ ʨʘʙʦʪʘʝʪ ʜʣʷ ʙʣʦʢʠʨʦʚʢʠ ʩʨʝʜʩʪʚ, ʧʨʝʞʜʝ ʯʝʤ ʦʥʠ ʤʦʛʫʪ ʙʳʪʴ 

ʧʝʨʝʚʝʜʝʥʳ ʥʘ ʜʨʫʛʠʝ ʙʘʥʢʦʚʩʢʠʝ ʩʯʝʪʘ ʧʦ ʚʩʝʤʫ ʤʠʨʫ. ɹʳʩʪʨʘʷ, ʭʦʨʦʰʦ 

ʦʨʛʘʥʠʟʦʚʘʥʥʘʷ ʠ ʩʢʦʦʨʜʠʥʠʨʦʚʘʥʥʘʷ ʨʝʘʢʮʠʷ ʥʘ ʢʠʙʝʨʘʪʘʢʫ ʥʝʦʙʭʦʜʠʤʘ ʜʣʷ 

ʤʘʢʩʠʤʘʣʴʥʦʛʦ ʫʚʝʣʠʯʝʥʠʷ ʰʘʥʩʦʚ ʥʘ ʚʦʟʚʨʘʱʝʥʠʝ ʩʨʝʜʩʪʚ, ʧʨʠʩʚʦʝʥʥʳʭ 

ʤʦʰʝʥʥʠʯʝʩʢʠʤ ʧʫʪʝʤ. 

ɺ ʢʦʥʪʝʢʩʪʝ ʆʙʱʝʛʦ ʨʝʛʣʘʤʝʥʪʘ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ (GDPR) ʶʨʠʜʠʯʝʩʢʘʷ 

ʢʦʥʩʫʣʴʪʘʮʠʷ ʪʘʢʞʝ ʥʝʦʙʭʦʜʠʤʘ ʜʣʷ ʚʦʟʤʦʞʥʦʛʦ ʩʦʦʙʱʝʥʠʷ ʅʘʮʠʦʥʘʣʴʥʦʡ 

ʢʦʤʠʩʩʠʠ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ (ʋʧʨʘʚʣʝʥʠʝ ʧʦ ʟʘʱʠʪʝ ʜʘʥʥʳʭ) ʦ ʪʦʤ, ʯʪʦ ʚ ʭʦʜʝ 

ʢʠʙʝʨʘʪʘʢʠ ʧʨʦʠʟʦʰʣʘ ʫʪʝʯʢʘ ʣʠʯʥʳʭ ʜʘʥʥʳʭ. 

ɹʝʩʩʧʦʨʥʦ, ʯʪʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ ʩʪʘʣʘ ʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʦʡ ʠ ʙʦʣʝʝ 

ʨʘʟʨʫʰʠʪʝʣʴʥʦʡ ʜʣʷ ʧʨʝʜʧʨʠʷʪʠʡ ʣʶʙʦʛʦ ʨʘʟʤʝʨʘ. ɺʘʞʥʦ, ʯʪʦʙʳ ʢʘʞʜʳʡ ʙʠʟʥʝʩ 

ʧʨʠʥʠʤʘʣ ʚʩʝ ʧʨʝʚʝʥʪʠʚʥʳʝ ʤʝʨʳ ʜʣʷ ʟʘʱʠʪʳ ʠ ʠʤʝʣ ʧʣʘʥ ʨʝʘʛʠʨʦʚʘʥʠʷ (ʢʦʪʦʨʳʡ 

ʙʳʣ ʦʪʨʝʧʝʪʠʨʦʚʘʥ), ʢʦʪʦʨʳʡ ʙʳʣ ʙʳ ʛʦʪʦʚ ʢ ʚʳʧʦʣʥʝʥʠʶ, ʢʘʢ ʪʦʣʴʢʦ ʧʨʦʠʟʦʡʜʝʪ 

ʘʪʘʢʘ. ʇʨʠʥʠʤʘʷ ʵʪʠ ʩʪʨʘʪʝʛʠʠ, ʢʦʤʧʘʥʠʠ ʣʫʯʰʝ ʚʩʝʛʦ ʤʦʛʫʪ ʙʳʩʪʨʦ ʨʝʘʛʠʨʦʚʘʪʴ ʠ 

ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʧʦʪʝʥʮʠʘʣʴʥʳʡ ʬʠʥʘʥʩʦʚʳʡ ʠ ʨʝʧʫʪʘʮʠʦʥʥʳʡ ʫʱʝʨʙè. (Michael 

Schweiger. Cyber attacks: getting prepared and responding effectively // Loyens & 

Loeff (https://www.loyensloeff.com/en/en/news/news-articles/cyber-attacks-getting-

prepared-and-responding-effectively-n22341/). 22.04.2021). 
***  

 

çʋʛʨʦʟʳ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ ʩʫʱʝʩʪʚʫʶʪ, ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ ʚ 

ʧʨʠʤʠʪʠʚʥʳʭ ʬʦʨʤʘʭ, ʧʨʠʤʝʨʥʦ ʩ 1970-ʭ ʛʦʜʦʚ, ʧʨʠʤʝʨʥʦ ʚ ʪʦ ʚʨʝʤʷ, ʢʦʛʜʘ 

ʧʝʨʚʳʝ ʢʦʤʤʝʨʯʝʩʢʠʝ ʪʝʭʥʦʣʦʛʠʠ ʃɺʉ (ʢʦʣʠʯʝʩʪʚʦ ʩʦʝʜʠʥʝʥʥʳʭ ʚʤʝʩʪʝ 

ʫʩʪʨʦʡʩʪʚ ʷʚʣʷʝʪʩʷ ʣʦʢʘʣʴʥʦʡ ʩʝʪʴʶ) ʵʢʩʧʝʨʠʤʝʥʪʠʨʦʚʘʣʠʩʴ ʠ ʨʘʟʚʠʚʘʣʠʩʴ. 
ʕʪʦ ʪʘʢʞʝ ʢʘʢ ʨʘʟ ʚ ʪʦ ʚʨʝʤʷ, ʢʦʛʜʘ ʀʥʪʝʨʥʝʪ ʨʦʜʠʣʩʷ ʢʘʢ ARPANET, ʢʦʪʦʨʳʡ 

ʠʥʦʛʜʘ ʥʘʟʳʚʘʶʪ ʜʝʜʫʰʢʦʡ ʀʥʪʝʨʥʝʪʘ. ʈʦʞʜʝʥʠʝ ʧʝʨʚʦʛʦ " ʢʦʤʧʴʶʪʝʨ-

ʢʦʤʧʴʶʪʝʨ"çʉʚʷʟʠ ʜʦʣʞʥʳ ʙʳʣʠ ʩʦʦʪʚʝʪʩʪʚʦʚʘʪʴ ʟʘʨʦʞʜʝʥʠʶ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ 

ʠ ʧʦʷʚʣʝʥʠʶ ʪʦʛʦ, ʯʪʦ ʧʦʟʞʝ ʙʫʜʝʪ ʥʘʟʚʘʥʦ çʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤʠè. ʍʦʨʦʰʠʡ 

ʩʧʦʩʦʙ ʩʨʘʚʥʠʪʴ ʵʪʦ ʩ ʨʝʘʣʴʥʦʡ ʞʠʟʥʴʶ - ʵʪʦ ʪʦ, ʯʪʦ, ʢʘʢ ʪʦʣʴʢʦ ʪʦʨʛʦʚʣʷ ʤʝʞʜʫ 

ʮʠʚʠʣʠʟʘʮʠʷʤʠ ʩʪʘʣʘ ʨʘʟʚʠʚʘʪʴʩʷ, ʚʦʟʥʠʢʣʠ ʠ ʛʨʫʧʧʳ ʚʦʨʦʚ, ʢʦʪʦʨʳʤʠ, ʧʦ ʩʫʪʠ, ʠ 

ʷʚʣʷʝʪʩʷ ʙʦʣʴʰʠʥʩʪʚʦ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ. ʇʝʨʚʳʤ çʯʝʨʚʝʤè (ʢʦʤʧʴʶʪʝʨʥʳʤ 

ʚʠʨʫʩʦʤ ʠʣʠ ʚʨʝʜʦʥʦʩʥʦʡ ʧʨʦʛʨʘʤʤʦʡ) ʙʳʣ ʯʝʨʚʴ ʄʦʨʨʠʩʘ ʚ 1988 ʛʦʜʫ, ʢʦʪʦʨʳʡ ʚ 

ʪʦ ʚʨʝʤʷ ʟʘʨʘʟʠʣ ʩʠʩʪʝʤʫ UNIX Noun 1 ʠ ʚʦʩʧʨʦʠʟʚʝʣ ʩʝʙʷ, ʯʪʦ ʩʜʝʣʘʣʦ 

ʢʦʤʧʴʶʪʝʨʳ ʚ ʩʝʪʠ ʥʝʧʨʠʛʦʜʥʳʤʠ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ. ʉʦʟʜʘʪʝʣʴ ʯʝʨʚʷ ʈʦʙʝʨʪ 

ʊʘʧʘʥ ʄʦʨʨʠʩ ʙʳʣ ʧʝʨʚʳʤ ʯʝʣʦʚʝʢʦʤ, ʢʦʪʦʨʳʡ ʙʳʣ ʦʩʫʞʜʝʥ ʧʦ ʟʘʢʦʥʫ ʟʘ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ ʚ ʉʐɸ. ʆʥ ʩʢʘʟʘʣ, ʯʪʦ ʧʳʪʘʣʩʷ ʠʟʤʝʨʠʪʴ ʨʘʟʤʝʨ ʀʥʪʝʨʥʝʪʘ ʩ 

ʧʦʤʦʱʴʶ ʵʪʦʡ ʪʝʭʥʠʢʠ. ʂʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ ʩʝʡʯʘʩ ʩʚʠʨʝʧʩʪʚʫʝʪ ʢʘʞʜʫʶ ʩʝʢʫʥʜʫ ʠ 

ʧʦʚʩʶʜʫ ʚ ʩʘʤʳʭ ʨʘʟʥʳʭ ʬʦʨʤʘʭ, 

ɻʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ IBM ʧʦʜʪʚʝʨʜʠʣ ʩʘʤʦʝ ʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʣʶʜʝʡ: 

çʂʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ - ʩʘʤʘʷ ʙʦʣʴʰʘʷ ʫʛʨʦʟʘ ʜʣʷ ʢʘʞʜʦʡ ʢʦʤʧʘʥʠʠ ʚ ʤʠʨʝè. 

ʆʬʠʮʠʘʣʴʥʦ ʫʱʝʨʙ ʦʪ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ ʦʮʝʥʠʚʘʝʪʩʷ ʚ 6 ʪʨʠʣʣʠʦʥʦʚ ʜʦʣʣʘʨʦʚ 
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ʝʞʝʛʦʜʥʦ, ʥʝ ʛʦʚʦʨʷ ʫʞʝ ʦ ʧʦʚʨʝʞʜʝʥʠʠ ʯʝʣʦʚʝʯʝʩʢʦʛʦ ʢʦʤʧʦʥʝʥʪʘ, ʠ ʵʪʦ ʯʠʩʣʦ 

ʙʫʜʝʪ ʨʘʩʪʠ. 

ʉʝʛʦʜʥʷ ʚ 2021 ʛʦʜʫ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ ʠ ʝʝ ʧʦʩʣʝʜʩʪʚʠʷ ʚʦʟʨʘʩʪʫʪ. 

ɺʦʟʥʠʢʘʶʱʠʝ ʫʛʨʦʟʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʩʧʦʩʦʙʳ ʧʦʜʛʦʪʦʚʢʠ ʢ ʥʠʤ ʩʪʨʘʪʝʛʠʡ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ - ʦʜʥʠ ʠʟ ʩʘʤʳʭ ʟʥʘʯʠʪʝʣʴʥʳʭ ʜʠʩʢʫʩʩʠʡ ʥʝ ʪʦʣʴʢʦ ʚ ʀʊ-

ʢʨʫʛʘʭ, ʥʦ ʠ ʚ ʤʠʨʦʚʦʡ ʵʢʦʥʦʤʠʢʝ. ʋʛʨʦʟʳ ʘʜʘʧʪʠʨʫʶʪʩʷ ʠ ʠʟʤʝʥʷʶʪʩʷ ʩ 

ʙʝʩʧʨʝʮʝʜʝʥʪʥʦʡ ʩʢʦʨʦʩʪʴʶ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʛʨʫʧʧʳ ʟʘʱʠʪʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ 

ʨʝʛʫʣʠʨʫʶʱʠʝ ʦʨʛʘʥʳ ʙʦʨʶʪʩʷ ʩ ʧʦʩʪʦʷʥʥʳʤ ʜʘʚʣʝʥʠʝʤ ʵʪʠʭ ʢʠʙʝʨʘʪʘʢ. ʉʦʛʣʘʩʥʦ 

ʠʩʩʣʝʜʦʚʘʥʠʶ Gartner, çʜʚʝ ʛʣʘʚʥʳʝ ʧʨʦʙʣʝʤʳ, ʢʦʪʦʨʳʝ ʙʝʩʧʦʢʦʷʪ ʢʦʨʧʦʨʘʪʠʚʥʳʝ 

ʩʦʚʝʪʳ ʜʠʨʝʢʪʦʨʦʚè - ʵʪʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʠ ʩʦʦʪʚʝʪʩʪʚʠʝ ʥʦʨʤʘʪʠʚʥʳʤ 

ʪʨʝʙʦʚʘʥʠʷʤ. ʂʨʦʤʝ ʪʦʛʦ, çʉ ʫʚʝʣʠʯʝʥʠʝʤ ʢʦʣʠʯʝʩʪʚʘ ʥʘʨʫʰʝʥʠʡ ʦʙʱʝʩʪʚʝʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʫʩʣʦʞʥʷʶʱʠʤʠʩʷ ʥʘʩʪʨʦʡʢʘʤʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʦʚʝʪʳ ʜʠʨʝʢʪʦʨʦʚ 

ʫʜʝʣʷʶʪ ʙʦʣʴʰʝ ʚʥʠʤʘʥʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠè. ʂʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ - ʵʪʦ ʦʛʨʦʤʥʘʷ 

ʧʨʦʙʣʝʤʘ, ʧʦʜʪʚʝʨʞʜʝʥʥʘʷ ʪʝʤ ʬʘʢʪʦʤ, ʯʪʦ ɺʩʝʤʠʨʥʳʡ ʵʢʦʥʦʤʠʯʝʩʢʠʡ ʬʦʨʫʤ 

(ɺʕʌ) ʩʢʘʟʘʣ ʩʣʝʜʫʶʱʝʝ ʚ ʩʚʦʝʤ ʦʪʯʝʪʝ çʂʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴ ʢʘʢ ʦʜʥʘ ʠʟ ʥʘʠʙʦʣʝʝ 

ʩʪʨʘʪʝʛʠʯʝʩʢʠ ʚʘʞʥʳʭ ʧʨʦʙʣʝʤ ʚ ʤʠʨʝ. 

ʇʨʝʞʜʝ ʯʝʤ ʫʛʣʫʙʣʷʪʴʩʷ ʚ ʵʢʩʪʨʝʥʥʳʝ ʫʛʨʦʟʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʚʘʞʥʦ 

ʦʧʨʝʜʝʣʠʪʴ, ʢʘʢ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʚʳʩʪʨʘʠʚʘʶʪ ʩʪʨʘʪʝʛʠʶ ʩʚʦʠʭ ʘʪʘʢ ʯʝʨʝʟ 

ʨʘʟʣʠʯʥʳʝ çʢʘʥʘʣʳ ʜʦʩʪʘʚʢʠè. 

ʇʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ 

ʇʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘ ʚ ʥʝʢʦʪʦʨʦʤ ʩʤʳʩʣʝ ʥʝ ʪʨʝʙʫʝʪ 

ʧʦʷʩʥʝʥʠʡ, ʧʦʩʢʦʣʴʢʫ ʦʥʘ ʙʫʢʚʘʣʴʥʦ ʦʧʨʝʜʝʣʷʝʪ ʧʦʚʝʨʭʥʦʩʪʴ, ʜʦʩʪʫʧʥʫʶ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ (ʢʠʙʝʨ-ʟʣʦʫʤʳʰʣʝʥʥʠʢʫ) ʜʣʷ ʩʦʚʝʨʰʝʥʠʷ ʢʠʙʝʨʧʨʝʩʪʫʧʣʝʥʠʡ. 

ʇʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ ʤʦʞʝʪ ʚʘʨʴʠʨʦʚʘʪʴʩʷ ʦʪ ʘʧʧʘʨʘʪʥʳʭ ʠ ʧʨʦʛʨʘʤʤʥʳʭ 

ʧʦʚʝʨʭʥʦʩʪʝʡ, ʫʷʟʚʠʤʳʭ ʜʣʷ ʘʪʘʢ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ. ʇʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ ʤʦʛʫʪ 

ʚʘʨʴʠʨʦʚʘʪʴʩʷ ʦʪ ʣʶʙʦʛʦ ʫʩʪʨʦʡʩʪʚʘ, ʧʦʜʢʣʶʯʝʥʥʦʛʦ ʢ ʀʥʪʝʨʥʝʪʫ, ʢʦʪʦʨʦʝ 

ʷʚʣʷʝʪʩʷ ʘʧʧʘʨʘʪʥʳʤ ʢʦʤʧʦʥʝʥʪʦʤ (ʫʩʪʨʦʡʩʪʚʘʤʠ), ʜʦ ʮʠʬʨʦʚʳʭ ʢʦʥʝʯʥʳʭ ʪʦʯʝʢ 

(ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ) ʚ ʮʝʧʦʯʢʝ. 

ɺʝʢʪʦʨʳ ʘʪʘʢ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ 

ɺʝʢʪʦʨ ʘʪʘʢʠ - ʵʪʦ ʤʝʪʦʜ, ʢʦʪʦʨʳʤ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʥʘʮʝʣʠʚʘʶʪʩʷ ʥʘ 

ʮʠʬʨʦʚʦʝ ʠʣʠ ʬʠʟʠʯʝʩʢʦʝ ʫʩʪʨʦʡʩʪʚʦ ʥʘ ʧʦʚʝʨʭʥʦʩʪʠ ʘʪʘʢʠ (ʦʧʨʝʜʝʣʝʥʦ ʚʳʰʝ). 

ʅʘʧʨʠʤʝʨ, ʯʝʨʚʴ ʠʣʠ ʚʠʨʫʩ ʢʘʢ ʚʝʢʪʦʨ ʘʪʘʢʠ. ɹʦʣʝʝ ʧʦʜʨʦʙʥʦʝ ʦʙʲʷʩʥʝʥʠʝ ʤʦʞʝʪ 

ʟʘʢʣʶʯʘʪʴʩʷ ʚ ʪʦʤ, ʯʪʦ ʚʝʢʪʦʨ ʘʪʘʢʠ ʤʦʞʝʪ ʚʘʨʴʠʨʦʚʘʪʴʩʷ ʦʪ ʩʣʝʜʫʶʱʠʭ ʤʝʪʦʜʦʚ; 

ʬʠʰʠʥʛ, ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʚʟʣʦʤʳ ʤʝʪʦʜʦʤ ʧʝʨʝʙʦʨʘ, ʧʨʦʛʨʘʤʤʳ-ʚʳʤʦʛʘʪʝʣʠ ʠ 

ʤʥʦʛʦʝ ʜʨʫʛʦʝ. 

ʊʠʧʳ ʢʠʙʝʨʫʛʨʦʟ ʩʝʛʦʜʥʷ 

ʉʝʛʦʜʥʷ ʛʦʨʠʟʦʥʪ ʢʠʙʝʨʫʛʨʦʟ ʩʦʚʩʝʤ ʜʨʫʛʦʡ, ʯʝʤ ʦʥ ʙʳʣ ʚ 2010-ʭ ʛʦʜʘʭ, ʥʝ 

ʛʦʚʦʨʷ ʫʞʝ ʦ ʪʦʤ, ʯʪʦ ʨʘʥʴʰʝ, ʢʦʛʜʘ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ ʙʳʣʘ ʜʘʣʝʢʘ ʦʪ ʥʳʥʝʰʥʠʭ 

ʤʘʩʰʪʘʙʦʚ. ɺ 2021 ʛʦʜʫ ʛʣʘʚʥʳʡ ʦʪʣʠʯʠʪʝʣʴʥʳʡ ʬʘʢʪʦʨ - ʵʪʦ ʪʦ, ʯʪʦ ʟʝʤʥʦʡ ʰʘʨ 

ʥʘʭʦʜʠʪʩʷ ʧʦʜ ʦʛʨʘʥʠʯʝʥʠʷʤʠ. ʕʪʠ ʦʛʨʘʥʠʯʝʥʠʷ ʥʘʚʩʝʛʜʘ ʠʟʤʝʥʠʣʠ ʩʬʝʨʫ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʪʦʤʫ ʯʪʦ ʚʩʷ ʵʢʦʥʦʤʠʢʘ ʟʘʚʠʩʠʪ ʦʪ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ ʠ 

ʤʦʜʝʣʝʡ ʦʙʱʝʥʠʷ ʠ ʚʝʜʝʥʠʷ ʙʠʟʥʝʩʘ WFH (ʈʘʙʦʪʘ ʠʟ ʜʦʤʘ). ɺ ʦʪʜʘʣʝʥʥʦʤ 

ʦʙʱʝʩʪʚʝ ʢʨʫʛ ʥʘʠʙʦʣʝʝ ʨʘʩʧʨʦʩʪʨʘʥʝʥʥʳʭ ʢʠʙʝʨʫʛʨʦʟ ʚʳʛʣʷʜʠʪ ʩʣʝʜʫʶʱʠʤ 

ʦʙʨʘʟʦʤ; 
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ʋʪʝʯʢʠ ʜʘʥʥʳʭ ʙʫʜʫʪ ʚʦʟʥʠʢʘʪʴ ʠʟ-ʟʘ ʭʘʣʘʪʥʦʛʦ ʦʪʥʦʰʝʥʠʷ ʩʦʪʨʫʜʥʠʢʦʚ ʢ 

ʣʠʯʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ. 

ɿʥʘʯʠʪʝʣʴʥʦʝ ʚʥʝʜʨʝʥʠʝ ʀʀ ʚʦ ʚʩʝʤ ʤʠʨʝ ʥʘʭʦʜʠʪʩʷ ʧʦʜ ʫʛʨʦʟʦʡ ʠʟ-ʟʘ 

ʦʪʩʫʪʩʪʚʠʷ ʩʪʨʘʪʝʛʠʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

5G ʫʩʫʛʫʙʠʪ ʫʛʨʦʟʳ ʜʣʷ ʩʠʩʪʝʤ ʫʧʨʘʚʣʝʥʠʷ ʧʨʦʠʟʚʦʜʩʪʚʦʤ 

ʏʠʩʣʦ ʘʪʘʢ ʥʘʮʠʦʥʘʣʴʥʳʭ ʛʦʩʫʜʘʨʩʪʚ, ʛʝʦʧʦʣʠʪʠʯʝʩʢʠ ʤʦʪʠʚʠʨʦʚʘʥʥʳʭ 

ʛʨʫʧʧʦʚʳʤʠ ʘʪʘʢʘʤʠ APT, ʨʘʩʪʝʪ 

ɸʪʘʢʠ ʩʦʮʠʘʣʴʥʦʡ ʠʥʞʝʥʝʨʠʠ, ʪʘʢʠʝ ʢʘʢ ʬʠʰʠʥʛ, ʩʦʩʪʘʚʣʷʶʪ 90% ʫʩʧʝʰʥʳʭ 

ʢʠʙʝʨʘʪʘʢ, ʘ ʮʝʣʝʚʦʡ ʬʠʰʠʥʛ - ʝʱʝ ʭʫʞʝ. 

ɸʪʘʢʠ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʠ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ ʦʩʪʘʥʫʪʩʷ ʧʨʦʙʣʝʤʦʡ 

ʂʘʢʦʚʳ ʥʦʚʳʝ ʫʛʨʦʟʳ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ? 

ʆʩʪʘʣʴʥʘʷ ʯʘʩʪʴ ʵʪʦʛʦ ʜʝʩʷʪʠʣʝʪʠʷ ʙʫʜʝʪ ʦʪʤʝʯʝʥʘ ʧʝʨʝʭʦʜʦʤ ʢ 

ʠʩʢʫʩʩʪʚʝʥʥʦʤʫ ʠʥʪʝʣʣʝʢʪʫ, ʤʘʰʠʥʥʦʤʫ ʦʙʫʯʝʥʠʶ., ʉʝʪʠ 5G, ʚʩʝ ʙʦʣʴʰʝ ʠ ʙʦʣʴʰʝ 

ʧʦʣʘʛʘʪʴʩʷ ʥʘ ʦʙʣʘʯʥʳʝ ʚʳʯʠʩʣʝʥʠʷ, ʫʚʝʣʠʯʠʚʘʶʱʝʝʩʷ ʢʦʣʠʯʝʩʪʚʦ ʫʩʪʨʦʡʩʪʚ 

ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʠ ʚʥʝʜʨʝʥʠʝ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʭ ʜʘʪʯʠʢʦʚ. ʕʪʦʪ ʩʧʠʩʦʢ ʧʨʠʥʝʩʝʪ 

ʙʝʩʢʦʥʝʯʥʫʶ ʛʦʣʦʚʥʫʶ ʙʦʣʴ ʠʥʜʫʩʪʨʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʝʩʣʠ ʚ ʦʪʨʘʩʣʠ ʥʝ 

ʙʫʜʫʪ ʨʝʘʣʠʟʦʚʘʥʳ ʯʨʝʟʚʳʯʘʡʥʦ ʩʪʨʦʛʠʝ ʠ ʩʪʨʦʛʠʝ ʧʦʣʠʪʠʢʠ ʩʜʝʨʞʠʚʘʥʠʷ. ɺ ʵʪʦʤ 

ʜʝʩʷʪʠʣʝʪʠʠ ʦʞʠʜʘʝʪʩʷ ʜʘʣʴʥʝʡʰʘʷ ʮʠʬʨʦʚʘʷ ʪʨʘʥʩʬʦʨʤʘʮʠʷ, ʠ ʚ ʵʢʦʥʦʤʠʢʫ ʙʫʜʝʪ 

ʚʥʝʜʨʷʪʴʩʷ ʚʩʝ ʙʦʣʴʰʝ ʠ ʙʦʣʴʰʝ çʥʝʯʝʣʦʚʝʯʝʩʢʠʭ ʩʫʱʥʦʩʪʝʡè, ʘ ʵʪʦ ʦʟʥʘʯʘʝʪ, ʯʪʦ 

ʫʧʨʘʚʣʝʥʠʝ ʠʜʝʥʪʠʬʠʢʘʮʠʝʡ ʤʘʰʠʥ ʞʠʟʥʝʥʥʦ ʚʘʞʥʦ ʜʣʷ ʩʪʨʘʪʝʛʠʠ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʦʩʣʝ ʵʪʦʛʦ ʥʘʩʪʦʡʯʠʚʦʝ ʪʨʝʙʦʚʘʥʠʝ ʦʪʨʘʩʣʠ ʢ 5G, ʦʙʣʘʯʥʳʤ 

ʚʳʯʠʩʣʝʥʠʷʤ ʠ ʠʥʪʝʣʣʝʢʪʫʘʣʴʥʳʤ ʜʘʪʯʠʢʘʤ ʧʦʪʨʝʙʫʝʪ ʤʥʦʞʝʩʪʚʘ ʧʦʣʠʪʠʢ ʠ 

ʠʥʩʪʨʫʤʝʥʪʦʚ, ʧʦʩʢʦʣʴʢʫ ʚʩʝ ʵʪʦ ʟʥʘʯʠʪʝʣʴʥʦ ʨʘʩʰʠʨʷʝʪ ʧʦʚʝʨʭʥʦʩʪʴ ʘʪʘʢʠ (ʯʪʦ 

ʧʦʟʚʦʣʷʝʪ ʨʘʩʰʠʨʠʪʴ ʢʘʥʘʣʳ ʜʦʩʪʘʚʢʠ) ʠ ʫʧʨʦʩʪʠʪ ʧʫʪʠ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚʝʢʪʦʨʦʚ 

ʘʪʘʢ. ʯʝʨʝʟ ʩʠʩʪʝʤʫ. 

ʅʘʢʦʥʝʮ, ʠʥʜʫʩʪʨʠʷ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʠʣʠ ʀʥʪʝʨʥʝʪʘ ʚʝʱʝʡ ʙʫʜʝʪ ʪʦʣʴʢʦ 

ʧʨʦʜʦʣʞʘʪʴ ʨʘʩʪʠ ʠ ʧʨʦʜʘʚʘʪʴ ʤʠʣʣʠʘʨʜʳ ʫʩʪʨʦʡʩʪʚ, ʢʦʪʦʨʳʝ ʫʚʝʣʠʯʠʚʘʶʪ 

ʛʣʦʙʘʣʴʥʳʡ ʣʘʥʜʰʘʬʪ ʫʛʨʦʟ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʅʝʦʧʨʝʜʝʣʝʥʥʳʝ ʤʝʪʦʜʳ ʚʝʜʝʥʠʷ 

ʙʠʟʥʝʩʘ, ʥʝʜʦʩʪʘʪʦʯʥʳʝ ʩʪʨʘʪʝʛʠʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʦʩʦʙʝʥʥʦ ʦʪʩʫʪʩʪʚʠʝ 

ʩʧʝʮʠʘʣʠʟʠʨʦʚʘʥʥʦʛʦ ʦʙʫʯʝʥʠʷ ʩʦʪʨʫʜʥʠʢʦʚ ʧʦ ʚʦʧʨʦʩʘʤ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ 

ʩʪʘʥʫʪ ʩʣʘʙʳʤʠ ʩʪʦʨʦʥʘʤʠ ʚ ʵʪʦʤ ʜʝʩʷʪʠʣʝʪʠʠ. ɺʢʣʶʯʝʥʠʝ ʩʮʝʥʘʨʠʝʚ BAS 

(ʤʦʜʝʣʠʨʦʚʘʥʠʝ ʚʟʣʦʤʘ ʠ ʘʪʘʢʠ) ʚ ʢʘʞʜʳʡ ʙʠʟʥʝʩ ʧʦʤʦʞʝʪ ʩʤʷʛʯʠʪʴ ʤʥʦʞʝʩʪʚʦ 

ʧʨʦʙʣʝʤ, ʘ ʪʘʢʞʝ PEC (ʚʳʯʠʩʣʝʥʠʝ ʧʦʚʳʰʝʥʠʷ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʦʩʪʠ). 

ʆʧʪʠʤʠʟʘʮʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠʙʠʟʥʝʩ-ʧʨʦʮʝʩʩʦʚ ʠ ʧʦʪʦʢʦʚ, ʢʦʪʦʨʳʝ ʩʝʡʯʘʩ ʙʦʣʝʝ 

ʫʷʟʚʠʤʳ, ʯʝʤ ʢʦʛʜʘ-ʣʠʙʦ, ʪʘʢʞʝ ʷʚʣʷʝʪʩʷ ʚʘʞʥʦʡ ʦʙʷʟʘʥʥʦʩʪʴʶ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. 

ʅʘʢʦʥʝʮ, ʧʦʜʛʦʪʦʚʢʘ ʠ ʩʪʨʘʪʝʛʠʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʥʘ ʙʫʜʫʱʝʝ ʦʟʥʘʯʘʝʪ 

ʧʦʥʠʤʘʥʠʝ ʪʦʛʦ, ʯʪʦ ʘʥʪʠʚʠʨʫʩʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ, ʧʨʦʩʪʳʝ ʨʝʟʝʨʚʥʳʝ 

ʢʦʧʠʠ ʬʘʡʣʦʚ ʠ ʧʘʨʦʣʠ ʙʦʣʴʰʝ ʥʝ ʧʦʤʦʛʫʪ ʚ ʵʪʦʤ ʚʦʟʥʠʢʘʶʱʝʤ, ʧʦʩʪʦʷʥʥʦ 

ʤʝʥʷʶʱʝʤʩʷ ʣʘʥʜʰʘʬʪʝ ʫʛʨʦʟ. 

ʇʦʯʝʤʫ ʪʘʢ ʩʣʦʞʥʦ ʦʩʪʘʥʦʚʠʪʴ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʴ? 

ɺʦʢʨʫʛ ʢʠʙʝʨʧʨʝʩʪʫʧʥʦʩʪʠ ʩʪʦʣʴʢʦ ʘʞʠʦʪʘʞʘ, ʯʪʦ ʤʦʞʥʦ ʟʘʜʘʪʴʩʷ ʚʦʧʨʦʩʦʤ, 

ʢʘʢ ʚʦ ʚʪʦʨʦʤ ʜʝʩʷʪʠʣʝʪʠʠ 21 ʚʝʢʘ, ʢʦʛʜʘ ʯʝʣʦʚʝʯʝʩʪʚʦ ʨʘʟʨʘʙʘʪʳʚʘʝʪ ʩʠʩʪʝʤʳ 

ʠʩʢʫʩʩʪʚʝʥʥʦʛʦ ʠʥʪʝʣʣʝʢʪʘ ʠ ʜʘʞʝ ʢʚʘʥʪʦʚʳʝ ʢʦʤʧʴʶʪʝʨʳ, ʠʥʜʫʩʪʨʠʷ ʥʝʩʧʦʩʦʙʥʘ 

ʙʦʨʦʪʴʩʷ ʩ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʘʤʠ ʠ ʠʭ ʤʝʪʦʜʘʤʠ. ʇʨʦʱʝ ʛʦʚʦʨʷ, ʵʪʦ ʩʚʷʟʘʥʦ ʩ ʪʝʤ, 

ʯʪʦ ʥʝ ʭʚʘʪʘʝʪ ʭʦʨʦʰʦ ʦʙʫʯʝʥʥʦʛʦ ʧʝʨʩʦʥʘʣʘ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʘ ʪʘʢʞʝ 
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ʧʦʪʦʤʫ, ʯʪʦ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʨʘʟʚʠʚʘʝʪʩʷ ʠ ʘʜʘʧʪʠʨʫʝʪʩʷ. ʇʝʨʩʦʥʘʣ, ʟʘʥʠʤʘʶʱʠʡʩʷ 

ʦʙʥʘʨʫʞʝʥʠʝʤ ʫʛʨʦʟ, ʥʝ ʤʦʞʝʪ ʜʦʩʪʘʪʦʯʥʦ ʙʳʩʪʨʦ ʨʝʘʛʠʨʦʚʘʪʴ ʥʘ ʦʛʨʦʤʥʦʝ 

ʢʦʣʠʯʝʩʪʚʦ ʧʨʝʜʫʧʨʝʞʜʝʥʠʡ ʩʠʩʪʝʤʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʩʦʯʝʪʘʥʠʠ ʩ ʥʝʭʚʘʪʢʦʡ 

ʥʘʚʳʢʦʚ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ɼʘʚʘʡʪʝ ʚʦʟʴʤʝʤ ʚ ʢʘʯʝʩʪʚʝ ʧʨʠʤʝʨʘ ʩʘʤʫʶ ʫʞʘʩʥʫʶ 

ʠ ʠʟʦʱʨʝʥʥʫʶ ʢʠʙʝʨʘʪʘʢʫ ʚ ʠʩʪʦʨʠʠ - ʥʝʜʘʚʥʶʶ ʘʪʘʢʫ SolarWinds ʧʨʦʰʣʦʡ 

ʚʝʩʥʦʡ. ɻʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ ʢʦʤʧʘʥʠʠ ʩʢʘʟʘʣ ʩʣʝʜʫʶʱʝʝ: çʀʟ-ʟʘ ʫʟʢʦʛʦ ʦʢʥʘ, ʚ 

ʢʦʪʦʨʦʤ ʚʨʝʜʦʥʦʩʥʘʷ ʧʨʦʛʨʘʤʤʘ ʙʳʣʘ ʚʥʝʜʨʝʥʘ ʚ ʢʦʜ, ʩʧʦʩʦʙʥʦʩʪʴ ʥʘʰʠʭ ʩʠʩʪʝʤ 

ʩʙʦʨʢʠ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʪʴ ʪʦ, ʯʪʦ ʥʝ ʩʫʱʝʩʪʚʦʚʘʣʦ. ʕʪʦ ʦʜʥʘ ʠʟ ʢʣʶʯʝʚʳʭ 

ʦʙʣʘʩʪʝʡ, ʥʘʜ ʢʦʪʦʨʦʡ ʤʳ ʨʘʙʦʪʘʝʤè, çʕʪʘ ʧʨʦʙʣʝʤʘ ʩʫʱʝʩʪʚʫʝʪ ʚ ʢʘʞʜʦʡ 

ʢʦʤʧʘʥʠʠ, ʧʦʵʪʦʤʫ ʪʦ, ʯʪʦ ʩʣʫʯʠʣʦʩʴ ʩ ʥʘʤʠ, ʤʦʞʝʪ ʩʣʫʯʠʪʴʩʷ ʩ ʣʶʙʳʤ 

ʨʘʟʨʘʙʦʪʯʠʢʦʤ ʧʨʦʛʨʘʤʤʥʦʛʦ ʦʙʝʩʧʝʯʝʥʠʷ ʚ ʤʠʨʝè. (Emerging Cybersecurity 

Threats in 2021 // St Louis News.Net - Mainstream Media Ltd 

(https://www.stlouisnews.net/news/269073769/emerging-cybersecurity-threats-in-2021). 

29.04.2021). 

***  

 

çʇʦʩʪʘʚʱʠʢ ʪʝʭʥʦʣʦʛʠʡ ʛʦʚʦʨʠʪ, ʯʪʦ ʘʪʘʢʘ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʚʳʟʚʘʣʘ 

ʦʪʢʣʶʯʝʥʠʝ ʥʘ ʥʝʩʢʦʣʴʢʦ ʜʥʝʡ, ʯʪʦ ʧʨʠʚʝʣʦ ʢ ʩʙʦʶ ʩʠʩʪʝʤ ʙʨʦʥʠʨʦʚʘʥʠʷ 

ʧʨʠʤʝʨʥʦ ʫ 20 ʙʶʜʞʝʪʥʳʭ ʘʚʠʘʢʦʤʧʘʥʠʡ ʧʦ ʚʩʝʤʫ ʤʠʨʫ. 
ʂʦʤʧʘʥʠʷ Radixx ʟʘʷʚʠʣʘ, ʯʪʦ ʚʦ ʚʪʦʨʥʠʢ ʟʘʤʝʪʠʣʘ çʥʝʦʙʳʯʥʫʶ ʘʢʪʠʚʥʦʩʪʴè 

ʚʦʢʨʫʛ ʩʚʦʝʡ ʧʨʦʛʨʘʤʤʳ ʙʨʦʥʠʨʦʚʘʥʠʷ. ɺ ʥʝʤ ʥʝ ʦʧʠʩʳʚʘʣʦʩʴ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ ʠ 

ʥʝ ʛʦʚʦʨʠʣʦʩʴ, ʢʘʢ ʦʥʦ ʧʦʧʘʣʦ ʚ ʧʨʦʛʨʘʤʤʫ. 

ʇʨʝʩʩ-ʩʝʢʨʝʪʘʨʴ ʤʘʪʝʨʠʥʩʢʦʡ ʢʦʤʧʘʥʠʠ Radixx, ʉʘʫʪʣʝʡʢ, ʰʪʘʪ ʊʝʭʘʩ, Sabre 

Corp., ʟʘʷʚʠʣʘ ʚ ʧʷʪʥʠʮʫ, ʯʪʦ ʢʦʤʧʘʥʠʷ ʥʘʯʠʥʘʝʪ ʚʦʩʩʪʘʥʘʚʣʠʚʘʪʴ ʦʙʩʣʫʞʠʚʘʥʠʝ 

ʢʣʠʝʥʪʦʚ ʘʚʠʘʢʦʤʧʘʥʠʡ. ʂʨʠʩʪʠʥ ʍʝʡʩ ʩʢʘʟʘʣʘ, ʯʪʦ ʢʦʤʧʘʥʠʷ ʩʦʦʙʱʠʣʘ ʦʙ 

ʠʥʮʠʜʝʥʪʝ ʚ ʌɹʈ. 

Radixx ʟʘʷʚʠʣʘ, ʯʪʦ ʝʝ ʩʠʩʪʝʤʘ ʨʘʙʦʪʘʝʪ ʦʪʜʝʣʴʥʦ ʦʪ ʩʠʩʪʝʤ, ʠʩʧʦʣʴʟʫʝʤʳʭ 

ʥʝʢʦʪʦʨʳʤʠ ʢʨʫʧʥʳʤʠ ʘʚʠʘʢʦʤʧʘʥʠʷʤʠ, ʢʦʪʦʨʳʝ ʷʚʣʷʶʪʩʷ ʢʣʠʝʥʪʘʤʠ Sabre. 

Radixx ʟʘʷʚʠʣʘ, ʯʪʦ ʠʥʬʦʨʤʘʮʠʷ ʦ ʢʣʠʝʥʪʘʭ ʥʝ ʙʳʣʘ ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʘ. 

ʉʨʦʢʠ ʚʨʷʜ ʣʠ ʤʦʛʫʪ ʙʳʪʴ ʭʫʞʝ ʜʣʷ ʥʘʯʠʥʘʶʱʝʡ ʘʚʠʘʢʦʤʧʘʥʠʠ Avelo 

Airlines, ʢʦʪʦʨʘʷ ʥʝ ʤʦʞʝʪ ʦʙʨʘʙʘʪʳʚʘʪʴ ʙʨʦʥʠʨʦʚʘʥʠʷ, ʧʦʩʢʦʣʴʢʫ ʦʥʘ ʛʦʪʦʚʠʪʩʷ ʢ 

ʩʚʦʝʤʫ ʧʝʨʚʦʤʫ ʧʦʣʝʪʫ ʥʘ ʩʣʝʜʫʶʱʝʡ ʥʝʜʝʣʝ ʚ ʂʘʣʠʬʦʨʥʠʠ. ʅʘ ʩʚʦʝʡ ʜʦʤʘʰʥʝʡ 

ʩʪʨʘʥʠʮʝ Avelo ʠʟʚʠʥʠʣʩʷ ʧʝʨʝʜ ʢʣʠʝʥʪʘʤʠ ʠ ʧʨʠʟʚʘʣ ʠʭ ʧʨʦʩʤʘʪʨʠʚʘʪʴ ʩʧʠʩʢʠ 

ʨʝʡʩʦʚ, ʜʘʞʝ ʝʩʣʠ ʦʥʠ ʥʝ ʤʦʛʫʪ ʟʘʙʨʦʥʠʨʦʚʘʪʴ ʧʦʝʟʜʢʫ. 

ʖʞʥʦʘʬʨʠʢʘʥʩʢʘʷ ʙʶʜʞʝʪʥʘʷ ʘʚʠʘʢʦʤʧʘʥʠʷ FlySafair ʟʘʷʚʠʣʘ, ʯʪʦ ʩʦʟʜʘʣʘ 

çʤʠʥʠ-ʧʣʘʪʬʦʨʤʫ ʙʨʦʥʠʨʦʚʘʥʠʷè, ʢʦʪʦʨʘʷ ʧʦʟʚʦʣʷʝʪ ʢʣʠʝʥʪʘʤ ʧʦʢʫʧʘʪʴ ʙʠʣʝʪʳ ʚ 

ʦʜʠʥ ʢʦʥʝʮ ʥʘ ʨʝʡʩʳ ʜʦ ʩʣʝʜʫʶʱʝʛʦ ʚʪʦʨʥʠʢʘ. 

çʄʳ ʥʝ ʫʚʝʨʝʥʳ, ʢʦʛʜʘ ʤʳ ʩʥʦʚʘ ʧʦʜʥʠʤʝʤʩʷè, - ʛʦʚʦʨʠʪʩʷ ʚ ʩʦʦʙʱʝʥʠʠ 

ʘʚʠʘʢʦʤʧʘʥʠʠ ʥʘ ʩʚʦʝʤ ʚʝʙ-ʩʘʡʪʝ. 

Vietravel Airlines, ʥʦʚʳʡ ʧʝʨʝʚʦʟʯʠʢ ʚʦ ɺʴʝʪʥʘʤʝ, ʟʘʷʚʠʣʘ, ʯʪʦ ʧʨʦʚʦʜʠʪ 

ʪʝʭʥʠʯʝʩʢʦʝ ʦʙʩʣʫʞʠʚʘʥʠʝ ʩʠʩʪʝʤʳ, ʥʦ ʚʩʝ ʝʱʝ ʧʨʦʜʘʝʪ ʙʠʣʝʪʳ ʥʘ ʩʪʦʡʢʘʭ 

ʘʵʨʦʧʦʨʪʘ. 

ʈʝʛʫʣʷʨʥʦ ʧʨʦʠʩʭʦʜʷʪ ʩʙʦʠ ʚ ʪʝʭʥʦʣʦʛʠʯʝʩʢʠʭ ʩʠʩʪʝʤʘʭ ʘʚʠʘʢʦʤʧʘʥʠʡ, ʯʪʦ 

ʟʘʪʨʫʜʥʷʝʪ ʚʳʧʦʣʥʝʥʠʝ ʨʝʡʩʦʚ ʠ ʜʝʣʘʝʪ ʥʝʚʦʟʤʦʞʥʳʤ ʙʨʦʥʠʨʦʚʘʥʠʝ ʜʣʷ ʢʣʠʝʥʪʦʚ. 
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ʊʦʣʴʢʦ ʚ ʉʐɸ ʘʫʜʠʪʦʨʳ ʂʦʥʛʨʝʩʩʘ ʥʘʩʯʠʪʘʣʠ ʧʨʠʤʝʨʥʦ ʦʜʥʦ ʦʪʢʣʶʯʝʥʠʝ ʚ ʤʝʩʷʮ 

ʩ 2015 ʧʦ 2017 ʛʦʜ. 

ʕʢʩʧʝʨʪʳ ʛʦʚʦʨʷʪ, ʯʪʦ ʵʪʦ ʦʪʯʘʩʪʠ ʧʦʪʦʤʫ, ʯʪʦ ʩʠʩʪʝʤʳ ʯʘʩʪʦ ʩʦʩʪʦʷʪ ʠʟ 

ʩʣʦʝʚ ʩʪʘʨʳʭ ʠ ʥʦʚʳʭ ʪʝʭʥʦʣʦʛʠʡ, ʢʦʪʦʨʳʝ ʥʝ ʚʩʝʛʜʘ ʠʜʝʘʣʴʥʦ ʨʘʙʦʪʘʶʪ ʚʤʝʩʪʝè. 

(Outages Blamed on Malware Still Plaguing Budget Airlines // Wired Business Media 

(https://www.securityweek.com/outages-blamed-malware-still-plaguing-budget-

airlines). 26.04.2021). 
***  

 

çʋʧʨʘʚʣʝʥʠʝ ʧʦʣʠʮʠʠ ɺʘʰʠʥʛʪʦʥʘ, ʦʢʨʫʛ ʂʦʣʫʤʙʠʷ, ʟʘʷʚʠʣʦ ʚ 

ʧʦʥʝʜʝʣʴʥʠʢ, ʯʪʦ ʝʛʦ ʢʦʤʧʴʶʪʝʨʥʘʷ ʩʝʪʴ ʙʳʣʘ ʚʟʣʦʤʘʥʘ, ʘ ʨʫʩʩʢʦʷʟʳʯʥʳʡ 

ʩʠʥʜʠʢʘʪ ʚʳʤʦʛʘʪʝʣʝʡ ʫʪʚʝʨʞʜʘʣ, ʯʪʦ ʫʢʨʘʣ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʘʥʥʳʝ, ʚ 

ʪʦʤ ʯʠʩʣʝ ʦʙ ʦʩʚʝʜʦʤʠʪʝʣʷʭ, ʢʦʪʦʨʳʝ ʦʥ ʧʨʠʛʨʦʟʠʣ ʧʝʨʝʜʘʪʴ ʤʝʩʪʥʳʤ 

ʧʨʝʩʪʫʧʥʳʤ ʛʨʫʧʧʠʨʦʚʢʘʤ, ʝʩʣʠ ʧʦʣʠʮʠʷ ʥʝ ʟʘʧʣʘʪʠʪ ʥʝʫʢʘʟʘʥʥʳʡ ʚʳʢʫʧ. 

ʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʨʘʟʤʝʩʪʠʣʠ ʥʘ ʩʚʦʝʤ ʪʝʤʥʦʤ ʚʝʙ-ʩʘʡʪʝ ʩʢʨʠʥʰʦʪʳ, 

ʧʦʜʪʚʝʨʞʜʘʶʱʠʝ ʠʭ ʫʪʚʝʨʞʜʝʥʠʝ ʦ ʢʨʘʞʝ ʙʦʣʝʝ 250 ʛʠʛʘʙʘʡʪ ʜʘʥʥʳʭ. 

ʉʪʦʣʠʯʥʦʝ ʫʧʨʘʚʣʝʥʠʝ ʧʦʣʠʮʠʠ ʦʢʨʫʛʘ ʂʦʣʫʤʙʠʷ ʟʘʷʚʠʣʦ ʚ ʩʚʦʝʤ ʟʘʷʚʣʝʥʠʠ, 

ʯʪʦ ʦʥʦ ʧʦʧʨʦʩʠʣʦ ʌɹʈ ʨʘʩʩʣʝʜʦʚʘʪʴ çʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʳʡ ʜʦʩʪʫʧè. ʅʝ ʙʳʣʦ 

ʥʠʢʘʢʠʭ ʫʢʘʟʘʥʠʡ ʥʘ ʪʦ, ʯʪʦ ʢʘʢʠʝ-ʣʠʙʦ ʦʧʝʨʘʮʠʠ ʧʦʣʠʮʠʠ ʙʳʣʠ ʟʘʪʨʦʥʫʪʳ, ʠ 

ʜʝʧʘʨʪʘʤʝʥʪ ʥʝ ʩʨʘʟʫ ʩʢʘʟʘʣ, ʙʳʣʘ ʣʠ ʧʦʨʘʞʝʥʘ ʧʨʦʛʨʘʤʤʘ-ʚʳʤʦʛʘʪʝʣʴ. 

ɻʨʫʧʧʘ ɹʘʙʫʢ, ʦʪʥʦʩʠʪʝʣʴʥʦ ʥʦʚʘʷ ʙʘʥʜʘ ʚʳʤʦʛʘʪʝʣʝʡ, ʟʘʷʚʠʣʘ ʥʘ ʩʚʦʝʤ ʚʝʙ-

ʩʘʡʪʝ, ʯʪʦ çʟʘʛʨʫʟʠʣʘ ʜʦʩʪʘʪʦʯʥʳʡ ʦʙʲʝʤ ʠʥʬʦʨʤʘʮʠʠ ʠʟ ʚʘʰʠʭ ʚʥʫʪʨʝʥʥʠʭ ʩʝʪʝʡè 

ʠ ʜʘʣʘ ʧʦʣʠʮʠʠ ʪʨʠ ʜʥʷ ʥʘ ʪʦ, ʯʪʦʙʳ ʩʚʷʟʘʪʴʩʷ ʩ ʥʝʡ, ʠʣʠ çʤʳ ʥʘʯʥʝʤ ʩʚʷʟʳʚʘʪʴʩʷ ʩ 

ʙʘʥʜʘʤʠ, ʯʪʦʙʳ ʩʣʠʪʴ ʚʦʜʫ. ʠʥʬʦʨʤʘʪʦʨʳè. 

ʉʢʨʠʥʰʦʪʳ, ʢʦʪʦʨʳʝ ʦʥ ʦʧʫʙʣʠʢʦʚʘʣ, ʧʨʝʜʧʦʣʘʛʘʶʪ, ʯʪʦ ʫ ʥʝʛʦ ʝʩʪʴ ʜʘʥʥʳʝ 

ʢʘʢ ʤʠʥʠʤʫʤ ʩ ʯʝʪʳʨʝʭ ʢʦʤʧʴʶʪʝʨʦʚ, ʚʢʣʶʯʘʷ ʦʪʯʝʪʳ ʨʘʟʚʝʜʢʠ, ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʢʦʥʬʣʠʢʪʘʭ ʤʝʞʜʫ ʙʘʥʜʘʤʠ, ʧʝʨʝʧʠʩʴ ʚ ʪʶʨʴʤʘʭ ʠ ʜʨʫʛʠʝ ʘʜʤʠʥʠʩʪʨʘʪʠʚʥʳʝ 

ʬʘʡʣʳ. ʅʘ ʦʜʥʦʤ ʠʟ ʠʟʦʙʨʘʞʝʥʠʡ, ʦʯʝʚʠʜʥʦ, ʩʝʪʝʚʳʭ ʤʝʩʪʦʧʦʣʦʞʝʥʠʡ, ʢ ʢʦʪʦʨʳʤ 

ʠʤʝʣʠ ʜʦʩʪʫʧ ʧʨʝʩʪʫʧʥʠʢʠ, ʙʳʣ ʧʦʢʘʟʘʥ ʪʝʢʩʪʦʚʳʡ ʜʦʢʫʤʝʥʪ ʥʘ ʦʜʥʦʤ ʢʦʤʧʴʶʪʝʨʝ 

ʧʦʜ ʥʘʟʚʘʥʠʝʤ çʂʘʢ ʚʦʩʩʪʘʥʦʚʠʪʴ ʚʘʰʠ ʬʘʡʣʳè. 

ʊʘʢʠʝ ʜʦʢʫʤʝʥʪʳ ʦʙʳʯʥʦ ʚʢʣʶʯʘʶʪ ʠʥʩʪʨʫʢʮʠʠ ʦ ʪʦʤ, ʢʘʢ ʩʚʷʟʘʪʴʩʷ ʩ 

ʧʨʝʩʪʫʧʥʠʢʘʤʠ-ʚʳʤʦʛʘʪʝʣʷʤʠ, ʩʪʘʥʜʘʨʪʥʘʷ ʨʘʙʦʯʘʷ ʧʨʦʮʝʜʫʨʘ ʢʦʪʦʨʳʭ 

ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʵʢʩʬʠʣʴʪʨʘʮʠʠ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʳʭ ʜʘʥʥʳʭ ʠʟ ʩʝʪʝʡ, ʚ ʢʦʪʦʨʳʝ ʦʥʠ 

ʧʨʦʥʠʢʘʶʪ, ʢʦʛʜʘ ʦʥʠ ʩʝʶʪ ʚʨʝʜʦʥʦʩʥʦʝ ʇʆ, ʢʦʪʦʨʦʝ ʧʦʩʣʝ ʘʢʪʠʚʘʮʠʠ ʰʠʬʨʫʝʪ 

ʜʘʥʥʳʝ. ʊʦʣʴʢʦ ʧʦʩʣʝ ʧʦʣʫʯʝʥʠʷ ʦʧʣʘʪʳ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʨʝʜʦʩʪʘʚʣʷʶʪ 

ʧʨʦʛʨʘʤʤʥʳʝ ʢʣʶʯʠ, ʢʦʪʦʨʳʝ ʨʘʩʰʠʬʨʦʚʳʚʘʶʪ ʜʘʥʥʳʝ. 

ʇʦ ʩʣʦʚʘʤ ʘʥʘʣʠʪʠʢʘ ʧʦ ʧʨʦʛʨʘʤʤʘʤ-ʚʳʤʦʛʘʪʝʣʷʤ ɹʨʝʪʪʘ ʂʵʣʣʦʫ ʠʟ 

ʢʦʤʧʘʥʠʠ Emsisoft, ʘʥʘʣʠʪʠʢʘ ʧʦ ʧʨʦʛʨʘʤʤʘʤ-ʚʳʤʦʛʘʪʝʣʷʤ ʥʘ ʜʘʥʥʳʡ ʤʦʤʝʥʪ ʚ 

ʵʪʦʤ ʛʦʜʫ 26 ʛʦʩʫʜʘʨʩʪʚʝʥʥʳʭ ʫʯʨʝʞʜʝʥʠʡ ʚ ʉʐɸ ʙʳʣʠ ʧʦʨʘʞʝʥʳ ʧʨʦʛʨʘʤʤʘʤʠ-

ʚʳʤʦʛʘʪʝʣʷʤʠ, ʧʨʠ ʵʪʦʤ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʧʫʙʣʠʢʫʶʪ ʦʥʣʘʡʥ-ʜʘʥʥʳʝ, ʫʢʨʘʜʝʥʥʳʝ 

ʫ 16 ʠʟ ʥʠʭ. ɾʝʨʪʚʳ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʥʝ ʚʩʝʛʜʘ ʧʣʘʪʷʪ, ʯʘʩʪʦ ʧʨʝʜʧʦʯʠʪʘʷ 

ʩʣʦʞʥʫʶ ʟʘʜʘʯʫ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʩʝʪʝʡ ʠʟ ʨʝʟʝʨʚʥʳʭ ʢʦʧʠʡ. 

ɺ ʧʦʣʠʮʝʡʩʢʦʤ ʫʧʨʘʚʣʝʥʠʠ ʦʢʨʫʛʘ ʂʦʣʫʤʙʠʷ ʟʘʷʚʠʣʠ, ʯʪʦ ʩʝʨʴʝʟʥʦ ʦʪʥʦʩʷʪʩʷ 

ʢ ʫʛʨʦʟʝ. 



 181 

çʅʘʤ ʠʟʚʝʩʪʥʦ ʦ ʥʝʩʘʥʢʮʠʦʥʠʨʦʚʘʥʥʦʤ ʜʦʩʪʫʧʝ ʢ ʥʘʰʝʤʫ ʩʝʨʚʝʨʫ. ɺ ʪʦ 

ʚʨʝʤʷ ʢʘʢ ʤʳ ʦʧʨʝʜʝʣʷʝʤ ʧʦʣʥʦʝ ʚʦʟʜʝʡʩʪʚʠʝ ʠ ʧʨʦʜʦʣʞʘʝʤ ʘʥʘʣʠʟʠʨʦʚʘʪʴ 

ʜʝʷʪʝʣʴʥʦʩʪʴ, ʤʳ ʧʨʠʚʣʝʢʣʠ ʌɹʈ ʜʣʷ ʧʦʣʥʦʛʦ ʨʘʩʩʣʝʜʦʚʘʥʠʷ ʵʪʦʛʦ ʜʝʣʘè, - 

ʛʦʚʦʨʠʪʩʷ ʚ ʟʘʷʚʣʝʥʠʠ ʜʝʧʘʨʪʘʤʝʥʪʘ. ʇʨʝʜʩʪʘʚʠʪʝʣʴ ʌɹʈ ʥʝ ʜʘʣ ʥʠʢʘʢʠʭ 

ʢʦʤʤʝʥʪʘʨʠʝʚ. 

ʋʩʠʣʠʚʘʶʱʘʷʩʷ ʛʣʦʙʘʣʴʥʘʷ ʵʧʠʜʝʤʠʷ ʘʪʘʢ ʧʨʦʛʨʘʤʤ- ʚʳʤʦʛʘʪʝʣʝʡ ʤʥʦʛʠʤʠ 

ʨʘʩʩʤʘʪʨʠʚʘʝʪʩʷ ʢʘʢ ʫʛʨʦʟʘ ʥʘʮʠʦʥʘʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʥʘʥʦʩʠʪ ʫʱʝʨʙ ʚ ʜʝʩʷʪʢʠ 

ʤʠʣʣʠʘʨʜʦʚ ʜʦʣʣʘʨʦʚ. ʇʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʝ ʦʨʛʘʥʳ ʉʐɸ ʦʪʥʦʩʠʪʝʣʴʥʦ ʙʝʩʩʠʣʴʥʳ 

ʧʨʦʪʠʚʦʜʝʡʩʪʚʦʚʘʪʴ ʵʪʦʤʫ, ʧʦʩʢʦʣʴʢʫ ʙʦʣʴʰʠʥʩʪʚʦ ʧʨʝʩʪʫʧʥʠʢʦʚ ʧʦʣʴʟʫʶʪʩʷ 

ʫʙʝʞʠʱʝʤ ʚ ʈʦʩʩʠʠ ʠ ʜʨʫʛʠʭ ʩʪʨʘʥʘʭ ʩʦ ʩʣʘʙʳʤ ʚʝʨʭʦʚʝʥʩʪʚʦʤ ʟʘʢʦʥʘè. (DC Police 

Department Hit by Apparent Extortion Attack // Wired Business Media 

(https://www.securityweek.com/dc-police-department-hit-apparent-extortion-attack). 

27.04.2021). 
***  

 

çʆʞʠʜʘʥʠʝ, ʩʚʷʟʘʥʥʦʝ ʩ ʧʨʝʜʩʪʦʷʱʝʡ ʚ ʚʦʩʢʨʝʩʝʥʴʝ ʪʨʘʥʩʣʷʮʠʝʡ 93-ʡ 

ʮʝʨʝʤʦʥʠʠ ʚʨʫʯʝʥʠʷ ʧʨʝʤʠʠ ʆʩʢʘʨ, ʠʩʧʦʣʴʟʫʝʪʩʷ ʤʦʰʝʥʥʠʢʘʤʠ, ʯʪʦʙʳ 

ʦʙʤʘʥʦʤ ʟʘʩʪʘʚʠʪʴ ʣʶʜʝʡ ʦʪʢʘʟʘʪʴʩʷ ʦʪ ʩʚʦʠʭ ʧʦʣʥʦʤʦʯʠʡ - ʦʥʠ ʜʫʤʘʶʪ, ʯʪʦ 

ʩʦʙʠʨʘʶʪʩʷ ʪʨʘʥʩʣʠʨʦʚʘʪʴ ʬʠʣʴʤʳ, ʥʦʤʠʥʠʨʦʚʘʥʥʳʝ ʥʘ ʆʩʢʘʨ, ʥʦ ʥʘ ʩʘʤʦʤ 

ʜʝʣʝ ʚʩʝ ʦʙʩʪʦʠʪ ʠʥʘʯʝ. 

ɼʦ ʦʙʲʷʚʣʝʥʠʷ ʧʦʙʝʜʠʪʝʣʝʡ ʚʦ ʚʨʝʤʷ ʮʝʨʝʤʦʥʠʠ ʤʥʦʛʠʝ ʣʶʙʠʪʝʣʠ ʢʠʥʦ 

ʭʦʪʷʪ ʧʦʩʤʦʪʨʝʪʴ ʢʘʢ ʤʦʞʥʦ ʙʦʣʴʰʝ ʥʦʤʠʥʠʨʦʚʘʥʥʳʭ ʬʠʣʴʤʦʚ. ʄʦʰʝʥʥʠʢʠ ʵʪʦ 

ʟʥʘʶʪ ʠ ʛʦʪʦʚʳ ʥʘʥʝʩʪʠ ʫʜʘʨ. 

çɺ ʥʘʜʝʞʜʝ ʧʦʩʤʦʪʨʝʪʴ ʬʠʣʴʤ, ʥʦʤʠʥʠʨʦʚʘʥʥʳʡ ʥʘ çʆʩʢʘʨè, ʧʦʣʴʟʦʚʘʪʝʣʠ 

ʧʦʩʝʪʠʣʠ ʩʘʡʪ, ʛʜʝ ʠʤ ʧʦʢʘʟʘʣʠ ʧʝʨʚʳʝ ʥʝʩʢʦʣʴʢʦ ʤʠʥʫʪ ʬʠʣʴʤʘ, ʧʨʝʞʜʝ ʯʝʤ ʠʭ 

ʧʦʧʨʦʩʠʣʠ ʟʘʨʝʛʠʩʪʨʠʨʦʚʘʪʴʩʷ ʜʣʷ ʧʨʦʜʦʣʞʝʥʠʷ ʧʨʦʩʤʦʪʨʘè, - ʧʦʜʨʦʙʥʦ ʛʦʚʦʨʠʪʩʷ 

ʚ ʦʪʯʝʪʝ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè, ʦʧʫʙʣʠʢʦʚʘʥʥʦʤ ʚ ʧʷʪʥʠʮʫ. çʇʨʠ 

ʨʝʛʠʩʪʨʘʮʠʠ ʜʣʷ ʧʦʜʪʚʝʨʞʜʝʥʠʷ ʨʝʛʠʦʥʘ ʧʨʦʞʠʚʘʥʠʷ ʧʦʪʝʨʧʝʚʰʝʛʦ ʧʦʧʨʦʩʠʣʠ 

ʚʚʝʩʪʠ ʜʘʥʥʳʝ ʩʚʦʝʡ ʙʘʥʢʦʚʩʢʦʡ ʢʘʨʪʳ. ʏʝʨʝʟ ʥʝʢʦʪʦʨʦʝ ʚʨʝʤʷ ʩ ʢʘʨʪʳ ʙʳʣʠ 

ʩʧʠʩʘʥʳ ʜʝʥʴʛʠ, ʠ, ʢʘʢ ʠ ʦʞʠʜʘʣʦʩʴ, ʬʠʣʴʤ ʥʝ ʧʨʦʜʦʣʞʘʣʩʷè. 

ʅʘʟʚʘʥʠʷ ʠʟ ʬʠʣʴʤʘ "ʃʫʯʰʠʡ ʬʠʣʴʤ" ʆʩʢʘʨʘ ʂʘʪʝʛʦʨʠʠ, ʦ ʢʦʪʦʨʳʭ ʙʦʣʴʰʝ 

ʚʩʝʛʦ ʨʫʛʘʶʪ 

ʌʠʣʴʤʳ ʪʘʢʞʝ ʠʩʧʦʣʴʟʫʶʪʩʷ ʜʣʷ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ. ɿʘ 

ʧʦʩʣʝʜʥʠʡ ʛʦʜ ʛʨʫʧʧʘ ʠʩʩʣʝʜʦʚʘʪʝʣʝʡ çʃʘʙʦʨʘʪʦʨʠʠ ʂʘʩʧʝʨʩʢʦʛʦè ʚʳʷʚʠʣʘ ʦʢʦʣʦ 

80 ʚʨʝʜʦʥʦʩʥʳʭ ʬʘʡʣʦʚ, ʩʚʷʟʘʥʥʳʭ ʩ ʬʠʣʴʤʘʤʠ, ʥʦʤʠʥʠʨʦʚʘʥʥʳʤʠ ʥʘ ʧʨʝʤʠʶ 

çʆʩʢʘʨè çʃʫʯʰʠʡ ʬʠʣʴʤè. ʀʟ ʥʠʭ 70 ʧʨʦʮʝʥʪʦʚ ʨʘʩʧʨʦʩʪʨʘʥʠʣʠʩʴ ʧʦ ʩʩʳʣʢʘʤ, 

ʯʪʦʙʳ ʷʢʦʙʳ ʧʦʩʤʦʪʨʝʪʴ ʦʜʠʥ ʠʟ ʪʨʝʭ ʬʠʣʴʤʦʚ: çʀʫʜʘ ʠ ʏʝʨʥʳʡ ʄʝʩʩʠʷè (ʬʠʣʴʤ, 

ʦ ʢʦʪʦʨʦʤ ʙʦʣʴʰʝ ʚʩʝʛʦ ʨʫʛʘʶʪ, ʥʘ ʝʛʦ ʜʦʣʶ ʧʨʠʭʦʜʠʪʩʷ 27 ʧʨʦʮʝʥʪʦʚ 

ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ); ʄʥʦʛʦʦʙʝʱʘʶʱʘʷ ʤʦʣʦʜʘʷ ʞʝʥʱʠʥʘ - 22 ʧʨʦʮʝʥʪʘ; ʠ 

çʉʫʜ ʥʘʜ ʏʠʢʘʛʦ-7è, ʢʦʪʦʨʳʡ ʙʳʣ ʩʚʷʟʘʥ ʩ 21 ʧʨʦʮʝʥʪʦʤ ʬʘʡʣʦʚ, ʧʦʜʚʝʨʛʰʠʭʩʷ 

ʟʣʦʫʧʦʪʨʝʙʣʝʥʠʷʤ. 

ʂʘʩʧʝʨʩʢʠʡ ʦʙʥʘʨʫʞʠʣ, ʯʪʦ ʜʨʫʛʠʝ ʥʦʤʠʥʠʨʦʚʘʥʥʳʝ ʥʘ ʧʨʝʤʠʶ ʆʩʢʘʨ 

ʬʠʣʴʤʳ, ʠʩʧʦʣʴʟʫʝʤʳʝ ʜʣʷ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ, ʚʢʣʶʯʘʶʪ 

Nomadland (14 ʧʨʦʮʝʥʪʦʚ), Mank (6 ʧʨʦʮʝʥʪʦʚ), Minari (5 ʧʨʦʮʝʥʪʦʚ), The Father (3 

ʧʨʦʮʝʥʪʘ) ʠ Sound of Metal (3 ʧʨʦʮʝʥʪʘ). 
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ɸʥʘʣʠʪʠʢʠ ʜʦʙʘʚʠʣʠ, ʯʪʦ ʵʪʦʪ ʪʠʧ ʘʪʘʢ ʷʚʣʷʝʪʩʷ ʦʙʳʯʥʳʤ ʷʚʣʝʥʠʝʤ, ʥʦ 

ʧʨʦʙʣʝʤʳ ʩ ʙʝʟʦʧʘʩʥʦʩʪʴʶ ʥʝʤʥʦʛʦ ʦʩʣʘʙʝʚʘʶʪ ʙʣʘʛʦʜʘʨʷ ʨʦʩʪʫ ʧʦʪʦʢʦʚʳʭ 

ʩʝʨʚʠʩʦʚ ʠ ʧʦʚʳʰʝʥʠʶ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚʠʜʝʦʢʦʥʪʝʥʪʘ. 

çʂʠʙʝʨʧʨʝʩʪʫʧʥʠʢʠ ʚʩʝʛʜʘ ʧʳʪʘʣʠʩʴ ʤʦʥʝʪʠʟʠʨʦʚʘʪʴ ʠʥʪʝʨʝʩ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʢ ʨʘʟʣʠʯʥʳʤ ʠʩʪʦʯʥʠʢʘʤ ʨʘʟʚʣʝʯʝʥʠʡ, ʚʢʣʶʯʘʷ ʬʠʣʴʤʳ, - ʩʢʘʟʘʣ ɸʥʪʦʥ ʀʚʘʥʦʚ, 

ʵʢʩʧʝʨʪ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Kaspersky. çʄʳ ʚʠʜʠʤ, ʯʪʦ ʢʨʫʧʥʳʝ ʩʦʙʳʪʠʷ ʚ 

ʢʠʥʦʠʥʜʫʩʪʨʠʠ ʤʦʛʫʪ ʧʦʚʳʩʠʪʴ ʠʥʪʝʨʝʩ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ, ʥʦ ʩʝʛʦʜʥʷ ʵʪʦʪ ʚʠʜ 

ʚʨʝʜʦʥʦʩʥʦʡ ʜʝʷʪʝʣʴʥʦʩʪʠ ʥʝ ʪʘʢ ʧʦʧʫʣʷʨʝʥ, ʢʘʢ ʨʘʥʴʰʝ. ɺ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʚʩʝ 

ʙʦʣʴʰʝ ʠ ʙʦʣʴʰʝ ʣʶʜʝʡ ʧʝʨʝʭʦʜʷʪ ʥʘ ʧʦʪʦʢʦʚʳʝ ʩʝʨʚʠʩʳ, ʢʦʪʦʨʳʝ ʙʦʣʝʝ 

ʙʝʟʦʧʘʩʥʳ, ʧʦʩʢʦʣʴʢʫ ʥʝ ʪʨʝʙʫʶʪ ʟʘʛʨʫʟʢʠ ʬʘʡʣʦʚ. ʊʝʤ ʥʝ ʤʝʥʝʝ, ʬʠʣʴʤʳ ʩʣʫʞʘʪ 

ʧʦʧʫʣʷʨʥʦʡ ʧʨʠʤʘʥʢʦʡ ʜʣʷ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ ʬʠʰʠʥʛʦʚʳʭ ʩʪʨʘʥʠʮ ʠ ʩʧʘʤʘ ʧʦ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝè. 

ɻʣʦʙʘʣʴʥʳʝ ʟʘʛʦʣʦʚʢʠ ʧʨʠʥʦʩʷʪ ʭʦʨʦʰʠʝ ʜʝʥʴʛʠ ʤʦʰʝʥʥʠʢʘʤ 

ʇʨʘʢʪʠʯʝʩʢʠ ʣʶʙʦʝ ʚʩʝʤʠʨʥʦʝ ʩʦʙʳʪʠʝ, ʚʳʟʳʚʘʶʱʝʝ ʟʘʛʦʣʦʚʢʠ, - ʵʪʦ 

ʚʦʟʤʦʞʥʦʩʪʴ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʥʘʞʠʪʴʩʷ. ɺʩʝ, ʦʪ ʧʨʘʟʜʥʠʢʦʚ, ʪʘʢʠʭ ʢʘʢ ɼʝʥʴ 

ʩʚʷʪʦʛʦ ɺʘʣʝʥʪʠʥʘ, ʜʦ ʛʣʦʙʘʣʴʥʳʭ ʩʧʦʨʪʠʚʥʳʭ ʩʦʙʳʪʠʡ, ʪʘʢʠʭ ʢʘʢ ʯʝʤʧʠʦʥʘʪ ʤʠʨʘ 

ʧʦ ʬʫʪʙʦʣʫ FIFA, ʷʚʣʷʝʪʩʷ ʧʦʪʝʥʮʠʘʣʴʥʦʡ ʧʨʠʤʘʥʢʦʡ ʜʣʷ ʞʝʨʪʚ, ʞʝʣʘʶʱʠʭ 

ʧʦʛʨʫʟʠʪʴʩʷ ʚ ʙʝʟʫʤʠʝ. 

ʃʫʯʰʘʷ ʟʘʱʠʪʘ ʦʪ ʪʘʢʠʭ ʚʠʜʦʚ ʤʦʰʝʥʥʠʯʝʩʪʚʘ - ʪɻʦ ʥʘʫʯʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʚʦʦʙʱʝ ʥʝ ʧʝʨʝʭʦʜʠʪʴ ʧʦ ʵʪʠʤ ʚʨʝʜʦʥʦʩʥʳʤ ʩʩʳʣʢʘʤ. 

çʆʙʫʯʝʥʠʝ ʩʦʪʨʫʜʥʠʢʦʚ ʪʦʤʫ, ʢʘʢ ʨʘʩʧʦʟʥʘʚʘʪʴ ʧʦʜʦʙʥʳʝ ʬʠʰʠʥʛʦʚʳʝ 

ʵʣʝʢʪʨʦʥʥʳʝ ʧʠʩʴʤʘ, ʪʘʢ ʞʝ ʚʘʞʥʦ, ʢʘʢ ʠ ʫʩʪʘʥʦʚʢʘ ʩʠʩʪʝʤ ʟʘʱʠʪʳè, - ʩʢʘʟʘʣʘ 

Threatpost ʍʠʟʝʨ ʇʘʫʥʝʪ, ʩʪʘʨʰʠʡ ʚʠʮʝ-ʧʨʝʟʠʜʝʥʪ Untangle. çʇʦ ʤʝʨʝ ʪʦʛʦ, ʢʘʢ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʘʭʦʜʷʪ ʥʦʚʳʝ ʪʚʦʨʯʝʩʢʠʝ ʩʧʦʩʦʙʳ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʚ ʩʝʪʠ, 

ʧʦʩʪʦʷʥʥʦʝ ʦʙʫʯʝʥʠʝ ʩʦʪʨʫʜʥʠʢʦʚ ʠ ʠʭ ʦʙʥʦʚʣʝʥʠʝ ʥʝʦʙʭʦʜʠʤʦ ʜʣʷ ʫʩʠʣʝʥʠʷ 

ʩʝʪʝʚʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠè. (Becky Bracken. Oscar-Bait, Literally: Hackers Abuse 

Nominated Films for Phishing, Malware // Threatpost (https://threatpost.com/oscar-

bait-hackers-nominated-phishing-malware/165583/). 23.04.2021). 

***  

 

çʃʶʙʦʡ, ʢʪʦ ʧʦʣʴʟʫʝʪʩʷ ʩʤʘʨʪʬʦʥʦʤ, ʩʢʦʨʝʝ ʚʩʝʛʦ, ʩʪʘʣ ʮʝʣʴʶ ʢʘʢ 
ʤʠʥʠʤʫʤ ʦʜʥʦʡ ʘʪʘʢʠ ʩ ʫʥʠʯʪʦʞʝʥʠʝʤ. Smishing ʦʯʝʥʴ ʧʦʭʦʞ ʥʘ ʬʠʰʠʥʛʦʚʫʶ 

ʨʘʩʩʳʣʢʫ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʥʦ ʚʤʝʩʪʦ ʵʪʦʛʦ ʦʪʧʨʘʚʣʷʝʪ ʚʚʦʜʷʱʠʝ ʚ ʟʘʙʣʫʞʜʝʥʠʝ 

ʠʣʠ ʚʨʝʜʦʥʦʩʥʳʝ ʩʩʳʣʢʠ ʯʝʨʝʟ ʪʝʢʩʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ. 

ʇʦʜʦʙʥʦ ʬʠʰʠʥʛʫ, smishing ʧʳʪʘʝʪʩʷ ʦʙʤʘʥʦʤ ʟʘʩʪʘʚʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʦʪʢʘʟʘʪʴʩʷ ʦʪ ʮʝʥʥʦʡ ʠʥʬʦʨʤʘʮʠʠ, ʪʘʢʦʡ ʢʘʢ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʜʣʷ ʚʭʦʜʘ ʚ ʙʘʥʢ, 

ʫʙʝʞʜʘʷ ʧʦʣʫʯʘʪʝʣʷ ʚ ʪʦʤ, ʯʪʦ ʩʦʦʙʱʝʥʠʝ ʧʨʠʰʣʦ ʠʟ ʥʘʜʝʞʥʦʛʦ ʠʩʪʦʯʥʠʢʘ. ʍʦʪʷ 

ʵʪʠ ʪʠʧʳ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʠʩʧʦʣʴʟʫʶʪ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʥʘ 

ʧʨʦʪʷʞʝʥʠʠ ʜʝʩʷʪʠʣʝʪʠʡ, ʧʨʦʬʝʩʩʠʦʥʘʣʦʚ ʚ ʦʙʣʘʩʪʠ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʩʣʝʜʫʝʪ 

ʦʩʦʙʝʥʥʦ ʙʝʩʧʦʢʦʠʪʴ ʠʟ-ʟʘ ʨʝʟʢʦʛʦ ʫʚʝʣʠʯʝʥʠʷ ʢʦʣʠʯʝʩʪʚʘ ʘʪʘʢ smishing ʟʘ 

ʧʦʩʣʝʜʥʠʝ ʧʘʨʫ ʣʝʪ. 

ɽʱʝ ʜʦ ʪʦʛʦ, ʢʘʢ ʵʨʘ COVID-19 ʚʳʥʫʜʠʣʘ ʦʨʛʘʥʠʟʘʮʠʠ ʧʝʨʝʢʣʶʯʠʪʴʩʷ ʥʘ 

ʫʜʘʣʝʥʥʫʶ ʨʘʙʦʪʫ ʧʦʯʪʠ ʚ ʦʜʥʦʯʘʩʴʝ, ʧʨʠʤʝʨʥʦ 81 ʧʨʦʮʝʥʪ ʦʨʛʘʥʠʟʘʮʠʡ ʟʘʷʚʠʣʠ, 

ʯʪʦ ʠʭ ʩʦʪʨʫʜʥʠʢʠ ʠʩʧʳʪʘʣʠ ʩʦʢʨʫʰʠʪʝʣʴʥʫʶ ʘʪʘʢʫ ʥʘ ʩʚʦʠ ʤʦʙʠʣʴʥʳʝ 

ʫʩʪʨʦʡʩʪʚʘ. ɺ 2020 ʛʦʜʫ, ʧʦʩʣʝ ʪʦʛʦ ʢʘʢ ʧʦ ʚʩʝʤʫ ʤʠʨʫ ʙʳʣʠ ʚʚʝʜʝʥʳ ʙʣʦʢʠʨʦʚʢʠ, 
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ʩʦʢʨʫʰʠʪʝʣʴʥʳʝ ʘʪʘʢʠ ʫʯʘʩʪʠʣʠʩʴ ʚ ʛʝʦʤʝʪʨʠʯʝʩʢʦʡ ʧʨʦʛʨʝʩʩʠʠ. ʆʜʥʦ 

ʠʩʩʣʝʜʦʚʘʥʠʝ ʧʦʢʘʟʘʣʦ, ʯʪʦ ʩ ʤʘʨʪʘ ʧʦ ʠʶʣʴ 2020 ʛʦʜʘ ʢʦʣʠʯʝʩʪʚʦ ʵʪʠʭ ʘʪʘʢ 

ʫʚʝʣʠʯʠʣʦʩʴ ʥʘ ʪʨʝʚʦʞʥʳʝ 29 ʧʨʦʮʝʥʪʦʚ. 

ʇʦʯʝʤʫ ʩʝʡʯʘʩ ʣʶʜʠ ʙʦʣʝʝ ʫʷʟʚʠʤʳ ʧʝʨʝʜ ʫʣʳʙʢʦʡ? 

ʍʦʪʷ ʬʠʰʠʥʛʦʚʳʝ ʘʪʘʢʠ ʩʫʱʝʩʪʚʫʶʪ ʚʝʯʥʦ, ʝʩʪʴ ʧʦ ʢʨʘʡʥʝʡ ʤʝʨʝ ʥʝʩʢʦʣʴʢʦ 

ʧʨʠʯʠʥ, ʧʦ ʢʦʪʦʨʳʤ smishing ʷʚʣʷʝʪʩʷ ʙʦʣʝʝ ʦʧʘʩʥʳʤ ʜʣʷ ʀʊ-ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʩʝʛʦʜʥʷ: 

ɻʦʨʘʟʜʦ ʧʨʦʱʝ ʟʘʙʣʦʢʠʨʦʚʘʪʴ ʬʠʰʠʥʛ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʥʘ ʢʦʨʧʦʨʘʪʠʚʥʳʭ 

ʇʂ, ʥʦ ʩʝʛʦʜʥʷʰʥʠʝ ʫʜʘʣʝʥʥʳʝ ʩʦʪʨʫʜʥʠʢʠ ʪʝʧʝʨʴ ʠʩʧʦʣʴʟʫʶʪ ʩʚʦʠ ʣʠʯʥʳʝ 

ʫʩʪʨʦʡʩʪʚʘ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʢʦʨʧʦʨʘʪʠʚʥʳʤ ʧʨʠʣʦʞʝʥʠʷʤ ʠ ʜʘʥʥʳʤ. ʀ, ʯʝʩʪʥʦ 

ʛʦʚʦʨʷ, ʧʨʦʩʪʦ ʥʝʪ ʧʨʦʩʪʦʛʦ ʩʧʦʩʦʙʘ ʧʨʦʚʝʨʠʪʴ ʧʦʜʣʠʥʥʦʩʪʴ URL-ʘʜʨʝʩʦʚ ʥʘ 

ʩʤʘʨʪʬʦʥʘʭ, ʧʦʵʪʦʤʫ ʧʦʣʴʟʦʚʘʪʝʣʠ ʯʘʩʪʦ ʧʨʦʩʪʦ ʱʝʣʢʘʶʪ ʠ ʥʘʜʝʶʪʩʷ ʥʘ ʣʫʯʰʝʝ. 

ʇʦ ʩʦʩʪʦʷʥʠʶ ʥʘ 2020 ʛʦʜ 2,8 ʤʠʣʣʠʘʨʜʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʧʦ ʚʩʝʤʫ ʤʠʨʫ ʥʦʩʷʪ 

ʩʤʘʨʪʬʦʥʳ. ʋʩʪʨʦʡʩʪʚʘ ʙʫʢʚʘʣʴʥʦ ʧʦʚʩʶʜʫ, ʦʙʝʩʧʝʯʠʚʘʷ ʭʘʢʝʨʘʤ ʦʙʰʠʨʥʳʡ, 

ʧʨʠʛʦʜʥʳʡ ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ ʣʘʥʜʰʘʬʪ ʫʛʨʦʟ. 

ʄʦʙʠʣʴʥʳʝ ʧʦʣʴʟʦʚʘʪʝʣʠ ʦʙʳʯʥʦ ʦʪʢʨʳʚʘʶʪ ʪʝʢʩʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ ʠ 

ʦʪʚʝʯʘʶʪ ʥʘ ʥʠʭ ʛʦʨʘʟʜʦ ʯʘʱʝ, ʯʝʤ ʥʘ ʵʣʝʢʪʨʦʥʥʫʶ ʧʦʯʪʫ. ʋʯʪʠʪʝ, ʯʪʦ 90 

ʧʨʦʮʝʥʪʦʚ ʪʝʢʩʪʦʚʳʭ ʩʦʦʙʱʝʥʠʡ ʦʪʢʨʳʚʘʶʪʩʷ ʠ ʯʠʪʘʶʪʩʷ ʧʨʘʢʪʠʯʝʩʢʠ ʩʨʘʟʫ; 

ʄʝʞʜʫ ʪʝʤ, ʩʨʝʜʥʠʡ ʧʦʢʘʟʘʪʝʣʴ ʦʪʢʨʳʪʠʷ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʩʦʩʪʘʚʣʷʝʪ ʦʢʦʣʦ 20 

ʧʨʦʮʝʥʪʦʚ. 

ʇʝʨʩʦʥʘʣʴʥʳʤ ʫʩʪʨʦʡʩʪʚʘʤ ʦʙʳʯʥʦ ʥʝ ʭʚʘʪʘʝʪ ʥʘʜʝʞʥʦʡ ʟʘʱʠʪʳ, 

ʠʩʧʦʣʴʟʫʝʤʦʡ ʜʣʷ ʟʘʱʠʪʳ ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʫʩʪʨʦʡʩʪʚ. 

ʇʦʩʤʦʪʨʠʤ ʧʨʘʚʜʝ ʚ ʛʣʘʟʘ, ʩʣʠʰʢʦʤ ʯʘʩʪʦ ʤʳ ʧʨʦʩʪʦ ʥʝ ʦʙʨʘʱʘʝʤ ʚʥʠʤʘʥʠʷ. 

ʄʥʦʛʠʝ ʣʠ ʠʟ ʥʘʩ ʧʨʦʚʝʨʷʶʪ ʩʚʦʠ ʪʝʣʝʬʦʥʳ, ʢʦʛʜʘ ʟʘʥʠʤʘʶʪʩʷ ʜʨʫʛʠʤʠ ʜʝʣʘʤʠ, 

ʪʘʢʠʤʠ ʢʘʢ ʧʦʢʫʧʢʠ, ʝʜʷʪ, ʩʤʦʪʨʷʪ ʬʠʣʴʤʳ ʠʣʠ ʛʫʣʷʶʪ ʩ ʩʦʙʘʢʦʡ? 

ʀ ʫʛʘʜʘʡ ʯʪʦ? ɺʩʝ ʵʪʦ ʟʥʘʶʪ ʠ ʭʘʢʝʨʳ. ʉ ʧʦʤʦʱʴʶ ʥʝʙʦʣʴʰʦʛʦ ʠʩʩʣʝʜʦʚʘʥʠʷ 

ʠ ʥʘʩʪʦʡʯʠʚʦʩʪʠ ʦʥʠ ʤʦʛʫʪ ʣʝʛʢʦ ʦʙʤʘʥʦʤ ʟʘʩʪʘʚʠʪʴ ʩʦʪʨʫʜʥʠʢʘ ʨʘʩʢʨʳʪʴ ʩʚʦʠ 

ʢʦʨʧʦʨʘʪʠʚʥʳʝ ʜʘʥʥʳʝ. ʇʦʧʘʚ ʚʥʫʪʨʴ ʢʦʤʧʘʥʠʠ, ʭʘʢʝʨʳ ʤʦʛʫʪ ʙʳʩʪʨʦ ʨʘʟʚʷʟʘʪʴ 

ʢʦʰʤʘʨ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʣʶʙʦʡ ʀʊ-ʦʨʛʘʥʠʟʘʮʠʠ. ʇʦʤʥʠʪʝ ʚʟʣʦʤ ʊʚʠʪʪʝʨʘ ʚ ʠʶʣʝ 

ʧʨʦʰʣʦʛʦ ʛʦʜʘ? 

ʇʦʩʢʦʣʴʢʫ ʥʦʚʘʷ ʵʨʘ ʤʘʩʩʦʚʦʡ ʫʜʘʣʝʥʥʦʡ ʨʘʙʦʪʳ ʚ ʟʥʘʯʠʪʝʣʴʥʦʡ ʩʪʝʧʝʥʠ 

ʨʘʟʨʫʰʠʣʘ ʪʦ, ʯʪʦ ʦʩʪʘʣʦʩʴ ʦʪ ʪʨʘʜʠʮʠʦʥʥʦʛʦ ʧʝʨʠʤʝʪʨʘ ʩʝʪʠ, ʜʠʨʝʢʪʦʨʘʤ ʧʦ 

ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʥʝʦʙʭʦʜʠʤʳ ʥʦʚʳʝ ʩʪʨʘʪʝʛʠʠ ʟʘʱʠʪʳ 

ʢʦʨʧʦʨʘʪʠʚʥʳʭ ʧʨʠʣʦʞʝʥʠʡ ʠ ʜʘʥʥʳʭ, ʛʜʝ ʙʳ ʦʥʠ ʥʠ ʥʘʭʦʜʠʣʠʩʴ, ʚ ʣʶʙʦʡ ʩʝʪʠ, 

ʫʩʪʨʦʡʩʪʚʝ ʠʣʠ ʦʙʣʘʢʝ. ʍʦʨʦʰʘʷ ʥʦʚʦʩʪʴ ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʙʦʣʴʰʠʥʩʪʚʦ 

ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, ʧʦʭʦʞʝ, ʧʦʥʠʤʘʶʪ, ʯʪʦ ʟʘʱʠʪʘ 

ʩʚʦʠʭ ʦʨʛʘʥʠʟʘʮʠʡ ʦʪ ʤʦʙʠʣʴʥʳʭ ʫʛʨʦʟ ʜʦʣʞʥʘ ʩʪʘʪʴ ʠʭ ʚʘʞʥʝʡʰʠʤ ʧʨʠʦʨʠʪʝʪʦʤ ʚ 

ʙʫʜʫʱʝʤ. 

ʉʧʠʩʦʢ ʜʝʣ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ CISO 

ɺ ʜʝʢʘʙʨʝ 2020 ʛʦʜʘ ʤʦʷ ʢʦʤʧʘʥʠʷ Ivanti ʟʘʢʘʟʘʣʘ ʫ Vanson Bourne 

ʥʝʟʘʚʠʩʠʤʦʝ ʠʩʩʣʝʜʦʚʘʥʠʝ, ʯʪʦʙʳ ʣʫʯʰʝ ʧʦʥʷʪʴ ʧʨʠʦʨʠʪʝʪʳ CISO. ɺʳʷʩʥʠʣʦʩʴ, 

ʯʪʦ 87% ʜʠʨʝʢʪʦʨʦʚ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʩʪʨʘʥʘʭ ɽʚʨʦʧʳ, 

ɹʣʠʞʥʝʛʦ ɺʦʩʪʦʢʘ ʠ ɸʬʨʠʢʠ ʟʘʷʚʠʣʠ, ʯʪʦ ʙʝʟʦʧʘʩʥʦʩʪʴ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ 

ʪʝʧʝʨʴ ʷʚʣʷʝʪʩʷ ʦʩʥʦʚʥʳʤ ʥʘʧʨʘʚʣʝʥʠʝʤ ʠʭ ʩʪʨʘʪʝʛʠʡ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ. ʇʦʯʪʠ 

80 ʧʨʦʮʝʥʪʦʚ ʵʪʠʭ ʨʫʢʦʚʦʜʠʪʝʣʝʡ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʥʘʶʪ, ʯʪʦ 
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ʧʘʨʦʣʠ ʙʦʣʴʰʝ ʥʝ ʷʚʣʷʶʪʩʷ ʵʬʬʝʢʪʠʚʥʳʤ ʠʣʠ ʙʝʟʦʧʘʩʥʳʤ ʩʨʝʜʩʪʚʦʤ 

ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ, ʠ ʧʦʯʪʠ ʜʚʝ ʪʨʝʪʠ (64 ʧʨʦʮʝʥʪʘ) ʩʯʠʪʘʶʪ, ʯʪʦ ʚ 

2021 ʛʦʜʫ ʦʜʥʠʤ ʠʟ ʦʩʥʦʚʥʳʭ ʧʨʠʦʨʠʪʝʪʦʚ ʙʫʜʝʪ ʠʥʚʝʩʪʠʨʦʚʘʥʠʝ ʚ ʧʨʦʛʨʘʤʤʥʦʝ 

ʦʙʝʩʧʝʯʝʥʠʝ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʤʦʙʠʣʴʥʳʭ ʫʛʨʦʟ. 

ʇʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʦʧʳʪ ʠʤʝʝʪ ʚʘʞʥʦʝ ʟʥʘʯʝʥʠʝ ʜʣʷ ʤʦʙʠʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ 

ʂʦʥʝʯʥʦ, ʥʠ ʦʜʠʥ ʧʦʜʭʦʜ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ ʥʝ ʤʦʞʝʪ 

ʙʳʪʴ ʫʩʧʝʰʥʳʤ, ʝʩʣʠ ʦʥ ʥʝ ʫʣʫʯʰʘʝʪ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʦʧʳʪ. ʕʪʦ ʝʱʝ ʙʦʣʝʝ ʚʘʞʥʦ 

ʩʝʛʦʜʥʷ, ʢʦʛʜʘ ʪʘʢ ʤʥʦʛʦ ʩʦʪʨʫʜʥʠʢʦʚ ʨʘʙʦʪʘʶʪ ʫʜʘʣʝʥʥʦ, ʚʦʟʤʦʞʥʦ, ʥʘ 

ʧʦʩʪʦʷʥʥʦʡ ʦʩʥʦʚʝ. 

ʆʪʢʘʟ ʦʪ ʧʘʨʦʣʝʡ ʚ ʧʦʣʴʟʫ ʤʥʦʛʦʬʘʢʪʦʨʥʦʡ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ (MFA) - ʦʜʥʘ ʠʟ 

ʩʘʤʳʭ ʧʨʦʩʪʳʭ ʚʝʱʝʡ, ʢʦʪʦʨʳʝ ʩʝʡʯʘʩ ʤʦʛʫʪ ʩʜʝʣʘʪʴ ʨʫʢʦʚʦʜʠʪʝʣʠ ʧʦ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʤ ʪʝʭʥʦʣʦʛʠʷʤ, ʯʪʦʙʳ ʧʦʤʦʯʴ ʫʜʘʣʝʥʥʳʤ ʩʦʪʨʫʜʥʠʢʘʤ ʦʩʪʘʚʘʪʴʩʷ 

ʧʨʦʜʫʢʪʠʚʥʳʤʠ ʠ ʤʠʥʠʤʠʟʠʨʦʚʘʪʴ ʫʛʨʦʟʳ ʙʝʟʦʧʘʩʥʦʩʪʠ. ʊʨʝʙʫʷ ʙʠʦʤʝʪʨʠʠ ʠʣʠ 

ʜʨʫʛʠʭ ʬʘʢʪʦʨʦʚ ʜʣʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ, ʀʊ-ʦʪʜʝʣ ʤʦʞʝʪ ʩʥʠʟʠʪʴ çʬʠʰʘʙʠʣʴʥʦʩʪʴè 

ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʠʤʝʥʠ ʧʦʣʴʟʦʚʘʪʝʣʷ ʠ ʧʘʨʦʣʷ, ʢʦʪʦʨʳʝ ʥʝʚʝʨʦʷʪʥʦ ʣʝʛʢʦ ʫʢʨʘʩʪʴ ʩ 

ʧʦʤʦʱʴʶ ʦʪʥʦʩʠʪʝʣʴʥʦ ʧʨʦʩʪʳʭ ʩʨʝʜʩʪʚ. ʅʝ ʤʝʥʝʝ ʚʘʞʥʦ, ʯʪʦ MFA ʟʥʘʯʠʪʝʣʴʥʦ 

ʫʣʫʯʰʘʝʪ ʚʟʘʠʤʦʜʝʡʩʪʚʠʝ ʩ ʧʦʣʴʟʦʚʘʪʝʣʝʤ, ʫʩʪʨʘʥʷʷ ʥʝʦʙʭʦʜʠʤʦʩʪʴ ʚʚʦʜʠʪʴ 

ʩʣʦʞʥʳʝ ʠ ʣʝʛʢʦ ʟʘʙʳʚʘʝʤʳʝ ʧʘʨʦʣʠ ʥʘ ʤʘʣʝʥʴʢʠʭ ʵʢʨʘʥʘʭ. 

ʍʦʪʷ ʫʧʨʦʱʝʥʥʘʷ ʘʫʪʝʥʪʠʬʠʢʘʮʠʷ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʷʚʣʷʝʪʩʷ ʥʝʦʙʭʦʜʠʤʳʤ 

ʰʘʛʦʤ, ʘʚʪʦʤʘʪʠʟʘʮʠʷ ʧʦʜʭʦʜʦʚ ʢ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ ʷʚʣʷʝʪʩʷ 

ʥʝʦʪʲʝʤʣʝʤʦʡ ʯʘʩʪʴʶ ʣʶʙʦʡ ʩʪʨʘʪʝʛʠʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʙʠʣʴʥʳʭ ʫʩʪʨʦʡʩʪʚ. 

ɼʠʨʝʢʪʦʨʘ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʟʥʘʶʪ, ʯʪʦ ʦʥʠ ʥʝ ʤʦʛʫʪ ʧʨʦʩʪʦ 

ʧʦʣʘʛʘʪʴʩʷ ʥʘ ʣʶʜʝʡ, ʩʢʣʦʥʥʳʭ ʢ ʦʰʠʙʢʘʤ ʠ ʦʪʚʣʝʢʘʶʱʠʭ ʚʥʠʤʘʥʠʝ, ʜʣʷ 

ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ. ʂʦʤʧʣʝʢʩʥʳʡ ʠ ʧʦʩʪʦʷʥʥʦ ʜʝʡʩʪʚʫʶʱʠʡ 

ʧʦʜʭʦʜ ʢ ʤʦʙʠʣʴʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ (ʜʦʩʪʫʧʥʳʡ ʫ ʙʦʣʴʰʠʥʩʪʚʘ ʧʦʩʪʘʚʱʠʢʦʚ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ), ʢʦʪʦʨʳʡ ʤʦʞʝʪ ʦʙʥʘʨʫʞʠʚʘʪʴ ʠ ʧʨʝʜʦʪʚʨʘʱʘʪʴ ʤʦʙʠʣʴʥʳʝ 

ʫʛʨʦʟʳ, ʥʝ ʚʣʠʷʷ ʥʘ ʜʦʩʪʫʧ ʩʦʪʨʫʜʥʠʢʦʚ, ʜʦʣʞʝʥ ʙʳʪʴ ʚʦ ʛʣʘʚʝ ʩʧʠʩʢʘ ʜʝʣ ʢʘʞʜʦʛʦ 

ʜʠʨʝʢʪʦʨʘ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʧʨʝʜʩʪʦʷʱʝʤ ʛʦʜʫè. (Phil Richards. 

Smishing: Why Text-Based Phishing Should Be on Every CISOôs Radar // Threatpost 

(https://threatpost.com/smishing-text-phishing-ciso-radar/165634/). 27.04.2021). 

***  

 

çɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʚʳʜʘʶʪ ʩʝʙʷ ʟʘ Chase Bank ʚ ʜʚʫʭ ʬʠʰʠʥʛʦʚʳʭ 

ʘʪʘʢʘʭ, ʢʦʪʦʨʳʝ ʤʦʛʫʪ ʦʙʦʡʪʠ ʩʨʝʜʩʪʚʘ ʟʘʱʠʪʳ Microsoft Exchange ʩ ʮʝʣʴʶ 

ʢʨʘʞʠ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʞʝʨʪʚ - ʧʫʪʝʤ ʠʤʠʪʘʮʠʠ ʨʝʘʣʴʥʳʭ ʩʮʝʥʘʨʠʝʚ 

ʢʣʠʝʥʪʦʚ. 

ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʠʟ Armorblox ʥʝʜʘʚʥʦ ʦʙʥʘʨʫʞʠʣʠ ʘʪʘʢʠ, ʦʜʥʘ ʠʟ ʢʦʪʦʨʳʭ 

ʫʪʚʝʨʞʜʘʝʪ, ʩʦʜʝʨʞʘʪ ʚʳʧʠʩʢʠ ʧʦ ʢʨʝʜʠʪʥʦʡ ʢʘʨʪʝ, ʚ ʪʦ ʚʨʝʤʷ ʢʘʢ ʜʨʫʛʠʝ 

ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʩʦʦʙʱʘʝʪ, ʯʪʦ ʠʭ ʦʥ-ʣʘʡʥ ʜʦʩʪʫʧ ʢ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʙʳʣ ʦʛʨʘʥʠʯʝʥ ʠʟ 

- ʟʘ ʥʝʦʙʳʯʥʫʶ ʘʢʪʠʚʥʦʩʪʴ ʚʭʦʜʘ ʚ ʩʠʩʪʝʤʝ, ʚ ʩʦʦʪʚʝʪʩʪʚʠʠ ʩ ʧʦʩʪʦʤ ʥʘ Armorblox 

ʙʣʦʛʝ ʦʧʫʙʣʠʢʦʚʘʣ ʚʪʦʨʥʠʢ. 

ʇʝʨʚʳʡ ʥʘʙʦʨ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ ʙʳʣ ʨʘʟʦʩʣʘʥ ʚ 9000 ʧʦʯʪʦʚʳʭ ʷʱʠʢʦʚ ʚ 

ʩʨʝʜʝ ʢʣʠʝʥʪʘ Armorblox, ʘ ʚʪʦʨʦʡ - ʜʦ 8000, ʥʘʧʠʩʘʣ ʚ ʩʚʦʝʤ ʧʦʩʪʝ ʇʨʠʪ ʂʫʤʘʨ, 

ʩʪʘʨʰʠʡ ʤʝʥʝʜʞʝʨ ʧʦ ʨʘʙʦʪʝ ʩ ʢʣʠʝʥʪʘʤʠ ʚ Armorblox. 
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ʇʦ ʝʝ ʩʣʦʚʘʤ, ʦʙʝʠʤ ʘʪʘʢʘʤ ʫʜʘʣʦʩʴ ʦʙʦʡʪʠ ʜʚʝ ʟʘʱʠʪʳ Microsoft Exchange - 

Exchange Online Protection (EOP) ʠ Microsoft Defender ʜʣʷ Office 365 (MSDO) - ʥʘ 

ʧʫʪʠ ʢ ʧʦʯʪʦʚʳʤ ʷʱʠʢʘʤ ʢʣʠʝʥʪʦʚ. 

çɺ ʵʪʠʭ ʘʪʘʢʘʭ ʥʘ ʵʣʝʢʪʨʦʥʥʫʶ ʧʦʯʪʫ ʠʩʧʦʣʴʟʦʚʘʣʩʷ ʮʝʣʳʡ ʨʷʜ ʤʝʪʦʜʦʚ, 

ʧʦʟʚʦʣʷʶʱʠʭ ʦʙʦʡʪʠ ʪʨʘʜʠʮʠʦʥʥʳʝ ʬʠʣʴʪʨʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ 

ʧʨʦʡʪʠ ʧʨʦʚʝʨʢʫ ʟʨʝʥʠʷ ʥʠʯʝʛʦ ʥʝ ʧʦʜʦʟʨʝʚʘʶʱʠʭ ʢʦʥʝʯʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡè, - 

ʥʘʧʠʩʘʣ ʂʫʤʘʨ. 

ʉʦʛʣʘʩʥʦ ʦʪʯʝʪʫ, ʚ ʧʝʨʚʦʤ ʩʮʝʥʘʨʠʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʦʪʧʨʘʚʠʣʠ 

ʵʣʝʢʪʨʦʥʥʦʝ ʧʠʩʴʤʦ ʩ ʟʘʛʦʣʦʚʢʦʤ çɺʳʧʠʩʢʘ ʧʦ ʚʘʰʝʡ ʢʨʝʜʠʪʥʦʡ ʢʘʨʪʝè ʩ ʠʤʝʥʝʤ 

ʦʪʧʨʘʚʠʪʝʣʷ çJP Morgan Chaseè ʩʦ ʩʪʠʣʝʤ HTML, ʘʥʘʣʦʛʠʯʥʳʤ ʧʦʜʣʠʥʥʳʤ 

ʵʣʝʢʪʨʦʥʥʳʤ ʧʠʩʴʤʘʤ, ʦʪʧʨʘʚʣʝʥʥʳʤ ʦʪ Chase. ɺ ʵʣʝʢʪʨʦʥʥʦʤ ʧʠʩʴʤʝ ʙʳʣʠ 

ʩʩʳʣʢʠ, ʧʦ ʢʦʪʦʨʳʤ ʞʝʨʪʚʘ ʤʦʛʣʘ ʧʨʦʩʤʦʪʨʝʪʴ ʩʚʦʝ ʟʘʷʚʣʝʥʠʝ ʠ ʧʨʦʠʟʚʝʩʪʠ 

ʧʣʘʪʝʞʠ. 

çMicrosoft ʧʨʠʩʚʦʠʣʘ ʧʠʩʴʤʫ ʫʨʦʚʝʥʴ ʚʝʨʦʷʪʥʦʩʪʠ ʥʝʞʝʣʘʪʝʣʴʥʦʡ ʧʦʯʪʳ 

(SCL) ç-1è, ʯʪʦ ʦʟʥʘʯʘʣʦ, ʯʪʦ ʦʥʦ ʧʨʦʧʫʩʪʠʣʦ ʬʠʣʴʪʨʘʮʠʶ ʩʧʘʤʘ, ʧʦʩʢʦʣʴʢʫ 

Microsoft ʦʧʨʝʜʝʣʠʣʘ, ʯʪʦ ʧʠʩʴʤʦ ʙʳʣʦ ʦʪʧʨʘʚʣʝʥʦ ʦʪ ʥʘʜʝʞʥʦʛʦ ʦʪʧʨʘʚʠʪʝʣʷ, 

ʥʘʜʝʞʥʦʤʫ ʧʦʣʫʯʘʪʝʣʶ ʠʣʠ ʙʳʣʦ ʦʪʧʨʘʚʣʝʥʦ ʩ ʠʩʭʦʜʥʦʛʦ ʩʝʨʚʝʨʘ ʵʣʝʢʪʨʦʥʥʦʡ 

ʧʦʯʪʳ ʥʘ ʩʧʠʩʦʢ ʨʘʟʨʝʰʝʥʥʳʭ IP-ʘʜʨʝʩʦʚè, - ʥʘʧʠʩʘʣ ʂʫʤʘʨ ʚ ʦʪʯʝʪʝ. 

ʇʦ ʝʝ ʩʣʦʚʘʤ, ʩʩʳʣʢʠ ʚʝʜʫʪ ʧʦʪʝʥʮʠʘʣʴʥʳʭ ʞʝʨʪʚ ʥʘ ʬʠʰʠʥʛʦʚʫʶ ʩʪʨʘʥʠʮʫ, 

ʢʦʪʦʨʘʷ ʥʘʧʦʤʠʥʘʝʪ ʧʦʨʪʘʣ ʚʭʦʜʘ ʚ Chase ʠ ʟʘʧʨʘʰʠʚʘʝʪ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʠʭ 

ʙʘʥʢʦʚʩʢʠʭ ʩʯʝʪʦʚ. ʀʩʩʣʝʜʦʚʘʪʝʣʠ ʧʨʝʜʧʦʣʦʞʠʣʠ, ʯʪʦ URL-ʘʜʨʝʩ ʩʪʨʘʥʠʮʳ, ʩʢʦʨʝʝ 

ʚʩʝʛʦ, ʙʳʣ ʧʨʠʦʙʨʝʪʝʥ ʠ ʨʘʟʤʝʱʝʥ ʩ ʧʦʤʦʱʴʶ NameSilo, ʢʦʪʦʨʳʡ ʧʨʝʜʦʩʪʘʚʣʷʝʪ 

ʢʣʠʝʥʪʘʤ ʫʩʣʫʛʠ ʭʦʩʪʠʥʛʘ, ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʠ SSL. 

çʇʦʜʦʙʥʳʝ ʫʩʣʫʛʠ ʧʦʣʝʟʥʳ ʜʣʷ ʤʠʣʣʠʦʥʦʚ ʣʶʜʝʡ ʚʦ ʚʩʝʤ ʤʠʨʝ, ʥʦ, ʢ 

ʩʦʞʘʣʝʥʠʶ, ʪʘʢʞʝ ʩʥʠʞʘʶʪ ʧʣʘʥʢʫ ʜʣʷ ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ, ʩʪʨʝʤʷʱʠʭʩʷ 

ʟʘʧʫʩʪʠʪʴ ʫʩʧʝʰʥʳʝ ʬʠʰʠʥʛʦʚʳʝ ʘʪʘʢʠè, - ʟʘʤʝʪʠʣ ʂʫʤʘʨ. 

ʄʦʰʝʥʥʠʯʝʩʪʚʦ ʚ ʩʬʝʨʝ ʦʙʩʣʫʞʠʚʘʥʠʷ ʢʣʠʝʥʪʦʚ Chase 

ɼʨʫʛʘʷ ʬʠʰʠʥʛʦʚʘʷ ʘʪʘʢʘ ʥʘʯʠʥʘʝʪʩʷ ʩ ʵʣʝʢʪʨʦʥʥʦʛʦ ʧʠʩʴʤʘ, ʦʟʘʛʣʘʚʣʝʥʥʦʛʦ 

çʉʈʆʏʅʆ: ʥʝʦʙʳʯʥʘʷ ʘʢʪʠʚʥʦʩʪʴ ʧʨʠ ʚʭʦʜʝè, ʚ ʢʦʪʦʨʦʤ ʫʪʚʝʨʞʜʘʝʪʩʷ, ʯʪʦ 

ʦʪʧʨʘʚʠʪʝʣʝʤ ʙʳʣʘ çʩʣʫʞʙʘ ʧʦʜʜʝʨʞʢʠ ʢʣʠʝʥʪʦʚ ʙʘʥʢʘ Chase Bankè, - ʩʢʘʟʘʣ 

ʂʫʤʘʨ. 

ɺ ʵʣʝʢʪʨʦʥʥʦʤ ʧʠʩʴʤʝ ʙʳʣʘ ʩʩʳʣʢʘ, ʧʦ ʢʦʪʦʨʦʡ ʢʣʠʝʥʪʳ ʜʦʣʞʥʳ ʙʳʣʠ 

ʧʦʜʪʚʝʨʜʠʪʴ ʩʚʦʶ ʫʯʝʪʥʫʶ ʟʘʧʠʩʴ ʜʣʷ ʚʦʩʩʪʘʥʦʚʣʝʥʠʷ ʜʦʩʪʫʧʘ, ʠ ʠʩʧʦʣʴʟʦʚʘʣʘʩʴ 

ʦʙʳʯʥʘʷ ʪʘʢʪʠʢʘ ʤʦʰʝʥʥʠʢʦʚ, ʟʘʢʣʶʯʘʶʱʘʷʩʷ ʚ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʨʘʟʥʳʭ ʘʜʨʝʩʦʚ 

çʦʪè ʠ çʜʣʷ ʦʪʚʝʪʘè. 

ʂʘʢ ʠ ʚ ʩʣʫʯʘʝ ʩ ʜʨʫʛʠʤ ʵʣʝʢʪʨʦʥʥʳʤ ʧʠʩʴʤʦʤ, ʥʘʞʘʪʠʝ ʥʘ ʩʩʳʣʢʫ ʧʨʠʚʝʜʝʪ 

ʢ ʬʠʰʠʥʛ-ʩʪʨʘʥʠʮʝ, ʥʘ ʢʦʪʦʨʦʡ ʧʦʣʴʟʦʚʘʪʝʣʠ ʙʫʜʫʪ ʧʳʪʘʪʴʩʷ ʚʚʝʩʪʠ ʩʚʦʠ ʫʯʝʪʥʳʝ 

ʜʘʥʥʳʝ, ʩʦʛʣʘʩʥʦ ʩʦʦʙʱʝʥʠʶ. ʆʜʥʘʢʦ ʚ ʵʪʦʤ ʩʣʫʯʘʝ ʩʪʨʘʥʠʮʘ ʫʞʝ ʙʳʣʘ ʥʝʘʢʪʠʚʥʦʡ 

ʢ ʪʦʤʫ ʚʨʝʤʝʥʠ, ʢʦʛʜʘ ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʠʩʩʣʝʜʦʚʘʣʠ ʢʘʤʧʘʥʠʶ, ʟʘʷʚʠʣʠ ʦʥʠ. 

ʇʠʩʴʤʦ ʩ ʧʦʜʪʚʝʨʞʜʝʥʠʝʤ ʫʯʝʪʥʦʡ ʟʘʧʠʩʠ ʪʘʢʞʝ ʥʝ ʙʳʣʦ ʦʙʥʘʨʫʞʝʥʦ 

Exchange ʠ ʙʳʣʦ ʧʨʠʟʥʘʥʦ ʙʝʟʦʧʘʩʥʳʤ ʩ ʦʮʝʥʢʦʡ ç1è ʧʦ ʫʨʦʚʥʶ ʜʦʩʪʦʚʝʨʥʦʩʪʠ 

ʩʧʘʤʘ, ʦʪʤʝʪʠʣ ʂʫʤʘʨ. 

ʂʘʢ ʦʙʥʘʨʫʞʠʪʴ ʬʠʰʠʥʛʦʚʳʝ ʧʠʩʴʤʘ 
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ʆʜʥʘʢʦ ʝʩʪʴ ʥʝʢʦʪʦʨʳʝ ʷʚʥʳʝ ʧʨʠʟʥʘʢʠ ʪʦʛʦ, ʯʪʦ ʦʙʘ ʧʠʩʴʤʘ ʚʳʟʳʚʘʶʪ 

ʧʦʜʦʟʨʝʥʠʝ, ʝʩʣʠ ʧʦʣʫʯʘʪʝʣʠ ʪʘʢʠʭ ʩʦʦʙʱʝʥʠʡ ʟʥʘʶʪ, ʥʘ ʯʪʦ ʦʙʨʘʱʘʪʴ ʚʥʠʤʘʥʠʝ, 

ʛʦʚʦʨʷʪ ʠʩʩʣʝʜʦʚʘʪʝʣʠ, ʠʟʣʘʛʘʷ ʠʭ ʚ ʩʦʦʙʱʝʥʠʠ. 

ʆʥʠ ʚʢʣʶʯʘʶʪ ʚʳʰʝʫʧʦʤʷʥʫʪʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʨʘʟʥʳʭ ʘʜʨʝʩʦʚ çʜʣʷ ʦʪʚʝʪʘè 

ʠ çʦʪè; ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʩʪʨʘʥʠʮʳ, ʢʦʪʦʨʘʷ ʚʳʛʣʷʜʠʪ ʪʘʢ, ʢʘʢ ʙʫʜʪʦ ʦʥʘ ʧʨʠʥʘʜʣʝʞʠʪ 

Chase, ʥʦ ʩ URL-ʘʜʨʝʩʦʤ, ʥʝ ʩʦʚʧʘʜʘʶʱʠʤ ʩ ʥʘʟʚʘʥʠʝʤ ʚʝʙ-ʩʘʡʪʘ ʢʦʤʧʘʥʠʠ; ʠ ʪʝʤʘ 

ʙʝʟʦʧʘʩʥʦʩʪʠ, ʢʦʪʦʨʘʷ ʪʨʝʙʫʝʪ, ʯʪʦʙʳ ʢʪʦ-ʪʦ ʚʚʝʣ ʣʠʯʥʳʝ ʜʘʥʥʳʝ ʙʝʟʦʧʘʩʥʦʩʪʠ, 

ʧʨʝʜʧʨʠʥʷʚ ʚʪʦʨʦʩʪʝʧʝʥʥʳʝ ʜʝʡʩʪʚʠʷ. 

çʇʦʩʢʦʣʴʢʫ ʤʳ ʧʦʣʫʯʘʝʤ ʪʘʢ ʤʥʦʛʦ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʝʤ ʦʪ ʧʦʩʪʘʚʱʠʢʦʚ 

ʫʩʣʫʛ, ʥʘʰ ʤʦʟʛ ʦʙʫʯʝʥ ʙʳʩʪʨʦ ʚʳʧʦʣʥʷʪʴ ʟʘʧʨʦʰʝʥʥʳʝ ʠʤʠ ʜʝʡʩʪʚʠʷè, - ʥʘʧʠʩʘʣ 

ʂʫʤʘʨ. çɻʦʨʘʟʜʦ ʣʝʛʯʝ ʩʢʘʟʘʪʴ, ʯʝʤ ʩʜʝʣʘʪʴ, ʥʦ ʠʩʧʦʣʴʟʫʡʪʝ ʵʪʠ ʵʣʝʢʪʨʦʥʥʳʝ 

ʧʠʩʴʤʘ ʨʘʮʠʦʥʘʣʴʥʦ ʠ ʤʝʪʦʜʠʯʥʦ, ʢʦʛʜʘ ʵʪʦ ʚʦʟʤʦʞʥʦè. 

ɸʪʘʢʠ - ʵʪʦ ʥʝ ʧʝʨʚʳʡ ʩʣʫʯʘʡ, ʢʦʛʜʘ ʢʣʠʝʥʪʳ Chase ʧʦʜʚʝʨʛʘʶʪʩʷ 

ʬʠʰʠʥʛʦʚʳʤ ʘʪʘʢʘʤ, ʠ, ʚʝʨʦʷʪʥʦ, ʥʝ ʧʦʩʣʝʜʥʠʡ. ʕʪʦʪ ʙʘʥʢ ʙʳʣ ʦʜʥʠʤ ʠʟ 

ʥʝʩʢʦʣʴʢʠʭ, ʚʢʣʶʯʘʷ Royal Bank of Canada ʠ TD Bank, ʥʘ ʢʦʪʦʨʳʝ ʚ ʬʝʚʨʘʣʝ 2020 

ʛʦʜʘ ʙʳʣʘ ʨʘʩʧʨʦʩʪʨʘʥʝʥʘ SMS-ʬʠʰʠʥʛʦʚʘʷ ʢʘʤʧʘʥʠʷ, ʚ ʢʦʪʦʨʦʡ ʠʩʧʦʣʴʟʦʚʘʣʠʩʴ 

ʧʦʜʜʝʣʴʥʳʝ ʪʝʢʩʪʦʚʳʝ ʩʦʦʙʱʝʥʠʷ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʣʷ ʥʘʮʝʣʠʚʘʥʠʷ ʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ 

ʧʨʠʣʦʞʝʥʠʡ ʦʥʣʘʡʥ-ʙʘʥʢʠʥʛʘè. (Elizabeth Montalbano. Chase Bank Phish Swims 

Past Exchange Email Protections // Threatpost (https://threatpost.com/chase-bank-

phish-sexchange-email-protections/165653/). 28.04.2021). 

***  

 

çʌʠʰʠʥʛʦʚʘʷ ʢʘʤʧʘʥʠʷ, ʦʙʥʘʨʫʞʝʥʥʘʷ ʠʩʩʣʝʜʦʚʘʪʝʣʷʤʠ ʠʟ Cofense, 

ʦʙʦʨʘʯʠʚʘʝʪʩʷ ʪʝʤʦʡ Microsoft Office SharePoint ʠ ʫʩʧʝʰʥʦ ʦʙʭʦʜʠʪ ʟʘʱʠʪʥʳʝ 

ʰʣʶʟʳ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ (SEG). ɺ ʩʦʦʙʱʝʥʠʠ ʚʦ ʚʪʦʨʥʠʢ ʢʦʤʧʘʥʠʷ 

ʟʘʷʚʠʣʘ, ʯʪʦ ʵʪʦ ʧʨʠʤʝʨ ʪʦʛʦ, ʧʦʯʝʤʫ ʥʝ ʚʩʝʛʜʘ ʨʘʟʫʤʥʦ ʦʙʤʝʥʠʚʘʪʴʩʷ 

ʜʦʢʫʤʝʥʪʘʤʠ ʯʝʨʝʟ ʯʨʝʟʚʳʯʘʡʥʦ ʧʦʧʫʣʷʨʥʫʶ ʠ ʰʠʨʦʢʦ ʠʩʧʦʣʴʟʫʝʤʫʶ 

ʧʣʘʪʬʦʨʤʫ ʜʣʷ ʩʦʚʤʝʩʪʥʦʡ ʨʘʙʦʪʳ Microsoft SharePoint.  

ʌʠʰʠʥʛ ʥʘʮʝʣʝʥ ʥʘ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Office 365 ʩ ʣʝʛʠʪʠʤʥʳʤ ʥʘ ʚʠʜ 

ʜʦʢʫʤʝʥʪʦʤ SharePoint, ʚ ʢʦʪʦʨʦʤ ʫʪʚʝʨʞʜʘʝʪʩʷ, ʯʪʦ ʩʨʦʯʥʦ ʥʫʞʥʘ ʧʦʜʧʠʩʴ 

ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. ʂʘʤʧʘʥʠʷ ʚʦʟʥʠʢʣʘ ʚ ʤʝʩʪʝ, ʢʦʪʦʨʦʝ ʜʦʣʞʥʦ ʙʳʣʦ ʙʳʪʴ 

ʟʘʱʠʱʝʥʦ ʩʦʙʩʪʚʝʥʥʦʡ SEG Microsoft. ʕʪʦ ʥʝ ʧʝʨʚʳʡ ʨʘʟ, ʢʦʛʜʘ ʤʳ ʚʠʜʠʤ, ʢʘʢ 

ʩʚʷʪʠʣʠʱʝ SEG ʟʘʛʨʷʟʥʷʝʪʩʷ: ʚ ʜʝʢʘʙʨʝ ʢʦʧʝʡʱʠʢʠ ʧʦʜʜʝʣʘʣʠ ʩʘʤ Microsoft.com, 

ʯʪʦʙʳ ʥʘʮʝʣʠʪʴ 200 ʤʠʣʣʠʦʥʦʚ ʧʦʣʴʟʦʚʘʪʝʣʝʡ Office 365, ʫʩʧʝʰʥʦ ʫʩʢʦʣʴʟʥʫʚ ʦʪ 

ʢʦʥʪʨʦʣʷ SEG ʠʟ-ʟʘ ʪʦʛʦ, ʯʪʦ Microsoft ʩʦʦʙʱʠʣʘ ʦ ʥʝʩʧʦʩʦʙʥʦʩʪʠ ʦʙʝʩʧʝʯʠʪʴ 

ʩʦʙʣʶʜʝʥʠʝ ʜʦʤʝʥʦʚ ʥʘ ʦʩʥʦʚʝ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʩʦʦʙʱʝʥʠʡ, ʦʪʯʝʪʥʦʩʪʠ ʠ 

ʩʦʦʪʚʝʪʩʪʚʠʷ (DMARC): ʧʨʦʪʦʢʦʣ ʘʫʪʝʥʪʠʬʠʢʘʮʠʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʩʦʟʜʘʥʥʳʡ 

ʩʧʝʮʠʘʣʴʥʦ ʜʣʷ ʧʨʝʜʦʪʚʨʘʱʝʥʠʷ ʪʦʯʥʦʛʦ ʩʧʫʬʠʥʛʘ ʜʦʤʝʥʘ (SPF / DKIM). 

çʉʨʦʯʥʦ ʦʪʚʝʪʠʪʴé?è 

ʂʘʢ ʚʠʜʥʦ ʠʟ ʵʪʦʛʦ ʠʟʦʙʨʘʞʝʥʠʷ ʪʝʢʩʪʘ ʚ ʬʠʰʠʥʛʦʚʦʤ ʧʠʩʴʤʝ, ʦʨʬʦʛʨʘʬʠʷ ʠ 

ʛʨʘʤʤʘʪʠʢʘ, ʠʩʧʦʣʴʟʦʚʘʥʥʳʝ ʚ ʟʘʤʠʥʠʨʦʚʘʥʥʦʤ ʩʦʦʙʱʝʥʠʠ, ʥʝ ʷʚʣʷʶʪʩʷ ʩʘʤʳʤʠ 

ʚʦʧʠʶʱʠʤʠ, ʫʞʘʩʥʦ ʥʘʧʠʩʘʥʥʳʤʠ, ʩʠʥʪʘʢʩʠʯʝʩʢʠ ʧʨʠʯʫʜʣʠʚʳʤʠ ʧʦʜʘʨʢʘʤʠ, 

ʢʦʪʦʨʳʝ ʚʳ ʤʦʞʝʪʝ ʥʘʡʪʠ ʚ ʧʦʜʦʙʥʳʭ ʬʠʰʠʥʛʦʚʳʭ ʢʘʤʧʘʥʠʷʭ. ʅʦ ʦʧʷʪʴ ʞʝ, 

ʤʦʞʥʦ ʩ ʫʚʝʨʝʥʥʦʩʪʴʶ ʧʨʝʜʧʦʣʦʞʠʪʴ, ʯʪʦ ʣʶʙʦʝ ʩʦʦʙʱʝʥʠʝ SharePoint ʩ ʧʨʦʩʴʙʦʡ 

çʩʨʦʯʥʦ ʦʪʚʝʪʠʪʴè ʠʩʭʦʜʠʪ ʥʝ ʦʪ ʥʦʩʠʪʝʣʷ ʷʟʳʢʘ.  
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ʉʘʤ ʬʘʢʪ ʪʦʛʦ, ʯʪʦ ʩʦʦʙʱʝʥʠʝ ʪʨʝʙʫʝʪ ʦʪ ʧʦʣʫʯʘʪʝʣʝʡ ʩʨʦʯʥʦʩʪʠ, ʢʦʥʝʯʥʦ, 

ʜʦʣʞʝʥ ʙʳʪʴ ʥʘʚʦʜʢʦʡ: çʉʧʝʰʢʘè - ʵʪʦ ʪʠʧʠʯʥʳʡ ʬʠʰʠʥʛʦʚʳʡ ʭʦʜ. Cofense 

ʦʪʤʝʯʘʝʪ, ʯʪʦ ʜʨʫʛʠʝ ʢʨʘʩʥʳʝ ʬʣʘʞʢʠ ʚʢʣʶʯʘʶʪ ʪʦʪ ʬʘʢʪ, ʯʪʦ ʠʤʷ ʧʦʣʴʟʦʚʘʪʝʣʷ ʥʝ 

ʦʪʦʙʨʘʞʘʝʪʩʷ ʚ ʥʘʯʘʣʴʥʦʤ ʩʦʦʙʱʝʥʠʠ: ʵʪʦ ʧʨʠʟʥʘʢ ʪʦʛʦ, ʯʪʦ ʵʪʦ ʢʘʤʧʘʥʠʷ 

ʤʘʩʩʦʚʦʛʦ ʨʘʩʧʨʦʩʪʨʘʥʝʥʠʷ, ʧʨʝʜʥʘʟʥʘʯʝʥʥʘʷ ʜʣʷ ʜʦʩʪʠʞʝʥʠʷ ʤʥʦʛʠʭ ʮʝʣʝʡ. 

ʂʨʦʤʝ ʪʦʛʦ, ʢʦʛʜʘ ʧʦʣʫʯʘʪʝʣʠ ʥʘʚʦʜʷʪ ʢʫʨʩʦʨ ʥʘ ʛʠʧʝʨʩʩʳʣʢʫ, ʦʥʠ ʥʝ ʚʠʜʷʪ 

ʥʠʢʘʢʠʭ ʩʩʳʣʦʢ ʥʘ Microsoft. ʊʝ, ʢʪʦ ʥʘʞʠʤʘʝʪ ʥʘ ʩʩʳʣʢʫ, ʚʤʝʩʪʦ ʵʪʦʛʦ ʙʫʜʫʪ 

ʧʝʨʝʪʘʩʦʚʘʥʳ ʥʘ ʮʝʣʝʚʫʶ ʩʪʨʘʥʠʮʫ, ʧʦʢʘʟʘʥʥʫʶ ʥʠʞʝ, ʥʘ ʢʦʪʦʨʦʡ ʦʪʦʙʨʘʞʘʝʪʩʷ 

ʣʦʛʦʪʠʧ Microsoft SharePoint ʠ ʫʚʝʜʦʤʣʝʥʠʝ çʆʞʠʜʘʶʱʠʡ ʬʘʡʣè ʥʘ ʨʘʟʤʳʪʦʤ ʬʦʥʝ 

ʠ ʟʘʧʨʦʩ ʧʨʝʜʧʦʣʘʛʘʝʤʦʡ ʞʝʨʪʚʝ ʚʦʡʪʠ ʚ ʩʠʩʪʝʤʫ ʜʣʷ ʧʨʦʩʤʦʪʨʘ ʜʦʢʫʤʝʥʪʘ. ʇʦ 

ʩʣʦʚʘʤ ʂʦʬʝʥʩ, ʵʪʦʛʦ çʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʤʦʞʝʪ ʭʚʘʪʠʪʴ ʜʣʷ ʠʟʚʣʝʯʝʥʠʷ ʠ ʩʙʦʨʘ 

ʣʠʯʥʳʭ ʜʘʥʥʳʭ ʧʦʣʴʟʦʚʘʪʝʣʝʡè. ɽʩʣʠ ʠ ʢʦʛʜʘ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ ʧʝʨʝʜʘʥʳ, ʢʘʤʧʘʥʠʷ 

ʧʝʨʝʥʘʧʨʘʚʣʷʝʪ ʧʦʣʴʟʦʚʘʪʝʣʷ ʢ ʧʦʜʜʝʣʴʥʦʤʫ ʥʝʩʚʷʟʘʥʥʦʤʫ ʜʦʢʫʤʝʥʪʫ, çʢʦʪʦʨʦʛʦ 

ʤʦʞʝʪ ʙʳʪʴ ʜʦʩʪʘʪʦʯʥʦ, ʯʪʦʙʳ ʟʘʩʪʘʚʠʪʴ ʧʦʣʴʟʦʚʘʪʝʣʷ ʜʫʤʘʪʴ, ʯʪʦ ʵʪʦ ʟʘʢʦʥʥʘʷ 

ʪʨʘʥʟʘʢʮʠʷè, - ʛʦʚʦʨʠʪ ʂʦʬʝʥʩ.  

ɺ ʩʚʦʝʤ ʦʪʯʝʪʝ X-Force Threat Activity Report IBM ʥʘʟʚʘʣʘ ʬʠʰʠʥʛ ʫʛʨʦʟʦʡ ʩ 

ʚʳʩʦʢʠʤ ʨʠʩʢʦʤ ʠ ʜʘʣʘ ʩʣʝʜʫʶʱʠʝ ʨʝʢʦʤʝʥʜʘʮʠʠ: 

ʋʙʝʜʠʪʝʩʴ, ʯʪʦ ʘʥʪʠʚʠʨʫʩʥʦʝ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ ʠ ʩʚʷʟʘʥʥʳʝ ʬʘʡʣʳ 

ʦʙʥʦʚʣʝʥʳ. 

ʅʘʡʜʠʪʝ ʩʫʱʝʩʪʚʫʶʱʠʝ ʧʨʠʟʥʘʢʠ ʫʢʘʟʘʥʥʳʭ ʠʥʮʠʜʝʥʪʦʚ ʚʟʣʦʤʘ (IoC) ʚ 

ʚʘʰʝʡ ʩʨʝʜʝ. 

ʈʘʩʩʤʦʪʨʠʪʝ ʚʦʟʤʦʞʥʦʩʪʴ ʙʣʦʢʠʨʦʚʢʠ ʠ / ʠʣʠ ʥʘʩʪʨʦʡʢʠ ʦʙʥʘʨʫʞʝʥʠʷ ʜʣʷ 

ʚʩʝʭ IoC ʥʘ ʦʩʥʦʚʝ URL ʠ IP. 

ʇʦʜʜʝʨʞʠʚʘʡʪʝ ʨʘʙʦʪʫ ʧʨʠʣʦʞʝʥʠʡ ʠ ʦʧʝʨʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ ʥʘ ʫʨʦʚʥʝ 

ʪʝʢʫʱʝʛʦ ʚʳʧʫʱʝʥʥʦʛʦ ʠʩʧʨʘʚʣʝʥʠʷ. 

ɹʫʜʴʪʝ ʦʩʪʦʨʦʞʥʳ ʩ ʚʣʦʞʝʥʠʷʤʠ ʠ ʩʩʳʣʢʘʤʠ ʚ ʵʣʝʢʪʨʦʥʥʳʭ ʧʠʩʴʤʘʭ. 

ʅʝʩʤʦʪʨʷ ʥʘ ʚʳʩʦʢʠʡ ʨʠʩʢ, ʵʪʘ ʬʠʰʠʥʛʦʚʘʷ ʢʘʤʧʘʥʠʷ ʚ ʦʩʥʦʚʥʦʤ 

ʧʨʝʜʩʪʘʚʣʷʝʪ ʩʦʙʦʡ ʝʱʝ ʦʜʥʫ ʠʩʪʦʨʠʶ ʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʝ, ʨʘʟʤʝʱʘʶʱʝʤ 

ʧʦʜʜʝʣʴʥʳʡ ʤʘʪʝʨʠʘʣ, ʢʦʪʦʨʳʡ ʚʳʛʣʷʜʠʪ ʟʘʢʦʥʥʳʤ, ʩ ʮʝʣʴʶ ʧʦʙʫʜʠʪʴ 

ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʱʝʣʢʥʫʪʴ ʤʳʰʴʶ ʚ ʥʘʜʝʞʜʝ ʧʦʣʫʯʠʪʴ ʫʯʝʪʥʳʝ ʜʘʥʥʳʝ. ʅʝ ʧʦʞʤʝʪ 

ʝʛʦ, ʭʦʪʷ: ʵʪʦ ʝʱʝ ʦʜʥʘ ʘʪʘʢʘ ʥʘ ʩʝʨʚʝʨʳ SharePoint, ʢʦʪʦʨʳʝ ʪʝʧʝʨʴ 

ʧʨʠʩʦʝʜʠʥʠʣʠʩʴ ʢ ʨʝʝʩʪʨʫ ʩʝʪʝʚʳʭ ʫʩʪʨʦʡʩʪʚ - ʚ ʪʦʤ ʯʠʩʣʝ ʤʥʦʛʦ-ʟʘʧʫʪʘʥʳ 

ʧʦʯʪʦʚʳʭ ʩʝʨʚʝʨʦʚ Microsoft Exchange, SonicWall ʰʣʶʟʳ ʠ ʠʤʧʫʣʴʩʥʦ ɹʝʟʦʧʘʩʥʳʝ 

ʰʣʶʟʳ - ʢʦʪʦʨʳʝ ʚ ʥʘʩʪʦʷʱʝʝ ʚʨʝʤʷ ʠʩʧʦʣʴʟʫʶʪʩʷ ʚʳʤʦʛʘʪʝʣʝʡ ʙʘʥʜ ʯʪʦʙʳ 

ʚʦʩʧʨʝʧʷʪʩʪʚʦʚʘʪʴ ʦʪʢʨʳʪʳʤ ʢʦʨʧʦʨʘʪʠʚʥʳʤ ʩʝʪʷʤ.  

ʕʪʦ ʧʦʜʚʦʜʠʪ ʥʘʩ ʢ ʧʨʦʛʨʘʤʤʝ-ʚʳʤʦʛʘʪʝʣʶ: ʚʪʦʨʘʷ ʧʦʱʝʯʠʥʘ ʚ ʜʚʦʡʥʦʤ 

ʫʜʘʨʝ ʧʦ SharePoint:  

ɹʘʥʜʘ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʧʠʥʛʫʝʪ ʙʦʣʴ ʯʝʨʝʟ Wickr 

ʕʪʦ ʜʦʚʦʣʴʥʦ ʥʦʚʳʡ ʚʘʨʠʘʥʪ, ʚʧʝʨʚʳʝ ʟʘʤʝʯʝʥʥʳʡ ʇʦʥʜʫʨʘʥʩʦʤ ʚ ʷʥʚʘʨʝ. 

ɸʥʘʣʠʪʠʢʠ ʥʘʟʳʚʘʶʪ ʵʪʦ ʜʚʫʤʷ ʠʤʝʥʘʤʠ: Hello, ʧʦʩʢʦʣʴʢʫ ʚ ʥʝʢʦʪʦʨʳʭ 

ʦʙʨʘʟʮʘʭ.hello ʠʩʧʦʣʴʟʫʝʪʩʷ ʚ ʢʘʯʝʩʪʚʝ ʨʘʩʰʠʨʝʥʠʷ; ʠʣʠ WickrMe, ʧʦʩʢʦʣʴʢʫ 

ʙʘʥʜʘ, ʢʦʪʦʨʘʷ ʝʛʦ ʧʨʦʜʚʠʛʘʝʪ, ʠʩʧʦʣʴʟʫʝʪ ʟʘʰʠʬʨʦʚʘʥʥʫʶ ʩʣʫʞʙʫ ʦʙʤʝʥʘ 

ʤʛʥʦʚʝʥʥʳʤʠ ʩʦʦʙʱʝʥʠʷʤʠ Wickr, ʯʪʦʙʳ ʧʦʧʳʪʘʪʴʩʷ ʠʟʙʘʚʠʪʴʩʷ ʦʪ ʞʝʨʪʚ ʩ ʮʝʣʴʶ 

ʧʦʣʫʯʝʥʠʷ ʚʳʢʫʧʘ.  
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ɿʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʧʳʣʴʥʫʶ ʫʷʟʚʠʤʦʩʪʴ Microsoft SharePoint 2019 

(CVE-2019-0604), ʯʪʦʙʳ ʧʨʦʥʠʢʥʫʪʴ ʚ ʩʝʪʠ ʞʝʨʪʚ. ʆʪʪʫʜʘ ʦʥʠ ʠʩʧʦʣʴʟʫʶʪ Cobalt 

Strike, ʯʪʦʙʳ ʧʝʨʝʡʪʠ ʢ ʢʦʥʪʨʦʣʣʝʨʫ ʜʦʤʝʥʘ ʠ ʟʘʧʫʩʪʠʪʴ ʘʪʘʢʠ ʧʨʦʛʨʘʤʤ-

ʚʳʤʦʛʘʪʝʣʝʡ.  

CVE-2019-0604 - ʵʪʦ ʫʷʟʚʠʤʦʩʪʴ CVE ʩ ʚʳʩʦʢʠʤ ʫʨʦʚʥʝʤ ʩʝʨʴʝʟʥʦʩʪʠ, 

ʢʦʪʦʨʘʷ ʤʦʞʝʪ ʧʨʠʚʝʩʪʠ ʢ ʫʜʘʣʝʥʥʦʤʫ ʚʳʧʦʣʥʝʥʠʶ ʢʦʜʘ. Microsoft ʠʩʧʨʘʚʠʣʘ ʵʪʦʪ 

ʥʝʜʦʩʪʘʪʦʢ ʚ ʤʘʨʪʝ 2019 ʛʦʜʘ, ʥʦ, ʪʝʤ ʥʝ ʤʝʥʝʝ, ʧʦʭʦʞʝ, ʯʪʦ ʩ ʪʝʭ ʧʦʨ ʘʪʘʢʘʤ, 

ʢʦʪʦʨʳʝ ʠʩʧʦʣʴʟʦʚʘʣʠ ʝʛʦ ʜʣʷ ʧʨʦʥʠʢʥʦʚʝʥʠʷ ʥʘ ʥʝʟʘʱʠʱʝʥʥʳʝ ʩʝʨʚʝʨʳ, ʥʝʪ 

ʢʦʥʮʘ. ʆʜʠʥ ʠʟ ʧʨʠʤʝʨʦʚ: ʚ ʦʢʪʷʙʨʝ 2020 ʛʦʜʘ Microsoft ʧʨʝʜʫʧʨʝʜʠʣʘ, ʯʪʦ 

ʠʨʘʥʩʢʠʝ ʩʫʙʲʝʢʪʳ ʥʘʮʠʦʥʘʣʴʥʦʛʦ ʛʦʩʫʜʘʨʩʪʚʘ ʠʩʧʦʣʴʟʫʶʪ CVE-2019-0604 ʜʣʷ 

ʵʢʩʧʣʫʘʪʘʮʠʠ ʫʜʘʣʝʥʥʳʭ ʩʝʨʚʝʨʦʚ ʙʝʟ ʠʩʧʨʘʚʣʝʥʠʡ, ʘ ʟʘʪʝʤ ʜʣʷ ʠʤʧʣʘʥʪʘʮʠʠ ʚʝʙ-

ʦʙʦʣʦʯʢʠ ʜʣʷ ʧʦʣʫʯʝʥʠʷ ʧʦʩʪʦʷʥʥʦʛʦ ʜʦʩʪʫʧʘ ʠ ʚʳʧʦʣʥʝʥʠʷ ʢʦʜʘ. ʇʦʩʣʝ ʫʩʪʘʥʦʚʢʠ 

ʚʝʙ-ʦʙʦʣʦʯʢʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʨʘʟʚʝʨʪʳʚʘʝʪ Cobalt Strike - ʢʦʤʤʝʨʯʝʩʢʠ ʜʦʩʪʫʧʥʳʡ 

ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʪʝʩʪʠʨʦʚʘʥʠʷ ʥʘ ʧʨʦʥʠʢʥʦʚʝʥʠʝ, ʢʦʪʦʨʳʡ ʦʥʠ ʧʦʟʞʝ ʠʩʧʦʣʴʟʫʶʪ 

ʜʣʷ ʫʩʪʘʥʦʚʢʠ ʙʵʢʜʦʨʘ, ʢʦʪʦʨʳʡ ʧʦʟʚʦʣʷʝʪ ʠʤ ʟʘʧʫʩʢʘʪʴ ʘʚʪʦʤʘʪʠʯʝʩʢʠʡ ʩʮʝʥʘʨʠʡ 

PowerShell, ʢʦʪʦʨʳʡ ʚ ʢʦʥʝʯʥʦʤ ʠʪʦʛʝ ʟʘʛʨʫʞʘʝʪ ʠ ʫʩʪʘʥʘʚʣʠʚʘʝʪ ʦʢʦʥʯʘʪʝʣʴʥʫʶ 

ʧʦʣʝʟʥʫʶ ʥʘʛʨʫʟʢʫ: ʧʨʦʛʨʘʤʤʫ-ʚʳʤʦʛʘʪʝʣʴ Hello / Wickr. 

ɼʞʝʬʬ ʂʦʩʪʣʦʫ, ʜʠʨʝʢʪʦʨ ʧʦ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ ExtraHop, 

ʩʦʦʙʱʠʣ Threatpost ʚ ʩʨʝʜʫ, ʯʪʦ ʘʪʘʢʠ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ ʥʘ ʫʷʟʚʠʤʦʩʪʴ 2019 

ʛʦʜʘ, ʟʘʪʨʘʛʠʚʘʶʱʫʶ ʩʝʨʚʝʨʳ SharePoint, ʧʨʝʜʩʪʘʚʣʷʶʪ ʩʦʙʦʡ ʙʦʣʝʝ ʢʦʚʘʨʥʫʶ 

ʫʛʨʦʟʫ ʚ ʜʚʦʡʥʦʤ ʫʜʘʨʝ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ ʫʩʪʘʥʘʚʣʠʚʘʶʪ ʧʨʦʛʨʘʤʤʥʦʝ ʦʙʝʩʧʝʯʝʥʠʝ 

ʜʣʷ ʫʜʘʣʝʥʥʦʛʦ ʫʧʨʘʚʣʝʥʠʷ ʠ, ʪʘʢʠʤ ʦʙʨʘʟʦʤ, ʧʨʝʜʦʩʪʘʚʣʷʶʪ ʧʨʷʤʦʡ ʜʦʩʪʫʧ ʢ 

ʠʥʬʨʘʩʪʨʫʢʪʫʨʝ, ʛʜʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʩʚʦʙʦʜʥʦ ʧʦʨʝʟʚʠʪʴʩʷ.  

çʆʙʱʝʡ ʥʠʪʴʶ ʷʚʣʷʝʪʩʷ ʩʝʨʚʝʨ SharePointè, - ʩʢʘʟʘʣ ʂʦʩʪʣʦʫ ʚ ʵʣʝʢʪʨʦʥʥʦʤ 

ʧʠʩʴʤʝ. çʃʶʙʦʡ, ʢʪʦ ʠʩʧʦʣʴʟʫʝʪ SharePoint, ʜʦʣʞʝʥ ʫʙʝʜʠʪʴʩʷ, ʯʪʦ ʦʥ ʠʩʧʨʘʚʣʷʝʪ 

ʣʶʙʳʝ ʵʢʟʝʤʧʣʷʨʳ SharePoint, ʯʪʦʙʳ ʠʟʙʝʞʘʪʴ ʫʩʪʘʥʦʚʢʠ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤ / 

ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ. ɺ ʜʦʣʛʦʩʨʦʯʥʦʡ ʧʝʨʩʧʝʢʪʠʚʝ, ʥʠʢʘʢʠʝ ʠʩʧʨʘʚʣʝʥʠʷ ʥʝ 

ʨʝʰʘʪ ʧʨʦʙʣʝʤʫ ʬʠʰʠʥʛʘ. ɿʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʩʣʠʰʢʦʤ ʣʝʛʢʦ ʩʦʟʜʘʚʘʪʴ ʩʘʡʪʳ, 

ʠʤʠʪʠʨʫʶʱʠʝ ʣʝʛʠʪʠʤʥʳʝ ʩʘʡʪʳ. ʅʘʤ ʥʫʞʥʦ ʧʝʨʝʦʩʤʳʩʣʠʪʴ, ʢʘʢ ʦʩʫʱʝʩʪʚʣʷʝʪʩʷ 

ʩʦʚʤʝʩʪʥʦʝ ʠʩʧʦʣʴʟʦʚʘʥʠʝ. ʂʦʤʘʥʜʳ ʙʝʟʦʧʘʩʥʦʩʪʠ ʜʦʣʞʥʳ ʟʘʥʷʪʴ ʧʨʦʘʢʪʠʚʥʫʶ 

ʧʦʟʠʮʠʶ, ʯʪʦʙʳ ʧʦʤʦʯʴ ʩʚʦʠʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ ʚʝʩʪʠ ʙʠʟʥʝʩ ʙʝʟʦʧʘʩʥʦ. ʉʫʱʝʩʪʚʫʶʪ 

ʨʘʟʣʠʯʥʳʝ ʪʘʢʪʠʢʠ, ʧʦʤʦʛʘʶʱʠʝ ʧʨʝʜʫʧʨʝʞʜʘʪʴ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʦ ʚʦʟʤʦʞʥʳʭ 

ʘʪʘʢʘʭ, ʥʘʧʨʠʤʝʨ, ʥʘʩʪʨʦʡʢʘ ʢʘʞʜʦʛʦ ʩʝʨʚʝʨʘ SharePoint ʜʣʷ ʠʩʧʦʣʴʟʦʚʘʥʠʷ 

ʟʥʘʢʦʤʦʛʦ ʬʦʥʘ ʠʣʠ ʠʟʦʙʨʘʞʝʥʠʷ, ʯʪʦʙʳ ʧʦʣʴʟʦʚʘʪʝʣʠ ʤʦʛʣʠ ʚʚʦʜʠʪʴ ʫʯʝʪʥʳʝ 

ʜʘʥʥʳʝ ʪʦʣʴʢʦ ʥʘ ʣʝʛʠʪʠʤʥʳʭ ʩʘʡʪʘʭè. 

ɼʚʘ ʦʪʜʝʣʴʥʳʭ ʫʢʦʣʘ SharePoint 

Cofense ʩʦʦʙʱʠʣ Threatpost ʚ ʵʣʝʢʪʨʦʥʥʦʤ ʧʠʩʴʤʝ ʚ ʩʨʝʜʫ ʫʪʨʦʤ, ʯʪʦ ʥʝʪ 

ʦʯʝʚʠʜʥʦʡ ʩʚʷʟʠ ʤʝʞʜʫ ʬʠʰʠʥʛʦʚʦʡ ʢʘʤʧʘʥʠʝʡ SharePoint, ʢʦʪʦʨʫʶ ʨʘʩʢʨʳʣʠ ʝʝ 

ʘʥʘʣʠʪʠʢʠ, ʠ ʧʨʦʜʦʣʞʘʶʱʝʡʩʷ ʵʢʩʧʣʫʘʪʘʮʠʝʡ ʫʷʟʚʠʤʦʩʪʝʡ ʩʝʨʚʝʨʘ SharePoint 

ʛʨʫʧʧʦʡ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ Wickr / Hello.  

ʅʦ ʦʜʠʥ ʵʢʩʧʝʨʪ ʟʘʤʝʪʠʣ, ʯʪʦ ʚ ʩʭʝʤʝ, ʢʦʪʦʨʦʡ ʩʣʝʜʫʶʪ ʵʪʠ ʘʪʘʢʠ, 

ʩʫʱʝʩʪʚʫʝʪ ʤʦʥʦʪʦʥʥʘʷ ʟʘʢʦʥʦʤʝʨʥʦʩʪʴ: ʩʥʘʯʘʣʘ ʤʳ ʧʦʣʫʯʘʝʤ ʥʦʚʦʩʪʠ ʦʙ 

ʫʷʟʚʠʤʦʩʪʠ, ʟʘʪʝʤ ʥʘ ʥʝʝ ʥʘʙʨʘʩʳʚʘʶʪʩʷ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ, ʠʱʫʱʠʝ 

ʥʝʟʘʢʨʝʧʣʝʥʥʳʭ ʩʝʨʚʝʨʦʚ.  
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ɺ ʵʣʝʢʪʨʦʥʥʦʤ ʧʠʩʴʤʝ Threatpost ʚ ʩʨʝʜʫ ɸʚʠʭʘʡ ɹʝʥ-ʁʦʩʝʬ, ʪʝʭʥʠʯʝʩʢʠʡ 

ʜʠʨʝʢʪʦʨ ʠ ʩʦʫʯʨʝʜʠʪʝʣʴ Cymulate, ʩʢʘʟʘʣ, ʯʪʦ ʤʳ ʚʠʜʝʣʠ, ʢʘʢ ʵʪʦ ʧʨʦʠʩʭʦʜʠʪ 

ʩʥʦʚʘ ʠ ʩʥʦʚʘ. çɺ ʧʦʩʣʝʜʥʠʡ ʛʦʜ ʤʳ ʥʘʙʣʶʜʘʝʤ ʧʦʚʪʦʨʷʶʱʫʶʩʷ ʢʘʨʪʠʥʫ ʧʦʜʦʙʥʳʭ 

ʘʪʘʢ. çʅʫʣʝʚʦʡ ʜʝʥʴè ʠʩʧʦʣʴʟʫʝʪʩʷ ʩʫʙʲʝʢʪʦʤ ʥʘʮʠʦʥʘʣʴʥʦʛʦ ʛʦʩʫʜʘʨʩʪʚʘè, - 

ʩʢʘʟʘʣ ʦʥ. çɿʘʪʨʦʥʫʪʘʷ ʢʦʤʧʘʥʠʷ - ʚ ʜʘʥʥʦʤ ʩʣʫʯʘʝ Microsoft - ʦʙʲʷʚʣʷʝʪ ʦʙ 

ʫʷʟʚʠʤʦʩʪʠ ʠ ʚʧʦʩʣʝʜʩʪʚʠʠ ʠʩʧʨʘʚʣʷʝʪ ʝʝ. ɿʘʪʝʤ ʜʨʫʛʠʝ ʩʫʙʲʝʢʪʳ ʥʘʮʠʦʥʘʣʴʥʦʛʦ 

ʛʦʩʫʜʘʨʩʪʚʘ, ʫʟʥʘʚ ʦʙ ʫʷʟʚʠʤʦʩʪʠ, ʚʧʦʩʣʝʜʩʪʚʠʠ ʥʘʯʠʥʘʶʪ ʘʪʘʢʠ ʥʘ ʪʝʭ, ʢʪʦ ʥʝ 

ʫʩʪʘʥʦʚʠʣ ʠʩʧʨʘʚʣʝʥʠʷ. ʅʘʢʦʥʝʮ, ʧʨʠʭʦʜʷʪ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ-ʚʳʤʦʛʘʪʝʣʠ, 

ʩʦʮʠʘʣʠʟʠʨʫʶʪ ʵʢʩʧʣʦʡʪ ʥʘ ʩʘʡʪʘʭ Dark Net ʠ ʠʩʧʦʣʴʟʫʶʪ ʝʛʦ... ʜʣʷ ʟʘʧʫʩʢʘ 

ʩʦʙʩʪʚʝʥʥʳʭ ʘʪʘʢ. ɼʚʦʡʥʦʡ ʫʜʘʨ ʧʦ SharePoint ʟʘʢʣʶʯʘʝʪʩʷ ʚ ʪʦʤ, ʯʪʦ ʩʫʙʲʝʢʪʳ 

ʥʘʮʠʦʥʘʣʴʥʦʛʦ ʛʦʩʫʜʘʨʩʪʚʘ ʠʩʧʦʣʴʟʦʚʘʣʠ ʝʛʦ ʩʥʘʯʘʣʘ ʢʘʢ ʥʫʣʝʚʦʡ ʜʝʥʴ (ʘ ʟʘʪʝʤ ʢʘʢ 

ʠʟʚʝʩʪʥʫʶ ʫʷʟʚʠʤʦʩʪʴ). ɿʘʪʝʤ ʧʨʠʰʣʠ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠ ʪʦʞʝ ʠʩʧʦʣʴʟʦʚʘʣʠ ʝʛʦ. 

çʀʜʝʷ ʩʦʩʪʦʠʪ ʚ ʪʦʤ, ʯʪʦʙʳ ʟʥʘʪʴ, ʢʘʢʠʝ ʫ ʚʘʩ ʧʨʦʙʣʝʤʳ ʠ ʛʜʝè, - ʩʢʘʟʘʣ ʦʥ. 

çɽʩʣʠ ʚʳ ʥʝ ʟʥʘʝʪʝ, ʚʳ ʥʝ ʩʤʦʞʝʪʝ ʟʘʱʠʪʠʪʴ ʩʝʙʷ. ʆʨʛʘʥʠʟʘʮʠʠ ʜʦʣʞʥʳ 

ʨʘʟʨʘʙʦʪʘʪʴ ʙʦʣʝʝ ʵʬʬʝʢʪʠʚʥʳʝ ʚʦʟʤʦʞʥʦʩʪʠ ʨʝʘʛʠʨʦʚʘʥʠʷ, ʯʪʦʙʳ ʙʳʩʪʨʝʝ 

ʦʪʩʣʝʞʠʚʘʪʴ ʵʪʠ ʦʙʲʷʚʣʝʥʠʷ, ʘʥʘʣʠʟ ʫʛʨʦʟ ʠ ʠʩʧʨʘʚʣʷʪʴ ʠʭè. (Lisa Vaas. Microsoft 

Office SharePoint Targeted With High-Risk Phish, Ransomware Attacks // Threatpost 

(https://threatpost.com/sharepoint-phish-ransomware-attacks/165671/). 28.04.2021). 

***  

 

çʇʦʩʣʝ ʧʨʠʧʠʩʳʚʘʥʠʷ ʘʪʘʢʠ ʮʝʧʦʯʢʠ ʧʦʩʪʘʚʦʢ SolarWinds ʨʦʩʩʠʡʩʢʦʡ 

APT29, ʘʤʝʨʠʢʘʥʩʢʦʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʝ ʘʛʝʥʪʩʪʚʦ CISA ʦʧʫʙʣʠʢʦʚʘʣʦ ʩʧʠʩʦʢ 

ʠʟʚʝʩʪʥʳʭ ʪʘʢʪʠʢ ʰʧʠʦʥʦʚ, ʚʢʣʶʯʘʷ ʩʢʣʦʥʥʦʩʪʴ ʢ ʠʩʧʦʣʴʟʦʚʘʥʠʶ 

ʧʨʦʚʘʡʜʝʨʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʩ ʦʟʦʨʥʳʤ ʠʤʝʥʝʤ. 

APT29 * - ʵʪʦ ʢʦʜʦʚʦʝ ʥʘʟʚʘʥʠʝ ʚ ʟʘʧʘʜʥʦʤ ʤʠʨʝ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʪʦʛʦ, ʯʪʦ, ʢʘʢ ʤʳ ʪʝʧʝʨʴ ʟʥʘʝʤ, - ʵʪʦ ʉʣʫʞʙʘ ʚʥʝʰʥʝʡ ʨʘʟʚʝʜʢʠ 

ʈʦʩʩʠʠ, ʠʟʚʝʩʪʥʘʷ ʧʦʜ ʝʝ ʨʫʩʩʢʦʡ ʘʙʙʨʝʚʠʘʪʫʨʦʡ SVR. 

ʇʦʤʠʤʦ ʧʫʙʣʠʢʘʮʠʠ ʩʧʠʩʢʘ ʪʦʛʦ, ʯʪʦ ʢʦʥʪʨʨʘʟʚʝʜʢʘ ʉʐɸ ʟʥʘʝʪ ʦ ʩʚʦʠʭ 

ʨʦʩʩʠʡʩʢʠʭ ʥʘʩʪʫʧʘʪʝʣʴʥʳʭ ʢʦʣʣʝʛʘʭ, CISA ʪʘʢʞʝ ʜʦʙʘʚʠʣʘ ʥʝʩʢʦʣʴʢʦ ʩʦʚʝʪʦʚ ʦ 

ʪʦʤ, ʢʘʢ ʠʟʙʝʞʘʪʴ ʵʪʦʡ ʦʙʱʝʡ ʪʘʢʪʠʢʠ ʢʦʤʧʨʦʤʠʩʩʘ ʨʦʩʩʠʡʩʢʦʡ ʨʘʟʚʝʜʢʠ. 

ʇʨʦʬʝʩʩʠʦʥʘʣʳ ʚʟʣʦʤʘ SVR ʠʩʧʦʣʴʟʫʶʪ ʪʘʢʠʝ ʤʝʪʦʜʳ, ʢʘʢ çʥʠʟʢʦʝ ʠ 

ʤʝʜʣʝʥʥʦʝè ʨʘʩʧʳʣʝʥʠʝ ʧʘʨʦʣʝʡ, ʥʘʮʝʣʝʥʥʳʭ ʥʘ ʠʟʚʝʩʪʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ 

ʘʜʤʠʥʠʩʪʨʘʪʦʨʦʚ, ʨʘʟʚʝʨʪʳʚʘʥʠʝ ʥʫʣʝʚʦʛʦ ʜʥʷ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ VPN, ʘ ʟʘʪʝʤ 

ʨʘʟʚʝʨʪʳʚʘʥʠʝ ʜʨʦʧʧʝʨʦʚ, ʪʘʢʠʭ ʢʘʢ WellMess. 

ʇʝʨʚʦʥʘʯʘʣʴʥʳʝ ʨʝʟʫʣʴʪʘʪʳ ʌɹʈ ʫʢʘʟʳʚʘʶʪ ʥʘ ʪʦ, ʯʪʦ ʧʦʩʪʠʥʬʝʢʮʠʦʥʥʘʷ 

ʪʦʨʛʦʚʣʷ ʧʦʭʦʞʘ ʥʘ ʜʨʫʛʠʝ ʚʪʦʨʞʝʥʠʷ, ʩʧʦʥʩʠʨʫʝʤʳʝ SVR, ʚ ʪʦʤ ʯʠʩʣʝ ʥʘ ʪʦ, ʢʘʢ 

ʩʫʙʲʝʢʪʳ ʧʨʠʦʙʨʝʪʘʣʠ ʠ ʫʧʨʘʚʣʷʣʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʦʡ, ʠʩʧʦʣʴʟʦʚʘʥʥʦʡ ʚʦ 

ʚʪʦʨʞʝʥʠʷʭ. ʇʦʣʫʯʠʚ ʜʦʩʪʫʧ ʢ ʩʝʪʷʤ ʞʝʨʪʚ, ʢʠʙʝʨ-ʩʫʙʲʝʢʪʳ SVR ʧʝʨʝʤʝʱʘʣʠʩʴ ʧʦ 

ʩʝʪʷʤ, ʯʪʦʙʳ ʧʦʣʫʯʠʪʴ ʜʦʩʪʫʧ ʢ ʫʯʝʪʥʳʤ ʟʘʧʠʩʷʤ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. ʎʝʣʝʚʳʝ 

ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʚ ʥʝʩʢʦʣʴʢʠʭ ʦʨʛʘʥʠʟʘʮʠʷʭ-ʞʝʨʪʚʘʭ ʚʢʣʶʯʘʣʠ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ, 

ʩʚʷʟʘʥʥʳʝ ʩ ʀʊ-ʧʝʨʩʦʥʘʣʦʤ. ʌɹʈ ʧʦʜʦʟʨʝʚʘʝʪ, ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʥʘʙʣʶʜʘʣʠ ʟʘ 

ʀʊ-ʧʝʨʩʦʥʘʣʦʤ, ʯʪʦʙʳ ʩʦʙʨʘʪʴ ʧʦʣʝʟʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʩʝʪʷʭ ʞʝʨʪʚ, ʦʧʨʝʜʝʣʠʪʴ, 

ʦʙʥʘʨʫʞʠʣʠ ʣʠ ʞʝʨʪʚʳ ʚʪʦʨʞʝʥʠʷ, ʠ ʫʢʣʦʥʠʪʴʩʷ ʦʪ ʜʝʡʩʪʚʠʡ ʧʦ ʚʳʩʝʣʝʥʠʶ. 

ʉʦʛʣʘʩʥʦ CISA, ʦʙʥʘʨʫʞʝʥʠʝ SVR ʩʦʩʪʦʷʣʦ ʠʟ ʜʦʚʦʣʴʥʦ ʨʫʪʠʥʥʳʭ ʟʘʜʘʯ: 

ʘʫʜʠʪ ʬʘʡʣʦʚ ʞʫʨʥʘʣʘ çʜʣʷ ʚʳʷʚʣʝʥʠʷ ʧʦʧʳʪʦʢ ʜʦʩʪʫʧʘ ʢ ʧʨʠʚʠʣʝʛʠʨʦʚʘʥʥʳʤ 
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ʩʝʨʪʠʬʠʢʘʪʘʤè, ʤʦʥʠʪʦʨʠʥʛ ʩʝʪʝʡ ʜʣʷ ʟʘʢʦʜʠʨʦʚʘʥʥʳʭ ʢʦʤʘʥʜ PowerShell, 

ʧʨʦʬʠʣʠʨʦʚʘʥʠʝ ʧʦʚʝʜʝʥʠʷ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʜʣʷ ʦʙʥʘʨʫʞʝʥʠʷ ʥʝʦʙʳʯʥʦʡ 

ʘʢʪʠʚʥʦʩʪʠ, ʫʢʘʟʳʚʘʶʱʝʡ ʥʘ ʢʦʤʧʨʦʤʝʪʘʮʠʶ, ʠ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʠʥʬʦʨʤʘʮʠʠ ʦʙ 

ʫʛʨʦʟʘʭ ʜʣʷ ʩʣʝʜʠʪʝ ʟʘ çʟʣʦʫʧʦʪʨʝʙʣʝʥʠʝʤ ʫʯʝʪʥʳʤʠ ʜʘʥʥʳʤʠ ʚ ʦʙʣʘʯʥʳʭ ʩʨʝʜʘʭè. 

ʂʘʢ ʧʨʝʜʫʧʨʝʜʠʣ CISA, ʦʜʠʥ ʠʟ ʙʦʥʫʩʦʚ, ʦ ʢʦʪʦʨʳʭ ʚʳ ʤʦʛʣʠ ʙʳ ʨʘʟʦʙʨʘʪʴʩʷ 

ʩ ʨʦʩʩʠʡʩʢʠʤ ʰʧʠʦʥʦʤ, - ʵʪʦ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʥʝʣʝʧʦʛʦ ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ. 

ʍʦʪʷ ʤʳ ʩʦʚʝʨʰʝʥʥʦ ʫʚʝʨʝʥʳ, ʯʪʦ ʥʝ ʨʫʩʩʢʠʡ ʰʧʠʦʥ ʥʘʟʚʘʣ ʥʘʩ ʦʩʢʦʨʙʠʪʝʣʴʥʳʤʠ 

ʠʤʝʥʘʤʠ ʩ ʧʝʪʫʰʠʥʦʛʦ [.] Li ʘʜʨʝʩʘ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ ʚ 2016 ʛʦʜʫ, CISA ʩʯʠʪʘʝʪ: 

çʍʦʪʷ ʢʠʙʝʨ-ʘʢʪʦʨʳ SVR ʥʝ ʠʩʧʦʣʴʟʫʶʪ ʝʛʦ ʠʩʢʣʶʯʠʪʝʣʴʥʦ, ʥʝʢʦʪʦʨʳʝ ʢʠʙʝʨ-

ʧʝʨʩʦʥʘʞʠ SVR ʠʩʧʦʣʴʟʫʶʪ ʩʣʫʞʙʳ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ, ʨʘʟʤʝʱʝʥʥʳʝ ʥʘ cock [.] li 

ʠʣʠ ʩʚʷʟʘʥʥʳʭ ʜʦʤʝʥʘʭè. 

ʄʳ ʩʧʨʦʩʠʣʠ ʧʦ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʝ ʫ ʩʦʧʨʦʚʦʞʜʘʶʱʝʛʦ ʇʝʪʫʭʘ ɺʠʥʩʝʥʪʘ 

ʂʵʥʬʠʣʜʘ ʝʛʦ ʤʳʩʣʠ ʦ ʪʦʤ, ʯʪʦ ʧʨʘʚʠʪʝʣʴʩʪʚʦ ʉʐɸ ʥʘʟʚʘʣʦ ʝʛʦ ʫʢʨʳʪʠʝʤ 

ʚʨʘʞʜʝʙʥʳʭ ʠʥʦʩʪʨʘʥʥʳʭ ʰʧʠʦʥʦʚ, ʠ ʚʦʩʧʨʦʠʟʚʝʜʝʤ ʣʶʙʳʝ ʧʝʯʘʪʥʳʝ ʚʝʨʩʠʠ, ʝʩʣʠ 

ʦʥ ʦʪʚʝʪʠʪ. È 

Namenote 

* ʇʦʩʢʦʣʴʢʫ ʵʪʦ ʟʘʧʘʜʥʳʡ ʤʠʨ ʠʥʬʦʨʤʘʮʠʦʥʥʦʡ ʙʝʟʦʧʘʩʥʦʩʪʠ, APT29 ʠʤʝʝʪ 

ʦʢʦʣʦ 50 ʨʘʟʣʠʯʥʳʭ ʥʘʟʚʘʥʠʡ ʚ ʟʘʚʠʩʠʤʦʩʪʠ ʦʪ ʪʦʛʦ, ʢʘʢʘʷ ʢʦʤʧʘʥʠʷ ʦ ʥʠʭ ʛʦʚʦʨʠʪ, 

ʢʘʢʦʡ ʩʝʡʯʘʩ ʜʝʥʴ ʥʝʜʝʣʠ, ʩʦʣʥʝʯʥʦ ʠʣʠ ʦʙʣʘʯʥʦ. ɺʘʨʠʘʮʠʠ ʚʢʣʶʯʘʶʪ The Dukes, 

Cosy Bear, ʪʨʫʜʥʦʧʨʦʠʟʥʦʩʠʤʳʡ ʠʪʪʨʠʡ ʠ ʪ. ɼ. 

ʅʘʤ ʛʦʚʦʨʷʪ, ʯʪʦ ʵʪʦ ʤʘʨʢʝʪʠʥʛʦʚʘʷ ʩʪʨʘʪʝʛʠʷ, ʪʦʯʥʦ ʪʘʢ ʞʝ, ʢʘʢ ʩʪʘʨʪʘʧʳ, ʦ 

ʢʦʪʦʨʳʭ ʥʠʢʪʦ ʥʝ ʩʣʳʰʘʣ, ʣʶʙʷʪ ʥʘʟʳʚʘʪʴ ʩʝʙʷ çʚʝʜʫʱʠʤ ʙʠʟʥʝʩʦʤ ʚ ʚʝʨʪʠʢʘʣʠ 

ʮʠʬʨʦʚʦʡ ʦʙʨʘʙʦʪʢʠ ʨʝʜʘʢʪʠʨʫʝʤʳʭ ʩʠʤʚʦʣʦʚ ʥʘ ʙʝʣʦʤ ʬʦʥʝè. (Gareth Corfield. 

Here's what Russia's SVR spy agency does when it breaks into your network, says US 

CISA infosec agency // The Register 

(https://www.theregister.com/2021/04/27/apt29_russia_svr_tactics_cisa/). 27.04.2021). 

***  

 

ɼʽʷʣʴʥʽʩʪʴ ʭʘʢʝʨʽʚ ʪʘ ʭʘʢʝʨʩʴʢʽ ʫʛʨʫʧʦʚʫʚʘʥʥʷ 

 

çʂʠʙʝʨʤʦʰʝʥʥʠʢʠ ʥʘʯʘʣʠ ʥʘʥʠʤʘʪʴ çʙʝʣʳʭ ʭʘʢʝʨʦʚè ʧʦʜ ʚʠʜʦʤ 

ʢʦʤʧʘʥʠʡ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ Check Point Software Technologies ʠ 

Forcepoint. ʇʝʨʚʦʡ ʪʘʢʫʶ ʧʨʘʢʪʠʢʫ ʚʚʝʣʘ ʛʨʫʧʧʠʨʦʚʢʘ FIN7, ʨʘʟʨʘʙʦʪʘʚ 

ʧʨʦʛʨʘʤʤʫ, ʟʘʤʘʩʢʠʨʦʚʘʥʥʫʶ ʧʦʜ ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʧʝʥʪʝʩʪʘ ð ʘʥʘʣʠʟʘ 

ʟʘʱʠʱʝʥʥʦʩʪʠ ʩʝʪʝʡ. çɹʝʣʳʝ ʭʘʢʝʨʳè ʧʨʠ ʵʪʦʤ ʥʝ ʟʥʘʶʪ, ʯʪʦ ʨʘʙʦʪʘʶʪ ʥʘ 

ʧʨʝʩʪʫʧʥʠʢʦʚ. ʇʦ ʩʣʦʚʘʤ ʵʢʩʧʝʨʪʦʚ, ʘʪʘʢʠ ʪʘʢʦʛʦ ʪʠʧʘ ʩ ʢʦʥʮʘ 2020 ʛʦʜʘ ʠʜʫʪ ʥʘ 

ʘʤʝʨʠʢʘʥʩʢʠʝ ʢʦʤʧʘʥʠʠ, ʥʦ ʚʩʢʦʨʝ ʤʦʛʫʪ ʧʝʨʝʢʣʶʯʠʪʴʩʷ ʥʘ ʜʨʫʛʠʝ ʩʪʨʘʥʳ, 

ʚʢʣʶʯʘʷ ʈʦʩʩʠʶ. 

ʀʟʚʝʩʪʥʘʷ ʨʫʩʩʢʦʷʟʳʯʥʘʷ ʭʘʢʝʨʩʢʘʷ ʛʨʫʧʧʠʨʦʚʢʘ FIN7 ʥʘʯʘʣʘ ʘʪʘʢʦʚʘʪʴ 

ʢʨʫʧʥʳʝ ʘʤʝʨʠʢʘʥʩʢʠʝ ʢʦʤʧʘʥʠʠ, ʧʨʠʢʠʜʳʚʘʷʩʴ ʣʝʛʘʣʴʥʦʡ ʦʨʛʘʥʠʟʘʮʠʝʡ ʧʦ 

ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ, ʨʘʩʩʢʘʟʘʣʠ ñʒò ʚ Bi.Zone. ɼʣʷ ʵʪʦʛʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ 

ʨʘʟʨʘʙʦʪʘʣʠ ʧʨʦʛʨʘʤʤʫ, ʢʦʪʦʨʘʷ ʤʘʩʢʠʨʫʝʪʩʷ ʧʦʜ ʠʥʩʪʨʫʤʝʥʪ ʜʣʷ ʘʥʘʣʠʟʘ 

ʟʘʱʠʱʝʥʥʦʩʪʠ ʩʝʪʝʡ Windows. 
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ʏʪʦʙʳ ʫʚʝʣʠʯʠʪʴ ʦʭʚʘʪ, FIN7 ʩ ʧʨʦʰʣʦʛʦ ʛʦʜʘ ʘʢʪʠʚʥʦ ʥʘʥʠʤʘʝʪ ʨʦʩʩʠʡʩʢʠʭ 

ʧʝʥʪʝʩʪʝʨʦʚ (çʙʝʣʳʝ ʭʘʢʝʨʳè, ʩʧʝʮʠʘʣʠʩʪʳ ʧʦ ʘʥʘʣʠʟʫ ʟʘʱʠʱʝʥʥʦʩʪʠ 

ʠʥʬʦʨʤʘʮʠʦʥʥʳʭ ʩʠʩʪʝʤ), ʚʳʜʘʚʘʷ ʩʝʙʷ ʟʘ ʧʨʝʜʩʪʘʚʠʪʝʣʴʩʪʚʘ ʠʟʨʘʠʣʴʩʢʦʛʦ 

ʨʘʟʨʘʙʦʪʯʠʢʘ ʨʝʰʝʥʠʡ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ Check Point Software Technologies ʠ 

ʘʤʝʨʠʢʘʥʩʢʦʛʦ ʨʘʟʨʘʙʦʪʯʠʢʘ ʩʦʬʪʘ Forcepoint. 

ʇʦ ʩʣʦʚʘʤ ʜʠʨʝʢʪʦʨʘ ʙʣʦʢʘ ʵʢʩʧʝʨʪʥʳʭ ʩʝʨʚʠʩʦʚ Bi.Zone ɽʚʛʝʥʠʷ ɺʦʣʦʰʠʥʘ, 

ʥʘʥʷʪʳʝ ʩʦʪʨʫʜʥʠʢʠ ʜʘʞʝ ʥʝ ʧʦʜʦʟʨʝʚʘʶʪ, ʯʪʦ ʨʘʙʦʪʘʶʪ ʥʘ ʟʣʦʫʤʳʰʣʝʥʥʠʢʦʚ. 

FIN7, ʫʪʦʯʥʷʝʪ ʦʥ, ʠʥʪʝʨʝʩʫʶʪ ʨʫʩʩʢʠʝ ʩʧʝʮʠʘʣʠʩʪʳ, ʧʦʩʢʦʣʴʢʫ ʦʥʠ çʩʘʤʳʝ 

ʩʠʣʴʥʳʝè. ʇʝʥʪʝʩʪʝʨʘʤ, ʧʦʜʯʝʨʢʠʚʘʝʪ ʛʦʩʧʦʜʠʥ ɺʦʣʦʰʠʥ, ʥʫʞʥʦ çʩʦʭʨʘʥʷʪʴ 

ʙʜʠʪʝʣʴʥʦʩʪʴ ʧʨʠ ʪʨʫʜʦʫʩʪʨʦʡʩʪʚʝè. 

ʇʝʥʪʝʩʪ ð ʵʪʦ ʩʦʟʥʘʪʝʣʴʥʳʡ ʚʟʣʦʤ ʩʠʩʪʝʤʳ, ʯʪʦʙʳ ʥʘʡʪʠ ʝʝ ʩʣʘʙʳʝ ʤʝʩʪʘ. 

ʇʦ ʧʨʦʛʥʦʟʫ Positive Technologies, ʧʦ ʠʪʦʛʘʤ 2020 ʛʦʜʘ ʦʙʲʝʤ ʨʳʥʢʘ ʫʩʣʫʛ 

ʥʝʧʨʝʨʳʚʥʦʛʦ ʘʥʘʣʠʟʘ ʟʘʱʠʱʝʥʥʦʩʪʠ ʙʠʟʥʝʩʘ ʜʦʣʞʝʥ ʙʳʣ ʩʦʩʪʘʚʠʪʴ 1,5 ʤʣʨʜ ʨʫʙ. 

ɺ Positive Technologies ñʒò ʧʦʜʪʚʝʨʜʠʣʠ, ʯʪʦ ʢʨʦʤʝ ʢʝʡʩʘ FIN7 ʜʦ 2021 ʛʦʜʘ 

ʥʝ ʥʘʙʣʶʜʘʣʠ ʩʣʫʯʘʝʚ, ʢʦʛʜʘ ʧʨʝʩʪʫʧʥʠʢʠ ʚʪʷʛʠʚʘʣʠ ʚ ʧʦʜʦʙʥʳʝ ʩʭʝʤʳ 

ʧʝʥʪʝʩʪʝʨʦʚ. ʇʦ ʩʣʦʚʘʤ ʨʫʢʦʚʦʜʠʪʝʣʷ ʛʨʫʧʧʳ ʠʩʩʣʝʜʦʚʘʥʠʡ ʫʛʨʦʟ ʵʢʩʧʝʨʪʥʦʛʦ 

ʮʝʥʪʨʘ ʙʝʟʦʧʘʩʥʦʩʪʠ Positive Technologies (PT Expert Security Center) ɼʝʥʠʩʘ 

ʂʫʚʰʠʥʦʚʘ, ʠʭ ʘʪʘʢʦʚʘʣʠ ʠʥʘʯʝ ʠ ʩ ʜʨʫʛʠʤʠ ʮʝʣʷʤʠ. ʅʘʧʨʠʤʝʨ, ʚ ʧʝʨʚʦʤ ʢʚʘʨʪʘʣʝ 

2021 ʛʦʜʘ ʫʯʘʩʪʥʠʢʠ ʩʝʚʝʨʦʢʦʨʝʡʩʢʦʡ ʛʨʫʧʧʠʨʦʚʢʠ Lazarus ʧʠʩʘʣʠ ʩʧʝʮʠʘʣʠʩʪʘʤ 

ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʚ ʩʦʮʩʝʪʷʭ ʠ ʤʝʩʩʝʥʜʞʝʨʘʭ, ʧʨʝʜʩʪʘʚʣʷʷʩʴ ʢʦʣʣʝʛʘʤʠ, ʘ ʟʘʪʝʤ 

ʧʨʝʜʣʘʛʘʣʠ ʧʨʦʯʠʪʘʪʴ ʩʪʘʪʴʶ ʚ ʣʠʯʥʦʤ ʙʣʦʛʝ. 

ɽʩʣʠ ʞʝʨʪʚʘ ʧʦʣʴʟʦʚʘʣʘʩʴ ʙʨʘʫʟʝʨʦʤ Google Chrome, ʧʦʷʩʥʷʝʪ ʛʦʩʧʦʜʠʥ 

ʂʫʚʰʠʥʦʚ, ʧʨʠ ʧʝʨʝʭʦʜʝ ʚ ʙʣʦʛ ʵʢʩʧʣʫʘʪʠʨʦʚʘʣʘʩʴ ʫʷʟʚʠʤʦʩʪʴ ʥʫʣʝʚʦʛʦ ʜʥʷ, ʠ 

ʢʦʤʧʴʶʪʝʨ ʞʝʨʪʚʳ ʦʢʘʟʳʚʘʣʩʷ ʟʘʨʘʞʝʥʥʳʤ. ʉʫʪʴ ʙʳʣʘ ʚ ʪʦʤ, ʯʪʦ ʥʘ ʫʩʪʨʦʡʩʪʚʘʭ 

ʩʧʝʮʠʘʣʠʩʪʦʚ ʧʦ ʙʝʟʦʧʘʩʥʦʩʪʠ ʤʦʛʣʘ ʥʘʭʦʜʠʪʴʩʷ ʚʘʞʥʘʷ ʜʣʷ ʭʘʢʝʨʦʚ 

ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʘʷ ʠʥʬʦʨʤʘʮʠʷ. 

ʊʝʧʝʨʴ ʞʝ çʙʝʣʳʝ ʭʘʢʝʨʳè ʩʘʤʠ ʩʪʘʥʦʚʷʪʩʷ ʯʘʩʪʴʶ ʘʪʘʢʠ, ʣʠʢʚʠʜʠʨʫʷ 

ʢʘʜʨʦʚʳʡ ʜʝʬʠʮʠʪ ʫ ʢʠʙʝʨʤʦʰʝʥʥʠʢʦʚ. 

ɻʣʘʚʘ ʧʨʝʜʩʪʘʚʠʪʝʣʴʩʪʚʘ Check Point ʚ ʈʦʩʩʠʠ ʠ ʉʅɻ ɺʘʩʠʣʠʡ ɼʷʛʠʣʝʚ 

ʧʦʜʪʚʝʨʞʜʘʝʪ, ʯʪʦ ʧʨʦʙʣʝʤʘ ʩʪʘʥʦʚʠʪʩʷ ʘʢʪʫʘʣʴʥʦʡ. ɺ ʜʘʥʥʦʤ ʩʣʫʯʘʝ, ʧʦ ʝʛʦ 

ʤʥʝʥʠʶ, ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʨʘʩʩʯʠʪʳʚʘʶʪ ʚʦʩʧʦʣʴʟʦʚʘʪʴʩʷ ʜʦʚʝʨʯʠʚʦʩʪʴʶ 

ʢʦʤʧʘʥʠʡ, ʢʦʪʦʨʳʝ ʩʪʨʝʤʷʪʩʷ ʩʵʢʦʥʦʤʠʪʴ ʥʘ ʧʨʦʚʝʜʝʥʠʠ ʥʦʨʤʘʣʴʥʦʛʦ ʧʝʥʪʝʩʪʘ, 

çʥʘʟʚʘʥʠʝ ʠʟʚʝʩʪʥʦʛʦ ʙʨʝʥʜʘ ʧʦʟʚʦʣʷʝʪ ʠʤ ʚʦʡʪʠ ʚ ʜʦʚʝʨʠʝè. ɺʦ ʚʨʝʤʷ ʪʝʩʪʘ ʥʘ 

ʧʨʦʥʠʢʥʦʚʝʥʠʝ ʠʣʠ ʚ ʨʝʟʫʣʴʪʘʪʝ ʫʜʘʯʥʦʛʦ ʦʙʥʘʨʫʞʝʥʠʷ ʙʨʝʰʝʡ ʚ ʟʘʱʠʪʝ 

ʩʧʝʮʠʘʣʠʩʪʳ ʯʘʩʪʦ ʧʦʣʫʯʘʶʪ ʚʳʩʦʢʠʡ ʫʨʦʚʝʥʴ ʧʨʠʚʠʣʝʛʠʡ ʜʣʷ ʜʦʩʪʫʧʘ ʢ ʩʠʩʪʝʤʝ. 

ɻʨʫʧʧʠʨʦʚʢʘ FIN7 ʦʩʥʦʚʘʥʘ ʚ 2013 ʛʦʜʫ ʠ ʠʟʚʝʩʪʥʘ ʘʪʘʢʘʤʠ ʩ ʮʝʣʴʶ 

ʬʠʥʘʥʩʦʚʦʡ ʚʳʛʦʜʳ ʣʠʙʦ ʰʧʠʦʥʘʞʘ. ʄʠʰʝʥʴʶ ʧʨʝʩʪʫʧʥʠʢʦʚ ʚ ʈʦʩʩʠʠ ʠ ʥʘ 

ʧʦʩʪʩʦʚʝʪʩʢʦʤ ʧʨʦʩʪʨʘʥʩʪʚʝ ʙʳʣʠ ʚ ʦʩʥʦʚʥʦʤ ʙʘʥʢʠ ʠ ʧʣʘʪʝʞʥʳʝ ʩʠʩʪʝʤʳ, 

ʨʘʩʩʢʘʟʳʚʘʝʪ ʚʝʜʫʱʠʡ ʩʧʝʮʠʘʣʠʩʪ ʧʦ ʢʦʤʧʴʶʪʝʨʥʦʡ ʢʨʠʤʠʥʘʣʠʩʪʠʢʝ Group-IB 

ʆʣʝʛ ʉʢʫʣʢʠʥ. ɺ 2019 ʛʦʜʫ ʨʘʩʩʣʝʜʦʚʘʥʠʝ ʚ ʦʪʥʦʰʝʥʠʠ ʛʨʫʧʧʠʨʦʚʢʠ ʧʨʦʚʦʜʠʣʘ 

çʃʘʙʦʨʘʪʦʨʠʷ ʂʘʩʧʝʨʩʢʦʛʦè: ʠʩʩʣʝʜʦʚʘʪʝʣʠ ʦʙʥʘʨʫʞʠʣʠ ʩʚʷʟʴ ʭʘʢʝʨʦʚ ʩ ʜʨʫʛʦʡ 

ʠʟʚʝʩʪʥʦʡ ʛʨʫʧʧʦʡ Carbanak. ɺ 2020 ʛʦʜʫ FIN7 ʧʨʠʥʠʤʘʣʘ ʘʢʪʠʚʥʦʝ ʫʯʘʩʪʠʝ ʚ Big 

Game Hunting ð ʘʪʘʢʘʭ ʥʘ ʢʨʫʧʥʳʝ ʢʦʤʧʘʥʠʠ ʩ ʮʝʣʴʶ ʚʳʤʦʛʘʪʝʣʴʩʪʚʘ ʚʳʢʫʧʘ ʟʘ 

ʨʘʩʰʠʬʨʦʚʢʫ ʜʘʥʥʳʭ, ʛʦʚʦʨʠʪ ʆʣʝʛ ʉʢʫʣʢʠʥ.  
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FIN7 ʧʝʨʝʢʣʶʯʠʣʠʩʴ ʥʘ ʘʪʘʢʠ ʩ ʠʩʧʦʣʴʟʦʚʘʥʠʝʤ ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ, ʪʘʢ 

ʢʘʢ ʦʥʠ ʧʨʦʱʝ ʚ ʨʝʘʣʠʟʘʮʠʠ ʠ ʤʦʛʫʪ ʧʨʠʥʝʩʪʠ ʭʘʢʝʨʘʤ ʪʘʢʫʶ ʞʝ ʧʨʠʙʳʣʴ, ʧʦʣʘʛʘʝʪ 

ʛʦʩʧʦʜʠʥ ʉʢʫʣʢʠʥéè. (ʖʣʠʷ ʉʪʝʧʘʥʦʚʘ. ʇʦʚʟʣʦʤʘʣʠʩʴ ʠ ʩʦʛʣʘʩʠʣʠʩʴ. 

ʉʧʝʮʠʘʣʠʩʪʳ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʧʦʨʘʙʦʪʘʣʠ ʥʘ ʭʘʢʝʨʦʚ // ɻʘʟʝʪʘ 

"ʂʦʤʤʝʨʩʘʥʪʲ" (https://www.kommersant.ru/doc/4782204). 21.04.2021). 
***  

 

çɻʨʫʧʧʘ ʭʘʢʝʨʦʚ, ʧʦʣʫʯʠʚʰʘʷ ʥʘʟʚʘʥʠʝ REvil, ʥʘʰʣʘ ʣʘʟʝʡʢʫ ʚ 

ʢʦʤʧʴʶʪʝʨʥʦʡ ʩʝʪʠ ʪʘʡʚʘʥʴʩʢʦʛʦ ʩʙʦʨʱʠʢʘ Quanta, ʦʜʥʦʡ ʠʟ ʘʟʠʘʪʩʢʠʭ 

ʢʦʤʧʘʥʠʡ, ʩ ʢʦʪʦʨʦʡ Apple ʨʘʙʦʪʘʝʪ ʜʣʷ ʧʨʦʠʟʚʦʜʩʪʚʘ ʩʚʦʠʭ ʢʦʤʧʴʶʪʝʨʦʚ. 

ʇʦ ʢʨʘʡʥʝʡ ʤʝʨʝ, ʪʘʢ ʦʙʲʷʚʣʷʝʪ ʵʪʘ ʨʦʩʩʠʡʩʢʘʷ ʩʝʪʴ, ʢʦʪʦʨʘʷ, ʩʦʛʣʘʩʥʦ ʝʝ 

ʟʘʷʚʣʝʥʠʷʤ, ʫʢʨʘʣʘ ʙʳ ʜʦʢʫʤʝʥʪʳ ʘʤʝʨʠʢʘʥʩʢʦʛʦ ʙʨʝʥʜʘ, ʚʢʣʶʯʘʷ ʧʣʘʥʳ ʩʙʦʨʢʠ 

MacBook ʠ iMac. 20 ʘʧʨʝʣʷ ʥʘ ʭʘʢʝʨʩʢʦʤ ʩʘʡʪʝ ʙʳʣʦ ʨʘʟʤʝʱʝʥʦ ʥʝʩʢʦʣʴʢʦ 

ʜʦʩʪʦʚʝʨʥʳʭ ʜʠʘʛʨʘʤʤ. 

ʇʦ ʜʘʥʥʳʤ ʘʤʝʨʠʢʘʥʩʢʠʭ ʉʄʀ ʇʣʘʩʪʠʥʢʘ, Revil ʫʛʨʦʞʘʷ ʦʧʫʙʣʠʢʦʚʘʪʴ 

ʜʨʫʛʫʶ ʢʦʥʬʠʜʝʥʮʠʘʣʴʥʫʶ ʠʥʬʦʨʤʘʮʠʶ, ʝʩʣʠ ʢʦʤʧʘʥʠʷ Apple ʥʝ ʧʣʘʪʠʪ ʚʳʢʫʧ ʚ 

ʨʘʟʤʝʨʝ $ 50 ʤʣʥ (ʦʢʦʣʦ 41,5 ʤʣʥ ʝʚʨʦ) ʥʘ 1 - ʤ ʤʘʷ. ʕʪʘ ʛʨʫʧʧʘ ʭʘʢʝʨʦʚ 

ʧʨʝʜʧʨʠʥʠʤʘʝʪ ʥʝ ʧʝʨʚʫʶ ʧʦʧʳʪʢʫ, ʧʦʩʢʦʣʴʢʫ ʚ ʧʦʩʣʝʜʥʠʝ ʥʝʜʝʣʠ ʦʥʘ ʦʙʲʷʚʠʣʘ, 

ʯʪʦ ʩʪʦʠʪ ʟʘ ʦʨʛʘʥʠʟʦʚʘʥʥʦʡ ʘʪʘʢʦʡ ʥʘ ʧʨʦʠʟʚʦʜʠʪʝʣʝʡ ʢʦʤʧʴʶʪʝʨʦʚ Acer, ʘ ʪʘʢʞʝ 

ʟʘ ʘʪʘʢʦʡ ʥʘ ʢʦʤʧʴʶʪʝʨʳ ʌʘʨʤʘʮʝʚʪʠʯʝʩʢʘʷ ʛʨʫʧʧʘ ʇʴʝʨʘ ʌʘʙʨʘ. 

ɺ ʟʘʷʚʣʝʥʠʠ ʠʥʬʦʨʤʘʮʠʦʥʥʦʤʫ ʘʛʝʥʪʩʪʚʫ Bloomberg, ʂʚʘʥʪʘ ʧʦʜʪʚʝʨʜʠʣʘ, 

ʯʪʦ ʧʦʜʚʝʨʛʣʘʩʴ ʢʦʤʧʴʶʪʝʨʥʦʡ ʘʪʘʢʝ. ʇʦ ʩʣʦʚʘʤ ʩʙʦʨʱʠʢʘ, ʧʠʨʘʪʳ ʧʨʦʥʠʢʣʠ ʙʳ 

ʪʦʣʴʢʦ ʥʘ çʥʝʙʦʣʴʰʦʝ ʢʦʣʠʯʝʩʪʚʦ ʩʝʨʚʝʨʦʚè ʠ ʥʝ ʧʘʨʘʣʠʟʦʚʘʣʠ ʙʳ ʝʛʦ 

ʧʨʦʠʟʚʦʜʩʪʚʝʥʥʳʝ ʣʠʥʠʠ. ʂʦʤʧʘʥʠʷ ʟʘʷʚʠʣʘ, ʯʪʦ ʨʘʙʦʪʘʝʪ ʥʘʜ ʧʦʚʳʰʝʥʠʝʤ 

ʙʝʟʦʧʘʩʥʦʩʪʠ ʩʚʦʠʭ ʩʝʪʝʡ. 

ʂʦʥʬʠʜʝʥʮʠʘʣʴʥʳʝ ʜʦʢʫʤʝʥʪʳ 

ɺ ʜʦʢʫʤʝʥʪʘʭ, ʦʧʫʙʣʠʢʦʚʘʥʥʳʭ REvil, ʧʦ ʥʘʰʠʤ ʥʘʙʣʶʜʝʥʠʷʤ, ʟʥʘʯʘʪʩʷ 

ʧʣʘʥʳ MacBook, ʜʦʩʪʫʧʥʳʝ ʥʘ ʨʳʥʢʝ ʩ 2020 ʛʦʜʘ. ʕʪʠ ʧʣʘʥʳ, ʦʜʥʘʢʦ, 

ʩʦʧʨʦʚʦʞʜʘʶʪʩʷ ʯʨʝʟʚʳʯʘʡʥʦ ʪʦʯʥʳʤʠ ʠ ʧʦʜʨʦʙʥʳʤʠ ʠʥʩʪʨʫʢʮʠʷʤʠ ʧʦ ʩʙʦʨʢʝ. 

ʅʦ REvil ʪʘʢʞʝ ʨʘʩʢʨʳʚʘʝʪ ʧʣʘʥʳ ʦʪʥʦʩʠʪʝʣʴʥʦ ʥʦʚʦʛʦ ʧʦʢʦʣʝʥʠʷ 

ʥʘʩʪʦʣʴʥʳʭ ʢʦʤʧʴʶʪʝʨʦʚ iMac, ʦ ʢʦʪʦʨʳʭ ʙʳʣʦ ʦʙʲʷʚʣʝʥʦ ʚ ʪʦʪ ʞʝ ʜʝʥʴ, ʟʘ ʪʨʠ 

ʥʝʜʝʣʠ ʜʦ ʠʭ ʚʳʧʫʩʢʘ ʚ ʤʘʛʘʟʠʥʘʭ, ʥʘʤʝʯʝʥʥʦʛʦ ʥʘ ʩʝʨʝʜʠʥʫ ʤʘʷ. ʇʦ-ʧʨʝʞʥʝʤʫ 

ʩʨʝʜʠ ʵʪʠʭ ʜʦʢʫʤʝʥʪʦʚ ʝʩʪʴ ʧʣʘʥʳ ʥʘ ʙʫʜʫʱʠʡ MacBook, ʢʦʪʦʨʳʡ, ʩʦʛʣʘʩʥʦ 

ʘʤʝʨʠʢʘʥʩʢʦʤʫ ʠʥʬʦʨʤʘʮʠʦʥʥʦʤʫ ʠʟʜʘʥʠʶ The Verge, ʙʫʜʝʪ ʦʪʣʠʯʘʪʴʩʷ ʜʠʟʘʡʥʦʤ 

ʦʪ ʥʳʥʝʰʥʝʡ ʤʦʜʝʣʠ. 

ʏʪʦ ʢʘʩʘʝʪʩʷ ʜʦʢʫʤʝʥʪʦʚ, ʢʦʪʦʨʳʝ ʥʝ ʨʘʟʛʣʘʰʘʶʪʩʷ, Quanta ʠ Apple - 

ʝʜʠʥʩʪʚʝʥʥʳʝ, ʢʪʦ ʪʦʯʥʦ ʟʥʘʝʪ, ʯʪʦ ʚ ʥʠʭ ʩʦʜʝʨʞʠʪʩʷ. ɽʩʣʠ ʧʣʘʥʳ ʧʦ ʚʳʧʫʩʢʫ 

ʦʩʦʙʦ ʨʘʜʠʢʘʣʴʥʳʭ ʥʦʚʳʭ ʤʦʜʝʣʝʡ ʙʫʜʫʪ ʚʳʧʫʱʝʥʳ, ʫʱʝʨʙ ʤʦʞʝʪ ʦʢʘʟʘʪʴʩʷ 

ʟʥʘʯʠʪʝʣʴʥʳʤ ʜʣʷ Appleè. (Nicolas Six. Lôassembleur Quanta, sous-traitant dôApple, 

frapp® par une cyberattaque // SUIVEZ LE MONDE 

(https://www.lemonde.fr/economie/article/2021/04/22/apple-frappe-par-une-attaque-

au-rancongiciel_6077679_3234.html). 22.04.2021). 

***  
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çʇʦʧʫʣʷʨʥʳʡ ʭʘʢʝʨʩʢʠʡ ʬʦʨʫʤ OGUsers ʙʳʣ ʚʟʣʦʤʘʥ ʚ ʯʝʪʚʝʨʪʳʡ ʨʘʟ 

ʟʘ ʜʚʘ ʛʦʜʘ, ʠ ʪʝʧʝʨʴ ʭʘʢʝʨʳ ʧʨʦʜʘʶʪ ʙʘʟʫ ʜʘʥʥʳʭ ʩʘʡʪʘ, ʩʦʜʝʨʞʘʱʫʶ 

ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʝ ʟʘʧʠʩʠ ʠ ʣʠʯʥʳʝ ʩʦʦʙʱʝʥʠʷ. 
OGUsers - ʵʪʦ ʭʘʢʝʨʩʢʠʡ ʬʦʨʫʤ, ʠʟʚʝʩʪʥʳʡ ʧʨʦʜʘʞʝʡ ʫʢʨʘʜʝʥʥʳʭ ʫʯʝʪʥʳʭ 

ʟʘʧʠʩʝʡ ʩʦʮʠʘʣʴʥʳʭ ʩʝʪʝʡ, ʚʟʣʦʤʘʥʥʳʭ ʩ ʧʦʤʦʱʴʶ ʘʪʘʢ ʩ ʟʘʤʝʥʦʡ SIM-ʢʘʨʪ, ʘʪʘʢ ʩ 

ʟʘʧʦʣʥʝʥʠʝʤ ʫʯʝʪʥʳʭ ʜʘʥʥʳʭ ʠ ʜʨʫʛʠʤʠ ʩʧʦʩʦʙʘʤʠ.  

ʉʦʚʩʝʤ ʥʝʜʘʚʥʦ ʄʠʥʠʩʪʝʨʩʪʚʦ ʶʩʪʠʮʠʠ ʉʐɸ ʦʙʚʠʥʠʣʦ ʯʣʝʥʦʚ OGUsers ʚ ʠʭ 

ʨʦʣʠ ʚ ʯʝʨʝʜʘ ʫʩʧʝʰʥʳʭ ʚʟʣʦʤʦʚ ʧʨʦʚʝʨʝʥʥʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ Twitter, 

ʠʩʧʦʣʴʟʫʝʤʳʭ ʜʣʷ ʧʨʦʜʚʠʞʝʥʠʷ ʤʦʰʝʥʥʠʯʝʩʪʚʘ ʩ ʢʨʠʧʪʦʚʘʣʶʪʦʡ. 

OGUsers, ʚʟʣʦʤʘʥʥʳʝ ʨʘʥʝʝ ʚ ʵʪʦʤ ʤʝʩʷʮʝ 

ʅʘ ʧʨʦʰʣʦʡ ʥʝʜʝʣʝ ʢʦʤʧʘʥʠʷ KELA, ʟʘʥʠʤʘʶʱʘʷʩʷ ʢʠʙʝʨʠʥʪʨʘʟʚʝʜʢʦʡ, 

ʥʘʧʠʩʘʣʘ ʚ ʊʚʠʪʪʝʨʝ, ʯʪʦ ʘʜʤʠʥʠʩʪʨʘʪʦʨ ʬʦʨʫʤʘ OGUsers ʧʦʜʪʚʝʨʜʠʣ, ʯʪʦ ʩʘʡʪ ʙʳʣ 

ʚʟʣʦʤʘʥ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʭʘʢʝʨʳ ʟʘʛʨʫʟʠʣʠ ʚʝʙ-ʦʙʦʣʦʯʢʫ ʥʘ ʩʚʦʡ ʩʝʨʚʝʨ. 

ɺ ʪʦ ʚʨʝʤʷ ʘʜʤʠʥʠʩʪʨʘʪʦʨ OGUsers ʥʝ ʙʳʣ ʫʚʝʨʝʥ, ʯʪʦ ʙʘʟʘ ʜʘʥʥʳʭ ʙʳʣʘ 

ʚʟʣʦʤʘʥʘ, ʥʦ ʚʩʢʦʨʝ ʧʦʩʣʝ ʵʪʦʛʦ ʫʯʘʩʪʥʠʢʠ ʢʦʥʢʫʨʠʨʫʶʱʝʛʦ ʭʘʢʝʨʩʢʦʛʦ ʬʦʨʫʤʘ 

ʥʘʯʘʣʠ ʧʨʦʜʘʚʘʪʴ ʫʢʨʘʜʝʥʥʫʶ ʙʘʟʫ ʜʘʥʥʳʭ OGUsers ʟʘ 3000 ʜʦʣʣʘʨʦʚ. 

ʀʩʪʦʯʥʠʢ, ʟʥʘʢʦʤʳʡ ʩ ʘʪʘʢʦʡ, ʩʦʦʙʱʠʣ BleepingComputer, ʯʪʦ OGusers ʙʳʣ 

ʚʟʣʦʤʘʥ 11 ʘʧʨʝʣʷ 2021 ʛʦʜʘ ʠ ʯʪʦ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʧʦʣʫʯʠʣʠ ʜʦʩʪʫʧ ʢ ʧʦʣʥʦʤʫ 

ʜʘʤʧʫ ʙʘʟʳ ʜʘʥʥʳʭ ʬʦʨʫʤʘ. ʕʪʦʪ ʜʘʤʧ ʚʢʣʶʯʘʝʪ ʟʘʧʠʩʠ ʧʦʣʴʟʦʚʘʪʝʣʝʡ ʠ ʣʠʯʥʳʝ 

ʩʦʦʙʱʝʥʠʷ ʧʨʠʤʝʨʥʦ 350 000 ʫʯʘʩʪʥʠʢʦʚ OGUsers. 

ʕʪʦʪ ʠʩʪʦʯʥʠʢ ʩʦʦʙʱʠʣ BleepingComputer, ʯʪʦ OGUsers ʠʩʧʦʣʴʟʫʝʪ 

ʤʥʦʞʝʩʪʚʦ ʧʦʜʢʣʶʯʘʝʤʳʭ ʤʦʜʫʣʝʡ, ʩʦʜʝʨʞʘʱʠʭ ʫʷʟʚʠʤʦʩʪʠ, ʢʦʪʦʨʳʝ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʤʦʛʫʪ ʦʙʲʝʜʠʥʠʪʴ ʚ ʮʝʧʦʯʢʫ ʜʣʷ çʦʙʦʣʦʯʢʠ ʩʘʡʪʘè. 

ɺʠʪʘʣʠʡ ʂʨʝʤʝʟ, ʛʝʥʝʨʘʣʴʥʳʡ ʜʠʨʝʢʪʦʨ ʢʦʤʧʘʥʠʠ Advanced Intel, 

ʟʘʥʠʤʘʶʱʝʡʩʷ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʴʶ, ʩʢʘʟʘʣ ʥʘʤ, ʯʪʦ ʫʪʝʯʢʠ ʙʘʟ ʜʘʥʥʳʭ ʥʘ 

ʢʨʠʤʠʥʘʣʴʥʳʭ ʬʦʨʫʤʘʭ ʤʦʛʫʪ ʧʨʠʥʝʩʪʠ ʧʦʣʴʟʫ ʧʨʘʚʦʦʭʨʘʥʠʪʝʣʴʥʳʤ ʦʨʛʘʥʘʤ ʠ 

ʠʩʩʣʝʜʦʚʘʪʝʣʷʤ ʚ ʦʙʣʘʩʪʠ ʙʝʟʦʧʘʩʥʦʩʪʠ. 

çʕʪʘ ʧʨʝʜʧʦʣʘʛʘʝʤʘʷ ʫʪʝʯʢʘ OGUsers ʤʦʞʝʪ ʧʦʪʝʥʮʠʘʣʴʥʦ ʚʳʷʚʣʷʪʴ 

ʢʠʙʝʨʧʨʝʩʪʫʧʥʠʢʦʚ ʯʝʨʝʟ ʠʭ ʨʝʛʠʩʪʨʘʮʠʦʥʥʳʝ ʫʯʝʪʥʳʝ ʟʘʧʠʩʠ ʵʣʝʢʪʨʦʥʥʦʡ ʧʦʯʪʳ 

ʠ IP-ʘʜʨʝʩʘ ʠ ʩʩʳʣʘʪʴʩʷ ʥʘ ʠʭ ʥʘʩʪʦʷʱʠʝ ʣʠʯʥʦʩʪʠè. 

çʇʨʝʜʳʜʫʱʠʝ ʫʪʝʯʢʠ OGUsers ʚʳʷʚʠʣʠ ʚʘʞʥʳʝ ʫʣʠʢʠ, ʢʦʪʦʨʳʝ ʧʦʤʦʛʣʠ 

ʨʘʩʢʨʳʪʴ ʢʠʙʝʨʧʨʝʩʪʫʧʥʳʝ ʦʧʝʨʘʮʠʠ, ʦʩʦʙʝʥʥʦ ʪʝ, ʢʦʪʦʨʳʝ ʩʚʷʟʘʥʳ ʩ 

ʤʦʰʝʥʥʠʯʝʩʪʚʦʤ ʩ ʟʘʭʚʘʪʦʤ ʢʨʠʧʪʦʚʘʣʶʪʥʳʭ ʫʯʝʪʥʳʭ ʟʘʧʠʩʝʡ ʠ ʦʧʝʨʘʮʠʷʤʠ ʧʦ 

ʟʘʤʝʥʝ SIM-ʢʘʨʪè, - ʩʢʘʟʘʣ ʂʨʝʤʝʟ BleepingComputer. 

ʄʥʦʞʝʩʪʚʝʥʥʳʝ ʚʟʣʦʤʳ ʚ ʧʨʦʰʣʦʤ 

ʕʪʦ ʥʝ ʧʝʨʚʳʡ ʩʣʫʯʘʡ, ʢʦʛʜʘ OGUsers ʚʟʣʘʤʳʚʘʶʪ, ʘ ʠʭ ʙʘʟʳ ʜʘʥʥʳʭ 

ʧʨʦʜʘʶʪ ʜʨʫʛʠʝ ʭʘʢʝʨʳ. 

ɺ ʤʘʝ 2019 ʛʦʜʘ ʘʜʤʠʥʠʩʪʨʘʪʦʨ OGUsers ʩʦʦʙʱʠʣ ʩʚʦʠʤ ʧʦʣʴʟʦʚʘʪʝʣʷʤ, ʯʪʦ 

ʦʥʠ ʙʳʣʠ ʚʟʣʦʤʘʥʳ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ ʭʘʢʝʨʳ ʠʩʧʦʣʴʟʦʚʘʣʠ ʧʦʣʴʟʦʚʘʪʝʣʴʩʢʠʡ ʧʣʘʛʠʥ. 

ɹʨʘʡʘʥ ʂʨʝʙʩ ʩʦʦʙʱʠʣ, ʯʪʦ OGUsers ʩʥʦʚʘ ʚʟʣʦʤʘʣʠ ʚ ʥʦʷʙʨʝ 2020 ʛʦʜʘ. 

ʅʘʢʦʥʝʮ, ʦʥʠ ʪʘʢʞʝ ʙʳʣʠ ʚʟʣʦʤʘʥʳ ʚ ʘʧʨʝʣʝ 2020 ʛʦʜʘ ʧʦʩʣʝ ʪʦʛʦ, ʢʘʢ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢ ʟʘʛʨʫʟʠʣ ʚʝʙ-ʦʙʦʣʦʯʢʫ ʯʝʨʝʟ ʬʫʥʢʮʠʶ ʬʦʨʫʤʘ ʟʘʛʨʫʟʢʠ ʘʚʘʪʘʨʦʚ. 

çʄʳ ʧʦʣʘʛʘʝʤ, ʯʪʦ ʤʳ, ʚʝʨʦʷʪʥʦ, ʫʚʠʜʠʤ, ʯʪʦ ʤʥʦʛʠʝ ʫʯʘʩʪʥʠʢʠ OGUsers 

ʧʝʨʝʡʜʫʪ ʚ ʜʨʫʛʠʝ ʩʦʦʙʱʝʩʪʚʘ - ʠ, ʚʦʟʤʦʞʥʦ, ʜʘʞʝ ʩʦʟʜʘʜʫʪ ʥʦʚʳʝ - ʫʯʠʪʳʚʘʷ ʢʘʢ 

ʩʣʘʙʫʶ ʦʧʝʨʘʮʠʦʥʥʫʶ ʙʝʟʦʧʘʩʥʦʩʪʴ, ʪʘʢ ʠ ʫʱʝʨʙ, ʥʘʥʝʩʝʥʥʳʡ ʙʨʝʥʜʫ OG 
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ʤʦʰʝʥʥʠʢʘʤʠ ʠ ʜʨʫʛʠʤʠ ʧʨʝʩʪʫʧʥʳʤʠ ʠʛʨʦʢʘʤʠè, - ɼʵʚʠʜʠ ʂʘʨʤʠʵʣʴ, 

ʪʝʭʥʠʯʝʩʢʠʡ ʜʠʨʝʢʪʦʨ KELA, ʩʦʚʤʝʩʪʥʦ ʩ BleepingComputer. 

ʂʦʛʜʘ ʤʳ ʩʧʨʦʩʠʣʠ ʥʘʰʝʛʦ ʠʩʪʦʯʥʠʢʘ ʚ ʭʘʢʝʨʩʢʦʤ ʩʦʦʙʱʝʩʪʚʝ, ʩʯʠʪʘʶʪ ʣʠ 

ʦʥʠ, ʯʪʦ OGUsers ʩʥʦʚʘ ʙʫʜʫʪ ʚʟʣʦʤʘʥʳ, ʦʥʠ ʥʝʤʝʜʣʝʥʥʦ ʦʪʚʝʪʠʣʠ çɼʘè. (Lawrence 

Abrams. Fourth time's a charm - OGUsers hacking forum hacked again // Bleeping 

ComputerÈ (https://www.bleepingcomputer.com/news/security/fourth-times-a-charm-

ogusers-hacking-forum-hacked-again/). 28.04.2021). 
***  

 

ɺʽʨʫʩʥʝ ʪʘ ʽʥʰʝ ʰʢʽʜʣʠʚʝ ʧʨʦʛʨʘʤʥʝ ʟʘʙʝʟʧʝʯʝʥʥʷ 

 

çɸʛʝʥʪʩʪʚʦ ʧʦ ʢʠʙʝʨʙʝʟʦʧʘʩʥʦʩʪʠ ʠ ʙʝʟʦʧʘʩʥʦʩʪʠ ʠʥʬʨʘʩʪʨʫʢʪʫʨʳ ʉʐɸ 

(CISA) ʥʘ ʵʪʦʡ ʥʝʜʝʣʝ ʦʧʫʙʣʠʢʦʚʘʣʦ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ 

ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʚʨʝʜʦʥʦʩʥʳʭ ʧʨʦʛʨʘʤʤʘʭ, ʦʙʥʘʨʫʞʝʥʥʳʭ ʥʘ 

ʩʢʦʤʧʨʦʤʝʪʠʨʦʚʘʥʥʳʭ ʩʝʨʚʝʨʘʭ Microsoft Exchange, ʘ ʠʤʝʥʥʦ ʦ ʚʝʙ-ʦʙʦʣʦʯʢʘʭ 

China Chopper ʠ ʧʨʦʛʨʘʤʤʝ-ʚʳʤʦʛʘʪʝʣʝ DearCry. 
ʆʧʝʨʘʪʦʨʳ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ ʥʘʮʝʣʝʥʳ ʥʘ ʩʝʨʚʝʨʳ Exchange ʯʝʨʝʟ ʩʝʨʠʶ 

ʫʷʟʚʠʤʦʩʪʝʡ, ʦ ʢʦʪʦʨʳʭ ʩʪʘʣʦ ʠʟʚʝʩʪʥʦ 3 ʤʘʨʪʘ, ʚ ʪʦʪ ʞʝ ʜʝʥʴ, ʢʦʛʜʘ Microsoft 

ʚʳʧʫʩʪʠʣʘ ʜʣʷ ʥʠʭ ʠʩʧʨʘʚʣʝʥʠʷ. ʆʰʠʙʢʠ ʙʳʣʠ ʫʩʪʨʘʥʝʥʳ ʜʦ ʧʫʙʣʠʯʥʦʛʦ 

ʦʙʲʷʚʣʝʥʠʷ, ʠ ʚʩʢʦʨʝ ʧʦʩʣʝ ʵʪʦʛʦ ʚʦʟʨʦʩʣʘ ʘʢʪʠʚʥʦʩʪʴ, ʩʚʷʟʘʥʥʘʷ ʩ ʥʠʤʠ. 

3 ʤʘʨʪʘ CISA ʦʧʫʙʣʠʢʦʚʘʣʘ ʫʚʝʜʦʤʣʝʥʠʝ ʦʙ ʠʩʧʦʣʴʟʦʚʘʥʠʠ ʫʷʟʚʠʤʦʩʪʝʡ 

Exchange, ʘ ʥʘ ʵʪʦʡ ʥʝʜʝʣʝ ʘʥʦʥʩʠʨʦʚʘʣʘ ʦʙʥʦʚʣʝʥʠʝ ʜʣʷ ʵʪʦʛʦ ʧʨʝʜʫʧʨʝʞʜʝʥʠʷ, 

ʜʦʙʘʚʠʚ ʦʪʯʝʪʳ ʦʙ ʘʥʘʣʠʟʝ ʚʨʝʜʦʥʦʩʥʦʛʦ ʇʆ (MAR), ʢʦʪʦʨʳʝ ʚʢʣʶʯʘʶʪ 

ʠʥʬʦʨʤʘʮʠʶ ʦ ʜʦʧʦʣʥʠʪʝʣʴʥʳʭ ʘʪʘʢʘʭ. 

ʇʝʨʚʘʷ ʠʟ ʥʠʭ ʩʦʜʝʨʞʠʪ ʧʦʜʨʦʙʥʫʶ ʠʥʬʦʨʤʘʮʠʶ ʦ ʚʝʙ-ʦʙʦʣʦʯʢʘʭ China 

Chopper, ʢʦʪʦʨʳʝ ʙʳʣʠ ʦʙʥʘʨʫʞʝʥʳ ʥʘ ʩʝʨʚʝʨʘʭ Exchange ʧʦʩʣʝ ʧʝʨʚʦʥʘʯʘʣʴʥʦʛʦ 

ʚʟʣʦʤʘ ʯʝʨʝʟ ʚʳʰʝʫʧʦʤʷʥʫʪʳʝ ʫʷʟʚʠʤʦʩʪʠ ʠ ʢʦʪʦʨʳʝ ʧʨʝʜʦʩʪʘʚʣʷʶʪ 

ʟʣʦʫʤʳʰʣʝʥʥʠʢʘʤ ʢʦʥʪʨʦʣʴ ʥʘʜ ʟʘʨʘʞʝʥʥʦʡ ʤʘʰʠʥʦʡ. 

ɺ CISA ʦʪʤʝʯʘʝʪ, ʯʪʦ ʚ ʦʙʱʝʡ ʩʣʦʞʥʦʩʪʠ ʙʳʣʦ ʠʜʝʥʪʠʬʠʮʠʨʦʚʘʥʦ 10 ʚʝʙ-

ʦʙʦʣʦʯʝʢ, ʥʦ ʠʭ ʥʝ ʩʣʝʜʫʝʪ ʨʘʩʩʤʘʪʨʠʚʘʪʴ ʢʘʢ ʠʩʯʝʨʧʳʚʘʶʱʠʡ ʩʧʠʩʦʢ ʚʝʙ-

ʦʙʦʣʦʯʝʢ, ʢʦʪʦʨʳʝ ʟʣʦʫʤʳʰʣʝʥʥʠʢʠ ʠʩʧʦʣʴʟʫʶʪ ʚ ʘʪʘʢʘʭ, ʥʘʧʨʘʚʣʝʥʥʳʭ ʥʘ 

ʩʝʨʚʝʨʳ Exchange. 

ʂʨʦʤʝ ʪʦʛʦ, CISA ʧʨʝʜʫʧʨʝʞʜʘʝʪ ʦ ʥʘʧʘʜʝʥʠʷʭ ʥʘ Microsoft Exchange, 

ʢʦʪʦʨʳʝ ʧʳʪʘʶʪʩʷ ʩʙʨʦʩʠʪʴ ʧʨʦʛʨʘʤʤʫ-ʚʳʤʦʛʘʪʝʣʴ DearCry ʥʘ ʫʷʟʚʠʤʳʝ ʩʝʨʚʝʨʳ. 

DearCry, ʪʘʢʞʝ ʠʟʚʝʩʪʥʦʝ ʢʘʢ DoejoCrypt, ʷʚʣʷʝʪʩʷ ʧʝʨʚʳʤ ʩʝʤʝʡʩʪʚʦʤ 

ʧʨʦʛʨʘʤʤ-ʚʳʤʦʛʘʪʝʣʝʡ, ʢʦʪʦʨʳʝ ʥʘʮʝʣʝʥʳ ʥʘ ʩʝʨʚʝʨʳ Exchange. ʋʞʝ ʙʦʣʝʝ ʜʚʫʭ 

ʥʝʜʝʣʴ ʧʨʦʛʨʘʤʤʘ-ʚʳʤʦʛʘʪʝʣʴ Black Kingdom / Pydomer ʧʨʝʜʧʨʠʥʠʤʘʝʪ 

ʘʥʘʣʦʛʠʯʥʳʝ ʧʦʧʳʪʢʠ. 

ɺ ʥʦʚʳʝ ʦʙʱʠʝ MAR, CISA ʚʢʣʶʯʠʣʘ ʪʘʢʪʠʢʠ, ʪʝʭʥʠʢʠ ʠ ʧʨʦʮʝʜʫʨʳ (TTP) ʠ 

ʠʥʜʠʢʘʪʦʨʳ ʢʦʤʧʨʦʤʝʪʘʮʠʠ (IOC), ʯʪʦʙʳ ʧʦʤʦʯʴ ʟʘʱʠʪʥʠʢʘʤ ʚʳʷʚʣʷʪʴ ʠ 

ʫʩʪʨʘʥʷʪʴ ʧʦʪʝʥʮʠʘʣʴʥʳʝ ʫʛʨʦʟʳ. 

ʆʜʥʘʢʦ ʘʪʘʢʠ ʥʘ ʩʝʨʚʝʨʳ Microsoft Exchange ʛʦʨʘʟʜʦ ʙʦʣʝʝ ʨʘʟʥʦʦʙʨʘʟʥʳ ʠ ʚ 

ʥʝʢʦʪʦʨʳʭ ʩʣʫʯʘʷʭ ʪʘʢʞʝ ʚʢʣʶʯʘʶʪ ʠʩʧʦʣʴʟʦʚʘʥʠʝ ʢʨʠʧʪʦʤʘʡʥʝʨʦʚ. ʌʘʢʪʠʯʝʩʢʠ, 














































































































