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1. AnmiHicTpaTuBHO-TIpaBOBe 3a6€3MeYeHHs 3aXUCTYy IIEPCOHAJIbHUX AaHuX Y cdepi 0XOPOHHU Jep>KaBHOTO KOPIOHY
Ykpainu

2. Administrative and legal protection of personal data in the sphere of protection of the state border of Ukraine

Pedepar/aHoTanis:

1. Incepraiist npucBg4YeHa aJMiHICTpaTUBHO-TIPAaBOBOMY 3a0€3ME€YEHHIO 3aXUCTy NEPCOHAIBHUX JAHUX Y cdepi
OXOPOHH JepP>KaBHOr0 KOPAOHY YKpaiHU Ta € NepUIMM KOMIIJIEKCHUM IOCiIP)KeHHIM Y 11ii1 ranysi. ¥ po6oTi
3[1ifICHEHO CUCTEMHMI aHaJli3 YMHHOTO 3aKOHOAABCTBA, IPAKTUKU MOr0 3aCTOCYBaHHS Ta MiXKHAPOJAHUX CTaHAAPTIB
(GDPR, KonseHuis 108), 06rpyHTOBaHO KOHLENTYaJIbHi 3acagy (GOPMyBaHHS CY4acCHOI MOZEJI 3aXUCTy JaHUX B
ymoBax nudpoBisalii Ta ribpuaHMx 3arpo3. HaykoBa HOBU3HA NOJISITa€ y pO3pOOJIEHH] alaliTOBAHOTO [17Is1
IIPUKOPAOHHUX iHPOPMaLiliHMX cUCTeM 1IabJI0HY OLiHKY BILJIMBY Ha 3aXUCT JaHux (DPIA), BU3HauU€HHi IPaBOBOTO
craTtycy Jlep>kaBHOI TPUKOPAOHHOI CIy>k6M YKpaiHU K KJII0Y0BOTO cy6'eKTa peasisalii gep>kaBHOI IOJIITUKY Y
cdepi NpUBATHOCTI, @ TAKOXK y IIPOMO3ULiSX 00 BHECEHHS 3MiH 10 3akoHy Ykpainu «[1po npukopaoHHui

KOHTPOJIb» 3 METOIO FApMOHi3aliii 3 €BPONeiCbKUMU CTaHAAPTaMU. ABTOPOM 3aIIPOIIOHOBAHO 3aIPOBAPKEHHS



iHCTUTYTY YIIOBHOBaXEHOI 0COOU i3 3aXMCTY JaHUX Y IPUKOPIOHHUX OpPraHax, po3po0OKy MiI3aKOHHUX aKTiB MO0
3aCTOCYBaHHS 6i0MeTpUYHUX TE€XHOJIOTIH, mpoBeneHHs DPIA Ta persnamenTalii npouenyp 36epiranHss it nepepayi
IaHuX. [IpakTMYHEe 3HaYEHHS JOCiIKEHHSI NOJISITae Y MOXKJIMBOCTI BUKOPUCTAHHS MOTO PE3YJIbTaTiB Y
[IPaBOTBOPYiN [isIJIbHOCTI, HAYKOBMX PO3POOKAX Ta OCBITHBOMY ITPOLIEC, @ TAKOX Y (POPMYBaHHI Lii/1iCHOI KOHLIEMILii
yIOCKOHAJIEHHS aJMiHICTpPaTMBHO-TPAaBOBUX MEXaHi3MiB 3aXMCTy IIEPCOHAJIBHUX JIAHUX Y IPUKOPAOHHIN cepi.

2. The dissertation is devoted to the administrative and legal framework for the protection of personal data in the
field of the protection of the State Border of Ukraine and constitutes the first comprehensive study in this area.
The research provides a systematic analysis of the current legislation, its enforcement practice, and international
standards, including the General Data Protection Regulation (GDPR) and Convention 108. It substantiates the
conceptual foundations for developing a modern model of personal data protection in the context of digitalization
and hybrid threats. The scientific novelty of the dissertation lies in the development of a Data Protection Impact
Assessment (DPIA) template adapted to border information systems, the determination of the legal status of the
State Border Guard Service of Ukraine as a key authority responsible for implementing the state policy on privacy
and personal data protection, and the formulation of proposals for amendments to the Law of Ukraine "On Border
Control" aimed at harmonizing national legislation with European standards. The author proposes the introduction
of the institution of a Data Protection Officer (DPO) within border authorities, the development of secondary
legislation governing the use of biometric technologies, the conduct of Data Protection Impact Assessments
(DPIAs), and the regulation of procedures for the storage and transfer of personal data. The practical significance
of the research lies in the possibility of applying its findings in legislative drafting, further scientific research, and
the educational process, as well as in the development of a comprehensive concept for improving the
administrative and legal mechanisms for personal data protection in the field of state border management.
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