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Anomayia: Ilponec moOyIOBH HPaBOBOI JiepXKaBU Ta I'POMAJIIHCBKOrO CYCIIJIBCTBA B YKpaiHi,
HacamIepe], nependavyae HeoOXiAHICTE (JOPMYBaHHS HOBOT'O, BHINOTO PiBHS IPaBOBOI CBIOMOCTI Ta
NpaBoBoi KyJbTYpH. Bemukoro 3Ha4yeHHsA HaOyBaloTh MPaBOBE BHXOBAHHS i IPaBoBa OCBiTa, ake Oe3
rIMOOKMX 3HaHb IpaBa Ta 3aKOHOIABCTBA, IpaB, cBOOOX Ta 00OB’A3KIB JIIOAMHH 1 rpoMajsHHUHA
€BOJIIONIHHIH PO3BHTOK KOJHOTO CYCIUIBCTBA HE BifOYBA€THCS, & TOMY 3pOCTAE POJIb BHKJIAJAHHS
HaByanbHOI JucuMIIing «IIpaBoBe 3abesneuenns kibepOesmekmn». BUBUESHHS AUCIHHILIIHE 0COOIHBOT
aKkTyalbHOCTI HaOyBae 3 OTJIATY Ha BXKJIMBICTH THX IPOLIECIB, SIKi MAFOTH MICIIE 3 IIOYATKY POCIHCHKO-
YKpaiHCBbKOI BilfHM, a TaKOXX €BpPOATIAHTHYHONO Kypcy HAmol Jep)kaBd. BHBYEHHs HaBYAILHOI
JAUCLHIUIIHE  7103BOJIse  chopMyBaTH y 3100yBayiB CHCTeMY 3HaHb 3 TPOBIIHHX raiyseii
HAL[iOHAIBHOTO ~ MpaBa  YKpalHH  (KOHCTHTYWiMHOro, ajMiHicTpaTHBHOro, iH(OpMaIiifHOrO,
IUBUILHOIO, KPHMIHAJIBHOTO TOMIO).

Mema oucyunninu — oTprMaHHs 3100yBayaMi HEOOXiTHUX 3HAHB II0/I0 IPABOBOTO 3a0€3MeUeHHs
Kibepbeamexu, 3arpo3 kibepbesmneni, OCHOBHUX METO/IiB, IPHHIIKITB, AJIFOPHTMIB 3axXHCTy iHpOpMaIii
B KibeprpocTopi 3 ypaXyBaHHSM CY4acHOT'O CTaHy Ta IPOTHO3Y PO3BHUTKY METO/IiB, CHCTEM Ta 3aco0iB
3JUMCHEHHS 3arpos.

3ae0anna oucyunninu: 1) po3yMiTH 3MicT Ta 0cOOJMBOCTI CydacHMX INpoOJieM HOpPMAaTHBHO-
npaBoBoro 3adesneueHHs KibepOesneku; 2) 0OBONOIITH TEPMIHOJIOTIEIO 3 JIOCHIKYBaHOTO HAYKOBOIO
HarnpsiMy; 3) 3aCBOITH OCHOBHI IIPAaBOBI MeXaHi3MM BUPILIEHHS IIPaBOBHX IPOOJIEM TEOPETHYHOTO Ta
MPHKJIAJHOTO XapaKTepy.

VY pe3ynbTaTi BUBUCHHS HABYAIBLHOT JUCIUITIIHY 3/100yBay MOBHHEH
3HAmMuU.

* OCHOBHI HalllOHAJIBHI Ta MIXKHAPO/IHI PaBOBi akTH y cdepi kibepOesneky;
* cydJacHi 3arpo3u kidepbesmerri;

* METOJIM 1 3aco0m 3axucty iHopmarii y kibeprpocropi;

* opraHizaiiifHo-npaBoBe 3a0e3neueHHs 3axucty iHpopmauii y kibeprnpocropi.
eMimu.

* aHAJII3yBaTH IPaBOBi akTH Yy cdepi kibepOesneku;

* 3aCTOCOBYBATH HOPMH IIpaBa Ha MPAKTHIL;

* IOPiBHIOBATH HOPMH IIpaBa Ha IIpeIMeT 1X Bpa3IHBOCT;

* ieHTH(IKYBaTH MOMIIHBI 3arpo3u KibepOesmeni;

* BUSIBJISITH aKIli1 iHGOPMAIHHO-IICHXOJIOTTYHOTO BILUIUBY.
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1. Onuc HaBYAJBHOT AUCUHMIIIHH

I'any3s 3HaHb, HANIPSIM
HiITOTOBKH, 0CBITHELO-
KBagdidikaniiinuii piBeHb

3araJjpHi NOKA3HAKH

XapakTepHcTHKA
KPeAHTHOI0 MOXY./Ist

["any3n 3HaHb:
D Kisnec, aominicmpyeanms

HasBa gucrumuiiag, 10 SKoi

HAJIC’)KHTh erﬂHTHHﬁ MOIYJIb:

«IIpasose 3abe3neuenns

®opma HaBYAHHS:

ma npago «3aounay
Kibepbesnexuy
CreriaipHICTB: Kinexicts kpequtis ECTS CraTyc KpeIUTHOTO MOy IS
D8 Ipaso «4»

«Il Bubipxoea koMnoneHmay

Kinekicth po3aimnis:
«2»

[{ux, 10 IKOTO HAJIEXKHTh
KPEIUTHUH MOy JIb:
«HaeyanwvHi oucyunninu 3a
HANPAMOM OOCIONCEHHS)

Pix miarorosku:
«2024-2025 u.p.»

CryneHp BHILOT OCBITH:
«doxmop ¢hinocoghiin

3aranbHa KiTbKiCTE TOTHH
« 120 »

Jlexuii: «I8 200. »
[paxTuuni: «I18 200.»

Camocriiina pobora
acripanTa: «84 200.»

Bun ta hopma ceMecTpoBoro
KOHTPOJIIO:
«3anixy




2. Mera Ta 3aBJAHHHA KPEIUTHOr0 MOIyJ/id

Meror BuKIagaHHS HABYAILHOI JHCHHUILIIHH € O3HAMOMIICHHs aCIipaHTiB 3 MPaBOBHMH
OCHOBAaMHM, IO BH3HAYalOTh CYTHICTB, 3ajadi, NPUHLIMIK Ta CydyacHi iH(popMariiHi TexHoorii
KiGepOesneku, METONONOriYHMMH Ta 3aKOHOZABYMMH OCHOBAMH OpraHi3allii, IUIaHyBaHHsS Ta
BIIPOBA/DKCHHS CHCTEM 3axXHCTy iH(opMauii Ha MiJANPHEMCTBAX, & TAKOXK OCHOBHHMMH AaCIIEKTaMH
IPAKTUYHOI JIISTIBHOCTI 110 X CTBOPEHHIO, 3a0e31eueHHI0 (yHKIIIOHYBaHHIO Ta OLIHI eeKTHBHOCTI 3
ypaxyBaHHsSM Cy4acHOIO CTaHy Ta IIPOTHO3Y PO3BHTKY METO/IB, CHCTEM Ta 3aco0iB 3/1iHCHEHHs
IIOrPO3 31 CTOPOHH IOTEHIITHUX MTOPYIITHHKIB,

3aBnanHaM BuBYeHHs AucnuILiinu «[IpaBoBe 3a0esmeueHus KiGepOeslekw» € HajaHHI
acripaHTaM HeoOXiHOT TeOpeTHYHOI Ta MPAKTUYHOI MirOTOBKH JUIS TOTO, {00 BMITH:

1. BHKOpHCTOBYyBaTH 3aKOHOJ[ABYY Ta HOPMATHBHO-IIPABOBY 0asW, a TakoX BHMOTH
BI/INOBIJJHHX, B TOMY YHCI i MIXKHAPOIHHX, CTAHJAPTIB T4 NMPAKTHK LIOJ0 OE3MEYHOro 3MifiCHEHHS
npodeciiHol TisIBHOCTI,

2. AmHamni3yBaTH Ta BHABIATH Kibep3arposu iHpopmartii;

3. Amnami3syBaTH HacliJku Kibeparak; 3HaTH pi3Hi KaTeropil Bpa3IMBOCTEH MPOrpaMHOro Ta
anapaTHoro 3a0e3meueHHs i CHCTeM Oe3IeKH;

4. OnucaTd NpaBOBi NPUHIMIM KOH(IAEHIIHHOCTI, IUIICHOCTI Ta JOCTYIIHOCTI BiJIHOCHO
CTaHy JJaHUX Ta 3aXOMiB MPOTHIIl Kibep3arposzam;

5. IlporHo3yBaru, BUSBJISATH Ta OLIHIOBATH MOJJIMBI 3arpo3H iH(GOpMAIiMHOMY IIPOCTOPY
JepIKaBH, CYCIINIbCTBY OpraHizanii Ta JecTabimi3youi YMHHHKYA B pOOOTI CHCTEM YIIPaBIIiHHS;

6. OnucaTy TaKTHKY, METOJIH Ta MPOIEIYPH, SIKi BAKOPUCTOBYIOTHCS KiDEp3IOUMHIIIMHE,

7. Omnucary, AK TEXHOJOTI], IPOIYKTH 1 HPOLEAYPH BHKOPHCTOBYIOTBCS JUIS 3aXHCTY
KoHOieHIiHOCTI, 3a0e3neueH s HITICHOCTI, 3a0e311eYy0Th BUCOKY JOCTYIIHICTD;

8. IloscHuTH, fK npodecioHanu kiGepOe3lnekH BHKOPHCTOBYIOTh TEXHOJIOTII, IPOLECH Ta
IIPOLIEAYPH I 3aXUCTY BCiX KOMIIOHEHTIB MEPEKHOT IHPPaCTPYKTypH.

9. Pospobuaru Mozeni 3arpo3 indopmarii Ta MOJIeNi MOPYIIHUKIB iH(popMaIliiiHOT Ge3IeKH;

10. 3naTu pi3Hi THOU 310BMECHOTO [13 (BiOMOro sIK HIKiJJIKBI MporpamMu) Ta iX CHMIITOMH;
3HATH Pi3HI METO/IH, IKUMHU HAIlaHUKH MOXXYTh IPOHHKHYTH B CHCTEMY: COIliaIbHA IHMKEHEepid, 371aM
napomo WiFi, GpimuHr Ta BAKOPUCTAHHS BPA3IMBOCTEMH, TOIIIO.

3riIHO0 3 BHMOTaMH OCBITHbO-HAyKOBOI NpOrpamMH HaByYallbHA JHCIMIUIIHA CIPSIMOBaHA Ha
(hopMyBaHHS TAKUX HPOrPAMHHX KOMIIETEHTHOCTEH:

Inmezpanona komnemenmnicmo (IK) nonazae y: 37aTHOCTI TPOMYKYBAaTH HOBI ifel,
pO3B’3yBaTH KOMILIEKCH] npobnemMu npodeciiinoi Ta/abo TOCHiIHANBKO-IHHOBAMIHHOT JisSIIBHOCTI Y
cepi npaBa, 3aCTOCOBYBaTH METOJIOJIOTII0 HAYKOBOI Ta IMeAarorivyHol MisIbHOCTI, MPOBOIMTH BJACHE
HAyKOBE€ OCIIDKEHHS, PE3yJNbTaTH SKOTO MAaiOTh HAayKOBY HOBH3HY, TEOPETHYHE Ta IPAKTHYHE
3HAYEHHSI,

3azanoni komnemenmuocmi (3K) symoentoroms:

3KO01. 3narHicTs reHepyBaTy HOBI /1€l (KpeaTHBHICTB).

3K02. 3naTHicTb po3polisiTH HAYKOBI IPOEKTH Ta YIIPABIISATH HUMH.

3K04. 3parHicTh YCHO 1 IHCBMOBO IIPE3€HTYBATH pe3yJbTaTH BIACHOIO HAYKOBOIO
TOCHI/DKEHHS YKpalHChKOIO Ta 1HO3eMHOK) MOBaMH, TIHOOKO PpO3YMITH IHIIOMOBHI HayKOBi Ta
npodeciiiHi TEKCTH 32 HAIPSIMOM JIOCIIJDKEHb.

Cneuyianvri(haxoei) komnemenmnocmi (CK):

CKOl. 3parnicTh IJlaHyBaTH Ta BUKOHYBATH OPHUIIHAJIBHI JOCIIDKEHHS, JOCSATaTH HAYKOBHUX
pe3ybTaTiB, SKi CTBOPIOIOTH HOBI 3HAHHS Y Taly3i IIpaBa Ta JOTHYHUX J0 Hel MIKIUCIUILTIHAPHHIX
HanpsMax 1 MOKyTh OyTu omyOJIKOBaHI y NPOBIJIHHX HAyKOBHX BHJAHHSX 3 IPaBa Ta CYMIMKHHX
rajyseu.
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CKO02. 3paTHICTh 3aCTOCOBYBATH METOJH IIPABOBOTO i MIXKIMCLUMIUIIHAPHOTO AOCIiIMKEHHS,
BHSBIIATH 1X €BPHCTHYHI MOMJIMBOCTI Ta MEXi, BHKOPHCTOBYBATH DEJEBAHTHHH JOCIiIHHUIEKHIA
IHCTpyMEHTapii.

CKO3. 3patHicTh 3/iHCHIOBATH HAYKOBO-TENArOTIHY MisIBHICTh Y BHILi OCBITI Ta MPOEKTaxX
IIPaBHAYO] OCBITH Yy CHCTEMI OCBITH JIOPOCIIHX.

CKO4. 3paTHiCTb BHABJIATH, CTABUTH Ta BUPIIIYBATH HPOOIEMH TOCIiIHUIBKOTO XapaKTepy ¥y
chepi mnpaBa Ta 3abesmeuyBaTH SIKICTH BHKOHYBaHMX JIOCTi[DKGHB;, JOTPHMAHHS IpaBa
IHTeJIeKTyaIbHOI BIACHOCTI Ta CTAHAAPTIB aKaIeMidHOi JoGPOUECHOCTI.

CKO5. 3pmarsicts MOmemOBaTH ONTHMANbHI BapiaHTH BHPINIEHHS CKIAJHEX I[IPAaBOBHX
po0JieM, ITPOrHO3yBAaTH MOKJIMBI HACIIIKHM 1X peaisarii.

CKO06. 3natHicTh 31ilicHIOBaTH €KCIIEPTHY MisUIBHICTE Y cepi mpasa.

CKO07. 3naTHICTh BHUSBIATH HOBI IHCTHUTYLiNHI €THYHI BHKJIHKHM TAa €THYHI BHKIHKH B XKHTTI
CYCIIIBCTBA i IIPOIIOHYBATH JJIsl HUX TIPaBOBI MEXAHI3MM PO3B’ SI3aHHS.

3riflH0 3 BUMOTaMM OCBiTHBO-HAYKOBOI MPOrpaMH HaBUYalbHA JUCLMIUIIHA CHpPSIMOBAaHA HA
(opMyBaHHS TaKHX MPOrPaAMHHX Pe3YJILTATIB HABYAHHSA:

[IPHOI. Maru nepenoBi KOHIENTyaJIbHI Ta METOMOJIOTIYHI 3HaHHs y cdepi ImpaBa i Ha Mexi
NPEeAMETHHX Tajly3el, a TaKoX JOCHIJHHIBKI HABHYKH, JOCTATHI IS TMPOBEACHHS HAYKOBHX 1
IPHUKJIAJHUX JOCTIKeHb, OTPUMAaHHS HOBHX 3HAHb Ta 3/(iiICHEHHS iIHHOBAIIiH.

ITPHO3. 3actocoByBaTn y (axoBiil HisIBHOCTI 3HAHHS Ta PO3YMIHHS CHCTEMH INpaBa, iCTOPIi
CBITOROI Ta YKpaiHCEKOI IIPABOBOI JlyMKH, CyYacHOI IPaBOBOi JOKTPHHHM, 4 TAKOXK OCHOBHUX HAINPSMiB
Ta NPOBIIHUX TEHICHLIH Y PO3BUTKY IIpaBa.

IIPHO4. ®opmymoBaTH 1 mnepeBipsATH TimOTe3w; BHKOPUCTOBYBATH JUIs OOIDYHTYBaHHS
BHCHOBKIB HAaJICKHI AapryMeHTH, 30KpeMa, pe3yJIbTaTH TEOPETHYHOrO aHalidy, NpHKIaIHHX
MOCHiKeHb, HasBHI HAyKOBI JpKepena; aHaNi3yBaTH MOCIIKYBaHy NpoGiaeMy 3 ypaxXyBaHHSIM
LIMPOKOT0 IPABOBOTO Ta 3arajlbHOCOMIATBHOTO KOHTEKCTIB.

[TPHOS. TInanyBaTu i BMKOHYBAaTH TEOPETHYHI Ta IPHKIAAHI MOCHIUKEHHS 3 IpaBa Ta
JOTUYHUX MDKIMCLIHUILUIIHADHUX HAIPSMIB 3 BHKOPHCTAHHSM CY4acHOTO HAyKOBOTO iHCTPYMEHTApilo,
KPUTHYHO aHajli3yBaTH pe3yNbTAaTH BJIACHUX JOCHIDKEHb 1 pe3yJBTaTH IHIINX JOCIIIHHKIB Y
KOHTEKCTI YCBOTO KOMIUIEKCY II€Pe/IOBHX KOHLENTYAIbHHX 1 METOMOJOTIYHMX 3HAaHb LI0J0
IOCIIKYBaHOT MPOOIEMH 3 TOTPUMAHHIM CTAaHIAPTIB aKaJeMiuHoOT Ta mpoQeciiinol eTHKH.

[TPHO06. Po3ymiTi 3aranbHi IPUHIMIK Ta METOAM IOPHIAAYHOI HAYKH, 4 TAKOK METOIOJIOTIIO
HayKOBHX JIOCIIJPKEHb, 3aCTOCYBATH iX Y BIACHHX JOCITI/KEHHSX y cepi mpasa Ta y BHKIAJALbKiK
TIPAKTHILI.

ITPHO7. 3acTocoByBaTH cydacHi IHCTPYMEHTH i TEXHOJIOTII MOILIYKY, 0OpoOJIEHHs, aHaIi3y H
30epexxeHHs TaHMX Ta iHdopMallii, CTAaTHCTHYHI METOIH aHali3y JaHUX BEJTHKOro 00CATY Ta CKJIAIHOL
CTPYKTYpH, cHelianizoBani nporpamHe 3abesmedeHHs, 6a3su namux Tta iHpopMauifini cucremu y
HayKOBIH, BUK/Ia/IallbKii, IPaBOTBOPUYii Ta MPaBO3acTOCOBHIM MiILHOCTI.

ITPH10. T'oTyBaT mnpaBOBI BHCHOBKH, IPONO3UIii Ta peKOMEHMIalil 3a pe3ylIbTaTaMu
IIPABOBOr'O JIOCIiKEHHS.

[IPH11. 3nilicHIOBaTH JOKTPHHAJIbHE TIyMaueHHs HOPM HAIliOHAIBHOTO, MiXKHAPOJHOrO Ta
npasa Cponelicekoro Corosy, 3JiHCHIOBATH NMOPIBHAJIBHHN aHai3 NMPaBOBHX SBHIN Ta IIPOLECIB Y
PI3HHX IIPAaBOBHX CHCTEMaX.



3. CTpyKTypa KpeJuTHOro MOXYyJIst

Ne n\nn Kinekicts ronun
3MICTOBHI MOJIyJIi Besom | iswn IIpakr. | Immus. | Camocr.
3aHAT. | 3aHAT. pobora
1 2 3 4 5 6 7
Posain 1. OCHOBHI ITOJIOYKEHHSI IIPABOBOI'O 3ABE3IIEYEHHS
KIGEPBE3IIEKH.
1.1. | Kibepnpocrip i xibepbesneka:
Ipo0bJiieMH, IEPCTIEKTHBH, 16 4 2 - 10
TEXHOJIOTI1
1.2. | 3arposu y cdepi kibepbesmnexu 14 2 ) - 10
1.3. | HocBin npaBoBoro 3abe3neyeHHs
kibepbesrnexu y 3apyOiKHHX 18 2 2 - 14
KpaiHax
Beworo 3a posgin: 48 8 6 - 34
Po3ain 2. TEXHOJIOTTYHI ACIIEKTH 3ABE3IIEYEHHS KIBEPBE3IIEKH
2.1. | OSINT-po3Biaxka: NpaBoBi Mexi 28 4 4 ) 20
30upaHHs Ta 00poOKH iH(pOpMAIIii
2.2. | IIpaBosi OCHOBH 3aXHCTY 14 ) ) i 10
TaeEMHHIIb Y KibeprnpocTopi
2.3. | IIpaBoBe 3abe3meucHHs
kibepOesnexku 00’ €KTIB KPUTHYHOL
. 14 2 2 - 10
1HQPacTpyKTYpH B yMOBax
IIOBHOMAcCHITAOHOT BiitHH
2.4. | I'moGanpHi acneKTH PO3BUTKY
KibeprmpocTopy Ha OCHOBI JIOCBi Ly
- 16 2 4 - 10
IpoTHIIT Kibep3arpo3aM B yMOBax
pocilicbKO-yKpaiHChKOT BIHHH
Beworo 3a posain: 72 10 12 - 50
Banik: (2)
Pazom: 120 18 18 - 84




4. Jlexniitui 3ausaTTs1

Posmin 1.

Jlexuis 1: KibepnpocTip i kibepOesneka: mpobieMu, IIepCeKTHBH, TEXHOOTT

Hepenix ocnosnux numann:

1. 3akoHOmaBCTBO Ipo Kibepbesnexy

2. Cucrema 3abe3neuenHs KibepOe3neku aepixasu

3. Ilonsarrs kiGeprnpocTopy

4. Axryanbui npotiemu KibepGesnexu YkpaiHu B yMOBax pocifichKo-yKpaiHCBKOI BiltHH

Humanns ons camonepegipru;

5
2
3

S

Busnauime nousmmst «xibepbesnexan.

Oxapaxmepusyiime cymuicmo 3a6e3neyenns kibepbesnexu.

Axi  icnyroms  oicummego  eadciuei  inmepecu ocobu, Oepicasu ma CychilbCcmeéd 6
enexkmponnii cgepi?

Haszeime ma Oaiime 0CHO6HY XApakmepucmuky OCHOBHUX 3AKOHOOAGHUX aKMie Y cepi
3abe3nevenns Kibepbesnexu.

Illo maxke xibepnpocmip ma ochosHi 11020 CK1AO0BI?

Ilonimuxa  Oepowcasu  wjooo  3abesneuenns  kibepbesneku  nicna — NOYamKy
ROBHOMACUIMAOH020 HACMYNY P.

Jlimepamypa: 1,2,5-9, 15, 18,24, 27, 31, 32.

Jlexuis 2: 3arpo3u y cdepi KibepOesneku

Hepenix ocHoeHUXx numMans:

1. ITonsarrs 3arpo3 y cdepi kibepOesnexu
2. Cucrema 3arpo3s kibepOe3neku aepikaBu
3. Ilpotunis 3arposam y cdepi kibepOesmnexu

Humanus ons camonepegipku:

1. 3azposu y cepepi kibepbeznexu.

2. 3micm xibep3azpos.

3. Knacugixayia ma o3naxu xibep3zazpos.

4. OcHoeHi xapakmepucmuku Kibep3azpos.

3. Hit y kibepnpocmopi ma ix ocobausocmi.

6. Cymnicmeo, yini ma sadaui xkibepdiu.

7. Knacugpixayis ¢hopm i cnocobis 0iti y kibepnpocmopi
8.Kibepinyudenmu: nepedymoeu CKOEHHA ma HACHIOKIL.

Jdimepamypa: 1,2, 5-9, 15, 18, 24, 27, 31, 32.

Jlekuis 3: Jlocix mpaBoBoro 3abesrnedeHHs KibepOesneku y 3apyOiKHUX KpaiHax

Hepeﬂik OCHOBHUX NUMAHL.

1. TlpaBogi 3acanu 3abe3neueHns kidbepbesnexu y €C
2. Ilpasosa 6aza HATO y cdepi kibepbOesnekn



2. Tocein CILA y npotumii kiGep3arposam
3. MoK/HBi HampsIMH IMITTEMeHTAllil 0CBiIy IHIIMX Kpail y cepi IIpaBoBoro 3a6e3neueHHs
KibepOesneku

[Tumanns ons camonepesipku.

1. Hassime nopmamueni ooxymenmu €C y cihepi xibepbesznexu.

2. Ocobnusocmi zabesneyenns kivepbesnexu HATO.

3. Honimuxa CIIA y cghepi kibepbesnexu.

4. loceio Jlamsii, Jlumsu ma Ecmonii'y cghepi 3abe3nevenns xibepbesnexu.
3. Hocsio Ispainio y cghepi npasosozo 3abesneuenns xibepbesnexu.

6. Midicnapooui cmanoapmu y chepi xibepbesnexi.

Jimepamypa: 1,2,5-9, 15, 18, 24, 27, 31, 32.
Posznia I1.
Jlekuia 4: OSINT-po3Binka: mpaBoBi Mexi 30ipanHs Ta 06poOKH iHpopMarii

Ilepenix ocHOBHUX NUMAHD.
1. IIpaBoBi mijcraBu 3actocyBauss Texnosorii OSINT
2. Moxmusocri Texnosorii OSINT y 3abe3nedenni kiGepOesnexku nepxapu
3. Moxmusocri Texnosorii OSINT y mpotunii nesindopmartii, perikam Ta posciigyBaHHi
BIHCBEKOBHX 3JIOUHHIB
4. Meronu Ta incrpymenta OSINT

Humanna ona camonepesipku.
1. Busnauime npasosi niocmasu s3acmocyeanns mexunonozii OSINT.
2. Oxapaxmepusyiime moocaueocmi mexvonozii OSINT 'y 3abesneuenni xibepbesnexu
0epoicasu.
Oxapaxmepusyiime moociusocmi mexnonozii OSINT y npotupii nesindopmarii, peiikam. ta
pO3ciiyBaHHi BiiCbKOBHX 3JIOYHHIB
ma po3cnioyeanHi GiicbKOGUX 3104 UHIB
3. Howyk inghopmayii npo oco6y 3 donomozoro incmpymenmie OSINT.
4. mexnonozia OSINT y npomudii pociiicexiii azpecii

Himepamypa: 1,2,5 -9, 15, 18, 24,27, 31, 32.

Jlexuis 5: ITpaBoBi OCHOBH 3aXHCTY TAEMHHIIb ¥ KiGepIpocTopi

Llepenix ocnogrnux numanb:
1. IlpaBoBi 3acanu indopmariii 3 0OMeKEHHM JIOCTYIIOM
2. Buau taeMHHIIB
3. Pusuxu Ta Bpa3auBOCTi TaeMHOI iH(opMmaril
4. Kibep3axuct indopmarii 3 00MeKEHHM JOCTYIIOM

Humanns ons camonepegipru.
1. Tonusmms inghopmayii 3 obmedicenum docmynom.
2. Buou inghopmayii 3 o0bmedcenum 0ocmynom.
3. Ilpasosi 3acadu susnauenus maemuoi inghopmayii.
4. 3aezpos3u maemuiil ingpopmayir.
5. Ipunyunu 3abe3neqenns yinicnocmi macmuoi ingopmayir.




10

Jimepamypa: 1,2,5-9, 15,18, 24,27, 31, 32.

Jlekuis 6: IIpaBose 3a0e3neyenns xibepOesnekn 06 €KTiB KPUTHYHOT iHPACTPYKTYpH

Hepenix ocnosHux numans:

1

2
3

3aKOHOJABCTBO [IPO KPUTHUHY iH(YPACTPYKTYpY

- Kibepsarposu 06’exraM KpuTHUHOT iHQpaCTpyKTYpH B yMOBax Bilftu
- [lonepexenns Ta npotuis kibepsarposam Ha 06’€KTax KPHTUYHOT iHPACTPYKTYpH:

JOCBIJI POCiHCBKO-YKpaTHCEKOT BiliHH

Humanns ons CAMONEPEBIPKU.

I
2
3.
4

J.

3axonooascmeo npo kpumuny iHgpacmpykmypy.

Tomenyiiini kibepsazposu 06’ ckmam kpumuunoi ingppacmpyxmypu.

Ilpasosi sacaou eusnavenns maemnoi ingpopmayii.

Cucmema  3axodic  nonepedowcenns  kibepsazposam  Ha — 06’ckmax — KpUMUMHOL
ingppacmpyxmypu .

lIpomuoia xibepszazposam na 06 ’exmax Kpumuunoi ingpacmpykmypu.

Jlimepamypa. 1,2,5-9, 15, 18,24, 27, 31, 32.

Jlexnis 7: I'moGanbHi aciekTH pO3BHTKY KiGeprpocTopy

[lepenix ocHosHUX NUMAHD:

¥
2.
3.

PoseuTok mtyunoro intenexry Ta [oT sK nepeayMoBa IOSBH HOBHX IIPaBOBiTHOCHH
Po3BuTOK 3aKOHOIABCTBA PO KibepOesneky
Micue Ta pons Ykpainu B riio0aibHIl CHCTEMI po3BHTKY KibGepOesmexu

Humanus 0na camonepesipku:

1
2.
3.

i

8.

Tenoenyii pozeumxy inghopmayitinux ma xibepmexnonozii.

Ocobausocmi 6UCOKOMEXHONOZIYHUX BITIH.

Ienyroui cucmemu niozomoexku axieyie 3 xibepbesnexu ma xibepoboponu y npoioHUx
Kpainax cginy.

Ocobnusocmi  npakmuunoi  cknadoeoi  nidzomosku  axieyie 3  xibepbesnexu ma
kibepoboponu y nposioHUX Kpainax ceimy.

3micm  cucmemu nidcomosxku  Gilicbkogux axieyie ma Haykosux 00CniddceHb 3a
BUCOKOMEXHONI02TYHUMU HANPSIMAML,

Bumoau 0o suane axisyie 3 kibepbesnexu ma kibepoboponu.

Ocnoeni axmopu, sAxi 6nIueaOMe HA PO3GUMOK | GNPOBAONCEHHS GUCOKOMEXHONO2IYHUX
po3pobok 6 inmepecax HayionanrbHoi besnexu i 0boponu 6 Ykpaiui.

TIpunyunogo-innoeayiiini piutenna nodyooeu cucmemu kibepbesnexu ma kibepobopon.

Jimepamypa: 1,2,5-9, 15, 18, 24, 27, 31, 32.
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5. IlpakTH4Hi 3aHATTA
Pozain 1.
OCHOBHI ITIOJIOKEHHSI ITIPABOBOTI'O 3ABE3INEYEHHS KIBEPBE3IEKH.

IIpakTuyne 3anarTs 1:

CtBoputi Gasy JaHMX HOPMATHBHO-IIPABOBHMX AKTiB TA OPTaHiB AEP)KABHOTO peryJroBaHHsS B
chepi kibepbesnekn B Ykpaini. Ba3za JaHMX IOBHHHA JOJIATKOBO MiCTHTH (32 MOMNITHBICTIO)
TNOCU/IaHHS Ha O(IIliiHI caliTH JiepkaBHUX OpraHiB B Mepexi Internet Ta HOPMATHBHO-IIPABOBHX aKTiB
Ha caiiti BepxosHoi Pamu Yipainu. OG0B’ 513080 110 KoxkHOro po3miny BJI ta 3amucy — anoraris.

byt rotoBHM Bi/NOBiTH Ha 3amMTaHHS MO TeMi POGOTH Ta KOPOTKO OXapaKTepH3yBaTH
OCHOBHI €JIEMEHTH CTBOPEHOT 6a3y JaHUX.

3asoanns na CPC:

JletanbHo o3maoMHMTHCH 31 3Microm crammapriB ISO/IEC 27001:2005 Ta ISO/IEC
27001:2013. Buxonatu mnopiBHsUIbHHI aHanis Bepciii 2005 Ta 2013 poxi. Pesynbratd aHaizy
BHKIIACTH Y BHIJIAI TaOJHUII Y 3BiTi JI0 MPAKTHYHOI poGOTH.

Jlimepamypa: 5, 9, 28, 31, 32, 48, 56, 68.

[IpakTHuHE 3aHTTS 2;

Knacudikylite inpopmaniiini akTuBH, 10 3HAXONATHCS HA BALIOMY MPHCTPOi (MOGITBHOMY
Tenedoni, HoyTOymi, nomammeomy IIK i T.1.), chopmymoiite noTeHmiiimi 3arposu iHdopmarii,
BH3HAYITh METOAM Ta 3acO0M I1X YHHKHEHHS. IlpeicTaBuTd y BHIVISAI Tabmumi BimmoimsOCTI
«iH(popMaNisf-3arpO3H-METO M 1 3ac00H YHUKHEHHS.

[IpakTHune 3aHaTTs 3:

IIpoBenits aynut xibepbGesmexu Bamoi opraizauii a6o kommnanii. CTBOPITh IITaH il Juis
BHSIBJICHHS OTEHLIHHUX yPa3IMBOCTEH Ta CTBOPITH IUIAH JUIA iX BUIPABIICHHS.

3asoanns na CPC:

CrBopiTh mTaH BigHOBJIEHHS micns KiGepaTakd. BukoHaiite TecTyBaHHS Ha NpPakTHIN, 1106
IIEPEKOHATHUCS, ITI0 IIJIaH TIPALIOE,

Po3po6ith mraH HaB4aHHs HepcoHaTy 3 HHTaHb KibepGesneku. CTBOpPITH MaTepiamu Juis
HABYaHHS Ta MirOTyHTe MPe3eHTAIFO.

Jlimepamypa: 5,9, 28, 31, 32, 48, 56, 68.

Posain 2.
TEXHOJIOT'TYHI ACIIEKTHU 3ABE3IIEYEHHSA KIBEPBE3IIEKH

IIpakTHyde 3ausaTTs 4:

1. Oxapaxrepusyiite HacTynHi inctpymentn OSINT: OSINT-dpeiimBopk, Shodan, Metagoofil,
CrowdTangle, Maltego, Google Dorks.
2. basosi npaBuna pobotu 3 nouryky inpopmarii B Google.

3asoauna na CPC:
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[lixroryiite posropHyTy momoBine Ha Temy «SIk OSINT-posBimka Moke [HOMOMOITH
YKpPaiHCbKUM BiHCHKOBHM).

Jimepamypa: 5,9, 28, 31, 32, 48, 56, 68.

[IpakTHuHe 3aHITTS 5:

JaiiTe XapakTepuCTHKY OCHOBHHM TEXHOJOIisM osint-posBimku y mpotumii «fake newsy» Ta
po3po0iTE MEXaHI3MH MPOTHIII.

3asoanns na CPC:
Onuwits inerpymentd OSINT-posBifku st nomyky indopmanii npo ocoby. [aiite mpaBosy
OLIIHKY CBOIM [IisIM.

Jlimepamypa: 5,9, 28, 31, 32, 48, 56, 68.

IIpakTHyHe 3anaTTA 6;

Po3pobite noxanpnuii HOPMATHBHHH aKT ©po Kibep3axucT Ha O00’€KTi KpUTHYHOT
iHGpacTpykTypu (Ha BHOID).

3asoanua na CPC:

lIpoananisyiite npukiaagu kibeparak Ha 00’€KTH KpUTHYHOI iH(pacTpykTypu B YKpaiHi
IPOTArOM OCTAaHHIX 5 pOKiB. Bu3HauiTh THIIH, IIKOXY, NPOTalMHH, MOMJIMBI IUIAXH iX
HONEPEKEHHS

Jlimepamypa: 5,9, 28, 31, 32, 48, 56, 68.

IIpakTryne 3agarrs 7:

[TigrotyiiTe MOMOBIAEL HA TEMY:

«lcropis  kiGepBoen»; «Kibep30poss y pociiicbko-yKpaiHCeKiii  BilfHi»; «TexHonorii
kibepsaxucTy MaiOyTHBOIO», «ImpaBa poOOTIB: MOCBIM 1 TIEPCIEKTHBM pPO3BUTKY B
HalllOHAJIBHUX ITPABOBUX CHCTEMAX)

3asoannsa na CPC:

I[IpoananmisyiiTe NpHKIajd BHKOPUCTAHHS ILITYYHOTO IHTENEKTY y BiMCHKOBHX KOH(IIIKTaX.
Po3pobiTe MOMX/IMBI OpraHizaniliiHO-IIpaBoBi 3aX0[H KOHTPOJIO 3a BHKOPHCTAHHAM INTYYHOIO
IHTeNeKTY y BIHCHKOBHUX KOH(ITIKTAX.

Jimepamypa: 5, 9, 28, 31, 32, 48, 56, 68.
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6. Camocriiina po6ora

Camocriiina poGorta acmipanTa mepexbauac camocCTifiHe, HA OCHOBi 3a3HAYEHHX MHTAHB JUIS
CAMOTIEPEBIPKM 3@ pE3yJNbTaTaMH JIEKIIMHHX 3aHATh; IIHTAaHb, BigHeceHux 10 CPC Ta
HHJKYCHABEJICHUX IHTaHb, a& TAaKOX PEKOMEHJIOBAHOI JITEpaTypH, ONpPAIIOBAHHA Ta 3aCBOECHHS
OKPEMHX IOJIOXKEHE JucHUIUIiHu. OcoOnuBy yBary Cltia 3BepHYTH Ha nepuiomkepena. IlokpanieHHo
3aCBOEHHSA TAKOTO Marepially i 3°ACYyBaHHIO ITHTaHb, L0 CKJIANAIOTh [I€BHI yCKIAAHEHHs Y BHBUCHHI B
npoueci camMocTiiHOi po6OTH acmipaHTa CHPHSIOTH iHAMBiTyanbHI KOHCYIBTALI. ITepeBipka piBHs
3aCBOEHHSI Marepialy TakHX TeM IIPOBOJUTECS B Mpoleci OOrOBOPeHHS IHTaHb i3 JIOMIUHO
CIIOPIZIHEHUX TEM JUCHHUILIIHYM Ha ay JMTOPHUX 3aHATTSX.

Po3ain 1.
OCHOBHI ITOJIOYKEHHS ITIPABOBOTI'O 3ABE3INEYEHHS KIBEPBE3IIEKH.

3aoanna Ha camocmiiie onpaylo6ants.;

HeraneHo o3HaiffomuTHChs 31 3microm crappaprie  ISO/IEC 27001:2005 Tta ISO/IEC
27001:2013. BuxonaTu mopiBHAIBHHH aHami3 Bepciit 2005 Ta 2013 pokis. PesynbTaTd aHamizy
BHKJIACTH Y BUIJIAJ TaOJIUII y 3BIiTi 0 IpaKTHYHOT pOGOTH.

Jlimepamypa: 5,9, 28, 31, 32, 48, 56, 68.

Jasdanna na camocmivne Onpayosaniis.

CtBopiTh njiaH BiZHOBNIEHHs micis KibGeparaku. BukoHalTe TecTyBaHHs Ha IpaKTHIl, 100
IIEPEKOHATHCS, IO TUIAaH MPAIIOE.

Po3pobiTk nnan HaBYaHHA IHepcoHaly 3 NUTaHb KibepOesmeku. CTBOPITH MaTepianm s
HaBYaHHA Ta NIJrOTYHTE MPEe3eHTAaLiIO.

Jimepamypa: 5,9, 28, 31, 32, 48, 56, 68.

Posnin 2.
TEXHOJIOI'TYHI ACITIEKTH 3ABE3IIEYMEHHSA KIBEPBE3IIEKHA

3asoanns na camocmitine ONPAYIOBARHsL:
Iligroryiite posropHyry pomnorigs Ha Temy «Sk OSINT-po3Bigka Moxke IONOMOITH
YKPalHCBKHM BiliCbKOBUM y 60poTh0i 3 pocilichkumu 3arapOHHKaMu».

Jimepamypa. 5,9, 28, 31, 32, 48, 56, 68.

3asdanns na camocmitine onpayloGansL:
Onumites inerpyment OSINT-po3Binku ms nomryky indopmauii mpo ocoby. Jakite npaBoBy
OILIIHKY CBOIM JisiM.

Jimepamypa: 5,9, 28, 31, 32, 48, 56, 68.

3asoanns na camocmitine onpayroBaHHs.

[Ipoanamizyiite npukigagu kibepatak Ha 00’€KTH KpHTHYHOI iH(pacTpykTypu B YKpaini
OPOTArOM OCTAHHIX 5 pOKiB. BHU3HAUiTHP THIH, IIKOAY, MPOTAJMHH, MOXIMBI IIISXH 1X
HONEePeKEHHS

Jlimepamypa: 5, 9, 28, 31, 32, 48, 56, 68.
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3asoanns na camocmiiite onpayro6anHA.

IIpoananisyiite nMpuKIaaM BHKOPHUCTaHHS LITY4HOTO IHTENEKTY y BiMCBKOBHX KOH(IIKTaXx.

Po3poGite MojkHBI OpraHi3amiifHo-IIpaBoBi 3aX0/H KOHTPOIIO 33 BHKOPHCTAHHSM IITYYHOTO
IHTENeKTY y BIHCHKOBHUX KOH(IIIKTaX.

Jimepamypa: 5,9, 28, 31, 32, 48, 56, 68.
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7. KontpoasHi po6oru.

IIpoBesieHHs TOBHOLIHHKUX KOHTPOJIBHUX POOIT HAaBYAIBHOK NPOrPaMOI0 He Tepea0adyacThesl.
llepeBipka CTymeHs 3aCBOEHHSI HAaBYAIBLHOI'O MaTepialy MPOBOAATHCA 10 3aKIHYCHHIO BHBYEHHS
KOXKHOTO PO3/(iTy MOJYJISl HAa OCTAHHBOMY ayIHTOPHOMY 3aHSTTS IIISAXOM TECTYBAHHS y IHCHMOBOT
dopmi. [lnsg 1mporo po3poGieHi TECTOBI 3aBJaHHS 3 OXOIUICHHSAM MaTepiaiy posairy. Tecrose
3aBJIaHHs BKJIIOYAac OJIHE NMHUTAHHS HA siKe MOTPiOHE HaJaTH YiTKy Ta JIAKOHIYHY BiANOBinb, sKa
PO3KpHBAE CyThb IIOCTABJIEHOT0 NHUTaHHA. Ha BHUKOHAHHS TECTOBOTO 3aBHAHHS BifBOmUTHCH 20
XBUJIMH B KiHII 3aHsrTs. [licns mepesipku poGiT mpoBojuThes ix aHamis B aymuropil. AcmipaHTi
MaroTh MOXIIMBICTh 3BEPHYTH yBary Ha Ti NHUTaHHs, PO3B‘S3aHHS SKMX BMKIMKAIO y HHX IICBHI
CKIagHOCTI. BHKJIamauy Mae MOXKIUBICTH JaTH aclipaHTy KOHKpETHe IHAMBiAyanbHEe 3aBJaHHS 3
BiIIPaIlOBAHHS HEAOCTATHRO 3aCBOECHOIO Marepiay.

1. He3akoHHe BHKOPHCTAHHS MPOrPAMHOTO 3a0e3neueHHs — 1€ ...
1) IpOMHCIIOBE HIMTHTYHCTBO;

2) KpaJiiXKa 1 KOMitOBaHHS,

3) HecaHKIlioHOBaHA MO (DiKaIlis;

4) miparctgo.

2. 3 K010 METOI0 3JIOBMHCHUKH MOKYTh BHKOPHCTOBYBATH IPOrpaMHi 060/I0HKH
onepauniiiHux cucrem?

1) q1st aHAi3y MEpeKHOTro 0OMIHY;

2) Juisl NEPBUHHOTO aHAJIi3y CTPYKTYPH 3aXHINEHOTO IPOrPAMHOTO MPOIAYKTY;

3) Ui aHaNi3y MEepPEeKHOro 0OMiHy;

4) nns ananizy BUKOPHCTAHHS CHCTEMAMH 3aXHCTY CUCTEMHHX (YHKILIH.

3. s 4oro xakepH BUKOPHCTOBYIOTh MPOrpaMH-eMyJISITOpH 7

1) s 06xo/y 3aXHCTIB IpOrpaM IUISIXOM IPHB’A30K 10 €JIEKTPOHHHX KIIIOYiB;
2) s moaudikarii iHTepdelicy 3aXuIeHnx mporpam;

3) UL CTATUCTUYHOTO aHAJi3y CHCTEM 3aXHCTY.

4. lllo Take kidepsiiina?

1) e IHTepHeT-KOH(IIIKT, AKHI TTepeidauae BTPyUaHist 10 iH(OpMAIifiHUX CHCTEM iHIITHMX
KpaiH;

2) e iMiTauiiine nporpaMue 3abe3nedeHHs Ui HUIOTIB BiHCHKOBO-NOBITPSHUX CHII, SIKE
JIO3BOJISIC M IIPAKTHKYBATHCS 34 3MOJIE/IEOBAHUMHE CIICHAPIAMH BIHHH;

3) 1€ Hara/l, 3/{iHCHEeHHH rPyTIol0 XaKkepiB-aMaTopin

4) e HaOlp iHAMBIIyanbHUX 3aco0iB 3axucry, po3polieHHH s conmaris, ki GepyTh

Y4acTh y SACpHiil BiliHi.

5. SIk me HazuBawTL KoHdinenuiiinicTs indgopmanii?

1) IIPUBATHICTD;
) TOYHICTD,

3) JIOCTORIPHICT;
4) y3T0JIKEHICTh.

6. SIKkuii MeTo| BUKOPHCTOBY€THCSI /LIS HEPEeRIPKH HijicHoCTi nanux?

1) KOHTPOJIBHA CyMa;
2) Qg pyBaHHs;
3) pe3epBHE KOTIKOBAHHSI,

4) ayTeHTH(IKaLis.
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7. 1o 3 HaBeaeHoro € NPHKJIAAOM «XaKTHBI3MY»?

1) rpyna 3axvCHHMKIB HABKOJMIIHLOTO CEPENOBMINA 3allyCKae araky BIIMOBH B
obcyroByBsanHi poTH Ha(hTOBOT KOMIAHIT, BiAnOBinanbHOT 32 BenuKuil BUTIK HaTH;

2) MULTOK 3iamye Beb-cepep miciesol rasetd i nyGiikye Ha HBOMY 300paxenHs
YI00JICHOTO TIePCOHANKA 3 MYJIBTPIIBMY;

3 3JOYAHILL BHKOPUCTOBYIOTE [HTEpHET y cripobi BUKpacTH rpormi 3 OaHKy oJiHa Kpaina
HAMAraeThCs BUKPACTH CEKPETH OE3IEKH 1HII0T KpaiHH IITAXOM IIPOHHKHEHHS JI0 JIEPHKABHIX MEPEK.

8. flxa moTuBanist Xxakepa y Gisiomy Kanesmoci?

1) BHABJICHHS! CIA0KHX MICI(b CHCTEM 1 MEPEIK JUIS ITi/IBUIICHHS PIBHS X 3aXUCTY;

2) TOYHE HaJIAIITYBaHHS MEPEIKEBUX I[PHCTPOIB JUIS TIOKPAMICHHS X e(eKTHBHOCTI Ta
IPOJYKTHBHICTL BUKOPHCTAHHs Oy Ib-SIKOT BPA3IMBOCTI 3 METOIO HE3aKOHHOT 0COOHUCTOT BHTO/IM:

3) BHKOpUCTaHHst Oy/b-sKOI BPa3IHBOCTI 3 METOK HE3aKOHHOI OCOOHCTOI BHUIOJH

BHBYECHHS OTIEPalliHUX CUCTEM PI3HUX 1aT(opM s po3poOKH HOBOT CHCTEMH

9. ¥ yomy nmpuuHHA TOro, 10 BHYTPIlIHI 3arpo3sd Ge3mneni MOMKYyTh 3amomiITH OGLIbIN
Y ’ A

UIKOAY AJIA opraHizanii, anizk 30BHimHI 3arpo3n?
By Tpiuni KopueTyBaui MaloTh NPSAMHIT JIOCTYII IO IPUCTPOTB iHPPACTPYKTYpH

1) BuyTpilni KOpuCcTyBaui MalOTh Kpalili HABHYKK XaKepCTBa;

2) BryTpimmi kopuctyBaui MOKYTbH OTPHMATH JOCTYN JIO KOPIOPATHBHHX JaHUX O3
ayTeHTH(IKAIT;

3) BuyTpimmi KopHcTyBaui MOXKYTb OTPHMATH JOCTYI JIO HPHCTPOIB iH(PACTPYKTYpH

yepes [HTepHeT:

10. Sxi Tpu mMeToaM MOKYTH OyTH BHKOpHCTAaHI /Uit 3a0e3nmevenns KongigenniiiHocri
indopmanii?

1) JiBo(pakTOpHA ayTeHTH(iKAaLlis;

2) JIOTIH Ta 1aposib;

3) mU(ppPYBaHHS JIAHUX;

4) PE3EPBHE KOMIIOBAHHS

5) HaJTALLITY BAaHHSI [IPaB JIOCTY Iy Julsl (aiiiis;

0) KOHTpPOJE Bepciii.
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8. PeliTHHrOBa CHCTEMA OLIHIOBAHHS Pe3YJILTATIB HABYAHHS

YCmimmicTh  acmipaHTa 3 BHBYEHHs KpeauTHoro Moxmyns «lIpaBoBe 3alesmedemms
KibepOesneku» OIIHIOEThCS 3a ceMecTpoBHUM peiftHHroM. CyMa HabpaHHX PEHTHHIOBHX GaiB pu
CEMECTPOBOMY KOHTPOJI NEPEBOJIUTLCS B OIIHKHM 3a cHcTeMoro ouintoanHs ECTS (eBpomeiichka
CHCTEMa OLIHIOBAaHHA), 110 Nependayac ceMubanbHy mKkamy A, B, C, D, E, Fx, F ominok.

Peiitinr acnipanta (GopMy€TbCs TIOCTYIIOBO NPOTSIOM OJHONO HABYAILHOTO POKY Ha I1iACTABI
OL[IHIOBAHHS 3HAaHb, sKi BiH oTpumaB 3 auciumiina «lIpaBose 3aGesmeveHms KibepOesnexuy.
OuiHIOBaHHS TIPOBOJMTBCS 3a KPHUTEPiEM IPaBUIBLHOCTI Ta IIOBHOTH, JIOTIKH T4 CHCTEMHOCTI
PO3KPUTTS BiANoBiiHOT TeMu. JaHuit pelTHHT CKIaIaeThes 3 GaliB, 10 BiH OTPUMYE 3a:

a) BIAMOBiJi HA NPAKTHYHUX 3aHSITTAX, BKIIIOYAIOYM TEMATHUHI TOIMOBI/ 3a Bi/(IOBIHAMHE
TEeMaMH;

0) camocrtiitny pobory;

B) BiJIIIOBI/b HA 3aJIIKY;

Cucrema peliTHHroBHX (BaroBux) 6a/1iB Ta KpuTepii oiHIOBaAHHM:
1. Poboma na npakmuynux sansmmsx

®opMOIO TIEPEBIPKH PIiBHA IiJrOTOBJIEHOCTI aCIipaHTIB IIiJ] 9ac MPAKTHYHHMX 3aHITH 3TiTHO
TeM poOOY0i HABYANIEHOI IPOTPAMH €:

e OIIIHIOBAHHS 3HAHb ACIIPAHTIB HA MPAKTHYHMX 3aHATTAX;
® OLIHIOBAaHHS BHKOHAHUX 3aBJaHb y IPOLeci caMOCTiiHOT po6OTH acmipaHTiB.

Kpurepii oniHroBaHHS:

5 — eucokuii (mormubiaeHuit) piBeHp MiATOTOBKY 3 MHUTAHL IPAKTHYHOTO 3aHATTS, IiArOTOBKA
JIOTIOBi/Iel Ta 1OBiIOMIeHb. BMIHHS NIpalioBaTi rpynamMu, aHali3yBaTH BillOBi/IHi 3aKOHOIABYI aKTH
Ta MPAKTHYHO BUPILTYBATH CUTYAIliiHI 3aBIaHHS;

4 — 0obpuii piBeHb NiArOTOBKH. BMiHHS aHaizyBaT;

3 — 3a0o06inbnuit piseHb miarotoBku. HemoctaTHiit piBeHb 3aCBOCHHS MaTepiady, oOMeXeHHs
3HaHb BHK/IIOYHO 1H(OPMALEIO APy YHHKA;

2 — He3ado06inbHuI PiBeHb MAroTOBKH. J[y)e HH3BKHH PIBEHH 3aCBOCHHS 3HAHb, BiJCYTHS
iHiI[iaTHBa B 06rOBOPEHHI MUTAHb IPAKTHYHOTO 3aHATTS;

1 — He3adoginbhuil piBeHb NIATOTOBKH. BincyTHiCTe 3HaHB 3 Marepialy TeMH, IIOBHA
MAaCUBHICTh Ha IIPAKTHYHHX 3aHSITTIX.

3aoxouyBasibHi Ta mrpadHi 6anu 3a:

+ 5 fanie — mijiroTOBKY TeMaTHYHUX JOTIOBi/ICH y mpe3eHTalliiHiH Gopmi;

+ 3 6aiu — aKTUBHY y4acTh Ha IPAKTUYHHX 3aHSTTSX, y IIArOTOBLI JOJATKOBHX HAYKOBHX Ta
IPAaKTUYHUX MaTepiais.

- 1 6an — BiICYTHICTh Ha IPAKTHYHOMY 3aHATTI O€3 MOBAXKHOT IIPHYUHH.

Posmip mkanu pefituary R = 100 6adis.

Posmip craprosoi mkanu Re = 40 6amis.

Petituarosa mkasna 3 qucuuuiini ckianae R = Re + R = 95-100 6auis

YMoBu aonycKy 40 3aJiKy: cTapToBuii peiitunr Re > 40 Gaiis.

Kpurepii 3a/1iKOBOT0 OIIHIOBAHHS: BUXOASYH 3 po3Mipy mikayid Rg = 60.

ITepeBenieHHs 3HAUEHHS PEHTHHIOBUX OIIHOK B €BpOIEHchKy cucremy oliHioBanusa (ECTS) i
TPaJMIiiHI OLIHKH JUIs BHECEHHS 1X JI0 eK3aMeHaIliHHOT (3a1iKOBOT) BIIOMOCTI Ta 3a/1iKOBOI KHHKKH
3/IIHCHIOETHCS BIATTOBIIHO 10 TaOJIMIIi:
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Tabanus nepeBeaeHHs PeiiTHHIOBOT OLIHKH 3 HABYAILHOT JUcHMIUIiHE RD

_ Ouinka Ouinka Tpanuuiitna 3ajikosa
D =R R ECTS ECTS OIliHKA
RD=95-100 A BijaMiHHO
RD =85 -94 B Iyxe nobpe
RD=75- 84 C Jobpe 3apaxoBaHO
RD=65- 74 D 3a10BITBHO
RD =60 - 64 E Hoctatano
RD = menm Hixk 60 Fx He3zanoBibHO HezapaxoBano
RC <40% E Henonymeno Henomnymieno
Ipuxnax gns 3ajiky
IToTo4yHe TecTyBaHHs Ta caMocTiiiHa poboTa Cywma banin
[IpakTHyHe 3aHATTS 3anik
40 60 100

9. MeroauuHi pekoMeHaamii

1. Buknamau posmourHae 3aHSATTS 3 HaraJyBaHHSA IIPO aAKTyalbHIiCTh JIAHOI TEMH Ta IUII
HACTYIHOI'O 11 MPaKkTHYHOTO 3aCBOCHH:A aclipaHTaMM LIIIXOM HaJaHHSA PO3YMIHHSA HA KOHKPETHHX
IpUKIagax, mo JjgaHa cdepa 3abe3leyeHHs JKUTTEMISIIBHOCTI CYCIJIBLCTBA, BCTAHOBJIEHHS Ta
IIPAaBOBOTO PEryJIIOBaHHS CYCIUIBHHX BiHOCHH, fKa y Cy4YaCHHX yMOBax IOYHHAae 3aiMarH
BHU3HAY&JIbHI MO3MIII, 3 0AHOro GOKY, € HEBiJ| EMHOIO CKJIAJOBOIO fAK iH(OpMaliiHOro mpasa, Tak i
HallloHaIBHOT Ge3neKH, a 3 iHmoro 6OKy - Mac caMOCTIHHHMI XapakTep.

2. BuBueHHS JaHOI JMCIHIUIIHK CJIiJ| PO3IVIAAATH 3 MO3MIlIT CyTHOCTI iHpopMariiiHoi Ge3mekH,
NPAaBOBHX TNHTaHb iHQopMmaniiiHol Oesmeky, NpaBoBOI OXOPOHM Ta 3axucTy iHQopmaiii B
KOMIT'IOTEPHHX CHCTeMaX. 3a3HauyeHHH KOMIUICKC 3HaHb J03BOJIMTH ACTIPAHTY PO3YMITH IPHPOIY
indopmanii Ta 11 BlacTHBOCTEH, yCBIIOMIIIOBATH CYTHICTH indopManiiiHoi HeGe3meKH Ta LUIIXIB ii
3anofirands Ta yCyHEHHs. 3aHATTS CIIPSIMOBYETHCS Ha 3aCBOCHHS T4 MOMTMOIEHHS OTpPHMAHMX Ha
JeKIii 3HaHb Ta HaNpPAIFOBaHHs 0A30BHX MPAKTHYHUX HABHUYOK 34 JIAHOKO TEMOIO.

3. Harepe/10/iHi 3aHATTSI 30pI€HTYBATH aclipaHTiB, 1100 BOHH Malld HEOoOXiIHy JliTepaTypy Ta
JIOBIJIKOBHI MaTepiail.

4. Buxianad oroJiollye TeMy, METY Ta HaBYaJIbHI IIMTAHHS JaHOTO 3aHATTS.

5. Y BCTymHOMY CIOBi Harajarti IpO BaXJIMBICTH IaHOTO Marepiany, Horo 3B‘s30Kk 3
HaCTYIIHHMMH TeMaMU Kypcy.

6. Buknanenns 3MICTy pO3IVISAyBaHOTO HAaBYAILHOIO IHTAHHS TNPOBOAMTECA y  (opMi
JIOMOBIi.

7.V pa3i HeTOYHOCTeH Yy BIANOBiAi, MOLIIBHO TX YCYHYTH LLIAXOM YTOYHEHHS THMH
aclipanTaMH, siKi BUSIBHJIM Take OaXKaHHs.

8. Ilpu posrnsazi nHTaHb JOMaraTHCh Bijl aclipaHTiB aKTHBHOCTI B 00roBopeHi MaTepiany. Jlis
3aKpIMUIEHHs] PO3MIITHYTOTO MHTAHH:, IMicis HOoro o6roBopeHHs, GaXaHO NPOBECTH ONMTYBaHHS 2-3
acIipaHTiB.

[Ticns posrisimy KOXKHOro ydbOBOrO NHTAHHS BHKJIAJAY MiJABOJMTH IACYMOK, a B KiHIU
3aHATTS IPOBOJUTE HOTO aHATI3 B IIJIOMY,
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11. OpieHTOBHI MUTaHHS 10 3aJIiKy

1. HanionasnibHa cucrema kiGepOesneku sk CKiiaioBa YacTMHA CUCTEMH 3a0e3MedeHHs HalioHAIbHOT Ge3neKu
Ykpainu.

2. HanioHanbHu#i kiGeprpocTip: cyuacHi BUK/IHKH Ta Kibep3arposm,

. OcHOBHI HanpsaMKK po30yA0BH HALLIOHAIBHOT CHCTEMHU KibepOe3nekH.

. HepxasHa nonituka y cepi kibepOesneku B YkpaiHi.

. [IpaBoBi ocHOBH 3abe3nedenns KibepOesnekn Ykpaiu.

. [lpuHumny 3acTocyBanHs 3akoHOnaBcTBa Y cepi KibepbesnekH.

- OcHoeHi nosniozkenns 3akony Yipainn «IIpo ocHoBHI 3acanm 3a6esneuenns KibepGesnexu VYkpainuy.
. [puHimny 3abe3nedenns KiGepGesnexH.

9. Kibep3arposa: HOHSTTS Ta NIPaBOBMii 3MicCT.

10. Knacudikaris kibepsarpos Ta ix 3micT.

11. 3axuct npas, cBo60/1 i 3aKOHHHUX iHTepeciB rpoMadH Ykpaiuu y kibepnpocTopi.

12. O6’exTH KibepbOesnekw.

13. O6 ekt Kibep3axucTy.

14. llpaBoBi Ta opradizaiiiini 3acagu CTBOpeHHs Ta ()YHKUIIOBaHHS HALlOHANBHOI CHCTEMM 3aXHMCTY
KPHTHUYHOI iH(ppacTpyKTypH.

15. Cy6’extu 3abe3neuenns kiGepOesneKku: MOHATTA Ta BHIM.

16. IlpaBoBumii cTaTyc OCHOBHMX CyG’€KTiB HaliOHaIBHOI cucTemu KiGepGesneku: JlepkaBHOi ciyskOu
crielialbHoOro 38’A3Ky Ta 3axucty iHpopmauii Ykpainu, Hauionansnoi mominii Vipainu, Cnyx6u Gesnexu
Ykpainu, Minictepctsa o6oponn Ykpainu ta I'eHepainbroro wraby 36poiinux Cun Ykpainu, po3sifyBaabHUX
opranie, HauionansHoro 6anky Ykpainu.

17. JlepaaBHo-npuBaTHa B3aeMOis y chepi KibepOesnekH.

18. Inpopmaniiina Gesnexa Ta 17 Micie B cHcTeMi HallioHaIbHOT Oe3neku Ykpainu.

19. HopmaTuBHO-NpaBOBE PEryNmOBaHHS BiAHOCHH ILMONO CTBOPEHHS, 30MpaHHs, ojepkaHHs, 36epiraHHs,
BHKOPHCTaHHA, IOLUMPEHH, OXOPOHH, 3aXHCTY iHhopMallii.

20. HopmaTtuBHO-1ipaBoBe 3abe3neveHHs iHopMalliliHoi Gesnexku B YkpaiHi.

21. Ocnosui nonoxenns Ykasy Ilpesunenta Yikpainu [1po pimrenns Paan HauionansHoi 6e3nekH i 060poHu
Ykpaiuu Bijt 14 tpaBns 2021 poky "Ipo Crpareriio kiGep6esnekn Ykpainu".

22. 3abe3neueHHs 3aXUCTy MpaB i cBOOO JiroAMHH B iHopMauiiiniii chepi.

23. Texnonoris blockchain sik cknagosa indopmatiiinoi Ge3neku.

24, Kibepbesreka Ta 3aXHCT [EPCOHAILHUX IaHHX.

25. IlpaBoBe pery/loBaHHsA BiJIHOCHH, TIOB’ A3aHHX i3 3aXHCTOM i 0OPOBKOIO MEPCOHANTBHUX

JaHUX.

26. 3aXHCT NEPCOHANIBHUX IAHUX: MDKHAPOZIHI CTAHIAPTH Ta 3aKOHOMAABCTBO YKpaiHH.

27. IlpaBoBuii cratyc cy0’eKTiB BIAHOCHH, TOB’A3aHUX i3 NEPCOHALHUMM JAHUMH.

28. Kibepbeaneka Ta iHTepHET peyeii: MpaBOBe PEry/IOBaHHS.

29. IpaBoBe peryJitoBaHHs BiJIHOCHH, OB’ A3aHHX i3 3a0e3MeYeHHAM J0CTyITy A0 my6niuHoi inpopmarii.

30. Indpopmauiiina Ge3neka y CHCTEMi €JIEKTPOHHOrO YPSILyBaHHS.

31. 3axuct indopMaLii B cucTeMax eIeKTPOHHOTO IOKYMEHTOO0GIry.

32. 3axucr iHdopmalii Ta Kibep3axHCT y IUIATHKHUX CHCTEMAX.

33. IlpaBuna 3abe3neueHHs 3aXMcTy iHdopmalil B iHGopMaLiifHKUX, TeneKOMyHiKallifHUX Ta iHdopMaliiiHo-
TEJIEKOMYHIKaI[IHHUX CHCTEMAX.

34. IlpaBoBi acreKTH peryIOBaHHS BiIHOCHH Y COLAIEHHX Meperkax,

35. BianoifaibHicTh 3a MOpyLueHHs 3aKOHOAABCTBA Y cdepi kibepOesnekH.

36. [lousTrs Ta BUAKM Kibep3nouuHiB.

37. KpumiHanbeHa BiNOBIIaJIbHICTD 3a KiOEP3JI0UHHH.

38. [Nonarrs Ta BuaM GopM aaMiHICTpaTHBHO-NPABOBOT MPOTHAIT KiGep3aounHHocTi B YKpaiHi.

39. ®inancose 3abe3neyeHHs 3aX0/iB KibepOesneku.

40. KoHTposib 3a 3aKOHHICTIO 3aX0/iB i3 3a6e3neueHHs KibepOesneku YKpaiHu.

41. HanpsMM 30BHILIHBOMONITHYHOT AisIbHOCTI YKpaiHu y cdepi kibepbesneky.

42. MixHapoHe cniBpoOITHULTBO y cthepi kibepOesneku.
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